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State authorities have also jailed more users for their 
online writings, while criminal and terrorist groups 
have made public examples of those who dared to 
expose their activities online. This was especially 
evident in the Middle East, where the public flogging 
of liberal bloggers, life sentences for online critics, and 
beheadings of internet-based journalists provided a 
powerful deterrent to the sort of digital organizing that 
contributed to the Arab Spring.

In a new trend, many governments have sought to shift 
the burden of censorship to private companies and in-
dividuals by pressing them to remove content, often re-
sorting to direct blocking only when those measures fail. 
Local companies are especially vulnerable to the whims 
of law enforcement agencies and a recent proliferation 
of repressive laws. But large, international companies 
like Google, Facebook, and Twitter have faced similar 
demands due to their significant popularity and reach.

Surveillance has been on the rise globally, despite the 
uproar that followed the revelation of mass data col-
lection by the U.S. National Security Agency (NSA) in 
2013. Several democratic countries, including France 
and Australia, passed new measures authorizing 
sweeping surveillance, prompted in part by domestic 
terrorism concerns and the expansion of the Islamic 
State (IS) militant group. Bans on encryption and 
anonymity tools are becoming more common, with 
governments seeking access to encryption backdoors 
that could threaten digital security for everyone. 
Evidence that governments with poor human rights 

records are purchasing surveillance and malware 
technologies from Western companies like Hacking 
Team has fueled suspicions that these tools are being 
used to crack down on political dissidents. 

Nevertheless, activists, advocacy groups, and 
journalists have pushed back against deteriorating 
conditions for global internet freedom. In India, legal 
petitions against Section 66A of the Information Tech-
nology (IT) Act—a restrictive provision that was used 
to criminalize online speech, particularly on social me-
dia—succeeded when the Supreme Court declared 
the provision unconstitutional in March 2015. In 
Argentina, the Supreme Court protected intermediar-
ies from pressure to preemptively censor third-party 
content. And in the United States, the June 2015 pas-
sage of the USA Freedom Act marked an incremental 
step toward surveillance reform after nearly two years 
of debate over NSA practices.

In more repressive settings where the potential for 
legislative change is limited, activists have had some 
success in using information and communication 

by Sanja Kelly, Madeline Earp, Laura Reed, Adrian Shahbaz, and Mai Truong

Internet freedom around the world has declined for the fifth consecutive 
year, with more governments censoring information of public interest 
and placing greater demands on the private sector to take down 
offending content.

In the Middle East, flogging, life
sentences, and beheadings deterred
the sort of digital organizing that
contributed to the Arab Spring.
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technologies (ICTs) to hold government officials ac-
countable for abuses. In Ethiopia, demands for the 
release of the Zone 9 bloggers, who were being tried 
on terrorism charges, garnered global attention under 
the #FreeZone9Bloggers hashtag, apparently con-
tributing to the release of five of the nine defendants 
in July 2015. And in Saudi Arabia, the ubiquity of 
smartphones enabled activists to post documenta-
tion of human rights violations online, sparking public 
outrage and resulting in the dismissal of two govern-
ment officials.

While the overall trajectory for internet freedom 
remains negative, the declines over the last year were 
less precipitous than in the past. The small victories 
described above are promising signs that the set-
backs of recent years can be reversed, and that the 
fight for a free and open internet will continue even 
under the harshest conditions.

Tracking the Global Decline
To illuminate the nature of the principal threats in this 
rapidly changing environment, Freedom House con-
ducted a comprehensive study of internet freedom in 
65 countries around the world. This report, the sixth 
in its series, primarily focuses on developments that 
occurred between June 2014 and May 2015, although 
some more recent events were included in individual 
country narratives. Over 70 researchers, nearly all 
based in the countries they analyzed, contributed to 
the project by examining laws and practices relevant 

to the internet, testing the accessibility of select web-
sites, and interviewing a wide range of sources.

Of the 65 countries assessed, 32 have been on a 
negative trajectory since June 2014. The most signifi-
cant declines occurred in Libya, Ukraine, and France. 
Libya, torn by internal conflict, experienced a troubling 
increase in violence against bloggers, new cases of 
political censorship, and rising prices for internet and 
mobile phone services. Ukraine, amid its own territo-
rial conflict and propaganda war with Russia, featured 
more prosecutions for content that was critical of the 
government’s policies, as well as increased violence 
from pro-Russian paramilitary groups against users 
who posted pro-Ukraine content in the eastern regions. 
France’s standing declined primarily due to problematic 
policies adopted in the aftermath of the Charlie Hebdo 
terrorist attack, such as restrictions on content that 
could be seen as “apology for terrorism,” prosecutions 
of users, and significantly increased surveillance.

China was the year’s worst abuser of internet freedom. 
As President Xi Jinping made “cyber sovereignty” one 
of the priorities of his tenure as leader of the Chinese 
Communist Party, internet users endured crackdowns 
on “rumors,” greater enforcement of rules against ano-
nymity, and disruptions to the circumvention tools that 
are commonly used to bypass censorship. Though not 
entirely new, these measures were implemented with 
unprecedented intensity. Google, whose services were 
frequently interrupted in the past, was almost complete-
ly blocked. Veteran human rights defenders were jailed 
for online expression, including lawyer Pu Zhiqiang, who 
faces charges of “picking quarrels” in connection with 
28 social media posts, and 70-year-old journalist Gao Yu, 
who was sentenced to seven years in prison for sending 
“state secrets” to a foreign website. Official censorship 
directives during the year suppressed online commen-

In September 2015, the 
Chinese government cen-
sored images of the car-
toon character Winnie the 
Pooh, which internet users 
on the microblogging 
site Sina Weibo posted in 
an allusion to the image 
of President Xi Jinping 
in a military parade. The 
image was shared over 
65,000 times before it was 
removed and became the 
most censored image on 
Sina Weibo that month.

Of the 65 countries assessed,
32 have been on a negative trajectory
since June 2014.

Getty Images
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tary on issues ranging from Hong Kong prodemocracy 
protests to stock-market volatility.

Syria and Iran were the second- and third-worst per-
formers, respectively. Activists, bloggers, and citizen 
journalists in Syria continue to risk death at the hands 
of armed factions from across the political spectrum. 
In Iran, positive moves by President Hassan Rouhani 
and the ICT Ministry have led to greater bandwidth 
and the expansion of 3G services across all major 
networks. However, despite the president’s reformist 
rhetoric, major improvements to civil liberties remain 
blocked by the supreme leader and the country’s 
conservative establishment. Eight young people were 
sentenced to a combined 127 years in prison for anti-
government posts on Facebook in July 2014. 

By contrast, 15 countries registered overall improve-
ments. The year’s biggest gains occurred in Sri Lanka 
following the January 2015 elections. The new 
government unblocked previously inaccessible web-
sites and ceased harassing and prosecuting internet 
users. Cuba also registered an improvement after 
the reestablishment of diplomatic relations with the 
United States, marking a potential opening for the ICT 
sector. The cost of public internet access, though still 
out of reach for most Cubans, was cut in half; the first 
public Wi-Fi connections were established; and online 
media began to adopt a more critical tone toward the 
authorities. And Zambia enjoyed a reduction in major 
restrictions on online content compared with the 
previous year—a trend that continued under the new 
government elected in January 2015.

www.freedomhouse.org

Freedom House
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The following is a selection of the topics that were 
subject to censorship in the 65 countries covered 
in Freedom on the Net. A country was deemed to 
censor a topic if it blocked relevant webpages, 
initiated takedown and deletion requests, or de-
tained users who posted content on that topic.

Criticism of Authorities: A remarkable 47 of the 
65 countries assessed censored criticism of the 
authorities, the military, or the ruling family. In 
Thailand—where expression of antiroyal senti-
ment is severely restricted—authorities blocked 
thousands of sites featuring poetry, plays, and 
online radio services. In Morocco, police detained 
17-year old rapper Othman Atiq for three months 
after he criticized them in online videos. All 
countries in the Middle East and North Africa, and 
nearly all countries in sub-Saharan Africa, cen-
sored such criticism.

Corruption: Authorities in 28 countries sought to 
cover up accusations of corruption or misuse of 
public funds. In Sudan, a journalist was arrested 
after implicating high-level officials in a real estate 
scam. In July 2015, the Malaysian government 
blocked access to the UK-based whistle-blower 
site Sarawak Report over its coverage of bribery al-
legations linking the prime minister and a Sarawak 
state investment fund.

Political Opposition: Twenty-three countries cen-
sored the political opposition, including Ethiopia, 
which obstructed hundreds of social media pages, 
blogs, and diaspora-based opposition websites 
that were created to report on the May 2015 gen-
eral elections. Such censorship is often very ef-
fective in ensuring that opposing views are rarely 
heard and helping the incumbent government to 
stay in power.

Satire: Authorities in 23 of the 65 countries as-
sessed went to great lengths to muzzle ridicule 
and ironic commentary about public officials. A 
court in Bangladesh, for example, sentenced a 
25-year-old to seven years in prison—the mini-
mum under the amended ICT Act—for sharing a 
satirical song via his mobile phone. And an Iranian 
cartoonist was sentenced to 12 years of prison for 

Frequently Censored Topics

posting an image in which she depicted members 
of parliament as animals (see page 11). 

Social Commentary: Discussion on social is-
sues—including economic conditions and cultural 
questions—was targeted for censorship in 20 of 
the countries assessed. In Venezuela, the majority 
of blocking activity pertained to information about 
the black-market dollar exchange rate; photos of 
long lines outside supermarkets were also subject 
to censorship. The Chinese authorities regulated 
stories about “one-night stands” in 2015. And in 
Indonesia, a young woman was sentenced to two 
months in prison after her social media complaint 
calling the city of Yogyakarta “uncivilized” went 
viral in March 2015. 

Blasphemy: Twenty-one countries censored 
content that was considered insulting to religion. 
Blasphemy laws are often enforced selectively 
or arbitrarily to persecute religious minorities 
and serve political agendas. In Turkey, authorities 
censor content that is perceived as insulting to 
Islam, while offenses to other religions frequently 
go unchecked. Bahraini authorities are more likely 
to block alleged blasphemy of religious figures re-
vered by the royal family and other Sunni Muslims 
than attacks on those sacred to the majority Shia 
population.

Mobilization for Public Causes: Sixteen of the 
countries in Freedom on the Net censored digital 
activism such as calls to protest, online peti-
tions, or campaigns for social or political action. 
Authorities in Bahrain, Saudi Arabia, and the 
United Arab Emirates (UAE) censored human 
rights campaigners, while Russia blocked posts 
that called for protests after the court sentenc-
ing of opposition figure Aleksey Navalny. In 2014, 
the Saudi #Women2Drive campaign encouraged 
women to share videos and images of themselves 
behind the wheel to challenge a de facto ban on 
women drivers, but authorities blocked the cam-
paign website.

LGBTI Issues: Fourteen countries targeted LGBTI 
(lesbian, gay, bisexual, transgender, and intersex) 
content for censorship on moral, religious, or other 
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where the state is believed to be responsible.
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In a new development, more governments are now 
pressuring companies and individuals to remove 
content, as opposed to simply blocking or filtering 
the relevant websites and services. While blocking 
and filtering are still widespread tactics, the growing 
use of circumvention tools and encryption has made 
them less effective, particularly if the goal is to block 
individual pages and not whole sites or platforms. 

By contrast, content removal—including takedowns 
or deletions of specific webpages, blogs, videos, 
articles, and social media posts by tech companies, 
webmasters, and users—ensures that the material is 
restricted at the source. Even if the content is hosted 
abroad and the company in question is unwilling to 
take it down completely, they may decide to withdraw 
it from view in that country, particularly if the request 
is rooted in local laws. This remains problematic, how-

ever, since laws in many states do not meet interna-
tional standards of free expression.

The approaches to content removal vary, and can 
include direct government requests to content hosts, 
threats and intimidation directed at individual users, 
or broad laws that compel companies to proactively 
monitor and delete content. But all of these methods 
have the effect of shifting the burden of censorship to 
private companies and citizens.

In total, authorities in 42 out of the 65 countries as-
sessed required companies, site administrators, and 
users to restrict online content of a political, social, or 
religious nature, up from 37 the previous year. Govern-
ments have also grown more aggressive in presenting 
companies with ultimatums, threatening to revoke their 
operating licenses or block entire platforms if the speci-
fied content is not removed or hidden from view. This 
change was driven in part by the recent proliferation 
of laws that criminalize various types of online speech, 
adding force to the authorities’ removal requests. 

The trend is apparent not just in the number of gov-
ernments taking this approach, but also in the num-

Major Trends
With Blocking Less Effective, States Push for Content Removal

More governments are now pressuring
companies and individuals to remove
content, as opposed to simply blocking.

grounds, reflecting the entrenched and often 
state-endorsed bias against the LGBTI community 
in some parts of the world. Lebanon blocked a 
lesbian forum used throughout the Arab region, 
and a transgender woman in Egypt was sentenced 
to six years in prison over YouTube videos that 
showed her dancing. 

Ethnic and Religious Minorities: Thirteen coun-
tries censored information by or about a minority 
community, reinforcing routine discrimination 
against marginalized groups and obstructing ef-
forts to combat it. In Vietnam, content promoting 
organized Buddhism, Roman Catholicism, and the 

Cao Dai religious group was blocked, while the 
UAE blocked an online forum for Arab Christians.

Conflict: News and opinion on conflict, terrorism, 
or outbreaks of violence were subject to censor-
ship in 29 of the 65 countries reviewed. In Jordan, 
the owner and the editor in chief of the Saraya 
News website were held on charges of spread-
ing false news and aiding a terrorist organization 
for their coverage of the kidnapping of Jordanian 
pilot Moath al-Kasasbeh by IS militants in 2014. In 
China, a 22-year-old Uighur man was detained for 
“rumor mongering” in online posts about civilian 
deaths during 2014 clashes in Xinjiang.
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ber of removal requests received by technology com-
panies. Several international firms such as Google, 
Facebook, and Twitter publish transparency reports 
that reveal the number of requests they receive each 
year and their compliance rate. Requests to Twitter 
from courts and government agencies around the 
world, for example,  skyrocketed from 6 to 1,003 in the 
three years it has released data. Although companies 
in many developing markets are not very transparent 
about such data, interviews conducted by Freedom 
House indicate that requests are indeed increasing.

Incentives Driving the Trend
Governments are choosing content removal over 
blocking and filtering for several reasons. With the 
exception of highly authoritarian states such as China, 
Iran, and Cuba, most governments do not have com-
plete control over the ICT market or internet infra-
structure in their countries, meaning blocking must 
be implemented by multiple internet service providers 
(ISPs), with inconsistent results. Even in the most 
tightly controlled countries, tech-savvy users are able 
to bypass the filtering regime with circumvention tools.

In addition, the widespread adoption of HTTPS—a 
more secure version of the Hypertext Transfer Pro-
tocol, or HTTP—has made the blocking of specific 
content exceedingly difficult, and obstructing access 
to individual pages now often requires blocking an 
entire platform. For example, in July 2015, a Turk-
ish court banned five websites for promoting the 
Kurdistan Workers’ Party (PKK), a designated terrorist 
organization. However, since the sites were hosted 
on WordPress.com—an international blog-hosting 
service that employs HTTPS—Turkish ISPs had to 
block all of WordPress, affecting more than 70 million 
websites. Governments are often reluctant to resort 
to this approach, given many services’ popularity and 
growing economic importance. 

Technology Companies’ Predicament
When facing a removal request from a government, 
local companies have little choice but to comply, par-
ticularly if the country’s legal system offers few avenues 
for appeal. At the same time, some international com-
panies have been able satisfy governments without 
resorting to outright takedown, withholding unlawful 
content for the relevant country but leaving it online 
for other users around the world. In India, for example, 
Facebook restricted over 5,800 pieces of content in the 
last six months of 2014, yielding to law enforcement 
agencies’ requests regarding hate speech and religious 
criticism that “could cause unrest and disharmony.” 

However, many governments go much further in shift-
ing the burden of censorship, forcing private compa-
nies to proactively monitor their networks and err on 
the side of caution to comply with vaguely worded 
regulations. Of the 65 countries assessed in Freedom 
on the Net, 26 hold intermediaries liable for content to 
a disproportionate degree, and a number of countries 
increased requirements on intermediaries in the past 
year. In Thailand, for example, an October 2014 direc-
tive from the military junta ordered ISPs to monitor and 
censor content that could cause conflict or disrupt 
peace and order, which in practice means proactive 
removal of websites, comments, and videos that call for 
political protests or are critical of the authorities.

Such pressure forces private companies to make 
decisions on what is lawful and unlawful content in 
countries where national legislation may fail to protect 
legitimate speech. In efforts to expand its presence 
in the Chinese market, the U.S.-based professional 
networking site, LinkedIn, has started using a combina-
tion of human reviewers and sophisticated algorithms 
to restrict politically sensitive material from its users 
in China. On the other hand, Twitter, Facebook, and in 
recent years Google have been blocked in China for 
refusing to comply with similar requirements.  

In the best cases involving censorship requests, com-
panies act as a positive check on the repressive inten-

Common Content-Removal Methods
•   Content removal requests: Requests may come from government 

agencies, but also from individuals, businesses, or other entities, 
preferably with a court order. Depending on the company and plat-
form, these may be subject to an internal review by the company that 
considers the merit of each request. In some cases, however, content 
is removed without much scrutiny to avoid penalties mandated by 
law, particularly when it is hosted within the jurisdiction that initiated 
the request.

•   Proactive policing by intermediaries: Laws that hold service provid-
ers, content hosts, or webmasters disproportionately liable for third-
party (user) content can motivate these intermediaries to proactively 
police the content on their platforms and remove anything that may 
result in legal penalties. This is different from purely voluntary action 
taken by some intermediaries to monitor their services and enforce 
their own policies on issues like violence or obscenity.

•   Coerced deletions: Individual users, news sites, or other content 
producers can be directly pressured to delete content, for example 
through phone calls, arrests, and interrogations.

www.freedomhouse.org

Freedom House
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the human rights lawyer Walid Abulkhair refused, his 
prison sentence was increased from 10 to 15 years. 

Surveillance Laws and  
Technologies on the Rise
Freedom on the Net research identified growing 
surveillance as a major trend for the third consecutive 
year, though the motives and impact have evolved. 
Undeterred by the global public backlash against the 
NSA practices revealed in 2013, governments in 14 of 
65 countries passed new laws to increase surveillance 
over the past year.

Laws Expose User Data
Laws that require ISPs to indiscriminately retain 
so-called metadata—usually the time, origin, and des-
tination of communications—or the actual content 
of internet traffic have been rejected by many privacy 
advocates, technology companies, and international 
bodies as a violation of the integrity, security, and 
privacy of communication systems. While acknowl-
edging that these laws are often intended to assist 
law enforcement in investigating crimes or security 
threats, the UN Human Rights Committee, the Special 
Rapporteur for Freedom of Expression, and other 
entities have recognized that the requirements inher-
ently infringe on the privacy rights of all in a manner 
that is disproportionate to the stated aim. Neverthe-
less, many countries—including democracies—have 
moved to retain or expand such rules.

Australia’s Parliament passed legislation requiring 
telecommunications companies to store customers’ 
metadata for two years, allowing law enforcement 
and intelligence agencies to access the information 
without a warrant. The United Kingdom and Italy both 
reinstated or implemented stronger data-retention 
requirements in the past year, despite the fact that the 
European Court of Justice struck down the European 
Union (EU) Data Retention Directive in April 2014 as 
a serious breach of the fundamental right to privacy. 
And in the wake of terrorist attacks on the satirical 
magazine Charlie Hebdo and a kosher grocery in 
Paris, France passed sweeping legislation requiring 
telecommunications carriers and providers to, among 
other things, install “black boxes” that enable the 
government to collect and analyze metadata on their 
networks.

This trend is even more concerning in countries where 
internet freedom violations occur more frequently. 
After the Russian government issued a decree in April 

tions of weak governments. They closely scrutinize 
government demands against local laws and refuse to 
comply if the requests do not meet basic legal stan-
dards. Frequently, though, these firms have to choose 
between free-speech considerations and the survival 
of their business in the country.

Coercion of Individuals
In some instances, instead of turning to tech compa-
nies, authoritarian governments have gone directly 
to individual content creators and coerced them into 
deleting material through intimidation or torture. 
This method is particularly appealing to governments 
when the targeted content is hosted abroad, meaning 
requests to foreign companies might take more time 
and resources, and could ultimately be denied.

In Bahrain, for example, after the arrest of the user alleg-
edly behind the satirical Twitter account @Takrooz, almost 
100,000 tweets were deleted. Only one tweet remained 
on the account at the time of writing: “They tortured me 
in prison.” In Saudi Arabia, sentences for posting contro-
versial content online often include requirements to close 
social media accounts and bans on further posts. When 

Governments in 14 of 65 countries
passed new laws to increase surveillance
over the past year.
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2014 requiring ISPs to update their SORM technol-
ogy—the surveillance apparatus used to intercept 
and monitor ICT data—other former Soviet states that 
use the same technology followed suit. In June 2014, 
Kyrgyzstan instructed ISPs and mobile service provid-
ers to update their SORM technology at their own 
expense, store subscriber data for up to three years, 
and grant the authorities direct, real-time access to 
communications networks. Meanwhile, in Thailand, 
where the authorities frequently arrest or harass inter-
net users for alleged lèse-majesté on social networks, 
one of many orders issued by the military government 
in mid-2014 mandated military surveillance and moni-
toring of social media sites. 

Surveillance Technologies Proliferate
The adoption of problematic laws and regulations 
has been accompanied by the unrestricted spread of 
technologies that can make abuses a practical real-
ity, particularly in countries with poor human rights 
records. A set of leaked files released in September 
2014 from Gamma International, a surveillance and 
monitoring technology company, revealed information 
about the distribution of its FinFisher software—used 
to take control of targets’ computers—to governments 
including those of Bangladesh, Pakistan, and Bahrain. 
Evidence showed that the Bahraini government had 
obtained licenses for FinFisher to spy on the country’s 
most prominent lawyers, activists, and politicians.

In July 2015, a leak of documents from the information 
technology company Hacking Team named the govern-
ments of Azerbaijan, Egypt, Ethiopia, Uzbekistan, and 
Vietnam—all of which have jailed activists and blog-
gers—as Hacking Team clients, despite the company’s 
claim that it does not sell to countries where there are 
credible human rights concerns. At least a dozen differ-
ent federal or state agencies in Mexico were also listed 
as having contracts with Hacking Team. Some of the 
agencies do not have legal or constitutional authority 
to engage in surveillance. In Ecuador, leaked emails 
provided compelling evidence that the intelligence 
agency targeted an opposition activist’s email account 
for infection with malware.

Governments Target  
Encryption, Anonymity
Given the mounting concerns over government 
surveillance, companies and internet users have taken 
up new tools to protect the privacy of their data and 
identity. In a landmark report released in May 2015, 
UN Special Rapporteur David Kaye underlined how 

encryption and anonymity are crucial to securing 
freedom of opinion and expression and the right to 
privacy, emphasizing that any restrictions must be 
narrowly tailored to achieve legitimate aims.
Unfortunately, governments around the world have 
moved to limit encryption and undermine anonymity 
for all internet users, often citing the use of these tools 
by terrorists and criminals. Such restrictions dispropor-
tionately threaten the lives and work of human rights 
activists, journalists, opposition political figures, and 
members of ethnic, religious, and sexual minorities. 

Stigmatizing Encryption 
In the wake of revelations that intelligence agencies 
were collecting ordinary citizens’ communications 
data in bulk, technology companies have moved 
toward default encryption settings to enhance the 
privacy and security of user activity. In response, poli-
cymakers in the United Kingdom and United States 
have called for companies to provide intelligence 
agencies with a “backdoor” to user data, circumvent-
ing encryption. Authorities in China proposed a coun-
terterrorism law in November 2014 that would require 
telecommunications firms to provide such govern-
ment access. In Cuba, encryption services must be 
preapproved by the government, ensuring that none 
are impervious to state surveillance. 

Many countries place limits on the scope or availabil-
ity of encryption services. In India, ISPs are banned 
from encrypting customer data in bulk, allowing state 
security agencies to scan all traffic for keywords. Bah-
rain passed a law prohibiting the use of data encryp-
tion “for criminal intentions”; because basic forms of 
expression and dissent are also effectively criminal-
ized, the new rule could be used against human rights 
defenders, journalists, and others.

Encryption has been stigmatized as a tool for terrorists, 
contributing to illegitimate arrests. In August 2015, 
three staff members working for Vice News were arrest-
ed in southeastern Turkey and charged with supporting 
terrorists after authorities found encryption software 
on one of their computers. Similar accusations were 
brought against three Al-Jazeera journalists who were 
detained in Egypt and the Zone 9 bloggers in Ethiopia. 

Governments around the world have
moved to ban encryption and undermine
anonymity for all internet users.

www.freedomhouse.org

Freedom House

9



Undermining Anonymity 
While encryption protects the content of communica-
tions, anonymity is necessary for securing the privacy of 
users’ metadata. Tools such as virtual private networks 
(VPNs), proxies, and Tor can disguise an individual’s 
original internet protocol (IP) address and other details 
that would reveal the identity or location of users.
However, governments around the globe are working 
to restrict these methods, undermining international 
norms on user anonymity. Belarus, Ethiopia, Indonesia, 
Iran, Kazakhstan, and Uzbekistan are among the coun-
tries that have ordered bans on Tor, or circumvention 
tools more broadly, and China blocked access to several 
popular VPNs in the past year.

Developments in Brazil reflect the complex nature of 
privacy online. While the country’s April 2014 Marco 
Civil da Internet remains a respected legal model for 
the protection of digital rights, the fact that anonymity 
is constitutionally prohibited has left the door open to 
new laws that could severely restrict internet freedom. 
During the coverage period, a court banned the now-
defunct anonymous messaging application “Secret,” 
and legislators proposed amendments to the Marco 
Civil in July 2015 that would require users to register 
with their real name and national identification num-
ber to post on social media or blogs.

Many governments already require real-name registra-
tion for ICT access. A decree in Vietnam bans the use 
of pseudonyms on blogs, following the lead of increas-
ingly strict real-name registration for social media 
activity in China, and all IP addresses in Iran must be 
registered with the authorities.

Arrests and Intimidation  
of Users Escalate
Freedom on the Net has previously noted an increase 
in offline punishments for online expression, but the 
penalties and reprisals reached a new level of sever-
ity in the past year, as both authorities and criminal 
groups made public examples of internet users who 
opposed their agenda.

Prison Sentences
Of the 65 countries reviewed, 40 imprisoned people 
for sharing political or social content through digital 
networks, up from 38 in last year’s report. Courts in seven 
countries imposed or upheld prison sentences of seven 
years or more. Sentences issued during 2015 for alleged 
online insults to Thailand’s monarchy have exceeded 

25 years in prison. In 2015, a Cairo court handed life 
sentences to two journalists for online coverage of the 
bloody crackdown on a Muslim Brotherhood protest. In 
September 2014, a court in China sentenced Uighur aca-
demic Ilham Tohti, a renowned moderate, to life imprison-
ment, partly for running a website on Uighur affairs.

China was not the only country to target vulnerable 
minorities. Eight men were jailed in Egypt in Decem-
ber 2014 for appearing in a video documenting a gay 
couple’s wedding ceremony. A court sentenced them 
to three years’ imprisonment for “inciting debauchery,” 
later reduced to one year.

Violence and Harassment
In addition to formal prosecutions, internet users faced 
physical violence and intimidation in a variety of forms. 
The web itself has sometimes been used to publicize 
such attacks and amplify the deterrent effect on other 
users. In Syria, IS militants posted videos showing the 
executions of international journalists, including Kenji 
Goto, a veteran Japanese reporter who founded the 
website Independent Press to cover humanitarian is-
sues in 1996. Assailants in the Mexican border state of 
Tamaulipas murdered Maria del Rosario Fuentes Rubio 
for administering a Twitter and Facebook network that 
reported criminal violence, then broadcast photos of 
her body using her mobile phone and Twitter account.
 
Even when threats precede attacks, targeted individuals 
do not always receive the appropriate protection. Four 
bloggers in Bangladesh were fatally stabbed in separate 
incidents over the course of seven months in 2015, 
despite the fact that Islamist extremists had openly 
threatened their lives for expressing secular viewpoints.

Many online journalists and activists fled their home 
countries, though some found no safety abroad. Blogger 
Assad Hanna left Syria following online threats stemming 
from his criticism of the regime, but he was badly injured 
by knife-wielding assailants at his apartment in Turkey.

Other users were targeted for online activism promot-
ing women’s rights, or in ways that seemed motivated 
by their gender. In February 2015, Indian activist 
Sunitha Krishnan launched a “Shame the Rapist” 
campaign that featured a video demonstrating how 
to blur the faces of victims in footage of assaults 
shared on the messaging platform WhatsApp. Her car 
was stoned just hours after the campaign began. In 
January 2015, unknown individuals hacked a social 
network account belonging to Larysa Shchyrakova, a 
Belarus-based independent journalist and civic activ-
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ist. They posted explicit photos of Shchyrakova that 
were apparently taken from a computer confiscated 
by the state security service in 2010.

Youth Targeted
Internet users tend to be younger than the general 
population on average, and police in several countries 
sought out teenagers who offended national leaders 
on social media in the past year. In western Turkey, 
police visited a classroom to question a 13-year-old on 
suspicion of “insulting” President Recep Tayyip Erdoğan 
on Facebook. An 18-year-old was among six people 
arrested in Venezuela for tweeting about the death of a 
national lawmaker. Police in Belarus threatened to fine 
student Dmitry Dayneko after an opposition website 
shared his YouTube video calling on President Alyak-

sandr Lukashenka to take the “ice bucket challenge,” 
whose participants—including several international 
politicians—sought charitable sponsorships for pub-
licly drenching themselves in cold water.

In one particularly egregious case, 16-year-old Singapor-
ean blogger Amos Yee was charged under a new law de-
signed to combat online harassment after he celebrated 
the death of the country’s founding prime minister, Lee 
Kuan Yew, on video. Yee was acquitted on that charge 
but sentenced for obscenity and wounding religious 
feeling, spending four weeks in jail. The attention drawn 
by the prosecution fueled anger among Lee’s support-
ers, and Yee was assaulted outside the courtroom. In the 
words of his follow-up video: “All that from a video taken 
by a boy in his room, with a camera, in his pajamas.”

Iranian cartoonist 
Atena Farghadani was 
sentenced to 12 years in 
prison on charges of in-
sulting state officials and 
spreading propaganda 
for posting this image 
on Facebook depicting 
members of parliament 
as animals, casting votes 
on proposed legislation to 
limit reproductive rights.

www.freedomhouse.org

Freedom House
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Over the past year, several decisions by legal or regula-
tory bodies generated significant global discussion 
on how to guarantee access to information while 
respecting other rights. The fight for “net neutrality” 
protections in the United States reinforced efforts in 
other countries to secure open and nondiscrimina-
tory access to online content. Meanwhile, in the EU, 
a decision regarding search engines’ responsibility 
for personal data bolstered the concept of the “right 
to be forgotten,” which was then taken up by several 
national legislatures.

Net Neutrality
Net neutrality refers to the principle that all internet 
traffic should be treated equally by network owners, 
and not obstructed or accelerated based on its type or 
the identity of senders and recipients. This ensures that 
all internet users have equal access to the widest array 
of content and platforms available, while preventing 
dominant companies from skewing the online sphere 
in their favor. For example, the principle prevents major 
telecommunications firms from blocking Voice over IP 
(VoIP) services that may compete with their traditional 
telephone services. It also means that users do not 
need to suffer lower speeds imposed for high-band-
width content like streaming video, which can serve 
as an important news source—especially in settings 
where traditional media are constrained or inadequate. 

Some regulatory agencies have recently intervened to 
uphold net neutrality. In the United States, after more 
than a year of significant public debate and unprece-
dented levels of citizen feedback, the Federal Commu-
nications Commission approved new rules that allow 
it to regulate the internet as a public utility, including 
strong provisions that limit the extent to which ISPs 
can pick and choose the content that reaches their 
subscribers.

Similarly in Canada, the telecommunications regu-
lator issued a ruling in January 2015 stating that 
companies cannot set rules or prices that favor their 
streaming services over those of competitors, after it 
was revealed that Bell had been exempting its mobile 
application from the download limits that it places on 
competitors’ apps. Other countries, such as Iceland 

and Argentina, passed resolutions guaranteeing the 
principle of net neutrality.

Meanwhile, a number of governments moved in the 
opposite direction. In Russia, the Federal Anti-Mo-
nopoly Service put forth a proposal in October 2014 
that would allow some companies to pay for priori-
tized content delivery, and included references to 
data-heavy platforms like Skype and YouTube. In India, 
service providers took steps in 2014 to limit access to 
communication tools—such as VoIP services—that 
threatened their profits. They were supported by the 
Telecom Regulatory Authority, which created a draft 
regulatory framework allowing extra fees for consum-
ers using communication apps. Indian users respond-
ed in large numbers, with more than a million people 
submitting comments to the regulatory authority; the 
issue is now under parliamentary review.

Complicating this debate is the practice of “zero rat-
ing,” in which private companies offer subscribers free 
access to certain popular online platforms in order 
to attract new users. Proponents of these programs 
argue that they could significantly increase access 
to useful web applications, but critics warn that they 
could result in a stratified system, with those who can-
not afford full access relegated to a lesser version of 
the internet. Internet.org (later renamed “Free Basics”), 
Facebook’s initiative to offer affordable access to 
select platforms and applications, was rolled out in 
several countries across Asia, sub-Saharan Africa, and 
Latin America. In Brazil, plans to introduce Internet.
org triggered discussion on whether zero rating is 
legal under the Marco Civil da Internet’s net neutral-
ity provisions. In India and Indonesia, some service 
providers opted out of the Facebook program, citing 
both business and net neutrality concerns.

The ‘Right to Be Forgotten’
In May 2014, the Court of Justice of the European 
Union granted individuals the right to request that 
search engines hide links to public information about 
them if it is no longer accurate or relevant, establish-
ing their “right to be forgotten.” However, aside from 
information about public figures, the ruling provided 
little guidance as to what types of information should 
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be hidden or retained in the public interest, meaning 
search engines would have to decide on a case-by-case 
basis, in an internal process that lacks the oversight 
and transparency of established legal proceedings.

For example, in Germany, Google complied with re-
quests to delink news content about a sexual assault 
that named the victim, though the articles remained 
on the internet and still appeared in search results 
outside the country. In Hungary, meanwhile, Google 
did not comply with a request from an official who 
wanted to suppress information about a past criminal 
conviction. Some privacy advocates fought to extend 
the right to be forgotten beyond national borders. In 
June 2015, the French data protection agency de-
manded that Google carry out removals across all of 
its sites, meaning the search results would be omitted 
even for users outside France.

Signaling the development of a global trend, at least 
six non-EU countries, including Argentina, Colombia, 
Japan, Kenya, Mexico, and Russia, considered an 
individual’s right to be forgotten during the coverage 
period. A Colombian court struck a balance of sorts in 
a case involving a newspaper article that implicated 
an individual in a criminal matter. Although the court 
protected Google from liability and did not order the 
search engine to remove links, the newspaper was 
required to publish an update reflecting the verdict, 

and make the content less likely to appear in search 
results by manipulating the tags that describe a page’s 
content for public indexing. It is unclear whether the 
ruling will affect other media, but it could burden 
news outlets or inadvertently make content on related 
topics less accessible.

Two other examples were particularly problematic. In 
September 2014, businessman Carlos Sánchez de 
la Peña asked Mexico’s independent privacy agency 
to order Google Mexico to remove three results that 
linked to content alleging his involvement in corrup-
tion—information that digital rights groups argued 
was in the public interest. The agency threatened the 
company with sanctions after it refused to comply. 
And in July 2015, Russian president Vladimir Putin 
signed legislation allowing individuals to request that 
search engines remove links to certain information 
within 10 days. Unlike in the European decision, this 
legislation also allows public figures to make such 
requests, setting the stage for the possible censorship 
of information in the public interest. 

Conclusion

In many ways, the past year was one of consolidation 
and adaptation of internet restrictions rather than 
dramatic new declines. Governments that had already 
greatly expanded their arsenal of tools for controlling 
the online sphere—by disrupting ICT networks, block-
ing and filtering content, and conducting invasive 
surveillance—are now strengthening their applica-
tion of these methods. As blocking has become 
less effective, more governments have shifted to 
censoring content through removal requests or more 
forceful, coercive tactics. And as savvy internet users 
increasingly turn to encryption and anonymity tools 
to protect their rights, government officials across the 
political spectrum are seeking to undermine these ob-
stacles to surveillance, potentially making the internet 
less secure for everyone. 

It remains to be seen whether repressive efforts will be 
sustainable in the long run. The global struggle for inter-
net freedom led to several positive achievements over 
the past year, raising the possibility of greater advances 
in the future. Digital activism has been and remains a 
vital driver of change around the world, particularly in 
societies that lack political rights and press freedom. 
The greatest gains, however, have been made through  
legislative changes or judicial decisions, indicating 
that countries with meaningful political debates and 
independent judiciaries have a distinct advantage in 
safeguarding internet freedom over their more authori-
tarian counterparts. These victories and others like 
them could help ensure that the fight for a free and 
open internet ultimately succeeds, despite the setbacks 
that have affected so much of the world in recent years.

The greatest gains have been
made through legislative changes
or judicial decisions.

www.freedomhouse.org

Freedom House

13



DISTRIBUTION OF GLOBAL INTERNET USERS BY COUNTRY AND FOTN STATUS
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61% live in countries where criticism of the 
government, military, or ruling family has 

been subject to censorship. 
 

47% live in countries where individuals were 
attacked or killed for their online activities 

since June 2014. 
 

58% live in countries where bloggers or ICT users 
were jailed for sharing content on political, 

social, and religious issues.
 

47% live in countries where corruption allegations 
against top government or business figures 

can be repressed or punished.
 

45% live in countries where posting satirical 
writings, videos, or cartoons can result in 

censorship or jail time.
 

34% live in countries where LGBTI voices have 
been silenced or where access to resources 

has been limited by authorities. 

38% live in countries where popular social media or 
messaging apps were blocked in the past year.

34%  live under governments which disconnected 
internet or mobile phone access in 2014-

2015, often for political reasons.

GLOBAL INTERNET USERS

Over 3 billion people have access to the internet.

According to Freedom House estimates:
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Iceland 6 F 0

Estonia 7 F 0

Canada 16 F ● 1

Germany 18 F 0

Australia 19 F ● 1

United States 19 F 0

Japan 22 F 0

Italy 23 F ● 1

France 24 F ● ● ● 3

Georgia 24 F 0

Hungary 24 F 0

United Kingdom 24 F ● ● 2

Argentina 27 F 0

Phillipines 27 F ● 1

South Africa 27 F 0

Armenia 28 F ● 1

Brazil 29 F ● 1

Kenya 29 F ● ● 2

Colombia 32 PF 0

Nigeria 33 PF ● ● 2

South Korea 34 PF ● ● 2

Kyrgyzstan 35 PF ● ● ● 3

Uganda 36 PF ● ● 2

Ecuador 37 PF ● ● 2

Ukraine 37 PF ● ● ● ● 4

Tunisia 38 PF ● ● 2

Angola 39 PF ● ● 2

Mexico 39 PF ● ● ● ● ● 5

India 40 PF ● ● ● ● ● 5

Malawi 40 PF 0

Zambia 40 PF 0

Singapore 41 PF ● 1

Indonesia 42 PF ● ● ● ● 4

KEY INTERNET CONTROLS BY COUNTRY

● = Internet control observed during the June 2014 - May 2015 coverage period.
● = Internet control observed after May 31, 2014 until the time of writing.
● = ICT user arrested prior to coverage period but serving part or all of prison sentence during coverage period.
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Malaysia 43 PF ● ● ● ● 4
Morocco 43 PF ● ● ● 3
Lebanon 45 PF ● ● ● 3
Sri Lanka 47 PF ● 1
Cambodia 48 PF ● 1
Jordan 50 PF ● ● 2
Rwanda 50 PF ● 1
Bangladesh 51 PF ● ● ● ● 4
Libya 54 PF ● ● ● 3
Azerbaijan 56 PF ● ● ● ● 4
Zimbabwe 56 PF ● ● ● ● 4
Venezuela 57 PF ● ● ● ● 4
Turkey 58 PF ● ● ● ● ● ● ● 7
Egypt 61 NF ● ● ● ● ● 5
Kazakhstan 61 NF ● ● ● ● ● ● ● 7
Russia 62 NF ● ● ● ● ● ● 6
Myanmar 63 NF ● ● ● ● 4
Thailand 63 NF ● ● ● ● ● ● 6
Belarus 64 NF ● ● ● ● ● ● 6
The Gambia 65 NF ● ● ● 3
Sudan 65 NF ● ● ● ● 4
United Arab Emirates 68 NF ● ● ● ● 4
Pakistan 69 NF ● ● ● ● ● ● 6
Bahrain 72 NF ● ● ● ● ● ● 6
Saudi Arabia 73 NF ● ● ● ● ● ● 6
Vietnam 76 NF ● ● ● ● ● ● 6
Uzbekistan 78 NF ● ● ● ● ● ● 6
Cuba 81 NF ● ● ● ● ● 5
Ethiopia 82 NF ● ● ● ● ● ● 6
Iran 87 NF ● ● ● ● ● 5
Syria 87 NF ● ● ● ● ● ● ● 7
China 88 NF ● ● ● ● ● ● ● ● ● 9
TOTAL 15 31 7 24 17 14 40 19 28

● = Internet control observed during the June 2014 - May 2015 coverage period.
● = Internet control observed after May 31, 2014 until the time of writing.
● = ICT user arrested prior to coverage period but serving part or all of prison sentence during coverage period.

www.freedomhouse.org

Freedom House
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Status Countries
FREE 18 
PARTLY FREE 28 
NOT FREE 19
Total 65

Freedom on the Net 2015 assessed 65 countries
around the globe. The project is expected to expand
to more countries in the future.
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Freedom on the Net measures the level of internet and digital media freedom 
in 65 countries. Each country receives a numerical score from 0 (the most free) 
to 100 (the least free), which serves as the basis for an internet freedom status 
designation of FREE (0-30 points), PARTLY FREE (31-60 points), or NOT FREE 
(61-100 points). 

Ratings are determined through an examination 
of three broad categories: 

A. OBSTACLES TO ACCESS: Assesses infrastructural and economic barriers to 
access; governmental efforts to block specific applications or technologies; and 
legal, regulatory, and ownership control over internet and mobile phone access 
providers. 

B. LIMITS ON CONTENT: Examines filtering and blocking of websites; other 
forms of censorship and self-censorship; manipulation of content; the diversity 
of online news media; and usage of digital media for social and political activism. 

C. VIOLATIONS OF USER RIGHTS: Measures legal protections and restrictions 
on online activity; surveillance; privacy; and repercussions for online activity, 
such as legal prosecution, imprisonment, physical attacks, or other forms of 
harassment.
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Freedom on the Net 
2015 covers
65 countries in 
6 regions around 
the world. The 
countries were 
chosen to illustrate 
internet freedom 
improvements and 
declines in a variety 
of political systems.
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INTERNET FREEDOM VS. PRESS FREEDOM

In the majority of the 65 countries assessed, the country’s digital media environment was more free than its traditional 
media sphere. This difference is evident from the comparison between a country’s score on Freedom House’s Freedom 
on the Net 2015 (represented as the bar graph) and Freedom of the Press 2015 (represented as the scatterplot, 

s

) sur-
veys, the latter of which measures media freedom in the broadcast, radio, and print domains.

The figure above shows the 43 countries in this edition with a score difference of 10 points or greater. While pressures 
that constrain expression in print or broadcast media have the potential to inhibit the online sphere, our data shows that 
the number of countries with a significantly more free internet environment increased from 37 countries in the last edi-
tion, indicating that the internet may be proving more resilient to government control. Nevertheless, attempts by govern-
ments to rein in online freedoms remain a cause for concern, particularly in countries that lack press freedom where the 
internet is often the last remaining outlet for free expression and independent news.
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INTERNET FREEDOM VS. INTERNET PENETRATION VS. GDP

The figure above depicts the relationship between internet freedom, internet access, and economic activity as measured 
by gross domestic product (GDP) per capita data. The x-axis considers a country’s score in the 2015 edition of Freedom on 
the Net, adjusted to exclude aspects related to internet access. Levels of internet penetration are plotted against the y-axis, 
using 2014 statistics from the United Nations International Telecommunication Union (ITU). Finally, the size of each plot is 
indicative of its GDP per capita (at purchasing power parity, PPP), according to the latest figures from the World Bank.

While wealth generally translates to greater access, neither are a decisive indicator of free expression, privacy, or access to 
information online, as evidenced by the range of internet freedom environments represented at the top of the chart. The 
Gulf countries lead a cluster of rentier economies investing in high-tech tools to restrict online freedoms. Meanwhile, as 
“partly free” countries in sub-Saharan Africa and Southeast Asia continue to develop, they would be wise to consider a free 
and open internet as a mechanism for a prosperous, diversified economy.

0 20 40 60 80 100

20%

40%

60%

80%

100% Iceland

Estonia
Canada

United States

Germany

Australia

Japan

Italy

Georgia

Philippines

United Kingdom

Hungary

South Africa

France

Argentina

Kenya

Brazil

Armenia

Colombia

Nigeria

Uganda

Kyrgyzstan

Angola

Zambia

Malawi

South Korea

Mexico
Ukraine

Ecuador

India

Tunisia

Indonesia

Morocco

Singapore

Lebanon

Malaysia

Cambodia

Sri Lanka

Rwanda

Bangladesh

Jordan

Libya
Zimbabwe

Venezuela

Azerbaĳan

Turkey

Egypt

Myanmar

Sudan

The Gambia

Kazakhstan

Russia

Thailand

Belarus

Pakistan

United Arab 
Emirates

Bahrain

Saudi Arabia

Uzbekistan

Cuba

Vietnam

Ethiopia

Syria

Iran

China

FREE

PARTLY FREE

NOT FREE

GROSS DOMESTIC 
PRODUCT PER CAPITA

Freedom on the Net 2015, Adjusted Score (0=Most Free, 100=Least Free)

In
te

rn
et

 P
en

et
ra

tio
n 

Ra
te

, 2
01

4 
(IT

U
 d

at
a)

Largest Smallest

www.freedomhouse.org

Freedom House

25



Overall Category Trajectories

Country
FOTN 
2014

FOTN 
2015

Overall 
Trajectory

FOTN 2015 
Status

A. Obstacles 
to Access

B. Limits on 
Content

C. Vio lations 
of User Rights

Asia

Bangladesh 49 51 t Partly Free 12 12  27 t

Cambodia 47 48 t Partly Free 14  15  19 t

China 87 88 t Not Free 18 s 30 t 40 t

India 42 40 s Partly Free 12 s 10 18 s

Indonesia 42 42 Partly Free 11  12 19  

Japan 22 22  Free 4  7  11  

Malaysia 42 43 t Partly Free 8 14 21 t

Myanmar 60 63 t Not Free 18 s 17 t 28 t

Pakistan 69 69 Not Free 20  20  29

Philippines 27 27 Free 10  5  12

Singapore 40 41 t Partly Free 6 14 21 t

South Korea 33 34 t Partly Free 3  14 17 t

Sri Lanka 58 47 s Partly Free 14 s 13 s 20 s

Thailand 62 63 t Not Free 9 s 22 t 32 t

Vietnam 76 76 Not Free 13 s 29 t 34

Eurasia

Armenia 28 28 Free 6 s 10 t 12  

Azerbaijan 55 56 t Partly Free 13 s 19 t 24

Belarus 62 64 t Not Free 15 21 t 28 t

Georgia 26 24 s Free 7 s 6 s 11  

Kazakhstan 60 61 t Not Free 14 s 23  24 t

Kyrgyzstan 34 35 t Partly Free 11 s 8 s 16 t

Russia 60 62 t Not Free 10  23 t 29 t

Turkey 55 58 t Partly Free 13 s 20 t 25 t

Ukraine 33 37 t Partly Free 8 10 t 19 t

Uzbekistan 79 78 s Not Free 19 s 28  31

Latin America

Argentina 27 27  Free 7 8 s 12 t

Brazil 30 29 s Free 7  6 s 16

Colombia 30 32 t Partly Free 8 8 16 t

Cuba 84 81 s Not Free 22 s 27 s 32 s

Ecuador 37 37  Partly Free 8 s 11  18 t

Mexico 39 39 Partly Free 9 s 10  20 t

Venezuela 56 57 t Partly Free 17 18 22 t

OVERVIEW OF SCORE CHANGES

t = Decline    s = Improvement    Blank = No Change

A Freedom on the Net score increase represents a negative trajectory (t) for internet freedom, while a score 
decrease represents a positive trajectory (s) for internet freedom.
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Overall Category Trajectories

Country
FOTN 
2014

FOTN 
2015

Overall 
Trajectory

FOTN 2015 
Status

A. Obstacles 
to Access

B. Limits on 
Content

C. Vio lations 
of User Rights

Middle East & North Africa

Bahrain 74 72 s Not Free 11 s 27 34 s

Egypt 60 61 t Not Free 14 s 13 t 34 t

Iran 89 87 s Not Free 20 s 31 36

Jordan 48 50 t Partly Free 12 16 t 22 t

Lebanon 47 45 s Partly Free 13 s 12 20 s

Libya 48 54 t Partly Free 20 t 12 t 22 t

Morocco 44 43 s Partly Free 11  9 s 23

Saudi Arabia 73 73 Not Free 15 24  34

Syria 88 87 s Not Free 24 s 26 37

Tunisia 39 38 s Partly Free 10 s 8  20

United Arab Emirates 67 68 t Not Free 14 22  32 t

Sub-Saharan Africa

Angola 38 39 t Partly Free 14 s 8 t 17 t

Ethiopia 80 82 t Not Free 23 28  31 t

Kenya 28 29 t Free 9  7  13 t

Malawi 42 40 s Partly Free 15 s 12 t 13 s

Nigeria 33 33 Partly Free 10 8  15

Rwanda 50 50 Partly Free 11 s 20 t 19

South Africa 26 27 t Free 8 t 8  11  

Sudan 65 65 Not Free 18 19  28

The Gambia 65 65 Not Free 18 s 21 26 t

Uganda 34 36 t Partly Free 11  7 18 t

Zambia 43 40 s Partly Free 11 s 12 s 17 s

Zimbabwe 55 56 t Partly Free 15 16 t 25

Australia, Canada, European Union, Iceland & United States

Australia 17 19 t Free 2  5  12 t

Canada 15 16 t Free 3 4 t 9

Estonia 8 7 s Free 1  3  3 s

France 20 24 t Free 3 6 t 15 t

Germany 17 18 t Free 4  5 t 9  

Hungary 24 24 Free 4 s 9 t 11

Iceland 6 6 Free 1  1 4  

Italy 22 23 t Free 4 6  13 t

United Kingdom 24 24 Free 2  6  16

United States 19 19 Free 3 s 2 14 t

t = Decline    s = Improvement    Blank = No Change

A Freedom on the Net score increase represents a negative trajectory (t) for internet freedom, while a score 
decrease represents a positive trajectory (s) for internet freedom.
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Key Developments: June 2014 – May 2015

• In May 2015, defamation charges against investigative journalist and blogger Rafael
Marques de Morais culminated in a guilty verdict, which carried a six-month suspended
prison sentence and an order to remove all copies and references of the offending mate-
rial from the country and the internet (see Content Removal and Prosecutions and De-
tentions for Online Activities).

• Throughout 2014, members of a Facebook group called Central Angola 7311 organized
via text message a series of flash mob demonstrations at government ministries to pro-
test restrictions on freedom of expression and assembly (see Digital Activism).

• The authorities increasingly targeted critical comments posted on social media platforms,
arresting one user for a Facebook post in April 2015 (see Prosecutions and Detentions
for Online Activities).

• In June 2015, leaked emails from the surveillance company Hacking Team revealed efforts
by Angola’s intelligence agency to acquire Hacking Team’s notorious Remote Control Sys-
tem (RCS) sometime in 2013 (see Surveillance, Privacy, and Anonymity).

• The critical news blog Maka Angola was attacked and taken down for several days at a
time in the lead-up to the criminal defamation case against the outlet’s owner, Rafael
Marques de Morais (see Technical Violence).

Angola
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 15 14

Limits on Content (0-35) 7 8

Violations of User Rights (0-40) 16 17

TOTAL* (0-100) 38 39

* 0=most free, 100=least free

Population: 22.4 million

Internet Penetration 2014: 21 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: No

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

Angola boasts one of the largest mobile telecommunications markets in sub-Saharan Africa as a 
result of heavy government investments to improve access to information and communication tech-
nologies (ICTs) since 2005, leading to a steady increase in internet access via mobile devices, mainly 
in urban areas. Nonetheless, extreme income inequality, high costs, and poor infrastructure outside 
of major cities are major obstacles to ICT access for poorer Angolans who mostly live in rural areas.

Despite progress in ICT development, the telecom sector is effectively under state control, with high 
ranking government officials owning large shares of the major telecommunications service providers. 
Further, the president has legal powers to control and punish internet service providers (ISPs) for 
unspecified offenses under the 2011 Law on Electronic Communications and Information Company 
Services. 

Political rights and civil liberties are tightly restricted by the ruling party under President José Edu-
ardo dos Santos, who has been in power for over 35 years. While the government did not block ac-
cess to online content or communication applications during the coverage period, the government 
seemed increasingly intent on cracking down against online dissent through legal and extralegal 
means. In April 2015, one Facebook user was arrested for a post that had recounted the user’s abuse 
at the hands of a military general. He was held in a military prison without charges and released a 
week later only after he agreed to take down the offending post. In May 2015, ongoing defama-
tion charges against investigative journalist and blogger Rafael Marques de Morais culminated in 
a guilty conviction, which carried a six-month suspended prison sentence and an impossible order 
to remove all copies and references of the investigative expose on the internet. In the lead-up to 
his court case, de Morais’s critical news blog Maka Angola was attacked and taken down for several 
days at a time.

Meanwhile, surveillance of online communications remained a concern, particularly following leaked 
emails from the surveillance company Hacking Team, which revealed efforts by Angola’s intelligence 
agency to acquire Hacking Team’s notorious Remote Control System (RCS) sometime in 2013. 

Obstacles to Access

Internet and mobile phone penetration increased incrementally from 2013 to 2014, hindered largely 
by high costs and poor infrastructure that limit access primarily in urban areas. Senior government 
officials have direct and indirect shareholder participation in many Angolan ICT companies, providing 
the government with some level of control over the sector, while the 2011 Law on Electronic Communi-
cations empowers the president to control the ICT sector at will.

Availability and Ease of Access   

Access to ICTs in Angola has improved markedly with increasing investments in the telecommuni-
cations sector since the end of the country’s decades-long civil war in 2002. In 2014, internet use in 
Angola reached a penetration rate of 21 percent, up from 19 percent in 2013, according to the latest 
available data from the International Telecommunications Union (ITU).1 Access to mobile phones 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY. 
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is much higher with a penetration rate of over 63 percent in 2014, slightly up from 62 percent in 
2013,2 and over 12 percent of Angolans have mobile broadband subscriptions. Meanwhile, fixed-line 
broadband subscriptions remain very low with a penetration rate of only 0.4 percent in 2014 and 
are largely concentrated in the capital city, Luanda, due to the country’s high poverty rate and poor 
infrastructure in rural areas.3

High costs are the main hindrance to increasing ICT access for the majority of Angolans whose me-
dian annual per capita income was US$720.4 For those able to access the internet in urban areas, 
subscriptions start at US$50 per month but can cost as high as US$100 per month for connections 
via satellite or WiMax. Unlimited internet subscriptions cost an average of US$150 per month, while 
USB dongle devices that provide wireless access cost between US$50 and $60. Consequently, less 
than 8 percent of Angolan households have internet access at home.5 Mobile internet packages 
come at a monthly cost of about US$45, while internet cafes charge approximately US$1 for 30 min-
utes. Due to these high prices, most internet users in Luanda go online at their workplaces. 

In rural areas, voice and data services can be twice as expensive and of much poorer quality, subject 
to frequent cuts and extremely slow connection speeds as a result of poor infrastructure. According 
to the latest data from Akamai’s “State of the Internet” report, average broadband connection speed 
in Angola is 2.0 Mbps (compared to a global average of 3.9 Mbps). 6 ICT access is further hindered 
by the country’s fractured electricity system that serves less than 40 percent of the population, most-
ly in urban areas.7 

Restrictions on Connectivity  

There were no restrictions on connectivity to internet or mobile phone networks reported during the 
coverage period. 

Angola’s domestic backbone is currently comprised of microwave, VSAT, and fiber-optic cables. Con-
nection to the international internet goes through the West Africa Cable System (WACS) and South 
Atlantic 3 (SAT-3) cable, the latter of which is operated by the state-owned Angola Telecom, which 
may enable the government to partially control internet connectivity if desired.8

In 2014, Angola began construction on the South Atlantic Cable System (SACS), a submarine fi-
ber-optic cable connecting Brazil and Angola that aims to reduce the bandwidth costs associated 
with the distance that internet traffic currently has to travel from Europe and the United States.9 Con-
struction of SACS is expected to be completed by late 2016.

2  International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2014,” http://bit.ly/1cblxxY. 
3  International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2014,” http://bit.ly/1cblxxY. 
4  Glenn Phelps and Steve Crabtree, “Worldwide, Median Household Income About $10,000,” Gallup World, December 16, 
2013, http://bit.ly/1j9SsIK.
5  International Telecommunication Union, “Angola Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014, 
http://bit.ly/1NEnLHk. 
6  Akamai, “Average Connection Speed,” Map Visualization, State of the Internet, Q4 2014 (2015), accessed May 29, 2015, 
http://akamai.me/1LiS6KD. 
7  World Bank, “Access to electricity (% of population),” accessed July 31, 2014, http://data.worldbank.org/indicator/EG.ELC.
ACCS.ZS.
8  “Sistema de Cabos da África Ocidental entra na fase final,” [Cable system in Western Africa in final phase]  Portalangop, 
October 27, 2012, http://bit.ly/1ZdV7BZ. 
9  NEC, “Angola cables to build the world’s first submarine cable across the South Atlantic,” press release, November 4, 2014, 
http://bit.ly/1MfbXqw.  
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ICT Market 

Senior government officials have direct and indirect shareholder participation in many Angolan com-
panies, including ISPs and mobile phone providers, providing the government with some level of 
control over the ICT sector. For one, the state oil company, Sonangol, owns 3 of the country’s 18 ISPs 
(MSTelcom, Nexus, and ACS) and is a major shareholder in 2 other companies—UNITEL and Angola 
Cables, the former of which is the country’s largest ISP.10 The national telecom company, Angola Tele-
com, an ISP itself, is also a major shareholder in Angola Cables, with 51 percent. 11

Mobile phone services are provided by two private operators, UNITEL and Movicel, both of which 
have indirect ownership ties to the government. For example, 75 percent of UNITEL, the larger mo-
bile phone operator with 80 percent of the market,12 is held by three entities: state-owned Sonangol; 
a business venture run by the president’s lieutenant general,13 Leopoldino do Nascimento; and the 
president’s billionaire daughter, Isabel dos Santos, according to investigative reports. Both the gen-
eral and Ms. dos Santos sit on the board of UNITEL.14 

Meanwhile, 80 percent of Movicel is split between five ostensibly private Angolan companies—
Portmill Investimentos e Telecomunicações with 40 percent, Modus Comunicare with 19 percent, 
Ipang-Indústria de Papel e Derivados with 10 percent, Lambda with 6 percent, and Novatel with 5 
percent—that have majority shareholders who are senior officials within the president’s office. For 
example, the majority shareholders of the Angolan investment company Lambda include Minister of 
Telecommunications and Information Technologies José Carvalho da Rocha, his deputy, and mem-
bers of both their families.15 The remaining 20 percent of Movicel’s capital is held by two state enter-
prises, Angola Telecom and Empresa Nacional de Correios e Telégrafos de Angola, with 18 percent 
and 2 percent, respectively.16

The 2011 Law on Electronic Communications and Information Company Services further enhanc-
es the government’s ability to control the country’s ICT sector.17 On paper, the law aims to ensure 
that ICTs in Angola are developed to play a fundamental role in ensuring citizens’ universal access 
to information, transparency in the public sector, and participatory democracy. It also sets broad-
er goals of poverty alleviation, competitiveness, productivity, employment, and consumer rights.18 
Nevertheless, this legislation includes several provisions that, if implemented with bad intentions, 
can threaten online freedom.19 In particular, the law’s provision for universal access to information is 
dependent upon the state’s responsibility “in the creation and promotion of conditions that enable 

10  Sonangol’s telecom subsidiary, MSTelcom, discloses its full ownership of Nexus and ACS  in: Sonangol Notícias, “9º 
Aniversário da Mstelcom: Ligando o País e o Mundo,” August 2008, nº 17, Sonangol.
11  “Telecommunications in Angola,” Moses Malone, http://mosesmalone.ga/Telecommunications_in_Angola. 
12  Instituto Angolana dos Comunicoçoes , “Estatísticas,” http://bit.ly/1R0kxgq.  
13  The investment company: Portmill, Investimentos e Telecomunicações.
14  Kerry A. Dolan, “Isabel Dos Santos, Daughter Of Angola’s President, Is Africa’s First Woman Billionaire,” Forbes, January 23, 
2013, http://onforb.es/1s19TrQ. 
15  Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption,” Maka Angola (blog), accessed October 
20, 2015, http://bit.ly/1R0kDod. 
16   Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption,” Maka Angola (blog).
17  Assembleia Nacional, Lei das Comunicações Electrónicas e dos Serviços da Sociedade da Informação (Lei nº 23/11), art. 5.
18  Ministéro Das Telecomunicaçoes e Tecnologias de Informação, “The commitment of Angola in Communications and IT 
sector according to the Recommendations of the World Summit on the Information Society,” (presentation, Geneva, Switzerland, 
June 2013), http://bit.ly/1jemlbh. 
19  Miranda Law Firm, “Angola: Legal News,” April-July 2011, http://bit.ly/1GxSrn7. 
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all citizens to access ICT.”20 Accordingly, the law enables the head of government to “intervene when 
internet service providers jeopardize their social functions or there are situations that gravely com-
promise the rights of subscribers or users.”21 Because the law does not define “the social functions” 
or “situations” that could be compromised or the scope of intervention allowed, analysts believe that 
the law empowers the president to control the ICT sector at will. 

Regulatory Bodies 

The Ministry of Post and Telecommunications (MCT) is responsible for oversight of the ICT sec-
tor, while the Angolan Institute for Communications (INACOM), established in 1999, serves as the 
sector’s regulatory body. Reporting to the MCT, INACOM determines the sector’s regulations and 
policies, sets prices for telecommunications services, and issues licenses. On paper, the regulatory 
body was set up as an independent public institution with both financial and administrative auton-
omy from the ministry,22 though in practice, its autonomy is fairly limited. According to reports by 
the ITU and World Bank, INACOM is not autonomous in its decision making process,23 in part due to 
the ministerial appointment of the director general who can be dismissed for any reason. In addition, 
the MCT has been known to influence staff appointments, while other ministries are often involved 
in sector policy, leading to politically influenced regulatory decisions.

Limits on Content

No websites were blocked during the coverage period, though government requests to remove content 
from the internet were reported for the first time. An independent online news outlet received calls 
from government officials with directives to tone down or refrain from reporting on certain issues. 
Meanwhile, youth groups have increasingly flocked to Facebook to call for protests against government 
corruption, reflecting a weakening culture of fear within civil society.

Blocking and Filtering 

To date, there have been no known incidents of the government blocking or filtering ICT content in 
Angola, and there are no restrictions on the type of information that can be exchanged through dig-
ital media technologies. Social media and communications apps such as YouTube, Facebook, Twitter, 
and international blog-hosting services are freely available. Nevertheless, censorship of news and 
information in the traditional media sphere is common, leading to worries that similar efforts to con-
trol the information landscape will eventually spillover to the internet. In a concerning development, 
the independent online news outlet Club-K reported in July 2015 that the Angolan authorities had 
been seeking technical assistance from North Korea to restrict access to critical websites.24

20  Assembleia Nacional, Lei das Comunicações Electrónicas e dos Serviços da Sociedade da Informação (Lei nº 23/11), art. 5.
21  Assembleia Nacional, Lei das Comunicações Electrónicas e dos Serviços da Sociedade da Informação (Lei nº 23/11), art. 26, 2.
22  Russell Southwood, “The Case for ‘Open Access’ Communications Infrastructure in Africa: The SAT-3/WASC cable – Angola 
case study,” Association for Progressive Communications, accessed August 30, 2013, 5, http://bit.ly/1N1sn8O. 
23  International Telecommunication Union, “Angola Profile (latest data available: 2013).”
24  “Regime ensaisa sistema para banir sites críticos,” Club-K, July 27, 2015,  http://bit.ly/1JUHyfl. 
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Content Removal 

During the coverage period, government requests to remove content from the internet were report-
ed for the first time in Angola. In one case, the request was extralegal, originating from a military 
general who arrested a Facebook user in April 2015 for a critical post about the general (see “Pros-
ecutions and Detentions for Online Activities”). The Facebook user was forced to take down the of-
fending post and to apologize in exchange for his release.25

In May 2015, a court found journalist Rafael Marques de Morais guilty of criminal defamation for his 
2011 book implicating the Angolan military with torture and corruption in the country’s diamond in-
dustry (see “Prosecutions and Detention for Online Activities”). In addition to a six-month suspended 
prison sentence, the court ordered all copies and references of de Morais’s book to be removed on-
line.26 Given the impossibility of the task, observers believe the court intended to find a way to send 
de Morais to prison later down the road.

Otherwise, there were no reported issues of intermediary liability for service or content providers. 
Predominant state ownership of the majority of Angola’s news outlets likely preempts the need for 
legal or administrative forms of censorship or content removal. According to an independent analyst, 
however, the government has been known to deliberately take down its own content when the au-
thorities have wanted to prevent the public from accessing certain government information, such as 
specific laws.

Media, Diversity, and Content Manipulation  

As a result of low rates of ICT access, radio, television, and print outlets—which are subject to high 
levels of government interference—remain the primary sources of information for the majority of 
Angolans. The president and members of the ruling People’s Movement for the Liberation of Angola 
(MPLA) party own and tightly control a majority of the country’s media outlets, including those that 
are the most widely disseminated and accessed. Of the dozen or so privately owned newspapers, 
most are held by individuals connected to the government. The state media sector is comprised of 
the only daily newspaper in the country, Jornal de Angola, the broadcasting company Rádio Nacional 
de Angola, the Angolan Public Television (TPA), and the news agency Angop. All of these media out-
lets have websites of their own, none of which allow for comments from readers, enabling them to 
maintain their role as government mouthpieces. 

Independent news outlets critical of the government do exist, with Folha8 being the most prominent, 
though its audience is reached primarily through its print publication. An online portal based in 
Portugal launched in 2013, Rede Angola,27 has become one of the main sources of alternative and in-
dependent online news on Angola, alongside the Maka Angola and Club-K news blogs. Nonetheless, 
the online information landscape lacks diversity and is unable to represent a variety of groups and 
viewpoints throughout the country due to both the concentration of internet access in urban areas 
and the limited space for critical voices in Angola’s general media sphere.

According to internal sources, some independent online news outlets receive regular calls from 

25  Interview by Freedom House consultant in May 2015.
26  Paul Gallagher, “Celebrities join signatories calling on Angolan president to drop prosecution of blood diamonds author 
Rafael Marques de Morais,” Independent, June 2, 2015, http://ind.pn/1hsfGbM. 
27  Rede Angola website: http://www.redeangola.info/.
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government officials with directives to tone down or refrain from reporting on certain issues. For ex-
ample, in 2015, editors at the news blog, Rede Angola, reportedly received instructions from the au-
thorities not to publish any news about the ongoing defamation case against journalist and blogger 
Rafael Marques de Morais.28

Self-censorship is pervasive and commonly practiced by journalists in both state-run and private 
print outlets, though bloggers and social media users are less reluctant to express criticism of the 
president and ruling party. In the past few years, the internet and social media have become the last 
frontier for independent voices, with journalists, activists and opposition parties increasingly turning 
to digital platforms as a means to sidestep the country’s longstanding restrictions on traditional 
media. Bloggers and internet users have been generally less fearful of expressing themselves and 
discussing controversial topics online than they might be offline. Nevertheless, there have been an-
ecdotal reports of online self-censorship becoming more prevalent, reinforced by recent attacks on 
online journalists (see “Intimidation and Violence”).29 In addition, taboo topics related to corruption, 
abuse of power, land grabs, police brutality, and demolitions are often avoided. 

The economic viability of independent outlets, both online and in print, is constrained by the lack 
of advertising revenue from both state and private sources, since it is often denied to news outlets 
that publish critical stories about the government. According to an Angolan media observer, the 
independent news blog Rede Angola struggled to receive advertising revenue from both private and 
public sources in 2014 and 2015 due to the critical cartoons it often publishes. It has only managed 
to stay afloat through financing from its wealthy owner, an Angolan media mogul.

Digital Activism 

Despite the limited diversity of online news and content in Angola, social media has become the 
leading platform for citizens to criticize the government and react to alleged wrongdoings. Youth 
groups in particular have increasingly flocked to Facebook to call for protests against government 
corruption, reflecting a weakening culture of fear within civil society.30 Throughout 2014, members of 
the Facebook group Central Angola 7311 (referring to March 7, 2011, the date of the first organized, 
nonpartisan protest in 35 years) planned a series of flash mob demonstrations via text message at 
government ministries to protest restrictions on freedom of expression and assembly. The authori-
ties quickly dispersed each protest within minutes, often with tear gas and other violent means, but 
not before young protestors could document the protests (as well as the police response) through 
video and photographs, which they subsequently posted online to garner further attention to their 
movement.31 While the protests have yet to result in major political or social outcomes, Central 
Angola 7311 members contend that their mobilization efforts are building a foundation for further 
citizen activism.32

28  Based on interviews with anonymous online journalists and editors.
29  Based on interviews with internet users and bloggers.
30  Central Angola 7311, website, http://centralangola7311.net/; Central Angola 7311:APagina, Facebook Cause Page,  http://
on.fb.me/1VGCP7Y. 
31  Luaty Beirao and Lucia Da Silveira, “Five minutes: The length of a protest in Angola,” The Observers, France 24, October 28, 
2014, http://f24.my/1NpBSBP. 
32  “Angola’s Flash Mobs,” Africa Is A Country (blog), December 9, 2014, http://bit.ly/1LnV2kX. 
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Violations of User Rights

The Angolan government increasingly focused its attention on critical comments posted on social me-
dia platforms, arresting one user for a Facebook post in April 2015. Leaked Hacking Team emails in 
July 2015 led to heightened concerns over unlawful surveillance of online and mobile communications. 
Online activists and critical news outlets were targeted for harassment and technical violence.

Legal Environment 

The Angolan constitution provides for freedom of expression and the press, and the country was 
one of the first in Africa to enact a freedom of information law in 2002, though in practice, the gov-
ernment and authorities routinely flout these rights. In addition, stringent laws regarding state se-
curity and defamation run counter to constitutional guarantees, such as Article 26 of the 2010 state 
security law that penalizes individuals who insult the country or president in “public meetings or by 
disseminating words, images, writings, or sound” with prison sentences of up to three years.33 The 
2006 press law holds authors, editors, or directors of a publication criminally liable for libelous con-
tent.34 If the author does not reside in the country or the text is not signed, the law establishes the 
circumstances in which the editor, director, or both may be held criminally responsible for grievous 
content.35 Defamation is also a crime punishable by imprisonment, while politicians enjoy immunity 
from all prosecution. Meanwhile, the judiciary is subject to considerable political influence, with Su-
preme Court justices appointed to life terms by the president and without legislative approval.

A Law on Electronic Communications and Services of the Information Society was enacted in Au-
gust 2011 that provides for citizens’ rights to privacy and security online, among other provisions 
regulating telecommunications. Nevertheless, the law also includes problematic aspects that may 
infringe on internet access, such as enabling the president as the head of government to “intervene 
when internet service providers jeopardize their social functions or there are situations that gravely 
compromise the rights of subscribers or users” (see “ICT Market”).36 Because the law does not define 

“the social functions” or “situations” that could be compromised or the scope of intervention allowed, 
analysts believe that the law empowers the president to control the ICT sector at will. 

Prosecutions and Detentions for Online Activities 

In the past year, the Angolan government increasingly focused its attention on critical comments 
posted on social media platforms, arresting one user for a Facebook post in April 2015. The 
Facebook post in question was the user’s account of his abuse at the hands of a military general, 
prompting the general to arrest the Facebook user for the post. Detained in a military prison without 
charges,37 he was released a week later only after he agreed to take down the offending post.

In May 2015, the ongoing defamation charges against investigative journalist and blogger Rafael 
Marques de Morais culminated in a guilty verdict, which carried a six-month suspended prison sen-

33  Human Rights Watch, “Angola: Revise New Security Law, Free Prisoners in Cabinda,” December 9, 2010, http://bit.
ly/1RvD6tN. 
34  Art. 71, 2, Assembleia Nacional, Lei de Imprensa (Lei 7/06), 2006, http://www.wipo.int/wipolex/en/text.jsp?file_id=179557. 
35  Art. 71, 2, Assembleia Nacional, Lei de Imprensa (Lei 7/06), 2006.  
36  Art. 71, 2, Assembleia Nacional, Lei de Imprensa (Lei 7/06), 2006, art. 26º,  2.
37  Maka Angola, Facebook Post, May 2, 2015, http://on.fb.me/1OnDUm2. 
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tence and orders to remove all copies and references of his investigatory exposé from the country 
and on the internet. De Morais had been initially charged in 2013 with nine counts of defamation 
against military generals for his 2011 book that accused the Angolan military of crimes against hu-
manity in its dealings with the country’s blood diamond industry, though his prominence as a blog-
ger likely inflamed efforts to silence him.38 While the trial could have resulted in a prison sentence of 
up to nine years and over US$1 million in fines, the court’s absurd order to remove all references of 
de Morais’s book from the internet was viewed by observers as an effort to imprison the journalist 
later down the road, since it would be virtually impossible for de Morais to ensure compliance. 

Surveillance, Privacy, and Anonymity 

The government’s ability to monitor and intercept the data and communications of Angolan citizens 
without adequate oversight is a major concern, particularly among human rights activists and jour-
nalists, though the full extent of the government’s surveillance capabilities and practices is unknown. 
Sophisticated spyware discovered on an investigative journalist’s laptop in 2013 that logged his ac-
tivities suggests that, at a minimum, the government engages in the targeted surveillance of select 
individuals (see “Technical Attacks”).39 

In June 2015, Wikileaks published leaked emails the Italian surveillance company Hacking Team, 
which revealed efforts by Angola’s intelligence agency, SINSE, to acquire Hacking Team’s notorious 
Remote Control System (RCS) sometime in 2013.40 Sold to numerous repressive regimes around the 
world, the RCS spyware has the ability to steal files and passwords and intercept Skype calls and 
chats, among other malicious features. No further evidence surfaced as to whether the Angolan 
government eventually purchased or installed the spyware.

An April 2013 investigative report by the independent online news outlet Club-K revealed plans by 
intelligence and state security services to implement an electronic monitoring system that could 
track email and other digital communications. According to Club-K, the sophisticated monitor-
ing equipment had been imported from Germany, and the deal included the services of German 
technicians who would assist in the system’s installation on a military base in Cabo Ledo, home of 
the Technical and Operational Battalion (Batalhão Técnico Operacional–BATOPE).41 In early 2014, an 
anonymous researcher acquired corroborating information from military sources that the monitoring 
system had been installed at the BATOPE base around September 2013.42 Further evidence surfaced 
in November 2013 of at least one major ISP hosting a spyware system directly on its server, as part 
of the German company setup. No new information regarding the surveillance system and its use 
has since come to light.43

Meanwhile, SIM card registration requirements announced in early 2015 threaten to constrain the 
ability of mobile phone users to communicate anonymously. The strong presence of the state in the 

38  Elena Pramesberger, “Angolan journalists Rafael Marques de Morais convicted of defamation,” International Press Institute 
and IFEX, May 29, 2015, http://bit.ly/1L8BGkG. 
39  Janet Gunter, “Digital Surveillance in Angola and Other “Less Important” African Countries,” Global Voices Advocacy, 
February 26, 2014, http://bit.ly/1LjKxn4. 
40  Daniel Finnan, “Kenyan government asked Hacking Team to attack dissident website,” Radio France Internationale, July 17, 
2015, http://rfi.my/1jc5CVp. 
41  “Alemães montam sistema de escuta em Angola,” [Germans assemble listening system in Angola] Club-K, April 23, 2012, 
http://bit.ly/1jen5gw. 
42  Anonymous Freedom House researcher, March 2014.
43  According to FH interviews. 
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ownership structure of Angola’s telecoms, particularly of mobile phone operators, suggests that the 
authorities are likely able to wield their influence over service providers and require ICT providers to 
assist in the monitoring of communications, if desired. For instance, the top adviser to the head of 
the Intelligence Bureau at the Presidency, General Leopoldino do Nascimento, is also the chairman 
and shareholder of Unitel. Meanwhile, the head of the Intelligence Bureau, General Manuel Hélder 
Vieira Dias “Kopelipa,” holds a majority share (about 59 percent) in Movicel.44 The deputy CEO and 
Chief Technology Officer of Unitel, Amílcar Safeca, is the brother of Aristides Safeca, the secretary 
of ICTs who in turn is a shareholder of Movicel. Such interweaving of political and business interests 
through family connections is compounded by the lack of rule of law. 

Intimidation and Violence 

Violence against journalists in the traditional media sphere is unfortunately common in Angola, and 
online activists have been increasingly targeted. In 2014, youth movement protestors of the Central 
Angola 7311 Facebook group routinely reported abuse and torture while in detention for their par-
ticipation in antigovernment protests.45  Online writers and investigative journalists, including Rafael 
Marques de Morais, are also frequently subject to intimidation and attacks for their work, though no 
incidents were reported during the coverage period. 

Technical Attacks

Independent and diaspora news websites are frequently targeted by technical attacks, such as hack-
ing and denial-of-service (DoS) attacks, particularly during periods of political contestation. In 2015, 
the critical news blog Maka Angola was attacked and taken down for several days at a time in the 
lead-up to the criminal defamation case against the outlet’s owner and investigative journalist, Ra-
fael Marques de Morais, who has been a frequent target of technical violence. In 2013, de Morais’s 
personal laptop was attacked with customized malware,46 which international experts linked to a 
multinational with strong ties to Angolan military officials.47

44  General Kopelipa openly represents Portmill, Investimentos e Telecomunicações, which holds 40 percent of Movicel. He is 
also a co-owner of  Banco Espírito Santo Angola which is a major Movicel investor as well. In 2010, journalist Rafael Marques 
de Morais found in an investigation that Portmill had been set up by Gen. Kopelipa, Gen. Leopoldino do Nascimento and the 
current vice-president of Angola, Manuel Vicente.
45  Luaty Beirao, “Protests in Angola: ‘Police are even torturing women now’,” The Observers, France 24, November 27, 2014, 
http://f24.my/1hsh6Df. 
46  There is a detailed account of how the malware was discovered during an international conference. See: Michael Moynihan, 

“Hackers are Spying On You: Inside the World of Digital Espionage,” Newsweek, May 29, 2013, http://bit.ly/1s29LJY. 
47  Gunter, “Digital Surveillance in Angola and Other ‘Less Important’ African Countries.” 
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Key Developments: June 2014 – May 2015

•	 In December 2014, Congress passed the Argentina Digital Law, which aims to guaran-
tee socially and geographically equitable telecommunications services to all citizens. 
Although the law contains several positive provisions, such as the establishment of net 
neutrality protections, it sparked criticism from academics and civil society organizations 
during the debate process for vague wording and wide powers conferred to the regulato-
ry authority. The Communications Secretariat is currently developing regulation to imple-
ment the law (see Availability and Ease of Access).

•	 In October 2014, the Supreme Court issued an important ruling on intermediary liabil-
ity, stating that search engines should not be held liable for linking to user-generated 
content that violates rights or infringes copyright, as long as the search engine complies 
when a judicial order demands that it take down said content (see Content Removal).

•	 After using Twitter to alert the public about the death of the prosecutor investigating a 
1994 terrorist bombing in Buenos Aires, journalist Damian Pachter fled the country out 
of fear for his safety. In what was widely seen as a violation of the journalist’s privacy, the 
national news agency published his flight itinerary, which included personal information, 
and the official Twitter account of the Argentine presidential palace reposted it (see In-
timidation and Violence).

Argentina
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 7 7

Limits on Content (0-35) 9 8

Violations of User Rights (0-40) 11 12

TOTAL* (0-100) 27 27

* 0=most free, 100=least free

Population:  42.3 million

Internet Penetration 2014:  65 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Partly Free
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Introduction

Although plagued by slow internet speeds and high prices, Argentina has one of the highest inter-
net penetration rates in Latin America. During the coverage period the government did not block 
or filter the internet, and several positive court rulings on intermediary liability established a judicial 
notice and takedown system. Despite these positive developments, several bills under consideration 
in the legislature have the potential to restrict internet freedom by leading to the removal or block-
ing of content. Online journalists in Argentina reported instances of harassment over the past year, 
including a couple of notable cases, however levels of harassment and violence towards journalists 
are lower than in many other countries in the region. 

In December 2014, Congress passed a law known as the “Argentina Digital Law,” the goal of which 
is to guarantee socially and geographically equitable telecommunications services to all citizens. 
Some of its articles include the declaration of ICT development and regulation as a public service, 
the establishment of net neutrality, and the creation three new regulatory authorities. The law was 
passed despite criticism for its vague wording, wide powers conferred to the regulatory authorities, 
and insufficient protection of personal data, among other issues.1 The Communications Secretariat is 
currently developing the regulation for the law, which will define key aspects, such as how the regu-
latory authorities will be organized. 

During 2013 and 2014, four different bills that could regulate blocking, filtering, or removal of con-
tent in some way were introduced in the Argentine Congress. As of May 2015, three of these bills 
were stalled in the early stages of the legislative process and had not yet been brought up for a 
vote. Among these bills was a bill known as “The Right to be Forgotten,” which would allow users to 
request that internet intermediaries eliminate or block publications that could violate their right to 
privacy, honor, and image, so long as the content was not deemed to be of public interest. Another 
bill that would require ISPs to block content that in any way encourages human trafficking was ap-
proved by the Representative’s Chamber and was under debate in the Senate as of May 2015.

Although there is not a specific legislative framework that regulates intermediary liability, the Su-
preme Court issued an important ruling,2 followed by two other similar decisions,3 emphasizing the 
importance of freedom of expression online. It stated that search engines should not be held liable 
for linking to third-party content that violates rights or infringes copyright, as long as they comply 
when a judicial order demands that they take said content down.

In 2015, the investigation into the 1994 terrorist attack on the Jewish Mutual Aid Society in Buenos 
Aires became a focal point on social media, especially after a prosecutor investigating the bomb-
ing was found dead the night before he was due to testify before Congress.4 People took to social 

1  Enrique A. Chapparo, “Argentina Digital: una oportunidad perdida,” [Argentina Digital: a lost opportunity] Fundación Vía 
Libre, 2014, http://bit.ly/1biH7SE; Daniel Ríos, “Argentina Digital pone en riesgo la libertad de expresión,” [Argentina Digital is 
a risk to freedom of expression] Clarín, December 24, 2014, http://clar.in/1JtVChI; Gabriel Sued, “Pese al fuerte rechazo de la 
oposición, se aprobaba anoche la ley Argentina Digital,” [Despite strong resistance, Argentina Digital was passed last night]  La 
Nación, December 17th, 2014, http://bit.ly/1Jby0BF. 
2  Supreme Court of Justice, “Rodriguez, Maria Belén c/ Google Inc. s/ daños y perjuicios,” October 28, 2014,  http://bit.
ly/1b4lxAI. 
3  Supreme Court of Justice, “Da Cunha, Virginia c/ Yahoo de Argentina S.R.L. Y otro s/ daños y perjuicios,” December 30, 2014 
http://bit.ly/1GfxxIs; Supreme Court of Justice, “Lorenzo, Bárbara cl Google Inc. si daños y perjuicios,”  December 30, 2014, 
http://bit.ly/1JCeZVQ. 
4  “Nisman se presentará en el Congreso para explicar su denuncia por la causa AMIA,” [Nisman will make a presentation in 
the Congress to explain his accusation on the AMIA cause] Télam, January 18, 2015, http://bit.ly/1bADDeh;  “El fiscal Alberto 
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media to organize a demonstration demanding justice, which gathered hundreds of thousands of 
people.5 

Damian Pachter, the journalist whose tweet first broke the story of the prosecutor’s death, claimed 
that he was under government surveillance and fled the country out of fear for his own safety.6 The 
national news agency published his flight itinerary, which included personal information7 and which 
was re-tweeted by the official Twitter account of the Argentine presidential palace.8  The govern-
ment argued that they published the flight information in order to show that Pachter had a return 
flight to Argentina and thus argue that he was not fleeing for his life. Many critics thought that the 
government’s decision to disseminate Pachter’s personal flight information constituted a significant 
violation of the journalist’s privacy.9 

Obstacles to Access

Access to the internet has increased consistently in Argentina during the last decade. However, there 
are still infrastructural weaknesses that contribute to a digital gap, especially between urban and rural 
areas, with the majority of internet connections concentrated in urban areas. Several governmental 
initiatives aim to improve this situation. Congress recently passed the Argentina Digital Law, which 
classified ICT development and regulation as a public service, established net neutrality protections, 
and created new regulatory bodies to oversee ICTs. Some civil society groups have criticized the law for 
vague wording and insufficient data protection, among other issues.

Availability and Ease of Access   

Over the past decade, internet access has consistently been on the rise in Argentina. Statistics pub-
lished by the International Telecommunications Union (ITU) showed a 65 percent internet penetra-
tion rate in the country by the end of 2014, up from 60 percent in 2012 and 34 percent in 2009.10 
In December 2014, Congress passed a law known as the Argentina Digital Law,11 which aims to 
guarantee socially and geographically equitable telecommunications services to all citizens. The law 

Nisman irá al Congreso para informar sobre la imputación a Cristina Kirchner y Timerman,” [Prosecutor Alberto Nisman will 
go to Congress to inform on his accusation about Cristina Kirchner and Timmerman], La Nación, January 14, 2015, http://bit.
ly/1EkesGN;  “Nisman va al Congreso con su insólita denuncia,” [Nisman goes to the Congress with his unusual accusation] 
Página 12, January 18, 2015, http://bit.ly/1QFP2dd. 
5  “Marcha 18F: bajo la lluvia, miles de personas se movilizaron con los fiscales y la familia de Nisman a Plaza de Mayo,” 
[18F demonstration: under the rain, thousands of people mobilized with prosecutors and Nisman’s family to Plaza de 
Mayo] La Nación, February 19,2015, http://bit.ly/1vXUCRq; “Multitudinaria marcha del #18F, en fotos,” [Multitudinous #18F 
demonstration, in pictures] Perfil, February 19, 2015, http://bit.ly/1JlBMIK. 
6  Committee to Protect Journalists, “Journalist flees Argentina after reporting on prosecutor’s death,” January 26, 2015, http://
cpj.org/x/5ec1.; See also Damian Pachter, Twitter post,  January 19, 2015, 7:08 PM, http://bit.ly/1JX29p7.
7  El periodista Damián Pachter viajó a Uruguay con pasaje de regreso para el 2 de febrero,” [Journalist Damián Pachter 
travelled to Uruguay with a return ticket for February 2] Télam, January 24, 2015, http://bit.ly/1z6xXmM. 
8  Casa Rosada Twitter, Twitter post, January 24, 2015, 4:32 PM, http://bit.ly/1BoTcOl. 
9  Committee to Protect Journalists, “Journalist flees Argentina after reporting on prosecutor’s death,” January 26, 2015, 
http://cpj.org/x/5ec1; Interamerican Society of Press, “La SIP lamentó la salida del país del periodista argentino,” [SIP laments 
Argentine journalist’s departure from the country] January 26, 2015, http://bit.ly/1DHSNVy; “Tras el escrache del Gobierno, 
Pachter se refugió en Israel,” [After the Government’s public denunciation, Pachter seeked refuge in Israel], Perfil, January 25, 
2015, http://bit.ly/1BD3sGZ; “El gobierno escrachó al periodista Damián Pachter con la publicación de su boleto de Aerolíneas”, 
[Government publicly denounced journalist Damián Pachter by publishing his flight ticket], Clarín, January 25, 2015, http://clar.
in/1zJ8TCf. 
10  International Telecommunication Union (ITU), “Percentage of Individuals using the internet,”  2009,  http://bit.ly/1cblxxY. 
11 Argentina Digital, “Tecnologías de la Información y las Comunicaciones (TIC),”  http://bit.ly/1yPb4V6. 
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classifies ICT development and regulation as a public service, establishes net neutrality protections, 
and aims to enable access to ICTs throughout the country through a variety of measures, such as 
promoting investment in a Universal Service Fund that goes toward improving infrastructure and 
fostering interconnection among providers.12 The Communications Secretariat is currently working 
on the regulation of the law.

The National Institute of Statistics and Census in Argentina (INDEC) reported that, as of September 
2014, there were 13.3 million residential internet subscriptions—an increase of 11 percent from 
2013. The vast majority of these subscriptions were broadband, with dial-up connections account-
ing for only 30,405 subscriptions, less than one percent of the total.13 The INDEC also reported that 
in September 2014 there were 2.3 million internet subscriptions belonging to organizations, which 
represents a 15 percent increase over the previous year. Almost 400 of these organizations, which 
include schools, libraries, and nongovernmental organizations, benefited from free internet access.14 
An interactive map created by the government of Buenos Aires shows the location of about 300 
public access Wi-Fi spots in the city of Buenos Aires.15

Measurements of internet speed in Argentina vary, but a range of sources show that the country 
lags well behind global averages in broadband speed. The average broadband speed in Argentina 
was 4.4 Mbps during 2014, although the Cisco Visual Networking Index has said that this speed is 
expected to reach 15 Mbps by 2019.16 In comparison, the average global speed was 20.3 Mbps by 
the end of 2014 and is projected to reach 42.5 Mbps by 2019.17 In February 2014, Netflix ranked the 
country among the slowest at both the regional and global levels, with speeds of 1.2 to 1.9 Mbps 
depending on the internet service provider (ISP).18 Speeds also vary significantly by region: Ookla’s 
Net Index estimated a speed of 10 Mbps in Buenos Aires with significantly lower speeds in other 
provinces, such as 6.7 Mbps in Santa Fe, 4.6 Mbps in Tucumán, and 3.0 Mbps in Mendoza.19

Mobile phone penetration continues to be high in Argentina. The ITU reported around 66 million 
mobile phones actively in use, representing a penetration rate of 159 percent.20 Overall, the trend 
over the five years has been increased penetration, with the ITU showing a 26 percent increase in the 
number of mobile subscriptions between 2009 and 2014.21 

Despite the increase of internet connections in Argentina, infrastructural weaknesses and high prices 

12  The law defines “Universal Service” in article 18 as the group of ICT services that must be provided to all users, ensuring 
their access with quality, affordability and fair and reasonable prices, independently of their geographical location. 
13  INDEC, Internet Access.  
14  INDEC, “Accesos a Internet,” [Internet Access] December 16, 2014, http://bit.ly/1G6JS1H; see also Official website of INDEC, 
http://www.indec.mecon.ar. 
15  Guillermo Tomoyose, “Un mapa permite conocer los accesos Wi-Fi públicos en Buenos Aires,” [A map shows public Wi-Fi 
Access in Buenos Aires] La Nación, January 19, 2015, http://bit.ly/1B8ZnWO; City of Buenos Aires Government, “List of public 
Wi-Fi spots,” http://bit.ly/1Fp42mz.  
16  Canal AR, “La velocidad de banda ancha se triplicará en 2019 en Argentina,” [Broadband speed will triple by 2019 in 
Argentina] May 28, 2015, http://bit.ly/1LhKWXJ; “La velocidad de la banda ancha en la Argentina crece al ritmo de la demanda 
de video por Internet,” [Broadband speed in Argentina grows at the pace of video demand on the Internet] La Nación, May 28 
2015, http://bit.ly/1IRqv0k.  
17  Cisco, “VNI Forecast Highlights,” accessed August 1, 2015, http://bit.ly/KLulyw. , 
18  “Cuál es la Banda Ancha más Rápida de la Argentina, Según Netflix,” [The Fastest Broadband in Argentina, According to 
Netflix], La Nación, February 10th, 2014, http://bit.ly/1gnjnJW ; See also: Akamai, State of the Internet,  Q3, 2013, Akamai, http://
akamai.me/1gSQoz7.
19  Ookla’s Net Index, Argentina. Accessed June 18 2015. This information was accessed in early 2015; however, Ookla’s Net 
Index has since been discontinued.
20  ITU, “Mobile-cellular subscriptions,” 2013,  http://bit.ly/1cblxxY. 
21  ITU, “Mobile-cellular subscriptionsm” 2000-2013. 
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put internet access beyond the reach of certain segments of the population, particularly in rural ar-
eas. Connection subscriptions are concentrated in urban areas, with the majority found in Buenos Ai-
res, Córdoba, Santa Fe, and Mendoza.22 Whereas in December 2014 the City of Buenos Aires claimed 
a rate of 1.4 broadband connections per inhabitant according to INDEC data, Formosa province 
claimed a meager 0.1 connections per inhabitant.23 

High prices constitute a major obstacle to internet access in Argentina. According to a 2014 ITU 
report,24 the average broadband plan costs US$40 per month,25 whereas the average salary in the 
country is around US$1,200.26 In 2013, the Technology and Society Centre of San Andrés University 
published a report placing Argentina’s cheapest internet access plan among the most expensive 
ones in the region.27 When asked why they lacked access to internet, 56 percent of respondents cited 
affordability as one of the reasons.28 Whether or not the Argentina Digital Law will decrease prices or 
increase access remains to be seen. Although the state does not set the price of internet subscrip-
tion fees, the new law requires that ICT providers set their prices in a “fair and reasonable” way.29 

Mobile subscription prices are also very high in Argentina compared to neighboring countries. The 
World Economic Forum labeled Argentina as one of the most expensive countries in Latin America 
for mobile services in 2014.30 Since August 2014, the government has offered an alternative prepaid 
plan, less expensive than those offered by companies, which includes text messages, multimedia 
messages, mobile internet, and free calls to one number.31 After an increase in data consumption 
because of 4G, mobile phone companies sparked complaints by increasing their plan fees.32 Ulti-
mately, the National Communications Commission imposed a fine on one of these operators for the 
illegitimate change in its fees without notifying users, and ordered the operator to go back to the 
original fees.33

During the coverage period, the Argentina Connected Plan, a five-year government initiative started 
in 2010 in order to improve connectivity and access, entered its final year. One of the initiative’s most 

22 For more detailed information on connections, please see: INDEC, “Accesos a Internet,” [Internet Access] December 16, 
2014, http://bit.ly/1G6JS1H. See La Nación’s interactive map developed with INDEC’s data: Guillermo Tomoyose, “Un mapa 
interactivo muestra el nivel de accesso a Internet en la Argentina,” [An interactive map shows the levels of internet access in 
Argentina]  La Nación,  February 9, 2015,  http://bit.ly/1DdheOg. 
23  Guillermo Tomoyose, “Un mapa interactivo muestra el nivel de accesso a Internet en la Argentina.”
24 ITU, Measuring the Information Society Report, 2014, http://bit.ly/1NUbnkf. 
25 Guillermo Tomoyose, “Un mapa interactivo muestra el nivel de accesso a Internet en la Argentina.”
ITU, Measuring the Information Society Report, 2014, 124. 
26  Converted at the official rate. This is INDEC’s estimate, pondering an average $12,365 for public sector employees, and 
$6461 for informal work. See Daniel Sticco, “Para el INDEC, la suba de salarios duplicó a la tasa de inflación,” [According to 
INDEC, the rise in salaries doubled the inflation rate] Infobae, March 4, 2015, http://bit.ly/1K9HWtc.
27  Hernán Galperín, “Broadband Prices in Latin America and the Caribbean” (working paper,  Universidad de San Andres, 
Buenos Aires, Argentina, 2013) 6, Figure 1. 
28  “Internet: los Argentinos, hiperconectados, pero con mala calidad y precios altos,” [Internet: Argentines, Hyperconnected, 
but with Bad Quality and High Prices] La Nación, May 16, 2014, http://bit.ly/1GiEvln. 
29  Argentina Digital Law, art. 48. 
30  Laura Zommer, “Nuestros precios de celulares, al tope del mundo,” [Our mobile phone prices, at the highest of the world]  
La Nación, November 10 2014, http://bit.ly/1tThzAr; Diario BAE,“Argentina y Brasil, los países más caros de la región para hablar 
por celular,” [Argentina and Brazil, the most expensive countries in the region to speak through mobile phones], Media Telecom,  
March 4th, 2015, http://bit.ly/1Pp1Va6. 
31  “Todo lo que hay que saber del Plan Prepago Nacional,” [All there is to know about the Prepaid National Plan] Télam, 
August 8, 2014, http://bit.ly/1mlM3F6, 
32  “Reclaman por cambios en los abonos telefónicos,” [Complaints over changes in mobile pone subscriptions] La Nación, 
April 9, 2015, http://bit.ly/1HUoEXj.  
33  “Multan a Movistar por cambios en los planes,” [Movistar is fined for changes in its fees] La Nación, April 26, 2015, http://
bit.ly/1JIylbV
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important components is the Federal Network of Optical Fiber (Red Federal de Fibra Óptica), a proj-
ect contracted to the state-owned company AR-SAT to extend approximately 58,000 km of fiber-op-
tic cable across the country as a means of facilitating internet access for 97 percent of the popula-
tion.34 Although there have been concerns over the pace of the project’s development throughout 
the years, 35 in May 2014, the government announced that the Ministry of Planning had overseen the 
construction of 30,000 km of fiber-optic network.36 

The Ministry of Federal Planning, Public Investments and Services reported in September 2014 that 
it oversaw the establishment of 173 Access to Knowledge Centers, public spaces that provide free 
access to ICTs, under the Argentina Connected Plan.37 Also, as a part of this initiative, the first Argen-
tine telecommunications satellite, Arsat-1, was successfully launched in October 2014, and another 
one, Arsat-2—currently in a testing phase—is expected to launch in 2015.38

Another positive policy implemented by the government is the Connect Equality initiative, which 
began in 2010 and aims to foster digital inclusion by providing a netbook to every student and 
teacher in public high schools.39 As of April 2015, more than 4.7 million netbooks had been delivered 
to students. However, critics have raised questions about the effective use of these technologies for 
educational purposes, and reports about widespread technical problems remain unresolved.40

Restrictions on Connectivity  

The Argentine government does not place limits on bandwidth, nor does it impose control over tele-
communications infrastructure. There have been no reported instances of the government cutting 
off internet connectivity during protests or social unrest. There are currently fifteen functioning Net-
work Access Points (NAPs), which help with internet traffic.41

34  Ministerio de Planificación, Plan Nacional de Telecomunicaciones “Argentina Conectada” [Actions of the Argentina 
Connected Plan], 2010-2015, 51-55, http://bit.ly/1rW9rMr 
35  In 2012 a group of representatives presented a request for information in Congress about the progress of Argentina 
Connected: H. Cámara de Disputados de la Nación, “Proyecto De Resolución,” August 30, 2012,  http://bit.ly/1K4PAEV and also  
La Nación newspaper published a critical article: Diego Cabot, “AR-SAT, un sueño satelital fuera de órbita: millones sin rumbo 
claro,” [AR-SAT, a satellite dream out of orbit: millions without a clear direction] La Nación, July 21, 2013, http://bit.ly/ZHEfsK. 
36  Ministerio de Planificación, “Logros del Plan Nacional Argentina Conectada” [Accomplishments of the National Plan 
Argentina Connected],  http://bit.ly/1yScCOz; See also: Leticia Pautasio, “La Red Federal de Fibra Óptica argentina alcanzó 
30.000 kilómetros,” [The Federal Fiber Optic Network reached 30,000 kilometers] Telesemana, May 6, 2014, http://bit.ly/1OGIjAu
37  Ministerio de Planificación, “Logros del Programa NAC, del Plan Nacional Argentina Conectada,” [Accomplishments of NAC 
Program] news release, September 18, 2014, http://bit.ly/1G6RNvV. 
38  “Argentina Satelital: Fue lanzado con éxito el Arsat-1,” [Satellital Argentina: Satellite Arsat-1 was successfully launched], 
Notas Periodismo Popular, October 17, 2014, http://bit.ly/1DAwpxx;“Lanzan el Arsat 1, el primer satélite geoestacionario,” [Arsat 
1, the first geostationary satellite, is launched] Infobae, October 16, 2014, http://bit.ly/1zd1Otw; Diego Cabot, “La curiosa 
historia detrás del satélite argentine,” [The curious story behind the Argentine satellite] La Nación, October 17, 2014, http://
bit.ly/1qHXeKz;  “El Arsat-1 llegó a la órbita geoestacionaria,” [Arsat-1 reached the geostationary orbit] La Nación, October 27, 
2014. http://bit.ly/1wv256C; Argentina Conectada, “Lanzamiento exitoso de Arsat-1,” [Successful launch of Arsat-1] http://bit.
ly/1aRYhGe. 
39  Decree 459/10, accessed April 22, 2015,http://bit.ly/1biJ9C5; See also: Gob.Ar, “Conectar Igualdad” [Connect Equality], 
accessed April 22, 2015,http://bit.ly/1Ebzusv. 
40  Denise Rabin, “(Des)Conectar Igualdad: un programa que inspiró elogios, pero hoy recibe críticas,” [(Dis)Connect Equality: 
a programme that once sparked praise, today receives criticism] La Nación, January 5, 2015, http://bit.ly/1BoFTyn. 
41 CABASE – Cámara Argentina de Internet, “NAPS en funcionamiento,”  http://bit.ly/1JtNxJI. 
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ICT Market 

There are approximately 760 companies that are licensed to offer internet services in Argentina,42 
which indicates a diverse digital technology spectrum free of onerous obstacles to entry. For a com-
pany to offer internet services, it must first obtain a license from the National Communications Com-
mission (CNC).43 The application fee is fairly reasonable at ARS 5,000 (US$543). 

Although generally speaking there are no onerous obstacles to entering the ISP market, a study by 
telecommunications expert Martín Becerra shows that by 2013 more than 85 percent of the broad-
band market was concentrated in three companies, Telefónica, Telecom, and Grupo Clarín.44 It is still 
unclear what effect the Argentina Digital law will have on the ISP market and whether it will enable 
further concentration.45 Under the Argentina Digital Law, the licensing system for ICT providers may 
change, but regulation governing these potential changes has yet to be announced.46

The mobile market is also concentrated in the hands of a few companies, namely Movistar, Claro, 
and Personal.47 In October 2014, the government started spectrum auctions for 4G mobile phone 
frequency, and revealed that it had received bids of over US$2.2 billion based on the participation 
of four companies: Movistar (Telefónica Móviles Argentina), Personal, Arlink (property of group Vi-
la-Manzano), and Claro (AMX Argentina).48 This auction process placed Argentina among the four 
countries of the region with the most spectrum assigned, according to the association 4G Americas.49 
However, despite the initiation of 4G networks, the Cisco Visual Networking Index 2014-2019 esti-
mates that only 10 percent of users in Argentina will be using 4G networks by 2019.50

Regulatory Bodies 

The Argentina Digital Law, passed in December 2014, significantly changed the country’s ICT regula-
tory structure by subsuming the Communications Secretariat and Argentina’s historic regulator, the 
National Communications Commission (CNC), into three new regulatory bodies. 51 Although regu-

42  Autoridad Federal Del Tecnologías de la Información y las Comunicaciones, “Información de las prestadores,” [Information 
Regarding Providers], http://bit.ly/1PpwE6S. 
43  National Communications Commission, Decree 764/2000, September 5, 1998,  http://bit.ly/1yTDFsD. 
44  Martín Becerra, De la concentración a la convergencia, [From concentration to convergence] (Buenos Aires:  Paidós, 2015), 
64. 
45  Martín Becerra, “Argentina Digital, convergencia y concentración,” [Argentina Digital: convergence and concentration] 
Martín Becerra (blog), December 21 2014, http://bit.ly/1LlOi8Y; Bruno Massare and Leticia Pautasio, “Argentina Digital en 
detalle: qué cambios plantea la nueva ley de telecomunicaciones,” [Argentina Digital in detail: which changes does the new 
telecommunications law bring] Infotechnology.com, May 8 2015, http://bit.ly/1cwJa69; Vía Libre Foundation, “Advierten sobre 
alcances y problemas del proyecto de Ley Argentina Digital”, [Scope and problems of bill Argentina Digital] December 1 , 2014, 
http://bit.ly/12kaBuH. 
46  National Communications Commission,“Guide for License Applications,” http://bit.ly/1Hs9AU3. 
47  Pablo Gutiérrez, “Argentina: El Gobierno anunció la quita de subsidios a empresas de telefonía móvil,” [Argentina: the 
government announced the withdraw of grants to mobile telephone companies] Wayerless, November 2 2011, http://bit.
ly/1SySlTK; Sebastián Premici, “Servicio…”, [Service] Página12, October 30 2011, http://bit.ly/1H5zk9w. 
48  “El Gobierno recaudó más de 2200 millones de dólares por la subasta de las frecuencias para telefonía 4G,” [The 
Government collected more tan 2200 million dollars in the auction of frequencies for 4G telephony] La Nación, November 1, 
2014, http://bit.ly/1OhI4N5. 
49  “4G: Argentina es uno de los países de la región con mayor espectro asignado,” [4G: Argentina is one of the countries 
of the region with the most allocated spectrum] Télam, December 13, 2014, http://bit.ly/1xk6BIl; Roberta Prescott, “LatAm: 
Argentina auctions spectrum; mobile broadband grows in Mexico,” RCR Wireless News, November 7, 2014, http://bit.ly/1DTB80k. 
50  José Crettaz, “Movilidad 4G: en 2019, sólo el 10% de los dispositivos usará la nueva red,” [4G mobility: in 2019, only 10% of 
devices will use the new network] La Nación, February 6, 2015, http://bit.ly/1C1MpIk. 
51  Autoridad Federal Del Tecnologías de la Información y las Comunicaciones,”Qué est AFTIC,”  http://bit.ly/1GbxltP. 
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latory bodies have been subject to some government intervention in past years,52 the CNC, prior to 
being dissolved, had a reputation for being a relatively independent, public, decentralized body. 

The Argentina Digital Law created three new regulatory authorities – the Federal ICT Authority, the 
Federal Council of Telecommunications and Digitalization Technologies, and a Bicameral Commis-
sion for Promotion and Monitoring of Audiovisual Communication and Telecommunication and 
Digital Technologies. Under the new law, the Federal ICT Authority and the Federal Council of Tele-
communications and Digitalization Technologies will absorb the structure and functions of the CNC.53 
The procedure for the transfer of the CNC to the newly created application authorities will be deter-
mined by the law’s regulation, which was still being developed as of June 2015. 

Some critics of the Argentina Digital Law worry that the three regulatory authorities will have over-
ly broad powers; for example, the power to grant licenses or take them away, decide which public 
policy will be implemented to ensure universal service, and impose specific obligations on providers 
with “significant market power.”54 Also, the law leaves many aspects to be determined by the regula-
tion, which these authorities will later enforce.55

In April 2014, the Communications Secretariat created the Commission for Internet Policy (CAPI), 
with the aim to foster “participation of different actors to design a national strategy for internet gov-
ernance …[and] to contribute to a better representation of Argentina in international organizations 
and forums.”56 However, this is not a regulatory body, and it has yet to be determined whether its 
resolutions will be binding. 

Any website ending in “.ar,” must be registered with NIC.ar, the executive body that regulates and 
registers domain names.  As of June 2015, registration of any domain ending in “.com.ar” required 
an annual fee between ARS 65 and ARS 450 (US$7 and US$49) per year.57 The rationale behind 
this change was to prevent people from registering for domain names they are not going to 
use. Although the fees are reasonable considering that the average monthly wage is ARS 10,800 
(US$1,173),58 domains were previously free, and the new policy could deter some users.59 

52  D.P, “Pressed,” The Economist, 8/25/2010, http://econ.st/1iwGLva. 
53  Ley No. 27078, art. 79 and 87. 
54  Ley No. 27078, art. 12, 20 and 46. 
55  Vía Libre Foundation, “Advierten sobre alcances y problemas del proyecto de Ley Argentina Digital,” [Scope and problems 
of bill Argentina Digital] December 1, 2014, http://bit.ly/12kaBuH; Asociación por los Derechos Civiles (ADC), “La ADC y la 
Fundación Vía Libre manifiestan su preocupación por el dictamen de “Argentina Digital,” [The Association for Civil Rights 
and Vía Libre Foundation express concern over preliminar approval of Argentina Digital bill] November 25, 2014, http://bit.
ly/1KB9o1H; Guillermo Mastrini, “Argentina Digital: ¿Una ley hecha a medida del poder de turno?” [Argentina Digital: a law 
custom-made to the authorities in place?] Infobae, November 11, 2014, http://bit.ly/1wSH0EJ; Eduardo Bertoni, “Internet 
Applications: Don’t Cry for Me in Argentina!” The Huffington Post, November 26, 2014. http://huff.to/1aRTd4F. 
56  Ministerio de Planificación, Resolution 13/2014, http://bit.ly/1DEW4oN;  “Se reunió por primera vez la Comisión de 
Políticas de Internet,” [The Internet Policy Commission met for the first time] Télam, June 3, 2014, http://bit.ly/1GbxTQt. 
57  NIC Argentina, Registration Fees, http://bit.ly/1flac2e. 
58  This is INDEC’s estimate, pondering an average $12,365 for public sector employees, and $6461 for informal work. See 
Daniel Sticco, “Para el INDEC, la suba de salarios duplicó a la tasa de inflación,” [According to INDEC, the rise in salaries doubled 
the inflation rate] Infobae, March 4, 2015, http://bit.ly/1K9HWtc; Conversions to USD were conducted using the OANDA rate as 
of August 5, 2015 http://www.oanda.com/currency/converter/. 
59  Marcelo Bellucci, “Habrá Que Pagar Por Registrar un Dominio de Internet en Argentina” [There Will Be a Charge to Register 
a Domain Name in Argentina] Clarín, February 25, 2014, http://clar.in/1gzlBWk ; “El Registro de Dominios en Internet Dejará 
de Ser Gratuito Desde Marzo” [Registering Domains on the Internet Will Not Be Free As of March), Télam, February 24, 2014, 
http://bit.ly/1ercQLq. 
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Limits on Content

During late-2014 and early-2015, three Supreme Court rulings on intermediate liability set a valuable 
precedent for freedom of expression. On the other hand, several bills that proposed blocking or remov-
al of certain content were introduced in Congress in 2014. The introduction of such extensive legisla-
tion to expand blocking, filtering, and takedown of content raised concerns among free speech advo-
cates, who worried that the broad wording of these initiatives could limit internet freedom and lead to 
restrictions on politically and socially relevant content. Although most of these bills have stalled in the 
early stages of the legislative process, they could still be debated before the end of the 2015 legislative 
session on November 30th. One bill, which would block content deemed to promote human trafficking, 
has been approved by the Chamber of Deputies and is under debate in the Senate. 

Blocking and Filtering 

Argentine internet users have access to a wide array of online content, including international and 
local news outlets, as well as the websites of political parties and civil society initiatives. YouTube, 
Facebook, Twitter, and international blog-hosting services are freely available. There is no automatic 
filtering of internet sites, web pages, platforms, social media sites, or blogs. Law 25.690, however, 
requires ISPs to provide software that can allow users to choose to limit their own access to “specific 
websites.”60 Other laws at the municipal or state level mandate the blocking of pornographic web-
sites in public locations, such as libraries and educational institutions.61 

During the coverage period, several controversial bills that regulated filtering, blocking, and content 
removal in some way were debated in Congress (see Content Removal for more information on bills 
related to the removal of personal data or discriminatory content). As of June 2015, only one of the 
bills—a bill that proposes the blocking or removal of content that promotes human trafficking—was 
under consideration in the Senate, after having been approved by the Chamber of Deputies.62 This 
bill (6943-D-2013) would ban all content that promotes human trafficking and would forbid all pub-
lications that promote commercial sex work. If passed, a regulatory body within the executive branch 
would have the power to monitor media to spot prohibited publications and request the blocking or 
removal of the content in question with no mechanism for judicial oversight.63 

Some civil society groups opposed this bill on the grounds that the language is overly broad. The 
bill’s stated aim is to stop human trafficking, but the language of the bill prohibits any communica-
tion related to the commercial offer of sexual activity, which is not illegal in Argentina.64 Other critics 
worry that the bill does not include a mechanism for judicial review and argue that allowing the 
regulatory bodies to order the blocking and removal of content without a court order creates a dan-
gerous precedent.65

60  Ley No. 25.690, http://bit.ly/1I0q2JX. 
61  Ley No. 2.974, BO 12/11/2008,  http://bit.ly/1yXFWDl; See also Santa Fe Legal, Ley 10.703, http://bit.ly/1JhmfJZ. 
62  “Diputados aprobó el proyecto que prohíbe avisos que fomenten oferta sexual en medios de comunicación,” [House of 
representatives passed the bill that bans adds that promote sexual services offers in media], Télam, November 13, 2014, http://
bit.ly/1Fht0t2. 
63  Bill 6943-D-2013, http://bit.ly/1Hsfww9. 
64  Beatriz Busaniche, “Las buenas intenciones y el camino a la censura,” [Good intentions and the road to censorship] , Vía 
Libre Foundation, September 18th, 2014, http://bit.ly/1OOK4qR;  “Advierten que el proyecto de Larroque para prohibir los 
avisos sexuales es inconstitucional,” [Critics warn that Larroque’s bill to ban sexual advertising is inconstitutional] La Política 
Online,  November 13, 2014, http://bit.ly/1fmkVt1. 
65  ADC, “Comentarios sobre el proyecto de eliminación de mensajes que fomenten la explotación sexual,” [Comments on the 
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In the past few years, there have been cases of blocking and filtering of allegedly defamatory ma-
terial and copyright protected content, including cases of blocking or content removal on grounds 
of copyright infringement on content sharing platforms.66 In a June 2014 civil case initiated by the 
Argentine Chamber of Phonogram Producers (CAPIF), a civil court ordered ISPs to block access to 
IP addresses associated with The Pirate Bay, a website that facilitates peer-to-peer (P2P) filesharing 
using BitTorrent protocol, on the grounds that The Pirate Bay included links to copyright protected 
content.67 The blocking of the platform was unsuccessful, however, as it was possible to access it 
from other websites, including from the CAPIF website, which was hacked to redirect users to The 
Pirate Bay platform.68 One of the most controversial aspects of the decision was that the blocking 
of the platform in Argentina also affected Paraguay, since that country’s connection to the internet 
goes through Argentina and Brazil.69

Argentina boasts a wide availability of social media and international blog-hosting services, like You-
Tube, Facebook, Twitter, and others. There are no known cases of blocking social media for political 
reasons. Although a few policymakers proposed limiting social media sites in 2013 in the wake of 
protests and a wave of looting, this initiative was widely criticized and quickly defeated.70 

Content Removal 

Between October 2014 and December 2014, three court rulings on intermediary liability expanded 
freedom of expression by ensuring that intermediaries did not have to preemptively screen or censor 
content. These rulings inspired a bill to create a framework for intermediary liability, which was in-
troduced in May 2015 to the Argentine Congress. During the 2014 legislative session, three bills that 
would have regulated blocking and content removal were introduced but had not yet been debated 
or voted on in the legislature as of May 2015. 

The most important judicial decision regarding intermediary liability occurred in October 2014, when 
the Supreme Court confirmed the appellate court’s decision to overturn a lower court’s ruling, which 
required search engines to eliminate certain sexual and erotic content related to the petitioner, the 
celebrity Belén Rodriguez.71 The lower court, whose opinion was challenged in an appellate court be-

bill to ban messages that promote sexual exploitation] November 12 2014, http://bit.ly/1yA9T74. 
66  See Taringa! Case. Wikipedia, Taringa! Page, Wikipedia, http://bit.ly/1DYMC2T; Centro de Información Judicial, “Confirman 
Procesamiento de Responsables del Sitio de Internet Taringa!” [Confirmed Prosecution of Those Responsible for the Taringa! 
Website]  October 25, 2011, http://bit.ly/1JlfWFo; Vía Libre Foundation, “Control Privado y Libertad de Expresión en Internet: 
el Caso Taringa!” [Private Control and Freedom of Expression on the Internet: the Case of Taringa!] May 25th, 2013, http://
bit.ly/1GqYVbO; Cámara del Libro, “Acuerdo entre la Cámara Argentina del Libro y Taringa” [Agreement Between Cámara 
Argentina del Libro and Taringa], March 27th, 2012, http://bit.ly/1I4J0PF. 
67  “La Justicia ordena el bloqueo de The Pirate Bay en la Argentina,” [The Judiciary orders blocking of The Pirate Bay in 
Argentina] La Nación, June 30, 2014, http://bit.ly/1x6OTVv. 
68  “Hackearon el sitio de Capif para redireccionarlo a The Pirate Bay,” [CAPIF’s website is hacked to redirect to The Pirate Bay] 
La Nación, July 1, 2014, http://bit.ly/1iRXHvS; Diego Rottman, “10 motivos por los que es ridículo bloquear a The Pirate Bay,” 
[10 reasons why blocking The Pirate Bay is ridiculous] Periodismo, July 1, 2014, http://bit.ly/1pHSB8c; “Pese al bloqueo, varios 
sitios permiten ingresar a The Pirate Bay en la Argentina,” [Despite the blocking, several sites enable access to The Pirate Bay in 
Argentina] Infotechnology.com, July 3, 2014, http://bit.ly/1qTe7E2. 
69  “El bloqueo argentino de The Pirate Bay también afecta a Paraguay,” [Blocking of The Pirate Bay in Argentina affects 
Paraguay too], La Nación, July 2nd, 2014, http://bit.ly/1Gfvgx5; “El bloqueo argentino a The Pirate Bay también afecta a 
Paraguay,” [Blocking of The Pirate Bay in Argentina affects Paraguay too], Continental, July 2, 2014 http://bit.ly/1GcZD7M. 
70  Vía Libre Foundation, “Estado de Sitio Para Internet,” [State Site for Internet] December 18, 2013,  http://bit.ly/1yTGZnj 
; Eduardo Bertoni, “Regular y Restringir Las Redes Sociales por Ley: ¿Una Idea Demagógica o una Demostración de Falta de 
Conocimiento?” [Regulating and Restricting Social Media by Law: A Demagogic Idea or a Sign of Ignorance?] e-BERTONI (blog), 
December 18, 2013, http://bit.ly/1EiR51z. 
71  Supreme Court of Justice, “Rodriguez, Maria Belén c/ Google Inc. s/ daños y perjuicios.” 
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fore reaching the Supreme Court, argued that the unauthorized use of sexually-explicit photographs 
of Rodriguez violated her honor and her right to those images and demanded that the search en-
gines block the sites containing these photographs and offer compensation. The Supreme Court 
rejected this argument, stating that search engines should not be held liable for linking to third-par-
ty content that violates rights or infringes copyright, as long as they are not negligent72—meaning 
that they comply if a judicial order demands that they take said content down and they take down or 
block “manifestly unlawful” content, such as child pornography or genocide incitement.73 The Court 
emphasized online freedom of expression in its ruling, and argued that using a strict liability regime 
would harm this freedom by incentivizing intermediaries to monitor and preemptively take down 
any potentially illegal content.74 The Court cited international human rights agreements, including 
the American Convention of Human Rights, which prohibits prior censorship except in “absolutely 
exceptional cases.”75

A few months later, the Supreme Court reinforced this precedent by deciding that intermediaries 
were not liable in two similar cases in which celebrities were suing search engines for providing links 
to sexually explicit content.76 The standard that the court set in these decisions of only requiring 
preemptive blocking in cases of “manifest unlawfulness” is somewhat imprecise, and lower courts in 
Argentina’s legal system are not obligated to follow Supreme Court precedent; however, this ruling is 
still a valuable precedent for freedom of expression.77 

As of May 2015, Argentina still lacked any specific legal framework to regulate intermediary liability. 
In this context, the Supreme Court’s rulings on intermediary liability in 2014 were especially import-
ant, as they provided a precedent that may encourage the lower courts to rule more consistently 
against strict intermediary liability. In the past, judicial rulings on intermediary liability have been 
inconsistent and have generated an environment of uncertainty. Many past judicial rulings deferred 
to the general torts framework when deciding a case, which sometimes posed risks to rights online 
and resulted in very diverse and variable case law.78 Some judicial rulings in the past have held inter-
mediaries liable on the grounds that the intermediaries’ activity is an inherently “risky” activity or on 
the grounds that the intermediaries were violating Argentina’s 90-year-old intellectual property law, 
which holds anyone who reproduces copyrighted content liable.79

Inspired by the Supreme Court rulings on intermediary liability, Senator Liliana Fellner introduced a 
bill in May 2015 to Congress that would establish the general principle that search engines must not 
be held liable for third party content, and do not have to preemptively monitor or control content.80  
The law establishes a judicial notification procedure and says that intermediaries will only be held 
liable if, after being notified about unlawful content, they fail to take appropriate measures. Never-

72  Supreme Court of Justice, “Rodriguez, Maria Belén c/ Google Inc. s/ daños y perjuicios, ” par 17. 
73  Supreme Court of Justice, “Rodriguez, Maria Belén c/ Google Inc. s/ daños y perjuicios, ”  par 18. 
74  Supreme Court of Justice, “Rodriguez, Maria Belén c/ Google Inc. s/ daños y perjuicios,” par 16. 
75  Supreme Court of Justice, “Rodriguez, Maria Belén c/ Google Inc. s/ daños y perjuicios,” October 28, 2014, par 25-28, 
http://bit.ly/1b4lxAI; see also Report of the UN Rapporteur on freedom of expression, and the Joint Declaration of 2011. 
76  Supreme Court of Justice, “Da Cunha, Virginia c/ Yahoo de Argentina S.R.L. Y otro s/ daños y perjuicios”. December 30, 
2014 http://bit.ly/1GfxxIs; see also Supreme Court of Justice, “Lorenzo, Bárbara cl Google Inc. s/ daños y perjuicios”.  December 
30, 2014, http://bit.ly/1JCeZVQ. 
77  Eduardo Bertoni, “Un precedente valioso para la libertad de expresión en internet,” [A valuable precedent for freedom of 
expression on the internet] Infobae, October 30, 2014, http://bit.ly/1GfxVqo. 
78  Daniela Schnidrig and Verónica Ferrari, “Liability of intermediaries in Argentina: Lack of specific legislation and 
contradictory decisions,” Digital Rights LAC, April 2, 2014, http://bit.ly/1Gr6Nu0. 
79  Ley 11.723, http://bit.ly/1Pvz0kO. 
80  Bill 1865/15, presented by Senator Liliana Fellner on May 29 2015, http://bit.ly/1EtTeKs. 
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theless, similar to the judicial rulings, the legislation would make an exception for “manifestly unlaw-
ful” content, which intermediaries would be required to remove upon notification by an individual 
user even without judicial participation.81 Unfortunately, the legislation establishes a rather vague 
and broad definition of manifestly unlawful content, citing as examples content that facilitates or 
instigates the commission of crimes; endangers a person’s life or integrity; incites genocide, racism 
or discrimination; thwarts current judicial investigations; produces severe damage to a person’s hon-
or, privacy or image; or exhibits child pornography.82 The bill will be under discussion in 2015 in the 
Senate’s Commission on Systems, Media and Freedom of Expression. 

In 2014, two bills introduced in the legislature would require intermediaries to block or remove per-
sonal information based on a user’s request. Although neither bill had been debated by mid-2015, 
they could still be picked up before the legislative year ends on November 30, 2015.83  Bill 7989, in-
troduced in October 2014, would have established a so-called “right to be forgotten,” allowing users 
to request that internet intermediaries, including search engines and websites, remove or block 
publications that could violate their right to privacy, honor, and image, although the bill provided an 
exception for content of public interest. If the intermediary failed to comply, the bill establishes judi-
cial review to determine whether the content really violated a person’s privacy and, if so, whether the 
intermediary should be fined. 84 

A second, similar bill introduced in the same month, proposed the elimination of personal informa-
tion online. 85 If passed, the bill would have enabled users to request that search engines block and 
remove all personal data that did not affect public interest; however, unlike Bill 7989, this initiative 
did not propose a judicial review process. 

In September, 2014, representatives introduced a bill86 that would have authorized the National Insti-
tute against Discrimination, Xenophobia, and Racism to order site administrators to take down any 
racist or xenophobic content or messages that undermined or insulted people based on their ethnic-
ity, religion, gender, or sexual orientation.87 The bill proposed a judicial review process through which 
courts could impose serious sanctions—even interruption of service—for sites that fail to comply 
with the content removal request.88 By mid-2015, the bill hadn’t been debated in the Commission. 
However, in July, after the end of the coverage period for this report, a new bill against discrimina-
tion integrated this bill along with others and was approved by the Representatives Chamber’s Hu-
man Rights Commission.89 This new bill sparked criticism from civil society and academia because, if 

81  Bill 1865/15,  art. 5. 
82  Bill 1865/15, art. 7. 
83  In Argentina each bill has a validity of two legislative years, after which point it will expire unless it is reintroduced or 
approved by one of the chambers of Congress. Both of these bills were introduced in the 2014 legislative session. Therefore, 
they are set to expire at the end of the 2015 legislative year. See Law 13.640 for information governing the legislative process: 
http://bit.ly/1KA2uJm. 
84  Bill 7989-D-2014, http://bit.ly/1GmY0JC
85  Bill 8372-D-2014, http://bit.ly/1DgVkpk
86  Bill 7379-D-2014, http://bit.ly/1shOB9g
87  Bill 7379-D-2014, art. 5, 6 and 7. http://bit.ly/1shOB9g; For criticism of the bill, see:“Verbistky le explicó a Conti y Carlotto 
que la censura a portales viola leyes y tratados vigentes,” [Verbitsky explained Conti and Carlotto that censoring platforms 
violates laws and treaties] La Política Online, October 30th, 2014, http://bit.ly/1DgWykj. 
88  Bill 7379-D-2014, art. 9. 
89  The introduction of this bill occurred after the end of the coverage period for this report; therefore, it was not considered 
in determining internet freedom scores for the coverage period. As of August 2015, the bill had not moved forward in the 
legislative process to be debated by Congress.
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passed, it would allow individuals to request that intermediaries block any content that fell under a 
very broad definition of discriminatory material.90 

Media, Diversity, and Content Manipulation  

Argentina has a relatively open and diverse online media environment, as well as high rates of so-
cial media use. Self-censorship among bloggers and online users is not widespread in Argentina, 
although some isolated instances of harassment may elicit self-censorship in particular cases (see 
Intimidation and Violence). 

The discriminatory allocation of official advertising, both at the federal and local levels,91 plays a ma-
jor role in shaping media content in Argentina, and the government has come under fire repeatedly 
for providing substantial funding through advertising to media outlets that write favorable editorials, 
while cutting off advertising for critical organizations.92 Nevertheless, it is likely that discriminatory 
allocation of advertising affects traditional media more than it affects digital media, although the lat-
ter, especially in the form of online editions of traditional newspapers, may be affected as well. 

There have been multiple rulings by different judicial courts ordering the government to distribute 
official advertising in an equitable way. In February 2014, Argentina’s Supreme Court ruled that the 
government must comply with equitable allocation of advertising, and in 2013 the Supreme Court 
recommended transparent public policy in terms of official advertising.”93 However, according to the 
latest figures published by the executive branch, ten groups, mostly large traditional media orga-
nizations, all of whom are allegedly close to the government,94 obtained 50 percent of the total of 
funds allocated to official advertising.95 Unfortunately, there is little data specific to advertising rev-
enue for digital media or the effect of discriminatory allocation of advertising on the online editions 
and digital ventures associated with traditional newspapers.

Digital Activism 

Argentines continue to use social media as a tool for political mobilization. On November 13, 2014, 

90  “Ley Nacional Contra La Discriminación,” Vía Libre Foundation, http://bit.ly/1MKrmAW; Beatriz Busaniche, “Discriminación 
en Internet, un argumento para la censura,” [Discrimination on the Internet: an argument for censorship] Vía Libre Foundation, 
November 3, 2014, http://bit.ly/1bmjgS8; 
 “El proyecto que faculta al INADI a clausurar medios”, [The bill that enables INADI to shut down media] Periodismo, October 
24, 2014, http://bit.ly/1FklC00; Beatriz Busaniche, “Las buenas intenciones y el camino a la censura,” [Good intentions and the 
road to censorship] Vía Libre Foundation, September 18, 2014, http://bit.ly/1OOK4qR; Beatriz Busaniche, “La discriminación y el 
derecho al olvido en la Red, bajo la mirada de dos diputados,” [Discrimination and the right to be forgotten on the net, in sight 
of two representatives] La Nación, October 28, 2014, http://bit.ly/1PvlXQq; Javier Borelli, “Debatirán el “derecho al olvido” en 
Internet,” [Debate over right to be forgotten on the internet] Tiempo Argentino, October 22, 2014, http://bit.ly/1z1lKAu. 
91  Poder Ciudadano, “Dimensión de la Publicidad Oficial en la Argentina,” [The Dimension of Official Publicity in Argentina], 
2011, http://bit.ly/1aYwbcl; ADC and Open Society Justice Initiative, Buying the News: A report on Financial and Indirect 
Censorship in Argentina, Open Society Institute, 2005, http://bit.ly/1EnYQTW.
92  Sara Rafsky, “In government-media fight, Argentine journalism suffers,”  Committee to Protect Journalists, September 27, 
2012, https://cpj.org/x/4fa8;   
93  Centro de Información Judicial, “La Corte Suprema declaró la constitucionalidad de la Ley de Medios,” [Supreme Court 
rules Media Law as Constitutional] October 23, 2013, http://bit.ly/1Kdidjj.
94  “El Gobierno admite que la pauta oficial es para amigos y hasta un peluquero,” [Government admits allocating oficial 
advertising to friends and even a hair stylist] Clarín, March 31, 2014, http://clar.in/1Fkrk1N; José Crettaz, “Amigos y hasta 
un peluquero en el llamativo reparto de la pauta oficial,” [Friends and even a hair stylist in the unusual allocation of oficial 
advertising] La Nación, March 31, 2014, http://bit.ly/1mpigNe. 
95  José Crettaz, “De 1 a 400 millones de pesos: los mayores beneficiarios de la pauta oficial 2009-2013,” [From 1 to 400 
million pesos: the biggest benefficiaries of oficial advertising 2009-2013] La Nación, March 31, 2014, http://bit.ly/1dHGOkN. 
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social media was crucial in spreading the word about an antigovernment demonstration under the 
hashtag #13N. Like previous demonstrations, the protest generated considerable social media atten-
tion, with people both supporting and mocking the protest online. 96

Another relevant demonstration took place after Alberto Nisman, the prosecutor investigating the 
terrorist bombing of the Jewish Mutual Aid Society in Buenos Aires in 1994, was found dead in his 
apartment the night before he was scheduled to appear before Congress in order to present in-
formation implicating the government in a cover up related to the bombing.97 Organizing under 
the declaration “I am Nisman,” about 20,000 people gathered to demand justice in a spontaneous 
demonstration, which generated significant media attention.98 Afterward, several prosecutors con-
voked another demonstration, demanding justice for Nisman, on February 18, 2015 and drew over 
400,000 people through the social media hashtag #18F.99 Government officials criticized the demon-
stration, which they perceived as an opposition mobilization,100 and on March 1, 2015, government 
supporters organized a separate demonstration in support of President Cristina Fernández with the 
hashtag #1M.101

In June 2015, digital activism played a central role in the demonstration #NiUnaMenos.102 After 
several women were murdered, a group of journalists and activists called for a demonstration to 
advocate for concrete actions to fight violence against women. The march went viral on social media, 
with the hashtag #NiUnaMenos (Not One Less),103 and on June 3, 2015, thousands of people gath-
ered in front of the Congress.104 The mobilization had major reverberations on Twitter: during the 
demonstration the hashtag generated more than 270,000 tweets.105

96  Some social media users supported the protests: Tribuna de Periodistas,“13N a pesar de todo,” [13N despite everything], 
Storify,  http://bit.ly/1HxbMJR.; Other social media users mocked the protests online: “Bromas e ironías por el cacerolazo del 
#13N,” [Mocking and irony over #13N cacerolazo] Infonews, November 13, 2014 http://bit.ly/1HxcgzE. 
97  “Nisman se presentará en el Congreso para explicar su denuncia por la causa AMIA,” [Nisman will make a presentation in 
the Congress to explain his accusation on the AMIA cause] Télam, January 18, 2015, http://bit.ly/1bADDeh; see also “El fiscal 
Alberto Nisman irá al Congreso para informar sobre la imputación a Cristina Kirchner y Timerman,” [Prosecutor Alberto Nisman 
will go to Congress to inform on his accusation about Cristina Kirchner and Timmerman] La Nación, January 14, 2015, http://
bit.ly/1EkesGN; “Nisman va al Congreso con su insólita denuncia,” [Nisman goes to the Congress with his unusual accusation]  
Página 12, January 18, 2015, http://bit.ly/1QFP2dd; Karen Zraick, “The Mysterious Death of Alberto Nisman,” The New York 
Times, February 20, 2015, http://nyti.ms/1KBl0BW. 
98  “’Todos somos Nisman’, un grito multitudinario,” [‘We are Nisman’, a multitudinous cry] La Nación, January 20, 2014, http://
bit.ly/1AGfOqW. 
99  “Un video convoca a la marcha del #18F en redes sociales,” [A video calls for the #18F march in social media] Perfil, 
February 12, 2015, http://bit.ly/1z1wi2A; see also “Marcha 18F: bajo la lluvia, miles de personas se movilizaron con los fiscales 
y la familia de Nisman a Plaza de Mayo,” [18F demonstration: under the rain, thousands of people mobilized with prosecutors 
and Nisman’s family to Plaza de Mayo]  La Nación, February 19, http://bit.ly/1vXUCRq; “Multitudinaria marcha del #18F, en 
fotos,” [Multitudinous #18F demonstration, in pictures] Perfil, February 19, 2015, http://bit.ly/1JlBMIK. 
100  “Cristina Kirchner, sobre la marcha por Nisman: “A ellos les dejamos el silencio, siempre les gustó el silencio”,” [Cristina 
Kirchner, on the Nisman demonstration: “To them, we leave them silence, they always liked silence”] La Nación, February 11, 
2015, http://bit.ly/18wwnPE;  “Cristina calificó la marcha del 18F como “opositora” y dijo que marcó “el bautismo del Partido 
Judicial”, [Cristina qualified the 18F demonstration as “opposition”, and said it marked the “baptism of the Judiciary”] Ámbito, 
February 21, 2015, http://bit.ly/1yXlNgt. 
101  “Video: Buenos Aires se levanta para el 1M, la marcha en apoyo a Cristina Kirchner,” [Video: Buenos Aires rises for 1M, 
the demonstration in support of Cristina Kirchner], RT, March 2, 2015, http://bit.ly/1ArtBAP; “Cristina agradeció el apoyo en la 
marcha del 1M,” [Cristina thanked support in the 1M demonstration] Crónica, March 8, 2015, http://bit.ly/1E4gyu5;  “Los afiches 
de apoyo a Cristina Kirchner para el 1M”, [The posters in support of Cristina Kirchner for 1M] Diario Veloz, February 25, 2015, 
http://bit.ly/1OP3Jak. 
102  This mobilization occurred after the end of the coverage period for this year.
103  Facebook, Ni Una Menos, http://on.fb.me/1d7YIgE. 
104  James Rush, “Argentina protests: Thousands takes part in mass demonstrations to condemn violence against women,” 
The Independent, June 4, 2015, http://ind.pn/1KcSjOz ;Uki Goñi, “Argentine Women Call Out Machismo,” The New York Times, 
June 15, 2015. http://nyti.ms/1K2GQlY. 
105  Guillermo Tomoyose, “Del mundo on line a la marcha: el mapa con las repercusiones de #NiUnaMenos en Twitter,” [From 
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Violations of User Rights

Argentina does not suffer from the same high levels of violence against journalists that are seen in 
many countries in the region. Nevertheless, two incidents of harassment against journalists during the 
coverage period—a police search of a media outlet’s offices and the release of a newspaper journalist’s 
personal flight information—raise concerns about intrusions on journalists’ privacy. Overall Argentina 
has relatively strong privacy protections, and authorities must obtain a judicial warrant before con-
ducting surveillance. In the realm of digital privacy, the National Directorate for Protection of Personal 
Data, a governmental body under the Ministry of Justice and Human Rights, issued guidelines for best 
practices in the development of applications that respect users’ privacy rights. These guidelines may 
help systematize and advance digital privacy rights in the country. 

Legal Environment 

The Argentine Constitution, which incorporated several international human rights treaties in 1994, 
guarantees freedom of expression.106 Since 1997, Argentine law has explicitly established online 
freedom of expression protections;107 these protections were further strengthened and extended to 
include “the search, reception and dissemination of ideas and information of all kinds via internet 
services” in 2005 with Law 26032.108

In 2009, the Argentine legislature decriminalized defamatory statements referring to matters of pub-
lic interest.109 Statements that judges deem not to relate to the “public interest,” however, can still be 
charged as criminal offenses under the Argentine penal code, with the penalty set as a fine between 
US$330-$3,320.110 Individuals can also sue for large sums in court on the grounds of defamation. 
Despite the vague parameters of the law decriminalizing defamation, the Argentine judiciary has 
frequently ruled against liability for defamation in relevant cases. In August 2013, for example, the 
Supreme Court ruled that the blogger Jorge Warley could not be held liable for defamation after he 
was sued by Ariel Sujarchuck, a public official at the University of Buenos Aires, for reposting an arti-
cle, written by another author, which criticized Sujarchuck.111

Several laws impose criminal and civil liability for online activities, such as intellectual property in-
fringement, fraud, hacking, and child pornography. For example, a law on intellectual property (Law 
11.723) holds liable anyone who, by any means, reproduces content that violates this law and estab-
lishes sanctions ranging from fines to six years in prison.112 A few laws regarding online activity have 
generated concern among activists, who believe that the laws, although well intentioned, are too 
broadly worded and could affect legitimate speech. In November 2013, for example, a law on child 

the online world to the demonstration: the map with the impact of #NiUnaMenos on Twitter] La Nación, June 4, 2015, http://bit.
ly/1Jayd8P. 
106  Art. 14, Const. Arg., http://bit.ly/1K2LdgL. The constitution was amended in 1994, and Article 75 (22) now accords 
numerous international human rights treaties with constitutional status and precedence over national laws.
107  Decree 1279/97, December 1, 1997,  http://bit.ly/1JCs3dP. 
108  Law 26032, http://bit.ly/1EzDJA5. 
109  Reform Law 26551; See Laura Zommer, “Calumnias e injurias, dos delitos de incómoda vigencia,” [Slander and 
defamations, two offences of uncomfortable validity] La Nación, September 30, 2012, http://bit.ly/1DZt3Hw
110  The law establishes the fine at 3,000-30,000 Argentine pesos. June 2015 conversion rates were used to calculate the 
equivalent in USD.
111  Agustina del Campo, “ Current Trends in Argentina’s  Freedom of Expression Jurisprudence,” Global Freedom of 
Expression and Information at  Columbia University, May 2, 2014, http://bit.ly/1KA9Tbu. 
112  Law 11.723, art. 71 to 78.
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grooming, which amended the penal code and established penalties of up to four years imprison-
ment for online contact with a minor carried out “with the purpose of committing a crime against 
[the minor’s] sexual integrity,”113 generated debate among academics and legislators for vague 
wording.114

In 2008, the Argentine government passed a law on cybercrime (Law 26388), which amended the 
Argentine Criminal Code to prohibit distribution and possession of child pornography, interception 
of communications and informatics systems, hacking, and electronic fraud.115 Some of the terms 
used in the legislation have been criticized as too ambiguous, which could lead to overly broad ap-
plication of the law. Although there are no cybercrime investigative units at the national level, a spe-
cialized prosecutor’s office was activated in Buenos Aires in 2012.116    

Prosecutions and Detentions for Online Activities 

Although there were no known cases of detention or criminal prosecution of individuals in 2014 or 
2015 expressly related to the dissemination or access of information on the internet, a case against 
the director of La Brújula, a radio station and news website in Buenos Aires province, raised concerns 
among human rights activists. 

In October 2014, the judiciary ordered the search of La Brújula to uncover the sources that provided 
information to the media outlet regarding a criminal corruption case.117 Authorities confiscated com-
puters, flash drives, and other journalistic material. Shortly thereafter, a judge charged Germán Sasso, 
the director of La Brújula, with criminal cover-up after he refused to reveal where he obtained leaked 
recordings related to the corruption case.118 

Another case during the previous coverage period also revealed legal harassment against a journal-
ist. In December 2013, Juan Pablo Suarez, the editor of the news website Última Hora, was arrested 
on felony charges of sedition (incitement to public disorder) for filming the arrest of a local police 
officer in Santiago del Estero. Although he was released after nine days, there was a great deal of 
criticism surrounding his arrest, as many believed that he had been punished simply for doing his 
job.119 During the arrest, police officers also seized computers and documents from the website’s 
headquarters.120

113  Law 26.904, http://bit.ly/1JCto4j 
114  Beatriz Busaniche, “Grooming: mala legislación escondida en buenas intenciones,” [Grooming: Bad Legislation Hidden 
Under Good Intentions] La Gaceta, November 14, 2013, http://bit.ly/1DkIHtl; Martina Rua, “Satisfacción y polémica por la ley 
que penaliza el ‘grooming’,”[Satisfaction and controversy over the law that criminalizes ‘grooming’] Perfil, November 16 2013, 
http://bit.ly/1JWTMKf. 
115  Law 26.388, http://bit.ly/1tg3IpO.
116  Cybercrime Prosecutor’s Office, http://bit.ly/1GrpE84; See Resolution 501/FG/12; Project authorized by Resolution 501/12 
of the General Prosecutor’s Office .
117  Argentine Forum of Journalism (FOPEA), “Preocupación de FOPEA por allanamiento a La Brújula,” [Concern over search at 
journal La Brújula] October 29, 2014, http://bit.ly/1dak1i8. 
118  FOPEA, “Repudio de FOPEA al procesamiento del director de La Brújula,” [FOPEA repudiates prosecution of La Brújula’s 
Director] November 5, 2014, http://bit.ly/1Dsgwdo. 
119  Committee to Protect Journalists, “Argentina should release editor accused of sedition,” December 18, 2013, http://cpj.
org/x/57f2; See also: “Liberaron a Juan Pablo Suárez, el periodista santiagueño que estaba detenido por instigar a la sedición,” 
[Juan Pablo Suárez, the journalist accused of sedition, was released] Infobae, December 19, 2013, http://bit.ly/1LwPrxj;  “Desde 
Fopea reclaman la libertad del editor Juan Pablo Suárez,” [FOPEA Demand the Freedom of Editor Juan Pablo Suárez] La Noticia 
1, December 17, 2013, http://bit.ly/1G34Pvd. 
120  Committee to Protect Journalists, “Argentina should release editor accused of sedition.” 
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Surveillance, Privacy, and Anonymity 

Although users must provide identification when purchasing a mobile phone or prepaid SIM 
card,121 the Argentine government does not impose restrictions on anonymity or encryption for in-
ternet users. Bloggers and other online users are not required to register with the government and 
can post anonymous comments freely in online forums. In March 2014, the Legal and Technical 
Secretariat issued Resolution 19, a measure which mandates the creation of a section in the Official 
Bulletin (Boletín Oficial) dedicated to publishing registered domain names, as well as the names of 
those registering them, which could deter people from applying for domain names.122 

The National Directorate for Protection of Personal Data issued guidelines for best practices to 
protect privacy in the development of applications in April 2015.123 These guidelines establish the 
obligation of applications and software programs to respect users’ privacy and data protection and 
outline best practices, such as allowing pseudonyms on applications and creating a transparent pri-
vacy policy that provides proper information about the service to the user.124Although the guidelines 
are not binding, they could have a positive impact on users’ privacy.

In general, Argentina upholds high privacy and data protection standards. According to the National 
Intelligence Law, a court order is necessary to conduct surveillance of private communications, and 
national intelligence bodies must respect the Personal Data Protection Law when carrying out their 
functions, meaning, for example, that they have to respect and protect personal data, and no per-
sonal information can be disclosed without a judicial order.125 In 2014, public officials occasionally 
proposed local initiatives—such as an initiative in the Argentine state of La Plata to monitor social 
networks for parties and events and thereby “prevent public unrest”—that had the potential to 
impact users’ privacy and freedom from surveillance.126 Fortunately none of these initiatives was ap-
proved or put into practice. 

Argentina does not systematically collect metadata, although a 2013 resolution by the Secretariat 
of Communications raised some privacy concerns. Resolution 5/2013 regulates the quality of tele-
communications services. It states that providers should “guarantee the free access of the CNC [the 
regulatory body in 2013] to installations… and [should] give them all the information that is required 
in the set manner and timeframe.” It also establishes a period of three years for service providers to 
keep all collected data, which will be used to calculate quality indicators.127 However, the article in 
question states clearly that the data will be used to calculate quality indicators, and the resolution 
mentions the obligation to respect personal data. Since its passage in 2013, there has been no evi-
dence to suggest that this provision was implemented in an unlawful or abusive way.

121  Communications Secretariat, Resolution 490/97, “Apruébase el Reglamento General de Clientes de los Servicios de 
Comunicaciones Móviles,” [General regulation for clients of mobile communications services] April 1997, http://bit.ly/1H5dFxZ. 
122  Gob.Ar, Official Bulletin, http://bit.ly/1r7i9rs
123  Ministero de Justicia y Derechos Humanos, Disposition 18/2015, “Dirección Nacional de Protección de Datos Personales,” 
http://bit.ly/1RjhmQb. 
124 Disposition 18/2015, Annex. 
125  Law 25326, http://bit.ly/1biPvtI. Law 25.520, art. 16; see also art 5, http://bit.ly/1bp2vWp. 
126  Sebastián Lalaurette,“En La Plata Controlarán las Redes Sociales” [In La Plata ThereWill Be Control of Social Media] La 
Nación, January 20, 2014, http://bit.ly/1Ds9S6; Entrevista: ‘Queremos que el vecino confie en Control Urbano’ afirmo Gustavo 
Luzardo,” [Interview: ‘We Want neighbors to trust Urban Control’ Affirms Gustavo Luzardo] La Plata YA, January 10, 2014, http://
bit.ly/1Fkukeu. 
127  Ministerio de Planificacion Federal, Inversion Publica y Servicios, Communication Secretariat, Resolution 5/2013, http://bit.
ly/1VaT2BX. 
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Although Argentina has legal protections for user privacy, little information is available regarding 
extralegal or covert surveillance. In mid-2015, the U.S.-based news site The Intercept reported that 
they had credible evidence that Alberto Nisman and Jorge Lanata, an Argentine journalist, received 
targeted spyware originating from the same remote domain. Although it is not possible to identify 
a specific government, agency, or group responsible for the spyware, the targeting of high-profile 
individuals raises concerns about journalists’ privacy in the country.128

The government requested data on a number of users in 2014, mostly for the purposes of criminal 
investigation.129 Between July and December 2014, Yahoo received 155 government requests for 
data disclosure related to 240 specified Yahoo accounts.130 Out of these requests, Yahoo rejected 22 
percent, disclosed only non-content data (basic subscriber information) in 34 percent, disclosed con-
tent in 32 percent, and reported no data found in 12 percent.131 During that same period, Facebook, 
which states that it responds to valid requests relating to criminal cases, received 482 government 
data requests regarding 708 accounts. Of these, 49 percent of requests resulted in data disclosure.132 
Microsoft’s law enforcement requests report for that same period shows Microsoft received 416 re-
quests regarding 512 accounts, of which 2 percent were rejected for not meeting legal requirements 
and 18 percent, were rejected because no data was found. Of the accepted requests, none of them 
resulted in disclosure of content, but only non-content (subscriber) data.133  

Intimidation and Violence 

The Argentine Forum of Journalism (FOPEA) released its report of attacks on press freedom during 
2014.134 According to this report, 178 attacks, ranging from physical aggression to threats to cyber-
attacks, were reported during 2014. Digital media outlets reported 13 percent of these attacks, while 
blogs only accounted for one percent of the attacks.135 These figures represent a slight decrease in 
comparison with the 194 attacks registered during 2013, eight percent of which were against digital 
media.

In 2015, two incidents sparked public concern about journalists’ safety and privacy. The first involved 
the Buenos Aires Herald journalist Damián Pachter. Pachter was the first to report on the death of 
prosecutor Alberto Nisman—who was investigating a 1994 terrorist bombing and was found dead 
the night before he was supposed to testify before Congress136—through his Twitter account137 and 

128  This news story was released after the coverage period for the report. Morgan Marquis-Boire, “Inside the Spyware 
campaign Against Argentine Troublemakers,” The Intercept, August 21, 2015, http://bit.ly/1JqbdwB. 
129  Yahoo!, “Argentina: Government Data Requests,” Transparency Report, July 1, 2014-December 31, 2014, http://
bit.ly/1NcRTaB. The Government Data Requests reflected in this report are generally made in connection with criminal 
investigations.; Facebook, “Argentina,” Government Requests Report, July 2014-December 2014, http://bit.ly/1I4ZG9T. 
130  Yahoo, “Argentina: Government Data Requests,” Transparency Report. 
131  Yahoo, “Argentina: Government Data Requests,” Transparency Report.  
132  Facebook, “Argentina,” Government Requests Report. 
133  Microsoft,  Law Enforcement Requests Report,  2014, http://bit.ly/1jor8oC. 
134  FOPEA,  Monitoreo de Libertad de Expresión I Informe 2014, [Freedom of Expression Monitoring 2014 Report] http://bit.
ly/1yXDH2z. 
135  FOPEA,  Monitoreo de Libertad de Expresión I Informe 2014, [Freedom of Expression Monitoring 2014 Report] 12. 
136  “Hallan muerto al fiscal Alberto Nisman en su departamento de Puerto Madero,” [Prosecutor Alberto Nisman is found 
dead in his Puerto Madero appartment] La Nación, January 19, 2015, http://bit.ly/1IXrNXl. 
137  Damian Pachter, Twitter Post, January 19, 2015, 7:08 PM, http://bit.ly/1JX29p7. 
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later in the Buenos Aires Herald.138 Shortly thereafter, Pachter was informed that he was being sur-
veilled, and had to leave the country immediately.139

After Pachter fled the country, stating that he had no plans to return because he feared for his safety, 
the national news agency Télam published an article online with a screenshot of Pachter’s electronic 
ticket.140 Both Télam and the state-run airline Aerolíneas Argentinas have come under criticism for 
the release of Pachter’s private information and returning flight details. The official twitter account 
of the Argentine presidential palace, @CasaRosadaAR, retweeted the flight itinerary.141 The national 
news agency and the government argued that they were merely revealing his itinerary to prove that 
Pachter was not actually leaving the country permanently out of fear; however, critics regarded the 
incident as a worrisome invasion of a journalist’s privacy. 

The search of the offices of the digital media and radio outlet La Brújula, and the seizure of evidence 
and computers from the offices, may also have constituted an instance of harassment (see Prose-
cutions and Detentions).142 FOPEA and the Interamerican Press Society both heavily criticized this 
search, and the subsequent prosecution of La Brújula’s director, after he refused to name his sources 
relevant to a criminal investigation.143 Situations like this could lead journalists to self-censor for fear 
of being prosecuted or having personal information—or that of their sources—revealed.

Technical Attacks

Cybercrime is perceived to be a growing problem in Argentina.  Hacker attacks against official gov-
ernment accounts were reported during December 2014.144 In 2013, hackers attacked the president’s 
website and the government’s official Twitter account.145 

In December 2014, in the wake of the court-ordered block on the content sharing platform The Pi-
rate Bay (see Blocking and Filtering), hackers attacked the website of the music industry group which 
sued Pirate Bay.146 Also, in November 2014, national news outlet Clarín, along with many sites from 

138  Damian Pachter, “When a trusted source provides an unexpected scoop,” Buenos Aires Herald, January 19, 2015, http://bit.
ly/1L9QZwk. 
139  Committee to Protect Journalists, “Journalist flees Argentina after reporting on prosecutor’s death.”  
140  “El periodista Damián Pachter viajó a Uruguay con pasaje de regreso para el 2 de febrero,” [Journalist Damián Pachter 
travelled to Uruguay with a return ticket for February 2] Télam, January 24, 2015. http://bit.ly/1z6xXmM. 
141  Casa Rosada, Twitter Post, January 24, 2015, 4:32 PM, http://bit.ly/1BoTcOl: See also: Committee to Protect Journalists, 

“Journalist flees Argentina after reporting on prosecutor’s death,” January 26, 2015, http://cpj.org/x/5ec1; Interamerican 
Society of Press, “La SIP lament la salida del país del periodista argentino,” [SIP laments Argentine journalist’s departure from 
the country] January 26, 2015, http://bit.ly/1DHSNVy; “Tras el escrache del Gobierno, Pachter se refugió en Israel,” [After the 
Government’s public denunciation, Pachter seeked refuge in Israel] Perfil, January 25, 2015, http://bit.ly/1BD3sGZ; “El gobierno 
escrachó al periodista Damián Pachter con la publicación de su boleto de Aerolíneas,” [Government publicly denounced 
journalist Damián Pachter by publishing his flight ticket] Clarín, January 25, 2015, http://clar.in/1zJ8TCf. 
142  FOPEA “Repudio de FOPEA al procesamiento del director de La Brújula.” 
143  Interamerican Society of Press, “Preocupa a la SIP presión contra periodista para que revele fuentes,” [Concern over 
pressure to journalist to disclose sources] November 7, 2015, http://bit.ly/1OlpdjW. 
144  “Anonymous filtra datos de diferentes gobiernos, entre ellos el de Argentina,” [Anonymous leaks data from different 
governments, Argentina being among them] Minuto Uno,December 16 2014,  http://bit.ly/1GcNdgk;“Anonymous hackeó al 
Gobierno argentino,” [Anonymous hacked the Argentine Government] ArgNoticias, December 14 2014, http://bit.ly/16mR6Ed. 
145  “Hubo tres ataques informáticos a la página web de la Presidencia,” [Three cyber attacks to the Presidential website] La 
Nación, August 20, 2013, http://bit.ly/1damwBe; “Un tuit polémico y denuncia de “hackeo” en Casa Rosada,” [A polemic tweet 
and report of “hacking” in Casa Rosada] La Voz, August 20, 2013, http://bit.ly/1IR6EgT;“Suspendieron la cuenta de Casa Rosada: 
dicen que la hackearon,” [Suspension of Casa Rosada account: they say it was hacked] La Nación, August 20, 2013, http://bit.
ly/1JlUUGx. 
146  “Hackers Turn Music Industry Site into The Pirate Bay,” Torrent Freak, July 1, 2014, http://bit.ly/1K30T23. 
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other countries, suffered an attack from Syrian hackers. When trying to access the website, the leg-
end “You’ve been hacked by the Syrian Electronic Army (SEA)” appeared.147

The government has created initiatives to combat hacking and cybercrime. For example, the Ar-
gentine executive power created the National Program of Critical Infrastructure of Information and 
Cybersecurity (ICIC) in 2011.148 This program aims to create a framework to foster identification and 
protection of strategic infrastructure and is comprised of four working groups, one of which focuses 
on reducing security breaches and minimizing information safety risks, while another working group 
offers assessments when emergencies arise as the result of such incidents.

147  “Desde Al Jazeera a Clarín, piratas sirios hackean a varios diarios del mundo,” [From Al Jazeera to Clarín, Syrian pirates 
hack many news outlets around the world] Clarín, November 27 2014, http://clar.in/12aO3w8. 
148  See Program Nacional de Infraestructuras Críticas de Información y Ciberseguridad, “Qué Hacemos,” http://www.icic.gob.
ar/. 
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Key Developments: June 2014 – May 2015

• In May 2015, an episode of a web series satirizing the police response to protests in
Yerevan was removed by YouTube due to a copyrighted clip contained in the video (see
Content Removal).

• Proposed amendments to the Law on Personal Data Protection would increase privacy
protections by creating an agency with the authority to oversee government decisions
with regard to accessing personal data (see Surveillance, Privacy, and Anonymity).

Armenia
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 7 6

Limits on Content (0-35) 9 10

Violations of User Rights (0-40) 12 12

TOTAL* (0-100) 28 28

* 0=most free, 100=least free

Population: 3 million

Internet Penetration 2014: 46 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: No

Bloggers/ICT Users Arrested: No

Press Freedom 2015 Status: Not Free
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Introduction

The internet penetration rate in Armenia has continued improving over the past few years, alongside 
improvements in the stability of the internet’s infrastructure and relatively few restrictions on online 
content. Additionally, citizen groups and NGOs have made use of online communication tools to 
promote and organize campaigns, particularly surrounding the protests in Yerevan against hikes in 
electricity prices in mid-2015.

While the government generally refrains from blocking or removing online content, in May 2015, an 
episode of a web series satirizing the police response to protests in Yerevan was removed by You-
Tube. Allegedly the video was originally flagged by the police for removal, and it was removed due 
to copyrighted clip in the video. In March 2015, members of parliament proposed amendments to 
the Law on Personal Data Protection that aim to increase privacy protections by creating an agency 
with the authority to oversee government decisions with regard to accessing personal data. 

Obstacles to Access

Internet access in Armenia continues to grow, although the internet penetration rate remains below 
50 percent, and the average access speed was only 3.2 Mbps by the end of 2014. Improvements to the 
infrastructure have resulted in fewer disruptions to internet service over the past year compared with 
previous years.

Availability and Ease of Access   

According to the International Telecommunication Union (ITU), the internet penetration rate reached 
46 percent by the end of 2014, compared with 42 percent in 2013 and just 15 percent in 2009.1 The 
Public Service Regulatory Committee of Armenia estimates the rate slightly higher, at 50 percent in 
2014.2 

By the end of 2014, there were approximately 250,000 total broadband subscriptions among the five 
largest internet service providers, representing an increase of about by 23,000 relative to the same 
period in 2013. The fastest growing ISP is Rostelecom, with 26,208 new subscriptions, an increase by 
18,993 subscribers in one year,3 while Armentel, the largest ISP providing mostly ADSL broadband 
internet access, is losing ground. 

The mobile penetration rate in Armenia was 116 percent as of 2014,4 and the number of mobile 
broadband subscriptions is also growing. As of December 2014, broadband subscriptions reached 
257,610, an increase of 16,934 compared with of the same period in 2013.5 The largest mobile inter-
net provider is Orange, followed by VivaCell and Armentel.6 Based on reports provided by mobile 
operators, approximately 1.6 million mobile phones out of a total of 3.35 million were connected to 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet,”  http://bit.ly/1cblxxY. 
2  ARKA Telecom, PSRC 2014 Report, [in Armenian] http://bit.ly/1eRMwC4. 
3  Rostelecom, “Reports,” http://bit.ly/1GmOszd; Roseltelecom, Report 2014, [in Armenian] http://bit.ly/1GmOszd. 
4  International Telecommunication Union (ITU), “Mobile-cellular subscriptions,” 2014, http://bit.ly/1cblxxY.
5  “Internet usage in Armenia 2014 4Q data stats,” Samvel Martirosyan (blog), April 1, 2015,   http://bit.ly/1GniRx0. 
6  Beeline 2014 Report, http://bit.ly/1jQxH56. 
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the internet as of February 2015.7 However, according to the Public Services Regulation Commission 
(PSRC)’s report in 2014, the number of mobile internet subscribers (including mobile 2G and 3G) 
amounted to 2.1 million out of 3.4 million mobile subscribers, with an increase of over 3 percent in-
crease from the previous year.8 

All three current mobile operators offer 2G and 3G+ networks, and one operator offers 4G LTE net-
work services. In contrast to the diverse market in Yerevan, the capital city, many villages have only 
one or two mobile broadband services from which to choose. Approximately 60 percent of rural 
towns are covered by landline broadband. According to official information from mobile operators,9 
3G services are available to almost 100 percent of the population, covering 90 percent of the country 
(excluding mostly unpopulated mountainous regions). 

The average monthly price for internet access with speeds of 1 Mbps is around AMD 500 (US$1.00). 
Many operators are also offering three-in-one packages including IP television and fixed telephone 
services; the average price for this package with an average speed of 20 Mbps is AMD 10,500 AMD 
(US$22.00).10 Prices for broadband internet service vary from AMD 8,000 to AMD 25,000 (US$18 to 
US$55, respectively), depending on the speed and the quality of services. 

Restrictions on Connectivity  

There have been no reports of restrictions on internet access imposed by the government or tem-
porary disconnections from the internet since June 2014. In practice, the Armenian government and 
the telecommunication regulatory authority, the PSRC, do not interfere with or try to influence the 
planning of network topology. Operators plan and develop their networks without any coordination 
with either the government or the regulatory authority. Moreover, the regulatory authority requires 
service providers to indicate any technological restrictions in their public offers. Armenian internet 
users enjoy access to internet resources without limitation, including peer-to-peer networks, voice 
and instant messaging services. 

Access to the internet in Armenia is ensured through four backbone networks that use fiber-optic 
cable systems. The international internet connection is made possible by three telecommunication 
operators. At the network level they are interconnected with fiber-optic cable systems operating in 
the territory of the Republic of Georgia. 

ICT Market 

Armenia was one of the first post-Soviet countries to privatize the telecommunication industry. In 
1997, the incumbent Armenian operator was sold to a Greek state-owned company with a 13-year 
monopoly on basic telephone and international data transmission services, including internet. In 
2005, the Armenian government revised the incumbent’s license and granted a second GSM license; 
by 2007, all exclusive rights of the incumbent had been abolished. Since then, Armenian users 
have been able to choose from three mobile service operators and more than 100 ISPs, though an 

7  “Internet usage in Armenia 2014 4Q data stats.” This blog post is based on the data collected from Mobile operators, 
publicly available on the websites of the operators. 
8  PSRC Report, 2013, http://www.psrc.am/docs/reports/2013.pdf. 
9  This information was derived from reports published on several mobile operators’ websites, including MTS (Mts.am), 
Beeline (Beeline.am), and Orange Armenia (Orangearmenia.am). 
10  Public Services Regulatory Commission of the Republic of Armenia, http://www.psrc.am/en. 
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analysis of service providers’ official reports shows that the five leading operators together control 
approximately 90 percent of the market for internet access. The regulatory authorities in Armenia 
primarily focus on companies with significant market power. 

There are 33 companies in the Armenian telecommunications sector providing services including 
wired and wireless telecommunication services. Within the market for ISPs, 46 percent are for-
eign-owned companies. Internet service providers offer the following services on the domestic 
market:  ADSL, fiber-optic and cable access, WiFi and WiMax wireless technologies, general packet 
radio services (GPRS), EDGE, CDMA and 3G technologies (UMTS/WCDMA), 4G LTE. However, internet 
services based on 4G LTE are available only in limited locations, including Yerevan, Gyumri, Vanadzor, 
Dilijan, Tsakhkadzor.11 While the ISP market is relatively diverse, 96 percent of the total revenue from 
internet service in Armenia is produced by the five largest ISPs, one of which is Armenian, while the 
other four are foreign-owned.

There are three mobile operators in Armenia: Beeline/Armentel, owned by Vimpelcom, one of largest 
mobile operators in Russia (NYSE:VIP), Vivacell-MTS, owned by Mobile TeleSystems, another of the 
largest mobile operators active in Russia and CIS markets (NYSE:MBT), and Orange Armenia, owned 
by France Telecom, a leading multinational telecommunications corporation. In 2013, a fourth mo-
bile operator, Ucom, was issued a license allowing its entry into the mobile communications market. 
Service was expected to start on January 1, 2015, but as of May 2015 it is not yet available. 

Regulatory Bodies 

The concept of an independent regulatory authority was implemented in 2006 with the adoption of 
the Law on Electronic Communication. Armenia has chosen a multi-sector regulatory model in which 
there is one body, the PSRC, which is in charge of the regulation of energy, water supply, and tele-
communications services. The PSRC’s authority, mechanisms of commissioners’ appointments, and 
budgeting principles are defined under the Law on State Commission for the Regulation of Public 
Services.12 

The members or commissioners of the PSRC are appointed by the president of Armenia and in ac-
cordance with the recommendations of the prime minister. Once appointed, a commissioner can be 
dismissed only if he or she is convicted of a crime, fails to perform his or her professional duties, or 
violates other restrictions in the law, such as obtaining shares of regulated companies or missing 
more than five PSRC meetings. The PSRC is accountable to the National Assembly in the form of an 
annual report, but the parliament merely takes this report into consideration and cannot take any 
action. 

The Law on Electronic Communication contains provisions guaranteeing the transparency of the 
decision-making procedures of the commission: all decisions are made during open meetings with 
prior notification and requests for comments from all interested persons posted on the website.13 
However, one of the weakest provisions of the Armenian regulatory framework is the absence of 
term limits for commissioners: every commissioner can be appointed multiple times, making his or 
her appointment dependent on current political leaders. In practice, the regulatory bodies in Ar-

11  Report not available online yet, EIF, ICT Industry Report, (Armenia, 2014). 
12  The Law on Public Services Regulation Commission was adopted by the National Assembly of the Republic of Armenia on 
December 25, 2003.
13  Article 11 of the Law of the Republic of Armenia on Public Service Regulation Commission. 
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menia lack independence due to the strong dependence of the commissioners’ career on political 
leadership of the country.14 For example, in 1995, the broadcasting license of the independent tele-
vision company A1+ was suspended for refusing to broadcast only pro-government material, and in 
2002 its broadcasting frequency was awarded to another company. Despite a ruling by the European 
Court of Human Rights in 2008, which stated that the regulatory authority’s refusal to reinstate the 
company’s broadcasting license amounted to a violation of freedom of information, the license was 
never reinstated.15 In September 2012, A1+ began broadcasting on the airwaves of Armnews. During 
this time, A1+ was nonetheless able to continue publishing news content on its website.

Armenian legislation requires that providers obtain a license for either the provision of internet ser-
vices or the operation of a telecommunication network.16 Procedures for obtaining licenses differ: a 
service license is obtained through a simplified licensing procedure (purchased for an amount equiv-
alent to approximately US$250), while a network operation license requires verifying the professional 
and technical capacity of the company and is issued six months after filing the application with the 
regulatory authority. In 2012, the Armenian government undertook radical reforms of the telecom-
munication regulatory framework to simplify the market entry procedures of both network opera-
tion and services. According to the Amendments to the Law on Electronic Communication, adopted 
in April 2013, service providers will no longer be required to obtain a license but will simply need to 
notify the regulatory authority.17 

Public access points such as cafes, libraries, schools, universities, and community centers are not re-
quired to obtain a license for offering internet access unless they offer services for a fee. In general, 
according to the licensing law, nonprofit entities are not required to obtain a license for the provi-
sion of internet services regardless of their legal status.18 

Mobile telecommunication companies are granted a license through regular network operation 
licensing procedures, but are also required to obtain permission for the use of radio frequencies, 
which is usually granted through an open auction. An exception can be made if no alternative appli-
cant is interested in a particular frequency, or for frequencies and equipment that do not interfere 
with other operators’ activities (such as radio relay communication). For cases in which an entity 
applies for a non-auctioned frequency, the service provider is required to carry out a test for electro-
magnetic compatibility. 

In spite of three well-established ICT-related nonprofit associations, self-regulation of the industry 
is significantly underdeveloped in Armenia. The oldest nonprofit institution is the Internet Society 
(ISoc), which is the national chapter of the worldwide ISoc network. At the early stage of internet de-
velopment in Armenia (1995 through 1998), ISoc Armenia was the primary internet policy advocate 
and industry promoter. It served as a forum where internet service providers discussed their prob-
lems, developed policy agendas, and resolved industry conflicts. However, after the establishment 

14  There are three independent regulatory authorities in Armenia that are part of the executive, but not a part of the 
government. These three authorities are the public utilities regulator, the broadcasting regulator, and the competition authority. 
There is also a civil service commission, which, however, is different from the concept of independent regulatory bodies. 
15  For further information on Meltex LTD and Mesrop Movsesyan v. Armenia: European Court of Human Rights, “Article 10 – 
Judgement,” in “Information Note on the Court’s case-law,” June 2008, http://bit.ly/1MPDVhi. 
16  Art. 15 of Law of the Republic of Armenia on Electronic Communication, of July 8, 2005, http://bit.ly/1NQUw5M. 
17   Law of the Republic of Armenia on Changes and Amendments to the Law on Electronic Communication of April 29, 2013, 
Official Bulletin No 05/29(969), June 5, 2013. 
18  Art. 43, Law of the Republic of Armenia on Licensing, of  May 30, 2001 with several amendments from 2002-2012.  
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of the independent regulatory authority, ISoc no longer plays as much of a regulatory role, as most 
industry disputes are filed with the PSRC. 

ISoc continues to maintain the registration of domain names, and despite the lack of formal dispute 
resolution policies, it carries out the registry function effectively with minimal influence from govern-
ment authorities or the regulator. As a result, the Armenian ICT market enjoys a liberal and non-dis-
criminatory domain name registration regime. ISoc Armenia registers domain names according to 
ICANN recommendations and best practices. Although members of the ISoc Armenia are individuals, 
the organization’s board is composed of service provider managers, and in general, the Society’s 
policy agenda is strongly influenced by the interests of traditional providers that started their busi-
ness in the mid-1990s. 

Another well-established industry association is the Union of Information Technologies Enterprises 
(UITE).19 Though industry self-regulation is one of the main goals of the Union, so far it has not de-
veloped any significant policies for industry regulation. Both ISoc Armenia and UITE are founders of 
a third notable nonprofit institution, the ArmEx Foundation, which was established with the sole pur-
pose of creating a local data traffic exchange point. Other founders include leading ISPs, mobile and 
landline telecommunication operators. 

Limits on Content

The Armenian government does not consistently or pervasively block users’ access to content online. 
In one case, content was restricted in May 2015, when an episode of a web series satirizing the police 
response to protests in Yerevan was removed by YouTube. The most common incidents of censorship 
of online content relate to blocking and filtering of platforms and websites by the Russian regulatory 
authority, which affects access to the same content for some internet users in Armenia, since Armenia 
receives its web traffic from Russia. However, these cases are promptly resolved by internet service pro-
viders once reported by users. 

Blocking and Filtering 

In general, online content is widely accessible for internet users in Armenia. The most prominent 
case of online censorship occurred in March 2008 during post-elections events, immediately after 
clashes between an opposition rally and police resulted in at least eight people killed and hundreds 
of people injured.20 The government declared a state of emergency and restricted certain media 
publications, including independent internet news outlets. The security services demanded that the 
Armenian domain name registrar suspend the domain names of opposition and independent news 
sites, and requested that ISPs block certain outside resources, such as some opposition pages on so-
cial network platforms, particularly LiveJournal, which was the most popular social network used by 
opposition and civil society activists for blogging and reporting. Armenian authorities were strongly 
criticized by international observers for their reaction to the post-election crisis, including the re-
strictions on access to internet resources.21 After the events of 2008, Armenian authorities have been 

19  Union of Information Technology Enterprises, “UITE History,” accessed April 30, 2013, http://bit.ly/1PungBq. 
20  Reports on the number of people killed vary; according to the official report from the Council of Europe, eight people 
were killed. Thomas Hammarberg, “Special Mission to Armenia,” Council of Europe, Commissioner for Human Rights, March 12-
15, 2008, http://bit.ly/1OOJ6OH.  
21  Parliamentary Assembly of the Council of Europe, “Observation of the Presidential Election in Armenia,” published April 8, 
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very cautious about restricting internet content, and no instances of politically-motivated filtering or 
blocking have been recorded since that time. 

Due to the fact that some internet users in Armenia receive filtered traffic from Russian ISPs, there 
have been a few cases where a website that is blocked in Russia is incidentally blocked for users in 
Armenia. For example, in May 2015, several gambling websites that had been blocked in Russia by a 
court decision were blocked in Armenia as well. Following the first reports, Armenian Beeline started 
to work toward unblocking the websites, which were restored later that same day.22  

According to Article 11 of the Law on Police,23 law enforcement authorities have the right to block 
particular content to prevent criminal activity; in practice, such blocking cases have been limited to 
locally-hosted, illegal content such as illegal pornography or copyright-infringing materials. For ex-
ample, in 2012 the police blocked the website Armgirls.am for disseminating pornographic content 
and for hosting bulletins of women working in the Armenian sex industry.24  Article 263, section 20 
of the criminal code stipulates that the production and dissemination of pornographic materials or 
items, including printed publications, films and videos, images or other pornographic items, adver-
tisements, or sales is punishable by a fine in the amount of five hundred times the minimum month-
ly salary in Armenia, or arrest for up to two months or imprisonment for up to two years.

Content Removal 

In May 2015, an episode of a web series satirizing the police response to protests in Yerevan was re-
moved by YouTube. Allegedly the video was originally flagged by the police for removal, most likely 
because it was mocking the police’s behavior and actions, though it was officially removed from You-
Tube due to copyright infringement, since the video contained a copyrighted clip of a news report.25 

While currently intermediaries are not liable for the content they host or transmit, in March 2014 
members of parliament introduced draft legislation that could establish legal liability for websites 
that republish or host defamatory comments from anonymous or fake users. Drawing from the 
European Court of Human Rights ruling in October 2013 that established intermediary liability for 
third-party comments26 the proposed legislation aimed to minimize the number of fake accounts 
on social networks whose defamatory or offensive content is often republished in media outlets. 
Members of parliament argued that the bill would reduce the frequency with which media outlets 
reproduce and disseminate slanderous or offensive comments from anonymous users. Critics of this 
measure, on the other hand, believe it amounts to censorship and that the pressure exerted on me-
dia outlets would restrict press freedom. On April 25, 2014, discussions on the draft legislation were 
postponed for one year, and were later removed from the parliament’s agenda.27    

Internet service providers involved in transmitting illegal content, such as child pornography, or 
content related to online crime or cyberterrorism, are not liable for the content they make available 

2008.
22  “Websites blocked by Russian Beeline Provider,” Samvel Martirosyan (blog), May 13, 2015, http://bit.ly/1NQQtGs. 
23  “Episode of Satirical Web Series Removed from YouTube After a Complaint from Armenian Police,” ePress, May 26, 2015, 
http://bit.ly/1MPFw6F. 
24  “Armenia’s Police block a site offering intimate services,” Media Max, March 23, 2012, http://bit.ly/1W2n54J. 
25  SOS, Facebook Page, http://on.fb.me/1PuqZin.  
26  European Court of Human Rights, “Case of Delfi AS v. Estonia,” published October 10, 2013, http://bit.ly/1PZ8xvf.  
27  Kimberly Carlson, “Armenian Bill Threatens Online Anonymity,” Deeplinks Blog, Electronic Frontier Foundation, April 16, 
2014, http://bit.ly/1zKIFtP. 
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to their customers, provided that they had no prior knowledge of the content. Any decision of a law 
enforcement body to block particular content can be challenged in court by the resource or content 
owners, and if the court rules that the measure was illegal or unnecessary, the resource or content 
owners may claim compensation. Additionally, Armenia is a signatory to the European Convention 
on Human Rights; therefore, any such decision can also be challenged at the European Court of Hu-
man Rights. 

Media, Diversity, and Content Manipulation  

Armenian internet users are able to access a wide array of content online, though online media 
outlets based within the country are subject to financial and political pressures. Currently, self-cen-
sorship is not a widespread practice in the online sphere. The Armenian government and the ruling 
political elite have not applied extralegal measures to prevent political opponents or independent 
internet resources from publishing online content. However, similar to traditional media outlets such 
as television or printed press, Armenian internet news resources are exposed to political pressure. 
In some cases, for example, journalists of a particular online media outlet are not allowed to devi-
ate from the editorial policy of the outlet, which is often linked to one of the political parties. Such 
pressure has the potential to affect the overall situation of freedom of speech in the country, but 
it is worth noting that online publishers and individual bloggers strongly resist self-censorship. In-
deed, there is a wide diversity of opinion in social media, and virtual battles between supporters and 
opponents of the government are often observed. A variety of independent and opposition web re-
sources provide Armenian internet audiences with politically neutral, or oppositional opinions.

Digital Activism 

There were several significant citizen mobilization movements that occurred in Armenia over the past 
year that actively used digital media and social platforms for advocacy and to mobilize supporters.

In 2014, changes to the law on temporary disability with respect to maternity leave and temporary 
disability allowances were met with significant opposition. In the fall of 2014, many stakeholders 
joined forces to protest the upcoming amendments, which would have based the allowance for 
maternity and disability leave on the minimum salary and offered commensurate allowances to 
non-working and working women, with compensation for the latter coming from private employers. 
The law was passed in December 1, 2014; however, following several debates about the issue online 
and in the broadcast media, as well as street protests attended by hundreds of pregnant women, the 
law was amended again in January 2015 to state that working women that receive a salary under 
AMD 1 million (US$2,000) will be compensated by the state, whereas compensation for women with 
higher salaries will split between the state and the employer. A Facebook group called “No to Re-
duced Pregnancy Allowances” played an essential role in raising the issue and mobilizing stakehold-
ers around it. 

In late May 2015, another major citizen movement was launched to protest against the increase in 
electricity prices. A Facebook event was created promoting a rally to protest the price hike, and more 
than 40,000 Facebook users were recruited via the event page. The first large scale rally took place 
on May 27. By late June, weeklong street protests were in progress in Armenia’s capital, Yerevan. As 
a result of the protests, President Sargsyan announced on June 27 that his government would effec-
tively suspend the controversial price hikes, although protests continued into the summer as dem-
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onstrators insisted that their demands were not met and continued to condemn the police response 
to the protests.

Violations of User Rights

There have been few cases of prosecutions against internet users or bloggers for content posted online. 
While Armenia eliminated criminal penalties for defamation in 2010, concerns over high financial pen-
alties for defamation persist, though the number of cases and the fines have decreased in recent years. 
Journalists from print and broadcast media have been subject to intimidation and attacks, though no 
cases of violence against online journalists were recorded during this coverage period.  

Legal Environment 

Article 27 of the Constitution of the Republic of Armenia guarantees freedom of speech irrespective 
of the source, person, or place. This constitutional right is applicable to both individuals and media 
outlets, with some restrictions. 

In 2005, Armenian media legislation changed significantly with the adoption of the Law of the 
Republic of Armenia on Mass Media (also referred to as the Media Law).28 One the most positive 
changes in Armenian media legislation was the adoption of unified regulation for all types of media 
content irrespective of the audience, technical means, or dissemination mechanisms. The Television 
and Radio Law contains additional requirements on content delivery, but it does not regulate news 
delivery and only addresses the issues of broadcasting erotic or violent programs, as well as the time 
frame for advertising, the mandatory broadcast of official communications, and rules on election 
coverage and other political campaigns. Content delivered thorough a mobile broadcasting platform 
or the internet is subject to the same regulations. 

Armenian criminal legislation grants journalists certain protections related to their profession. Ac-
cording to Article 164 of the criminal code, hindering the legal professional activities of a journalist 
or forcing a journalist to disseminate information or not to disseminate information is punishable by 
fines from 50 to 150 times the minimum salary, or correctional labor for up to one year. The same 
actions committed by an official abusing their position is punishable by correctional labor for up to 
two years, or imprisonment for the term of up to three years, and a ban on holding certain posts or 
practicing certain activities for up to three years.29 However, neither criminal law nor media legisla-
tion clearly defines who qualifies as a journalist or whether these rights would apply to online jour-
nalists or bloggers. 

In May 2010, the Armenian National Assembly passed amendments to the administrative and penal 
codes to decriminalize defamation, including libel and insult, and introduce the concept of moral 
damage compensation for public defamation.30 The initial result was an increase in civil cases of def-
amation, often with large fines as penalties. In November 2011, the Constitutional Court ruled that 

28  The Law of the Republic of Armenia on Mass Media of December 13, 2003, Official Bulletin,  January 29,  2004 No 29/6(25), 
accessed April 23, 2014, http://bit.ly/1ZRsbjz. 
29  Art. 164, Criminal Code of the Republic of Armenia as amended on January 6, 2006, accessed April 30, 2014, http://bit.
ly/1jxplj9. 
30  Concept of compensation for moral damage caused by defamation was introduced by adding Article 1087.1 to the Civil 
Code of the Republic of Armenia, Official Bulletin of the Republic of Armenia, 23 June 2010 No 28(762). 
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courts should avoid imposing large fines on media outlets for defamation, resulting in a subsequent 
decrease in the number of defamation cases. Defamation is widely used by Armenian politicians to 
restrict public criticism, but it has not necessarily been used to combat oppositional viewpoints or 
media independence. However, the principle of requiring politicians to be more tolerant of public 
criticism is not widely adopted in Armenia. According to the Committee to Protect Freedom of Ex-
pression (CPFE), in 2013 there were 26 civil defamation and insult suits against journalists (including 
as a third party) and the media. Of these 26 cases, 17 included media outlets that also have an on-
line presence.

Since 2003, when the concept of cybercrime was first introduced in the Armenian criminal code,31 
criminal prosecution for crimes such as illegal pornography or copyright infringement on the inter-
net demonstrates that Armenian law enforcement authorities generally follow the practices of the 
European legal system, and neither service providers nor content hosts have been found liable for 
illegal content stored on or transmitted through their system without their actual knowledge of such 
content. Armenia is a signatory to the Council of Europe’s Convention on Cybercrime, and further 
development of Armenian cybercrime legislation has followed the principles declared in the Conven-
tion.

Armenian criminal legislation also prohibits the dissemination of expressions calling for racial, na-
tional, or religious enmity, as well as calls for the destruction of territorial integrity or the overturning 
of a legitimate government or constitutional order.32 Since the Armenian legal system is based on 
the principle of universality, meaning that laws are applicable online as they are offline, all crimes 
conducted on the internet are prosecuted similarly to those that are committed offline. Regarding 
liability for content published on websites hosted in other jurisdictions, Armenian legal theory and 
practice follows the principle of “place of presence,” meaning that the person is liable if he or she 
acts within the territory of that country.

Prosecutions and Detentions for Online Activities 

No cases of imprisonment or other criminal sanctions or punishments for online activities were 
recorded over the past year. However, cases of civil liability, such as moral damages compensation 
for defamation, have been recorded several times over the past few years.33 The downloading of il-
legal materials or copyrighted publications is not prosecuted under Armenian legislation unless it is 
downloaded and stored for further dissemination, and the intention to disseminate must be proved.  

Surveillance, Privacy, and Anonymity 

On March 4, 2015, the National Assembly approved proposed amendments to the Law on the Pro-
tection of Personal Data through the first reading, though as of the end of the report’s coverage 
period the amendments had not been enacted into law. One key provision within the proposed 
amendments would create a body that would have the authority to appeal the decisions of state 
agencies that violate the right to privacy with regard to personal data. The bill provides fines for 

31  Cybercrime was defined under the new Criminal Code of the Republic of Armenia, adopted on April 18, 2003. The first 
prosecution case for the dissemination of illegal pornography via the internet was recorded in 2004. 
32  Art. 226 and 301 of the Criminal Code of the Republic of Armenia, accessed April 30, 2014, http://bit.ly/1jxplj9. 
33  “Demanding Financial Compensation from Armenian News Outlets is Becoming Trendy,” Media.am, March 3, 2011, http://
bit.ly/1MPHcx1. 
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those who violate the law. The amendments are intended to ensure the implementation of the right 
to personal privacy with respect to the processing of personal data, providing for the harmoniza-
tion of Armenian legislation regarding personal data with the European standards and international 
obligations.

The collection of an individual’s personal data by the government is allowed only in accordance with 
a court decision in cases prescribed by the law. The monitoring and storing of customers’ data is 
illegal unless it is required for the provision of services. Personal data can be accessed by law en-
forcement bodies only with a court decision. Nonetheless, the courts support most data requests 
from law enforcement bodies, which usually file motions on data requests while investigating crimes; 
however, motions must be justified, and if not, the defense attorney may insist on the exclusion of 
evidence obtained as a result of such action. 

Anonymous communication and encryption tools are not prohibited in Armenia; however, the use 
of proxy servers is not that common due to the fact that since 2008, internet users have not faced 
problems with website blocking or traffic filtering. Individuals are required to present identification 
when purchasing a SIM card for mobile phones. No registration is required for bloggers or online 
media outlets, though tax authorities may question bloggers or media outlets on revenue-related 
issues (advertisements or paid access). 

Armenian legislation does not require access or hosting service providers to monitor transmitted 
traffic or hosted content. Moreover, the Law on Electronic Communication allows operators and 
service providers to store only data required for correct billing. Cybercafes and other public access 
points are not required to identify clients, or to monitor or store their data and traffic information.

Intimidation and Violence 

There were no documented cases of violence or intimidation directed at online journalists, however, 
there have been instances of violence against print or broadcast journalists in Armenia. According to 
data collected by the Committee to Protect Freedom of Expression (CPFE) in Armenia, in 2014 there 
were nine known cases of physical violence against journalists. 

Technical Attacks

Technical attacks against government websites and civil society groups continue, with most of the 
attacks originating from the “Anti-Armenia” group based in Azerbaijan.  

In addition, Turkish hackers from the Turk Hack Team group claimed that they launched DDoS at-
tacks against websites of the Armenian government, as well as Armenian business and media sites, 
causing disruptions on April 24, the Armenian Genocide commemoration day.34 However, there were 
no interruptions recorded by these entities.

34  Herakles, Twitter Post, April 24, 2015, 10:55 AM, http://bit.ly/1RksJZc; Herakles, Twitter Post, April 24, 2015, 9:19 AM, http://
bit.ly/1GeKo4g. 

68

http://bit.ly/1RksJZc
http://bit.ly/1GeKo4g
http://bit.ly/1GeKo4g


www.freedomhouse.org

FREEDOM  
ON THE NET
2015

Key Developments: June 2014 – May 2015

•	 New revisions to the Defense Trade Controls Act, passed in April 2015, include restric-
tions on encryption software that could discourage internet users from taking advan-
tage of such tools for their digital security (see Surveillance, Privacy and Anonymity)

•	 The National Security Legislation Amendment, passed in October 2014, expands the 
definition of “computer” to include an entire computer network, which lawyers argue 
could be misinterpreted to permit surveillance on wide swaths of the internet (see Sur-
veillance, Privacy and Anonymity).

•	 According to the Telecommunications (Interception and Access) Amendment (Data 
Retention) Act 2015, which came into effect in April 2015, law enforcement and intel-
ligence agencies will no longer require a warrant to access and review metadata, with 
an exception for the metadata associated with journalists or their sources (see Surveil-
lance, Privacy and Anonymity).

Australia
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 2 2

Limits on Content (0-35) 5 5

Violations of User Rights (0-40) 10 12

TOTAL* (0-100) 17 19

* 0=most free, 100=least free

Population:  23.5 million

Internet Penetration 2014:  85 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Free

69



FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Australia

Introduction

Australians have generally enjoyed affordable, high-quality access to the internet and other digital 
media, with access continuing to expand over the past few years with the rollout of the alternative 
National Broadband Network. However 2015 has been a pivotal year for change, with Australia’s in-
ternet freedom declining slightly from previous years. 

The Liberal government, formerly guided in the telecommunications field by Minister of Communi-
cations Malcom Turnbull (who became prime minister in September 2015), continues to embrace 
technology, showing commitment to open up data sets for research and to improve internet con-
nectivity throughout Australia. Under Turnbull’s guidance the government continued to roll out an 
alternative National Broadband Network (NBN), particularly in regional areas that have had poor 
internet services. The original NBN under the former Labour government was to lay copper cables 
throughout Australia.  The alternative NBN involves a scaled down version using less expensive fiber 
to the node (FTTN) and was developed after much criticism of the cost and effectiveness of the orig-
inal NBN plan.1 

Recent legislative amendments, however, raised concerns about government surveillance and the 
potential implications for privacy and freedom of expression. In October 2014, the Australian parlia-
ment passed amendments to the national security legislation that increase penalties for whistleblow-
ers and could potentially allow intelligence agents to monitor an entire network with a single war-
rant. Further, data retention amendments passed in March 2015 require telecommunication compa-
nies to store customers’ metadata for two years, allowing law enforcement and intelligence agencies 
to access that metadata without a warrant.2 

Obstacles to Access

There are few impediments or obstacles to internet access in Australia. Services continue to improve in 
remote and rural areas throughout Australia with both the young and elderly embracing connectiv-
ity. The ICT sector is mature and competitive with Australians enjoying fair and high-quality internet 
connectivity.

Availability and Ease of Access   

Australia had an internet penetration rate of approximately 85 percent as of December 2014, com-
pared to 83 percent in 2013 and 74 percent in 2009, according to the International Telecommuni-
cation Union (ITU).3 The internet penetration rate is expected to steadily increase over the next five 
years with the implementation of the NBN, which includes expanded wireless, fiber to the node, and 
satellite services in rural communities. Although internet access is widely available in locations such 

1  Australian Government, Department of Communications, NBN Market and Regulation Report, October 1, 2014, accessed 
June 4, 2015 http://bit.ly/1VrlDDa. Also known as the “Vertigan Report”.
2  For a comprehensive overview of the legislative history of censorship in Australia see Libertus, “Australia’s Internet 
Censorship System,” accessed February 12, 2015, http://bit.ly/1JCpGpq; See also Australian Privacy Foundation, accessed 
February 12, 2015, http://www.privacy.org.au.
3  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2009, 2013, 2014,  http://bit.
ly/1cblxxY. 
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as libraries, educational institutions, and cybercafes, Australians predominantly access the internet 
from home, work, the homes of friends and families, and increasingly through mobile phones.4

Access to the internet and other digital media is widespread in Australia. Australians have a num-
ber of internet connection options, including ADSL, ADSL 2+, mobile, fixed wireless, cable, satellite, 
fiber and dial-up.5 Wireless systems reach 99 percent of the population, while satellite capabilities 
are able to reach 100 percent.6 As of December 2014, over 99 percent of internet connections were 
broadband, while the number of dial-up connections has declined to 159,000 users out of a total of 
12.7 million users.7 Once implemented, the NBN is expected to eliminate the need for any remaining 
dial-up connections and make high-speed broadband available to Australians in remote and rural 
areas.8 

Roughly half of all Australians have access to broadband speeds between 8 Mbps and 24 Mbps.9 
While there are still parts of Australia experiencing slower broadband speeds (approximately 3.3 mil-
lion people have internet connection speeds of only 1.5 Mbps to 8 Mbps), there has been a steady 
increase in faster speeds with 2.3 million people connecting to speeds of greater than 24 Mbps.10 
According to Akamai, the average connection speed by the end of 2014 was 7.4 Mbps.11

Age is a significant indicator of internet use: 97 percent of Australians between the ages of 15 and 17 
are internet users, compared to only 46 percent of those over 65 years old.12 According to the 2011 
Census, 63 percent of Aboriginal and Torres Strait Islanders report having an internet connection, 
compared with 77 percent of other households.13 Of those with internet access, 85 percent access 
the internet through broadband connections.14 The overall mobile phone penetration rate in Aborig-
inal communities is unknown. 

According to the ITU, there were 31 million mobile phone subscribers in Australia by the end of 
2014, compared to 25 million the previous year.15 Fourth generation (4G) mobile services have driven 
recent growth, with all networks expanding coverage and experiencing increases in the number of 
services in operation.16

Internet access is affordable for most Australians even though the government no longer subsidizes 
internet connections for individuals and small businesses in remote and rural areas, where internet 
affordability is not comparable to that in metropolitan areas.17 Major internet service providers (ISPs) 

4  Australian Bureau of Statistics (ABS), “8146.0 - Household Use of Information Technology, Australia, 2012-13: Personal 
internet use,” February 25, 2014, http://bit.ly/1dmbJ5W.
5  ABS, “8153.0 – Internet Activity, Australia, December 2014: Type of Access Connection,” April 1, 2015, accessed June 18, 
2015,  http://bit.ly/1L4e9Vh. 
6  ABS, “8153.0 – Internet Activity, Australia, December 2013: Type of Access Connection,” April 8, 2014, http://bit.ly/1QLazj3. 
7  ABS, “8153.0 – Internet Activity, Australia, December 2014: Type of Access Connection.” 
8  NBNCo, “NBN set to narrow digital divide for 400,000 homes and businesses,” media release, February 09, 2015, http://bit.
ly/16VvWwI. 
9  ABS, “8153.0 – Internet Activity, Australia, December 2014: Type of Access Connection: Advertsied Download Speed.”
10  ABS, “8153.0 – Internet Activity, Australia, December 2014: Type of Access Connection: Advertsied Download Speed.”
11  Akamai, Stae of the Internet: Q4 2014 Report, http://bit.ly/1LpozZz. 
12  ABS, “8146.0 - Household Use of Information Technology, Australia, 2012-13: Personal internet use.” 
13  ABS, “Census of Population and Housing: Characteristics of Aboriginal and Torres Strait Islander Australians, 2011,” 
November 27, 2012, accessed June 18, 2015, http://bit.ly/1FIldX3.
14  ABS, “Census of Population and Housing: Characteristics of Aboriginal and Torres Strait Islander Australians, 2011.”
15  International Telecommunication Union, “Mobile-cellular telephone subscriptions,” 2014, http://bit.ly/1cblxxY. 
16  Australian Communications and Media Authority (ACMA), Communications Report, 2013-14 (Canberra: ACMA, 2013) 8 and 
18, http://bit.ly/1DlBmjB. 
17  Australian Government, Department of Communications, “Satellite Phone Subsidy Scheme,” February 27, 2014, accessed 
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such as Telstra also continue to offer financial assistance for internet connections to low-income 
families.18

Restrictions on Connectivity  

There are no limits to the amount of bandwidth that ISPs can supply. While the government does not 
place restrictions on bandwidth, ISPs are free to adopt internal market practices of traffic shaping. 
Some Australian ISPs and mobile service providers practice traffic shaping (also known as data shap-
ing) under what are known as fair-use policies. If a customer is a heavy peer-to-peer user, the inter-
net connectivity for those activities will be slowed down to free bandwidth for other applications.19 
Under the iCode, a set of voluntary guidelines for ISPs related to cybersecurity, internet users whose 
devices have become part of a botnet or who are at high risk of their devices being infected with 
malware may have their internet service temporarily throttled, or placed in a temporary wall-garden 
after notification.20  The ISP supplies the user with information and helps them to clean their devices 
to become free from botnets and malware. While the aim of the iCode is to improve cybersecurity, in 
its operation internet connectivity may become temporarily restricted.

ICT Market 

Like most other industrialized nations, Australia hosts a competitive market for internet access, with 
71 providers as of December 2014, nine of which are very large ISPs (over 100,000 subscribers), an-
other 21 large ISPs (with 10,001 to 100,000 subscribers), and 41 medium ISPs (with 1,001 to 10,000 
subscribers).21 Additionally, there are a number of smaller ISPs that act as “virtual” providers, main-
taining only a retail presence and offering end users access through the network facilities of other 
companies; these providers are carriage service providers and do not require a license.22 Larger ISPs, 
which are referred to as carriers, own network infrastructure and are required to obtain a license 
from the Australian Communications and Media Authority (ACMA) and submit to dispute resolution 
by the Telecommunications Industry Ombudsman (TIO).23 Australian ISPs are co-regulated under 
Schedule 7 of the 1992 Broadcasting Services Act (BSA), meaning there is a combination of regula-
tion by the ACMA and self-regulation by the telecommunications industry.24 The industry’s involve-
ment consists of developing industry standards and codes of practice.25

June 18, 2015, http://bit.ly/1PNLtzM.
18  Telstra, Bigger Picture 2014 Sustainability Report, accessed February 13, 2015, 6-7, http://bit.ly/1FIlNUM. 
19  Telstra, Telstra Sustainability Report 2011, (Sydney, Australia: 2011) accessed February 13, 2015, 19, http://bit.ly/1haWjDQ. 
20  Industry Code C650:2014 iCode: Internet Service Providers Voluntary Code of Practice for Industry Self-Regulation in the Area 
of Cybersecurity, (Australia, Communications Alliance, LTD: 2010) accessed June 4, 2015, http://bit.ly/1GhwCIm. 
21  ABS, “8153.0 – Internet Activity, Australia, December 2014: Number of Internet Service Providers (ISPs),” April 1, 2015, 
accessed June 18, 2015, http://bit.ly/1GhwZ5U. 
22  ABS, “Internet Activity, Australia, Dec. 2009,” March 30, 2010, http://bit.ly/1VnetVV. 
23  ACMA, “Carrier & Service Provider Requirements, August 2, 2012, http://bit.ly/1QLdckO. 
24  Australian Communications and Media Authority Act 2005, accessed February 2, 2015, http://bit.ly/1jz1CyZ; Broadcasting 
Services Act 1992, accessed February 2, 2015,  http://bit.ly/1VneSrn; ACMA, “Service Provider Responsibilities,” November 27, 
2012, http://bit.ly/1FEL6ri. 
25  Chris Connelly and David Vaile, Drowning in Codes: An Analysis of Codes of Conduct Applying to Online Activity in Australia, 
Cyberspace Law and Policy Centre, Sydney, March 2012, http://bit.ly/1Vnfj54. 
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Regulatory Bodies 

The ACMA is the primary regulator for the internet and mobile telephony.26 Its oversight is generally 
viewed as fair and independent, though there are some transparency concerns with regard to the 
classification of content. The ACMA approves self-regulatory “codes” negotiated among members 
of the Internet Industry Association (IIA).  There are over 30 self-regulatory codes that govern and 
regulate Australian ICTs.  In March 2014 the Communications Alliance took over the responsibilities 
of the IIA through a signed agreement.27

Small businesses and residential customers may file complaints about internet, telephone, and mo-
bile-phone services with the TIO,28 which operates as a free and independent dispute-resolution 
service.  

Limits on Content

There are relatively few limits to online content. However, at times those limits have been the source 
of controversy for their potential impediment to online freedoms and privacy, such as cases where the 
attempt to block illegal content online led to the blocking of legitimate content as well.

Blocking and Filtering 

Australian law currently does not provide for mandatory blocking or filtering of blogs, chat rooms, 
or platforms for peer-to-peer file sharing. Websites are blocked or filtered under a narrow set of 
restrictions. Access to online content is far-reaching, and Australians are able to explore all facets of 
political and societal discourse, including information about human rights violations. The ability to 
openly express dissatisfaction with politicians and to criticize government policies is not hindered by 
the authorities, and complaints may be sent directly to the TIO.29 However, the legal guidelines and 
technical practices by which ISPs filter illegal material on websites have raised some concerns in the 
past years.

Controversy struck in May 2013 when it was revealed that a number of legitimate Australian 
websites that did not host any type of illegal or even controversial material had been blocked. 
Investigations revealed that the Australian Security and Investment Commission was using an 
obscure provision (section 313) of the Telecommunications Act to request the blocking of a 
fraudulent website.30 The notice by ASIC to the ISPs specified an IP address that contained the 
fraudulent website along with a number of legitimate websites, including that of Melbourne Free 
University. This is the first known incident of ASIC using section 313 to issue notices to ISPs to 
block non-Interpol material. While access to the affected websites was quickly restored, the use of 
section 313 in this matter was contentious.  This led to a formal review of section 313(3) in 2015 to 

26  ACMA, “The ACMA Overview,” August 20, 2012, http://bit.ly/1jz2hQL; ACMA, “About communications & media regulation,” 
August 20, 2012, http://bit.ly/1OGxfn0. 
27  Communications Alliance, “Internet Service Provider Industry,” August 19, 2014, accessed June 4, 2015, http://bit.ly/1LptIRq. 
28  Telecommunications Industry Ombudsman, accessed February 13, 2015, http://www.tio.com.au.
29  Telecommunications Industry Ombudsman.
30  Renai LeMay, “Interpol filter scope creep:  ASIC ordering unilateral website blocks,” Delimiter, May 15, 2013, http://bit.
ly/1OGxYoc. 
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investigate public policy concerns.31  The committee’s final report was released on June 1, 2015 but 
has not yet resulted in any new bills or amendments to section 313(3) of the Telecommunications 
Act.32 

Web applications like the social-networking sites Facebook and MySpace, the Skype voice-com-
munications system, and the video-sharing site YouTube are neither restricted nor blocked in Aus-
tralia. Digital media such as blogs, Twitter feeds, Wikipedia pages, and Facebook groups have been 
harnessed for a wide variety of purposes ranging from elections to campaigns against government 
corporate activities, to a channel for safety-related alerts where urgent and immediate updates were 
required.33 

While the government does not block social media applications within the country, there were some 
reports in May 2015 that alleged that the Australian government made an informal request for the 
government of Nauru to block Facebook on the island, though these reports remain unconfirmed.  
Advocates suspected the Australian government’s involvement due to the fact that Nauru hosts one 
of Australia’s offshore processing centers for asylum seekers and refugees, and blocking Facebook in 
Nauru limits refugees in their ability to contact family in Australia.  It was reported that the request 
was made to assist in the Cambodian resettlement policy.34 UN Special Rapporteur on Freedom of 
Expression David Kaye also urged the government to revoke the blocking, expressing concern that 
the measure was “designed to prevent asylum seekers and refugees in the country from sharing in-
formation on their situation.”35

In March 2015, the Communications Alliance developed the Industry Code Copyright Infringement 
Scheme, which would require ISPs to issue warnings to users who repeatedly download content 
illegally (predominantly songs, movies, and TV shows) within a “graduated response scheme” (GRS) 
where offenders will be warned of their illegal online activity.36 Unlike GRS systems in other countries 
such as France and New Zealand, the Australian Scheme does not allow an ISP to terminate an 
account, apply fines, or throttle those whose activities infringe copyright. As of June 2015, this 
scheme has not yet been enacted. The Copyright Amendment (Online Infringement) Bill (No 44) 
2015, which was passed in June 2015 (outside of this report’s coverage period) will force ISPs to 
block file-sharing sites such as The Pirate Bay.37 The bill allows a copyright owner to apply to the 
Federal Court to order an ISP to block access to a website whose primary purpose is copyright 
infringement for sites located outside of Australia.38 It remains uncertain if these measures will be 
effective, or even enforced.

31  Parliament of Australia, “Inquiry into the use of subsection 313(3) of the Telecommunications Act 1997 by Government 
Agencies to  Disrupt the Operations of Online Legal Services,” accessed June 1, 2015, http://bit.ly/1zQYodS. 
32  House Of Representatives Standing Committee of Infrastructure and Communications, Balancing Freedom and Protection, 
June 1, 2015) http://bit.ly/1RgfhWT. 
33  Digital media, for example, is readily used for political campaigning and political protest in Australia.  See Terry Flew, 

“Not Yet the Internet Election: Online Media, Political Content and the 2007 Australian Federal Election,”  Media International 
Australia Incorporating Culture and Policy, no. 126, (2008) 5-13, http://eprints.qut.edu.au/39366/1/c39366.pdf. 
34  Suzie Raines, “Nauru Facebook Ban Came ‘at request of Australian Government’, Refugee Advocates Say” ABC, May 4, 
2015, accessed June 4, 2015, http://ab.co/1PihLBl. 
35  David Kaye, “UN rights expert urges Nauru to withdraw norms threatening freedom of expression, May 22, 2015,  UN 
OHCHR, accessed September 1, 2015, http://bit.ly/1QLgMv6. 
36  Madeleine Hefferman, “Online Piracy crackdown looms,” Sydney Morning Herald, May 5, 2014, http://bit.ly/1MGFwUB. 
37  Matthew Knot, “George Brandis signals internet filter rebirth,” Sydney Morning Herald, February 15, 2014, http://bit.ly/
MQXJ7J.  
38  House of Representatives, Copyright Amendment (Online Infringement) Bill 2015, accessed June 18, 2015, http://bit.
ly/1zEHKM6. 
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Content Removal 

There were no cases of the government or other parties forcing content to be removed from web-
sites during the coverage period. 

Media, Diversity, and Content Manipulation  

The online landscape in Australia is fairly diverse, with content available on a wide array of top-
ics. There are no examples of online content manipulation by the government or partisan interest 
groups. Journalists, commentators, and ordinary internet users have generally not been subject to 
censorship so long as their content does not amount to defamation or breach criminal laws, such as 
those against hate speech or racial vilification.39 Nevertheless, the need to avoid defamation (and, to 
a lesser extent, contempt of court) has been a driver of self-censorship by both the media and ordi-
nary users. For example, narrowly written suppression orders are often interpreted by the media in 
an overly broad fashion so as to avoid contempt of court charges.40 

Aside from the restrictions on prohibited content, including the incitement of violence, racial 
vilification, and defamation, Australians have access to a broad choice of online news sources that 
express diverse, uncensored political and social viewpoints. Individuals are able to use the internet 
and other technologies as sources of information.  Additionally, publicly funded television station 
SBS features first-rate news programs in multiples languages (available offline and online) to reflect 
the cultural diversity found in the Australian population.

Digital Activism 

Australians use social media to sign petitions to the government, share controversial information, 
and to mobilize for public protest.  Popular protests in 2015 included rallying against the closure of 
Aboriginal communities in Western Australia,41 protests against Halal meat42 and protests at the G20 
Summit in Brisbane.43

Violations of User Rights

While internet users in Australia are generally free to access and distribute materials online, free 
speech is limited by a number of legal obstacles, such as broadly applied defamation laws and a lack 
of codified free speech rights. Additionally, recent amendments have significantly increased the govern-
ment’s capacity for surveillance of ICTs, including an amendment broadening the definition of “com-
puter” to include entire networks, and a provision allowing law enforcement and intelligence agencies 
warrantless access to metadata. 

39  Jones v. Toben (2002) FCA 1150, September 17, 2002, http://bit.ly/1KSeqX0. 
40  Nick Title, “Open Justice – Contempt of Court” (paper presentation, Media Law Conference Proceedings, Faculty of Law, 
The University of Melbourne, February 2013).
41  Sarah Tallier, “Rallies held to protest against threat of remote community closures in Western Australia,” ABC, May 1, 2015, 
accessed June 18, 2015,  http://ab.co/1YOVQJK. 
42  John Elder, “So this Easter: Melbourne faces off at anti-Islam rally as police on horseback hold factions apart,” The Age, 
April 5, 2015, accessed June 18, 2015, http://bit.ly/1O8ghOo. 
43  Occupy G20 Brisbane, Facebook Community Page, accessed June 18, 2015, http://on.fb.me/1j12qN2.  
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Legal Environment 

Australians’ rights to access online content and freely engage in online discussions are based less in 
law and more in the shared understanding of a fair and free society. Legal protection for free speech 
is limited to the constitutionally-implied freedom of political communication, which only extends 
to the limited context of political discourse during an election.44 There is no bill of rights or similar 
legislative instrument that protects the full range of human rights in Australia, and the courts have 
less ground to strike down legislation that infringes on civil liberties. Nonetheless, Australians bene-
fit greatly from a culture of freedom of expression and freedom of information, further protected by 
an independent judiciary. The country is also a signatory to the International Covenant on Civil and 
Political Rights (ICCPR). 

Australian defamation law has been interpreted liberally and is governed by legislation passed by 
the states as well as common law principles.45 Civil actions over defamation are common and form 
the main impetus for self-censorship, though a number of cases have established a constitutional 
defense when the publication of defamatory material involves political discussion.46 Court costs and 
the stress associated with defending against suits under Australia’s expansive defamation laws have 
caused organizations to leave the country and blogs to shut down.47 

Under Australian law, a person may bring a defamation case to court based on information posted 
online by someone in another country, providing that the material is accessible in Australia and that 
the defamed person enjoys a reputation in Australia. In some cases, this law allows for the possibility 
of libel tourism, which allows individuals from any country to take up legal cases in Australia be-
cause of the more favorable legal environment regarding defamation suits. The right to reputation 
is generally afforded greater protection in countries like Australia and the United Kingdom than the 
right of freedom of expression. In Australia this is especially so as freedom of expression is limited 
to political speech. While the United States and the United Kingdom have recently enacted laws to 
restrict libel tourism, Australia is not currently considering any such legislation.

Prosecutions and Detentions for Online Activities 

In January 2015, a Western Australian court ordered estranged wife Robyn Greeuw to pay $12,500 
in damages for her defamatory Facebook postings where she alleged that her former husband Miro 
Dabrowski had emotionally and physically abused her for over 18 years.48  The defence of truth was 
not proven. This follows the widely publicized earlier decision in the case of Mickle v Farley,49  where 
a young man in New South Wales was fined AUD 105,000 plus costs for posting defamatory state-
ments on Twitter and Facebook about his music teacher. The case was novel for the amount of dam-
ages incurred on the defendant and for being the first Australian decision where a tweet was held to 

44  Alana Maurushat and Renee Watt, “Australia’s Internet Filtering Proposal in the International Context,” Internet Law Bulletin 
12, no. 2 (2009).
45  Principles of online defamation stem from the High Court of Australia, Dow Jones & Company Inc v. Joseph Gutnick (2002) 
HCA, 56.  
46  Human Rights Constitutional Rights, “Australian Defamation Law,” accessed February 13, 2015, http://bit.ly/1GhEp9a. 
47  Asher Moses, “Online forum trolls cost me millions: filmmaker,” Sydney Morning Herald,  July 15, 2009, http://bit.ly/1VrnCY8. 
48  Calla Wahlquist, “Facebook defamation: man wins lawsuit over estranged wife’s domestic violence post”, The Guardian, 
January 2, 2015, accessed June 4, 2015, http://gu.com/p/44hax/stw. 
49  Mickle v Farley (2013) NSWDC, 295.

76

http://bit.ly/1GhEp9a
http://bit.ly/1VrnCY8
http://gu.com/p/44hax/stw


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Australia

be defamatory.50 In the case Judge Elkaim stated that “when defamatory publications are made on 
social media it is common knowledge that they spread. They are spread easily by the simple manip-
ulation of mobile phones and computer. Their evil lies in the grapevine effect that stems from the 
use of this type of communication.”51 

There have been several cases in the states of New South Wales and Victoria of individuals being 
sentenced to jail terms for publishing explicit photos of women, typically former girlfriends or boy-
friends. By way of example, in 2012 Australian citizen Ravshan Usmanov pled guilty to publishing an 
indecent article and was originally sentenced to six months of home detention after he posted nude 
photographs of an ex-girlfriend on Facebook.52 The sentence was appealed and the court commuted 
the original sentence in favor of a suspended sentence. 

Surveillance, Privacy, and Anonymity 

Over the past few years, revelations regarding global surveillance and retention of communications 
data by the NSA and other intelligence agencies have raised concerns regarding users’ right to pri-
vacy and freedom of expression. However, the Australian government has taken few steps to remedy 
these concerns, and has instead moved to expand the government’s surveillance capabilities. In 
October 2014, the parliament passed amendments to the national security legislation that increase 
penalties for whistleblowers and could potentially allow intelligence agents to monitor an entire net-
work with a single warrant. Further, data retention amendments passed in March 2015 require tele-
communication companies to store customers’ metadata for two years, allowing agencies to access 
that metadata without a warrant.

Law enforcement agencies may search and seize computers and compel an ISP to intercept and 
store data from those suspected of committing a crime. Such actions require a lawful warrant. As 
will be discussed below, law enforcement no longer requires a warrant to access, review, and store 
metadata. The collection and monitoring of the content of communication falls within the purview 
of the Telecommunications (Interception and Access) Act 1979 (TIAA). Call-charge records, however, 
are regulated by the Telecommunications Act 1997 (TA).53 It is prohibited for ISPs and similar entities, 
acting on their own, to monitor and disclose the content of communications without the customer’s 
consent.54 Unlawful collection and disclosure of the content of a communication can draw both civil 
and criminal sanctions.55 The TIAA and TA explicitly authorize a range of disclosures, including to 
specified law enforcement and tax agencies, all of which require a warrant. ISPs are currently able 
to monitor their networks without a warrant for “network protection duties,” such as curtailing mali-
cious software and spam.56 

50  A 2011 case involving writer and TV personality Marieke Hardy reached a legal settlement in 2012.
51  Mickle v Farley [2013] NSWDC 295.
52  Heath Astor, “Ex-Lover Punished for Facebook Revenge,” Sydney Morning Herald, April 22, 2012, http://bit.ly/1N0J70Z. 
53  Telecommunications Act 1997, part 13, accessed February 13, 2015, http://www.austlii.edu.au/au/legis/cth/consol_act/
ta1997214/.
54  Part 2-1, section 7, of the Telecommunications (Interception and Access) Act 1979 (TIAA) prohibits disclosure of an 
interception or communications, and Part 3-1, section 108, of the TIAA prohibits access to stored communications. See 
Telecommunications (Interception and Access) Act 1979,part 2-1 s 7, part 3-1 s 108, accessed February 13, 2015,  http://www.
austlii.edu.au/au/legis/cth/consol_act/taaa1979410/.
55  Criminal offenses are outlined in Part 2-9 of the TIAA, while civil remedies are outlined in Part 2-10. See 
Telecommunications (Interception and Access) Act 1979, part 2-9 and part 2-10, accessed February 13, 2015,  http://www.austlii.
edu.au/au/legis/cth/consol_act/taaa1979410/.
56  Alana Maurushat, “Australia’s Accession to the Cybercrime Convention: Is the Convention Still Relevant in Combating 
Cybercrime in the Era of Obfuscation Crime Tools?” University of New South Wales Law Journal 16, no. 1 (2010).
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The Telecommunications (Interception and Access) Amendment (Data Retention) Bill 2015 (Bill) is 
potentially the greatest legislative threat to Australian online freedom.  The bill amends the TIAA 
and TA while introducing a statutory obligation for telecommunication service providers to retain 
telecommunications data (metadata) for two years. The bill became law on April 13, 2015 and is now 
referred to as the Telecommunications (Interception and Access) Amendment (Data Retention) Act 
2015 (the Act).  Telecommunications providers have an 18 month grace period before the applicable 
provisions enter into force.  The metadata of all Australians will be stored for two years.  There is no 
longer the requirement of restricting metadata access and use only in the course of an investigation. 
Law enforcement and intelligence agencies will no longer require a warrant to access and review 
metadata.  However, law enforcement will still need a warrant to access stored communications, as 
well as any metadata associated with journalists or their sources.

While other countries have implemented data retention frameworks, the Australian Attorney-Gen-
eral has failed to discuss the significant differences between the EU, American, and Australian legal 
environments. In other countries, citizens’ rights are protected under a Bill of Rights or a Charter of 
Human Rights and Freedoms. Like the U.S. courts, European courts can and have struck down data 
retention laws or directives that offend these guarantees of fundamental human rights and civil lib-
erties. There is no Bill of Rights or Charter of Human Rights and Freedoms in Australia. As such, the 
courts have no effective means to strike down proposals that violate civil liberties. Once a proposal 
is enacted, the only way to have it changed is through legislation, which often requires a change of 
government.  

Following the leaks of U.S. National Security Agency documents by former contractor Edward 
Snowden in June 2013, it was reported that Australian law enforcement has received information 
from the NSA surveillance programs. It is further believed that the attorney general’s department is 
seeking the power to “break into anonymization and encryption software like Tor.”57 

Additionally, in April 2015, new revisions to the Defense Trade Controls Act introduced restrictions 
on encryption software that could discourage the use of these tools. The new revisions have been 
criticized for being overly broad, with the potential to criminalize the use of encryption for teaching 
and research purposes, in addition to everyday use for privacy and security.58 

The NSA surveillance revelations have further impacted the way in which Australia views its obliga-
tions around classified data. On October 1, 2014, the parliament enacted amendments to the Na-
tional Security Legislation Amendment Act, including provisions that threaten journalists and whis-
tleblowers with a ten year prison term if they publish classified information.59 These provisions have 
entered into force. Other worrying provisions that will come into force in 2015 include changes to 
the scope of warrants. The definition of a “computer” has been broadened to allow law enforcement 
to access data to multiple computers connected to a network with a single warrant. 

Users do not need to register to use the internet, nor are there restrictions placed on anonymous 
communications. The same cannot be said of mobile phone users, as verified identification 

57  Bernard Keane, Crikey, “The Greatest Threat to our Rights is the Attorney-General’s Department,” Crickey, June 5, 2013, 
http://bit.ly/1KShz95. 
58  Sarah Myers West, “The Crypto Wars Have Gone Global,” Deeplinks Blog, Electronic Frontier Foundation, July 28, 2015, 
http://bit.ly/1MTHdxk. 
59  National Security Legislation Amendment Act (No. 1) 2014, s 108. 

78

http://bit.ly/1KShz95
http://bit.ly/1MTHdxk


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Australia

information is required to purchase any prepaid mobile service. Additional personal information 
must be provided to the service provider before a phone may be activated. All purchase information 
is stored while the service remains activated, and it may be accessed by law enforcement and 
emergency agencies provided there is a valid warrant.60

Intimidation and Violence 

There were no reported acts of intimidation or violence resulting from online activities during the 
reporting period.

Technical Attacks

Cyberattacks and hacking incidents remain a common concern in Australia. Several businesses and 
universities sustained denial-of-service (DoS) attacks lasting close to a week, disrupting all facets of 
online university research, teaching, and administration. Private corporations such as those in the 
mining industry continue to be attacked on a regular basis. The overall rate of cyberattacks has re-
mained steady over the past few years.

60  ACMA, “Pre-paid Mobile Services—Consumer Information Provision Fact Sheet,” October 23, 2012, http://bit.ly/1KShSkd. 
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Key Developments: June 2014 – May 2015

 y New regulations restricting media outlets’ and non-governmental organizations’ ability to 
receive foreign funding has forced some media sites to close down, decreasing the diver-
sity of content online (see Media, Diversity, and Content Manipulation).

 y More online activists were arrested on trumped-up charges as the government continued 
its crackdown against human rights groups, opposition parties, and independent journal-
ists (see Prosecutions and Detentions for Online Activities).

 y Self-censorship continues to pervade the online sphere as intimidation rose due to ar-
rests and detentions of online activists and journalists (see Media, Diversity, and Content 
Manipulation).

Azerbaijan
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 14 13

Limits on Content (0-35) 17 19

Violations of User Rights (0-40) 24 24

TOTAL* (0-100) 55 56

* 0=most free, 100=least free

Population:  9.5 million

Internet Penetration 2014:  61 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Despite the government’s continued insistence that the internet in Azerbaijan is free and that the 
authorities do not engage in censorship,1 there is a stark difference between this characterization 
and the reality for many internet users in Azerbaijan who have witnessed an increasing crackdown 
against activism in the country, both online and offline. While the government does not extensively 
block online content, pro-government trolling continues to distort political discussions, and arrests 
and intimidation tactics used against netizens and their families over the last few years have threat-
ened online activism. In addition, new amendments to the law on nongovernmental organizations 
and the law on mass media have made it easier for the government to target critical voices by re-
stricting funding and obtaining court orders to close media outlets. 

The crackdown against online activists and journalists became a common practice shortly after 
2011 and the Arab Spring. Inspired by the protests around the world, a group of young Azerbaijanis 
organized protests, using Facebook as their main organizing tool. The repercussions were grave. 
A number of them were arrested and detained, and police were stationed all across the capital of 
Baku, monitoring groups of more than five people. Soon after, online activists became clear targets 
at the hands of the government. This curbing of dissent continued over the course of the coming 
years, with an unprecedented level of arrests occurring in 2014. A number of prominent journalists, 
activists, bloggers, civil society activists and human rights defenders were arrested on trumped-up 
charges. Fearing a spillover of protests from the Euromaidan events in Ukraine, authorities jailed over 
thirty high profile Azerbaijani citizens between May and December of 2014, some of whom were tar-
geted for their online activism. 

Despite these limitations, during this report’s coverage period the internet remained a more open 
platform for information-sharing and political dissent compared to the independent broadcast or 
print media outlets, which were forced to shut down or continue their work via their online presence. 
Facebook continues to serve as an important source of information for Azerbaijani citizens to expose 
the corruption and the on-going clampdown, particularly as the country prepared to host the inau-
gural European Games in June 2015.  

Obstacles to Access

There has been little improvement to the internet infrastructure in Azerbaijan over the past year, and 
internet access remains expensive for the majority of the population. The discussions about introducing 
a countrywide broadband connection and lowering internet costs have led to virtually no results. How-
ever, prior instances of communications platforms being blocked by the government, such as the block-
ing of the image-sharing platform Imgur in 2013, did not occur during this coverage period.

Availability and Ease of Access   

Internet access in Azerbaijan continues to expand, while costs and slow speeds remain barriers. 
Based on the most recent report on the percentage of individuals using the internet released by the 
ITU, the internet penetration rate in Azerbaijan reached 61 percent by the end of 2014, compared 

1  “İlham Əliyev deyir ki, KİV tam azaddır, söz azadlığı heç cür məhdudlaşdırıla bilməz” [Ilham Aliyev says mass media outlets 
are totally free, and that freedom of speech cannot be limited] Azadliq Radiosu, June 24, 2016, http://bit.ly/1GkAVmk. 
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to 59 percent in 2013 and 27 percent in 2009.2 A recent World Bank report concluded that the num-
ber of high-speed connections (those over 4 Mbps) is less than 10 percent of all connections in the 
country, with a very small increase in broadband connections over the last two years. According to 
Akamai, the average internet connection speed in Azerbaijan was 2.7 Mbps in 2014.3 As a result, any 
kind of socioeconomic benefits associated with a higher speed connection such as online job cre-
ation, skills development, attracting foreign direct investment, and so on, remain low.4

A government initiative to introduce countrywide broadband internet access by 2017 with speeds in 
the range of 10-100 Mbps remains on the agenda, with the starting date shifting to 2015 rather than 
2014 as originally planned. The total cost of the project is estimated at more than AZN 450 million 
(US$550 million, before the devaluation of the Manat). To date, there has been little progress in ex-
panding broadband access. 

While the Ministry of Communication and High Technologies (MCHT) claims that Azerbaijan leads 
countries in the region with regard to number of internet users, the country does not perform as 
well comparatively when it comes to indicators like cost and speed. According to Osman Gun-
duz, the head of the Azerbaijan Internet Forum, significant milestones were achieved in providing 
the country with better and cheaper internet; however, in comparison to its neighbors like Russia, 
Ukraine, Georgia and others, Azerbaijan lags behind not only in providing its users with fast internet 
but also with keeping costs down. While internet users pay US$25-75 for 4-8 Mbps unlimited ADSL 
connections in Azerbaijan, in Russia the same speed connection costs only US$7-12. Similarly, the 
4-8 Mbps unlimited fiber-optic connection costs US$25-50 in Azerbaijan and only US$8 in Russia. 
It costs Azerbaijani users US$150 to purchase a 30 Mbps unlimited fiber-optic connection when in 
Russia the same connection costs only US$12-14. The vast majority of connections in Azerbaijan are 
based on ADSL, with Wi-Fi, WiMAX, 3G and 4G just starting to become widespread. 

A recent World Bank report indicates that while high computer prices are a leading factor in low 
internet access across the country, mobile phone connections also remain limited. Twenty-nine 
percent of all households are connected to the internet via mobile phone connections, but further 
investigation reveals that the average household in Azerbaijan’s lower income bracket (lowest 40 
percent of the total population by income) needs to allocate 21 percent of their monthly disposable 
income to afford the cheapest mobile broadband package, and 28 percent of monthly disposable 
income for the cheapest fixed broadband package.5 

Poor telecom infrastructure along with low ICT literacy, expensive computer equipment and high tar-
iffs for satellite connections (owned by the MCHT) remain key obstacles to ensuring greater access 
across the country.6 Adding to the low public awareness is the rural-urban wage gap in Azerbaijan, 
as well as disparities in fixed telephone coverage. Over 80 percent of all landlines are concentrated 
in the urban areas, with 47 percent of all fixed landlines located in Baku. This gap has not changed 
over the last decade. There are parts of the country where only one rural family out of twelve has a 
telephone line.7

2  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2009, 2013, 2014, http://bit.
ly/1cblxxY. 
3  Akamai, “State of the Internet 2014,” http://akamai.me/1FI5Uhs. 
4  The World Bank, A Sector Assessment: Accelerating Growth of High-Speed Internet Services in Azerbaijan, December 18, 2014, 
http://bit.ly/1LSR5tk. 
5  A Sector Assessment: Accelerating Growth of High-Speed Internet Services in Azerbaijan, 16. 
6  Peter Evans, Azerbaijan – Telecoms, Mobile and Broadband, BuddeComm, September 21, 2015, http://bit.ly/1LmkZrk. 
7  A Sector Assessment: Accelerating Growth of High-Speed Internet Services in Azerbaijan, 23. 
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Restrictions on Connectivity  

There were no cases of intentional disruptions to internet or mobile phone service during the cover-
age period, although there have been localized government-imposed restrictions in previous years. 
The Ministry of Communication and High Technologies (MCHT) continues to hold a significant share 
in a few of the leading ISPs, and the government is authorized to instruct companies to cut internet 
service under very broadly defined circumstances, including war, emergency situations, and national 
disasters.8 

In the run-up to the presidential election in October 2013, there were reports that several internet 
cafes were closed down by the Azerbaijani authorities in Azerbaijan’s Autonomous Republic of Na-
khchivan. The Institute for Reporters’ Freedom and Safety (IRFS) reported that internet cafes were 
subject to closure beginning on August 23, 2013. According to the report, internet cafe owners said 
the MCHT of Nakhchivan issued these orders in an attempt to curb online dissent ahead of the elec-
tions. Local residents reported that there is an existing monitoring mechanism and people’s internet 
activity is closely monitored. In a country with a poor human rights record, restricted political liber-
ties, and with residents living in an information blockade, the shutdown of internet cafes was seen as 
a calculated decision on behalf of the regional authorities.9  

Wholesale access to international gateways is maintained by companies with close ties to the gov-
ernment. Only two operators in Azerbaijan are licensed to connect international IP traffic: AzerTele-
com and Delta Telecom. Delta Telecom is the main distributor of traffic to other ISPs and is also a 
transit operator of Azerbaijan’s segment of the Europe Persia Express Gateway (EPEC). Delta Telecom 
owns the country’s internet backbone and has external fiber-optic connections with Russia (via 
TransTelecom) and with Turkey (via RosTelecom). It also controls the only Internet Exchange Point 
(IXP) in Azerbaijan and charges the same amount for local and international traffic. The second li-
censed operator, AzerTelecom, has a fiber-optic cable network covering all major regions in Azerbai-
jan, including the autonomous republic of Nakhchivan.   

ICT Market 

The ICT market in Azerbaijan is fairly concentrated: Delta Telecom (previously AzerStat) maintains the 
largest share of the market, bringing about 99 percent of internet traffic into the country. In addition, 
it sells traffic to over 30 ISPs, including three state-owned providers: AzTelekomnet (Azertelecom), 
BakInternet and Azdatakom.10 It was the first company to implement a WiMAX technology project in 
February 2010, laying the foundation for the use of wireless, broadband, and unlimited internet ac-
cess. The largest ISP operating outside of Baku is the state-owned Azertelecom, with ownership ties 
to the MCHT and whose shareholders include Azerfon, which has links to the president’s daughters.11 

8  According to clause 4.2(a) of the “Rules for Using Internet Services,” internet providers can unilaterally suspend services 
provided to subscribers in cases that violate the rules stipulated in the law “On Telecommunications.” Furthermore, a provider 
can suspend the delivery of internet services in certain circumstances including in times of war, events of natural disasters, and 
states of emergency, though none of these legal provisions were employed in 2013-2014. See, The Expression Online Initiative, 
Searching for Freedom: Online Expression in Azerbaijan, November 2012, http://bit.ly/1Oai45j. 
9  Institute for Reporters’ Freedom and Safety,“Internet cafes shut down in Azerbaijan’s Nakhchivan Autonomous Republic,” 
IFEX, August 30, 2013, http://bit.ly/1iOdA70. 
10  Azerbaijan Internet Forum, “Nə üçün İnternet qiymətləri bahadır və nə üçün İnternet keyfiyyətsizdir?” [Why Internet costs 
are high and why is internet poor quality] March 11, 2014, http://bit.ly/1iOdFI0. 
11  Khadija Ismayilova, “Azerbaijani President’s Daughter’s Tied to Fast-Rising Telecoms Firm,” Radio Free Europe/Radio Liberty, 
June 27, 2011, http://bit.ly/1M5IcLR. 
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Azertelecom completed its fiber-optic network in 2011 and is now competing for Delta Telecom’s 
business.12 More recently, Azertelecom’s revenues have dipped as Azerbaijani users are increasingly 
turning to Skype or other Voice over Internet Protocol (VoIP) services for cheaper phone calls.13 

Despite the fact that over 30 ISPs operate in the country, the state-owned companies control over 
56 percent of the market share. The market base is split along geographical lines. AzTelekomnet (the 
former Aztelekom) serves the Azerbaijan regions, and BTRIB (Baku Telephone Production Associa-
tion) serves the capital.14

The country’s fixed broadband market is still in its emerging phase. There exists little equality in 
particular between operators. The lack of regulatory reform also inhibits development of the sector. 
Government control, high internet prices, and the influence of the Ministry of Communications and 
High Technologies (MCHT) over two of the largest operating companies are concerns for local and 
foreign investors. 

Regulatory Bodies 

The government of Azerbaijan continues to play a leading role in regulating the market, both 
through the state-owned companies and through government institutions. All internet service pro-
viders are regulated by the Ministry of Communication and High Technologies (MCHT, formerly the 
Ministry of Communication and Information Technologies), which lacks independence. The MCHT is 
responsible for establishing and enforcing policies related to the ICT sector, and reports to the gov-
ernment on how much financial support should be allocated for the sector. 15 

Limits on Content

The government has yet to implement systematic or widespread blocking or filtering of websites or so-
cial networks. YouTube, Facebook, Twitter and international blog-hosting services are freely available. 
However, the government continues to resort to other measures to limit freedom of expression online, 
particularly the intimidation and arrest of internet users on trumped-up charges leading to self-censor-
ship (see Violations of User Rights). Over the past year, the government has also ramped up economic 
pressures, such as regulations restricting foreign funding and donations to organizations in Azerbaijan, 
effectively cutting off funding to a number of media outlets. 

Blocking and Filtering 

The government does not engage in extensive blocking or filtering of online content, instead relying 
primarily on legal, economic, and social pressures to discourage critical media coverage or political 
activism. Websites that have been blocked in the past include satirical websites, petitions, and other 
content criticizing the government. Over the past few years, blocked websites have included Eqreb, a 
satirical website originally blocked in 2010; Tinsohbeti, a website that “offered a mix of straight polit-

12  “Azerbaijan Network,” Azertelecom, September 5, 2012, http://www.azertelecom.az/en/aznetwork/.
13  Shahin Abbasov, “Azerbaijan: Baku moving to restrict online free speech?” Eurasianet, May 25, 2011, Eurasianet.org, http://
bit.ly/1PPRgVF. 
14  A Sector Assessment: Accelerating Growth of High-Speed Internet Services in Azerbaijan, 19. 
15  Ministry of Communication and high Technologies, “Department of Regulation,” [in Russian]  http://bit.ly/1iOexw1. 
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ical commentary and a good dose of caricature, usually of the President Aliyev,”16 which was blocked 
in 2005 shortly after it began publishing; and Susmayaq.biz, an online petition calling for a reduction 
in energy prices, which was blocked shortly after it began operating in 2007. Access to these web-
sites today is no longer possible as their domains have expired.

There is still no established process through which affected entities can appeal in cases where op-
position websites or other materials have been blocked, and there is still no information on the total 
number of blocked websites in Azerbaijan. Decisions to block online content are not transparent, 
and when users try to access blocked websites they simply receive an error message, rather than in-
formation stating that the site has been blocked. There is no law that includes an exact definition of 
what stipulates the reasons for blocking or shutting down websites. 

Content Removal 

In addition to sporadically blocking websites, the government has succeeded in removing several 
social media pages that produce political satire or are otherwise critical of the Aliyev government. In 
general, authorities rely on pressure and threats (rather than court orders or other takedown proce-
dures) to remove unwanted content: some activists who are administrators of social media websites 
targeted by the government have subsequently deleted their pages after having been arrested or 
detained for questioning.

There are few examples of forced deletions of online content based on a takedown notice system, 
and these cases are primarily related to personal data. Subject to Articles 5.7 and 7.2 of the law “On 
Personal Data,” personal data published without the consent of an individual must be removed from 
websites following a written demand from the individual concerned, a court, or the executive branch. 
The personal data law regulates the collection, processing, and protection of personal data (name, 
surname, patronymic, date of birth, racial or ethnic background, religion, family, health and criminal 
record), the formation of the section of personal data in the national information space, as well as 
issues related to the cross-border transfer of personal data to define the rights and obligations of 
public bodies and local authorities, individuals, and legal entities operating in this area.17 Additional-
ly, both the MCHT and the Ministry of Education run a hotline program to uncover allegedly illegal 
and dangerous content.18 

Media, Diversity, and Content Manipulation  

The ongoing government crackdown against independent and opposition media outlets—in addi-
tion to arrests of online activists over the past few years—has significantly limited the space for free 
expression in Azerbaijan. Some online journalists, commentators, and ordinary internet users have 
resorted to self-censorship, especially if they are employed by state media outlets or progovernment 
platforms. Netizens are fully aware of the consequences of expressing controversial online opinions. 
The growing environment of fear has pushed many individuals online and offline to either keep their 
thoughts to themselves or limit their opinions to non-political issues. 

16  Arzu Geybullayeva, “Throwing Spitballs From Berlin,” Transition Online, May 2, 2012, http://bit.ly/1QMSLnG. 
17  The Republic of Azerbaijan Ministry of Communications and High Technologies, “Personal Data,” August 8, 2014, http://bit.
ly/1OaowcN.  
18  Yaman Akdeniz, Freedom of Expression on the Internet, Organization for Security and Cooperation in Europe, 2010, http://
www.osce.org/fom/80723.

85

http://bit.ly/1QMSLnG
http://www.osce.org/fom/80723
http://www.osce.org/fom/80723


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Azerbaijan

To counter longstanding restrictions on media freedom, alternative online platforms emerged and 
expanded beginning in 2005, and the Azerbaijani blogosphere blossomed in subsequent years. 
Blogs critical of the government gained popularity following the 2008 presidential elections. Local 
BarCamps (user-generated technology conferences) and the introduction of Azerbaijani language 
blogging platforms also helped create alternative spaces of information on many subjects ignored 
or distorted by traditional media. The impact and importance of a free and open internet has be-
come even more vital in the past year with the closure of remaining independent media outlets like 
the Radio Free Europe/Radio Liberty’s Azerbaijani service and the blocking of foreign funding to the 
local non-governmental organizations and media outlets. However, the ability for online bloggers 
and activists to produce and disseminate controversial content online is threatened by government 
pressure, thus limiting the diversity of content available in the online sphere. 

The limits imposed on independent or opposition media outlets make it extremely difficult for them 
to maintain enough stable advertising to sustain the platform. Often, large businesses and compa-
nies shy away from working with these outlets for the fear of losing their business license or receiv-
ing other unwanted pressure from the government. 

Additionally, new amendments regulating the foreign funding of NGOs have made it easier for the 
government to target local organizations and media outlets that receive grants from outside sources.  
In February 2014, President Aliyev approved amendments to the law on grants, further restricting 
the space for the civil society operations. Further, in February 2015, Aliyev signed amendments to 
the mass media law that allow the courts to order the closure of any media outlets that receive for-
eign funding or that are convicted of defamation twice in one year.19 The complicated new require-
ments for receiving grants prevented a number of online media outlets from continuing their work. 
Outlets such as Mediaforum.az, Obyektiv TV, Channel 13, and Zerkalo/Ayna all had to cease opera-
tions in light of the new restrictions. 

The vast majority of existing online media outlets publish news in favor of the government. Although 
there is no direct influence by the government over these platforms, the owners and managers 
of these outlets dictate the content, making sure no content is critical toward the government or 
government policies. Often, media owners have strong ties to the government or are affiliated with 
some high-ranking official within the government. 

Online trolling continues to be a problem in Azerbaijan and has become more extensive and more 
coordinated over the last five years. Research into pro-government trolling in Azerbaijan notes the 
increase in intensity and coordination of responses, suggesting that the government has moved 
from viewing the online sphere with apathy toward adopting a policy of actively manipulating online 
discussions.20 

In advance of the launch of the European Games, which were held in Azerbaijan in June 2015, inter-
national criticism of the country’s rights record grew. While nearly all progovernment media outlets 
were actively engaged in refuting any claims about the country’s deteriorating human rights record, 
a group of progovernment youth was deployed to troll international media outlets and foreign and 
local critics in online spaces, particularly on Twitter. These trolls and bots refuted any antigovern-
ment and anti-Aliyev articles, comments, and statements online, often using violent or degrading 

19  Reporters without Borders, “Yet Another Intimidatory Signal to Independent News Media,” February 10, 2015, http://bit.
ly/1Jz21fj. 
20  Katy E. Pearce, “The Best Defense is a Good Offense: The Role of Social Media in the Current Crackdown in Azerbaijan,” 
Caucasus Analytical Digest, no. 70, (February 26, 2015) http://bit.ly/1QMST6A.  
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language. A brief look at the profiles of these Twitter users showed some of them were students 
of the Baku State University, Azerbaijani Diplomatic Academy, University of Languages, and Slavic 
University. Others were members of such progovernment youth movements as AGAT (Integration of 
Azerbaijani Youth to Europe) and the youth branch of the ruling party, Yeni Azerbaijan. 

Digital Activism 

Despite the shrinking space for independent media online and the crackdown against online activ-
ists over the past two years, activists continue to use social media platforms to disseminate informa-
tion and organize campaigns, though the impact is fairly limited. 

The most popular online campaign during the report’s coverage period was organized shortly after 
a deadly fire in the capital of Baku that killed 15 people. On May 19, 2015, a fire ripped through 
a 16-story apartment building due to the poor quality of the building’s external cover. Over 200 
buildings are covered with the same poor quality external cover as a result of a mass beautification 
attempt by the city administrative office. The campaign “#oYanaq” (“let’s wake up”) was created and 
used widely to call on the government to take responsibility for the fire and the deaths of innocent 
residents, as well as to demand the tearing down of all other similar covers. The discussions on 
Facebook between angry and frustrated residents of Baku prompted emergency meetings on the 
government level; however, many buildings around the capital remained covered and as of the end 
of May, the local authorities were yet to finalize the removal of the covers.

Additionally, in the run-up to the European Games, a Facebook page was started called “Refuse 
being a volunteer at the European Games,”21 a new campaign drawing attention to the corruption 
behind the upcoming event, and exposing the ongoing crackdown. While it generated much atten-
tion, especially among university students who were forced to volunteer in return for grades and 
exam passes, it did not lead to significant protests. It is likely they were afraid of losing their spots in 
school or feared repercussions from participating in such a protest action. Nevertheless, given the 
limited space for gathering and association, this campaign was regarded as a positive development, 
especially among young men and women in Azerbaijan. 

Another popular social media campaign was developed following the death of a young woman 
Aytac Babayeva, who was brutally stabbed in broad daylight. Her death prompted discussions about 
violence against women, a taboo topic in Azerbaijan. The hashtags #AytacBabayeva and #AytacBa-
bayevaOlumsuzdur (“Aytac Babayeva is Eternal”) were widely used to draw attention to her death 
and the death of many other women who face violence on a daily basis. A number of community 
pages were launched on Facebook, each gathering thousands of “likes”. 

Violations of User Rights

The Azerbaijan government continues to arrest and harass internet users as a means of stifling dissent 
and activism. A number of online activists have been arrested over the past few years, in particular 
young activists and journalists who post information and opinions critical of the government. Govern-
ment surveillance and monitoring of social media accounts continues be an issue: many activists and 

21  Avropa Oyunlarında könüllü olmaqdan imtina et, Facebook Community Page, https://goo.gl/L04xCa. 
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opposition party members who are arrested or detained report that police have referenced their online 
communications during interrogations. 

Legal Environment 

While the right to freedom of expression is guaranteed in the constitution and Azerbaijan is a signa-
tory to binding international agreements, including the International Covenant for Civil and Political 
Rights and the European Convention on Human Rights, the Azerbaijani government frequently fails 
to protect the right to freedom of expression, both offline and online.

Libel is the most common criminal charge used by the authorities against journalists in Azerbaijan.22 
While the online sphere was previously considered a form of mass media and was regulated under 
the Law on Mass Media, as of May 14, 2013, defamation committed online is prosecutable under the 
criminal code. With the new amendments, online defamation is now punishable by up to six months 
in prison, or up to three years in prison in cases of aggravated defamation.23 In a further move, one 
likely to curb free speech and intimidate activists, the same amendments increased the maximum 
sentence for “administrative arrests” from 15 days to three months. Administrative arrests, under 
charges such as disorderly conduct, have been used to target activists and journalists over the past 
few years.24 

Prosecutions and Detentions for Online Activities 

Online activists and journalists are most often prosecuted based on trumped up charges, includ-
ing drug possession, hooliganism, and more recently, treason, tax evasion, abuse of authority and 
embezzlement. A number of website administrators and bloggers in Azerbaijan are in jail for their 
online activities, including Abdul Abilov, who ran a website called “Let’s Say Stop to Toadies;” Omar 
Mammadov, who created a satirical site called “Snippets from Azerbaijani TV;” Faraj Karimov, whose 
site was called “Resign,” and others. In some cases, authorities have also gone after family members 
of activists.25 The father of Zohrab Hasanov, an Azerbaijani activist living in Germany, was summoned 
for questioning by the police on March 14. Hasanov is creator of a Facebook page titled “Azerbaijan 
without dictatorship.”26 A number of editors-in-chief of online news outlets remain in jail, including 
Nijat Aliyev and Sardar Alibeyli.

Other activists and journalists were arrested or sentenced during the coverage period for their on-
line activities:

•	 On January 27, 2014, Omar Mammadov, a 19-year-old cofounder of the youth movement 
Axin (“the Current”) was detained and charged with illegal drug possession. Mammadov was 
using his personal Facebook page to criticize the authorities. An active blogger, Mamma-
dov is also a former administrator of a satirical Facebook page “Snippets from Azerbaijani 

22  “Azerbaijan Criminal Code: Article 147. Defamation,” Council of Europe, December 12, 2003, accessed August 30, 2012, 
http://bit.ly/1N4AmoC. 
23  ARTICLE 19, “Azerbaijan: New legislative amendments further erode rights to freedom of expression and peaceful 
assembly,” May 16, 2013, http://bit.ly/1j3248t. 
24  “Azerbaijan Criminalizes online libel and insult,” Radio Free Europe/Radio Liberty, May 22, 2013, http://bit.ly/1N4B6d7. 
25  Facebook fealinin yaxinlari Polis Idaresine cagrilib,” [Family members of Facebook activists called into police] Azadliq 
Radiosu, March 14, 2015, http://bit.ly/1YR5ueT. 
26  Diktaturasiz AzƏbaycan, Aserbaidschan ohne Diktatur, Facebook Community Page, https://goo.gl/0cpSLB.  
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TV,” with some 57,000 followers. On July 4, 2014, Mammadov was sentenced to five years in 
prison. 

•	 Two brothers, Faraj and Sirac Karimov, were arrested a week apart in July 2014. Both are 
members of the opposition Musavat party. Faraj was an administrator of a popular Face-
book page called “Istefa” (“Resign”) which he created in the run-up to the presidential elec-
tions.  Sirac Karimov was arrested by mistake instead of his brother a week prior. Despite 
the fact that the police recognized this mistake, they kept Sirac jailed. On March 16, 2015, 
Sirac was sentenced to six years on drug possession charges. Faraj was sentenced to six 
and a half years on May 6, 2015. Both were charged under Article 234 of the Criminal Code 
(illegal possession and sale of drugs), even though during their interrogations the police 
questioned them about their political activism, specifically asking Faraj about the Facebook 
pages he administered. Both brothers denied the charges of illegal drug possession, saying 
their arrest and sentence was the result of their activism and political views. 

•	 Mehman Huseynov, a young activist, blogger, and photojournalist, was arrested on October 
27, 2014, and taken to the Investigation Department of the Prosecutor General for Serious 
Crimes where he was questioned about his political satire website, and about his brother, 
Emin Huseynov, who is the former director of the Institute for Reporters Safety and Free-
dom. He was prevented from leaving the country on November 10 while he was on his way 
to an OSCE conference in Tbilisi. Emin Huseynov is currently in hiding at the Swiss Consulate 
in Azerbaijan since August due to government persecution, and was formerly the director of 
the Institute for Reporter’s Freedom and Safety. Mehman Huseynov was detained again on 
November 29 when all of his documents (passport and national ID) were taken away from 
him. He currently has no documents, cannot leave the country and is facing criminal charge 
for hooliganism and resisting police in an ongoing investigation. 

Surveillance, Privacy, and Anonymity 

It is unclear to what extent security agencies monitor ICT activity or track user data in Azerbaijan, 
though the experience of activists and bloggers who are detained by the authorities points to a high 
likelihood that the government is engaging in extensive online surveillance. Most internet users 
do not have licenses for the software on their computers, which leaves them vulnerable to security 
threats such as viruses and other malicious programs that could be implanted to monitor their activ-
ity. While the law explicitly prohibits the arbitrary invasion of privacy, and court orders are required 
for the surveillance of private communications, the law “On Operative-Search Activity” (Article 10, 
Section IV) authorizes law enforcement agencies to conduct surveillance without a court order in 
cases regarded as necessary “to prevent serious crimes against the person or especially dangerous 
crimes against the state.”27 The unclear parameters for what constitutes preventive action leave the 
law open to abuse. As such, it has long been believed that the Ministry of National Security and 
Ministry of Internal Affairs monitor the phone and internet communications of certain individuals, 
especially foreigners, known activists, and business figures. 

In February 2014, Citizen Lab reported that Azerbaijan, along with 20 other governments, is sus-
pected of using RCS (Remote Control System) spyware sold by the Milan-based company Hacking 

27  Regulations of the Internal Security Main Department of the Ministry of Taxes, Sec. IV, art 6.3, accessed September 5, 2012, 
http://bit.ly/1O5zBtV. 
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Team.28 RCS spyware allows anyone with access to activate a computer’s webcam and microphone 
and steal videos, documents, contact lists, emails, or photos from that particular computer. The 
spyware has been used in the past by the Moroccan government to spy on the media outlet Mam-
fakinch, by UAE authorities to spy on human rights activist Ahmed Mansoor, and more recently was 
used to target Ethiopian journalists in Washington, D.C.29  In July 2015, leaked documents from the 
intelligence technology and surveillance company Hacking Team revealed that the government of 
Azerbaijan was also a client.

In December 2011, the Cabinet of Ministers endorsed a plan—without parliamentary approval—that 
would require registration for all mobile devices. The plan requires the registration of IMEI codes 
(the unique serial number given to each phone), SIM cards, and mobile network numbers. Unregis-
tered devices are listed on a “black page,” and mobile service providers are required to limit service 
to all devices under this category. The registration process began on March 15, 2013, and a state-
ment from the Deputy Minister of Communication and Information Technologies indicated that ser-
vice would be affected for phones on the “black page” beginning May 1, 2013. More than 13 million 
mobile phones are currently registered under the new system. 

In August 2014, following escalations on the border with Armenia, Member of Parliament Siyavush 
Novruzov suggested introducing a requirement for users to register on social media and other web-
sites under their own names to avoid “insulting and abusive language” used by people “writing un-
der pseudonyms.”30 Noyruzov said users would register using their national IDs, claiming this meth-
od was already in use in many other foreign countries. Independent observers in Azerbaijan decried 
this proposal as an infringement on freedom of expression, especially as anonymity is becoming an 
integral part of debate online. To date, no further attempts have been made in this direction by the 
authorities following the statement.

Intimidation and Violence 

Physical attacks and violence against internet users became more common since the 2009 case of 
the “donkey bloggers,” when Emin Milli and Adnan Hajizada—two youth activists and founders of 
popular youth networks—were assaulted at a restaurant in downtown Baku shortly after posting a 
video that went viral mocking the government of Azerbaijan. The two men were beaten and later ar-
rested and charged with hooliganism. 

Most harassment against online activists manifests in the form of arrests, detentions, and interro-
gations. The government of Azerbaijan also uses travel bans against activists and human rights de-
fenders, as well as members of non-governmental organizations. For example, as previously noted, 
online activist Mehman Huseynov has his passport and his national ID card taken away from him 
without any further explanation, and he was prevented from leaving the country. Mehman’s brother, 
Emin Huseynov, who is the former director of IRFS, has been in hiding at the Swiss Embassy in Baku 
since August 2014 due to harassment from the government and the threat of prosecution. 

28  Bill Marczak, et al., “Mapping Hacking Team’s ‘Untraceable” Spyware,” Citizen Lab, February 17, 2014, http://bit.ly/1kPDo0Y. 
29  Ibid.  
30  Durna Safarli, “Will Azerbaijan’s Big Brother Plan Work for Web?” The Institute for War and Peace, October 1, 2014, http://
bit.ly/1j33IXN. 

90

http://bit.ly/1kPDo0Y
http://bit.ly/1j33IXN
http://bit.ly/1j33IXN


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Azerbaijan

Technical Attacks

A number of opposition news websites continue to be subject to cyberattacks, resulting in tempo-
rary shutdowns. These include the news websites Yeni Musavat, Azadliq and the Radio Free Europe/
Radio Liberty local service, Azadliq Radiosu. The majority of attacks occurred during politically sen-
sitive events, such as elections.31 As a result, opposition papers subject to attack have speculated 
that the cyberattacks were launched by the Ministry of Defense. The ministry, however, denies these 
allegations.32 

On December 10, 2014, AzNet announced that the American company Arbor Networks – a security 
solutions provider for network operators and large corporations—would provide network protection 
for AzNet due to ongoing attacks and, more recently, DDoS attacks of 85 Gbps capacity on the net-
work of mobile operators in Azerbaijan. DeltaTelecom also announced its decision to sign up for an 
additional protection against DDoS attacks.33

Between January and February 2015, Mia.az, an online pro-government news platform, reported that 
its website was subject to hacking attacks and was therefore experiencing temporary issues in stay-
ing online, forcing the website to close for a short time before reopening. Its editors and manage-
ment said the attacks took place shortly after the platform published pro-Aliyev articles. 

31  The Institute for War and Peace “News portal attached by hackers,” August 6, 2013, http://bit.ly/1heo7Hs. 
32  “Azərbaycan Müdafiə Nazirliyi “Yeni Müsavat” qəzetini məhkəməyə verir,” [Azerbaijan Ministry of Security takes “New 
Musavat” newspaper to court], APA Economics, September 16, 2011, http://az.apa.az/news/234649. 
33  Nigar Orujova, “AzNet to adopt further protecting measures against DDoS attacks,”  Azernews, December 10, 2014, http://
bit.ly/1YR7io6.  
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Key Developments: June 2014 – May 2015

• News emerged in April 2015 of plans to create a Bahraini national search engine that would 
allow authorities to easily ilter unwanted search results without the need to secure cooperation 
from U.S.-based companies. The project is reportedly being done in collaboration with Russian 
experts behind that country’s “Sputnik” search engine (see Blocking and Filtering).

• At least three popular Twitter users were pressured into deleting their tweets or closing their 
accounts for posts that were critical of government policy. Around 97,000 tweets were erased 
from the satirical account @Takrooz after he was arrested, leaving only one tweet in place stat-
ing, “They tortured me in prison” (see Content Removal).

• The Ministry of Interior warned users against making any statements that were critical of Bah-
rain’s role in supporting the Saudi-led coalition that conducted airstrikes in Yemen (see Media, 
Diversity, and Content Manipulation).

• Several users, including a former member of parliament, were prosecuted for calling for a boy-
cott or exposing unfair practices in the lead up to November 2014 parliamentary elections. At 
least 11 users were arrested for posts that were critical of King Abdullah of Saudi Arabia after his 
death in January, including two teenage girls. Four young men were each sentenced to three 
months in prison for “offending in public a foreign country or its president or representative”
(see Prosecutions and Detentions for Online Activities).

• Well known human rights activist Nabeel Rajab, who has faced legal harassment for several 
years, was arrested twice over the coverage period for Twitter posts critical of the Bahraini secu-
rity forces, the Saudi-led airstrikes in Yemen, and the alleged torture of detainees at Jaw prison 
(see Prosecutions and Detentions for Online Activities).

• A computer crimes law was passed in December 2014 that, among other things, criminalizes the 
encryption of data if done with “criminal intentions” (see Surveillance, Privacy, and Anonymity). 

Bahrain
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 12 11

Limits on Content (0-35) 27 27

Violations of User Rights (0-40) 35 34

TOTAL* (0-100) 74 72

* 0=most free, 100=least free

Population: 1.3 million

Internet Penetration 2014: 91 percent

Social Media/ICT Apps Blocked: Yes

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction
The internet, currently the last remaining ground for free expression seekers in Bahrain, contin-
ued to fall victim to tight surveillance and restrictions on speech in 2014-2015. Whether tweeting 
under nicknames or real names, users faced arrest, prosecution, and often mistreatment at the 
hands of security forces for everything from serious government criticism to satirical jokes about 
the late Saudi king. At least 27 users were arrested, detained, or prosecuted over the coverage 
period. While the majority of users are still on trial, 11 Bahraini users were collectively sentenced 
to 29 months of prison, while 12 continue to languish in prison as a result of harsh sentences 
passed in previous years. Bahraini law does not contain adequate protections for free speech, 
given provisions that ban criticism of the royal family, the spreading of false news during war, or 
insulting the foreign politicians.  A computer crimes law passed in December 2014 contains sev-
eral standard punishments for illegal wiretapping communications or hacking computer systems, 
but also criminalizes the access or possession of online electronic pornography as well as the 
use of encryption for “criminal purposes.” The broad wording of the latter provision has worried 
activists who depend on encryption tools to document human rights abuses and to speak freely 
about political affairs, activities that are routinely considered criminal acts in the country. 

In an alarming development, several Twitter users were coerced into deleting thousands of tweets 
or closing their accounts altogether. In June 2014, around 97,000 tweets were apparently erased 
from the well-known account of the satirical Twitter user “@Takrooz” after he was arrested. Only 
one tweet remained on the account, stating, “They tortured me in prison.” In September 2014, gov-
ernment critic Ghada Jamsheer was forced to close her account after she was detained for several 
weeks. YouTube videos also faced censorship for containing content showing government officials 
in a negative light. In July 2014, a YouTube video in which an exiled activist accused the Bahraini 
chief of public security and an Interior Ministry spokesperson of human rights abuses while speaking 
with them in Geneva was taken down on alleged copyright grounds after gaining 83,000 views. It 
was later reinstated within a few days after the matter was resolved with Google, YouTube’s parent 
company. 

In the absence of a representative government, many Bahrainis continue to look to the internet as 
an outlet for expressing political, economic, and social frustrations in the country. Crackdowns on 
Bahraini internet users escalated in 2011, following widespread protests against the ruling family of 
King Hamad bin Isa al-Khalifa. The authorities engaged in mass arrests, military trials, torture, and 
widespread intimidation tactics in an attempt to silence popular demands for greater political rights 
and democratic freedoms, including a new constitution and an elected government.1 One online 
activist died from torture while in police custody in April 2011, and the court failed to hold anyone 
accountable for it, amid a culture of impunity.2 Unfortunately, as the importance of online tools has 
grown, so too has the desire of the Bahraini authorities to extend censorship and government re-
pression practices from the real world into the online domain. 

1  Amnesty International, “Document – Bahrain: Two die as protests are violently repressed: ‘Ali ‘Abdulhadi Mushaima’, Fadhel 
‘Ali Matrook,” February 15, 2011, http://bit.ly/1EDHvcz. 
2  Committee to Protect Journalists, “Journalists Killed in Bahrain,” April 9, 2011, http://cpj.org/killed/2011/zakariya-rashid-
hassan-al-ashiri.php. 
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Obstacles to Access

From a technological perspective, Bahrain is one of the most highly connected countries in the world. 
Competitive broadband prices have led to high levels of mobile internet penetration. However, the 
market for service providers is not free, with all providers de facto controlled by a government agency 
able to order restrictions on access and certain content at will.  

Availability and Ease of Access   

In 2014, Bahrain ranked first in the Arab region in the International Telecommunication Union’s (ITU) 
Information and Communications Technology Development Index.3 Internet access is widely avail-
able at schools, universities, shopping malls, and coffee shops, where Bahrainis often gather for work 
and study. Language is not an issue, with adult literacy at nearly 95 percent. Bahrainis also possess 
a high level of English language proficiency, and many ICT applications are available in Arabic.4 The 
government provides free computer training programs, which have served 13,300 citizens as of Au-
gust 2014.5 The number of internet users has risen rapidly, from a penetration rate of 33 percent in 
2007 to 91 percent in 2014.6 Bahrain also has one of the highest mobile phone penetration rates in 
the region at 173 percent as of the end of 2014, representing over 2.3 million subscribers.7 

As of the third quarter of 2014, there were approximately 1.8 million broadband subscriptions in the 
country, of which 91 percent were mobile broadband.8 Dial-up connections disappeared in 2010, 
and ADSL use has declined with the growth of mobile broadband. 4G LTE has been available since 
September 2013. Prices for mobile broadband and are among the lowest in the region,9 where a 
subscription for 5GB of data on a 4G LTE network is available for USD 16 monthly.10 However, prices 
are still high for residential high speed broadband in comparison to countries in the Organization for 
Economic Cooperation and Development (OECD).11 Average peak connection speeds have declined 
over the third quarter of 2014 to 22.7 Mbps.12 

Restrictions on Connectivity  

Although there is no centralized internet backbone in Bahrain, all ISPs are indirectly controlled by 
the government through orders from the Telecommunications Regulation Authority (TRA). This tight 
control over the country’s ICT sector has allowed the Bahraini authorities to enforce strict limits on 
online content. For example, the authorities have occasionally throttled internet speeds around cer-
tain events, such as the anniversary of the February 14 protests, in previous years. 

3  International Telecommunication Union (ITU), Measuring The Information Society, 2014 http://bit.ly/1xrVMi8. 
4  International Telecommunication Union (ITU), Measuring The Information Society, 2014 http://bit.ly/1xrVMi8.
5  Bahrain e-government, “Qudurat Training Program”, accessed July 31, 2015, http://bit.ly/1IQ1YMI 
6  ITU, “Percentage of Individuals using the Internet,” 2015, accessed July 30, 2015, http://bit.ly/1If4TsK.
7  ITU, “Mobile-cellular subscriptions” 2015, accessed July 30, 2015, http://bit.ly/1LWjjlW. 
8  Telecommunications Regulatory Authority (TRA), Telecommunications Market Indicators in the Kingdom of Bahrain (Manama: 
TRA, Q3 2014), slide 5, http://bit.ly/1hc6clp. 
9  TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, slide 39. 
10  Batelco, “Personal Mobile Services - 4G LTE,” accessed 31 July, 2015, http://portal.batelco.com/personal-mobile-
services/4g-lte-2/.  
11  TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, slide 40. 
12  Akamai, State of the Internet Report, Q3, , Volume 8 number 3, September 2014 http://akamai.me/1Bfgac3. 
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In June 2013, the Minister of State for Communications announced that Bahrain would introduce 
new regulations for Voice over Internet Protocol (VoIP) applications, such as Skype, WhatsApp, Viber 
and Tango, currently popular in Bahrain. Authorities stated the move was made for “security consid-
erations” and to preserve moral values.13 As of mid-2015, no action had yet been taken on the issue.

ICT Market 

Batelco, Zain, and VIVA are the three mobile phone operators in the country, and also serve as its 
main internet services providers (ISPs). The government has a controlling stake in Batelco, the largest 
of the three, while other ISPs are owned by investors from the private sector, including non-Bahraini 
investors.

Regulatory Bodies 

Mobile phone services and ISPs are regulated by the Telecommunications Regulation Authority 
(TRA) under the 2002 Telecommunications Law. The TRA is responsible for licensing telecommunica-
tion providers and for developing “a competition led market for the provision of innovative commu-
nications services, available to all.”14 Although the TRA is theoretically an independent organization, 
in practice its members are appointed by the government, and its chairman reports to the Minister 
of State for Telecommunications. Until June 2013, this minister also occupied the post of President 
of the Information Affairs Authority (IAA).15 The IAA, which replaced the Ministry of Information in 
2010, oversees both traditional and online media outlets in Bahrain and is responsible for decisions 
to block websites, which are then enforced by internet service providers (ISPs).

There have been no reported instances of ISPs being denied registration permits. Indeed, over 31 
licenses have been granted since 2003, with 14 providers currently in business.16 However, in early 
2015 the TRA revoked the licenses of 14 small ICT companies, including some that voluntarily re-
quested the cancellation. According to observers, the majority of these companies were offering 
international calling services that were adversely impacted by the growing use of Voice over IP (VoIP) 
applications, leading many to bankruptcy.17 While the official reason for the license cancellations was 
not made public, TRA mentioned that the order was in accordance with Article 35 of the Telecom-
munications Law,18 which permits license revocation in cases of “material breach of any provision of 
this Law” or “serious indications or evidence that a Licensee is likely to commit such breach,” and if 
the licensee failed to comply with TRA’s directions.19 The head of TRA said that the number of small 
companies in the telecommunication market would be reduced by 50 percent.20 

13  Habib Toumi, “Bahrain mulls new rules for VoIP applications,” Gulf News, June 25, 2013 http://bit.ly/1hc6sRo;  Amira Al 
Hussein, “New Regulations for Skype and Viber in Bahrain, “ Global Voices, June 25, 2013, http://bit.ly/1KtTqfj.                              
14  TRA, “Vision & Mission,” accessed March 30, 2014, http://tra.org.bh/en/about-us/vision-mission.html. 
15  In June 2013, Mohamed al-Rumaihi was named President of the IAA, replacing Fawaz al-Khalifa who remained Minister of 
State for Telecom.
16  TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, slide 7.
17  “Telecommunications companies licenses reduced in Bahrain by 63 percent,” [in Arabic]  Alayam Newspaper, February 19, 
2015 http://bit.ly/1UeM406. 
18  TRA, “Revocation of Hawar Telecommunications Co. W.L.L’s ISL License awarded by the Telecommunications Regulatory 
Authority,” press release, February 15, 2015, http://bit.ly/1VT0ftv. 
19  The Telecommunications Law OfThe Kingdom Of Bahrain, Legislative Decree 48, October 23, 2002, http://bit.ly/1w4edPb.  
20  “Telecommunications companies tend to merging to continue in the Bahraini market,” [in Arabic] Alwasat, December 18, 
2014, http://bit.ly/1Vzuip2. 
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Limits on Content

The level and sophistication of censorship remained stable over the past year, with the government 
continuing its efforts to silence online dissidents by forcing them to close their pages or remove content. 
Self-censorship is rife, particularly on issues related to the monarchy, religion, and relations with the 
neighboring countries of the Arabian Peninsula. Despite these limitations, many still turn to the inter-
net to collect independent information and to call attention to gross human rights violations. 

Blocking and Filtering 

The Bahraini government engages in extensive blocking of online content. Multiple state organiza-
tions, including the IAA, the Ministry of Interior, and the Ministry of State for Telecommunication, 
can order the blocking of a website without a court order. The IAA blocks websites that violate Ar-
ticles 19 and 20 of the country’s Press Rules and Regulations, which include material judged as “in-
stigating hatred of the political regime, encroaching on the state’s official religion, breaching ethics, 
encroaching on religions and jeopardizing public peace or raising issues whose publication is pro-
hibited by the provisions of this law.”21 Thus, any site that criticizes the government, the ruling family, 
or the country’s status quo is subject to blocking by the IAA. In a new development, news emerged 
in April 2015 of plans to create a Bahraini national search engine with the help of Russian technolo-
gy experts, based on Russia’s “Sputnik” search engine. This could enable the Bahraini authorities to 
easily filter unwanted search results without the need to secure cooperation from U.S. based search 
engine companies, such as Google.22

According to some estimates, the IAA has blocked or shut down at least 1,000 websites, including 
human rights websites, blogs, online forums, and individual pages from social media networks.23 A 
crowdsourced list of 367 blocked websites reported in early 2015 that 39 percent of blocked sites 
were related to politics, while 23 percent were related to the use of various internet tools, such as 
anonymizers and web proxies.24 Many of the websites were targeted for blocking after the 2011 pro-
tests, which were called for and heavily covered by online channels, resulting in a significant rise of 
blocking and filtering measures by the Bahraini authorities.25 Meanwhile, the websites of the Arab 
Network for Human Rights Information (ANHRI) and the Bahrain Center for Human Rights (BCHR) 
have been blocked since 2006. In November 2013, following a campaign by the BCHR to expose of-
ficials and royal family members involved in violations, an alternative link to the center’s website was 
blocked as well.26 

Although there are a number of news websites providing a plurality of viewpoints that are distinct 
from the Bahraini state media narrative, most of these are blocked by the government and require 
circumvention tools to access. Bahrain Online, a prominent online forum, has been blocked since its 

21  Decree—by—Law No. 47 Regarding organizing the press, printing and publishing, October 23, 2002, http://www.
bahrainijournalists.org/References_and_documents/Law. 
22  “Russia could help Bahrain in establishing a national search engine”, UNLOCKPWD, July 30, 2015, http://bit.ly/1LNLSRJ. 
23  Reporters Without Borders, “Bahrain,” in Countries Under Surveillance, 2011, accessed July 16, 2012, http://bit.ly/1Jf0EfV. 
24  “At a Glance: Bahrain,” Herdict, accessed on February 22, 2015, http://www.herdict.org/explore/indepth?fc=BH. 
25  The Arabic Network for Human Rights Information, “Bahrain: ‘Internet’ the biggest victim of the war launched by the 
authorities on the general freedom ANHRI condemns blocking Al-Quds Al-Arabi newspaper website following its publishing of 
an editorial article criticizing the Saudi intervention in Bahrain,” May 24, 2011, http://anhri.net/?p=101400&lang=en. 
26  “Bahrain Center for Human Rights website 2nd link blocked,” Bahrain Freedom Index (blog), November 2013, http://bit.
ly/1N5DWwE. 
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launch in 1998.27 The Arabic web portal and blog-hosting service Al-Bawaba has also been blocked 
since 2006. Online newspapers have been banned from using audio and video reports on their web-
sites since 2010, apart from the state-owned Bna.bh, which broadcasts video from state television.28 
The popular Bahraini online news website Bahrain Mirror has been blocked since its launch in 2011. 
According to the website’s administration, the government has blocked more than six alternate ad-
dresses since then. 

In August 2013, the communications minister ordered ISPs to block 70 websites29 that were suppos-
edly “affiliated with internationally recognized organizations that fund and promote terrorism.”30 The 
minister also ordered telecom companies to take measures against text messages sent from abroad 
that promote violence.31 While some sites affiliated with Hezbollah, al-Qaeda, and other groups were 
blocked, others remained accessible, giving a sense that the fight against terrorism is being used as 
an excuse to censor online content from dissidents.32

YouTube, Facebook, Twitter, and international blog-hosting services are freely available. However, 
other applications are permanently blocked, and specific content on social networks can be inac-
cessible. For example, since the 2011 protests, most live-broadcasting websites that were popular 
among protesters have been blocked.33 PalTalk, a chatting service that was used to conduct political 
seminars for wide online audiences, has been blocked since June 2011.34 In November 2013, Matam.
tv, a website that broadcasts live religious events and sermons from Shi’a religious centers across 
Bahrain, was reported blocked prior to religious commemorations surrounding the predominantly 
Shi’a anniversary of Ashura.35 

Websites are filtered based on keyword density, the manual entry of URLs, and certain website cate-
gories. An updated list of blocked websites is regularly sent to ISPs, which are instructed to “prohibit 
any means that allow access to sites blocked by the ministry.”36 Through IAA notification, the TRA 
can revoke the license of any operator that does not cooperate with IAA blocking orders.37 Batelco, 
Bahrain’s main ISP, filters the web using McAfee SmartFilter software and Blue Coat technology.38 In 

27  Ben Birnbaum, “Bahrain continues crackdown on Shi’ite opposition,” The Washington Times, September 14, 2010, http://bit.
ly/1JQCXLs. 

“WebStatsDomian - Mail.bahrainonline.org,” WebStatsDomain, accessed March 19, 2013, http://bit.ly/1L7Fyla.  
28  BCHR, “Ban on audio programs on daily newspaper Al-Wasat’s website,” September 9, 2010, http://www.bahrainrights.org/
en/node/3327. 
29  “Blocking a number of websites that promote terrorism, as per the recommendations of the National assembly,” [in Arabic] 
Bahrain News Agency, August 3, 2013 http://www.bna.bh/portal/news/573943. 
30  “Ministry of State for Communications To Regulate Websites Linked to Internationally Recognized Terrorist Organizations,” 
Bahrain News Agency, August 3, 2013 http://www.bna.bh/portal/en/news/573944.  
31  Manama,“Bahrain telecoms told to block online terror forums”, Trade Arabia, August 14, 2013, http://bit.ly/1eJSp3D. 
32  The websites of Al-Qaeda and Al Nusrah Front remain accessible as of 10 Jan 2014, see, Bahrain Freedom Index (blog), 
http://bit.ly/1DhNJhf. 
33  These sites include bambuser.com, ustream.tv, justin.tv, and other websites that stream directly to Twitter like twitcasting.
tv and twitcam.livestream.com. See, Committee to Protect Journalists, “Attacks on media continue across Middle East,” February 
16, 2011, http://cpj.org/x/41b6; Reporters Without Borders, “Despotic regimes continue to obstruct coverage of revolutions,” 
September 1, 2011, http://bit.ly/1hEDTfY. 
34 Reporters Without Borders, “Crackdown continues in Bahrain, Bloggers go on trial in Emirates,” June 16, 2011, http://bit.
ly/1OUSoae. 
35  BCHR, “Bahrain: The “Cyber Safety Directorate” Monitors Internet Activity In Style Similar to Big Brother,” November 25, 
2013, http://bit.ly/1FleBho.  
36  Reporters Without Borders, “Authorities Step Up Offensive Against Journalists and Websites,” May 14, 2009, http://bit.
ly/1hDJh2l. 
37  Reporters Without Borders, “Authorities Step Up Offensive Against Journalists and Websites.”
38  Paul Sonne and Steve Stecklow, “U.S. Products Help Block Mideast Web,” Wall Street Journal, March 27, 2011, http://on.wsj.
com/1JEc28H.  
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March 2011, plans were announced to switch to technology from Palo Alto Networks that can block 
certain elements and activities within websites, such as video or photo uploading, and make it more 
difficult for users to circumvent censorship. In August 2014, the company announced a partnership 
with the largest ISP in the country, Batelco,39 though it is unclear whether its blocking tools have 
been implemented.

The decision-making process and government policies behind the blocking of websites are not 
transparent. The list of all blocked websites is not available to the public. In addition, webmasters 
do not receive notifications or explanations when their websites are banned. When trying to access 
a blocked site, users are presented with the message, “This web site has been blocked for violating 
regulations and laws of Kingdom of Bahrain,” with no particular laws specified. Although the law 
does technically allow affected individuals to appeal a block within 15 days, no such case has yet 
been adjudicated. 

Content Removal 

Authorities also use extralegal measures to forcibly remove online content. Through the use of ar-
rests,40 detentions, and torture,41 security forces coerced many online forum moderators into perma-
nently shutting down their sites following the 2011 crackdown.42 This resulted in the loss of a large 
amount of information on Bahrain’s history that had been documented by online users and in local 
forums and websites. Website administrators face the same libel laws that apply to print journalists 
and are held jointly responsible for all content posted on their sites or chat rooms.

In June 2014, around 97,000 tweets43 were apparently erased from the well-known account of the 
satirical Twitter user “@Takrooz” after he was arrested. The account was critical of both the govern-
ment and the opposition, with over 17,000 followers. Only one tweet remains posted on the account, 
stating, “They tortured me in prison,” though the actual ownership of the account remains a mystery 
since the alleged account holder remains in prison and denies ownership. Responsibility for deleting 
the tweets was also unclear. In the same month, another famous Twitter account, “@mnarfezhum,” 
was forcefully suspended after reports that its operator, a member of the royal family, was under 
prosecution.44 With over 97,000 followers, @mnarfezhum mainly attacked and incited arrest and 
punishment against prodemocracy protesters, although the user later sent threats to the interior 
ministry for trying to hack the account (for more, see “Prosecutions and Detentions”). In September 
2014, Ghada Jamsheer, an active Twitter user and government critic whose blog had been blocked 
for several years, was forced to close her account after repeated arrests and several weeks spend in 
detention.45

39  Batelco, “Batelco Achieves Silver Level Partnership with Palo Alto Networks”, news release, August 12, 2014, http://bit.
ly/1JDJKLt. 
40  Non exhaustive list of forum moderators who were subject to arrest found at: http://bit.ly/1He9SYQ; accessed via: BCHR, 

“Bahrain: After destruction of the actual protesting site at “the Pearl,” the government shifts to eliminate virtual protests,” May 17, 
2011, http://bit.ly/1LmOd7Y. 
41  Mona Kareem, “Bahrain: Twitter User Jailed for 66 Days for Tweeting,“ Global Voices, December 5, 2011 http://bit.
ly/1JXimWe.  
42  Moderator of the AlDair Forum talks about his detention, saying he was forced to show the interrogation officer how to 
close the website: “Ahmed al-Dairi Moderator of AlDair Forums in the first episode of his testimony: thus eased voice of Zakaria 
AlAsheeri forever,” [in Arabic] Bahrain Mirror, January 4, 2012, http://bahrainmirror.com/article.php?id=2678&cid=117.
43  Snapshot of the account page before tweets were erased see, Bahrain Freedom Index http://bit.ly/1UeMgwp.    
44  “Royal family member at court for tweeting,” Bahrain Freedom Index (blog), accessed July 31, 2015 http://bit.ly/1DgQgbJ. 
45  Gulf Center For Human Rights, “Bahrain: Women’s rights defender Ghada Jamsheer arrested for tweets,” September 18, 
2014 http://www.gc4hr.org/news/view/749 
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In July 2014, a YouTube video went viral in which an exiled Bahraini activist, Moosa Abdul-Ali, ac-
cused the Bahraini chief of public security and an Interior Ministry spokesperson of human rights 
abuses while speaking with them in Geneva. After gaining 83,000 views, the video was taken down 
by YouTube on copyrights grounds even though it did not apparently include any copyrighted mate-
rials.46 The video was reinstated within a few days after resolving the matter with Google, YouTube’s 
parent company. Meanwhile, Twitter received no requests from Bahraini authorities to restrict con-
tent during the coverage period, according to the company’s latest transparency report.47 

News outlets also faced pressure to remove content. In August 2014, al-Wasat newspaper removed 
an article from its website as a result of a defamation complaint filed by members of the “Baluch” 
family in Bahrain, which has old connections to the Baluchistan region of modern day Pakistan.48 The 
article was based on British documents from the 1920s that discussed the employment of foreign 
forces of Baluchistani origin—to which the family holds connections—in the Bahraini police force, 
calling those forces “mercenaries.”49

Media, Diversity, and Content Manipulation  

The authorities are known to manipulate online content in order to fabricate greater public support. 
According to the independent watchdog group, Bahrain Watch, the government has hired 18 pub-
lic relations (PR) firms for promotional campaigns since February 2011, representing at least USD 
32 million in contracts.50 At least one PR agency was contracted to provide “web optimization and 
blogging” services,51 while others were hired for online reputation management.52 In October 2014, 
one of these PR companies tried to force The Huffington Post not to write on the United Kingdom’s 
investigation of torture allegations against the Bahraini king’s son.53 Meanwhile, hoax journal-
ists54 spread propaganda on Twitter and progovernment blogs such as Bahrain Views and Bahrain 
Independent.55

Similarly, an “army of trolls” has been active on Twitter since February 2011,56 when hundreds of ac-
counts suddenly emerged to collectively harass and intimidate online activists,57 commentators, and 
journalists who voiced support for protests and human rights.58 The government trolls have been 

46  “Youtube video taken down,” Bahrain Freedom Index (blog), accessed July 31, 2015, http://bit.ly/1IBkR41. 
47  Twitter, “Bahrain,” in Twitter Transparency Report, accessed July 31, 2015, https://transparency.twitter.com/country/bh. 
48  “Prosecutor: Baloch family complains about a newspaper that had described the family using ‘racist terms’,” [in Arabic] 
Alwasat, August 8, 2015, http://www.alwasatnews.com/4353/news/read/910106/1.html. 
49  “Article pulled down from Alwasat newspaper website,” Bahrain Freedom Index (blog), accessed July 31, 2015 http://bit.
ly/1KHDCSJ 
50  Bahrain Watch, “PR Watch – keeping an eye on the Kingdom’s PR,”, http://bahrainwatch.org/pr/. 
51  “Trippi & Associates Manipulate Internet Content on Behalf of Bahrain Government,” Bahrain Freedom Index (blog), July 20, 
2011, http://bit.ly/1L7nCqT. 
52  Marcus Baram, “Lobbyists Jump Ship in Wake of Mideast Unrest,” Huffington Post, March 25, 2011, http://huff.to/1ePbiwQ. 
53  James Dorsey, “Bahrain rattled by UK court’s opening of door to investigation of torture allegations,” The World Post, 
October 21, 2014, http://huff.to/10vInwO. 
54  Mona Kareem, “Bahrain: Liliane Khalil, Another Blog Hoax or Propaganda?,” Global Voices, August 5, 2011, http://bit.
ly/1JDPViI. 
55  “The hunt for #lilianekhalil,” YouTube video, 10:25, The Stream (blog), Al Jazeera, http://bit.ly/1V0eKZf;Justin Gengler, 

“Media Jihad: If Ya Can’t Beat ‘Em, Sue ‘Em!“, Religion and Politics in Bahrain, June 15, 2011   http://bit.ly/1IQaWtf;Dr Majeed AL 
Alawi, Twitter post, January 2, 2012, 2:51am, http://bit.ly/1fSHvJW.
56  Bob Hooker, “Bahrain’s Troll Army,” Web 3.0 Lab (blog), February 17, 2011, http://bit.ly/1W8HJN3. 
57  Brian Dooley, “‘Troll’ Attacks on #Bahrain Tweets Show Depth of Government Attempts to Silence Dissent,” The World Post, 
November 17, 2011, http://huff.to/1iVmxf9. 
58  J. David Goodman, “‘Twitter Trolls’ Haunt Discussions of Bahrain Online,” The Lede (blog), The New York Times, October 11, 
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moderately effective in silencing or reducing the activity of opposition voices both inside Bahrain59 
and abroad.60 The trolls have also played a vital role in spreading information that is controversial, 
offensive, or false,61 in order to distort the image of protesters, spread hate and conflict, or discredit 
information posted on social networks.62 These troll accounts usually have few followers (or some-
times none at all) and tend to appear and disappear in coordination with one another.

In August 2013, Bahrain Watch revealed evidence of connections between the Bahraini government 
and “extremist” accounts on Twitter and Facebook that advocated violence against both the govern-
ment and protesters.63 It was also revealed that the government impersonates opposition figures on 
social media in order to send malicious links, such as IP trackers, to anonymous government critics 
that can be used to identify and prosecute them.64 In January 2014, the prime minister and the min-
ister of telecommunications held several public meetings with progovernment users to encourage 
them to “defend Bahrain’s ruling system.”65 

The state also issues official statements warning against the discussion of certain subjects. Most re-
cently in March 26 2015, the Interior Ministry issued a statement warning it would take steps against 
anyone expressing opinions “against the approach that Bahrain has taken” in supporting and joining 
the Saudi-led coalition conducting airstrikes in Yemen66 (see “Prosecutions and Detentions”).

Despite these numerous attempts to manipulate the online information landscape, government 
restrictions on online advertising have not forced the closure of any opposition websites. While it 
is difficult for blocked websites to secure advertising, popular sites such as Bahrain Mirror (390,000 
views monthly) have not faced significant financial pressures. This is due to the fact that most Bah-
raini opposition websites are run with limited and sometimes personal resources. Furthermore, the 
websites continue to receive large amounts of traffic from users within Bahrain through the use of 
proxy services, dynamic IP addresses, and virtual private network (VPN) applications. However, the 
government does regularly block access to circumvention tools, including techniques such as using 
Google Page Translate, Google cached pages, and online mobile emulators. Adaptive and internet 
savvy Bahrainis tend to find ways around these restrictions. 

The internet is also the main source of information and news for many Bahrainis, particularly those 
active on Twitter and Facebook. The number of Bahraini users on Facebook increased to around 
540,000 as of May 2014, representing a penetration rate of nearly 39 percent.67 The #bahrain hashtag 

2011, http://nyti.ms/1NBl3Sv. 
59  iManamaa, Twitter post, May 13, 2011, 7:39am, http://bit.ly/1iCuvtJ; Sultan Al-Qassemi, “Pioneer Bloggers in the Gulf Arab 
States,” Jadaliyya, December 20, 2011,http://bit.ly/1k4jzR5; Bob Hooker, “Disturbing Drop in Tweeting in Bahrain,” Web 3.0 Lab 
(blog), March 22, 2011, http://bit.ly/1OcDDik. 
60  “Twitter Trolling as Propaganda Tactic: Bahrain and Syria,” Jillian C. York (blog), December 10, 2011, http://bit.ly/1hXiMFN. 
61  “So Many Trolls but so Few Leaders: The Information War in Bahrain,” MarcOwenJones March 14, 2011, http://bit.
ly/1V0gq5c; Hussein Ibish, The Bahrain Uprising: Towards Confrontation or Accommodation?, The Henry Jackson Society, 
November 2011, 9, http://bit.ly/1P8SNpf. 
62  David Wheeler, “In the Arab Spring’s Wake, Twitter Trolls and Facebook Spies,” The Chronicle of Higher Education (blog), 
November 29, 2011, http://bit.ly/1Kx8zdJ. 
63  Bill Marczak, “Is Bahrain’s Government running extremist accounts?” Bahrain Watch, August 5, 2013, http://bit.ly/1UpiYil. 
64  Bill Marczak, “Bahrain Govt using fake Twitter accounts to track online critics,” Bahrain Watch, press release, July 31, 2013, 
http://bit.ly/1hXjfrJ.  
65  “HRH Premier calls for the need to use social networks to defend the nation,” Bahrain News Agency, January 14, 2014, 
http://bit.ly/1L7p6S3.  
66  “MOI warns against division, sedition,” March 26, 2015, Bahrain News Agency, http://www.bna.bh/portal/en/news/660794.  
67  Mohammed Bin Rashid School of Government, “Citizen Engagement and Public Services in the Arab World: The Potential 
of Social Media,” in Arab Social Media Report, Issue 6, June 2014, http://bit.ly/1lr6QKL.  
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remains one the most popular topics on Twitter across the Arab region, with around 710,000 tweets 
on the English hashtag and 1,000,000 tweets on the Arabic hashtag of Bahrain in March 2014 alone.68  

The government crackdown in March 2011 led many regular internet users to exercise a higher de-
gree of self-censorship, particularly after investigations of users’ online activities were launched at 
work places and universities.69 Twitter and online forum users, and even those who leave comments 
on online editions of newspapers, use pseudonyms due to fear of being targeted by the authori-
ties.70 Many have modified their privacy settings on social media or ”protected” their Twitter pages. 
Some temporarily stopped tweeting after receiving threats to their personal safety.71 As a result, the 
number of active Bahraini Twitter users has dropped in recent years,72 from 72,468 reported in June 
2012,73 to 62,200 in March 2014.74 

Digital Activism 

Given restrictions on press freedom, the lack of international media coverage, and the inability of 
many prominent journalists to enter the country,75 activists rely on digital tools to bring attention to 
protests and human rights violations.76 This past year saw the rise of a new trend of leaked photos 
and videos uploaded to the internet by prisoners exposing harsh conditions. In February 2015, a vid-
eo was uploaded on YouTube with the testimony of Abbas al-Sameea,77 a prisoner who had received 
the death penalty in an unfair and politicized trial. That same month, a group of prisoners staged a 
protest and launched an online campaign on overcrowded conditions inside the central prison.78 In 
March, authorities responded to the protests with mass punishment and attacked the prisoners with 
tear gas and shotguns in their closed cells.79 The photos of the attack were posted directly to the 
internet by prisoners, catching the attention of local80 and international human rights NGOs,81 which 
have since issued several statements for the protection of prisoners’ rights. In response, the prison 

68  “Citizen Engagement and Public Services in the Arab World: The Potential of Social Media,” in Arab Social Media Report, 
Figure 40. 
69  Simeon Kerr, “Manama fights back in cyberspace,” Financial Times, May 23, 2011, http://on.ft.com/maUYxm. 
70  Nancy Messieh, “Online anonymity: A gateway to freedom or abuse?” The Next Web, August 14, 2011,http://bit.ly/1PNCI8x. 
71  “Bahrain doctor @BAHRAINDOCTOR threatened with arrest because of her tweets,” Bahrain Freedom Index (blog), 
accessed July 31, 2015, http://bit.ly/1DhPISu 
72  As officially defined by Twitter, an “active user” is someone who logs in (but does not necessarily tweet) once a month. 
73  Mohammed Bin Rashid School of Government, Arab Social Media Report, Issue 4, July 2012, http://www.dsg.ae/en/
Publication/Pdf_En/826201211212209347849.pdf [offline]
74  “Citizen Engagement and Public Services in the Arab World: The Potential of Social Media,” in Arab Social Media Report, 
Figure 32. 
75  “Access Denied,” a project of the independent research and advocacy organization Bahrain Watch, chronicles the many 
journalists, researchers, academics, and NGO workers that were expelled from or denied access to Bahrain from the 2011 upris-
ing until now. See, http://bahrainwatch.org/access/.
76  Amira al Hussaini, “Bahrain: Tweeting Appalling Conditions at Jaw Prison,” Global Voices, July 19, 2012, http://bit.ly/1ik-
gVuE. . 
77  “Video of Abbas al-Samie’s message to the people on his imprisonment and death sentence,” [in Arabic], YouTube video, 
8:55, posted by BahrainAlyoum, February 26, 2015, https://www.youtube.com/watch?v=HWpSnIK3368. 
78  Moh’d Alsaari, Twitter Post, February 28, 2015, 3:31 AM, Photo of prisoners inside Jaw prison, with a sign [in Arabic] 
that reads “overcrowding is a threat,”http://bit.ly/1FSfGrS; a similar video from inside the prison Manama” بببببببب ببببب ببب 
.YouTube video, 1:15, posted by PostNP, February 27, 2015, http://t  ب ببب» بب «ببببب» ببببب ..«ببببببب ببببببب ببببب» ببببب بببببب
co/9ebSwcvGwO. 
79  BCHR, “Inside Jau: Report Finds Rampant Torture and Abuse Inside Bahrain’s Political Prison,” June 26, 2015, http://bit.
ly/1MhiF1N.  
80  BCHR, “NGOs condemn the violent attack on Prisoners at Bahrain Central Prison Jaw,” March 13, 2015, http://bit.
ly/1V0MGu8. 
81  Brian Dooley, “Bahrain’s Prisons at Their Breaking Point,” Human Rights First (blog), March 20, 2015, http://bit.ly/1VzinHZ. 
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authority cut off all authorized prisoners’ communications with the outside world to minimize leak-
age of information of the attack’s aftermath, though tweets on injuries and prison conditions contin-
ue to emerge.82 In June, the Office of the UN High Commissioner for Human Rights (OHCHR) issued 
a statement raising concerns on their conditions.83

The resilient social protest movement titled the “Coalition of February 14 Youth” continues to use so-
cial networks,84 both to organize protests and bring international mainstream media attention to lo-
cal causes.85 In December 2014, the BBC reported the mysterious disappearance of a Bahraini citizen 
at the hands of security forces after a related hashtag gained popularity on Twitter.86 YouTube videos 
are also uploaded to document police attacks on civilians and torture testimonies,87  though some 
are promptly blocked.88 Relatives or friends of detainees regularly use Twitter to campaign for their 
release and provide updates about prison conditions.89 Overall, by uploading videos and sharing im-
ages on social media, protesters have maintained the spotlight on their struggle.

Violations of User Rights

Violations of user rights in Bahrain were rampant, with at least 27 users arrested, detained, or pros-
ecuted over the coverage period. Collectively, 27 months of prison sentences were passed down to 11 
users, while others remain on trial or in arbitrarily detention. Bahraini law does not contain adequate 
protections for free speech, given provisions that ban criticism of the royal family, the spreading of false 
news during war, or insulting the foreign politicians. A computer crimes law passed in December 2014 
criminalizes the access or possession of online electronic pornography as well as the use of encryption 
for “criminal purposes.” The broad wording of the latter provision has worried activists who depend on 
encryption tools to document human rights abuses and speak freely on political matters, activities that 
are routinely considered criminal acts in the country. 

Legal Environment 

Bahrain’s legal environment presents many obstacles to internet freedom in its current form. Accord-
ing to Article 23 of the Bahraini constitution, freedom of expression is guaranteed, “provided that 
the fundamental beliefs of Islamic doctrine are not infringed, the unity of the people is not preju-
diced, and discord or sectarianism is not aroused.”90 Article 26 states that all written, telephonic, and 
electronic communications “shall not be censored or their confidentiality be breached except in exi-
gencies specified by law and in accordance with procedures and under guarantees prescribed by the 

82  Gianluca Mezzofiore, “Bahrain: Dissidents in Jaw Prison ‘subjected to mass torture’ in nightmarish building No. 10,” Interna-
tional Business Times, April 17, 2015, http://bit.ly/1Jf63U8. 
83  Office of the UN High Commissioner for Human Rights, “Press briefing notes on justice for rights abuses in Nigeria, Cen-
tral African Republic and Bahrain,” June 5, 2015, http://bit.ly/1eTd5qG. 
84  Coalition 14 Feb, Twitter Account,  https://twitter.com/COALITION14. 
85  Toby C. Jones and Ala’a Shehabi, “Bahrain’s revolutionaries,” Foreign Policy, January 2, 2012, http://atfp.co/1JBnf7R; U.S. 
Embassy Bahrain, “Demonstration Notice 3 – January 17, 2013,“ news release, January 17, 2013, http://1.usa.gov/1JDUPMH.
86  “Hashtag Save_Ali_Haroun,” [in Arabic] BBC, December 25, 2014, http://bbc.in/1JBnr71.   
87  BCHR, “Blocking the Documentary ‘Systematic Torture in Bahrain’ on YouTube,” February 8, 2011, http://bit.ly/1NBlaO4. 
88  Jillian York, “Bahrain Blocks YouTube Pages and More,” Global Voices Advocacy, February 14, 2011, http://bit.ly/1OcIEYf.  
89  BahrainDetainees, Twitter Account, https://twitter.com/FreedomPrayers/lists/bahraindetainees. 
90  Constitution of the Kingdom of Bahrain, art. 23, http://www.shura.bh/en/LegislativeResource/Constitution/Pages/default.
aspx. 
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law.”91 The Press and Publications Law of 2002 promises free access to information “without prejudice 
to the requirements of national security and defending the homeland.” Bahraini journalists have ar-
gued that these qualifying statements and loosely-worded clauses allow for arbitrary interpretation 
and, in practice, the negation of the many rights they seek to uphold.92 In addition, there is no law 
that defines clear penalties for violating the privacy of internet users, a concern for many bloggers 
who believe this allows for abuse.93

Numerous regulations related to the internet proposed since 2011 signal a negative trend in the 
country’s legal environment. Official announcements in 2012 indicated preparations to introduce 
tough new laws to combat the “misuse” of social media,94 after information spread online about 
the identities of security officers involved in human rights violations.95 In September 2013, the 
cabinet green-lighted new legislation that would criminalize anyone who establishes a website, 
publishes information online, or uses any information technology tool to assist or aid communi-
cations with terror cells or to promote the disruption of public order or morale.96 The law has not 
been passed as of mid-2015.97 In August 2014, the prime minister renewed calls to take immedi-
ate measures to control the usage of social media and to hold the “abusers” of these networks 
accountable.98 This was followed by similar directives from the Bahraini king to fight the “wrong-
ful use” of social media by legal means.99 

Online censorship and criminal penalties for online speech are currently enforced under the 2002 
Press and Publications Law,100 which does not specifically mention online activities but was extended 
to mobile telephones in 2010.101 The law allows for prison sentences from six months to five years 
for repeat offenders, for publishing material that criticizes Islam, its followers, or the king, as well as 
content that instigates violent crimes or the overthrow of the government.102 In addition, the 2002 
Telecommunications Law contains penalties for several online activities, such as the transmission of 
messages that are offensive to public policy or morals.103 However, sentences can be longer if users 
are tried under the penal code or terrorism laws. For instance, under the penal code, any user who 

“deliberately disseminates a false statement” that may be damaging to national security or public 

91  Constitution of the Kingdom of Bahrain, art. 26.  
92  IREX, “Bahrain,” Media Sustainability Index 2008, 2009, https://www.irex.org/sites/default/files/MSIMENA08_Bahrain.pdf.  
93  “Ali al-Moussawi, “On the occasion of the World Day to combat electronic surveillance,” [in Arabic] Al Wasat, March 12, 
2012, http://bit.ly/1Kr62gI.  
94  Matt J. Duffy, “Bahrain shouldn’t pass new laws to regulate social media,” Thinkers (blog), Gulf News, June 26, 2012, http://
bit.ly/1O0h0Qn. 
95  BCHR, “Minister of Justice Uses Coercive Force against Preachers and Looms Further Procedures that Affect Freedom of 
Expression,” October 17, 2012, http://www.bahrainrights.org/en/node/5476. 
96  “HRH the Prime Minister Chairs the Weekly Cabinet Meeting,” Bahrain News Agency, September 15, 2013, http://bit.
ly/1JQ2RDp. 
97  Mohamed Al A’Ali, “Cybercrime law amendment set”, Gulf Daily News, September 16, 2013, http://bit.ly/1Mhjg3m. 
98  “HRH Premier directs to stop exploiting platforms in inciting sectarianism, sedition,” Bahrain News Agency, August 26, 2014, 
http://bit.ly/1N5v3mI. 
99  “HM the King visits the General Command of the Bahrain Defence Force and directs to take the necessary immediate 
actions against those who instigated, mall, abused, or harmed the security of the homeland and its stability and national unity,” 
[in Arabic] Bahrain News Agency, September 3, 2014, http://www.bna.bh/portal/news/631246. 
100  For cases where the authorities have used the 2002 press law to censor online websites, see BCHR, “Website accused of 
violating press code, BCHR concerned that move is aimed at silencing critical voices,” October 1, 2008, http://www.bahrainrights.
org/en/node/2446;  

“Closing a blow to freedom of opinion and expression,” [in Arabic] Al Wasat, April 25, 2010,http://bit.ly/1JQ3ahA; “Blocking users 
‘Twitter’ caused by a violation of the Copyright Act,” [in Arabic] Al Wasat, January 3, 2010, http://bit.ly/1JQ3ahA. 
101  Habib Toumi, “Bahrain imposes blackout on BlackBerry news sharing,” Habib Toumi (blog), April 8, 2010, http://bit.
ly/1IBqlM4. 
102  Press and Publications Law of 2002 of the Kingdom of Bahrain (No.47 of 2002). 
103  The Telecommunications Law Of The Kingdom Of Bahrain, Legislative Decree 48. 

103

https://www.irex.org/sites/default/files/MSIMENA08_Bahrain.pdf
http://bit.ly/1Kr62gI
http://bit.ly/1O0h0Qn
http://bit.ly/1O0h0Qn
http://www.bahrainrights.org/en/node/5476
http://bit.ly/1JQ2RDp
http://bit.ly/1JQ2RDp
http://bit.ly/1Mhjg3m
http://bit.ly/1N5v3mI
http://www.bna.bh/portal/news/631246
http://www.bahrainrights.org/en/node/2446
http://www.bahrainrights.org/en/node/2446
http://bit.ly/1JQ3ahA
http://bit.ly/1JQ3ahA
http://bit.ly/1IBqlM4
http://bit.ly/1IBqlM4


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Bahrain

order can be imprisoned for up to two years.104 The government has used these vague clauses to 
question and prosecute several bloggers and online commentators. 

Prosecutions and Detentions for Online Activities 

Between June 2014 and May 2015, at least 27 online users were arrested, detained or prosecuted for 
their ICT activities.105 While the majority of users are still on trial as of mid-2015,  29 months of pris-
on sentences were collectively passed down on 11 Bahraini users in cases directly related to online 
posts between June 2014 and May 2015; meanwhile, 12 users remain in jail. As photos and videos 
of police brutality emerged online, more measures were taken against citizens who were targeted 
for holding cameras, including smartphones, in protest areas. Meanwhile, bloggers, moderators, and 
online activists were systematically detained and prosecuted by the authorities for expressing views 
the government regards as controversial. Most prosecutions during the coverage period involved 
Twitter and the charge of “insulting the king,” which carries criminal penalties that, in February 2014, 
were increased to a maximum of seven years imprisonment.106

Nabeel Rajab, one of Bahrain’s most prominent human rights defenders and most followed Bahraini 
Twitter user (@NabeelRajab),107 has been in-and-out of prison since 2012 on various cases linked 
to his tweets.108 Rajab is the president of the Bahrain Center for Human Rights, a nongovernmental 
organization that remains active despite a 2004 government order to close it.109 Nearly four months 
after completing a two-year prison sentence for “calling for illegal gatherings over social networks,” 
Rajab was arrested on October 1, 2014 and charged with insulting public institutions under article 
216 of the penal code110 for a tweet in which he questioned whether Bahraini security institutions 
are “ideological incubators” for the terrorist group the Islamic State in Iraq and Syria (ISIS).111 He was 
released on November 2, 2014 under a travel ban112 and later handed a suspended six month prison 
sentence upon payment of a BHD 200 (USD 533) fine on January 20, 2015.113 He was subsequently 
targeted for arrest again on April 2 on charges of “spreading false news in a time of war” and “insult-
ing a statutory body” for114 tweets about the Saudi-led coalition airstrikes in Yemen and the alleged 

104  Bahrain Penal code, 1976, art. 168, http://bahrainrights.org/BCHR/wp-content/uploads/2010/12/Bahrain-Penal-Code.doc. 
105  List of prosecuted online users: http://bit.ly/1IaTX1d , accessed via bahrainrights.org.   
106  Farishta Saeed and Yara Bayoumy,”Bahrain toughens penalties for insulting king,” REUTERS, February 5, 2014, http://reut.
rs/1lAMnEE.  
107  Rajab was ranked the “most connected” Twitter user in Bahrain according to a survey, with over 260,000 followers as of 
May 2015. See: Wamda, How the Middle East Tweets: Bahrain’s Most Connected Report December 3, 2012, http://bit.ly/1Jf8vdo.
108  Nabeel Rajab was first arrested on May 5, 2012 and held for over three weeks for “insulting a statutory body” in relation 
to a criticism directed at the Ministry of Interior over Twitter. On June 9, 2012, he was arrested again after tweeting about the 
unpopularity of the Prime Minister (also a member of the royal family) in the city of Al-Muharraq, following the sheikh’s visit 
there. A group of citizens from the city promptly sued Rajab for libel in a show of obedience to the royal family. On June 28, 
2012, he was convicted of charges related to his first arrest and ordered to pay a fine of BHD 300 ($800). Shortly after he was 
released on bail, he was re-arrested on July 9, 2012 after a court sentenced him to three months imprisonment for the Al-
Muharraq incident. The court of appeals later acquitted Rajab, although he had already served most of his sentence.  He was 
kept in prison until May 2014 to serve two-year sentence for “calling for illegal gatherings over social networks.”
109  BCHR, “About BCHR,” http://www.bahrainrights.org/en/about-us. 
110  BCHR, “Bahrain: Ongoing detention of leading human rights defender Nabeel Rajab,” October 20, 2014, http://bit.
ly/1KW9oPw. 
111  Nabeel Rajab, Twitter post, September 28, 2014, 3:55 AM, https://twitter.com/NABEELRAJAB/status/516179409720852480.   
112  BCHR, “NGOs Urge Bahrain to Drop Charges, Lift Travel Ban on Nabeel Rajab,” November 3, 2014, http://bit.ly/1ODSYLa. 
113  “Bahrain: Nabeel Rajab sentenced for a tweet,” Index on Censorship, January 20, 2015, https://www.indexoncensorship.
org/2015/01/nabeel-rajab-sentenced-six-months-bahraini-prison-tweet/. 
114  Nabeel.Rajab, Instagram post, August 2015, https://instagram.com/p/5aXYEGyGET/ . 
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torture of detainees at Jaw prison.115

Numerous other individuals were arrested and/or prosecuted for criticizing the authorities online 
during the coverage period: 

 y On May 27, 2014, the public prosecutor announced an investigation into two individuals 
suspected of involvement with the Twitter account @mnarfezhom, a known progovern-
ment account with 97,000 followers, on charges of “instigating hatred against the regime, 
threatening public peace and security, insulting state institutions, disseminating confiden-
tial security reports, and defamation of several persons.” Owned by a member of the royal 
family, Mohamed Salman Saqer al-Khalifa,116 the account began by reporting on protestors 
and defaming opposition figures, but eventually evolved, attacking other progovernment 
groups with differing opinions. It consistently published important news before any official 
source.117 Although many have lodged complaints with the public prosecution against the 
account, no action had been taking during the past three years. Things appeared to have 
changed when @mnarfezhom posted that the Interior Ministry had tried to hack the ac-
count, and threatened to publish a list of Twitter accounts operated by the ministry and the 
national security apparatus, as well as the names of ministry staff who participated in the 
2011 online campaign against the protests.118 The tweets led the prosecutor to crackdown 
on the account, arresting two individuals from an office where they were allegedly prepar-
ing videos to post online. The users were later released the same day119 but were rearrested 
on June 5, 2014.120 On June 11, AlAyam newspaper published an apology from the sup-
posed owner of the @mnarfezhom Twitter account, which was directed to a victim of one 
of his defamatory tweets.121 One week later, the two detained users were released on bail 
of BHD 200 (USD 533) and issued a travel ban. As of mid-2015, two defamation cases are 
pending against them in court.122 

 y On August 31, 2014, progovernment activist Yacoub al-Slaise was briefly detained over a 
tweet in which he mentioned that votes by military personnel in the upcoming parliamen-
tary elections are likely to be controlled by the state. He was charged with “defaming the 
army”123 and released the next day.124 On February 10, 2015 a court ordered him to pay a 
fine of BHD 200 (USD 533).125

115  BCHR, “Nabeel Rajab’s case update,” May 6, 2015, http://bahrainrights.org/en/node/7517.  
116  “Mohammed AlKhalifa, from an army officer to an arms dealer and eventually insulter of chaste women,” [in Arabic] 
Alfateh News, October 26, 2012 http://bit.ly/1IaUxfA. 
117  “Twitter user of the ruling family in front of the judiciary in Bahrain” [in Arabic] Raseef22, June 13, 2014 http://bit.
ly/1IaUBvL. 
118  “The release of the owner of “@mnarfezhom” account Mohammed bin Saqer Al Khalifa with travel ban” [in Arabic]  
Bahrain Mirror, May 27, 2014 http://bahrainmirror.com/news/16249.html. 
119  “«Prosecutor»: Accusation against « mnarfezhom » publish topics incite regime and threaten security,” [in Arabic] Al 
Wasat, May 28, 2014 http://www.alwasatnews.com/4281/news/read/889613/1.html. 
120  “Prosecution: Imprisonment of the owner of “mnarfezhom” account in preparation for transmission to the criminal court,” 
[in Arabic] Al Wasat, June 5, 2014, http://www.alwasatnews.com/4289/news/read/892565/1.html. 
121  “@Mnarfezhom posts an apology while in prison,” Bahrain Freedom Index (blog), accessed July 31, 2015, http://bit.
ly/1LXw6Xh. 
122  “Release of «Mnarfezhom» and another person on 200 dinars bail,” [in Arabic] Al Wasat, June 18, 2014, http://bit.
ly/1EDCn83. 
123  BCHR, “Bahrain After Directives From The King And The Prime Minister: The Campaign On Social Media Activists 
Escalates.” 
124  “Release of Yacoub Sulais and the continuation of his trial on charges of insulting the army,” [in Arabic] Al Wasat, 
September 2, 2014,  http://www.alwasatnews.com/4378/news/read/916939/1.html. 
125  “Yacoub Sulais fined 200 dinars on charges of insulting the army,” [in Arabic] Al Wasat, February 11, 2015,  http://bit.
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 y On December 25, 2014, former MP Khalid Alaal was summoned for interrogation over 
tweets critical of the interior ministry that he posted while he was still an active MP in April 
2014.126 He was charged with “insulting the Ministry of Interior” and, on May 26, 2015, sen-
tenced to one year in prison. However, as of mid-2015, he had not been imprisoned.127 

 y In the early hours of February 10, 2015, the authorities raided the home of social media 
activist Jaleela al-Sayed Ameen, confiscated her electronic devices, and detained her on 
charges of misusing social media, inciting hatred against the regime, and insulting the 
king.128 She was reportedly subjected to ill-treatment while held at the criminal investigation 
department and was later taken to the prison hospital.  She was denied contact with her 
family or lawyer for several days after her arrest and denied visits from her family until the 
beginning of March. As of mid-2015, she remained in detention while her trial was ongoing.

 y On March 26, 2015, Fadhel Abbas, General Secretary of the Democratic Unity Gathering So-
ciety was arrested shortly after the society released a statement on Twitter condemning the 
war against Yemen.129 He was sentenced to five years in prison in June 2015. 130

In the period leading up to the November 2014 parliamentary elections, several users were arrested 
for their criticism of the elections, including a former member of parliament (MP): 

•	 On November 15, 2014 Mukhtar al-Saffar was arrested after a YouTube video of him calling 
for a boycott of the elections and harshly criticizing participants went viral.131 He was re-
leased on bail of BHD 50 (USD 134) on November 27, 2014, and his trial was ongoing as of 
mid-2015.132 

•	 Well-known satirical actor, Mansoor Senqaimah, was referred to the public prosecution in 
November 2014 and interrogated for defamation over a YouTube video in which he criti-
cized a former MP.133 

•	 On October 9, 2014, former opposition MP Sayed Jameel Kadhem was interrogated over a 
tweet in which he mentioned that up to BHD 100,000 of “political money” was paid to peo-
ple affiliated with the opposition to run for seats in the widely boycotted November 2014 
parliamentary elections.134 On January 13, 2015, a court sentenced him to six months in 
prison and a fine of BHD 500 (USD 1,326) on charges of “disturbing elections” and he was 

ly/1OcOQiY. 
126  “Former MP Khaled AbdelAal summoned on charges of insulting the Ministry of Interior,” [in Arabic] Al Wasat, December 
26, 2014, http://www.alwasatnews.com/4493/news/read/947534/1.html. 
127  BCHR, “Bahrain: Prison Awaits for Internet Criticism of Regime, Ministry or Even Your Elected MP,” July 19, 2015, http://bit.
ly/1iCyKpk. 
128  BCHR, “March Champions for Justice: Bahrain’s Imprisoned Women,” March 6, 2015, http://bit.ly/1JQAf8T. 
129  BCHR, “Cease Arrests Over Talks of War and Respect International Humanitarian Law,” March 28, 2015, http://www.
bahrainrights.org/en/node/7463. 
130  “Bahrain: Release Fadhel Abbas Mahdi Mohamed,” Amnesty International, June 29, 2015, 
131  Kingdom of Bahrain Ministry of Interior, “Man held for producing video against candidates,”news release,  November 15, 
2014, http://bit.ly/1O0iXvY. 
132  Ahmed alsaffar, Twitter post, November 27, 2014, 12:40 PM,”The release of Mokhtar Abdali Muslim-Saffar from Manama 
on bail of 50 dinars,” [in Arabic] https://twitter.com/Asaffar1984/status/538069790842048512. 
133  “Referral of ‘Senqamah’ to  prosecution on charges of insulting Muhammad Khalid,” [in Arabic] Manama Voice, November 
11, 2014, http://www.manamavoice.com/index.php?plugin=news&act=news_read&id=24902.  
134  Sayed Jameel Kadhem, Twitter post, October 8, 2014, 8:51 PM, https://twitter.com/SJkadhem/
status/520058983369809920.  
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arrested the next day.135 A court of appeal upheld the sentence against him on February 15, 
2015.136 

Users were further targeted for satirical content. On June 15, 2014, Bahrain arrested Hussain Mahdi 
upon arrival to Bahrain airport from Thailand and accused him of operating the satirical Twitter ac-
count “@Takrooz” known for its harsh criticism of both the opposition and government. Charged 
with “inciting hatred against the regime” and “using expressions that incite sectarianism,” Mahdi has 
been in detention and awaiting trial since his June 2014 arrest.137 He has denied connections to the 
account, which had all 97,000 of its tweets erased following Mahdi’s arrest, with the exception of one 
that was posted after his arrest, stating: “They tortured me in prison.”138 Before the arrest, @Takrooz 
was constantly targeted by the Bahrain Cyber Crime Unit with malicious links sent in a bid to identify 
the user’s IP address.139

Social media users were also heavily targeted for alleged blasphemy. Online hate speech against 
religious figures dignified by Shia Muslims often takes place with impunity, while posts seen to insult 
the sensitivities of the country’s minority Sunni population, which includes that of the royal family, 
are heavily censored.140 

On August 27, 2014, activist Nader Abdulemam was arrested after three people accused 
him of “denigrating the prophet’s companion Khalid Bin al-Waleed” in a tweet he posted141 
telling a historical story in which Khalid killed another companion and raped his wife.142 He 
was sentenced to six months in prison on October 22, 2014,143 which was later reduced to 
four months on January 15, 2015, when he was released for serving more time than his 
sentence.144 Repression against Nader continued when he received news on March 5, 2015 
that he was dismissed from his job as a teacher at the ministry of education, where he had 
worked for the past 14 years.145 Authorities also arrested two Instagram users in September 
2014 on charges of “denigrating the prophet’s companions.”146

The death of King Abdullah of Saudi Arabia in January 2015 led to a wave of controversial social 
media posts in Bahrain, given the role of Saudi Arabia in sending troops to Bahrain to crack down 

135  BCHR, “NGOs Condemn Sentencing of Former Opposition MP Sayed Jameel Kadhem,” January 14, 2015, http://bit.
ly/1inLaAu. 
136  “Court upholds the imprisonment sentence on Jameel Kadhim for six months,” [in Arabic] Al Wasat, February 15, 2015, 
http://bit.ly/1LXwB3z. 
137  Reports Without Borders, “Satirical blogger held for past three weeks,” July 8, 2014, http://bit.ly/1aiINM9. 
138  Takrooz, Twitter Post, August 18, 2014, 7:17AM,  https://twitter.com/Takrooz/status/501372364157120512.  
139  Bahrain Watch “Two years before airport arrest, @Takrooz was favorite target of #Bahrain Cyber Crime Unit,”, June 
19,2014, http://bit.ly/1NIqeld. 
140  BuHsn,Twitter Post, January 14, 2012, 3:24 AM,  a snapshot of a tweet by pro-government account (@
Mnarfezhom) referring to Imam Hussain grandson of Prophet Mohamed as “pig” [in Arabic] https://twitter.com/BuHSN/
status/158147589609504768. 
141  BCHR, “Bahrain After Directives From The King And The Prime Minister: The Campaign On Social Media Activists 
Escalates,” September 21, 2014, http://www.bahrainrights.org/en/node/7071. 
142  Khalidburshaid, Twitter Post, August 26, 2014, 4:53 AM, https://twitter.com/KHALIDBURSHAID/
status/504235299556184064.    
143  “al-Shamlawi: Six months prison sentence given to Activist Abdulemam,” [in Arabic] Al Wasat, October 22, 2014, http://bit.
ly/1L7xctI.   
144  “Amendment of Abdulemam’s sentence to four months imprisonment instead of six months,” [in Arabic] Al Wasat, 
January 15, 2015, http://www.alwasatnews.com/4513/news/read/952936/1.html. 
145  “Dismissal of Activist Nader Abdulemam from his job at the Ministry of Education due to a ‘tweet’ that he was imprisoned 
for Prison recently,” [in Arabic] Bahrain Mirror, March 5, 2015, http://bahrainmirror.com/news/22633.html.  
146  “Prosecutor refers the case of insulting the companions of the prophet to the court while continuing the imprisonment of 
some of the defendants,” [in Arabic] Bahrain News Agency, September 01, 2014, http://bit.ly/1Mhkjk0. 
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on peaceful protestors in February 2011. Eleven users, including two teenage girls, were arrested for 
critical posts about the late Saudi king.147 The girls were released after two days. Nine young men 
were referred to the court on charges of “misusing social media” based on article 215 of the penal 
code, which provides for “a jail term of up to two years or a fine of up to BD200” for “anyone who 
offends in public a foreign country or its president or representative.” In March, four of the nine were 
each sentenced to three months in prison, while one was acquitted; the remaining four were still on 
trial as of mid-2015.148 Additionally, the names and pictures of defendants were posted on the web-
site of the interior ministry and on state media.149

Several Bahraini photographers faced reprisals, often through trumped up charges, for documenting 
protests and posting their images online:

•	 Award-winning photographer Ahmed Humaidan, who was arrested in 2012, was sentenced 
to 10 years in prison for allegedly participating in an attack on a police station in the district 
of Sitra,150 though it is believed he was targeted for photographing protests.151 

•	 Photographer Hussain Hubail, detained since July 31, 2013, was sentenced on April 28, 2014 
to five years in prison on charges of “inciting hatred against the regime through social me-
dia, and calling for illegal protests” after a trial that lasted around five months.152 His appeal 
was rejected on September 21, 2014.153

•	 Photographer Ahmed Al-Fardan, who uses photo-sharing platforms like Instagram and 
Demotix, was arrested in the early hours of December 26, 2013 without a warrant and dis-
appeared for over a week. He was subject to torture that resulted in two broken ribs,154 and 
interrogated without a lawyer present on charge of “intending to participate in illegal gath-
erings.”155 He was released on January 9, 2014 following pressure from international media 
watchdogs.156 However, on February 18, 2015, he was sentenced to three months in prison 
and a bail of BHD 100 Bahraini dinars to suspend the sentence during appeal. 

In addition to individuals, civil society actors were subject to prosecution for their online posts. On 
February 16, 2015, the ministry of interior announced it is preparing to prosecute Alwefaq Islamic 
Society, the largest political group in Bahrain, over posts on its website and Twitter account for al-

147  Freedom Prayers,Twitter Post,  January 25, 2015, 10:28AM,  https://twitter.com/FreedomPrayers/
status/559417480247271424. 
148  “Three months imprisonment for the accused of abuse to an Arab country,” [in Arabic] AlWasat, March 24, 2015, http://
bit.ly/1OjY1kR; 
Manama Voice, Twitter Post, April 28, 2015, 8:20 PM, “Three sentenced to three months imprisonment each and the fourth 
is acquitted from charges of abuse to an Arab country,” [post originally in Arabic] https://twitter.com/manamavoice1/
status/593253544230146048. 
149  “9 arrested for misusing social media,” Ministry of Interior, January 27, 2015, http://bit.ly/1BXcmJ5.  
150  “Public Prosecution / Statement,” Bahrain News Agency, January 5, 2013, http://www.bna.bh/portal/en/news/540555. 
151 Committee to Project Journalists, “Bahrain arrests photographer who documented dissent,” January 9, 2013, http://cpj.
org/x/5198. 
152  Reporters Without Borders, “Judicial persecution of Bahraini news providers continues,” April 28, 2014, http://bit.
ly/1UuLKJ5. 
153  Amnesty International, “Urgent Action: Hussain Hubail’s Appeal Rejected,” October 13, 2014, http://bit.ly/1EDFTQ2. 
154  “Photographer Al-Fardan: I was tortured and beaten at «Criminal Investigation Department,” [in Arabic], Al Wasat News, 
January 11, 2014 http://www.alwasatnews.com/4144/news/read/846318/1.html . 
155  Amnesty International, “Bahrain: Photojournalist arrested and tortured: Ahmad Fardan,” January 7, 2014 , http://bit.
ly/1kEFYrL. 
156 Committee to Protect Journalists, “Bahrain arrests photographer Ahmed Al-Fardan,” December 27, 2013, http://cpj.org/
x/581e;  Reporters Without Borders, “Photographer freed but still facing prosecution,” January 10, 2014, http://bit.ly/1iwuPqZ; 
Amnesty International, “Bahrain: Photojournalist arrested and tortured: Ahmad Fardan”, January 7, 2014, http://bit.ly/1kEFYrL. 
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legedly inciting hatred against the regime and spreading of false information.157 The society actively 
posts information and photos of the ongoing human rights violations including arrests, torture, at-
tacks on protests, and the excessive use of tear gas in residential areas.158 

Meanwhile, the two harshest sentences ever passed on Bahraini internet users—life in prison and 
15 years—remained in place against bloggers, Abduljalil al-Singace and Ali Abdulemam, who were 
separately charged with possessing links to a terrorist organization aiming to overthrow the govern-
ment,159 disseminating false news, and inciting protests against the government. Al-Singace, a prom-
inent human rights defender and blogger, has been serving a life sentence since March 2011,160 and 
his blog has been blocked since 2009.161 Abdulemam, the owner of Bahrain’s popular blocked online 
forum, Bahrain Online, received a 15-year sentence in absentia in 2013 and is currently a political 
refugee in the UK. He had previously spent two years in hiding in Bahrain.162 Both reported experi-
encing torture at the hands of the authorities.163 

Surveillance, Privacy, and Anonymity 

A computer crimes law that had been under review since 2005 was finally approved by the 
House of Representatives and ratified by the government in December 2014. The new law 
(60/2014) criminalizes the illegal access of information systems, illegal eavesdropping over trans-
mission, or the access and possession of pornographic electronic materials.164 It also criminalizes 
the encryption of data with criminal intentions at a time when freedom of expression is often 
considered a criminal act in Bahrain. 

In August 2014, a new report provided evidence that the Bahraini government obtained licenses of 
the malicious FinFisher spy software to spy on at least 30 computers simultaneously. The list of iden-
tified victims included the country’s most prominent lawyers, activists and politicians.165 Evidence has 
also been documented about the use of spy gear maintained by Nokia Siemens Networks and its 
divested unit Trovicor to monitor and record phone calls and text messages.166 Similarly, researchers 
discovered malicious software concealed in seemingly innocent emails sent to Bahraini activists in 
April and May 2012. The surveillance software, FinFisher, is developed by the Munich-based Gamma 
International and distributed by its U.K. affiliate, Gamma Group. One feature of the software, FinSpy, 
enables law enforcement to remotely take control of a computer to take screen shots, intercept VoIP 

157  Police Media Center “Documenting abuses of the Alwefaq Society that constitute criminal offenses punishable by law, 
as a prelude to referring the case to the prosecutors and to raise a lawsuit against the Society,” [in Arabic] February 16, 2015, 
http://bit.ly/17i1VHu. 
158  Alwefaq Society, Twitter Account, https://twitter.com/ALWEFAQ. 
159  Reporters Without Borders, “Detained blogger Abduljalil Al-Singace on hunger strike,” September 6, 2011, http://bit.
ly/1N5BjuP. 
160  Reporters Without Borders, “Detained blogger Abduljalil Al-Singace on hunger strike.”
161  BCHR, “Activist Abduljalil Alsingace’s blog blocked by authorities”, February 13, 2009, http://bit.ly/1Vzs497. 
162  Peter Beaumont, “Bahrain Online founder Ali Abdulemam breaks silence after escape to UK,” The Guardian, May 10, 2013, 
http://bit.ly/1Xl7OtN. 
163  “People & Power – Bahrain: Fighting for change,” YouTube video, 24:30, posted by Al Jazeera English, March 9, 2011, 
http://bit.ly/1Flun6y. 
164  General Directorate of Anti-Corruption & Economic & Electronic Security, Law No. (60) for the year 2014 on information 
technology crimes, [in Arabic] accessed July 31, 2015, http://bit.ly/1QMpBFD. 
165  Bahrain Watch, “Bahrain Government Hacked Lawyers and Activists with UK Spyware,” August 7, 2014, http://bit.
ly/1q0tMP9. 
166  Vernon Silver and Ben Elgin, “Torture in Bahrain Becomes Routine With Help From Nokia Siemens,” Bloomberg Business, 
August 22, 2011, http://bloom.bg/1MkkAoQ. 
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calls, and transmit a record of every keystroke.167 The company denied selling to the Bahraini govern-
ment, saying that the version of FinSpy deployed on activists was “old” and for demonstration pur-
poses only. However, research published in 2013 shows that a newer version of the FinSpy software 
is also in use in Bahrain, suggesting the government is receiving paid updates from the company.168 

Given that the authorities have been quick to identify social media users who operate under a 
pseudonym, many users are concerned about restrictions on the ability to use ICT tools anonymous-
ly. The TRA requires users to obtain licenses to use Wi-Fi and WiMax connections, and the govern-
ment prohibits the sale or use of unregistered prepaid mobile phones.169 Cybercafes are also subject 
to increasing surveillance. Oversight of their operations is coordinated by a commission consisting of 
members from four ministries, who work to ensure strict compliance with rules that prohibit access 
for minors and require that all computer terminals are fully visible to observers.170 In May 2014, the 
government announced that it is considering new restrictions on cybercafes, including the enforce-
ment of surveillance cameras as well as storage of user’s personal identification and activity.171 

Since March 2009, the TRA has mandated that all telecommunications companies keep a record 
of customers’ phone calls, emails, and website visits for up to three years. The companies are also 
obliged to provide the security services with access to subscriber data upon request.172 Following im-
plementation of the National Safety Status emergency law in March 2011, security personnel began 
searching mobile phones at checkpoints, behavior that was documented on YouTube.173 According 
to Twitter’s Transparency Report, the Bahraini government requested data about one user account 
in the first six months of 2014, but no data was produced.174 Similarly, the Facebook’s Transparency 
Report shows that the Bahraini government requested data about one user account in the first six 
months of 2014, but no data was produced.175

A new Cyber Safety Directorate at the Ministry of State for Telecommunications Affairs was launched 
in November 2013 to monitor websites and social media networks, ostensibly to “ensure they are 
not used to instigate violence or terrorism and disseminate lies and fallacies that pose a threat to the 
kingdom’s security and stability.”176 The IAA had earlier created a unit to monitor social media and 
foreign news websites to “respond to false information that some channels broadcast” in 2011, when 
it was run by the telecommunications ministry.177 

Although most online users use nicknames, authorities use malicious spy links to identify users 

167  Vernon Silver, “Cyber Attacks on Activists Traced to FinFisher Spyware of Gamma,” Bloomberg Business, July 25, 
2012, http://bloom.bg/1EkynJB; Morgan Marquis-Boire and Bill Marczak, “From Bahrain With Love: FinFisher’s Spy Kit 
Exposed,”CitzenLab July 25, 2012, http://bit.ly/1Qnep1w. 
168  Morgan Marquis-Boire, et al., “You Only Click Twice: FinFisher’s Global Proliferation,” Citizen Lab, May 13, 2013, http://bit.
ly/1grgVFd. 
169  Geoffrey Bew, “Technology Bill Rapped,” Gulf Daily News, July 20, 2006, http://bit.ly/1UduN5E. 
170  Reporters Without Borders, “Countries Under Surveillance: Bahrain.”
171  “The government plans to install cameras in Internet cafes and record identity «for security reasons»” [in Arabic] Bahrain 
Mirror, May 24, 2014,  http://bahrainmirror.com/news/16145.html. 
172  Geoffrey Bew, “Big Brother’ Move Rapped,”, Gulf Daily News, March 25, 2009, http://bit.ly/1MULfsL. 
 Policeman checking the private mobile content of a woman driving past a check] ”,ببببب بببب بببب بببببب بببببب : ببببببببب“ 173
point in area of Nuwaidrat] YouTube video, 1:05, posted by Nuwaidrat Feb, January 2, 2013, https://youtu.be/9an_lK57QTU .  
174  Twitter, “Bahrain,” Transparency Report, January 1-June 30, 2015, https://transparency.twitter.com/country/bh. 
175  Facebook, “Bahrain,” Government Request Report, July 2014-December 2014,  https://govtrequests.facebook.com/ . 
176  “Shaikh Fawaz praises Cyber Safety Directorate”, Bahrain News Agency, November 18, 2013 http://www.bna.bh/portal/en/
news/588716. 
177  Andy Sambridge, “Bahrain sets up new units to monitor media output,” Arabian Business, May 18, 2011, http://bit.
ly/1JmHKqP. 
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through their IP address. Links are often sent from Twitter and Facebook accounts impersonating 
well-known opposition figures, friends,178 or even accounts of arrested users.179 In addition, police of-
ten entrap users using fake names. On September 3, 2014, 15 users of the Zello Walkie Talkie mobile 
app were arrested after the police infiltrated three Zello groups and posted an invitation to a fake 
meeting where they were detained.180  

Intimidation and Violence 

Typically, arrests of Bahraini users involve extralegal methods of intimidation, such as physical vio-
lence and torture. Lawyer Mohamed al-Tajer said that Hussain Mahdi, who was arrested for oper-
ating the Twitter account (@Takrooz) was beaten, tortured, and threatened with sexual assault and 
electricity shocks to force his confessions.181

The government has also used extralegal methods to punish users for their online posts. On January 
31, 2015 the ministry of interior revoked the citizenship of renowned blogger Ali Abdulemam,182 as 
well as Ali al-Dairi, the founder of the popular news site Bahrain Mirror.183 Both are currently living 
abroad and continuing their digital activism for democracy in exile.

Since 2011, numerous students and employees have received disciplinary action for comments they 
have communicated via private text messages and social media.184 On September 8, 2014, the minis-
try of education suspended an employee from work and cut her salary for 10 days over a WhatsApp 
message that allegedly “insulted the state leadership figures.”185 In October 2014, the ministry of ed-
ucation interrogated its own security guards over political text messages shared over mobile phone 
chatting apps. The guards were shown snapshots of their chat conversations as evidence and were 
asked to delete the “illegal” political chat groups from their phones, while the group admins were 
forced to stand under the sun for several days. Some were moved to other work sites that are far 
from their residence as a punishment.186 Also, in September 2014, an employee of the ministry of 
culture was interrogated over an Instagram photo of her standing next to renowned human rights 
defender Nabeel Rajab.187 

178  Bahrain Watch, “The IP Spy Files: How Bahrain’s Government Silences Anonymous Online Dissent”, May 15, 2013, 
accessed March 31, 2014, https://bahrainwatch.org/ipspy/viewreport.php 
179  Bahrain Watch, Twitter Post, March 13, 2015, 12:28 PM, https://twitter.com/BHWatch/status/576464787422339072. 
180  Bahrain Watch, “Bahrain Watch Issues Urgent Advice for Activists to Stop Using @Zello Due to Security Flaw,” September 
7, 2014, http://bit.ly/1QneEcX.  
181  Mohamed al-Tajer, “A report issued by lawyer Mohammed al-Tajer’s office on the continued detention of the accused in 
Takrooz twitter case,” [in Arabic] TwitLonger, January 13, 2015, http://www.twitlonger.com/show/n_1sjv69v. 
182  “Ali Abdulemam: ‘I Have Not Lost My Identity. I Am Bahraini.’,” Global Voices, February 20, 2015, http://bit.ly/1JQdXZd.   
183  BCHR, “Bahrain revokes citizenship of 72 people, including journalists, doctors and activists,” February 02, 2015, http://bit.
ly/1Kr9isH. 
184  Case 8 is the latest incident in April 2013 see, Bahrain Watch, “The IP Spy Files: How Bahrain’s Government Silences 
Anonymous Online Dissent”May 15, 2013, https://bahrainwatch.org/ipspy/viewreport.php#case8. 
185  “Suspension of Employee at Ministry of Eduction and 10 days salary deduction for criticism of the state’s figures on 
Whatsapp,” [in Arabic] Bahrain Mirror, September 28, 2014, http://bahrainmirror.com/news/19117.html#.VCfdvl43KKI.twitter. 
186  “The Ministry of Education interrogates dozens of security guards on the background of chats on their mobile phones,” 
[in Arabic] Bahrain Mirror, October 4, 2014, http://bahrainmirror.com/news/19296.html#.VDAr_pwHZYI.twitter . 
187  “Government employee interrogated for an Instagram photo,” Bahrain Freedom Index (blog), accessed July 31, 2015, 
http://bit.ly/1V0oaEi. 
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Technical Attacks

Cyberattacks against opposition and progovernment pages, as well as other websites, are common 
in Bahrain. Accounts operated by the opposition are frequently subjected to mass reporting cam-
paigns to have them closed by Twitter.188

According to official statistics, there were 1,115 cyberattacks during first quarter of 2014 on govern-
ment websites in attempt to take over the sites or manipulate content.189 Additionally, at least 40 
sources of malicious emails were identified inside Bahrain by MacAfee. 190 Government-associated 
websites are frequently targeted with distributed denial of service (DDoS) attacks. 

 

188  Bahrain Detainees, Twitter post, May 12, 2015, 8:23 AM, A tweet mentioning one opposition accounts that has been 
suspended due to reports, accessed July 31, 2015 https://twitter.com/BH14Detainees/status/598146464934547456. 
189  “1115 Attempts to Electronically Penetrate Government Institutions in 3 months,” [in Arabic], Manama Voice, May 11, 
2014, http://bit.ly/1Ln1mxL. 
190  “208 Attacks per day on electronic devices of the Bahraini government in 2014” [in Arabic], Al Wasat, January 31, 2014, 
http://www.alwasatnews.com/4164/news/read/852511/1.html. 
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Key Developments: June 2014 – May 2015

•	 Four bloggers were murdered in 2015, allegedly by religious extremists. Abhijit Roy, 
Washiqur Rahman, Ananta Bijoy Das, and Niladri Chattopadhyay Niloy were fatally at-
tacked in separate incidents in February, March, May, and August of 2015 respectively 
(see Intimidation and Violence).

•	 In September 2014, a local court sentenced a mobile phone user to seven years in prison 
under the ICT Act (see Prosecutions and Detentions for Online Activities).

•	 The BTRC briefly blocked social messaging applications for four days in January 2015 in 
relation to political violence (see Restrictions on Connectivity).

•	 Campaigners across the political spectrum embraced digital tools in advance of local 
elections in two major cities (see Digital Activism). 

Bangladesh
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 12 12

Limits on Content (0-35) 12 12

Violations of User Rights (0-40) 25 27

TOTAL* (0-100) 49 51

* 0=most free, 100=least free

Population:  158.5 million

Internet Penetration 2014:  10 percent

Social Media/ICT Apps Blocked:  Yes

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Partly Free
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Introduction

The year 2015 saw the highest number of fatal attacks against online activists in Bangladesh on re-
cord. Abhijit Roy, Washiqur Rahman, Ananta Bijoy Das,  and Niladri Chattopadhyay Niloy were fatally 
attacked, each in separate incidents in 2015, in reprisal for views they had expressed online. Attacks 
on secular bloggers started in 2013, when Asif Mohiuddin was first attacked by extremists, and blog-
ger Ahmed Rajib Haider was killed outside his home. Censorship did not increase in the past year, 
but the attacks, combined with the threat of arrest under the ICT Act, created a climate of intimida-
tion that fostered self-censorship and mistrust. 

The government of the Bangladesh Awami League party under Prime Minister Sheikh Hasina offi-
cially encourages open internet access and communication as core tools for development. Private 
commercial stakeholders have also helped in the proliferation of internet usage. Bangladesh further 
benefits from a vibrant—if often partisan—traditional media industry, though journalists face threats 
and legal constraints. 

Checks on bloggers and online activity are arguably harsher due to the 2006 Information and Com-
munication Technology (ICT) Act. The act was used for the first time in April 2013 to arrest four blog-
gers who had been vocal on different social issues and mostly wrote against religious extremism. By 
August 2013, an amendment was passed increasing the penalty to a mimumum of 7 years, up to 14 
years in prison.1 Police no longer need a warrant to make arrests under the amended act, and the 
number of prosecutions is increasing. In September 2014, a local court sentenced a 25 year old to 
seven years in prison under the ICT Act for recording songs which parodied the prime minister and 
the father of the nation and sharing them on his phone. At least two other arrests were made for 
comments involving the prime minister. 

Obstacles to Access

The number of internet users in Bangladesh is steadily on the rise. Approximately 96 percent of users 
access the internet via mobile phone providers, which recently began offering faster 3G service. The 
government has decreased the price of bandwidth significantly over the last decade. However, users 
complain about the high cost of private internet service.

Availability and Ease of Access   

The International Telecommunication Union reported internet penetration in Bangladesh at 9.6 per-
cent in 2014, up from 6.6 in 2013.2 Government estimates were closer to 30 percent.3 Mobile pene-
tration rose from 74 in 2013 to 76 in 2014, according to the Bangladesh Telecommunication Regu-
latory Commission.4 While ICT usage is increasing fast, Bangladesh is lagging behind globally. The 
World Economic Forum’s 2013 global IT report ranked Bangladesh 114 out of 144 countries world-
wide, with infrastructure and regulatory environment scoring poorly, though overall communication 

1  Mohosinul Karim, “Punishment increased in amended ICT act,” Dhaka Tribune, August 20, 2013, http://bit.ly/1UBQH85. 
2  International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY.  
3  Bangladesh Telecommunication Regulatory Commission, “Internet Subscribers in Bangladesh June 2015,” accessed on 
August 9, 2015, http://www.btrc.gov.bd/content/internet-subscribers-bangladesh-june-2015.  
4  International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2014;” accessed July, 2015, http://
bit.ly/1cblxxY. 
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service was comparatively affordable, a factor that is driving growth.5 The government has decreased 
the price of bandwidth significantly over the last decade.6 However, users complain about the high 
cost of private internet service. The ability to access localized information and create content in Ben-
gali has contributed to the popularity of local blog hosting services.7

Although no statistics are available, the higher concentration of economic activities and critical in-
frastructure in urban areas indicates there are likely to be more internet users in cities. The govern-
ment’s 2009 “Digital Bangladesh by 2021” program seeks to integrate internet access with develop-
ment efforts in national priority areas, such as education, healthcare, and agriculture.8 By 2011, the 
government had established 4,501 centers around Bangladesh providing low-cost internet access 
and related e-services in poorer communities.9

Restrictions on Connectivity  

The government occasionally restricts the use of mobile telephones during the time of local and 
national elections. On January 2015, the government briefly blocked mobile voice and messaging 
applications to curb violence (see Blocking and Filtering). 

Bangladesh’s physical internet infrastructure was historically vulnerable, relying on the undersea 
cable SEA-ME-WE-4, which connects Southeast Asia, the Middle East, and Western Europe, for its 
backbone.10 Since late 2012, however, Bangladesh is also connected via an international terrestrial 
cable managed by private companies, reducing the risk of being completely cut off.11

ICT Market 

Approximately 96 percent of users access the internet via mobile phone providers, which only re-
cently began offering faster 3G service. The remainder subscribe to fixed lines, either through a 
traditional internet service provider (ISP), the fixed telephone network (around three percent), or via 
one of the three wireless WiMax operators (one percent).12 In 2014, 61 ISPs were operating nation-
wide as members of the official industry body, the ISP Association of Bangladesh.13

Mobile connections are provided by six operators.14 Grameen Phone, owned by Telenor, is the mar-

5  Beñat Bilbao-Osorio, Soumitra Dutta, and Bruno Lanvin, The Global Information Technology Report 2013, World Economic 
Forum, http://bit.ly/1OzI0Eg. 
6  Muhammad Zahidul Islam, “BTCL cuts the price of bandwidth by 42%”, Dhaka Tribune, April 4, 2014, http://bit.ly/PySyKZ.  
7  ThinkTechHawaii, “Somewherein: The First Social Media Company in Bangladesh with Syeda Gulshan Ferdous Jana,” YouTube 
video, 45:53, August 28, 2014, https://youtu.be/iVXsFDYLcQU. 
8  “Strategic Priorities of Digital Bangladesh,” Access to Information Program, October 2010, http://bit.ly/1g9Zqvs. 
9  Faheem Hussain, “ICT Sector Performance Review for Bangladesh,” LIRNEasia, 2011, http://bit.ly/1VNLUh2. 
10  Faheem Hussain, “ICT Sector Performance Review for Bangladesh,” LIRNEasia, 2011, http://bit.ly/1VNLUh2.
11 “Bangladesh Connected with Terrestrial Cable,” BDNews24, December 8, 2012, http://bit.ly/1ga1Gmk. 
12  Faheem Hussain, “License Renewal of Mobile Phone Services: What a Country Should Not Do (A Case Study of 
Bangladesh),” (paper, Telecommunication Policy Research Conference, George Mason University, VA, USA, September 21-23, 
2012), http://bit.ly/1FyaNEc. Abdullah Mamun, “New Player in WiMAX,” The Daily Star, July 15, 2013, http://archive.thedailystar.
net/beta2/news/new-player-in-wimax/   Bangladesh Telecommunication Regulatory Commission, “Internet Subscribers in 
Bangladesh February, 2014,” accessed on April, 2014, http://www.btrc.gov.bd/content/internet-subscribers-bangladesh-
february-2014 
13  Internet Service Providers’ Association Bangladesh, “Members,” accessed on March, 2014, http://ispab.org/members/ 
14  International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2014;” accessed July, 2015, http://
bit.ly/1cblxxY, 
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ket leader with 42 percent of the total customer base, followed by Orascom’s Banglalink with 26 per-
cent, and Robi, under the Axiata company, with 21 percent. The remaining three, Airtel, Citycell, and 
the state-owned Teletalk, had a total customer base of 11 percent at the end of 2014. As of 2015, all 
except Citycell offered 3G services.15

Regulatory Bodies 

The Bangladesh Telecommunication Regulatory Commission (BTRC), established under the Bangla-
desh Telecommunications Act of 2001, is the official regulatory body overseeing telecommunication 
and related ICT issues in Bangladesh. However, the current administration amended the act in 2010, 
passing telecommunications regulation to the Ministry of Post and Telecommunications and mak-
ing the BTRC an auxiliary organization.16 This move created administrative delays in a number of 
basic processes like the announcement of new tariffs or license renewals.17 Recently, the Ministry of 
ICT merged with the Ministry of Post and Telecommunications, with the goal of streamlining many 
ongoing projects and related industries.18 In addition, the prime minister’s office has an Access to 
Information (A2I) program supported by the United Nations Development Program, which has con-
siderable influence over top-level ICT-related decision making.19

Limits on Content

The BTRC briefly blocked a handful of communication applications for four days in January 2015 for 
security reasons. Campaigners across the political spectrum embraced digital tools in advance of the 
city corporation elections in Dhaka and Chittagong, two major cities. There were no reports of state 
manipulation of online content. 

Blocking and Filtering 

Domestic websites, including the most popular news sites, ProthomAlo, BDNews24, and Banglan-
ews24, are yet to face any targeted blocking. International social media and communication apps, 
however, are regular victims of government censorship in Bangladesh. In early 2015, several social 
network applications were blocked or severely disrupted for four days. Mobile service providers were 
ordered to block Viber, WhatsApp, LINE, Tango, and mypeople,20 supposedly on grounds that terror-
ists were using the platforms, which are also used by opposition activists and other internet users. In 
2012 and 2013, netizens in Bangladesh also experienced blocks on YouTube and Facebook. During 
these earlier instances, the blocks appeared to be implemented on a more ad hoc basis. On January 
19, 2015, mobile operators reported receiving official, written directives from the BTRC to block ac-

15  “Bangladesh Holds Auction to Open 3G Services,” Reuters, September 8, 2013, http://reut.rs/15aeSj6. 
16  S.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Bangladesh Telecommunication (Amended) Act, 2010,” Manual of 
Cyber Law in Bangladesh, (Dhaka: Central Law Book House, 2011), 241-264.  
17  Faheem Hussain, “Telecom Regulatory Environment in Digital Bangladesh: Exploring the Disconnects between Public 
Policies/Regulations and Real World Sector Performance,” (presentation, Sixth Communication Policy Research South 
Conference by LIRNEasia and Chulalongkorn University, Bangkok, 2011).
18  “Telecoms, ICT ministries merge,” Telegeography, February 11, 2014, http://bit.ly/1K8lBK6. 
19  UNDP Bangladesh, “Access to Information (II),” accessed on August 8, 2015, http://bit.ly/1ixvvPu 
20  Muhammad Zahidul Islam, “Viber, Tango blocked in Bangladesh,” Dhaka Tribune, January 19, 2015, http://bit.ly/1OzIY3z; 

“WhatsApp, mypeople, line also blocked,” The Daily Star, January 19, 2015, http://bit.ly/1KEythE. 
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cess to the applications until January 21, when the services became accessible again.21 No appeals 
have been documented in response to censorship directives. Such opaque content regulation has 
resulted in self-censorship by social media users, bloggers, and online news media. 

Content Removal 

The BTRC censors content relating to religious issues or offending state leaders primarily by issuing 
informal orders to domestic service providers, who are legally bound through their license and op-
erations agreements to cooperate. Service providers describe official censorship as ad hoc in nature, 
without proper follow up mechanisms in place to ensure compliance.22 In addition, online news 
outlets do not have the government recognition granted to traditional, licensed press organizations, 
leaving them in a regulatory limbo. International companies are also subject to content removal 
requests. 

In 2013, the government formed an official committee to identify bloggers who had allegedly 
demeaned the spirit of Islam.23 The committee participated in discussions with clerics to produce 
a list of bloggers and Facebook users they alleged had published blasphemous anti-Islamic con-
tent.24 Though there were more than 80 names on the list, the BTRC subsequently directed domestic 
blog-hosting platforms to close the accounts of just four bloggers it identified as “antireligious ele-
ments.” All four were prominently involved in the Shahbag movement,25 which had come into con-
flict with ultra-religious groups as well as the administration, which they accused of poor governance. 
They were subsequently arrested (see Prosecutions and Detentions for Online Activities). The owners 
of the host platforms reported that officials never used court orders to support the action.26

Media, Diversity, and Content Manipulation  

Online media practitioners and social media opinion makers reported a climate of self-censorship 
among social media users, bloggers, and online news media on political and religious topics during 
the coverage period of this report, which saw fatal attacks on bloggers and several criminal charges 
in relation to digital activity (see Prosecutions and Detentions for Online Activities). However, no 
commentators with undeclared sponsorship have been documented manipulating online debate in 
favor of one side or the other. There were also no documented economic constraints specifically tar-
geting online media outlets imposed by the government or other institutions. 

Despite the practice of self-censorship and attacks on bloggers, Bangladesh is still enjoying a vi-
brant offline and online media industry, and the number of active bloggers is growing. The BTRC has 
identified 48 active domestic blog hosting platforms, including SomewhereinBlog, Amarblog, and 
Shocholayoton.27

21  “Viber, WhatsApp unblocked in Bangladesh”, BDNews24, January 22, 2015, http://bit.ly/1FyaAkv. 
22  UNDP Bangladesh, “Access to Information (II),” accessed June 2013, http://bit.ly/1ixvvPu 
Interviews with seven experts who requested anonymity, 2013, Bangladesh.
23  Rezwan, “Bangladesh Authorities Go After ‘Anti-Muslim’ Bloggers,” Global Voices Advocacy, April 1, 2013, http://bit.
ly/1Odikzg.
24  “Churashi Bloggerer Talika Shorastro Montronaloye,” [Home Ministry has the List of Eighty-four Bloggers], NatunBarta, 
March 31, 2013, http://bit.ly/1ie1JzE. 
25  Freedom House, “Bangladesh,” Freedom in the World, 2013, http://bit.ly/1EVBI1D. 
26  Rezwan, “Bangladesh Authorities Go After ‘Anti-Muslim’ Bloggers.” Global Voices, April 1, 2013, http://bit.ly/1UHBEVk. 
27  “Blog”, Daily Manab Zamin, April 4, 2013, http://www.mzamin.com/old_archive/oldarchive_details.
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Digital Activism 

The Shahbag movement, which was initiated by the Bangladesh Online Activists’ Network, is the 
country’s most significant example of online activism to date. The protests coalesced around a Feb-
ruary 2013 war crimes tribunal verdict involving a political leader and quickly took on a political 
element.28 In its early stages, the movement spread through blogging, Facebook, and mobile tele-
phony.29 Twitter, use of which had been rare in Bangladesh, gained popularity as a tool to broadcast 
information about Shahbag.30 During the coverage period of this study, no comparable instances of 
online activism took place in Bangladesh. Several groups in the capital, Dhaka, used digital tools to 
arrange fundraising events to help people affected by severe winter weather in the northern part of 
the country. The event drew significant participation and received mainstream media coverage as 
well.31 

Major political parties significantly increased their online activity during the two major city corpora-
tion elections in April 2015.32 For the first time in the country’s history, netizens used social media to 
collaboratively develop and circulate populist election agendas among voters and candidates.33

Violations of User Rights

The year 2015 saw the most casualties for online activists in Bangladesh on record. Bloggers Abhijit Roy, 
Washiqur Rahman, Ananta Bijoy Das, and Niladri Chattopadhyay Niloy were fatally attacked, alleged-
ly by religious extremists, in separate incidents in February, March, May, and August of 2015, respec-
tively. In September 2014, a local court sentenced mobile phone user Tonmoy Mollick to seven years 
in prison under the ICT Act for making parody songs mocking the prime minister and the father of the 
nation and sharing the song with others. There were at least two other arrests for criticizing or making 
fun of the prime minister and the government. 

Legal Environment 

Article 39 (1, 2) of Chapter 2 in the Constitution of the People’s Republic of Bangladesh recognizes 
freedom of thought, conscience, and speech as a fundamental right.34 Online expression has been 
traditionally considered to fall within the scope of this provision. The judicial system of Bangladesh is 
independent from the executive and the legislative branches of government, but critics say it can be 
partisan. Police and regulators generally bypass the courts to implement censorship and surveillance 
without oversight.35 The Information and Communication Technology Act of 2006 is the primary 

php?nid=NDkyNzc=&ty=MA==&s=MTg=&c=MQ==&seco=MjAxM3w0fDR8MA 
28  Mohammad Shahid Ullah, “Shahbag People’s Movement: New Generation Challenging the Unjust Structure,” Voice of the 
Oppressed, February 18, 2013, http://www.voiceoftheoppressed.in/tag/bangladesh-online-activist-network/ 
29  Tamanna Khan, “Shahbag beyond Boundaries,” The Daily Star, March 29, 2013, http://bit.ly/1OdiSoR. 
30  Faheem Hussain, Zyma Islam, and Mashiat Mostafa, “Proliferation of Twitter for Political Microblogging in a Developing 
Country: An Exploratory Study of #Shahbag,” Research funded by the Asian University for Women Faculty Research Fund, 2013. 
31  “Concert for Kombol,” Dhaka Tribune, December 12, 2014, http://www.dhakatribune.com/entertainment/2014/dec/12/
concert-kombol 
32  “Dhaka City Corporation Election live online result 2015,” tmnews24, April, 28, 2015, http://bit.ly/1Q1uRnT. 
33  A.N.M. Nurul Haque, “Social media in city corporation elections”, Daily Sun, May 5, 2015, http://bit.ly/1ixxa7V. 
34  S.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Right to Information Act, 2009,” Manual of Cyber Law in Bangladesh, 
(Dhaka, Central Law Book House, 2011) 1-47.
35  “The Historic Masdar Hossain Case and the Independence of Judiciary of Bangladesh: A Compilation,” Wahab Ohid Legal 

118

http://www.mzamin.com/old_archive/oldarchive_details.php?nid=NDkyNzc=&ty=MA==&s=MTg=&c=MQ==&seco=MjAxM3w0fDR8MA
http://www.voiceoftheoppressed.in/tag/bangladesh-online-activist-network/
http://bit.ly/1OdiSoR
http://www.dhakatribune.com/entertainment/2014/dec/12/concert-kombol
http://www.dhakatribune.com/entertainment/2014/dec/12/concert-kombol
http://bit.ly/1Q1uRnT
http://bit.ly/1ixxa7V


FREEDOM 
ON THE NET 
2015

www.freedomhouse.org

legal reference for addressing issues related to internet usage, and defining as well as protecting 
freedom of expression online.36 It introduced punishments for citizens who violate others’ rights to 
communicate electronically: Section 56 of the act defined hacking as a crime punishable by up to 
three years in prison, a fine of BDT 10,000,000 (US$125,000), or both. However, under Section 57, 
different types of violations on social, political, and religious issues made electronically are punish-
able by a minimum of 7 and a maximum of 10 years imprisonment and fines up to BDT 10,000,000 
(US$125,000).37 Sections 68 and 82 respectively contain provisions for a Cyber Tribunal and Cyber 
Appellate Tribunal to expedite judicial work related to any cybercrime. The tribunal, to be established 
in consultation with Bangladesh’s Supreme Court, will be led by a government-appointed judge. The 
Appellate Tribunal can dissolve the Cyber Tribunal’s verdicts.38

On August 19, 2013, the ICT act was amended and subsequently approved by the cabinet. Far from 
strengthening the law to protect political speech on the internet, the amendment made prison terms 
considerably harsher, increasing the maximum prison term to 14 years.39 Before the amendment 
came into effect, police had to seek permission before making ICT-related arrests.40 Now no warrant 
is required, and offences under the act are non-bailable, meaning suspects must apply for bail at a 
court.41 The harsher provisions in the ICT Act may reflect the government’s insecurity regarding in-
ternet activism and security.

Prosecutions and Detentions for Online Activities 

According to local police, there are around 300 cases being investigated under the ICT Act and 21 
cases pending with the Cyber Tribunal, mostly dealing with issues related to social media postings.42 
In the most significant sentence of the coverage period, a local court sentenced 25-year-old Tonmoy 
Mollick to seven years in prison under the ICT Act in September 2014. He was on trial for making 
parody songs mocking the prime minister and the father of the nation and distributing them with 
his mobile phone.43 On August 12, 2015, outside the coverage period of this report, a court in Dha-
ka sentenced a public university teacher in absentia to three years of rigorous imprisonment, which 
includes hard labor, in a sedition case filed for making a derogatory comment about the prime min-
ister on Facebook in 2011.44 

In July 2014, the police formally charged AKM Wahiduzzaman for making demeaning comments 

Aid, March 12, 2013, http://wahabohidlegalaid.blogspot.com/2013/03/the-historic-masdar-hossain-case-and.html 
M. Moneruzzaman, “Judiciary independence still on paper,” The Bangladesh Chronicle, January 15, 2013, http://bit.ly/1MbZnO5. 
36  S.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Information and Communication Technology Act, 2006”, Manual of 
Cyber Law in Bangladesh, (Dhaka, Central Law Book House, 2011) 90-91.
37  Bangladesh National Parliament, Act No. 39, Information and Communication Technology Act, 2006, http://bit.ly/1Nqa8wC. 
38  A Legal Aid and Human Rights Organizations (ASK), “ICT (Amendment) Act, 2013: Right to Information and Freedom 
of Expression under Threat,” October 9, 2013, http://www.askbd.org/ask/2013/10/09/ict-amendment-act-2013-information-
freedom-expression-threat/ 
39  A Legal Aid and Human Rights Organizations (ASK), “ICT (Amendment) Act, 2013: Right to Information and Freedom 
of Expression under Threat,” October 9, 2013, http://www.askbd.org/ask/2013/10/09/ict-amendment-act-2013-information-
freedom-expression-threat/ 
40  Ellery Roberts Biddle, “Bangladesh’s ICT Act Stoops to New Lows,” Global Voices Advocacy, September 18, 2013, http://bit.
ly/1O1Lxy9. 
41  “Changes To ICT Law Act against freedom of speech: Rizvi,” The Bangladesh Chronicle, September 10, 2013, http://bit.
ly/1K8oz1l. 
 “Changes to Info Technology Law: Ominous draft cleared by govt,” Priyo News, August 20, 2013, http://bit.ly/1LXLZdm. 
42  “Youth jailed for parody on Sheikh Mujib, PM,” NewAgeBD, September 25, 2014, http://bit.ly/1OzQ7Rt. 
43  “Youth jailed for parody on Sheikh Mujib, PM,” NewAgeBD, September 25, 2014, http://bit.ly/1OzQ7Rt.
44  “University teacher jailed for Facebook post on Bangladesh PM,” The Daily Star, August 13, 2015, http://bit.ly/1VNPKXq. 
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against the prime minister and her family online under the ICT Act.45 A political activist filed a defa-
mation case against the National University geography lecturer in 2013 for allegedly insulting Prime 
Minister Sheikh Hasina and her family on Facebook;46 police filed another case against him under 
Section 57 of the ICT Act in March 2014.47 In mid-2015, he was in hiding to escape the charges.

There were at least two instances where people were arrested for criticizing or making fun of the 
prime minister and the government. On August 2014 Major (Rtd.) Md. Shamsuzzoha, a former army 
officer, was arrested for making allegedly “provocative” statements on social media against lead-
ing politicians, including the prime minister. A case was filed against him under the ICT Act.48 On 
September 2014, Imran Hossain Arif was arrested by police for addressing the prime minister as his 
sister and her son as his nephew, which was interpreted as an insult. He also faced charges under the 
ICT Act.49

Four renowned bloggers, Asif Mohiuddin, Rasel Parvez, Mashiur Rahman Biplob, and Subrata Ash-
ikari Shuvo, were formally charged with harming religious sentiment under Section 57(2) of the ICT 
Act 2006 after conservative political forces branded them as anti-Islamic atheists (see Content Re-
moval).50 The cases have been repeatedly put on hold since then.51

Surveillance, Privacy, and Anonymity 

The government allows anonymous access and web posting, and does not require website owners, 
bloggers, or internet users to register, though citizens must provide their national identity card and 
related personal information to obtain a mobile connection. However, the amended Bangladesh 
Telecommunication Act of 2010 allows government mechanisms to intercept electronic voice or data 
communications from any individual or institution to ensure the security of the state without a court 
order; the act also requires domestic service providers to cooperate, though without clear provisions 
detailing procedures or penalties for noncompliance.52 

After the January 2015 blocking of mobile voice and messaging applications like Viber, there was a 
popular belief that the government had acquired the capability to monitor the applications while 
they were inaccessible, though the fears were never corroborated and there were no reports that 
usage of the applications fell as a result of the rumor. The government made seven requests to Face-
book for information on seventeen Facebook users from January to June 2014, but Facebook did not 
comply.53

In April 2014, the UK-based nonprofit Privacy International reported Bangladesh’s Rapid Action 

45  “Mukti: The not-so-curious tragedy of AKM Wahiduzzaman,” The Daily Star, October 23, 2014, http://bit.ly/1VNPKXq. 
46  Md. Sanaul Islam Tipu, “Arrest warrant against NU teacher for demeaning PM,” Dhaka Tribune, October 9, 2013, http://
www.dhakatribune.com/law-amp-rights/2013/oct/09/arrest-warrant-against-nu-teacher-demeaning-pm 
47  Online interview with AKM Wahiduzzaman, April-July, 2014.  
48  “Former major arrested for Facebook postings against PM, AL,” NewAgeBD, August 21, 2014, http://bit.ly/1IYK6IR. 
49  (One arrested for addressing the Prime Minister his sister and Joy his nephew), Bangla Telegraph, 
September 3, 2014, http://www.banglatelegraph.com/2014/09/ফেসবুকে-প্রধানমন্ত্রীকে/. 
50  “‘Bloggers’ to be Charged under ICT Act,” BDNews24, April 4, 2013, http://bit.ly/1K8pD5g. 
Rezwan, “Bloggers in Bangladesh Face Threats Online and Off,” Slate, April 4, 2013, http://slate.me/1JVZ32c. 
51  “I have to help the people of Bangladesh”, DW, April 22, 2014, http://bit.ly/1Kaf2vd. Email interview with Asif Mohiuddin’s 
legal counsel. 
52  Abu Saeed Khan, “Bangladesh Telecommunication (Amended) Act, 2010,” (presentation, Third South Asian Meeting on the 
Internet and Freedom of Expression, Dhaka, Bangladesh, 14-15 January 2013).
53  “Bangladesh Sought Data on 17 Facebook Users,” Dhaka Tribune, November 5, 2014, http://bit.ly/1IYKneV 
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Battalion, a special forces unit implicated in human rights abuses, was seeking to purchase mobile 
surveillance technology from a company based in Switzerland. The technology would allow police to 

“indiscriminately gather data from thousands of mobile phones in a specific area and at public events 
such as political demonstrations,” according to Privacy International.54 In November 2014, WikiLeaks 
published information on the purchase of German surveillance software by a Bangladesh law en-
forcement agency to monitor the country’s digital traffic.55 A news report published in late 2015, 
outside the coverage period of this study, documented government plans to invest in surveillance 
technology to strengthen their oversight of mobile phone, email, and social media communication.56

According to Article 43 of the country’s constitution, Bangladesh recognizes its citizens’ right to 
privacy and correspondence.57 However, there is no specific privacy or data protection law in Bangla-
desh, leaving young people vulnerable to privacy violations, predominantly through the voluntarily 
sharing of information via mobile phones and the internet.58 

Intimidation and Violence 

Three individuals were subject to fatal physical violence for online activity in Bangladesh during the 
coverage period of this report. On February 25, Bangladeshi-American atheist blogger and writer Dr. 
Abhijit Roy and his wife, Rafida Ahmed Bonya, were attacked by two unknown assailants on the Dha-
ka University campus, while returning from the annual book fair. Abhijit Roy managed the blog Mu-
to-Mona (Free Thinker) from America, and had returned to attend the fair. Dr. Roy died and his wife 
was left badly injured.59 She sustained four head wounds and her left thumb was sliced off. She is 
now in hiding in the United States.60 In a Twitter post on the same day, an Islamist organization, An-
sar Bangla-7 (also known as Ansar Bangla Team) claimed responsibility for carrying out the attack.61 
On March 2, 2015, the elite Rapid Action Battalion in Bangladesh arrested Farabi Shafiur Rahman, a 
radical Islamist known for his threats against Abhijit Roy. Farabi is suspected of sharing Roy’s location, 
identity, and photographs with various people.62 On May 3, 2015, the leader of Al-Qaeda in the Indi-
an Subcontinent claimed responsibility for the killing of Abhijit Roy and the other “blasphemers” in 
Bangladesh.63

On March 30, 2015, another blogger, Washiqur Rahman, known for his critical writings about Islam, 
was hacked to death near his home in Dhaka in an attack that bore disturbing similarities to Abhijit’s. 
According to the police, three knife-wielding attackers were involved in the assault.64 Bystanders de-

54  Edin Omanovic and Kenneth Page, “Who is Selling Surveillance Equipment to a Notorious Bangladeshi Security Agency,” 
Privacy International, April 29, 2013, https://www.privacyinternational.org/?q=node/427 
55  Rezaul Hauqe, “WikiLeaks reveals Bangladesh’s spyware purchase,” BDNews24, November, 2, 2014, http://bit.ly/1NqbIhO. 
56  Rejaul Karim Byron, “Bangladesh to purchase modern surveillance equipment,” The Daily Star, August 3, 2015, http://bit.
ly/1KafXf7 .  
57  Constitution of the People’s Republic of Bangladesh, March 26, 1971, http://bdlaws.minlaw.gov.bd/pdf_part.php?id=367 
58  Faheem Hussain and Mohammad Sahid Ullah, “Mobile Communication and Internet in Bangladesh: Is Privacy at Risk for 
Youth Population?,” Media Watch, Centre for Communication Studies, 2013. 
59  “Assailants Hack to Death Writer Avijit Roy, Wife Injured,” BDNews24, February 26, 2015, http://bit.ly/1LKI5SS.  
60 “Avijit’s Wife Bonya Criticises Bangladesh Government for Not Doing Enough,”BDNews24, May 5, 2015, http://bit.ly/1XMijXa. 
61  “Ansar Bangla-7 Claims Avijit killing responsibility,” ProthomAlo, February 27, 2015, http://bit.ly/1XMijXa. 
62  Oliver Naughland and Saad Hammadi, “Atheist blogger Avijit Roy ‘was not just a person … he was a movement’,” The 
Guardian, March 7, 2015, http://gu.com/p/46dez/stw. 
63 “Al-Qaeda branch claims responsibility for murder of writer-blogger Avijit Roy, “The Daily Star, May 13, 2015, http://bit.
ly/1QoOBm8. 
64  “Knife attack kills Bangladesh blogger Washiqur Rahman,” BBC, March 30, 2015, http://www.bbc.com/news/world-
asia-32112433 
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tained two, both students from Islamic seminaries, at the scene, while the third one fled. The police 
later charged four people with murder, including the alleged mastermind.65

On May 12, 2015, another prominent contributor to Muto-Mona, Ananta Bijoy Das, was attacked 
and killed by four masked men armed with machetes in the northeastern Bangladeshi city, Sylhet.66 
Ananta Bijoy was also one of the founding members of Gonojagoron Mancha, the coalition of activ-
ists who started the Shahbag Movement in 2013.67 News reports say he had received death threats 
from extremists and had tried to leave the country to attend a press freedom event in Sweden, but 
was denied a visa. On June 8, 2015, the police arrested a suspect in connection with Bijoy’s murder.68 

In August 2015, blogger Niladri Chattopadhyay Niloy was killed in his home by four unidentified 
assailants.69 The incident took place outside the coverage period of this report, but brought the total 
number of casualties for online expression in Bangladesh to four in 2015. 

The trend of violently targeting bloggers began in 2013. Before blogger Asif Mohiuddin was 
detained later in the year, armed assailants hospitalized him in January 2013 with serious stab 
wounds.70 After his arrest, Mohiuddin reported verbal harassment from other prisoners and believes 
he remains on a hit list.71 In February 2013, leading Shahbag activist Ahmed RajibHaider was brutal-
ly murdered by suspected religious extremists.72 Police found a series of posts targeting Rajib and 
other key figures in the movement on the blog Sonar Bangladesh, which the BTRC subsequently 
blocked.73 The first of such posts singled out Rajib for his critical stance against religious extremism. 
On January 28, 2014, police formally charged Mufti Jasim Uddin Rahmani, the head of a radical Mus-
lim extremist group, and seven university students for his murder.74 The same group is accused of 
involvement with the attack on Asif Mohiuddin.

This disturbing series of fatal attacks on secular bloggers and the slow pace of investigation by the 
government have increased security concerns in the online activist community. However, many have 
expressed their determination to continue writing in the online space.75

Sexual harassment amplified through the use of Facebook and other social networks was also docu-
mented during the coverage period:

65  Jason Burke, “Bangladesh police charge four men with murder of blogger,” The Guardian, March 31, 2015, http://gu.com/
p/475tn/stw. 
66  Joseph Allchin and Victor Mallet, “Third Secular Blogger Killed on Bangladesh Street,” Financial Times, May 12, 2015, http://
on.ft.com/1IYL2wO. 
67  “Bangladesh Blogger Ananta Bijoy Das Hacked to Death,” BBC, May 12, 2015, http://www.bbc.com/news/world-
asia-32701001 
68   “CID Arrest Sylhet Press Photographer as a Suspect Over Blogger Ananta Bijoy Das Murder,”BDNews24, June 8, 2015, 
http://bit.ly/1ga9t3z.
69  “Bangladesh blogger Niladri hacked to death in Dhaka,” The Daily Star, August 8, 2015, http://bit.ly/1LkDHtx. 
70  “Blogger knifed in Dhaka,” BDNews24, January 14, 2013, http://bdnews24.com/bangladesh/2013/01/14/blogger-knifed-in-
dhaka1 
71  Pantha and Rezwan, “Bangladeshi Blogger Writes About Prison Experience,” Global Voices, July 28, 2013, http://bit.
ly/1LXOeh4. Austin Dacey, “Bangladesh’s Atheist Blogger Still Wants to Talk,” Religion Dispatches, December 12, 2013, http://bit.
ly/1UHFYE7. 
72  “Blogger Brutally Killed,” The Daily Star, February 16, 2013, http://archive.thedailystar.net/newDesign/news-details.
php?nid=269336 
73  “12 Blogs, Facebook Pages Blocked,” BDNews24, February 20, 2013, http://bit.ly/1EVHMHB. 
74  “Eight implicated in Rajib murder,” BDNews24, January 28, 2014, http://bit.ly/1EVHMHB. 
75  Saeed Ahmed, “Washiqur Rahman: Another secular blogger hacked to death in Bangladesh,” CNN, March 31, 2015, http://
cnn.it/19v17k8. 
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•	 On October 24, 2014 in Nilphamari, a northern district of Bangladesh, a newly-wed wife 
was raped by a man while eight others restrained her husband and tied him to a tree. The 
assault was filmed and the video released on Facebook, and later removed. Charges against 
nine men were filed, but no arrests had been made as of May 2015.76

•	 On November 2014, a schoolgirl in the city of Comilla was raped and a video of the assault 
released online. Police filed charges against three people but no arrests had been made by 
May 2015.77

Facebook was also abused to lure victims. On October 2014, an individual was arrested for kidnap-
ping and sexually assaulting a women lured in with a fake Facebook page.78 An additional trend of 
fake Facebook profiles spreading false reports about other people’s personal lives, sexual orientation, 
or social interactions, was observed during the coverage period. Several cases have been filed in 
relation to such manipulation. According to Chittagong police, more than 100 complaints regarding 
the illegitimate use of Facebook were filed in 2014, including 4 cases under the ICT Act.79

Technical Attacks

Cyberattacks on online news sites and blogs have been documented in Bangladesh, though primari-
ly government websites were targeted during the coverage period. ISPs informally organized a Cyber 
Emergency Response Team to deal with malicious online threats.80

76  “Shamike Bedhe Strir Dhorshon, Video Leak,” [Husband was tied while the wife got raped, video leaked], BDNews24, 
October 24, 2014, http://bit.ly/1gaaxnY.  
77  “Video DrishhoInternet’e, School ChatrirPoraBondho,” [Online video of a School Girl resulted in suspension of her studies], 
ProthomAlo, November 8, 2014, http://bit.ly/1Fyhrdy. 
78  “Facebook bondhutto, tatporekmashatok, erpordhorshon” [First becoming a Facebook friend, then got kidnapped for a 
month, and then got raped], BhorerBani, October 21, 2014, http://tinyurl.com/pbsmvgp 
79  “Cyber Aporadhir Ashtro Facebook,” [Facebook is used as a weapon for Cyber Criminals], ProthomAlo, September 18, 2014, 
http://bit.ly/1VNTgkS. 
80  Bangladesh Cyber Emergency Response Team, accessed April 2013, http://www.bdcert.org/v2/ 
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Key Developments: June 2014 – May 2015

•	 In late December 2014, the Belarusian government passed amendments to the Media 
Law and other legal measures that significantly expanded the authorities’ ability to 
restrict critical online content, including imposing intermediary liability for illegal content 
posted online and the ability to block websites without court authorization (see Blocking 
and Filtering and Content Removal).

•	 The government increased blocking of independent media websites to limit citizens’ 
access to objective information about domestic and foreign developments (see Blocking 
and Filtering). 

•	 The authorities stepped up their persecution of independent journalists reporting online, 
particularly through administrative charges against freelance or unaccredited journalists 
(see Media, Diversity, and Content Manipulation and Prosecutions or Detentions for 
Online Activities).

•	 In February 2015, the government issued a directive restricting the use of Tor and other 
anonymizing tools, announcing their intention to block access to anonymizers and 
circumvention tools (see Surveillance, Privacy and Anonymity).

Belarus
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 15 15

Limits on Content (0-35) 20 21

Violations of User Rights (0-40) 27 28

TOTAL* (0-100) 62 64

* 0=most free, 100=least free

Population:  9.5 million

Internet Penetration 2014:  59 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Belarus

Introduction

In 2014-2015, as the internet became an increasingly important source of information for millions of 
citizens, the Belarusian government stepped up their efforts to control and manipulate online con-
tent. Amendments to an already restrictive Media Law and several other directives gave the govern-
ment significantly greater legal grounds to limit citizens’ access to information on the internet and 
to stifle critical voices online. Most of the legal changes moved the decision-making mechanisms for 
censorship from the judicial to the executive branch, removing any right to appeal. 

During the past year, the government employed a more comprehensive strategy to pressure online 
media and prevent citizen unrest related to economic woes and an upcoming election. In addition 
to passing new legislation, the authorities blocked leading news and information websites at differ-
ent moments throughout the year. The government increased its persecution of independent and 
freelance journalists, launching more than 25 cases based on administrative charges against those 
publishing online. It also continues to employ targeted repression to limit online activism and foster 
self-censorship among online journalists. 

At the same time, Russia stepped up its efforts to manipulate media content in Belarus in the wake 
of its invasion of Ukraine and as part of its information campaign that targets the “Russian World.” 
Russian propaganda and misinformation have a particularly pernicious impact in Belarus because 
the Russian language and Russia-based websites dominate Belarus’ online space. 

Nevertheless, more Belarusians are moving online and obtaining more news and information from 
independent websites. Greater and more effective online activism led to increasing numbers of the 
population participating in and learning about civil society. Activists made further progress in turn-
ing online actions into offline initiatives. Despite additional government control and pressure, Belar-
us’ journalists and activists continued to expand their vibrant and diverse online presence. 

Obstacles to Access

Despite several years of economic stagnation and a downturn at the end of 2014, the Belarusian gov-
ernment continued to invest heavily in the country’s internet and ICT infrastructure. The Measuring the 
Information Society 2014 Report of the International Telecommunication Union (ITU) found Belarus to 
be among the world’s most dynamic countries in terms of growth of households with internet access, 
household connectivity, households with a computer, and fixed and wireless broadband penetration. 
In terms of the ITU’s ICT Development Index (IDI), Belarus climbed from 43rd place in 2012 to 38th 
in 2013, overtaking Russia as the country with the highest IDI in the Commonwealth of Independent 
States region.1 

Availability and Ease of Access   

The number of internet users in Belarus continues to grow. The ITU reported Belarus’ internet pene-
tration rate at 59 percent in 2014, compared to 54 percent in 2013 and just 27 percent in 2009.2 The 

1  Development.by, “ITU Ranks Belarus as IDI Leader in CIS Region,” November 27, 2014, http://development.by/news/itu-
belarus27-11-14.html. 
2  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014, http://bit.ly/1FDwW9w. 
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independent organization Gemius reported that more than 5 million Belarusians—70 percent of the 
population aged 15 to 74—were accessing the internet by the end of 2014, indicating a growth of 
66 percent over the last five years.3 However, the major trend over the last two years has been an 
increase in daily users, rather than a pronounced growth of the overall online audience. In 2014, al-
most 73 percent of Belarusian internet users visited social media sites. At least 2.2 million Belarusians 
were using social networks by the start of 2014.4 

Since 2010, the proportion of female internet users rose from 48.7 percent to 51.2 percent. The ma-
jor divide in access is not between rural and urban populations—since some 75 percent of Belaru-
sians live in urban areas—but between the country’s capital and other regions. However, the share of 
internet users concentrated in the capital city of Minsk had decreased to 29 percent, and the number 
of users in towns and rural areas had risen to 39 percent, as of December 2014.5 

More than half of Belarusian households have access to the internet from a home computer.6 Some 
97 percent of the country’s companies are connected to the internet. More than two-thirds of Be-
larusian internet users go online using a high-speed connection. The government reported that 84 
percent of households accessing the internet did so using broadband.7 The fixed broadband sub-
scriber base reached 2.7 million by the end of 2014, with service penetration at almost 30 percent.8 
This figure has increased rapidly since 2010, when Belarus had Europe’s lowest level of high-speed 
access. Belarus has the highest fixed-broadband penetration in the CIS region, with over 3.6 million 
broadband ports available.9

As of January 1, 2015, Belarus had over 11 million mobile telephone subscribers with a total penetra-
tion rate of over 120 percent; the mobile network covered 99.8 percent of the country’s population.10 
The share of smartphones in the mobile market is more than 30 percent.

Numbering only 1.8 million in 2011, the number of mobile internet access subscribers had grown to 
4.3 million by 2014, with a penetration rate of about 46 percent.11 By 2013, one in three subscribers 
were connecting to the internet via a mobile device.12 More than 60 percent of Belarusian youth are 
reportedly using mobile internet. Nevertheless, only 6 percent of page views in Belarus are made via 
mobile phones or tablets.13

The state-run telecommunications conglomerate Beltelecom continued to expand the country’s 
international internet gateway capacity, which increased from 450 to 770 Gbps in 2014.14 As of May 
2015, Ookla’s Household Download Net Index ranked Belarus 52nd of 200 countries, with an average 
broadband download speed of 19.85 Mbps. The average broadband upload speed was 16.86 Mbps, 

3  Luke Richards, “Web trends in Belarus, Kazakhstan and Ukraine: stats,” Econsultancy (blog), October 15, 2014, http://bit.
ly/1LS8Xjl. 
4  Simon Kemp, “Social, Digital & Mobile in Europe in 2014,” we are social (blog), February 5, 2014, http://bit.ly/1eXK85j. 
5  e-belarus, “Five Years of Belarusian Internet Audience,” February 5, 2015, http://www.e-belarus.org/news/201502051.html.
6  National Statistical Committee, “Access of households to Internet from home computer,” 2007-2013,  http://bit.ly/1KdpwVK. 
7  Belarus News Belarusian Telegraph Agency (BelTA), “Information and communication technology infrastructure improving in 
Belarus,” September 30, 2014, http://bit.ly/1LS6r2K. 
8  e-belarus, “Belarus telecom subscriber base hits 4.5 mln in 2014,”February 21, 2015, http://bit.ly/1GhLVq3.  
9  e-belarus, “Belarus telecom subscriber base hits 4.5 mln in 2014,”February 21, 2015, http://bit.ly/1GhLVq3; Development.by, 

“ITU Ranks Belarus as IDI Leader in CIS Region,” November 27, 2014, http://bit.ly/1RMskQ3.   
10 e-belarus, “Belarus telecom subscriber base hits 4.5 mln in 2014.” 
11  e-belarus, “Belarus prioritizes innovation-driven development, information society,”April 4, 2014, http://bit.ly/1KdqkKq. 
12  Andrei Asfura, “Digital Growth Vitamins,” Economy of Belarus, No. 2, 2013, 24, http://bit.ly/1LS6Sdv. 
13  Gemius, Consumers go mobile in CEE: Mobile market overview, 2014, 6, http://bit.ly/1qWeJg7. 
14  e-belarus, “Belarus telecom subscriber base hits 4.5 mln in 2014.” 
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which ranked 26th on the index. The mobile download and upload speeds, 8.8 Mbps and 3.3 Mbps 
respectively, were less impressive, ranking 65rd and 71st, but improved over the previous year.15 Ac-
cording to Akamai, Belarus’ average internet connection speed was 4.1 Mbps in the fourth quarter 
of 2014, compared to 2.55 Mbps in 2013.16 In 2014, Beltelecom added 150,000 new Wi-Fi hotspots in 
Belarus. It now operates more than 300,000 throughout the country, of which 75,600 are in Minsk.17 

The cost of broadband access via DSL and cable is generally tied to volume, reflecting the pricing 
structure that Beltelecom uses when selling bandwidth to downstream ISPs. Volume surcharges do 
not create a barrier for most users. Currently prices for unlimited internet access from Beltelecom 
are approximately $5–$45 per month for individuals, depending on the speed. Commercial clients 
pay about five times more.18 While mobile phone and internet access prices in Belarusian rubles in-
creased several times in 2013-2014, the amounts remained roughly the same in dollars due to Belar-
us’ chronic inflation. Prices have not increased significantly since the beginning of 2014.  

Internet access has become more affordable in Belarus, and the country’s broadband value index 
has improved considerably. In June 2014, Belarusians were paying $6.49 per Mbps (47th of 65 coun-
tries). By June 2015, the price had dropped to $2.90 per Mbps, which was 27th in cost per Mbps but 
47th when taking into account GDP per capita.19 Mobile broadband is relatively cheaper than fixed 
broadband, which is still expensive for much of the population. However, both fall below the ITU’s 
affordability threshold of five percent of household expenditure. Prices do not generally constitute 
a barrier to ICT uptake.20 Nevertheless, the download speed in Belarus is lower than in neighboring 
countries and the cost of services is higher.

While Belarus has two official languages—Belarusian and Russian—the majority of citizens use 
Russian in daily life. In fact, Russian-language broadcast, print, and online outlets dominate Belarus’ 
media and information spheres. As a result, a particular feature of the Belarusian internet is its dom-
ination by portals, services, and social media sites based in neighboring Russia. Only two or three 
Belarusian sites are in the top 10 most popular internet sites in Belarus.21 Most Belarusian media 
consumers and internet users get their news and information in Russian from Russian sites. This sit-
uation has become more problematic since the Kremlin has ratcheted up its propaganda offensive 
in the wake of the Euromaidan protests and change of government in Ukraine, Russia’s seizure and 
annexation of Crimea, and the Kremlin’s support for the conflict in eastern Ukraine.22 Most internet 
software used in Belarus is in Russian, although some popular software is also available in Belarusian, 
often due to translation by local enthusiasts. 

15  Ookla, Net Global Index, May 2015, http://bit.ly/1VWR4uE. For current figures, see http://www.netindex.com/upload/2,80/
Belarus.
16  Akamai, “Average Connection Speed: Belarus,” map visualization, The State of the Internet Report, June 6, 2015, http://
akamai.me/1LiS6KD. 
17  e-belarus,  “Beltelecom internet base passed two million mark in 2014, paper says,” February 18, 2015, http://bit.
ly/1VWRqBr. 
18  Ibid.
19  Ookla, “Belarus,” Net Global  Index. 
20  Belarus ranked 6th in the Fixed-telephone sub-basket, 51st in the Mobile-cellular sub-basket, 48th in the Fixed-broadband 
sub-basket, and 26th in Mobile-broadband prices. See International Telecommunication Union, “ICT prices and the role of 
competition,” in the Measuring the Information Society Report 2014, http://bit.ly/1xrVMi8. 
21  Ryhor Astapenia, “How Russian Culture and Media Shape Belarusian Politics,” Belarus Digest, February 6, 2014, http://bit.
ly/1GhMQXg; Gemius, Online Landscape: Russian speaking markets, June 2014,6,  http://bit.ly/1RMtFX0. 
22  Artyom Shraibman, “Belarusian Authorities Unable to Resist Russian Propaganda,” Belarus Digest, June 26, 2014, http://bit.
ly/1VWRUrj. 
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Restrictions on Connectivity  

The Belarusian government has not imposed restrictions on ICT connectivity or access to particular 
social media or communication apps permanently or during specific events. However, the authorities 
possess this capability, since the backbone connection to the international internet is centralized and 
is owned by the government. 

Beltelecom and the National Center for Traffic Exchange, established by the government in 2011, 
remain the only entities permitted to handle connections with ISPs outside of Belarus. In 2012, the 
Center for Traffic Exchange replaced Beltelecom in providing access to the points of sharing nation-
al traffic (peering).23 The Ministry of Communications has issued 180 licenses for secondary ISPs, 
though only about a third of these are currently active in Belarus. The Beltelecom subsidiary Belpak 
remains the largest ISP; through it, Beltelecom controls 84 percent of the Belarusian internet mar-
ket.24 While the government does not limit the amount of bandwidth that access providers can sup-
ply, all ISPs depend on the facilities of the state-owned Beltelecom, which allows the authorities to 
control access speeds for the entire country.

Two decades after its launch in 1994, the Belarusian domain zone (.by, often called the “BYnet”), has 
more than 116,000 registered domain names. By early 2014, it was the fastest growing country do-
main zone in Europe.25 According to legislation passed in 2010, all legal entities operating in the “.by” 
domain must use Belarusian hosting services, though it is not clear how widely this regulation is 
enforced.

ICT Market 

By mid-2015, there were 64 internet service providers (ISPs) in the country.26 However, the number of 
licensed providers has progressively declined since 2010.27 The largest selection and best quality of 
internet access is available in Minsk, where some 38 companies offer access through ADSL, ethernet, 
cable TV, and mobile networks; smaller cities have fewer options.28 However, all commercial provid-
ers must purchase internet access from Beltelecom, the state-owned telecommunications company. 
In this way, the government maintains control over the telecommunications market. In 2014 the gov-
ernment announced that the National Traffic Exchange Centre (NCOT) would also begin selling inter-
net access to other providers; however, to date the NCOT has kept its prices in line with Beltelecom’s, 
effectively allowing Beltelecom to maintain its dominance over the market.29

Despite inflation and devaluation, prices for internet access in Belarus have remained stable. One 
possible reason for this price stability is Beltelecom’s alleged practice of flooding the market with 

23  “National Center for Traffic Exchange replaced Beltelecom in providing peering services,” [in Russian], TechOnliner, April 3, 
2012, http://bit.ly/1GKgTlA. 
24  “Will you be telling me about dialogue?!” Belarusian Association of Journalists (BAJ) , February 15, 2013, http://baj.by/
en/node/19566; OpenNet Initiative, “Belarus,” November 18, 2010, http://bit.ly/1Le1nCt; Henry Lancaster, Belarus – Telecoms, 
Mobile, Broadband and Digital Media- Statistics and Analyses, BuddeComm, October 8, 2015, http://bit.ly/1MIc3LS. 
25  BelTA, “Belarusian Internet domain zone growth fastest in Europe,” May 5, 2014, http://bit.ly/1LxF7oH. 
26  See Providers, accessed June 24, 2015, http://providers.by/by-providers. 
27  Mikhail Doroshevich and Marina Sokolova, “Internet: Infrastructure, users, regulation”, http://e-belarus.org/article/
yearbook2014.html
28  See Providers, “in all cities of Belarus,”  http://providers.by/by-providers/?by_cities.
29  Vladimir Volkov, “Belarus on the Brink of Dumping War,” Digital Report, October 16, 2014, http://digital.report/belarus-
brink-dumping-war. 
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underpriced packages. The national operator has expanded its range of promotional deals, which 
lower prices for internet access by 50 percent for the general population. Experts speculate that 
Beltelecom is trying to eliminate competition from private operators.30 

Regulatory Bodies 

There is no independent regulator overseeing ICTs in Belarus. There is strong state regulation and in-
volvement in the telecommunications and media market. The Ministry of Communications founded 
Beltelecom in 1995 and continues to regulate the company, undermining regulatory independence. 
In addition, the Presidential Administration’s Operations and Analysis Center (OAC), which was ini-
tially a subdivision of the State Security Committee (KGB), has the authority to oversee ISPs, conduct 
online surveillance, and manage Belarus’ top-level domain (.by).31 Other governmental bodies with 
authority over this sector include the State Telecommunications Inspectorate, the State Control Com-
mittee, the KGB, and the Prosecutor General’s Office. 

Last year, President Lukashenka instituted personnel changes regarding who oversees the internet. 
In June 2014, Minister of Information Aleh Pralyaskowski was dismissed. One independent analyst 
surmised that the decision was made because of his inability to reign in the independent online 
media and to counter it by improving the state-run online media.32 In July 2014, Aliaksandr Bazanaw, 
the former director of the Presidential Administration’s Information and Analytical Center, became 
deputy director of state-run Beltelecom. Bazanaw, who formerly headed the Information and Public 
Relations Center of the KGB, is now in charge of cooperation with government agencies.

Limits on Content

The Lukashenka government has been sporadically blocking websites since the 2001 presidential elec-
tion. In 2014-2015, the government resorted to more blocking in an attempt to limit the spillover from 
the events in neighboring Ukraine and a worsening economic situation at home. New amendments 
to the 2008 Media Law, which came into effect on January 1, 2015, and other new acts, expanded the 
state’s powers to block websites whose content threatens national interests and to hold the owners of 
media sites accountable for “illegal” content, such as extremist information. Additionally, the conflict 
between Russia and Ukraine has resulted in an increase in Russian propaganda and manipulation of 
content in the online sphere of Belarus and neighboring countries.

Blocking and Filtering 

In 2014-2015, the Belarusian government passed amendments to the media law and other acts 
that expanded its powers to block websites deemed to be harmful to the state. As a result of these 
amendments, and in response to a worsening economic and international situation, website block-
ing increased during the past year. YouTube, Facebook, Twitter and international blog-hosting ser-
vices remained freely available, however.

30  Ibid. 
31  “Instructions on the order domain names registration in the space of the hierarchical names of the national segment of the 
Internet network” at CCTLD, “The rules of organizing auctions,” http://bit.ly/1OIxfBI.  
32  Tanya Korovenkova, “Information minister’s dismissal holds little promise for media,” BelaPAN, June 6, 2014, http://
en.belapan.com/archive/2014/06/06/en_706350_706351.
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On December 19, 2014, in the midst of an economic crisis, the Belarusian authorities announced a 
series of amendments to the 2008 Media Law that allow the Ministry of Information to treat online 
media in the same way it treats traditional media. The new amendments allow the Ministry to issue 
warnings, suspend, and file closure suits against online outlets. The Ministry can block access to on-
line sites if two warnings have been issued within twelve months, and the scope for reasons to issue 
warnings has been expanded. The Ministry can order sites blocked without a warning for posts it 
deems illegal.33 According to the bill, the owners of online resources are responsible for illegal con-
tent posted, including material considered to be extremist information or “other information that 
can harm national interests.” Additionally, online reports disputed by any person must be removed 
the next day and a refutation must be posted in its place. Online broadcast media are required to 
notify the Ministry at least two days in advance of plans to add or remove a show from their pro-
gramming. This requirement can potentially be used to censor or block sensitive programs. Limits on 
foreign ownership of news outlets in Belarus, including online media, were tightened, from 30 to 20 
percent.

In addition to their inherently restrictive nature, the amendments include a number of particularly 
problematic elements.34 They expanded the types of information considered to be illegal by adding 
the phrase, “information, the distribution of which can harm national interests of the Republic of 
Belarus.” This phrase and other provisions are vaguely formulated, subject to broad interpretation, 
and can be used by officials to stifle critical media. Additionally, hosts can now be held accountable 
for all comments posted on their websites.35 Whereas it was up to the courts to decide what internet 
posts were illegal, the amendments now empower officials to do so. There is no process for appeal. 
Minister Ananich made it clear that the amended law applied to all media websites accessible in Be-
larus, even foreign sites and those based abroad.36  

The process of enacting the amendments was also flawed. The bill was not officially published for 
public discussion, and independent media experts were not consulted. The government rushed the 
amendments through parliament; both chambers approved the bill on December 17 and 19. It was 
only on December 19 that the bill appeared on the government’s legal website, Pravo.by. It was 
signed into law by President Lukashenka the next day. The amendments took effect on January 1, 
2015. The amendments are seen by the OSCE Representative on Freedom of the Media and other 
media rights experts to pose a major threat to free speech.37 

Belarus’ economy is tightly linked to that of neighboring Russia, and when Western sanctions and 
declining oil prices led to a devaluation of the Russian ruble, causing Russia’s economy to head into 

33  The updated subparagraph 1.3 of Article 38 specifies information illegal for distribution and reads the following, 
“information aimed at the propaganda of war, extremist activity or containing calls for such activity, pornography, violence and 
cruelty, as well as other information, the distribution of which can harm national interests of the Republic of Belarus or banned 
by this Law, and other legislative acts of the Republic of Belarus.”
34  For a critical analysis of the amendments, see Andrei Bastunets, “ANALYSIS of Amendments to Media Law,” BAJ, January 22, 
2015, http://bit.ly/1Le32bb.  
35  Anastasiya Salanovich, “Minister warns of crackdown on websites for “incorrect” comments on message boards,” BelaPAN, 
January 19, 2015, http://bit.ly/1Rf2y68. 
36  Alyaksey Areshka, “Restrictive measures can be equally applied to all news sites accessible in Belarus, information minister 
says,” BelaPAN, January 19, 2015, http://bit.ly/1Rf2y68. 
37  Organization for Security and Co-Operation in Europe (OSCE), “New regulation and recent blockings threaten free speech 
on Internet in Belarus, says OSCE Representative,” press release,  December 22, 2014, http://bit.ly/1QAuUb4; Committee to 
Protect Journalists, “Belarus adopts restrictive media law amendments, blocks websites,” December 23, 2014, https://cpj.org/
x/5e76; Reporters Without Borders, December, “Belarusian authorities impose alarming Internet controls,” May 19, 2015, http://
bit.ly/1G9BWmW; Official version of amendments at: “Amendments to the Law on Media,” [in Russian] December 21, 2014, 
http://bit.ly/1QAvqFT. 
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a recession, Belarus’ economy followed suit. As Belarusians began losing confidence in their cur-
rency in late 2014, the Belarusian government responded to the crisis by blaming the independent 
media. Three days after the amendments to the Media Law were passed, Minister of Information Lil-
iya Ananich summoned representatives of non-state and state media to warn them against “inciting 
panic” regarding a currency collapse. She suggested that all media outlets should work for the good 
of the country, warning that if they did not, they could be closed down.38  

To make its point and preempt public unrest, the government moved to block two types of websites 
on December 19-20. The Ministry of Trade blocked and ordered the closure of the e-commerce and 
news platform Onliner.by, the country’s largest online shopping portal and one of its top 10 most 
popular websites with over 350,000 daily visitors. Simultaneously, the Ministry blocked and legally 
suspended the operation of 13 other online stores.39 Four more were shut down on December 22. 
By the end of 2014, some 30 e-commerce shops had been blocked and ceased operations. The 
sites were accused of violating online trade and consumer protection laws and regulations. With 
the rapid devaluation of the currency, Onliner.by and the other sites had been listing prices in U.S. 
dollars, rather than in Belarusian rubles, and were not abiding by government-set price controls. The 
authorities viewed them as stoking economic panic. As one official explained, the internet stores had 
greatly contributed to the “galloping jump in prices.”40 One internet expert compared the closure of 
Onliner.by and other internet stores to “dropping a nuclear bomb on a single house,” adding that the 
Ministry of Trade had assumed the functions of an economic and political censor.41 

To further limit the spread of non-state information about the financial crisis, the government also 
blocked the leading independent news and information websites Charter97.org, Gazetaby.com, Be-
laruspartisan.org, UDF.by, 21.by, Zautra.by, Belapan.by and Naviny.by on December 19-20. The block-
ing continued for at least a week. Several websites were able to circumvent the blocking by chang-
ing their IP addresses. In some cases, the new IP addresses were also repeatedly blocked. After a 
couple of weeks, the large-scale blocking ended as unexpectedly as it began. However, in late March 
2015, some providers again began blocking some of these sites.42

Following a forced 23 percent devaluation, the currency crisis abated in early January 2015. As a 
result of informal negotiations, written appeals, and meetings with state officials, the news section 
of Onliner.by was restored in the Belarusian domain zone on January 6. One week later, its shopping 
services were also reactivated, although without information regarding vendors and prices. By March 
2015, the e-commerce site had resumed full operations.     

On the first day of the blocking of the news sites, Beltelecom issued a statement explaining that the 
difficulties in accessing some websites in the national segment of the internet were due to alleged 
DDoS attacks on its data center.43 However, it became clear that the blocking was taking place at 

38  Iryna Lewshyna, “Information Minister Ananich warns non-state media outlets against inciting panic,” BelaPAN, December 
21, 2014,http://bit.ly/1Rf3t6F; Ina Studzinskaya, “A meeting with the participation of the editors of the independent mass media 
took place at the Ministry of Information,” [in Russian], Svaboda, December 20, 2014, http://bit.ly/1OIAYz6. 
39  AFP, “Belarus blocks online sites and closes shops to stem currency panic,” The Guardian, December 21, 2014, http://bit.
ly/1x16X3T. 
40  “The Operations and Analysis Center closes the site Onliner.by” [in Russian], Salidarnast, December 20, 2014, http://bit.
ly/1OyNjHu. 
41  Ihar Karnej, “‘Clearing’ internet-shops: Nuclear bomb dropped on a single house,” [in Russian] Svaboda, January 10, 2015, 
http://bit.ly/1MtRQVI. 
42  BAJ, “Some Providers Totally Block Charter97, Belaruspartisan and Viasna,” March 27, 2015, http://bit.ly/1LSbal1. 
43  Beltelecom, “Due to the DDOS attack on Beltelecom equipment there may be difficulties accessing a number of 
informational resources in the national segment of the Internet” [in Russian] December 19, 2014, http://bit.ly/1RMx9J5. 
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the level of the backbone provider, since these sites could still be accessed through circumvention 
tools.44 Owners of the blocked news sites filed requests to Beltelecom and other state agencies seek-
ing explanations, but none admitted responsibility. In its reply to the Belarusian Association of Jour-
nalists, the OAC claimed that it took no measures to restrict access to the websites. ISPs reported de-
tecting no malfunctions of communications equipment, the national internet exchange point, or the 
international switching center. They also blamed the sites’ inaccessibility on a massive cyberattack. 
The Interior Ministry’s Cyber Crime Prevention Department reported that it had stopped investigat-
ing the incident because it posed no “public threat” and possessed no “elements of a civil or criminal 
offense.” The Prosecutor General’s Office denied any involvement in the blocking.45 

According to a leading IT security expert who requested anonymity, the OAC initiated the blocking. 
The expert speculated that the order to implementers was of a general nature, without specific or 
detailed instructions, so the blocking appeared haphazard and the authorities could deny involve-
ment. As in the past, basic techniques such as IP filtering and disabling DNS records were employed. 
It appears that the authorities do not perform regular or automated monitoring of the accessibility 
of banned websites, and it generally takes several hours for a new IP address to be blocked. To date, 
no documented instances of deep-pocket inspection (DPI) filtering have been recorded. However, 
the Belarusian government is reported to have purchased the equipment and software for DPI, but 
has yet to use it. 

The Belarusian Association of Journalists issued a “Statement on the Massive Blocking of Websites,” 
decrying the blocking and declaring that the Belarusian authorities had de facto imposed a “state 
of emergency” on information in the country. It pointed out that the blocking had no legal grounds 
and contravened the country’s international obligations.46 On December 22, the OSCE Representa-
tive on Freedom of the Media criticized the blocking and stated that the amendments to the Media 
Law posed a significant threat to freedom of expression.47   

After passing new legislation to further control online activities, the government moved to block ad-
ditional websites. In January 2015, the Ministry of Information “restricted access” to two unidentified 
websites, allegedly over content that included obscene language which could harm Belarus’ national 
interests by threatening “society’s spiritual and moral potential.”48 By May, an official at the Ministry 
of Information indicated that access to 18 websites was being limited; these sites were allegedly of-
fering drugs, displaying pornography, and using taboo words. The official claimed that the blocking 
is “in line with European traditions.”49

On February 25, 2015, the Presidential Administration’s OAC and Ministry of Communications is-
sued a joint directive, Ruling No. 6/8, establishing more onerous mechanisms and procedures for 

44  Salidarnast, “Access to the site Salidarnast blocked in Belarus,” [in Russian] BAJ, December 19, 2014, http://old.baj.by/be/
node/27250.
45  Aliaksandr Yanusik and Tanya Korovenkova, ”Authorities adopt new censorship tools in run-up to presidential race,” 
BelaPAN, February 5, 2015, http://bit.ly/1jHuYe0. 
46  BAJ, “Statement on the Massive Blocking of Websites,” December 22, 2014, http://bit.ly/1VWhO9n. The blocking was 
considered illegal because the December 2014 amendments to the Media Law that related to blocking did not come into force 
until January 1, 2015. 
47  OSCE, “New regulation and recent blockings threaten free speech on Internet in Belarus, says OSCE Representative.” 
48  Tanya Korovenkova, “Authorities “restrict access” to two unnamed websites over obscene language,” BelaPAN, January 22, 
2015, http://bit.ly/1VWi48h. 
49  Yury Byabeshka, deputy chairman of the legal and cadres work department of the Ministry of Information, quoted 
in “Proposal to liquidate Information Ministry of Belarus heard in Riga,” Charter97, May 20, 2015, http://charter97.org/en/
news/2015/5/20/152310.
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restricting access to websites the government considers harmful.50 According to the directive, which 
went into force immediately, websites will be blocked if they contain information about illegal drug 
trafficking or other information that may not be distributed. Websites may also be blocked if their 
owners fail to correct violations of the Media Law as required by the authorities. The directive allows 
not only state agencies but also any individual to propose blocking specific websites.

The directive also included some new restrictive elements. It permits blocking access to Tor, proxy 
servers and anonymizers that allow people to access banned websites without being identified.51  
Internet users typically use anonymizers to circumvent government censorship and reach online 
resources banned in Belarus, including opposition websites. While experts do not believe that the 
Belarusian government will be able to completely block access to blacklisted websites, the audiences 
of these sites are likely to be sharply reduced. 

In addition, the OAC is no longer certifying new anti-virus software. Belarusian legislation requires all 
anti-virus software to undergo a compulsory state certification. In 2014 and 2015, the OAC warned 
software distributors against selling uncertified software and suspended its sale. Until Belarusian dis-
tributors are able to sell licensed anti-virus software, computers and individuals are at greater risk of 
malicious activity.52

In addition to the amendments to the Media Law, several other directives and decrees impacting 
the online sphere were implemented during the coverage period. In August 2014, the Council of 
Ministers adopted Ruling No. 810, which established a National Expert Committee to Assess Infor-
mation Products for Extremist Materials. The Committee works under the Ministry of Information 
and will “defend public interests from destructive displays in the information sphere.” The committee 
will be able to request materials, including those from online sources, for examination. The ruling 
envisages a separate committee in each of the country’s regions. While the committees’ decisions 
can be disputed in court, independent experts note that their establishment transfers the evaluation 
of allegedly extremist materials from the judicial to the bureaucratic sphere. They are concerned that 
the committees will continue the state’s practice of applying the excessively broad interpretation of 

“extremism” and “extremist” material in existing legislation to political content.53 

On December 28, 2014, President Lukashenka signed Decree No. 6 “Concerning prompt measures 
to counteract illegal drug trade,” which, among other provisions, also allocated broader powers to 
the Ministry of Information and the Ministry of Internal Affairs to block internet sources and restrict 
users’ online activities. Finally, the Decree obliged all internet hosts to control and analyze all infor-
mation, messages, and comments posted on their websites, and operators must keep records of 
users’ online activity. This imposes liability for third-party comments on website owners and creates 
additional burdens for owners of online sources.54

50  ПОСТАНОВЛЕНИЕ ОПЕРАТИВНО-АНАЛИТИЧЕСКОГО ЦЕНТРА ПРИ ПРЕЗИДЕНТЕ РЕСПУБЛИКИ БЕЛАРУСЬ И 
МИНИСТЕРСТВА СВЯЗИ И ИНФОРМАТИЗАЦИИ РЕСПУБЛИКИ БЕЛАРУСЬ 19 февраля 2015 г. № 6/8, February 25, 2015, 
http://bit.ly/1VWX32N. 
51 ПОСТАНОВЛЕНИЕ ОПЕРАТИВНО-АНАЛИТИЧЕСКОГО ЦЕНТРА ПРИ ПРЕЗИДЕНТЕ РЕСПУБЛИКИ БЕЛАРУСЬ И 
МИНИСТЕРСТВА СВЯЗИ И ИНФОРМАТИЗАЦИИ РЕСПУБЛИКИ БЕЛАРУСЬ 19 февраля 2015 г. № 6/8, February 25, 2015, 
http://bit.ly/1VWX32N. 
52  Dr. English, “Policy dissonance: Open technoparks and TV networks vs. banned journalists and antiviruses,” Digital Report, 
February 28, 2015, http://bit.ly/1VWXl9N. 
53  BAJ, “Mass Media in Belarus E-Newsletter,” July-August 2014, 4, http://bit.ly/1jHxwZN; BAJ, “Mass Media Week in Belarus,” 
August 11-24, 2014, 2, http://bit.ly/1LxKkws; Original directive is at: ПОСТАНОВЛЕНИЕ СОВЕТА МИНИСТРОВ РЕСПУБЛИКИ 
БЕЛАРУСЬ 21 августа 2014 г. № 810, http://bit.ly/1LScLHI.  
54  Dr. English, “Belarus adopts anti-drug decree,” Digital Report, January 2, 2015, http://bit.ly/1KdB5MA; Vadzim Smok, 

“Lukashenka Smashes Drug Dealers and Users with a Tough Decree,” Belarus Digest, January 20, 2015, http://bit.ly/1OyPbjx. 
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In August 2014, the Russian government blacklisted a number of Ukrainian websites, which also be-
came unavailable in Belarus. Belarusians trying to visit those websites saw the following messages: 

“Access to the website is restricted under the legislation of the Russian Federation” and “The website 
may contain information prohibited for distribution on the territory of Russia.” The opposition move-
ment “For Freedom” appealed to Beltelecom and the Ministry of Information, asking them to explain 
why the decisions of the Russian authorities were being applied to Belarusian internet users, and 
urging them to take measures to restore access to the blacklisted sites.55 Shortly thereafter the web-
sites became accessible again in Belarus.

On August 14, 2014, Belarus’ most viewed opposition website, Charter97, which is based in War-
saw, Poland, was blocked for Belarusian users. The blocking was carried out through the gateway of 
Belpak (a part of Beltelecom), through which all internet providers connect. The site was accessible 
only via proxy services. Beltelecom refused to comment on the blocking. The site’s editor-in-chief 
stated that access to the site had been blocked at the request of the Russian authorities over the 
site’s pro-Kyiv coverage of the Ukraine crisis. One week earlier, Charter97 had been blacklisted by the 
main Russian operator, Rostelecom. Earlier in the summer, Rostelecom had briefly blocked Charter97, 
making the site also unavailable in Belarus. Beltelecom restored access to Charter97 in the afternoon 
of August 15.56

In May 2015, the Ministry of Information began warning websites, including a number of political 
and news sources, that they were allegedly violating the newly amended Media Law. Freeregion.info, 
Radio Racyja, Tuzin.fm (a music portal), the website of the opposition United Civic Party, and the cul-
tural website Kyky received letters indicating that their websites contain some unspecified “violations 
of the mass media legislation.”57

Under the newly-amended Media Law, a blacklist of websites is now maintained by the Telecom-
munications Ministry’s State Inspectorate for Electronic Communication, which makes changes to it 
based on instructions from the Ministry of Information. Only government agencies and ISPs have 
access to blacklisted sites, which is to be reviewed daily. Any government body can add to the black-
list by informing the Ministry of Information about sites that, in its opinion, violate the law. A website 
can be blocked by a provider after 24 hours, while it may take the Ministry of Information up to a 
month to restore access to it once all violations are corrected. The blacklist of restricted websites and 
procedures for adding websites to it remains unclear, non-transparent and closed to the public. Ex-
perts note that the government’s decisions are made arbitrarily, do not require judicial approval, and 
allow no course for appeal.58

Although different mechanisms of blocking were applied in 2014-2015, the restrictions on internet 
content were disproportional to the stated aims. If previously the authorities had blocked internet 
content only during high-level electoral campaigns or rare instances of political unrest, they now 

55  “For Freedom movement is protesting against the blocking of websites on the territory of Belarus by Russian state 
agencies,” [in Russian] Belarus News, August 12, 2014, http://pyx.by/bel/naviny/belarus/3693.
56  BelaPAN, “State telecommunications monopoly restores access to popular opposition news website,” Belarus News, August 
15, 2014, http://bit.ly/1LxKT9E; Natalia Radzina, “Blocking of “Charter’97” website is execution of Moscow’s order by Belarusian 
authorities,” Charter97, August 15, 2014, http://bit.ly/1MtUvyE. Since 2011, Charter97.org has been on a Belarusian government 
blacklist.
57  BAJ, “Information Ministry Targets Independent Websites,” May 15, 2015, http://old.baj.by/en/node/28691. 
58  Tanya Korovenkova, “Edict No. 60 less restrictive than feared, but authorities can tighten screws,” BelaPAN, July 1, 2013, 
http://bit.ly/1Le7Ddp. 
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seem ready to restrict the flow of information to cope with Belarus’ growing economic problems.59 
Many experts concluded that the December adoption of new internet censorship amendments and 
their almost immediate implementation were a “dress rehearsal” for the 2015 presidential election.60 

Decree No. 60, which came into effect in 2010, remains in force. Designed “to protect the interests of 
citizens, society and the state in the information sphere,” the decree introduced provisions by which 
ISPs are required to block access to restricted information, such as pornography and material incit-
ing violence. 

In 2010, the Ministry of Telecommunications and the Presidential Administration’s Operations and 
Analysis Center (OAC) issued a regulation establishing a blacklist of websites whose access should 
be blocked in state-run facilities and internet cafes.61 A February 2015 decree revised this blacklist. 
Two of the country’s most popular independent news websites, Charter97.org and Belaruspartisan.
org, as well as the website of the Viasna Human Rights Center, Spring96.org, which were on the old 
restricted list,62 continue to be blocked in state-run facilities. In practice, ISPs seem to be inconsis-
tent in blocking access to these sites; some have blocked access to blacklisted sites without any user 
requests, while others have ignored the blacklisting.63 ISPs block the blacklisted websites by web ad-
dress or in combination with IP filtering.64 

Content Removal 

To date, content removal has not been broadly used by Belarusian authorities. However, the Decem-
ber 2014 amendments to the Media Law now permit the Ministry of Information to demand the de-
letion of information the authorities deem illegal, such as information related to extremism or infor-
mation considered harmful to national interests.65 The amendments require the owners of websites 
to remove any online report disputed by any person and to post a refutation in its place. If the on-
line publishers do not comply, their websites can be blocked. Website owners are held liable for any 
illegal content posted on their site, and can also be punished for abusive or “incorrect” comments 
left on message boards.66 These official decisions are no longer made by courts but by executive 
bodies, with no dispute mechanism or right to appeal. Even before the new amendments came into 
force, online publishers threatened with the possibility of a claim of defamation or harm to reputa-

59  Vadzim Smok, “Will Belarus Increase Internet Censorship After December’s Financial Panic?” Belarus Digest, January 6, 
2015, http://bit.ly/1OIH8zd. This article also includes a brief history of internet censorship in Belarus. 
60  Sergey Kozlovsky, “The Dress Rehearsal for the Belarusian Crackdown,” Global Voices Advocacy, February 24, 2015, http://
bit.ly/1GhQS1O.  
61  “State Supervisory Body for Telecommunications Started Forming the “Black List”,” [in Russian] Electroname, July 9, 2010, 
http://bit.ly/1GhQXm8; State Supervisory Department for Telecommunication (BelGIE), “Restricted List,” [in Russian] http://
belgie.by/ru/lists_access.
62  Vyacheslaw Budkevich, “Government begins blocking access to opposition websites,” BelaPAN, April 11, 2011, http://
en.belapan.com/archive/2011/04/11/en_20240411.
63  Volha Prudnikova, “Authorities use both legal and illegal methods to control internet, expert says,” BelaPAN, June 24, 2011, 
http://bit.ly/1PmulEf. 
64  In December 2012, Index on Censorship conducted field research using a sample group of blacklisted sites to assess the 
scope of the filtering. The results indicated varying degrees of blocking. While the sites were available via internet cafes in 
Minsk and through Belarus’ mobile operators, some or all were blocked in places where the state had greater control over the 
internet connection, such as government buildings and universities. Andrei Aliaksandrau, “Belarus: Pulling the Plug,”(policy 
paper, Index on Censorship, January 2013) 12-13, http://bit.ly/1OyQKOx. 
65  “BelTA, Lozovik: Some websites are set up to flood Internet with negative information,” December 17, 2014, http://bit.
ly/1OIM0V6.  
66  Anastasiya Salanovich, “Minister warns of crackdown on websites for “incorrect” comments on message boards.”
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tion by state officials, individuals, or companies, often chose to remove controversial materials from 
their websites before a formal complaint was filed.  

The authorities have also used non-legal pressures, such as intimidation, to force the deletion of 
specific content. In September 2014, Dmitry Daynenko and his student friends uploaded a video to 
YouTube showing Dmitry taking the charity “ice bucket challenge,”67 and then challenging President 
Alexander Lukashenka to do the same. After the video appeared on the opposition website Char-
ter97, Daynenko was summoned by school officials and the police, who threatened to fine everyone 
involved unless they took the video down.68  

Several attempts to force the removal of Belarusian content from YouTube originated from Russia in 
connection with its recent incursions beyond its borders. In August 2014, YouTube blocked “Lobot-
omy,” a popular documentary about the 2008 Russia-Georgia war by the award-winning Belarusian 
director Yuri Khaschevatski, with over 400,000 views. The film was blocked on the director’s own 
YouTube account for an alleged “violation of author’s rights.” When Khaschevatski informed YouTube 
that the author’s rights actually belonged to him and requested access to his movie be restored, he 
was informed that the blocking request had been filed by the Russian TV studio Sut’ Vremeni (“The 
Essence of Time”) headed by Russian ultranationalist Sergei Kurginian. Kurginian had also filed a re-
quest to remove another video by the director, which was about Vladimir Putin.69  

Media, Diversity, and Content Manipulation  

Destabilizing developments in the region over the past year, including Russia’s propaganda cam-
paign regarding the conflict in Ukraine and Belarus’ economic crisis and 2015 presidential election, 
have had a significant effect on the online media landscape in the country. In 2014-2015, as the 
internet became an increasingly important source of information for millions of citizens, the author-
ities stepped up their efforts to influence and manipulate online content. The authorities also con-
tinue to use preferential subsidies to favor progovernment media outlets and accreditation require-
ments to punish freelance journalists and independent media outlets.

Through its selective use of oppressive laws and threats, the government actively promotes self-cen-
sorship, which has been a pervasive phenomenon for web-based media, especially state and 
commercial outlets. During 2014-2015, self-censorship by online journalists increased in response 
to greater government restriction and repression of independent media.70 In particular, the new 
amendments to the Media Law and related legislation have had a chilling effect on journalists and 
editors. According to the vice chair of the Belarusian Association of Journalists, “the authorities want 
to force mass media into self-censorship, all the time considering which materials they can or cannot 
publish.”71 For example, the news section of the popular portal Onliner.by has switched off the com-
ments function under selected articles that could generate controversial – and therefore dangerous 

67  “Ice bucket challenge by ‘fined’ for nomintating leader,” News from Elsewhere (blog), BBC, September 4, 2014, http://bbc.
in/1hIZTWa. 
68  “Ice bucket challenge by ‘fined’ for nomintating leader,” News from Elsewhere (blog), BBC, September 4, 2014, http://bbc.
in/1hIZTWa; “Trouble in Berezino by Challenging Lukashenko to the Ice Bucket Challenge,” [in Belarusian] Svaboda, March 9, 
2014, http://bit.ly/1NMtEE5. 
69  Charter97, “Yuri Khaschevatski’s film removed from YouTube,” [in Russian]  Salidarnast, August 8, 2014, http://bit.ly/1jHQi3i. 
70  For attacks and legal cases against journalists and media staff, see the monitoring of the Belarusian Association of 
Journalists for 2014 at http://baj.by/en/monitoring/3991. 
71  “The authorities want to force journalists into self-censorship – Bastunets,” [in Belarusian] Svaboda, February 15, 2015, 
http://bit.ly/1Pxbntx. 
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– comments.72 However, everyday Belarusian internet users still feel generally safe in expressing their 
opinions online, despite increased attacks on independent journalists and websites. 

Trolling, or the use of inflammatory, extraneous, or provocative messages, is one of the government’s 
less direct, but nonetheless effective methods of manipulating online content. Since the 2010-2011 
protests, the number of trolls and paid commentators has significantly increased on independent 
websites. Online obscenities and rudeness continue to be a challenge, often making discussions on 
forums more divisive.73 As more Belarusian internet users move to social networks, trolls have also 
migrated to popular online communities. 

While it is difficult to prove that trolls are being paid for their services, especially by the government, 
one can assume that there is some coordination behind their activities given the fact that they are 
constantly present on popular and influential internet forums and social networks, immediately re-
act to new developments, and frequently work in teams.74 In the summer of 2014, local authorities 
and the Ministry of Internal Affairs refused to take up a complaint by Valery Karankevich, who had 
petitioned the police in the Mahilou region to identify and investigate a troll who had insulted and 
libeled him on the website Voskresinfo. In fact, Karankevich, an opposition politician who had been 
detained previously for political reasons, was himself questioned regarding the contents of the inde-
pendent site.75 

In the wake of its invasion of Ukraine and campaign of intimidation in the region, Russia has been 
waging an “information war” in the so-called “Russian World,” of which Belarus is considered a part. 
As a result, the Kremlin has stepped up its efforts to influence media content in Belarus. Russian 
propaganda and misinformation have particularly pernicious effects in Belarus because the Russian 
language dominates the country’s media landscape, and the most popular websites in Belarus are 
based in Russia. As a result, Belarusians are heavily influenced by Russian media content.76 

Following a similar script employed in Ukraine, Russian nationalist online publications and bloggers 
have aggressively targeted Belarus over the past year. They have denounced the right of Belaru-
sians to have an independent state, criticized the existence of the Belarusian language and culture, 
demonized the Belarusian democratic opposition and even attacked Lukashenka for his alleged 
pro-Western leanings and “disloyalty” regarding Ukraine.77 Russian trolls have also become more 
active on Belarusian websites and social media pages, and purportedly outnumber Belarusian trolls. 
The trolls not only attack prodemocratic online forums but seek to influence viewers and manipulate 
content on Russian-Belarusian issues for partisan purposes.78 

72  For example, this article “Lukashenko: Decree No. 3 will correct the situation,” Onliner, April 18, 2015, http://bit.ly/1X9ppnD, 
about Lukashenka’s controversial degree fining so-called “parasites” who do not work, was read more than 52,000 times but 
evidently has no comments. Upon registering, however, readers trying to comment on the article will find the notification that 

“Comments to this post are not allowed.” For other articles on the same site, comments are allowed and regularly number in the 
hundreds. 
73  Volha Prudnikava, “Bynet: rudeness is an issue,” BelaPAN, August 8, 2012, http://bit.ly/1X9BQQ5. 
74  “Yuri Zisser: Popularity of the opposition websites grows thanks to censorship,” [in Russian] Eurobelarus, October 10, 2013, 
http://bit.ly/1kakUei. 
75  BAJ, “Media Week in Belarus,” June 9-22, 2014, http://bit.ly/1LSktBy. 
76  Ryhor Astapenia, “How Russian Culture And Media Shape Belarusian Politics.”  
77  Alexander Cajcyc, “Russian Media Attack Belarus: A Warning For Minsk?” Belarus Digest, January 2, 2014, http://bit.
ly/1Mu1TKl. 
78  “KGB hires trolls urgently?” Charter97, April 11, 2012, http://bit.ly/1LSsgJn; “Troll from Olgino: They would mock 
Lukashenka as hard as possible,” Charter97, September 9, 2014, http://bit.ly/1jsJbfm; “Yuri Zisser: Popularity of the opposition 
websites grows thanks to censorship,” [in Russian] Eurobelarus, October 10, 2013, http://bit.ly/1kakUei. 
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In addition to manipulating content online, the government is also increasingly using administrative 
laws to restrict non-state journalists’ ability to work, including stringent requirements for accredi-
tation.79 Journalists, including those publishing online, are not allowed to work professionally if not 
accredited by the state.80 Reporters working for media abroad are required to be accredited with 
the Ministry of Foreign Affairs. However, Western outlets find it difficult to obtain government per-
mission to operate in Belarus, and it remains almost impossible for Belarusians to obtain a permit to 
work for a foreign media outlet. For example, in January 2015, the Ministry of Foreign Affairs reject-
ed journalist Victor Parfenenko’s appeal for accreditation for the eighth time.81 In practice, Belarus’ 
Media Law makes it impossible for freelancers to work legally in the country. Many freelance journal-
ists have been harassed and prosecuted by the authorities under the charge of not having appropri-
ate accreditation (see Violations of User Rights). 

While Belarus’ 2009 Law on Information, Informatization and Protection of Information guarantees 
access to, and the distribution of, information of interest to the public, the government routinely re-
stricts information from independent journalists and the media, including online websites. Some 60 
state bodies can classify their information as secret, state officials cannot speak with journalists with-
out the approval of their bosses, and media can only gain information from official press services or 
state ideological departments.82

The government controls all broadcast media and more than 600 newspapers and information web-
sites. It continues to influence and determine online content through significant financial support to 
progovernment media outlets, despite worsening economic woes. For example, in December 2014, 
as the Belarusian ruble was losing almost 30 percent of its value, the government issued a directive 
providing financial support for 26 government-controlled newspapers and magazines, and presum-
ably their websites.83 In May 2015, the government launched a new website, Belsmi, to promote 
the state-controlled local media and create a more favorable image of the country. Experts have 
criticized the site for its one-sided content.84 While the total amount of funding provided to progov-
ernment online media is unknown, the 2015 state budget allocated EUR 60 million (US$73 million) 
– an increase of approximately EUR 8 million over 2014 – to support all state-run mass media. These 
funds are used to “collect, prepare and disseminate state orders on official information.”85 The state 
also provides preferential advertising (70 percent of the economy is composed of state-run compa-
nies) and subsidizes rent and other operating costs. 

In contrast, non-state media receive no government subsidies and suffer from a constant lack of 
funding. The government employs direct and indirect economic pressure to limit financial support 
for free media, including independent online media outlets, making it nearly impossible for these 

79  The Law on Mass Media envisages an authorization-based procedure of accreditation. Moreover, it does not allow the 
possibility to appeal against a refusal of accreditation. A journalist is forbidden to carry out professional activities, if he or she is 
not accredited. BAJ,“Comments on Suggestions to Media Law,” January 24, 2013, http://old.baj.by/en/node/19255. 
80  BAJ, “Comments on Suggestions to Media Law,” January 24, 2013, http://old.baj.by/en/node/19255. 
81  BAJ, “Minsk City Court rejected a journalist the right to complain to the Ministry of Foreign Affairs,” [in Belarusian] January 
19, 2015, http://old.baj.by/be/node/27523.  
82  IREX, “Belarus,” in Europe & Eurasia Media Sustainability Index 2013, 182,  http://bit.ly/1LoPZlh; IREX, “Belarus,” in Europe & 
Eurasia Media Sustainability Index 2015, http://bit.ly/1NgcjA5. 
83  Maryna Nosava, “Government to financially support 26 print media outlets in 2015,” BelaPAN, December 23, 2014, http://
bit.ly/1QAXNng. 
84  Aliaksandr Klaskowski, “Authorities launch official media site, keep independent media under thumb,” BelaPAN, May 7, 
2015, http://bit.ly/1OJe6j2. 
85  BAJ, “Mass Media Week in Belarus,” December 12-22, 2013, http://bit.ly/1RfkAoI; BAJ, “Figures of the year,” January 3, 2015, 
http://baj.by/en/analytics/figures-year. 
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sites to be profitable. Additionally, restrictive amendments to the Law on Public Associations and 
the Criminal Code that were passed secretly in 2011 made it a criminal offense for NGOs to receive 
foreign funding. Since most non-state online outlets are run as NGOs, the amendments pose a di-
rect threat to the viability of Belarusian independent media.86 Additionally, many independent online 
newspapers suffer from the negative financial impact of their print versions being repressed and 
economically discriminated against.87 

Forced to operate in semi-underground conditions and facing constant pressure from the state, in-
dependent online media and opposition websites are unable to monetize their growing audiences 
and popularity. Most independent news websites are at an economic disadvantage because state 
and private companies are afraid to advertise on them. There is an unwritten rule advising state 
agencies and companies not to advertise in the independent media, including internet outlets. In 
some cases, the pressure is more obvious. In February 2014, for example, the founder of the website 
Orshatut reported that the KGB had warned a businessman that the site was “not quite the right one” 
and, to avoid trouble, he should remove his advertising.88 There have also been cases when foreign 
companies, especially those cooperating with state agencies, have avoided placing ads on indepen-
dent websites due to political concerns. As a result, even the most popular independent or opposi-
tion online outlets generate little or no advertising revenue. 

In January 2015, the government introduced a compulsory registration fee ($8) for websites, infor-
mation systems, and networks in the national internet domain. Additionally, website owners must 
inform their service providers of any registration information or website status changes within five 
days or pay additional fees. This requirement introduces additional financial burdens for website 
owners and hosting providers. Major hosting providers expressed their discontent with new fees and 
claimed that the fees are unreasonable and contradict regional practice.89

These challenges are compounded by Belarus’ worsening economic problems. After anemic growth 
through most of 2014, structural weaknesses, aggravated by Russia’s economic crisis, led to rising 
inflation, devaluation, debt, and unemployment. Belarus is experiencing a recession in 2015. All of 
these challenges are placing additional economic pressure on non-state media. In January 2015, Be-
larus’ oldest and once-popular web portal, Open.by, closed down due to economic reasons.90 

Over the past year, greater numbers of Belarusians viewed independent news and information on-
line because they found it to be a credible alternative to the government’s version of developments 
in the country and abroad. The vast majority of the top 50 news and information websites in the 
country continue to be either independent or opposition run.91 Despite two decades of autocratic 
government, and one of Europe’s most challenging media landscapes, Belarus continues to have a 
vibrant and diverse online presence. However, in the wake of Russia’s invasion of Ukraine and the 

86  See: Human Rights Watch, “Belarus: Open Joint NGO Letter to the Parliament of Belarus,” October 20, 2011, http://bit.
ly/1KdT1H4. 
87  For details regarding the government’s economic leverage over the independent print media, see Andrei Aliaksandrau 
and Andrei Bastunets, “Belarus: Time for media reform,”(policy paper, Index on Censorship, February 2014) 6-8,  http://bit.
ly/1i9mvPA. 
88  Tatsiana Reviaka, Situation of Human Rights in Belarus in 2014, Viasna Human Rights Center, Minsk, 2015, 49, http://bit.
ly/1OIYgF8. 
89  Dr. English, “Digital Report Weekly, January 16th, 2015, «Patriotic» and restricted Internet sweeping the region,” Digital 
Report, January 16, 2015, http://bit.ly/1kapF7s. For instance, there are no such fees in Russia or Ukraine.
90  It was launched in 1999. Alyaksey Areshka, “Belarus’ oldest web portal to close down on January 1,” BelaPAN, December 22, 
2014, http://en.belapan.by/archive/2014/12/22/en_22121717b.
91  Akavita internet ranking site, accessed June 7, 2015, http://bit.ly/1LoRJe0. 
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Kremlin’s “information war,” more citizens expressed trust in state-run media than in independent 
media in 2014, a dramatic change from the year before. By March 2015, however, the level of public 
trust to both had become approximately equal.92 

In 2014, social networks and blogs grew as important sources of independent information in Belarus, 
driven by a desire for objective information regarding Belarus’ economic problems and the conflict 
in neighboring Ukraine. Surveys conducted in 2014 indicated that approximately one quarter of re-
spondents had garnered information about developments in Ukraine from social media sites.93 The 
Russian site VKontakte remains the most popular social network service; as of January 2015, it had 
2.5 million real users per week and was among the top 3 most accessed sites in the country.94 By 
August 2014, the Russian social network Odnoklassniki had more than 1.3 million real users each 
month.95 The total number of Facebook users in Belarus ranged from 640,000 to 900,000 as of March 
2015.96 

Comparative analysis of the media communities on popular social networks demonstrate that infor-
mation posted and shared by independent media is much more in demand than content published 
by state media. Links from the social network accounts of independent media are actively clicked, 
shared and discussed by users, while the social network accounts of the state media are lifeless, with 
almost no comments or cross-posted links, indicating that they cannot compete with their indepen-
dent counterparts.97 Progovernment websites have few readers, and state officials do not use social 
networks.98 

Belarus has a vibrant blogosphere. Government restrictions on traditional media have pushed in-
dependent-minded commentators to launch their own blogs. The most popular blogging platform 
is LiveJournal. By 2011, Belarusians comprised one of the largest groups on LiveJournal, with over 
600,000 users. For Belarusian intellectuals writing in Belarusian and Russian, LiveJournal serves as an 
alternative media tool for uncensored texts and discussions on social, political and economic issues. 
The most popular Belarus blogs have over 10,000 followers,99  which is more than the circulation of 
many independent newspapers. In the past few years, however, LiveJournal has declined in popular-
ity as more commentators have migrated to Facebook and other social networks. Of particular inter-
est in the past year were blogs posted by Belarusians reporting on developments in Ukraine,100 and 
the case against the “fence blogger” in Brest.101 

92  Belarusian Analytical Workroom, May, November and December 2014 polls, Andrei Vardomatski, “Hopes are fading, yet 
happiness remains,” Belarusian Analaytical Workroom, February 9, 2015, http://bit.ly/1MI1mJt; Independent Institute of Socio-
Economic and Political Studies, “Graph 1, Dynamics of trust ratings of mass media and opposition parties,” December 2013-
2014 and March 2015 polls, http://bit.ly/1KdUOff. 
93  From May, November and December 2014 surveys on “From what sources do you receive news about Ukraine?”, 
Belarusian Analytical Workroom, http://www.belaw.eu/?lang=en. 
94  Gemius, “Rankings Summary,” accessed June 7, 2015, http://bit.ly/1OJ03tE. 
95   Gemius, “Top 10 Sites,” accessed on March 22, 2015, http://www.audience.by. Since being accessed in March, Gemius has 
changed its website and these figures are no longer available. 
96  Gemius, Online Landscape: Russian speaking markets, accessed March 22, 2015.
97  BAJ, “Independent media in Belarus: Achievements, challenges and perspectives,” November 23, 2013.  
98  Artyom Shraibman, “Authorities control but do not gag Internet,” BelaPAN, February 8, 2013, http://bit.ly/1Rfn3Qd; Pauliuk 
Bykouski, “Government Websites a Decade Behind,” [in Belarusian] Tut i Ciaper, January 21, 2013, http://bit.ly/1GhWbP2. 
99  The First Rating of Belarusian Blogs, accessed March 23, 2015 http://ratings.by/?sort=readers; LiveJournal, “User ratings,” 
http://bit.ly/1PmKJEJ. 
100  See Budzimir (Dmitri Halko) at http://budimir.livejournal.com; and http://echo.msk.ru/blog/budimir. For an interview with 
Halko, see Giacomo Manca, “The Blogosphere: A peephole to freedom under Minsk’s sky,” New Eastern Europe, January 28, 
2014, http://bit.ly/1G9PAGG. 
101  Mikhail Lukashevich has been posting political statements on his fence for a decade. In December 2014, the authorities 
began an investigation into statements on the “political blog” that allegedly defamed President Lukashenka. In March 2014, 
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The primary role being played by independent activist websites and social media pages in Belarus is 
offering an alternative to the state’s propaganda and misinformation. In terms of accountability, the 
major players are websites such as those of the Belarusian Association of Journalists and Viasna Hu-
man Rights Center, which seek to hold Belarus to its domestic and international human rights obli-
gations. The country’s recurring economic crises have stimulated more online initiatives designed to 
foster greater economic transparency and accountability. The most popular of these is the Koshtura-
da (“Price of the State”) website, which monitors budgetary expenditures.  

Because of the repressive nature of the Belarusian government, many political, civic and media ac-
tivists have chosen or been forced to emigrate over the last two decades. As a result, a number of 
Belarus’ most popular and influential websites are based outside of the country, in Poland (Charter97, 
Euroradio.fm), Russia and Ukraine (Belaruspartisan), and the Czech Republic (Svaboda). Nevertheless, 
the vast majority of these websites’ viewers are based in Belarus.

In addition, some websites with content related to the LGBT community have been targeted by the 
government, decreasing the diversity of content available online. Gaybelarus.by, the online human 
rights project conducted by Belarusian LGBTI groups, has been blocked in Belarus, including from 
private computers and mobile phones, since June 2013. During most of the last year, web browsers 
indicated that they could not connect to the site when accessed from Belarus. As of June 2015, how-
ever, the webpage was accessible again at Gaybelarus.org. 

Digital Activism 

Digital activism increased over the past year. Online petitioning has become one of the most popular 
forms of activism in Belarus. Starting an e-petition is often the first step in raising public awareness 
about an issue and acts as a catalyst for launching a civic campaign. The day after the authorities 
shut down the popular portal Onliner.by, a petition demanding its restoration was filed on Change.
org and generated over 20,000 signatures in less than 48 hours. More than 8,000 people signed 
an e-petition against the deportation of Elena Tonkacheva, one of Belarus’ leading human rights 
defenders and the director of Lawtrend – Center for Legal Transformation, which, among other ac-
tivities, monitors and publishes reports on internet freedom in Belarus.102 As the deportation case 
unfolded, the Center was finalizing the results of its annual research, which showed that government 
websites were failing to meet the requirements of Belarusian legislation.103 Despite an intensive on-
line and offline solidarity campaign, Tonkacheva was deported from Belarus. 

During the last year, social networks were used more often as tools for civic mobilization. Whereas 
online campaigns in the past rarely resulted in any meaningful offline activism, more recent initia-
tives have indicated that this may be changing. One example was the campaign to save the indepen-
dent bookstore Lohvinau .104 In a situation similar to the accreditation issue (see above), Lohvinau’s 
attempts to register with the Ministry of Information were rejected six times for political reasons. The 

the authorities opened a criminal case under Article 367, Part 1 of the Criminal Code (libel against the head of state) against 
Lukashevich. His house was searched, and his brushes and paint were seized. See “Belarus: Man investigated over ‘fence blog’,” 
News From Elsewhere (blog),  BBC, March 11, 2015, http://bbc.in/1wZ8Kud; BAJ, “Mass Media Week in Belarus,” March 2-15, 
2015, http://bit.ly/1Oz9T2X. 
102  See Center for Legal Transformation (LawTrend), http://www.lawtrend.org/information-access.
103  Marina Sokolova,“Lawtrend presents the monitoring of regional websites and baseline levels,” [in Russian] Lawtrend (blog),  
December 13, 2014, http://bit.ly/1Mu75hf; “State Authorities of Belarus Online, Marina Sokolova’s Blog,” [in Russian] Lawtrend 
(blog), August 4, 2014, http://bit.ly/1Mu75hf. 
104  See Lohvinau, www.lohvinau.by/en.
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bookstore was then fined an unprecedented amount of almost one billion Belarusian rubles (about 
$65,000) for selling books without a license in January 2015.105 To save the unique entity, civil society 
launched a solidarity and fundraising campaign using social networks.106 A virtual flash mob was or-
ganized by writers, activists and ordinary readers, who posted photos of themselves online with their 
favorite book and a promise to donate money, and a challenge to others to do the same.107 An in-
dependent gallery and artists held an online charity auction in support. By March 24, the campaign 
had raised enough money to pay off the fine. In March, the Ministry of Information granted the 
bookstore a license to produce and distribute books.   

Finally, online activism continues to be important in election years. Since the 2006 presidential elec-
tion, independent websites, blogs, internet forums, and online communities have played a growing 
role in educating citizens, informing voters, monitoring the polls, and mobilizing protests against 
electoral irregularities. In 2010, social networks became an important tool for carrying out solidarity 
actions and peaceful protests. With the rapid growth of new media, independent online sources 
were able to compete with state-controlled newspapers, radio, and television during the 2010 pres-
idential election. Independent online media played a growing role in documenting and reporting 
numerous violations committed by the state during the 2012 parliamentary and 2014 local elections. 

Violations of User Rights

In 2014-2015, the Belarusian authorities tightened their control over freedom of expression and the 
internet through a series of restrictive legal acts, and the government’s persecution of journalists pub-
lishing online increased.108 While extralegal intimidation and technical attacks were infrequent, the 
UN Special Rapporteur on the situation of human rights in Belarus noted a deterioration of the legal, 
regulatory and administrative environment for the internet.109 While the changes are claimed to pro-
tect Belarus and its citizens from “destructive foreign influences,” independent experts believe the new 
curbs to freedom of expression are more likely due to fears of domestic unrest and a Belarusian version 
of Ukraine’s Euromaidan revolution as the country’s economic situation worsened in the run up to the 
2015 presidential election. 

Legal Environment 

While the rights to freedom of expression and information are guaranteed by the Belarusian consti-
tution, they remain severely restricted and violated in practice. Since 2007, the government has em-
ployed a series of repressive laws—mainly defamation laws—that target traditional media to stifle 
critical voices online. 

On January 28, 2015, amendments to Articles 188, 361 and 367 of the Criminal Code came into force. 

105  Maeve Shearlaw, “Belarus bookshop rallies against publishing crackdown,” The Guardian, February 3, 2015, http://bit.
ly/1zAhQLz. 
106  See #SaveLohvinau, www.savelohvinau.club.
107  Hanna Lubakova, “Take a Photo with a book and donate to a bookstore: a fundraising flash mob for Lohvinau continues 
on the internet,” [in Belarusian] Svaboda, February 11, 2015, http://bit.ly/1RMMvgH; “Artists launch online action in support of 
the Lohvinau Bookstore,” [in Belarusian] Svaboda, February 23, 2015, http://bit.ly/1Ngf8kW. 
108  Smok, “Will Belarus Increase Internet Censorship after December’s Financial Panic?” 
109  UN OHCHR, A/HRC/29/43, “Report of the Special Rapporteur on the situation of human rights in Belarus,” April 29, 2015, 
3 and 14, http://bit.ly/1dxQXSp. 
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These amendments specifically made information distributed via the internet subject to criminal 
penalties for defamation, defamation of the president, and threats to national security.110 

Prior to and after introducing the December 2014 amendments to the Media Law, the authorities 
sought to make the case for further regulating the internet. They put forth several arguments, the 
first being national security. To protect the national cyberspace, the authorities declared their in-
tention to work more closely with like-minded allies. In June 2014, President Lukashenka spoke of 
cooperating with China, which has managed to “create an effective system for the protection of the 
national cyberspace,” because “the world has already entered into an era of undeclared cyber wars.”111 
In September, a parliamentary committee discussed the ratification of a 2013 agreement with Russia 
which would coordinate responses to “information threats.”112 

Prosecutions and Detentions for Online Activities 

A major issue in 2014-2015 was a mounting campaign of harassment and intimidation against Be-
larusian journalists working for foreign media without accreditation. During the reporting period, 
more than 25 legal cases were launched against freelance journalists resulting in fines totaling about 
$8,000.113 Some journalists have been targeted multiple times. In particular, the government is pur-
suing Belarusian journalists working for two Poland-based media outlets reporting on Belarus: Belsat 
and Radio Racyja. All of these cases relate to the journalists’ online work. In one of the cases, for 
example, journalist Larysa Shchyrakova was charged with the “illegal production and distribution of 
information” under Article 22.9 of the administrative code for an article published on the Belsat web-
site about tax increases for entrepreneurs in Belarus.  

The case of Aliaksandr Burakow is indicative of the campaign against unaccredited journalists. The 
Mahilou journalist was targeted after three of his articles appeared on the Deutche Welle website. 
On September 16, 2014, police raided Burakow’s apartment. While being questioned, the police 
assured him that there were no problems with the articles’ contents, but rather that he was an unac-
credited journalist working for a foreign media outlet. Ironically, the search of Burakow’s apartment 
coincided with the visit of Dunja Mijatovic, the OSCE Representative on Freedom of the Media, to 
Minsk, where she raised the issue of accreditation when meeting Belarusian officials. Her advocacy 
did not prevent the authorities from fining Burakow BYR 6 million (US$570).114 Speaking earlier on 
Belarus, Mijatovic had declared: “Accreditation should not be a license to work and the lack of it 
should not restrict journalists in their ability to work and express themselves freely.”115 

The Belarusian Association of Journalists (BAJ) has condemned the government’s persecution of free-
lancers, calling it pressure that smacks of threats and blackmail. It pointed out that, under the Media 

110  See, ЗАКОН РЕСПУБЛИКИ БЕЛАРУСЬ 5 января 2015 г. № 241-З, http://bit.ly/1PmNK7T. 
111  BelTA, “Belarus plans to step up cooperation with China to protect national cyberspace,” July 2, 2014, http://bit.
ly/1G9R8R0. 
112  BelTA, “Belarus, Russia to unite efforts to assess information security threats,” September 9, 2014, http://bit.ly/1hJ81WH. 
113  Cited by Andrei Bastunets in Caro Rolando, “What it’s like to be a journalist in Belarus,” IFEX, May 5, 2015, http://bit.
ly/1kauZYB; For a list of the cases, see BAJ,“Fines to Journalists for Violating Article 22.9 of the Administrative Code,” July 15, 
2015, http://bit.ly/1ZIWedd. 
114  Reporters Without Borders, “More and More Freelance Journalists Are Being Prosecuted,” November 18, 2014, http://bit.
ly/1jImcg2; “BAJ protests against prosecution of journalists for contribution to foreign mass media,” Eurobelarus, September 30, 
2014, http://bit.ly/1G9XPlT; BAJ,“Fines to Journalists for Violating Article 22.9 of the Administrative Code,” July 15, 2015, http://
bit.ly/1ZIWedd. 
115  Reviaka, Situation of Human Rights in Belarus in 2014, 128.
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Law, the legal provision of “illegal production and distribution of mass media products” (Article 22.9), 
under which the freelancers are being charged, is applicable to media organizations, not to individu-
al journalists. Furthermore, the persecution of the freelancers violates both Belarus’ constitution and 
its international obligations.116 BAJ has repeatedly appealed to the authorities to codify the status of 
freelancer in the Media Law, but the Parliament’s Lower House rejected its proposals. In addition to 
working illegally, freelancers without press credentials have limited access to official sources of infor-
mation, cannot prove they are journalists if detained, and receive no social benefits for their work.117 

In 2014-2015, the government continued the practice of using materials obtained from online sourc-
es as “evidence” to punish individuals for alleged offline crimes or misdemeanors. On November 5, 
International Stand up for Journalism Day, independent journalists and activists in Viciebsk posted 
a group photo, taken in front of a locally known graffiti work of a bird escaping from a cage, on 
their Facebook pages. The activists were participating in the 7th annual campaign of the European 
Federation of Journalists. In the picture, some held paper cut-outs of cages in front of themselves, 
symbolizing the plight of independent journalists in Belarus. Several weeks later, the participants 
were summoned by the police, shown the photos from the internet, and charged with participating 
in an “unauthorized mass demonstration.” Even a bystander, who was walking by and spontaneous-
ly joined the photo session, was arrested and jailed for three days in connection with the case. All 
seven participants were fined for allegedly breaking the law, a judgement that media rights groups 
found absurd.118 With fines totaling $1,429, journalists called it the most expensive photo session in 
the history of Belarus’ justice system. The authorities later painted over the graffiti mural.

In recognition of the problematic nature of using online “evidence” to punish alleged offline offenses, 
the UN Human Rights Committee accepted a complaint filed by human rights defenders from Hrod-
na for consideration in June 2014. They had been fined for an “unsanctioned demonstration” based 
on an online photo of them holding a portrait of the human rights defender Ales Bialiatski, who at 
that time was a political prisoner. The photo had been taken on International Human Rights Day, De-
cember 10, 2012, and posted on the internet in January 2013.119

In January 2015, Alena Melnikava, a well-known independent blogger using the pseudonym Stogava, 
was fined $240 for insulting a public official in the exercise of his duties. As related in her LiveJournal 
blog, Melnikava was barred from entering a Minsk subway station by a police officer, who accused 
her of being inebriated. In the emotional post, Melnikava denied the accusation and called the of-
ficer a “ment,” a derogatory term for the police. She described Belarus as a “country run by ments” 
and posted a picture of him. The officer claimed that, as a result of the insult, he was investigated at 
work and his mother was offended.120 

116  “BAJ protests against prosecution of journalists for contribution to foreign mass media,” Eurobelarus, September 30, 2014, 
http://bit.ly/1G9XPlT. 
117  Alyaksandr Yanusik and Tanya Korovenkova, “Information ministry tough on freelancers,” BelaPAN, March 13, 2015, http://
bit.ly/1QARXT8. 
118  BAJ, “Vitebsk Region Court Upholds Fines for Free Expression to Journalists and Activists,” December 12, 2014, http://old.
baj.by/en/node/27311; BAJ, “Open Letter of BAJ and EFJ against Prosecution of Our Colleagues in Vitebsk,” November 26, 2014, 
http://bit.ly/1PmQHFH. 
119  Reviaka, Situation of Human Rights in Belarus in 2014, 10-11. 
120  Ales Piletski, “Blogger Stogava fined 3.6 million for insulting a policeman,” Euroradio, January 19, 2015, http://bit.
ly/1jsMWkZ; Adarya Hushtyn, “Blogger fined over post that allegedly insulted policeman,” BelaPAN, January 19, 2015, http://bit.
ly/1Rf2y68. 
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Surveillance, Privacy, and Anonymity 

Belarus employs systematic, nationwide, sophisticated surveillance to monitor its citizens and control 
critical expression online. All telecommunications operators are obliged to install real-time surveil-
lance  equipment, which makes it possible to monitor all types of transmitted information (voice, 
mobile text message and internet traffic) as well as obtain other types of related data (user history, 
account balance, and other details) without judicial oversight. Mobile phone companies are required 
to turn over personal data of their customers at the government’s request.

In 2010, President Lukashenka issued a decree introducing the Russian-developed intercept tech-
nology SORM (System of Operative Investigative Measures) and allocating resources for online sur-
veillance technologies.121 SORM enables government surveillance directly via the provider. ISPs were 
ordered to buy, install and maintain the SORM equipment at their own expense. In 2012, the state 
telecom operator Beltelecom reported that it had installed SORM on its byfly network.122 Since late 
2011, deep packet inspection (DPI) technology has been in place for network packet inspection and 
filtering according to content.123 The Belarusian government also uses Semantic Archive, software 
developed in Russia that monitors open data—media archives, online sources, blogs, and social 
networks.124 It also employs viruses, malware, and spying software to conduct cyber surveillance.125 
Western firms have reportedly supplied equipment and software that would allow the state to ex-
pand its surveillance of citizens.126 Since at least 2010, the Belarusian authorities have apparently em-
ployed mobile telephone surveillance measures.127 

Given the government’s increasing control over the internet, more Belarusians are using proxy 
servers and other methods to circumvent it. During the past year, Tor use in the country more than 
doubled; over 8,000 Belarusians are using it.128 VPN use is also considered to be very popular.129 In 
February 2015, however, the Belarusian government moved to ban access to all anonymity and cir-
cumvention tools. Under the new ruling, Belarus may attempt to block not only anonymizers and 
Tor, but also other security tools like the Opera and Yandex browsers that allow access to almost any 
website in traffic compression mode.130

Under a 2014 decree on limiting the sale of illicit drugs, users of any digital wallets available in Be-
larus (such as Paypal, Webmoney, YandexMoney and other digital payment systems) will no longer 
enjoy anonymity, as under the new law they must be identified.

In Belarus, there is no judicial or independent oversight of internet or ICT surveillance. ISPs are re-

121  Ministry of Communications and Informaization (MPT), “Measures on implementation of the National program of 
accelerated development of information and communication technologies for 2011-2015” [in Russian] http://bit.ly/1RftClJ. 
122  “Beltelecom installs user control system (SORM),” Charter97, April 30, 2012, http://bit.ly/1X9yug6. The equipment 
reportedly came from Russia. Andrei Soldatov and Irina Borogan, “In Ex-Soviet States, Russian Spy Tech Still Watches You,” 
Wired, December 21, 2012, http://wrd.cm/1NggKet.
123  Mikhail Doroshevich and Marina Sokolova, “Internet Development and Usage,” ed. Anatoly Pankovsky and Valeria 
Kostyugova,  Belarusian Yearbook 2012, 2013, 174, http://bit.ly/1hJ9XhL. 
124  Andrei Soldatov and Irina Borogan, “Russia’s Surveillance State,” World Policy Institute, Fall 2013, http://bit.ly/1cZerr4.  
125  Digital Defenders Partnership, Insights into Internet freedom in Central Asia: Belarus,2013, accessed March 24, 2015, 
http://bit.ly/1OJ7ocQ.  
126  Andrei Aliaksandrau, “Belarus: Pulling the Plug,” 16-17. 
127  Stanislav Budnitski, “Big Brother in Eurasia: Surveillance goes digital,” Digital Report, November 13, 2014, http://bit.
ly/1Rfu5nU. 
128  Tor Project, “TorMetrics – Direct users by country,” accessed March 22, 2015, http://bit.ly/1PmSf2u. 
129  Douglas Crawford, “VPN and Tor banned in Belarus,” BestVPN, March 4, 2015, http://bit.ly/1M6UYZA. 
130  e-belarus, “Belaru Bans Tor and Other Anonymizers,” February 26, 2015, http://www.e-belarus.org/news/201502261.html. 
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quired to make remote access to their databases available on demand to government bodies carry-
ing out investigations. There is widespread belief that the internet traffic, text messages, and voice 
calls of opposition activists are routinely monitored. One expert notes that while the government 
continues to significantly expand surveillance over the internet, few Belarusians realize the extent of 
this surveillance and the threat it poses to internet users in the country.131 

Beginning in January 2016, all ISPs must collect information about visits to websites by their custom-
ers. These records must be maintained for one year. As a result, law enforcement agencies will have 
access to the private browsing history of all web users in Belarus.132 Since 2007, internet cafes are re-
quired to keep a year-long history of the domain names accessed by users and inform law enforce-
ment bodies of suspected legal violations.133 Internet cafes are also required to photograph or film 
users.134 Restaurants, cafes, hotels, and other entities are obliged to register guests before providing 
them with wireless access, whether free of charge or paid.135 Belarusian citizens must present their 
passports and register when buying a SIM card and obtaining a mobile phone number. 

The collection and protection of personal data remains problematic in Belarus. Belarus remains the 
only post-Soviet state that has no proper legislation regulating the privacy of personal data. It has 
not joined the Council of Europe Convention for the Protection of Individuals with regard to Auto-
matic Processing of Personal Data.136 In general, independent experts conclude that “Belarusian leg-
islation does not provide a satisfactory basis for the proper balance between freedom and security 
online.”137

Intimidation and Violence 

In the absence of elections and other major domestic political events from June 2014 through May 
2015, there were fewer recorded instances of extralegal intimidation and harassment for online activ-
ities than in previous years, though they still remained a prominent trend.

In May 2014, unidentified individuals attempted to enter the apartment of Sergei Bespalov, the 
administrator of “Maja kraina Belarus” (“My Country Belarus”), one of the country’s largest pro-de-
mocracy communities on Vkontakte. Several hours later, electricity to the apartment was cut, and 
unknown persons broke down the doors. Bespalov managed to escape by jumping out of the win-
dow.138 That same day his girlfriend and parents were interrogated by the police. At the time of the 

131  Jerome Taylor, “Government of Belarus using ‘new tools’ to silence dissent on internet, says Index on Censorship report,” 
The Independent, January 4, 2013, http://ind.pn/1QATQPw. Since a majority of Belarus’ internet traffic passes through Russia, 
which also employs SORM, it is also presumably spied on by that country’s security services, which have close relations with 
their Belarusian counterparts. 
132  Alyaksey Areshka, “Internet service providers required to keep records of customers’ visits to websites,” BelaPAN, March 
15, 2015, http://bit.ly/1LSCE3M. 
133   “Council of Ministers of the Republic of Belarus. Regulations on computer clubs and internet cafe functioning” [in 
Russian], Pravo.by, April 29, 2010, http://pravo.by/webnpa/text.asp?start=1&RN=C20700175.
134  Alyaksey Areshka, “Authorities scrap passport requirement for Internet cafes’ visitors,” BelaPAN, December 27, 2012, 
http://bit.ly/1Mubh0t. 
135  Including the user’s name, surname, type of ID, ID number, and name of the state body which issued the ID, as per Art. 6, 
Regulation on computer clubs and internet café functioning, http://bit.ly/1jIgoTB. 
136  Elena Spasiuk, “Belarusians will be checked by database,” [in Russian] Belorusskye Novosti, July 24, 2013, http://bit.
ly/1Oz6VLH. 
137  Marina Sokolova, “Freedom and Security Online in Belarus: Window for Opportunities,” Lawtrend, (presentation, May 
2014) http://bit.ly/1Oz72a5.  
138  “Administrator of ‘My Country Belarus’ community escaped through window,” [in Belarusian] Svaboda, August 5, 2014, 
http://bit.ly/1NghErj. 
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incident, the community page had over 35,000 followers. Since then, its size has doubled. Bespalov 
remains in hiding and continues to oversee his site.  

Raids of online activists’ homes and the confiscation of their computer equipment continue to be 
common forms of harassment. In September 2014, the homes of several members of the opposi-
tion youth organization Young Front were searched by the police, who confiscated hard drives and 
modems under the pretext that pornographic materials were being distributed from their personal 
accounts on Vkontakte. The activists called the searches and seizures a provocation.139 That same 
month, police raided the Mahilou apartment of the independent online journalist Aliaksandr Bura-
kow, confiscating two laptops and flash drives belonging to his wife. Police also searched his parents’ 
home, and confiscated two hard drives there.140 

In March 2015, police searched the apartment of another Mahiliou independent journalist and local 
opposition politician, Ihar Barysau, and confiscated his computer, modem and notepads. These ac-
tions were part of an investigation launched due to the complaint of a director of a local company, 
who had accused Barysau and the independent website Gazetanm of libel. Barysau had written and 
posted a story about the director losing a large sum of money at a casino. During the investigation, 
police also searched the Mahilou branch office of the Viasna Human Rights Center, since Barysau 
sometimes used its equipment, and seized three of the Center’s computers. Ales Bialiatski, the 
chairman of Viasna and a former political prisoner, linked these events to a broader campaign in the 
Mahilou region that aims to intimidate independent journalists and human rights defenders in the 
run-up to the October 2015 presidential election.141 

Family members of online activists are also being intimidated and harassed. In addition to the Bura-
kow case above, Aliaksei Zhalnou—son of the prominent and often repressed Babrujsk blogger Aleh 
Zhalnou—was sentenced in June 2014 to three years of restricted freedom for “violence or threats of 
violence against a police officer.” Aleh Zhalnou records offences committed by traffic police, posting 
the videos on the internet, and submitting them as evidence with the complaints he regularly files 
with the authorities. With his father, Aliaksei Zhalnou was a witness to one such incident near an 
office of the traffic police, where an argument with an officer ensued. Both the blogger and his son 
were arrested. Several months later, the police captain involved in the accident sued the son and the 
authorities opened a criminal case against him. One and a half months earlier, his father Aleh had 
been beaten by unknown people and hospitalized with head trauma. The police did not conduct an 
investigation. The blogger’s wife was also fired from her job and is facing criminal charges after she 
resisted when their apartment was being raided. Independent human rights experts believe that the 
family is being targeted in retaliation for the father’s watchdog blogging activities and in order to 
silence him through intimidation.142  

139  “Police Search Belarusian Activists’ Homes For ‘Pornography’,” Radio Free Europe/Radio Liberty, September 17, 2014, 
http://bit.ly/1LSvjaN. 
140  “Some computers are given back to Aliaksandr Burakou and he got acquainted with the protocol of violation,” Viasna 
Human Rights Center, September 9, 2014, http://spring96.org/en/news/73415.
141  “Bialiatski: Authorities are forcing journalists and human rights defenders out of the electoral process,” [in Belarusian] 
Svaboda, March 15, 2015, http://bit.ly/1LSvpPy. 
142  BAJ, Mass Media in Belarus 2014 Annual Report, 10, http://bit.ly/1kaA2YV; BAJ, “Mass Media in Belarus E-Newsletter,” 
July-August 2014, 5-6, http://bit.ly/1jHxwZN. Aleh Zhalnou has had 14 cases launched against him by the police due to his 
watchdog blogging. 
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Technical Attacks

Technical violence online is not widespread, but several instances of unusual attacks against inde-
pendent websites, as well as independent journalists and civic activists operating online, occurred in 
2014-2015. 

In July 2014, the website of the international consortium Eurobelarus was hacked. For several days, 
unknown parties published provocative articles with false information about the situation in Ukraine 
and promoted the content on social networks. When the website’s editors noticed an unusual in-
crease in visitors to certain entries, which none of the editors had posted, they informed the public 
about the hacking. The fake articles were written quite professionally and appeared as typical Eu-
robelarus posts. Moreover, the hackers altered some original articles, distorting their meaning. As 
a result, Eurobelarus.info was put on a list of suspicious websites compiled by the Russian search 
engine Yandex. The editorial team of Eurobelarus believes that the attack was caused by the site’s 
extensive coverage of developments in Ukraine: at the onset of the conflict with Russia, the site had 
launched a special project, “Events in Ukraine: The View from Belarus.” The source of the attack re-
mains unknown.143 

In January 2015, unknown parties hacked the Odnoklassniki social network account of Larysa Shchy-
rakova, a Homiel-based independent journalist and civic activist who has often been targeted by the 
government in the past. They posted explicit photos of Shchyrakova taken from her computer, which 
had been confiscated in 2010 by the KGB. The hacking took place one day before Shchyrakova was 
to stand trial for her coverage of a November 2014 protest by a disabled activist in Svetlahorsk. Po-
lice had charged the journalist with participating in the “unsanctioned mass event.” The harassment 
is also related to her alleged reporting for a foreign-based news organization without accreditation 
(see Prosecutions and Detentions for Online Activities). Odnoklassniki’s technical support service has 
yet to respond to Shchyrakova’s request to delete the stolen pictures from her account.144  

While Belarusian criminal law prohibits these types of technical violence, law enforcement agencies 
rarely pursue such cases; when they do, the investigation is a mere formality. In March 2014, the 
Investigative Committee opened a criminal case in connection with a hacking attack targeting the 
independent website Formats. All the content was removed and two defamatory articles about an 
opposition activist in Mahilou were posted on the site. The independent journalist and website ad-
ministrator Aliaksandr Burakow filed a complaint with the police and was declared to be a victim 
in this case. The website has been shut down since the attack. In August 2014, he was informed by 
investigators that a proxy server and IP addresses located in Sweden and the Netherlands were used 
to hack his website, that inquiries had been sent to those countries, and that there was “a theoretical 
probability that those who had done this could be found.”145

In March 2015, unknown parties hacked Hata, a popular portal listing property for rent and sale. The 
site’s owner claimed that the hackers posted advertisements for illegal drugs and child pornogra-
phy on one of the site’s pages. Anonymous emails with links to the hacked webpage were sent to 
the Ministry of Information and Ministry of Internal Affairs. As a result, the Ministry of Information 

143  BAJ, “Independent Website Got Hacked Spreading False Info about Ukraine,” July 31, 2014, http://baj.by/en/node/25902.
144  Alena Hermanovich, “Freelance journalist in Homyel targeted by hack attack,” BelaPAN, January 22, 2015, http://bit.
ly/1Ly9ZFy. 
145  Vyachaslaw Budkevich, “Investigative Committee probing hacker attack targeting pro-democracy website,” BelaPAN, 
August 8, 2014, http://bit.ly/1PmVsiu. 
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ordered providers to block access to the portal for disseminating information banned by the new-
ly-amended Media Law. Despite the offensive material being promptly removed, the Ministry of In-
ternal Affairs investigated the portal and had one month to make a decision whether to unblock it or 
not. The authorities did not take into consideration the argument that the site was hacked, perhaps 
by competitors, since the owner is obliged to protect his website from such attacks. Visits to Hata’s 
site fell by 30-50 percent in the week following the blocking. Access was restored in April 2015. In an 
interview, the owner declared that “my example demonstrates how the new Media Law can become 
a tool in the hands of wrongdoers.”146

146  “Access to property portal is restricted by decision of Ministry of Information. Owner claims website was hacked,” [in 
Russian] TUT.by, March 30, 2015, http://42.tut.by/441700.

149

http://42.tut.by/441700


www.freedomhouse.org

FREEDOM  
ON THE NET
2015

Key Developments: June 2014 – May 2015

•	 Brazil began implementing the Marco Civil Law, a so-called “Constitution for the Inter-
net,” which was signed into law in April 2014 and ensures privacy protection for users, 
net neutrality, and several other positive measures. Since its passage, Marco Civil has 
clarified many issues related to intermediary liability and internet governance, although 
secondary legislation involving issues such as data privacy was still under public consul-
tation as of mid-2015 (see Legal Environment).

•	 Strict regulations on permitted speech established in Brazilian electoral law led to the 
removal and censorship of political content in the lead-up to the October 2014 general 
elections (see Content Removal). 

•	 Two bloggers were murdered during the coverage period, likely in retaliation for their 
online journalism, further limiting the space for free speech and investigative journalism 
(see Intimidation and Harassment).

Brazil
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 7 7

Limits on Content (0-35) 7 6

Violations of User Rights (0-40) 16 16

TOTAL* (0-100) 30 29

* 0=most free, 100=least free

Population:  202.8 million

Internet Penetration 2014:  58 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Partly Free

150



FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Brazil

Introduction

After years of debate and revision, Brazil’s highly discussed Marco Civil Law (Marco Civil da Internet), 
hailed as a civil rights framework for the internet, was signed into law by the president in April 2014. 
This law, which contains key provisions governing net neutrality and ensuring strong privacy pro-
tections and which further touches on regulation for intermediary liability, has received significant 
international attention as a new type of legislation predicated on ensuring individuals’ rights as they 
pertain to the internet. Nevertheless, despite boasting some of the most progressive and compre-
hensive legislation on the rights of internet users, violence against bloggers, criminal defamation 
laws, restrictions on anonymity, and restrictive limits on content related to elections all continue to 
limit internet freedom in Brazil.

Over the year since its approval, the Marco Civil Law has begun to be implemented through new 
regulations and secondary legislation. The Marco Civil “safe harbor” measures for intermediaries 
via the official establishment of a judicial notice-and-takedown framework have led to clarification 
on previously murky legal questions concerning intermediary liability for internet service provid-
ers (ISPs) and search engines,1 although a March 2015 ruling left media outlets open to liability for 
third-party content in their comments sections.2 The approved legal text has, however, left regulation 
of some controversial issues pending. Net neutrality, provisions on storage of users’ data by ISPs, 
and enforcement of new legal breaches are examples of matters that are to be regulated by a future 
presidential decree. 

The regulation phase of Marco Civil has been characterized by high levels of public consultation and 
democratic participation—elements that were also present in the formation of the original legisla-
tion. On January 28, 2015, the Ministry of Justice initiated a public consultation intended to assess 
citizens’ positions concerning the regulation of the internet and the enforcement and further regu-
lation of Marco Civil. Given the massive volume of new issues being discussed, the duration of this 
process was extended from the original 30 days to 90; during this time, more than 1,500 internet 
users who signed in for the discussion accessed the online platform over 25,000 times.3 Anatel, the 
telecommunications regulatory agency, and CGI.br, the Brazilian Internet Steering Committee also 
carried out specific consultations on net neutrality. 4

Brazil has enacted a handful of initiatives in recent years to expand and enhance broadband and 
mobile phone usage. With programs ranging from tax incentives for suppliers of information and 
communications technology (ICT), to the installation of LAN houses (public and private internet 
access points) throughout the country, to policies fostering internet use in public schools, to the 
introduction of 4G services in April 2013, Brazil is making concerted efforts to facilitate continued 
investment in infrastructure and to increase the number of citizens with internet access. The latest 
surveys carried out by the National Institute of Geography and Statistics (IBGE) show that Brazil has 

1  Diego Spinola, “Brazil Leads Efforts in Internet Governance with its Recently Enacted “Marco Civil da Internet.” What’s In 
It for Intermediary Liability?,” The Center for Internet and Society (blog), Stanford University, April 30, 2014, http://stanford.
io/1R0h4PH. 
2  Brazilian Superior Court of Justice (STJ), 1352053 / AL, March 24, 2014), http://bit.ly/1LwWsOT. 
3 Portal Brasil,  “Debate sobre Marco Civil da Internet é Prorrogado,” [Debate on Marco Civil da Internet is Prorogated] March 
31, 2015, accessed April 10, 2015, http://bit.ly/1L6xase. 
4  Comitê Gestor da Internet no  Brasil (CGI.Br), “CGI.br abre Chamada de Contribuições sobre temas da regulamentaçao 
do Marco Civil,” news release, December 19, 2014, http://bit.ly/1PtNH7d.; See also: Agência Nacional de Telecomunicações, 

“Consulta Pública n˚8/2015 – Tomada de subsídios sobre a regulamentação da neutralidade de rede, prevista no Marco Civil da 
Internet,” news release, http://bit.ly/1yzq6sL.
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50 percent of its population online.5 Despite its notable progress in increasing ICT availability, how-
ever, Brazil still faces challenges in its quest to reach internet penetration rates commensurate with 
its economic wealth.

While internet penetration rates have been increasing modestly, social media interactivity and relat-
ed activism are taking center stage in Brazil. Issues that have garnered particular interest in discus-
sions on social media over the past year range from increasing public transportation fares to FIFA´s 
initiatives for the 2014 World Cup (hosted in Brazil), to concerns over security, education, corruption, 
and public health. In some cases, since the emergence of the Free Fare Movement, online debate has 
catalyzed real-world street protests.6

Brazil still faces challenges to internet users’ rights in distinct areas, such as defamation charges, vi-
olence against bloggers and journalists, and an increasing number of internet-related proceedings 
before domestic courts and governmental bodies. Reporters Without Borders’s often ranks Brazil as 
one of top five deadliest countries for media personnel in Latin America.7 In addition to attacks on 
print and broadcast journalists, two bloggers—Marcos de Barros Leopoldo Guerra and Evany José 
Metzker—were killed in relation to their journalistic work in Brazil between late 2014 and early 2015.8 

In their transparency report, Google consistently cites Brazil as one of the countries with the highest 
number of content removal requests. The number of removal requests also tends to increase around 
elections, as Brazil’s controversial electoral law prohibits defaming or insulting candidates in the 
months leading up to an election. During the October 2014 election, the law was used as a justifica-
tion for almost two hundred lawsuits and numerous content removal requests, frequently contribut-
ing to the suppression of legitimate speech within the online environment. Although amendments 
and regulations introduced to the electoral law in 2013 and 2014 make it slightly less restrictive, the 
electoral law remains a primary obstacle to internet freedom in Brazil.

Obstacles to Access

Although internet and mobile penetration rates have increased steadily in Brazil, significant disparities 
in access, including in the ability to purchase data plans, persist, and Brazil has yet to achieve access 
rates commensurate with its wealth. A new initiative to introduce Internet.org, Facebook’s zero-rating 
platform, has the potential to improve access to some online content but has also been criticized by 
digital rights activists who see the program as a violation of net neutrality. Marco Civil requires the 
Brazilian Internet Steering Committee (CGI.br), a highly respected institution of internet governance 
experts, be consulted in policy-making decisions related to internet governance and Marco Civil.

Availability and Ease of Access   

Despite economic growth in recent years, Brazil’s access rates remain below average compared to 

5  Luís Gulherme Barrucho, “IBGE: Metade dos brasileiros estão conectados à internet; Norte lidera em acesso por celular,” BBC 
Brasil, April 29, 2015, accessed July 7, 2015, http://bbc.in/1JijhAk. 
6  Leticia Fernandes et.al, “Protestos nesta quinta colocam segurança da Copa em teste” [Protests on Thursday put safety of 
World Cup to the test] O Globo, May 15, 2014, http://glo.bo/1gOwk59.  
7  Reporters Without Borders, “Infographic: The Deadliest Countries for Journalists in the Americas,” September 30, 2014, 
http://bit.ly/145PpJz. 
8  Reporters without Borders, “Press Freedom Barometer 2014,” accessed on June 21, 2015, http://bit.ly/1V9H0hF; Reporters 
without Borders, “Press Freedom Barometer 2015,” accessed on June 21, 2015, http://bit.ly/1Wj256r. 
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many North American and European countries. According to the most recent figures from the In-
ternational Telecommunication Union (ITU) Brazil’s internet penetration rate reached 57 percent by 
the end of 2014, compared to 51 percent in 2013 and 40 percent in 2009.9 Various obstacles, such 
as high prices—a problem that extends to fixed broadband, wireless, and 3G and 4G technologies—
limited availability of services, and persistent social inequalities prevent many households from ac-
cessing the internet.10 A significant digital divide and disparities in infrastructure are evident between 
various geographical regions, as well as between urban and rural areas. 

According to the 2015 data from the Brazilian Institute for Geography and Statistics, 31 million 
households have internet access, accounting for 49 percent of the population. Of these, 98 percent 
are connected by broadband and only two percent have dial-up connections.11 Meanwhile, data 
from the ITU shows a fixed-broadband subscription penetration of around 11 percent at the end of 
2014.12 Mobile broadband connections have also expanded extremely rapidly over the past five years, 
quickly becoming a dominant means for Brazilians to access internet.13 As of the fourth quarter of 
2014, Akamai measured Brazil’s average internet connection speed at 3.0 Mbps.14 

Public paid access centers (also known as local area network, or LAN, houses) remain the primary 
means of internet access for low income Brazilians in many regions, providing access to roughly a 
quarter of those from the lowest economic brackets.15 Although household access is becoming the 
most common means of connection for those with slightly higher incomes, LAN houses remain rele-
vant to digital inclusion in Brazil, particularly in the country’s impoverished northern regions. 16

Internet growth has been slower than expected, yet mobile penetration has grown significantly over 
the past five years, increasing from 88 percent in 2009 to 139 percent (or around 281 million phone 
subscriptions) by the end of 2014.17 As of April 2015, nearly 149 million users (approximately 53 per-
cent) had 3G services.18 According to the National Agency of Telecommunications (Anatel), Brazil had 
6.8 million active 4G lines by the end of 2014, representing an increase of approximately 417 percent 
compared to December 2013.19 Such advanced connections, however, are heavily concentrated in 

9  International Telecommunication Union, ”Percentage  of Individuals using the Internet,” 2009-2014,  accessed June 10, 2014, 
http://bit.ly/1LOr3mK. 
10   Coordination for ICT Strategies (CETIC), “No Brasil, 60% das Casas Ainda não Yêm Internet,” [In Brazil, 60 Percent of 
Households Still do not Have Internet] July 1, 2013, http://bit.ly/1jbuXiH; CETIC,  “Tic Domícilios e Usuários 2013,” February 
2014, http://bit.ly/1NMPRjn. 
11  Empresa Brasil de Comunicação, “Acesso à internet chega a 49,4% da população brasileira,” April 29, 2015,  acessed July 1, 
2015, http://bit.ly/1GIh19q. 
12  International Telecommunication Union, “Fixed (wired)-broadband subscriptions,” 2000-2013, accessed April 6, 2015, 
http://bit.ly/1LOr3mK.  
13  “Banda ancha móvil en Latinoamérica alcanzó 32% de penetración en 2014,” Prensario Internacional, February 3, 2015, 
http://bit.ly/1NUcQL2; See also  Mediatelecom Agencia, “Banda Ancha Móvil de Brasil Crece Tres Veces Más Rápido Que El 
Promedio Mundial,” AE Techno, May 29, 2015, http://bit.ly/1V9IfNP. 
14  Akamai, The State of the Internet Report, Q4 2014, accessed April 6, 2015, http://www.akamai.com/stateoftheinternet/soti-
visualizations.html#stoi-map.
15  Center for Excellence in Information and Communications Technologies (CETIC), “TIC Domícilios e Usuários 2014” [ICT 
Household and User 2014], CETIC, accessed October 19, 2015, http://bit.ly/1GOHVZ5
16  CGI.Br , “ICT Households and Enterprises 2013 - Survey on the use of Information and Communication Technologies in 
Brazil,” 2014, accessed April 8, 2015, 386, http://bit.ly/1cRt7jV. 
17  International Telecommunication Union, “Mobile-Cellular Subscriptions,” 2009-2015, accessed June 10, 2014, http://bit.
ly/1LOr3mK. 
18  Intelligência em Telecomunicações (Teleco), “Estatísticas de Celulares no Brasil,” [Statistics on Mobile Phones in Brazil]
accessed April 6, 2015, http://www.teleco.com.br/ncel.asp.
19  Ana Paula Lobo,  “4G cresceu 416,55% em 2014 e chegou a 6,76 milhões de linhas ativas no Brasil,” Universo Online, 
January 30, 2015, accessed July 10, 2015, http://bit.ly/1NUfErD. 
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wealthy urban centers, such as São Paulo.20 

The anticipated demand leading up to and during the June to July 2014 World Cup greatly acceler-
ated the development of wireless hotspots and mobile technologies supporting 4G services. While 
national wireless networks are still small compared to other countries—as of July 2015, Anatel reg-
istered over one million hotspots within Brazilian territory21—mobile service providers worked to 
increase the number in the first half of 2014 as a means of accommodating anticipated increases in 
3G and 4G network traffic during the World Cup. 

Although the development of 4G services would appear to be a positive step in the enhancement of 
Brazil’s technological capacity, consumer advisory entities are skeptical, contending that 4G service is 
expensive and is unlikely to live up to its potential until infrastructure is improved. Furthermore, 3G 
users will have to acquire new handsets to begin using 4G, indicating additional costs for individuals 
seeking to upgrade to the latest technology.22  The supply of smartphones devices with 4G services 
has significantly increased since the technology´s implementation in April 2013, but high prices and 
limited network still constitute challenges. 

Brazil’s federal government initiated a number of targeted internet expansion and improvement pro-
grams in 2010. One of these initiatives, the National Broadband Plan (Plano Nacional de Banda Larga 
or PNBL) aimed to triple broadband access by the end of 2014.23 According to statistics from the 
Brazilian Telecommunications Association, nearly 172 million internet connections were facilitated by 
broadband in February 2015, representing an increase of 18.6 percent for that year.24 Yet specialists 
criticized the final PNBL figures: After almost four years, only 1.8 million (7.9 percent) of the 23 mil-
lion fixed broadband subscriptions in the country were contracted through PNBL. With regard to ac-
cess by mobile phone, PNBL covered only 0.6 per cent (800,000) of the total 128.5 million individuals 
who accessed mobile internet.25 

The REPNBL, a legal framework establishing tax incentives for the ICT sector passed in February 2013, 
complements the PNBL and is intended to encourage investment in existing telecommunications 
networks in order to expand and modernize broadband and mobile internet capabilities and offer 
internet access to the population at equitable prices, coverage and quality.26 According to recent 
data provided by the Brazilian Ministry of Communications, by December 2015 this governmental 
program aims to provide 40 million households with broadband internet access at an average price 
of BRL 35 (US$10).27

20  “Cidade de SP é o 5˚ maior mercado da América do Sul, diz Fecomerico,” [City SP is the 5th Largest Market in South 
America, says Fecomercio] O Globo, January 1, 2014, http://glo.bo/1JqlYzg. 
21  Teleco, “Hot-spots Wi-Fi no Brasil – Anatel,” [Wi-Fi hotspots in Brazil] April 6, 2015,  http://www.teleco.com.br/wifi.asp 
22  Proteste,“Brasil não Está Preparado para a Rede 4G” [Brazil is not Prepared for 4G Networks] July 15, 2013, http://bit.
ly/1LOvDBv. 
23  Ministry of Communications, “Programa Nacional de Banda Larga” [A National Plan for High Bandwidth] news release, 
May 25, 2015, accessed April 7, 2015, http://bit.ly/UJ4JY6. Although Brazil did not achieve the goal set out in the National 
Broadband Plan, according to ITU statistics, the country did manage to nearly double broadband access between 2009 and 
2014.
24  Reuters, “Brasil soma 172 mil acessos de banda larga fixa em fevereiro,” [Brazil Registered 172 Million Broadband Internet 
Access Points in February],O Globo, March 26, 2015,  accessed April 7, 2015, http://glo.bo/1ix1qzm.  
25  Luciana Bruno, “Programa de banda larga se aproxima do fim cheio de críticas,” Exame, September 30, 2014,  accessed July 
10,2015, http://abr.ai/1QyPXdC.  
26  Ministério das Comunicacões, “REPNLB – Início,” news release, March 11, 2013, http://bit.ly/1PtY0bv. 
27  Ministério das Comunicacões, “Regime Especial de Tributação do Programa Nacional  de Banda Larga para Implantação 
de Redes de  Telecomunicações  (REPNBL - Redes),” accessed July 7, 2015, http://bit.ly/1JqnrFJ. 
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New policies have also been enacted to facilitate the sale of mobile phones within the domestic 
market in an attempt to expand the use of portable devices with 3G and 4G technology. In Febru-
ary 2013, President Dilma Rousseff signed Decree No. 7,981/2013, which amended the REPNBL and 
established tax incentives for the ICT sector by exempting certain categories of smartphones from 
taxation, namely those produced with national content, Wi-Fi connectivity, email access, and open 
source code for developers.28 The Ministry of Communications and mobile companies have also 
launched projects in 2015 to improve high-speed internet access in rural areas of the country.29 

On April 10, 2015, President Dilma Rousseff and Facebook CEO Mark Zuckerberg announced a part-
nership between the Brazilian government and Facebook aimed at increasing internet penetration by 
providing free access to a select group of mobile applications in low-income but highly populated 
areas of the country, as well as free mobile data for these applications.30 The Internet.org31 commer-
cial initiative has the potential to increase access, but critics have worried that it violates net neutrali-
ty (see Media, Diversity, and Content Manipulation).

Restrictions on Connectivity  

The government does not place limits on bandwidth, nor does it impose control over telecommuni-
cations infrastructure. There have been no reported instances of the government cutting off internet 
connectivity during protests or social unrest. Although there was one instance in February 2015 in 
which a judge ordered the blocking of WhatsApp after the application failed to comply with an in-
formation request in a criminal investigation, the order was suspended and the application was nev-
er blocked (see Blocking and Filtering).

The backbone infrastructure for the internet in Brazil is mostly privately owned. In 1998, the state-
owned company Embratel, which was responsible for the building of that internet backbone, was 
privatized and acquired by the U.S. company MCI; later, in 2003 it was acquired by the Mexican 
telecomm American Movíl. Over the past decade, private backbone infrastructure, such as that of 
Embratel, GVT and Oi, has expanded in Brazil. 

With the PNBL, however, Brazil intends to expand government owned infrastructure—including the 
underutilized optic fiber—to allow for low-cost connections. The significant increase in wired broad-
band subscriptions from 2010 to 2013 is at least somewhat attributable to the expansion of the 
state-owned backbone. Since the PNBL was initiated, over 612 Brazilian municipalities, which contain 
around 40 percent of the population, received service from the state-owned Telebras network.32

Internationally, undersea cables connect to Brazil from North America and Europe. Brazil has an-
nounced plans to create new undersea cable connections with South Africa and the Caribbean, as 
well as Portugal. Some of the impetus for building these connections is related to a desire to avoid 
reliance on U.S. infrastructure after revelations of pervasive U.S. spying on Brazilians in 2013.33 

28  This decree modified the 2013 REPNBL. Presidência da Republica, Decree No. 7.921 de 15.02.2013, accessed February 25, 
2014, http://bit.ly/1MqgJnH. 
29  Luís Osvaldo Grossmann, “REPNBL aprova R$ 526,4 milhões em projetos de 4G em 450 MHz,” Universo Online, July 13, 
2015, accessed July 10, 2015, http://bit.ly/1WjakiS. 
30  Grasielle Castro,”Dilma Rousseff e Facebook anunciam parceria de internet grátis para população de baixa renda,”Brasil 
Post, April 10, 2015,  accessed April 18, 2015, http://bit.ly/1jbINSc. 
31  Internet.org changed its name to Free Basics in September 2015.
32  “Brazil’s Program Nacional de Banda Large,” Tech in Brazil, October 17, 2014, http://bit.ly/1Vb2cyi. 
33  Anna Edgerton and Jordan Robertson, “Brazil-to-Portugal Cable Shapes Up as Anti-NSA Case Study,” eds. Pui-Wing Tam 
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In 2004, the Brazilian Internet Steering Committee (CGI.br) launched an initiative called PTT Metro 
to create internet exchange points (IXPs) across Brazil, starting with their first IXP in São Paulo. As of 
April 2013, there were 22 IXPs in operation, covering 16 of Brazil’s 26 states.34 Currently, Brazil has at 
least 25 IXPs installed in the country.35

ICT Market 

Although there are no significant legal or economic barriers for companies competing in the ISP, 
mobile, or digital technology sectors, the Brazilian ICT market is highly concentrated. As of May 2015, 
the market share of four large private companies—Oi, NET, Telefonica, and GVT—corresponded to 
over 87 percent of the country’s broadband market.36 In January 2014, the Brazilian antitrust author-
ities approved the merger of Oi and Portugal Telecom into CorpCo. Once the merger is completed, 
CorpCo is expected to rank as the leading telecommunication company in Brazil and in Portu-
guese-speaking countries worldwide.37 

Recent data regarding Brazil’s mobile market indicates that four large private companies—Vivo, TIM, 
Claro, and Oi (the latter is also among the companies with the largest percentage of the broadband 
market)—hold 99 percent of market share.38 Such high market concentration could make it very dif-
ficult for other providers such as CBTC and Nextel to compete in the mobile sector.39 Despite such 
concentration, Brazil’s mobile industry is the largest market in Latin America.40 

Regulatory Bodies 

Two regulatory agencies oversee Brazilian ICTs: Anatel, the Brazilian telecommunication agency, and 
the Administrative Council for Economic Defense (CADE), the antitrust agency that is focused on ad-
dressing merger reviews and anticompetitive practices in telecommunications markets. Additionally, 
in 1995 the government created the Brazilian Internet Steering Committee (CGI.br), for the purpose 
of coordinating and integrating all internet service initiatives in Brazil, as well as promoting technical 
quality, innovation, and the dissemination of services. Provisions in Marco Civil mandate that the 
government consult with CGI.br, and in various instances directly involve the Committee, in the poli-
cy-making and implementation of Marco Civil processes.41 

Anatel is administratively and financially independent, and not hierarchically subordinate to any gov-
ernment agency. Its decisions can only be appealed in court. From the Ministry of Communications, 

and James Attwood, Bloomberg Business, October 30, 2014, http://bloom.bg/1gOGiDz. 
34  Internet Society, “New Study Reveals How Internet Exchange Points Spur Internet Growth in Latin America,” December 3, 
2013, http://bit.ly/1Lx6mjr.
35  Latin America and Caribbean Network Information Centre, “Internet Exchange Points en América Latina y Caribe,” http://bit.
ly/1V9O79Q. 
36  Teleco, “Seção: Banda Larga—Market Share de Banda Larga no Brasil, ” [Section: Broadband—Market Share of Broadband 
in Brazil] accessed April 7, 2015, http://bit.ly/1ix3MhE.
37  Reuters, “Brazil competition watchdog approves Oi, Portugal Telecom merger,” January 14, 2014, http://reut.rs/1Ov29ys. 
38  Teleco, “Seção: Telefonia Celular—Operadoras de Celular,”[Section: Cellular Telephony—Cellular Operators, June 2010] 
accessed April 7, 2015, http://bit.ly/1ix42gx. 
39  Teleco, “Operadores de Celulare – 2T14” [Celular Operators – 2T14] accessed April 4, 2015, http://www.teleco.com.br/
opcelular.asp.
40  Sérgio Spagnuolo, “Brazil Launches 4G wireless service with few smartphone options,” Reuters, April 17, 2013, http://reut.
rs/1Vb306p. 
41  Marco Civil, art.24, II. 
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Anatel has inherited the powers of granting, regulating, and supervising telecommunications in 
Brazil, as well as much of its technical expertise and other material assets. While both Anatel and CGI.
br are tasked with ensuring free, fair, and independent operation of ICTs, the General Telecommuni-
cations Act (Law No. 9.472/1997) also empowers CADE to issue decisions on matters such as price 
setting and collusion.42 In May 2012, the new Brazilian Antitrust Act (Law No. 12.529 of November 
30, 2011) came into force, introducing a pre-merger control regime in Brazil. Under this act, mergers 
must have pre-approval by CADE before they can proceed. The act also expands CADE’s substantive 
enforcement power regarding cartel and unilateral business practices that affect competition as well 
as consumer rights and benefits.43  

CGI.br, a multi-stakeholder independent organization created in 1995, counts among its members 
the founders of the Brazilian internet. Committee members are elected from the government, the 
private sector, academia, and nongovernmental organizations. The most recent elections concluded 
in early April 2014.44 CGI.br’s contributions include comprehensive and reliable annual reports on 
internet use in Brazil, funding for internet governance-related research, and the promotion of con-
ferences such as the annual Brazilian Internet Governance Forum, and the international Net Mundial 
conference, which was organized in Brazil in 2014.45 In June 2009, CGI.br declared the “Principles for 
the Governance and Use of the Internet,” which include the goals of online freedom, privacy, human 
rights, and net neutrality as a base for the Brazilian information society.46 Many of these principles 
were adopted into Brazilian law through the Marco Civil in 2014. 

Limits on Content

Brazilian authorities do not filter or block messages online, nor do there appear to be limits on access 
to online content, although the country’s strict electoral laws have resulted in allegations of censorship 
due to their impact on content critical of candidates and other public figures. While content removal 
requests filed before local courts continue to pose significant challenges to social media companies in 
Brazil, a notice-and-takedown provision in Brazil’s recently passed Marco Civil Law has clarified the sit-
uation for intermediary liability. Brazilians’ use of social media tools for civic action and activism con-
tinues to increase, particularly after the intense protests against the prices of public transportation (the 
2013 Free Fare Movement), the FIFA World Cup in 2014, and antigovernment protests in 2015.47 

Blocking and Filtering 

In keeping with the country’s push to modernize and expand access to ICTs, Brazil’s digital informa-
tion landscape remains largely unrestricted. There are no proven indications that Brazilian authorities 

42  Maria Cecília Andrade, Ubiratan Mattos, and Pedro C. E. Vicentini, “Reforms in Brazilian Telecommunications Regulations 
and their Impact on Sector Competition,” in The Antitrust Review of the Americas 2009 (London: Global Competition Review, 
2009), http://bit.ly/1fRMA0S; See also: Teleco, “Guia de Legislacao” [Regulation: Legislation Guide], accessed February 25, 2014, 
Teleco, http://www.teleco.com.br/legis.asp.
43  Vinicius Marques de Carvalho, “Brazil: CADE, in The Antitrust Review of the Americas 2014 (London: Global Competition 
Review, 2014), http://bit.ly/1LG4xjL
44  CGI.Br, “Processo Eleitoral,” [Elections Schedule] accessed July 10, 2015,  http://bit.ly/1Fg3UwF
45  For the outcomes of the Net Mundial 2014, see CGI, “Cadernos CGI.br | Declaração Multissetorial do NETmundial,” January 
28, 2015, accessed July 13, 2015,  http://bit.ly/1R0BsA9. 
46  CGI.br, Principles for the Governance and Use of the Internet, http://bit.ly/1NN3Vta. 
47  Edgard Matsuki, “Em Brasília, protesto contra Dilma reúne 45 mil e proíbe vermelho,” Universo Online, March 15, 2015, 
accessed July 15, 2015, http://bit.ly/1OSFewl. 
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are filtering messages or engaging in widespread censorship online, nor do there appear to be limits 
on access to online content. Brazilians freely gather and disseminate information via the internet 
and mobile phone technologies. They have access to a wide array of national and international news 
sources, blogs, social networking platforms, and citizen journalism, the latter of which has prolifer-
ated over the past year. Social networks, communication apps, and video-sharing websites such as 
Facebook, Twitter, and YouTube are freely accessible and widely used in Brazil.

In February 2015, a judge in the Brazilian state of Piauí ordered the blocking of the messaging ser-
vice WhatsApp—the most popular app in Brazil at the time. The presiding judge in that case had 
previously sent an order to WhatsApp, which Facebook bought in October 2014, to disclose infor-
mation relevant to a police investigation of child pornography in the state. After receiving no an-
swer, the judge, referring to Articles 11 and 12 of Marco Civil, which outline a series of sanctions for 
providers that violate Brazilian Law or rights to privacy, ordered the service suspended nationwide. 
Although Marco Civil mentions “temporary suspension of activities that are in violation of the law” as 
one of the possible sanction against providers, many digital rights specialists argue that the judge’s 
decision was a clear misinterpretation of the law.48 This attempt to enforce Brazilian jurisdiction back-
fired, and millions of users spent days under the fear that one of the country’s leading messaging 
services would be completely blocked. The decision was reversed after a few days of national uproar 
and WhatsApp was never actually suspended, but the event hints at possible unforeseen effects of 
Marco Civil enforcement. 

Another blocking case extensively reported in Brazilian media channels was related to a block on 
Secret, an application used to share messages anonymously among friends. Since its launch in Bra-
zil, Secret was associated with practices of cyberbullying, privacy violations, posting of porn without 
consent, and defamation and libel, which generated broad public criticism of the application.49  In 
August 2014, a Brazilian court issued an interim order for the suspension of the application Secret 
in the country based on the argument that internet users should not be able to rely on anonymity 
to infringe privacy and intimacy of third parties.50 After that episode, Secret decided to cease opera-
tions in Brazil in March 2015, by removing its application from Google Play and the Apple Store. 

Content Removal 

Brazilian law continues to limit certain content deemed to be injurious to electoral candidates in the 
run-up to elections, as well as content that is deemed to be racist or discriminatory. These restric-
tions on content resulted in the state issuing hundreds of content-removal requests in late-2014 and 
early-2015. During this same period, a number of court rulings, based on the Marco Civil Law, set 
precedents on intermediary liability, ruling that intermediaries could not be required to prescreen 
content but they could be held liable for delays in complying with court orders for content remov-
al. In contrast to these protections for ISPs established during the coverage period, in March 2015, 
the court ruled that news sites could be held accountable for third party comments on their sites, 
although as of mid-2015, there were no cases against media companies based on third party com-

48  Guilherme Tagiaroli e Larissa Leiros Baroni, “Especialistas classificam suspensão do WhatsApp como ‘ilegal e autoritária’” 
[Specialists characterize the suspension of Whatsapp as illegal and authoritarian,” Universo Online, February 25, 2015, http://bit.
ly/1YDnM31.
49  “App ‘Secret’, de posts anônimos, chega ao fim, anuncia criador,” G1 (blog), O Globo, April 30, 2015, accessed July 13, 2015, 
http://glo.bo/1QSNFrL. 
50  “Apple cumpre ordem judicial e remove Secret da App Store,” Olhar Digital (blog), Universo Online, August 21, 2014,  
http://bit.ly/1KBFF7Z. 
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ments. 

State-initiated censorship continues to be an ongoing problem in Brazil in the context of elections. 
Brazil’s highly controversial Electoral Act of 1997 restricts content that could be viewed as injurious 
to a candidate, prohibiting such material from publication for three months prior to election day. 
The law also prohibits campaigning more than three months prior to election day or within 48 hours 
before or after the election. Although the law historically pertained primarily to offline materials, a 
2009 amendment extended its application to the internet and social media platforms, placing restric-
tions on the online publication of materials pertaining to political candidates.51  

Journalists and bloggers who disregard the electoral law are subject to fines and potentially even 
prison sentences, and electoral courts issue numerous removal requests in order to take down 
articles or posts that may infringe the law. The electoral law has faced intense scrutiny and public 
debate particularly because its broad terms harbor the potential to constrain freedom of expression 
both online and offline.  Due to this criticism regarding its restrictions to offline and online speech, 
Brazil’s Electoral Law was amended in September 2013 to allow for political campaigning on Twitter. 
However, the law was again amended in December 2013, creating new and specific restrictions to 
online content concerning candidates and political parties.52 

During the 2014 presidential elections, the Superior Electoral Court issued guidelines allowing can-
didates, parties or coalitions to campaign on their own websites within three months of election 
day, provided that these websites were reported to the electoral authorities and hosted on servers 
based in the country.”53 Candidates and parties could also create political campaigns on blogs, social 
networking websites, and instant messaging platforms. According to Guideline No. 23.404/2014, any 
kind of paid advertising, on corporate sites, with or without profit, and on official or hosted pages by 
government bodies is prohibited.54

According to the Brazilian Association of Investigative Journalism, 192 lawsuits were filed before 
electoral courts in several states for suspension or removal of political and electoral related content 
in 2013 and 2014, with most of the requests being filed around the October 2014 elections.55 For 
example, in September 2014, a provision of Article 57-D of the recently amended Electoral Act was 
employed to limit online speech in the Electoral State Court of Sergipe. Several political parties 
aligned with Eduardo Amorim’s candidacy for the state governorship demanded that anonymous 
postings against him on Facebook be taken down and a fake profile be excluded from the social 
network. The Court granted Amorim’s request and based its decision on Article 57-D of the Electoral 
Law, claiming that the upkeep of such posts would damage the candidate’s reputation.56 In another 
case, a court ordered the removal of satirical videos from the well-known comedy group Porta dos 
Fundos because the videos poked fun at the gubernatorial candidate Anthony Garotinho. The videos 
were only restored to the comedy group’s YouTube channel after the candidate lost in the first round 

51  Superior Electoral Court, “TSE Restabelece Multa Contra Deputado Estadual por Sao Paulo por Propaganda Irregular 
na Internet,” [TSE Re-Impose Fines Against a State Representative in Sao Paulo by Irregular Internet Campaign] press release, 
November 11, 2013, http://bit.ly/1Ms4AP3. 
52  Such restrictions include liability of servers with regard to early online campaigning; unsubscribing mechanisms for 
electoral advertising; elevation of fines due to violations of online electoral conduct; and the criminalization of hiring people in 
order to perform online bashing of candidates. Presidency of the Republic, Civil House for Legal Affairs, Law No. 12.891 of 2013, 
http://bit.ly/1my5W1I. 
53  Superior Electoral Court, Guideline No. 23.404/2014, April 3, 2014, accessed June 10, 2015, http://bit.ly/1mJwwUn. 
54  Superior Electoral Court, Guideline No. 23.404/2014.
55  Associação Brasileira de Jornalismo Investigativo, Infographics, http://www.ctrlx.org.br/#/infografico. 
56  Tribunal de Justiça Eleitoral do Recife, “Decisão,” [Decision] September 5, 2014, http://bit.ly/1OwhleO. 
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of voting.57

Brazilian law also limits certain content through legislation against cybercrimes. The Azeredo Law 
(Lei Azeredo, Law #12.735/2012), which pertains to regulation of online content, was approved in 
April 2013 after major changes to its original, highly controversial proposal. In its final form, the 
Azeredo Law establishes the creation of specialized teams and sectors structured by the judicial po-
lice to combat cybercrimes and to take down racist content (other defamatory content is not directly 
covered by the bill). Takedowns require judicial notice, but can be issued before police investigations 
have begun.58 

Intermediary liability issues have been settled by the establishment of consistent case law and by 
new legislation on the matter, with legal certainty created by the Marco Civil Law. Article 18 states: 

“Providers of internet connection shall not be liable for civil damages resulting from content created 
by third parties.”59  Meanwhile, Article 19 establishes that application providers will only be held lia-
ble for civil damages resulting from content generated by third parties should they refuse to follow 
a court order requesting specific removal of said content.60 In recent years, case law was slowly built 
around a similar understanding, with the Superior Court of Justice (STJ) ruling towards a judicial no-
tice and takedown model.61 Exceptions are made for copyright and “revenge porn,” sexually explicit 
photos or videos distributed without the consent of the individual appearing in them; in these cases 
a court order is not required for content removal, and the user’s notification alone is enough to 
make the intermediary liable should it refuse to make the content unavailable in a short time.62

Although ISPs are not responsible for prescreening content, between mid-2014 to early 2015, the 
Brazilian STJ consolidated a number of precedents ruling that intermediaries are liable for complying 
with court-issued notice-and-takedown requests within 24 hours.63  Accordingly, in a June 2014 case, 
the STJ issued a decision obliging Google to compensate a user on Orkut (Google’s former social 
media site) for moral damages, since the company did not immediately comply with an order to 
remove defamatory content related to false accounts in her name.64 Although legislation to create 
a so-called “right to be forgotten,” by obliging search engines to remove links to personal data, has 
been introduced in the Brazilian legislature, it has not yet been brought up for debate.65

57  “Justiça Eleitoral libera vídeos do grupo Porta dos Fundos que citam Garotinho,” Portal Imprensa, October 16, 2014, http://
bit.ly/1DfOvXN. 
58  Rafaella Torres, “Aprovação de Leis sobre Crimes Cibernéticos” [Approval of Cybercrime Laws], A2K Brazil (blog), January 
17, 2013, http://bit.ly/1QAGF0L. 
59  Law 12.965, “Marco Civil da Internet”, art. 18: The provider of connection to internet shall not be liable for civil damages 
resulting from content generated by third parties.
60  Law 12.965, “Marco Civil da Internet”, art. 19: In order to ensure freedom of expression and prevent censorship, the provider 
of internet applications can only be subject to civil liability for damages resulting from content generated by third parties if, after 
an specific court order, it does not take any steps to, within the framework of their service and within time stated in the order, 
make unavailable the content that was identified as being unlawful, unless otherwise provided by law.
61  The case law evolved to a notice and takedown model, which means internet providers and content providers were requested 
to remove the alleged infringing or offensive material within 24 hours upon the judicial order. See for instance STJ, Educacional/
Yahoo, REsp 1.338.214/MT, decision as of November 13, 2013; STJ, Sassaki/Google, REsp 1.338.214/MT, decision as of December 
12, 2012. 
62  Pereira de Souza, Carlos Affonso, “Responsabilidade civil dos provedores de acesso e de aplicações de Internet: Evolução 
jurisprudencial e os impactos da Lei Nº 12.965,” IN: Lemos, Leite, Marco Civil da Internet, Atlas, 2014.
63  Brazilian Superior Court of Justice (STJ), Appeals to the Superior Court No.  1501187 / RJ (December 16, 2014), 1337990 
/ SP (August 21 2014); Interlocutory Appeals No. 484995 / RJ, 1349961 / MG (September 16, 2014), 305681 / RJ (September 4, 
2009). See: http://bit.ly/1NQa7Tg
64  Superior Court of Justice (Superior Tribunal de Justiça), Appeal to the Superior Court No. 1337990 / SP (August 21, 2014). 
See: http://bit.ly/1NQa7Tg
65  Senado Federal, “Conselho de Comunicação Social defende sigilo da fonte jornalística,” news release, September 14, 2009, 
http://bit.ly/1iO7y71; See also “Direito ao esquecimento:o mundo todo precise esquecer?” Instituto de Tecnologia e Sociedade, 
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Conversely, the STJ ruled in March 2015 that news providers are liable for not preventively con-
trolling offensive posts by its users. The judges held that, unlike technology companies such as 
Google and Microsoft, news portals have a duty to ensure that their platforms are not used to dis-
seminate defamatory content or violations of the privacy and intimacy of others, since their primary 
activity is providing accurate information to the public.66 Although there were no charges against 
media organizations based on this precedent as of mid-2015, the ruling may encourage online 
newspapers and other media to preemptively delete their comments sections to avoid liability.

Brazilian requests for content removal issued to Twitter multiplied more than threefold in July to 
December 2014 compared to the previous period. During this six-month period, Twitter received 27 
removal requests from Brazilian courts, 18 of which were related to the general elections in October.67 
The company withheld a total of 101 tweets and 5 accounts from view in Brazil.68 With the exception 
of emergency situations or legal prohibitions related to a specific case, Twitter notifies users of re-
quests for account information and restores access whenever it is not forbidden from doing so. Twit-
ter un-withheld 80 tweets and 2 accounts previously found to be in violation of Brazilian election law 
following the presidential election.

Media, Diversity, and Content Manipulation  

Brazilians freely gather and disseminate information via the internet and mobile phone technologies, 
and they have access to a wide array of national and international news sources. As of June 2014, 
over 70 million Brazilians had Facebook accounts, representing one third of all Latin American Face-
book users and placing Brazil just behind the United States and India in terms of Facebook adoption 
rates.69 Brazil is also among the five largest Twitter markets in the world, with the number of users in 
the country expanding by 26 percent during the last year.70 Blogs and social networking platforms 
have become important instruments for citizen journalists and others to access information, defend 
civil rights, and express political positions. 

Although self-censorship is less pervasive in Brazil than in some neighboring countries, the ongoing 
cases of threats, intimidation, and violence against online journalists and independent bloggers in 
different regions across the country (see Intimidation and Violence), may indicate that some pockets 
of self-censorship exist in the country.71

The Brazilian federal government has been increasingly engaged in making a stand against human 

Brasil Post (blog), August 8, 2015, http://bit.ly/1Hofb7Y; See also the Proposed Bill: Câmara dos Deputados, Projeto de Lei 
7881/2014, http://bit.ly/1QAItH8. 
66  Brazilian Superior Court of Justice (STJ), Appeal to the Superior Court No. 1352053 / AL (March 24, 2014), http://bit.
ly/1MP9esA
67  Twitter, “Removal requests,” Transparency Report, July-December 2014, accessed on July 15, 2015. https://transparency.
twitter.com/removal-requests/2014/jul-dec. 
68  Twitter, “ Withheld Content,” Transparency Report, July-December 2012, accessed on April 9, 2015, https://transparency.
twitter.com/removal-requests-ttr2.
69  Statista, “Number of Facebook users in Brazil from 2012 to 2018 (in millions),” June 2014, accessed April 2015, http://bit.
ly/1KE9lT2.; See also: Statista, “Leading countries based on number of Facebook users as of May 2014 (in millions),” July 2014, 
accessed April 2015, http://bit.ly/1ndsdhM.  
70  “Twitter tem aumento de 25% no número de usuários no Brasil,” [“Number of Twitter users increases 25% in Brazil”] Folha 
de São Paulo, December, 2014, accessed April 2015, http://bit.ly/1v92uck. 
71  John Otis, „Bloggers Targeted as Murders Spike in Brazil,“ Attacks on Press: Journalism on the Front Lines 2012, Committee 
to Protect Journalists, February, 14, 2013, http://bit.ly/1LzzPt0; Jana Sampaio and Julia Cople, „Jornalistas cobram menos 
violência e mais recursos,“ Departmento de Comunicação Social,  February 7, 2014, accessed on July 15, 2015, http://bit.
ly/1ML96v3. 
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rights violations online. Within the framework of Marco Civil, the Brazilian Presidency announced on 
April 7, 2015, the creation of the Pact for Combatting Human Rights Violation Online, comprising a 
series of commitments intended to promote a safe and discrimination-free virtual environment. This 
initiative has been supported by Google, Facebook and Twitter, and also includes the institution of 
an ombudsman for online human rights violations and the launching of a website called Humaniza 
Redes (Humanized Networks), which will receive complaints on human rights violations and offer 
internet users instructions on how to safeguard themselves from cyber-violence. The law also has 
some provisions allowing for the removal of racist or other discriminatory content, which may raise 
difficult issues about the balance between free speech and combating harassment (see Content Re-
moval).72

The Marco Civil Law guarantees net neutrality in Brazil. The National Telecommunications Agency 
(Anatel) initiated a public consultation in December 2014 on the implementation of net neutrality 
regulation,73 as did the influential private research and digital rights entity CGI.br.74 There is signifi-
cant debate about what the strong protections of net neutrality in the Marco Civil Law mean in rela-
tion to the implementation of zero-rating programs, such as Internet.org, the Facebook initiative that 
the company is planning to introduce in Brazil.

Facebook claims that Internet.org is an effort to increase global access to the internet,75 but critics 
have raised concerns that the commercial initiative would provide free access only to a limited num-
ber of online applications, including Facebook, rather than to the internet as a whole, with the po-
tential for some users to confuse access with Facebook to access with the internet. Critics argue that 
Internet.org, and zero-rating programs in general, violate net neutrality principles and stifle compe-
tition and innovation by creating “walled gardens” that confine low-income users to certain areas of 
the internet, giving birth to “cyberspace segregation,”76 and concentrating Facebook’s market share, 
perhaps to the point of closing out opportunities for other competitors in the future.77 In response 
to critics, Mark Zuckerberg has argued that limited access is better than no access,78 and in early May 
2015, announced the initiative would be open to any app developer.79

Digital Activism 

Social media platforms such as Facebook and Twitter continue to play a central role in civic activism 
in Brazil. Social media has been instrumental to political movements such as the demonstrations 
against the federal government, which took place in March and April 2015.80 Use of social networks 

72  Portal Brasil, “Governo lança Pacto de Enfrentamento às Violações de Direitos Humanos” [“Federal Government 
Announces Pact for Combatting Human Rights Violation Online”] news release, April 7, 2015, accessed April 10, 2015, http://bit.
ly/1GPpWUO.  
73  Agência Nacional de Telecomunicações, “Consulta Pública n˚8/2015 – Tomada de subsídios sobre a regulamentação da 
neutralidade de rede, prevista no Marco Civil da Internet.”
74  CGI.Br), “CGI.br abre Chamada de Contribuições sobre temas da regulamentaçao do Marco Civil.”
75  Internet.org, “About,” http://www.internet.org/about/. 
76  Pedro Ramos, “Dilma, Zuckerberg e o fim do Facebook grátis na Claro,” Brasil Post (blog), April 14, 2015, accessed April 18, 
2015, http://bit.ly/1E6WxXh. 
77  Pedro Ramos, “Dilma, Zuckerberg e o fim do Facebook grátis na Claro.” 
78  Tatiana de Mello Dias,”Mark Zuckerberg rebate críticas ao Internet.org: ‘É melhor ter algum acesso à internet do que 
nenhum’,”April 17, 2015, accessed April 18, 2015, http://bit.ly/1Vbk2Xo.  
79  Mario Trujillo, “Zuckerberg blasts ‘extreme definition’ of net neutrality,” The Hill, May 4, 2015, http://bit.ly/1L8xwyl; 

“Facebook opens up Internet.org amidst net neutrality row,” BBC News, May 4, 2015, http://bbc.in/1bsnF5L.  
80  Felipe Patur and Teresa Perosa,“1 milhão confirmam presença em atos pelo impeachment de Dilma,” [“One million persons 
join demanding Dilma Roussef’s impeachment”] Época February 21, 2015, accessed April 10, 2015, http://glo.bo/1KEd1UD.

162

http://bit.ly/1GPpWUO
http://bit.ly/1GPpWUO
http://www.internet.org/about/
http://bit.ly/1E6WxXh
http://bit.ly/1Vbk2Xo
http://bit.ly/1L8xwyl
http://bbc.in/1bsnF5L
http://glo.bo/1KEd1UD


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Brazil

is also significant among minorities and civil rights movements.

Following a historically tight presidential run in 2014, general frustration over the economy and a 
massive corruption scandal involving the state-run oil company contributed to widespread discon-
tent with the government by late 2014. Catalyzed by social media, massive demonstrations in early 
2015 brought over a million citizens to the streets to express their political positions, both for and 
against the government in office. Facebook, Twitter, WhatsApp and Instagram were widely used to 
organize protests in major Brazilian cities in March and April 2015.81

Citizen activism, however, is not merely limited to organizing outside the government. Citizens in-
creasingly engage with formal government platforms to express opinions and shape the design and 
implementation of legislation. A number of open and transparent government initiatives provide 
citizen activists with important tools and information for campaigns, as well as formal avenues for 
direct democratic participation and input in government decisions affecting all areas of life, includ-
ing information and technology issues. Some examples include the open, participatory legislative 
process leading to the adoption of Marco Civil Law in 2014 and the ongoing initiatives of public 
consultations set up by the Department of Justice to design Marco Civil’s regulation through a gov-
ernmental decree.82  Brazil is a also a founding member of the Open Government Partnership—a 
global effort to increase transparency and accountability—and, as part of this effort, has significantly 
improved standards of access to public information in recent years, establishing a system whereby 
citizens are entitled to request information from an electronic system. 83 

Violations of User Rights

Brazil’s Marco Civil Law established a framework for internet users’ rights, but other legal provisions – 
such as criminal defamation laws and laws restricting certain speech during elections – all contribute 
to a legal environment where individuals can face prosecutions for what they write online. High levels 
of violence in Brazil’s urban centers, coupled with impunity for many crimes, have contributed to one of 
the highest rates of violence against journalists in the region. During the coverage period, two bloggers 
and four other journalists were killed.

Legal Environment 

Although Brazil adopted some of the most progressive legislation in the world related to internet 
governance with the enactment of Marco Civil, several competing legal provisions, such as laws 
criminalizing defamation and blasphemy and restricting speech around elections, remain as obsta-
cles to users’ rights online (see Content Removal).

The Brazilian Federal Constitution forbids anonymity but protects freedom of the press and freedom 
of speech, including cultural and religious expression.84 Brazil made noteworthy progress in estab-

81  David Biller,“More Than a Million Hit Brazil Streets to Protest Rousseff” eds. Philip Sanders and Harry Maurer, Bloomberg 
Business, March 15, 2015, accessed April 10, 2015, http://bloom.bg/1xpWGwy.
82  Pensando Direito, “Marco Civil Da Internet O Que É?” accessed July 10, 2015,  http://pensando.mj.gov.br/marcocivil/.
83  From May 2012 to January 2015, the Government received 240,414 requests for information, most of which concerned 
public administration, finances and economy. From these, the government responded to 239,474 queries, granting the 
requested information in 175,203.  Open Government Partnership Brazil, Mecanismo Independente de Avaliação: Relatório de 
Progresso 2011-2013,September-October 2013, 54, http://bit.ly/1VcOkDM. 
84  Constituição Federal de 1988, an English translation of the Constitution is available at: http://bit.ly/1iOdLz. 
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lishing a foundation for internet user rights with the passage of the Marco Civil Law, a so-called con-
stitution for the internet, which was signed into law in April 2014.85 The groundbreaking legislation 
establishes the rights to freedom of expression online, offers detailed privacy protections pertaining 
to personal data, guarantees net neutrality and functionality, and promises to uphold the participa-
tory nature of the internet.86 Nevertheless, Brazil continued to see instances of local officials bringing 
charges of defamation—which is a crime punishable by six months to two years in prison or a fine 
according to the penal code—against bloggers and online journalists.87 In October 2014, ARTICLE 19, 
a civil society organization, launched a campaign in Brazil to press for the decriminalization of defa-
mation.88 

Brazil has a long history of laws that combat discriminatory speech. Although people are rarely 
charged or imprisoned for racist or discriminatory speech, Brazilian law establishes penalties ranging 
from two to five years in prison for practicing or inciting discrimination based on race, ethnicity or 
religion in the media or in other publications.89 The Azeredo Law, passed in 2012, extended these 
penalties to online speech.90 The Criminal Code further outlines punishment for vilifying or mocking 
religion, with penalties ranging from one month to one year in prison, although it is unclear wheth-
er these penalties have been applied online. In July 2015 representatives introduced a legislative 
initiative to Congress that seeks to increase the penalty for vilifying religion to four to eight years in 
prison.91

In April 2013, a Brazilian cybercrime law commonly referred to as the “Carolina Dieckmann Law” 
came into force. The law’s adopted nickname comes from actress Carolina Dieckmann due to the 
fact that the legislation took center stage after nude photos of her were distributed online in early 
2012.92 The law criminalizes breaches of digital privacy such as computer intrusion, the “installation 
of vulnerabilities,” and editing, obtaining, or deleting information—including credit card numbers—
without authorization. The actions of distribution, sale, production, or offer of programs or devices 
meant to facilitate the aforementioned actions, or to interrupt ICT services, are also categorized as 
crimes. Associated punishments vary from fines to up to five years imprisonment.

Prosecutions and Detentions for Online Activities 

Several recent court cases concerning defamation may pose threats to freedom of expression on-
line.93 In April 2014, the blogger Paulo Henrique Amorim was convicted of defamation for insulting 

85  Câmara dos Deputados, Projeto de Lei e Outras Proposições, [Draft Laws and Other Propositions] Project de Lei 2126/2011, 
accessed February 14, 2014, http://bit.ly/1fjr8Ov. 
86  Presidency of the Republic of Brazil, Civil House, Legal Affairs Subsection, Text of Law No. 12.965 (in print only), 
Government of Brazil, April 23, 2014. English version by Carolina Rossini, distributed by CGI.Br at the end of Net Mundial event, 
available at http://bit.ly/1jerSOK. 
87   Legal Decree 2848/40, Penal Code art. 331, http://bit.ly/1OV4Vwj.
88  To support the campaign, ARTICLE 19 has produced a mini-documentary called “I, the colonel in myself”. The film features 
interviews with people who have been prosecuted for defamation, as well as experts on the subject.  Article 19, “Brazil: Article 
19 launches campaign to decriminalize defamation,” press release, October 29, 2014, http://bit.ly/1FwsNnz. 
89  Law Nº 9.459, May 13, 1997, art. 20, http://www.planalto.gov.br/ccivil_03/LEIS/L9459.htm. 
90  Law Nº 12.735, November 30, 2012, art.1, http://www.planalto.gov.br/CCIVIL_03/_Ato2011-2014/2012/Lei/L12735.htm. 
91  Fernando Diniz, “Após Parada Gay, “Cristofobia” pode virar crime hediondo,” terra, June 8, 2015, http://bit.ly/1cIAVDW. 
92  “After 13 Years, Brazil approves two cybercrime laws at once,” Linha Defensiva, November 7, 2012, http://bit.ly/1NWuC04.  
93  There are a number of additional cases of defamation or other charges against online journalists. For example, the case 
against blogger Ricardo Antunes, charged in 2012 with extortion and imprisoned for five months, is still ongoing. In another 
case that occurred after the coverage period, the blogger Paulo Cezar de Andrade Prado was arrested and jailed on charges of 
defamation.
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Merval Pereira, a journalist for O Globo, whom he called a “bandit journalist.” Although originally 
convicted to serve jail time, Amorim’s jail sentence was commuted in favor of a fine of ten times the 
minimum salary to be paid to a public or private social impact institution. Amorim’s lawyer stated 
that her client will appeal the decision.94 

In another defamation case in September 2014, however, a federal judge dismissed a defamation 
charge against Richard Noblat, a columnist for the O Globo newspaper, citing free expression con-
cerns in his decision. The Public Ministry had charged Richard Noblat with racism and defamation 
for an article published on O Globo’s site in which he criticized Joaquim Barboso, the president of the 
Supreme Federal Tribunal at that time, and implied that Barboso only attained his job because he 
was black.95

In a previous, more highly publicized case, defamation charges were filed against journalist and 
blogger José Cristian Góes in December 2012 for a fictional story about the confession of a corrupt 
colonel that he posted on his blog Infonet. The charges, which were both civil and criminal, were ini-
tiated by high court judge Edson Ulisses, who claimed that both he and his brother were subject to 
defamation in the story. It is worth noting that while the story in question mocks political corruption 
in Brazil, it does not name or describe any particular person.96 In July 2013, the author was sentenced 
to seven months and sixteen days in prison. The sentence has since been converted to community 
service. Góes was also sentenced to pay damages to the judge in a separate civil case, in November 
28, 2014.97 He ultimately decided to shut down his blog on July 22, 2014. 

Brazilian courts have also banned individuals from posting online in certain cases. In March 2013, 
the Civil Court of São Paulo prohibited the activist Ricardo Fraga de Oliveira from posting anything 
on Facebook about the construction of a real estate development in Vila Mariana, São Paulo, after 
the real estate company in charge of the development filed a lawsuit against Fraga. Prior to the rul-
ing, Fraga had organized several peaceful protests and a petition against the development. In Febru-
ary 2015, the free speech organization ARTICLE 19 organized a campaign against the continued in-
fringements on Fraga’s right to freedom of expression online.98 Under slightly different circumstanc-
es, the blogger Ricardo Atunes has been prohibited from writing about the criminal case in which he 
was charged with extortion in 2012, on his social media accounts. The case is still ongoing.99

94  “Paulo Henrique Amorim é condenado por injúria a jornalista,” Folha de São Paulo, April 29, 2014, accessed on June 16, 
2015, http://bit.ly/1OV6sSR. 
95  “Joaquim Barbosa perde ação contra o jornalista Ricardo Noblat por injúria racial,” Portal Imprensa, September 22, 2014, 
accessed June 16, 2015, http://bit.ly/1QAPJTa; see also Vinícius Lisbôa, “MPF denuncia Noblat por racismo e injúria contra 
Joaquim Barbosa,” EBC Agência Brasil, March 26, 2014, accessed June 16, 2015, http://bit.ly/1OV7nCZ. 
96  Isabela Fraga, “Brazilian prosecutor files criminal charges against journalist for writing fictional blog post,” Journalism in 
the Americas Blog, Knight Center for Journalism at the University of Texas at Austrin, February 15, 2013, http://bit.ly/1G4XrPZ; 
See also: Reporters Without Borders, “Journalist gets ‘Judicially Insane’ Jail Term for Fictional Short Story,” July 8, 2013, http://bit.
ly/12SU1Pr.
97  Igor Waltz, “Justice sentences journalist again for publishing a fictional short story,” Associação Brasileira de Imprensa, 
December 3, 2014, http://bit.ly/1LzGR0W.; See also: Rafael Spuldar, “Brazilian writer convicted for fictional story,” Index on 
Censorship, July 15, 2013, http://bit.ly/1Kxn3sR. 
98  Paula Martins, “Protest Letter to UN-Ricardo Fraga’s Case,” Article 19, April 22, 2014, accessed June 16, 2015, http://bit.
ly/1VcR6ci; see also “2 anos de censura digital,” Article 19, February 20, 2015, accessed June 16, 2015, http://artigo19.org/
blog/2-anos-de-censura-digital/.  
99  Associação Brasileira de Jornalismo Investigativo, “Posição da Abraji em relação ao caso do blogueiro Ricardo Antunes, do 
Recife (PE),” news release, Octobuer 29, 2013, http://bit.ly/1Vbko04. 
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Surveillance, Privacy, and Anonymity 

The Brazilian Constitution explicitly forbids anonymity.100 Although in practice, anonymous speech 
online is common, judges have occasionally cited the constitution as a basis for limiting particular 
instances of anonymous speech. For example, a judge in the state court of Espírito Santo cited the 
constitutional prohibition of anonymity when he issued an injunction on the popular mobile appli-
cation Secret, which allowed users to post content anonymously. Other judges, however, have held 
that anonymous posts online are protected as long as it is possible to technically trace the speech 
through IP addresses and have upheld anonymous speech on the grounds that it is important for 
free expression and privacy. Secret was ruled permissible in September 2014 based on this argu-
ment,101 yet its developer ceased the application´s operations in Brazil.102 

Several legal provisions also place restrictions on anonymity. Real-name registration is required in 
order to purchase mobile phones or open private internet connections, although the use of pseud-
onyms in discussion forums is a common. Lawmakers have urged further restrictions on anonymity 
in regard to public access points such as LAN houses, with the suggestion that internet communi-
cations be recorded in order to prevent cybercrimes. Legislation of this kind already exists in São 
Paulo103 and Rio de Janeiro,104 and a bill under debate in the Senate (as of June 2015) would require 
LAN houses to register all users and keep a directory of individual identification for an unspecified 
amount of time. Perhaps the most restrictive legislative proposal is one introduced in July 2015, 
which would amend Marco Civil to require users to register their real name and national registration 
number in order to post on social media or blogs.105 Although there is little chance that this legal 
project will be approved, the proposal demonstrates the significant tensions surrounding anonymity 
in Brazil.

Brazilian electoral law has also been used to request data from anonymous users posting critical 
comments about candidates. In the State of Rondônia, for example, in July 2014, an electoral judge 
demanded that Facebook provide an anonymous profile’s personal data in order to identify the user 
who was posting negative comments and images of the Confúcio Moura, a candidate for governor.106 
Although it is not known whether Facebook complied with this specific request, Facebook’s Trans-
parency Report states that between July and December 2014, the company received requests for 
data related to 1,967 separate accounts and produced data for 34 percent of these requests. Google 
and Twitter consistently rank Brazil in the top ten countries worldwide in number of requests for user 
data, following the United States and Japan.

100  Constituição Federal de 1988, art. 5, http://bit.ly/1FieR0R. 
101  The judge cites two sections of the Brazilian Constitution: Constituição Federal de 1988, ch. 1, art. 5, sec. IV: The 
expression of thought is free, anonymity being forbidden; and sec. X: Intimacy, private life, and the honor and image of persons 
are inviolable, ensuring the right to compensation for material or moral damages resulting from their violation, http://bit.
ly/1FieR0R; Justiça libera o aplicativo Secret no Brasil a pedido do Google,” Tecnologia e Games (blog), O Globo, September 12, 
2014, http://glo.bo/1Kxp6NK; and Eva Galperin, “Too Many Secrets: A Court Ruling Spells Bad News for Anonymous Speech in 
Brazil,” Deeplinks (blog), Electronic Froniter Foundation, August 26, 2014, http://bit.ly/1NP5SW9. 
102  “App ‘Secret’, de posts anônimos, chega ao fim, anuncia criador.”
103  Law No. 12.228/2006, January 11, 2006, http://governo-sp.jusbrasil.com.br/legislacao/133832/lei-12228-06. 
104  Rio de Janeiro Municipal Decree No. 36.207, September 12, 2012: http://smaonline.rio.rj.gov.br/legis_
consulta/42990Dec%2036207_2012.pdf. 
105  Paulo Higa, “Fim do anonimato: projeto de lei quer exigir CPF para comentar em blogs e redes sociais,”[End of anonymity: 
legal project seeks to require CPF in order to comment on blogs and on social media networks] Tecnoblog July 30, 2015, http://
bit.ly/1MWF9Vh. 
106  “Justiça de Rondônia manda tirar do ar perfil falso no Facebook que agredia candidato a governador,” [Rondônia’s Justice 
Orders Profile Removal from Facebook, Due to Candidate’s Aggression Claims] Ariquemes Online, July 23, 2014, accessed on 
July 13, 2015, http://bit.ly/1FwyeD9.
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In the first months of 2015, the government opened two public consultations on the regulation and 
implementation of two pieces of legislation related to users’ rights on the internet: the Marco Civil 
Law and the Privacy and Data Protection Bill.107  Marco Civil treats privacy and data protection as 
fundamental rights, bans the disclosure of users’ personal data to third parties, with the exception of 
police and judicial authorities, and requires providers to make privacy policies and terms of use clear 
and understandable.108 While the Marco Civil is already in effect and regulation is being developed in 
accordance with the law, the Privacy and Data Protection Bill is in an earlier phase of development. It 
aims at creating comprehensive data protection legislation establishing clear user rights regarding 
both government and private sector collection and use of data, and intermediary liability regarding 
collection, storage and treatment of personal data. 

Like similar legislation around the world, such as the EU Data Protection Directive, 109 the bill calls 
for the establishment of a Data Protection Authority, albeit leaving that creation to further legisla-
tion. Unlike many data protection laws in other countries, however, this law specifically mentions 
internet data protection alongside more general provisions for personal data.110 On January 28, 2015, 
the Brazilian Ministry of Justice issued the Preliminary Draft Bill for the Protection of Personal Data 
(Anteprojeto de Lei para a Proteção de Dados Pessoais) on a website created for public debate.111 In 
2010, a previous version of the Bill was also submitted for online public debate. The new draft is a 
result of the comments gathered on the first debate and the series of discussions and developments 
on the issue following the passage of Marco Civil.

During 2014, some evidence emerged that the Brazilian government was increasing its capacity for 
surveillance. In advance of the World Cup, the government invested US$900 million dollars in secu-
rity equipment, including some technology such as drones and digital command centers that could 
be used for widespread surveillance.112 

Intimidation and Violence 

Threats, intimidation, and violence against online journalists and bloggers constitute a major re-
striction on freedom of expression and human rights in Brazil. At least two bloggers and four other 
journalists were killed during the coverage period, and many other journalists and online activists 
reported harassment or threats.113

On May 18, 2015, police near the town of Padre Paraíso in the Brazilian state of Minas Gerais found 
the decapitated body of Evany José Metzker, a Brazilian blogger who investigated and wrote about 

107  This consultations mimicked the successful multi-stakeholder collaborative process used during the elaboration of the 
original Marco Civil Law and aimed to receive opinions, critiques, and contributions from a variety of internet stakeholders 
through the “participation” website. By March 3, 2015 the website had received 578 different contributions, 300 related to the 
Marco Civil consultation and 278 related to the Privacy and Data Protection Bill. 
108  Presidency of the Republic of Brazil, Civil House, Legal Affairs Subsection, Text of Law No. 12.965 (in print only), 
Government of Brazil, April 23, 2014. English version by Carolina Rossini, distributed by CGI.Br at the end of Net Mundial event, 
available at http://bit.ly/1jerSOK
109  Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals 
with regard to the processing of personal data and on the free movement of such data. See: http://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:31995L0046&from=EN
110  Ministério da Justiça, “Anteprojeto de Lei para a Proteção de Dados Pessoais” [Legal Proposal for the Protection of 
Personal Data], accessed October 15, 2015, http://bit.ly/1Lk1b4K
111  Ministério da Justiça, “Dados Pessoais” [Personal Data], accessed October 15, 2015, http://dadospessoais.mj.gov.br/ 
112  Ariel Bogle, “Drones Are Keeping Their Eye on the Ball, Too,” Slate, June 13, 20114, http://slate.me/1llOUCj.  

113  Reporters Withouth Borders, “2014: Journalists Killed,” http://bit.ly/1L8IVyi;  Reporters Without Borders,  “2015: Journalists 
Killed,” http://bit.ly/1NWAqqx. 
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corruption, crime, and prostitution for his blog Coruja do Vale. Although investigators have not yet 
determined that the murder was due to Metzker’s work as a journalist, local news reports suggest 
that he was engaged in a highly sensitive investigation of a child prostitution ring at the time of his 
murder.114 A few months earlier, in December 2014, unknown gunmen in Ubatuba, a town in the Bra-
zilian state of São Paulo, killed blogger Marcos de Barros Leopoldo Guerra. Guerra had written about 
corruption of local authorities on his blog Ubatuba Cobra and had received threats in the past.115

Although the Brazilian justice system suffers from a high level of impunity and murders are often left 
unsolved, convictions in 2015 against the murderers of Décio Sá, a longtime political journalist and 
blogger who was killed in 2012, marked a positive development for justice and human rights protec-
tion. Sá, who wrote for the newspaper O Estado do Maranhão and ran a blog by the name of Blog do 
Décio, was shot to death while sitting in a bar. Police suspect that he was targeted for his reporting. 
Two defendants in the Décio Sá case were convicted in a trial by jury on February 5, 2015, and sen-
tenced to 18 and 25 years of imprisonment, respectively.116 Another suspect accused of commission-
ing Décio Sá’s death still awaits trial.

Bloggers and journalists often face harassment and threats, as well as physical attacks. According to 
a report from the Brazilian Federation of Journalists,117 there were 129 registered cases of violence 
against journalists in Brazil in 2014. Over 50 percent of such cases occurred while they were covering 
protests, in the crossfire between the police and protesters.  In April 2015, for example, at least five 
journalists were injured while covering a teacher’s strike in the southern Brazilian state of Paraná, 
which turned into a violent clash between protesters and police.118 

Online bloggers and journalists who work in poor or rural areas and are not linked to major urban 
media outlets may face more harassment because they lack visibility and the support of colleagues 
on a national level. Under such circumstances, authorities feel little pressure to solve attacks on the 
provincial press. Unsolved attacks on journalists may also dissuade provincial reporters from investi-
gating crime and corruption in their regions, resulting in pockets of self-censorship throughout the 
country.119

Police harassment is also a serious concern in Brazil. In February 2015, the blogger Enderson Araújo 
received threats from a police officer after writing about young people killed in police shootouts. 
Araújo, who helped create Mídia Periférica (a blog run by young journalists and focused on poor 
communities that receive little coverage by the mainstream press), went into hiding after receiving 
the threats.120 In April 2015, several anonymous individuals posted online threats against the photo-
journalist Fabiano Rocha after he photographed a police officer wearing a mask that covered most 

114  Committee to Protect Journalists, “Brazilian blogger found decapitated in Minas Gerais state,” May 20, 2015, accessed 
June 16, 2015, https://cpj.org/x/6104. 
115  Committee to Protect Journalists, “Marcos de Barros Leopoldo Guerra,” December 23, 2014, accessed June 16, 2015, 
http://bit.ly/1KBTBPp. 
116  “’Foir primoroso’, diz secretário sobre julgamento do Caso Dècio Sá,” [It was perfect’, says Secretary about the judgement 
in the Décio Sá case] O Globo,  February 5, 2015, http://glo.bo/1PxRwIC.  
117  Igor Waltz, “Maioria dos casos de violência contra jornalistas em 2014 ocurreu em manifestações,” [Most cases of 
violence against journalists in 2014 happened while covering the protests] Associação Brasileira de Imprensa,January 1, 2015, 
http://bit.ly/1YDGyY9. 
118  Committee to Protect Journalists, “Brazilian journalists injured while covering protests,” May 1, 2015, accessed June 16, 
2015, https://cpj.org/x/602d. 
119  Otis, “Bloggers Targeted as Murders Spike in Brazil.” 
120  Andrew Downie, “Brazilian bloggers encounter threats online and off,” Committee to Protect Journalists (blog), March 23, 
2015, accessed June 16, 2015, https://cpj.org/x/5f6a. 
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of his face during an operation in the Alemão slum.121 Brazilian law prohibits unidentified or masked 
agents from going into the field during peacekeeping operations. 

Technical Attacks

Although the government has made some efforts to ensure cyber-security, Brazil ranks as the top 
source and target of cyberattacks in Latin America.122 The severity of cyberattacks seemed to increase 
during the coverage period, with online bank accounts and mobile phones being the main targets.  
The World Cup and the large influx of foreign visitors to the country are cited as some of the leading 
reasons why cyberattacks in 2014 incurred significant damage. 

In early 2014, Anonymous, a loosely affiliated group of activists and hackers, announced that official 
websites linked to the FIFA World Cup Games in Brazil would be targeted by future cyberattacks.123 
The Brazilian chapter of Anonymous followed through on its threats, boasting on Facebook and Twit-
ter about website defacements and DDoS attacks compromising government servers, and providing 
a running tally listing the number of attacks it had perpetrated against FIFA.124 Tiger CEO Emanuele 
Gentili noted that cyberattacks predicated on damaging Brazilian infrastructure spiked in late April 
2014, “with an exponential growth to almost 2,000 daily targets.”125 The cyber assault—which grew to 
include DDoS attacks against government websites, as well as leaks of sensitive information from Rio 
de Janeiro’s military police—appeared to be coming primarily from outside Brazil, namely from India, 
Turkey, Europe, Mexico, and the United States.126

While experts agree that in general, too little attention has been given to cybersecurity and related 
investments in telecommunications infrastructure in Brazil, 127 Brazilian authorities seem to be mak-
ing some efforts to increase cybersecurity. Brazil has embarked in a multi-stakeholder debate on 
implementing its cybersecurity agenda under development since 2008. One of the core outcomes so 
far was the opening of a National Cyber-Defense Center to protect against technical attacks.128

121  Cláudia Souza, “Fotografo do “Extra” sofre ameaças por denunciar conduta da PM do Rio,” [Photographer of the 
newsoutlet ‘Extra’ is threatened after exposing policemen in Rio] Associação Brasileira de Imprensa, March 9, 2015, acessed July 
15, 2015, http://bit.ly/1G53N1R.  
122  Sabrina Passos, “Brasil é o País Latino Americano com mais ciberataques em 2014,” Kzuka, August, 18, 2014, http://bit.
ly/1NWC6jT.  
123  “World Cup Threat from Web Activists,” BBC, February 26, 2014, http://bbc.in/1mI6wcr. 
124  Kate Vinton, “Hacktivist Group Anonymous Targets World Cup,” Forbes, June 18, 2014, http://onforb.es/1jeCSvA. 
125  Federico Guerrini, “Brazil’s World Cup of Cyber Attacks: From Street Fighting to Online Protest,” Forbes, June 17, 2014, 
accessed July 15, 2015, http://onforb.es/1qeqzC7.
126  Federico Guerrini, “Brazil’s World Cup of Cyber Attacks: From Street Fighting to Online Protest.”
127  Carla Modena, “Governo Destina Baixo Orçamento para a Segurança Cibernética,” Jornal Da Globo (blog), Globo, July 27, 
2013, http://glo.bo/1LzRW23. 
128  Andréa Barretto, “Brazilian Armed Forces Strengthen the Nation’s Cybersecuty Defense,” Diálogo Digital Military Magazine, 
April 14, 2015, http://bit.ly/1FinqJ7.  
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Key Developments: June 2014 – May 2015

• A draft telecommunications law leaked in June 2014 could threaten privacy and anonymi-
ty through increased surveillance; a separate problematic cybercrime bill remains pending
(see Legal Environment).

• A government working group was established in September 2014 to research mecha-
nisms to restrict access to “immoral” online content (see Blocking and Filtering).

• In July 2014, a journalist was found guilty of defamation online in a verdict observers con-
sidered harsh (see Prosecutions and Detentions for Online Activities).

• In a positive development, sharing and discussion online helped prompt a police investi-
gation into the murder of a businessman in December 2014 (see Digital Activism).

Cambodia
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 14 14

Limits on Content (0-35) 15 15

Violations of User Rights (0-40) 18 19

TOTAL* (0-100) 47 48

* 0=most free, 100=least free

Population: 14.8 million

Internet Penetration 2014: 9 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: No

Press Freedom 2015 Status: Not Free
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Introduction

Freedom on the Net rates the internet only partly free in Cambodia, though it remains the country’s 
freest medium for sharing information. Stringent regulation of traditional media makes the internet 
an especially valuable platform, providing access to diverse sources of information and allowing 
users to document human rights abuses, mobilize for protests, and engage in online activism. Al-
though not yet widely accessible—particularly for women, rural populations and poorer people—the 
internet’s range is nonetheless increasing. Smartphones are proliferating, as is Wi-Fi.1 Advancements 
in Khmer script technology have further improved accessibility,2 while mobile phone applications 
have been utilized as a tool for activism, education, health, and agricultural purposes.3 

Some concerning developments for internet freedom occurred during the coverage period. A po-
tentially repressive cybercrime law, leaked in draft form in early 2014, remains pending. A separate 
draft telecommunications law that threatens the privacy and anonymity of internet users through 
increased surveillance was leaked to the public in June 2014.4 This was followed in September by the 
establishment of a governmental working group, which was tasked with researching mechanisms 
to restrict access to immoral content online, a mandate that could be abused to censor political 
expression.5 In December 2014, news reports said that the government intends to install surveil-
lance equipment on the networks of internet service providers (ISPs) and mobile phone operators.6 
Nonetheless, it seems that the widespread implementation of these restrictions and surveillance 
mechanisms is limited by governmental resources, capacity, and expertise. When the government 
employed two hackers from the Anonymous Cambodia group, following their conviction for cyber-
attacks on government websites,7 many saw it as an attempt to increase their information technolo-
gy know-how.  

Even without the systematic application of these measures, existing laws threatened internet free-
dom in 2014. In one example, journalist Rupert Winchester was found guilty in July 2014 of defama-
tion for an article about a businessman published on his personal blog.8 More positively, online in-
terest and criticism of a murder investigation put pressure on the government to arrest the suspects 
in a murder inquiry involving the business community in December 2014.9 

1  Silas Everett, “Cambodia’s Smartphone Revolution: Think Promise Not Peril”, In Asia, December 3, 2014, http://bit.
ly/1y9Ptqw; Suy Heimkhemra, “Cheap Data, Better Tech Putting More Cambodians Online,” Voice of America, March 25, 2013, 
http://bit.ly/1VNzdTw. 
2  Louisa Wright, “App Makes Typing in Khmer Easier, Faster”, The Phnom Penh Post, January 1, 2015, http://bit.ly/1FxVIlW. 
Germaine Tan, “Khmer OCR: Convert Hard-Copy Khmer Text to Digital”, Geeks in Cambodia, November 18, 2014, http://bit.
ly/1LXwuSW. 
3  VoterVoice, ‘Home page’, https://info.votervoice.net/.  Innovative Support to Emergencies Diseases and Disasters (InSTEDD), 

“Marie Stopes International + Verboice: Will Mobile Phones Improve Contraceptive Use in Cambodia?” July 2, 2013, http://bit.
ly/1JVnGfC. Tharum Bun, “How ICT can help in Agriculture,” InSTEDD, (presentation, InSTEDD iLab, Southeast Asia, October 3, 
2014), http://bit.ly/1EVh1TE.   Ul Run, “Exploring Example of ICT in Education and Development”, World Education, February 18, 
2014, http://bit.ly/1Q1dAv0.  
4  Ministry of Posts and Telecommunications, “Draft Law on Telecommunications”, June 19 2014. 
5  Sean Teehan, “Making a play on words”, The Phnom Penh Post, September 3, 2014, http://bit.ly/1nV0rFn. 
6  Aun Pheap and Joshua Wilwohl, “Gov’t Plans to Install Surveillance Equipment”, The Cambodia Daily, December 10, 2014, 
https://www.cambodiadaily.com/news/govt-plans-to-install-surveillance-equipment-73911/.  
7  Buth Kongkea, “Hackers Cut Deal to Work for Gov’t”, The Phnom Penh Post, October 1, 2014, http://bit.ly/1NpYQZd.  
8  Reporters Without Borders, “Heavy Damages Award Against Blogger Threatens All Netizens,” press release, July 29, 2014, 
http://en.rsf.org/cambodia-heavy-damages-award-against-29-07-2014,46714.html. Committee to Protect Journalists, “Harsh 
defamation ruling in Cambodia has broader implications,” press release, July 24, 2014, http://cpj.org/x/5c28. Overseas Press 
Club of Cambodia, “OPCC Concerned Over Defamation Case,” press release, July 23, 2014, https://www.cpj.org/JUL%2023%20
OPCC%20concerned%20over%20defamation%20case.pdf.
9  Saing Soenthrith and Van Roeun, “Murder ‘Mastermind’ on Run; Parents Arrested,” The Cambodia Daily, December 4, 2014, 
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Obstacles to Access

The proliferation of smartphones has enabled an increasing proportion of the population to access the 
internet regularly, although its impact has been less felt among women, rural populations, and poorer 
communities. Advancements in Khmer script applications have further increased access. Popular oppo-
sition has thus far proved an effective mechanism against access restrictions periodically proposed by 
officials for economic or security reasons. 

Availability and Ease of Access   

Internet penetration was at nine percent in 2014, up from seven percent in 2013, according to an 
International Telecommunication Union estimate, continuing a small but steady increase from pre-
vious years.10 Local estimates were higher.11 Average monthly subscription rates are between US$10 
and US$20, depending on connection speed, compared to a GDP per capita of US$1036 (US$86 per 
month).12 The average download speed is 5.8 Mbps, well below the global average of 18.2 Mbps.13

Mobile phone penetration is higher than internet penetration, with a 2014 penetration rate of 155 
percent.14 In a 2014 study conducted by the Open Institute and the Asia Foundation, 94 percent 
of more than 2,000 randomly selected respondents nationwide said they owned their own phone. 
Twelve percent said they used more than one phone, and 25 percent used more than one operator.15 
The use of smartphones is becoming increasingly common, and 19 percent of Cambodians report 
having used their smartphones to access the internet.16 

Not all citizens have equal access to the internet. Rural areas have less access, although the differ-
ence is decreasing due to the increasing availability of wireless broadband. In urban areas, 39 per-
cent of the population own smartphones, compared to 21 percent of the rural population.17 Wealth 
also plays a significant role, with poorer citizens having less access. In addition, internet use is less 
common in older age groups: 44 percent of Cambodians aged between 15 and 25 accessed the in-
ternet in 2014 compared to 8 percent of 50-65 year olds.18 There is also a gender disparity, with 19 
percent of women reporting internet use compared to 34 percent of men.19 

https://www.cambodiadaily.com/news/murder-mastermind-on-run-parents-arrested-73606/.  
10  International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY. 
11  According to the Telecommunication Regulator of Cambodia, there were over 5 million Internet users as of January 2015. 
Aria Paula Brito and Ouch Sony, “One-Third of Cambodians Now Online Thanks to Mobile Phones,” The Cambodia Daily, March 
12, 2015, https://www.cambodiadaily.com/news/one-third-of-cambodians-now-online-thanks-to-mobile-phones-79547/ ; 
Ben Sokhean, “Mobile Users Top 20 Million, Internet Usage Still Rising,“ The Cambodia Daily, March 27, 2014 http://www.
cambodiadaily.com/business/mobile-users-top-20-million-internet-usage-still-rising-55024/. 
12  UN Development Programme, “About Cambodia”, http://www.undp.org/content/cambodia/en/home/countryinfo/.  
13  Joshua Wilwohl, “Internet Speeds in Cambodia Faster Than Others in Region” The Cambodia Daily, May 6, 2014, http://bit.
ly/1Q1emrW. 
14  BuddeComm, “Cambodia – Telecoms, Mobile, Internet and Forecasts”, http://bit.ly/1Od5a5x. 
Telecommunication Regulator of Cambodia “Mobile Phone Subscribers,” http://www.trc.gov.kh/mobile-phone-subcribers/.  
15  Kimchhoy Phong and Javier Sola, Research Study: Mobile Phones in Cambodia 2014, 14, http://bit.ly/1hXGfWP. 
16  Kimchhoy Phong and Javier Sola, Research Study: Mobile Phones in Cambodia 2014.  14, http://bit.ly/1hXGfWP. 
17  Silas Everett, “Cambodia’s Smartphone Revolution: Think Promise Not Peril”, In Asia, December 3, 2014, http://bit.
ly/1y9Ptqw. 
18  Silas Everett, “Cambodia’s Smartphone Revolution: Think Promise Not Peril”, In Asia, December 3, 2014, http://bit.
ly/1y9Ptqw.
19  Silas Everett, “Cambodia’s Smartphone Revolution: Think Promise Not Peril”, In Asia, December 3, 2014, http://bit.
ly/1y9Ptqw.
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Significant advancements have been made in developing Khmer language applications, spurred on 
by the government’s recognition of Khmer Unicode font as a standard in 2010. Just over half (51 per-
cent) of phones used in Cambodia support Khmer script, though they were more likely to be owned 
by men (56 percent, compared to 47 percent of women) and in urban areas (57 percent compared 
to 49 percent).20 Online translation tools have allowed Khmer speakers to access greater amounts 
of information in English, and vice versa.21 The free Khmer Smart Keyboard iPhone app,22 released at 
the end of 2014, makes typing in Khmer easier and faster, allowing users to type up to 40 words per 
minute.23 In addition, software developed by Alien Dev, a group of young programmers, 24 is capable 
of converting hard-copy Khmer text to digital documents.25 

Restrictions on Connectivity  

Internet usage has been constrained by poor infrastructure. The absence of an extensive landline 
network inhibits greater internet penetration, since the fixed landlines which broadband internet 
services depend on are often unavailable in rural areas. Approximately 98 percent of internet users 
have wireless access via satellite or Wi-Fi.26 ISPs develop their own infrastructure, and two have an-
nounced plans to construct fiber-optic internet cables. To date, however, neither project has been 
completed.27 

Insufficient electricity, often resulting in nationwide blackouts, imposes additional constraints on 
computer and internet use. Connections can also be extremely slow, especially in rural areas. In re-
cent years, however, mobile broadband has helped boost online activity at such times.

The proposed telecommunications law raises concerns that Cambodia’s Ministry of Posts and Tele-
communications (MPTC) could potentially manage communications by establishing a centrally con-
trolled Internet Exchange Point, but details in a draft leaked in 2014 could be subject to change (see 
Legal Environment).28

ICT Market 

There were 29 ISPs operating in Cambodia, and 8 mobile service providers as of 2014, compared to 
27 ISP providers and 7 mobile service providers in 2013, according to official government figures.29 
In 2013, the MPTC twice tried to set the price of mobile calls,30 a move observers suspected was de-

20  Kimchhoy Phong and Javier Sola, Research Study: Mobile Phones in Cambodia 2014, 3, http://bit.ly/1hXGfWP.
21  Arne Mauser, “Google Translate now Supports Khmer,” Google Translate Blog, April 18, 2013, http://bit.ly/1OzkMhw.
Suos Samark and Kim Sokphyrum, “English-Khmer Automatic Machine Translation,” Bar Camp Cambodia, http://bit.ly/1O1kiDR.
22  “Khmer Smart Keyboard: A New Innovative Keyboard for Khmer and English,” Khmer Smart Keyboard Crowd Funding, 
http://bit.ly/1ixcBZ4. Alien-Dev, Khmer Smart Keyboard, iTunes application, 2014, http://apple.co/1OzlZ8O. 
23  Louisa Wright, “App makes typing in Khmer easier, faster,” The Phnom Penh Post, January 1, 2015, http://bit.ly/1FxVIlW. 
24  Alien-Dev, Khmer Smart Keyboard, iTunes application, 2014, http://apple.co/1OzlZ8O. 
25  Germaine Tan, “Khmer OCR: Convert Hard-Copy Khmer Text to Digital”, Geeks in Cambodia, November 18, 2014, http://bit.
ly/1LXwuSW. 
26  Suy Heimkhemra, “Cheap Data, Better Tech Putting More Cambodians Online,” Voice of America, March 25, 2013, http://bit.
ly/1VNzdTw. 
27  Simon Henderson, “Internet Firm Inks Fiber Optic Deal, “The Cambodia Daily, June 13, 2014, http://bit.ly/1QoqOD9. 
28  Ministry of Posts and Telecommunications, “Draft Law on Telecommunications”, June 19 2014. 
29  Telecommunication Regulator of Cambodia, “Telecommunication License,” August 2015, http://www.trc.gov.kh/licenses/. 
30  Freedom House, “Cambodia,” Freedom on the Net, 2014, https://freedomhouse.org/report/freedom-net/2014/cambodia.  
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signed to protect companies with links to officials from losing out to their competitors. The actions 
were withdrawn following public opposition, and the market remains competitive. 

Regulatory Bodies 

The Telecommunication Regulator of Cambodia (TRC) was established by royal decree in September 
2012.31  It is mandated with formulating fair and transparent policies, promoting access to quality 
and affordable services, providing a transparent regulatory process and regulatory guidance, en-
couraging fair competition and ensuring adherence to international standards and practices.32 Asides 
from warning companies it said had failed to pay annual registration fees,33 the TRC has worked with 
the MPTC to draft a new telecommunications law, which is loosely worded and has potential to re-
strict freedom of information.34

In addition, government officials at both the local and national level have attempted to limit access 
to the internet through circulars and announcements. 35 In some cases, popular opposition has over-
come these efforts. For example, in 2012 a circular proposed to close all internet cafes within 500 
meters of a school. As this would have effectively forced all internet cafes to close, a strong public 
backlash resulted, and it has not been implemented.36 During the coverage period of this report, no 
such restrictions were applied either locally or nationally.

Limits on Content

The internet is a valuable platform, not only to access unbiased information, but also to share human 
rights abuses, mobilize people for protests, and engage in online activism. The Cambodian government 
has yet to adopt a rigorous, systematic approach to internet censorship, but took a possible step in that 
direction during the coverage period with the launch of a working group to explore censoring immoral 
content. 

Blocking and Filtering 

The government sporadically requests ISPs to block certain websites for political or moral reasons. 
In September 2014, the government formed a working group to look at possible mechanisms to 
restrict access to immoral content in Cambodia. Restricted content would include pornography, hate 
speech, and discriminatory language directed toward a political party or its supporters.37 These ideas 
are yet to be implemented, and to date, politically motivated blocking has not been systematically 
applied. 

31  Telecommunication Regulator of Cambodia, “Background,” http://www.trc.gov.kh/about-us/background/. 
32  Telecommunication Regulator of Cambodia, ”Vision and Mission”, http://www.trc.gov.kh/about-us/vision-and-mission/.
33  Hor Kimsay, “Telecom regulator warns fee dodgers”, The Phnom Penh Post, August 27, 2014, http://bit.ly/1XLMaPN. 
34  Eddie Morton, “Telecom law grants ‘police powers’,” The Phnom Penh Post, August 15, 2014, http://bit.ly/1XLMaPN. 
35  A circular is a measure endorsed by a minister or the prime minister to explain a point of law or to provide guidance with 
regards to a point of law.  It is advisory in nature, and does not have binding legal force, though it can include penalties for 
non-compliance.   
36  Cambodian League for the Promotion and Defense of Human Rights LICADHO, “New Circular Aims to Shut Down Internet 
Cafes in Cambodia,” press release, December 13, 2012, http://www.licadho-cambodia.org/pressrelease.php?perm=298. 
Urban Voice Cambodia, “Save the Internet Cafes Campaign,” March 15, 2013, http://bit.ly/1Qos6Og. 
37  Sean Teehan, “Making a play on words”, The Phnom Penh Post, September 3, 2014, http://bit.ly/1nV0rFn.
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Blocking is nontransparent and appears to be based on informal communications between ISPs and 
government officials, which eliminates the possibility of an appeal and makes verifying internet cen-
sorship problematic. In 2011, the Minister of Posts and Telecommunications requested that mobile 
phone operators cooperate in blocking certain websites that impact Khmer morality, tradition and 
the government,38 while the Phnom Penh Post leaked the contents of an email sent by an MPTC offi-
cial to 10 ISPs thanking them for implementing the blocks.39 In 2011, the popular blog Khmerization 
was unavailable for some periods on some ISPs, 40 as was a report by the UK-based NGO Global 
Witness in 2009.41 YouTube, Facebook, Twitter and international blog-hosting services are freely 
available.

Content Removal 

The scale of content removal is difficult to assess, since it is unofficial and nontransparent rather than 
legal or administrative. There have been instances when internet users have been questioned by po-
lice and coerced into removing the content, indicating a tendency for some powerful people to use 
their influence to force removal of negative comments about them online.42 In 2013, teacher Phel 
Phearun was questioned after he posted details about his encounter with Phnom Penh traffic police 
on Facebook.43 Separately, marketing manager Cheth Sovichea was detained for a day after accus-
ing local officers on Facebook of confiscating unregistered motorcycles to solicit bribes. He avoided 
charges by removing the offending post and publically apologizing.44

Media, Diversity, and Content Manipulation  

The fear of repercussions for sharing political views means that self-censorship remains common 
among many Cambodian bloggers and social media users.45 There is no evidence that partisan in-
terests manipulate online information, despite the use of the internet to abuse political opposition 
during the 2013 elections.46 There are fears that the CPP will restrict political expression online in the 
future.47 

All of the key media organizations in Cambodia have comprehensive websites with access to broad-
casts, articles and videos. They also use social media platforms to disseminate information. This is 
true not only for government-controlled media, but also for independent and English-language me-
dia such as The Cambodia Daily and The Phnom Penh Post, helping users to retrieve unbiased infor-

38  Thomas Miller, “Ministry denies blocking website,” The Phnom Penh Post, February 16, 2011, http://bit.ly/1g9NgCQ. 
39  “Cambodia Blocks Anti-Government Websites,” Voice of America, February 16, 2011, http://bit.ly/1K85r3B. 
40  Thomas Miller, “Tangled web revealed”, The Phnom Penh Post, February 16, 2011, http://bit.ly/1g9NtWz. 
41  Sebastian Strangio and Vong Sokheng, “NGO site barred by local ISP,” The Phnom Penh Post, February 9, 2009, http://bit.
ly/1EVlxBD. “Provider Denies Blocking Watchdog’s Web Site,” Voice of America-Khmer, February 9, 2009, http://bit.ly/1L1TXnq. 
42  Cambodia Human Rights and Development Association (ADHOC), “The Right to Remain Silenced: Expressive Rights in the 
Kingdom of Cambodia,” August 2014 http://www.adhoc-cambodia.org/wp-content/uploads/2014/08/Report_of_FOE_Rev4-
Final-02.pdf. 
43  Cambodian Center for Human Rights, Special Edition – Phel Phearun – Case Study, March 2013, http://bit.ly/1JVwj9T. 
44  Lieng Sarith, “Facebook user busted over posts,” The Phnom Penh Post, November 20, 2013, http://bit.ly/1EVmiKO. 
45  The Cambodian Center for Human Rights, Repression of Expression: The State of Free Speech in Cambodia, September 2013, 
http://bit.ly/1EVmiKO. 
46  The Electoral Reform Alliance, Joint-Report on the Conduct of the 2013 Cambodian Elections, November 2013, 11, http://bit.
ly/1K9OyK9. 
47  Sopheap Chak, “New Information and Communication Technologies’ Influence on Activism in Cambodia”, International 
Journal on Human Rights, 11, no. 20 (2013): 437-448, http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2553249. 
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mation. In a positive move, many government institutions, parliamentarians and government officials 
are using social media, providing easily accessible information to the public.

Digital Activism 

The proliferation of internet access has facilitated mobilization among Cambodian youth, who fre-
quently engage in online advocacy activities, including petitions, blogging and hacktivism.48 Tele-
communications played a central role in the 2013 national elections. Not only did it provide access 
to up-to-date information for an increased audience, but Facebook was also used by the opposition 
to coordinate rallies and circumvent strict media controls. This trend continued in the aftermath of 
the election when evidence of alleged voter fraud was spread through social media. Additionally, 
footage of the violent suppression of antigovernment protests in January 2014 has helped activists 
to dispute the state media’s portrayal of those events.49 In December 2014, following the murder of 
a prominent businessman in Phnom Penh,50 online criticism of the police response helped spur the 
investigation, which led to the arrest of the suspects. 

Phone applications have also been utilized to assist in activism and mobilization. For example, Vo-
terVoice allows users to quickly organize campaigns, 51 while the application Verboice—a free open-
source tool that makes it easy for anyone to create and run projects that interact via voice, allowing 
users to listen and record messages in their own language and dialect or answer questions with a 
phone keypad—has been modified in various ways to provide verbal contraceptive reminders,52 pro-
vide farmers with information about rice seeds,53 and assist in educating children.54 The Empowering 
Clogher Project developed the IT and communications skills of female bloggers (cloghers) to enable 
them to create their own online forums to discuss and share ideas, and advocate for human rights 
and social change, particularly relating to their own experiences as young women from Cambodian 
provinces. 55

Violations of User Rights

A draft cybercrime law leaked in April 2014 remains a central concern for internet freedom activists. 
Although not yet passed, the law could criminalize a number of ill-defined activities, introduce harsher 
punishments for online slander than for the offline version of the same crime, and allow prosecutors 
rather than judges to order the retention of computer data for criminal investigations. A draft tele-
communications law leaked in June 2014 also threatens the privacy and anonymity of internet users 
through increased surveillance. In addition, it was reported in December 2014 that the government in-

48   Douglas Broderick and Anne Lemaistre, “On Press Freedom Day, Consider Cambodia’s Digital Divide,” Cambodia Daily, 
republished by UNESCO, May 3, 2011, http://bit.ly/1JVB8ju. 
49  Kuch Naren and Colin Meyn, “Social Media Challenges ‘Official’ Version of Events”, The Cambodia Daily, November 15, 
2013, http://bit.ly/1O1xGba. 
50  Saing Soenthrith and Van Roeun, “Murder ‘Mastermind’ on Run; Parents Arrested”, The Cambodia Daily, December 4, 2014, 
http://bit.ly/1EOKS09. 
51  VoterVoice, “Home page,”  https://info.votervoice.net/ 
52  InSTEDD, “Marie Stopes International + Verboice: Will Mobile Phones Improve Contraceptive Use in Cambodia?” July 2, 
2013, http://bit.ly/1JVnGfC. 
53  Tharum Bun, “How ICT can help in Agriculture,” InSTEDD, (presentation, InSTEDD iLab, Southeast Asia, October 3, 2014), 
http://bit.ly/1EVh1TE. 
54  Ul Run, “Exploring Example of ICT in Education and Development”, World Education, February 18, 2014, http://bit.
ly/1Q1dAv0.  
55  Ramana Sorn, “Clogher Corner Celebrates New Cambodian Voices,” Rising Voices, February 16, 2015, http://bit.ly/1VNGfYr. 
Sopheap Chak, “Building Clogher Power!” Rising Voices, July 28, 2014, http://bit.ly/1Q1kKiU. 
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tends to install surveillance equipment on the networks of ISPs and mobile phone operators in Cambo-
dia, though it appears that the government’s technical capacity to implement these plans is still lacking.

Legal Environment 

The Constitution of Cambodia not only provides for freedom of expression and freedom of the press 
under Article 41, but it also supports the provisions outlined in the Universal Declaration of Human 
Rights56 and the International Covenant on Civil and Political Rights,57 which both guarantee those 
rights. In practice, charges of criminal defamation and incitement as provided by the 2010 penal 
code are often used to restrict these freedoms. 

A pending cybercrime law represents a significant threat to freedom of expression on the internet. 
The drafting process has been characterized by a lack of transparency and civil society involvement.58 
In April 2014, the freedom of expression advocacy group Article 19 obtained a copy of the Cyber-
crime Law Draft V.1 and published an unofficial translation.59 That version prohibited publications 

“deemed to generate insecurity;” “deemed damaging to the moral and cultural values of the society;” 
those considered to undermine “the integrity of any governmental agencies;” or those considered 

“manipulation, defamation and slanders [sic].” The draft carried potential prison sentences of one 
to three years and fines ranging from KHR 2 to 6 million (US$490 to US$1,480). By contrast, offline 
slander is punishable by a maximum of one year behind bars.60 

The lack of adequate definitions in the draft was especially concerning considering the proposed 
make-up of a National Anti-Cybercrime Committee to enforce it, consisting of high-ranking mem-
bers of government under the chairmanship of the prime minister. The draft would further grant 
prosecutors, rather than judges, authority to issue court orders to preserve computer and traffic data 
for purposes of criminal investigation. The law was reportedly put on hold in late 2014,61 but in late 
May 2015, the minister of post and telecommunications announced that it is still under consider-
ation, including criminal sanctions for “people with bad intentions” who “criticize the government.”62 

The draft telecommunications law, which was similarly leaked later in 2014, also provides for govern-
mental control over the management of internet infrastructure and services, giving the state undue 
influence over telecommunications providers. The draft appeared to authorize the MPTC to install a 
central Internet Exchange Point to better control communication. Other provisions may be detrimen-
tal to individual privacy and criminalize online content perceived as critical of the ruling party.63 

These developments took place against a broader movement to limit civic participation. In April 

56  UN General Assembly, Universal Declaration of Human Rights, 10 December 1948, 217 A (III), http://www.un.org/en/
documents/udhr/. 
57  Cambodia ratified the ICCPR in 1993: UN General Assembly, International Covenant on Civil and Political Rights, December 
16, 1966, United Nations, Treaty Series, V. 999, 171, http://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx. 
58  Cambodian Center for Human Rights, “Human Rights Chronology,” December 10, 2012, http://bit.ly/1UBL1Lt. 
59  Cybercrime Law Formulation Working Group of Council of Ministers, “Cybercrime Law Draft V:1” http://www.article19.org/
data/files/medialibrary/37516/Draft-Law-On-CyberCrime_Englishv1.pdf. 
60  Article 19, “Cambodia: Secret Draft Cybercrime Law Seeks to Undermine Free Speech Online,” press release, April 9, 2014, 
http://www.article19.org/resources.php/resource/37516/en/cambodia:-secret-draft-cybercrime-law-seeks-to-undermine-free-
speech-online.
61  Chris Mueller and Khoun Narim, “Controversial Cybercrime Law ‘Scrapped’,” The Cambodia Daily, December 12, 2014, 
http://bit.ly/1sn1xfm. 
62  “Cyber Law to Protect Gov’t Honor, Ministry Says”, The Cambodia Daily, 27 May 2015
63  Ministry of Posts and Telecommunications, “Draft Law on Telecommunications”, June 19 2014. 
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2015, Prime Minister Hun Sen and other senior lawmakers said they planned to adopt a highly con-
troversial Law on Associations and Non-Governmental Organizations (LANGO) without consulta-
tion.64 No draft has been made public since 2011, with the intention of excluding civil society from 
the law-making process, despite the fact that it would severely affect their ability to carry out their 
role. In January 2015, the government announced its intention to introduce a state secrets law that 
could include criminal penalties for those who leak draft laws for public comment.65 

Prosecutions and Detentions for Online Activities

Provisions on criminal defamation and incitement from the 2010 penal code have been used to ha-
rass and discourage bloggers, Facebook users, and journalists.66 On July 24, 2014, a court in Phnom 
Penh found journalist Rupert Winchester guilty of defamation for a June 2013 article about a busi-
nessman published on his personal blog. In a trial and verdict the freedom of expression community 
called disproportionately harsh, he was fined KHR 8 million (US$2,000) and ordered to pay KHR 100 
million (US$25,000) in damages.67  

There have been other convictions involving internet use in recent years. In 2010, Seng Kunnaka was 
sentenced to six months imprisonment and a fine of KHR 1 million (US$250) for “incitement to com-
mit a felony” under Article 495 of the new penal code, after he printed articles from the KI-Media 
website for a handful of colleagues.68

Surveillance, Privacy, and Anonymity 

Although surveillance of citizens’ digital activity is not widespread or technologically advanced in 
Cambodia, there have nonetheless been a number of attempts to monitor online activity. In 2012, 
a circular from the Ministry of Interior and the MPTC ordered internet cafes to install surveillance 
cameras, and phone shops and telecommunications operators to register subscribers’ identification 
documents on the basis that these measures would “better promote protection of national security, 
safety and social order”.69 In addition, the circular required used data to be stored by the operators 
for six days so that designated officials can use the information for investigations of offenses relat-
ed to “issues of national security, safety, and social order”. The draft telecommunications law has 
potential to further increase surveillance and erode privacy and anonymity, by establishing a gov-
ernment-controlled Internet Exchange Point allowing centralized oversight of online traffic, among 
other measures.70 

In December 2014, it was reported that the government plans to install surveillance equipment on 
ISP and mobile phone networks. A senior Interior Ministry official explained that it is important to 

64  Human Rights Watch, “Cambodia: Drop Restrictive Organizations Law,” April 26, 2015, http://bit.ly/1EOMTtl. 
65  Chak Sopheap, “Cambodia needs to prioritise access to information law”, The Phnom Penh Post, February 18, 2015, http://
bit.ly/1EWulF6.  
66  Human Rights Watch, “Cambodia: New Penal Code Undercuts Free Speech,” December 23, 2010, http://bit.ly/1QoBuBF.  
67  Reporters Without Borders, “Heavy Damages Award Against Blogger Threatens All Netizens,” press release, July 29, 2014, 
http://bit.ly/1Nio7TB; Committee to Protect Journalists, “Harsh defamation ruling in Cambodia has broader implications,” press 
release, July 24, 2014, http://cpj.org/x/5c28; Overseas Press Club of Cambodia, “OPCC Concerned Over Defamation Case,” press 
release, July 23, 2014, http://bit.ly/1JVG5ZO. 
68  International Federation for Human Rights, “Cambodia: Assault on Freedom of Expression Continues with Conviction of 
UN Staff,” December 23, 2010, http://www.fidh.org/Cambodia-Assault-on-freedom-of-expression. 
69  John Weeks, “Cambodia’s Default Internet Law – Draft Translation,” Jinja.Apsara, July 5, 2012, http://bit.ly/1K8dFsu. 
70  Ministry of Posts and Telecommunications, “Draft Law on Telecommunications”, June 19 2014. 
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“strictly control people using the internet and mobile networks.”71 This development came shortly 
after the TRC ordered 12 mobile phone operators and ISPs to cooperate with police in an October 
2014 letter.72 Despite these plans, it appears that the government does not yet have the necessarily 
equipment or sufficient funds to start systematic surveillance.

Also in late 2014, the Council of Ministers’ Press and Quick Reaction Unit announced the creation 
of a “Cyber War Team,” with the stated aim of monitoring all online activity to “protect the govern-
ment’s stance and prestige.”73 

Intimidation and Violence 

The internet is often used as a medium for threats and intimidation, though there were no incidents 
of physical violence in retribution for online activity documented during the coverage period of this 
report. In December 2013, members and leaders of the main opposition Cambodia National Rescue 
Party (CNRP) were sent threats containing pictures of a gun and ammunition via Facebook.74 The for-
mer leader of the Cambodian Center for Human Rights, Ou Virak, was also targeted online following 
his criticism of the CNRP’s leader’s use of discriminatory language about Vietnamese immigrants.75 

Technical Attacks

Technical attacks often go unreported in Cambodia, although there has not been any systematic tar-
geting of civil society groups or government critics by hackers. During the 2013 election there were 
numerous technical attacks, including on government websites. 76 In September 2013, following the 
elections, the hacking group Anonymous Cambodia, part of the global Anonymous collective, post-
ed an declaration of online war against the Cambodian government following the fatal shooting of a 
bystander, Mao Sok Chan, at a protest.77 Several governmental websites were subsequently disabled 
for short periods of time, and five alleged members of the hacking group were arrested.78 Two peo-
ple were convicted at Phnom Penh Municipal Court on September 20, 2014, for IT offences in rela-
tion to the attacks. They were sentenced to five months and 20 days, time they had already served 
on remand, then given government jobs with the same Interior Ministry department which worked 
to arrest them.

71  Aun Pheap and Joshua Wilwohl, ‘Gov’t Plans to Install Surveillance Equipment’, The Cambodia Daily, December 10, 2014, 
http://bit.ly/1IyjNgi. 
72  Matt Blomberg, Joshua Wilwohl and Phann Ana, ‘Police Inspected Telecom Firms’ Routers, Records’, The Cambodia Daily, 
December 9, 2014, http://bit.ly/1G8OIgY. 
73  “‘Cyber War Team’ to Monitor Web”, The Cambodia Daily, November 20, 2014.
74  Heng Reaksmey, “Policeman Denies Threatening Opposition Official via Facebook,” Voice of America, December 6, 2013, 
http://bit.ly/1EVtAOO. 
75  Cambodian Center for Human Rights, “Open Letter from CCHR expressing grave concern over discriminatory 
language reportedly used by the CNRP,” December 12, 2013, http://cchrcambodia.org/index_old.php?url=media/media.
php&p=press_detail.php&prid=455&id=5. Cambodian Center for Human Rights, “CCHR Issues Clarification on its Open Letter 
to CNRP Leadership on the Subject of Discrimination,” press release, December 18, 2013, http://cchrcambodia.org/index_old.
php?url=media/media.php&p=press_detail.php&prid=456&id=5. 
76  Alex Willemyns, “Local Hacking Group Sabotages NEC Websites,” The Cambodia Daily, July 9, 2013, http://bit.ly/1EVtAOO. 
77  “Protest Takes Dark Turn,” The Phnom Penh Post, September 16, 2013, http://www.phnompenhpost.com/national/
protest-takes-dark-turn; Lauren Crothers and Mech Dara, “King Sihamoni and Queen Mother Donate to Sunday’s Victims,” The 
Cambodia Daily, September 18, 2013, http://www.cambodiadaily.com/elections/king-sihamoni-and-queen-mother-donate-to-
sundays-victims-42582/. Cambodia is a constitutional monarchy; King Sihamoni succeeded his father as head of state in 2004. 
78  Kuch Naren and Joshua Wilwohl, “Two Members of Hacking Group Anonymous Arrested,” The Cambodia Daily, May 
3, 2014, http://bit.ly/1idR5sE. Eang Mengleng and Joshua Wilwohl, ‘Teenager Charged for Hacking Government Site’, The 
Cambodia Daily, June 5, 2014, http://bit.ly/1EONCe0. 
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Key Developments: June 2014 – May 2015

•	 In January 2015, the Canadian Radio-television and Telecommunications Commission 
(CRTC) issued a ruling grounded in the principles of net neutrality which stated that tele-
communication companies cannot set rules or prices that favor their streaming services 
over those of competitors (see Media, Diversity, and Content Manipulation).

•	 In June 2014, a court in British Columbia issued a decision, which was subsequently up-
held by an appeals court, requiring Google to remove search results for a copyright-in-
fringing company on all of its domains, not just Google.ca (see Content Removal). 

•	 The government passed two laws, the Digital Privacy Act (Bill S-4) and the Protecting Ca-
nadians from Online Crime Act (Bill C-13), which have significant implications for Canadi-
an internet users’ right to privacy (see Surveillance, Privacy, and Anonymity). 

Canada
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 3 3

Limits on Content (0-35) 3 4

Violations of User Rights (0-40) 9 9

TOTAL* (0-100) 15 16

* 0=most free, 100=least free

Population:  35.6 million

Internet Penetration 2014:  87 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Free
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Canada

Editor’s Note

The following chapter covers developments in Canada through May 31, 2015. In June 2015, the Ca-
nadian parliament passed Bill C-51, also known as the “Anti-terrorism Act, 2015.” This law caused 
significant controversy due to its vague wording and provisions that could have a negative impact 
on freedom of expression and the right to privacy. However, since the law was passed outside of 
this report’s coverage period, it did not have an impact on this year’s scores.

Introduction

Internet access in Canada is reliable and affordable for a majority of the population and is gen-
erally free of government restrictions. Canadians enjoy strong protections for freedom of expres-
sion, as well as a well-developed set of rules regulating intermediary liability in cases of copyright 
infringement. 

Despite these strengths, there remains considerable unease among many Canadians with respect to 
online rights. Legislative reforms involving privacy protections and surveillance have generated some 
controversy, with many Canadians concerned about plans to expand the scope for companies to 
make voluntary disclosures of personal user information without court oversight. While the Canadi-
an Radio-television and Telecommunications Commission (CRTC) issued a positive decision with re-
gard to protecting net neutrality, the Canadian courts have issued several rulings that could increase 
intermediary liability and restrict access to information.

Obstacles to Access

There are very few infrastructural or regulatory obstacles to internet access in Canada. The internet 
and mobile phone penetration rates continue to grow, although there are still some barriers related to 
the affordability of internet access. 

Availability and Ease of Access   

According to the International Telecommunication Union, the internet penetration rate in Canada 
reached 87 percent in 2014, compared to 86 percent in 2013 and 80 percent in 2009.1 Canada had a 
mobile phone penetration rate of over 83 percent in 2014.2 Mobile carriers have deployed a number 
of newer technologies to provide mobile broadband service, including HSPA+ and LTE. 

The government and the Canadian Radio-television and Telecommunications Commission (CRTC), an 
independent public regulator for the telecommunications sector, have different broadband targets. 
The CRTC’s 2015-2016 Priorities and Planning Report seeks to provide 100 percent of the population 
broadband access at speeds of  5 Mbps download or higher by the end of 2015, while, the gov-
ernment has set relatively low speed goals and a longer time frame in a plan that would still leave 
three-quarters of a million Canadians without access. Industry Minister James Moore promoted the 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014, http://bit.ly/QvhwM3. 
2  International Telecommunication Union, “Mobile-cellular telephone subscriptions per 100 inhabitants,” 2014, http://bit.ly/
QvhwM3. 
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government’s commitment to broadband access in the summer of 2014 with “Connecting Canadi-
ans,” a program to bring internet access to 280,000 Canadians who currently do not have access or 
who have access at speeds considered to be too slow. According to a government release, by 2017 
the $305 million investment would extend access at 5 Mbps to 98 percent of Canadian households. 
However, according to Industry Canada’s recently released 2015-2016 Report on Priorities and Plan-
ning, the target date for providing the 280,000 Canadians with new or faster access is now March 
2019. 

While internet access is widely available in Canada, there is a gap in access related to income: the 
highest income bracket has a penetration rate of nearly 95 percent, while the penetration rate within 
the lowest income bracket is closer to 63 percent.3 Use of public access points such as libraries is 
declining but is still an important resource, particularly for younger Canadians or those with lower 
household incomes. Additionally, there is a wide range of content available in both of Canada’s offi-
cial languages (English and French) as well as many other languages.

Restrictions on Connectivity  

There are no government restrictions on bandwidth, although access providers frequently offer ser-
vices with caps on bandwidth that result in increased fees for users who exceed the limit. The gov-
ernment has not centralized the telecommunications infrastructure in Canada. However, given the 
vertical integration of the Canadian marketplace, the telecom infrastructure is controlled by a small 
number of companies, which in theory could facilitate greater control of content and the implemen-
tation of surveillance technologies.

ICT Market 

To operate as a Canadian telecommunications carrier, a company must meet the requirements in 
section 16 of the Telecommunications Act. In 2013, Canadian telecommunications revenues amount-
ed to $44.8 billion. The five largest telecommunications companies, five largest cable companies, 
and five largest independent resellers captured 97 percent of total industry revenues.4 

Canadians have a choice of wireless internet providers, all of which are privately owned. There are 
at least three providers to choose from in all markets. Restrictions on foreign investment establish 
some controls, though Canada has seen some foreign companies enter the marketplace in recent 
years. The provision of access services is subject to regulation with rules on tower sharing, domestic 
roaming agreements, and a consumer regulator to address consumer concerns.

For wireless services, three companies dominate the market: Bell, Telus, and Rogers. Those same 
companies are leaders in the provision of internet services, along with Shaw, Cogeco, and Videotron. 
The government’s minister of industry, James Moore, has continued to emphasize the need for more 
competition in this market, using a spring 2015 spectrum auction to provide new entrants with ad-
vantages in the acquisition of new spectrum.

3  Statistics Canada, “Canadian Internet use by age group and household income for Canada, provinces, and metropolitan 
areas,”CANSIM,  Table 358-0152, accessed September 17, 2014, http://bit.ly/1GQi7M1. 
4  Government of Canada, “Communications Monitoring Report 2014: Telecommunications Sector,” http://www.crtc.gc.ca/eng/
publications/reports/policymonitoring/2014/cmr5.htm. 
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Regulatory Bodies 

The Canadian Radio-television and Telecommunications Commission (CRTC), the regulatory body 
that oversees the communications industry, operates largely independently from the government. 
The government appoints the CRTC chair and commissioners. There is no public consultation on the 
appointment. The government also has, in some cases, provided guidance on their policy expecta-
tions regarding telecommunication regulations. Moreover, CRTC decisions can be appealed to the 
courts, or a government review can be requested. The government has (on rare occasions) over-
turned CRTC decisions and directed it to reconsider the issue. For example, the government required 
the CRTC to reconsider its approach to usage-based billing for internet services in 2011.5

Limits on Content

The Canadian government does not generally block websites or filter online content. Illegal content 
may be removed by legal action taken through the court system.6 YouTube, Facebook, Twitter, and 
international blog-hosting services are freely available. However, there have been several court cases 
in recent years that have had negative impacts on intermediary liability, which could have the effect of 
increasing censorship.

Blocking and Filtering 

The government does not generally block or filter online content, and there are few legal mech-
anisms that may lead to the blocking or removal of online content in Canada. Canada’s largest 
ISPs participate in Project Cleanfeed Canada, an initiative that allows ISPs to block access to child 
pornography images that are hosted outside of Canada (as opposed to content hosted within Can-
ada, which is subject to removal).7 Accessing child pornography is illegal in Canada under section 
163.1(4.1) of the criminal code.8 The initiative is targeted at international sites that the Canadian gov-
ernment does not have the jurisdiction to shut down. 

Under Project Cleanfeed Canada, an individual may issue complaints about content to the ISP or di-
rectly to Cybertip.ca, the national tipline for reporting exploitation of children, which will assess the 
site and, if necessary, obtain an independent, binding judgment from the National Child Exploitation 
Coordination Centre.9 An appeals process has also been put into place for cases in which content 
providers believe that their content has been wrongly blocked, although the list of blocked sites is 
not public since it would essentially provide a directory of child pornography.10 The project blocks 
approximately 1,000 child pornography images each year.

In April 2015, the government of Quebec announced plans in its budget to require ISPs to block 
access to online gambling sites. The list of blocked sites will be developed by Loto-Québec, a gov-

5  Steven Chase, “CRTC will rescind ‘unlimited use’ Internet decision - or Ottawa will overturn it,” The Globe and Mail, February 2, 2011, http://bit.
ly/1Nlg3R8. 
6  OpenNet Initiative, “United States and Canada Overview,” accessed September 19, 2014, http://bit.ly/1RTmw7q. 
7  Cybertip!ca, “Cleanfeed Canada,” accessed September 19, 2014,  http://bit.ly/1jy5ws4. 
8  Criminal Code, RSC 1985 c C-46 s 163.1(4.1). 
9  OpenNet Initiative, “United States and Canada Overview.” 
10  Michael Geist, “Project Cleanfeed Canada,” Michael Geist (blog), November 24, 2006, accessed September 19, 2014, http://
bit.ly/1MAANBt. 
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ernment agency. This is expected to act as a revenue-enhancing measure for the government by di-
recting gamblers to the state government’s own Loto-Québec-run online gaming site, Espacejeux. A 
November 2014 report found that Espacejeux was not meeting revenue targets, due to the popular-
ity of other sites. The government believes that the website blocking will increase revenues by $13.5 
million in 2016-17 and $27 million per year thereafter. The plan is likely to face a legal challenge, 
both on free speech and jurisdictional grounds, since the federal government has exclusive jurisdic-
tion over telecommunications regulation.

The federal government’s tough anti-spam law, which regulates commercial electronic messages, 
took effect on July 1, 2014. The law prescribes certain content requirements in electronic messages 
(such as unsubscribe mechanisms and location information) and restricts sending such messages 
without appropriate consent.  There have been several enforcement actions involving the law. The 
first CRTC case involved Compu-Finder, a Quebec-based corporate training company that sent com-
mercial emails without consent and without a proper unsubscribe mechanisms. Their email practices 
accounted for a quarter of the complaints in the sector received by the CRTC. In response, the com-
pany was hit with a $1.1 million penalty in March 2015.

The CRTC concluded its second case later the same month, this time targeting Plenty of Fish, the 
popular online dating site. The Commission received complaints that the company was sending 
commercial emails without a clear and working unsubscribe mechanism. One of the key require-
ments in the law is that each commercial email contain an unsubscribe mechanism to allow recipi-
ents to opt-out at any time. Plenty of Fish agreed to settle the case by paying a $48,000 penalty and 
developing a compliance program to address its email practices. 

Content Removal 

With respect to removal of content due to copyright infringement, in 2004 the Supreme Court 
of Canada ruled that ISPs are not liable for violations committed by their subscribers.11 Canadian 
copyright law features a notice-and-notice provision, which, unlike a notice-and-takedown system, 
does not make intermediaries legally liable for removing content upon notification by the copyright 
owner. Rather, copyright owners are permitted to send notifications alleging infringement to ISPs. 
The providers are then required to forward the notifications to the implicated subscriber. Any fur-
ther legal action is the responsibility of the copyright owner, and it is incumbent upon the person 
who uploaded the infringing content to remove it following a legal decision. No content is removed 
from the internet without a court order, and the internet provider does not disclose subscriber 
information without court approval. ISPs qualify for a legal safe harbor if they comply with the no-
tice-and-notice requirements.

The notice-and-notice requirements took effect on January 2, 2015. Despite the good intentions, the 
notice-and-notice system has been subject to some misuse. At least one U.S.-based anti-piracy firm, 
Rightscorp, has used the system to send notifications to subscribers that misstate Canadian law, cit-
ing U.S. damage awards and the possibility that their internet access will be terminated, in order to 
sow fear among Canadians so that they pay a settlement fee.12 

In June 2015, the British Columbia Court of Appeal upheld an earlier decision by the Supreme Court 

11  Society of Composers, Authors & Music Publishers of Canada v Canadian Assn of Internet Providers, [2004] SCC, 2 SCR 427. 
12  Jeremy Malcolm, “Canada Must Fix Rightsholder Abuse of its Copyright Notice System,” Deeplinks Blog, Electronic Frontier 
Foundation, April 23, 2015, http://bit.ly/1MAANBt. 
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of British Columbia in Equustek Solutions Inc. v. Jack, a closely-watched case involving a court order 
requiring Google to remove websites that infringed on the plaintiffs’ trademark from its global index. 
Rather than ordering the company to remove certain links from the search results available through 
Google.ca, the court’s decision intentionally targeted the entire database, requiring the company to 
ensure that no one, anywhere in the world, could see the search results. The decision is expected to 
be appealed to the Supreme Court of Canada.

Defamation claims may also result in the removal of content, as content hosts fear potential liability 
as a publisher of the defamatory content. Unlike legal protections against liability for copyright in-
fringement by its users, platforms may face liability for alleged defamation once alerted to the pub-
lication. A court may also order the removal of the content. A recent Ontario case, Baglow v. Smith,13 
involved allegedly defamatory comments posted by a blogger on a political website. Although 
the Ontario Superior Court decided in favor of the defendants, the court also held that message 
board operators are not neutral parties to whatever content is exchanged on their platforms. They 
may, therefore, find themselves liable for defamation if an anonymous individual uses their mes-
sage board to post a defamatory comment against another individual. Finding otherwise, the court 
held, would leave plaintiffs without redress when the defamatory comment is made by someone 
anonymous.14 

Media, Diversity, and Content Manipulation  

The online environment in Canada is relatively diverse, and internet users have access to a wide 
range of news, content, and opinions. There does not appear to be widespread self-censorship in 
Canadian online publications, and there is no evidence of government manipulation of online con-
tent. Some sites are affiliated with a particular partisan interest, but there are representative sites 
from all sides of the political spectrum available online. All major media organizations feature exten-
sive websites with articles, audio, and video. The public broadcaster maintains a very comprehensive 
website that includes news articles and streamed video programming. Paywalls have become in-
creasingly popular among newspaper organizations, but there remains considerable choice (includ-
ing alternate, independent media) that is freely available.

To date, economic constraints such as net neutrality concerns have not been a significant factor in 
the success or failure of online media outlets and platforms in Canada, though the debate over net 
neutrality continues. In January 2015, the CRTC issuing a landmark decision on the net neutrality and 

“zero-rating” concerns associated with mobile television services offered by Bell and Vidéotron. The 
CRTC found that, by setting prices that favor their streaming services over others, Bell and Videotron 
had violated the rules that prohibit carriers from granting themselves an undue preference or creat-
ing an unreasonable disadvantage for competitors. It noted that the services “may end up inhibiting 
the introduction and growth of other mobile TV services accessed over the internet, which reduces 
innovation and consumer choice.” The decision was clearly grounded in net neutrality principles. 
CRTC Chair Jean-Pierre Blais, speaking prior to the release of the decision, stated that there would be 

“no fast and slow lanes,” adding that “at its core, this decision isn’t so much about Bell or Vidéotron. 
It’s about all of us and our ability to access content equally and fairly, in an open market that favors 
innovation and choice.” 

13  Baglow v Smith, [2015] ONSC 1175 (CanLII), http://canlii.ca/t/ggf1t.
14   Baglow v Smith. 
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Digital Activism 

Social media and communication applications have been widely used in Canada for the mobilization 
of political and social movements. The most recent example involved the widespread protests over 
Bill C-51, the Anti-Terrorism bill, introduced in January 2015. The bill, among other things, intro-
duced criminal penalties for sharing content deemed “terrorist propaganda” or for encouraging oth-
ers to engage in terrorist acts, and sparked significant online and offline protests, including protests 
in cities across Canada. Hundreds of thousands of people signed online petitions and raised con-
cerns through digital means. Moreover, the most influential commentary on the bill came through 
the efforts of Professors Craig Forcese and Kent Roach, who used open access publishing to release 
hundreds of pages of analysis. The accessibility of Forcese and Roach’s work raised public awareness 
and ultimately led to several important reforms to the bill.

Violations of User Rights

Despite having a generally positive record for freedom of expression, Canada has taken some re-
gressive steps in recent years, driven by court decisions that weakened confidentiality for journalists’ 
sources, and the introduction of several bills that could have negative implications for the protection of 
internet users’ data. Activists have also criticized Conservative Prime Minister Steven Harper’s gov-
ernment for tightening access to information and its slow response time to information requests. 

Legal Environment 

The Canadian Constitution includes strong protections for freedom of speech and freedom of the 
press. Freedom of speech in Canada is protected as a “fundamental freedom” by section 2 of the 
Canadian Charter of Rights and Freedoms. Under the Charter, one’s freedom of expression is “sub-
ject only to such reasonable limits prescribed by law as can be demonstrably justified in a free and 
democratic society.”15 These laws and protections apply to all forms of speech, whether online or 
offline.

Hate speech is also regulated under the Canadian criminal code. According to section 320.1, a judge 
may order that publicly available hate propaganda be made unavailable.16 In the past, the Canadian 
Human Rights Commission could investigate and settle complaints regarding online hate speech 
through section 13 of the Canadian Human Rights Act (CHRA), which prohibits the repeated com-
munication of hate speech over the phone or internet. On June 26, 2013, the parliament passed leg-
islation (Bill C-304) that repealed section 13 of the CHRA, slated to take effect in June 2014. 
However, in January 2014, a Federal Court of Appeals ruling found section 13 to be constitutionally 
valid and not a violation of the right to freedom of expression.17

There are no specific online restrictions on sensitive topics. Anti-spam legislation, enacted in July 
2014, requires opt-in consent to send commercial electronic messages. Critics of the legislation have 

15  Constitution Act,Canadian Charter of Rights and Freedoms, 1982,  http://bit.ly/1cijVUc.  
16  Criminal Code, RSC 1985 c C-46 s 320.1; OpenNet Initiative, “United States and Canada Overview,” accessed September 19, 
2014, http://bit.ly/1RTmw7q. 
17  Joseph Brean, “Court finds Internet hate speech law Section 13 to be constitutionally valid, doesn’t violate freedom of 
expression,” National Post, February 2, 2014, http://bit.ly/1RljRm0. 
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argued that it is overly broad and seeks to overregulate commercial speech. The constitutionality of 
the law has not yet been tested.

Defamatory libel is punishable under the criminal code with imprisonment for a term not exceeding 
five years (s. 301 of the criminal code). Human rights complaints regarding any potentially defamato-
ry statements could also be decided through the mechanisms provided by the Human Rights Code 
(Ontario) and the Canadian Human Rights Act, in situations where a potentially defamatory state-
ment could also be construed as a violation of the provisions that protect a number of enumerated 
groups. 

Libel tourism, or the practice of taking up a libel case in a jurisdiction considered to be more fa-
vorable to the plaintiff, is not a significant problem in Canada, although recent court rulings have 
called into question whether there are adequate legal protections against such actions. In the case of 
Breeden v. Black in 2012, the Supreme Court issued a ruling confirming that defamation takes place 
where the content is published; however, as this pertains to the internet, the place where the content 
is published could mean anywhere the content can be accessed, not just the jurisdiction in which it 
was uploaded. The court recognized that this interpretation could lead to libel tourism, and indicat-
ed a willingness to consider applying the law according to where the most harm was done to the 
plaintiff’s reputation, which in most cases would be the jurisdiction of their home country. 

Prosecutions and Detentions for Online Activities 

Citizens can be subject to legal sanction for possessing, accessing or even distributing child pornog-
raphy if they post images of it on the internet.18 This also extends to text messages, for example in 
the January 2014 case of a teenager who sent texts containing explicit images of another teenager 
and was convicted of possession of child porn.19 Generally, writers, commentators, and bloggers are 
not subject to legal sanction for content that they post on the internet.

Surveillance, Privacy, and Anonymity 

The past year was a significant one for legislation and court cases involving surveillance and privacy. 
The Canadian government passed three new laws with privacy implications. In June 2015 the gov-
ernment passed Bill S-4, the Digital Privacy Act, which expanded the scope for companies to make 
voluntary warrantless disclosures of personal information by allowing for such disclosures to any 
organization, not just law enforcement. The bill also established new mandatory security breach dis-
closure requirements and enhanced the meaning of consent within the law. 

Bill C-13, the lawful access and cyber-bullying bill, passed in the fall of 2014. The bill created a new 
warrant that allows a judge to order the disclosure of transmission data where there are reasonable 
grounds to suspect that an offense has been or will be committed, the identification of a device 
or person involved in the transmission will assist in an investigation, or will help identify a person. 
Although this bill preserves judicial oversight of access to metadata, the standard for releasing this 
data is much lower than the “reasonable grounds to believe” standard, which many thought should 

18  Kevin Bissett, “Douglas Hugh Stewart, New Brunswick Man, Gets 5 Years In Prison For Millions Of Child Porn Images,” 
Huffington Post, November 14, 2011, accessed September 19, 2014,  http://huff.to/1ZSBgZq. 
19  Dirk Messier, “Sexting B.C. teen found guilty of child pornography,” CTV News Vancouver, January 10, 2014, http://bit.
ly/1RTnzEv. 
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have been adopted in the language of the bill. Critics argued that there is reason for concern, as 
there are significant implications in treating metadata as having a low privacy value. The government 
passed the bill in the House of Commons in October 2014.

Bill C-51, or the Anti-Terrorism Act, passed in June 2015 also has major privacy implications. The 
privacy-related concerns stem from Bill C-51’s Security of Canada Information Sharing Act (SCISA), a 
bill within the bill, which goes far further than allowing for the sharing of information related to ter-
rorist activity. The bill permits information-sharing across government for an incredibly wide range 
of purposes, most of which have nothing to do with terrorism. The government tried to justify the 
provisions on the grounds that Canadians would support sharing information for national security 
purposes, but the bill allows sharing for reasons that would surprise and disturb most Canadians. 
The bill was opposed by all Canadian privacy commissioners, but ultimately passed and became law.

Privacy was also a major issue in the courts and in complaints to the privacy commissioner of Can-
ada. The most notable case was the Supreme Court of Canada’s R. v. Spencer decision, released in 
June 2014.20  The Spencer decision, which examined the legality of voluntary warrantless disclosure 
of basic subscriber information to law enforcement, called into question longstanding practices and 
forced law enforcement and other agencies to re-examine their approach. In a unanimous decision 
written by Justice Thomas Cromwell, the court issued a strong endorsement of internet privacy, em-
phasizing the privacy importance of subscriber information, the right to anonymity, and the need 
for police to obtain a warrant for subscriber information except in exigent circumstances or under a 
reasonable law. This ruling also calls into question the legality of several privacy-related bills passed 
during the coverage period.

In December 2014, the Supreme Court of Canada issued its decision in R. v. Fearon, a case involving 
the legality of a warrantless cellphone search by police during an arrest. To the surprise of many, 
a divided court upheld the ability of police to search cellphones without a warrant incident to an 
arrest. The majority opinion established some limiting conditions, but ultimately ruled that it was 
possible navigate the privacy balance by establishing some safeguards with the practice. A strongly 
worded dissent noted the privacy implications inherent in warrantless access to cellphones and the 
need for judicial pre-authorization as the best method of addressing these implications..

The Office of the Privacy Commissioner provides an important oversight function related to privacy 
of Canadians’ information in the digital medium. The Privacy Commissioner of Canada is an officer of 
parliament who reports directly to the House of Commons and the Senate. Daniel Therrien was ap-
pointed Privacy Commissioner of Canada beginning June 5, 2014. The commissioner’s mandate in-
cludes overseeing compliance with the Privacy Act, which covers the personal information-handling 
practices of federal government departments and agencies, and the Personal Information Protection 
and Electronic Documents Act (PIPEDA), Canada’s private sector privacy law.21  In March 2015, the 
Privacy Commissioner of Canada issued an important finding on the legality of online behavioral ad-
vertising, ruling that a targeted advertising program run by Bell violated the law.

Intimidation and Violence 

There were no documented cases of violence or physical harassment of internet users in Canada for 
their online activities during the report period.

20  R. v. Spencer, [2014] SCC 43,  http://bit.ly/1szAZgb. 
21  Office of the Privacy Commissioner of Canada, “Mandate and Mission,” http://bit.ly/1LlfhTx. 
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Technical Attacks

There have been several high profile cyberattacks and data breaches in Canada, including some that 
have involved the government. In July 2014, the Canadian government blamed Chinese hackers for 
a cyberattack on the Canadian National Research Council. Subsequently, in June 2015, another cy-
berattack crashed several government websites and e-mail services. The international group Anony-
mous claimed responsibility for this attack, citing it as a protest against the passage of the Bill C-51 
Anti-terrorism Act.22

22  Steven Chase, “Cyberattack deals crippling blow to Canadian government websites,” The Globe and Mail, June 17, 2015, 
http://bit.ly/1JUAcOF. 

189

http://bit.ly/1JUAcOF


www.freedomhouse.org

FREEDOM  
ON THE NET
2015

Key Developments: June 2014 – May 2015

•	 In January 2015, Chinese authorities reported an upgrade to the national firewall that 
blocked several providers of virtual private networks in the name of “cyberspace sover-
eignty” (see Blocking and Filtering).

•	 The China Internet Network Information Center was found to be issuing false digital se-
curity certificates for a number of websites, including Google, exposing the sites’ users 
to “man in the middle” attacks (see Technical Attacks).

•	 The government strengthened its real-name registration laws for blogs, instant-messag-
ing services, discussion forums, and comment sections of websites (see Surveillance, 
Privacy, and Anonymity).

•	 In November 2014, the Chinese government introduced a draft counterterrorism law 
that would require all telecommunications companies and internet services to provide 
the government with “backdoor” access and copies of encryption keys (see Surveillance, 
Privacy, and Anonymity).

China
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 19 18

Limits on Content (0-35) 29 30

Violations of User Rights (0-40) 39 40

TOTAL* (0-100) 87 88

* 0=most free, 100=least free

Population:  1.36 billion

Internet Penetration 2014:  49 percent

Social Media/ICT Apps Blocked:  Yes

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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China

Introduction

The Chinese Communist Party (CCP) under general secretary and state president Xi Jinping contin-
ued to pursue “cyberspace sovereignty” as a top policy strategy during the coverage period of this 
report. The aim of establishing control was particularly evident in the government’s attitude toward 
foreign internet companies, its undermining of digital security protocols, and its ongoing erosion of 
user rights, including through extralegal detentions and the imposition of prison sentences for on-
line speech. China was the world’s worst abuser of internet freedom in the 2015 Freedom on the Net 
survey.

The groundwork for this intensifying strategy of control was laid during the previous coverage pe-
riod. In an internal speech at the National Propaganda and Ideology Work Conference in August 
2013—first publicized by military and party commentators, and later revealed in full by China Digital 
Times1— Xi declared that “the internet has become the main battlefield for public opinion struggle.” 
This represented considerably stronger rhetoric than that used by his predecessor, Hu Jintao, who 
had merely referred to “guidance” and “channeling” of public opinion online. The new terminology 
provided the ideological underpinning for the internet freedom decline that has continued since.2 Lu 
Wei, head of the State Internet Information Office (SIIO), articulated his approach in concrete terms, 
proposing more licensing for online platforms, more real-name registration, more information-man-
agement training for government and private-sector agents, and tighter controls on undesirable 
content.3 Lu Wei appears increasingly central to Xi’s internet strategy, and was appointed in February 
2014 to a panel on information technology and security policy that the president himself has chosen 
to lead, assuming a role usually played by the premier.4 This high-level committee positioned inter-
net development, governance, and security as high-priority issues for Xi’s administration, along with 
national security and economic reform.5

Over the past year, the renewed emphasis on information control led to acts of unconcealed ag-
gression against internet freedom. All of Google’s content and communication services were fully 
blocked during the coverage period, marking an escalation in censorship from that experienced by 
the company’s user base in mainland China in previous years. A government agency was found to be 
issuing false digital security certificates for a number of websites, including Google, leaving visitors 
to those sites vulnerable to attacks from hackers who replace webpages with unverified facsimiles in 
order to deliver malware or steal personal data. And the University of Toronto–based research group 
Citizen Lab documented massive cyberattacks on U.S. anticensorship websites that originated in the 
architecture of the Chinese government’s own censorship apparatus, known as the Great Firewall—a 
previously undocumented capability that the group dubbed the Great Cannon.

As in past years, although pressure on overseas websites and companies increased, the real targets 
of repression were domestic internet users. Individuals imprisoned for legitimate online speech 
during the coverage period included renowned human rights lawyer Pu Zhiqiang, who was criminally 

1  “网传习近平8•19讲话全文：言论方面要敢抓敢管敢于亮剑,”China Digital Times, November 4, 2013, http://bit.ly/1weBugI.
2  Qian Gang, “Parsing the ‘public opinion struggle,’” China Media Project, September 24, 2013, http://cmp.hku.
hk/2013/09/24/34085/. 
3  “State Internet Information Office Director Lu Wei outlines stronger focus on Internet governance,” China Copyright and 
Media (blog), September 17, 2013, http://bit.ly/1LhwP0D. 
4  Cindy, “Xi Jinping to Head Reform Panel,” China Digital Times, January 2, 2014, http://bit.ly/1LG51SO. 
5  Paul Mozur, “In China, Internet Czar Is Taking a Blunt Tone,” Bits (blog), New York Times, October 31, 2014, http://nyti.
ms/1GELosY; Shannon Tiezzi, “Xi Jinping Leads China’s New Internet Security Group,” Diplomat, February 28, 2014, http://bit.
ly/1N9FBAn. 
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charged with inciting ethnic hatred and picking quarrels on social media, and 70-year-old journalist 
Gao Yu, who was jailed for seven years for supposedly leaking “state secrets” to an overseas website.

There were some examples of public activism, reflecting the vibrancy that is still common on the 
Chinese internet. An online petition in support of five feminists who were detained for distributing 
leaflets against sexual harassment on public transportation may have contributed to their release in 
April 2015.6 And the environmental documentary Under the Dome was viewed by millions of people 
online before it was censored. But despite these efforts, and steady improvements in access year on 
year, internet control is intensifying.

Obstacles to Access

China boasts the world’s largest number of internet users, yet obstacles to access remain, including 
poor infrastructure, particularly in rural areas; a telecommunications industry dominated by state-
owned enterprises; centralized control over international gateways; and sporadic, localized shutdowns 
of internet service to quell social unrest. Nationwide blocking, filtering, and monitoring systems delay 
or interrupt access to international websites.

Availability and Ease of Access   

The authorities reported in January 2015 that there were 649 million internet users in China.7 The 
average connection speed was comparatively slow at 3.8 Mbps.8 Since 2011, internet adoption rates 
have slowed as the urban market approaches saturation, according to the China Internet Network 
Information Center (CNNIC), an administrative agency under the Ministry of Industry and Informa-
tion Technology (MIIT).9 Though the digital divide between urban and rural areas narrowed margin-
ally in 2014, 72.5 percent of users were based in cities, and more were documented in Eastern China 
than in the less developed Central and Western regions combined.10 Penetration rates vary by prov-
ince, from Beijing (75 percent) to Jiangxi in the southeast (32 percent).11 Overall internet penetration 
stood at 48 percent.12 The CNNIC continued to report a gender gap among internet users, with 
males making up 56 percent of the total.

Mobile replaced fixed-line broadband (which had dwarfed dial-up since 200513) as China’s preferred 
means of accessing the internet for the first time in 2012. From December 2013 to December 2014, 

6  Didi Kirsten Tatlow, “Supporters of Detained Feminists Petition for Their Release,” Sinosphere (blog), New York Times, April 1, 
2015, http://nyti.ms/1K7FcKd. 
7  China Internet Network Information Center (CNNIC),中国互联网络发展状况统计报告 [The 35th Report on the Development 
of the Internet in China], January 2015, http://bit.ly/1MnNKyr. 
8  Akamai, State of the Internet: Q3 2014 Report, infographics, http://akamai.me/1LGi8U4; ChinaCache International Holdings 
Ltd, China Internet Report, 2013, http://bit.ly/1N9Jvt8. 
9  CNNIC, 中国互联网络发展状况统计报告 [The 28th Report on the Development of the Internet in China], July 2011, http://bit.
ly/1GadOjH.
10  Eastern China accounts for 41 percent of the population. CNNIC, 中国互联网络发展状况统计报告 [The 35th Report on the 
Development of the Internet in China], January 2015, http://bit.ly/1MnNKyr. 
11  CNNIC, 中国互联网络发展状况统计报告. 
12  CNNIC, 中国互联网络发展状况统计报告. 
13  “CNNIC Releases Internet Report: China’s Internet Users Exceed 100 Million” [in Mandarin], Xinhua, July 22, 2005, http://bit.
ly/1R7Vicg. 
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the mobile internet population grew from 500 million to 557 million, accounting for 86 percent of all 
internet users.14 

Authorities exercise tight control over cybercafes and other public access points, which are licensed 
by the Ministry of Culture in cooperation with other state entities.15 By 2012, chain companies had 
absorbed around 40 percent of cybercafes.16 Domestic news reports said more than 10,000 locations 
closed between 2011 and 2012, and cybercafes provided access for less than 20 percent of inter-
net users in 2013.17 In November 2014, the Chinese government reversed its policy and loosened 
restrictions on opening up cybercafes, lifting a 2013 requirement that they had to be run by chain 
stores, which had led to the proliferation of illegal establishments.18 Though demand remained rela-
tively high in rural areas and small towns, the number of internet users throughout China who were 
connecting through cybercafes and public computers remained relatively constant in 2014, at 18 
percent.19

Costly, inefficient fixed-line broadband service has contributed to the shift toward mobile. The 
Beijing-based research company Data Centre of China Internet reported that the average cost of 1 
Mbps of bandwidth was 469 times more on the mainland than in Hong Kong in 2011.20 The MIIT or-
dered that homes constructed within reach of public fiber-optic networks be connected via a selec-
tion of service providers from April 2013 onward.21 A “Broadband China” government strategy issued 
in August 2013 aimed to boost penetration to 70 percent nationwide by 2020, raise third-generation 
(3G) mobile internet penetration to 85 percent, and increase connection speeds to 50 Mbps in cities 
and 12 Mbps in rural areas, with even faster Gbps speeds promised in bigger cities.22 By the end of 
2014, however, the average fixed-line broadband download speed across the country was still only 
4.25 Mbps. The highest available rate was in Shanghai, which averaged 5.3 Mbps, while the lowest 
was in Tibet, which averaged 3.26 Mbps.23

Restrictions on Connectivity  

Nine state-run operators maintain China’s gateways to the global internet, giving authorities the 
ability to cut off cross-border information requests.24 All service providers must subscribe via the 
gateway operators under MIIT oversight.

14  CNNIC, 中国互联网络发展状况统计报告 [The 35th Report on the Development of the Internet in China], January 2015, 
http://bit.ly/1MnNKyr.
15  These include the Public Security Bureau and the State Administration for Industry and Commerce. “Yi Kan Jiu Mingbai 
Quan Cheng Tu Jie Wang Ba Pai Zhao Shen Qing Liu Cheng” [A look at an illustration of the whole course of the cybercafe 
license application process], Zol.com, http://bit.ly/1QmkImh. 
16  “China’s 2012 Internet Café Market Down 13 percent YoY,” 17173.com, April 28, 2013, http://bit.ly/1LhF78u. 
17  CNNIC, 中国互联网络发展状况统计报告 [The 31st Report on the Development of the Internet in China], 21, http://bit.
ly/1K7cPM6.
18  Many Zuo, “China eases restrictions on number of internet cafes but adds space requirements,” South China Morning Post, 
November 24, 2014, http://bit.ly/1QmlcJf.
19  CNNIC, 中国互联网络发展状况统计报告, [The 35th Report on the Development of the Internet in China]. 
20  Data Center of China Internet, “Zhong Guo Kuandai Yong hu Diaocha, 2011–2012” [Survey of China’s Broadband Users, 
2011–2012], http://bit.ly/1jtteVC. 
21  Shen Jingting, “New residences required to provide fiber network connections,” China Daily, January 9, 2013, http://bit.
ly/1GaeW6R.
22  Ministry of Industry and Information Technology, 国务院关于印发“宽带中国”战略及实施方案的通知, 2013, http://bit.
ly/1RFIavO.
23  Broadband and Development Alliance, China’s broadband speed status report [in Mandarin], Section 6, http://bit.
ly/1NbmZzX. 
24  CNNIC, 中国互联网络发展状况统计报告 [The 31st Report on the Development of the Internet in China], 21.
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The government has shut down access to entire communications systems in response to specific 
events, notably imposing a 10-month internet blackout in the Xinjiang Uyghur Autonomous Re-
gion—home to 22 million people—after ethnic violence in the regional capital, Urumqi, in 2009.25 
Since then, authorities have enforced smaller-scale shutdowns, including one in September 2014 in 
Xinjiang’s Yarkand (known in Chinese as Shache) County that began during the month of Ramadan 
and affected internet access and text-message services amid increasing tension between the Uyghur 
ethnic minority and the Chinese government.26

ICT Market 

In 2011, an antimonopoly investigation accused state-owned China Telecom and China Unicom of 
abusing their market dominance to manipulate fixed-line broadband pricing, marking the first use of 
a 2008 antimonopoly law against state enterprises.27 The telecom giants revised their inter-network 
pricing structures to allow rivals to access their infrastructure,28 and customers can now choose from 
among 20 local, private internet service providers (ISPs),29 but these only account for 10 percent of 
the market share.

State-owned China Mobile, China Telecom, and China Unicom dominate the mobile market, but oth-
er companies can provide telecommunications service by leasing network infrastructure. High prices 
have slowed 3G adoption in China, especially as some social-networking platforms allow users to 
exchange messages at low cost via 2G handsets, which accounted for 31 percent of mobile internet 
access in 2013, according to one report.30 In May 2014, the government formally authorized the 
three major players to set pricing for services according to market forces, resulting in price cuts.31 On 
February 27, 2015, the MIIT reported that it had issued licenses to China Telecom and China Unicom 
to operate 4G wireless networks.32

Regulatory Bodies 

Several government and CCP agencies are responsible for internet censorship at the local and 
national levels, but the process has been consolidated under Xi Jinping. The SIIO was created in 
2011 to streamline regulation of online content, punish violators, and oversee telecommunications 

25  See Alexa Olsen, “Welcome to the Uighur Web,” Foreign Policy, April 21, 2014, http://atfp.co/1jmJCYH. 
26  Simon Denyer, “China’s war on terror becomes all-out attack on Islam in Xinjiang,” Washington Post, September 19, 2014, 
http://wapo.st/1jmJKY9.
27  Jan Holthuis, “War of the Giants—Observations on the Anti-Monopoly Investigation in China Telecom and China Unicom,” 
HIL International Lawyers & Advisers, Legal Knowledge Portal, March 2, 2012, http://bit.ly/1Mxc8SI; “Tighter Rules for Telecom 
Costs,” Shanghai Daily, April 26, 2012, http://on.china.cn/1LJDfEV. 
28  Lu Hui, “China Telecom, China Unicom pledge to mend errors after anti-monopoly probe,” Xinhua, December 2, 2011, 
http://bit.ly/1RFKEdz; “Guo Jia Guang Dian Wang Luo Gong Si Jiang Qiang Cheng Li Zhong Yi Dong Wei Can Yu Chu Zi” [State 
Radio and Television Networks Will Be Set Up], Sina, November 15, 2012, http://bit.ly/1GbT0bw.
29  “Chinese Internet Choked by ‘Fake Broadband’ Providers,” Global Times, October 8, 2012, http://www.globaltimes.cn/
content/736926.shtml. 
30  Joss Gillet and Mark Gilles, “Half a billion Chinese citizens have subscribed to the mobile internet,” GSMA Intelligence, June 
9, 2014, http://bit.ly/1OzT32b. 
31  Lan Xinzhen, “Full-Pricing Autonomy,” Beijing Review, May 29, 2014, http://bit.ly/1G3MsMf; Paul Mozur and Lorraine Luk, 

“China to Liberalize Telecommunications Pricing,” Wall Street Journal, May 9, 2014, http://on.wsj.com/1NFam3s. Prices were 
previously regulated by the government.
32  Gerry Shih, “China issues 4G FDD licenses to China Telecom, China Unicom,” Reuters, February 27, 2015, http://reut.
rs/1NFav6Q.
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companies.33 Initially under the State Council Information Office, the agency was streamlined and 
rebranded during the coverage period of this report. On August 26, 2014, the State Council formally 
authorized the SIIO to regulate and supervise internet content.34 In December 2014, it launched a 
new website under the English translation Cyberspace Administration of China (CAC),35 and with a 
new organizational affiliation to the Office of the Central Leading Group for Cyberspace Affairs. That 
office, also known by the English name Central Internet Security and Informatization Leading Group, 
was formed in February 2014, directly under Xi, to oversee cybersecurity, making it highest authority 
on internet policy in China. In December 2014, the leading group took charge of the CNNIC, which 
issues digital certificates to websites.36

Two regulatory bodies, the State Administration of Radio, Film, and Television (SARFT) and the 
General Administration for Press and Publications (GAPP), both responsible for censorship in their 
respective sectors, merged in 2013 to form the State Administration of Press, Publications, Radio, 
Film, and Television (SAPPRFT).37 The new regulatory body’s tasks include monitoring internet-based 
television and online videos.

Limits on Content

The CCP propaganda department, government agencies, and private companies employ thousands 
of people to monitor, censor, and manipulate content. A range of issues are systematically censored, 
including independent evaluations of China’s human rights record, critiques of government policy, 
and the authorities’ treatment of ethnic minorities. Routine censorship is reinforced during politically 
sensitive events or in response to breaking news. However, even this heavily manipulated online envi-
ronment provides more space for average citizens to express themselves or criticize the state than any 
other medium in China.

Blocking and Filtering 

The Chinese government uses a sophisticated and ever-evolving censorship apparatus, incorporat-
ing both automated mechanisms and human monitors, to block and filter material that criticizes 
or challenges individuals, policies, or events considered integral to the one-party system. Politically 
sensitive events that drew censorship during the coverage period included the 25th anniversary of 
the Tiananmen Square crackdown and Hong Kong’s prodemocracy “Occupy Central” protests, also 
known as the Umbrella Revolution. 

Over the last several years, censors have increasingly blocked international news websites for their 
reporting on corruption and illicit wealth among high-level officials, as well as a range of other 
issues thought to challenge the government. Foreign-based news organizations with Chinese-lan-

33  “China sets up State Internet Information Office,” China Daily, May 4, 2011, http://bit.ly/1LMdB8M. See also Freedom 
House, “New Agency Created to Coordinate Internet Regulation,” China Media Bulletin, May 5, 2011, http://bit.ly/1VR5RBG. 
34  Xinhua, “State Internet Information Office regulates internet: Beijing,” Want China Times, August 30, 2014, http://bit.
ly/1k2Rhvt; Government of China, 国务院关于授权国家互联网信息办公室 负责互联网信息内容管理工作的通知, press release, 
January 2014, http://bit.ly/1VR6yLu. 
35  Office of the Central Leading Group for Cyberspace Affairs (CAC) website, http://bit.ly/1OzUsFS; David Feng, “Chinese 
Cyber Administration Office Goes Online,” Tech Blog 86, December 31, 2014, http://bit.ly/1LMezBS. The name SIIO is still in 
common usage, and Freedom House uses it accordingly elsewhere in this report.
36  “CNNIC Undergoes Personnel Changes” [in Mandarin], Guangming Daily, December 27, 2014, http://bit.ly/1G3Oqwa. 
37  Romi Jain, “China keeps its telecoms sector close,” Asia Times Online, January 29, 2014, http://bit.ly/1LMeKgL. 
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guage websites are a particular target. As of March 24, 2015, at least 14 of 18 news websites tracked 
by the nonprofit news organization ProPublica were inaccessible inside China.38 The system respon-
sible for such automated, technical blocking of foreign websites is commonly referred to as China’s 

“Great Firewall.” In some cases, whole domain names or internet protocol (IP) addresses are blocked, 
with users receiving an explicit message about illegal content. Other interventions are less visible. 
For example, observers have documented unusually slow speeds that indicate deliberate throttling, 
which delays the loading of targeted sites and services.39

Authorities also use deep packet inspection (DPI) to scan both a user’s request for content and the 
results returned for any blacklisted keywords. Once these are detected, the technology signals both 
sides of the exchange to temporarily sever the connection. Such granular control is less noticeable 
to users because specific pages can be blocked within otherwise approved sites, and because the in-
terruption appears to result from a technical error.40 Returning fake pages, or replacing the requested 
site with content retrieved from an unrelated IP address using a technique known as DNS poisoning, 
is another routine method of disrupting access to specific content. During the coverage period, web-
sites hosting content and services that were not explicitly banned still found themselves temporarily 
offline because their web address had been substituted for another on the blacklist, overwhelming 
them with requests from Chinese users;41 in at least one reported case, a search for banned censor-
ship-circumvention software was redirected to pornographic content.42

In practice, filtering varies depending on timing, technology, and geographical region. ISPs report-
edly install filtering devices differently, in the internet backbone or even in provincial-level internal 
networks, a development that would potentially allow interprovincial filtering.43 The University of 
Macau’s new campus in southern Guangdong Province has advertised unfiltered internet access,44 
but there were no reports during the coverage period on whether this had actually taken effect. As 
students led political protests in Taiwan and Hong Kong in 2014, censors sought to shut off their 
online interaction with the mainland, disrupting mainland access to chat applications that were used 
to organize the demonstrations, like KakaoTalk and LINE, and censoring vocabulary specific to the 
ongoing political developments.45

Software developers, both domestic and overseas, have created applications offering access to vir-
tual private networks (VPNs), which encrypt the user’s traffic and reroute it through a server outside 
the firewall to circumvent technical filtering. As of November 2014, China boasted the largest num-
ber of VPN users in the world, nearly 93 million, according to GlobalWebIndex.46

38  Sisi Wei, “Inside the Firewall: Tracking the News that China Blocks,” ProPublica, February 13, 2015, https://projects.
propublica.org/firewall. 
39  “In Tandem with Slower Economy, Chinese Internet Users Face Slower Internet This Week,” China Tech News, November 6, 
2012, http://bit.ly/1L9Pm0L. 
40  Ben Wagner et al., “Deep Packet Inspection and Internet Censorship: International Convergence on an ‘Integrated 
Technology of Control,’” Global Voices Advocacy, June 25, 2009, http://bit.ly/1GbWFGq. 
41  Greatfire.org, “China just blocked thousands of websites,” November 18, 2014, https://en.greatfire.org/blog/2014/nov/
china-just-blocked-thousands-websites. 
42  Greatfire.org, “GFW upgrade fail—visitors to blocked sites redirected to porn,” January 9, 2015, https://en.greatfire.org/
blog/2015/jan/gfw-upgrade-fail-visitors-blocked-sites-redirected-porn. 
43  Xueyang Xu, Z. Morely Mao, and J. Alex Halderman, “Internet Censorship in China: Where Does the Filtering Occur?” 
Passive and Active Measurement, (2011): 133–142, http://pam2011.gatech.edu/papers/pam2011--Xu.pdf. 
44  Li Xueying, “Uncensored Internet for Macau university’s new campus,” Straits Times/ANN via Jakarta Post, August 2, 2013, 
http://bit.ly/1R9D1vb.
45  See Oiwan Lam, “Censors On, China Still Doesn’t Want Anyone Talking About Tiananmen Square,” Global Voices Advocacy, 
January 6, 2014, http://bit.ly/1Peh1BB. 
46  Jason Mander, “90 Million VPN users in China have accessed restricted social networks,” GlobalWebIndex blog, November 
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In January 2015, Chinese authorities reported an upgrade to its national firewall that blocked several 
providers of VPNs, including Astrill (based in Seychelles), StrongVPN (based in the United States) 
and Golden Frog (registered in Switzerland). Officials claimed that the upgrade was meant to uphold 

“cyberspace sovereignty.”47 Even when not actively disrupted, encrypted internet activity may attract 
surveillance.48

Certain internationally popular web applications are totally blocked, isolating the Chinese public 
from a global network of user-generated content. According to GreatFire.org, an organization that 
monitors blocked content in China, 169 of Alexa’s top 1,000 websites in the world were blocked in 
2014, up from 62 the year before.49 These include Google, Facebook, Flickr, SoundCloud, and Word-
Press.50 In May 2014, five days before the 25th anniversary of the Tiananmen Square crackdown, 
Google’s remaining services were fully blocked, including Google Maps, Translate, Calendar, and 
Scholar,51 and they remained so as of May 2015. Google Analytics, which provides audience data to 
website owners, remained operational, according to the London-based Guardian newspaper.52 Oth-
er social media services like the photo-sharing platform Instagram and Viber were blocked during 
the Umbrella Revolution protests that shook Hong Kong in the autumn of 2014.53 In July 2014, In-
stagram was removed from online Android application stores run by the Chinese services Baidu, 
Xiaomi, Wandonjia, Qihou360, Tencent, and 91 Wireless. Users who had previously downloaded the 
Instagram app were still able to use it, but not if they were on China Mobile’s 3G network, which had 
never allowed access to Instagram’s servers.54 

Many social media applications produce sanitized versions for the mainland Chinese market. In 2012, 
Evernote launched a separate service for the Chinese mainland, with modified terms of use contain-
ing a list of nine categories of “undesirable information.” In January 2015, it disabled the public note 
feature, which had been used to share news and information about Hong Kong’s Umbrella Revo-
lution.55 LinkedIn, which censors briefly blocked in 2011,56 launched a Chinese-language version in 
early 2014. “We are opposed to censorship … [but] that’s going to be necessary for us to achieve the 
kind of scale that we’d like to be able to deliver to our membership,” Chief Executive Jeff Weiner told 
the Wall Street Journal. LinkedIn informed users when their content would not be visible in China.57

Search requests that include blacklisted keywords also trigger China’s censorship apparatus, produc-

24, 2014, http://bit.ly/1VR9Y0M. 
47  “China blocks virtual private network use,” BBC, January 26, 2015, http://bbc.in/1CrMgBJ; Jon Russell, “China Cracks Down 
On VPN Services After Censorship System ‘Upgrade,’” TechCrunch, January 23, 2015, http://tcrn.ch/1BPJtUe. 
48  Rebecca MacKinnon, “The Shawshank Prevention,” Foreign Policy, May 2, 2012, http://atfp.co/1OvpW1B.
49  GreatFireChina, Twitter Post, November 25, 2014, 5:07 p.m., https://twitter.com/greatfirechina/status/537411878985539586. 
50  GreatFireChina, “Censorship of Alexa Top 1000 Domains in China,” https://en.greatfire.org/search/alexa-top-1000-domains. 
51  Julie Makinen, “China broadens crackdown on Google services,” Los Angeles Times, June 13, 2014, http://lat.ms/1qQMKtO. 
52  Maria Repnikova and Timothy Libert, “Google is returning to China? It never really left,” Guardian, September 21, 2015, 
http://bit.ly/1Ku8EOi.
53  “China blocked information of the Occupy Central in Hong Kong” [in Mandarin], September 30, 2014, https://pao-pao.net/
article/192; Josh Chin and Eva Dou, “Hong Kong Protests Lead to Censorship on WeChat,” China RealTime Report, Wall Street 
Journal, October 3, 2014, http://on.wsj.com/1hD6Sjq. 
54  Adam Pasick, “Instagram’s ambiguous takedown highlights the challenge for foreign apps in China,” Quartz, July 10, 2014, 
http://bit.ly/1Nbw4Ja.
55  Catherine Shu, “Evernote’s Chinese Service Disables Public Note Feature,” TechCrunch, January 5, 2014, http://tcrn.
ch/1GbZozn. 
56  Keith B. Richburg, “Nervous about unrest, Chinese authorities block web site, search terms,” Washington Post, February 25, 
2011, http://wapo.st/1Mps054.
57  Paul Mozur, “LinkedIn Said It Would Censor in China. Now That It Is, Some Users Are Unhappy,” Wall Street Journal, June 4, 
2014, http://on.wsj.com/TbVMX2.

197

http://bit.ly/1VR9Y0M
http://bbc.in/1CrMgBJ
http://tcrn.ch/1BPJtUe
http://atfp.co/1OvpW1B
https://twitter.com/greatfirechina/status/537411878985539586
https://en.greatfire.org/search/alexa-top-1000-domains
http://lat.ms/1qQMKtO
http://bit.ly/1Ku8EOi
https://pao-pao.net/article/192
https://pao-pao.net/article/192
http://on.wsj.com/1hD6Sjq
http://bit.ly/1Nbw4Ja
http://tcrn.ch/1GbZozn
http://tcrn.ch/1GbZozn
http://wapo.st/1Mps054
http://on.wsj.com/TbVMX2


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

China

ing blank or severely limited results. In 2014, censorship intensified in advance of the 25th anniversa-
ry of the crackdown on student-led protests to encompass phrases like “return to Tiananmen,”58 “89,” 

“8 squared,” and “Victoria Park,” the Hong Kong site of a massive annual vigil.59 In May, one blog re-
ported that a user-generated encyclopedia hosted by Baidu had entries for the years 1988 and 1990, 
but not 1989.60

Even the names of prominent activists are often censored. Examples during the coverage period 
include “Pu Zhiqiang,” after the renowned human rights lawyer was detained in Beijing in May 2014, 
and “Ilham Tohti,” the Uyghur scholar who was sentenced to life in prison on “separatism” charges 
for his essays defending Uyghur rights online.61

The censorship backlash against forums on “constitutionalism” continued during the coverage peri-
od. Discussion of the concept was banned on at least one platform in 2014 after it became associ-
ated with a fledgling civic movement,62 suggesting that social movements are perceived as more of 
a threat than opinions or discussions on their own.63 According to one 2014 study, “even posts that 
praise the government are censored if they pertain to real-world collective action.”64

Content Removal 

In the past, the government has not been transparent about content controls, telling international 
reporters in September 2013 that “the perception that the government has placed any restrictions 
on the internet is untrue.”65 However, a draft cybersecurity law, released to the public outside the 
coverage period in July 2015, makes it clear that the authorities are tasked with imposing such re-
strictions. The legislation states that the “national cyberspace administration and relevant depart-
ments perform network security supervision and administration responsibilities; and where discov-
ering information the release or transmission of which is prohibited by laws [or] administrative reg-
ulations, shall request the network operators stop transmission, employ disposition measures such 
as deletion, and store relevant records; for information described above that comes from outside 
mainland People’s Republic of China, they shall notify the relevant organization to adopt technologi-
cal measures and other necessary measures to block the transmission of information.”66

58  See “2014 Tiananmen Censorship Season Begins On Sina Weibo With ‘Return to Tiananmen,’” Fei Chang Dao (blog), 
February 24, 2014, http://bit.ly/1LsX2g5; “As the 25th Anniversary of June 4, 1989 Nears, Baidu Censors ‘198964,’” Fei Chang 
Dao (blog), May 17, 2014, http://bit.ly/1LMjqD4. 
59  Jason Q Ng, “64 Tiananmen-Related Words China Is Blocking Online Today,” Wall Street Journal, June 4, 2015, http://on.wsj.
com/1mTkmVe. 
60  “25 Years After Tiananmen, Baidu’s Wikipedia has No Article for ‘1989,’” Fei Chang Dao (blog), May 3, 2014, http://bit.
ly/1X0OIIl.
61  Sean Silbert, “China sentences Uighur professor to life in prison on separatism charge,” Los Angeles Times, September 23, 
2014, http://lat.ms/1Gc2009.
62  “25 Years After Tiananmen, Baidu’s Wikipedia has No Article for ‘1989’”; “社评：依法审理许志永案，反对立场先行,” 
Huanqiu, January 23, 2014, http://opinion.huanqiu.com/editorial/2014-01/4781693.html.
63  “Preventing the organization of protests is as important, if not more important, than preventing users from reading 
unapproved content.” Jedidiah R. Crandall et al., “ConceptDoppler: A Weather Tracker for Internet Censorship,” (conference 
paper, 14th ACM Conference on Computer and Communications Security, October 29–November 2, 2007), http://bit.ly/1jwIq4q; 
Gary King, Jennifer Pan, and Margaret E. Roberts, “How Censorship in China Allows Government Criticism but Silences 
Collective Expression,” American Political Science Review 107, no. 2 (May 2013): 1–18, Harvard University, http://bit.ly/1sixdlX.
64  Gary King, Jennifer Pan, and Margaret E. Roberts, “Reverse-engineering censorship in China: Randomized experimentation 
and participant observation,” Science Magazine 345, no. 6199 (2014): 1–10, Harvard University, http://bit.ly/VNPL40. 
65  Heather Timmons and Ivy Chen, “Beijing calls fears over internet crackdown ‘paranoia,’ briefly detains corruption-fighting 
blogger,” Quartz, September 18, 2013, http://bit.ly/1PrOBDw. 
66  Cybersecurity Law (Draft), translated by China Law Translate, http://chinalawtranslate.com/cybersecuritydraft/?lang=en. 
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Still, censorship decisions are arbitrary, opaque, and inconsistent, in part because so many individu-
als and processes are involved. Blacklists periodically leak online, but they are not officially published. 
There are no formal avenues for appeal. Criticism of censorship is itself censored.67

Antipornography and antirumor campaigns are a long-standing cover for censorship of social and 
political content. On January 19, 2015, the SIIO announced the shutdown of 133 public accounts on 
the social media site Weixin—whose international version is known as WeChat—that had purport-
edly spread false information about the history of the CCP and the country.68 On March 25, the SIIO 
published new guidelines outlining prohibited content on Weixin, specifically targeting sexually ex-
plicit material, but also banning stories of “one-night stands, wife-swapping, sexual abuse and other 
harmful information,” according to Reuters.69

Mobile service providers monitor text messages and delete pornographic or other “illegal” content.70 
Users report receiving blank messages in place of banned keywords, though what content is banned 
appears to vary.71 

Instant-messaging services such as TOM-Skype and QQ include programming that downloads 
updated keyword blacklists regularly.72 Other companies employ human censors to delete posts, 
sometimes before they appear to the public.73 Experts say staff members receive as many as three 
censorship directives per day by text message, instant message, phone call, or e-mail.74 Most come 
from local propaganda officials. However, the CCP established party branches within four microblog 
company offices in 2012 to improve compliance, according to news reports.75 In a November 2013 
article published in Tibet, the local party leader pledged to establish CCP units or send political in-
structors to conduct ideological education in website offices.76

Provincial police also have authority to issue takedown notices to local companies. In April 2014, lo-
cal and international media reported that Wei Yining, an internet police official in Hainan Province, 
had recently been sentenced to 10 years in prison for accepting more than 280 bribes to issue such 
notices to Hainan-based web forums Tianya and Kaidi. The bribes were paid by internet police in 
other jurisdictions, who should have submitted their deletion requests to Wei’s department for ap-
proval, but instead paid him to contact the companies directly via instant message. One colleague in 
Hubei Province paid 483,000 yuan (US$78,000) in one year.77

67  King, Pan, and Roberts, “How Censorship in China Allows Government Criticism but Silences Collective Expression.”
68  CAC, “SIIO: 133 public accounts that disseminate false information about the history of the Party and country had been 
closed down according to the law,” http://www.cac.gov.cn/2015-01/19/c_11140517959.htm. 
69  Juliana Kenny, “China wrestles with ‘vulgar’ content,” Blouin News, March 26, 2015, http://bit.ly/1VQN3rG. 
70  Agence France-Presse, “China Mobile Users Risk SMS Ban in Porn Crackdown,” ABS-CBN News, January 14, 2010, http://bit.
ly/1Ljww5q; Elaine Chow, “So about that sexting ban in China,” Shanghaiist, January 20, 2012, http://bit.ly/1PemWqk.
71  Elaine Chow, “An Alleged List of Banned SMS Terms from China Mobile and Co.,” Shanghaiist, January 4, 2011, http://bit.
ly/1MpvfcT.
72  TOM-Skype is a joint venture between Skype and Chinese wireless service TOM Online. Vernon Silver, “Cracking China’s 
Skype Surveillance Software,” Bloomberg Business, March 8, 2013, http://bloom.bg/1jwMz8G; Jedidah R. Crandall et al., “Chat 
Program Censorship and Surveillance in China: Tracking TOM-Skype and Sina UC,” First Monday 18, no. 7 (2013), http://bit.
ly/1ZAQfaq; Jeffrey Knockel, “TOM-Skype Research,” http://cs.unm.edu/~jeffk/tom-skype/.
73  King, Pan, and Roberts, “How Censorship in China Allows Government Criticism but Silences Collective Expression.”
74  Xiao Qiang, “From ‘Grass-Mud Horse’ to ‘Citizen’: A New Generation Emerges through China’s Social Media Space,” 
(presentation, Congressional-Executive Commission on China, Washington, DC, November 17, 2011), http://1.usa.gov/19dzOZn. 
75  Qiao Long, “CCP Proposes Cells for Microblogs,” Radio Free Asia, February 7, 2012, http://bit.ly/1PenOLK. 
76  Chen Qunaguo, Seeking Truth, “以敢于亮剑的精神确保西藏意识形态领域安全: 认真学习贯彻习近平总书记在全国宣传思想
工作会议上的重要讲话精神,” November 2, 2013, http://bit.ly/1GGlJQC. 
77  Josh Chin and Yang Jie, “Corruption Case Cracks Door on China’s Internet Police,” China Real Time, Wall Street Journal, 
April 18, 2014, http://on.wsj.com/1fg3CmV; “More Details Emerge of Internet Police Involved in Nationwide Money-For-
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Other content has been suppressed by private actors. In June 2014, Beijing-based Caixin magazine 
reported that a China Central Television (CCTV) executive under investigation for bribery had asked 
website operators to delete posts on behalf of other companies.78 Search engines also remove or 
highlight results, possibly squelching negative items about their own performance, according to one 
analysis.79 

In March 2015, Under the Dome, a critically acclaimed documentary detailing China’s air pollution 
that was viewed by over 150 million users on Tencent alone and praised by the environment minister, 
was pulled from domestic video-sharing websites after it gained widespread attention.80

Media, Diversity, and Content Manipulation  

Online journalists regularly practice self-censorship. Editors and reporters who post banned content, 
or content that is critical of the CCP, its high-ranking members, or its actions, now or in the past, risk 
disciplinary warnings, job loss, or even criminal detention. Authoirites warned online news providers 
of tighter scrutiny in 2015,81 and threatened the web portal Sina with suspension in April for failing 
to prevent violations.82 In May, the agency published a list of news organizations that were “autho-
rized to provide websites for reposting news.”83

Propaganda officials also manipulate online content, instructing internet-based outlets to amplify 
content from state media. In one example from the coverage period, the State Council Information 
Office reportedly issued this directive: “All media must refrain from further promoting [the environ-
mental documentary] ‘Under the Dome.’ Online public opinion [surrounding the documentary] must 
be regulated.”84

Since 2005, propaganda units at all levels have trained and hired web commentators, known col-
loquially as the “50 Cent Party,” to post progovernment remarks and influence online discussions.85 
These commentators also report users who have posted offending statements, target government 
critics with negative remarks, or deliberately muddy the facts of a particular incident.86 Coordinated 
smear campaigns are used to discredit high-profile government critics.87

A document leaked in January 2015 revealed that there are 350,000 “Youth League Online Com-

Censorship Scheme,” Fei Chang Dao (blog), April 21, 2014, http://bit.ly/1OvsuN3. 
78  “Caixin Report Provides Context for Baidu’s 2011 Censorship of Search Results for ‘CCTV Baidu,’” Fei Chang Dao (blog), 
June 16, 2014, http://bit.ly/1NFmz8f. 
79  “Caixin Report Provides Context for Baidu’s 2011 Censorship.” 
80  Gabriel Wildau, “China pulls smog documentary offline after internet storm,” Financial Times, March 6, 2015, http://on.ft.
com/1GGlXr8.
81  “China’s Internet Censor Increases Scrutiny on News Portals,” Bloomberg Business, April 28, 2015, http://bloom.bg/1bPLy8l. 
82  Xinhua, “Sina faces suspension over lack of censorship,” People China, April 11, 2015, http://bit.ly/1PrQu2V. 
83  “Government Tells People Who Is Authorized to Repost News Online,” Fei Chang Dao (blog), May 2015, http://bit.
ly/1K7qtPw.
84  Josh Rudolph, “Minitrue: Don’t Hype ‘Under the Dome,’” China Digital Times, March 1, 2015, http://bit.ly/1Gc4goh. 
85  David Bandurski, “Internet spin for stability enforcers,” China Media Project, May 25, 2010, http://cmp.hku.
hk/2010/05/25/6112/.
86  These propaganda workers are colloquially known as the 50 Cent Party due to the amount they are reportedly paid per 
post, though recent reports put the going rate as low as 10 cents, while some commentators may be salaried employees. See 
Perry Link, “Censoring the News Before It Happens,” New York Review (blog), New York Review of Books, July 10, 2013, http://bit.
ly/1bj1vTt; Rongbin Han, “Manufacturing Consent in Censored Cyberspace: State-Sponsored Online Commentators on Chinese 
Internet Forums” (paper for Annual Meeting of America Political Science Association, New Orleans, August 31–September 2, 
2012), http://ssrn.com/abstract=2106461.
87  See Murong Xuecun, “Beijing’s Rising Smear Power,” New York Times, September 21, 2014, http://nyti.ms/1OvsWuZ. 
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mentators” in China’s higher-education institutions, tasked with swaying students against supposed 
Western values;88 more recruits are being sought.89 The work also extends beyond China’s borders to 
social media apps that are actually banned for mainland users, such as Twitter. Approximately 2,500 

“50 Cent” users on Twitter follow and retweet one another in order to create confusion and mislead 
the public.90 In July 2014, it was revealed by the London-based organization Free Tibet that propa-
gandists had opened scores of fake accounts on Twitter to glorify China’s Tibet policies.91 Other such 
fake accounts were created in an attempt to smear dissidents, notably the writer Hao Qun, known 
by his pen name Murong Xuecun, who wields considerable influence online both domestically and 
internationally, but whose Sina Weibo microblogging account was deleted in a 2013 purge.92 

These methods are not always effective, however. Many government-paid commenters are more 
concerned about filling their quota than mounting a convincing argument, and web users are wary 
of content manipulation. Companies also pay for “astroturfing”—positive comments promoting 
products or services—which further erodes public trust in online content. (Commercial commenters 
are colloquially known as the “internet water army.”93) However, in January 2015 the SIIO, MIIT, Min-
istry of Public Security, and SAPPRFT launched a joint campaign against “internet blackmail and paid 
content removal,” cracking down on companies that accept fees for deleting “unfavorable” posts.94

In March 2014, the state news agency Xinhua announced the latest round of internet supervision 
training courses for officials across government institutions, including the police and the judicia-
ry. The courses, which offer five qualifications from assistant to senior manager, cost 6,800 yuan 
(US$1,108).95 Government employees also openly engage citizens in online discussions. In October 
2013, an opinion-monitoring official at the People’s Daily newspaper, an official CCP mouthpiece, 
said that the quantity of posts by the Weibo accounts of traditional media outlets and government 
officials or entities had overtaken the output of high-profile online opinion leaders with mass follow-
ings, known as Big Vs.96

Nationalism and xenophobia are prominent components of Chinese cyberspace, though censorship 
that targets rational dissent instead of inflammatory discourse arguably magnifies their impact. In 
March 2014, when students in Taiwan occupied the legislature to protest against a free-trade pact 
with China, Weibo said 60 percent of microbloggers polled called the action “irrational,” but the ser-
vice censored posts that compared the incident to China’s 1989 student protests.97

88  Sandra Fu, “Central Committee of Communist Youth League Issues an Announcement,” China Digital Times, January 19, 
2015, http://bit.ly/1jmXT7R. 
89  Xu Yangjingjing and Simon Denyer, “Wanted: Ten million Chinese students to “civilize” the Internet,” Washington Post, April 
10, 2015, http://wapo.st/1NbD9tb. 
90  “The New Generation of Fifty-Centers on Twitter,” I YouPort, October 9, 2014, https://iyouport.com/en/archives/676. 
91  Jonathan Kaiman, “Free Tibet exposes fake Twitter account by China propagandists,” The Guardian, July 22, 2014, http://bit.
ly/1o5tPMD. 
92  Xuecun, “Beijing’s Rising Smear Power.” 
93  Rongbin Han, “Manufacturing Consent in Cyberspace: China’s ‘Fifty-Cent Army’,” Journal of Current Chinese Affairs 44, no. 2 
(2015): 105-134, http://bit.ly/1R9RKWK) Cheng Chen, et al, “Battling the Internet Water Army: Detection of Hidden Paid Posters,” 
arXiv, November 18, 2011, http://arxiv.org/abs/1111.4297.
94  CAC, “SIIO and other three governmental branches regulate Internet blackmail and paid content removal” [in Mandarin], 
January 21, 2015, http://bit.ly/1jn7ITl; Xinhua, “China Gets Tough on Online Extortion,” China Daily, January 21, 2015, http://bit.
ly/1OAfvbu.
95  Oiwan Lam, “Chinese Government is “Winning” Internet Ideology Battle,” Global Voices Advocacy, November 8, 2013, 
http://bit.ly/1Ps0fy4; Alastair Sloan, “China ramps up army of “opinion monitors,” Index on Censorship, March 25, 2014, http://
bit.ly/1NFCrYq. 
96  “人民網輿情監測室秘書長祝華新：網際網路生態治理晴空初現,” October 30, 2013, http://bit.ly/1jxa7Kx. 
97  Andrea Chen, “Taiwan student occupation and clashes ‘a failure of democracy,’ mainland microbloggers say,” South China 
Morning Post, March 24, 2014, http://bit.ly/1VRwuGG. 
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Still, political discourse can be vigorous online, even about democracy and constitutional govern-
ment.98 This is partly because the leadership redefined democratic governance as “the Chinese 
Communist Party governing on behalf of the people” in 2005.99 A certain amount of open discussion 
also allows officials to monitor public sentiment, debunk “enemy” ideology without triggering cen-
sorship,100 and conduct internal power struggles. Censors employed by Sina allowed “more room for 
discussions on democracy and constitutionalism because there are leaders who want to keep the 
debate going,” according to one report.101

Domestic internet firms benefit commercially from the blocking of foreign social media, but they are 
obliged to prevent banned content from circulating as part of their licensing requirements. Chinese 
company executives also enjoy political patronage.102

More than half of China’s internet users had registered for a microblog account by January 2013.103 
Many companies offer services, but the most prominent are Sina Weibo and Tencent’s Weixin. In 
April 2013, news agencies were told to register official microblog accounts with their government 
sponsor.104

Weibo’s distinct feature is the comment thread developed in response to individual posts; the 
threads are lost if the original post is censored, and the feature can also be shut off to prevent a 
given post from gaining traction.105 In March 2014, Sina’s prospectus to the U.S. Securities and Ex-
change Commission reported 129 million Weibo users active every month and 61 million active dai-
ly,106 though a research study from Hong Kong said the majority of posts were generated by just 10 
percent of users, while thousands of others were zombie accounts created for marketing purposes.107 
Sina’s efforts to manage Weibo content are well documented. Staff, reportedly 150 people working 
12-hour shifts,108 delete individual posts or accounts, often within 24 hours of an offending post, but 
sometimes long after publication;109 make published posts visible only to the account owner; and 
personally warn individual users.110 Moreover, hundreds of terms have been automatically filtered 
from Weibo search results over time.111

98  See Xu Qianchuan, “Constitution Debate Holds Broader Reform Implications,” Cajing, July 16, 2014, http://bit.ly/1Ps0J7p; 
King, Pan, and Roberts, “How Censorship in China Allows Government Criticism but Silences Collective Expression”; Ashley 
Esarey and Xiao Qiang, “Digital Communication and Political Change in China,” International Journal of Communication 5 (2011): 
298–319, http://bit.ly/1LKgXCU. Xiao Qiang was an advisor for this report.
99  Richard McGregor, The Party: The Secret World of China’s Communist Rulers (New York: Harper Collins, 2010), 20.
100  See “以敢于亮剑的精神确保西藏意识形态领域安全,” November 1, 2013, http://bit.ly/1GGlJQC. 
101  See “China must crack down on critical online speech: party journal,” Reuters, Sept 16, 2013, http://reut.rs/1GGsphD. 
102  Freedom House, “Tech Company Leaders Join Legislative, Advisory Bodies,” China Media Bulletin, March 7, 2013, http://
bit.ly/1R9T77X.
103  Not all accounts are active. CNNIC, Di 31 Ci Zhongguo Hulianwangluo Zhuangkuang Tongji Baogao [The 31st Statistical 
Report on China’s Internet Development,” January 15, 2013, http://bit.ly/1LKj3CO.
104  A government sponsor is required to obtain a press license. “China’s Real Name Internet Part 5: 2013–2014,” Fei Chang 
Dao (blog), August 20, 2014, http://bit.ly/1jn9S5k. 
105  Gady Epstein, “The Great Firewall: The Art of Concealment,” Economist, April 6, 2013, http://econ.st/145qZuP. 
106  Securities and Exchange Commission, “Form F-1 Registration Statement Under The Securities Act of 1933, Weibo 
Corporation,” Washington, DC, Reg. No. 333, http://1.usa.gov/1fzstAZ.
107  Patrick Boehler, “Almost all Weibo messages are generated by just 5 per cent of users,” South China Morning Post, April 8, 
2014, http://bit.ly/1lJuxfR. 
108  Li Hui and Megha Rajagopalan, “At Sina Weibo’s censorship hub, China’s Little Brothers cleanse online chatter,” Reuters, 
September 11, 2013, http://reut.rs/1LMCa5z. 
109  Keith B. Richburg, “China’s ‘weibo’ accounts shuttered as part of internet crackdown,” Washington Post, January 3, 2013, 
http://wapo.st/1ZBq82V.
110  Xiao, “From ‘Grass-Mud Horse’ to ‘Citizen’: A New Generation Emerges through China’s Social Media Space.” 
111  “How a Weibo post gets censored: what keywords trigger the automatic review filters,” Blocked on Weibo (blog), 
November 26, 2014, http://bit.ly/1LtbwMR; Xiao, “From ‘Grass-Mud Horse’ to ‘Citizen’: A New Generation Emerges through 
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Weibo was punished with restrictions on some of its functions in 2012 for failing to curb “rumors.”112 
In 2013, following an intensified antirumor campaign, Weibo said 1,000 accounts had been shut-
tered for posting false information, out of a total 100,000 accounts that were disabled for harass-
ment and other violations.113 Activity on the platform dropped by an estimated 70 percent.114 In Jan-
uary 2014, the CNNIC reported that 38 percent of Weibo users had migrated to Weixin.115

In 2015, Tencent reported a combined 500 million monthly active users for Weixin and its interna-
tional equivalent.116 Some activists prefer Weixin because users have the option to restrict updates to 
a closed circle of connections, and can send audio messages that bypass keyword censorship.117 Yet 
the service still monitors and restricts political content. In what users described as a “massacre” in 
March 2014, just before the coverage period, Weixin closed dozens of accounts, including one run 
by investigative journalist Luo Changping.118

Despite the technical filtering, enforced self-censorship, and manipulation, the internet is a primary 
source of news and forum for discussion, particularly among the younger generation. Chinese cy-
berspace is replete with online auctions, social networks, homemade music videos, a large gaming 
population, and spirited discussion of some social and political issues. Overtly political organizations, 
ethnic minorities, and persecuted religious groups remain underrepresented, though they have used 
the internet to disseminate banned content, and overseas media and human rights groups report 
sending email to subscribers in China with news, instructions on circumvention technology, or copies 
of banned publications. Civil society organizations involved in charity, education, health care, and 
other social and cultural issues often have a vigorous online presence.

Users combat censorship by opening versions of the same blog on different sites and circulating 
banned information directly through peer-to-peer networks, which bypass central servers. Text ren-
dered as image, audio, or video files evades keyword sensors. Humorous neologisms, homonyms, 
and cryptic allusions substitute for banned keywords,119 forcing censors to filter seemingly innocuous 
vocabulary like “tiger.”120 This version of the Chinese internet does not resemble a repressed informa-
tion environment so much as “a quasi-public space where the CCP’s dominance is being constantly 
exposed, ridiculed, and criticized, often in the form of political satire, jokes, videos, songs, popular 
poetry, jingles, fiction, Sci-Fi, code words, mockery, and euphemisms.”121 

China’s Social Media Space”. See also Tao Zhu et al., “The Velocity of Censorship: High-Fidelity Detection of Microblog Post 
Deletions” (paper for 22nd USENIX Security Symposium, Washington, DC, August 2013), arXiv, http://bit.ly/1G4dIdx; King-wa 
Fu and Michael Chu, “Reality Check for the Chinese Microblog Space: A Random Approach,” PLoS ONE 8, no. 3 (2013), http://bit.
ly/1LMCP6R.
112  Xinhua, “China’s major microblogs suspend comment function to ‘clean up rumors,’” People’s Daily Online, March 31, 
2012, http://bit.ly/1RGh3kn.
113  “Sina shuts down weibo accounts,” China Daily, November 14, 2013, http://bit.ly/1OvymWC. 
114  Malcolm Moore, “China kills off discussion on Weibo after internet crackdown,” Telegraph, January 30, 2014, http://bit.
ly/1fDGbEW.
115  See CNNIC, 中国互联网络发展状况统计报告, January 2014, http://bit.ly/1LMDtBB. 
116  Lulu Yilun Chen, “Tencent Climbs as Ad Surge Boosts WeChat Earnings Outlook,” Bloomberg Business, March 18, 2015, 
http://bloom.bg/1Ltc8Cc.
117  Alexa Oleson, “China’s New Media Species, Now Endangered?” Foreign Policy, March 15, 2014, http://atfp.co/1OvyDsJ. 
118  Ben Blanchard and Paul Carsten, “China cracks down again on popular messaging app WeChat,” ed. Jeremy Laurence, 
Reuters, March 14, 2014, http://reut.rs/1LjHbwM. 
119  Jason Q. Ng, “Censoring a commemoration: What June 4–related search terms are blocked on Weibo today,” Citizen Lab, 
June 3, 2013, http://bit.ly/1LjHcB5.
120  Anne Henochowicz, “Sensitive: PX Protests, Tigers, More,” China Digital Times, April 2, 2014, http://bit.ly/1La8bAV. 
121  Xiao, “From ‘Grass-Mud Horse’ to ‘Citizen’: A New Generation Emerges through China’s Social Media Space.”
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Digital Activism 

The word “netizen”—a direct translation of the Chinese wangmin, or citizen of the internet—conveys 
the legitimate sense of civic engagement associated with online exchanges. Microblogs have am-
plified these dynamics and generated a strong sense of empowerment among many Chinese users, 
censorship notwithstanding.122 Whereas Chinese citizens traditionally trek to the seat of power to 
present their grievances, digital technologies offer a way to overcome the geographic, financial, and 
physical challenges of such petitioning. Moreover, despite the leadership’s dread of collective action, 
officials do yield to public pressure. Low-level government wrongdoing, once exposed by users, is 
often punished, with officials frequently singled out for overspending on entertainment or designer 
watches, a sign of possible corruption.123 Officials do seek to gauge, and are influenced by, the public 
mood. 

The transformative effect of online activism in China is undeniable, and yet the final outcomes of 
high-pressure encounters between netizens and officials typically fall short of systemic reform or 
democratic decision-making. Consequently, they fail to ensure meaningful accountability.124 Censors 
intervene if campaigns gain too high a profile or implicate overall CCP governance. In the past year, 
some nongovernmental organizations found their ability to fundraise using e-commerce platforms 
obstructed, including a rural library project that was forced to close in September 2014.125

In April 2015, a campaign to release five feminists who had been detained in March for distributing 
leaflets against sexual harassment on public transportation gained momentum, with an online pe-
tition signed by over 1,000 people that had circulated via private email and encrypted social-media 
messaging systems.126 The women were released on April 13, but they remained under surveillance.

Violations of User Rights

A number of criminal laws and internet regulations ensnare users who post content deemed undesir-
able by the CCP. Authorities use antipornography and antirumor campaigns as a cover for suppressing 
politically sensitive material and voices, and charges typically used to silence offline dissent—subver-
sion, separatism, and terrorism, as well as defamation and “creating a disturbance”—are regularly in-
voked to imprison citizens for their online activity. A bolstered “real-name registration” system remains 
a threat to users’ privacy and anonymity, and surveillance has increased in ethnic minority areas chaf-
ing under CCP rule. Websites, hosting services, and dissidents’ email accounts are routinely attacked by 
hackers based in China.

122  David Barboza, “Despite Restrictions, Microblogs Catch On in China,” New York Times, May 15, 2011, http://nyti.
ms/1X1ri5y. 
123  Laura Zhou, “Watch Imprint on Quake Official’s Wrist Goes Viral on Internet,” South China Morning Post, April 24, 2013, 
http://bit.ly/1ZBtOBT; Jonathan Kaiman, “Chinese Police Chief Suspended after Online Storm over Teenager’s Detention,” 
Guardian, September 24, 2013, http://bit.ly/1jxg7mB. 
124  According to one study, censors stopped blocking names of villages whose residents were protesting as soon as 
traditional media reported on the provincial authorities’ response, even though tensions had not yet fully died down and 
the effectiveness of the response had yet to be shown. In other words, reports on protests in the context of an ostensibly 
benevolent response from party officials are not censored. See Freedom House, “Finnish Study Analyzes Keyword Censorship 
during Mass Incidents,” China Media Bulletin, December 13, 2012, http://www.freedomhouse.org/cmb/77_121312#5.
125  Cao Haili, “李英強：從立人到福音,”New York Times Chinese Network, September 26, 2014, http://nyti.ms/1RGiG1n; Global 
Times, “Non-profit library closed for unauthorized branches: official,” Sina English, September 23, 2014, http://bit.ly/1VRC6kg. 
126  Didi Kirsten Tatlow, “Supporters of Detained Feminists Petition for Their Release,” Sinosphere (blog), New York Times, April 
1, 2015, http://nyti.ms/1K7FcKd.
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Legal Environment 

Article 35 of the Chinese constitution guarantees freedoms of speech, assembly, association, and 
publication, but such rights are subordinated to the CCP’s status as the ruling power. In addition, 
the constitution cannot, in most cases, be invoked in courts as a legal basis for asserting rights. The 
judiciary is not independent and closely follows party directives, particularly in politically sensitive 
freedom of expression cases. China lacks specific press or internet laws, but government agencies 
issue regulations to establish censorship guidelines. Regulations—which can be highly secretive—
are subject to constant change and cannot be challenged by the courts. Prosecutors exploit vague 
provisions in China’s criminal code; laws governing printing and publications; subversion, separatism, 
and antiterrorism laws; and state secrets legislation to imprison citizens for online activity.

The legal grounds for these charges were strengthened in 2013. In September, the Supreme People’s 
Court and the Supreme People’s Procuratorate, the top prosecutorial body, issued a judicial inter-
pretation entitled “Regarding the Interpretation of Various Laws Concerning the Handling of Cases 
of Using the Internet to Carry Out Defamation and Other Crimes,” which formally defined online 
manifestations of crimes including defamation, creating disturbances, illegal commercial activities, 
and extortion.127 Local officials had already detained online whistle-blowers for criminal defamation, 
which carries a possible prison term of three years under “serious” circumstances.128 But the new 
interpretation defined those circumstances to cover defamatory online content that receives more 
than 5,000 views or is reposted more than 500 times.129 Online messages deemed to incite unrest or 
protest are also subject to criminal penalties under the interpretation.

Bloggers and activists periodically use the law to defend their right to online expression. In July 2014, 
Wang Long,130 a resident of Shenzhen, Guangdong Province, sued China Unicom for failing to pro-
vide access to Google services during the block that began in May 2014. A local court in Shenzhen’s 
Futian district heard the case, the first of its kind, in September 2014.131 Though many legal chal-
lenges lack the resources or the political backing to succeed, in April 2014, a court in Guangdong 
ordered the local health and family planning commission to reprocess a 2007 request submitted un-
der open-government regulations. The commission had declined to release records about resource 
allocation to a lawyer based in Zhejiang, who successfully sued for it to reconsider.132

127  Human Rights Watch, “China: Draconian Legal Interpretation Threatens Online Freedom,” September 13, 2013, http://
bit.ly/1ZBv0Ff; Megha Rajagopalan and Adam Rose, “China Crackdown on Online Rumors Seen as Ploy to Nail Critics,” Reuters, 
September 18, 2013, http://reut.rs/1PeTbFX. 
128  Justin Heifetz, “The ‘Endless Narrative’ of Criminal Defamation in China,” Journalism and Media Studies Centre of the 
University of Hong Kong, May 10, 2011, http://coveringchina.org/2011/05/10/the-endless-narrative-of-criminal-defamation-in-
china/.; Associated Press, “Chinese prosecutors decide not to charge journalists detained for online posts in 2013,” Star Tribune, 
September 10, 2015, http://strib.mn/1ZBKiK6. 
129  Human Rights Watch, “China: Draconian Legal Interpretation Threatens Online Freedom.” 
130  Wang Long was detained in October 2014 after posting photos of the Hong Kong Occupy Central protests on mainland 
social media. See “Shenzhen man detained after posting Occupy Central pictures,” South China Morning Post, October 1, 2014, 
http://bit.ly/1LjKRie.
131  Austin Ramzy, “Lawsuit Raises Questions Over China’s Internet Censorship,” Sinosphere (blog), New York Times, September 
5, 2014, http://nyti.ms/1BgkZ3k.
132  David Bandurski, “Lawyer wins open information case in Guangzhou,” China Media Project, April 4, 2014, http://bit.
ly/1jJ7zW5.
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Prosecutions and Detentions for Online Activities 

Reporters Without Borders documented a total of 84 netizens in Chinese jails as of September 
2015.133

Netizens and activists have been detained in a series of crackdowns over the last several years that 
were aimed at curtailing protests and perceived threats to “social and public order.” Those affected 
have included lawyers who utilized social media to advocate for civil society, like Xu Zhiyong, and 
well-known online commentators and bloggers who were accused of “spreading rumors online.”

On April 24, 2014, authorities detained renowned 70-year-old journalist Gao Yu, a contributor to 
the German news outlet Deutsche Welle, for “leaking state secrets.” Official media alleged that Gao 
provided a secret document of the CCP Central Committee (believed to be Document No. 9, which 
warned officials to be vigilant about “seven subversive elements” in society, including human rights) 
to a foreign website, which published it in full. Her closed-door trial took place on November 21, 
2014, but a verdict was not handed down until April 17, 2015, when Gao was convicted and sen-
tenced to seven years in prison.

Pu Zhiqiang, a human rights lawyer, was detained in Beijing on May 6, 2014, on suspicion of “picking 
quarrels” after he attended a May 3 seminar about the 25th anniversary of the Tiananmen Square 
crackdown. He was formally arrested on June 13. Pu has been charged with creating a disturbance, 
inciting ethnic hatred, and separatism, based on 28 posts Pu made on Weibo between July 2012 and 
May 2014—the prosecution’s only evidence.134 In May 2015, a year after his detention, the procura-
torate announced that Pu would stand trial for inciting ethnic hatred and picking quarrels.135 A trial 
date was not immediately released.

The Hong Kong prodemocracy protests of September and October 2014 triggered another wave 
of arrests. Nearly two dozen people were detained for expressing support for the growing protests. 
Wang Long, the rights advocate in Shenzhen who had filed a lawsuit against China Unicom for cen-
soring Google earlier in 2014, was detained on September 27, 2014, on charges of “creating a distur-
bance” after he forwarded news reports about the protests.136

Hundreds were detained in the ongoing campaign to crack down on alleged online rumor-mon-
gering, and in August 2014 state authorities announced that they had arrested four people and de-
tained another 81.137 Dong Rubin, a Yunnan-based blogger with 50,000 followers who is known for 
his criticism of party officials, police brutality, and environmental hazards, was sentenced to six and a 
half years in prison in July 2014.138

133  Two of those imprisonments occurred after the coverage period ended on May 31. Other cases go unreported. See 
Reporters Without Borders, “2015: Netizens Imprisoned,” Press Freedom Barometer, accessed September 23, 2015, http://bit.
ly/1GuFfjv.
134  Chris Buckley, “Comments Used in Case Against Pu Zhiqiang Spread Online,” Sinosphere (blog), New York Times, January 
29, 2015, http://nyti.ms/1GGuHNN.
135  Chris Buckley, “Chinese Rights Lawyer Detained in 2014 Will Stand Trial,” New York Times, May 15, 2015, http://nyti.
ms/1X1tYQT.
136  Andrew Jacobs, “Detentions of Hong Kong Protest Sympathizers Reported in Mainland,” October 1, 2014, New York Times, 
http://nyti.ms/1R9X2Si.
137  “85 people ‘arrested or detained’ as China steps up clampdown on internet rumours,” South China Morning Post, August 
9, 2014, http://bit.ly/1hDskF4.
138  Tabitha Kinder, “China: ‘Rumor Mongering’ Lands Dong Rubin in Jail for Six Years,” International Business Times, July 23, 
2014, http://bit.ly/1La9aBh.
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As in past years, religious and ethnic minorities faced particularly harsh treatment for online activ-
ity. In July 2014, a 22-year-old Uyghur man was detained for “rumor-mongering” following violent 
clashes in Xinjiang’s Yarkand (Shache) County; he had alleged in an online post that Chinese security 
forces killed thousands of people. The man, a resident of Urumqi who was not publicly identified, 
uploaded the article onto an overseas website.139 Internet service was shut down in Yarkand, and in-
ternational observers were denied access to the area.

In January 2014, professor, writer, and Uyghur rights advocate Ilham Tohti was detained in a raid on 
his Beijing home. He was later indicted for allegedly spreading rumors, inciting ethnic hatred, and 
conducting separatist activities on a website he founded.140 Separatism charges carry a possible 
death penalty in extreme cases. In September 2014, a court sentenced Tohti to life imprisonment.141 
Seven of his students, who had helped him with the website, were also convicted on separatism 
charges and sentenced to between three and eight years in prison in December 2014.142

In August, Tibetan blogger Dawa Tsomo was detained “for violating China’s internet rules and regu-
lations” after she had criticized the government’s mishandling of the welfare and living conditions of 
Tibetans still living in Kyegudo, the site of a devastating 2010 earthquake. Her whereabouts follow-
ing the detention were unknown.143 

Long-term detainees include 2010 Nobel Peace Prize winner Liu Xiaobo, who is serving an 11-year 
sentence on charges of “inciting subversion of state power” for publishing online articles, including 
the prodemocracy manifesto Charter 08.144 At least two Uyghur website managers, Memetjan Abdul-
la and Gulmire Imin, were jailed for life in the aftermath of ethnic violence in Tibet in 2008 and Xinji-
ang in 2009, when local courts—often after closed trials—imprisoned at least 17 individuals involved 
with websites that reported on Tibetan or Uyghur issues.145

Though the people imprisoned represent a tiny percentage of the overall user population, their 
harsh sentences have a chilling effect on the close-knit activist and blogging community and en-
courage self-censorship in the broader public. Trials and hearings lack due process, often amounting 
to little more than sentencing announcements, and detainees frequently report abuse in custody, 
including torture and lack of medical attention.146

Chinese authorities abolished the extrajudicial sentence known as reeducation through labor in 2013 
after domestic calls for reform.147 However, individuals can be detained without trial under similarly 

139  Xin Lin, “China Holds Uyghur Netizen Over Yarkand Massacre Claims,” trans. Luisetta Mudie, Radio Free Asia, August 11, 
2014, http://bit.ly/1Ps7kP8.
140  Tania Branigan, “China charges Uighur scholar Ilham Tohti with separatism,” Guardian, July 30, 2014, http://bit.
ly/1K7GmFv; Miao Deyu, “The Case Against Ilham Tohti,” Guardian, May 7, 2014, http://bit.ly/1NFIJXK. 
141  Damien Grammaticas, “China jails prominent Uighur academic Ilham Tohti for life,” BBC, September 23, 2014, http://bbc.
in/1uocWkg.
142  Celia Hatton, “China jails students of Uighur scholar Ilham Tohti,” BBC, December 9, 2014, http://bbc.in/1LjI7kQ. 
143  “Tibetan Woman Blogger Detained for ‘Political’ Postings,” trans. Dorjee Damdul, Radio Free Asia, August 7, 2014, http://
bit.ly/1jxjxFK. 
144  Sharon Hom, “Google and Internet Control in China: A Nexus between Human Rights and Trade?” (testimony, U.S. 
Congressional-Executive Commission on China, Washington, DC, March 24, 2010), http://1.usa.gov/1LKqeuV. 
145  Committee to Protect Journalists, “China,” Attacks on the Press in 2011, http://bit.ly/1RGln2Q. 
146  Chinese Human Rights Defenders (CHRD), We Can Beat You to Death With Impunity: Secret Detention & Abuse of Women 
in China’s “Black Jails,” October 21, 2014, http://bit.ly/1OAn0iN. 
147  Xinhua, “Victims of Re-education Through Labor System Deserve Justice,” Global Times, January 28, 2013, http://bit.
ly/1NFKggC.
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poor conditions in drug rehabilitation and “legal education” centers.148 Internet users have also fall-
en victim to forced psychiatric detention. The whereabouts of at least one detainee, Li Qidong, who 
officials hospitalized in Liaoning in 2009 after he criticized the government in online articles, remain 
unknown.149

State agents also abduct and hold individuals in secret locations without informing their families or 
legal counsel. In 2012, the National People’s Congress enacted an amendment of the Criminal Pro-
cedure Law that strengthened the legal basis for detaining suspects considered a threat to national 
security in undisclosed locations, among other changes. In response to public feedback, a clause 
was added requiring police to inform a suspect’s family of such a detention, though they need 
not disclose where and why the suspect is being held. Despite this improvement, the amendment 
maintained vague language that is open to abuse by police and security agents.150 In April 2014, the 
families of 17 Sina employees responsible for screening the company’s e-publication content were 
informed that the workers were abroad on business for a month, but a local news outlet reported in 
May that they had been detained.151 Dozens of human rights lawyers, including many representing 
clients in freedom of speech cases, disappeared or were held in undisclosed locations in 2015.152

Surveillance, Privacy, and Anonymity 

Users hoping to avoid repercussions for their online activity face a dwindling space for anonymous 
communication as real-name registration requirements expand online, among mobile phone retail-
ers, and at public internet facilities. The authorities justify real-name registration as a means to pre-
vent cybercrime, though experts counter that uploaded identity documents are vulnerable to theft 
or misuse,153 especially since some verification is done through a little-known, government-linked 
contractor.154

In 2012, the National People’s Congress Standing Committee approved new rules to strengthen the 
legal basis for real-name registration by websites and service providers.155 The rules threatened vi-
olators with “confiscation of illegal gains, license revocations, and website closures,” largely echoing 
the informal arrangements already in place across the sector.156 Comment sections of major news 

148  CHRD, We Can Beat You to Death With Impunity: Secret Detention & Abuse of Women in China’s “Black Jails”; Amnesty 
International, “China’s ‘Re-education Through Labour’ Camps: Replacing One System of Repression with Another?” December 
17, 2013, http://bit.ly/1LtdZa4. 
149  CHRD, The Darkest Corners: Abuses of Involuntary Psychiatric Commitment in China, 2012, http://bit.ly/1MxV3YP. 
150  The amendment took effect on January 1, 2013. Observers praised other aspects of the measure, including tentative 
steps toward increasing police accountability for surveillance. Committee to Protect Journalists, “China’s New Law Sanctions 
Covert Detentions,” March 14, 2012, http://cpj.org/x/49d9. 
151  Long Jian, “’为什么要屏蔽你？” Infzm, May 29, 2014, http://bit.ly/1VR3LXX. 
152  Associated Press, “Lawyer kidnapped hours after release of Chinese journalist working for German weekly,” U.S. News, July 
10, 2015, http://bit.ly/1Gcm1DR. 
153  Danny O’Brien, “China’s name registration will only aid cybercriminals,” Committee to Protect Journalists blog, December 
28, 2012, https://cpj.org/x/5177. 
154  William Farris, “Guangzhou Daily Looks Into the Economics of the Weibo Real Name System,” Google+, February 28, 
2012, http://bit.ly/1Psal1W; Guangzhou Daily, “实名制数亿元市场仅两家瓜分 被指收费不透明,” News 163, September 2, 2012, 
http://bit.ly/1VR4b0k; “Du Zi He Cha Wei Bo Shi Ming Guo Zheng Tong She Long Duan” [Real-Name Verification of Weibo 
Suspected Monopolized by Guo Zheng Tong], Hong Kong Commercial Daily, December 30, 2011, http://www.hkcd.com.hk/
content/2011-12/30/content_2875001.htm.
155  “National People’s Congress Standing Committee Decision Concerning Strengthening Network Information Protection,” 
China Copyright and Media (blog), December 28, 2012, http://bit.ly/1RGoSqc. 
156  Joe McDonald, “China Real-Name Registration Is Now Law in Country,” Huffington Post, December 28, 2012, http://huff.
to/1NFLFnw.
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portals, bulletin boards, blog-hosting services, and email providers already enforced some registra-
tion.157 The MIIT also required website owners and internet content providers to submit photo iden-
tification when they apply for a license, whether the website is personal or corporate.158 Nevertheless, 
the 2012 rules extended regulation to the business sector who must gain users’ consent to collect 
their personal electronic data, and outline the “use, method, and scope” of its collection. The rules 
offer no protection against law enforcement requests for these records.159

Microblog providers have struggled to enforce identity checks. Online reports of Sina Weibo users 
trading defunct identification numbers to facilitate fake registration indicated that the requirements 
were easy to circumvent.160 Sina’s 2014 report to the U.S. Securities and Exchange Commission noted 
the company’s exposure to potentially “severe punishment” by the Chinese government as a result 
of its noncompliance.161 Implementation of the real-name policy also makes it harder for the state’s 
hired commentators to operate undetected. One study reported officials encouraging commentators 
to use pseudonyms and fake documents to hide their affiliation with the propaganda department.162 
In summer 2014, the SIIO issued interim rules for anyone “employing instant messaging tools as 
public information services,” requiring service providers to verify user identities and register them 
with a government agency.163

In January 2015, the SIIO announced that the government would truly begin enforcing real-name 
registration on all websites beginning on March 1. Alibaba Group Holding Ltd., Tencent Holdings 
Ltd., Baidu Inc., Sina Corp. affiliate Weibo Corp., and other companies were reported to have deleted 
more than 60,000 accounts on various platforms because they did not conform to the new, stricter 
regulations.164

A draft antiterrorism law was made public for consultation in November 2014. Among the provisions 
is a requirement for technology firms to provide the government with surveillance “back doors” and 
supply law enforcement agencies with encryption keys and user data. All online service providers 
and telecommunication companies would be required to store user data within China’s borders.165 As 
of May 2015, the draft law was still under deliberation.166 In late 2015, outside the coverage period of 
this report, news reports said Chinese officials were seeking backdoor access to the data of Chinese 
users in direct requests to American technology companies.167 Regulations for the Administration of 

157  “Ministry of Culture Will Curb Trend of Internet Indecency in 2009” [in Mandarin], Net Bar China, January 6, 2009, http://
bit.ly/1LKuY3H; Chen Jung Wang, “Real Name System Intimidates High School BBS,” CNHubei, November 29, 2009, http://bit.
ly/1OAp7CY; “Internet Society of China: Real Name System for Bloggers is Set,” Xinhua, October 22, 2006, http://www.itlearner.
com/article/3522.
158  Elinor Mills, “China seeks identity of Web site operators,” CNET News, February 23, 2010, http://cnet.co/bXIMCp. 
159  Tim Stratford et al., “China Enacts New Data Privacy Legislation,” Covington & Burling LLP, January 11, 2013, http://bit.ly/
RRiMaM. 
160  C. Custer, “How to Post to Sina Weibo without Registering Your Real Name,” Tech in Asia, March 30, 2012, http://bit.
ly/1NFM0GP.
161  See Securities and Exchange Commission, “Form F-1 Registration Statement Under The Securities Act of 1933, Weibo 
Corporation.”
162  Han, “Manufacturing Consent in Censored Cyberspace.” 
163  “China’s Real Name Internet Part 5: 2013–2014,” Fei Chang Dao. 
164  Paul Carsten, “China censorship sweep deletes more than 60,000 Internet accounts,” ed. Robert Birsel, Reuters, February 
27, 2015, http://reut.rs/1AR2geU.
165  Erika Kinetz, “China plays down US concerns over anti-terror legislation,” Associated Press, March 4, 2015, http://bit.
ly/1jnhK6R.
166  Michael Martina, “China says deliberation of anti-terrorism law goes ahead,” Reuters, March 16, 2015, http://reut.
rs/1Av7Txc.
167  Paul Mozur, “China Tries to Extract Pledge of Compliance From U.S. Tech Firms,” New York Times, September 16, 2015, 
http://nyti.ms/1VRGvE1.
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Commercial Encryption dating to 1999, and related rules from 2006, already require a government 
regulator to approve encryption products used by foreign and domestic companies.168

Internet commerce is undermining online anonymity. Many users voluntarily surrender personal 
details to enable financial transactions on social media sites. Mobile phone purchases have required 
identification since 2010, so providing a phone number is a common way of registering with other 
services.169 One analyst estimated that 50 percent of microblog users had exposed their identifica-
tion numbers to providers by 2012, simply by accessing the platform from their mobile phone.170 
Though not consistently enforced in the past, a crackdown on real-name registration for existing 
mobile subscriptions began in early 2015.171

China’s “second generation” national ID cards—which are administered by police—are required to 
be digitally embedded with fingerprints; the first generation of cards became defunct in 2013.172 The 
State Council aims to link credit, social security, and other personal information to these biometric 
databases. Writer Mo Zhixu laid out some possible implications, saying “ID numbers culled online 
will soon become useless for repeated use”; “relatives and friends will not … dare, to lend their ID 
numbers to anyone else”; and “personal credit information will necessarily include information about 
internet use.”173 In 2013, a Uyghur blogger reported that he was unable to join a Weixin page about 
sports using his national ID number, which identifies his birthplace as Xinjiang; he was only able to 
register with the number of a Han Chinese friend.174 

Chinese providers are required to retain user information for 60 days, and submit it to the authori-
ties upon request without judicial oversight or notification of the user.175 In 2010, the National Peo-
ple’s Congress amended the State Secrets Law,176 obliging telecommunications operators and ISPs 
to cooperate with authorities investigating leaked state secrets or risk losing their licenses.177 An 
amendment to the Criminal Procedure Law that took effect in 2013 introduced a review process for 
allowing police surveillance of suspects’ electronic communications, which the Ministry of Public Se-
curity permits in many types of criminal investigation, but the wording of the amendment was vague 
about the procedure for the review.178

Privacy protections under Chinese law are minimal. In the words of one expert, the law explicitly au-

168  Adan Segal, “The Cyber Trade War,” Foreign Policy, October 25, 2014, http://atfp.co/1Qq5LzN. 
169  “Mobile phone real-name system implemented today, SIM card purchasers have to present their ID documents” [in 
Mandarin], News 163, October 1, 2010, http://bit.ly/aIyYL4. 
170  Song Yanwang, “Internet Clean-Up Regulations Conceal Obscure Issues. Weibo’s New Real-Name Registration Rule 
Poses Challenge for Telecom Operator” [in Mandarin], Net China, March 15, 2012, http://net.china.com.cn/txt/2012-03/15/
content_4875947.htm.
171  “移动发狠招手机不实名将被停机 电信联通表示没听说过,” May 20, 2015, http://bit.ly/1jnhXa1. 
172  Cao Yin, “Efforts Stepped Up to Curb Fraudulent ID Card Use” [in Mandarin], China Daily, August 15, 2013, http://bit.
ly/1G4jzzC; Zhou Dawei, “Do We Really Need to Fingerprint 1.3bn People?” News China Magazine, January 2012, http://bit.
ly/1Qq5nBa.
173  Andy Yee, “How Social Commerce Tightens China’s Grip on the Internet,” Global Voices, May 22, 2013, http://bit.
ly/1OvBcet. 
174  Midnight Café (blog), http://bit.ly/1NbSf1U; Oiwan Lam, “China: Real Name Registration May Threaten Ethnic Minorities,” 
Global Voices Advocacy, June 24, 2013, http://bit.ly/1OAqvpp. 
175  OpenNet Initiative, “China,” August 9, 2012, http://opennet.net/research/profiles/china-including-hong-kong. 
176  Central People’s Government of the People’s Republic of China, “Presidential order of the People’s Republic of China, No. 
28” [in Mandarin], April 29, 2010, http://bit.ly/1LMMtXc. 
177  Jonathan Ansfield, “China Passes Tighter Information Law,” New York Times, April 29, 2010, http://nyti.ms/1LMMx9j. 
178  Luo Jieqi, “Cleaning Up China’s Secret Police Sleuthing,” Caixin, January 24, 2013, http://bit.ly/1LjK1BT. 
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thorizes government access to privately held data, and “systematic access” to “data held by anyone” 
is a realistic possibility once e-government strategies are fully implemented.179

Real-name registration is just one aspect of the pervasive surveillance of internet and mobile phone 
communications in China. The DPI technology used for censorship can monitor users, and personal 
text- and instant-message exchanges have been cited in court documents. One academic study re-
ported that when users entered blacklisted search terms on Baidu, their IP addresses were automati-
cally sent to a location in Shanghai affiliated with the Ministry of Public Security.180 Cybercafes check 
photo identification and record user activities, and in some regions, surveillance cameras in cyberca-
fes have reportedly transmitted images to the local police station.181 Given the secrecy surrounding 
such capabilities, however, they are difficult to verify.

As with censorship, surveillance disproportionately targets individuals and groups perceived as anti-
government. In January 2015, the Xinjiang government issued a new regulation requiring real-name 
registration for Uyghurs attempting to purchase mobile phones, computers, and other electronic 
devices with storage, communication, and broadcast features. Stores selling such equipment are re-
quired to install software that provides police with real-time electronic records on transactions.182 

Intimidation and Violence 

Allegations of torture and extralegal harassment are widespread among Chinese detainees, particu-
larly political prisoners, a category that encompasses the majority of freedom of expression cases. In 
May 2015, Human Rights Watch reported “physical and psychological torture during police interro-
gations, including being hung by the wrists, being beaten with police batons or other objects, and 
prolonged sleep deprivation” in a review of hundreds of ordinary criminal cases. “Political prisoners … 
have experienced much of what is described in this report and often worse,” the report said.183

Internet users also risk being held under house arrest. In such cases, including the extralegal house 
arrest of poet Liu Xia (wife of Liu Xiaobo) since 2010, internet and mobile phone connections are 
often severed to prevent the individual from contacting supporters and journalists.184 While there 
are several cases of long-term house arrest, the circumstances and degree of confinement can be 
adjusted arbitrarily over time. Some groups attempt to monitor the number of dissidents known to 
be held under house arrest, but there are no statistics showing how many were targeted specifically 
for online activity.185

Law enforcement officials frequently summon individuals for questioning in relation to online activity, 
an intimidation tactic referred to euphemistically as being “invited to tea.”186 Activists have also been 

179  Zhizheng Wang, “Systematic Government Access to Private-Sector Data in China,” International Data Privacy Law 2, no. 4 
(2012): 220–229, http://bit.ly/1Pf4jT8.
180  Becker Polverini and William M. Pottenger, “Using Clustering to Detect Chinese Censorware” (presentation, Eleventh 
Annual Workshop on Cyber Security and Information Intelligence Research, 2011), http://bit.ly/1Ra1XCx. 
181  Naomi Klein, “China’s All-Seeing Eye,” NaomiKlein.org, May 14, 2008, http://bit.ly/2nf29. 
182  Bai Tiantian, “Xinjiang asks real-name registration for cellphones, PCs,” Global Times, January 29, 2015, http://bit.
ly/1NFNqRo.
183  Human Rights Watch, “Tiger Chairs and Cell Bosses: Political Torture of Criminal Suspects in China,” May 13, 2015, https://
www.hrw.org/report/2015/05/13/tiger-chairs-and-cell-bosses/police-torture-criminal-suspects-china. 
184  PEN America, “Chinese Writers React to Crackdown,” February 25, 2011, http://bit.ly/1OvBtOi. 
185  CHRD, “Deprivation of Liberty and Torture/Other Mistreatment of Human Rights Defenders in China,” June 30, 2013, 
http://bit.ly/1NFNC37. 
186  China Blog Staff, “‘Sorry, no comment - we might get invited to tea,’” China Blog, BBC, December 9, 2013, http://bbc.
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instructed to travel during sensitive political events, effectively keeping them away from their normal 
online and offline activities. 

In July 2015, at least 159 lawyers were interrogated, detained, or disappeared. One human rights 
lawyer, Wang Yu, reported on July 9 that her internet service and power had been cut off, and shortly 
thereafter, that people were trying to break into her home. She remained in incommunicado deten-
tion as of October.187

Technical Attacks

China is a global source of cyberattacks, accounting for 41 percent of the attack traffic observed 
worldwide by Akamai in 2014.188 The survey traced the attacks to computers in China using IP ad-
dresses, meaning the machines themselves may have been controlled from elsewhere.

Even attacks found to have originated in China can rarely be traced directly to the state, but the 
scale and targets of the illegal cyber activity have led many experts to conclude that Chinese military 
and intelligence agencies either sponsor or condone it. The geographically diverse array of political, 
economic, and military targets that suffer attacks reveal a pattern in which the hackers consistently 
align themselves with Chinese national goals. In 2015, China-based attacks targeted international 
companies including Google, Yahoo, Microsoft, and Apple.189

Hackers, known in Chinese as heike (dark guests), employ various methods to interrupt or intercept 
online content. Both domestic and overseas groups that report on China’s human rights abuses 
have suffered from distributed denial-of-service (DDoS) attacks, which temporarily disable websites 
by bombarding host servers with an unmanageable volume of traffic. From March 25 to March 31, 
2015, the hosting service GitHub faced a DDoS attack that crippled its services. Sources indicate 
that the assault originated in China.190 The monitoring organization Citizen Lab analyzed the inci-
dent and found that “while the attack infrastructure is co-located with the Great Firewall, the attack 
was carried out by a separate offensive system, with different capabilities and design, that we term 
the ‘Great Cannon.’ The Great Cannon is not simply an extension of the Great Firewall, but a distinct 
attack tool that hijacks traffic to (or presumably from) individual IP addresses, and can arbitrarily re-
place unencrypted content as a man-in-the-middle.”191

In March 2015, it was revealed that the CNNIC was issuing false digital security certificates for nu-
merous domains, including several owned by Google. This security breach allows for man-in-the-
middle (MITM) attacks, in which attackers can impersonate the site for which the certificate was 
intended, thus acquiring personal and private information.192 Yahoo faced a MITM attack during 

in/1LKxQ0k. 
187  “China’s New Crackdown on Civil Rights,” Washington Post, July 15, 2015, http://wapo.st/1Qq7Jjv. 
188  Akamai, State of the Internet: Q3 2014 Report, infographics, http://akamai.me/1LGi8U4
189  “China Collecting Apple ICloud Data, Attack Coincides with Launch of New Iphone,” GreatFire.org blog, October 20, 2014, 
http://bit.ly/1t5o2dN. 
190  Sebastian Anthony, “GitHub battles ‘largest DDoS’ in site’s history,” ArsTechnica, March 30, 2015, http://bit.ly/19AxkWX. 
191  Bill Marczak et al., “China’s Great Cannon,” Citizen Lab, April 10, 2015, https://citizenlab.org/2015/04/chinas-great-
cannon/. 
192  Dan Goodin, “Google warns of unauthorized TLS certificates trusted by almost all OSes,” ArsTechnica, March 24, 2015, 
http://bit.ly/1EE2uoX. 
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the 2014 Hong Kong protests,193 and Microsoft Outlook faced one in January 2015.194 In April 2015, 
Google and Mozilla both announced that they would revoke authority of root certificates belonging 
to the CNNIC,195 meaning that sites with those certificates would not be recognized by the brows-
ers, potentially interrupting users’ connections to a range of sites, including banks and e-commerce 
platforms.196

Another well-documented tactic is spear-phishing, in which customized email messages are used to 
trick recipients into downloading malicious software by clicking on a link or a seemingly legitimate 
attachment.197 Tibetans, Uyghurs, and others subject to monitoring are frequently targeted with 
emailed programs that install spyware on the user’s device.198 Other cyberattacks affect the broader 
population.199

193 Netresec, “Verifying Chinese MITM of Yahoo,” Netresec (blog), October 1, 2014, http://bit.ly/1k3GUYg. 
194  Michael Kan, “Microsoft’s Outlook.com faces brief man-in-the-middle attack in China,” PC World, January 19, 2015, http://
bit.ly/1Pse8fT.
195  Lucian Constantin, “Like Google, Mozilla set to punish Chinese agency for certificate debacle,” PC World, April 2, 2015, 
http://bit.ly/1jxt7IX.
196  Dan Goodin, “Google Chrome will banish Chinese certificate authority for breach of trust,” ArsTechnica, April 1, 2015, 
http://bit.ly/1Hlskkq.
197  Dennis Fisher, “Apple Phishing Scams on the Rise,” Threat Post, June 24, 2013, http://bit.ly/1OvBTV2. 
198  Dylan Neild, Morgan Marquis-Boire, and Nart Villeneuve, “Permission to Spy: An Analysis of Android Malware Targeting 
Tibetans,” research brief, Citizen Lab, April 2013, http://bit.ly/1OvBOAO. 
199  “Recent Data Breach Events in China,” Privacy and Information Security Law Blog, December 31, 2013, http://bit.
ly/1hDw3Ci. 
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Key Developments: June 2014 – May 2015

•	 Gonzalo López, who was convicted of libel in February 2014 and sentenced to 18 months 
in jail for a comment posted on a newspaper’s website, exhausted all possibilities of legal 
remedy in April 2015 after the Supreme Court rejected his appeal and the Constitutional 
Court did not select the case for review (see Prosecutions and Detentions for Online Ac-
tivities).

•	 In April 2015, the Suprem e Court convicted and sentenced two former public officials re-
sponsible for the illegal interception of the communications of high court judges, journal-
ists and opposition leaders. Nevertheless, intelligence agencies continued to operate with 
little oversight during the coverage period, and civil society groups raised concerns about 
illegal and excessive surveillance (see Surveillance, Privacy, and Anonymity).

•	 In August 2014, the Prosecutor General’s office cited lack of transparency and oversight 
in ordering a halt to the development of the Single Platform for Monitoring and Analysis 
(PUMA), a centralized government surveillance platform slated for use by the national po-
lice (see Surveillance, Privacy, and Anonymity). 

•	 In January 2015, Facebook and mobile carrier Tigo launched the commercial initiative In-
ternet.org,1 which offers users free access for two months to some internet content and 
services. Although it promises to expand access to some online content, critics have raised 
concerns that it violates net neutrality (see Media, Diversity, and Content Manipulation).  

1  Internet.org changed its name to Free Basics in September 2015

Colombia
2014 2015

Internet Freedom Status Free Partly 
Free

Obstacles to Access (0-25) 8 8

Limits on Content (0-35) 8 8

Violations of User Rights (0-40) 14 16

TOTAL* (0-100) 30 32

* 0=most free, 100=least free

Population:  47.3 million

Internet Penetration 2014:  53 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Partly Free
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Introduction

Despite steady improvement over the last five years, significant challenges still hamper widespread 
internet access in Colombia. The main obstacles are poor infrastructure, lack of development, and 
high costs. When users manage to surmount access and affordability issues, however, they are able 
to view and disseminate content relatively freely on the internet. Although there are occasional 
cases of content removal, takedowns are isolated rather than systematic and stem mostly from 
muddy legislation rather than onerous governmental policies. In a concerning development, 2014 
marked the first case in which an online user received a jail sentence under Colombia’s defamation 
laws, although he was ultimately avoid jail time based on provisions in Colombian law that take into 
account prior record and sentence.1 While prosecutions for dissemination of content online are still 
rare, exceptionally harsh penalties for minor copyright violations and criminal penalties for defama-
tion constitute serious violations of user rights.

Additional challenges to user rights come in the form of violence and impunity. For the past five de-
cades, the Colombian government, various paramilitary groups, and the FARC (a guerrilla group with 
leftist origins), have been engaged in armed conflict. Despite ongoing peace talks between the gov-
ernment and the FARC since 2012, high levels of insecurity persist. In this context of violent crime, at 
least sixteen journalists have been murdered and many more have been threatened since 2005, with 
little response from the judiciary.2 Self-censorship both online and offline has become a prophylactic 
measure against such threats, particularly in rural areas where violence and impunity are more per-
vasive than in cities. 

In late 2014 and early 2015, convictions in trials resulting from surveillance scandals set an import-
ant precedent for punishing police, military, and government officials engaged in illegal surveillance. 
The Supreme Court found Bernardo Moreno, former secretary of the president’s office, and María del 
Pilar Hurtado, former director of the government’s now-defunct Administrative Security Department 
(DAS), guilty of illegal interception of communications against high court judges, journalists, and 
opposition leaders.3 In February 2015 the politically-connected hacker Andrés Sepúlveda pled guilty 
to similar charges in another surveillance scandal involving interception of the communications of 
representatives in the peace talks between the FARC and the government in Havana.4

Issues of internet access and net neutrality also came to the forefront of debate in Colombia, 
prompted by the expansion of zero rating programs. In January 2015, Facebook launched its Inter-
net.org service, which provides free access to Facebook and some other applications for subscribers 
to Colombian mobile carrier Tigo.5 Although zero-rating programs have been permitted by Colom-
bian law since 2011 and implemented by some carriers since that time, Internet.org is notable for its 
scope and for the significant media debate it triggered. Proponents argue that the increased access 

1   Carlos Cortés, “Crónica de una ofensa inofensiva,” [Chronicle of an unoffensive offense] La Silla Vacía (blog), April, 2015, 
http://bit.ly/1ODNXEl. 
2   At least 142 journalists have been murdered since 1977. Fundación Para La Libertad De Prensa (FLIP) 60 AÑOS de espionaje 
a periodistas en Colombia, 2015,  accessed April 26, 2015, 60, http://bit.ly/1E5ReYu; See also Fundación Para La Libertad De 
Prensa (FLIP), “Periodistas Asesinados” [Journalists Killed], accessed October 5, 2015, http://bit.ly/1Gbwn7u.
3  “Condena de 14 años para Hurtado y 8 para Bernardo Moreno por chuzadas,” [Sentence of 14 years for Hurtado and 8 
years for Bernardo Moreno for ‘Chuzadas’] El Tiempo, April 30, 2015, http://bit.ly/1biN0yV. 
4  “Confirman condena de 10 años al ‘hacker’ Sepúlveda” [Sentence of 10 years for the ‘Hacker’ Sepúlveda Confirmed], 
Semana, April 10, 2015, http://bit.ly/1OyKjKX. 
5  Ministry of ICT, “Mark Zuckerberg llega este miércoles a Colombia para sellar alianza con el Gobierno,” [Mark Zuckerberg 
arrives this Wednesday to Colombia to seal the alliance with the government] January 13, 2015, http://bit.ly/1OXaeeG. 
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to limited services is better than no services at all, but some NGOs and technology experts have 
raised concerns about the potential of the program to increase the digital divide and undermine the 
net neutrality principle.

In recent years, Colombian NGOs—namely the Foundation for Freedom of the Press in Colom-
bia (FLIP), Fundación Karisma, Dejustica, Colnodo, and, lately, the Colombian Jurists Commission 
(CCJ)—have begun calling for more information regarding the scope of government surveillance 
and threats to user privacy, issues that will likely gain greater traction in Colombia as internet use 
becomes more widespread. NGOs have also begun campaigning about internet-related issues un-
folding in the public debate, such as online privacy, net neutrality, the quality of mobile internet, and 
online copyright enforcement.

Obstacles to Access

Although internet penetration has steadily increased, Colombia still faces obstacles to access primarily 
stemming from socioeconomic factors. The lack of basic utilities and affordable internet access consti-
tutes an informal barrier to information and communications technologies (ICTs). The implementation 
of zero-rating programs such as Facebook’s Internet.org may increase access to a selection of online 
platforms, but critics worry that it may also aggravate Colombia’s digital divide and weaken the appli-
cation of the net neutrality principle.

Availability and Ease of Access   

Internet access has increased steadily in Colombia over the past decade. According to the most 
recent figures from the International Telecommunication Union (ITU), Colombia’s internet penetra-
tion rate reached 53 percent by the end of 2014, compared to 52 percent in 2013 and 30 percent in 
2009.6 Nevertheless, with nearly half of the population still without internet, significant obstacles to 
access remain. Lack of infrastructure in rural areas, low levels of digital literacy, and high prices all 
stand in the way of widespread access.

Internet access is facilitated primarily by DSL and cable connections.7 Colombia’s average internet 
speed is 3.7 Mbps—a figure that places it between Brazil and Argentina in a regional comparison.8 
Many Colombian internet users access the internet outside of their homes, and cybercafes and edu-
cation centers play a key role in expanding access. Twenty percent of internet users accessed the in-
ternet through cybercafes and 26 percent through education centers, while free public access points 
served a negligible percentage of internet users.9 

Colombia’s mobile penetration rate reached 113 percent at the end of 2014, and mobile phones are 
increasingly used to access the internet.10 Mobile connections range from basic data plans to full ac-

6  International Telecommunication Unions, “Percentage of Individuals Using the Internet,” accessed June 10, 2015, http://bit.
ly/1LOr3mK. 
7  Ministry of ICT, ICT Trimestral Bulletin, [in Spanish], December 2014, 19, http://bit.ly/1JeuTG7. 
8  For comparison, Brazil had an average internet speed of 3.0 and Argentina had an average speed of 4.5 at the end of 2014. 
The global average speed was 4.5. Akamai, State of the Internet Visualization, Fourth Quarter 2014, http://akamai.me/1VdTuF5. 
9  DANE, Basic Indicators in ICT in Colombia 2014, April 6, 2015, http://www.dane.gov.co/files/investigaciones/boletines/tic/
prese_tic_2014.pdf.
10  International Telecommunication Unions, “Mobile-cellular Telephone Subscriptions,” accessed June 10, 2015, http://bit.
ly/1LOr3mK.
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cess,11 but it is not clear if official measures of mobile internet penetration count restricted plans (i.e. 
access only to social networks) as mobile internet connections. Mobile internet is divided between 
subscription plans and pay-as-you-go plans.  Of the roughly 5.6 million users (approximately 12 per-
cent of the population) who have subscription plans, almost 4.9 million (approximately 10 percent) 
have high-speed mobile broadband subscriptions, 3G and above. The majority of mobile internet 
users have pay-as-you-go plans, which claim 21.4 million users (approximately 44 percent of the 
population). Of these users, 17 million (approximately 36 percent) have service of 3G or above.12 

There is significant geographical disparity in internet penetration rates in Colombia. While the capital, 
Bogotá, has a fixed-internet subscription rate of 19 percent, the southern rural departments of Am-
azonas, Vaupés, Vichada, Guainía, and Guaviare have a rate of less than 1 percent combined.13 Only 
4 to 5 percent of Colombia’s population lives in this region; however, the land accounts for approx-
imately 55 percent of the country’s geographical area.14 Although many indigenous languages are 
spoken here, there do not appear to be significant efforts to offer online content in these languages. 
Even the official websites of Amazonas, Vichada, and Guajira—each of which lays claim to a large 
indigenous population—are in Spanish only, with no option to display them in any of the indigenous 
languages present in those territories.15

High internet prices and low levels of digital literacy also present substantial obstacles to internet ac-
cess in Colombia. A 2014 Digital Consumers Survey revealed that 44 percent of people without inter-
net in their homes cite high prices as the reason why they do not acquire the service, while 28 per-
cent state that they do not think internet connection is necessary.16 The ITU’s scale of fixed-broad-
band prices lists Colombia as the 79th most affordable country out of 165 countries, placing it 
around the global median, with an average price of US$19.80 per month.17 For comparison, Colom-
bia’s minimum legal monthly wage was set as COP 644,350 (US$260) for 2015.18 According to the ICT 
ministry (MinTIC), only about eight percent of people in the country’s lowest socioeconomic strata, 
which encompasses almost half the population, have subscriptions to fixed internet connections.19 

The Private Council for Competitiveness, a national think tank devoted to exploring market com-
petition, recommended decreasing internet and mobile prices between 20 and 40 percent in the 
next four years and pointed out that the high prices of internet and mobile communications are still 
obstacles to greater internet penetration.20 Official programs such as Vive Digital, implemented in 
2010 and Colombia Aprende, the Education Ministry’s platform for the promotion of literacy, imple-
mented in 2004, have begun breaking down barriers to digital literacy. Vive Digital, administered by 
the ICT ministry, aims to expand infrastructure, services, internet applications, and the number of Co-

11  DANE, Basic Indicators in ICT in Colombia 2014.
12  Ministry of ICT, ICT Trimestral Bulletin, 24.
13  Ministry of ICT, ICT Trimestral Bulletin, 40. 
14  Based on DANE population projection for 2012 and the geographic area of the departments.
15  The Official Website of the Department of Amazonas, accessed August 28, 2015, http://bit.ly/1JtV75d; The Official Website 
of the Department of Vichada, accessed August 28, 2015, http://bit.ly/1KzLbeu; The Official Website of the Department of La 
Guajira, accessed August 28, 2015, http://bit.ly/O9WQZ8. 
16  DANE, Basic Indicators in ICT in Colombia 2014, 11, http://www.dane.gov.co/files/investigaciones/boletines/tic/prese_
tic_2014.pdf
17  International Telecommunication Union, Measuring the Information Society 2014, 124, http://bit.ly/1NUbnkf
18  Decreto 2731, December 30, 2014, http://bit.ly/1GLXylo.
19  Ministry of ICT, ICT Trimestral Bulletin, [in Spanish], December 2014, 9, http://bit.ly/1JeuTG7. Percentage calculated by 
dividing the number of internet subscriptions pertaining to this income bracket over the DANE population estimation for this 
income bracket.
20  Private Council for Competitiveness, Tecnologías De La Información Y Las Comunicaciones, [National Competitiveness 
Report] 2014-2015, accessed April 26, 2015, 133, http://bit.ly/1E1Yxts. 
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lombian internet users.21 Colombia Aprende also aims to expand the use of digital applications and 
devices, training some 16,000 teachers of digital literacy across the nation.22

Restrictions on Connectivity  

No legal provisions impose connectivity restrictions in Colombia. The government does not place 
limits on bandwidth, nor does it impose control over infrastructure, except in emergency situations 
when internet service providers (ISPs) are required to make their infrastructure available for official 
response.23 In keeping with this lack of restriction, the government does not have centralized tele-
communications infrastructure, nor has it established blocking protocols for instant, person-to-per-
son communication, or tools to filter or block social media applications or content.

Colombia only has one internet exchange point (IXP), called “NAP Colombia,” through which ISPs 
exchange traffic to improve efficiency and speed. Located in Bogotá, the IXP is managed by the Co-
lombian Chamber for Informatics and Telecommunications.24 Eighteen mostly privately owned tele-
communication enterprises have direct connection with the IXP. 

ICT Market 

Colombia is home to 56 ISPs, and while 88 percent of the market is concentrated in the hands of 
four companies, there are nonetheless multiple market options from which to choose.25 Market entry 
is straightforward, and it is possible for anyone to establish an ISP by following the general require-
ments of the ICT Law (No.1341), which establishes free competition and prioritizes efficient use of 
infrastructure and access to ICTs.26 

Registration requirements are neither excessive nor onerous. Business owners must provide personal 
and tax identification as well as a description of services, but no fee is required. This information is 
published in an open registry, and the ICT ministry then has 10 days to verify the data, after which 
the business may begin operating. Based on the required criteria, registration can be denied when 
information is incomplete or false, or when an ISP does not have the proper commercial status to 
offer such services.27 Service providers are obligated to pay a contribution of 0.01 percent of their 
annual income to an ICT Ministry Fund (Fontic) devoted to the development of nationwide ICT proj-
ects.28 ISPs must also apply for licenses to utilize the radioelectric spectrum, although there have 
been no complaints of difficulties or bias with this process.

The mobile landscape is more concentrated than the ISP market. Although Colombia has at least six 
mobile providers, two of those companies (Claro and Movistar) control two-thirds of the mobile in-
ternet market. This situation mirrors the mobile phone sector—although there are five providers, 82 

21  ICT Ministry, “Vive Digital,” http://bit.ly/1lbnQBQ.
22  Education Ministry, “Colombia Aprende, http://bit.ly/1gH1oRn.
23  Ley 1341 [Law 1341] July 30, 2009, http://bit.ly/1q8fyQQ.
24  NAP Colombia, “FAQ,” http://bit.ly/1E1ZS3C.
25  Telmex Colombia S.A., UNE EPM Telecomunicaciones S.A., Colombia Telecomunicaciones S.A., and Empresa de 
Telecomunicaciones de Bogotá, Colombia S.A. are the four dominant providers. Ministry of ICT, ICT Trimestral Bulletin, [in 
Spanish], December 2014, 19, http://bit.ly/1JeuTG7.
26  Ley 1341 [Law 1341]. 
27  Decreto 4948 [Decree 4948] December 18, 2009, http://bit.ly/1gVegGu. 
28  Ley 1341 [Law 1341].
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percent of the market is in the hands of the two aforementioned companies.29 In 2009, the govern-
ment declared that Claro occupied a dominant position in the market, which under Colombian law 
means that the company is subject to ex ante (prior) regulation on issues such as pricing and service 
bundling. The structure of the company, however, remains unchanged.30 As with ISPs, mobile service 
providers must also contribute 0.01 percent of their annual income to Fontic.

The ICT ministry establishes public selection mechanisms for mobile service providers.31 A 2013 
spectrum auction resulted in two new players entering the market. While this is a step in the right 
direction, diminished market concentration has not yet been seen.32 In March 2013, the ministry 
renewed the spectrum licenses of Claro and Movistar for a new ten-year term without major alter-
ations, suggesting that little is likely to change in terms of market dominance in the next decade.33 

Regulatory Bodies 

Colombia’s ICT sector is subject to numerous regulatory bodies, all of which are part of the executive 
branch of government and have varying but limited degrees of independence from the government. 
The three main regulatory bodies are the ICT ministry, the Communication Regulation Commission 
(CRC), and the National Spectrum Agency (NSA). The Superintendency of Industry and Commerce 
also has some control duties as part of its consumer protection obligations. 

The president appoints the ICT minister, who oversees the telecommunications sector through the 
ICT ministry. The ICT minister also chairs the CRC, which is responsible for ensuring efficient service 
and promoting competition in the telecommunications sector and is formed by the minister and 
three commissioners who are also appointed by the president. The ICT minister designates the head 
of the NSA, which is the agency in charge of planning, management and supervision of the use of 
the radioelectric spectrum. While some have suggested that such an executive-driven design pre-
vents objective oversight of the sector, affording the president a great deal of influence in its opera-
tion, to date, there are no clear examples of executive bias in rulings. 34

A 2014 OECD report proposed two principal suggestions for improving autonomy of regulatory 
bodies. First, the report recommended that the CRC develop more independence from Colombia’s 
central government because, as stands now, its board cannot deliberate without the presence of the 
ICT minister, and the ministry of finance fixes the agency’s budget. Second, the ICT ministry should 
refrain from regulating the sector, and focus solely on promoting the development and use of ICTs.35

Since 2010, a government-appointed concessionaire has been responsible for allocating the .co 
domain. For the domains org.co, edu.co, mil.co, and gov.co, applicants must comply with specific re-
quirements; for edu.co, for example, the applicant must be an educational institution.36

29  Ministry of ICT, ICT Trimestral Bulletin. 
30  Carlos Cortés, “Mobile Internet in Colombia - Challenges and Opportunities for Civil Society: The 2013 Spectrum Auction,” 
Open Society Foundation, http://bit.ly/1QDvnJ1. 
31  Ley 1341 [Law 1341] art. 11.
32  Ministry of ICT, ICT Trimestral Bulletin.
33  Resolution 597, 2014, ICT Ministry. 
34  Cortés, “Mobile Internet in Colombia - Challenges and Opportunities for Civil Society: The 2013 Spectrum Auction.”
35  OECD, Review of Telecommunications Policy and Regulation in Colombia, April 2014, http://bit.ly/1MOiNZP.  
36  Dominio, “Historia del Dominio Co,” [History of the Domain .Co] Cointernet, http://bit.ly/1iQywea. 
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Limits on Content

No content is systematically blocked under Colombian law besides child pornography, which is blocked 
under laws that critics say are vague and overly broad. In addition, reports indicate that websites with 
content related to the FARC, a guerrilla movement that has been in armed conflict with the Colombian 
state since 1964, have been taken down or blocked with no explanation several times over the past 
years. Similar to offline media, online media in Colombia is subject to some content manipulation 
based on advertising revenue from government and private sources; however, online media outlets are 
able to exercise more independence from advertisers and government advertising revenue than offline 
media. Recent court cases have upheld the principle that intermediaries should not be held liable for 
content posted by third parties.

Blocking and Filtering 

Blocking or filtering of content—other than child pornography—is not common in Colombia. How-
ever, the country has suffered from a violent conflict between the government, the FARC guerrilla 
group, and other paramilitary and guerrilla groups for over 50 years, and there have been sporadic 
reports of censorship of content disseminated by the FARC in recent years. Colombia, the United 
States, and the European Union recognize FARC as a terrorist organization, although several neigh-
boring South American countries, such as Brazil, Argentina, Ecuador, and Venezuela, have not adopt-
ed that designation.37

Although there are no legal restrictions on publishing materials about the ongoing conflict, FARC’s 
presence online has been subject to different forms of restriction.38  In 2012, for example, with the 
initiation of peace talks between the FARC and the Colombian government, FARC launched a music 
video on their website announcing their intentions to participate in the Havana Peace Talks. The 
site was blocked shortly thereafter.39 Content on FARC’s online accounts often consists of political 
or organizational propaganda rather than active recruitment or direct incitement to violence. Media 
coverage about censorship of FARC websites is scarce and the government has not commented on 
shutdowns of FARC websites or social media pages; therefore, it is not clear whether shutdowns of 
FARC websites are caused by technical blockings, cyberattacks, or result from decisions made by the 
organization itself, which operates in secrecy. Despite these instances, censorship of FARC websites 
does not appear to be systematic, and some FARC members have functional social media accounts. 

According to the ICT ministry, the only content that is subject to blocking measures is child por-
nography.40 Decree 1524 (2002) requires ISPs to undertake technical measures to prevent the online 
availability of child pornography.41 In response to an information request, the ICT ministry stated 
that the criteria used to determine which content should be blocked are set every two years by a 
commission that includes the Colombian Child Care Office (ICBF), the Ombudsman, the National 
Prosecutor, and UNICEF.  The Cybernetic Police Center of the Office for Criminal Investigation and 
the National Police’s Directorate of Criminal Investigation and Intelligence (DIJIN) evaluate reported 

37  Martin Pique, “Titanes en la Cumbre después de la batalla,” Pagina 12, March 8, 2008, http://bit.ly/1iQyGm1. 
38  “Tentáculos de las FARC en Internet,” [FARC’s tentacles on Internet] El Espectador, May 10, 2012, http://bit.ly/1jiDekV.
39  “Jefe máximo de las FARC dice que van a La Habana sin rencores,” [FARC’s top leader says they go to Havana without 
resentement] El Universal, September 3, 2012, http://bit.ly/1JiYLn9; See also “Colombia: Guerrilla Group’s Peace Negotiation Rap 
Video,” Global Voices, September 3, 2012, http://bit.ly/1QXlcz7
40  Communication from ICT Ministry in response to Request of Information Nº 661596 on February 24, 2015.
41  Ley 679, Decreto 1524 [Law 679 , Decree 1524] July 24,2002, http://bit.ly/1NRSVKZ.  
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content and, if the content qualifies to be blocked, send the URLs to the ICT ministry, which in turn 
notifies the ISPs who ultimately block access to the sites. Anyone who feels adversely affected by 
the blocking measure may submit a complaint before DIJIN, which studies the case and decides to 
maintain or remove the blocking.

Although it is an important protection mechanism, the legal basis of the blocking procedure is 
somewhat murky, since neither of the laws restricting child pornography (Law 679 and Decree 1524) 
specify the process outlined by the ICT ministry. The possibility for civil or judicial oversight is limited 
because information about the websites blocked is classified, possibly out of fear that individuals 
would use circumvention tools to access child pornography sites if a list were made public.42

Content Removal 

The Colombian government does not regularly order the removal of content, although periodic 
court cases have resulted in judicial orders requiring the removal of specific information deemed to 
violate fundamental rights. Some unconfirmed reports suggest that content produced by the FARC 
guerrilla group has been subject to removal or restriction. Members of the FARC have reported clo-
sure of social media pages, including restrictions on their Facebook pages and blogs.43 Meanwhile, 
Anncol (“the New Colombia News Agency”), which some political figures have denounced by as an 
organization that supports FARC, has changed its top-level domain (TLD) on several occasions, al-
legedly because of diplomatic pressure exerted by the Colombian government on administrators of 
those TLDs to deregister the domain name.44  

During the coverage period, cases pertaining to content disputes have exempted search engines 
from liability for posting links to content in their search results.45 One important recent ruling con-
cerned the January 2013 case of Guillermo Martínez v. Google and the daily newspaper El Tiempo. 
In 1997, El Tiempo reported that Mr. Martínez was part of a mafia group. In 2003, charges against 
Martinez were dropped, but eight years later, when Martinez searched for his name on Google, the 
original allegation still appeared. In response to Martinez’s suit, the Constitutional Court ruled that 
Google was not responsible for the content of the journalistic pieces that were linked to the plain-
tiff’s name because Google is not an editor or a publisher,46 which suggests that the ruling may serve 
as a precedent to limit the liability of other intermediaries.

In May 2015, the court issued a second ruling that strengthened the precedent that search engines 
should not be held liable for links in their search results. The case arose from a writ for protection of 
fundamental rights (acción de tutela), which a citizen submitted to the Constitutional Court in 2013, 
requesting that the court order an online newspaper and Google to “erase any negative informa-

42  Communication 5245, ICT Ministry to Foundation for Press Freedom; See also: Ley 679, Decreto 1524 [Law 679 , Decree 
1524] July 24,2002, http://bit.ly/1NRSVKZ.  
43  “Continúa La Censura - Bloquearon la página en Facebook de la delegación de paz Farc-Ep” [Censorship Continues – Farc-
Ep Peace delegation Facebook page is blocked], Diálogos de Paz. June 13, 2013. http://bit.ly/1LwsAU4; “About Cyberwar against 
Farc-Ep,” Farc-EP Peace Delegation, October 2, 2013. http://bit.ly/1OWB4EL
44  “Agencia de noticias de la guerrilla en internet tendría sede en Dinamarca,” [Guerrilla’s news agency would have its 
headquarters in Denmark], Semana, August 31, 2003, http://bit.ly/1G7HV5S; “Agencia de noticias, cercana a las FARC, utiliza a 
Dinamarca como base, según diario danés” [News agency akin to FARC uses Denmark as its headquarters, according to Danish 
journal], ADITAL,  July, 2011, http://bit.ly/1VfKGsI. 
45  Corte Constitucional (Constitutional Court), Sentencia T-040/13 [Judgments: T-040/13] January 28, 2013, http://bit.
ly/1FyIMlk; Constitutional Court, Sentencia T-453/13 [Judgement T-453/13] July 15, 2013, http://bit.ly/1R6lHaO; Constitutional 
Court, Sentencia T-634/13 [Judgement T-634/13] September 13, 2013, http://bit.ly/1OyMApE. 
46  Constitutional Court, Sentencia T-040/13 [Judgments: T-040/13]. 
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tion” about herself regarding the commission of a crime. In 2000, the woman had been implicated 
in a human trafficking investigation in relation to her work in a travel agency patronized by a man 
accused of human trafficking. Although she was investigated, her case reached the statute of lim-
itations and she was never convicted. The newspaper El Tiempo published a note about the original 
case, but it did not publish anything signaling that her case had been dismissed; hence, the note 
violated the rights of good name and honor, according to the complainant. 
 
In its 2015 decision, the Constitutional Court held that the media has a duty to update information 
regarding criminal cases until the case comes to an end. The Court ruled that El Tiempo must update 
the original note about the case to reflect that the complainant was not convicted and must use 

“robots.txt” and “metatags” to make the information harder to find in an online search. Finally, the 
Court did not order Google to de-index the information from its search results, on the grounds that 
search engines should not be liable for the information they index. The court also argued that liabili-
ty for Google would violate guiding principles of an open internet like non-discrimination of content 
and harm free expression.47 Reception to the ruling was mixed among free speech and digital rights 
advocates. Although many praised the fact that it exempted intermediaries from liability,48 some 
worried that the ruling might place an excessive burden on the media.  NGOs in Colombia have 
scheduled a variety of discussions over the next year to further assess the impact from this ruling.49

Media, Diversity, and Content Manipulation  

Colombia has a vibrant media environment with a number of digital media outlets and online spaces 
for political debate. Nevertheless, self-censorship is a notable problem for journalists in the realm of 
traditional media—and likely spills over into online media as well.50 According to a national survey 
of journalists conducted in 2013 by Proyecto Antonio Nariño (PAN), an alliance of organizations fo-
cused on freedom of expression and access to information, 47 percent of respondents reported that 
they avoided publishing information due to fear of aggression; 35 percent feared losing their jobs 
or having their media outlets closed; 25 percent feared pressure from state actors; and 60 percent 
believed that media outlets in their region modify their editorial positions in order to gain political 
favor.51  

The survey also revealed that 57 percent of respondents believe that local government pressures 
the media with allocation of government advertising.52  Given that financing is often extremely dif-
ficult, government advertising can make a significant difference in an outlet’s long-term existence. 
Although there are fewer detailed studies regarding the online environment specifically, one study 
from Javeriana University in 2012 found that at least 14 out of 61 online media outlets ran govern-
ment advertisements. 53 Although funding from the government, partisan, or corporate interests may 

47  Constitutional Court, Sentencia T-277 /15 [Judgement T-277/15] May 12, 2015, http://bit.ly/1iQCR1b.  
48  Electronic Frontier Foundation, “Google to France: We Won’t Forget It for You Wholesale,” August 3, 2015, http://bit.
ly/1P2iyYL
49  Fundación Karisma, “Corte Constitutcional colombiana decide sobre caso de derecho al olvido en Internet,” July 6, 2015, 
http://bit.ly/1FmskVr. 
50  Although there are studies concerning self-censorship among journalists, to date, there are none concerning self-
censorship among general internet users.
51  [Second National Survey on Freedom of Expression and Access to Information] May 2013, 32-35, and 38, http://bit.
ly/1WFh0cf.  
52  Proyecto Antonio Nariño, “Resultados: Segunda encuesta nacional de libertad de expression y acceso a la información en 
Colombia,” 32-35, and 38.
53  Germán Rey and  José Luis Novoa, Medios Digitales En Colombia 2012, [Digital Media in Colombia] Centro Ático, Facultad 
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manipulate online reporting, online media appear to have more independence from these funding 
sources, whereas in the traditional setting, official advertisement and favorable government relations 
are often a necessary condition for the continued operations of many offline outlets, especially in 
rural Colombian provinces.54 

Many professional media enterprises thrive in Colombia’s largest cities and, in general, the govern-
ment does not interfere with operations. Authorities do not issue official guidelines or directives on 
coverage to online media outlets or blogs, nor does the government employ or encourage individ-
uals to defend official actions in online forums. Free or low-cost blogging services are available and 
are very popular. Along with Google, Facebook, YouTube, Yahoo, and Twitter, the Alexa ranking fea-
tures Blogspot and Wordpress among the top 20 websites in Colombia.55

Net neutrality resurged as a topic of national debate in early 2015 when, shortly after being reelect-
ed, President Juan Manuel Santos proposed a National Development Plan that would exclude the 
net neutrality provision (Article 56) in place in the previous government plan.56 Concerned that Co-
lombia would lose its legal protections for net neutrality, several civil society groups protested, and 
the article was ultimately preserved. 57 Nevertheless, Colombia’s net neutrality law contains explicit 
exceptions for zero-rating programs, like Facebook’s Internet.org, which have also generated sub-
stantial debate among Colombian digital rights activists over the past year.

In January 2015, Facebook launched Internet.org through a partnership with the mobile carrier Ti-
go,58 making Colombia the first country in South America to adopt the program.59 Internet.org in 
Colombia offers users access to 16 applications for free for two months and was welcomed by the 
government as a catalyst for expanding internet access in Colombia.60 Media coverage has been fa-
vorable, stating that even though the program only provides access to a limited number of applica-
tions and not the whole internet, the program is better than no access at all.61 However, critics have 
raised concerns about user privacy on the program, as well as the fact that it may endanger the net 
neutrality principle because it divides users into those who can access an “internet” of a few selected 
platforms and those who have full access to the internet. 

Although Colombia has regulations that prohibit filtering, the wording is vague and could lead to ar-
bitrary practices. Law 1450 (2010) and Resolution 3502 (2011) stipulate that ISPs can make segmen-
tation plans “according to the needs of the segment or the user,” which in practice allows them to 
offer plans in which the data consumption on certain applications (such as WhatsApp or Facebook) 

de Comunicación Universidad Javeriana, Consejo de Redacción, 26, http://bit.ly/1OXe47r. 
54  Censura Indirecta, “Indirect Censorship Project,” press release,  http://bit.ly/1NZ6ZUM. 
55  Alexa, “Top Sites in Colombia,” accessed April 26, 2015, http://www.alexa.com/topsites/countries/CO. 
56  José Luis Peñarredonda, “Neutralidad en la red: ¿en riesgo por el Plan de Desarrollo?” [Net Neutrality at risk because of 
the Development Plan?] Enter.co, February 11, 2015, http://bit.ly/1KDPceK; See also Fundación Karisma, “El error del Gobierno 
colombiano en el Plan Nacional de Desarrollo” [Colombian government’s mistake on National Development Plan] March 2, 
2015, http://bit.ly/1JtZNYM.  
57  Fundación Karisma, FLIP, Dejusticia and Colonodo, “Carta abierta al Gobierno y a los Congresistas colombianos sobre la 
Neutralidad de Internet,” [Open letter to Colombian government and congress about net neutrality]  March 5, 2015, http://bit.
ly/1OXekU5. 
58  Mark Scott, “Mark Zuckerberg Goes on Charm Offensive for Internet.org,” The Business of Technology (blog), The New York 
Times, March 2, 2015, http://nyti.ms/1c2UTd4
59  Ministry of ICT, “Mark Zuckerberg llega este miércoles a Colombia para sellar alianza con el Gobierno.” 
60  Ministry of ICT, “Mark Zuckerberg llega este miércoles a Colombia para sellar alianza con el Gobierno.”
61  See José Carlos García, ¿Por qué se critica tan duro a Internet.org? Análisis,” [Why the hard critique to Internet.org? 
Analysis] El Tiempo, January 20, 2015, http://bit.ly/1EVQjtQ; Álvaro Montes, “Mucho más que Facebook” [More than Facebook] 
Semana, January 17, 2015. http://bit.ly/1DPrh9K.
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does not affect the contracted data limit.62 Mobile service providers offer several kinds of data plans, 
many of them obscure in terms of the network management being applied, as well as which kind of 
content and applications users may be charged for or that may affect data consumption. Fixed inter-
net service is subject to the same transparency and regulation issues.

Digital Activism 

The internet increasingly plays a central role in social movements in Colombia. A study from the 
NGO Somos Defensores (“We Are Defenders”) indicates that during the first decade of the 21st 
century, Colombian social movements used the internet primarily to display official information, but 
within the last five years, as the popularity of the internet has grown, these movements have em-
braced the online environment to campaign and investigate issues of interest to their members.63 

The most important example of online mobilization in Colombia occurred in 2008, with a rally 
against the FARC guerrillas known as “One Million Voices Against FARC – I am Colombia.” Oscar 
Morales, then a civil engineer, created a Facebook group to invite people to join the movement. 
Traditional media and government agencies quickly picked up the cause, which gave the rally sig-
nificant exposure. According to media estimates, 12 million people in 200 cities worldwide took to 
the streets to call for a peaceful end to the conflict. 64 In 2010, a similar rally was organized online, 
although with less impact. More recent mobilizations, such as peasants’ protests in the countryside 
and demonstrations against education and health bills, have also been organized online.

Violations of User Rights

Although prosecutions for online expression are rare in Colombia, two high profile cases in 2014 and 
2015 attracted national and international criticism. In one case, the courts confirmed the conviction 
of an internet user who posted a comment criticizing a public official anonymously on a newspaper’s 
website, in the first online criminal defamation case in Colombia. Another user faces up to eight years 
in prison under Colombia’s excessively harsh copyright laws after he posted an academic article on the 
website Scribd.  Although the government has taken some positive steps to prosecute illegal surveil-
lance in recent years, evidence suggests that surveillance and violations of privacy remain widespread. 

Legal Environment 

Article 20 of Colombia’s National Constitution guarantees freedom of information and expression 
and prohibits prior restraint. This article was developed by the Constitutional Court in accordance 
with the standards of the Inter-American Court of Human Rights. Article 73 further provides for the 
protection of “the liberty and professional independence” of “journalistic activity.” Although there are 
no specific provisions protecting freedom of expression online, a blogger has the same liberties and 
protections as a print or broadcast journalist.65 The Constitutional Court confirmed the application of 

62  Ley 1450 [Law 1450] art.56, June 16, 2010, http://bit.ly/1GpKqBc;  and Resolución 3502, [Resolution 3502] art. 9, December 
16, 2011, http://bit.ly/1GotaMW. 
63  Somos Defensores, “Una Puerta hacia la Paz,” Revista Revelando, 2013, 87, http://bit.ly/1jO7wfu. 
64  “Marcha Contra Las Farc, Mayor Movilización en la Historia del País” [Rally Against FARC, Biggest Mobilization in the 
Country’s History] El Tiempo, February 4, 2008, http://bit.ly/1dpnIsB;  See also “Yo Organicé la Primera Marcha Contra el 
Secuestro” [I Organized the First Rally Against Kidnapping] El Espectador, December 27, 2008, http://bit.ly/1KUTDXb. 
65  Several decisions of the Constitutional Court state that Freedom of Expression is a universal right. See for example, 
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such protections to the internet in a 2012 ruling.66 In its decision, the Court stressed the Joint Decla-
ration on Freedom of Expression and the internet, which states that “freedom of expression applies 
to the internet, as it does to all means of communication,” and that “restrictions on freedom of ex-
pression on the internet are only acceptable if they comply with established international standards…
are provided for by law, and…are necessary to protect an interest which is recognized under interna-
tional law [the “three-part” test].”67 

Despite the protections for free expression established in Colombian law, Colombia still has criminal 
penalties for defamation, which have been applied to online speech. According to the Colombian 
penal code, individuals accused of insult can face between 1.3 and 6 years in jail and a fine of be-
tween US$3000 and US$345,000, and individuals accused of libel can face between 1.3 and 4.5 years 
in jail, with the same possible fines.68 Although there are no penalties in place for libel, defamation, 
irresponsible journalism, or rumormongering that are specific to online content, cases pertaining to 
online defamation have occasionally been brought before the court with varying outcomes.   

The courts have not applied the penal code’s provisions on libel and slander to third party interme-
diaries; however, the penal code includes a concerning provision regarding online publication or re-
production of insults against others. According to Article 222 of the penal code, “whoever publishes, 
reproduces, or repeats insult or libel” may also be subject to punishment. This article raises concerns 
as it leaves open the possibility for charges of indirect insult and libel. The following article in the pe-
nal code establishes the use of “social mediums of communication or of other collective divulgence” 
as an aggravating circumstance that can increase the penalty for insult or libel. The use of internet 
was considered an aggravating circumstance in the case against Gonzalo Hernán López (See Prose-
cutions and Detentions for Online Activities).69  

In July 2015, after the end of the coverage period for this report, two bombings in the capital city of 
Bogotá injured ten people.70 In the wake of the attacks, the Prosecutor General declared that any-
one who shares photos or videos of possible terrorist attacks in publications or on social networks 
instead of surrendering the material directly to the authorities is subject to prosecution.71 The state-
ment received widespread criticism since such prosecutions would lack legal basis and would entail 
a serious violation of the right to expression and information;72 however, no one has yet been prose-
cuted under this edict.

Prosecutions and Detentions for Online Activities 

Prosecution, imprisonment, or detention for ICT activities is quite rare in Colombia, and writers, com-

Constitutional Court, Sentencia C-442/11, [Judgement C-442/11] May 25, 2011, accessed February 26, 2014, http://bit.
ly/1YG6pic. 
66  Constitutional Court, Sentencia T-550/12 [Judgement T550/12] January 18, 2012, http://bit.ly/1VfPNt8. 
67  UN Special Rapporteur on Freedom of Opinion and Expression, OSCE Representative on Freedom of the Media, et al, “Joint 
Declaration on Freedom of Expression and the Internet,” Organization of American States, http://bit.ly/1LSySYx.
68  Art. 220-222 of the Penal Code, http://bit.ly/1LC0FAz. 
69  Law 500 (2000), Criminal Code. Title V. http://bit.ly/1ZcoeFG. 
70  This event occurred after the end of the coverage period for this report. “Diez lesionados dejaron las dos explosiones en 
Bogotá” [Ten injured left after explosions in Bogotá], El Tiempo. July 2, 2015, http://bit.ly/1NAhhao.  
71  Adriaan Alsema, “Colombia govt threatens to imprison citizens who publish photos or videos of attacks,” Colombia Reports, 
July 6, 2015, http://bit.ly/1G5cCqT. 
72  ”Polémica desata declaración del Fiscal General que restringe el uso de videos y audios de ciudadanos”[General 
Prosecutor’s declarations that restricts use of citizen’s videos and audio raise polemic] RCN Radio,  July 3, 2015,  http://www2.
rcnradio.com.co/nacional/noticias/declaraciones-del-fiscal-desata-polemica-222602
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mentators, or bloggers are not systematically subject to imprisonment or fines as a result of posting 
material on the internet.73 Nevertheless, in a ruling that clearly violated international norms for free-
dom of expression, which state that criminal penalties should not apply in defamation cases, Colom-
bian courts confirmed the first sentence for online defamation in July 2014.  By applying Colombia’s 
criminal defamation laws to online speech, this ruling sets a concerning precedent for violations of 
user rights. 

In February 2014, private citizen Gonzalo López was convicted of libel for using an anonymous pro-
file to insult Gloria Escalante,74 the manager of a public utility company, in the comments section of 
the online version of the newspaper El País in 2008.75 Judicial police identified López through his IP 
address and seized two computers from his office. López, who called Escalante a “rat” and a “thief” 
in his comments, was the first Colombian to be convicted of libel for content posted online. He 
was sentenced to 18 months and 20 days in prison and issued a fine of COP 9,500,000 (US$4,700), 
although he did not serve jail time based on provisions in Colombian law that allow certain defen-
dants to avoid imprisonment depending on their sentence and prior record. 

López appealed the sentence, but the Supreme Court of Justice confirmed the conviction in July 
2014. In October 2014, using a writ of protection of fundamental rights (acción de tutela), López 
again challenged the sentence for violating his right to freedom of expression, but his appeal was 
denied in February 2015. Finally, the Constitutional Court did not select the case for revision, which 
exhausts his options to overturn the conviction.76 

The outcome of López’s case differed from a previous case where the court acquitted a journalist for 
insult despite the fact that the complainant was a well-known and powerful politician.77 In July 2013, 
the Supreme Court overturned the conviction of Luis Agustín González for insult or slander. He was 
initially convicted by a lower level court for publishing an editorial that referred to a local politician 
as, “arrogant, humiliating, despotic, capricious, extravagant, and defiant.” Following an appeal from 
the politician, the Constitutional Court reopened the case in March 2014, but the complainant lost 
the appeal.78

Colombia has harsh penalties for copyright violations and currently lacks the flexible fair use stan-
dards employed in many countries. In July 2014, the Colombian student Diego Gómez was charged 
with violating copyright violations for uploading an academic thesis onto Scribd. The author com-

73  The only documented case of an individual going to jail took place in 2010, well before the timeframe of this report. See, 
La Silla Vacía, “Crónica del ‘Falso Positivo’ de Facebook en nueve episodios,” La Silla Vacia, May 4, 2010, accessed February 26, 
2014, http://bit.ly/1L6Fv9U.
74  Colombian law does not prohibit anonymity, so the fact that the post was anonymous did not influence the charges 
against López.
75  “Condenan a usuario por comentario en articulo de sitio web de noticias,” El Tiempo, July 21, 2014, http://bit.ly/1nNzIZQ.   
76  Carlos Cortés, “Crónica de una ofensa inofensiva,” [Chronicle of an unoffensive offense] La Silla Vacía, April, 2015, http://bit.
ly/1ODNXEl. 
77  FLIP, “Corte Suprema de Justicia absuelve al periodista Luis Agustín González por el delito de injuria,” [Supreme Court 
acquits journalist Luis Agustín González of libel charges] July 16, 2013,  http://bit.ly/1JiJ0s6. See also: Carlos Cortés,  “La 
absolución de Luis Agustín González: Ganar es Perder un Poco” [Winning is Losing a Bit], Carlos Cortés (blog), September 2, 
20113, http://bit.ly/1KDUV4k. 
78  FLIP, “La FLIP presenta intervención ante Corte Constitucional en caso de tutela contra el diario El Espectador,” [FLIP 
Files an Intervention in El Espectador Case] February 24, 2014, accessed February 26, 2014, http://bit.ly/1Nv8Cbm;See also:, 

“Contralora ierde tutela contra Bejarano” [Comptroller Loses ‘Tutela’ Against Bejarano] El Espectador,  February 9, 2014, http://bit.
ly/1gkBjF0; and Constitutional Court, Ruling T-904, 2013. For more on Colombia’s Criminal Code, see: Legislación Colombiana 
de Medios Audiovisuales, “Código Penal: Injuria y Calumnia,” http://bit.ly/1LSAqBV. 
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plained and pushed for a criminal prosecution. As of May 2015, the case was still ongoing. If convict-
ed, Gómez may face up to eight years in prison on top of substantial fines.79

In July 2014, the Superior Tribunal of Bogotá overturned the conviction of Joaquín Pérez Becerra, 
director of Anncol (“the New Colombia News Agency”), a Swedish-based news site that criticizes the 
economic and political policies of the Colombian government from a far left perspective. After being 
arrested while traveling through Venezuela, Becerra was brought to Colombia and convicted and 
sentenced to eight years in prison in 2012 on the charge of criminal conspiracy as an ally of the FARC 
guerrilla group. 80  According to the prosecutor’s office, his work in the news agency served FARC’s 
interests and connected them with funds from his connections in Europe. After spending three years 
in prison, the higher tribunal ordered his release, saying that they could not find adequate evidence 
to support his conviction.81

Surveillance, Privacy, and Anonymity 

During the coverage period, the courts sought to reign in illegal and excessive surveillance, passing 
down sentences to former public officials involved in a 2009 wiretapping scandal; meanwhile, the 
Prosecutor General ordered a halt in the development of a centralized surveillance platform being 
developed by the national police based on concerns that the platform lacked sufficient oversight. 
Despite this progress, however, concerns about illegal surveillance by certain sectors of the govern-
ment and military persist, with investigative journalists continuing to uncover grave privacy viola-
tions by the police and military in 2014 and 2015.

While intercepting personal communications in Colombia is authorized only for criminal investiga-
tion purposes and legally requires a judicial order,82 service providers are required to collaborate with 
intelligence agencies by providing access to the communications history or technical data of any 
specific user without a warrant.83 Retention and treatment of user data by authorities other than the 
intelligence agencies and departments related to criminal investigation has not yet been regulated 
in Colombia. Colombian law also allows intelligence agencies to monitor the electromagnetic spec-
trum without a judicial order.84 An additional threat to user privacy comes in the form of Article 2 of 
Decree 1704 (2012), which requires that ISPs have backdoor access for criminal investigation purpos-
es—which can be used under the Prosecutor General’s authorization.85 A service provider that does 
not comply with these obligations will face fines and could lose its license to operate.86

Colombia has no general restrictions against anonymous communication, and there are no regis-
tration requirements for bloggers, cybercafe owners, or users. However, the police have access to a 
database that must be maintained by telecommunication service providers. This database contains 

79  Maira Sutton, “Colombian Student Faces Prison Charges for Sharing an Academic Article Online,” Deeplinks Blog, Electronic 
Frontier Foundation, July 23, 2014, http://bit.ly/WFn75B; See also Fundación Karisma, “Read my story,” July 7, 2014,  http://bit.
ly/1iAHk7h. 
80  “Condenado a 8 años de cárcel Joaquín Pérez Becerra, editor de Anncol,” [Joaquín Pérez, Anncol’s editor sentenced to 8 
years of prison] El Tiempo, September 7, 2012,   http://bit.ly/1PzU5KF. 
81  “En libertad Joaquín Pérez, director de Anncol” [Joaquín Pérez, director of Anncol, was released] El Espectador, July 17, 
2014, http://bit.ly/1KHNIBj. 
82  Political Constitution of 1991, art.250, http://bit.ly/1KLrfTl. 
83  Ley Estatutaria 1621 [Statutory Law 1621] art. 44, April 17, 2013, http://bit.ly/1LDxHQX. 
84  Ley Estatutaria 1621 [Statutory Law 1621] art. 17, April 17, 2013, http://bit.ly/1LDxHQX; and see Constitutional Court, 
Sentencia C-540/12 [Judgement C-540/12], 2012, http://bit.ly/1IdXI2t .
85  August 15, 2012, http://bit.ly/1YGdzTA. 
86  Decreto Numero 1704 [Decree 1704], art. 7.
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user data, such as name, ID number, place and residence address, mobile phone number and service 
activation date. 87 Users must provide accurate information under penalty of perjury, which is punish-
able by a minimum of six years in prison.88

Since 1993 Colombian law has banned the use of “communication devices that use the electromag-
netic spectrum” to send “encrypted messages or messages in unintelligible language.”89 In response 
to an information request, the ICT ministry explained that those provisions apply only “to the con-
tent of the communications, not the encryption of the medium.” Despite of the ambiguous wording 
of the law, the ICT ministry further claimed that these provisions only apply to radio-like devices and 
not to the internet.90 The Intelligence and Counterintelligence Act stipulates that voice encryption 
service may be implemented “exclusively” for the intelligence agencies and “high government” of-
ficials by telecommunications service providers.91 Thus, mobile voice encryption is restricted for any 
citizen who is not part of the “high government” or intelligence agencies. 

Although investigative journalists have sought to uncover surveillance practices, the scope of gov-
ernment and military surveillance in Colombia is still unclear. Apart from the occasional public bid-
ding or contract that sheds some light on the matter, gaining an accurate picture of Colombia’s sur-
veillance activities is very difficult. The lack of clarity regarding surveillance is aggravated by the fact 
that information related to intelligence activities is classified under Law 1621 (2012). Further compli-
cating the matter, there is no independent body to oversee surveillance activities or to hold those in 
charge accountable. Congress receives a yearly intelligence report, but as there is no independent 
oversight, partial or biased information can be submitted.92

In July 2015, a hacker leaked 400 GB of documents from the Italian information technology company 
Hacking Team, which is best known for providing spyware to governments.93 Among these docu-
ments were emails suggesting that the Colombian government had contracts with the company, 
evidence that supports research published by Citizen Lab at the University of Toronto in early 2014.94 
Leaked emails reference the National Police Office’s purchase of Hacking Team’s Remote Control Sys-
tem (RCS) called “Galileo,” which is capable of accessing and taking control of (hijacking) the target 
devices’ keyboard register, microphone and camera.

Although National Police have denied any direct relation with Hacking Team and have only admit-
ted to contractual ties with a Colombian company called Robotec, which distributes Hacking Team’s 
services,95 the leaked documents indicate that the National Police contacted Hacking Team directly 
to activate spyware.96 Another leaked email suggested that the U.S. Drug Enforcement Agency (DEA) 

87  Law 418 (1997) art. 99 [in Spanish], http://bit.ly/1Gw5sg9; and Resolution 0912 (2008) of the National Police, Diario Oficial, 
Año CXLIV, Nº 47.233, January 15, 2009. 
88  The penal code outlines penalties for perjury of bearing “false witness.” Penal Code, art. 442 
89  Law 418 (1997) art. 102. 
90  Communication Nº 811811, ICT Ministry to Karisma Foundation, April 27 of 2015.
91  Ley Estatutaria 1621 [Statutory Law 1621] art. 44, April 17, 2013, http://bit.ly/1LDxHQX.
92  Law 906, art. 235 and 237, 2004, http://bit.ly/1IecIzp. 
93  Although this event occurred after the end of the coverage period for this report, it reflects the environment of 
surveillance over the past year in Colombia.
94  Bill Marczak, et al. “Mapping Hacking Team’s “Untraceable” Spyware” Citizen Lab, February 17, 2014, http://bit.ly/1kPDo0Y. 
95  “Policía indicó no tener vínculos comerciales con firma Hacking Team,” [Police declares that there are no commercial links 
with Hacking Team] El Tiempo, July 8, 2015, http://bit.ly/1WnPXRJ.  
96  Carolina Botero and Pilar Sáenz, “In Colombia, PUMA is not what it seems,” Digital Rights Latin America & The Caribbean, 
August 24, 2015, http://bit.ly/1JuchzP.  
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may be engaged in surveillance practices in Colombia.97 Although it is still unclear if Hacking Team 
software is currently being used by the National Police or U.S. DEA, and, if so, how it is being used, 
several Colombian civil society organizations criticized the excessive and apparently uncontrolled 
use of intelligence tools in the country, which they argue has been facilitated by “weak legislation” 
on intelligence matters.98 

Episodes of illegal surveillance (known in Colombia as “Las Chuzadas”), carried out by intelligence 
agencies, the army or the police, have constituted an ongoing scandal in Colombia in recent years. 
In February 2014, the Colombian magazine Semana exposed an illegal wiretapping operation carried 
out by the army against government representatives taking part in peace talks with FARC leaders 
in Havana, Cuba.99 According to the media, the military set up a fake internet cafe under the code 
name Andrómeda, which it used to illegally target government and FARC representatives. In addition 
to conducting illegal surveillance, the army also recruited hackers to illegally access communications 
between representatives on both sides of the peace talks.100  

In May 2014, in the midst of presidential election campaigns, Semana revealed a video in which 
Andrés Fernando Sepúlveda, who worked for the presidential campaign of Oscar Iván Zuluaga—a 
frontrunner against President Juan Manuel Santos—was seen discussing confidential information 
about FARC members participating in the peace talks and strategies to use that information during 
the campaign.101 It is not clear if Sepúlveda intercepted communications or paid for information from 
people participating in Andrómeda,102 but he eventually signed a plea bargain and was sentenced to 
10 years of prison for illegal interception of communications and use of malicious software, amongst 
other charges.103

In October 2014, reporters revealed that military intelligence services maintained a list of profes-
sional and personal email addresses of national and international journalists who had covered the 
peace talks between the Colombian government and FARC representatives, as well as personal email 
addresses of NGO members and foreign embassies diplomats. The purpose of the list is unknown.104 
In early 2015 the military confirmed that they were conducting investigations and that some offi-
cials involved in the scandal were relieved of their duties, and five were removed entirely from the 
service.105

The government has taken some steps over the past year to punish perpetrators of illegal surveil-

97  Ryan Gallagher, “Hacking Team Emails Expose Proposed Death Squad Deal Secret UK Sales Push, and Much More,” The 
Intercept, July 8, 2015, http://bit.ly/1PCTFmi. 
98  FLIP, CCJ, Dejusticia, Fundación Karisma and Colnodo, “Colombian Police Ought to Clarify Their Relationship with ‘Hacking 
Team’” July 30, 2015, http://bit.ly/1KzZHD4. 
99  “Alguien Espió a los Negociadores de La Habana” [Who Spied on the Negotiators in Havana?] Semana, February 3, 2014, 
http://bit.ly/1fVeY0F; See also: “Las Chuza-DAS,” [No English Translation – Refers to Surveillance Scandal] Semana, December 19, 
2009, http://bit.ly/1JYShZ7.
100  Helen Murphy, “Colombia Probes Reported Military Spying of Peace Negotiations,” Reuters, February 4, 2014, http://reut.
rs/1LDzRQL. 
101  “El video del ‘hacker’ y Zuluaga” [The video of the hacker and Zuluaga] Semana, May 17, 2014, http://bit.ly/Tg67l4.  
102  “‘Hacker’ del Proceso de Paz Dice que Compró Datos de Andrómeda,” [Peace Process Hacker Says He Bought Information 
From Andrómeda] El Tiempo, May 15, 2014, http://bit.ly/1jy2v2q. 
103  “Condenan a 10 años de prisión al ‘hacker’ Andrés Fernando Sepúlveda” [‘Hacker’ Andrés Fernando Sepúlveda sentenced 
to 10 years of prison] El Espectador, April 10, 2015, http://bit.ly/1afM3qs.
104  “La polémica lista de Inteligencia Militar” [The polemic list of Military Intelligence] Semana, October 28, 2014, http://bit.
ly/1oXkObe.
105  “Purga en inteligencia de las Fuerzas Militares por escándalo de Andrómeda” [Purge in intelligence services and military 
forces because of Andromeda scandal] Blu Radio, January 23, 2015, http://bit.ly/1iAIJdW. 
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lance, although it seems unlikely that these efforts have changed the overall environment for sur-
veillance in Colombia, as intelligence agencies continue to operate with minimal oversight. On April 
29, 2015, the Supreme Court sentenced Maria del Pilar Hurtado, former director of the government 
Administrative Security Department (DAS), and Bernardo Moreno, former secretary of the president’s 
office, to 14 and 8 years in prison, respectively, on charges of illegal interception of communica-
tion.106 Hurtado and Moreno carried out a secret wiretapping operation, exposed in 2009 by inves-
tigative journalists at the magazine Semana, in which the now-defunct DAS intercepted the private 
communications of journalists, politicians, and NGOs. Although the government dissolved DAS in 
2011 in the wake of the scandal, many of the public officials who staffed the project were transferred 
to the National Intelligence Agency (ANI), the new federal security agency that replaced DAS. The 
large transfer of personnel between the DAS and ANI has engendered concern over the scope of the 
new agency’s activities.107

In August 2014, the Prosecutor General’s office ordered the national police to stop development of 
a centralized platform for monitoring and analysis, known as PUMA, because of the lack of trans-
parency and guarantees to its lawful use. Details about PUMA initially surfaced in June 2013, when 
journalists reported that the government was investing upward of US$100 million in a monitoring 
platform, which was to become operational by the end of 2014 and would provide the government 
with the capacity to intercept communications in real-time, extending to social media, email, tele-
phone networks, and internet data traffic.108 Official reports identified PUMA as a “fundamental tool 
for criminal investigation to ensure public safety” and assured that it would not be used as a general 
intelligence-gathering apparatus. Skeptical of this assurance, the Prosecutor General’s office assert-
ed in their 2014 decision that the only way in which PUMA may be deployed is under control of the 
prosecutor’s office. Nevertheless, it is not clear if the national police still have the monitoring equip-
ment or it has been handed to prosecutor’s office.109 Recent Hacking Team leaks raise further ques-
tions, as they seem to indicate that PUMA may be up and running under the National Police.110

Intimidation and Violence 

Corruption, longstanding armed conflict and associated surveillance, and the war against drugs have 
become the greatest threats facing freedom of expression in Colombia—regardless of whether that 
expression occurs in print or online. According to the NGO FLIP, at least sixteen journalists have been 
murdered and many more have been threatened since 2005.111 These statistics represent a contin-
uation of violence in a country that has seen at least 142 murders of journalists in the past four de-
cades. Of these, 67 cases have already reached their statute of limitations, meaning that the victims’ 
families will never see justice.112 Impunity—a pervasive problem in Colombia’s judicial system—is 
ranked by the nonprofit PAN’s Freedom of Expression and Access to Information Index as one of the 

106  Condena de 14 años para Hurtado y 8 para Bernardo Moreno por chuzadas [Sentence of 14 year to Hurtado and 8 year 
to Bernardo Moreno for ‘Chuzadas’]. 
107  Agencia de Noticia UN, “Inteligencia y Contrainteligencia Necesitan Reglamentación Clara” [Intelligence and Counter-
Intelligence Require a Clear Regulation] July 3, 2013, http://bit.ly/1G7Tt9s. 
108  Daniel Valero, “Policía Podrá Interceptar Facebook, Twitter y Skype en Colombia” [Police Will be Able to Tap Facebook, 
Twitter y Skype in Colombia] El Tiempo,  June 23, 2013,  http://bit.ly/1Mv2bmO. 
109  “Fiscalía le dice ‘no’ a sistema de interceptación ‘Puma’ de la Policía” [General Prosecutor says ‘no’ to Police’s ‘Puma’ 
interception system] El Tiempo, August 30, 2014, http://bit.ly/1HRkAc5. 
110  Botero and Sáenz. “In Colombia, PUMA is not what it seems.” 
111  Fundación Para La Libertad De Prensa (FLIP), “Periodistas Asaseinados.”
112  FLIP, 60 AÑOS de espionaje a periodistas en Colombia. 
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gravest threats to overall expression.113 Colombia has the third highest impunity rate on the Global 
Impunity Index of the Center for Studies on Impunity and Justice Institute.114 

Due to the country’s high level of violence, it is difficult to isolate deaths that have resulted specif-
ically from online activity. One recent murder, however, appears to have been connected to online 
activism. In September 2013, lawyer Edison Molina was murdered in Puerto Berrío, Antioquia.115 Al-
though there have been no significant advances in the judicial investigation, FLIP has suggested that 
Molina’s online activity, in which he denounced acts of corruption in local government, may have led 
to his murder.116 Daniel Mejía, activist and director of the magazine Senxura, received a threat against 
his life and the life of his family in October 2014, allegedly for his reporting on illegal brick factories 
in Sogamoso, which he published through traditional and online media. 117 Mejía alleges that the 
threats came from paramilitary organizations with the participation of a member of the military forc-
es.118 

Colombia’s Ombudsman Office reported that more than 93 journalists were threatened between 
January to August 2014, though most worked offline.119 There is no broad trend of retaliation specifi-
cally for online content in Colombia, and in general, online journalists have not faced the same level 
of danger as print journalists. A high level of intimidation towards media and human rights defend-
ers in general, however, creates a climate of fear that also affects online journalists. 

Technical Attacks

Various types of cybercrime, including hacking, illegal interception and use of data, and the distri-
bution and use of malware are criminalized under Law 1273, which was passed in 2009. Penalties 
range from 36 to 48 months’ imprisonment, along with fines.120 While phishing—the stealing of sen-
sitive personal data via malware disguised as legitimate email—appears to be a significant issue in 
Colombia,121 most evidence of hacking and other interception has involved interagency spying and 
intelligence work carried out primarily by the government, the army, and other official bodies (see 
Surveillance, Privacy, and Anonymity). 

In early 2014, following the army’s Andrómeda hacking scandal, President Santos publicly stated that 
Colombia’s cyber defense sector was sorely lacking, and announced the creation of a commission 
focused on strengthening national cybersecurity.122 Colombia then partnered with the Organiza-
tion of American States (OAS) to develop two bodies—the Colombian Cyber Emergency Response 

113  Proyecto Antonio Nariño, “Resultados: Segunda encuesta nacional de libertad de expression y acceso a la información en 
Colombia,” [Second National Survey on Freedom of Expression and Access to Information] 32-35 and 38.
114  Centro de Estudios sobre Impunidad y Justicia,  “Índice Global de Impunidad 2015,” Universidad de las Américas Puebla,  
accessed 2015, http://bit.ly/1yOJV4I. 
115  Committee to Protect Journalists, “Edison Alberto Molina,” Journalists Killed – Colombia,  accessed July 10, 2014, http://bit.
ly/1iQQyNu. 
116  FLIP, Protestas, Sin Garantías para Cubrir, [Protests, without Guarantee of Coverage] Annual Report on Freedom of the 
Press in Colombia, http://bit.ly/1KHQVR6. 
117  David Gagne, “Journalists Increasingly Under Fire in Colombia,” InSightCrime,  January 21, 2015,  http://bit.ly/1YGf6Jt. 
118  W Radio, “Señalan a militar de amenazar de muerte a periodista y activista de Boyacá” [Military accused of death threats 
against journalist and activist in Boyacá] news release,  October 10, 2014, http://bit.ly/1yscrTp. 
119  Gagne, “Journalists Increasingly Under Fire in Colombia.” 
120  Rachel Glickhouse, “Explainer: Fighting Cybercrime in Latin America,” Americas Society/Council of the Americas Online, 
November 14, 2013, http://bit.ly/1FyUXP1. 
121  Mimi Yagoub, “Cyber Crime in Colombia: An Underestimated Threat?” InSight Crime, July 11, 2014, http://bit.ly/1PCXnMS. 
122  “En Ciberseguridad, ‘Estamos en Panales’ y Expuestos a Todo Tipo de Ataques: Santos,” [In Cybersecuirty, ‘We are in 
Diapers’ and Exposed to All Kinds of Attacks] El Espectador, February 8, 2014, http://bit.ly/1d6jM4J. 
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Group (coICERT) and the Cyber Police Center (CCP)—in order to ensure the country’s cybersecurity.123 
Despite the president’s recent emphasis on Colombia’s vulnerability to cyberattacks, there are few 
known cases of technical violence perpetrated by private actors.124 One year after the government 
announced its cybersecurity strategy with OAS support, digital rights activists continue to push for 
greater participation in reforming cybersecurity and the inclusion of human rights protections in the 
development of the cyber security agenda.125

123  Phillip Acuña, “Colombia to receive cyber-security assistance from international experts,” Colombia Reports, March 31, 
2014, http://bit.ly/1YGfveW. 
124  “Santos Anuncia Creación de Comisión para Evaluar Riesgo de un Ciber-Ataque,” [Santos Announces Creation of a 
Committee to Assess Risks of a Cyberattack] Blu Radio, February 7, 2014, http://bit.ly/1d2I9jB.  
125  Carolina Botero Cabrera “Intimidad vs Seguridad un año después,” [Privacy v. Security one year after] El Espectador, April 
2, 2015, http://bit.ly/1DBAHEA.  
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Key Developments: June 2014 – May 2015

• Over the past year, the Cuban government has opened over 100 new internet access 
points, permitted the first public Wi-Fi, and reduced prices and increased speeds for in-
ternet access at state-run cybercafes. Despite these notable advances, Cuba continues to 
have some of the most restrictive internet access in the world (see Availability and Ease 
of Access).

• On December 17, 2014, United States President Barack Obama ordered the restoration of 
full diplomatic relations with Cuba and the opening of an embassy in Havana for the first 
time in more than 50 years. The new policies, approved by the U.S. Treasury and Com-
merce departments, have opened the way for U.S. telecommunications and technology 
companies to start offering services to the island (see ICT Market).

• In December 2014, the performance artist Tania Bruguera used internet platforms to 
promote a performance in the Plaza of the Revolution in Havana. Bruguera and several 
prominent bloggers and activists who expressed support for her project online were ar-
rested and detained before the performance could take place (see Prosecutions and 
Detentions for Online Activities). 

Cuba
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 23 22

Limits on Content (0-35) 28 27

Violations of User Rights (0-40) 33 32

TOTAL* (0-100) 84 81

* 0=most free, 100=least free

Population: 11.2 million

Internet Penetration 2014: 5-30 percent

Social Media/ICT Apps Blocked: Yes

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

Cuba has long ranked as one of the world’s most repressive environments for information and com-
munication technologies (ICTs). High prices, exceptionally slow connectivity, and extensive govern-
ment regulation have resulted in a pronounced lack of access to applications and services other than 
email. Most users can access only a government-controlled intranet rather than the global internet, 
with hourly connection costs amounting to 10 percent of the minimum monthly wage. Although 
mobile phone penetration is on the rise, and access to the high-speed internet provided by the new 
ALBA-1 fiber-optic cable was finally extended to citizens in late 2013 via the opening of new “cyber 
points” or “navigation halls,” ICT access remains limited. 

A historic event took place on December 17, 2014, when President Obama ordered the restoration 
of full diplomatic relations with Cuba and the opening of an embassy in Havana for the first time in 
more than half a century. The surprise announcement came at the end of 18 months of secret talks 
that produced a negotiated prisoner swap, including the release of Alan Gross, an American govern-
ment contractor arrested in 2009 and sentenced to 15 years in a Cuban prison for trying to deliver 
satellite telephone equipment capable of cloaking connections to the internet. On April 14, 2015, 
after meetings between U.S. officials and a delegation of Cuba’s Foreign Ministry and a high-level 
meeting between Obama and Raúl Castro in Panama City during the Summit of the Americas, the 
Obama administration announced that Cuba would be removed from the list of states that sponsor 
terrorism. 

President Barack Obama also announced that the administration would work with Congress to ul-
timately lift the trade embargo and other sanctions. Even with the embargo still in place as of mid-
2015, the new policies opened the way for U.S. telecommunications companies to start offering 
services to the island. The normalization of relations between the two countries and the opening of 
ICT trade has eliminated the Cuban government’s ability to blame low levels of internet access on 
the blockade and has inspired optimism in many observers, who see this radical change in relations 
as an opening for information technologies in Cuba.  

Cuba has taken some tentative steps to reinforce this optimism by improving internet access on the 
island. Over the past year, the government opened a number of new internet access points, which 
boast somewhat faster speeds and lower prices. After an initial experiment with the first free public 
Wi-Fi zone, the government opened 35 paid public Wi-Fi hotspots in June and July 2015.1 For Cuba 
this progress in increasing access is historic, but it is still just a drop in the bucket when it comes to 
alleviating the most draconian restrictions on internet freedom in the hemisphere. Home internet 
connections are still forbidden, and even with reduced prices, public internet access points still cost 
US$2 per hour to use, which is equal to one-tenth of the average monthly wages. Even for those 
who might be able afford internet at new access points, the supply of internet access, mostly con-
centrated in the capital, is grossly out of proportion with the needs of a country of 11 million people.

Now the Cuban government faces increased pressure from its own citizens and the international 
community to expand access to an uncensored internet. However, the optimism derived from nor-
malization of relations with the United States and the increasing number of internet cafes may be 
premature. Many worry that the official Cuban policy is inspired by the example of China and that 
new infrastructure will not mean an end to controlled and filtered access. 

1  This event occurred outside the coverage period for this report.
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Obstacles to Access

Access to the global internet in Cuba is extremely restricted, due to high prices and government regula-
tion of access points. Many users are instead relegated to a tightly controlled government-filtered in-
tranet and related email service. Nevertheless, over the past two years, important openings have taken 
place and more Cubans have gained access to the global internet or to other channels for sharing 
information with fellow citizens. Email access via mobile devices has been enabled and the first public 
Wi-Fi hotspots set up. Hundreds of new state-run access points, called “navigation halls,” have also 
been established, where internet speeds are relatively fast by Cuban standards, enabling multimedia 
engagement that was previously impossible. Penetration rates and internet speeds remain the lowest 
in the region and access is unaffordable for most Cubans, but a thawing in U.S.-Cuban relations has 
fueled optimism that ICT connectivity will further improve in the coming years. 

Availability and Ease of Access   

The latest data from the International Telecommunication Union (ITU) places Cuba’s internet pene-
tration at 30 percent as of 2014, up from 28 percent in 2013 and only 14 percent in 2009.2  Mean-
while, the most recent data from the Cuban National Statistics Office reports a near tripling of regis-
tered .cu domain between 2012 and 2014. This increase may reflect the growing use of websites by 
companies after laws permitting private sector businesses were liberalized.3 These numbers, however, 
include users who can only access the government-controlled intranet.4 

Experts estimate that only a relatively small percentage of Cubans periodically have access to the 
unrestricted global internet via government institutions, foreign embassies, expensive connections 
in some hotels, and black market sales of minutes by those permitted to have online accounts.5 A 
small subsection of the general public can also access the global internet by going to the first free 
public Wi-Fi access point in the entire country, which was opened in January 2015 in the art studio 
of Cuba’s visual artist Alexis Leyva, better known as “Kcho.” Kcho received permission from the state-
owned Telecommunications Company of Cuba S.A. (ETECSA) to provide free Wi-Fi access to his inter-
net connection as part of a socio-cultural project offered by his studio.6 This initial experiment with 
public Wi-Fi was a harbinger for new developments: in June and July 2015, the government opened 
an additional 35 paid public Wi-Fi points in urban centers.7

Select categories of users are authorized to access a broader, but still limited, portion of the global 
internet or other ICT tools. Cuban officials, doctors, or trusted journalists and intellectuals can legal-

2  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014, accessed September 10, 
2015, http://bit.ly/1cblxxY. 
3  Oficina Nacional de Estadística e Información, Tecnología de la Información y las Comunicaciones (TIC), August 2015, http://
bit.ly/1PBCq4I;  “Annual report on Cuban ICT,” The Internet in Cuba (blog), August 16, 2014, http://bit.ly/1NRaECq.  
4  National Office of Statistics and Information (ONEI), Tecnología de la Información y la Comunicaciones en Cifras, Cuba 2011 
[Information and Communication Technology, Cuba 2011]  Havana: ONEI, June 2012, http://bit.ly/15BVDBc. 
5  Exact estimates of the number of the percent of individuals who access the uncensored global internet are hard to come by. 
Some of the most recent independent estimates from 2011 and 2012 put the number at around five percent. Andrea Rodriguez, 

“In Cuba, mystery shrouds fate of Internet cable,” Associated Press in Yahoo News, May 21, 2012, http://yhoo.it/1jhRkDd;  see 
also “Wired, at last,” The Economist, May 3, 2011, http://econ.st/1iAhWi0. 
6  Jessica Plautz, “Cuba’s first free public Wi-Fi is a gift from a contemporary artist,” Mashable, March 16, 2015, http://on.mash.
to/1KDovaf. 
7  Because this development occurred after the end of the coverage period for this report, they were not taken into account 
in this year’s score. Sandra Lilley, “Cuban Internet Usage: Public Wi-Fi spots Are a Big Draw,” NBC News, August 12, 2015, http://
nbcnews.to/1P6EDEJ.  
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ly connect to an ISP in their offices, although their approved access—through the online network 
Infomed—is usually limited to email and sites related to their occupations. Resolution 92/2003 
prohibits email and other ICT service providers from granting access to individuals who are not 
approved by the government, and requires that they enable only domestic chat services, not inter-
national ones. Entities that violate these regulations can be penalized with suspension or revocation 
of their authorization to provide access.8 Users may also face penalties if they violate the terms of 
authorization: In February 2015, the government canceled the Infomed national browsing and email 
service for some doctors and dentists because their emails had been used to publish classifieds on 
the popular website Revolico (a service similar to the U.S.-based Craigslist and one known for listing 
products on the black market).9

For years, the rest of the Cuban population was relegated to no internet access at all or to a highly 
filtered government-controlled intranet, which consists of a national email system, a Cuban ency-
clopedia, a pool of educational materials and open-access journals, Cuban websites, and foreign 
websites that are supportive of the Cuban government.  The intranet could be accessed through 
government-run internet access centers, the offices of Cuba’s only telecommunications provider, the 
Telecommunications Company of Cuba S.A. (ETECSA), or state-run cybercafes. Although most foreign 
websites are now available at these state-run access sites, the cost of accessing non-Cuban sites 
remains much higher.

Public access to the internet expanded somewhat after the connection and activation in 2013 of 
ALBA-1, a 1,600 km high-speed undersea cable stretching between Cuba and Venezuela, 10 although 
not as impressively as many had hoped. Broadband service has become selectively available on the 
island at government offices and state-owned access points, but not for home connections.11  In 
June 2013, citizens began being able to access the internet through broadband connections to the 
new fiber-optic cable at 118 government-run “navigation halls.” In January 2015, officials announced 
plans to open 136 more internet access centers around the country by year’s end.12 As of mid-2015, 
there were 261 navigation halls (166 are ETECSA locales and 95 are in youth-centers, known as Joven 
Clubs).13 

The government has also cut prices for internet access points. In February 2015, ETECSA temporarily 
reduced the hourly charge for using the internet at state-run cybercafes and navigation halls from 
US$4.50 an hour to US$2.00 per hour,14 though this still amounted to roughly 10 percent of the 
average monthly salary.15 For a much lower fee of US$0.60 an hour, Cubans can access domestic 
websites.16 The price cut received little attention in the state media and news instead spread by word 

8  According to the resolution, “Cuban websites that offer e-mail services cannot implement the creation of e-mail (Webmail) 
via an automatic process for natural persons or entities that are not duly authorized.” Legislación para el Sistema Nacional de 
Salud, Resolución Ministerial No 92/2003, July 18, 2003, http://bit.ly/1jhSxdD. 
9  Orlando González, “Cuba Punishes Doctors for Using Revolico,” Translating Cuba (blog), March 15, 2015, http://bit.
ly/1FlATQg.  
10  “Llega a Cuba el Cable Submarine de Fibra Optica para Ofrecer Internet de Banda Ancha” [Underwater Fiber Optic Cable 
Arrives in Cuba to Offer Broad Band Internet] El Pais, February 10, 2011, http://bit.ly/1R5IuUp.  
11  “Cuba First High-Speed Internet Connection Activated,” BBC, January 24, 2013, http://bbc.in/V0ggOM. 
12  Associated Press, “Cuba Cuts the Price of Internet Access,” NBC News, February 18, 2015, http://nbcnews.to/1KzjGlc. 
13  EFE, “La telefonía móvil en Cuba supera los 3 miliones de usuarios en abril pasado,” Diario Las Americas, May 15, 2015, 
http://bit.ly/1OyoSK7.  
14  The price cut was initially set to last only until April 2015; however, sources in Cuba report that reduced prices have 
continued. Associated Press, “Cuba lowers prices to Internet access: now an hour costs 10% of monthly salary,” Fox News Latino, 
February 19, 2015, http://bit.ly/1G73BiB. 
15  Isbel Díaz Torres, “The Mean Salary of Cubans,” Havana Times, August 6, 2013, http://www.havanatimes.org/?p=97506. 
16  Jose Manuel, “Entrevista a viceministro del Ministerio de Comunicaciones (+Video),” delmonte1986 (blog), May 29, 2013, 
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of mouth, but the impact on the number of users remains to be seen. ETECSA later announced that 
the lowered price would go into longer term effect beginning July 1, particularly at the 35 new Wi-Fi 
access points that were opened in parks and other public venues around the island in mid-2015.17

Users pay for government-run internet service directly at navigation halls or by purchasing a “Nauta” 
card (a pass that links to ETECSA’s interface of the same name that can only be used at specific lo-
cations), which allows them to access temporary accounts, valid for 30 calendar days as of the date 
of the first session. They are also able to open permanent accounts upon request, complete with 
username, password, and email address, if they can afford the cost of the service—and the high level 
of surveillance associated with such accounts. ETECSA monitors the accounts and retains the right to 
end a user’s access for a sweeping range of violations (see Surveillance, Privacy and Anonymity).

Users at the new navigation halls report being pleasantly surprised by the relatively high connection 
speed (for Cuba)—from 512kbps to 2 Mbps—enabling limited content streaming.18 Most Cubans 
continue to face extremely slow internet—and intranet—connections of up to 1 Mbps, making mul-
timedia use nearly impossible.19 This is due to weak domestic infrastructure and the limited exten-
sion of access to the high-speed cable. According to one blogger’s account, users at navigation halls 
can access foreign news sites like the BBC, El Pais, and the Financial Times, as well as Miami-based 
El Nuevo Herald and Diario de las Américas if they can afford the higher fees for international web-
sites.20 However, sites such as Radio/TV Marti, the U.S. government broadcaster that transmits to the 
island, remain blocked (see Limits on Content).  

The Cuban government continues to control the legal and institutional structures that determine 
who has access to the internet and how much access will be permitted. Home connections are not 
yet allowed for the vast majority of Cubans, and the government regulates the sale and distribu-
tion of internet-related equipment. In early 2008, after a nearly decade-long ban, the government 
began allowing Cubans to buy personal computers, but prohibitively high costs place computers 
and internet access beyond the reach of most of the population.21 Out of a country of more than 11 
million people, the number of computers was only a little over one million, and, of these, only about 
half had connectivity.22  After an April 2015 bilateral meeting, one U.S. official told journalists that 
the Cuban government had pledged to expand home connections to 50 percent of the population 
and mobile internet connections to 60 percent by 2020.23  However, such an increase would require 
a significant infrastructure upgrade, prompting speculation among knowledgeable observers as to 
whether it is realistic. 

The government claims that all schools have computer labs, but in practice, internet access is usually 
prohibited for students or limited to very short periods of access, certain email accounts, or super-
vised activities on the national intranet. In May 2015, the Minister of Higher Education announced 

http://bit.ly/1OypgYU. 
17  Yurisander Guevara, “Wifi en el ambiente,” Juventud rebelde, June 17, 2015, http://bit.ly/1HW0n5U. 
18  Iván García, “Internet in Cuba: A Success in Spite of Everything,” Iván’s File Cabinet (blog),  June 10, 2014, http://bit.
ly/1R5JGHf. 
19  Jack Karsten and Darrel M. West, “Cuba slowly expands Internet access,” Tech Tank (blog), Brookings Institute, July 2, 2015, 
http://brook.gs/1KDrxLF.  
20  García, “Internet in Cuba: A Success in Spite of Everything.” 
21  Dough Aamoth, “Personal Computers Finally Available in Cuba,” TechCrunch, May 3, 2008, http://tcrn.ch/1MlKp7n
22  “Cuban ICT statistics report for 2014,” The Internet in Cuba (blog), August 22, 2015, http://bit.ly/1Lb11Qd. 
23  David Adams, “Cuba aims to ramp up Internet access: U.S. State Department official,” Reuters, March 30, 2015, http://
reut.rs/1GbYOz0; see also Related: “Cuba ‘keen to update poor telecommunications’,” BBC, February 27, 2015, http://bbc.
in/1NRgZOd.  
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upcoming internet access for teachers, researchers, and students at four universities on campuses 
and in residences.24 But few details, such as information regarding the speed of the connection, were 
provided and implementation remains to be seen.

Although Cuba still has the lowest mobile phone penetration rate in Latin America, the rate is ris-
ing due in part to changes in government-imposed restrictions on telecommunications. By the 
end of 2014, approximately 2.5 million Cubans owned mobile phones, or about 22 percent of the 
population.25 As the number of mobile phone users has grown, the state-owned ETECSA has be-
gun implementing small changes beneficial to users. In 2012, ETECSA eliminated fees for receiving 
phone calls from within Cuba, cut the cost of sending a text message (from US$0.16 to $0.09), and 
reduced the daytime cellphone rates from US$0.60 to $0.35 per minute.26 In January 2014, ETECSA 
also announced it will allow balance transfers on cards between prepaid users.27 In July 2014, ETECSA 
announced the minimum mobile phone service fee—which had been US$5 per month—would be 
eliminated.28 

Despite these positive developments and occasional promotions, the cost of mobile service is still 
too high for the vast majority of Cubans. The government’s strategy seems to be predicated on con-
vincing Cuban exiles to pay for these services for their relatives in Cuba—viewed by many as an at-
tempt to attract new funds. Since January 2014, friends and relatives living abroad can use an online 
service to pay the phone bills of users living on the island.29 Through this system of refilling credit on 
cell phones from outside the country, the Cuban diaspora (including more than one million Cubans 
residing in the United States, and 100,000 in Spain) covers all or part of the cost of cell phone use for 
their families in Cuba. According to the Miami-based Havana Consulting Group, 54 percent of mo-
bile payments to ETECSA come from the Cuban diaspora.30  

Due to the second generation cell phone infrastructure, most mobile phone users are unable to 
browse the web, but it is possible to send and receive international text messages and images with 
certain phones. Moreover, a growing number of Cubans have more advanced smartphones, often 
gifts from wealthier relatives living abroad.31 In March 2014, a new Nauta service was launched, 
which allows users to send and receive emails on their mobile phones but only with a .cu email 
account. The cost of the service (US$1 per 1Mb of data transfer) is taken from the mobile phone’s 
credit rather than from the balance of the users’ Nauta internet account.32 Despite the fact that 
users can only activate this service at four locales in Havana and that it is still very expensive, it is 
the cheapest option for email to date and has quickly proven popular, with over 200,000 people 
signing up within the first three months. The high demand reportedly took ETECSA by surprise, con-

24  Eduardo Pinto Sánchez, “Garantizarán Accesso a Internet a Estudiantes y Docentes de La Universad de Oriente,” Sierra 
Maestra, May 24, 2015, http://bit.ly/1Wn3j0j.  
25  International Telecommunication Union,  “Mobile Phone Penetration,”  accessed September 10, 2015,
26  “Telecoms in Cuba: Talk is cheap,” Americas View (blog), The Economist, January 24, 2012, http://econ.st/1Wn3Nnj.  
27  “ETECSA anuncia nuevos servicios para telefonía celular en el 2014” [ETECSA announces new services for cellphones in 
2014” CubaDebate, January 26, 2014.
28  “ETECSA Anuncia Eliminación de Pago Obligatorio de Cinco Cuc para Móviles,” On Cuba, July 3, 2014,  http://bit.ly/1Vfj3Af. 
29  ETECSA Informa Nuevos Servicios de Pagos por Internet para Cubanos,” On Cuba, January 20, 2014, http://bit.ly/1G77ggd; 
José Remón, “ETECSA a la carga: Pagando la factura de mi pariente en Cuba,” Café Fuerte,  January 22, 2014, http://bit.
ly/1R5LPTs. 
30  Andrea Rodriguez, “Cuba mobile email experiment causes chaos,” Associated Press in Yahoo News, May 16, 2014, http://
yhoo.it/1gUEAQU.  
31  Andrea Rodriguez, “Cuba mobile email experiment causes chaos.”
32  Yoani Sanchez, “A Few Days With Nauta,” Translating Cuba (blog), March 24, 2014, http://bit.ly/1gUENnt.  
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tributing to an overburdened network and disruptions for those making voice calls or sending text 
messages.33

Phones that utilize Global Positioning System (GPS) technology or satellite connections are explicitly 
prohibited by Cuban customs regulations.34 Additional restrictions are placed on modems, wireless 
faxes, and satellite dishes, which require special permits from the MIC in order to enter the coun-
try.35 Nevertheless, some Cuban citizens have established wired or Wi-Fi-based local area networks 
to exchange information, mostly entertainment content in the form of games, music, and photos. 
The Cuban authorities appear to largely turn a blind eye to such efforts, but beginning in May 2014, 
news emerged of selective dismantling of these networks in some Havana neighborhoods. 36 Since 
much of the content shared on these networks appears to be apolitical—often at the request of ad-
ministrators—some observers speculated that the motivation for the crackdown might be economic, 
as the networks’ existence cuts into ETECSA’s profits.37

Restrictions on Connectivity  

The backbone structure of the internet in Cuba is entirely controlled by the government, and state 
authorities have the capability and the legal mandate to restrict connectivity at will. At times of 
heightened political sensitivity, the government has used its complete control of the cell phone net-
work to selectively obstruct citizens’ communications. All calls and SMS from dissidents’ cell phones 
are monitored and service is sometimes cut for those working as freelance or citizen journalists voic-
ing views the government does not condone.38

ICT Market 

The Cuban ICT market is entirely government controlled with two state-owned ISPs, one of which 
also owns the only mobile phone carrier in the country. Weak infrastructure and restrictions on 
private enterprise constitute obstacles to internet access. The reestablishment of full diplomatic re-
lations with the United States in December 2014, along with the reopening of the U.S. Embassy in 
Cuba and President Obama’s decision to lift Cuba’s designation as a state sponsor of terrorism, how-
ever, have strengthened the prospect of an end of the U.S. embargo on Cuba and have raised hopes 
that open trade between the two countries will lead to greater competition in the ICT market. 

While recent years have seen an expansion in the number of internet and mobile phone users, the 
ICT sector remains dominated by government firms. There are only two ISPs in Cuba: The Center 
for Automatic Interchange of Information (CENIAI) and ETECSA (sometimes called ENET). Both are 
owned by the state.39 Cubacel, a subsidiary of ETECSA, is the only mobile phone carrier in Cuba.

33  EFE, “Heavy use of Cuba mobile e-mail service strains cellular network,” Fox News Latino, June 25, 2014, http://bit.
ly/1MujoN3. 
34  See: Cuban Customs Website (Aduana General de la Republica de Cuba),”Artículos que necesitan autorización a la 
importación,”   http://bit.ly/1hbJFOl. 
35  Cuban Customs Website (Aduana General de la Republica de Cuba).”
36  “El régimen desmantela una red Wi-Fi clandestina en Víbora Park,” Diario de Cuba, May 31, 2014, http://bit.ly/1m8kE92. 
37  “Cuba’s WiFi crackdown – substance or theater?” The Internet in Cuba (blog), June 20, 2014, http://bit.ly/1ji1Vhm. 
38  Yoani Sanchez, “Another Tiny Crack in the Wall: Email on Cellphones But State Security Is Likely Reading It,” Latino Voices, 
Huffington Post, May 24, 2014, http://huff.to/1MNIQjC; See also Yoan David González Milanés, “Cortan el servicio del cellular a 
periodista independeniente de @HablesmosPress,” Háblalo Sin Miedo (blog), January 20, 2012, http://bit.ly/1Lb5oKX.  
39  The private-firm Telecom Italia previously held shares of ETECSA until February 2011, when the state-owned company 
Rafin S.A., a financial firm known for its connections to the military, bought Telecom Italia’s 27 percent stake for US$706 million. 
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In July 2014, L’Express magazine revealed that French telecommunications company Orange Digital 
Horizons signed a confidential agreement with ETECSA to develop communications in Cuba. This 
contract stipulates that Orange will offer its services, products and prices (phones and equipment) to 
the only local operator and share expertise. Furthermore, Orange committed to creating an institute 
in Cuba, dedicated to training in technologies and services with a focus on the Latin American re-
gion. Further details of the agreement remain unclear.40 

The reestablishment of relations between the U.S. and Cuba has also raised the prospects for expan-
sions in the ICT market. In meetings with the Ministry of Foreign Trade and Investment and ETECSA, 
U.S. government officials highlighted increased communication and the opening of ICT services as 
a central goal in the United States’ new approach to Cuba.41 President Obama’s plan for Cuban re-
lations includes facilitating the expansion of travel and remittances to Cuba, authorizing the sale of 
communications devices, and allowing telecommunications providers to establish infrastructure and 
services in Cuba.42 Already, the U.S. government has loosened some restrictions in ICT commerce, 
even while other trade remains limited pending U.S. congressional action to lift the embargo.

The new policies of President Barack Obama approved by the Treasury and Commerce departments 
opened the way for U.S. telecommunications companies to start offering services to the island. In 
March 2015, the U.S. carrier IDT Corp reached an accord with the state monopoly ETECSA to provide 
direct international long distance calls.43 Companies whose services are closely related to internet 
use, like Mastercard, Airbnb, or Netflix, also announced their entrance into the Cuban market.44 Yet 
other companies had already expressed interest in the Cuban market even before the official change 
in U.S. policy: in June 2014, a team of top Google executives visited the island to promote open in-
ternet access.45 Some months later, Google announced the release of Chrome, Google Play, and the 
free version of Google Analytics to be downloaded from Cuban IP addresses.46

These changes come after a period of significant domestic changes in Cuba, as the government has 
began to implement some limited market reforms. Restrictions on private enterprise were eased un-
der the 2012 update of Cuba’s economic model. Although proposed reforms did not initially extend 
to liberalization of the communications sector,47 in November 2013, ETECSA announced that it would 
allow private workers to market local and long-distance telephone services to the population as 
self-employed communications agents. The agents may also sell prepaid cards for fixed and mobile 
telephone services and internet access.48 The Cuban government also began to allow the limited cre-

Since then, the telecom company has been completely owned by six Cuban state entities. Jerrold Colten, “Telecom Italia Sells 
Etecsa Stake to Rafin SA For $706 Million,” Bloomberg Business, January 31, 2011, http://bloom.bg/1YFxlyo. 
40  Emmanuel Paquette, “Orange veut développer Internet à Cuba,” L’Express L’Expansion, January 21, 2015, http://bit.
ly/1LCE2vX. 
41  “US-Cuba talks on telecommunications and the Internet,” The Internet in Cuba (blog), April 2, 2015, http://bit.ly/1PBPNlr. 
42  U.S. Department of State, “Cuba Sanctions Changes Announced by President Obama on December 17, 2014 and 
implemented on January 16, 2015,” release, http://1.usa.gov/1Mun8OD.  
43  Mini Whitefield, “First U.S. telecom company connects directly with Cuba,” Miami Herald, March 6, 2015, http://hrld.
us/1NsaxN3.  
44  Associated Press, “Airbnb moves into Cuba to start home,” CBC News, April 2, 2015, http://bit.ly/1MNKSjG.  
45  David Adams, “Google executives visit Cuba for first time to promote open Internet,” Reuters, June 29, 2014, http://reut.
rs/1iAm41n. 
46  John Callaham, “Cuba can now access free apps on Google Play along with Google Analytics,” Android Central, November 
26, http://bit.ly/1Muo9Gt.  
47  Nick Miroff, “Cuba is Reforming, but Wealth and Success are Still Frowned Upon,” Business Insider, September 4, 2012, 
http://read.bi/1OX6fPk. 
48  “Communication agents will see telephone and Internet time,” The Internet in Cuba (blog), November 27, 2013, http://bit.
ly/1G7d5dB.  
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ation of private cooperatives by computer science graduates in 2012, but tight internet restrictions, 
along with prohibitively high computer and software pricing, resulted in a nonexistent official market, 
although a black market for such commodities exists.49 

Regulatory Bodies 

No independent regulatory body for managing the ICT sector exists in Cuba. In 2000, the Ministry 
of Informatics and Communication (MIC) was created to serve as the regulatory authority for the 
internet. Within the MIC, the Cuban Supervision and Control Agency oversees the development of 
internet-related technologies.50

Limits on Content

Cuban law places strict limits on free speech and outlaws independent media. Although many for-
eign news websites are accessible from internet access points, websites focused on Cuban news and 
websites from Cuban dissidents or expats are often blocked. Various institutions, such as universities, 
further restrict content, frequently blocking social media sites. Despite these restrictions, Cuba does 
not have the same level of technically sophisticated blocking that characterizes other highly restrictive 
internet environments, such as China. Instead, Cuba relies primarily on severely limiting access to in-
ternet. Many Cubans are nevertheless able to access online content by creating improvisational under-
ground networks, setting up illegal antennas, and passing around USBs with content downloaded from 
the internet.

Blocking and Filtering 

Rather than relying on the technically sophisticated filtering and blocking used by other repressive 
regimes, the Cuban government limits users’ access to information primarily via lack of technology 
and prohibitive costs. Restrictions on email in the workplace, however, have been growing in recent 
years, and dissident websites and blogs continue to be subject to periodic disabling or blocking. The 
wording of certain government provisions regarding content regulation is vague and allows for a 
wide array of posts to be censored without judicial oversight. Resolution 56/1999 stipulates that all 
materials intended for publication or dissemination on the internet must first be approved by the 
National Registry of Serial Publications.51 Meanwhile, Resolution 179 (2008) authorizes ETECSA to 

“take the necessary steps to prevent access to sites whose contents are contrary to social interests, 
ethics and morals, as well as the use of applications that affect the integrity or security of the state.”52 

The websites of foreign news outlets—including the British Broadcasting Corporation (BBC), El Pais, 
the Financial Times, and El Nuevo Herald (a Miami-based Spanish-language daily)—are readily 
available in Cuba.53 However, dissident or independent news sites, such as Cubanet, Diario de Cuba, 

49  Various Authors, “Se Buscan Socios,” Juventud Rebelde , December 15, 2012, http://www.juventudrebelde.cu/cuba/2012-12-
15/se-buscan-socios/.
50  For the website of The Ministry of Informatics and Communications see: http://www.mincom.gob.cu/?q=node/353 
51  Ministerio de Cultura, Resolución No. 56/99, Las Publicaciones Seriadas Cubanas,  http://www.seriadascuba.com/index.
php?accion=res56. 
52  Sociedad Interamericana de Prensa, Inc., (Inter American Press Association), “Cuba,” in Reports and Resolutions, accessed 
January 28, 2013, http://bit.ly/1MuoWHA. 
53  García, “Internet in Cuba: A Success in Spite of Everything.”
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Cubaencuentro, Hablemos Press, and 14ymedio are restricted.54 The sites of some Cuban activists 
and dissident organizations based on the island, such as the Patriotic Union of Cuba (UNPACU), the 
Christian Liberation Movement (MCL), and the civic project Estado de SATS, are also blocked at most 
access points. Revolico, a platform for posting classified advertisements for products circulating on 
the black market also continues to be blocked.55

Social-networking platforms such as Facebook and Twitter are sometimes blocked at certain univer-
sities and government institutions, but may be accessed—with consistent monitoring but varying 
reliability—from some cybercafes and hotels. Voice over Internet Protocol (VoIP), on the other hand, 
is blocked throughout the country.56 In recent years, the government also increased its control over 
the use of email in official institutions, installing a platform that restricts spam and specifically pre-
vents the transmission of “chain letters critical of the government.” 57

Beginning in 2007, the government systematically blocked core internet portal sites such as Yahoo, 
MSN, and Hotmail. As of 2015, these sites remain blocked in some government institutions,58 al-
though they are largely accessible from hotels. Cuban authorities also restricted access to Cuban and 
foreign websites that contained independent reporting or views critical of the government. Among 
the continuously blocked sites are the Voces Cubanas platform, which hosts approximately 40 blogs, 
including Yoani Sánchez’s award winning Generación Y. While most of these sites and international 
portals were unblocked without explanation in February 2011, many were re-blocked in 2012 and 
2013. In both cases, the associated bloggers were subject to intimidation, resulting in self-censorship. 

Blocking occurs not only at the national level but also at the level of various intranet networks and at 
the point of access centers. In March 2015, the Nauta intranet banned Larry Press’ blog, The Internet 
in Cuba, one of the best sources about the Cuban ICT sector.59 In January 2015, University of Com-
puter Sciences (UCI) banned Fernando Ravsberg’s blog Cartas desde Cuba, which had been hosted 
on the BBC Mundo platform from 2008 to 2013 until becoming independent.60 

Content Removal 

While ETECSA does not proactively police networks and delete content, there have been reports of 
bloggers removing posts after being threatened by officials for publishing views criticizing govern-
ment actions.61 In March 2015, Yoani Sánchez’s blog 14yMedio, was removed permanently from the 

54  Iván García, “Internet in Cuba: A Success in Spite of Everything,” Iván’s File Cabinet (blog),  June 10, 2014, http://bit.
ly/1R5JGHf; “Google still blocked, despite company officials’ visit,” Phys.Org, July 2, 2014, http://bit.ly/1iQ9wnw; Maite 
Fernandez, “Yoani Sánchez’s 14ymedio aspires to become the go-to-source of independent news for Cubans,” International 
Journalists’ Network (blog), May 26, 2015, http://bit.ly/1PBTzvf;   Reporters Without Borders,”Cuba! Long live freedom (but not 
for the Internet)!,”  Enemies of the Internet, March 11, 2014, http://bit.ly/1OX6kCs.  
55  Jason Koebler, “Cuba’s Black Market Is a Website That Exists Primarily Offline,” Motherboard (blog), Vice, August 27, 2015, 
http://bit.ly/1Q3uKJf.   
56  Mary Humphreys, “The Legality of VoIP Abroad: Where You Can Access It,” Next Advisor (blog), April 16, 2012, http://bit.
ly/1MuqxwT;  See also “Ectesa officials provide some details and make some promises,” The Internet in Cuba (blog), May 29, 
2013, http://bit.ly/1KHcmSp. 
57  “Cuba Anuncia Cambio de Platforma Estatal para Correos Electronicos,” [Cuba Announces Statewide Change to Email 
Platform] Café Fuerte, August 31 2012, http://bit.ly/RqHp8C. 
58  Sociedad Interamericana de Prensa, Inc., (Inter American Press Association), “Cuba,” in Reports and Resolutions. 
59  “If you are reading this, you are probably not in Cuba,” The Internet in Cuba (blog), March 30, 2015, http://bit.ly/1Wnebvj. 
60  Fernando Ravsberg, “La UCI censura “Cartas desde Cuba”,” Cartas Desde Cuba (blog), January 29, 2015, http://bit.
ly/1Kzr3t5; See also Cuba Red, “Otra censura. Fernando Rasverg.Increible,” posted by elapap, February 2, 2015, http://www.
cubared.com/?p=foro_tema&id=7687. 
61  For examples, see: “Malestar por Cambio de Edificio del Partido Comunista en Camagüey,” [Upset over Change to 
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new government-sponsored blog platform Reflejos. Although the government said that there were 
no prohibited topics on the platform, which was open to all Cuban users, they required bloggers to 
register with information cards and prohibited the publication of unlawful or counter-revolutionary 
content. During the short time in which it was active, Sanchez’s blog published a variety of content 
that ranged from cultural commentary to recipes to opinion columns.62

Media, Diversity, and Content Manipulation  

Cuba has one of the most restrictive media environments in the world. The constitution prohibits 
privately owned media, and restricts any speech that is deemed counter-revolutionary. The gov-
ernment closely monitors users who post or access information online and delivers harsh penalties 
to those it perceives as dissidents. Demand for access to internet among the Cuban population, 
however, has led to elaborate underground networks of internet access. To try to combat access to 
popular websites, the Cuban government has launched copycat versions of many websites as well 
as a blogging platform, but these platforms remain under tight surveillance and control. A network 
of progovernment bloggers and social media activists often harass individuals who are critical of the 
government.63  

Despite the severe censorship in official media, some journalists have started using the internet 
to disseminate content that the official press is reluctant to publish. In May 2014, Yoani Sánchez 
launched an independent online news site, 14ymedio. Although the site is blocked in Cuba, the ed-
itorial team is able to post content by emailing it to friends abroad. Users access content from the 
site through proxies and offline versions that are shared by USB flash drives.64 

The cost of access to technologies that facilitate information sharing continues to be high, and the 
Cuban government has pursued individuals who violated telecommunications access laws. Govern-
ment technicians sporadically “sniff” neighborhoods with their handheld devices in search of ham 
radios, satellite dishes and illegal networks. For example, in December 2012 and May 2014, the gov-
ernment shut down large illegal Wi-Fi networks in Havana.65 Nonetheless, many Cubans find ways 
to access restricted content, and a vibrant community of bloggers in Cuba utilizes the medium to 
report on conditions within the country.

Cubans are often able to break through infrastructural blockages by building their own antennas, 
using illegal dial-up connections, or developing blogs on foreign platforms. The underground 
economy of internet access also includes account sharing, in which authorized users sell access to 
those without an official account for one or two convertible pesos (US$ 1-2) per hour. Some foreign 
embassies allow Cubans to use their facilities, but a number of people who have visited embassies 
for this purpose have reported police harassment. There is also a thriving improvisational system 

Communist Party Building in Camagüey] Café Fuerte, July 27, 2012, http://bit.ly/1iQbc0c; and “LJC, The Orwellian ‘Memory 
Hole,’ & Google Cache,” El Yuma (blog), July 8, 2012,  http://bit.ly/RPbiC0. 
62  14ymedio, “Web Platformd Reflejos Closes the ‘14ymedio’ Blog,” Translating Cuba ivdeo, March 27, 2015, http://bit.
ly/1QD7dhM. 
63  “Operation Truth VideoTranscript Eliecer Avila and Yoani Sanchez,” Translating Cuba (blog), http://bit.ly/1Oywlc5. 
64  Tiffany Pham, “How She Did It: Yoani Sánchez Launches Cuban News Outlet 14ymedio,” Forbes, November 30, 2014, http://
onforb.es/1yz5eDp. 
65  “Denuncia Cuba violanciones a su system de telecomunicaciones,” UniradioInforma, December 7, http://bit.ly/1OywBYs; 
See also Sheyla Delgado Guerra, “The “messy” and costly result of illegality,” ed. Walter Lippmann, WalterLippmann (blog), 
December 7, 2012, http://bit.ly/1VdF8V6; See also Juan O. Tamayo, “Cuba clamps down on Wi-Fi networks,” Miami Herald, June 
16, 2014, http://hrld.us/1iAp91C. 
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of “sneakernets,” in which USB flash drives and data discs are used to distribute materials (articles, 
prohibited photos, satirical cartoons, video clips) that have been downloaded from the internet or 
stolen from government offices.66

Faced with popular demand for videos, games, and online social networking, the government has 
tried to intercept this demand and direct it to government-controlled platforms. Following in the 
footsteps of other repressive regimes contending with a highly literate and digitally interested popu-
lous, the government has launched its own copycat versions of popular websites, such as Wikipedia, 
Twitter, and Facebook. This allows the government to direct citizens to closely monitored, censored 
versions of these platforms. In 2010 the government launched Ecured, a copycat version of Wikipe-
dia,67 and in 2013 they launched the social networking site La Tendedera, which is accessible from 
youth centers.68 Most recently, the Cuban government launched the blogging platform Reflejos.69 

Digital Activism 

Social media is so restricted that Cubans have not been able to organize large-scale campaigns 
around political objectives. However, new initiatives to create platforms for free speech and infor-
mation access –such as the creation of the first public Wi-Fi network in the studio of artist Kho, with 
government permission, and the launch of a (still illegal) independent online journalism outlet – 
tested the boundaries of the government’s restrictions on speech over the past year (see Obstacles 
to Access and Media, Diversity, and Content Manipulation). Other attempts to provide a platform for 
free speech and information, however, were prevented by authorities.

In December 2014, in the aftermath of pronouncements by Barack Obama and Raul Castro about a 
rapprochement between Cuba and the United States, the performance artist Tania Bruguera pub-
lished a public letter to the two presidents and the Pope in which she proposed relocating her 2009 
performance Tatlin’s Whisper #6 to the Plaza of the Revolution, thereby offering an open mic to the 
Cuban citizenry to express their views about their country’s future.70 Calling her project #YoTambi-
enExijo (I Also Demand), she used social media platforms to promote her performance from outside 
the island and was supported by a number of dissident groups and opposition blogs. Upon traveling 
to Havana on December 26, however, she was summoned to a meeting with government officials 
and told that she did not have authorization for the performance. When she publicly stated that she 
intended to go ahead with the performance, she was detained by authorities, along with a number 
of other online and offline activists who expressed support for her project (see Prosecutions and 
Detentions).

Violations of User Rights

Cuba outlaws a wide range of speech deemed to be counter-revolutionary or a threat to the public 

66  Jonathan Watts, “Cuba’s ‘offline internet’: no access, no power, no problem,” The Guardian, December 23, 2014, http://
gu.com/p/44dcf/stw; See also Emilio San Pedro, “Cuban internet delivered weekly by hand,” BBC, August 10, 2015, http://bbc.
in/1TjpO8x;  See also  Jack Karsten and Darrel M. West, “Cuba slowly expands Internet access,” Tech Tank (blog), Brookings 
Institute, July 2, 2015, http://brook.gs/1KDrxLF.  
67  “Ecured is Not Open like Wikipedia,” The Internet in Cuba (blog), December 21, 2011, http://bit.ly/1FyuMI7. 
68  “Rouslyn Navia Jordán, “Una Tendedera para interconectarnos,” Juventud Rebelde, December 3, 2014, http://bit.ly/1YFFfbl. 
69  Repúlica de Cuba Ministerio de Comunicaciones, “La plataforma de blog “Reflejos” tuvo hoy su lanzamiento official en el 
Palacio Central,” news release, March 18, 2015, http://bit.ly/1NRxREB. 
70  Coco Fusco, “The State of Detention: Performance, Politics, and the Cuban Public,” e-flux 60 (2014),  http://bit.ly/1YFFfbl. 
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order. In recent years, the Cuban government has moved from issuing long, multiyear sentences to 
using short-term detentions as a means of harassing independent journalists and bloggers. During the 
coverage period, several prominent online journalists and activists were detained after expressing their 
support for an unauthorized performance art piece that was slated to be performed in Havana. As part 
of thawing relations with the United States, the Cuban government released Alan Gross, a former U.S. 
contractor who had spent over five years in prison for distributing outlawed communication technolo-
gies on the island. Gross reported suffering severe mistreatment and abuse in Cuban prison, a charge 
that has been echoed by other individuals who have been imprisoned for their online activity.

Legal Environment 

The Cuban legal structure is not favorable to internet freedom. The constitution explicitly subordi-
nates freedom of speech to the objectives of a socialist society, and freedom of cultural expression 
is guaranteed only if such expression is not contrary to the Revolution.71 The penal code sets pen-
alties ranging from a few months to 20 years in prison for any activity considered to be a threat to 
the Cuban state or public order, including a provision that authorizes the state to detain, reeducate, 
or monitor anyone who shows a “proclivity to commit crimes” by violating the norms of the social-
ist society.72 Meanwhile, the Law to Protect Cuba’s National Independence and Economy (Law 88), 
passed in 1999, punishes any activity that threatens Cuban sovereignty or facilitates the U.S. embar-
go. Although the U.S. executive has stated a desire to lift the embargo, as of May 2015, it was still in 
place. Anyone who passes information to the U.S. government that could bolster the embargo can 
face up to 15 years in prison, while spreading subversive materials can incur a penalty of three to 
eight years in prison and collaborating with foreign media outlets is punishable by up to five years in 
prison. 73 

In 1996, the government passed Decree-Law 209, which states that the internet cannot be used “in 
violation of Cuban society’s moral principles or the country’s laws,” and that email messages must 
not “jeopardize national security.”74 In 2007, a network security measure, Resolution 127, banned the 
use of public data-transmission networks for the spreading of information that is against the social 
interest, norms of good behavior, the integrity of people, or national security. The decree requires 
access providers to install controls that enable them to detect and prevent the proscribed activities, 
and to report them to the relevant authorities.75 Furthermore, access to the internet in Cuba general-
ly requires identification, rendering anonymity nearly impossible.76

Prosecutions and Detentions for Online Activities 

Under Raúl Castro, the Cuban government appears to have shifted its repressive tactics from long-
term imprisonment of bloggers to short-term extralegal detentions, intimidation, and harassment.77 

71  Constitution of the Republic of Cuba, 1992, art. 53 and 39(d), accessed September 1, 2015, http://www.cubanet.org/
htdocs/ref/dis/const_92_e.htm.  
72  Código Penal [Penal Code], art. 72 and 91, http://www.wipo.int/wipolex/en/text.jsp?file_id=242550. 
73  Committee to Protect Journalists, “International Guarantees and Cuban Law,” trans. María Salazar, March 1, 2008, http://bit.
ly/1hbJO4p. 
74  Reporters Without Borders, Going Online in Cuba: Internet under Surveillance, October 2006, http://bit.ly/1f4pnF0; See also 
Decreto 209 (Decree 209), September 13, 1996, http://bit.ly/1VdG1Nk. 
75  Giovanni Ziccardi, Resistance, Liberation Technology, and Human Rights in the Digital Age, (Netherlands, Springer, 2013) 220. 
76  Isbel Diaz Torres, “Wi-Fi for Cubans and Mobile E-Mail Service,” Havana Times, March 10, 2014, http://bit.ly/1G7q7b7. 
77  Human Rights Watch, “Cuba,” in World Report 2015, accessed September 1, 2015, http://bit.ly/1gUSuCG; See also 
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Bloggers are still routinely summoned for questioning, reprimanded, and detained.78 Reporters as-
sociated with independent online newspapers, including the outlet Hablemos Press, face significant 
harassment. The dissident group Cuban Commission for Human Rights and National Reconciliation 
reported more than five instances of independent online journalists and bloggers being detained or 
brought in for questioning between June 2014 and May 2015.79

The most shocking case of mass arrests occurred in December 2014 and early January 2015 when 
the artist Tania Bruguera used the hashtag #YoTambienExijo to announce her plans to stage a critical 
performance artwork in the Plaza of the Revolution in Havana. After trying and failing to receive offi-
cial approval for the performance, she publically stated her intent to continue with the performance 
anyway and was arrested on the morning of December 30, 2014.80 Several prominent reporters and 
activists, including the blogger Yoani Sánchez, the director of the civic project and website Estado 
de SATS Antonio Rodiles, and the photographer Claudio Fuentes, who expressed solidarity with Bru-
guera’s project, were also detained.81 Although Bruguera was released on December 31, 2014, her 
passport was confiscated and she was ordered to stay on the island pending indictment.82

These detentions follow a trend in Cuba, which has seen an increase in the number of arrests and de-
tentions of activists over the past two years. These arrests tend to increase surrounding key political 
and social events. For example, in January 2014, threats toward and arrests of dissidents and activists 
spiked significantly surrounding the Community of Latin American and Caribbean States (CELAC) 
summit. Although most individuals were released within hours, more than 3,000 arbitrary politically 
motivated detentions were reported in the three months surrounding the summit.83 The blocking of 
hundreds of cell phones owned by activists was also reported in the days leading up to the summit.84 
Bloggers and online activists are often caught up in such crackdowns. Because it is difficult to distin-
guish between independent blogging and political activism in Cuba, however, it is often impossible 
to accurately pinpoint whether detentions were in retaliation for online speech specifically. 

The government has also prosecuted individuals associated with underground cyber-networks. In 
2012, the government opened a criminal investigation of two highly profitable cyber-networks ille-
gally using ETECSA’s fixed and mobile networks. The defendants, who are being prosecuted for ille-
gal economic activity and fraud, face fines coupled with sentences of three to ten years in prison.85 In 
May 2014, Cuban authorities raided and seized equipment from another underground Wi-Fi network 
with 120 members.86

Committee to Protect Journalists (CPJ), After the Black Spring, Cuba’s New Repression, July 6, 2011, https://cpj.org/x/4472. 
78  Daniel Trotta, “Cuban Dissidents say political arrests top 1,000 in February,” Reuters, March 3, 2014, http://reut.rs/1G7njuF. 
79  Comisión Cubana de Derechos Humano y Reconciliación Nacional, “Informes Mensuales de Represión Política,” http://bit.
ly/1LScEpF. 
80  Fusco, “The State of Detention: Performance, Politics, and the Cuban Public.” 
81  See also Carmen Sesin, “Cuba Dissidents Report Arrests Ahead of Gathering,” NBC News, April 12, 2014, http://nbcnews.
to/1Fm1woe.  
82  Fusco, “The State of Detention: Performance, Politics, and the Cuban Public.”
83  Trotta, “Cuban Dissidents Say Political Arrests Top 1,000 in February.” 
84  Foundation for Human Rights in Cuba. “CELAC 2014: Activism, Repression, and an Important Meeting,” news release, 
http://bit.ly/1Oyzclj. 
85  “Denuncia Cuba violanciones a su system de telecomunicaciones,” UniradioInforma, December 7, http://bit.ly/1OywBYs; 
See also Sheyla Delgado Guerra, “The “messy” and costly result of illegality,” ed. Walter Lippmann, WalterLippmann (blog), 
December 7, 2012, http://bit.ly/1VdF8V6. 
86  Juan O. Tamayo, “Top Dissidents Detained in Cuba,” Miami Herald, June 11, 2014.
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Despite the continued policy of harassment and detentions of bloggers, online activists have seen a 
loosening of travel restrictions over the past two years,87 and the government recently released two 
prominent political prisoners. In December 2014, as part of negotiations with the United States, the 
Cuban government released the American USAID contractor Alan Gross, who had been held for over 
five years, on charges that he distributed illegal communications technology to Cubans.88 In July 
2015, the government released the well-known blogger and writer Ángel Santiesteban Prats, who 
had been jailed on trumped-up charges since early 2013.89 Santiesteban was arrested in connection 
with his political views several times prior to his December 2012 trial. Such harassment increased 
after his creation of the blog The Children No One Wanted, in which he criticized the government. 
Santiesteban reported mistreatment and torture during his imprisonment.90 

Surveillance, Privacy, and Anonymity 

Surveillance of ICTs in Cuba is widespread, and dissident bloggers are subject to punishments 
ranging from fines and searches to confiscation of equipment and detentions.  Anonymity and en-
cryption technologies are strictly prohibited in Cuba,91 and web access points, such as those found 
in cybercafes and access centers, are closely monitored and users are required to register with their 
identification information.92

Despite constitutional provisions that protect various forms of communication and portions of the 
penal code that establish penalties for the violation of the secrecy of communications, users’ pri-
vacy is frequently violated. Tools for content surveillance are likewise pervasive. Under Resolution 
179/2008, ISPs are required to register and retain the addresses of all traffic for at least one year.93 
The government routes most connections through proxy servers and is able to obtain all user names 
and passwords through special monitoring software called Avila Link, which is installed at most 
ETECSA and public access points.94 In addition, delivery of email messages is consistently delayed, 
and it is not unusual for a message to arrive without its attachments. 

87  Monika Fabian,  “Cuban Dissident Yoani Sanchez on the Power of the Hashtag,” ABC News/Univision Online, March 18, 
2013, http://abcn.ws/1Vfv9ZZ. 
88  Julie Hirschfeld Davis, “Alan P. Gross Gains the Freedom from Cuba He Thought Would Never Come,” The New York Times, 
December 17, 2014, http://nyti.ms/1KDBPLF. 
89  Because this incident took place after the end of the coverage period for this report, it was not considered in determining 
Cuba’s internet freedom score. Angel Santiesteban, “#PapaEnCuba [Pope in Cuba]: A Shout for Danilo Maldonado (El Sexto),” 
trans. Alicia Barraqué Ellison, Translating Cuba (blog), April 23, 2013, http://bit.ly/1iQgV6c; See also: Angel Santiesteban, “Prison 
Diary VI: Inside View of the Trial,” Translating Cuba (blog), March 28, 2013, http://bit.ly/1KHj6Q9.  
90  Reporters Without Borders, “Dissident Blogger Completes Year in Detention,” February 28, 2014, http://bit.ly/1JtNknT.  
91  According to the Cuban Mission to the United Nations, encryption is only permissible if authorized by the Ministry 
of Communications and the Ministry of the Interior. Letter from the Permanent Mission of Cuba to the ONU to the High 
Commission on Human Rights, 2015, Repúlica de Cuba Misión Permanente ante la Oficina de las Naciones Unidas en Ginebra 
y los Organismos Internacionales con sede en Suiza, “Nota No. 211/2015,” [Note No. 211/2015], http://bit.ly/1JtNsUE; See also 
Rolando Cartaya, “Critica Relator de ONU Control a Cifrado de Datos Personales en Cuba,” MartiNoticias, June 24, 2015, http://
bit.ly/1R5ZzgY. 
92  Ellery Roberts Biddle, Rationing the Digital: The Policy and Politics of Internet Use in Cuba Today, July 2013, Internet 
Monitor (The Berkman Center for Internet & Society), http://bit.ly/1LCRoID;  See also Isbel Diaz Torres, “Wi-Fi for Cubans and 
Mobile E-Mail Service,” Havana Times, March 10, 2014, http://bit.ly/1G7q7b7; See also Yoani Sánchez, “Unos días con nauta,” 
14ymedio (blog), March 24, 2015, http://bit.ly/1G7q7b7.  
93  José Cuervo, “Resolución n˚ 179/2008 Proveedores de servicios de acceso a Internet al público,” informática jurídica, 
February 16, 2015,  http://bit.ly/1PC8Vjg. 
94  Lorenzo Franseschi-Bicchiera, “The Internet in Cuba: 5 Things You Need to Know,” Mashable, April 3, 2014, http://
on.mash.to/1Fmi1Rg /; Infosurgents: Tracking the Information Revolution,  “Internet Filtering” University of Michigan, http://bit.
ly/1KHrM9m. 
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Web use at “cyber points” and “navigation halls” remains tightly controlled. A recent decree from the 
Ministry of Communications reaffirmed the government’s continued monitoring of internet traffic, 
stating that ETECSA will immediately end a user’s access if he or she commits “any violation of the 
norms of ethical behavior promoted by the Cuban state.”95 Users must show their national ID cards 
and sign an agreement stating that they will not use the service for anything “that could be con-
sidered …damaging or harmful to public security”—a vague term that could presumably extend to 
political dissent.96

If users attempt to send email with attachments, ETECSA’s own NAUTA interface system greets them 
with a pop-up window reminding them that “other people may see what you are sending” and ask-
ing if they wish to continue. Although the pop-up window is marked “Internet Explorer” and appears 
to be a real message generated by the search engine, several Cuban online users have said that they 
had never seen such a message when using internet cafes in Havana’s tourist hotels. Such claims 
suggest that ETECSA may have programmed computers at its new access points to prompt users as 
a reminder that the government is monitoring their online activities.

Intimidation and Violence 

Although the majority of cases of physical violence against activists in Cuba appear to be in retalia-
tion for public protests rather than online activity,97 prominent online users have faced violence from 
police forces, and users who have been jailed for extended periods of time report being mistreated 
and tortured. For example, in June 2014, a member of the state security reportedly attacked Roberto 
de Jesus Guerra, the founder of Hablemos Press, as he walked to an embassy office to file a story 
online. Guerra and his wife have also begun receiving anonymous death threats.98 Two individuals 
recently released from prison after being arrested for ICT-related activities—the prominent blogger 
Ángel Santiesteban Prats, who was jailed on trumped up charges, and the U.S. contractor Alan Gross, 
who was charged with distributing illegal communication technologies—reported that they had 
experienced severe mistreatment and abuse during their detention. 

Technical Attacks

Technical attacks do not appear to be a primary method of censorship in the country; however, one 
prominent cyberattack gained significant international media attention over the past year. In May 
2014, the online newspaper 14ymedio was hacked one day after it was launched. Users who tried to 
access the site were redirected to a site called Yoani$landia, which insulted the director of the outlet, 
Yoani Sánchez.99 The site was restored shortly after the hack.

95  Gaceta Oficial de la República de Cuba Ministerio de Justicia, Resolución No. 197/2013,  http://www.juventudrebelde.cu/
file/pdf/impreso/2013/05/28/iespeciales.pdf. 
96  Gaceta Oficial de la República de Cuba Ministerio de Justicia.
97  In May 2015, members of the dissident group Cuban Commission of Human Rights and Reconciliation denounced an 
increase in police violence against protesters. In June, the group claimed that 88 peaceful protesters were subject to “physical 
aggression, vandalism, kidnapping, and acts of repudiation.” Although it is unknown whether any of these activists were online 
activists or bloggers, an increase in arrests or violence against protesters has often closely paralleled repression of journalists 
and online activists.
98  Tamayo, “Top Dissidents Detained in Cuba.”  
99  Associated Press, “ ‘Hackeado’ portal digital de la bloguera cubana Yoani Sánchez,” Miami Diario, May 21, 2015, http://bit.
ly/1R6cway; See also Amnesty International, “Cuba,” Amnesty International Report 2014/15, http://bit.ly/1Bm8EI5.
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Key Developments: June 2014 – May 2015

●	 In	January	2015,	President	Correa	launched	a	Twitter	campaign	against	his	online	critics,	
encouraging	his	supporters	to	find	and	release	personal	information	about	anonymous	
users	who	criticized	the	government	online.	This	led	to	an	online	confrontation	that	es-
calated	to	include	hacking,	trolling,	and	threats	(see	Intimidation and Violence).

●	 In	February	2015,	Congress	passed	and	the	president	signed	the	Organic	Law	on	Tele-
communications.	Among	other	provisions,	this	law	establishes	some	net	neutrality	
protections;	however,	some	critics	worry	that	the	newly	created	telecommunications	
regulatory	body	may	lack	independence	from	the	executive	(see	Regulatory Bodies	and	
Media, Diversity, and Online Content).

●	 Introduction	of	4G	telecommunication	services	has	increased	access	and	lowered	the	
price	of	internet	services	(see	Availability and Ease of Access).

Ecuador
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles	to	Access	(0-25)	 9 8

Limits	on	Content	(0-35)	 11 11

Violations	of	User	Rights	(0-40)	 17 18

TOTAL* (0-100) 37 37

* 0=most free, 100=least free

Population:  16 million

Internet Penetration 2014:  43 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Not Free
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Introduction

Ecuador	stakes	out	a	contradictory	position	on	internet	freedom—on	the	one	hand,	the	government	
has	engaged	in	widespread	campaigns	to	improve	internet	access	and	digital	literacy,	and	has	vocal-
ly	supported	foreign	whistleblowers	like	Julian	Assange	and	Edward	Snowden.1	On	the	other	hand,	
evidence	mounted	during	the	coverage	period	that	Ecuador’s	government	engages	in	widespread	
surveillance	of	its	citizens	and	uses	restrictive	laws	regulating	media	to	curtail	investigative	reporting	
and	the	independent	press.	Most	notably,	in	2015,	Ecuador’s	president	Rafael	Correa	waged	a	highly	
public	social	media	war	against	his	critics.

Ecuador	gained	notoriety	in	international	media	in	2015	after	the	president	called	out	three	Twitter	
users	and	the	Facebook	page	Crudo	Ecuador	(“Raw	Ecuador”)	for	criticizing	him.2	In	his	weekly	tele-
vision	address,	President	Correa	encouraged	his	followers	to	respond	to	these	critics	and	to	reveal	
anonymous	users’	personal	information.	In	the	wake	of	this	address,	the	users	he	targeted	faced	
significant	harassment,	and	several	closed	their	social	media	accounts.3

Leaks	over	the	past	few	years	have	hinted	that	Ecuador	has	invested	heavily	in	technology	to	con-
duct	surveillance	on	its	citizens.	In	July	2015,	many	of	these	suspicions	were	bolstered	when	the	Ital-
ian	technology	company	Hacking	Team	suffered	a	cyberattack,	which	resulted	in	the	leak	of	400	GB	
of	internal	information	and	private	emails.	These	emails	showed	contracts	between	Hacking	Team	
and	the	Ecuadorian	government,	and	provided	evidence	that	the	government	may	have	targeted	
opposition	figures	for	surveillance.4

During	the	coverage	period,	politically	motivated	content	removal	via	the	abuse	of	copyright	take-
down	requests,	progovernment	troll	centers,	and	heavy	sanctions	for	private	media	under	the	2013	
Communications	Law	all	continued	to	present	obstacles	to	free	expression.	The	digital	sphere,	how-
ever,	remains	vibrant.	Social	media	use	is	common	and	new	digital	ventures	were	launched	over	the	
past	year.

In	2015	the	government	passed	the	Organic	Law	on	Telecommunications,	which	put	in	place	a	vari-
ety	of	positive	measures,	including	provisions	to	expand	access,	systematize	regulation,	and	protect	
net	neutrality.	Nevertheless,	some	critics	have	raised	concerns	that	the	new	regulator	established	
under	the	law	will	lack	independence	from	the	government,	since	it	will	fall	under	the	authority	of	
the	executive	branch.5

Ecuador	continued	to	expand	access	to	mobile	internet	and	broadband	over	the	past	year.	New	
initiatives	to	produce	smartphones	in	the	country,	as	well	as	expanded	4G	access,	hold	promise	for	
faster,	more	accessible	service.	Prices	for	3G	and	4G	have	also	decreased	and	use	of	these	services	is	
expected	to	grow,	especially	in	urban	areas.

1	 	Ultimas	Noticias,	“Ecuador	Estudiará	Solicitud	de	Asilo	Político	de	Edward	Snowden”	[Ecuador	will	Consider	Request	for	
Political	Asylum	from	Edward	Snowden],	June	23,	2013,	http://bit.ly/1JkK4LL;	see	also	Press	Association,	“Ecuador	Restates	
Support	for	Julian	Assange	on	Asylum	Anniversary,”	The Guardian,	August	16,	2013,	http://gu.com/p/3t46j/stw.	
2	 	Daniel	Kreps,	“John	Oliver	Sparks	Feud	With	Ecuadorian	President,”	Rolling Stone,	February	13,	2015,	http://rol.st/19fRIgh.	
3	 	Gabriella	Torres,	“Ecuador	President	Rafael	Correa’s	Troll	Warfare,”	BBC Trending (blog),	BBC,	January	30,	2015,	http://bbc.
in/1Kk8HLU.	
4	 	AP,	“Correction:	Ecuador-Hacking	The	Opposition	Story,”	The New York Times, August	7,	2015,	http://nyti.ms/1OpHdJ7.		
5	 	“Entrevista	a	Alredo	Velazco	sobre	la	Nueva	Ley	de	Telecomunicaciones	en	Ecuador,”	[Interview	with	Alredo	Velazco	about	
the	new	Telecommunications	Law	in	Ecuador],	Quinotpoder,	February	13,	2015,	http://bit.ly/1MKzQLF.
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Obstacles to Access

Internet access continues to increase in Ecuador, spurred in part by government projects to expand ac-
cess and increase digital literacy. The expansion of 4G technology is expected to further increase access, 
as more Ecuadorians turn to mobile internet. Nevertheless, a marked digital gap remains. Many people 
in rural areas access a slower internet, or do not have internet access at all.

Availability and Ease of Access   

Ecuador’s	information	and	communications	technology	(ICT)	sector	has	experienced	notable	growth	
in	recent	years	due	in	large	part	to	government	efforts	to	expand	access,	such	as	Ecuador’s	“Digital	
Strategy	2.0”	plan,	which	sought	to	expand	broadband	access,	improve	infrastructure,	and	train	citi-
zens	in	digital	technology.6	The	introduction	of	4G	telecommunications	services	and	lower	prices	for	
mobile	internet	also	contributed	to	improved	and	expanded	access.	In	May	2015,	the	Spanish	tele-
communications	provider	Telefónica	announced	completion	of	the	longest	underwater	fiber-optic	
cable	in	the	Caribbean.	This	cable	will	connect	the	United	States	and	Ecuador,	significantly	increasing	
the	capacity	and	speed	of	the	internet	in	the	latter.	The	fiber-optic	cable	represents	part	of	a	larger	
advance	in	infrastructure	improvements	in	Ecuador:	the	country	has	expanded	from	3,500	km	of	
fiber-optic	cable	in	2006	to	45,000	km	in	March	2015.7

According	to	an	Akamai	report	from	the	first	quarter	of	2015,	Ecuador’s	average	internet	speed	is	
4.1	Mbps.8	As	of	2014,	the	International	Telecommunications	Union	(ITU)	measured	internet	pene-
tration	in	Ecuador	at	43	percent,	a	notable	increase	given	that	penetration	was	just	below	25	percent	
in	2009.9	The	Ecuadorian	government	provided	alternate	statistics	for	internet	penetration	in	March	
2015,	claiming	that	41	percent	of	the	population	has	internet	subscriptions	but	that	over	87	percent	
are	internet	users.10	It	is	not	clear	what	differences	in	methodology	account	for	the	discrepancy	be-
tween	the	government’s	figures	and	those	of	the	ITU,	although,	the	latter	seems	to	be	more	in	line	
with	overall	trends	and	averages	for	the	region.

Broadband	(commonly	used	in	urban	zones)	and	satellite	connections	(often	used	in	rural	areas)	
have	become	increasingly	popular	in	recent	years.	According	to	statistics	from	the	ITU,	Ecuador’s	
broadband	penetration	reached	7.8	percent	in	2014,	up	from	6.7	percent	in	2013.11	The	Inter-Amer-
ican	Development	Bank	rates	Ecuador	9th	out	of	26	countries	in	Latin	America	and	the	Caribbean	in	
terms	of	broadband	penetration,	although	it	falls	behind	many	of	its	neighbors	in	South	America.12	
Multiple	internet	subscription	options,	ranging	from	dial-up	pay-per-minute	plans	to	cable	and	sat-
ellite	connections,	are	available.

6	 	“In	New	Digital	Plan,	Ecuador	Aims	for	Internet	Access	to	Half	of	All	Households	by	2015,”	RCR Wireless,	November	16,	2011,	
http://bit.ly/1QTjAHm	
7	 	El	Telégrafo,	“Ecuador	tendrá	internet	con	100	megas	de	velocidad,”	El Telegrafo ,	May	4,	2015,	http://bit.ly/1QTjMq2;		see	
also	EFE,	“Final	section	of	modern,	regional	undersea	cable	comes	ashore	in	Puerto	Rico,”	May	23,	2015,	http://bit.ly/1PjShEU.	
8	 	Akamai,	State of the Internet: First Quarter 2015 Report,	https://www.stateoftheinternet.com/downloads/pdfs/2015-q1-state-
of-the-internet-report.pdf.	
9	 	International	Telecommunication	Union,	“Individuals	Using	the	Internet,”	2000-2014,	http://www.itu.int/en/ITU-D/statistics/
Pages/default.aspx.	
10	 	Agencia	de	Regulación	y	Control	de	las	Telecomunicaciones	(ARCOTEL),	“Estadísticas,”	[Statistics],		http://www.arcotel.gob.
ec/estadisticas/.	
11	 	International	Telecommunication	Union,	“Individuals	Using	the	Internet.”	
12	 	Banco	Interamericano	de	Desarrollo,	“Índice	de	Desarrollo	de	la	Bana	Ancha,”	[in	Spanish],	2012,	http://bit.ly/1pxuGX3.	
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The	Ecuadorian	government	classifies	mobile	phones	as	luxury	items	and	imposes	quotas	on	their	
importation.13	Despite	this,	the	country	is	home	to	an	active	contingent	of	mobile	phone	users,	with	
over	16.5	million	mobile	subscriptions	in	2014	and	a	penetration	rate	of	103.9	percent.	14	Accord-
ing	to	the	most	recent	national	study,	regional	variations	still	persist,	with	the	lowest	number	of	
subscribers	found	in	the	Andean	highlands	of	Bolivar,	and	the	greatest	number	in	Pichincha,	which	
counts	Ecuador’s	capital,	Quito,	among	its	cities.	Mobile	phone	penetration	also	varies	among	in-
come	and	education	levels.15

In	February	2015,	Claro,	owned	by	América	Móvil,	and	Movistar,	owned	by	Telefónica,	reached	an	
agreement	with	the	government	that	would	allow	them	to	use	radio-electric	spectrum	to	expand	
4G	services	in	exchange	for	paying	the	Ecuadorian	government	over	US$300	million	and	improving	
3G	coverage.16		These	services	are	expected	to	reach	more	individuals	than	previous,	fairly	limited,	
attempts	to	introduce	4G	technology	because	mobile	penetration	rates	are	above	100	percent	in	
Ecuador	and	both	companies	are	leading	mobile	providers,	with	a	combined	market	share	of	over	70	
percent.	Ecuador	also	began	producing	high-end	mobile	phones	with	4G	capacity	in	2014	after	the	
government	eased	restrictions	on	importing	certain	phone	parts.	These	phones,	which	are	expected	
to	have	maximum	download	speeds	of	100	Mbps,	have	the	potential	to	provide	consumers	with	
faster	access	and	greater	downloading	and	file-sharing	capabilities.17	

Coupled	with	the	expansion	of	3G	and	4G	technology	was	a	decrease	in	prices	for	mobile	internet	
access,	although	prices	still	constitute	an	obstacle	to	access	for	many	people.	Fixed-line	internet	ser-
vices	at	speeds	of	3	Mbps	cost	an	average	of	US$20	per	month,	whereas	10	Mbps	subscriptions	are	
available	at	a	rate	of	approximately	US$35-40	per	month.18	Mobile	internet	subscriptions	vary	from	
US$15	for	250	MB	of	data	to	US$80	for	6	GB.19

Although	a	digital	divide	exists	between	rural	and	urban	areas,	Ecuador	has	shown	improvement	in	
extending	internet	access	to	rural	areas	over	the	past	two	years	through	programs	facilitated	by	the	
Ministry	of	Telecommunications	(MINTEL).	Ecuador’s	state-run	Infocentros—community	centers	with	
network	access	that	began	to	be	installed	in	June	2012—have	trained	more	than	185,000	people	in	
the	use	of	digital	technology,	according	to	the	Ministry	of	Telecommunications.20	They	offer	internet	
access	in	491	parish	communities,	and	also	provide	equipment	to	7,541	students	throughout	the	
country.	As	of	July	2014,	the	number	of	people	using	Infocentros	was	almost	3	million	nationwide.21

13	 	A	June	2012	ruling	(No.	67)	issued	by	the	Committee	on	Foreign	Trade	(COMEX)	also	imposes	quotas	on	the	importation	
of	mobile	phones.	According	to	the	edict,	the	limitation	is	predicated	on	preventing	further	environmental	degradation	
resulting	from	residual	mobile	phone	waste.	See	La HoraNacional,	“Restricciones	de	Comercio	Limitarán	Acceso	a	Internet”	
[Trade	Restrictions	will	Limit	Access	to	the	Internet],	June	26,	2012,	http://bit.ly/1NGYZ9e.		
14	 	ITU,	“Mobile-Cellular	Subscriptions,”	2000-2013,	http://www.itu.int/en/ITU-D/statistics/Pages/default.aspx.	
15	 	Instituto	Nacional	de	Estadística	y	Censos,	[National	Center	for	Statistics	and	Censuses],	Reporte Anual de Estadisticas sobre 
Tecnologias de la Information y Comunicaciones (TICs) 2011	[Annual	Report	of	Statistics	about	Information	and	Communications	
Technologies	(ICTs)	2011],	http://www.inec.gob.ec/sitio_tics/presentacion.pdf.
16	 	Mercedes	Alvaro,	“Ecuador	Signs	4G	Contracts	With	America	Movil,	Telefonica,”	The Wall Street Journal, February	18,	2015,	
http://on.wsj.com/1DsXlo9.	
17	 	“Ecuador	fabrica	sus	propios	celulares	4G,”	[in	Spanish]	TYN Magazine, http://bit.ly/1gGiQrS.	.	
18	 	CNT,	National	Corporation	of	Telecommunications,	“Internet	Plans	and	Services,”	2015,	http://bit.ly/1GxG6yZ;	Bryan	Haines,	
“Internet	in	Ecuador:	2013	Speed	Update,”	Gringos Abroad	(blog),	May	18,	2013,	http://bit.ly/1OL7nFw.	
19	 	Movistar,	“Nuevos	Planes	Pospago,”	[in	Spanish],	http://bit.ly/1LIjiys.	
20	 	Ministry	of	Telecommunications,	“Infocentros	Comunitarios,”	[Infocenter	Communities],http://bit.ly/1iPMYxq.	
21	 	Ministry	of	Telecommunications,	“Infocentros	Comunitarios,”	[Infocenter	Communities].
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Mobile	classrooms—which	are	intended	to	offer	access	to	those	without	Infocentros	nearby—have	
also	proven	successful,	reaching	2,816	parishes	and	municipalities	since	the	project’s	June	2012	in-
ception.	In	2013,	MINTEL	received	an	award	from	the	ITU	in	recognition	of	the	success	of	its	Mobile	
Classrooms	Project.		In	March	2015,	the	Ministry	of	Education	began	to	construct	an	additional	500	
mobile	classrooms	that	will	service	1,300	students	in	the	public	school	system.22	

In	addition	to	the	mobile	classrooms	and	Infocentros,	cybercafes	provide	internet	access	to	Ecua-
dorians	at	a	rate	of	US$1	per	hour.	The	amount	of	cybercafes	has	doubled	since	2009,	from	1,355	to	
2,574	in	May	2015,	according	to	statistics	from	the	government’s	Agency	of	Regulation	and	Control	
of	Telecommunications	(Arcotel).23	

Restrictions on Connectivity  

Ecuador’s	backbone	is	not	highly	centralized.	The	government	does	not	place	limits	on	bandwidth,	
nor	does	it	impose	control	over	infrastructure,	although	a	new	provision	in	the	2015	Organic	Law	of	
Telecommunications	grants	the	government	the	power	to	takeover	telecommunications	services	in	
times	of	national	emergency.24	Some	civil	society	groups	have	raised	concerns	about	the	scope	of	
this	provision.25

In	June	2015,	protesters	against	the	government	in	Quito	and	Guayaquil	encountered	service	prob-
lems.	Explanations	for	these	problems	range	from	network	saturation	to	the	possible	presence	of	
cell	phone	jammers.26	Some	Twitter	users	posted	photos	of	what	appeared	to	be	cell	phone	jammers	
and	cameras	placed	around	the	park	near	the	protests,27	although	these	reports	have	not	been	
confirmed.	Opposition	party	leaders	present	at	protests	encouraged	users	to	circumvent	problems	
through	the	use	of	apps	such	as	FireChat,	which	uses	wireless	mesh	networks	to	send	messages	
without	an	internet	or	cellular	connection.	Ecuador’s	telecommunications	regulator	Arcotel	did	not	
provide	any	reports	or	issue	press	releases	in	response	to	the	claims	that	the	networks	were	disrupt-
ed	during	protests.28

ICT Market 

Ecuador	has	approximately	22	internet	service	providers	(ISPs).	State-owned	CNT	dominates	the	
fixed-line	market,	with	over	57	percent	of	subscriptions.	Grupo	TvCable	(Suratel)	and	Claro	(Ec-
uadortelecom)	control	the	next	biggest	shares	of	fixed	line	access,	with	12	percent	and	9	percent	
respectively.29

22	 	“The	Ministry	of	Education	is	building	271	mobile	classrooms	in	Guayaquil,”	Ecuador Times, March	24,	2015,	http://bit.
ly/1hhvSNF.	
23	 	ARCOTEL,	“Estadisticas:	Cibercafes”	[Statistics:	Cybercafes],	May	2015,	http://www.arcotel.gob.ec/estadisticas/.
24	 	According	to	article	8	of	the	law,	“in	case	of	aggression,	armed	international	or	internal	conflict,	grave	internal	commotion,	
public	calamity,	natural	disaster,	or	national,	regional,	or	local	emergency,	when	the	President	issues	an	Executive	Decree	of	a	
State	of	Emergency,	involving	the	need	for	the	utilization	of	telecommunications	services,	the	telecommunications	providers	
that	operate	on	public	networks	are	obliged	to	permit	direct	control	on	the	part	of	the	head	body	of	the	national	defense.”	;	
See	also,	Asamblea	Nacional	Republica	del	Ecuador,	Ley	Orgánica	de	Telecomunicaciones	[Telecommunication	Law]	http://bit.
ly/1Kvdp7W.	
25	 	“Entrevista	a	Alredo	Velazco	sobre	la	Nueva	Ley	de	Telecomunicaciones	en	Ecuador.”
26	 	This	event	happened	outside	of	the	coverage	period	of	the	report.
27	 	Aldo	Cassola,	Twitter	post,	June	13,	2015,	7:50	a.m.,	https://twitter.com/AldoCassola/status/609734471886114816.
28	 	Alfredo	Velazco,	“The	Internet,	a	Staging	Post	for	Protests	in	Ecuador	Under	Threat,”	Global Voices,	June	28,	2015,	http://bit.
ly/1SVw1DV.
29	 	ARCOTEL,	“Estadisticas:	Internet”	[Statistics:	Internet], April	2015,	http://www.arcotel.gob.ec/estadisticas/.

253

http://bit.ly/1hhvSNF
http://bit.ly/1hhvSNF
http://www.arcotel.gob.ec/estadisticas/
http://bit.ly/1Kvdp7W
http://bit.ly/1Kvdp7W
https://twitter.com/AldoCassola/status/609734471886114816
http://bit.ly/1SVw1DV
http://bit.ly/1SVw1DV
http://www.arcotel.gob.ec/estadisticas/


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Ecuador

Ecuador	is	home	to	three	mobile	internet	service	providers:	one	state-run	operator,	CNT,	and	two	
private	providers,	Claro	and	Movistar.	Claro	holds	62	percent	of	active	cellular	accounts,	followed	by	
Movistar	with	approximately	30	percent,	and	finally,	state-run	CNT,	with	less	than	eight	percent	of	
subscribers.30

There	have	been	no	reported	incidents	of	the	government	placing	restrictions	on	applications	from	
new	companies	in	the	ICT	sector;	however,	high	registration	costs	and	administrative	hurdles	can	
make	it	difficult	to	begin	operating	a	new	telecommunications	business.	New	ISPs	and	mobile	com-
panies	often	face	fees	as	high	as	US$100,000	as	well	as	legal	obstacles,	both	of	which	can	complicate	
their	attempts	to	enter	the	market.31	

Regulatory Bodies 

In	February	2015,	Ecuador’s	National	Assembly	passed	the	Organic	Law	of	Telecommunications.	Not	
to	be	confused	with	the	similarly	named	Communications	Law	passed	in	2013,	the	Organic	Law	on	
Telecommunications	radically	changed	the	regulation	of	the	telecommunications	sector.32

The	new	telecommunications	law	created	a	regulatory	body,	the	Agency	for	the	Regulation	of	Tele-
communications	(Arcotel),	which	is	attached	to	the	Ministry	of	Telecommunications	and	is	charged	
with	the	technical	aspects	of	the	administration,	regulation,	and	control	of	the	telecommunications	
sector	and	the	radio-electric	spectrum.33	The	previous	regulatory	bodies—the	National	Secretary	
of	Telecommunications	(Senatel)	and	the	National	Council	on	Radio	Broadcasting	and	Television	
(Conartel)—were	fused	together	under	the	structure	of	Arcotel.34

The	telecommunications	law	also	sets	up	mechanisms	that	strengthen	the	institutional	structure	and	
processes	of	regulation	and	unification	of	the	regime	of	telecommunications,	including	radio	and	
television.	The	law	has	drawn	criticism,	however,	for	placing	Arcotel	under	the	authority	of	the	exec-
utive,	which	may	undermine	its	independence.35

Limits on Content

The passage of the 2013 Communications Law granted the government broad authority to censor me-
dia for reporting it perceived as biased or inaccurate, a power that has mostly been used to target print 
and broadcast media. As the government has increasingly curtailed offline media through fines and 
requests for revisions, new digital ventures and online spaces for political discussion have flourished. In 
recent years, however, censorship efforts have moved into the online sphere. Facing liability under the 
Communications Law for third party content, many digital media outlets have closed their comments 

30	 	ARCOTEL,	“Estadisticas:	Internet”	[Statistics:	Internet].
31	 	AEPROVI		Website,	http://www.aeprovi.org.ec.
32	 	For	more	information	about	the	Communications	Law	passed	in	2013:Alejandro	Martínez,	“Ecuador’s	controversial	
Communications	Law	in	8	points,”	Journalism in the Americas Blog,	The	Knight	Center	at	The	University	of	Texas	Austin,	June	
20,	2013,	http://bit.ly/1L0Hr9e;	For	information	about	the	proposed	constitutional	amendment:	Human	Rights	Watch,	“Ecuador:	
Flawed	Constitutional	Reform	Proposal,”	July	14,	2014,	http://bit.ly/1KqBU8r.	
33	 	Asamblea	Nacional	Republica	del	Ecuador,	Ley	Orgánica	de	Telecomunicaciones	[Telecommunication	Law]	http://bit.
ly/1Kvdp7W.
34	 	Asamblea	Nacional	Republica	del	Ecuador,	Ley	Orgánica	de	Telecomunicaciones	[Telecommunication	Law]	http://bit.
ly/1Kvdp7W.
35	 	“Entrevista	a	Alredo	Velazco	sobre	la	Nueva	Ley	de	Telecomunicaciones	en	Ecuador.”	http://quintopoder.info/
wp/2015/02/13/entrevista-a-alfredo-velazco-ecuador/	
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section. Although there is no evidence of blocking and filtering, politically motivated copyright com-
plaints have forced the removal of some political content, while evidence suggests that progovernment 
trolls have skewed national debates. In August 2015, the government declared a state of emergency 
and ordered prior censorship of all non-government information regarding an active volcano near the 
capital, a restriction that applied both to traditional media as well as to social media.36

Blocking and Filtering 

The	government	does	not	engage	in	systematic	blocking	or	filtering	of	content	in	Ecuador.	YouTube,	
Facebook,	Twitter,	and	blog-hosting	services	are	freely	available.	

Content Removal 

As	the	online	public	sphere	gains	prominence	as	a	forum	for	political	discussion	in	Ecuador,	the	
government	has	responded	by	seeking	to	control	online	content	through	a	variety	of	mechanisms,	
including	executive	or	court	orders	for	content	removal,	copyright	complaints,	and	coordinated	
campaigns	on	the	part	of	government	supporters	to	issue	complaints	about	social	media	accounts	
and	trigger	their	suspension.		

The	restrictive	Communications	Law,	passed	in	2013,	sparked	widespread	condemnation	from	jour-
nalists	and	human	rights	activists.37	In	addition	to	saddling	website	owners	with	“ultimate	responsi-
bility”	for	all	hosted	content,	prescribing	arbitrary	sanctions	on	media	for	unbalanced	reporting,	and	
banning	“media	lynching”—an	accusation	often	applied	to	investigative	reporting	in	Ecuador38	—the	
Communications	Law	also	grants	the	media	and	communications	regulator,	the	Superintendency	of	
Information	and	Communications	(Supercom),	the	power	to	audit,	intervene,	and	control	all	infor-
mation	and	media,	as	well	as	to	enforce	regulations	governing	information	and	communications.39	
Follow-up	legislation	in	2014	exempted	bloggers	and	social	media	users	from	regulation	under	the	
Communications	Law,	but	extended	the	law	to	cover	“all	media	with	an	online	presence.”40

In	practice,	Supercom	has	not	aggressively	pursued	digital	media	under	the	Communications	Law;	
however,	fines	and	corrections	targeting	print	media	may	also	affect	the	online	edition	of	the	pub-
lication	in	question.	Additionally,	the	Communications	Law	holds	websites	liable	for	content	posted	
on	their	sites	by	third	parties.	News	outlets	that	have	allowed	readers	to	post	comments	critical	of	
the	Correa	administration	on	the	comments	sections	of	their	websites	have	faced	removal	requests,	
and	many	newspapers	have	closed	their	comments	section	entirely.	Even	before	the	Communica-
tions	Law,	some	outlets	reported	receiving	letters	from	the	executive	branch	demanding	that	editors	
or	website	administrators	delete	content.41

Reforms	to	Ecuador’s	electoral	law	in	2012	also	have	the	potential	to	affect	speech.	The	reform	

36	 	This	event	happened	outside	of	the	coverage	period	of	the	report.
37	 	Committee	to	Protect	Journalists,	“CPJ	dismayed	by	approval	of	media	law	in	Ecuador,”	press	statement,	June	14,	2013,	
http://cpj.org/x/5592.		
38	 	Gina	Yauri,	“Ecuador	Passes	Controversial	Communications	Law,”	trans.	Marianna	Breytman,	Global Voices	,	June	19,	2013,	
http://bit.ly/1Lrt8JB.		
39	 	Martínez,	“Ecuador’s	Controversial	Communications	Law	In	8	Points.”
40	 	The	entire	secondary	law	can	be	downloaded	at	the	Council	of	Communications:	Cordicom:	http://www.cordicom.gob.ec/
wp-content/uploads/downloads/2014/01/pdf-decreto_214-21-ene-2014.pdf	
41	 	Silvia	Higuera,	“Government	of	Ecuador	asks	paper	to	‘filter’	reader	comments,”	Journalism in the Americas Blog,	Knight	
Center	at	The	University	of	Texas	Austin,	January	30,	2013,	http://bit.ly/1LIka6k.		
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banned	biased	coverage	of	candidates,	which	may	discourage	media	outlets	from	publishing	in-
depth	investigative	articles.	Under	the	law,	the	media	is	also	not	allowed	to	cover	the	election	during	
the	two	days	before	the	election	begins	and	on	election	day	itself.	Although	reports	suggest	that	
this	law	has	affected	how	media	organizations	reported	on	the	2013	elections,	there	is	no	informa-
tion	about	whether	the	law	has	resulted	in	the	removal	or	prior	censorship	of	digital	content.42

The	Spanish	copyright	infringement	firm	Ares	Rights	has	come	under	fire	for	its	issuance	of	take-
down	notices	on	behalf	of	the	Ecuadorian	government.	In	September	2014,	both	Facebook	and	You-
Tube	removed	a	video	called	“Lo	que	Correa	no	quieres	que	veas”	(“What	Correa	doesn’t	want	you	
to	see”),	which	included	images	of	police	repression	during	student	protests	that	month	interposed	
with	statements	by	President	Correa	praising	the	police.	YouTube	reinstated	the	video	in	October	
after	an	appeal	by	the	author.43	Most	recently,	in	May	2015,	a	takedown	notice	from	Ares	Rights	
caused	the	removal	of	the	YouTube	page	of	the	digital	rights	group	Usuarios	Digitales	(“Digital	Us-
ers”),	although	it	was	quickly	restored.	44	Ares	Rights	has	issued	requests	for	the	removal	of	more	
than	a	dozen	photos,	videos,	and	documents	that	painted	the	government	in	an	unflattering	light.45

	In	July	2014,	activists	in	Ecuador	reported	the	suspension	of	four	Twitter	accounts	known	to	be	
critical	of	the	government,	although	it	is	still	unclear	what	motivated	these	suspensions	or	whether	
they	were	triggered	by	legitimate	violations	of	the	company’s	terms	of	use.46		In	November	2014,	the	
politically	active	Twitter	user	Diana	Amores	denounced	Twitter	for	suspending	her	account	due	to	a	
copyright	infringement	claim	issued	by	Ares	Rights.	Her	account	was	previously	suspended	in	April	
2014	after	she	retweeted	a	letter	from	the	president	to	the	people	of	Quito	during	local	elections	in	
January.	On	both	occasions,	Amores’	account	was	restored	after	Twitter’s	evaluation	of	the	copyright	
infringement	law	concluded	that	it	had	been	used	incorrectly.47

Media, Diversity, and Content Manipulation  

Although	the	2013	Communications	Law	gives	the	government	broad	authority	to	censor	media	
content,	Supercom	has	almost	exclusively	used	the	law	to	sanction	privately-owned	traditional	me-
dia	outlets,	which	are	mostly	offline.	As	these	sanctions	curtail	investigative	reporting	in	traditional	

42	 	John	Otis,	“Electoral	law	dulls	reporting	as	Correa	nears	re-election,”	Committee	to	Protect	Journalists	(blog),,	February	12,	
2013,	http://cpj.org/x/52d9.	
43	 	Elisa	Vásquwz,	“Ecuador	recurre	a	leyes	de	EE.UU.	para	censurer	contenidos	críticos	al	regimen	de	Correa,”	[in	Spanish]	
PanAm Post,	October	9,	2014,	http://bit.ly/1isZPKR;	Cristina	Luis,	“Periodistas	en	Latinoamérica:	riesgo	y	lucha	contra	el	poder,”	
[in	Spanish]	El Mundo, December	12,	2014,	http://mun.do/12K86D2	.	
44	 	Usuarios	Digitales,	Facebook	Post,	May	4,	2015,	12:40	PM,	http://on.fb.me/1FaOud8;	“@MashiRafael:”Vamos	a	igualar	el	
costo	de	interconexión”	(14	Ene	2012)	#TarifasPlanas,”	[in	Spanish],	YouTube	video,	2:59,	published	by	Canal-	Usarios	de	Internet	
en	Ecuador,	January	14,	2014,	http://bit.ly/1FaOBVW.	
45	 	Simeon	Tegel,	“Is	Ecuador’s	anti-imperialist	president	using	US	copyright	law	to	censor	online	critics,”	Global Post,	January	
23,	2015,	http://www.globalpost.com/dispatch/news/regions/americas/150116/ecuador-critics-social-media-copyright;	See	
also:	Tech	Dirt,	Ecuador	Using	Copyright	to	Try	to	Take	Down	Leaked	Documents	About	its	Surveillance	Practices,	June	28,	2013,	
http://www.techdirt.com/articles/20130627/22382723648/ecuador-using-copyright-to-try-to-take-down-leaked-documents-
about-its-surveillance-practices.shtm
46	 	Anneke	Ball,	“No	Tweets	for	You:	Correa’s	Opponents	Censored,”	PanAm Post,	July	25,	2014,	http://panampost.com/
anneke-ball/2014/07/25/no-tweets-for-you-correas-opponents-censored/;
“Cuatro	cuentas	criticas	al	gobierno	de	Ecuador	fueron	suspendidas	por	Twitter,”	[Four	accounts	critical	of	the	Ecudorean	
government	were	suspended	on	Twitter],	El Universo, July	24,	2014,	http://bit.ly/1l0Tn8R.	
47	 	Simeon	Tegel,	“Is	Ecuador’s	anti-imperialist	president	using	US	copyright	law	to	censor	online	critics,”	Global Post,	January	
23,	2015,	http://bit.ly/1B8GdAu;	See	also	“Twitter	suspende	cuenta	de	Diana	Amores,	otra	vez”	[Twitter	Suspends	Diana	
Amores’s	Account,	Again]		La República,	November	18,	2014,	http://bit.ly/1OpO5X3;	See	also	Fundamedios,	“Twitter	suspende	
por	tercera	vez	cuenta	de	usuaria	un	día	antes	de	jornada	de	protestas,”	[Twitter	suspends	a	user’s	account	for	the	third	time	
the	day	before	a	day	of	protests]	news	release,	November	19,	2014,	http://bit.ly/1MEyEKf.	
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media,	online	media—especially	social	media,	blogging,	and	reporting	by	citizen	journalists—has	
actually	taken	on	a	greater	role	in	Ecuador’s	media	landscape.48	In	2014	and	2015,	the	environment	
for	digital	media	outlets	was	much	less	restricted	than	that	of	print	and	broadcast	media.	Neverthe-
less,	there	are	signs	that	the	government	is	extended	its	control	online	through	the	use	of	trolls	to	
manipulate	content	on	social	media.	An	order	of	prior	censorship	during	one	national	emergency	
also	extended	to	regular	social	media	users,	potentially	restricting	free	expression	about	an	import-
ant	national	concern.

Although	there	is	no	clear	case	of	the	government	using	the	Communications	Law	to	target	digital	
media	publications	or	to	target	exclusively	online	content,	the	government’s	broader	restrictions	on	
traditional	media	outlets	likely	affect	digital	content	associated	with	these	outlets	both	by	encour-
aging	self-censorship	and	by	restricting	financial	resources	for	independent	media.	For	example,	al-
though	offline	material	has	been	the	primary	target	of	sanctions	in	the	past,	newspapers	seeking	to	
avoid	sanctions	may	avoid	publishing	controversial	articles	in	both	the	offline	and	online	editions	of	
their	newspapers.	

Under	the	Communications	Law,	the	regulator	has	fined	newspapers	for	content	that	was	critical	of	
the	government	and	has	even	meted	out	fines	to	media	outlets	for	failing	to	cover	events	that	might	
generate	positive	publicity.49	In	the	two	years	that	the	Communications	Law	has	been	in	effect,	Su-
percom	has	issued	313	resolutions,	affecting	198	media	outlets	and	resulting	in	185	financial	sanc-
tions	against	outlets.50	Another	study	of	Supercom	rulings	found	that	only	one	public	media	outlet	
has	ever	been	sanctioned.51	Fines	on	newspapers	for	violations	of	the	Communications	Law,	and	the	
associated	legal	battles,	may	sap	resources	from	independent	media	outlets.	This	economic	impact	
on	private	media	may	be	exacerbated	by	the	fact	that	some	companies	appear	reluctant	to	advertise	
in	media	that	is	critical	of	the	government.52

In	early	2014	the	popular	humorist	Xavier	Bonilla	(known	as	Bonil)	published	a	cartoon	in	both	the	
print	and	online	editions	of	the	newspaper	El Universo	satirizing	the	police	raid	on	the	home	of	
Francisco	Villavicencio.	The	cartoon,	which	went	viral,	was	posted	and	retweeted	on	social	media	
thousands	of	times	before	Bonil	and	El Universo	were	charged	with	violating	provisions	of	the	2013	
Communications	Law.53	Bonil	was	also	ordered	to	issue	a	formal	correction	of	his	cartoon,	and	El 
Universo	was	fined	two	percent	of	its	earnings	for	the	three	months	prior	to	the	verdict.54	As	of	May	
2015	the	defense	appeal	is	still	pending;	however,	in	the	corrected	version	of	his	cartoon,	which	was	
meant	to	portray	only	the	facts	as	reported	by	the	authorities,	Bonil	once	again	managed	to	criticize	

48	 	Examples	of	new	blogs	include:	estadodepropaganda.com,	insulabarataria.wordpress.com,	and	sentidocomun.com.	
49	 	Rebeca	Morla,	“Ecuadorian	Newspaper	Still	Fined	for	Nothing,”	PanAm Post,	May	25,	2015,		http://bit.ly/1KvHYtf.	
50	 	Teresa	Mioli,	“Sanciones	contra	medios	independientes	continúan	en	Ecuador	luego	de	dos	años	de	la	Supercom,”	
[Sanctions	against	independent	media	continue	in	Ecuador	after	two	years	of	Supercom],	Blog Periodismo en las Americas,	
Knight	Center	at	The	University	of	Texas	Austin,	July	6,	2015,	http://bit.ly/1L0K0YL.	
51	 	Fundamedios,	Dos	Años	de	la	Ley	de	Comunicación:	Las	cifras	más	allá	de	la	propaganda	oficial,”	[Two	Years	of	the	
Communications	Law:	The	stats	beyond	the	official	propaganda],	news	reléase,	June	24,	2015,		http://bit.ly/1QtidhT.	
52	 	John	Otis,	“Ecuador’s	year-old	media	law	stifles	in-depth	reporting,”	The	Committee	to	Protect	Journalists	(blog),	June	24,	
2014,	http://cpj.org/x/5ba8.	
53	 	The	incident	was	covered	both	in	Ecuador	and	in	the	region.	In	Spain	and	Colombia:	“El	caricaturist	sancionado	en	Ecuador	
rectifica	pero	mantiene	su	humor,”	[in	Spanish]	Internacional,	February	5,	2014,	http://bit.ly/N5ehd4;	Peru:	“Ecuador:	Bonil	
rectifica	caricature	que	molest	a	Correa,”	[in	Spanish]	El Comercio,	february	5,	2014,	http://bit.ly/1Wdzuzk.	
54	 	AP,	“’Bonil,’	indignado	por	sancion	de	la	Supercom”	[‘Bonil,’	Outraged	by	Supercom	Sanctions]	El Comercio,	February	3,	
2014,	http://bit.ly/1QTvDEH.	
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the	government	with	an	overly	polite	rendition	of	the	raid	that	made	light	of	the	request	to	formally	
correct	his	cartoon.55	

In	February	2015,	Bonil	was	sanctioned	and	ordered	to	correct	his	work	a	second	time	under	the	
Communications	Law	after	he	published	a	cartoon	mocking	a	congressman,	which	the	regulator	
deemed	to	be	discriminatory.56	Apparently,	however,	the	sanction	did	not	lead	to	removal	of	the	on-
line	content:	as	of	May	2015,	it	was	possible	to	see	the	originals	of	both	sanctioned	cartoons	on	El 
Universo’s website,	as	well	as	the	correction	of	the	cartoon	satirizing	the	raid	on	Villavicencio.57

Although	the	Communications	Law	exempts	social	media	users	from	sanctions,	the	government	has	
begun	censoring	social	media	users	through	other	means.	In	one	particularly	concerning	case,	the	
government	completely	prohibited	discussion	about	a	national	emergency,	not	only	for	the	media	
but	also	for	individual	social	media	users.	On	August	15,	2015,	President	Correa	signed	a	decree	
declaring	a	state	of	emergency	when	a	volcano,	Cotopaxi,	located	50	km	south	of	Quito,	began	
spewing	ash	after	73	years	of	inactivity.	In	the	decree,	the	government	prohibited	the	media	and	
social	media	users	from	discussing	the	volcano	in	order	to	“avoid	rumors	and	disinformation.”58	Free	
speech	organizations	roundly	condemned	this	action	for	undermining	the	role	of	the	media	in	pro-
tecting	people	from	disaster,	disseminating	information,	and	holding	the	government	accountable	
for	its	response.

Legislation	introduced	to	Ecuador’s	National	Assembly	in	June	2014	would	create	a	constitutional	
amendment	to	classify	communications	as	a	public	service.	Although	the	2013	Communications	
Law	already	has	a	similar	provision,	a	constitutional	amendment	would	cement	and	strengthen	this	
principle.	Free	speech	advocates	worry	that	the	amendment,	which	was	still	under	debate	as	of	May	
2015,	would	erode	free	speech,	as	the	government	might	expand	the	use	its	regulatory	powers	to	
determine	content.59

Social	media	is	extremely	politicized	in	Ecuador,	and	the	government	has	regularly	encouraged	
social	media	users	to	attack	individuals	who	insult,	threaten,	or	criticize	the	government.	The	most	
notable	case	occurred	in	January	2015	when	President	Correa	criticized	three	social	media	users	in	
his	weekly	presidential	address.60	Shortly	after	the	president	called	out	critics,	the	government	an-
nounced	the	creation	of	a	website,	Somos	Mas (“We	Are	More”).	According	to	a	government	news	
bulletin,	the	purpose	of	Somos	Mas	is	to	connect	followers	to	“government	campaigns	aimed	at	
democratizing	access	to	media	and	ending	abuses	on	social	media”	and	“to	create	a	front	against	
attacks	from	people,	who	hiding	in	anonymity,	are	always	present	in	virtual	spaces.”61	Critics	argued	
that	this	website	would	encourage	followers	to	reveal	private	information	about	anonymous	social	
media	users	and	would	unleash	thousands	of	trolls	to	harass	government	critics.62	Although	the	

55	 	Reporters	Without	Borders,	“Bonil	Rectifies	with	Sarcastic	Cartoon,”	February	3,	2014,	http://bit.ly/1ajKwz4.	
56	 	Committee	to	Protect	Journalists,	“Ecuador	issues	sanctions	for	cartoon	mocking	congressman,”	February	23,	2015,	http://
cpj.org/x/5f15.	
57	 	“Caricaturas,”	[Caricatures]	El Universo, http://www.eluniverso.com/caricaturas.	
58	 	Reporters	Without	Borders,	“Why	is	Ecuador	Censoring	Coverage	of	Volcano’s	Activity,”	August	18,	2015,	http://bit.
ly/1KuojdA.	
59	 	John	Otis,	“How	Ecuador’s	plans	to	make	communications	a	public	service	is	threat	to	free	press,”	Committee	to	Protect	
Journalists (blog),	January	20,	2015,	http://cpj.org/x/5eaf.	
60	 	AP,	“Ecuador	President’s	Social	Media	Counter	Attack,”	New York Times,	February	2,	2015,	http://nyti.ms/1V5MFjr.	
61	 	“Únase	www.somosmas.ec,	por	la	verdadera	libertad	de	expresión	en	las	redes	sociales,”	[Sign	up	www.somosmas.ec,	for	
the	true	liberty	of	expression	in	social	networks],	El Ciudadano,	February	1,	2015,	http://bit.ly/1j30mno.		
62	 	Rebecca	Morla,	“Ecuador’s	Correa	Recruits	Legion	of	Social	Media	Trolls,”	PanAm Post,	January	26,	2015,		http://bit.
ly/1QTzykP.	
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Somos	Mas	initiative	ultimately	failed	to	catch	on	and	gather	the	army	of	hoped-for	supporters,	the	
direct	involvement	of	the	executive	in	implicitly	encouraging	harassment	and	attacks	on	anonymity	
is	concerning.63

The	Ecuadorian	government	has	also	been	accused	of	manipulating	conversations	online	via	pro-
government	commentators,	reportedly	employed	to	counter	opposition	voices.	In	2012,	a	series	of	
interviews	with	government	insiders	and	investigative	journals	pointed	to	the	existence	of	a	digital	
army	slandering	and	discrediting	dissidents	online.64	Unconfirmed	reports	in	2015	also	detailed	the	
existence	of	online	users	employed	to	monitor	and	respond	to	opposition	social	media	with	progov-
ernment	propaganda.	65

The	new	telecommunications	law,	passed	in	February	2015,	protects	net	neutrality	in	principle		and	
states	that	access	providers	cannot	“restrict,	block,	interfere,	discriminate,	hinder,	prioritize,	or	restrict	
the	rights	of	their	users	or	subscribers	to	use,	send,	receive	or	offer	any	content,	application,	devel-
opment	or	legal	service	through	the	internet.”	Civil	society	groups,	however,	have	raised	concerns	
that	these	protections	are	weakened	by	other	provisions	in	the	law	which	providers	may	be	able	
to	exploit	as	loopholes	to	net	neutrality.66	In	April	2015,	the	Ministry	of	Telecommunications	ruled	
that	mobile	internet	providers	could	not	limit	calls	on	WhatsApp,	after	several	mobile	providers	had	
proposed	limiting	this	service	in	certain	plans.	The	Ministry	cited	the	new	telecommunications	law’s	
protections	of	net	neutrality	as	the	basis	for	its	ruling.	67	

Digital Activism 

During	late-2014	and	early-2015,	a	controversial	constitutional	revision	and	financial	shortages	
triggered	protests	and	social	movements	across	Ecuador.68	By	summer	of	2015,	protests	over	these	
issues,	as	well	as	proposed	tax	increases,	gathered	steam,	and	a	series	of	mobilizations	brought	
thousands	of	people	into	the	streets.69	Social	media	has	taken	on	a	central	role	in	activism	and	cit-
izen	reporting	in	the	context	of	these	demonstrations.70	Earlier	in	the	year,	social	media	users	and	
internet	freedom	organizations	also	rallied	to	defend	social	media	users	targeted	by	the	president	
and	government	supporters.	

President	Correa’s	targeted	attacks	on	the	Facebook	page	Crudo	Ecuador	galvanized	many	people	
to	defend	it	and	internet	freedom	more	broadly	(see	Intimidation	and	Violence).	After	the	president	
appeared	to	encourage	followers	to	“dox”	anonymous	online	critics,	exposing	their	identifying	in-

63	 	AP,	“Ecuador	President’s	Social	Media	Counter	Attack.”	
64	 	“Dirigente	de	SP	RevelaSupuesto	‘Ejercito’	de	CuentasFalsaen	Ecuador”	[SP	Reveals	Alleged	‘Army’	of	Fake	Accounts	
in	Ecuador],	El Universo,	February	28,	2012,	http://bit.ly/1Fpv83Q;	Maca	Lara-Dillon,	“Inedito:	Gobierno	de	Ecuador	
HabriaMontado	un	‘Troll	Center’”	[Unpublished:	Government	of	Ecuador	has	Set	Up	a	Troll	Center]	Pulso Social,	March	1,	2012,	
http://bit.ly/1gGxkrY;	“Rafael	Correa	Asked	the	SENAIN	to	Investigate	Twitter	Accounts,”	Ecuador Times,	January	25,	2013,	http://
bit.ly/1OLhbzd.	
65	 	Rebecca	Morla,	“Correa’s	Social-Media	Troll	Center	Exposed	in	Quito,”	March	25,	2015,	http://bit.ly/1N9vv2f.	
66	 	For	example,	one	digital	rights	activist	has	raised	concerns	about	Article	22	of	the	law,	which	allows	providers	toestablish	
tariff	plans	consisting	of	one	or	more	services	or	products	of	one	or	more	services.	Andrés	Delgado,	“La	neutralidad	de	la	red	se	
debilita	en	Ecuador,”	[in	Spanish]		Digital Rights Latin America and the Caribbean (LAC),	January	31,	2015,	http://bit.ly/1OeLeNe.	
67	 	“Operadoras	en	Ecuador	no	pueden	limitar	funcionalidad	de	llamadas	por	WhatsApp,”	El Telegrafo,	April	30,	2015,	http://
bit.ly/1LrzRmK.	
68	 	Mercedes	Alvaro,	“Protesters	in	Ecuador	Demonstrate	Against	Correa’s	Policies,”	The Wall Street Journal,	June	25,	2015,		
http://on.wsj.com/1LKZtIG.	
69	 	AP,	“General	strike	hits	Ecuador	in	Correa	protest,”	Deutsche Welle, http://bit.ly/1FaX2Ra;	Reuters,	Protest	Roil	Ecuador	
Ahead	of	Pope	Francis’	Visit,”	NBC News,	July	4,	2015,	http://nbcnews.to/1L0NbQn.	
70	 	Velazco,	“The	Internet,	a	Staging	Post	for	Protests	in	Ecuador	Under	Threat.”
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formation	to	facilitate	harassment,	several	internet	freedom	organizations	drafted	and	signed	the	
Manifesto	for	the	Freedom	of	Expression,	Anonymity,	and	Online	Privacy	in	Ecuador,	a	defense	of	the	
decentralized	internet	and	online	anonymity.71	

Internet	and	digital	rights	organizations	celebrated	a	partial	victory	after	the	new	penal	code	went	
into	effect	in	August	2014.	Although	it	contains	several	concerning	provisions	(see	Legal	Environ-
ment),	the	code	went	into	effect	without	some	of	the	most	controversial	anti-privacy	provisions	as	
a	result	of	digital	activism.	In	2013,	the	internet	activist	organizations	Usuarios	Digitales	(“Digital	
Users”),	Apertura	Radical	(“Radical	Openness”),	and	Asociación	de	Software	Libre	del	Ecuador	(“Ecua-
dor	Association	of	Free	Software”)	launched	a	campaign	on	social	media	under	the	hashtag	#Inter-
netLibre	to	lobby	against	the	proposed	surveillance	provisions	in	Article	474	of	the	proposed	penal	
code.72	Had	the	new	penal	code	been	approved	with	Article	474	intact,	ISPs	would	have	been	forced	
to	record	all	user	activity—including	IP	addresses—for	six	months,	and	cybercafes	would	also	have	
been	required	to	install	surveillance	equipment	in	order	to	record	video	footage	of	customers.73	Due	
in	large	part	to	civil	society	action,	legislators	removed	Article	474	before	the	new	penal	code	was	
passed	in	November	2013.74

Despite	a	mixed	record	on	internet	freedom,	the	Ecuadorian	government	has	created	some	prom-
ising	initiatives	to	promote	open	government	and	online	citizen	participation	on	issues	related	to	
internet	freedom	and	privacy.	In	February	2014,	for	example,	the	National	Secretary	for	Higher	Edu-
cation,	Innovation	and	Technology	launched	the	region’s	first	wiki	legislation	project	(WikiCOESC+i).	
This	freely	accessible	site	allowed	citizens	of	Ecuador	and	other	nations	to	propose	changes	to	the	
Organic	Code	for	Social	Economy	of	Knowledge	and	Innovation,	with	the	goal	of	designing	a	frame-
work	for	the	“inclusive	and	democratic”	development	of	an	open	knowledge	society.75	More	than	
16,000	users	participated	in	the	creation	of	this	legal	code,	which	underwent	more	than	40,000	text	
edits.	In	June	2015,	the	resulting	Innovation	Code,	which	classifies	internet	as	a	basic	service	and	
significantly	reforms	Ecuador’s	intellectual	property	regulation,	was	presented	to	the	legislative	as-
sembly	for	debate.76

Violations of User Rights

Although prosecutions and physical attacks against online users are rare in Ecuador, some users have 
faced harassment and threats, government surveillance, and technical attacks. In 2015, President 
Correa targeted critical social media users in his televised presidential address, encouraging followers 

71	 	Agencia	de	Noticias	Medio	a	Medio.	“Ecuador:	Usuarios	digitales	pronuncian	por	la	libertad	de	la	expresión	en	internet,”	
February	5,	2015,	http://bit.ly/1QTCttS.	
72	 	Usuarios	Digitales,	Campaign	launched	on	Facebook:	https://www.facebook.com/InternetEcuador;	See	also:	GKillCity.com,	
“Free	Internet,”	November	18,	2013,	http://gkillcity.com/dossier/internet-libre
73	 	Juan	Arellano,	“Ecuadorian	Activists	Say	No	to	Cybercafe	Surveillance,”	trans.	Victoria	Robertson,	Global Voices Advocacy,	
November	19,	2013,	http://bit.ly/1L0NTNi.		
74	 	“[2013	Assessment]	Privacy	and	Surveillance	in	Ecuador,”	trasn.	Amalia	Toledo,		Digital Rights LAC,	January	28,	2014,	http://
bit.ly/1WdEcgl.	
75	 	Secretaria	de	Educacion	Superior,	Ciencia,	Tecnologia	e	Innovacion,	Código	Orgánico	de	Economía	Social	del	
Conocimiento	e	Innovación	[Organic	Code	for	Social	Economy	of	Knowledge	and	Innovation]	accessed	April	21,	2014,	http://bit.
ly/1mjp29X.	
76	 	This	event	occurred	after	the	formal	coverage	period	for	this	report.	“Código	INGENIOS	llega	al	Legislativo	para	cambiar	
“la	historia”	y	fomentar	el	conocimiento	en	Ecuador,”[Innovation	Code	arrives	in	the	legislatura	to	change	‘history’	and	spur	
knowledge	in	Ecuador],	Public	Agency	of	News	from	Ecuador	and	South	America,	June	4,	2015,	http://bit.ly/1V5LCVZ;		See	also	
Andrés	Jaramillo,	“Código	Orgánico	de	la	Economía	del	Conocimiento	ecuatoriano	será	presentado	en	la	Asamblea,”	[Organic	
Code	of	the	Knowledge	Economy	will	be	presented	in	the	Assembly]	El Comercio,	May	24,	2015,	http://bit.ly/1NOOqm5.		
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to dox anonymous users. The president’s statements contributed to an environment of harassment, in 
which multiple social media users faced online and offline threats. In August 2014, the new penal code 
entered into force. Although the penal code eliminates some charges for defamation, it retains several 
provisions that limit freedom of expression. 

Legal Environment 

Ecuador’s	constitution	guarantees	“universal	access	to	information	technologies	and	communica-
tion”	(Article	16.2),	and	confers	the	ability	to	exercise	one’s	right	to	communication,	information,	and	
freedom	of	expression	(Article	384).77	The	country,	however,	faces	several	threats	to	free	expression,	
including	criminal	provisions	against	libel,	government	regulation	and	oversight	of	media	content,	
and	concerns	about	judicial	independence.78

In	August	2014,	the	new	penal	code	entered	into	force.	Although	it	eliminates	criminal	charges	for	
insult,	it	retains	criminal	charges	for	slander	and	libel,	as	well	as	restrictions	on	social	protests	and	
privacy	protections	that	some	critics	worry	may	limit	investigative	reporting	and	whistleblowing.79	
Article	179	establishes	a	prison	sentence	of	six	months	to	a	year	for	any	person	“who,	by	virtue	of	
his/her	state	or	office,	employment,	profession,	or	art,	has	knowledge	of	a	secret	whose	divulgement	
might	cause	harm	to	another	and	reveals	it.”	The	article	makes	no	exception	for	revealing	informa-
tion	for	the	public	interest.	Article	229	places	further	restrictions	on	divulging	information	by	ban-
ning	the	revelation	of	registered	information,	databases,	or	archives	through	electronic	systems	in	a	
way	that	violates	the	intimacy	or	privacy	of	someone	else.	Again,	there	is	no	exception	in	this	article	
for	whistleblowers	or	journalists.	Article	307	establishes	a	penalty	of	five	to	seven	years	in	prison	for	
creating	economic	panic	by	“publishing,	spreading,	or	divulging	false	news	that	cause	harm	to	the	
national	economy	in	order	to	alter	the	prices	of	goods.”80

The	2013	Communications	Law	grants	a	government	media	oversight	committee	the	power	to	reg-
ulate	media	and	issue	civil	and	criminal	penalties	to	journalists	or	media	outlets	who	fail	to	report	in	
a	manner	that	the	regulator	deems	fair	and	accurate.	Although	the	law	has	not	been	used	to	target	
or	fine	exclusively	digital	media	outlets,	Article	3	of	the	law	expands	the	regulator’s	control	to	“all	
media	with	an	online	presence.”	The	vague	language	in	the	law	raises	concerns	that	it	will	be	used	
to	target	online	media	in	the	future	(see	Content	Removal	and	Media,	Diversity,	and	Online	Content	
Manipulation).

Prosecutions and Detentions for Online Activities 

There	were	no	known	cases	of	journalists	or	online	users	being	jailed	or	detained	for	online	speech.	
One	isolated	instance	of	a	user	being	sentenced	in	a	civil	court	to	15	to	30	days	of	jail	time	for	online	
defamation	was	quickly	dismissed	upon	appeal.	Nevertheless,	the	legal	harassment	of	offline	jour-
nalists	with	charges	of	criminal	libel	and	other	charges	under	the	2013	Communications	Law	raises	
concerns	that	in	the	future	these	laws	will	be	expanded	to	prosecute	online	reporters.81

77	 	Minesterio	de	Telecomunicaciones	y	Scoiedad	de	la	Información,	“Autoridades	del	MINTEL	se	reunieron	con	usuarios	
digitales”	[MINTEL	Authorities	Met	with	Digital	Users],	news	release,	August	13,	2012,	http://bit.ly/1it9mBB.	
78	 	Human	Rights	Watch,	“Ecuador:	Ensure	Judicial	Independence,”	January	29,	2014,	http://bit.ly/1MEILif.	
79	 	“La	injuria	ya	no	es	delito,”	[Insult	is	no	longer	a	crime]	El Diario,	August	5,	2014,	http://bit.ly/1OpWQjZ.	
80	 	The	text	of	the	new	Penal	Code	can	be	read	here:	Ministerio	de	Justicia,	Derechos	Humanos	y	Cultos,	Código Orgánico 
Integral Penal,	2014,		http://bit.ly/1juCXok.	
81	 	Fundamedios,	“Excandidata	denuncia	a	dos	medios	ante	la	Supercom	y	demanda	penalmente	a	uno	de	sus	directivos,”	[in	
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In	October	2014,	the	Civil	Court	in	the	city	of	Sucúa	sentenced	the	former	city	councilor,	Jaqueline	
González,	to	fifteen	days	in	prison	for	allegedly	posting	a	Facebook	comment	that	denounced	a	land	
conflict,	implicating	an	indigenous	leader	and	a	lawyer	in	the	land	invasion.	González	denied	that	the	
Facebook	account,	which	was	under	the	name	Jakelin	Gonzalez,	even	belonged	to	her.	Despite	this	
contention,	she	was	found	guilty	under	Article	396	of	the	Penal	Code,	which	prohibits	the	proffering	
of	expressions	that	“discredit	or	dishonor”	someone	else	under	penalty	of	a	15	to	30	day	prison	sen-
tence.82	Upon	second	appeal,	González	was	declared	innocent,	and	she	never	served	jail	time.83

Online	writers	have	also	incurred	high	penalties	in	civil	libel	cases.	When	online	blogger	Miguel	
Palacios	Frugone	sued	President	Correa	for	libel	after	the	president	called	him	a	“rapist,”	President	
Correa	responded	in	kind	by	countersuing	Palacios	for	defamation	over	twenty	articles	that	he	pro-
duced	on	his	blog	Desde mi Trinchera (“From	my	Trench”)	criticizing	the	president.	On	July	22,	2015,	
the	National	Court	of	Justice	ruled	in	President	Correa’s	favor	and	ordered	Palacios	to	pay	a	fine	of	
US$46,000	for	“moral	damage”	incurred	by	at	least	two	of	his	online	posts.84

Several	individuals	have	been	arrested	on	charges	that	they	hacked	the	personal	Twitter	or	email	
accounts	of	President	Correa.	In	May	2014,	the	government	detained	two	teenage	boys	on	charges	
of	hacking	the	president’s	Twitter	account;	however,	they	were	released	the	following	morning	due	
to	lack	of	evidence.85	In	December	2013,	President	Correa	announced	that	his	email	had	been	inter-
cepted	by	representative	Cléver	Jiménez	and	online	journalist	Fernando	Villavicencio—both	of	whom	
already	faced	libel	charges	from	a	report	they	wrote	asking	the	Attorney	General	to	investigate	the	
president’s	role	in	ordering	an	armed	intervention	in	a	hospital	during	protests	that	year.	After	raids	
on	their	offices,	they	were	accused	of	high-level	espionage,	although	they	were	never	charged.	As	of	
June	2015,	the	investigation	into	the	espionage	case	was	still	open.86

In	January	2014,	the	court	sentenced	Jiménez	and	Villavicencio	to	eighteen	months	in	prison	for	
libel,	and	both	individuals	went	into	hiding.87	In	March	2015,	however,	the	court	dismissed	charges,	
in	light	of	the	numerous	delays	in	judicial	process	and	changes	in	the	penal	code	eliminating	crimi-
nal	libel.	Carlos	Figueroa,	a	doctor	and	activist	involved	in	the	same	case,	was	also	charged	and	had	
already	completed	a	sentence	of	six	months	in	prison	by	the	time	the	court	reevaluated	the	case.88	
Although	the	libel	charges	pertained	to	an	offline	report,	the	free	speech	organization	Fundamedios	
has	raised	the	possibility	that	Villavicencio	was	targeted	partially	in	retaliation	for	writing	about	cor-
ruption	for	the	online	publication	Plan V.89

Spanish]	June	12,	2014,	http://bit.ly/1OpXz4G.	
82	 	Fundamedios,	“Exconcejala	es	sentenciada	a	15	días	de	prisión	por	un	comentario	en	facebook,”	[in	Spanish]	November	13,	
2014,	http://bit.ly/1KvLJ1S.	
83	 	Interview	with	expert	at	Fundamedios,	July	31,	2015.	
84	 	Belén	Marty,	“Rafael	Correa	Fines	Columnist	for	Libel	and	Calls	Him	a	Rapist,”	PanAm Post,	July	29,	2015,	http://bit.
ly/1OLlF9g;	“Miguel	Palacios	sobre	sentencia	a	favor	del	presidente	Correa:	‘Me	siento	una	hormiga	enfrentando	a	King	Kong’,”	
El Comercio, July	27,	2015,	http://bit.ly/1OLnTFA.	
85	 	Univision	Noticias,	“Dos	jóvenes	son	sospechosos	de	hackear	las	cuentas	de	Rafael	Correa,”	[in	Spanish]	May	30,	2014,	
http://bit.ly/1Jl5HLU.	
86	 	Soraya	Constante,	“Los	condenados	por	injuriar	a	Correa	ya	no	tienen	que	esconderse,	“	[Those	convicted	for	insulting	
Correa	no	longer	have	to	hide],	El País,	March	24,	2015,	http://bit.ly/1KqPo3W.	
87	 	Diego	Cruz,	“Judge	sentences	Ecuadorian	journalist	Fernando	Villavicencio	to	18	months	in	prison,”	Journalism in the 
Americas Blog, The	Knight	Center	at	the	University	of	Texas	Austin,	March	26,	2014,	http://bit.ly/1iIWTui.	
88	 	Soraya	Constante,	“Los	condenados	por	injuriar	a	Correa	ya	no	tienen	que	esconderse.”	
89	 	Sara	Rafsky,“Correa	intensifica	el	conflicto;	ambas	partes	denuncian	ataques	cibernéticos,”	Committee	to	Protect	Journalists,	
(blog),	January	17,	2014,	http://cpj.org/x/5850.	
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Surveillance, Privacy, and Anonymity 

Little	information	is	available	about	the	extent	of	surveillance	in	Ecuador;	however,	the	current	legal	
structure	provides	little	protection	from	the	government	collection	of	metadata.	Civil	society	groups	
have	repeatedly	raised	concerns	about	the	country’s	investments	in	advanced	surveillance	technolo-
gy;	most	recently,	these	concerns	have	centered	on	the	Ecuadorian	government’s	contracts	with	the	
Italian	technology	company	Hacking	Team.	Anonymity	also	came	under	attack	during	the	coverage	
period.	Although	neither	anonymous	nor	encrypted	communications	are	prohibited	in	Ecuador,	in	
January	2015	the	government	encouraged	followers	to	dox	anonymous	social	media	users	who	were	
critical	of	the	government.	The	internet	rights	advocacy	organization	Usuarios	Digitales	strongly	
condemned	this	action	as	a	violation	of	users’	right	to	anonymity	on	the	internet.90	

After	the	security	breach	at	the	Italian	information	technology	company	Hacking	Team	on	July	6,	
2015,	several	sites,	including	WikiLeaks,	published	the	company’s	leaked	email	exchanges.91	The	
revelations	triggered	a	major	scandal	worldwide	because	many	of	the	company’s	clients	were	gov-
ernments	with	a	history	of	human	rights	violations.	In	Latin	America,	Ecuador	appeared	as	one	
of	their	major	customers,	third	only	to	Mexico	and	Chile.	Although	Ecuador’s	intelligence	agency	
denied	having	contracts	with	Hacking	Team,	92	evidence	from	leaked	emails	suggests	that	not	only	
did	the	government	have	contracts	with	the	company	for	surveillance	technology,	it	may	have	used	
this	technology	to	target	opposition	figures	or	activists	with	malware.93	The	Ecuadorian	intelligence	
agency	SENAIN	sent	several	requests	to	a	Hacking	Team	customer	support	engineer	for	assistance	
in	sending	spyware	to	email	and	phone	accounts	that	appear	to	be	linked	to	Carlos	Figueroa,	an	
opposition	activist.	At	the	time,	Figueroa	was	in	hiding	from	the	government	after	being	charged	
with	libel,	in	what	many	regarded	as	a	politically	motivated	case.	Leaked	emails	also	suggest	that	the	
government	used	Hacking	Team	tools	to	develop	documents	booby-trapped	with	malware,	giving	
them	titles	that	reference	the	Yasuni	wilderness	reserve.	Critics	have	raised	concerns	that	these	doc-
uments	may	have	been	created	to	ensnare	environmental	or	indigenous	activists	who	are	involved	in	
protests	against	government	plans	to	drill	for	oil	in	the	reserve.	In	the	wake	of	the	revelations,	sever-
al	journals	and	online	magazines	suffered	distributed	denial-of-service	(DDoS)	attacks	after	publish-
ing	information	regarding	the	leaks.94	

The	Hacking	Team	revelations	have	sparked	a	major	debate	in	traditional	media	outlets	and	on	social	
media.95	In	the	weeks	after	the	leak,	media	activists	and	house	representatives	protested	outside	the	
offices	of	Senain	(National	Intelligence	Office)	located	in	the	suburbs	of	Quito,96	and	protests	against	
the	government,	already	widespread	in	the	summer	of	2015,	began	to	incorporate	demands	for	
transparency	over	surveillance	of	citizens.	

Beyond	the	Hacking	Team	leaks,	there	is	some	evidence	that	the	Ecuadorian	government	has	also	

90	 	Agencia	de	Noticias	Medio	a	Medio.	“Ecuador:	Usuarios	digitales	pronuncian	por	la	libertad	de	la	expresión	en	internet,”	
[in	Spanish]	February	5,	2015,	http://bit.ly/1QTCttS.	
91	 	Kif	Leswing,	“Hacking	Team	Spyware	Leaked	Onto	GitHub,	And	It	Looks	Like	It’s	Going	To	Stay	There,”	International 
Business Times,	July	8,	2015,	http://bit.ly/1Qtxnnb.	
92	 	Diego	Bravo,	“La	Senain	dice	que	no	ha	contratado	a	Hacking	Team,”	El Comercio,	July	10,	2015,	http://bit.ly/1ULJoIK.	
93	 	AP,	“Correction:	Ecuador-Hacking	The	Opposition	Story.”	
94	 		Samuel	Woolley,	“#HackingTeam	Leaks:	Ecuador	is	Spending	Millions	on	Malware,	Pro-Government	Trolls,”	Global Voices,	
August	4,	2015,	http://bit.ly/1QtxU8A.	
95	 	Inteviews	on	the	Channel	1	editorial	journal	with	Andrés	Carrión:	“En	la	Polémica	–	Hacking	Team	y	SENAIN,”	YouTube	
video,	58:05,	published	by		Aldo	Cassola,	July	20,	2015,	https://www.youtube.com/watch?v=_hC4r2mlFX0.	
96	 	Activists	and	opposing	politicians	at	Senains	office	in	Quito:	“Asambleístas	intentaron	ingresar	a	supuestas	instalciones	de	
la	Senain,”	El Universo,	July	15,	2015,	http://bit.ly/1YvzvAK.		
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invested	in	the	purchase	of	other	surveillance	systems.	The	Russian	company	Speech	Technology	
Center	alleged	in	international	media	reports	that	Ecuador	installed	the	world’s	first	biometric	sur-
veillance	system	with	voice	and	facial	identification	capabilities.	Authorities	can	use	this	software	to	
build	up	a	library	of	voiceprints	of	criminals	or	other	individuals	and	then	use	it	to	identify	individu-
als	in	intercepted	calls.97	Documents	have	also	surfaced	detailing	government	attempts	to	purchase	
surveillance	drones	from	overseas	contractors.98	The	government	has	defended	its	right	to	conduct	
surveillance	in	criminal	investigations,	but	has	said	that	it	does	not	engage	in	such	activities	for	po-
litical	purposes.99	To	date,	the	administration	has	neither	confirmed	nor	denied	reports	of	the	instal-
lation	of	a	biometric	surveillance	system	or	of	attempts	to	purchase	drones	for	surveillance.100	

Ecuador’s	legal	framework	provides	the	government	with	broad	authority	to	request	user	informa-
tion	without	judicial	oversight.	The	2015	Organic	Law	on	Telecommunications	guarantees	user	pri-
vacy	and	requires	service	providers	to	notify	users	in	the	case	of	third	party	interception	of	commu-
nications.	Despite	such	positive	provisions,	however,	Article	84	says	that	service	providers	must	give	
authorities	access	to	data	for	the	purpose	of	investigating	crimes.101	The	article	says	that	Arcotel	will	
establish	the	necessary	provisions	for	access	to	this	data	at	a	future	date,	but	it	is	not	clear	that	the	
law	will	require	a	judicial	order	for	access	to	data.	This	is	consistent	with	previous	telecommunica-
tions	regulations.	In	2012,	the	Telecommunication	Service	Subscribers	and	Added	Value	Regulation	
Resolution	authorized	the	telecommunications	regulator	to	track	IP	addresses	from	ISP	customers	
without	a	judicial	order.102	In	2013,	civil	society	successfully	blocked	a	government	initiative	that	
would	have	required	ISPs	to	record	and	store	all	user	data	for	six	months	and	would	have	forced	
cybercafes	to	record	video	footage	of	customers.103

Although	cybercafes	do	not	have	to	film	users,	the	government	requires	that	cybercafe	users	regis-
ter	with	the	Ministry	of	Telecommunications	with	their	full	name,	phone	number,	passport	number,	
voting	certificate	number,	email	address,	and	home	address.	Users	must	also	agree	to	terms	that	
stipulate	that	all	information	entered	into	the	database	during	use	falls	under	the	jurisdiction	of	the	
telecommunications	regulator.104	If	a	user	infringes	on	the	terms	and	criminal	charges	are	applicable	
to	the	transgression,	the	user	will	be	prosecuted	under	Ecuador’s	penal	code.

Intimidation and Violence 

Although	levels	of	harassment	and	violent	threats	against	journalists	did	not	reach	the	same	levels	in	

97	 	Ryan	Gallagher,	“Ecuador	Implements	‘World’s	First”	Countrywide	Facial-	and	Voice-	Recognition	System,”	Future Tense 
(blog),	Slate,	December	12,	2012,	http://slate.me/1j38Tqj;	See	also:	Planet	Biometrics,	“Ecuador	deploys	nationwide	voice	and	
face	biometrics	ID	system,”	November	12,	2012,	http://bit.ly/1iIY4Kh.	
98	 	Rosie	Gray	and	Adrian	Carrasquillo,	“Exclusive:	Documents	Illuminate	Ecuador’s	Spying	Practices,”	Buzzfeed, June	25,	2013,	
http://bzfd.it/1FYaind.	
99	 	Rosie	Gray	and	Adrian	Carrasquillo,	“Ecuador	Defends	Domestic	Surveillance,”	Buzzfeed,	June	27,	2013,	http://bzfd.
it/1QTLK4U.	
100	 	Diego	Cupolo,	“Drone	Use	Soars	in	Latin	America,	Remains	Widely	Unregulated,”	Upside Down World,	December	19,	2013,	
http://bit.ly/19VJ2VS.	
101	 	Asamblea	Nacional	Republica	del	Ecuador,	Ley	Orgánica	de	Telecomunicaciones	[Telecommunication	Law]	http://bit.
ly/1Kvdp7W.
102	 	See	Article	29.9;	http://bit.ly/1GPH0aE	
103	 	“[2013	Assessment]	Privacy	and	Surveillance	in	Ecuador,”	Digital Rights LAC,	January	28,	2014,	http://bit.ly/1WdEcgl.	
104	 	The	terms	of	the	agreement	refer	to	Senatel	and	the	superintendence	of	telecommunications,	Supertel.		Although	these	
two	bodies	have	been	subsumed	under	Arcotel,	the	new	telecommunications	authority	established	in	2015,	the	online	form	
used	to	register	cybercafes	has	yet	to	change	the	previous	language	to	indicate	this.		SENATEL,	“Registro	de	CibercafesOn	Line”		
[Registration	of	Cybercafes	Online],	accessed	August	6,	2013,	http://bit.ly/1WdJJ6P.	
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Ecuador	as	in	other	countries	in	the	region,	the	direct	involvement	of	the	president	in	inciting	social	
media	battles,	with	little	concern	about	the	harassment	and	violence	that	could	result,	represents	a	
worrisome	development.	During	the	coverage	period,	social	media	competition	between	pro-gov-
ernment	supporters	and	the	opposition	escalated,	with	both	government	supports	and	critics	issu-
ing	threats	against	one	another,105	and	with	least	one	individual	receiving	death	threats	at	his	home	
after	the	president	repeatedly	called	for	social	media	users	to	criticize	him.	

In	his	weekly	televised	presidential	address	in	January	2015,	President	Rafael	Correa	identified	social	
media	accounts	that	had	used	Twitter	or	Facebook	to	criticize	or	insult	him	and	called	for	his	follow-
ers	to	criticize	these	users	online.106	Among	the	accounts	called	out	by	the	president	was	the	popular	
Facebook	page	Crudo	Ecuador,	which	had	recently	published	a	meme	juxtaposing	an	image	of	the	
President	Correa	shopping	in	an	upscale	European	mall	with	a	declaration	the	president	had	made	
that	online	shoppers	should	be	taxed	for	buying	goods	from	overseas.107	At	the	time,	the	administra-
tor	of	Crudo	Ecuador	was	anonymous,	which	the	president	used	as	ammunition	for	a	broader	attack	
on	online	anonymity.	During	his	address,	Correa	said	“we	are	also	going	to	identify	these	people	to	
see	if	they	are	so	humorous	when	the	whole	world	knows	who	they	are…If	they	send	one	tweet,	we	
will	send	10,000.”108	The	following	week,	President	Correa	announced	the	creation	of	Somos	Mas,	a	
website	where	people	could	share	information	about	social	media	users	who	were	criticizing	the	
government.109	Critics	alleged	that	Correa	was	marshalling	his	followers	for	the	express	purpose	of	
harassing	social	media	users.	

Shortly	after	the	television	announcement,	Twitter	users	doxed	the	administrator	of	Crudo	Ecuador,	
Gabriel	González,	revealing	his	name,	his	address,	his	ID	number,	the	names	of	his	family	members,	
and	a	cell	phone	picture	of	him	taken	at	a	mall.	González	said	that	some	of	this	information	came	
from	confidential	documents	he	filed	to	register	the	Crudo	Ecuador	brand	with	the	Ecuadorian	
Institute	of	Intellectual	Property.110	On	February	19,	2015,	González	shut	down	the	Twitter	account	
of	Crudo	Ecuador	and	stopped	posting	on	the	Facebook	page,	announcing	the	shutdown	with	the	
hashtag	#UstedGanó	(“You	Won”)	and	citing	harassment	and	threats	as	the	motive.	González	also	
posted	a	picture	of	a	bouquet	of	flowers	with	a	threatening	note	that	he	had	received	while	on	vaca-
tion	with	his	family.111	

Although	the	president’s	campaign	against	Crudo	Ecuador	and	other	Twitter	users	gained	more	at-
tention	in	the	international	media	than	previous	campaigns,112	it	was	not	the	first	time	that	the	pres-

105	 	Abuse	of	social	media	users	from	pro-government	supporters	is	well-documented,	but	it	appears	that	in	the	environment	
of	a	highly	polarized	social	media	war,	government	critics	have	also	leveled	threats	and	attacks	against	normal	social	media	
users.	The	Twitter	account	Anonymous	Ecuador	has	begun	identifying	pro-government	supporters	and	encouraging	its	
followers	to	“send	a	greeting	to	this	Correa	supporter,”	often	unleashing	a	flurry	of	criticisms	as	well	as	violent	attacks.	For	
example:	Nueva	Fuerza	Rural,	Facebook	post,	August	20,	2015,	http://on.fb.me/1LrFnpt.	
106	 	Santiago	Estrella,	“El	Gobierno	investiga	a	Crudo	Ecuador	y	este	le	responde	con	otro	meme,”	El Comercio,	January	18,	
2015,		http://bit.ly/1usXg0M.		
107	 	Manuel	Rueda,	“Ecuador’s	president	declares	a	war	on	memes,”	Fusion,	January	22,	2015,	http://fus.in/1EphhIO.	
108	 	“Rafael	Correa	anuncia	creación	de	sitio	web	Somos	+	para	combatir	supuesta	‘campaña	de	desprestigio’	en	redes”	El 
Comercio,	January	24,	2015,	http://bit.ly/1LrGbur.	
109	 	The	website	can	be	accessed	at	www.somosmas.ec		
110	 	As	told	to	Silvia	Viñas	by	Gabriel	Gonzaléz,	“What	Happened	When	I	Joked	About	the	President	of	Ecuador,”	The New 
York Times,	May	1,	2015,	http://nyti.ms/1E2DoiV.	
111	 	As	told	to	Silvia	Viña	by	Gabriel	Gonzaléz,	“What	Happened	When	I	Joked	About	the	President	of	Ecuador,”	The New York 
Times,	May	1,	2015,	http://nyti.ms/1E2DoiV;	Rebeca	Morla,	“Correa’s	Nemesis	Crudo	Ecuador	Shuts	Down	Over	Intimidation,”	
PanAm Post,	February	20,	2015,	http://bit.ly/1RMikqc;	see	also	Crudo	Ecuador’s	Facebook	page	Crudo	Ecuador’s	Facebook	Page,	
last	modified	February	19,	2015,	accessed	June	4,	2015,	http://on.fb.me/1gGMWvw.			
112	 	The	issue	was	widely	publicized	after	it	was	covered	in	the	HBO	show	Last	Week	Tonight	with	John	Oliver.	Last	Week	
Tonight	with	John	Oliver,	“Ecuador’s	Sensitive	President,”	YouTube video,	4:11,	February	9,	2015,	https://www.youtube.com/
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ident	has	marshalled	his	Twitter	followers	to	insult	critics.	On	March	29,	2014,	President	Correa	dis-
paraged	the	journalist	Betty	Escobar—who	had	criticized	his	trip	to	the	United	States	in	a	column	in	
the	newspaper	El Universo—calling	her	a	“hater”	and	a	“coward”	in	his	weekly	televised	address	and	
telling	viewers	to	“check	out”	her	Twitter	username.	On	April	7,	2014,	in	a	threat	closely	resembling	
the	one	later	sent	to	Crudo	Ecuador,	anonymous	individuals	sent	a	threatening	note	and	flowers	to	
Escobar	in	New	York	and	to	her	family	in	Guayaquil	Ecuador.113		In	a	televised	speech	in	February	
2014,	Correa	called	on	his	Twitter	followers	to	insult	the	cartoonist	Bonil	after	he	drew	a	cartoon	
critical	of	the	government.114

Further	incidents	in	2014	and	2015	revealed	harassment	and	threats	that	appeared	after	journalists	
criticized	public	officials	or	the	police.	On	May	17,	2015,	Andrés	Mendoza,	a	journalist	with	the	Agen-
cia Popular de Comunicación Ser Públicos,	received	a	threat	stating	that	he	would	be	killed	within	72	
hours	if	he	did	not	remove	videos	he	had	posted	showing	forced	evictions	in	Guayaquil	and	police	
abuses	during	the	seizure	of	the	Ecuadorian	Teacher’s	Unemployment	Fund.	The	threat	arrived	to	
his	personal	Facebook	account	and	the	email	account	of	Agencia Popular.	Three	days	later,	Mendoza	
received	an	email	referencing	his	funeral.115	In	November	2014,	unknown	individuals	entered	the	
offices	of	the	digital	and	print	media	organization	Cotopaxi Noticias	and	stole	six	computers.116	In	
January	2014,	political	activist,	filmmaker,	and	writer	Carlos	Andrés	Vera,	who	owns	the	popular	blog	
Polificcion,	was	targeted	on	Twitter.	After	his	3-year-old	son	was	threatened,	reportedly	by	a	govern-
ment	representative,	Vera	announced	that	he	would	be	abandoning	online	activism	and	would	be	
removing	himself	from	online	political	debate.117	There	has	also	been	at	least	one	report	of	an	indi-
vidual	dismissed	from	his	work	as	the	result	of	commentary	he	made	on	Twitter.118

Technical Attacks

Accusations	of	data	manipulation,	hacking,	and	other	forms	of	cyberattacks	have	been	leveled	from	
both	government	and	opposition	groups	during	recent	years.	While	such	attacks—which	have	
included	modifications	to	webpages	(defacements),	phishing,	and	the	spread	of	malware—have	
been	sporadic	rather	than	systematic,	they	appear	to	be	on	the	rise.	On	July	7-8,	2015,	at	least	three	
online	news	outlets	reported	DDoS	attacks	after	reporting	on	contracts	that	the	Ecuadorian	govern-
ment	had	with	the	Italian	information	technology	company	Hacking	Team	(see	Surveillance,	Privacy,	
and	Anonymity).119	

watch?v=nMdDykp_KXs.	
113	 	Human	Rights	Foundation,	“Ecuador:	HRF	Condemns	Harassment	of	Journalist	in	NYC	Days	After	She	Was	Vilified	by	
Correa,”	press	release,	May	15,	2014,	http://bit.ly/1OLt48i.	
114	 	John	Otis,	“Pressured	by	government,	Ecuadoran	cartoonist	is	forced	to	adjust,”	Committee	to	Protect	Journalists	(blog),	
July	8,	2014,	http://cpj.org/x/5be5.		
115	 	Fundamedios,	“Periodista	es	amenazado	de	muerte	a	través	de	varios	mensajes,”	[in	Spanish]		May	22,	2015,	http://bit.
ly/1JHtRVs.	
116	 	Fundamedios,	“Roban	material	periodístico	de	medio	de	comunicación,”	[in	Spanish]		November	7,	2014,	http://bit.
ly/1MEOOTX.	
117	 	Carlos	Andrés	Vera,	“Lo	Que	No	Se	Ve,”	[in	Spanish]	PoliFiccion (blog),	February	17,	2014,	http://bit.ly/1LIFjx9;	His	
announcement	was	met	with	sympathy	from	opposition	and	government	supporters	alike,	who	expressed	disgust	that	an	
activist’s	child	would	be	threatened.
118	 	This	event	occurred	outside	the	coverage	period.	See:	Martín	Pallares	es	despedido	de	El	Comercio	por	sus	comentarios	
en	Twitter,	La República,	August	20,	2015,	http://bit.ly/1JbdOvG
119	 	This	event	occurred	outside	of	the	coverage	period	and	therefore	had	no	impact	on	scores.	Samuel	Woolley,	
“#HackingTeam	Leaks:	Ecuador	is	Spending	Millions	on	Malware,	Pro-Government	Trolls,”	GlobalVoices,	August	4,	2015,	http://bit.
ly/1LIus6z.	

266

https://www.youtube.com/watch?v=nMdDykp_KXs
http://bit.ly/1OLt48i
http://cpj.org/x/5be5
http://bit.ly/1JHtRVs
http://bit.ly/1JHtRVs
http://bit.ly/1MEOOTX
http://bit.ly/1MEOOTX
http://bit.ly/1LIFjx9
http://bit.ly/1JbdOvG
http://bit.ly/1LIus6z
http://bit.ly/1LIus6z


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Ecuador

The	websites	of	advocacy	groups	and	news	media	organizations	have	occasionally	been	subject	to	
DDoS	attacks	and	unexplained	disruptions.		On	February	9,	2015,	the	free	speech	organization	Fun-
damedios	announced	that	their	website	suffered	a	DDoS	attack	and	was	down	for	a	day.	The	DDoS	
attack	occurred	a	few	hours	after	the	release	of	the	organization’s	2014	report	on	freedom	of	speech	
violations	in	Ecuador.120	In	the	same	month,	hackers	attacked	the	webpage	of	the	newspaper	La Hora,	
causing	the	site	to	crash	for	a	day.121

In	2014	and	2015,	government	websites	as	well	as	the	personal	email	and	Twitter	accounts	of	gov-
ernment	officials	were	subject	to	cyberattacks	from	individuals	who	identified	with	Anonymous	and	
other	groups.	In	March	2014,	Anonymous	hacked	the	president’s	Twitter	account,	which	it	used	to	
tweet	allegations	of	corruption	against	a	high-level	official	from	the	Ministers	of	Interior	and	the	
Intelligence.	Despite	the	security	breach,	the	account	was	restored	after	a	few	hours.122

120	 	Fundamedios,	“Página	web	de	Fundamedios	es	víctima	de	ataque	cibernético,”	Altertas	entry,	February	9,	2015,	http://
www.fundamedios.org/alertas/pagina-web-de-fundamedios-es-victima-de-ataque-cibernetico/	
121	 	Fundamedios,	“Página	web	de	Fundamedios	es	víctima	de	ataque	cibernético.”
122	 	“La	Cuenta	de	Twitter	del	President	FueHackeada”	[The	Twitter	Account	of	President	Correa	was	Hacked]	El Telegrafo,		
March	27,	2014,		http://bit.ly/O1vvrk.	
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Key Developments: June 2014 – May 2015

• Self-censorship has risen among online journalists and social media users alike (see Me-
dia, Diversity, and Content Manipulation).

• Cybercrime and antiterrorism laws were proposed over the coverage period, criminalizing 
several broad online offenses and sparking fears that the laws could be used to crack 
down on human rights activists and government critics. The antiterrorism law was enact-
ed in August 2015 (see Legal Environment).

• Two online journalists were sentenced to life imprisonment in in April 2015. Abdullah al-
Fakharany and Samhi Mustafa, respectively the executive director and cofounder of the 
news website Rassd, had been in detention since the dispersal of a pro-Mohamed Morsi 
sit-in in August 2013 (see Prosecutions and Detentions for Online Activities).

• At least two users were handed prison sentences for insulting religion online, and LGBT 
users faced arrests for YouTube videos under the crime of “inciting debauchery” (see 
Prosecutions and Detentions for Online Activities).

• Extralegal attacks by angry mobs for religious speech—sometimes with the complicity of 
local security forces—remains a security concern for ordinary users. In May 2015, 18 
members of 5 Christian families were expelled from their homes after one man alleged-ly 
published a Facebook post insulting the prophet Mohamed (see Intimidation and 
Violence). 

Egypt
2014 2015

Internet Freedom Status Partly 
Free

Not 
Free

Obstacles to Access (0-25) 15 14

Limits on Content (0-35) 12 13

Violations of User Rights (0-40) 33 34

TOTAL* (0-100) 60 61

* 0=most free, 100=least free

Population: 87.9 million

Internet Penetration 2014: 32 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: No

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

The internet is increasingly seen as a “security threat” in Egypt, including by newly elected presi-
dent Abdel Fattah el-Sisi.1 Internet penetration has improved very slowly in the country, which has 
been plagued by political uncertainty and economic strife since the 2011 revolution that ousted 
longtime president Hosni Mubarak. Space for political opposition has dwindled both under former 
Islamist president Mohamed Morsi, as well as under President el-Sisi, who as defense minister and 
head of the armed forces removed Morsi from power in June 2013. A new constitution was passed 
by referendum in January 2014, and presidential elections that May brought el-Sisi to power with 
over 90 percent of votes. Since then, he has been ruling by decree, given that there is currently no 
parliament.2

Despite the existence of nominal guarantees in the constitution, the legal environment has tightened 
following the 2013 coup. Restrictions on freedom of assembly were passed in November 2013,3 and 
in September 2014, a new law made it a potentially capital offence to accept funding from foreign 
countries in order to commit an act “harmful to the national interest, or compromising the country’s 
sovereignty,” a broad term that activists and journalists worried could apply to critical reporting or 
online campaigns against human rights abuses. Nongovernmental organizations (NGOs) also face 
increasing pressure under strict laws requiring them to register with the authorities and obtaining 
approval for receiving foreign funding.4 In addition, new cybercrime and antiterrorism laws were pro-
posed that included harsh penalties for broadly worded crimes applicable to online activities, such 
as setting up websites that could be construed as being related to terrorism.5 The antiterrorism law 
was passed in August 2015, despite fervent criticism from local activists and the international human 
rights NGOs. 

Journalists and social media users continue to be prosecuted for political, social, and religious 
speech. In April 2015, Abdullah al-Fakharany and Samhi Mustafa, respectively the executive director 
and co-founder of the news site Rassd, were sentenced to life in prison for their coverage of the vio-
lent dispersal of a pro-Mohamed Morsi sit-in in August 2013. They were detained during that month 
for “disturbing the peace,” but a judge later increased the charges to “spreading chaos,” “spreading 
false information,” and “forming an operations room to direct the Muslim Brotherhood to defy the 
government.”6 At least two users were handed prison sentences for insulting religion online, and 
LGBT users faced arrests for YouTube videos under the crime of “inciting debauchery.” 

Meanwhile, extralegal attacks by angry mobs for religious speech—sometimes with the complicity 
of local security forces—remains a security concern for ordinary users. In May 2015, 18 members of 
5 Christian families were expelled from their homes after one man allegedly published a Facebook 
post insulting the prophet Mohamed. Finally, confirmation that the government possesses surveil-

1  “Al-Sisi: the internet is a new terrorist threat, and we seek to implement general principles for its use,” Al Watan, March 28, 
2015, http://bit.ly/1ODXp8P. 
2  “Egypt election: Sisi secures landslide win,” BBC News, May 29, 2014, http://www.bbc.com/news/world-middle-
east-27614776. 
3  David D. Kirkpatrick, “New law in Egypt effectively bans street protests,” The New York Times, November 25, 2013, http://nyti.
ms/1EY7Lyi.
4  David D. Kirkpatrick, “Human Rights Groups in Egypt Brace for Crackdown Under New Law,” December 26, 2014, http://www.
nytimes.com/2014/12/27/world/middleeast/human-rights-groups-in-egypt-brace-for-crackdown-under-new-law.html?_r=0. 
5  Amira Al Hussaini, “Egypt’s Anti-Terrorism Law to Target Internet,” Global Voices, January 31, 2014, http://bit.ly/1VaZPgS. 
6  “Egypt sentences three journalists to life in prison,” Committee to Protect Journalists, April 11, 2015, https://cpj.
org/2015/04/egypt-sentences-three-journalists-to-life-in-priso.php. 
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lance malware and the establishment of the “High Council for Cybersecurity” has led to increasing 
concerns over the government’s security-centered approach to regulating the internet, which flouts 
human rights standards and is setting the stage for more restrictions on internet freedom in advance 
of parliamentary elections slated for the end of 2015. 

Obstacles to Access

Poor telecommunications infrastructure, frequent power blackouts, and relatively high costs contin-
ue to pose obstacles to universal internet access in Egypt. The government’s control over the internet 
backbone and the dominant ISP dampens market competition and allows the authorities to shut down 
networks during sensitive political events. 

Availability and Ease of Access   

The development of Egypt’s information and communications technology (ICT) sector has been a 
strategic priority since 1999, when former president Hosni Mubarak created the Ministry of Com-
munications and Information Technology (MCIT) to lead Egypt’s transition into the information age.7 
Since then, ICT use has increased rapidly, with internet penetration growing from 20 percent in 2009 
to 32 percent by the end of 2014, according to figures from the International Telecommunication 
Union.8 Mobile internet users via mobile phones or USB modems accounted for roughly 46 percent 
of all internet use, with ADSL use at around 34 percent. Egypt’s mobile phone penetration rate was 
111 percent in January 2015, amounting to over 95 million mobile subscriptions.9 Although these 
figures are promising, there are a number of obstacles hindering access to ICTs, including an adult 
literacy rate of only 74 percent,10 poor telecommunications infrastructure in rural areas and urban 
slums, and flagging economic conditions. 

Broadband, though cheaper than in some neighboring countries, is more expensive thanks to a 
dominant state-owned internet provider. An unlimited 1 Mbps connection costs US$20 (EGP 140) 
per month, whereas in Morocco, for instance, a 4 Mbps connection costs US$12.11 Moreover, most 
providers implement a cap on high-speed internet, under what has been marketed since 2007 as 
a “fair use policy.” The fair use policy has been implemented even on supposedly unlimited connec-
tions, causing speeds to slow drastically.

Furthermore, the overall poverty of Egyptian households impedes access to broadband internet.12 
Telephone lines are not universal, with large segments of the country unconnected to the landline 
telephone grid. Even when they are, the phone infrastructure, based on antiquated underground 
copper lines, frequently does not allow for speeds above 1 Mbps. In the ITU’s ICT Development In-

7  Ministry of Communications and Information Technology (MCIT), “Telecommunications,” Accessed May 14, 2015, http://bit.
ly/1F9U4w6. 
8  “Percentage of Individuals Using the Internet – 2000-2014,” International Telecommunication Union, http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.
9  MCIT, “ICT Indicators in Brief,” February 2015, http://bit.ly/1OaNicj. 
10  The World Bank, “Literacy rate, adult total (% of people ages 15 and above),” 2012, http://bit.ly/1BUA0pA.  
11  Joey Ayoub,”#InternetRevolution: For a Better Internet in Egypt,” Social Media Exchange, March 6, 2014 http://bit.
ly/1K3tUgK. 
12  World Bank, “Egypt, Arab Rep,” http://data.worldbank.org/country/egypt-arab-republic?display=default. 
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dex, a composite index which compares developments in ICT across countries, Egypt ranked 89th 
out of 166 countries in 2013, two steps back from the previous year.13

Restrictions on Connectivity  

The Egyptian government has centralized internet infrastructure and fiber-optic cables into highly 
controllable “chokepoints.”14 In addition, virtually all of Egypt’s telecommunications infrastructure is 
owned by Telecom Egypt, a state-owned company. The arrangement makes it easy to suspend inter-
net access or decrease speeds, as was the case during the 2011 revolution. From January 27 to Feb-
ruary 2, 2011,15 authorities disabled the country’s Border Gateway Protocol Routes, shutting down 
all internet traffic in less than one hour.16 Telecommunications companies were then ordered to cut 
mobile internet and text-messaging services under the terms of strict agreements they had signed 
with regulators. At the time, state intelligence agencies claimed that “foreign intelligence [was] using 
communication technologies to plan terrorist actions.”17 

ICT Market 

The Egyptian mobile phone market is divided between three companies. Mobinil, founded by con-
struction magnate Naguib Sawiris, is now 99-percent owned by the French company Orange. The 
company had over 33 million subscribers by end of 2014. Vodafone Egypt, around 55 percent of 
which is owned by Vodafone, had over 39 million subscribers. Finally, Etisalat Misr, of which the UAE 
company Etisalat (UAE) owns 66 percent, had 22 million subscribers.18 The state-owned company, 
Telecom Egypt, obtained a license for a new mobile telephone company in April 2014 but has yet to 
launch service. In the fixed-broadband market, Telecom Egypt (under the banner TE Data) controls 
63 percent of the ADSL market.19 Egypt’s main ISPs, also known as Class A ISPs (Etisalat Egypt, LINK-
dotNET, Vodafone data) lease lines from TE Data and resell bandwidth to over 200 smaller ISPs.   

Regulatory Bodies 

Mobile service providers and ISPs are regulated by the National Telecommunications Regulatory Au-
thority (NTRA) and governed by the 2003 Telecommunication Regulation Law. The NTRA’s board is 
chaired by the ICT minister and includes representatives from the defense, finance, and interior min-
istries; the state security council; the presidency; workers’ unions; as well as public figures, experts, 
and other military figures.20 Officially, the NTRA is responsible for regulating the telecommunications 
industry21  and furthering ICT development through projects like the “eMisr” National Broadband 

13  International Telecommunication Union, Measuring the Information Society Report 2014, 2014, http://bit.ly/1FlOBfF. 
14  James Glanz and John Markoff, “Egypt Leaders Found ‘Off’ Switch for Internet,” The New York Times, February 15, 2011, 
http://nyti.ms/nTX2HK. 
15  Erica Chenoweth, “Backfire in the Arab Spring,” Middle East Institute, September 1, 2011, http://bit.ly/1W8Refh.  
16  Iljitsch van Beijnum, “How Egypt did (and your government could) shut down the internet,” Ars Technica, January 30, 2011, 
http://bit.ly/1i2l5qS. 
17  Ameera Fouad, “Saying no to mobile phones,” Ahram Online, February 2-8, 2012, http://bit.ly/1NIfDWi. 
18  Mohamed Alaa, “Mobile clients grow in December, Mobinil biggest winner,”Daily News Egypt, March 2, 2015. http://bit.
ly/1EWMa3M. 
19  International Telecommunication Union, “Telecom Egypt Data S.A.E. (TE Data),” accessed July 2015, http://bit.ly/1MmT7TF. 
20  National Telecom Regulatory Authority, “Board Members,” accessed April 16, 2013, http://bit.ly/1LcI2TJ. 
21  National Telecom Regulatory Authority, “NTRA Function and Role,” accessed April 16, 2013, http://bit.ly/1URa4oH. 
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Plan outlined in late 2011.22 The NTRA also conducts analysis of the telecommunication market and 
publishes research to encourage investment. However, there have been some reports revealing the 
NTRA’s ties to online control and surveillance activities. Through its control of the mobile subscriber 
database, it has been accused of monitoring mobile and social media applications.23 

Limits on Content

Authorities in Egypt do not engage in blocking or filtering of online content, and news sites are rarely 
contacted by the government to remove content. Access to social media is freely available and the use 
of services such as Facebook, Twitter, and YouTube remains widespread. However, self-censorship is 
increasingly pervasive, even among online journalists. Political turmoil in the country has created a 
highly polarized environment in which individuals are less comfortable expressing their opinions online. 
Recent laws criminalizing online activities and heavy jail sentences against online journalists affiliated 
with the Muslim Brotherhood have had a chilling effect on independent reporting and digital activism.24

Blocking and Filtering 

Egypt does not block access to political, social, or religious content online. YouTube, Facebook, 
Twitter and blog-hosting services are freely available. Lawsuits to ban pornography or social me-
dia platforms have taken place over the past years, with mixed success. In March 2015, during the 
government-organized “Egypt Economic Development Conference” (EEDC) in Sharm el Sheikh, the 
website of Human Rights Watch was reportedly blocked within the conference premises. Access was 
reestablished after a journalist tweeted about it.25

A new cybercrime bill, approved by the Council of Ministers in April 2015 and awaiting the presi-
dent’s signature as of October 2015, would create new legal requirements for internet service pro-
viders. Under article 19, the police and public prosecutor would be able to submit a request to block 
websites containing “quotes numbers, photos, videos, and any other material” deemed a threat to 
national security.26 A court would have to rule on the request within 24 hours. Police may also bypass 
the court order in “cases of emergency.” Internet providers refusing to implement a blocking ruling 
will be punished by a jail sentence of no less than three years and a fine ranging from USD 80,000 to 
USD 160,000; however if that refusal to block a website leads to “the death of one or more persons, 
or damage to national security,” the sentence will be life imprisonment and a fine of USD 450,000 to 
USD 3 million.27 

Egyptian courts have consistently ruled to ban pornographic websites.28 Rulings by administrative 

22  National Telecom Regulatory Authority and MCIT, “eMisr National Broadband Plan,” 2011, http://bit.ly/1JfcaI7. 
23  Ahmed El Bermawy, “NTRA deny monitoring social media and SMS,” [in Arabic] Masress, January 20, 2013, http://bit.
ly/1KihDid. 
24  Mohamed El Dahshan and Rayna Stamboliyska, Egypt: News Websites and Alternative Voices, Article 19 and Heliopolis 
Institute, (London: Free World Centre, 2014) http://bit.ly/1KramwE. 
25  Amira Al Hussaini,”Human Rights Watch Website Temporarily Blocked at Egypt the Future Conference,” Global Voices 
Advocacy,  March 16, 2015, http://bit.ly/1V0RAaB/. 
26  Ragab Saad, “Opinion: Egypt’s cybercrime bill poses a threat to freedom of expression,” CS Monitor, April 29, 2015, http://
www.csmonitor.com/World/Passcode/Passcode-Voices/2015/0429/Opinion-Egypt-s-cybercrime-bill-poses-threat-to-freedom-
of-expression. 
27   “Al-Sherouk publishes the text of the draft cybercime law,” [in Arabic], Al-Sherouk, 16 April 2015, http://bit.ly/1Y3RHB7.  
28  “Egypt’s court orders ban on porn websites, “ Ahram Online, May 20, 2015, http://bit.ly/1Oqs61j.  
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courts in 2015 and 2009 were not implemented; a separate court case from 2013 decided against a 
ban on online pornography.29 Previously, the ban was estimated to cost as much as EGP 100 million 
(USD 14 million),30 with a significant effect on internet speeds. Civil society organizations have ob-
jected to the threat of a ban, both on grounds of freedom of expression but also because of the high 
expense. Nevertheless, several ISPs have implemented the court’s decision on a voluntarily basis, of-
fering a “safe internet service” to subscribers. 

In May 2014, a lawyer pressed charges against the prime minister and the minister of telecommuni-
cations to demand that Facebook be banned, arguing that the website is used to spread immorality, 
rumors, and falsified news detrimental to the state. Given how easy it is to create an account, the 
lawsuit adds, it is possible to create pages falsely representing state agencies, such as Egypt’s Gener-
al Intelligence and the Supreme Council for Armed Forces, or public officials. In response, the State 
Litigation Authority stated that blocking Facebook would impede on citizens’ constitutional rights, 
pointing that millions use the website to share photos and express their opinions. It also added that 
even Saudi Arabia has not blocked the website. A ruling was due for mid-2015.31 

Voice over Internet Protocol (VoIP) services are not restricted, even though it is technically prohibited 
to make international calls from mobile networks under Article 72 of the Telecommunications Law, 
which forbids the “by-passing [of] international telephone calls by any means whatsoever.”32 Thus, 
VoIP calls through services such as Skype and Viber can only officially be placed over fixed-line or 
Wi-Fi networks, not through 3G.33 The debate over VoIP flared up in June 2013 after the National 
Telecommunications Regulatory Authority (NTRA) announced the establishment of a committee to 
“monitor” communications on free messaging apps WhatsApp and Viber, pending a potential deci-
sion to block or restrict them. The NTRA’s declaration said that the rationale was economic,34 though 
political and security motives cannot be discounted given how regularly the fact that Viber was orig-
inally developed by an Israeli company was mentioned in the press. The committee never issued a 
recommendation on the subject. On November 3, 2013, responding to one newspaper’s allegations, 
the NTRA denied that it was considering imposing charges for Viber, WhatsApp, and BlackBerry 
Messenger use.35

Content Removal 

Instances of direct government pressure on news sites to remove content are rare, but online jour-
nalists did report receiving a directive to refrain from reporting on an event in August 2014. A public 
prosecutor reportedly issued a gag order targeting news websites regarding the killing of four peo-
ple by the police on the northern Alamein desert highway. This was the first instance of a media gag 
order that applied to online media alongside print.36

29  “Egypt prosecutor orders Internet porn ban,” Daily News Egypt, November 8, 2012, http://bit.ly/1KihwTP. 
30  “New case on banning porn websites in Egypt adjourned,” Ahram Online, June 1, 2013, http://bit.ly/1Oqs61j. 
31  “Ruling in the Facebook blocking lawsuit” on July 2nd”, [in Arabic] Al Masry Al Youm,  May 3, 2015, http://bit.ly/1EYaLdX. 
32   Telecommunication Regulation Law No. 10 of February 2003, www.tra.gov.eg/uploads/law/law_en.pdf. 
33  “Egypt banks VoIP services from operators such as Skype,” BBC News, March 24, 2010, http://bbc.in/1V0pZkD. 
34  “Egypt considers banning Viber, WhatsApp,” Ahram Online, June 8, 2013, http://bit.ly/1KO112u. x. 
35  “NTRA: Viber, WhatsApp, BBM are free and cannot be priced,” Al Masry al Youm, November 3, 2013, http://bit.ly/1KaMFeZ. 
36  Mohamed El Dahshan and Rayna Stamboliyska, Egypt: News Websites and Alternative Voices, Article 19 and Heliopolis 
Institute, 2014, http://www.article19.org/data/files/medialibrary/37780/Egypt-Report-for-Web.pdf.
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Media, Diversity, and Content Manipulation  

Self-censorship is on the rise in the country. At a time when traditional media is suffering from what 
several independent newspaper editors have referred to as unseen level of homogeneity, online me-
dia is also struggling to maintain its independence.37 A survey by researchers at Northwestern Uni-
versity in Qatar found that only 25 percent of Egyptians agreed in 2015 that “The media can report 
the news independently without interference from officials,” down from 27 percent in 2013. Egypt 
ranked lower than Lebanon, Qatar, Saudi Arabia, Tunisia, and the UAE. Similarly, the amount of peo-
ple who agreed “It is okay to express unpopular ideas on the internet” fell from 48 to 45 percent.38 
However, it did not appear that surveillance was having an effect on self-censorship, as the number 
of Egyptian individuals worried about government monitoring fell from 29 to 26 percent, the lowest 
figure of the six countries surveyed. 

Online journalists have complained that while the state does not often exert pressure on news web-
sites to censor, self-censorship is rife. Many are reluctant to cross redlines on sensitive topics, which 
include sectarian tensions, sexual liberty, the Muslim Brotherhood, detainees, and the military’s out-
sized role in the national economy. A provision in the August 2015 antiterrorism law criminalizes the 
publication of any information regarding militant attacks that contradicts official government state-
ments, punishable by two years in prison.39 Those working for English-language outlets enjoy greater 
editorial freedom, while Arabic-language reporters fear that critical reports will affect their long-
term professional prospects. Many experience online harassment from paid commentators. Those 
working for outlets affiliated with the Muslim Brotherhood face heavy prison sentences and can be 
accused of supporting a terrorist organization.40

The Egyptian blogosphere has lost much of its vitality over the past few years. Attacks against blog-
gers have had a chilling effect; the increased popularity of Facebook and Twitter in the aftermath of 
the 2011 revolution has also led many key writers to focus their attention and content creation there. 
Registering a local .eg domain requires the submission of personal data and copies of a national 
ID, as well as a commercial registry for top level domains. Online websites are not recognized by 
the state as news outlets, unless connected to a print newspaper, making it tough to gain access to 
sources or fact-check information with officials. The Egyptian president has met occasionally with the 
editors-in-chief of the main news outlets, often admonishing them for not towing the line. 

The economic viability of independent news websites is constantly under threat, as exemplified by 
the string of closures and financial difficulties experienced by most. The landscape is dominated 
by the online versions of state-owned newspapers or those benefiting from the backing of govern-
ment-connected financiers.41 The most widely read news outlets, per the most recent Alexa ranking, 
are primarily tabloids and news portals aligned with the government.42 

37   Mohamed El Dahshan and Rayna Stamboliyska, Egypt: News Websites and Alternative Voices, Article 19 and Heliopolis 
Institute, (London: Free World Centre, 2014) http://bit.ly/1KramwE. 
38  Northwestern University in Qatar, “Media Use in the Middle East, 2015 - A six-nation survey”, April 2015, http://bit.
ly/1Y41J5f. 
39  “Draft Terrorism Law (full text),” [in Arabic] Al Masry Al Youm, July 4, 2015, www.almasryalyoum.com/news/details/768074. 
40   Mohamed El Dahshan and Rayna Stamboliyska, Egypt: News Websites and Alternative Voices, Article 19 and Heliopolis 
Institute, (London: Free World Centre, 2014) http://bit.ly/1KramwE. 
41  Leslie T Chang, “The news website that’s keeping press freedom alive in Egypt,” The Guardian,  January 27, 2015, http://bit.
ly/1BuOn6k. 
42  Alexa, “Top Sites in Egypt,” accessed May 17, 2015, http://www.alexa.com/topsites/countries/EG. 

274

http://bit.ly/1KramwE
http://bit.ly/1Y41J5f
http://bit.ly/1Y41J5f
http://www.almasryalyoum.com/news/details/768074
http://bit.ly/1KramwE
http://bit.ly/1BuOn6k
http://bit.ly/1BuOn6k
http://www.alexa.com/topsites/countries/EG


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Egypt

Digital Activism 

Digital activism and political organizing have been largely subdued over the past year due to fears of 
arrest, harsh jail sentences, and even murder by police forces while attending protests. A November 
2013 law has effectively banned protest and given free rein to police in cracking down on demon-
strations.43 Given the strong overlap of online and offline activism, especially for political activists, 
the chilling effect and the overall political disappointments that many have endured since 2011 have 
led to a decrease in political engagement, both on the streets and in writing. For instance, the web-
site WikiThawra, the most reliable resource tracking numbers of imprisoned protesters, stopped op-
erating in mid-2014, largely due its organizers’ disappointment in the current political situation.44

Violations of User Rights

While the Constitution formally guarantees freedom of speech, several new laws are threatening the 
expression of free ideas, both in the personal and the professional realm, with severe sentences. New 
cybercrime and antiterrorism laws were considered over the coverage period, with the latter passed 
in August 2015. Both laws include harsh penalties for online activities, which activists and observers 
warn could be used to prosecute dissidents and opposition political parties. Several users have been 
prosecuted over the coverage period for laws related to spreading chaos, insulting religion, or inciting 
debauchery. The monitoring of cyberspace by the authorities remains a high concern, and many worry 
that the establishment of a new High Council for Cybersecurity may lead to an increase in state sur-
veillance against political opponents.

Legal Environment 

The constitution, in effect since January 18, 2014,45 contains articles that address and nominally 
guarantee freedom of the press, stating that Egyptians “have the right to own and issue newspapers 
and establish visual, audio and digital media outlets.” According to Article 70, “the law shall regulate 
ownership and establishment procedures for visual and radio broadcast stations in addition to on-
line newspapers.” This wording implies that even online sources of information could be regulated 
and their owners may be required to seek government approval in order to operate, as is currently 
the case with newspapers. Article 71 states that censorship is forbidden “in any way” and no individ-
uals should be punished for publications. However, exceptions are made for “times of war or general 
mobilization,” with crimes delineated for “incitement to violence,” “discrimination amongst citizens, 
or impugning the honor of individuals.”46 

Article 211 outlines the establishment of a “National Media Council” tasked with regulating “the af-

43  David D. Kirkpatrick, “New law in Egypt effectively bans street protests,” The New York Times, November 25, 2013, http://
nyti.ms/1EY7Lyi.  
44  Thomas Hughes and Emad Mubarak, “Censorship in Egypt: Online and offline,” Mada Masr, November 30, 2014, http://bit.
ly/1P0Jrju.  
45  Draft Constitution of The Arab Republic of Egypt, December 2, 2013, Trans. by International IDEA, http://bit.ly/1eLPdiF. 
46  The full text reads, “It is prohibited to censor, confiscate, suspend or shut down Egyptian newspapers and media outlets 
in any way. Exception may be made for limited censorship in time of war or general mobilization. No custodial sanction shall 
be imposed for crimes committed by way of publication or the public nature thereof. Punishments for crimes connected with 
incitement to violence or discrimination amongst citizens, or impugning the honor of individuals are specified by law.”;Miriam 
Rizk and Osman El Sharnoubi, “Egypt’s constitution 2013 vs. 2012:  A comparison,”  Ahram Online, December 12, 2013, http://
bit.ly/1boZjtj. 
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fairs of radio, television, and printed and digital press, among others” (Article 211) and ensuring that 
the press maintains a commitment to “professional and ethical standards, as well as national security 
needs.” Furthermore, Article 57 states that private communications “may only be confiscated, exam-
ined or monitored by causal judicial order, for a limited period of time, and in cases specified by the 
law.” Judicial warrants are needed in order to enter, search, monitor, private property such as homes 
as specified in Article 58. However the constitution continues to permit the trial of civilians under 
military courts, to the anger of political activists.47 Most of those trials occur outside of the capital 
and away from the public eye.

During the coverage period, two legislative proposals posed a grave threat to internet freedom in 
the country: the antiterrorism bill, first proposed in late 2013,48 and the cybercrime law.  The anti-
terrorism legislation classifies a larger number of crimes as terrorism and provides for the establish-
ment of a “Terrorism Prosecutor’s Office,” which would likely be subject to fewer checks and appeal 
provisions than normal courts. One provision would allow the police to monitor internet traffic and 
social media activity to “prevent their use for terrorist purposes.”49 Furthermore, Article 27 calls for 
a minimum sentence of five years in prison for “setting up a website with the goal of promoting 
ideas or beliefs inciting to the use of violence, broadcasting information to mislead the police or 
judicial authorities on terrorism cases, or exchanging messages and issuing orders between terrorist 
groups or organizations.”50 Setting up a group with the intention of “advocating by any means the 
obstruction of provisions of the constitution or laws” is punishable by life imprisonment or the death 
penalty, a charge that, activists pointed out, could apply to any peaceful political party or advocacy 
group.51 Finally, journalists face heavy fines for disputing official accounts of attacks by militants. 

The antiterrorism bill was initially tabled for changes after coming under heavy criticism from the 
international community;52 however, the assassination of Prosecutor General Hisham Barakat on June 
29, 2015 resulted in the draft being approved by the cabinet in one week53 and ratified by the pres-
ident in August 2015.54 Previously, President el-Sisi issued a separate law in February 2015 broaden-
ing the definition of “terrorist entities” to include anyone who threatens public order “by any means,” 
and allowing the state to draw up lists of alleged terrorists or terrorist organizations.55  The law was 
met with wide skepticism from legal and rights activists, who criticized that the loose wording of the 
law could allow the state to consider political parties, student unions, political movements, and hu-
man rights organizations as terrorist organizations.56 

A new cybercrime law was approved by the Council of Ministers in April 2015 and awaits ratification 
by the president. The harbinger of this law was the 2014 constitution itself, which stated in article 34 

47  “Egypt panel approves ‘conditional military trials of civilians’,” Ahram Online, November 21, 2013, http://bit.ly/1EY7StE. 
48  “Draft Terrorism Law (full text),” [in Arabic], Al Masry Al Youm.  
49  Al Hussaini,”Egypt’s Anti-Terrorism Law to Target Internet.” 
50  Ibid. 
51  Cairo Institute for Human Rights Studies, “Egypt’s draft anti-terrorism laws constitute greatest threat to civil liberties in 37 
years,” IFEX, April 30, 2014, http://bit.ly/1KraMDe. 
52  José Gonzalez, “Egyptian draft anti-terror laws pose a threat to freedom of expression,” Canadian Journalists for Free 
Expression, May 5, 2014, https://cjfe.org/resources/features/egyptian-draft-anti-terror-laws-pose-threat-free-expression;Erin 
Cunningham, “Egyptian draft laws to widen ‘terror’ definition drawing fierce criticism,” The Washington Post, April 22, 2014, 
http://wapo.st/1QAuyBA. 
53  Mai El-Sadany, “Yet Another Terrorism Law,” The Tahrir Institute for Middle East Policy, July 6, 2015, http://bit.ly/1KO98Cb. 
54  “Egypt’s al-Sisi imposes strict anti-terrorism laws,” BBC News, August 17, 2015, http://www.bbc.com/news/world-middle-
east-33955894. 
55  Sarah El Deeb, “Egyptian president issues new anti-terrorism law,” Yahoo News, 24 February 2015, http://yhoo.it/1Kid3k9. 
56  Enas Hammad,”Egypt’s terrorism law whittles down opposition,” Al Monitor, March 2, 2015, http://bit.ly/1KlYSig. 

276

http://bit.ly/1EY7StE
http://bit.ly/1KraMDe
https://cjfe.org/resources/features/egyptian-draft-anti-terror-laws-pose-threat-free-expression
http://wapo.st/1QAuyBA
http://bit.ly/1KO98Cb
http://www.bbc.com/news/world-middle-east-33955894
http://www.bbc.com/news/world-middle-east-33955894
http://yhoo.it/1Kid3k9
http://bit.ly/1KlYSig


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Egypt

that “The security of cyberspace is an integral part of the economic system and national security. The 
State shall take the necessary measures to preserve it, as regulated by Law,” which led free speech 
activists at the time to warn of a potential crackdown on online freedom of expression. The draft 
law criminalizes insulting citizens or the state on the internet or on social media, as well as falsely 
attributing a website or email to someone else. It will also be used to combat incitement, terrorism, 
religious intimidation, and the use of personal photos and videos for blackmail. It allows law en-
forcement agencies to submit requests to block websites they deem to be a threat to “national se-
curity,” which has traditionally been used as an excuse to enforce censorship on political opponents, 
journalists, and activists. Article 98f of the law could also be used to prosecute dissenting political 
voices and human rights defenders on vague charges such as publishing news, information, or false 
rumors, if found to disturb public security, insult the president, mock monotheistic religions, or harm 
national unity or social peace. Penalties included in the draft law go up to life imprisonment without 
parole.57 

Prosecutions and Detentions for Online Activities 

Egyptians continue to face stark penalties for their online activities. The most concerning develop-
ment over the past year was the sentencing of two online journalists to life imprisonment. At least 
two other users were given prison sentences for Facebook comments deemed to insult religion. 
Egypt’s LGBT community is also increasingly harassed by the police, including through the use of 
fake online dating profiles to entrap and arrest individuals for the crime of “debauchery.” Finally, well 
known activist and blogger, Alaa Abdel Fattah, was sentenced to five years in prison for allegedly 
organizing a protest and assaulting a police officer in 2013 in a trial that many believe is politically 
motivated.

On April 11, 2015, a court in Cairo sentenced Abdullah al-Fakharany and Samhi Mustafa, respectively 
the executive director and cofounder of the news website Rassd, to life imprisonment. Mohamed 
al-Adly of the television station Ambad TV received the same sentence. The three had been held 
since August 25, 2013, when they were arrested after the dispersal of the pro-Mohamed Morsi sit-in 
at Rabaa Al-Adaweya square in Cairo. They were originally charged with “disturbing the peace,” but 
in February 2014 the General Prosecutor increased the charges to “spreading chaos” and “spreading 
false information” in the coverage of the dispersal.58 They were also charged with “forming an opera-
tions room to direct the Muslim Brotherhood to defy the government,” linking the news outlet to the 
Brotherhood, which has been banned as a terrorist organization.59 The trial took place before one 
of nine circuits allocated by the court of appeals to hear cases related to terrorism cases and those 
affecting “national unity and peace.”60

Numerous users were prosecuted for religious statements made online. On January 10, 2015, Karim 
Al-Banna was handed a three-year sentence on charges of “contempt of Islam and insulting the di-
vine.” Al-Banna had declared his atheism on his Facebook page and was publicly harassed. He had 

57  Ragab Saad, “Egypt’s Draft Cybercrime Law Undermines Freedom of Expression”, Atlantic Council, April 24, 2015, http://
bit.ly/1Eofymq;  For a near-complete copy of the draft law, see, “Al-Sherouk publishes the text of the draft cybercime law,” [in 
Arabic] Al-Sherouk Newspaper, April 16, 2015, http://bit.ly/1Y3RHB7.  
58  Committee to Protect Journalists, “Egypt sentences three journalists to life in prison,” April 11,  2015, http://cpj.org/x/5ff0. 
59  “Egypt sentences three journalists to life in prison,” Committee to Protect Journalists, April 11, 2015, https://cpj.
org/2015/04/egypt-sentences-three-journalists-to-life-in-priso.php. 
60  Human Rights Watch, “Egypt: Scant Evidence for Mass Convictions,”  April 19, 2015, http://bit.ly/1QAs322. 
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been arrested in November 2014 while filing a police report related to the harassment he faced.61 Af-
ter being released on bail pending appeal, he did not attend his retrial and is reportedly in hiding.62

On February 16, 2015, Suez Canal University student Sherif Gaber was given a one-year sentence 
for contempt of religion on campus and atheist statements online. Following an argument with a 
professor in class, the professor printed and distributed posts from Gaber’s Facebook page where he 
discussed religion. He was reported by staff and students to the president of the university, who filed 
a legal complaint against him. Later, he was arrested from his home and reported having been sub-
jected to torture while in custody.63

The coverage period has also witnessed a renewed attack on the Egyptian LGBT community, both 
online and offline. In March 2015, it was reported that the police had arrested seven individuals be-
lieved to be transgender for the crime of debauchery, after using fake online dating profiles to orga-
nize a meetup.64 In September 2014, gay dating app Grindr disabled a geolocation feature in Egypt 
and displayed pop-up messages warning its Egypt-based users that the police was using the app to 
organize sting operations against LGBT users, urging them to be careful when sharing personal data 
and location.65 

On December 28, 2014, a 25-year-old transgender woman going by the nickname of Malooka Ald-
louah was arrested along with another individual living with Aldlouah. Police stated that she came to 
their attention through YouTube videos showing her dancing, even though new videos had not been 
posted for over a year. The arrest has been wildly publicized with tabloids calling Adlouah, “The 
Most Dangerous Shemale in Egypt,” and the ringleader of a homosexual prostitution network.66 

Adlouah was not the only one arrested for a YouTube video. On May 25, 2015, belly dancer Reda 
El-Fouly was arrested and referred to a misdemeanor court on charges of  “inciting debauchery and 
immorality” after appearing in a racy low-budget video clip uploaded to the internet. Her boyfriend 
Wael El-Sedeky, who appears in the clip and directed it, was also charged but remains out of the 
country.67

Finally, the legal harassment of Alaa Abdel Fattah, a prominent blogger and leading figure in the 
2011 revolution, continues. On February 23, 2015, Abdel Fattah was sentenced, along with 24 other 
defendants, to prison for five years for a brief protest on November 26, 2013 against newly passed 
legislation that criminalized assembly and protests without government permission. Two days after 
the protest was dispersed with teargas and water cannons, police raided Abdel Fattah’s house, as-
saulted him and his wife, and arrested him. Abdel Fattah was accused of organizing the protest on 
Twitter.68 The trial was highly politicized. After his original arrest and subsequent release for retrial, 
he and another defendant were barred entry to the court proceedings during which they were sen-

61  Emir Nader, “Egyptian court sentences man to 3 years in prison following declaration of atheism,” Daily News Egypt, 
January 11, 2015, http://bit.ly/1Y3Qf1O. 
62  Emir Nader,”Student in hiding after prison sentence for atheism,” Daily News Egypt, March 14, 2015, http://bit.ly/1OQsWm2. 
63  Emir Nader,”Egyptian student given prison sentence for atheist Facebook posts,” Daily News Egypt, February 17, 2015, 
http://bit.ly/1MwvZQD.   
64  Kashmira Gander,”Egyptian police arrest seven in ‘transsexual’ string,” Independent, March 6, 2015, http://bit.ly/1iq0wVU.    
65  Joana Saba,”Grindr warns Egyptian LGBT users of possibility of arrest,” Daily News Egypt,  September 27, 2014,  http://bit.
ly/1QcFK6o. 
66  J. Lester Feder and Maged Atef, “25-Year-Old Trans Woman Is Latest Target Of Egyptian LGBT Crackdown,” Buzzfeed, 
December 29, 2014, http://bzfd.it/1KatYrI. 
67  “Egypt prosecution charges video dancer with ‘debauchery’,” Ahram Online, May 25, 2015, http://bit.ly/1gmmoj4.  
68  “Alaa Abdel Fattah: Egypt jails activist-blogger for five years,” BBC News, February 23, 2015, http://bbc.in/17MgxiI.  
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tenced (in absentia) to 15 years in prison; they were then arrested from outside of the courthouse.69 
Alaa is currently in a high-security prison.

Surveillance, Privacy, and Anonymity 

Surveillance and monitoring are a wide concern in the country, given the tense environment in 
which numerous users have been arrested for their online activities. On June 1, 2014, al-Watan pub-
lished a leaked document that revealed the Egyptian Ministry of Interior was looking to purchase 
technology to conduct real-time monitoring of social media and communication apps such Face-
book, Twitter, Viber, and WhatsApp.70 In a “call for tenders” document, the government requested a 
Social Networks Security Hazard Monitoring System to penetrate public and private communications 
in order to monitor for a long list of ‘hazards’ and ‘destructive ideas’ online. The list was broad and 
included things such as “calling for normalizing relations with enemies,” “spreading myths and claims 
of miracles,” “spreading rumors and intention misrepresentation of facts,” and “pornography, loose-
ness, and immorality.”71 A coalition of human rights organizations filed a lawsuit in June 2014 to call 
for a halt to the tender.72 It was later reported that “SEE Egypt,” a reseller of Blue Coat technology in 
Egypt, had been contracted to provide the monitoring tools.73 The company reportedly listed the 
ministries of interior and defense as its clients,74 which it subsequently denied, though news articles 
reported quotes from an official press release posted to its homepage.75 The company removed its 
website altogether for several days.76 

Egypt is known to already possess sophisticated surveillance tools. In February 2014, researchers 
from the University of Toronto’s Citizen Lab identified the Egyptian government as a user of “Remote 
Control System” (RCS), a spyware technology.77 Produced by the Milan-based company “Hacking 
Team,” RCS is marketed as “the hacking suite for governmental interception” and can capture data 
on the target’s computer; monitor encrypted internet communications; record Skype calls, emails, 
messages, and passwords typed into a browser; and remotely turn on a device’s webcam and mi-
crophone. RCS operates by infecting a target’s device, most likely through phishing; data stolen is 
transferred through multiple ‘hops’ to anonymize the packets and distance the spying government. 
Researchers identified Egypt-based endpoints for the reception of data channeled by RCS, indicating 
it was operational under the current military-led regime. In July 2015, a leak of Hacking Team doc-
uments confirmed this, with invoices showing that the Egyptian Ministry of Defense, and possibly 

69  Patrick Kingsley, “Egyptian activist Alaa Abd El Fattah jailed for organising protest,” The Guardian, June 11, 2014, http://bit.
ly/1rwHfRk.  
70  Patrick Kingsley, “Egypt’s police seek ability to monitor social media for signs of dissent,” The Guardian, June 2, 2014, 
http://bit.ly/1tBXAna. 
71  According to an unofficial English translation, the list also includes “blasphemy and skepticism in religions; regional, 
religious, racial, and class divisions; throwing accusations; libel; insulting sarcasm; calls for the disregard of societal pillars; 
encouraging extremism, violence and dissent; mobilizing for demonstrations, sit-ins and illegal strikes; educating about making 
explosives as well assault, chaos and riot tactics; fishing for honest mistakes, stalking intimacies; and taking statements out of 
context”. For the full text of the tender, see http://www.elwatannews.com/news/details/495659 [in Arabic];  Ministry of Interior, 
Social Networks Security Hazard Monitoring Project Booklet, http://bit.ly/1NzlJt7.  
72  Association for Freedom of Thought and Expression, “Administrative court lawsuit to stop social media surveillance,” June 
19, 2014, http://afteegypt.org/uncategorized-en/2014/06/19/7953-afteegypt.html?lang=en. 
73  Sheera Frenkel and Maged Atef, “Exclusive: Egypt beings surveillance of Facebook, Twitter, and Skype on unprecedented 
scale,” BuzzFeed, September 17, 2014, http://bzfd.it/1KxkLLI.  
74  SEEgypt, “SEE Customers…,” www.seegypt.com/selected%20customers.asp. 
75  See cached version of Seegypt press release, September 18, 2014, http://bit.ly/1Ln5IF9. 
76  Scott Long, “Meet the Businessmen Who Want Egypt’s Internet Users Jailed, Tortured, and Killed,” A Paper Bird (blog), 
September 25, 2014, http://paper-bird.net/2014/09/25/meet-the-businessmen/. 
77  Bill Marczak, et al., “Mapping Hacking Team’s ‘Untraceable’ Software,” Citizen Lab, February 17, 2014, http://bit.ly/1kPDo0Y. 
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other institutions, paid EUR 737,500 ($845,000) to the company through a third-party intermediary.78 
Previously, protestors who broke into one of Egypt’s intelligence agencies found documents show-
ing that the government had received surveillance and hacking products from Gamma and Narus, a 
subsidiary of Boeing.79 There is no independent oversight authority to monitor the use of internet 
surveillance by the police.

Several regulations on SIM card registration or the use of anonymizers restrict the ability of Egyp-
tians to use the internet anonymously. Mobile phone customers must provide their National ID num-
bers to their providers. On July 20, 2014, the NTRA issued additional guidelines compelling mobile 
companies to ensure their customers register, promising stricter oversight and a review of mobile 
operators’ databases to ensure compliance. Consequently, during the course of 2014, operators di-
rected to present themselves in person to a company outlet to review their data. The Cairo Chamber 
of Commerce has suggested that a main cause for the laxity in registration has been due to actions 
of resellers, whom mobile operators provide with unregistered lines and subsequently fail to oversee. 
This had led vendors to complete paperwork with fake names and ID numbers, or with the data of 
previous clients. The issue took an additional sense of urgency with the growing use of mobile-deto-
nated explosives in Egypt over the past year.80 On January 27, 2015, the Cairo Court for Urgent Mat-
ters ruled that unregistered lines should be suspended.81  The Court of Appeals confirmed this ruling 
on April 27.82

Encryption is also restricted within the country. According to the Egyptian Telecommunications Law, 
“telecommunication services operators, providers, their employees and Users of such services shall 
not use any Telecommunication Services encryption equipment except after obtaining a written 
consent from each of the NTRA, the Armed Forces and National Security Entities, and this shall not 
apply to encryption equipment of radio and television broadcasting.”83 

Cooperation between private companies and the government in handing over user data is thought 
to be extensive. ISPs and mobile operators are obliged to maintain a database of their customers 
and allow government access to their databases. In the past, details emerged that mobile operators 
Vodafone, Mobinil, and Etisalat had to sign terms of agreement that bound them to cooperate with 
government officials when requested to tap any conversation or monitor any discussion. In an inter-
view, Mobinil founder Naguib Sawiris stated that under the company’s terms of agreement, the gov-
ernment had the right to cancel any or all mobile services in the absence of cooperation.84 

78  Emir Nader,”Egypt’s purchase of hacking software documented in new leaks,” Daily News Egypt, July 6, 2015, http://bit.
ly/1J1X35m.  
79  Evgeny Morozov, ”Political Repression 2.0,”The New York Times,  September 1, 2011, http://nyti.ms/1VXH9lf; Karen 
McVeigh, “British firm offered spying software to Egyptian regime – documents,” The Guardian, April 28, 2011, http://bit.
ly/1LcwvDQ. 
80  “Mobile Branch: Lines’ fake data are the cause of terrorist explosions,” [in Arabic] Youm 7, April 20, 2015, http://bit.
ly/1M6IS2S. 
81  “The economic court rules to prevent and suspend non-registered mobile lines,” [in Arabic] Al Borsa, January 27, 2015, 
http://bit.ly/1M6IFgi/ . 
82  “Court of appeals confirms the ruling on forbidding the sale of unregistered mobile lines,” [in Arabic] Al Shorouk, April 28, 
2015, http://bit.ly/1EXWo9u.   
83  Telecommunication Regulation Law No. 10. 
84  Stephanie Baker and Mahmoud Kassem, “Billionaire Facing Death Threats Says Egypt Risks Becoming Iran,” Bloomberg 
Markets (blog), Bloomberg Business, October 26, 2011, http://bloom.bg/rXPGQE. 
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Intimidation and Violence 

In a continuing trend, this year saw several sectarian attacks in retribution for Facebook posts 
deemed to insult religion. The perpetrators of this type of violence are rarely held accountable, with 
the police or judiciary turning a blind eye and sometimes targeting victims rather than aggressors. In 
late May 2015, 18 members of 5 Christian families from a village in Upper Egypt were expelled from 
their homes after one man allegedly published a Facebook post insulting the prophet Mohamed. 
Groups of villagers gathered outside their houses and demanded they leave the village, all under the 
approval of security forces. According to the TV presenter who broke the story nationally, the man 
accused of writing the post is in fact illiterate.85

Technical Attacks

Technical violence is not widespread, with only a few instance of hacking and defacement reported 
during the past year. In April 2015, hacker forums reported that some minor Egyptian government 
websites had been defaced, with the photo of former president Morsi posted on the homepage.86 
In March 2015, it was uncovered that an Egyptian intermediate certificate authority had issued un-
authorized digital certificates for several Google domains, allowing it to potentially act as a “man-
in-the-middle.”87 The company, MCS Holdings, had issued the certificates from CNNIC (the Chinese 
Internet Network Information Center), under the pretense—according to the latter—that they would 
only be issued for domains held by MCS.88 Upon discovery, Google blocked the certificates with 
a CRLSet push, an emergency failsafe measure designed to revoke unauthorized certificates. MCS, 
which defines itself as “one of the major security products distributers in Egypt and the Middle East” 
issued a statement saying it was a “human mistake.”89 Google noted that there was “no indication of 
abuse” and that it was “considering what further actions are appropriate.” 

In December 2014, Egypt established the High Council for Cybersecurity (HCC) to protect vital na-
tional infrastructure from cyberattacks. The HCC is mainly composed of representatives from various 
ministries, the central bank, and the intelligence service, and is headed by the minister of communi-
cations and information technology. Reports of hacking were very prominent in 2013, with the web-
sites of Rassd and the April 6th Youth Movement attacked. Some activists have expressed concerns 
that the HCC could be used to monitor the political activities of government critics, particularly since 
its by-laws have yet to be established.90

85  “Host: 5 Christian families forced from homes over after member accused of insulting Prophet Mohamed,” Egypt 
Independent, June 1, 2015, http://bit.ly/1FlnhUP.  
86  “Hacker Armies” discussion forum, http://www.aljyyosh.com/vb/showthread.php?t=54299. 
87 Joel Hruska, “Google discovers new security holes in SSL — is the entire system fundamentally flawed?” ExtremeTech,  
March 24, 2015, http://bit.ly/1M6ErW2. 
88  “Maintaining digital certificate security,” Google Online Security Blog, March 23, 2015, http://bit.ly/1N90jhF.  
89  Mideast Communication Systems, “MCS response to Google Blog,” March 25, 2015, www.mcsholding.com/MCSResponse.
aspx. 
90  Amr Abdelatty, “Egypt’s cybersecurity council prompts privacy concerns,” Rani Gena, trans. Al Monitor, January 15, 2015, 
http://www.al-monitor.com/pulse/en/originals/2015/01/egypt-cyber-security-council-privacy.html#. 
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Key Developments: June 2014 – May 2015

•	 Estonia continues to be one of the most wired countries in the world, with increasing inter-
net access and online participation among citizens (see Availability and Ease of Access).

•	 In June 2015, the European Court of Human Rights upheld an Estonian Supreme Court de-
cision from 2009 stating that content hosts may be held legally liable for third-party com-
ments made on their website (see Content Removal). 

•	 Estonia continues to improve protections for the right to privacy, with the Ombudsman 
playing an increasingly active role in supporting privacy rights related to digital data and 
communications (see Surveillance, Privacy, and Anonymity).

Estonia
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 1 1

Limits on Content (0-35) 3 3

Violations of User Rights (0-40) 4 3

TOTAL* (0-100) 8 7

* 0=most free, 100=least free

Population:  1.3 million

Internet Penetration 2014:  84 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Free
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Introduction

Estonia in one of the most wired and technologically advanced countries in the world. With a high 
internet penetration rate, widespread e-commerce, and e-government services embedded into the 
daily lives of individuals and organizations, Estonia has become a model for free and open internet 
access as a development engine for society. When the country regained independence in 1991 after 
nearly 50 years of Soviet rule, its infrastructure was in a disastrous condition. The country’s new lead-
ership, however, perceived the expansion of information and communication technologies (ICTs) as a 
key to sustained economic growth and invested heavily in their development.

After the first internet connections in the country were introduced in 1992 at academic facilities in 
Tallinn and Tartu, the government further worked with private and academic entities to initiate a pro-
gram in 1996 called Tiger Leap, which aimed to establish computers and internet connections in all 
Estonian schools by 2000. This program helped to build a general level of technological competence 
and awareness of ICTs among Estonians. Today, with a high level of computer literacy and connectiv-
ity already established, the program’s focus has shifted from basic concerns such as access, quality, 
and cost of internet services to discussions about security, anonymity, the protection of private infor-
mation, and citizens’ rights on the internet. In addition, the majority of users conduct business and 
e-government transactions over the internet: in 2013, nearly 97 percent of banking transactions were 
done with e-banking services, and 95 percent of people declared their income electronically.1

With regard to ensuring freedom of expression, recent court rulings on intermediary liability in Es-
tonia have posed some concerns. On June 16, 2015, the Grand Chamber of the European Court of 
Human Rights issued a ruling that reaffirmed an earlier Estonian Supreme Court decision regarding 
the legal liability of content hosts for third-party comments. The Grand Chamber of the ECtHR found 
that a company’s legal liability for comments posted by its users did not sufficiently interfere with 
the freedom of expression guarantees enshrined in the European Convention on Human Rights; 
therefore, intermediaries could be held responsible for third-party content published on their web-
site or forum, even if they delete the content upon notification.2 

Additionally, over the past year, the issue of privacy for individual users on the internet became 
a widely debated topic in Estonia, with a particular focus on the privacy policies of global service 
providers. The Digital Agenda 2020 for Estonia, established by the Ministry of Economic Affairs and 
Communications, outlines how both technological and organizational conditions will be developed 
to ensure that people will always know and be able to decide when, by whom, and for what purpose 
their personal data is being used in the public sector.3 The same agenda also launched an “e-resi-
dency” program to offer its secure and convenient online services to the citizens of other countries. 
Services include digital authentication, digital signage of documents, encryption and transmission 
of the documents and other electronic communication, and access to all Estonian public and private 
sector online services.4

1  Estonian Information System’s Authority, “Facts about e-Estonia,” accessed June 2, 2015, https://www.ria.ee/facts-about-e-
estonia/.
2  Case of Delfi AS v. Estonia, Judgement, acessed June 17, 2015, http://hudoc.echr.coe.int/eng?i=001-155105#{“item
id”:[“001-155105”]}
3  Digital agenda 2020 for Estonia, accessed June 14, 2015, http://www.riso.ee/en/information-society. 
4  What is e-Residency?, https://e-estonia.com/e-residents/about/, accessed June 2, 2015
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Obstacles to Access

Estonia continues to be one of the most connected countries in the world with regard to internet access, 
and Estonian internet users face very few obstacles when it comes to accessing the internet.

Availability and Ease of Access   

The number of internet and mobile telephone users in Estonia has grown rapidly in the past 20 years. 
According to statistics from the International Telecommunication Union (ITU), internet penetration in 
Estonia reached 84 percent in 2014, compared to 79 percent in 2013 and 73 percent in 2008.5 There 
were also over 2 million mobile phone subscriptions, translating to a mobile phone penetration rate 
of 160 percent.6 This figure is commonly attributed to the widespread use of mobile internet access 
devices, the growing popularity of machine-to-machine (M2M) services, and the use of more than 
one mobile phone by individual Estonians. 

The first public Wi-Fi area was launched in 2001, and since then the country has developed a system 
of mobile data networks that enable widespread wireless broadband access. In 2011, the country 
had over 2,440 free, certified Wi-Fi areas meant for public use, including at cafes, hotels, hospitals, 
schools, and gas stations, and the government has continued to invest in public Wi-Fi.7 In addition, a 
countrywide wireless internet service based on CDMA technology has been deployed and is priced 
to compete with fixed broadband access. Three mobile operators cover the country with mobile 3G 
and 3.5G services, and as of May 2015, 4G services covered over 97 percent of Estonian territory. 
Municipalities in rural areas have been subsidizing local wireless internet deployment efforts, and 
the country’s regulatory framework presents low barriers to market entry, enabling local startups to 
proliferate.

Estonians use a large variety of internet applications, including search engines (85 percent of users), 
email (83 percent of users), local online media, news portals, social-networking sites, instant messag-
ing, and Voice over Internet Protocol (VoIP) services.8 Estonian Public Broadcasting delivers all radio 
channels and its own TV production services, including news in real time over the internet; it also 
offers archives of its radio and television programs at no charge to users. 

Restrictions on Connectivity  

There were no government-imposed restrictions or disruptions to internet access during the past 
year. 

5  International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet 
subscriptions, fixed (wired)-broadband subscriptions,” 2015, accessed June 1, 2015, http://www.itu.int/net4/itu-d/icteye/. 
6  International Telecommunication Union (ITU), “Mobile-cellular subscriptions,” 2013, accessed June 11, 2015, http://www.itu.
int/net4/itu-d/icteye/. 
7  Public Wi-Fi Hotspot database in Estonia, accessed June 30, 2015, http://wifi.ee/leviala/ 
8  Pille Pruulmann-Vengerfeldt, Margit Keller, and Kristina Reinsalu, “1.1.4 Quality of Life and Civic Involvement in Information 
Society,” Information Society Yearbook 2009 (Tallinn: Ministry of Economic Affairs and Communications, 2010), http://www.riso.
ee/en/pub/2009it/#p=1-1-4.
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ICT Market 

The Estonian Electronic Communications Act was passed in late 2004, and a number of amendments 
have been added to help develop and promote a free market and fair competition in electronic 
communications services.9 Today, there are over 200 operators offering such services, including six 
mobile operators and numerous internet service providers (ISPs). ISPs and other communications 
companies are required to register with the Estonian Technical Surveillance Authority (ETSA), a 
branch of the Ministry of Economic Affairs and Communications, though there is no registration 
fee.10 

Regulatory Bodies 

In 2009, the Estonian Internet Foundation was established to manage Estonia’s top level domain, 
“.ee.”11 With its multi-stakeholder foundation, the organization represents the Estonian internet com-
munity internationally and has succeeded in overseeing various internet governance issues such as 
the domain name registration process. After initial concerns over the foundation’s domain registra-
tion pricing policy12 and management capabilities,13 the foundation’s substantive work was stabilized 
in 2012-2013. In February 2012, the Estonian Internet Foundation was admitted to the Council of 
European National Top Level Domain Registries (CENTR). During last three years the domain regis-
tration and annual fees have dropped from a €20 annual fee to a €9 annual fee, together with a 40 
percent decrease in the registrar’s deposit, a decrease in the registrar’s service fees, and an unlimited 
number of domains for each user.14

Limits on Content

Estonians have access to a wide range of content online, and very few resources are blocked or filtered 
by the government. However, a 2009 court ruling on intermediary liability for third-party comments, 
which has subsequently been upheld by several European Court of Human Rights decisions, has the 
potential to increase instances of censorship or removal of content, particularly on forums or other 
websites with public comment sections.

Blocking and Filtering 

There are very few restrictions on internet content and communications in Estonia. YouTube, Face-
book, Twitter, LinkedIn and many other international video-sharing and social-networking sites are 
widely available and popular. Estonians use the internet for uploading and sharing original content 

9  “Electronic Communications Act,” Ministry of Economic Affairs and Communications, accessed March 26, 2015, http://www.
mkm.ee/index.php?id=9576.
10  Estonian Technical Surveillance Authority (ETSA), “Commencement of Provision of Communications Service,” accessed 
February 15, 2015, http://www.tja.ee/index.php?id=11703.
11  Estonian Internet Foundation, accessed July 30, 2013, http://www.internet.ee/en/. 
12  The activities of the Estonian Internet Foundation are not subsidized from the state budget; the registration fee covers 
infrastructure investments, operating costs, and reserve funds.
13  “Marek-Andres Kauts resigns as board member,” Eesti Internet, May 23, 2012, http://www.internet.ee/
news/?year=2012&month=5. 
14  “.ee domain price to drop to 9 euros”, Estonian Internet Foundation, http://www.internet.ee/news/ee-domain-price-to-
drop-to-9-euros, accessed June 1, 2015
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such as photographs, music, and text—a higher percentage of people in Estonia (32 percent) use the 
internet to publically share self-created content than do people in any other country in Europe.15 

In January 2010, a new law on online gambling came into force, requiring all domestic and foreign 
gambling sites to obtain a special license or face access restrictions. As of February 2014, the Esto-
nian Tax and Customs Board had over 1,000 websites on its list of illegal online gambling sites that 
Estonian ISPs are required to block.16 The list of blocked sites is transparent and available to the 
public.

Content Removal 

Due in part to Estonia’s strong privacy laws, there have been some instances of content removal 
related to online communications. Most of these cases involve civil court orders to remove inappro-
priate or off-topic reader comments from online news sites. Comments are also sometimes removed 
from online discussion forums and other sites. Generally, users are informed about a given website’s 
privacy policy and rules for commenting, which they are expected to follow. Most of the popular on-
line services have established policies that outline a code of conduct for the responsible and ethical 
use of their services and have enforcement policies in place. 

In 2008, a debate over pre-publication censorship took center stage when the victim of unflattering 
and largely anonymous comments on a news story filed suit against the popular Estonian news site 
Delfi, claiming that the web portal must be held responsible for defamatory reader comments and 
screen them before they become public.17 In 2009, the Estonian Supreme Court upheld the rulings of 
the lower courts, stating that Delfi is not a passive intermediary since the site already exerts control 
over the comments section by removing those that violate their own rules; therefore, it can be held 
liable for defamatory or otherwise illegal content prior to publication. Website owners argued that 
they did not have the capacity to monitor and edit all comments made on their sites. 

In October 2013, the European Court of Human Rights upheld the Estonian Supreme Court ruling 
by stating that the company’s liability for defamatory comments was not a “disproportionate inter-
ference” with Article 10 of the European Convention on Human Rights, which guarantees freedom 
of expression.18 The case was then referred to the Grand Chamber of the European Court of Human 
Rights, which also upheld the decision, stating in June 2015 that content hosts may be held legally 
liable for third-party comments made on their website.19

15  “Individuals Using the Internet for Uploading Self-Created Content to Any Website to Be Shared,” Eurostat, accessed June 
11, 2013, http://appsso.eurostat.ec.europa.eu. 
16  The list of restricted websites can be found on the Estonian Tax and Customs Board website: “Ebaseadusliku 
kaughasartmängu serverite domeeninimed” [Illegal gaming servers, domain names], Tax and Customs Board, accessed June 10, 
2015, http://www.emta.ee/public/Kontroll/MTA_must_nimekiri_25.02.2014.pdf .
17  Kaja Koovit, “Big Businessman Goes to War Against Web Portals,” Baltic Business News, March 18, 2008, http://www.
balticbusinessnews.com/?PublicationId=48694078-50cc-4fe1-b3e4-6e10bc6a5ec1. 
18  “European Court strikes serious blow to free speech,” ARTICLE 19, October 14, 2013, http://www.article19.org/resources.
php/resource/37287/en/european-court-strikes-serious-blow-to-free-speech-online. 
19  “CASE OF DELFI AS v. ESTONIA”, Grand Chamber judgment,  http://hudoc.echr.coe.int/eng?i=001-155105#{“item
id”:[“001-155105”]}, accessed June 18, 2015
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Media, Diversity, and Content Manipulation  

Estonians have access to a wide array of content online, and there are few economic or political bar-
riers to posting diverse types of content, including different types of news and opinions. 

Additionally, Estonia has the largest functioning public-key infrastructure20 in Europe, based on the 
use of electronic certificates maintained on the national identification (ID) card.21 More than 1.2 
million active ID cards are in use, which enable both electronic authentication and digital signing, 
and over 40 percent of active ID cards have been used for these purposes.22 The Digital Signature 
Act, adopted in 2000,23 gives an individual’s digital signature the same weight as a handwritten one 
and requires public authorities to accept digitally-signed documents. Estonian ID cards were used 
to facilitate electronic voting during the parliamentary elections in 2007 and were used again in the 
2009 municipal and European Parliament elections. During the 2014 European Parliament elections, 
103,151 votes were cast over the internet, representing over 31 percent of all votes from Estonia.24 In 
2013, 95 percent of citizens filed their taxes online, making the web services offered by the tax de-
partment the most popular public e-service. Over 63 percent of internet users regularly use e-gov-
ernment services, and 77 percent of these users have indicated their satisfaction with such services.25

Digital Activism 

Social media use in Estonia is fairly widespread, and Estonians often make use of such sites to share 
news and information, and to generate public discussion about current political debates. One of the 
more well-known examples of digital activism came in early 2012, when Estonian daily newspapers 
and TV raised public awareness on the progress of the Anti-Counterfeiting Trade Agreement (ACTA) 
and its developments in the European Union. As in many other countries, the Estonian government’s 
initial position on ACTA’s possible negative implications on user privacy was formal, stating that 
nothing would change if ACTA were ratified.26 From February 8-20, 2012, the discussion on ACTA 
escalated in public media and political debates, which were crucially influenced by the internet user 
community and experts. On February 11th, demonstrations against ACTA in Tallinn and Tartu gath-
ered more than 2,000 participants.27 As a result, open debates in the Estonian Parliament rephrased 
the government’s initial support with a more careful approach to be informed by further consulta-
tions and analysis. Overall, the ACTA controversy in Estonia demonstrated the increasing influence of 
civic participation on internet freedom issues and intellectual property regulation.

20  A public-key infrastructure (PKI) is a system for the creation, storage, and distribution of digital certificates, which are 
used to verify that a particular public key belongs to a certain entity. The PKI creates digital certificates that map public keys to 
entities, securely stores these certificates in a central repository, and revokes them if needed.
21  See the web portal for the ID-card system, http://id.ee/?lang=en.
22  See the web portal for the ID-card system, http://id.ee/?lang=en.
23  “Digitaalallkirja seadus” [Digital Signature Act], Riigi Teataja, accessed May 21, 2013, https://www.riigiteataja.ee/akt/694375.
24  “Statistics about Internet Voting in Estonia,” Vabariigi Valimiskomisjon (Electoral Commission), accessed August 2014, 
http://www.vvk.ee/voting-methods-in-estonia/engindex/statistics. 
25  Kristina Randver, Kodanike rahulolu riigi poolt pakutavate avalike e-teenustega, Jaanuar 2010 [Citizens’ Satisfaction with the 
Provision of Public E-Services, January 2010] (Tallinn: TNS Emor, 2010), http://www.riso.ee/et/files/kodanike_rahulolu_avalike_
eteenustega_2010.pdf.
26  “Ministries promise that ACTA will not change anything,” Estonian Public Broadcasting, January 25, 2012, http://uudised.err.
ee/index.php?06244282.
27  “ACTA resisted in many parts of the world,” Estonian Public Broadcasting, February 11, 2012, http://uudised.err.ee/index.
php?06245704.
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Violations of User Rights

Freedom of speech and freedom of expression are protected by Estonia’s constitution and by the coun-
try’s obligations as a member state of the European Union. Anonymity is unrestricted, and there have 
been extensive public discussions on anonymity and the respectful use of the internet. Internet access 
at public access points can be obtained without prior registration. Over the past few years, the govern-
ment has succeeded in reducing the number and severity of cyberattacks against its infrastructure.

Legal Environment 

According to the constitution of Estonia, everyone has the right to freely obtain information and to 
freely disseminate ideas, opinions, beliefs, and other information. In addition, everyone has the right 
to the confidentiality of messages sent or received. In general, these rights are well protected. Any 
restrictions on these rights must be necessary in a democratic society and shall not distort the na-
ture of the rights and freedoms restricted.28 

The incitement of national, racial, religious or political hatred, violence, or discrimination is also 
prohibited and punishable by law. Estonia is currently in the process of amending the penal code to 
establish a framework on hate speech criminalization in the country and thereby comply with the 
European Council Framework Decision 2008/913/JHA,29 issued November 28, 2008, on “combating 
certain forms and expressions of racism and xenophobia by means of criminal law.” In July 2012, the 
Ministry of Justice initiated proceedings to amend sections 151 and 152 of the penal code, which 
would lead to a new legal norm regarding hate speech-related legislation in Estonia.30 This process is 
still ongoing and has become the topic of significant public debate within the country.

Prosecutions and Detentions for Online Activities 

There were no cases of prosecutions or detentions for online activities during the coverage period.

Surveillance, Privacy, and Anonymity 

The Personal Data Protection Act (PDPA), first passed in 1996, restricts the collection and public dis-
semination of an individual’s personal data. No personal information that is considered sensitive—
such as political opinions, religious or philosophical beliefs, ethnic or racial origin, sexual behavior, 
health, or criminal convictions—can be processed without the consent of the individual. The Data 
Protection Inspectorate (DPI) is the supervisory authority for the PDPA, tasked with “state supervi-

28  Constitution of the Republic of Estonia [English translation], June 28, 1992, https://www.president.ee/en/republic-of-
estonia/the-constitution/index.html#II. 
29  EUR-Lex, “Access to European Union Law,” accessed May 5, 2013, http://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=CELEX:32008F0913:en:NOT.
30  Office of the High Commissioner for Human Rights, “Tenth and Eleventh Periodic Report on the implementation of the 
International Convention on the Elimination of all forms of Racial Discrimination in Estonia,” January 2013, http://www2.ohchr.
org/English/bodies/cerd/docs/CERD.C.EST.10-11.docx.  
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sion of the processing of personal data, management of databases, and access to public informa-
tion.”31 The current version of the PDPA came into force in 2008.32 

In 2015, the Chancellor of Justice (Ombudsman) processed several cases related to online privacy 
and data protection.33 The Ombudsman is an independent official whose duties are to ensure that 
legislation in Estonia complies with the constitution, and that the fundamental rights and free-
doms of the Estonian people are protected. In three cases during the spring of 2015, the Chancellor 
strongly and clearly argued for the users’ right to privacy with regard to the protection of private 
data in public databases. The Chancellor of Justice’s office has taken a leading role in interpreting 
the constitution in cases related to privacy and private information on the internet in Estonia, estab-
lishing new standards for the protection of user rights online.

Estonia launched the Electronic Communications Act on January 1, 2005, aligning itself with EU leg-
islation and replacing the Telecommunications Act. Since January 2008, electronic communications 
companies have been required to preserve traffic and location data for one year, as defined by the 
EU Data Retention Directive (2006/24/EC). Companies have been required to retain data on internet 
access, telephony, and email since March 2009, and must only retain the data that becomes known 
to them in the course of providing communications services. They must also provide the surveillance 
agency or security authority with the information at their disposal only when presented with a court 
order.34 

However, data retention practices in Estonia and other European Union member states were re-
cently thrown into doubt by the European Court of Justice (ECJ).35 On April 8, 2014, the court found 
the European Data Retention Directive (2006/24/EC) to be invalid and in contravention of articles 7, 
8, and 52(1) of the European Convention on Human Rights. The ruling was lauded among privacy 
proponents who had long argued that requirements for the blanket retention of data constituted 
mass surveillance and far exceeded what was necessary for law enforcement purposes. However, the 
decision has also prompted debate among legal experts and different reactions by governments, 
with some member states now suspending their national implementations of the European directive, 
while others are drafting new data retention laws in order to compel internet service providers to 
continue to store user data.36

According to a report by the Estonian Parliament Security Authorities Surveillance Select Committee, 
which oversees the practices of surveillance agencies and security agencies, there were over 7,400 
cases of information requests based on court orders in 2012, an increase of 9 percent from the pre-
vious year.37 The select committee was established to exercise supervision over the legality of surveil-

31  Electronic Privacy Information Center (EPIC) and Privacy International, “Republic of Estonia,” in Privacy and Human Rights 
2006: An International Survey of Privacy Laws and Developments (Washington: EPIC, 2007), http://www.worldlii.org/int/journals/
EPICPrivHR/2006/PHR2006-Republic-8.html.
32  Estonian Data Protection Inspectorate, “Inspectorate,” March 14, 2015, http://www.aki.ee/en/inspectorate.
33  “Tasks and jurisdiction of the Chancellor of Justice”,  http://oiguskantsler.ee/en/tasks-and-jurisdiction-of-the-chancellor-of-
justice, accessed June 2, 2015
34  Electronic Communications Act, translation to English, http://www.legaltext.ee/text/en/X90001K2.htm.   
35  The ECJ court ruling pertained to the cases Digital Rights Ireland Ltd (C-293/12) and Kärntner Landesregierung (C-594/12) 
and is available at http://curia.europa.eu/juris/document/document.jsf?docid=150642&doclang=EN.
36  Martin Husovec, “First European Constitutional Court Suspends Data Retention After the Decision of the Court of Justice 
of EU,” The Center for Internet and Society at Stanford Law School, April 28, 2015, http://cyberlaw.stanford.edu/blog/2014/04/
first-european-constitutional-court-suspends-data-retention-after-decision-court.
37  Overview of Parliament Select Committe activities, http://www.riigikogu.ee/public/Riigikogu/Dokumendid/
julgeolekuasutuste_jarelevalve_erikomisjon_2012_.pdf.
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lance and the activities of the Security Police.38 The committee monitors the activities of the Security 
Police Board to ensure conformity with the constitution, the Surveillance Act, and other regulations 
on security agencies.

Intimidation and Violence 

There have been no physical attacks against bloggers or online journalists in Estonia, though online 
discussions are sometimes inflammatory. Following instances of online bullying, sexual harassment, 
and the misuse of social media in 2009-2010, discussions and public awareness campaigns were 
launched to involve parents in increasing the protection of children on the internet.39

Technical Attacks

Awareness of the importance of ICT security in both private and business use has increased signifi-
cantly since a series of cyberattacks against Estonian websites and government organizations in the 
spring of 2007. To protect the country from future attacks, the government adopted a five-year Cy-
ber Security Strategy in 2008 that focused on the development and implementation of new security 
measures that would increase competence in cyber security, improve the legal framework, bolster 
international cooperation, and raise public awareness.40 Estonia’s cybersecurity strategy is built on 
strong private-public collaboration and a unique voluntary structure through the National Cyber De-
fense League.41 With more than 150 experts participating, the league has simulated different security 
threat scenarios as defense exercises that have served to improve the technical resilience of Estonia’s 
telecommunication networks and other critical infrastructure over the past few years. 

Also in 2008, the North Atlantic Treaty Organization (NATO) established a joint cyberdefense cen-
ter in Estonia to improve cyberdefense interoperability and provide security support for all NATO 
members. Since its founding, the center has supported awareness campaigns and academic research 
on the topic and hosted several high-profile conferences, among other activities.42 From 2009, the 
NATO Cooperative Cyber Defense Centre of Excellence has organized an annual International Con-
ference on Cyber Conflict, or CyCon, bringing together international experts from governments, the 
private sector, and academia. CyCon has focused on international cooperation and the legal, regula-
tory, military, and paramilitary aspects of cybersecurity, with the goal of ensuring the development of 
a free and secure internet.  

38  “Security Authorities Surveillance Select Committee,” Riigikogu: The Parliament of Estonia, April 4, 2011, http://www.
riigikogu.ee/index.php?id=42701&parent_id=34615.
39  Targalt internetis [awareness portal], accessed June 12, 2013, http://www.targaltinternetis.ee.
40  Cyber Security Strategy Committee, Cyber Security Strategy (Tallinn: Ministry of Defence, 2008), http://www.mod.gov.ee/
files/kmin/img/files/Kuberjulgeoleku_strateegia_2008-2013_ENG.pdf.
41  “Estonian Defence League’s Cyber Unit,” Kaitseliit [Defence League], http://www.kaitseliit.ee/en/cyber-unit.  
42  “Conference on Cyber Conflict,” Cooperative Cyber Defense Centre of Excellence (CCD COE), accessed July 15, 2013, http://
www.ccdcoe.org/conference2010/.
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Key Developments: June 2014 – May 2015

• A significant number of service interruptions in the name of routine maintenance and
system updates resulted in worsening service across the country. Internet services on 3G
mobile internet networks were reportedly unavailable for more than a month in July and
August 2014 (see Restrictions on Connectivity).

• A growing number of critical news and opposition websites were blocked in the lead up
to the May 2015 elections (see Blocking and Filtering).

• Six bloggers of the prominent Zone 9 blogging collective arrested in April 2014 were
officially charged with terrorism in July 2014; two of the bloggers were unexpectedly
released and acquitted in July 2015, joined by the four others in October (see
Prosecutions and Detentions for Online Activities).

• A university political science teacher known for his Facebook activism and another
blogger were arrested and charged with terrorism in July 2014, among three others (see
Prosecutions and Detentions for Online Activities).

• Online journalists in the Ethiopian diaspora were attacked with Hacking Team’s
sophisticated surveillance malware (see Technical Attacks).

Ethiopia
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 23 23

Limits on Content (0-35) 28 28

Violations of User Rights (0-40) 29 31

TOTAL* (0-100) 80 82

* 0=most free, 100=least free

Population: 95.9 million

Internet Penetration 2014: 2.9 percent

Social Media/ICT Apps Blocked: Yes

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

Ethiopia, the second most populated country in sub-Saharan Africa, has one of the lowest rates of 
internet and mobile phone connectivity in the world. Telecommunication services, in general, and 
the internet, in particular, are among the most unaffordable commodities for the majority of Ethiopi-
ans, as poor telecom infrastructure, the government’s monopoly over the information and commu-
nication technologies (ICTs) sector, and obstructive telecom policies have significantly hindered the 
growth of ICTs in the country, making the cost of access prohibitively expensive. 

Despite the country’s extremely poor telecommunications services and a largely disconnected pop-
ulation, Ethiopia is also known as one of the first African countries to censor the internet, beginning 
in 2006 with opposition blogs.1 Since then, internet censorship has become pervasive and systematic 
through the use of highly sophisticated tools that block and filter internet content and monitor user 
activity. The majority of blocked websites feature critical news and opposition viewpoints run by 
individuals and organizations based in the diaspora. In the lead up to the May 2015 general elec-
tions, a growing number of critical news and opposition websites were blocked, while select tools, 
such as Storify and a popular URL shortening tool Bitly, remained blocked throughout the year. The 
government also employs commentators and trolls to proactively manipulate the online news and 
information landscape, and surveillance of mobile phone and internet networks is systematic and 
widespread. 

In 2014–15, the Ethiopian authorities increased their crackdown on bloggers and online journalists, 
using the country’s harsh laws to prosecute individuals for their online activities and quash critical 
voices. The Zone 9 bloggers arrested in April 2014 were charged with terrorism in July 2014 and sub-
sequently subjected to a series of sham trials through mid-2015. In July 2015, two of the imprisoned 
Zone 9 bloggers were unexpectedly released and acquitted of all charges, which observers attribut-
ed to U.S. President Barack Obama’s official visit to the country later that month. The four remaining 
Zone 9 bloggers were acquitted in October. Nevertheless, five other critical voices and bloggers who 
were arrested in July 2014 and charged with terrorism remain in prison. During the numerous Zone 9 
trials throughout 2014–2015, several supporters were temporarily arrested for posting updates and 
pictures of their trials on social media via mobile devices. 

Obstacles to Access

A significant number of service interruptions in the name of routine maintenance and system updates 
resulted in worsening service across the country. Internet services on 3G mobile internet networks were 
reportedly unavailable for more than a month in July and August 2014.

Availability and Ease of Access   

In 2015, access to ICTs in Ethiopia remained extremely limited, hampered by slow speeds and the 

1  Rebecca Wanjiku, “Study: Ethiopia only sub-Saharan Africa nation to filter net,” IDG News Service, October 8, 2009, http://
bit.ly/1Lbi3s9. 
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state’s tight grip on the telecom sector.2 According to the International Telecommunications Union 
(ITU), internet penetration stood at a mere 3 percent in 2014, up from just 2 percent in 2013.3 Only 
0.5 percent of the population had access to fixed-broadband connections, increasing from 0.25 
percent in 2013.4 Ethiopians had more access to mobile phone services, with mobile phone penetra-
tion rates increasing from 27 percent in 2013 to 32 percent in 2014,5 though such access rates still 
lag behind an estimated regional average of 74 percent,6 and cell phone ownership is much more 
common in urban areas than rural areas. Meanwhile, less than 5 percent of the population has a 
mobile-broadband subscription as of the latest available data from 2013.7 In March 2015, Ethiopia’s 
single telecoms provider, the state-owned EthioTelecom, announced it had launched 4GLTE mo-
bile technology in the capital Addis Ababa,8 but the service is reportedly only available to a mere 
400,000 subscribers.9  Radio remains the principal mass medium through which most Ethiopians stay 
informed.

While access to the internet via mobile phones increased slightly in the past year, prohibitively 
expensive mobile data packages still posed a significant financial obstacle for the majority of the 
population in Ethiopia, where per capita income stood at US$470 as of the latest available data from 
2013.10 Ethiopia’s telecom market is highly undeveloped due to monopolistic control, providing cus-
tomers with few options at arbitrary prices, which are set by the state-controlled EthioTelecom and 
kept artificially high.11 As of mid-2015, monthly packages cost between ETB 200 and 3,000 (US$10 to 
$150) for 1 to 30 GB of 3G mobile services. 

The combined cost of purchasing a computer, setting up an internet connection, and paying usage 
charges makes internet access beyond the reach of most Ethiopians. Consequently, only 2 percent of 
Ethiopian households have fixed-line internet access in their homes.12 While access via mobile inter-
net is increasing, the majority of internet users still rely on cybercafes to log online. A typical internet 
user in Addis Ababa pays between ETB 5 and 7 (US$0.25 to $0.35) for an hour of access. Because 
of the scarcity of internet cafes outside urban areas, however, rates in rural cybercafes are more 
expensive. 

For the few Ethiopians who can access the internet, connection speeds are known to be painstak-
ingly slow and have not improved in years, despite rapid improvements everywhere else around 
the world.  Logging into an email account and opening a single message can still take as long as six 
minutes at a standard cybercafe with broadband in the capital city—the same rate reported over the 
past few years—while attaching documents or images to an email can take as long as eight minutes 

2  Tom Jackson, “Telecoms slow down development of Ethiopian tech scene – iceaddis,” humanipo republished on 
Ethioconstruction,  October 22, 2013, http://bit.ly/1ZlzWhw.  
3  International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY. 
4  International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2014,” http://bit.ly/1cblxxY. 
5  International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2014,” http://bit.ly/1cblxxY. 
6  International Telecommunication Union, “Key ICT data, 2000-2015,” http://bit.ly/1cblxxY. 
7  International Telecommunication Union, “Ethiopia Profile (Latest data available: 2013),” ICT-Eye, accessed August 1, 2014, 
http://bit.ly/1NEnLHk. 
8  Aaron Maasho, “Ethiopia launches 4G mobile service in the capital,” ed. Mark Potter, Reuters, March 21, 2015, http://reut.
rs/1FP0Pky.  
9  “A short report about Ethio-Telecom recent launch of 4G network in Addis Ababa,” EthioTube video, 8:44, April 3, 2015, 
http://bit.ly/1Ryeb90. 
10  World Bank, “Ethiopia Overview,” last updated April 05, 2015, http://www.worldbank.org/en/country/ethiopia/overview. 
11  Ethiopia – Telecoms, Mobile, Broadband and Forecasts, Paul Budde Communication Pty Ltd.: June 2014, http://bit.ly/1ji15Rn. 
12  International Telecommunication Union, “Ethiopia Profile (Latest data available: 2013).” 
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or more.13 According to May 2015 data from Akamai’s “State of the Internet” report, Ethiopia has an 
average connection speed of 1.8 Mbps (compared to a global average of 3.9 Mbps).14 

Despite reports of massive investments from Chinese telecom companies in recent years,15 Ethiopia’s 
telecommunications infrastructure is among the least developed in Africa and is almost entirely ab-
sent from rural areas, where about 85 percent of the population resides. There are only a few signal 
stations across the country, resulting in frequent network congestions and disconnections, even on 
state controlled media.16 Consequently, many people often use their cell phones as music players or 
cameras. In a typical small town of Ethiopia, individuals often hike to the top of their nearest hills to 
access a signal for a mobile phone call. Frequent electricity outages also contribute to poor telecom 
services.

Restrictions on Connectivity  

The Ethiopian government’s complete control over the country’s telecommunications infrastructure 
via EthioTelecom enables it to restrict access to the internet and mobile phone services. Ethiopia is 
connected to the international internet via satellite, a fiber-optic cable that passes through Sudan 
and connects to its international gateway, and the SEACOM cable that connects through Djibouti to 
an international undersea cable. All connections to the international internet are completely central-
ized via EthioTelecom, enabling the government to cut off the internet at will. As a result, the inter-
net research company Renesys classified Ethiopia “as being at severe risk of Internet disconnection,” 
alongside Syria, Uzbekistan, and Yemen in a February 2014 assessment.17 

There were a significant number of service interruptions throughout the year in the name of routine 
maintenance of network infrastructure and system updates across the country, resulting in worsen-
ing service. Numerous users reported extremely slow internet and text messaging speeds during the 
coverage period, and internet services on EVDO and CDMA networks were reportedly unavailable 
for more than a month in July and August 2014.18 

In a sample test conducted in March 2015 to measure the frequency and pervasiveness of mobile 
network interruptions, 40 to 60 percent of phone calls dropped in the middle of conversation.19 
Nearly 70 percent of the time, testers needed to make prolonged and repeated attempts for their 
calls to go through. Text messaging services were also found to be extremely poor and slow. The 
same sample test found that it took an average of six minutes to send a text message to ten individ-
uals, while replies varied from one to six minutes. Approximately 30 percent of text messages were 
not delivered to the intended recipient at all. The test further found that 60 percent of mobile phone 
users frequently ran out of their prepaid mobile data allowances prematurely.

13  According to tests by Freedom House consultant in 2015.
14  Akamai, “Average Connection Speed: Ethiopia,” map visualization, The State of the Internet, Q4 (2014), http://akamai.
me/1OqvpoS. 
15  Aaron Maasho, “Ethiopia signs $700 mln mobile network deal with China’s Huawei,” Reuters, July 25, 2013, http://reut.
rs/1OpDgVj. 
16  Endalk Chala, “When blogging is held hostage of Ethiopia’s telecom policy,” in “GV Advocacy Awards Essays on Internet 
Censorship from Iran, Venezuela, Ethiopia,” Global Voices, February 3, 2015, http://bit.ly/1OpDvzz. 
17  Jim Cowie, “Syria, Venezuela, Ukraine: Internet Under Fire,” Renesys (blog), February 26, 2014, http://bit.ly/1R2z0IT. 
18  Freedom House interviews.
19  Conducted by Freedom House consultant, March 2015.
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ICT Market 

The space for independent initiatives in the ICT sector, entrepreneurial or otherwise, is extremely 
limited,20 with state-owned EthioTelecom holding a firm monopoly over internet and mobile phone 
services as the country’s sole telecommunications service provider. Despite repeated international 
pressure to liberalize telecommunications in Ethiopia, the government refuses to ease its grip on the 
sector.21 

China is a key investor in Ethiopia’s telecommunications industry,22 with Zhongxing Telecommunica-
tion Corporation (ZTE) and Huawei currently serving as contractors to upgrade broadband networks 
to 4G in Addis Ababa and to expand 3G across the country.23 The partnership has enabled Ethiopia’s 
authoritarian leaders to maintain their hold over the telecom sector,24 though the networks built 
by the Chinese firms have been criticized for their high cost and poor service.25 Furthermore, the 
contracts have led to increasing fears that the Chinese may also be assisting the authorities in de-
veloping more robust ICT censorship and surveillance capacities.26 In December 2014, the Swedish 
telecom group Ericsson emerged as the latest partner to improve and repair the quality of Ethiopia’s 
mobile network infrastructure,27 though China’s ZTE still maintains the lion’s share of the telecom in-
frastructure investment sector.  

Meanwhile, onerous government regulations stymie other aspects of the Ethiopian ICT market. For 
one, imported ICT items are tariffed at the same heavy rate as luxury items, unlike other imported 
goods such as construction materials and heavy duty machinery, which are given duty-free import 
privileges to encourage investments in infrastructure.28 Ethiopians are required register their laptops 
and tablets at the airport with the Ethiopian customs authority before they travel out of the country, 
ostensibly to prevent individuals from illegally importing electronic devices, though observers be-
lieve the requirement is an effort to keep tabs on the ICT activities of Ethiopian citizens.29 

Local software companies in the country have also suffered from heavy-handed government regu-
lations, which do not have fair, open, or transparent ways of evaluating and awarding bids for new 
software projects.30 Government companies are given priority for every kind of project, while smaller 
entrepreneurial software companies are completely overlooked, leaving few opportunities for local 
technology companies to thrive.  

20  Al Shiferaw, “Connecting Telecentres: An Ethiopian Perspective,” Telecentre Magazine, September 2008, http://bit.ly/1ji348h. 
21  “Ethio Telecom to remain monopoly for now,” TeleGeography, June 28, 2013, http://bit.ly/1huyjf7. 
22  Paul Chapman, “New report explores the Ethiopian – telecoms, mobile and broadband – market insights, statistics and 
forecasts,” WhatTech, May 1, 2015, http://bit.ly/1L46Awu. 
23  “Out of reach,” The Economist, August 24, 2013, http://econ.st/1l1UvJO. 
24  “Out of reach,” The Economist. 
25  Matthew Dalton, “Telecom Deal by China’s ZTE, Huawei in Ethiopia Faces Criticism,” The Wall Street Journal, January 6, 
2014, http://on.wsj.com/1LtSCkD. 
26  Based on allegations that the Chinese authorities have provided the Ethiopian government with technology that can be 
used for political repression—such as surveillance cameras and satellite jamming equipment—in the past. See: Addis Neger, 

“Ethiopia: China Involved in ESAT Jamming,” ECADAF Ethiopian news & Opinion, June 23, 2010, http://bit.ly/1LtSYI9; Gary Sands, 
“Ethiopia’s Broadband Network – A Chinese Trojan Horse?” Foreign Policy Blogs, Foreign Policy Association,  September 6, 2013, 
http://bit.ly/1FWG8X1. 
27  ENA, “Ericsson to take part in telecom expansion in Ethiopia,” Dire Tube, December 18, 2014,  http://bit.ly/1PkZfvA. 
28  The Embassy of the United Stated, “Doing Business in Ethiopia,” http://1.usa.gov/1LtTExh. 
29   World Intellectual Property Organization, “Ethiopia Custom Regulation: No 622/2009,” http://bit.ly/1NveoeB. 
30  Mignote Kassa, “Why Ethiopia’s Software Industry Falters,” Addis Fortune 14, no. 700 (September 29, 2013), http://bit.
ly/1VJiIWC. 
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Meanwhile, cybercafes are subject to onerous operating requirements under the 2002 Telecommu-
nications (Amendment) Proclamation,31 which requires cybercafe owners to obtain an operating 
license with EthioTelecom via a murky process that can take months. In the past few years, EthioTele-
com began enforcing its licensing requirements more strictly in response to the increasing spread 
of cybercafes, reportedly penalizing Muslim cafe owners more harshly. Violations of the stringent 
requirements, such as a prohibition on providing Voice-over-IP (VoIP) services, entail criminal liability, 
though there have been no reported violations to date.32

Regulatory Bodies 

Since the emergence of the internet in Ethiopia, the Ethiopian Telecommunications Agency (ETA) has 
been the primary regulatory body overseeing the telecommunications sector. In practice, executives 
in the government have complete control over ICT policy and sector regulation.33 The Information 
Network Security Agency (INSA), a government agency established in 2011 and controlled by indi-
viduals with strong ties to the ruling regime,34 also has significant power in regulating the internet 
under the mandate of protecting the country’s communications infrastructure and preventing cyber-
crimes in the country.  

Limits on Content

Dozens of critical news and opposition websites and blogs were blocked as the country prepared for 
the general elections in May 2015. Over 100 websites remained blocked overall. The activities of pro-
government commentators noticeably increased during the coverage period.

Blocking and Filtering 

The Ethiopian government imposes nationwide, politically motivated internet blocking and filter-
ing that tends to tighten ahead of sensitive political events. The majority of blocked websites are 
those that feature opposition or critical content run by individuals or organizations based in the 
country or the diaspora. The government’s approach to internet filtering generally entails hindering 
access to a list of specific internet protocol (IP) addresses or domain names at the level of the Ethio-
Telecom-controlled international gateway. Deep-packet inspection (DPI) is also employed, which 
blocks websites based on a keyword in the content of a website or piece of communication (such as 
email).35 

During the coverage period, over one hundred websites remained inaccessible in Ethiopia.36 Blocked 

31  “Proclamation No. 281/2002, Telecommunications (Amendment Proclamation,” Federal Negarit Gazeta No. 28, July 2, 2002, 
http://bit.ly/1snLgsc. 
32  Ethiopian Telecommunication Agency, “License Directive for Resale and Telecenter in Telecommunication Services No. 
1/2002,” November 8, 2002, accessed October 20, 2014, http://bit.ly/1pUtpWh. 
33  Dr. Lishan Adam, “Understanding what is happening in ICT in Ethiopia,” (policy paper, Research ICT Africa, 2012) http://bit.
ly/1LDPyJ5. 
34   Halefom Abraha, “THE STATE OF CYBERCRIME GOVERNANCE IN ETHIOPIA,” (paper) http://bit.ly/1huzP0S.   
35  Daniel Berhane, “Ethiopia’s web filtering: advanced technology, hypocritical criticisms, bleeding constitution,” Horns Affairs, 
January 16, 2011, http://bit.ly/1jTyrH1 . 
36  Test conducted by an anonymous researcher contracted by Freedom House, March 2015. During the test, some websites 
opened at the first attempt but were inaccessible when refreshed.
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sites included Ethiopian news websites, political party websites, blogs, television and online radio 
websites, and the websites of international digital rights organizations, such as the Electronic Fron-
tier Foundation and Tactical Technology Collective. Select tools such as text messaging apps and ser-
vices on Google’s Android operating system on smartphones were inaccessible at irregular intervals 
but for unclear reasons. 

Online censorship intensified as the country prepared for the May 2015 general elections, with new 
blocks on dozens of social media pages, blogs, and diaspora-based opposition websites that were 
created to report on the general election.37 A diaspora-operated website called AddisVoice, which 
published a series of critical articles about the educational qualifications of government officials, was 
a top target for blocking in 2014-2015.38 International news outlets were also targeted. In June 2014, 
the Ethiopian authorities were accused of jamming the satellite operations of the BBC, Deutsche 
Welle, France 24, and the Voice of America, blocking a few of the stations’ websites as well.39 Al Ara-
biya, a Saudi Arabia-based media outlet, and Al Jazeera’s Arabic and English websites were intermit-
tently blocked throughout the coverage period.40 

Blogs are also a prime target for blocking. In 2007, the government instituted a blanket block on the 
domain names of two popular blog-hosting websites, Blogspot and Nazret, though the authorities 
have since become more sophisticated in their censorship techniques, now blocking select pages 
such as the Zone9 independent blog hosted on Blogspot,41 as opposed to the entire blogging plat-
form. Nazret, however, remained completely blocked as of June 2015. 

Facebook and Twitter platforms were otherwise generally accessible, although some individual Face-
book groups belonging to opposition individuals remained blocked altogether when accessed via 
the unencrypted (HTTP) URL pathway. However, the social media curation tool Storify—first blocked 
in July 201242—remained blocked during the coverage period,43 in addition to the URL shortening 
tool Bit.ly.44 Circumvention tools are also blocked, including Tor—an online tool that enables users 
to browse anonymously—which has been blocked since May 2012.45 According to an independent 
source, key terms such as “proxy” yield no search results on unencrypted search engines,46 reflecting 
the government’s efforts to limit users’ access to circumvention tools and strategies. 

Some restrictions are also placed on mobile phones, such as the requirement for a text message 

37  Interview with the producer of a website called  Mircha.org, http://mircha.org/category/english/ . 
38  Abebe Gelaw, “Exposed: Prof. Constantinos Berhe has two fake degrees,” Addis Voice, January 18, 2015,  http://bit.
ly/1zrOETe. 
39  “BBC condemns Ethiopian broadcast jamming,” BBC, May 30, 2014,  http://bbc.in/1oCH8VO. 
40  “Ethiopia ‘blocks’ Al Jazeera aebsites,” Al Jazeera, March 18, 2013, http://aje.me/1144wNh. 
41  Zone9, blog post, October 8, 2015, http://zone9ethio.blogspot.com/.  
42  Mohammed Ademo, Twitter post, July 25, 2012, 1:08 p.m., https://twitter.com/OPride/status/228159700489879552. 
43  Mohammed Ademo, “Media Restrictions Tighten in Ethiopia,” Columbia Journalism Review, August 13, 2012, http://bit.
ly/1Lm2npk. 
44  Ory Okolloh Mwangi, Twitter post, November 6, 2013, 9:20 a.m., https://twitter.com/kenyanpundit/
status/398077421926514688. 
45  “Ethiopia Introduces Deep Packet Inspection,” Tor (blog), May 31, 2012, http://bit.ly/1A0YRdc; Warwick Ashford, “Ethiopian 
government blocks Tor network online anonymity,” Computer Weekly, June 28, 2012, http://bit.ly/1LDQ5L2. 
46  A 2014 report from Human Rights Watch also noted that the term “aljazeera” was unsearchable on Google while the news 
site was blocked from August 2012 to mid-March 2013. According to HRW research, the keywords “OLF” and “ONLF” (acronyms 
of Ethiopian opposition groups) are not searchable on the unencrypted version of Google (http://) and other popular search 
engines. Human Rights Watch, “They Know Everything We Do,” March 25, 2014, 56, 58, http://bit.ly/1Nviu6r. 
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to obtain prior approval from EthioTelecom if it is to be sent to more than ten recipients.47 A bulk 
text message sent without prior approval is automatically blocked, irrespective of the content of the 
message.  

There are no procedures for determining which websites are blocked or why, precluding any avenues 
for appeal. There are no published lists of blocked websites or publicly available criteria for how such 
decisions are made, and users are met with an error message when trying to access blocked con-
tent. This lack of transparency is exacerbated by the government’s continued denial of its censorship 
efforts. Meanwhile, the decision-making process does not appear to be controlled by a single entity, 
as various government bodies—including the Information Network Security Agency (INSA), Ethio-
Telecom, and the ICT ministry—seem to be implementing their own lists, contributing to a phenom-
enon of inconsistent blocking. Government officials flatly deny the blocking of websites or jamming 
of international satellite operations while also stating that the government has a legal and a moral 
responsibility to protect the Ethiopian public from extremist content. 

Content Removal 

In addition to increasing blocks of online content, politically objectionable content is often targeted 
for removal, often by way of threats from security officials who personally seek out users and blog-
gers to instruct them to take down certain content, particularly critical content on Facebook. The 
growing practice suggests that at least some voices within Ethiopia’s small online community are 
being closely monitored. For instance, during the various legal proceedings of the Zone 9 bloggers 
throughout 2014-2015 (see “Prosecutions”), friends and reporters who posted pictures and stories of 
the trials on social media were briefly detained and asked to remove them.48 

Media, Diversity, and Content Manipulation  

Lack of adequate funding is a significant challenge for independent online media in Ethiopia, as fear 
of government pressure dissuades local businesses from advertising with politically critical websites. 
A 2012 Advertising Proclamation also prohibits advertisements from firms “whose capital is shared 
by foreign nationals.”49 Launching a website on the local .et domain is expensive and onerous,50 re-
quiring a business license from the Ministry of Trade and Industry and a permit from an authorized 
body.51  While the domestic Ethiopian blogosphere has been expanding, most blogs are hosted on 
international platforms by diaspora community members.

Despite extremely low levels of internet access, the authorities employ progovernment commen-
tators and trolls to manipulate the online news and information landscape. There was a noticeable 
increase in the number of progovernment commentators in the last few years, as confirmed in a 

47  Interview with individuals working in the telecom sector, as well as a test conducted by a Freedom House consultant who 
found it was not possible for an ordinary user to send out a bulk text message. 
48  Reporters prevented from reporting on the trial of Zone9 Bloggers: Trial Tracker Blog, http://trialtrackerblog.org/home/ . 
49  Exemptions are made for foreign nationals of Ethiopian origin. See, Abrham Yohannes, “Advertisement Proclamation No. 
759/2012,” Ethiopian Legal Brief (blog), September 27, 2012,  http://bit.ly/1LDQf5c. 
50  “Proclamation No. 686/2010 Commercial Registration and Business Licensing,” Federal Negarit Gazeta,  July 24, 2010, 
http://bit.ly/1P3PoLy;  World Bank Group, Doing Business 2015: Going Beyond Efficiency, Economy Profile 2015, Ethiopia, 2014, 
http://bit.ly/1L49tO6.  
51  Chala, “When blogging is held hostage of Ethiopia’s telecom policy.” 
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June 2014 report by the Ethiopian Satellite Television Service (ESAT) that detailed the government’s 
efforts to recruit and train progovernment citizens to attack politically objectionable content online. 
According to the ESAT report, hundreds of bloggers reporting directly to government officials had 
been trained on how to post progovernment comments and criticize antigovernment articles on so-
cial media platforms.52  

Meanwhile, increasing repression against journalists and bloggers has had a major chilling effect 
on expression online, particularly following the arrest of the Zone 9 bloggers in April 2014 and their 
ongoing trials throughout 2014-2015 (see “Prosecutions”). Fear of pervasive surveillance has also led 
to widespread self-censorship, and many bloggers publish anonymously to avoid reprisals.53 Local 
newspapers and web outlets receive their independent news and information from regime critics 
and opposition organizations in the diaspora, and few Ethiopian journalists work for either domestic 
print media or overseas online outlets due to the threat of repercussions. 

Digital Activism 

Despite very low internet penetration in the country, tech-savvy Ethiopians are increasingly using 
social media for campaigning and social activism. Digital activism was particularly pronounced and 
widespread following the arrest of six Zone 9 bloggers and three journalists for their alleged affilia-
tion with the Zone 9 collective (see “Violations of User Rights”). Ethiopian bloggers and social media 
users flocked online to spread the #FreeZone9Bloggers hashtag in a campaign that quickly swept 
across the social media sphere and garnered widespread support from around the world through-
out 2014-2015. In the first five days of the campaign, the #FreeZone9Bloggers hashtag was tweeted 
more than 8,000 times.54 While the international campaign elicited no official response from the gov-
ernment, sustained digital activism throughout the year continually informed the international com-
munity of the Zone 9 case, pushing high level diplomats to condemn the Ethiopian government’s 
actions, which many believe helped lead to the release of two of the bloggers in July 2015.

Following the prominence of the Zone 9 blogger campaign, hashtag campaigns on social media 
have become one of the most popular methods of activism in Ethiopia, enabling citizens to demand 
for social change and justice on a variety of issues. Two hashtag campaigns in late 2014 were par-
ticularly active on Ethiopian social media. One campaign, #BecauseIamOromo, stemmed from the 
release of an Amnesty International report on repression and human rights violations in the Oromo 
region of Ethiopia,55  building momentum across a three-day Twitter campaign, which attracted a 
significant number of followers.56 Another campaign, #Justice4Hanna, demanded justice for a 16 
year old high school girl who was gang-raped and then later died from associated injuries in Addis 
Ababa in October 2014.57 

Digital activism was also prominent in the lead-up to the May 2015 general elections, though calls 

52  “Ethiopia Trains Bloggers to attack its opposition,” ECADF Ethiopian News & Opinions, June 7, 2014, http://bit.ly/1QemZjl. 
53  Markos Lemma, “Disconnected Ethiopian Netizens,” Digital Development Debates (blog),November 2012,  http://bit.
ly/1Ml9Nu3. 
54  “#BBCtrending: Jailed bloggers spark Ethiopia trend,” BBC Trending, April 30, 2014, http://bbc.in/1kpaTDX. 
55  Mahlét Solomon, “Because I am Oromo,” Facebook page for campaign, November 15, 2014,   http://on.fb.me/1VJOKag. 
56  Amnesty International, Ethiopia: Because I am Oromo’: Sweeping repression in the Oromia region of Ethiopia, October 28, 
2014, http://bit.ly/1QenAS6. 
57  Melody Sundberg, “A 16-Year-Old’s Death Is Forcing Ethiopia to Confront Its Sexual Violence Problem,” Global Voices, 
January 16, 2015, http://bit.ly/1OqziKr.  
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for protest came mostly from the Ethiopian diaspora rather than from local activists who feared the 
government’s violent crackdowns against protest movements. State media stepped up its campaign 
against the press, in general, and the use of social media, in particular, claiming that foreign agents 
and terrorists were using social media to destabilize the country.     

Violations of User Rights

The limited space for online expression continued to deteriorate alongside an increasing crackdown 
on bloggers. The Zone 9 bloggers arrested in April 2014 were charged with terrorism in July 2014 and 
subsequently subjected to a series of sham trials through mid-2015. In July 2015, two of the impris-
oned Zone 9 bloggers were unexpectedly released and acquitted of all charges, leaving four in prison 
alongside five other individuals who were arrested in July 2014 and charged with terrorism for their 
various ICT activities. Independent journalists in the diaspora were targeted with Hacking Team surveil-
lance spyware.  

Legal Environment 

The 1995 Ethiopian constitution guarantees freedom of expression, freedom of the press, and access 
to information, while also prohibiting censorship.58 These constitutional guarantees are affirmed 
in the 2008 Mass Media and Freedom of Information Proclamation, known as the press law, which 
governs the print media.59 Nevertheless, the press law also includes problematic provisions that con-
tradict constitutional protections and restrict free expression, such as onerous registration processes 
for media outlets and high fines for defamation.60 The Criminal Code also penalizes defamation with 
a fine or up to one year in prison.61 

In 2012, the government introduced specific restrictions on an array of ICT activities under amend-
ments to the 1996 Telecom Fraud Offences Law,62 which had already placed bans on certain commu-
nication applications, such as Voice over Internet Protocol (VoIP)63 like Skype and Google Voice, call 
back services, and internet-based fax services.64 Under the 2012 amendments, the penalties under 
the preexisting ban were toughened, increasing the fine and maximum prison sentence from five 
to eight years for service providers, and penalizing users with three months to two years in prison.65 
The law also added the requirement for all individuals to register their telecommunications equip-

58  Constitution of the Federal Democratic Republic of Ethiopia (1995), art. 26 and 29, accessed, August 24, 2010, http://www.
ethiopar.net/constitution. 
59  Freedom of the Mass Media and Access to Information Proclamation No. 590/2008, Federal Negarit Gazeta No. 64, 
December 4, 2008.
60  Article 19, The Legal Framework for Freedom of Expression in Ethiopia, accessed September 10, 2014,  http://bit.ly/1Pl0f33. 
61  Criminal Code, art. 613, http://bit.ly/1OpHE6F. 
62  “A Proclamation on Telecom Fraud Offence,” Federal Negarit Gazeta No. 61, September 4, 2012, http://www.abyssinialaw.
com/uploads/761.pdf.
63  The government first instituted the ban on VoIP in 2002 after it gained popularity as a less expensive means of 
communication and began draining revenue from the traditional telephone business belonging to the state-owned Ethio 
Telecom. In response to widespread criticisms, the government claimed that VoIP applications such as Skype would not be 
considered under the new law, though the proclamation’s language still enables the authorities to interpret it broadly at whim.
64 “Telecommunication Proclamation No. 281/2002, Article 2(11) and 2(12),” Federal Negarit Gazeta  No. 28, July 2, 2002, 
accessed July 25, 2014, http://bit.ly/1jTCWkV. As an amendment to article 24 of the Proclamation, the Sub-Article (3) specifically 
states, “The use or provision of voice communication or fax services through the internet are prohibited” (page 1782).  
65  A Proclamation on Telecom Fraud Offence.
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ment—including smartphones—with the government, which security officials typically enforce by 
confiscating ICT equipment when a registration permit cannot be furnished at security checkpoints, 
according to sources in the country. 

Most alarmingly, the 2012 Telecom Fraud Offences Law extended the violations and penalties de-
fined in the 2009 Anti-Terrorism Proclamation and criminal code to electronic communications, 
which explicitly include both mobile phone and internet services.66 The anti-terrorism legislation pre-
scribes prison sentences of up to 20 years for the publication of statements that can be understood 
as a direct or indirect encouragement of terrorism, a vaguely defined term.67 

According to a December 2014 news report by Ethiopian State Television, a draft Computer and 
Internet Crime Bill is currently in the works by the Information Network Security Agency (INSA). The 
news report featured remarks by the INSA director, who insisted that the draft cybercrime law aimed 
to strengthen the government’s powers to prevent, control, investigate, and prosecute cybercrimes, 
including on social media. Observers are concerned that the law will empower state agencies to 
monitor private social media activities without oversight.68 

Prosecutions and Detentions for Online Activities 

Ethiopia is among the world’s top five jailers of journalists.69 In 2014-2015, the authorities intensified 
their crackdown against bloggers and online journalists, using the country’s harsh laws to arrest and 
prosecute individuals for their online activities and silence dissent. Most alarmingly, six bloggers 
from the critical Zone 9 blogging collective and three journalists with alleged associations to Zone 9 
were arrested in late April 2014. The arrests occurred just days following a Facebook post announc-
ing the group’s plans to resume its activism after taking a seven-month hiatus due to “a considerable 
amount of surveillance and harassment” the bloggers had previously suffered at the hands of securi-
ty agents for their writings and social media activism.70 

Initially held for three months without charges, the bloggers were charged in July 2014 with terror-
ism under the harsh Anti-Terrorism Proclamation for conspiring with the banned opposition group 
Ginbot 7, which the government classifies as a terrorist group.71 The bloggers were further accused 
of encrypting their communications to disseminate seditious writings with the intent of overthrow-
ing the government, the latter of which is an offense under the criminal code.72 The government 
reportedly submitted 30 pages of phone and surveillance records spanning a period of three 

66  Article 19, “Ethiopia: Proclamation on Telecom Fraud Offences,”legal analysis, August 6, 2012, http://bit.ly/1Lbonjm. 
67  “Anti-Terrorism Proclamation No. 652/2009,” Federal Negarit Gazeta No. 57, August 28, 2009.
68   “EBS Special- The social media boom in Ethiopia,” Diretube video, 31:01, February 2015,  http://bit.ly/1Mlc0FD. 
69  Committee to Protect Journalists,“2014 prison census: 221 journalists jailed worldwide,” December 1, 2014, https://cpj.org/
imprisoned/2014.php. 
70  “Six members of Zone Nine, group of bloggers and activists are arrested,” [in Amharic] Zone9 (blog), April 25, 2014, http://
bit.ly/1VJn6ow. 
71 “Federal High Court Lideta Criminal Bench court, Addis Ababa,” http://1drv.ms/1OqAjlC. 
72  Endalk Chala, “What You Need to Know About Ethiopia v. Zone9 Bloggers: Verdict Expected July 20,” Global Voices 
Advocacy, July 17, 2015, http://bit.ly/1jTDO9b. 
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years as evidence of the terrorism charges,73 alongside email communications and digital security 
handbooks.74 

Despite widespread international condemnation of the Zone 9 arrests, the detainees were denied 
bail and brought to court dozens of times without any progress to their case for more than a year.75 
They remained in jail throughout the first half of 2015 until early July, when two of the bloggers and 
three associated journalists were unexpectedly released without charges. The four remaining Zone 
9 bloggers were acquitted in October.76 During the trials between June and November 2014, at least 
three other individuals were arrested temporarily for posting updates and pictures of their trials on 
social media via mobile devices. 

Several other critical bloggers and online activists were arrested in July 2014, including Abraha De-
sta and Zelalem Workagegnehu, both academics and bloggers who were held without charges for 
four months until October 2014 when they were charged for their alleged support of the opposition 
group Ginbot 7.77 They were also charged with using social media to contact members of Ginbot 7.78 
Widely known for his Facebook posts criticizing the ruling party, Abraha Desta was reportedly beat-
en brutally before being taken to an unidentified prison.79 Three other individuals—Yonatan Wolde, 
Abraham Solomon, and Bahiru Degu—were also arrested around the same time for allegedly apply-
ing for an internet security and social media training abroad.80 At a court hearing in August 2015, the 
defendants’ cases were delayed until November.81

Meanwhile, the well-known dissident journalist and blogger Eskinder Nega is still carrying out an 18-
year prison sentence handed down in July 2012 under the anti-terrorism law.82

Surveillance and Anonymity 

Government surveillance of online and mobile phone communications is pervasive in Ethiopia, and 
evidence has emerged in recent years that reveal the scale of such practices. According to 2014 
Human Rights Watch research, there are strong indications that the government has deployed a 

73  Jared Goyette, “For this group of Ethiopian journalists, the Hacking Team revelations are personal,” Public Radio 
International,  July 8, 2015, http://bit.ly/1UN64ID. 
74  “Federal High Court Lideta Criminal Bench court, Addis Ababa.” 
75  Ellery Roberts Biddle, Endalk Chala, Guardian Africa network, “One year on, jailed Ethiopian bloggers are still awaiting trial,” 
The Guardian, April 24, 2015, http://gu.com/p/47ktv/stw; “Nine Journalists and Bloggers Still Held Arbitrarily,” Reporters Without 
Borders, “Nine Journalists and Bloggers Still Held Arbitrarily,” August 21, 2014, http://bit.ly/1P3TW4I. 
76  Committee to Protect Journalists, “In Ethiopia, Zone 9 bloggers acquitted of terrorism charges,” news statement, October 
16, 2015, https://www.cpj.org/2015/10/in-ethiopia-zone-9-bloggers-acquitted-of-terrorism.php. 
77  “Defendants in Zelalem Workagegnehu et al Case Reappointed to December 25th,” De Birhan (blog), December 18, 2014, 
http://bit.ly/1Pl0Ph6. 
78  “Ethiopia Charges 10 of Links with Ginbot 7 Movement Today,”  De Birhan (blog), October 31, 2014, http://bit.ly/1ZlQJRB. 
79  “Ethiopia arrests for young, prominent opposition figures,” Ethiomedia, July 8, 2014, http://bit.ly/1MldQGC. 
80  Tedla D. Tekle, “The Journalism and Scholarship of Attachment – Ethiopia, Africa,” Transcend Media Service, May 25, 2015, 
http://bit.ly/1ZlR46L. 
81 “Court Day of Our Co-Blogger Celalem Workagegnehu et al,” De Birhan (blog), March 19, 2015, http://bit.ly/1Pl0Vp9; Addis 
Standard, Facebook post, August 20, 2015, http://on.fb.me/1JXGSWz. 
82  Such trumped-up charges were based on an online column Nega had published criticizing the government’s use of the 
Anti-Terrorism Proclamation to silence political dissent and calling for greater political freedom in Ethiopia. Nega is also the 
2011 recipient of the PEN/Barbara Goldsmith Freedom to Write Award.“That Bravest and Most Admirable of Writers: PEN 
Salutes Eskinder Nega,” PEN American Center (blog), April 13, 2012, http://bit.ly/1Lm89Y7; See also, Markos Lemma, “Ethiopia: 
Online Reactions to Prison Sentence for Dissident Blogger,” Global Voices, July 15, 2012, http://bit.ly/1OpKaKf; Endalk Chala, 

“Ethiopia: Freedom of Expression in Jeopardy,” Global Voices Advocacy, February 3, 2012, http://bit.ly/1jfIEO3. 
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centralized monitoring system from the Chinese telecommunications firm ZTE, known as ZXMT, to 
monitor phone lines and various types of communications, including mobile phone networks and 
the internet.83 Known for its use by repressive regimes in Libya and Iran, ZXMT enables deep packet 
inspection (DPI) of internet traffic across the EthioTelecom network and has the ability to intercept 
emails and web chats. 

Another ZTE technology, known as ZSmart, is a customer management database installed at Ethio-
Telecom that provides the government with full access to user information and the ability to inter-
cept SMS text messages and record phone conversations.84 ZSmart also allows security officials to 
locate targeted individuals through real-time geolocation tracking of mobile phones.85 While the 
extent to which the government has made use of the full range of ZTE’s sophisticated surveillance 
systems is unclear, the authorities frequently present intercepted emails and phone calls as evidence 
during trials against journalists and bloggers or during interrogations as a scare tactic.86 

There has been an increasing trend of exiled dissidents targeted with surveillance malware in the 
past few years (see “Technical Attacks”). Recent Citizen Lab research published in March 2015 uncov-
ered the use of Remote Control System (RCS) spyware against two employees of the diaspora-run 
independent satellite television, radio, and online news media outlet, Ethiopian Satellite Television 
Service (ESAT), based in Alexandria, Virginia, in November and December 2014.87 Made by the Italian 
company Hacking Team, RCS spyware is advertised as “offensive technology” sold exclusively to law 
enforcement and intelligence agencies around the world, and has the ability to steal files and pass-
words, as well as to intercept Skype calls and chats.88 

While Hacking Team claims that they do not deal with “repressive regimes,”89 the social engineering 
tactics used to bait the two ESAT employees made it clear that the attack was targeted. Moreover, 
analysis of the RCS attacks uncovered credible links to the Ethiopian government, with the spyware’s 
servers registered at an EthioTelecom address under the name “INSA-PC,” referring to the Infor-
mation Network Security Agency (INSA), the body established in 2011 to preside over the security 
of the country’s critical communications infrastructure.90 INSA was already known to be using the 
commercial toolkit FinFisher—a device that can secretly monitor computers by turning on webcams, 
record everything a user types with a key logger, and intercept Skype calls—to target dissidents and 
supposed national security threats.91

Given the high degree of online repression in Ethiopia, political commentators use proxy servers and 
anonymizing tools to hide their identities when publishing online and to circumvent filtering, though 

83  Human Rights Watch, “They Know Everything We Do,” 62.  
84  Human Rights Watch, “They Know Everything We Do,” 67.
85  Ibid, 52.
86   Committee to Protect Journalists, “Ethiopian Blogger, Journalists Convicted of Terrorism,” January 19, 2012, http://cpj.
org/x/47b9. 
87  Bill Marczak et al., Hacking Team Reloaded? US-Based Ethiopian Journalists Again Targeted with Spyware, Citizen Lab, March 
9, 2015, http://bit.ly/1Ryogmr. 
88  Hacking Team,“Customer Policy,” accessed February 13, 2014, http://hackingteam.it/index.php/customer-policy.  
89   Declan McCullagh, “Meet the ‘Corporate Enemies of the Internet’ for 2013,” CNET, March 11, 2013, accessed February 13, 
2014, http://cnet.co/1fo6jJZ.  
90  Marczak et al., Hacking Team Reloaded? US-Based Ethiopian Journalists Again Targeted with Spyware. 
91  Fahmida Y. Rashid, “FinFisher ‘Lawful Interception’ Spyware Found in Ten Countries, Including the U.S.,” Security Week, 
August 8, 2012, http://bit.ly/1WRPuap. 
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the ability to communicate anonymously has become more difficult. The Tor Network anonymizing 
tool has been blocked since May 2012.

Anonymity is further compromised by strict SIM card registration requirements. Upon purchase of 
a SIM card through EthioTelecom or an authorized reseller, individuals must provide their full name, 
address, government-issued identification number, and a passport-sized photograph. EthioTelecom’s 
database of SIM registrants enables the government to cut-off the SIM cards belonging to targeted 
individuals and to restrict those individuals from registering for new SIM cards. Internet subscribers 
are also required to register their personal details, including their home address, with the govern-
ment. In 2013, an inside informant leaked worrying details of potential draft legislation that seeks to 
mandate real-name registration for all internet users in Ethiopia, though there are no further details 
of this development as of mid-2015.92 

While the government’s stronghold over the Ethiopian ICT sector enables it to proactively monitor 
users, its access to user activity and information is less direct at cybercafes. For a period follow-
ing the 2005 elections, cybercafe owners were required to keep a register of their clients, but the 
requirement has not been enforced since mid-2010.93 Nevertheless, some cybercafe operators re-
vealed that they are required to report any “unusual behavior” to security officials, and officials often 
visit cybercafes (sometimes in plainclothes) to ask questions about specific users or to monitor user 
activity themselves.94

Intimidation and Violence 

Government security agents frequently harass and intimidate bloggers, online journalists, and ordi-
nary users for their online activities. Independent bloggers are often summoned by the authorities 
to be warned against discussing certain topics online, while activists claim that they are consistently 
threatened by state security agents for their online activism.95 Prior to their imprisonment in April 
2014, the Zone 9 bloggers reported suffering a considerable amount of harassment for their work, 
leading them to go silent for several months. Shortly after the bloggers announced a resumption of 
activities on Facebook in April 2014, six Zone 9 bloggers were arrested and sent to a federal deten-
tion center in Addis Ababa where they were reportedly mistreated and tortured to give false confes-
sions throughout the year.96 The active Gmail accounts belonging to several of the Zone 9 bloggers 
while in detention suggests that they may have been forced give their passwords to security officials 
against their will.97

Ethiopian journalists in the diaspora have also been targeted for harassment, according to one 

92  Interview conducted by Freedom House consultant.
93  Groum Abate, “Internet Cafes Start Registering Users,” The Capital republished Nazret (blog), December 27, 2006, http://bit.
ly/1Lm98aX. 
94  Human Rights Watch, “They Know Everything We Do,” 67.
95    SIMEGNISH (LILY) MENGESHA, “CRAWLING TO DEATH OF EXPRESSION – RESTRICTED ONLINE MEDIA IN ETHIOPIA,” 
Center for International Media Assistance (blog), April 8, 2015, http://bit.ly/1IbxFie.  
96  Trial Tracker Blog, “Trials.”  
97  Anonymous Freedom House researcher reported seeing several of the detained Zone9 bloggers actively online in Gmail 
chat.
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reporter of the diaspora-based website ECADF, who received death threats from an alleged govern-
ment spy in Netherlands for his reporting.98

Technical Attacks

Opposition critics and independent voices face frequent technical attacks, even when based abroad. 
In recent years, independent research has found evidence that the Ethiopian authorities use sophis-
ticated surveillance malware and spyware, such as FinFisher’s FinSpy and Hacking Team’s Remote 
Control Servers (RCS), to target exiled dissidents. The most recent attack was recorded in December 
2014 by researchers at Citizen Lab, who discovered RCS spyware in attached documents sent in 
emails to journalists with the Ethiopian Satellite Television Service (ESAT), an independent TV, radio, 
and online news outlet run by members of the Ethiopian diaspora in Virginia.99 Having been targeted 
with the RCS spyware before,100 the journalists did not download the attachments that would have 
installed the spyware and enabled the attackers to access files on the infected computers. The jour-
nalists believe the attack was an effort by the authorities to ascertain ESAT’s sources within Ethiopia.

Meanwhile, a technical attack in late 2012 and early 2013 on an exiled dissident (and American 
citizen) is currently the basis of an ongoing legal case at a U.S. District Court filed by the Electronic 
Frontier Foundation (EFF).101 In April 2013, EFF sued the Ethiopian government in a U.S. court on be-
half of the anonymous Ethiopian dissident for implanting malicious FinSpy malware on the individu-
al’s computer. Linked to a server belonging to EthioTelecom, FinSpy had secretly recorded dozens of 
Skype calls, copied emails the individual had sent, and logged a web search conducted by his son on 
the history of sports medicine for a school research project.102  

98  “ክንፉ አሰፋ  በስለላ ከሆላንድ የተባረረው የጋዜጠኛውን አንገት እቆርጣለሁ አለ,”  ECADAF Ethiopian News & Opinion,  April 12, 2015,  http://
ecadforum.com/Amharic/archives/14790/ . 
99  Marczak et al., Hacking Team Reloaded? US-Based Ethiopian Journalists Again Targeted with Spyware. 
100  Bill Marczak, et al., Hacking Team and the Targeting of Ethiopian Journalists, Citizen Lab, February 12, 2014, http://bit.
ly/1heE0Nm. 
101  Jenifer Fenton, “Ethiopia spying case casts spotlight on cyber surveillance in US,” Al Jazeera, July 13, 2015, http://alj.am/
bhaq. 
102  Electronic Frontier Foundation,“Kidane v. Ethiopia,” last updated August 28, 2014, https://www.eff.org/cases/kidane-v-
ethiopia.  
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Key Developments: June 2014 – May 2015

•	 Two decrees were issued in early 2015 outlining administrative measures for the block-
ing and de-indexing of websites for terrorist content. The decrees earned the ire of free 
speech advocates as the blacklist of websites is compiled by a police agency without 
court approval (see Blocking and Filtering and Content Removal). 

•	 An antiterrorism law passed in November 2014 outlined harsh prison sentences for the 
broad offense of “apology for terrorism” through online speech (see Legal Environ-
ment), leading to several users being arrested, and some imprisoned, for online com-
ments that were seen as condoning the January 2015 terrorist attacks that targeted the 
offices of satirical magazine Charlie Hebdo (see Prosecutions and Detentions). 

•	 Surveillance powers were bolstered after the Charlie Hebdo attacks with the passage of 
a new law in May 2015 requiring internet service providers to install devices to monitor 
users’ “suspicious behavior” and provide unfettered access to intelligence agencies (see 
Surveillance, Privacy, and Anonymity).

•	 French broadcaster TV5Monde was hit by a massive cyberattack in April 2015 by Islamist 
hackers calling themselves the “CyberCaliphate.” Eleven channels were brought offline for 
a day (see Technical Attacks). 

France
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 3 3

Limits on Content (0-35) 4 6

Violations of User Rights (0-40) 13 15

TOTAL* (0-100) 20 24

* 0=most free, 100=least free

Population:  64.1 million

Internet Penetration 2014:  84 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Free
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Introduction

France was rocked by a series of terrorist attacks in January 2015 in which 12 people were shot and 
killed by armed extremists, including eight staff at the controversial French satirical magazine Charlie 
Hebdo. The attacks attracted global solidarity under the slogan “Je suis Charlie” (I am Charlie), and 
an estimated 3.7 million marched in the streets of France in support of free speech.1 Reacting to the 
incidents, French law enforcement agencies took a heavy handed approach by arresting dozens for 
apologie du terrorisme (apology for terrorism), an offense dating from the 19th century and updated 
only two months before the attacks to include online offenses. 

The government, too, went into overdrive. Prime Minister Manuel Valls issued two decrees outlining 
administrative measures for the blocking and de-indexing of terrorist content without the need for 
a court order. In May, legislators passed a new surveillance law granting intelligence agencies the 
power to intercept electronic communications in real time and request the immediate handover of 
user data from ISPs, also without the need for prior court approval. A similar law had been passed 
in December 2013, granting extended legal powers for authorities to gain access to or record tele-
phone conversations, emails, internet activity, personal location data and other electronic communi-
cations for a broad range of purposes, including “national security,” the protection of France’s “scien-
tific and economical potential,” and prevention of “terrorism” or “criminality.”

While France has traditionally maintained a relatively open and accessible internet, several actions 
on the part of successive administrations have raised concerns from internet freedom groups and 
free speech activists. Politicians have proposed highly restrictive measures such as the imprison-
ment of frequent visitors to extremist websites, the mandatory registration of online news editors,2 a 
bandwidth tax, and the banning of the online sale of goods below market prices.3 More significantly, 
France’s data protection agency has intensified its legal battle against Google regarding the contro-
versial “right to be forgotten.” While Google has begun to cooperate with authorities in European 
Union (EU) countries since a major ruling of the EU Court of Justice in May 2014, the company has 
been blamed by the French authorities for only applying the ruling on European versions of the 
search engine’s site. The back-and-forth has launched a debate about the extraterritorial application 
of national laws.

Obstacles to Access

France has a highly developed telecommunications infrastructure and a history of innovation in in-
formation and communications technologies (ICTs).4 Starting in the 1970s, France began developing 
Teletex and Videotex technologies, leading to the introduction of the widely popular Videotex service 
Minitel in 1982, which was accessible through telephone lines. In many ways, Minitel predicted applica-
tions of the modern internet, such as travel reservations, online retail, mail, chat, and news. At its peak, 
Minitel had around nine million users, and hundreds of thousands continued to use the service, even 

1  Ashley Fantz, “Array of world leaders joins 3.7 million in France to defy terrorism,” CNN, January 12, 2015, http://www.cnn.
com/2015/01/11/world/charlie-hebdo-paris-march/. 
2  Jean-Loup Richet, “Internet Censorship in France: should we criminalize viewers?”, Herdict, April 24, 2012, Accessed May 23 
2015, http://www.herdict.org/blog/2012/04/24/internet-censorship-in-france-should-we-criminalize-viewers/.
3  Guillaume Champeau, “Sell cheaper on the web soon to be forbidden” [translated], April 05 2013, Accessed May 23 2015, 
http://www.numerama.com/magazine/25593-vendre-ses-produits-moins-cher-sur-internet-bientot-interdit.html.
4  Jonathan Gregson, “French infrastructure takes some beating,” Wall Street Journal, July 5, 2010, accessed May 23 2015, 
http://online.wsj.com/ad/article/france-infrastructure.
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after the World Wide Web was introduced in 1994. It was not until June 2012 that the Minitel service 
was discontinued, primarily due to the growth of the internet industry.5 France’s current ICT market 
is open, highly competitive, and has benefitted from the privatization of the state-owned company 
France Telecom.

Availability and Ease of Access   

The French government has been committed to providing widespread access to high-speed broad-
band and has promised to achieve universal coverage by 2025.6 As a part of this plan, in February 
2013 Alcatel-Lucent and Orange (France Telecom) announced the deployment of the world’s most 
powerful broadband infrastructure, an optical-link, 400 Gbps line between Paris and Lyon.7 In April 
2015, the French parliament approved an amendment to the telecoms component of France’s eco-
nomic reform law, known as the Loi Macron, requiring telecom operators to improve mobile cover-
age throughout the country. The law will ensure that residents of an estimated 170 municipalities, 
which currently have no access to mobile services, will be covered by mobile networks by 2017. Fail-
ure to comply with the obligations can result in sanctions from the telecoms regulator.8

France had an internet penetration rate of 83.75 percent at the end of 2014, up from 71.58 percent 
five years earlier.9 Fixed broadband use increased during the same period, from 31.57 percent to 
40.18 percent.10 Regionally, penetration ranges from 84.4 percent in the Paris area to 65 percent in 
the northwest of France.11 Most at-home users have access to broadband connections, while the 
remaining households are connected either through dial-up or satellite services, usually due to their 
rural location.12 Over 5 million households did not use the internet in 2014,13 either due to obsta-
cles to access, or personal choice.14 As French statisticians do not record information related to race, 
there is no government data relating to internet use according to ethnicity.15 On a positive note, 
there is little or no gender gap when it comes to internet access.16 

5  John Lichfield, “How France fell out of love with Minitel,” The Independent, June 9, 2012, accessed May 23 2015 http://www.
independent.co.uk/news/world/europe/how-france-fell-out-of-love-with-minitel-7831816.html.
6  Jonathan Gregson, “French infrastructure takes some beating,” Wall Street Journal, July 5, 2010, accessed April 23, 2013, 
http://online.wsj.com/ad/article/france-infrastructure. 
7  Bernhard Warner, “Alcatel-Lucent Unveils World’s Most Powerful Broadband Infrastructure,” Business Week, February 15, 
2013, accessed April 23, 2013, http://www.businessweek.com/articles/2013-02-15/alcatel-lucent-unveils-worlds-most-powerful-
broadband-infrastructure. 
8 French government approves amendment mandating rural mobile expansion (France), International 
Telecommunications Union, accessed May 21 2015 http://www.itu.int/ITU-D/ict/newslog/
French+Government+Approves+Amendment+Mandating+Rural+Mobile+Expansion+France.aspx
9  “Percentage of Individuals Using the Internet – 2000-2014,” International Telecommunication Union, http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.
10  “Fixed (wired) broadband subscriptions,” 2000-2012,” International Telecommunication Union, accessed July 29, 2014, 
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
11  Frantz Grenier, “Internet in the Different Regions of France” (translated), March 21, 2013, accessed April 19 2013, http://
www.journaldunet.com/ebusiness/le-net/nombre-d-internautes-en-france-par-region.shtml.
12  Ariase, “ADSL and Broadband Access in France” (translated), accessed April 19, 2013, http://www.ariase.com/fr/haut-debit/
index.html.
13  Mediametrie, “Obstacles to access” (translated), July 31, 2014, accessed August 28, 2014, http://www.mediametrie.fr/
comportements/communiques/home-devices-2eme-vague-de-la-nouvelle-mesure-des-equipements-multimedias-de-
mediametrie.php?id=1107. 
14 Nil Sanyas, “the unplugged” (translated), September 12 2012, Accessed April 14 2013, http://www.pcinpact.com/
news/73774-la-france-compte-95-millions-deconnectes-et-17-million-assument.htm. 
15  Patrick Simon, “The Choice of Ignorance: The Debate on Ethnic and Racial Statistics in France,”  French Politics, Culture & 
Society, Vol. 26, No. 1, Spring 2008, accessed April 23, 2013, http://www.academia.edu/573214/The_choice_of_ignorance._The_
debate_on_ethnic_and_racial_statistics_in_France. 
16  “France,” New Media Trend Watch, accessed April 23, 2013, http://www.newmediatrendwatch.com/markets-by-country/10-
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The average monthly cost of broadband internet access in France is approximately EUR 30 (US$ 
43), for both ADSL,17 and fiber-optic connections.18 Considering the average monthly income is EUR 
2,359 (US$ 3,279),19 this makes internet access fairly affordable for a large percentage of the popula-
tion. The average household net-adjusted disposable income per capita is EUR 25,308 a year, more 
than the OECD average of EUR 23,298 a year; however, there is a considerable gap between the rich-
est and poorest.20  Companies such as Free Telecom offer cheap internet access and mobile contracts 
through bundled deals. Akamai data indicates that, in terms of the global average, France saw a 0.1 
percent drop in internet speeds to 6.6bpms in the first quarter of 2014.21 

There were 64.875 million mobile contracts in use in France at the end of 2014, representing a pen-
etration rate of over 100 percent.22 Over 23 million people use their mobile devices to access the 
internet,23 mostly in addition to a household connection.24  

Restrictions on Connectivity  

There were no restrictions on connectivity reported over the past year. There is no central internet 
backbone and ISPs are not required to lease bandwidth from a monopoly holder. Instead, the back-
bone consists of several interconnected networks run by ISPs and shared through peering or transit 
agreements. There are also a number of Internet Exchange Points (IXPs) in France,25 which contribute 
to improved access and lower consumer prices.26

Network and internet service providers are usually prohibited from discrimination and favoritism on 
the principal of net neutrality, but some incidents in recent years have concerned digital rights ac-
tivists. The French Competition Authority (FCA) issued a decision on September 20, 2012 regarding 
the conflict between the U.S. operator Cogent and the French company Orange on whether network 
operators are allowed to charge for opening additional capacity. The FCA considered that such an 
action was not liable to contravene competition law inasmuch as Orange did not refuse access to its 
subscribers from Cogent, but asked for repayment for opening new capacity in accordance with its 
peering policy. 

Furthermore, Culture Minister Fleur Pellerin has stated her desire to introduce a new tax on the 
“use of bandwidth.”27 In January 2015, the minister said she wanted a “level playing field” for French 

europe/52-france?start=1. 
17  Ariase, “Comparatifs (Comparatives)”, accessed March 16, 2014, http://www.ariase.com/fr/comparatifs/adsl.html. 
18  Ariase, “Comparatifs (Comparatives)”, accessed March 16, 2014, http://www.ariase.com/fr/comparatifs/fibre-optique.html. 
19  OECD Better Life Index, France, accessed March 16, 2014, http://www.oecdbetterlifeindex.org/countries/france/
20 France, OECD Better Life Index, accessed May 21 2015 http://www.oecdbetterlifeindex.org/countries/france/
21 Akamai’s State of the Internet Q1 2014 Report; Volume 7 Number 1; Section 3 Geography – Global, accessed May 21 2015 
http://www.akamai.com/dl/akamai/akamai-soti-q114.pdf
22  “Mobile-cellular telephone subscriptions – 2000-2014,” International Telecommunication Union, http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.
23  Alexandra Bellamy, “French people loves their smartphones and tablets” (translated), LesNumeriques.fr, December 11 2012, 
Accessed March 16 2014, http://www.lesnumeriques.com/france-amoureuse-smartphones-tablettes-n27347.html. 
24  Ipsos MediaCT, “PCs, smartphones, tablets: cumulative and complementary use” (translated), September 22, 2011, 
accessed March 16, 2014, http://www.ipsos.fr/ipsos-mediact/actualites/2011-09-22-pc-smartphones-tablettes-usages-se-
cumulent-et-se-completent. 
25 Internet Exchange Points, Data Centre Map, accessed May 22 2015 http://www.datacentermap.com/ixps.html
26 “Internet Service Providers and Peering v3.0,” accessed May 22 2015 http://www.drpeering.net/white-papers/Internet-
Service-Providers-And-Peering.html
27 “Bandwidth Tax? Fleur Pellerin Still Believes” [translated], Les Echos, accessed May 22 2015 http://m.lesechos.fr/redirect_
article.php?id=0204151866085
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broadcasters along with the likes of Netflix. The news was welcomed by some ISPs who would 
benefit from offering so-called specialized services—or charging more for increased speed and 
bandwidth.28  

ICT Market 

There are no significant business hurdles to providing access to digital technologies in France. The 
main ISPs are Orange, Free, SFR, Bouygues Telecom, and Numericable, with around 40 smaller pri-
vate and non-profit ISPs. Apart from Numericable, these ISPs are also the four main mobile phone 
operators and work in conjunction with some 40 mobile virtual network operators (MVNOs). The 
government owns a total of 27 percent of shares in Orange,29 which was formerly a state-owned 
company under the name France Telecom, through direct ownership as well as holdings in its sov-
ereign wealth fund.30 Another provider, Free, has quickly picked up market share since launching 3G 
services in 2009 through aggressive pricing practices. This price war led the French media conglom-
erate Vivendi to sell its mobile phone company SFR; in April 2014, Vivendi accepted a EUR 17 billion 
(US$22.85 billion) offer from Numericable.31 In the meantime, Bouygues Telecom has begun a round 
of strategic downsizing after failing to sell its assets.32  

Regulatory Bodies 

The telecommunications industry in France is regulated by the Regulatory Authority for Electronic 
and Postal Communication (ARCEP),33 while competition is regulated by France’s Competition Au-
thority and, more broadly, by the European Commission (EC).34 The commissioner of ARCEP is ap-
pointed by the government, though as an EU member state, France must ensure the independence 
of its national telecommunications regulator. Given that the French state is a shareholder in Orange, 
the country’s leading telecommunications company, the EC stated that it would closely monitor the 
situation in France to ensure that European regulations were being met.35 The EC has previously 
stepped in when the independence of national telecommunications regulators seemed under threat, 
notably in Romania, Latvia, Lithuania, and Slovenia.36 ARCEP remains an independent and impartial 
body and decisions made by the regulator are usually seen as fair.

28 “French minister: Hit Netflix, Google, Apple et al with bandwidth tax,” The Register, accessed May 22 2015 http://www.
theregister.co.uk/2015/02/11/french_minister_hit_google_facebook_apple_netflix_et_al_with_bandwidth_tax/
29  According to Cofisem, as of July 2013, the major shareholders in Orange were Fonds Stratégique d’Investissement (13.5%), 
French State (13.45%), Employees (4.81%), and company-owned shares (0.58%). 67.66% are owned by “other shareholders.” 

“Orange – European Equities,” NYSE Euronext, accessed March 16 2014, https://europeanequities.nyx.com/en/products/equities/
FR0000133308-XPAR/company-information.
30  “France Telecom to become Orange on July 1 2013,” Orange, May 28, 2013, accessed May 23 2015 http://www.orange.
com/en/press/press-releases/press-releases-2013/France-Telecom-to-become-Orange-on-1-July-2013.
31  “Numericable to buy SFR,” (translated), Le Nouvel Obs, accessed May 23 2015 http://tempsreel.nouvelobs.com/
economie/20140405.OBS2813/rachat-de-sfr-vivendi-choisit-numericable-au-detriment-de-bouygues.html?xtor=RSS-17.
32  Le Point, « Bouygues didn’t received any offers from Orange and Free » (translated), August 05, 2014, accessed 
May 23 2015 http://www.lepoint.fr/high-tech-internet/bouygues-telecom-n-a-recu-a-ce-jour-aucune-offre-de-
rachat-05-08-2014-1851499_47.php.
33  “Autorité de Régulation des Communications Électroniques et des Poste,” accessed May 23 2015 http://www.arcep.fr/index.
php?id=1&L=1.
34  “Autorité de la concurrence,” accessed May 23 2015 http://www.autoritedelaconcurrence.fr/user/index.php.
35  “ARCEP must remain independent vis-a-vis government – EC,” Telecompaper, January 14, 2011, accessed May 23 2015, 
http://www.telecompaper.com/news/arcep-must-remain-independent-vis-a-vis-government-ec--778936.
36  Arjan Geveke, “Improving Implementation by National Regulatory Authorities,” European Institute of Public Administration, 
2003, accessed May 23 2015, http://aei.pitt.edu/2592/1/scop_3_3.pdf.
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In the past, ARCEP has taken decisions to ensure the fairness of the telecommunications market. 
ARCEP placed Free under investigation in early 2013 after the ISP released a firmware update that 
included an “ad-blocker” function to remove advertisements from appearing on websites.37 Execu-
tives at Free were reportedly attempting to force Google to compensate the ISP for the high levels of 
data traffic coming from YouTube and other Google sites. The American company had made a simi-
lar agreement with leading ISP Orange. Free backed down under government pressure and criticism 
that the ISP was harming net neutrality by failing to deliver unobstructed content.38

Limits on Content

Two decrees related to blocking and de-indexing websites from search engine results without a court 
order were issued in the wake of the Charlie Hebdo attacks. President Hollande stated his desire to 
introduce measures to hold internet companies responsible for any pro-terrorist material published on 
their sites. Social media was used to organize massive protests in defense of free speech. 

Blocking and Filtering 

France does not generally engage in any politically motivated blocking of websites. YouTube, Face-
book, Twitter and international blog-hosting services as a whole are freely available. In December 
2014, French ISPs were ordered to block dozens of URLs that grant access to the popular file-sharing 
website The Pirate Bay.39 Some observers expect that future blocks on websites that are used to ac-
cess copyrighted materials may be in store. 

Many have feared that that laws such as the Law for Confidence in the Digital Economy (LCEN), the 
Law on Guidelines and Programming for the Performance of Internal Security (LOPPSI 2),40 and that 
establishing the High Authority on the Defense of Intellectual Property (known as the HADOPI law)41 
may eventually lead to a spillover whereby controversial yet legal sites are censored by administra-
tive agencies without a court order.42 This scenario unfolded over the past year, with the issuance of 
a decree by the prime minister in February 2015. 

The decree implements article 6-1 of LCEN, passed in 2004, as well as article 12 of new antiterrorism 
law passed in November 2014.43 The article calls for the Central Office for the Fight against Crime re-
lated to Information and Communication Technology (OCLCTIC) to create a blacklist of sites contain-

37  Cyrus Farivar, “France’s second-largest ISP deploys ad blocking via firmware update,” Ars Technica, January 3, 2013, 
accessed May 23 2015 http://arstechnica.com/business/2013/01/frances-second-largest-isp-deploys-ad-blocking-via-firmware-
update/.
38  Chiponda Chimbelu, “French ISP revives debate on ‘free Internet’,” DW, January 9, 2013, accessed May 23 2015 http://www.
dw.de/french-isp-revives-debate-on-free-internet/a-16508222.
39  Andy, “Court orders French ISPs to block the Pirate Bay,” December 4, 2014, https://torrentfreak.com/court-orders-french-
isps-block-pirate-bay-141204/. 
40  Loi d’orientation et de programmation pour la performance de la sécurité intérieure. 
41  “Au revoir, internet cut-off: France revokes anti-piracy penalty,” Jeff John Roberts, July 9 2013, accessed March 16 2014
http://gigaom.com/2013/07/09/au-revoir-internet-cut-off-france-revokes-anti-piracy-penalty/ 
42  Olivier Dumons, “After DADVSI and HADOPI, LOPPSI 2 To Be Released” (translated), May 18 2009, Accessed March 16 2014, 
http://www.lemonde.fr/technologies/article/2009/05/18/apres-la-dadvsi-et-hadopi-bientot-la-loppsi-2_1187141_651865.html, 
and La Quadrature du Net, “Administrative Net Censorship adopted in France” (translated), December 15 2010, Accessed March 
16 2014, http://www.laquadrature.net/fr/loppsi-censure-administrative-du-net-adoptee-les-pedophiles-sont-tranquilles. 
43  “Décret n° 2015-125 du 5 février 2015 relatif au blocage des sites provoquant à des actes de terrorisme ou en faisant 
l’apologie et des sites diffusant des images et représentations de mineurs à caractère pornographique,” Legifrance, February 6, 
2015, http://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000030195477&dateTexte=&categorieLien=id. 
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ing materials that incite or condone terrorism, as well as sites that display child pornography, and 
to review the list every four months to ensure that blacklisted sites continue to contravene French 
law. ISPs must then take all appropriate measures to restrict access to those sites within 24 hours 
of notification. Users trying to access those pages are redirected to a website from the Ministry of 
Interior indicating why the site was blocked and avenues for appeal. The blacklist is also shared with 
the head of the National Commission on Informatics and Liberty (CNIL), who may appeal decisions 
taken by the OCLCTIC.

UberPop, a ride-sharing and ride-hailing app created by the American company Uber, was banned 
in January 2015. Earlier, a court had refused to ban the app, triggering massive strikes by French taxi 
drivers that brought traffic to a standstill in the capital Paris.44 The strikes led the government to pass 
a new law tightening regulations on the taxi and chauffeur industry that effectively banned UberPop 
drivers without a professional license.45 The law was challenged in the Constitutional Court and up-
held in September 2015. UberPop services were halted by the company in July 2015.46

Content Removal 

French authorities are fairly transparent about what content is prohibited and the reasons behind 
specific content removal requests. Incitement of hatred, racism, Holocaust denial, child pornography, 
copyright infringement, and defamation are illegal. Article R645-1 of the French criminal code out-
laws the display of the emblems, uniforms, or badges of criminal organizations, under penalty of a 
fine.47 Websites that contravene this law are requested to remove the content or face blocking.48

Over the past year, search engines have come under particular pressure regarding issues of terrorism, 
child pornography, and privacy. On March 4, 2015, a government decree was issued relating to the 
de-indexing of sites that incite terrorism or apologize for terrorism, as well as sites that display child 
pornography, from search engine results.49 The decree implements modifications to the 2004 LCEN 
that were made under the 2011 LOPPSI 2 and 2014 antiterrorism law, allowing for the de-indexing 
of online content using an entirely administrative procedure. The decree on de-indexing states that 
OCLCTIC will transfer demands to search engines companies, who then have 48 hours to comply. 
The OCLCTIC is responsible for reevaluating de-indexed websites every four months, and request-
ing the relisting of websites where the incriminating content has been removed. The procedure is 
supervised by the CNIL.50 President François Hollande said the law would hold tech companies as 

44 “Uber’s cheap service to be banned in France as Paris taxis block roads,” The Independent, accessed May 23 2015 http://
www.independent.co.uk/life-style/gadgets-and-tech/news/ubers-cheap-service-to-be-banned-in-france-as-paris-taxis-block-
roads-9926523.html
45  Natasha Lomas, “France Bans UberPop Starting January 1,” TechCrunch, December 2014, http://techcrunch.
com/2014/12/15/uberpop-non/. 
46  Mark Scott, “French Law That Banned UberPop Service Survives Legal Challenge,” the New York Times, September 22, 2015, 
http://www.nytimes.com/2015/09/23/technology/french-law-that-banned-uberpop-service-survives-legal-challenge.html. 
47  Elissa A. Okoniewski, “Yahoo!, Inc. v. Licra: The French Challenge to Free Expression on the Internet,” 2002, accessed March 
16, 2014, http://www.auilr.org/pdf/18/18-1-6.pdf 
48  Roger Darlington, “Should the Internet be Regulated?” no publication date, accessed March 16, 2014, http://www.
rogerdarlington.me.uk/regulation.html 
49  “Décret n° 2015-253 du 4 mars 2015 relatif au déréférencement des sites provoquant à des actes de terrorisme ou en 
faisant l’apologie et des sites diffusant des images et représentations de mineurs à caractère pornographique,” Legifrance, 
March 5, 2015, http://legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000030313562&dateTexte=&categorieLien=id. 
50  “France implements Internet censorship without judicial oversight,” EDRi, accessed May 21 2015 https://edri.org/france-
censorship-without-judicial-oversight/
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“accomplices” to terrorism should they fail to act.51 The process has been criticized as lacking judicial 
oversight.

The legal debate over the right to be forgotten has also escalated over the past year. On May 13, 
2014, the Court of Justice of the European Union (CJEU) found that the 1995 Data Protection Direc-
tive applies to the activities of search engines like Google, and requires companies to remove certain 
search results if the data is deemed to violate an individual’s right to privacy.52 The court decided 
that by searching automatically, constantly, and systematically for information on the internet, search 
engines are “collecting” and “processing” data within the meaning of the directive. Based on this rul-
ing, individuals within the European Union can now request that search engines remove links asso-
ciated with their name, but only in searches for that individual’s name and under the condition that 
the information in the links is “inadequate, irrelevant, or no longer relevant” and is not considered 
to be in the public interest. Many critics of this ruling argued that the court should not have granted 
private companies the authority to arbitrate competing concerns between the right to privacy and 
the right to information, and that the court failed to establish clear guidelines regarding when links 
to data should be removed.53

Since the ruling, Google has received over 68,000 requests from French users to remove almost 
230,000 URLs. France has the highest number of requests out of any country in the European Union, 
accounting for around 20 percent of all requests. Google states in its latest transparency report that 
51.7 percent of those URLs have been removed from search results when appearing on the local site 
of the Google search engine, for example, Google.fr.54  In June 2015, CNIL, France’s data protection 
authority, ordered Google to extend its right to be forgotten across all of its local sites, including 
Google.com.55 The order was rejected by Google on concerns the move would set a dangerous prec-
edent for authoritarian governments, who could also request that Google apply unjust national laws 
extraterritorially, thus altering the web experience for all.56 An informal appeal by Google was reject-
ed by CNIL in September 2015.57

Media, Diversity, and Content Manipulation  

France is home to a highly diverse online media environment. Self-censorship online is minimal and 
there were no reports of the French government proactively manipulating online content. 

51 “France wants to make Google and Facebook accountable for hate speech,” The Verge, accessed May 22 2015 http://www.
theverge.com/2015/1/27/7921463/google-facebook-accountable-for-hate-speech-france
52  The court case in question is that of Google Spain SL, Google Inc. v. Agencia Española de Protección de Datos, Mario 
Costeja González. See Press Release No. 70/14, Court of Justice of the European Union, May 13, 2014, http://curia.europa.eu/
jcms/upload/docs/application/pdf/2014-05/cp140070en.pdf. 
53  The Editorial Board, “Ordering Google to Forget,” The New York Times, May 13, 2014, http://www.nytimes.
com/2014/05/14/opinion/ordering-google-to-forget.html?hp&rref=opinion&_r=0 and Natasha Lomas, “Jimmy Wales Blasts 
Europe’s ‘Right to Be Forgotten’ Ruling as a ‘Terrible Danger’,” TechCrunch, June 7, 2014,http://techcrunch.com/2014/06/07/
wales-on-right-to-be-forgotten/. 
54  “European privacy requests for search removals,” Google Transparency Report, accessed October 13, 2015, https://www.
google.com/transparencyreport/removals/europeprivacy/?hl=en. 
55  “CNIL orders Google to apply delisting on all domain names of the search engine,” CNIL, June 12, 2015, http://www.cnil.fr/
english/news-and-events/news/article/cnil-orders-google-to-apply-delisting-on-all-domain-names-of-the-search-engine/. 
56  Peter Fleischer, “Implementing a European, not global, right to be forgotten,” Google Policy Europe blog, July 30, 2015, 
http://googlepolicyeurope.blogspot.co.uk/2015/07/implementing-european-not-global-right.html. 
57  “Right to delisting: Google informal appeal rejected,” CNIL, September 21, 2015, http://www.cnil.fr/english/news-and-
events/news/article/right-to-delisting-google-informal-appeal-rejected/. 
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Digital Activism 

French digital rights and advocacy groups are very active in the country, playing a significant role 
in protesting the government’s recent moves to expand blocking and surveillance without judicial 
oversight. The Association of Community-based Internet Services (ASIC) and La Quadrature du Net 
have stated their intention to appeal to the Council of State in order to overturn these decrees that 
limit online freedoms. 58 The latter created the website Presumed Terrorists to inform French citizens 
and advocate against the law’s passage.59 In the past, La Quadrature du Net successfully lobbied the 
European Parliament for an amendment to the European Union Telecoms Package to ensure that no 
restrictions on internet access could be imposed without prior judicial approval. 60

The hashtag #jesuischarlie gained worldwide prominence in the wake of the attacks on Charlie Heb-
do to express support for free speech and support for those killed. Around two million people took 
to the streets in Paris and four million throughout the country in coordinated marches.61 

Violations of User Rights

Both in the lead up and reaction to terrorist attacks in Paris, the French government introduced several 
new measures that threaten internet freedom in the country. A new antiterrorism law was passed in 
November 2014 that introduced penalties for online speech that is deemed to “apologize for terrorism.” 
Following the January 2015 shootings, there were renewed calls to expand state surveillance of elec-
tronic communications, culminating in the passage of a new surveillance law in May. The law granted 
intelligence agencies the power to intercept electronic communications in real time and request the 
immediate handover of user data from ISPs, without the need for prior court approval. 

Legal Environment 

France’s constitution guarantees freedom of speech,62 in accordance with the 1789 Declaration of 
the Rights of Man.63 The European Convention on Human Rights, of which France is a signatory, pro-
vides for freedom of expression, subject to certain restrictions which are “necessary in a democratic 
society.”64 However, the French government has enacted several laws which, while seeking to protect 
the rights of internet users and copyright holders, also threaten the rights of citizens online. Several 
laws have been highlighted by online activists and internet companies over concerns that they may 
overreach in their aims. Electronic surveillance also operates under a vague legal framework, with 
some fears that intelligence authorities have engaged in extralegal monitoring of users’ online ac-

58 “La Quadrature du Net calls for the annulment of the blocking without judges” [translated], NextInpact, accessed May 21 
2015 http://www.nextinpact.com/news/93007-la-quadrature-net-reclame-l-annulation-decret-sur-blocage-sans-juge.htm.
59  https://presumes-terroristes.fr/ 
60  Danny O’Brien, “Blogging ACTA across the globe: the view from France,” Electronic Frontier Foundation, January 2010, 
accessed March 17, 2014, https://www.eff.org/deeplinks/2010/01/acta-and-france. 
61 “Terror in Paris sparks protests across the world,” Sky News, accessed May 23 2015 http://news.sky.com/story/1403783/
terror-in-paris-sparks-protests-across-world
62  Guy Carcassonne, “The Principles of the French Constitution,” written for the French Embassy in the U.K., May 2002, 
accessed March 17, 2014, http://www.unc.edu/depts/europe/francophone/principles_en.pdf.
63  “The free communication of ideas and opinions is one of the most precious of the rights of man. Every citizen may, 
accordingly, speak, write, and print with freedom, but shall be responsible for such abuses of this freedom as shall be defined 
by law,” Declaration of the Rights of Man, 17 89, accessed March 17, 2014, http://avalon.law.yale.edu/18th_century/rightsof.asp.
64  “European Convention on Human Rights,” accessed March 17, 2014, http://www.echr.coe.int/Documents/Convention_ENG.
pdf.
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tivities and have cooperated with their transatlantic counterparts in the United States and United 
Kingdom. 

An antiterrorism law was passed in November 2014 establishing that online speech deemed as 
“apology for terrorism” (apologie du terrorisme) can be punished by five years in prison and a EUR 
75,000 (US$82,000) fine.65 The law also allowed for the blocking of terrorist websites (see “Blocking 
and Filtering”).

In July 2013, following changes to the HADOPI laws on copyright, the government halted the prac-
tice of suspending users’ internet access and reduced the set of fines incurred for repeated copyright 
violations.66 More than one year later, in October 2014, digital rights advocates raised concerns when 
Minister of Culture Fleur Pellerin proposed a new mandate for the organization entrusted with en-
forcing HADOPI, namely the blocking of copyright infringing websites according to a blacklist deter-
mined not by a court, but an administrative agency.67

Prosecutions and Detentions for Online Activities 

In the aftermath of the attacks on Charlie Hebdo, authorities cracked down on speech deemed apol-
ogy for terrorism both offline and online. 

•	 In Nantes, a 16-year-old was arrested for sharing an ironic cartoon on Facebook related to 
the Charlie Hebdo attack. The cartoon in question mocked the cover of the July 2013 issue 
of Charlie Hebdo, published after the massacre of hundreds of Egyptians protesting the 
coup against the Islamist former president Mohamed Morsi, which depicted a Muslim man 
who is holding a Koran in front of himself to defend against bullets is nevertheless shot 
stating, “It doesn’t stop bullets.” The cartoon in question, believed to be by the artist Dedko, 
replaced the Koran with Charlie Hebdo magazine and the man in Muslim garb with a staff 
cartoonist.68 Some complained of double-standards when it comes to the upholding of free 
speech by French authorities.69

•	 In a case that attracted international attention, comedian Dieudonné M’bala M’bala was 
convicted of apologizing for terrorism and given a two-month suspended sentence in 
March 2015. He had been arrested in January over a Facebook post in which he stated, in 
French, “Tonight, as far as I am concerned, I feel like Charlie Coulibaly,” combining the popu-
lar “Je Suis Charlie” (I am Charlie) slogan with the name of Amedy Coulibaly, one of the at-
tackers.70 Dieudonné argued that instead of being celebrated for free speech like the staff of 

65  Sénat, “Project de loi, adopté par l’Assemblée Nationale apres engagement de la procedure accélérée, renforçant les 
dispositions relatives à la little contre le terrorisme,” October 9, 2014, http://www.senat.fr/leg/pjl14-010.pdf. 
66  For the full text of the law, in French, see “Décret n° 2013-596 du 8 juillet 2013 supprimant la peine contraventionnelle 
complémentaire de suspension de l’accès à un service de communication au public en ligne et relatif aux modalités de 
transmission des informations prévue à l’article L. 331-21 du code de la propriété intellectuelle,” http://www.legifrance.gouv.fr/
affichTexte.do?cidTexte=JORFTEXT000027678782&dateTexte=&categorieLien=id. 
67 “France to follow Turkey’s lead on lawless Internet censorship,” EDRi, accessed May 23 2015 https://edri.org/france-follow-
turkeys-lead-lawless-internet-censorship/
68  A copy of the two cartoons side by side can be found at http://2.bp.blogspot.com/-xJSMBI86AQ8/VK_IQ9Ycx8I/
AAAAAAAAD5c/SW_GrHmr_qw/s1600/Coran%2BCharlie%2BDedko.jpg. Julien Lausson, “Apologie du terrorisme: un ado 
poursuivi à cause d’un dessin sur Facebook,” Numerama, January 17, 2015, http://www.numerama.com/magazine/31910-
apologie-terrorisme.html. 
69  Ali Abunimah, “France begins jailing people for ironic comments,” The Electronic Intifada, January 19, 2015, https://
electronicintifada.net/blogs/ali-abunimah/france-begins-jailing-people-ironic-comments. 
70  Agence France-Presse, “Dieudonné arrested over Facebook post on Paris gunman,” The Guardian, January 14, 2015, http://
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Charlie Hebdo, he had been vilified by the media as if he was a terrorist like Coulibaly.71 The 
controversial comedian has been convicted of anti-Semitism and slander on seven previous 
occasions.

•	 In Strasbourg, a 30-year-old was arrested for posting “Bons baisers de Syrie – Bye bye Char-
lie” (From Syria with Love – Bye bye Charlie) on Facebook along with a photo of an AK-47.72

•	 In Nantes, a 22-year old was convicted of 12 months in prison for a video published on 
Facebook in which he made fun of the death of Ahmed Merabet, a police officer killed 
during the attack on Charlie Hebdo.73 

•	 In Toulon, a 27-year-old was convicted of 3 to 12 months in prison for publishing jihadist 
photos and posts condoning the attack. He posted the following on Facebook in French: 

“We hit them good, put on your djellaba guys, we’ll never give up, there are other brothers 
in Marseille.”74 

Surveillance, Privacy, and Anonymity 

Surveillance has escalated in recent years, not least with the passage of a new surveillance law in 
May 2015, which was passed in the wake of the attacks on Charlie Hebdo by armed extremists earli-
er that year. The Loi Relatif au Renseignement, or Intelligence Law,75 allows for intelligence agencies 
to conduct electronic surveillance without a court order and requires ISPs to install so-called “black 
boxes,” algorithms that analyze users’ metadata for “suspicious” behavior in real time.76 The law also 
provided a legal basis for the installation of recording devices in private homes as well as comput-
er intrusion software such as keystroke logging software. Authorities can store the recordings for 
one month and metadata for five years. France’s prime minister, Manuel Valls, justified the new law 
as necessary given that the previous wiretapping law dated from 1991. The law was reviewed by 
the Constitutional Court and came into effect in July 2015.77 Mozilla and a group of ICT companies 
complained that the law “threatens the integrity of internet infrastructure, user privacy, and data 
security.”78 Reporters Without Borders called on the French Parliament to closely scrutinize the bill to 
ensure its compliance with international human rights law.79 

www.theguardian.com/world/2015/jan/14/dieudonne-arrest-facebook-post-charlie-coulibaly-paris-gunman. 
71  Roisin O’Connor, “French comedian Dieudonné given suspended sentence over Charlie Hebdo joke,” Independent, March 
18, 2015, http://www.independent.co.uk/news/people/french-comedian-dieudonn-given-suspended-sentence-over-charlie-
hebdo-joke-10117120.html. 
72  Xavier Berne, “Un an de prison pour apologie des attentats contre Charlie Hebdo sur Facebook,” Next Inpact, January 13, 
2015, http://www.nextinpact.com/news/91721-un-an-prison-pour-apologie-attentats-contre-charlie-hebdo-sur-facebook.htm. 
73  Julien Lausson, “Terrorisme: un an ferme pour une video sur Facebook,” January 14, 2015, http://www.numerama.com/
magazine/31870-terrorisme-apologie-facebook-video.html. 
74  “Facebook: Prison pour apologie du terrorisme,” (Facebook: Prison for apology for terrorism) Le Figaro, January 12, 2015, 
http://www.lefigaro.fr/flash-actu/2015/01/12/97001-20150112FILWWW00347-apologie-du-terrorisme-un-homme-condamne.
php. 
75 Bill relating to Intelligence, National Assembly, http://www.assemblee-nationale.fr/14/projets/pl2669.asp
76  Angelique Chrisafis, “France passes new surveillance law in wake of Charlie Hebdo attack,” The Guardian, May 5, 2015, 
http://www.theguardian.com/world/2015/may/05/france-passes-new-surveillance-law-in-wake-of-charlie-hebdo-attack. 
77  Amar Toor, “France’s sweeping surveillance law goes into effect,” The Verge, July 24, 2015, http://www.theverge.
com/2015/7/24/9030851/france-surveillance-law-charlie-hebdo-constitutional-court. 
78 “French National Assembly advances dangerous mass surveillane law,” Mozilla Open Policy and Advocacy, accessed May 23 
2015 https://blog.mozilla.org/netpolicy/2015/05/12/french-national-assembly-advances-dangerous-mass-surveillance-law/
79 “Human Rights Organizations Alarmed By Bill That Will Give Surveillance Agencies Dangerous New Powers,” Reporters 
Without Borders, accessed May 22 2015 http://en.rsf.org/france-human-rights-organisations-alarmed-25-03-2015,47728.html
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The Intelligence Law came after the passage of new regulations on electronic surveillance, which 
were passed in December 2013 and entered into force in January 2015, as part of a routine military 
spending bill (the Military Programming Law, or LPM). Article 20 of the LPM significantly expand-
ed electronic surveillance of French residents and businesses by requiring ISPs to hand over data 
such as phone conversations, emails, internet activity, personal location data, and other electronic 
communication data to public authorities. The powers relate to the General Directorate for Internal 
Security (DCRI), to three intelligence agencies under the Ministry of Defense, as well as to anti-mon-
ey-laundering and customs agencies. Under the law, these agencies can conduct surveillance with-
out prior court approval for purposes of “national security,” the protection of France’s “scientific and 
economical potential,” and the prevention of “terrorism” or “criminality.”80 The office of the prime 
minister authorizes surveillance and the National Commission for Security Interception (Commission 
nationale de contrôle des interceptions de sécurité, CNCIS) must be informed within 48 hours in order 
to ensure its approval. 81 Critics have pointed out that the CNCIS lacks appropriate control mecha-
nisms and independence from political interference, given that the CNCIS is composed of only three 
politicians.82 On the other hand, the government argued that the law provides an improved legal 
framework for practices that have already been in place for years.83 

Article 23 of LOPPSI 2, adopted in 2011, grants the police with the authority to install malware—such 
as keystroke logging software and Trojan horses—on a suspect’s computer in the course of counter-
terrorism investigations, although authorization must come from a court order.84

Intimidation and Violence 

Online hate speech has been a topic of concern in France. Twitter has teamed up with SOS Ho-
mophobie, an LGBT rights NGO, to allow the charity to quickly and easily report homophobic tweets 
to the company’s staff.85 There were 2,197 instances of anti-LGBT speech reported to the organi-
zation in 2014, a steady increase over the years but a steep drop from 2013, when the partnership 
with Twitter began.86 Forty percent of all reported incidents occurred on the internet. Hashtags such 
as “#brûlonslesgayssurdu” (“let’s burn the gays on”) and “#lesgaysdoiventdisparaîtrecar” (“gays must 
die because”) have been trending, leading to three users being fined EUR 300-500 (US$330-550) for 
homophobic tweets in January 2015.87

80  Alexandre Entraygues, “France—New ‘Patriot Act’ imposes surveillance obligations,” Linklaters, January 31, 2014, http://
www.linklaters.com/Insights/Publication1403Newsletter/TMT-News-31-January-2014/Pages/France%E2%80%93New-Patriot-
Act-imposes-surveillance-obligations.aspx. 
81  “French officials can monitor Internet users in real time under new law,” Kim Willsher, The Guardian, December 11, 2013, 
accessed March 17, 2014, http://www.theguardian.com/world/2013/dec/11/french-officials-internet-users-real-time-law.
82  Guillaume Champeau, “La DGSI investi du pouvoir de surveiller les communications sur internet,” (The DGSI granted 
surveillance powers over the internet), Numerama, May 2, 2014, http://www.numerama.com/magazine/29260-la-dgsi-investie-
du-pouvoir-de-surveiller-les-communications-sur-internet.html. 
83  “France broadens its surveillance power,” Scott Sayare, New York Times, December 14, 2013, accessed March 17, 2014, 
http://www.nytimes.com/2013/12/15/world/europe/france-broadens-its-surveillance-power.html?partner=rss&emc=rss&_
r=3&.
84  Emilien Ercolani, “LOPPSI: Who could install spywares?” (translated), L’informaticien, November 7 2011, Accessed March 
17 2014, http://www.linformaticien.com/actualites/id/22101/loppsi-qui-pourra-installer-les-mouchards-informatiques-la-liste-
publiee-au-jo.aspx. 
85  Xavier Berne, « SOS Homophobie to be prioritary on Twitter » (translated), PC Impact, June 2013, accessed August 29 2014, 
http://www.nextinpact.com/news/80753-signalement-tweets-illicites-sos-homophobie-prioritaire-depuis-mars.htm. 
86 2015 Annual Report, SOS Homophobie, accessed May 23 105 http://www.sos-homophobie.org/rapport-annuel-2015
87  Joseph Patrick McCormick, “France: Twitter users fined for hashtags saying gay people should be burned,” PinkNews, 
January 21, 2015, http://www.pinknews.co.uk/2015/01/21/france-twitter-users-fined-for-hashtags-saying-gay-people-should-
be-burned/. 
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Technical Attacks

One of the main cybersecurity headlines over the past year in France was the hacking of the televi-
sion and online news outlet TV5Monde on April 8, 2015. Hackers claiming to belong to the Islamic 
State breached the company’s information systems, overriding TV5Monde’s broadcasted program-
ming for more than three hours and disabling live broadcasts for a day on 11 channels. The group, 
which called itself “CyberCaliphate,” also hacked the news company’s website and social media ac-
counts.88  The Twitter account of French newspaper Le Monde was also hacked by supporters of the 
Syrian government in January 2015. In the weeks after the terrorist attacks against Charlie Hebdo, 
authorities reported some 19,000 cyberattacks against French websites.89

88 “French media groups to hold emergency meeting after Isis cyber-attack,” The Guardian, accessed May 23 2015 http://www.
theguardian.com/world/2015/apr/09/french-tv-network-tv5monde-hijacked-by-pro-isis-hackers
89  Aurelien Breeden and Alissa J. Rubin, “French Broadcaster TV5 Monde Recovers After Hacking,” New York Times, April 9, 
2015, http://www.nytimes.com/2015/04/10/world/europe/french-broadcaster-tv5-monde-recovers-after-hacking.html?_r=0. 
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Key Developments: June 2014 – May 2015

• Sporadic internet blackouts ensued throughout 2014 and 2015, which included a week-
long outage in April 2015 (see Restrictions on Connectivity).

• While the popular Voice over Internet Protocol (VoIP) platform Viber was unblocked in
July 2014, dozens of opposition and news websites remained blocked (see Blocking and
Filtering).

• Anecdotal reports indicated an increasing trend of politically sensitive content
“disappearing” from the internet due to intimidation from government authorities (see
Content Removal).

• Digital activism led to the release of an activist and blogger, who was detained without
charges for his work with the survey research firm, Gallup (see Digital Activism).

• In July 2014, a supporter of the main opposition party was prosecuted and fined
US$1,250 for using Skype to send live coverage of an opposition political rally to the
Freedom Newspaper online outlet based abroad (see Prosecutions and Detentions for
Online Activities).

• A former online journalist was arrested in August 2014 on accusations of sending
sensitive information to “enemies” of the government based abroad. Tortured while in
detention, he was released without charges and subsequently fled the country. Extralegal
detention and harassment led at least two other online journalists to flee the country
in exile (see Prosecutions and Detentions for Online Activities and Intimidation and
Violence).

Gambia
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 19 18

Limits on Content (0-35) 21 21

Violations of User Rights (0-40) 25 26

TOTAL* (0-100) 65 65

* 0=most free, 100=least free

Population: 1.9 million

Internet Penetration 2014: 16 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

Under the repressive rule of President Yahya Jammeh, who has been in power since overseeing a 
military coup in 1994, political rights and civil liberties are severely restricted in The Gambia, with 
conditions for press freedom and freedom of expression particularly tenuous. As access to infor-
mation via information and communication technologies (ICTs) has proliferated over the past two 
decades, the government has proactively applied its notably harsh media censorship tactics to the 
internet, beginning as early as 2006 with the blocking of two critical online news outlets.1 

In the past few years, the growing popularity of independent online news outlets, most of which 
are based abroad and operated by exiled Gambian journalists, has prompted the government to 
intensify its crackdown against critical voices by blocking dozens of news and opposition websites 
and arresting individuals suspected of disseminating information to exiled journalists. In 2014 and 
2015, at least 20 news and opposition websites were blocked, while anecdotal reports indicated an 
increasing trend of politically sensitive content “disappearing” from the internet due to intimidation 
from government authorities. The popular Voice over IP (VoIP) platform, Viber, was blocked from 
March to July 2014.

Meanwhile, access to the internet was hampered by frequent internet blackouts lasting several hours 
throughout the coverage period. In April 2015, internet service was shut down completely for one 
week, which providers blamed on technical issues with the ACE submarine communications cable, 
though some local observers believed the disruptions were a result of the government’s increasing 
efforts to test new ways and means of controlling access to the internet and critical content.

Arrests, extralegal detentions, and threats against online journalists were common in 2014 and 2015, 
resulting in a growing number of online journalists fleeing the country in exile. In July 2014, an 
opposition supporter, Lansana Jorbarteh, was prosecuted for allegedly broadcasting an opposition 
political rally in December 2013 without a license. Jobarteh was using Skype on his iPad to transmit 
coverage of the rally to the Freedom Newspaper online outlet based abroad. He was found guilty 
under restrictive ICT-specific amendments to the 2009 Information and Communications Act enact-
ed in 2013 and sentenced to one year in prison or a fine of GMD 50,000 (about US$1,250), the latter 
of which was paid with support from members of his opposition party. The government unblocked 
Viber shortly after Jobarteh’s conviction. According to local legal experts, the timing of the two inci-
dents suggests that the government may be shifting its restrictions on internet freedom away from 
blocking certain ICT tools and in favor of using restrictive legal measures to punish “perceived” ene-
mies of the state.2 

Obstacles to Access

Internet blackouts plagued The Gambia throughout the coverage period, lasting several hours at a time. 
A week-long shutdown occurred in April 2015, which providers blamed on technical issues, while local 
observers pointed to the government’s increasing efforts to test new ways and means of controlling ac-
cess to the internet and critical content.

1  Media Foundation for West Africa, “US-based online paper inaccessible from Gambia, deliberate blocking by government 
suspected,” IFEX, March 14, 2008, http://bit.ly/1Gy7jlq. 
2  Interview with a human rights lawyer, on the condition of anonymity, February 2015.
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Availability and Ease of Access   

Access to the internet in The Gambia has increased steadily over the past decade, from a penetra-
tion rate of less than 4 percent in 2004 to 16 percent in 2014, according to the latest data from the 
International Telecommunication Union (ITU).3 Fixed-broadband subscriptions were still paltry, how-
ever, at a penetration rate of a mere 0.12 percent in 2014 (increasing from 0.02 in 2013).4 By contrast, 
The Gambia has one of the highest mobile phone penetrations in Africa, with an access rate of 120 
percent in 2014, up from nearly 100 percent in 2013,5 though only 1.2 percent of the population 
has access to mobile broadband.6 Nonetheless, connection speeds were very slow during the year, 
averaging 1.6 Mbps (compared to a global average of 4.5 Mbps7), according to May 2015 data from 
Akamai’s “State of the Internet” report.8 

At a cost of about US$10 per month, fixed-line subscriptions are expensive for individual users in 
The Gambia, where average monthly household incomes are less than US$50 as of the latest avail-
able data from 2011.9 Consequently, most internet access in The Gambia is via dial-up at public 
internet cafes, which charge about US$1 per hour of access. The recent introduction of 3G wireless 
internet connections via mobile devices has made internet access more attainable, albeit for only 
a small subset of the population who can afford the unlimited 3G wireless packages that begin at 
about US$62 per month. 

Limited access to telecommunications services in The Gambia is further compounded by a signifi-
cant urban-rural divide. In general, rural areas suffer from poor or virtually nonexistent infrastruc-
ture, a lack of electricity, and frequent power cuts.10 In addition, network coverage of rural areas has 
not been an investment priority for most service providers,11 making rural provinces in The Gambia 
some of the most “disconnected regions of the world.”12 Radio remains the principal mass medium 
through which most Gambians stay informed.

Restrictions on Connectivity  

The Gambian government’s control over the country’s telecommunications infrastructure enables it 
to restrict access to the internet and mobile phone services. In a November 2012 assessment, the 
internet research company Renesys classified the Gambia as being at “severe risk of internet dis-

3  International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY. 
4  International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2014,” http://bit.ly/1cblxxY. 
5  International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2014,” http://bit.ly/1cblxxY. 
6  International Telecommunication Union, “Gambia Profile (Latest data available: 2013),” ICT-Eye, accessed August 1, 2014, 
http://bit.ly/1FZxVAZ. 
7  Akamai, “Akamai Releases Fourth Quarter 2014 ‘State of the Internet’ Report,” press release, March 25, 2015, http://akamai.
me/1JUTz4l. 
8  Akamai, “Average Connection Speed,” map visualization, The State of the Internet, 2015, accessed May 29, 2015, http://
akamai.me/1LiS6KD. 
9  Gambia Bureau of Statistics, “Integrated Household Survey Income and Expenditure Poverty Assessment-2010,” December 
2011, http://bit.ly/1OnSF71. 
10  Kebba Camara, “Electricity Blackout Within Kanifing Municipality Creates Outcry,” All Africa, September 25, 2013,  http://bit.
ly/1FZzEGt.  
11  Interviews by Freedom House, February 2014. 
12  Enrico Calandro et al., “Mapping Multistakeholderism in Internet Governance: Implications for Africa,” Research ICT Africa,  
July 2013, http://bit.ly/1L1FFlb . 
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connection” for having no more than two direct connections to the international internet, alongside 
repressive countries such as Ethiopia, Egypt, and Syria.13

The state-owned telecom company, Gambia Telecommunications Company Limited (Gamtel), owns 
the fiber-optic cable that runs across the country and controls the country’s connection to the in-
ternational internet via the ACE (Africa Coast to Europe) submarine cable system, allowing private 
telecoms to lease access to the gateway for data services.14 In a positive step, the government began 
liberalizing gateway services in May 2013 by granting international data transmission licenses to pri-
vate telecom operators,15 though it was unclear how many new licenses had been issued as of mid-
2015.16 The government also launched the country’s first internet exchange point (IXP) in July 2014 
to boost speed, security, and affordability of internet services across the country.17 As of mid-2015, 
no issues of government control over the new IXP have been reported. Fixed-line voice communica-
tions, on the other hand, remain purely state-owned and controlled, seen mostly as part of the gov-
ernment’s effort to protect Gamtel’s monopoly. 

A number of internet blackouts lasting several hours occurred during the coverage period, espe-
cially between August and October 2014, according to multiple sources.18 Service providers mostly 
blamed the blackouts on “technical problems and maintenance work” at the gateway, while the 
gateway (mainly controlled by Gamtel) blamed the disruptions on problems with the ACE cable. 19 

In April 2015, internet service was shut down completely for one week,20 which providers also 
blamed on technical issues with the ACE cable, though some local observers believed the disrup-
tions were a result of the government’s increasing efforts to test new ways of controlling access to 
the internet and critical content.21 The week-long internet shutdown had come only a few days after 
a video of a police officer beating a schoolgirl went viral on Facebook in late March,22 and a year af-
ter a 48-hour internet blackout in March 2014.23 Local observers blamed the March 2014 blackout on 
the government’s efforts to block VoIP applications at the time,24 which it succeeded in doing one 
week later with the popular VoIP application Viber.25 Viber was eventually unblocked in July 2014.

ICT Market 

The Gambia’s ICT market is relatively small, with four internet service providers (ISPs)—state-owned 

13  Jim Cowie, “Could It Happen In Your Country?” Dyn Research, November 30, 2012, http://bit.ly/1Mggg4X.  
14  “The African Coast to Europe (ACE),” Gambia, December 3, 2012, http://bit.ly/1VGThFe. 
15  Michael Malakata, “Gambia opens up international gateway for data,” PC Advisor, May 23, 2013, http://bit.ly/1R17r2B. 
16  Interviews by Freedom House consultant, April 2015
17  African Union, “AU Launches Internet Exchange Point in Gambia: “Contributing to a faster, secure and affordable internet in 
Africa,”  press release,  July 17, 2014., http://bit.ly/1Mgh49T. 
18  Author interviews. 
19  Interviews by Freedom House consultant, April 2015. 
20  “The Gambia faces internet shut down,” Front Page International  (blog), April 3, 2015, http://bit.ly/1N1H6AB. 
21  Freedom House Interviews, February 2015; See also: Sidi Sanneh, “Gambia without internet service for 48 hours,” Sidi 
Sanneh (blog), March 21, 2014, http://bit.ly/1L1GSJ2. 
22  “Gambia: Popular activist, Aminata Manneh, missing,”  PANAPRESS, March  22, 2015, http://bit.ly/1MghzAT. 
23  Global Voices Advocacy “Netizen Report: 48-hour internet blackout hits Gambia,” Future Tense (blog), Slate, March 26, 2014, 
http://slate.me/1OnW59z.  
24  Sanneh, “Gambia without internet service for 48 hours.”  
25  Demba Kandeh, “Viber Chat App Blocked in The Gambia,” Global Voices Advocacy, March 31, 2014, http://bit.ly/1OnWA3t; 
Sanna Camara, “Viber confirms service jam in Gambia,” The Standard, May 21, 2014, http://bit.ly/1L1Hsqf. 
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Gamtel and privately-owned QuantumNet, Netpage, and Airtip26—and four mobile phone providers, 
all of which provide 2G/3G data service for mobile devices in country—Gamtel’s subsidiary Gamcel, 
and privately-owned Qcell, Africell, and Comium.27 

The telecommunications sector is not well regulated, and like many other sectors, businesses must 
contend with inefficient bureaucracies coupled with nepotistic and preferential practices conducted 
by government officials. Top regime officials often have working relationships with business entities 
and investors “across all sectors of the economy,” according to local observers.28 Registration for 
internet and mobile phone service providers is an onerous and expensive process with numerous 
requirements to fulfill. In addition, corruption among the authorities is rife. For example, when Qcell, 
one of the leading GSM companies in country, was forced to suspend its mobile money service 
known as QPOWER in 2013, it reportedly gifted two new cars to Gambian President Yahya Jammeh 
for his birthday, which led to a subsequent resumption of the QPOWER service.29  

Internet cafe operators must also contend with onerous, expensive, and opaque regulatory obsta-
cles. For example, under an April 2013 directive, cybercafe owners are required to register with the 
regulatory agency for an operating license (in addition to a requisite business license) through an 
application that requires details of the ISP, the number of computers installed, and services provid-
ed.30 Cybercafes must renew their licenses every year and pay annual renewal fees of US$ 20 to the 
regulatory body or face closure.31 In September 2013, the regulator issued further guidelines that 
dictated specific requirements on the physical layout of cybercafes and the signs that must be dis-
played.32 Since 2013, more than a dozen cafes have closed down as a result of the economic obsta-
cles imposed by the strict regulations, alongside increasing access to mobile internet.33 

Regulatory Bodies 

The telecommunications sector is regulated under The Gambia Public Utilities Regulatory Authority 
Act 2001, which established the Public Utilities Regulatory Authority (PURA) in 2004 to regulate the 
activities of telecom service providers and other public utilities.34 To some consumer activists, PURA 
has been an ineffective regulator that seems more concerned about its image than the interests 
of consumers.35 As it stands in 2015, PURA neither has the expertise, equipment, nor enforcement 
power to effectively carry out its mandate.36 Furthermore, PURA is not independent, at least in its 

26  Access Gambia, “Information Technology in Gambia,” accessed August 8, 2014, http://www.accessgambia.com/
information/information-ict.html. 
27  Henry Lancaster, Gambia – Telecoms, Mobile and Broadband, BuddeComm, May 26, 2015, http://bit.ly/1Mgii4Z. 
28  Interviews by Freedom House consultant, April 2015. 
29  Modou S. Joof, “QPOWER service is back,” Front Page International (blog), June 14, 2013, http://bit.ly/1jQErQD.  
30  Public Utilities Regulatory Authority (PURA), “Internet/Cyber Café Registration Form,” accessed August 8, 2014, http://bit.
ly/1hsvbjZ. 
31  Modou S. Joof, “PURA tells internet cafes: register or stop operations,” Front Page International (blog), May 15, 2013, http://
bit.ly/1L1I2o7. 
32  Yaya Bajo, “PURA sets guidelines for internet café operators,” FOROYAA Newspaper, All Africa, September 19, 2013, http://
bit.ly/1MgiXDv.  
33  Interviews by Freedom House consultant, April 2015
34  PURA, “Pura Act,” accessed August 8, 2014, http://pura.gm/index.php?option=com_
content&view=article&id=112&Itemid=137. 
35  Interviews by Freedom House consultant, February 2014.
36  Interviews by Freedom House consultant, January 2014.
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composition. The president appoints the governing board of the regulatory body on the recommen-
dation of the Minister of Finance and Economic Affairs.37

Limits on Content

Dozens of independent online news and opposition websites remained blocked in The Gambia, amid 
a number of anecdotal reports of politically sensitive content “disappearing” from the internet due to 
intimidation from government authorities. Meanwhile, a significant digital activism campaign led to 
the release of an activist and blogger, who was detained without charges for his work with the survey 
research firm, Gallup.

Blocking and Filtering 

At least 20 webpages were blocked in The Gambia during this report’s coverage period,38 many of 
which are news and opposition websites known for their criticism of the government,39 such as Gam-
bia Echo, Hello Gambia, Jollof News, and Gainako. One of the first websites blocked in the country 
beginning in 2006, Freedom Newspaper, remained blocked.40 Most of the blocked outlets are based 
abroad and operated by exiled activists and Gambian journalists. 

YouTube, Facebook, Twitter and international blog-hosting platforms are freely available, though 
communications applications have been blocked in the past. The popular VoIP platform, Viber, was 
the most recent communications tool targeted for blocking from March to July 2014.41 The govern-
ment denied involvement and hinted that service providers may have engineered the block,42 while 
observers blamed the government given its belief that platforms such as Viber have been enabling 
exiled Gambian journalists to deliver politically “objectionable” information to the public. 

There is no transparency behind the blocking of internet content in The Gambia, and efforts to ac-
cess blocked URLs typically time out. The government denies any involvement in the blocking of 
critical news websites; however, state control over the country’s dominant telecommunications pro-
vider, Gamtel, gives the authorities the ability to restrict access to internet content. Expert opinions 
suggest that the country targets specific internet protocol (IP) addresses and domain names at the 
level of the internet gateway. Meanwhile, tech-savvy Gambians use virtual private network (VPNs) 
and other proxies to access blocked content from within the country.43

37  PURA, “Organizational Structure,” accessed August 8, 2014, http://www.pura.gm/index.php?option=com_
content&view=article&id=86&Itemid=70. 
38  Interviews by Freedom House consultant, April 2014. 
39  Baboucarr Ceesay, “Gambia: Government’s internet phobia and censorship,” Africa Review, March 29, 2014, http://bit.
ly/1OnY5Pk. 
40  Media Foundation for West Africa, “US-based online paper inaccessible from Gambia, deliberate blocking by government 
suspected.”  
41  Demba Kandeh, “Viber Chat App Blocked in The Gambia,” Global Voices Advocacy, March 31, 2014, http://bit.ly/1OnWA3t; 
Sanna Camara, “Viber confirms service jam in Gambia,” The Standard, May 21, 2014, http://bit.ly/1L1Hsqf.
42  The then Deputy Permanent Secretary at the Ministry of Information and Communication Infrastructure, Mr Lamin Camara 
was quoted saying: “The blockade of Viber has nothing to do with Public Utility Regulatory Authority (PURA), the blockage is at 
operators’ level. I am not pointing fingers at any operator. I know there are other services that Viber has affected and it is not 
good for them. We are working together to see how we can come to a better solution that would be acceptable to all parties.”
43  “Blocking the VoIP services for national security reasons is illogical – Says Sam Phatey,” Askani Senegambia, March 19, 2014, 
accessed September 29, 2014, http://bit.ly/1jQFyzX. 
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Content Removal 

The extent to which the government may require websites to take down certain content is obscured 
by the overwhelming number of progovernment, if not state-owned, news outlets based in the 
country, which often receive directives to depict the government in a positive light. Nonetheless, 
observers have noted an increasing trend of online content “disappearances” through anecdotal 
accounts from journalists and editors based in the country. A former reporter speaking anonymously 
revealed that he often receives orders from government officials to take down select content from 
certain news websites, particularly “politically sensitive” content.44 Some editors have reported re-
ceiving threatening phone calls for their online content, while others have experienced “visits” from 
officials at their offices or homes.45 In general, stories that risk catching the attention of security 
officials are highly susceptible to disappearing online, either through self-imposed post-publication 
censorship, or from unofficial takedown orders from government officials.

Media, Diversity, and Content Manipulation  

Most critical news outlets are operated by exiled dissidents based abroad and blocked within the 
country. Independent online media outlets face the challenge of economic sustainability in a country 
where many businesses avoid advertising with critical outlets out of fear of government reprisals. As 
a result, the online news and information landscape does not represent a diversity of political and 
social viewpoints. Furthermore, a climate of fear due to pressure from the authorities in the form 
of arbitrary arrests, extralegal harassment, and threats has led to a severe degree of self-censorship 
among journalists, both online and offline.46 Bloggers and online journalists based in the country 
typically post content anonymously, while many local online activists simply avoid posting critical 
content or remove content after posting to evade potential repercussions.47 

Comments by trolls in many online forums disproportionately distort the news and information 
landscape, though there is no concrete evidence that the authorities employ progovernment com-
mentators to manipulate online content. Progovernment trolling activity tends to surge during times 
of political or social controversy. For example, following the illegal detention of a local activist in No-
vember 2014 (see “Digital Activism”), a mass online mobilization campaign to secure the activist’s re-
lease attracted a trove of so-called “neutral” commentators who posted progovernment comments 
that diluted the campaign’s message. More often than not, online conversations between activists 
and regime apologists become abusive, resulting in quarrels, stand-offs, and sometimes the use of 
hate speech. 

Despite the highly restrictive environment for bloggers and internet users, there are a small number 
of locally based independent journalists and netizens working courageously to push the boundar-
ies of free expression and internet freedom from within The Gambia, as exemplified by two popular 

44  Interviews by Freedom House consultant, April 2015.
45  Interviews by Freedom House consultant, April 2015.
46  Buya Jammeh, “Gloomy days for Gambian journalists,” Index on Censorship, January 20, 2014, http://bit.ly/1PjT2jN. 
47  “Since we are not all technically skilled, sometimes when we post critical information online, which in our context is 
incriminating, we simply delete. Sometimes the removal is accompanied by an apology or a rejoinder. This is how we survive, 
special circumstances present special approaches,” said a local online journalist. Interviews by Freedom House consultant, 2015.
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news blogs, Front Page International (FPI)48 and Gambia Affairs,49 which are both managed and pub-
lished by journalists based in country.

Digital Activism 

Digital activism is growing in The Gambia, though efforts are usually small and unsuccessful, mainly 
due to heavy-handed government repression against criticism and dissent. During the coverage 
period, one notable case of digital activism yielded a positive impact. In November 2014, the author-
ities released activist and blogger Sait Matty Jaw following a sizable online mobilization campaign 
organized by both local and international supporters using the Twitter hashtag #FreeSaitMattyJaw.50 
He was reportedly arrested alongside two peers for their allegedly unauthorized work with the 
survey research firm Gallup.51 The online mobilization efforts also involved plans for mass public 
demonstrations to demand Jaw’s immediate release,52 which prompted the authorities to release Jaw 
after holding him without charges for over a week.53 

Violations of User Rights

An opposition supporter was prosecuted in July 2014 for using Skype on his iPad to transmit coverage 
of an opposition rally to the Freedom Newspaper independent online outlet based abroad. Found 
guilty, he was ordered to pay a fine of approximately US$1,250 or spend one year in prison. A former 
journalist was arrested in August 2014 and accused of sending sensitive information to “enemies” of 
the government based abroad; he fled the country after enduring torture while in detention. Increasing 
incidents of extralegal intimidation and violence against several bloggers and online journalists led 
many to join their traditional media counterparts in exile.

Legal Environment 

The 1997 constitution guarantees freedom of speech and press freedom, though fundamental 
freedoms are severely restricted in practice. President Jammeh is known for his utter disregard for 
constitutional rights, stating publicly in March 2011 that he would “not compromise or sacrifice 
the peace, security, stability, dignity, and the well-being of Gambians for the sake of freedom of 
expression.”54 

Meanwhile, a number of draconian laws further undermine freedom of expression, and in recent 
years, the government has successfully amended existing legislation to increase penalties for certain 
offenses. The criminal code, which already criminalizes defamation with a minimum prison sentence 

48  Front Page International, ”Mission & Vision,” http://frontpageinternational.wordpress.com/about-u/mission-vision/. 
49  Gambia Affairs, website, http://gambiaaffairs.com/. 
50  Twitter, #FreeSaitMattyJaw, https://twitter.com/hashtag/FreeSaitMattyJaw?src=hash. 
51  Kelly Barber, “#FreeSaitMattyJaw: African SFL Leader Detained for Over 5 Days,” Students For Liberty (blog), November 11, 
2014, http://bit.ly/1QaR7Mz. 
52  Demba Kandeh, “UPDATE: Gambian Blogger Released As Outrage Escalates,” Global Voices Advocacy, November 13, 2014, 
http://bit.ly/1PjTgqU. 
53  Weeks later, Jaw was re-arrested and put on trial but was eventually acquitted and discharged by a magistrate court, 
though his co-accused had pleaded guilty and paid fines. Prosecutors have however, filed an appeal against the decision.
54  Baboucarr Senghore, “President Jammeh meets with the Independent Press,” The Point, March 17, 2011, http://bit.
ly/1R19tQm. 
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of one year plus heavy fines, was amended in April 2013 to penalize individuals for “giving false in-
formation to public servants” with up to five years in prison, up from six months.55 Observers believe 
the increased penalty was an effort to intimidate journalists and whistleblowers from seeking legal 
recourse for the physical abuse they often experience at the hands of the authorities.56 

Harsh legislation specifically targeting ICTs was passed in July 2013 in the form of amendments to 
the 2009 Information and Communication Act. Under the new amendments, online dissent is spe-
cifically criminalized with penalties of up to 15 years in prison, fines of up to GMD 3 million (about 
US$100,000), or both, for using the internet to criticize, impersonate, or spread false news about 
public officials.57 According to analysis by the blocked online news outlet, Gainako, the government 
introduced the harsh internet law in response to online activism and the growing influence of critical 
news outlets, stemming primarily from abroad.58  

Prosecutions and Detentions for Online Activities 

Arrests and prosecutions of online journalists and ICT users for ICT activities are common in The 
Gambia. In July 2014, opposition supporter Lasana Jobarteh was prosecuted under the restrictive 
2013 amendments to the communications law on charges of broadcasting a political rally in Decem-
ber 2013 without a license.59 Jobarteh was using Skype on his iPad to transmit coverage of the rally 
to the independent Freedom Newspaper online outlet based abroad, which the authorities arbitrarily 
determined to be a violation of the broadcast license requirements under the Information and Com-
munications Act.60 He was sentenced to one year in prison or fined GMD 50,000 (about US$1,250), 
the latter of which was paid with support from members of his opposition party to avoid prison.61

In August 2014, Abdou Jeli Keita, a former journalist for the news outlet Foroyaa, was arrested and 
accused of sending sensitive information to “enemies” of the government based abroad.62 At the 
time of his arrest, Keita was a government employee who had left journalism after previous expe-
riences with extrajudicial detentions for his reporting. While in detention, Keita recounted how the 
authorities illogically presented him with old articles he had written for Foroyaa from his time as a 
journalist as evidence of his continued connection with the independent outlet. After enduring two 
days of torture and threats, he was released without charges and subsequently fled the country to 
Senegal.

In August 2015, the Managing Director of the independent radio station Taranga FM, Alagie Abdou-
lie Ceesay, was arrested and charged with sedition and publishing false news for allegedly circulating 

55  Article 19, “The Gambia: ARTICLE 19 condemns new attacks on freedom of expression,” statement, April 24, 2013, http://bit.
ly/1R19vYn. 
56  Article 19, “The Gambia: ARTICLE 19 condemns new attacks on freedom of expression,” statement, April 24, 2013.
57  Demba Kandeh, “New Internet Law in The Gambia Puts Gag on Government Criticism,” Global Voices, July 12 2013, http://
bit.ly/1ZgKZIE. 
58  “Gambia Government admits growing online media pressure; Pass drastic measures against Internet Activism,” Gainako, 
July 4, 2013, http://gainako.com/?p=1176. 
59  Yankuba Jambang, “Gambia’s Lethal Secret Police Arrest Opposition Stalwart,” Senegambia News, December 15, 2013, 
http://bit.ly/1ZgLoLb. 
60  Kadjatou Sowe & Fatou Gassama, “Lasana Jobarteh Convicted,” The Daily Observer, All Africa, July 11, 2014, http://bit.
ly/1WPpdK1; Demba Kandeh, “Communications surveillance in the Gambia: Trends and tricks,” in Communications surveillance 
in the digital age, Global Information Society Watch, 2014, http://bit.ly/1Oo00Di. 
61  Sanna Camara, “UDP pays Lasana Jobarteh’s court fine, says they will appeal,” The Standard, July 24, 2014, http://bit.
ly/1jetEzP. 
62  Musa Saidykhan, “Torture Victim Flees for His Life,” Kairo News, September 2, 2014, http://bit.ly/1jQHFDQ. 
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images of the president via his mobile phone and on Facebook.63 He was denied bail and remains in 
prison while awaiting trial as of October 2015.64

Citizens were also subject to harsh penalties for violating the country’s strict laws prohibiting blas-
phemy. In August 2015, Facebook user Alhagie Mam Seye was arrested for sharing a picture of the 
Prophet Mohamed on Facebook.65 He was subsequently charged with “uttering words with intent to 
wound religious feelings” and released on bail after his lawyer appealed on behalf of his mental sta-
bility.66 His case remained open as of October 2015.

Surveillance, Privacy, and Anonymity 

Unchecked surveillance of ICTs is a grave concern in The Gambia. Section 138 of the 2009 Informa-
tion and Communications Act gives sweeping powers to national security agencies and investigative 
authorities to monitor, intercept, and store communications in unspecified circumstances while also 
giving the regulator, PURA, the authority to “intrude communication for surveillance purposes,” all 
without judicial oversight.67 In addition, service providers are required to “implement the capability 
to allow authorized interception of communications.” The government also places restrictions on 
anonymous communication through SIM card and local domain name registration requirements,68 
the latter of which is managed by the regulatory authority.69

As a result, observers believe the government proactively monitors and intercepts citizens’ commu-
nications, particularly the communications of activists and independent journalists whom the gov-
ernment perceives as a threat to national security.70 Intercepted phone and email communications 
are often used as evidence in trials against government critics. However, the scope of the govern-
ment’s technical surveillance capabilities remains unknown. 

Intimidation and Violence 

Gambian journalists face a high degree of violence for independent and critical reporting. In October 
2014, an online journalist with the privately owned Standard newspaper, Ousman Bojang, was report-
ed missing.71 Mr. Bojang, a former intelligence operative, later surfaced in neighboring Senegal and 
revealed that he escaped after suffering severe torture at the hands of his former colleagues at the 
notorious National Intelligence Agency (NIA) on allegations of sending sensitive information to the 
Freedom Newspaper online outlet based abroad.72 The former journalist, Abdou Jeli Keita, who was 

63  Committee to Protect Journalists, “CPJ calls on the Gambia to free journalist, drop charges against him,” letters, August 11, 
2015,  https://cpj.org/2015/08/cpj-calls-on-gambia-to-free-journalist-drop-charge.php. 
64  Mamdou Dem, “Taranga FM Manager Denied Bail,” Foroyaa Newspaper, August 6, 2015, http://allafrica.com/
stories/201508071449.html?aa_source=nwsltr-media-en. 
65  End Blasphemy Laws, “The week in “blasphemy” news #31,” http://bit.ly/1OnOSYF; Amadou Jadama, “Judgement shelved 
in trial of man accused of publishing cartoon of Prophet Muhammad,” The Standard, August 12, 2015, http://bit.ly/1QaT9ME. 
66  Media Foundation for West Africa, “The Gambia: Man arrested, charged for sharing picture of Prophet Mohammed on 
Facebook,” Free Expression Violations, 2015, http://bit.ly/1P0FwlI.  
67  Information and Communications Act, 2009, art. 138, http://www.wipo.int/edocs/lexdocs/laws/en/gm/gm006en.pdf.  
68  PURA, “SIM registration,” accessed September 30, 2014, http://www.pura.gm/index.php?option=com_
content&view=article&id=127&Itemid=131. 
69  Information and Communications Act, art. 9, http://www.wipo.int/edocs/lexdocs/laws/en/gm/gm006en.pdf. 
70  Freedom House Interviews, February 2014. 
71  Musa Saidykhan, “Did Jammeh Cry Over Pa Bojang’s Revealations?” Kairo News, August 22, 2014, http://www.kaironews.
com/news/did-jammeh-cry-over-pa-bojangs-expose/. 
72  Pa Nderry Mbai, “Ex-NIA Analyst Accuses His Boss...” Freedom (online newspaper), December 5, 2014, http://bit.ly/1QP0fXq. 
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arrested in August 2014 (see “Prosecutions and Detentions for Online Content”) also reported being 
tortured by security officials while in detention.

Intimidation and threats are also common tactics used to suppress freedom of expression online. 
In late 2014, the government revoked the state-funded scholarship of a Gambian college student 
studying abroad at the University of California, Santa Barbara for posting a Facebook status in sup-
port of gay rights.73 In May 2015, Saikou Ceesay, the managing editor of the online newspaper, Gam-
bia Affairs, received death threats for a Facebook post he wrote about presidential term limits.74 

As a result of the unsafe environment for media workers, a growing number of bloggers and online 
journalists joined their traditional media counterparts in exile in 2014 and 2015,75 including two on-
line journalists for the Standard news outlet, Sanna Camara and Sainey MK Marenah, who both fled 
the country in late 2014 following police harassment for their reporting.76 

Technical Attacks

Opposition websites and critical online news outlets frequently experience technical attacks, which 
are widely believed to be perpetrated by the government. In May 2014, an independent news outlet 
reported leaks of a government plot to launch hacking attacks against diaspora journalists for the 
online news outlets, Kairo News and Freedom Newspaper.77 In November 2014, malicious malware 
known as “Blackhat SEO” was reportedly discovered on government websites, placing users visiting 
those websites at risk of infection. Local observers suspected that the malware aimed to bait and 
gather intelligence on online activists, especially activists based abroad.78 

73  Lena Garcia, “Gambian Student Punished for Supporting Gay Rights,” Independent, August 5, 2015, http://bit.ly/1IkCW4K. 
74  Media Foundation for West Africa, “The Gambia ALERT: Journalist threatened for Facebook post,” Free Expression Violations, 
May 24, 2015, http://bit.ly/1FUOYEC. 
75  United States Department of State, The Gambia 2013 Human Rights Report, http://1.usa.gov/1L8U8JU. 
76  “Police Question Standard Journalist,” The Standard, June 30, 2014, http://bit.ly/1N1M2pb.  
77  Musa Saidykhan, “Jammeh’s Hacking Plot Exposed,” Kairo News, May 29, 2014, http://bit.ly/1Oo34zj. 
78  “PROGRESS: GOVERNMENT WEBSITES BACK UP; COMPUTER INFECTING MALWARE DETECTED AFTER QUESTIONABLE 
MAINTENANCE,” Fatu Radio Network, November 17, 2014, http://bit.ly/1jQLtoF.  
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Key Developments: June 2014 – May 2015

•	 Amendments to Georgia’s legislation introduced a “two-key” system for authorizing 
wiretapping, which requires the Ministry of Internal Affairs to obtain permission from 
the Personal Data Protection Inspector, in addition to a court order, prior to conducting 
surveillance. However, this provision in the final amendments does not apply to internet 
data, and maintains that the Ministry will have direct access to telecom servers, rather 
than requiring that they request the data from the telecom providers (see Surveillance, 
Privacy and Anonymity). 

•	 Internet access in Georgia continues to improve, as the government moves forward 
with plans to ensure access to high-speed internet throughout the country by 2017 
(see Availability and Ease of Access).

•	 The use of information and communications technologies (ICT) by activists for waging 
effective online campaigns has increased significantly, indicating the growing impact of 
internet use for disseminating information and mobilizing people for a common cause 
(see Digital Activism). 

Georgia
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 8 7

Limits on Content (0-35) 7 6

Violations of User Rights (0-40) 11 11

TOTAL* (0-100) 26 24

* 0=most free, 100=least free

Population:  4.8 million

Internet Penetration 2014:  49 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Partly Free
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Introduction

Internet access and usage continues to grow rapidly in Georgia, particularly as interest in connecting 
with friends through social-networking sites has increased in recent years. State bodies and several 
key politicians have also increased their use of the internet and modern social media tools to share 
information with citizens and attract attention from the potential electorate. The government con-
tinues to set up new online services, including the portal Data.gov.ge, which is intended to unite all 
major government data sets in the near future. However, not all government institutions express will-
ingness to communicate effectively and directly with citizens; as a consequence, one-way interaction 
prevails on the websites of these agencies.

On November 30, 2014, the parliament of Georgia adopted controversial amendments related to 
surveillance and wiretapping. The amendments establish a “two-key system,” where one “key” to 
surveillance records is kept in the Ministry of Internal Affairs (MIA) and the other at the Personal 
Data Protection Inspector’s Office, who must verify that the surveillance action taking place is in ac-
cordance with an obtained court order. A court order is required for wiretapping or for accessing the 
content of communications; metadata is accessible without a warrant. There are still concerns that 
allowing the MIA to maintain direct access to telecom operators’ networks could compromise priva-
cy protections.

The mandate to extend the powers of the Personal Data Protection Inspector, implemented on No-
vember 1, 2014, as well as measures to enhance national legislation related to protection of privacy, 
and to establish efficient guarantees for the protection of human rights and freedoms, in compliance 
with international standards, can be highlighted as positive developments for safeguarding ICT users’ 
rights. If the new agency is given sufficient power to operate and remain autonomous in its func-
tions, there might be tangible and substantial improvements to consumers’ rights in the near future.

Additionally, new regulations were introduced for the process of nominating the leadership of the 
Georgian National Communication Commission (GNCC). As of October 2013, the chairperson of the 
commission is nominated by other commissioners of the GNCC, rather than directly by the president. 
Recent developments showed that this agency is still vulnerable to potential interference from the 
executive branch of the government.

Georgians continue to use social media tools alongside broadcast and print media to document and 
respond to significant political and social events. The advent of diverse interactive maps and plat-
forms enables users to report to matters of their concern. The number of online campaigns launched 
by activists and civil society members has significantly increased over the past years.

Restrictions on online content in Georgia have decreased over the past few years. There are no indi-
cations of censorship or content being blocked by the Georgian authorities or internet service pro-
viders (ISPs), and there are no recent cases of activists or reporters being questioned or arrested for 
their online activities.1

1  Institute for Development of Freedom of Information, Internet Freedom in Georgia – Report 2, March 13, 2014, http://
bit.ly/1iLOUfz; Institute for Development of Freedom of Information, Internet Freedom in Georgia – Report N3-4, September 
16, 2014, http://bit.ly/1QLkcOA; Transparency International Georgia, The State of the Internet: Who Controls Georgia’s 
Telecommunications Sector?, February 2013, http://bit.ly/1ux0CcU.
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Obstacles to Access

The number of internet and mobile phone subscriptions in Georgia continues to grow, but high prices 
for services, inadequate infrastructure, and slow internet speeds remain obstacles, particularly for those 
in rural areas or with low incomes. The government has announced plans to address these challenges 
during the next few years; however, the exact strategy to overcome the digital divide has not yet been 
outlined.

Availability and Ease of Access   

Internet access continued to grow during the reporting period. According to the International Tele-
communication Union (ITU), 49 percent of the population had access to the internet in 2014, com-
pared to 43 percent in 2013 and 20 percent in 2009.2 According to a countrywide survey conducted 
by the Caucasus Research Resource Centers (CRRC), 30 percent of the population accessed the 
internet on a daily basis in 2013,3 and the most active internet users were located in the capital. Only 
5 percent of Georgians are unfamiliar with the internet altogether.4 There is a slight gender gap, as 
over 47 percent of men use the internet compared to 42 percent of women.5

ISPs offer DSL broadband, fiber-optic, HSPA/EVDO, WiMAX and Wi-Fi connections. Since 2015, LTE 
4G internet access has slowly become available for Georgian consumers.6 The average cost for an in-
ternet connection is US$20 per month, and the lowest price for a 10 Mbps DSL connection is about 
US$15 per month.7 There were approximately 603,000 fixed-line broadband internet connections in 
2014,8 up from about 419,000 in 2012. 

Mobile phone penetration is greater than that of the internet and has continued to grow from 64 
percent in 2009 to 125 percent in 2014.9 Mobile phones significantly outnumber landlines, and 
reception is available throughout the country, including rural areas. However, the vast majority of 
households access the internet from a home computer or laptop (82 percent) rather than from per-
sonal mobile phones (12 percent).10 The use of mobile devices to connect to the internet may be 
limited by high costs (more than US$38 for unlimited internet access).11 However, some providers are 
offering new and somewhat less expensive services, including CDMA and EVDO technologies. 

The GNCC introduced mobile number portability in February 2011 and fixed-line number portability 
in December 2011, giving users more freedom to switch between service providers and choose be-

2  International Telecommunication Union, “Percentage of individuals using the Internet,”2000-2014, http://bit.ly/1cblxxY. 
3  Caucasus Research Resource Centers, “Caucasus Barometer 2013 Georgia,” accessed March 5, 2015, http://www.crrccenters.
org/caucasusbarometer/.
4  Caucasus Research Resource Centers, “Caucasus Barometer 2013 Georgia.” 
5  International Telecommunication Union, “Percentage of individuals using the Internet, 2000-2013.” 
6  ZETI.GE. “2015 – the year full of new developments” [in Georgian] January 12, 2015,assessed March 1, 2015, http://zeti.ge/
menu_id/23/id/755/. 
7  Comparative data from two major ISP’s prices (SilkNet and Caucasus Online).
8  Georgian National Communication Commission, Annual Report 2014, [in Georgian] June 2015, http://gncc.ge/uploads/
other/1/1342.pdf. 
9  International Telecommunication Union,”Mobile-cellular telephone subscriptions, 2000-2014,” http://bit.ly/1cblxxY. 
10  Caucasus Research Resource Centers, “Caucasus Barometer 2013 Georgia,” accessed March 5, 2015, http://www.crrccenters.
org/caucasusbarometer/.
11  Comparative data from two major mobile ISP’s prices (Magticom and Geocell). 
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tween price plans.12 As of December 2014, about 442,000 subscribers had made use of this service.13 
According to a new national numbering plan, as of January 2012, all phone numbers have changed 
to align with international standards.14

The government of Georgia lacks a comprehensive strategy outlining a clear and long-term vision 
for developing internet infrastructure throughout the country. In February 2014, the government 
established Georgia’s Innovation and Technology Agency,15 to promote the use of innovation tech-
nologies in various fields and the commercialization of innovative technology research and de-
velopment. Among other programs, it is tasked with elaborating and implementing a concept for 
ensuring broadband internet access to all citizens (precisely, at least 2,000 settlements) by the end of 
2017.16 For these purposes, the government plans to establish a trunk cable system and take several 
measures, such as the liberalization of the telecommunication sector, breaking up of monopolies, 
completion of the transition from analogue to digital terrestrial broadcasting, and the simplification 
of administrative procedures.

Additionally, in order to promote the strengthening of e-governance services in Georgia, the Data 
Exchange Agency of the Ministry of Justice created an “e-Georgia” strategic document for the years 
of 2014-2018.17 Along with other goals, the “e-Georgia” strategy aims to ensure secure and effec-
tive e-services for citizens, businesses, and the non-governmental sector, based on reliable and 
trustworthy infrastructure. According to the report, the strategy aims to stimulate the demand and 
increase the use of e-services by citizens and businesses through high quality, efficient, effective, 
trusted and secure service delivery.

Cybercafes provide access at reasonable prices, but are located mainly in large cities, and there are 
too few to meet the needs of the population. They have become a popular place for online gamers, 
where youth spend hours playing online games. Many restaurants, cafes, bars, cinemas, and other 
gathering places provide Wi-Fi access, allowing customers to use the internet on their personal lap-
tops or other devices. As part of a plan to improve infrastructure for local self-governance, in 2013 
the State Services Development Agency began developing community centers where local citizens 
can access the entire internet and utilize resources including Skype, bank services, telecommuni-
cation services, and electronic services developed by the state (for example: property registration, 
e-auction, business registration, etc.).18 As of May 2015, 21 centers are operating in different regions 
and districts throughout the country.

Restrictions on Connectivity  

The Georgian government does not place any restrictions on connectivity, and the backbone in-
ternet infrastructure is owned and operated by private companies. Despite, expanding internet ac-
cess, many users complain about the quality of connections and suffer from frequent outages. For 

12  Mobile price plan calculator: http://online.gncc.ge/MobileCalc/MobileCalc2.aspx. The Calculator gives users the ability to 
choose best plan and pricing options between mobile operators.
13  Georgian National Communication Commission, Annual Report 2014. 
14  Phone numbers now all begin with 0 and 00 prefixes. 
15  Official website of Georgia’s Innovation and Technology Agency, assessed March 3, 2015 http://gita.gov.ge/en/agency. 
16  Ministry of Economy and Sustainable Development of Georgia, “High Quality Internet to be Accessible to Every Region in 
Georgia”[in Georgian] January 15, 2015, assessed March 2, 2015, http://bit.ly/1EH2msg. 
17 Data Exchange Agency, “E-Georgia Strategy and Action Plan 2014-2018,” July 23, 2014, http://bit.ly/1nc5Onk. 
18  Find the information about the project: State Services Development Agency, “Community Center,” [in Georgian] http://sda.
gov.ge/?page_id=5555. 
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instance, according to the latest report of the GNCC, 62 written, 60 telephone and 68 oral appeals 
were submitted by users in 2014, out of which 28 were complaints about the poor level of telecom-
munication service.19

The telecommunications infrastructure in Georgia is still weak, and users may experience disconnec-
tions from the international internet up to two or three times per month for a few minutes at a time, 
allowing them to access only Georgian websites, since in general, connection speeds are faster for 
accessing content hosted in Georgia than for international content. There are many factors influenc-
ing the connection to the international backbone, including the major underground fiber-optic cable 
that is often threatened by landslides, heavy rain, or construction work along the road. However, 
contrary to instances in recent years when access throughout the entire country was disrupted, no 
significant outages were reported in 2014-2015. 

ICT Market 

According to the Law of Georgia on Electronic Communications, telecommunications companies 
must be licensed before offering services. There are currently up to 40 entities registered as ISPs in 
Georgia, 10 of which are large networks of governmental services or corporations that are closed 
to the public and serve only their own employees or branches.20 Most ISPs are privately owned, and 
two ISPs control more than two-thirds of the market: SilkNet, with about 49 percent of the market, 
and Caucasus Online with a 33 percent share. Consequently, competition on the internet market is 
quite low.21 For example, 15 companies provide only 1 percent of the users in the capital with inter-
net access.22 Three ISPs—Geocell, Magticom and Mobitel—are also mobile operators. The mobile 
internet market is also dominated by two main providers, Magticom and Geocell.23

Regulatory Bodies 

The GNCC is the main media and communications regulatory body and is also responsible for reg-
ulating online media, although there have yet to be many test cases regarding the latter. The GNCC 
mostly deals with mobile operators, as well as television and radio broadcasting licenses. There is no 
significant difference between GNCC procedures for handling traditional media and those pertinent 
to telecommunications and internet issues. Criticism surrounding the commission’s alleged lack of 
transparency and flawed licensing procedures for traditional media may reappear in the context of 
internet regulation. Moreover, independent and autonomous functioning of the regulatory body has 
always been a matter of controversy for civil society of Georgia. 

In order to increase the legitimacy of GNCC, new rules for the nomination of candidates and the 
selection of the Head of Commission came into force on October 27, 2013. A new chairman of the 
agency was elected by the commissioners themselves instead of the president of Georgia in May 

19  Georgian National Communication Commission, Annual Report 2014.
20  List of the internet service providers released by Georgian National Communication Commission , “Internet Provaiderebi,”  
http://bit.ly/1Ggywtl. 
21  Georgian National Communication Commission: Analytical Portal, accessed June 15, 2015 http://analytics.gncc.ge/. 
22  Institute for Development of Freedom of Information, “Statistics of Internet Users in Georgia – 2013,” February 7, 2014, 
http://bit.ly/1j16UTI   
23  As of 2014, Magticom possessed 37.6 percent of subscribers, which was followed by Geocell with 35.2 percent. The share 
of the third company, Mobitel accounted for 26.6 percent of this market. Georgian National Communication Commission, 
Annual Report 2014, [in Georgian] June 2015, http://gncc.ge/uploads/other/1/1342.pdf.
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2014. Despite this positive development, the revelation that an advisor to the new chairman is also 
a representative with the Ministry of Internal Affairs has raised speculation that the central govern-
ment is attempting to interfere in the work of the regulator and collect data on its activities.24

Limits on Content

In 2014-2015, there were no publicly reported incidents of censorship directly carried out by the Geor-
gian government or ISPs. Web content is not subject to systematic manipulation by government agen-
cies. On the contrary, online content is becoming quite diverse in the country, and internet users are 
increasingly using social media tools to organize and disseminate information about matters of public 
interest. 

Blocking and Filtering 

There is no evidence of online content being blocked in Georgia in 2014–2015. In 2011, the govern-
ment temporarily blocked access to torrent sites and peer-to-peer file sharing services to discourage 
the illegal download of a Hollywood action film about the 2008 Russian-Georgian war.25 However, 
aside from this isolated incident, government blocking and filtering is not a major hindrance to in-
ternet freedom in Georgia. 

YouTube, Facebook, and international blog-hosting services are freely available. Facebook is now the 
most popular website among internet users in Georgia, with bloggers and journalists increasingly 
using it to share or promote their content, gain readers, or start discussions on current events. Face-
book is also used by civil society activists and others as a tool for discussion about ongoing political 
and social developments.

Users can freely visit any website around the world, upload or download any content, establish their 
own website, and contact other users via forums, social-networking sites, and instant messaging 
applications. ISPs still host websites with a great deal of pirated material,26 but visits to such sites 
have decreased and given way to social-networking, video-sharing, and news sites. Website filtering 
software is used within some state institutions and private companies, designed to improve work-
er productivity by blocking access to sites such as Facebook and YouTube. At the same time, both 
governmental bodies and private employers are increasingly using social media for recruitment and 
public relations purposes.

There are no laws that specifically govern the internet, require online censorship, or ban inappropri-
ate content such as pornography or violent material. There are also no blacklists or other registers of 
websites that should be blocked. Nevertheless, all legal regulations, particularly copyright or criminal 
law, apply directly to internet activities using legal analogy, although so far this principle has not 
been exploited to impose significant internet content restrictions. However, there have been some 
concerns about the impartiality of past blocking decisions made by the GNCC. For example, the 
political nature of the 2011 decision by the GNCC to crack down on sites illegally hosting the film 
about the Georgian-Russian war, despite doing very little to combat online piracy in general, implies 

24  Ana Dabrundashvilli and Mamuka Andguladze,“Security Officers (“ODRs”) - existing malpractice, “Transparency 
International Georgia, October 6, 2014, accessed March 2, 2015,  http://www.transparency.ge/en/node/4693. 
25  “Cracking Down on Pirated August War Movie,” Georgian America, 2011, http://bit.ly/1KSnyuO. 
26  For example, the website Adjarnet,  http://adjaranet.com. 
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a lack of impartial decision-making. To date, however, such decisions regarding online content have 
been rare.

Content Removal 

During the coverage period of this report, no reported cases of content removal directed at individ-
uals or online media representatives were observed. Intermediary liability for defamatory content, 
which in other cases can lead to intermediaries preemptively removing or screening for such content, 
is limited by the Law on Freedom of Speech and Expression (2004), which states that no entity will 
be held responsible for defamatory content by unknown or anonymous individuals.27 To date, in-
termediary liability and forced removal of online content have not been significant impediments to 
online freedoms in Georgia.

Media, Diversity, and Content Manipulation  

The online media environment in Georgia is becoming increasingly diverse, and content on a wide 
range of topics is available. Both voluntary and induced self-censorship among Georgian internet 
users is active to some extent. It is widely acknowledged that instances of self-censorship due to 
political pressure have decreased over the past two years. Representatives of particular professions 
sometimes prefer to abstain from expressing themselves freely on social networks. While some me-
dia representatives post their viewpoints without restrictions, other journalists consider refraining 
from openly judging politicians and decision-makers to be part of professional ethics.28 Additionally, 
civil servants in some cases may exhibit self-censorship in their online activities and comments due 
to pressure from higher officials.29

While there is no systematic or pervasive government manipulation of online content, there have 
been cases where comments have been hidden or deleted from the official Facebook pages of high 
officials or public institutions.30 Additionally, there was evidence of public officials opening fake 
Facebook accounts and then following the official Facebook page of President Saakashvili during the 
2012 election campaign.31 Until recently, there were still fake accounts that solely posted flattering 
comments of particular government officials. Specialists in Georgia argue that such forms of online 
manipulation indirectly impact freedom of expression online and hinder a healthy dialogue between 
different parties.32

Inadequate revenues in the online news business, combined with a lack of technological knowledge, 
have hampered the expansion of traditional media outlets to the internet. The government’s inter-

27  Faig Alizada, “WILMAP: Georgia,” The  Center for Internet and Society, Stanford University, http://stanford.io/1FIxwCU. 
28  Focus group interview with more than 7 journalists and bloggers, November 25, 2013. 
29  Case of an employee at LEPL of the Ministry of Environment and Natural Resources Protection of Georgia reported by 
the online platform – Freedom to Internet - devoted to reporting cases of violations of Internet Users’ Rights (censorship 
/ surveillance / privacy / cases of repercussions for on-line activity / filtering and blocking of websites etc.) – See the full 
description of the case: Freedom to Internet, “LEPL at the Ministry of Environment and Natural Resources Protection of Georgia,” 
August 22, 2014, http://www.freedomtointernet.com/case/56. 
30  For instance, during the reporting period, an official statement of the Ministry of Defense of Georgia, posted on its 
official Facebook page, was highly criticized by online activists, however almost all comments were deleted by the page 
administrator(s). Later this post was removed from the page.
31  Ministry of Defence of Georgia, “Resonance Cases,” http://bit.ly/1BfZEb1. 
32  See information on the event at: “Internet as Human Right” Institute for Development of Freedom of Information, 
December 8, 2014, http://bit.ly/1POaoDi. 
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est in blogging and social media could help spur traditional outlets to establish a greater internet 
presence, but this would also require more private investment in online advertising. Currently, it is 
estimated that annual spending on online advertising does not exceed US$1 million,33 which is only 
about one percent of the total amount spent in the Georgian advertising market. At present, most 
online media outlets face difficulty in attracting advertisers, diversifying content, obtaining multime-
dia skills and competing with traditional media representatives. Less interest toward online adver-
tisement from the private sector stems from the relatively limited scope of the online audience.34

Even though the Georgian blogosphere has grown impressively, there are currently few bloggers or 
activists who create content that has an impact on the political agenda, or who suggest issues for 
discussion among online users.35 Minorities and vulnerable groups in general are not limited from 
using the internet, and are represented online through a small number of forums and blogs. During 
the last three years, LGBTI activists have started to use online tools for coordination, distributing 
information, and protesting discrimination in the public sphere. For instance, in May 2015, activists 
launched an online campaign, “This street is taken - there’s no place for homophobia and transpho-
bia here!” through disseminating posters and photos expressing solidarity with LBGTI individuals.36 
Additionally, online media outlets, NGOs, and some public institutions have started using interactive 
tools such as blogs for disseminating various types of information. 

The majority of internet users (72 percent) report that they connect to the internet to check social 
networks. Other activities frequently carried out by Georgian internet users include searching for 
news (53 percent), chatting via Skype (33 percent), pursuing entertainment (25 percent), and sending 
or receiving email (20 percent).37 It is worth noting that 21 percent of people considered the internet 
as their main source of information.38

State bodies have also become increasingly active online. For example, departments in the Ministry 
of Justice, the Ministry of Finance’s unit for Tax Inspection, and others have developed online plat-
forms that allow citizens to register and receive services, apply for identification cards, or file tax 
documentation. Since September 2013, more than 70 e-services have been integrated in a unified 
governmental portal, My.gov.ge, through which citizens can make online requests for public infor-
mation about the government’s budget and expenses. Other services include filling out passport 
applications, property registration, information about real estate, outpatient services, insurance, so-
cial assistance, state pension, and others. However, this platform has not been promoted extensively, 
and only a limited number of users access its services on a daily basis. Additionally, a new open data 
portal, Data.gov.ge, has been launched by the Georgian government, containing more than fifteen 
types of raw data sets in machine-readable format, released by more than ten public authorities. As 
of May 2015, the site contained essential public data, such as number of employees of particular 
government agencies, including employment broken down by gender, and procurements of respec-
tive public institutions.

33  Transparency International Georgia, The Georgian Advertising Market, Tbilsi, June 2013,, http://bit.ly/U20dUH
34  Interviews with representatives of online media outlets November 28, 2013 and November 20, 2013. 
35  Focus group interview with more than 6 journalists, bloggers and online activists November 25, 2013. 
36  You can find materials of the online campaign here: Women’s Iniative Supporting Group, Online Campaign, http://on.fb.
me/1L0vpdK. 
37  KobaTurmanidze and Mariam Gabedava, “Georgian in the Internet Age: The Profile,” Caucasus Analytical Digest, no. 61-
62, (April 17, 2014) http://bit.ly/1JDw3bX; Caucasus Research Resource Centers, “Caucasus Barometer 2013 Georgia,” accessed 
March 5, 2015, http://bit.ly/1KMpnfV. 
38  National Democratic Institute, “Public Attitudes in Georgia: Results of an August 2014 Survey,” http://bit.ly/1C7i6TT. Survey 
was conducted by Caucasus Research Resource Centers (CRRC).
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Several state services are entering the mobile apps market; for example, the Georgian Police have 
created an app where users can check important information (such as administrative penalties) or 
pay fines associated with tickets.39 Additionally, several government agencies have introduced dis-
cussion platforms where people have the opportunity to express their views regarding various policy 
issues. Some central government institutions use social networks for the purposes of establishing 
direct contact with constituencies, and attempt to respond to their questions in a comprehensive 
manner.

Digital Activism 

Different political and civil society groups post calls for action on Facebook and use social media 
platforms to communicate with their supporters. Even though most forms of online activism remain 
online without significant offline impact, the influence of such activities is gradually increasing. For 
example, in December 2014, an official statement by the Ministry of Defense of Georgia (MoD) on 
the death of a Georgian citizen killed in Ukraine triggered rampant online criticism. The statement 
blamed former governmental officials from the opposition party, United National Movement (UNM), 
for encouraging Georgians to fight in Ukraine and called on the citizens “not to yield to provocation 
and not to endanger [their] own lives in exchange of various offers.”40 Furthermore, social networks 
were used extensively for mobilizing and organizing demonstrations calling for the resignation of 
the Defense Minister. Later, MoD officials removed the statement and apologized for the “mistake of 
the Ministry.”41

NGO representatives of the campaign “This Affects You Too” advocating for legislative changes to 
surveillance laws used the internet to raise public awareness about the importance of the planned 
amendments. Most importantly, they initiated video competitions for any interested person, which 
enabled citizens to be directly involved in this process. Their main messages, demands and argu-
ments were disseminated via several online tools. Some of their proposals were taken into account 
during the process of amending the surveillance legislation, but the amendments were still adopted 
with several negative provisions. 

An interactive portal called the Civil Electronic Monitoring System was established by the Civil De-
velopment Agency (CiDA), a civil society organization in Georgia, in an attempt to build up direct 
consultations between local government and the local population.42 Four large cities—Rustavi, Gori, 
Kutaisi and Poti—have been incorporated in the initiative. The online platform enables citizens to re-
port information to the respective local government officials regarding various problems in their cit-
ies including utility problems, self-governance projects, local bills, civil ideas and projects, petitions, 
and regulations and rules. 

Another civic initiative, MyAngle, implemented by Media Activism, a nongovernmental organization 
in Georgia, brought together media practitioners in the South Caucasus.43 Activists are allowed to 
publish a variety of self-made stories regarding social, economic and cultural issues in different for-

39  Official web-site of Ministry of Internal Affairs of Georgia: “Administrative Penalities,”  http://videos.police.ge/?lang=en. 
40  For more information see: “MoD Under Fire Over Its Statement on Death of Georgian Fighting for Ukraine,” Civil, 
December 21, 2014, http://bit.ly/1jzGbhc. 
41  “MoD Apologizes, Says Leadership Was Not Aware of Controversial Statement,”Civil, December 22, 2014, http://bit.
ly/1N25NzN. 
42  Civil Electronic Monitoring System, homepage, http://www.cems.ge/. 
43  Browse Ansles, homepage,  http://www.myangle.net/en/angles. 
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mats (photo, video, audio). The main aim of the networking platform is to support multimedia jour-
nalism in the region.

Violations of User Rights

Regulation of ICT surveillance has been a prominent issue in Georgia since revelations of illegal sur-
veillance and wiretapping emerged in 2012. Amendments to surveillance legislation were passed to-
ward the end of 2014. These included some restrictions on wiretapping and increased judicial oversight, 
but also problematic provisions allowing the MIA to maintain direct access to metadata. Additionally, 
concerns about personal data protection remain unresolved. At the same time, there were no instances 
of ICT users being prosecuted or detained for their online activities, and there were no reported inci-
dents of violence or intimidation directed at ICT users.

Legal Environment 

Civil rights, including the right to access information and freedom of expression, are guaranteed by 
the Georgian constitution and are generally respected in practice.44 The Law on Freedom of Speech 
and Expression makes it clear that other “generally accepted rights” related to freedom of expression 
are also protected even if they are not specifically mentioned.45 Furthermore, Article 20 of the consti-
tution and Article 8 of the Law of Georgia on Electronic Communications include privacy guarantees 
for users and their information, though they simultaneously allow privacy rights to be restricted by 
the courts or other legislation.46 Online activities can be prosecuted under these laws—mainly in cas-
es of alleged defamation, which was decriminalized in 2004—or under any applicable criminal law. 

Prosecutions and Detentions for Online Activities 

There were no cases of charges against online users for libel or other internet activities in 2014–2015. 
There were also no known instances of detention or prosecution.

Surveillance, Privacy, and Anonymity 

In response to revelations of illegal surveillance and wiretapping during the pre-election period in 
2012, local NGO representatives, under the campaign “This Affects You Too,” started advocating for 
legislative amendments to limit the infringement upon private life and abuse of power by entities 
carrying out secret investigative actions. In August 2014, the parliament passed a package of legisla-
tive amendments that increased oversight mechanisms for government surveillance practices.47 Ac-
cording to the changes, law enforcement agencies are required to present higher standards of justi-
fication to obtain a court warrant, and justified cases are limited to those that aim to ensure national 
security, or prevent disorder and crime. 

44  The Constitution of Georgia, 1995, [in English] http://bit.ly/1L4F5nN. 
45  Article 19, Guide to the Law of Georgia on Freedom of Speech and Expression (London: Article 19, April 2005) http://bit.
ly/1KMt5WJ.  
46  The law is available in English on the Georgian Nation Communications Commission website at: “Legal Acts,” http://bit.
ly/1OH6yhO. 
47  Democracy & Freedom Watch, “Georgia Introduces Stricter Regulation of Secret Surveillance,” August 5, 2014, http://bit.
ly/1ow5Bws. 
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The question of accessibility to the surveillance data was addressed in subsequent amendments. 
Ultimately, a “two-key system” was introduced in November 2014, whereby the Ministry of Internal 
Affairs sustained direct access to the lawful interception management system, enabling the agency 
to obtain telecommunications data in real time after securing a court order. Despite maintaining ac-
cess to the telecommunications data, the MIA will not be able to start interception and monitoring 
of communications without the permission of the Office of the Personal Data Protection Inspector, 
which will in turn be equipped with the second “key” to approve the interception. Civil society mem-
bers consider the adopted law restrictive and insufficient, since the newly introduced “two-key sys-
tem” does not apply to data transmitted through the internet.48 Shortly after the amendments were 
passed, the Public Defender of Georgia filed a lawsuit in the Constitutional Court against the clause 
in the law on electronic communications that entitles state agencies to intercept and store telecom-
munications data in real time, arguing that this real-time access still violates the right to private life 
as stated in the constitution.49 On the other hand, the latest official surveillance data showed that 
over the past two years, the amount of motions on wiretapping made to courts has decreased.50 The 
Supreme Court of Georgia undertook the obligation to proactively publish such data annually. 

On November 1, 2014, the mandate of the Personal Data Protection Inspector was extended to cover 
the private sector. In particular, the office is authorized to check the legality of any data processing 
by private organizations on their own initiation or on the grounds of a citizen’s application. If a vio-
lation is found, inspectors will be able to impose measures provided for by the law, including fines.51 
The mandate also includes other significant improvements that provide more guarantees for impar-
tiality of the inspector, expanding the office’s responsibilities, and harmonizing Georgian legislation 
with European standards. However, the latest report on the state of personal data protection iden-
tified major challenges and deep-rooted systematic problems including: the processing of a large 
amount of data by public or private organizations without proper legal grounds; the illegal disclo-
sure of personal information to other states and/or international organization; failure to limit the use 
of data for direct marketing campaigns.52

There are no restrictions on the use of anonymizing or encryption tools online. However, individuals 
are required to register when buying a SIM card. ISPs and mobile phone companies are also obliged 
to deliver statistical data on user activities concerning site visits, traffic, and other topics when asked 
by the government. Cybercafes, on the other hand, are not obliged to comply with government 
monitoring, as they do not register or otherwise gather data about customers.

Intimidation and Violence 

During the coverage period of this report, no cases of extralegal intimidation or physical violence 
directed at individuals for their online activities were reported in Georgia. Furthermore, there were 
no reported examples of women, LGBT individuals, or members of ethnic minority populations being 
harassed or threatened specifically because of their use of ICTs.

48  Institute for Development of Freedom of Information, “Regulating Secret Surveillance in Georgia: 2013-2015,” June 9, 2015, 
http://bit.ly/1BWsU50. 
49  Public Defender of Georgia, “Constitutional Claim regarding Georgian Law “On Electronic Communications,” February 2, 
2014, http://bit.ly/1x7JpZj. 
50  Institute for Development of Freedom of Information, “Regulating Secret Surveillance in Georgia: 2013-2015.” 
51  Office of the Personal Data Protection, “The Mandate Of The Personal Data Protection Inspector Extends Over The Private 
Sector,” news release, assessed March 2, 2015, http://bit.ly/1DZRPEM. 
52  The Office of the Personal Data Protection Inspector, Annual Report - 2014, http://bit.ly/1jzL3CQ. 
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Technical Attacks

Cyberattacks against opposition websites have not been a significant issue in Georgia, with the lat-
est major attacks occurring in 2008 and 2009 in relation to political tensions between Georgia and 
Russia. By the end of 2012, the Data Exchange Agency started monitoring Georgian websites for the 
presence of malicious codes, hacking attacks, or other suspicious activities, publishing the informa-
tion regularly on their website53 as well as on their official Facebook page.54Additionally, the Agency 
produced a new service called “Safe Internet - Check My IP,” capable of examining the security of 
the IP address of users’ computers. This service informs users connected to the internet in Georgia 
whether their computer is infected by any virus and provides them with detailed descriptions of 
detected viruses. Secure DNS services enable users to automatically block harmful content by using 
DNS parameters offered by Cert.gov.ge.

53  Data Exchange Agency, homepage, http://dea.gov.ge.
54  CERT, Facebook page, https://www.facebook.com/certgovge.
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Key Developments: June 2014 – May 2015

•	 Ongoing disputes between media companies and search engines over ancillary copy-
right enforcement have affected the freedom of information landscape online (see Me-
dia, Diversity, and Content Manipulation).

•	 In contrast to the European Court of Justice’s rejection of the EU Data Retention Direc-
tive in 2014, the German government proposed new data retention legislation in May 
2015 (see Surveillance, Privacy, and Anonymity).

•	 Recent reports disclosed that the German foreign intelligence service BND helped the 
U.S. National Security Agency (NSA) to spy on German and European citizens, politicians 
and companies (see Surveillance, Privacy, and Anonymity).

Germany
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 4 4

Limits on Content (0-35) 4 5

Violations of User Rights (0-40) 9 9

TOTAL* (0-100) 17 18

* 0=most free, 100=least free

Population:  80.9 million

Internet Penetration 2014:  86 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Free
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Introduction

The state of internet freedom in Germany is frequently and openly discussed by the media and 
civil society, mainly due to the prominence of internet regulation issues in widely read online news 
publications. There is now a general consensus that internet freedoms are essential for an open and 
democratic society, and politicians, both from the governing parties and the opposition, usually act 
accordingly.

At the same time, some important issues remain unresolved, or have even come under renewed 
pressure during the reporting period. For one, both the ancillary copyright for press publishers and 
the European Court of Justice’s ruling on the “right to be forgotten” have had an impact on the con-
tent displayed by search engines, potentially infringing on the freedom of information. The current 
law on the liability of providers of open access to the internet, as interpreted by a court case from 
2010, remains a serious obstacle for cafes and other businesses wanting to establish free wireless 
networks for customers, and recent proposals by the governing coalition for new legislation fail to 
effectively change the legal situation for non-commercial providers. Furthermore, despite the Euro-
pean Parliament’s endorsement of net neutrality, there are increasing signs that the government and 
the ruling coalition in the German parliament are starting to back away from upholding the principle.

In the wake of the European Court of Justice’s dismissal of the EU Data Retention Directive in the 
spring of 2014, law enforcement representatives have found support from the governing coalition 
in their call for new national legislation to enact data retention in Germany. Despite growing oppo-
sition from civil society that has become more aware of surveillance issues due to whistleblower Ed-
ward Snowden’s revelations concerning the activity of the NSA and German intelligence services, the 
government now seems determined to introduce data retention in the near future. The NSA scandal 
itself has still not been properly resolved or assessed despite the ongoing parliamentary inquiry 
process. Even as the government is rightly being criticized for a lack of cooperation with the inquiry 
commission, new disclosures in April 2015 about the role of the German foreign intelligence service 
BND have added to the magnitude of the affair.1

Obstacles to Access

Internet access in Germany continues to grow, and there are few inhibiting obstacles to access. Howev-
er, in terms of broadband development, the country still lags behind other European states, in particu-
lar outside of urban centers. In the mobile market, the merger of Telefónica and E-Plus in July 2014 has 
led to less competition.

Availability and Ease of Access   

Germany’s network infrastructure for information and communication technologies is well-devel-
oped, with 79 percent of the population in Germany having private internet access.2 Together with 
the number of mobile-only internet users, this has resulted in an overall internet penetration rate of 

1  Henry Farrell, “The New German Spying Scandal Is a Big Deal,” Monkey Cage (blog), Washington Post, April 23, 2015, http://
wapo.st/1yUmmaM. 
2  Statistisches Bundesamt, “Ausstattung privater Haushalte mit Informations – und Kommunikationstechnik – 
Deutschland,“2014, http://bit.ly/1nZmCyY. 
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89 percent, according to Eurostat findings, which is 8 percentage points above the European Union 
(EU) average.3 Similarly, data compiled by the International Telecommunications Union place the in-
ternet penetration rate at 86 percent by the end of 2014.4  However, growth in internet penetration 
is slowing, with an increase of only 0.3 percentage points in the past year. The portion of individuals 
who still plan on obtaining private access is 2.9 percent.

The most widely used mode of internet access is still DSL, with 23.3 million connections in 2014. 
However, cable internet connections are becoming more widespread, with 6.3 million connections 
in 2014, compared to only 5.5 million in 2013.5 Connections with speeds of more than 50 Mbps are 
available for about 66 percent of households.6 In 2015, the development of comprehensive broad-
band supply was still considered to be proceeding too slowly, according to experts at a conference 
in Berlin in April 2015, especially in non-urban areas.7 The state of Bavaria, however, has announced a 
push for increased efforts by providing vast public funding.8 On the federal level, Minister for Traffic 
and Digital Infrastructure Alexander Dobrindt announced a joint roadmap with industry to provide 
every household with internet access speeds of at least 50 Mbps by 2018.9 He reaffirmed the federal 
government’s commitment in March 2015, announcing that the federal government and telecom 
companies would invest a combined amount of 10 billion euros in 2015.10

Mobile phone penetration in Germany is nearly universal, with a penetration rate of 139 percent.11 In 
2014, internet access via mobile devices further increased: 52.6 million people regularly accessed the 
internet via UMTS or LTE, compared to only 36.9 million in the year before.12 The total data volume 
increased from 267 million GB in 2013 to 393 million GB in 2014.13 According to the Federal Ministry 
of Economics and Technology, Germany is ranked ninth internationally in terms of mobile internet 
access.14 In February 2015, 45.6 million people in Germany used a smartphone.15 By the end of 2014, 
LTE connections with at least 2 Mbps were available to 92.1 percent of all German households, while 
connections with at least 6 Mbps were available to 74.7 percent.16 A year before, these numbers had 
been only 70 and 44 percent, respectively.17

3  Eurostat, “Broadband and connectivity – ouseholds,” April 29, 2015, http://bit.ly/1yussbN. 
4  International Telecommunication Union, “Percentage of Individuals Using the Internet” 2014, http://bit.ly/1cblxxY. 
5  Bundesnetzagentur, Jahresbericht 2014 [annual report], May 15, 2015, 73,  http://bit.ly/1WhWRrr. 
6  “Dobrindt kündigt Milliarden-Invesition in Breitbandausbau an,” [Dobrindt announces investment of billions of Euros in 
broadband development] Heise Online, March 16, 2015, http://bit.ly/1WAplgo. 
7  Dr. Rolf Froböse, “Breitbandausbau zwischen Wunschdenken und Realität,“ [broadband development between wishful 
thinking and reality] Huffington Post,  April 27, 2015, http://huff.to/1QNCpuT. 
8  Setfan Krempl, “Breitbandausbau: Telekom und Vodafone zanken sich um Fördermillionen,“ [broadband development: 
Telekom and Vodafone quarrel about funding] Heise Online, June 5, 2014, http://bit.ly/1MLavPl. 
9  Thomas Heuzeroth, “Industrie investiert Milliarden in Breitbandausbau,” [Industry invests billions in broadband 
development] Die Welt, October 7, 2014, http://bit.ly/1P81UbX. 
10  “Dobrindt kündigt Milliarden-Invesition in Breitbandausbau an,” [Dobrindt announces investment of billions of Euros in 
broadband development]. 
11  Bundesnetzagentur, Jahresbericht 2014, 79. 
12 Bundesnetzagentur, Jahresbericht 2014,  
13  Bundesnetzagentur, Jahresbericht 2014. 
14  Bundesministerium für Wirtschaft und Technologie [Federal Ministry of Economics and Technology], Monitoring-Report 
Digitale Wirtschaft 2014, December 2014, 68, http://bit.ly/1uu9bEL. 
15  Statista, “Anzahl der Smartphone-Nutzer in Deutschland in den Jahren 2009 bis 2015,” [Amount of smartphone users in 
Germany from 2009 to 2015] http://bit.ly/1a6UCDH. 
16  Bundesnetzagentur, Jahresbericht 2014, 80. 
17  TÜV Rheinland Consulting, mid-2013, p. 4. With the allocation of licenses for the next generation mobile standard LTE, 
the Bundesnetzagentur has obliged the network providers to build the new infrastructure in rural areas first before installing it 
cities.
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There is still a gender gap when it comes to accessing the internet in Germany. While 81.8 percent of 
men used the internet in 2014, only 71.9 percent of women did. The difference stagnated at 9.9 per-
cent compared to 9.6 in 2013.18 Internet penetration is particularly high in the age group between 
14 and 39 (over 96 percent) but, in comparison, relatively low in the age group 70 and above (about 
30 percent). Despite considerable and stable growth rates in the preceding years, the rate of internet 
penetration in this latter group has stagnated in the past year.19

Differences in internet usage depending on formal education level have not significantly changed 
over the past few years: the discrepancy between people with low and high levels of formal educa-
tion is still noteworthy.20 This phenomenon is confirmed by a comparison of net household incomes. 
Households with less than EUR 1,000 (US$1,283) net income per month have a 54.1 percent pene-
tration rate, whereas those with more than EUR 3,000 (US$3,848) net income have a penetration rate 
of 93.7 percent.21 Furthermore, slight differences in internet usage exist between Germany’s western 
region (79 percent) and the eastern region that once constituted the communist German Democratic 
Republic (71 percent); in the past year, this difference has even slightly increased.22 The gap between 
the urban states Hamburg, Berlin, and Bremen, and the rural states with the smallest internet pene-
tration rate such as Saxony-Anhalt or Brandenburg, has again slightly decreased but is still between 
10 to 14 percent.23 Although the governing coalition on the federal level has acknowledged these 
digital divides as problematic, the discrepancies in access persist.

Prices for internet access have remained relatively stable, while telecommunication services have 
become slightly less expensive, decreasing by about 1.6 percent.24The available figures indicate that 
prices for flat rate broadband internet still range from EUR 16 to EUR 30 (US$21 to US$38) which is 
regarded as affordable compared to the average income per household of EUR 3,989.25 Nevertheless, 
as the stark differences in internet usage compared to income indicate, the price level constitutes 
a barrier for people with low incomes and the unemployed. Although the Federal Court of Justice 
ruled that access to the internet is fundamental for everyday life, costs for internet access are not 
adequately reflected in basic social benefits.26 

Restrictions on Connectivity  

The German government does not impose restrictions on ICT connectivity. The telecommunications 
infrastructure in Germany was privatized in the 1990s and is largely decentralized today. There are 

18  Initiative D21, (N)ONLINER Atlas 2014, main findings, http://www.initiatived21.de/portfolio/nonliner-atlas/.
19  Initiative D21, (N)ONLINER Atlas 2014, main findings, http://www.initiatived21.de/portfolio/nonliner-atlas/.
20  Initiative D21, (N)ONLINER Atlas 2014, main findings, http://www.initiatived21.de/portfolio/nonliner-atlas/.
21  Initiative D21, (N)ONLINER Atlas 2014, main findings, http://www.initiatived21.de/portfolio/nonliner-atlas/.
22  Forschungsgruppe Wahlen, “Internet-Strukturdaten. Repräsentative Umfrage 2014,” [Structural internet data. 
Representative survey 2014] January 14, 2015, 1, http://bit.ly/1KPQlTH. 
23  Initiative D21, (N)ONLINER Atlas 2014, main findings, http://www.initiatived21.de/portfolio/nonliner-atlas/.
24  Statistisches Bundesamt, “Statistisches Jahrbuch. Deutschland und Internationales,” [Statistical Yearbook] 2014, 400, http://
bit.ly/1jCRrJu. 
25  D Statis (Statistiches Bundesamt), “Einkommen, Einnahmen & Ausgaben,” [Income, revenue & expenses] http://bit.
ly/1pCNNhi. 
26  Bundesgerichtshof [Federal Court of Justice], “Bundesgerichtshof erkennt Schadensersatz für den Ausfall eines 
Internetanschlusses zu,” [Court awards damages for internet failures]press release 14/13, January 24, 2013, http://bit.ly/1FLvz98; 
Hartz IV standard rate is € 391 see, Die Bundesregierung, “Hartz IV-Regelsatz wird angehoben,” http://bit.ly/1Go87JM; € 2.28 of 
that sum are for Internet access, Cf. Deutscher Bundestag [German Bundestag], Drucksache 17/3404, 60, http://bit.ly/1LnUX6U. 
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more than one hundred backbone providers in the country.27 The former public enterprise Deutsche 
Telekom was privatized in 1995, and remains the only company that acts as both a backbone provid-
er and an ISP. However, the German state owns less than a third of its shares, which crucially limits its 
control over Deutsche Telekom. There are a number of connections in and out of Germany, the most 
important being the DE-CIX, which is located in Frankfurt. It is privately operated by eco, the Associ-
ation of the German Internet Industry.28

ICT Market 

The telecommunications sector was privatized in the 1990s with the aim of fostering competition. 
The incumbent Deutsche Telekom’s share of the broadband market is currently 42.1 percent, which 
marks a further decline as competition continues to increase. Other ISPs with significant market 
share include Vodafone/Kabel Deutschland combined with 18.2 percent,29 1&1 with 14.3 percent, ca-
ble companies Unitymedia Kabel BW with 9.9 percent, and O2-Telefónica with 7.3 percent.30 Despite 
the merger of Vodafone and Kabel Deutschland, the leading position of the Deutsche Telekom is still 
virtually unchallenged.

There are now three general carriers for mobile internet access: T-Mobile, Vodafone, and E-Plus/
O2-Telefónica. Due to the merger of E-Plus and O2 in July 2014, the new company has gained mar-
ket leadership with 44.7 million customers. Former leader T-Mobile follows with 39.1 million. Voda-
fone had 32.3 million customers in 2014.31 Before the merger, the German market was considered 
one of the most competitive in the European Union.32 With main competition reduced to three pro-
viders, there is some fear that this may change at the expense of a favorable pricing development.33 
Nevertheless, the EU Commission approved the deal after a formal investigation.34

Regulatory Bodies 

Internet access, both broadband and mobile, is regulated by the Federal Network Agency for Elec-
tricity, Gas, Telecommunications, Post, and Railway (Bundesnetzagentur or BNetzA), which has oper-
ated under the supervision of the Federal Ministry of Transport since early 2014.35 The president and 
vice president of the agency are appointed for five-year terms by the German federal government, 
following recommendations from an advisory council consisting of 16 members from the German 
Bundestag and 16 representatives from the Bundesrat. The German Monopolies Commission and 

27   Björn Brodersen and Alexander Kuch, “Backbones – die leistungsstarken Hintergrundnetze des Internets,” [Backbones – 
the strong background networks of the internet] Teltarif,  http://www.teltarif.de/internet/backbone.html. 
28   See, DE-CIX, “About,”  https://www.de-cix.net/about/. 
29  In January 2015, Vodafone announced that it would soon drop the name of Kabel Deutschland, the company it had 
acquired in 2013; Caspar Busse, “Kabel Deutschland – ein Name verschwindet,” [Kabel Deutschland – a name disappears] 
Sueddeutsche,January 28, 2015, http://bit.ly/18Cmy2s. 
30  DSLWEB, Breitband Report Deutschland Q4 2014, [Broadband Report Germany], December 31, 2014, http://bit.ly/1LXbFsB. 
31  Bundesministerium für Wirtschaft und Technologie [Federal Ministry of Economics and Technology], Monitoring-Report 
Digitale Wirtschaft 2014, December 2014, 36, http://bit.ly/1uu9bEL.
32  European Commission, Digital Agenda for Europe – Scoreboard 2012, p.68. Cf. also the study by Haucaup et al. 
documenting a fairly competitive market: Haucap/Heimeshoff/Stühmeier, 2010, “Wettbewerb im Deutschen Mobilfunkmarkt” 
[Competition in the German mobile market], Ordnungspolitische Perspektiven Nr. 4.
33  Bundesministerium für Wirtschaft und Technologie,“Monitoring-Report Digitale Wirtschaft 2014”, 36. 
34  “Telefónica darf E-Plus schlucken,” [Telefónica may gobble up E-Plus] Tagesschau, July 2, 2014, http://bit.ly/1j5jQYO. 
35  Markus Beckedahl, “Verkehrsministerium gewinnt Fachaufsicht über Bundesnetzagentur,” [Ministry of Transport gains 
supervision over Federal Network Agency], Netzpolitik, February 14, 2014, http://bit.ly/1jDT9KQ. 
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the European Commission (EC) have both criticized this highly political setting and the concentration 
of important regulatory decisions in the presidential chamber of the Federal Network Agency.36 Simi-
larly, the European Court of Justice (ECJ) and the EC noted that the regulation of data protection and 
privacy by agencies under state supervision does not comply with the EU Data Protection Directive 
95/46/EC.37

In addition to such institutional concerns, regulatory decisions by the BNetzA have been criticized 
for providing a competitive advantage to Deutsche Telekom, the former state-owned monopoly.38 
The most recent examples are the agency’s decisions on April 10, 2013 to allow a slight increase in 
the price that Telekom charges competitors for the “last mile,” the final leg of telecommunications 
infrastructure that reaches customers,39 and to support controversial vectoring technology, which in 
turn manifests its dominant position regarding the last mile. Vectoring can boost the bandwidth of 
DSL connections on existing copper lines but requires one operator to manage the whole bundle, in 
effect limiting the unbundling of the local loop and thus privileging, under specific circumstances, 
the market leader.40 Despite the widespread concerns about a “re-monopolization” of the fixed-line 
network, the BNetzA announced its final decision on August 29, 2013, after making some adjust-
ments in favor of Telekom competitors and subsequently obtaining the approval of the EU Commis-
sion.41

Limits on Content

Access to online content in Germany is relatively free, and most often restricted content involves copy-
right issues or disputes concerning the remuneration of authors. Some further limitations that poten-
tially affect freedom of expression and freedom of information stem from the ongoing enforcement of 
the ancillary copyright for press publishers and the European Court of Justice’s decision on the right to 
be forgotten in May 2014.

Blocking and Filtering 

Government-imposed blocking of websites or internet content rarely takes place in Germany.42 In 

36  Monopolkommission [Monopolies Commission], “Telekommunikation 2009: Klaren Wettbewerbskurs halten” 
[Telecommunication 2009: stay on target in competition], Sondergutachten 56, 2009, 75, http://bit.ly/1VvjgPK; European 
Commission, Progress Report on the Single European Electronic Communications Market (15th Report) SEC(2010) 630, May 25, 
2010, 196, http://bit.ly/1Od2qpT. 
37  European Commission, “Data Protection: European Commission requests Germany to ensure independence of data 
supervisory authority,” press release, April 6, 2011, http://bit.ly/1KWkNti.  
38  European Commission, , Progress Report on the Single European Electronic Communications Market, 196. Since the 
Federal Republic still exercises its rights as a shareholder of Deutsche Telekom (circa 38 percent) through another public 
law entity, commentators see a potential conflict of interest; Christian Schmidt, “Von der RegTP zur Bundesnetzagentur. Der 
organisationsrechtliche Rahmen der neuen Regulierungsbehörde” [From RegTP to Federal Network Agency. The organizational 
framework of the new regulator], Die Öffentliche Verwaltung 58, no.24 (2005) 1028. 
39  Björn Greif, “Neuer Vorschlag der Bundesnetzagentur für TAL-Entgelte erntet Kritik,” [Network Agency’s Plans for Local 
Loop Unbundling Charges is criticized strongly],ZDNet, March 28, 2013, http://bit.ly/1N9uSZv. 
40  Richard Sietmann, “Fiber to the Neverland,” [Fiber to the Neverland] Heise, April 29, 2013,  18-21, http://bit.ly/1JKvQnC. 
41  “Bundesnetzagentur legt Streit um VDSL-Vectoring bei” [Federal Network Agency settles argument concerning VDSL 
vectoring] Heise, July 10, 2013, http://bit.ly/1KR04sY; “Bundesnetzagentur gibt Startschuss für VDSL-Vectoring” [Federal 
Network Agency issues clearance on VDSL vectoring] Heise,  August 29, 2013, http://bit.ly/1LotFNL. 
42  Due to substantial criticism by activists and NGOs that provoked an intense political debate, the 2010 law on blocking 
websites containing child pornography, the Access Impediment law (Zugangserschwerungsgesetz), never came into effect and 
was finally repealed by the German parliament in December 2011.
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2014-2015, there were no publicly known incidents of censorship directly carried out by state actors. 
Since there is also no significant filtering of text messages or email communication, the overall scale 
and sophistication of censorship has remained stable and on an insignificant level. YouTube, Face-
book, Twitter and international blog-hosting services are freely available.

Content blocking or filtering practices enforced by corporate actors have been discussed for some 
time. The ongoing dispute between YouTube and GEMA (German Society for Musical Performance 
and Mechanical Reproduction)43 indicates that private entities substantially shape the availability 
of online content.44 Since 2009, Google and GEMA have been unable to reach an agreement on 
the amount Google should pay for a license for copyright-protected music videos disseminated on 
YouTube. GEMA considers it a copyright violation when YouTube uses “the rights administered by 
GEMA without paying any compensation to the copyright owners.”45 As a result of this disagreement, 
which as of May 2015 remains unresolved, YouTube blocks videos for users within Germany if the 
video might contain copyrighted music, instead showing an error message saying that the video is 
not available in Germany because GEMA might not have granted the publishing rights.46 Google has 
raised concerns about the resulting undesired harms for freedom of expression.47 In February 2014, 
the Munich District Court decided in an injunction suit filed by GEMA that the phrasing of YouTube’s 
error message violated the collecting society’s rights.48 Although YouTube subsequently altered the 
content of the displayed message on blocked videos,49 the Higher Regional Court in Munich con-
firmed the lower court’s judgment, arguing that the displayed message kept misleading viewers by 
implying GEMA’s responsibility for the blocking of content.50

German ISPs employ deep packet inspection (DPI) for the purposes of traffic management, as well as 
to throttle peer-to-peer traffic. Users are especially affected by P2P-related restrictions in the mobile 
market.51 Although Vodafone, for example, announced that for the time being the practice shall re-
main limited to mobile internet access, there is no ultimate confirmation that it will not be extended 
in the future.52

43  Collecting societies are private organizations at the national level in Germany authorized by the Copyright Administration 
Act (Urheberrechtwahrnehmungsgesetz). Although they act under the supervision of the German Patent and Trademark Office 
(DPMA), they belong to the private sector. With the foundation of the collecting society C3S, provided the DPMA grants 
permission, GEMA’s national monopoly could soon come to an end, see Jens Uthoff, “Neue Wege im Paragraphendschungel,” 
[New paths through the regulation jungle] Taz, April 9, 2014, http://www.taz.de/!136441/.
44  Compared to 0.9 per cent in the United States and ca. 1 per cent in Austria and Switzerland. Cf. Pascal Pauknet, “Diese 
Kultur ist in Deutschland leider nicht verfügbar,” [This culture is not available in Germany] Sueddeutsche Zeitung, January 28, 
2013, http://sz.de/1.1584813. 
45  GEMA, “GEMA and YouTube”, accessed April 23, 2014, https://www.gema.de/en/press/popular-subjects/youtube/browse/4.
html. Could not find this release, but will this work: GEMA, “Hamburg Higher Regional Court confirms: YouTube is liable for 
copyright infringements,” press release, July 1, 2015, http://bit.ly/1N9yTxj. 
46  GEMA demands 0.375 cents per retrieval.
47  In particular Google argues that because the GEMA doesn’t provide a list on the complete repertoire they licensed, most 
music videos have been blocked in order to avoid financial risks. cf. http://bit.ly/1if3Qk7.
48  GEMA,“Landgericht München urteilt: GEMA-Sperrtafeln auf YouTube sind rechtswidrig,” [District Court Munich rules: GEMA 
error messages are unlawful] press release,  February 25, 2014, http://bit.ly/1Ed8KHm. 
49  Markus Beckedahl, “Dieses Video ist in Deutschland leider immer noch nicht verfügbar,” [Unfortunately, this video is still 
not available in Germany] Netzpolitik, March 10, 2014, http://bit.ly/1RkWAkQ.  
50  GEMA, “OLG München bestätigt: GEMA-Sperrtafeln auf YouTube sind rechtswidrig,” [Higher Regional Court Munich 
confirms: GEMA error messages on YouTube are unlawful] press release, May 12, 2015, http://bit.ly/1RzDyZq.  
51  Body of European Regulators for Electronic Communication, A view of traffic management and other practices resulting 
in restrictions to the open Internet in Europe: Findings from BEREC’s and the European Commission’s joint investigation, May 29, 
2012, http://bit.ly/1MOMMhj. 
52  Andre Meister, “Waschmaschine im Netz: Wie Telekom und Vodafone Deep Packet Inspection als Feature verkaufen,” 
[Laundry machine on the net: How Telekom and Vodafone sell deep packet inspection as a feature] Netzpolitik.org, August 1, 
2014, http://bit.ly/1Od6TZN. 
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The protection of minors constitutes an important legal framework for the regulation of online con-
tent.53 Youth protection on the internet is principally addressed by states through the Interstate Trea-
ty on the Protection of Human Dignity and the Protection of Minors in Broadcasting (JMStV), which 
bans content similar to that outlawed by the criminal code, such as the glorification of violence and 
sedition.54 A controversial provision of the JMStV reflecting the regulation of broadcasting media 
mandates that adult-only content on the internet, including adult pornography, must be made avail-
able in a way that verifies the age of the user.55 The JMStV enables the blocking of content if other 
actions against offenders fail and if such blocking is expected to be effective. The Federal Criminal 
Police Office (Bundeskriminalamt) has initiated the deletion of thousands of sites related to child 
pornography.56 In 2013, it reported a slight decline in discovered sites.57

Content Removal 

Most of the content removal issues in Germany relate to the removal of results from search engine 
functions, rather than deletion of content from the internet entirely. The autocomplete function of 
Google’s search engine has repeatedly been subject to scrutiny. In May 2013, the Federal Court of 
Justice ruled that Google could be held liable, at least under some circumstances, for the infringe-
ment of personal rights through its autocomplete function.58 In its subsequent decision concerning 
the same case, the Higher Regional Court in Cologne decided that Google’s liability amounted to 
the obligation to delete the respective automated search query combination and to refrain from re-
peating the tort, but not to pay further compensation.59

Since the European Court of Justice decision on the right to be forgotten in May 2014,60 Google 
and other search engines have been under the obligation to remove certain search queries from 
their index in the case that they infringe on the right to privacy of a person, and that person files 
a respective application with the search engine. As of March 31, 2015, Google had assessed nearly 
40,000 applications, and decided to remove the link in roughly half of the cases.61 In order to reduce 
repercussions in relation to the freedom of expression and information, a potential downside of the 
judgment as maintained by numerous experts,62 Google set up an advisory group assigned with the 

53  The legal framework regulating media protection of minors in particular consists of the Law for the protection of children 
and youth (“Jugendschutzgesetz”, JuSchG) of the federal government and the Interstate Treaty on the Protection of Minors in 
the Media (short “Jugendmedienschutzstaatsvertrag”, JMStV).
54  Cf. the respective §§ 130, 131 StGB [Criminal Code]. English translation: http://bit.ly/1rT41ps. 
55  Cf. the respective § 5, Abs. 3 JMStV.
56  “BKA ließ 2012 tausende Internetseiten löschen,” Handelsblatt, February 26, 2014, http://bit.ly/1MON7R2.  
57  Tortsen Kleinz, “BKA findet weniger Kinderpornografie im Netz,” [BKA finds less child pornography on the net] Heise Online, 
September 24, 2014, http://bit.ly/1PTmMBW. 
58  BGH [Federal Supreme Court], judgment of May 14, 2013, Az. VI ZR 269/12; Jürgen Kuri, “BGH zu Autocomplete: Google 
muss in Suchvorschläge eingreifen,” [BGH on autocomplete] Heise Online, May 14, 2013 http://heise.de/-1862062.
59  Beck Aktuell, “OLG Köln: Klage gegen Google auf Unterlassugn bestimmter Suchwortkombinationen erfolgreich” [Higher 
Regional Court Cologne: Injunction suit against Google concerning certain search query combinations successful], April 8, 
2014, http://beck-aktuell.beck.de/news/olg-k-ln-klage-gegen-google-auf-unterlassung-bestimmter-suchwortkombinationen-
erfolgreich; Adrian Schneider, “OLG Köln: Die Autocomplete-Entscheidung im Detail” [Higher Regional Court Cologne: the 
autocomplete decision in detail] Telemedicus, April 11, 2014,  http://bit.ly/1iRT59G. 
60  European Court of Justice, „C-131/12 Google Spain and Google,“ May 13, 2014, http://curia.europa.eu/juris/liste.
jsf?num=C-131/12. 
61  “Löschanträge seit dem Google-Urteil,” [Removal requests since the Google judgment] Eco, March 31, 2015, http://bit.
ly/1RkZxBY. 
62  “Ein Jahr Recht auf Vergessenwerden: Löschen von Suchergebnissen beeinträchtigt die Zivilgesellschaft,” [One year right to 
be forgotten: Removal of search results impairs civil society] Eco, May 13, 2015, http://bit.ly/1N9DnDW. 
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task to develop formal and substantial criteria in order to adequately balance between the affected 
civil rights.63

There is no censorship prior to the publication of internet content. On the other hand, figures re-
leased by ICT corporations indicate that post-publication content removal requests are issued with 
regard to defamation or illegal content. According to Google’s latest transparency report regarding 
requests to remove content, covering the period from January to June 2014, the company received 
151 requests from the German courts and other public authorities.64 Defamation remains by far the 
most common reason for court orders to remove content.65 Upon request from authorities, between 
July and December 2014, Facebook restricted access to 60 pieces of content that advocated right-
wing extremism and Holocaust denial, which are illegal under the German criminal code.66

The liability of platform operators for illegal content is regulated by the Telemedia Act. The law 
distinguishes between full liability for owned content and limited “breach of duty of care” (Stoer-
erhaftung) for access providers and host providers of third party content.67 Although access and 
host providers68 are not generally responsible for the content they transmit or temporarily auto 
store, there is a certain tension between the underlying principles of liability privilege and that of 
secondary liability.69 Principally, ISPs are not required to proactively control or review the information 
of third parties on their servers; they become legally responsible as soon as they gain knowledge of 
violations or violate reasonable audit requirements.70

In 2012, court rulings limited the liability privilege of intermediaries by further specifying require-
ments, responsibilities, and obligations. Additional blocking and filtering obligations of host provid-
ers have been put in more concrete terms by the Federal Court of Justice (Bundesgerichtshof, BGH) in 
the “Alone in the Dark” case.71 In this specific instance, the game publisher Atari sued the file hosting 
service Rapidshare for copyright violations concerning a video game. Although the judges did not 
hold Rapidshare liable for a direct infringement, they saw a violation of the service’s monitoring ob-
ligations under the breach of duty of care as a result of Rapidshare’s failure to proactively control its 
service for copyrighted material after it was notified of one infringing copy.72

In a subsequent decision concerning Rapidshare in August 2013, the BGH substantiated and further 
extended host providers’ duties. According to the judgment, if the business model of a service aims 
to facilitate copyright infringements, the company is considered less worthy of protection with re-
gard to liability privilege.73 As a consequence, host providers are required to monitor their own serv-

63  Google Advisory Council, How should one person’s right to be forgotten be balanced with the public’s right to information, 
February 6, 2015, http://bit.ly/1j5L0Pd. 
64  Google, “Germany,” Google Transparency Report, January to June 2014,” http://bit.ly/1M6PImw. 
65  Google, “Germany,” Google Transparency Report.
66  Facebook, “Germany,” Government Requests Report, July-December 2014, http://bit.ly/1FLzHG0. 
67  In particular: Part 3, §§ 7-10 TMG: liability for own content (§ 7, Abs. 1 TMG); limited liability for access providers (§§ 8, 9 
TMG) and host providers (§ 10 TMG).
68  The BGH in particular has developed the principles of limited liability of host providers: BGH [Federal Court of Justice], 
judgment of October 25, 2011, Az. VI ZR 93/10.
69  Liability privilege means that information intermediaries on the internet such as ISPs are not responsible for the content 
their customers transmit. Secondary or indirect liability applies when intermediaries contribute to or facilitate wrongdoings of 
their customers.
70  BGH [Federal Court of Justice] Az. VI ZR 144/11, Judgment of March 27, 2012,  http://openjur.de/u/405723.html.
71  BGH [Federal Court of Justice] Az. I ZR 18/11, Judgment of July 12, 2012,  http://openjur.de/u/555292.html.
72  Timothy B. Lee, “Top German court says RapidShare must monitor link sites for piracy,” ArsTechnica, July 16, 2012, http://
bit.ly/1iRUFYX. 
73  BGH [Federal Court of Justice] Az. I ZR 80/12, Judgment of 15 August, 2013, http://bit.ly/1MOQasE. 
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ers and search for copyright-protected content as soon as it has been notified of a possible viola-
tion.74 As agreed on in the coalition agreement in 2013, the Federal Ministry of Economy introduced 
a draft bill in March 2015 in order to legislate a revision of the law on the breach of a duty of care. It 
explicitly provided for a preclusion of liability privilege for providers with such business models.75

ISPs are obliged to disclose customer information for prosecutions of copyright infringement, even 
though the person may not have infringed copyrights for commercial purposes.76 A special require-
ment to review the content on any violations of rights was also ruled in a case where a blogger inte-
grated a YouTube video onto his website.77 However, in October 2014, the European Court of Justice 
ruled that embedding content from other sources by means of framing is, as such, not a copyright 
infringement.78

An important exception to the liability privilege concerns wireless networks.79 Because of a highly 
disputed Federal High Court ruling in 2010 against the existing liability privilege, as it applied to 
wireless networks,, legislative initiatives from states and political parties now seek to modify the sec-
ondary or indirect liability of local Wi-Fi operators. The governing coalition agreed to press ahead 
with new legislation that aims to create legal certainty for operators in order to facilitate the expan-
sion of publicly accessible Wi-Fi networks. However, the bill introduced in March 2015 that aimed 
to revise the current rules on liability was criticized for only privileging commercial providers of 
wireless networks, not those who want to share their network access for non-commercial purposes.80 
Moreover, the proposal obliges providers of freely accessible hotspots to undertake “appropriate 
measures” to identify users, which is problematic in relation to both practicability and the right to 
anonymity.81 An initiative by the parliamentary factions of the Greens and Die Linke parties to pro-
vide for a more lenient regulation concerning providers of open internet access was rejected by the 
governing coalition in November 2014.82 In addition to these legislative proposals, in September 
2014 a Munich court asked the European Court of Justice for a preliminary ruling on the question of 
the applicability of the liability privilege for a provider of an openly accessible Wi-Fi network.83

74  Thomas Stadler, “BGH erweitert Prüfpflichten von Filehostern wie Rapidshare,” [Federal Court of Justice extends monitoring 
duties for host providers such as Rapidshare] Internet-Law (blog), September 4, 2013, http://bit.ly/1N9EWSv. 
75  Federal Ministry of the Economy, “Entwurf eines Zweiten Gesetzes zur Änderung des Telemediengesetzes (Zweites 
Telemedienänderungsgesetz)” [Draft bill of a second act to revise the Telemedia Act] March 11, 2015, http://bit.ly/1C9Em24. 
76  Bundesgerichtshof [Federal Court of Justice] Az. I ZB 80/11, Judgement of April 19, 2012,  http://openjur.de/u/438903.html.
77  LG Hamburg [Regional Court Hamburg] Az. 324 O 596/11, Judgement of May 18, 2012,  http://openjur.de/u/404386.html.
78  European Court of Justice, C-348/13 BestWater International, October 21, 2014, http://curia.europa.eu/juris/liste.
jsf?num=C-348/13. 
79  In 2010, the German Federal High Court sentenced the private owner of a wireless router on the grounds that his or her 
open network allowed illegal activities. cf. Christopher Burgess, “Three Good Reasons to Lock Down Your Wireless Network,” 
The Blog, The Huffington Post, June 8, 2010, http://huff.to/1LYHK3k.  
80  Christian Heise, “Finaler Gesetzentwurf zur Neuregelung der Störerhaftung: Deutschland bleibt ein WLAN-
Entwicklungsland,” [Final draft bill on the revision of breach of duty of care liability: Germany remains a Wi-Fi developing 
country] Freifunk statt Angst (blog), March 12, 2015, http://bit.ly/1PTrjV8. 
81  Christian Dingler and Sarina Balhausen,“Entwurf zur Neuregelung der Störerhaftung bei offenen WLANs verschärft das 
Problem,” [Bill to revise breach of duty of care liability for open Wi-Fi aggravates the problem] D-64, February 24, 2015, http://
bit.ly/1P9TPne. 
82  Jennifer Buchholz,“Koalition sperrt sich gegen Aufhebung der Störerhaftung,” [Coalition balks at abolition of liability of 
duty of care] Teltarif, November 14, 2014, http://bit.ly/1N9GCvl. 
83  “LG München I legt Frage der Haftung bei offenen WLANs dem EuGH vor” [Munich district court submits question on 
liability concerning open Wi-Fi to ECJ] Offenenetze (blog), October 8, 2014, http://bit.ly/1iRW1mK. 
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Media, Diversity, and Content Manipulation  

Germany is home to a vibrant internet community and blogosphere; however, there are some issues 
with regard to the enforcement of ancillary copyright regulations that may have the effect of distort-
ing search results for news outlets attempting to monetize their content.

While the degree to which political actors can successfully pressure online news outlets to exclude 
certain information from their reporting is still insignificant, there have been some attempts to de-
lete critical information on the internet. In January 2014, the Federal Ministry of the Interior accused 
the website FragdenStaat.de of copyright infringement after the website had published an internal 
document concerning legal analysis of an election threshold for the elections to the European Par-
liament.84 The decision was criticized as an attempt to abuse copyright laws in order to suppress 
freedom of information.85 In reaction to the incident, the commissioners for the protection of the 
freedom of information on both the federal and state level released a joint statement rejecting the 
Federal Ministry of the Interior’s claims. The commissioners demanded the government clarify that 
copyright law may not be employed to withhold administrative information.86

To date, self-censorship online has not been a significant or well-documented issue in Germany. Still, 
there are more or less unspoken rules reflected in the publishing principles of the German press.87 
The penal code and the JMStV prohibit content in a well-defined manner (such as child pornography, 
racial hatred, and the glorification of violence). Additionally, the criminal investigation into the online 
media outlet Netzpolitik in July 2015, with regard to their reports on the activities of the German 
intelligence agencies, was criticized for its potential chilling effect on investigative reporting, even 
though the case was subsequently dropped.88

The principle of net neutrality was legally codified with the latest amendment of the telecommuni-
cations act (Telekommunikationsgesetz, TKG), § 41a TKG, enacted in May 2012. While the European 
Parliament’s April 2014 vote in favor of net neutrality has widely been considered a positive step, the 
details of the new regulation are considered deficient and incomplete.89 At the same time, the prin-
ciple has come under heightened pressure in Germany over the past year. The ruling coalition has 
started to endorse classified net traffic in order to privilege certain services and providers. In Octo-
ber 2014, it was revealed that the government may refrain from promoting net neutrality in order to 
create incentives for private companies to speed up the development of broadband internet in Ger-
many. According to suggestions published by the Federal Ministry of Transportation, certain internet 
services may acquire paid priority treatment by the networks in order to refinance infrastructure 

84  Axel Kannenberg, “Urheberrecht: Innenministerium mahnt FragdenStaat.de ab,” [Copyright law: Federal Ministry of the 
Interior warns FragdenStaat.de] Heise Online, January 22, 2014, http://bit.ly/1arZC67. 
85  Thomas Stadler, “Der Missbrauch des Urheberrechts durch den Staat,” Internet-Law (blog), January 22, 2014, http://bit.
ly/1PTsaFp. 
86  Martin Holland,“Informationsfreiheitsbeauftragte: ‘Urheberrecht dient nicht der Geheimhaltung’” [commissioners for the 
protection of the freedom of information: ‘copyright law does not serve secrecy purposes’] Heise Online, June 18, 2014, http://
bit.ly/1ikDQER. 
87  Presserat [Press Council], “Pressekodex” [press code], version dated March 13, 2013, http://www.presserat.de/pressekodex/
pressekodex/. 
88  Organization for Security and Co-operation in Europe,“OSCE representative warns about impact on free media of criminal 
investigation of Netzpolitik.org journalists in Germany,” press release, August 4, 2015, http://www.osce.org/fom/175796. 
89  Markus Beckedahl, “EU-Parlament stimmt für Netzneutralität,” [European Parliament votes in favor of net neutrality] 
Netzpolitik.org, April 3, 2014, http://bit.ly/1mMn5TM. 
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measures in this sector.90 At the same time, EU Commissioner for the Digital Economy and Society 
Günther Oettinger has repeatedly argued in favor of an abandonment or modification of the princi-
ple.91 A report published in March 2015 disclosed findings that suggest that net neutrality is already 
frequently violated in Germany. For instance, most mobile internet providers contractually prohibit 
certain services such as tethering or Voice over Internet Protocol (VoIP) in order to maximize profit.92

Local and international media outlets and news sources are generally accessible and represent a 
diverse range of opinions. However, the enactment of the ancillary copyright for press publishers 
(Leistungsschutzrecht für Presseverleger), which came into effect on August 1, 2013, allows publishers 
to monetize even the small snippets of information that search engine operators display as part of 
the results of a query.93 This raised concerns regarding the constitutionally protected rights to free-
dom of expression and freedom of information.94 In 2014, in reaction to the law’s enactment, search 
engines started to exclude search results leading to the websites of publishers who had assigned the 
collecting society VG Media to collect fees stemming from the ancillary copyright.95 When Google 
declared that in the future it would endeavor to show only such results and snippets that fall outside 
of the scope of the law, twelve German publishers and the VG Media initiated antitrust proceedings 
against the search engine, which were rejected by the Federal Cartel Office.96 Subsequently, ma-
jor publisher Axel Springer reported that due to Google’s practice, traffic to its news websites had 
dropped by 40 percent. In reaction, several publishers including Springer granted Google a license 
to show snippets free of charge.97 This decision was criticized for unduly privileging the market lead-
er while disadvantaging smaller search engines, thus further reinforcing Google’s leading position.98 
In part due to this practice, the law remains controversial. However, while the parliamentary opposi-
tion seeks to revoke the law,99 the governing coalition refuses to consider succumbing to the critics.

Digital Activism 

In the past year, the internet has provided the infrastructure for several advocacy campaigns con-
cerning political and social issues in Germany. As the government’s reluctance to uphold net neu-
trality became apparent, internet users were encouraged to take part in an online day of action on 

90  Markus Beckedahl, “Das Verkehrministerium möchte leider die Netzneutralität dem Breitbandausbau opfern,” 
[Unfortunately, the ministry of traffic wants to sacrifice net neutrality for broadband development] Netzpolitik.org, October 7, 
2014, http://bit.ly/1oU8GCc. 
91  Thomas Heuzeroth, “EU-Kommissar Oettinger will Netzneutralität light,” [EU Commissioner Oettinger wants net neutrality 
light] Die Welt, January 14, 2015, http://bit.ly/1O9wl0C. 
92  Markus Beckedahl, “Unser Report deckt auf: Verletzungen der Netzneutralität sind in Deutschland schon jetzt die Regel,” 
[Our report reveals: violations of net neutrality in Germany are already the rule] Netzpolitik.org, March 5, 2015, http://bit.
ly/1GYtGBK. 
93  David Meyer, “Google fighting German plan for linking fee”, Cnet, November 27, 2012, http://cnet.co/1WCkg72. 
94  Philipp Otto, “Kommentar: ein unmögliches Gesetz,” [Comment: an impossible law] iRights info (blog), August 30, 2012, 
http://bit.ly/1jE6XoJ. 
95  Henry Steinhau, “Leistungsschutzrecht: T-Online und 1&1 verbannen Verlage der VG Media aus ihren Suchergebnissen,” 
[Ancillary copyright: T-Online and 1&1 ban VG Media publishers from their search results] iRights info (blog), September 16, 
2014, http://bit.ly/1JKFxlY. 
96  Bundeskartellamt, “Complaint by VG Media not sufficient to institute formal abuse of dominance proceedings against 
Google,” August 22, 2014, http://bit.ly/1EG6LJb. 
97  DPA, “Leistungsschutzrecht: Springer gibt Google kostenlose Lizenz,” [Ancillary copyright: Springer grants Google license 
free of charge] Spiegel Online, November 5, 2014, http://bit.ly/1xdFgFP. 
98  Friedhelm Greis, “Wie die VG Media der Google-Konkurrenz das Leben schwermacht,” [How the VG Media makes life 
difficult for Google’s competitors] Golem, March 3, 2015, http://bit.ly/1AZ8zOX. 
99  Leony Ohle and Maximilian Renger, “Leistungsschutzrecht: Sachverständige im Zwist über Abschaffung,” [Ancillary 
copyright: Experts quarrel about abolition] iRights info (blog), March 5, 2015, http://bit.ly/1VvowTr. 
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September 10, 2014.100 Aside from that, the long-term pan-European campaign for net neutrality 
continued, gaining renewed urgency after the aforementioned recent political developments.101 Like-
wise, two separate campaigns were launched in reaction to distinct legislative plans concerning data 
retention on both the national and European level. Domestically, the renewed proposals to introduce 
comprehensive data retention sparked vocal opposition among civil rights groups, which urged cit-
izens to partake in online protests in order to express their objection.102 An even more widespread 
online mobilization was observed in relation to EU plans to enact obligatory data retention of the 
data of airline passengers. Under the hashtag #NoPNR, several websites called for a pan-European 
day of action on April 11, 2015.103

Violations of User Rights

During the reporting period, the repercussions of whistleblower Edward Snowden’s revelations concern-
ing the vast surveillance practices by the NSA and GCHQ continued to dominate the political agenda. 
While a parliamentary inquiry commission attempts to investigate the degree of spying on German 
citizens and politicians, the federal government has been criticized for failing to sufficiently provide the 
necessary information to the commission. At the same time, new disclosures have further implicated 
the German intelligence service BND, culminating in reports that the service was involved in industrial 
espionage at the expense of German and European companies.

Legal Environment 

The German Basic Law guarantees freedom of expression and freedom of the media (Article 5) as 
well as the privacy of letters, posts, and telecommunications (Article 10). These articles generally 
safeguard offline as well as online communication. In addition, a groundbreaking 2008 ruling by the 
Federal Constitutional Court established a new fundamental right warranting the “confidentiality and 
integrity of information technology systems” grounded in the general right of personality guaran-
teed by Article 2 of the Basic Law.104

In July 2014, the federal government proposed legislation to transform the Office of the Federal 
Commissioner for Data Protection and Freedom of Information from a subdivision of the Federal 
Ministry of the Interior to an independent supreme federal authority.105 The act, which passed the 
Federal Assembly on February 6, 2015,106 is expected to significantly strengthen the Commissioner’s 

100  Kilian Vieth, “Battle for the Net: Großer Online-Aktionstag für Netzneutralität am 10. September 2014,” [Battle for the Net: 
Great online action day for net neutrality on September 10, 2014] Netzpolitik.org, September 8, 2014, http://bit.ly/1Odc6kn. 
101  “Save the Internet” campaign page, https://savetheinternet.eu/. 
102  Campact!, “Vorratsdaten: Nein zur Rundum-Überwachung!” [Data retention: No to omnipotent surveillance!], http://bit.
ly/1qr0ueW; Vorratsdatenspeicherung, “Kampagne: Stoppt die Vorratsdatenspeicherung 2.0!,”  http://bit.ly/1N9JOH3. 
103  “#NoNPR: Aktionstag gegen ‘europaweite Vorratsdatenspeicherung von Passagierdaten’” [#NoNPR: action day agains 
Europe-wide data retention of passenger data] Radio Utopie April 11, 2015, http://bit.ly/1O9xxkA. 
104  BVerfG [Federal Constitutional Court], Provisions in the North-Rhine Westphalia Constitution Protection Act 
(Verfassungsschutzgesetz Nordrhein-Westfalen) on online searches and on the reconnaissance of the internet null and void, 1 
BvR 370/07 Absatz-Nr. (1 - 267) Judgment of Feb 27, 2008, http://bit.ly/1YVssS3; For more background cf. Wiebke Abel and 
Burkhard Schaferr, “The German Constitutional Court on the Right in Confidentiality and Integrity of Information Technology 
Systems – a case report on BVerfG”, SCRIPTed 6, no. 1 (2009), 106, http://www.law.ed.ac.uk/ahrc/script-ed/vol6-1/abel.asp. 
105  Stefan Krempl, “Bundesregierung will unabhängigen Bundesdatenschutz,” [Federal government wants independent 
federal data protection] Heise Online, July 7, 2014, http://bit.ly/VUInUO. 
106  Bundesregierung,“Stärkung der Datenschutzaufsicht,” [Strengthening of data protection supervision] February 6, 2015, 
http://bit.ly/1Rl6cMz. 
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powers in relation to data protection in Germany.107

Prosecutions and Detentions for Online Activities 

Online journalists are largely granted the same rights and protections as journalists in the print or 
broadcast media. Although the functional boundary between journalists and bloggers is starting to 
blur, the German Federation of Journalists maintains professional boundaries by issuing press cards 
only to full-time journalists.108 Similarly, the German Code of Criminal Procedure grants the right to 
refuse testimony solely to individuals who have “professionally” participated in the production or 
dissemination of journalistic materials.109

In the fall of 2014, during the proceedings of the parliamentary inquiry commission that was in-
stalled in the aftermath of the NSA revelations, the online journalist Andre Meister from the news 
website Netzpolitik.org, who blogged live from the commission, was reportedly monitored by the 
parliamentary police. Upon inquiry, the acting officer conceded that he was especially assigned to 
keep an eye on the journalist.110 Although the conduct was officially dismissed as a mere misunder-
standing, it was met with harsh criticism, and Netzpolitik.org announced it was taking legal action 
against the alleged surveillance of their journalistic activity.111 According to the journalist, parliament 
officials have since responded that there is no information about him stored by the Bundestag.112 
Moreover, as previously mentioned, editor-in-chief of Netzpolitik.org Markus Beckedahl and Andre 
Meister were subject to a criminal investigation for charges of treason following their reporting on 
the activities of the Federal Office for the Protection of the Constitution in July 2015.113

The German Criminal Code (StGB) includes a paragraph on “incitement to hatred” (§ 130 StGB), 
which penalizes calls for violence against minority groups and assaults on human dignity.114 The Ger-
man people mostly regard this provision as legitimate, particularly because it is generally applied in 
the context of holocaust denials.115

Surveillance, Privacy, and Anonymity 

Debates over the activities of the NSA and the British government’s intelligence organization 
GCHQ—and the German intelligence service’s involvement in such mass surveillance—continued 
throughout the past year. While there are few restrictions on anonymous communication and the 
right to anonymity is generally upheld, the surveillance revelations remain a concern with regard to 
protecting the rights to privacy and freedom of expression.

107  Dr. Datenschutz,“Endlich! Unabhängige Datenschutzbehörde für Deutschland,” [Finally! Independent data protection 
agency for Germany] Datenschutzbeauftragter, August 27, 2014, http://bit.ly/1jE9tv3. 
108  See Deutscher Journalisten-Verband, “Der Presseausweis:Für Profis,” http://bit.ly/1P9Y563. 
109 Code of Criminal Procedure (StPO), § 53 (1) 5, http://bit.ly/1O9zcXz/ . 
110  Kai Biermann, “Schüchtert der Bundestag Medien ein?” [Does the federal parliament intimidate media?] Zeit Online, 
October 10, 2014, http://bit.ly/1xFB7sQ. 
111  Andre Meister, “netzpolitik.org vs. Bundestag: Wir gehen rechtlich gegen Überwachung durch die Bundestagspolizei vor” 
[netzpolitik.org vs. Federal Parliament: we are taking legal action against surveillance by the parliamentary police] Netzpolitik.
org, November 7, 2014, http://bit.ly/1JKHHCa. 
112   Information provided by Andre Meister.
113   “Netzpolitik.org: Bundesanwaltschaft ermittelt gegen Journalisten wegen Landesverrats” [Federal prosecutor’s office 
investigates against journalists for treason] Spiegel Online, July 30, 2015, http://bit.ly/1H6QXiu. 
114  Cf. fn. 54.
115  BVerfG, [Federal Constitutional Court] 1 BvR 2150/08 from November 4, 2009, Absatz-Nr. (1 - 110), http://bit.ly/1KWt940.
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The ramifications of the leaked classified documents by former NSA contractor Edward Snowden 
regarding the activities of UK and U.S. intelligence services lingered throughout the reporting period, 
while new revelations surfaced.116 After it had already become known in 2013 that the German Fed-
eral Intelligence Service (Bundesnachrichtendienst, BND) had monitored German internet traffic on 
behalf of the NSA,117 further information reported in July 2014 disclosed that the BND had perma-
nent access to all data traffic routed through the central node of the internet exchange point DE-CIX 
in Frankfurt since at least 2009, with the help of a major German internet provider.118 The practice 
was allegedly carried out with at least tacit approval of both the Office of the Federal Chancellor and 
the Federal Ministry of the Interior,119 and was deemed unconstitutional by lawyers testifying in the 
parliamentary commission of inquiry.120

In October 2014, it was reported that the data transmitted to the NSA included that of German cit-
izens,121 although the BND denied having done so deliberately.122 The conduct came under scrutiny 
at the commission of inquiry, which had been installed by the Federal Parliament in March 2014.123 
During the hearing in March 2015, DE-CIX manager Klaus Landefeld strongly criticized the German 
authorities for not providing clear and transparent rules on the legal requirements for surveillance 
measures.124 Shortly thereafter, the central node operator announced a lawsuit against the BND.125 
During the course of the inquiry commission’s proceedings, the federal government was repeatedly 
criticized for insufficiently cooperating with the appointed representatives, for instance refusing to 
transmit essential files and records.126 Minister of the Chancellery Peter Altmaier was even accused of 
threatening commission members with criminal charges after details of certain files had been pub-
lished by the press.127

In April 2015, German weekly Der Spiegel reported on a further dimension of the espionage scandal, 
disclosing that the BND had spied on German and European politicians, citizens, and companies for 
the NSA. In particular, the aspect of industrial espionage was widely regarded as a hitherto unthink-
able breach of confidence.128 In the course of events, it became known that the Federal Chancellery 

116  Jacob Appelbaum and Laura Poitras, “Edward Snowden Interview: The NSA and Its Willing Helpers,” Spiegel Online, July 
8, 2013, http://bit.ly/1FNgvY9; Friedhelm Greis, “NSA-Skandal: Chronologie der Enthüllungen,” [NSA scandal: chronology of 
disclosures] iRights.info (blog), December 30, 2013, http://bit.ly/1O9zSfk. 
117  “BND leitet seit 2007 Daten an NSA weiter,” [BND forwards data to NSA since 2007] Zeit Online, August 8, 2013, http://bit.
ly/1jEaW4F. 
118  Frontal 21, “Spitzeln für Amerika” [Prying for America], July 15, 2014, http://bit.ly/1QQSKPr. 
119  “BND lässt sich Abhören von Verbindungen deutscher Provider genehmigen,” [BND gets official approval for wiretapping 
of connection of German providers] Der Spiegel, October 6, 2013, http://bit.ly/1VvpOTU. 
120  Robert Birnbaum, “Juristen kritisieren Vorgehen des BND als verfassungswidrig,” [Lawyers criticize conduct of BND as 
being unconstitutional], Tagesspiegel, May 22, 2014, http://bit.ly/1KSkMJ9. 
121  Georg Mascolo et al., “Codewort Eikonal – der Alptraum der Bundesregierun,” [Codename Eikonal – the federal 
government’s nightmare] Sueddeutsche Zeitung, October 4, 2014, http://bit.ly/1rU2UVR. 
122  Friedhelm Greis, “BND-Mitarbeiter bestreitet Weitergabe deutscher Daten,” [BND employee denies transfer of German 
data] Golem, November 6, 2014, http://bit.ly/1MRYKqy. 
123  Eckart Lohse, “Bundestag setzt Untersuchungsausschuss ein,” [Federal Parliament appoints commission of inquir 
Frankfurter Allgemeine Politik, March 20, 2014, http://bit.ly/1kLDggM. 
124  Friedhelm Greis, “DE-CIX erhebt schwere Vorwürfe wegen BND-Abhörung,” [DE-CIX makes serious allegations concerning 
BND wiretapping] Golem, March 26, 2015, http://bit.ly/1iUruo9. 
125  Jan Kujas Strozyk, “DE-CIX verklagt BND,” [DE-CIX institutes proceedings against BND] Tagesschau, April 23, 2015, http://
bit.ly/1O9E3aY. 
126  “Regierung soll hunderte Akten vorenthalten haben,” [Government allegedly withheld hundreds of files] Stern, September 
23, 2014, http://bit.ly/1LoEn6S. 
127  “Bunderegierung droht Untersuchungsausschuss” [Federal government threatens inquiry commission] Gruene-bundestag, 
October 17, 2014, http://bit.ly/1LanICe. 
128  Maik Baumgärtner et al., “Überwachung: Neue Spionageaffäre erschüttert BND,” [Surveillance: New espionage affair 
shatters BND] Spiegel Online, April 23, 2015, http://bit.ly/1LanL0P. 
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had been informed as early as 2008 but ignored the respective reports.129

Although the Federal Minister of the Interior and some other members of the conservative parties 
have repeatedly expressed their disapproval of anonymity on the internet,130 the principle is by and 
large upheld as a basic right. The basic right was further strengthened by a decision by the Federal 
Court of Justice, which confirmed that an online review portal is under no obligation to disclose the 
data of an anonymous user. In the preceding judgment, the Higher Regional Court in Stuttgart had 
ruled to the contrary.131 Website owners or bloggers are not required to register with the govern-
ment. However, most websites and blogs need to have an imprint naming the person in charge and 
contact address. The anonymous use of email services, online platforms, and wireless internet access 
points are legal.

The right of anonymity notwithstanding, the telecommunication act of 2004 stipulates that the 
purchase of SIM cards requires registration, including the purchaser’s full name, address, interna-
tional mobile subscriber identity (IMSI), and international mobile station equipment identity (IMEI) 
numbers if applicable.132 In this way, the growing penetration of mobile internet threatens to further 
erode the possibility of anonymous communication.

The use of proxy servers is common in Germany, but more for the purpose of circumventing copy-
right restrictions than to avoid censorship. There are no figures available for the extent of their use.

Excessive interceptions by secret services formed the basis of a 2008 Federal Constitutional Court 
ruling, which established a new fundamental right warranting the “confidentiality and integrity of 
information technology systems.” The court held that preventive covert online searches are only per-
mitted “if factual indications exist of a concrete danger” that threatens “the life, limb, and freedom 
of the individual” or “the basis or continued existence of the state or the basis of human existence.”133 
Based on this ruling, the Federal Parliament passed an act in 2009 authorizing the Federal Bureau 
of Criminal Investigation (BKA) to conduct covert online searches to prevent terrorist attacks on the 
basis of a warrant.134 In addition to online searches, the act authorizes the BKA to employ methods 
of covert data collection, including dragnet investigations, surveillance of private residences, and the 
installation of a program on a suspect’s computer that intercepts communications at their source. 
In April of 2015, it was revealed in an audit report conducted by the Federal Commissioner for Data 
Protection and Freedom of Information that the BKA had gravely violated data protection law by 
storing the personal data of numerous left-wing political activists without sufficient legal grounds. 
Several persons had been included in the database after taking part in constitutionally protected ac-

129  Friedhelm Greis, “Kanzleramt soll Warnungen des BND ignoriert haben,” [Chancellery allegedly ignored warnings by BND] 
Golem, April 26, 2015, http://bit.ly/1FMMKqG. 
130  Cf. Anna Sauerbrey, “Innenminister Friedrich will Blogger-Anonymität aufheben,” [Federal Minister of Interior wants 
to abolish anonymity of bloggers], Tagessspiel, August 7, 2011, http://www.tagesspiegel.de/politik/internet-innenminister-
friedrich-will-blogger-anonymitaet-aufheben/4473060.html.
131  BGH weist Auskunftsanspruch gegen Internet-Portal zurück,“ [Federal Court of Justice rejects claim to disclosure against 
internet portal] Zeit, July 1, 2014, http://bit.ly/1iUs1Xa. 
132  Telecommunications Act (TKG), § 111.
133  Bundesverfassungsgericht [Federal Constitutional Court], Provisions in the North-Rhine Westphalia Constitution 
Protection Act (Verfassungsschutzgesetz Nordrhein-Westfalen) on online searches and on the reconnaissance of the Internet 
null and void, judgment of February 27, 2008, 1 BvR 370/07; For more background cf. Wiebke Abel and Burkhard Schaferr, “The 
German Constitutional Court on the Right in Confidentiality and Integrity of Information Technology Systems – a case report on 
BVerfG”, SCRIPTed 6, no. 1 (2009), 106, http://www.law.ed.ac.uk/ahrc/script-ed/vol6-1/abel.asp. 
134  Dirk Heckmann, “Anmerkungen zur Novellierung des BKA-Gesetzes: Sicherheit braucht (valide) Informationen,” 
[Comments on the amendment of the BKA act: Security needs valid information], Internationales Magazin für Sicherheit 1, no. 1 
(2009)  http://bit.ly/1KWuRm6. 
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tivities such as attending demonstrations.135

The amended telecommunication act of 2013 reregulates the “stored data inquiry” requirements 
(Bestandsdatenauskunft).136 Under the new provision, approximately 250 registered public agencies, 
among them the police and customs authorities, are authorized to request from ISPs both contrac-
tual user data and sensitive data. While the 2004 law restricted the disclosure of sensitive user data 
to criminal offenses, the amended act extends it to cases of misdemeanors or administrative offens-
es. Additionally, whereas the disclosure of sensitive data and dynamic IP addresses normally requires 
an order by the competent court, contractual user data (such as the user’s name, address, telephone 
number, and date of birth) can be obtained through automated processes. The requirement of ju-
dicial review has been subject to two empirical studies, both of which found that in the majority of 
cases a review by a judge does not take place.137 Data protection experts criticize the lower threshold 
for intrusions of citizens’ privacy as disproportionate. Two members of the Pirate Party and a lawyer 
who had already filed the complaint against the data retention law in 2007 have filed a new consti-
tutional complaint against the telecommunication act.138 In the aftermath of the enactment on the 
federal level, several German states established their own laws, with one state’s legislation even en-
tirely omitting the requirement of preceding judicial review.139 As of mid-2015, the Federal Court of 
Justice has not yet issued a decision on the matter.

Telecommunications interception by state authorities for reasons of criminal prosecution is regulat-
ed by the code of criminal procedure (StPO) and is understood as a serious interference with basic 
rights. It may only be employed for the prosecution of serious crimes for which specific evidence 
exists and when other, less-intrusive investigative methods are likely to fail. According to recent 
statistics published by the Federal Office of Justice, there were a total of 22,917 orders for telecom-
munications interceptions in 2013, compared to 23,687 in 2012, of which 5,033 concerned internet 
communications, compared to only 4,488 in the year before.140 There were also a total of 20,923 
orders requesting internet traffic data in 2013, compared to 18,026 in 2012.141 Surveillance measures 
conducted by the secret services under the Act for Limiting the Secrecy of Letters, the Post, and Tele-
communications exceed these figures. For 2013, the competent Parliamentary Control Panel report-
ed that a total of 15,401 telecommunications – most of them email – were scanned, of which only 

135  Matthias Monroy, “BKA-Datenbank: Laut Bundesdatenschutzbeauftragtem ‘gravierender Verstoß gegen 
datenschutzrechtliche Vorschriften’” [BKA database: According to Federal Commissioner for Data Protection ‘grave violation of 
data protection provisions] Netzpolitik.org, April 14, 2015, http://bit.ly/1LYRnis. 
136  Bundesrat, “Mehr Rechtssicherheit bei Bestandsdatenauskunft,” [More legal certainty for stored data inquiry], press 
release, May 3, 2013, http://bit.ly/1j5NgWK. 
137  Two independent studies from by the Universität of Bielefeld (2003: Wer kontrolliert die Telefonüberwachung? Eine 
empirische Untersuchung zum Richtervorbehalt bei der Telefonüberwachung“ [Who controls telecommunication surveillance? 
An empirical investigation on judicial overview of telecommunication surveillance], edited by Otto Backes and Christoph 
Gusy, 2003) and Max-Planck-Institut Institute for Foreign and International Criminal Law: Hans-Jörg Albrecht, Claudia Dorsch, 
and Christiane Krüpe, “Rechtswirklichkeit und Effizienz der Überwachung der Telekommunikation nach den §§ 100a, 100b 
StPO und anderer verdeckter Ermittlungsmaßnahmen,” [Legal reality and efficiency of wiretapping, surveillance and other 
covert investigation measures], http://www.mpg.de/868492/pdf.pdf) evaluated the implementation of judicial oversight of 
telecommunication surveillance. Both studies found that neither the mandatory judicial oversight nor the duty of notification of 
affected citizens are carried out. According to the study by the Max Planck Institute, only 0,4 % of the requests for court orders 
were denied.
138  Breyer, Patrick, “Verfassungsbeschwerde gegen Bestandsdatenauskunft eingereicht,” [Constitutional complaint against 
stored data inquiry submitted], Bestandsdatenauskunft (blog), July 1, 2013, http://bestandsdatenauskunft.de/?p=357.  
139  Stefan Krempl, “Länder verabschieden neue Regeln zur Bestandsdatenauskunft,” [States enact new rules concerning 
stored data inquiries] Heise Online, June 22, 2013, http://bit.ly/1PTzNLL. 
140  Bundesamt für Justiz [Federal Office of Justice], “Übersicht Telekommunikationsüberwachung (Maßnahmen nach §100a 
StPO) für 2013,” [Summary of telecommunication surveillance for 2013] July 28, 2014,  http://bit.ly/1QNATtJ. 
141  Bundesamt für Justiz, “Übersicht Verkehrsdatenerhebung (Maßnahmen nach § 100g StPO) für 2013,” [Summary of traffic 
data collection for 2013], July 29, 2014, http://bit.ly/1A3li56. 
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118 were considered relevant. 142 The panel highlighted the steady and significant decline in surveil-
lance measures, the number of which had been above 2.8 million in 2011, down to 851,691 in 2012. 
The email contents were scanned for keywords relating to certain “areas of risk,” namely international 
terrorism, proliferation of arms and other military technology, and human smuggling.143

The practice of German police authorities to make use of radio cell queries for criminal investigation 
on a regular basis has continued in the reporting period, and available data suggests a further in-
crease to a significant degree.144 According to the response to an interpellation by the faction of the 
Pirate Party in the state parliament of Saarland, in that state alone there were more than 50 radio cell 
queries per day.145 In the state of Berlin however, in reaction to persistent criticism of the widespread 
practice, the state parliament enacted legislation in November 2014 that requires law enforcement 
agencies to inform cell phone users who are affected by a radio cell query via text. Furthermore, in 
the future the state is obligated to keep a public record of the practice.146

After the European Court of Justice declared the EU Data Retention Directive to be unconstitution-
al on April 8, 2014,147 the EU Commission repeatedly announced that for the time being at least, it 
would abstain from proposing a new directive in line with the Court’s specifications.148 In reaction 
to this, however, several German politicians from the ruling coalition as well as representatives of 
the police union and members of the domestic intelligence services started calling for a German 
enactment of data retention. Federal Minister of Justice Maas and Federal Minister of the Interior de 
Maizière announced their joint legislative plan under a new name in April 2015.149 The draft has been 
criticized as being disproportionate and as violating the European Court of Justice’s guidelines.150 In 
particular, one news website revealed that under the new act, not only data received during phone 
calls would be preserved but continuing location data of cellphone users even absent incoming or 
outgoing calls.151 Moreover, an undisclosed collateral agreement to the legislation, leaked to the 
journalists at Netzpolitik.org, provided for the possibility for law enforcement to obtain stored data 

142  These are aggregated figures related to the three areas of risk in which scanning took place according to the report 
of the Parliamentary Control Panel. Cf. Deutscher Bundestag, Drucksache 18/3709, January 8, 2015, 8, http://bit.ly/1YVxEWc. 
Note that the annually presented numbers do not refer to the last year but to the year before, i.e. 2013. The Parliamentary 
Control Panel periodically reports to the parliament and nominates the members of the G10 Commission. The G10 Commission 
controls surveillance measures and is also responsible for overseeing telecommunications measures undertaken on the basis of 
the Counterterrorism Act of 2002 and the Amendment Act of 2007.
143  Cf. the report of the Parliamentary Control Panel: Deutscher Bundestag, Drucksache 18/3709, January 8, 2015, 7, http://bit.
ly/1YVxEWc. 
144  Matthias Monroy, “Starker Anstieg bei der Ausforschung von Verkehrs- und Standortdaten für polizeiliche Ermittlungen,” 
[Vast increase of inquiry on location data for criminal proceedings] Netzpolitik.org, January 9, 2015, http://bit.ly/1yaEOv7. 
145  Andre Meister, “Erhebungsmatrix zu Funkzellenabfragen im Saarland: Jeder Bürger mit Handy war letztes Jahr sieben mal 
verdächtig,” [Inquiry matrix concerning radio cell queries in Saarland: Every citizen with a cell phone was suspect seven times in 
the last year] Netzpolitik.org, January 9, 2015, http://bit.ly/1C3qfHp. 
146  Andre Meister, “Funkzellenabfrage in Berlin: Abgeordnetenhaus beschließt Statistiken und Benachrichtigungen per SMS,” 
[Radio cell query in Berlin: State parliament enacts statistics and notifications via text] Netzpolitik.org, November 28, 2014, 
http://bit.ly/1hgsRwu. 
147  Court of Justice of the European Union, “The Court of Justice declares the Data Retention Directive to be invalid,” press 
release, April 8, 2014, http://bit.ly/1svi4QN. 
148  Stefan Krempl, “EU-Kommission unternimmt keinen neuen Anlauf zur Vorratsdatenspeicherung,” [EU Commission does 
not make new attempt to enact data retention] Heise Online, June 4, 2014, http://bit.ly/1PTyRHr. 
149  Robert Roßmann,“Private Daten werden wieder gespeichert,“ [Private data will be preserved again] Sueddeutsche Zeitung, 
April 15, 2015, http://sz.de/1.2435935. 
150  Christian Dingler, “D64-Stellungnahme zum VDS-Gesetzentwurf: Höchstspeicherfrist kommt, Vorratsdatenspeicherung 
bleibt,” [Statement of D64 on the data retention bill: maximum data preservation is coming, data retention is staying] D-64, 
April 16, 2015, http://bit.ly/1O9BOEQ. 
151  Markus Beckedahl, “BMJ: Neue Vorratsdatenspeicherung soll Standortdaten komplett speichern” [Federal Ministry of 
Justice: new data retention supposed to preserve location data completely] Netzpolitik.org, April 16, 2015, http://bit.ly/1jEcrzK. 
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information without the requirement of prior judicial authority.152 The federal government has since 
confirmed the existence of said agreement.153

Intimidation and Violence 

Aside from the case of alleged intimidating surveillance of a blogger reporting from the parliamen-
tary inquiry commission concerning the NSA scandal as mentioned above, there have been no cases 
of direct intimidation of or violence against online journalists or other ICT users in the reporting pe-
riod.

Technical Attacks

Human rights activists or non-governmental organizations are rarely victims of cyberattacks or other 
forms of technical violence that intend to intimidate or otherwise silence them. At the same time, 
cyberattacks have become an increasingly significant problem for industry in Germany. According 
to recent studies, almost one in three companies was affected by a substantial security breach in 
the past three years. However, investigations reveal that the majority of attacks are carried out by 
insiders, not through the internet. Moreover, small and medium-size companies are more prone to 
attacks than larger companies.154 The annual financial damage has reached an estimated EUR 50 
billion.155 The latest official cybersecurity report for Germany furthermore lists a particularly grave 
cyberattack against a steel mill in 2014, which led to the physical destruction of large parts of the 
facility.156

In order to strengthen capabilities to react to cyberattacks, the Federal Ministry of the Interior pro-
posed legislation to improve the security of information networks by obliging telecommunication 
firms and critical infrastructure operators to report security breaches to the Federal Office for Infor-
mation Security (BSI).157 The bill was discussed in the committee for internal affairs of the Federal 
parliament in April 2015.158

152  Andre Meister, “Geheime Nebenabrede: Doch kein Richtervorbehalt für Bestandsdatenauskunft, also Großteil der 
Vorratsdatenspeicherung,” [Secret collateral agreement: no requirement of judicial authority for stored data, therefore large part 
of data retention] Netzpolitik.org, April 20, 2015, http://bit.ly/1DE9cgR. 
153  Constanze Kurz, “Bundesregierung: Geheime Nebenabrede zur Vorratsdatenspeicherung ist nicht geheim, nur ‘nicht-
öffentlich’” [Federal government: Secret collateral agreement to data retention legislation is not secret, merely ‘not public’] 
Netzpolitik.org, April 30, 2015, http://bit.ly/1JDwubJ. 
154  BITKOM, “Digitale Angriffe auf jedes dritte Unternehmen” [Digital attacks against every third company], February 25, 
2015, https://www.bitkom.org/Presse/Presseinformation/Digitale-Angriffe-auf-jedes-zweite-Unternehmen.html 
155  Reuters,“Cyber-Angriffe kosten Unternehmen ein Vermögen,” [Cyber attacks cost companies a fortune] Handelsblatt,  
April 16, 2015, http://bit.ly/1O9B5Dn.  
156  Bundesamt für Sicherheit in der Informationstechnik [Federal agency for security in information technologies], Die Lage 
der IT-Sicherheit in Deutschland 2014, [The state of IT security in Germany in 2014], 31, http://bit.ly/13cGiGL. 
157  Deutscher Bundestag, Drucksache 18/4096, February 25, 2015, http://bit.ly/1Rl8ATh. 
158  Cf. CRonline, “Das It-Sicherheitzgesetz,” August 17, 2015, http://www.computerundrecht.de/34714.htm. 
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Key Developments: June 2014 – May 2015

•	 Following large protests in November 2014, the government decided to withdraw a pro-
posal introducing a new tax that would have charged internet service providers per GB of 
data transferred, a fee which likely would have been passed on to consumers (see Avail-
ability and Ease of Access).

•	 In January 2015, a court ordered the blocking of an article from the far-right website Ku-
ruc.info (see Blocking and Filtering).

•	 Internet access continues to expand in Hungary, reaching an internet penetration rate of 
76 percent in 2014 (see Availability and Ease of Access).

Hungary
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 5 4

Limits on Content (0-35) 8 9

Violations of User Rights (0-40) 11 11

TOTAL* (0-100) 24 24

* 0=most free, 100=least free

Population:  9.9 million

Internet Penetration 2014:  76 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Partly Free
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Introduction

Access to the internet in Hungary continues to expand, despite government policies and judicial de-
cisions over the past few years that have threatened to impose restrictions on access and online con-
tent. In late October 2014, the Orban administration issued a proposal to tax internet service pro-
viders (ISPs) per gigabyte (GB) of data transferred. Many assumed that ISPs would pass on this fee 
to consumers, which could potentially inhibit or discourage users from accessing more data-heavy 
websites and applications. Following significant protests, the government withdrew the proposal, 
but signaled that it intended to revisit the issue later in 2015.

In the past, the government has refrained from blocking online content, other than illegal gambling 
websites, despite persistent calls to ban the far-right website Kuruc.info, a site that frequently fea-
tures xenophobic, anti-Semitic, and other hate speech content. This year, a court issued an order to 
delete, or make “inaccessible,” an article on the website denying the Holocaust. Since the website is 
hosted on servers in the United States and the court could not force the deletion of the content, the 
court subsequently decided that the article should be blocked within Hungary. 

Since 2010, the conservative Hungarian Civic Union (Fidesz) and its ally, the Christian Democratic 
People’s Party (KDNP) have executed a major overhaul of Hungarian legislation, including new laws 
regulating the media (including online media outlets and news portals) and new civil and penal 
codes,1  causing significant concern among civil liberties advocates and the international community 
more broadly.2 The established regulatory authority, the National Media and Infocommunications 
Authority (NMHH) and its decision-making body, the Media Council, were created to oversee the 
mass communications industry, with the power to penalize or suspend outlets that violate stipula-
tions of the media regulations. In April 2011, the national assembly adopted a new constitution, the 
Fundamental Law of Hungary, which includes a provision concerning the supervision of the mass 
communications industry and the media as a whole. The parliament also created the National Agen-
cy for Data Protection, whose independence has been called into question due to the political ap-
pointment process of the agency’s leadership.

Immediately after the 2010 media laws were passed, Hungary came under fierce criticism from the 
international community, as the laws were deemed incompatible with the values of the European 
Union. Despite the modifications to the media laws in May 2012 based on the ruling of the Hungar-
ian Constitutional Court in December 2011, members of the Organization for Security and Co-oper-
ation in Europe (OSCE) and the Council of Europe have argued that the laws remain unsatisfactory, 
and that unclear provisions and the significant power given to the NMHH continue to threaten me-
dia freedom.3 In January 2013, the Council of Europe welcomed the results of the dialogue with the 
Hungarian government about media regulation,4 while domestic nongovernmental organizations 
(NGOs) expressed their continued concerns to the Secretary General of the Council of Europe.5 

1  Act V of 2013 on the Civil Code and Act C of 2012 on the Penal Code.
2  Act CIV of 2010 on the Freedom of the Press and the Fundamental Rules of Media Content, http://bit.ly/1hbKJBW; Act 
CLXXXV of 2010 on Media Services and on the Mass Media, http://bit.ly/197GmZJ. 
3  Organization for Security and Cooperation in Europe (OSCE), “Revised Hungarian media legislation continues to severely 
limit media pluralism, says OSCE media freedom representative,” May 25, 2012, http://www.osce.org/fom/90823.
4  Council of Europe,  “Secretary General welcomes changes to Hungarian laws on media and judiciary,” news release, January 29, 2013, http://bit.
ly/1LkX6hW. 
5  Standards Media Monitor, “Letter of Hungarian NGOs on Media Legislation to Mr. Thorbjørn Jagland, Secretary General, 
Council of Europe,” February 4, 2013, http://bit.ly/197GoRm. 
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Obstacles to Access

Access to the internet in Hungary is relatively free, with an internet penetration rate of over 75 percent. 
However, in late 2014 the Orban administration issued a controversial proposal to include an internet 
tax in the 2015 government budget, which would have charged internet service providers a small fee 
per gigabyte of data transferred. The proposal was withdrawn after large protests erupted over the 
issue. A national consultation was introduced online about the question of taxing internet use,6 and 
its results are intended to serve as a basis for recommendations for internet-related policy changes in 
September 2015.7

Availability and Ease of Access   

According to the International Telecommunication Union (ITU), internet penetration in Hungary 
stood at over 76 percent in 2014, compared to 73 percent in 2013 and just 62 percent in 2009.8 The 
National Media and Infocommunications Authority of Hungary (NMHH) reported in December 2014 
that there were over 2.4 million broadband internet subscriptions, in a country of less than 10 million 
inhabitants.9 According to a 2014 Eurobarometer survey, only 51 percent of Hungarian households 
had an internet connection.10 

Dial-up internet service is not widely used. The NMHH recorded a mobile phone penetration rate of 
about 117 percent and over 4.1 million mobile internet subscriptions in the past year.11 In 2014, only 
22 percent of the population had never used the internet, a decrease from 52 percent in 2006. The 
Eurobarometer survey also found that 84 percent of Hungarian respondents considered price to be 
the most important factor when subscribing to an internet service provider (ISP).12  

There are geographical, socioeconomic, and ethnic differences in Hungary’s internet penetration 
levels, with lower access rates found among low-income families and in rural areas. According to 
the 2014 data from the TNS Hoffmann research company, internet penetration was over 82 percent 
among the employed but only 52 percent among those who were unemployed. Also, internet pen-
etration differs between those living in the capital and in the countryside.13 There is no new data on 
the internet penetration level among the Roma community, the country’s largest ethnic minority, 
though in the past this group has had lower-than-average levels of internet access.14

The National Core Curriculum for 2013 drastically decreased the number of IT classes in primary and 

6  The website can be found at: InternetKon, accessed May 8, 2015 https://www.internetkon.hu/english/. 
7  Magyaroszág Kormánya,”Elindult az internetről szóló nemzeti konzultáció,” [The national consultation about internet is 
launched] news release, February 3, 2015, http://bit.ly/1zylrJT. 
8  International Telecommunication Union, “Percentage of individuals using the Internet,” 2008 & 2013, accessed February 25, 
2015, http://bit.ly/1FDwW9w. 
9  National Media and Infocommunications Authority Hungary, Flash report on landline service,  December 2014, http://bit.
ly/1a9XYXp. 
10  European Commission, E-Communications and Telecom Single Market Household Survey, Special Eurobarometer 414, 
March 2014, 40, http://bit.ly/1jSSk0O. 
11  National Media and Infocommunications Authority Hungary, Flash report on mobile internet, January 2014, http://bit.
ly/1VJbhnK.The International Telecommunication Union similarly estimated the mobile penetration rate at 118 percent for 2014. 
12  E-Communications and Telecom Single Market Household Survey, 93.
13  TNS-Hoffmann Kft. Media Sector TGI 2014/1–4 quarters.
14  Anna Galácz, Ithaka Kht, eds., “A digitális jövő térképe. A magyar társadalom és az internet. Jelentés a World Internet 
projekt 2007. évi magyarországi kutatásának eredményeiről,” [The map of the digital future. The Hungarian society and the 
internet. Report on the results of the 2007 World Internet Project’s Hungarian research] (Budapest: 2007): 20.
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secondary schools, despite protests from IT teachers, potentially further increasing the digital divide 
among social groups, as children coming from low-income families may not have access to com-
puters and other digital devices in their homes.15 The poor IT infrastructure of public schools further 
increases the digital divide.16

A proposed tax on internet usage in late 2014 sparked widespread protests in Hungary, which even-
tually led to the Orban administration’s withdrawal of the proposal.17 The tax would have involved 
charging ISPs approximately 150 forints (US$0.61) per GB of data, a fee which likely would have been 
passed on to consumers. During his speech withdrawing the proposal, Orban hinted at the possibili-
ty of reintroducing the idea of taxes and other regulations on the internet in early 2015, although so 
far no proposals have been formally introduced.

Restrictions on Connectivity  

The government does not restrict bandwidth, routers, or switches,18 and backbone connections are 
owned by telecommunications companies rather than the state.19 Legally, however, the internet and 
other telecommunications services can be paused or limited in instances of unexpected attacks, for 
preemptive defense, or in states of emergency or national crisis.20 The Budapest Internet eXchange 
(BIX) is a network system that distributes Hungarian internet traffic among domestic internet service 
providers (ISPs), and is overseen by the Council of Hungarian Internet Service Providers (ISZT)21 with-
out any governmental interference.22 

ICT Market 

The ICT market in Hungary lacks significant competition, with over a third of the market belonging 
to Magyar Telekom. Three ISPs control over two-thirds of the total fixed broadband market.23 UPC 
was the first company to enable home routers to serve as Wi-Fi hotspots, at the same time entering 
the mobile phone market in the country.24 There are three mobile phone service providers, all pri-
vately owned by foreign companies.25 The existence of only three mobile phone service providers (in 

15  Tamás Papós, “Esélytelen diákok és 1 Mbit-es internet a magyar iskolákban,” [Chanceless students and 1Mbit internet at 
Hungarian schools] Hvg.hu, October 3, 2013, http://bit.ly/1RxESuy. 
16  European Schoolnet and University of Liege, “Survey of schools: ICT in education, Country profile: Hungary,” November 
2012, http://bit.ly/1IVN56J. 
17  Rick Lyman, “Hungary Drops Internet Tax Plan After Public Outcry,” New York Times, October 31, 2014, http://nyti.
ms/1zmv8Nv. 
18  Zoltán Kalmár, Council of Hungarian Internet Service Providers, e-mail communication, January 24, 2012.
19  rentIT Kft., “Magyarország internetes infrastruktúrája” [Hungary’s internet infrastructure] January 29, 2010, http://bit.
ly/1N38PRq. 
20  Act CXIII of 2011 on home defense, Military of Hungary, and the implementable measures under special legal order, Art. 
68, par. 5.
21  Budapest Internet Exchange (BIX), “BIX Charter,” April 21, 2009, http://bix.hu/?lang=en&page=charter.
22  Zoltán Kalmár, Council of Hungarian Internet Service Providers, email communication, January 24, 2012.
23  These major internet service providers are: Telekom with a 35.8 percent market share, UPC 21.9 percent, and DIGI 14.2 
percent. See National Media and Infocommunications Authority Hungary, Flash report on landline service,  December 2014, 
http://bit.ly/1a9XYXp. 
24  “UPC Hungary launches voice/data MVNO and national free Wi-Fi service,” TeleGeography, November 14, 2014, http://bit.
ly/1ME8fJ0. 
25  The three mobile phone companies are: Telekom with a 46.82 percent market share, Telenor 30.48 percent, and Vodafone 
22.7 percent. See National Media and Infocommunications Authority Hungary, Flash report on mobile internet, January 2014, 
http://bit.ly/1VJbhnK.

364

http://bit.ly/1RxESuy
http://bit.ly/1IVN56J
http://nyti.ms/1zmv8Nv
http://nyti.ms/1zmv8Nv
http://bit.ly/1N38PRq
http://bit.ly/1N38PRq
http://bix.hu/?lang=en&page=charter
http://bit.ly/1a9XYXp
http://bit.ly/1ME8fJ0
http://bit.ly/1ME8fJ0


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Hungary

addition to the resellers that use the networks of the three major mobile phone service providers) 
has created a relatively stagnant market in terms of mobile internet network expansion.

The government levied two special taxes on the telecommunication industry in 2010, both of which 
triggered infringement proceedings in the European Union in 2012. Both proceedings were ultimate-
ly withdrawn,26 and the government withdrew the special tax levied in 2010. To counterbalance the 
budgetary loss, another tax was introduced in mid-2012 on mobile phone calls and text messages (a 
maximum of $3 monthly for individual subscribers).27 All mobile service providers have since raised 
their prices.28

Regulatory Bodies 

The National Media and Infocommunications Authority of Hungary (NMHH) and the Media Coun-
cil, established under the 2010 media laws, are responsible for overseeing and regulating the mass 
communications industry.  The Media Council is the NMHH’s decision-making body in matters relat-
ed to media outlets, and its responsibilities include allocating television and radio frequencies and 
penalizing violators of media regulations. The members of the Media Council are nominated and 
elected by the parliamentary majority.29 Based on consultations with industry leaders and the Coun-
cil of Europe in January 2013, the nomination process was amended, after which the president of the 
NMHH (and president of the Media Council if elected by the parliamentary majority) is no longer 
appointed directly by the prime minister but by the president of the republic, based on the proposal 
of the prime minister, for a non-renewable nine-year term.30 

Despite these modifications, some of the decisions of the Media Council have been regarded as 
politicized. For instance, Mérték Media Monitor revealed in several analyses that during the radio 
frequency allocation processes, preference was given to only a few applicants, who received a large 
share of the available frequencies.31

With the adoption of the Fundamental Law of Hungary, which entered into force in January 2012, 
the governing parties prematurely ended the six-year term of the well-functioning Data Protection 
Commissioner, replacing the former office with the National Agency for Data Protection. The head 
of the new agency is appointed by the president of the republic based on the suggestion of the 
prime minister for a nine-year term and can be dismissed by the president based on the suggestion 
of the prime minister on potentially arbitrary grounds,32 calling into question the independence of 
the agency. In 2014, the Court of Justice of the European Union ruled that Hungary failed to fulfill 
its obligations derived from EU law due to the early termination of the term of the Data Protection 
Commissioner.33 

26  European Commission vs. Hungary, Case C-462/12, November 22, 2013; and “EC drops suit over Hungary telecoms tax,” 
Politics, September 27, 2013, http://bit.ly/1QdD20V. 
27  Andras Gergely, “Hungary Phone Tax Burden May Affect Magyar Telekom Dividend,” Bloomberg Business, May 10, 2012, 
http://bloom.bg/1G2ceQG. 
28  “Telefonadó: A Telenor és a Magyar Telekom is emeli a díjait,” [Telephone tax: both Telenor and Magyar Telekom raises 
prices] Hvg.hu, September 10, 2013, http://hvg.hu/gazdasag/20130910_Vandorlasba_kezdhet_a_mobilpiac.
29  Act CLXXXV of 2010, art. 124.
30  Act CLXXXV of 2010, art. 111/A.
31  Krisztina Nagy, Regnum Marianum: Media Council redraws the radio market, November 2012–July 2013, Mertek Media 
Monitor, September 18, 2013, http://bit.ly/1WR2GfR. 
32  Act CXII of 2011 on data protection and freedom of information, Section 40, par. 1, 3; Section 45, par. 4–5.
33  Case C-288/12, Commission v Hungary, April 8, 2014.
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Limits on Content

Over the past few years, revisions to the civil and criminal codes have somewhat altered the regulatory 
landscape when it comes to online content, including revisions to the penal code in 2013 requiring ISPs 
to block illegal content if the content is hosted outside of Hungary (meaning the servers are outside 
Hungarian jurisdiction and the courts cannot force the deletion of the content). There is no sign of the 
government mandating any systematic filtering of websites, blogs, or text messages, though in 2015 
a Hungarian court ordered the deletion of an article based on the new penal code. Online content is 
somewhat limited as a result of self-censorship, lack of revenue for independent media outlets online, 
the dominance of the state-run media outlet, and the biased nature of the allocation of state advertise-
ment funds.

Blocking and Filtering 

The government does not place any restrictions on access to social media or communication appli-
cations. YouTube, Facebook, Twitter, Tumblr, international blog-hosting services, instant messaging, 
person-to-person communication, and other applications are freely available.

In January 2015, the Metropolitan Court of Justice ordered the far-right website Kuruc.info34 to de-
lete an article denying the Holocaust.35 The stipulation of the penal code is often called the “Kuruc.
info law” by experts, as the law was largely drafted to target the infamous website, which is hosted 
abroad.36 Since the website is hosted outside of Hungarian jurisdiction and therefore cannot be 
forced to shut down, the prosecutors of district V and XIII of Budapest stated that the article on Ku-
ruc.info would be permanently blocked in May 2015, though the article was still accessible as of June 
2015.37

The new penal code, which took effect on July 1, 2013, includes provisions based on which web-
sites can now be blocked in cases of unlawful online content.38 The law stipulates that if the illegal 
content is hosted on a server located outside of the country, the Hungarian court will issue a query 
to the Minister of Justice to make the electronic content inaccessible; the minister then passes the 
query onto the “foreign state,” and if there is no response from that state for 30 days, the court can 
order domestic ISPs to make the given content inaccessible.39 The NMHH is the authority designated 
to manage the list of websites to be blocked based on court orders40 (or the tax authority in case of 
illegal gambling), while the operation of the system is regulated by a decree of the NMHH, which 
enables the authority to oblige ISPs to block the unlawful content.41 The list, referred to as KEHTA 

34  For more about Kuruc.info and attempts to close it down see Borbala Toth, “Online hate speech – Hungary,” 2014, 6–7, 
http://bit.ly/1BO6iIT.
35  Hvg.hu, “Court orders Holocaust denying article on far-right website to be blocked,”Hungary Today, January 14, 2015, 
http://bit.ly/153Rs1J. 
36  Gábor Polyák, “Végképp eltörölni – Adatszűrés és blokkolás a magyar jogban,” [Erasure – Data filtering and blocking in the 
Hungarian jurisdiction] Hvg.hu, May 17, 2013, http://bit.ly/1BO61W8. 
37  “Elérhetetlenné tenné a kuruc.info holokamu oldalát az ügyészség,” [Prosecution would make the holo-lie page of kuruc.
info inaccessible] Hvg.hu, May 27, 2015, http://bit.ly/1BVUK18. 
38  Act C of 2012, art. 77.
39  Act XXXVIII of 1996 on International Assistance in Criminal Matters, art. 60/H.
40  Act C of 2003 on electronic communication, art. 10, par. 28., art. 159/B.
41  19/2013. (X.29.) NMHH rendelet az egyszerű adatátvitelt és hozzáférést biztosító elektronikus hírközlési szolgáltatók 
és a kereső- és gyorsítótár-szolgáltatók központi elektronikus hozzáférhetetlenné tételi határozatok adatbázisához való 
kapcsolódásának és a Nemzeti Média- és Hírközlési Hatósággal való elektronikus kapcsolattartás szabályairól. 19/2013 (X.29.) 
NMHH decree.
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(Hungarian acronym for “central electronic database of decrees on inaccessibility”), went into effect 
on January 1, 2014 with the primary aim of fighting child pornography. However, the blacklist is not 
public, as only certain institutions (such as the courts, parliamentary committees, the police, etc.) 
have access to the list of blocked websites.

Online gambling is considered an illegal activity if the tax authority has not authorized the operation 
of the website.42 ISPs had blocked 69 gambling websites as of June 2015;43 however, gambling web-
sites have been known to change their URLs in order to circumvent the blocking system.44

Content Removal 

Intermediaries are not legally responsible for transmitted content if they did not initiate or select the 
receiver of the transmission, or select or modify the transmitted information.45 Intermediaries are 
also not obliged to verify the content they transmit, store, or make available, nor do they need to 
search for unlawful activity.46 Hosting providers are required to make data inaccessible, either tem-
porarily or permanently, once they receive a court order stating that the hosted content is illegal.47 

Nevertheless, the 2010 media laws contain several general content regulation provisions concerning 
online media outlets, particularly if these outlets provide services for a profit. For example, the me-
dia regulation states that print and online media outlets bear editorial responsibility if their aim is to 
distribute content to the public for “information, entertainment or training purposes,” but that edi-
torial responsibility “does not necessarily imply legal liability in relation to printed press materials.”48 
The law fails to clarify what editorial responsibility entails and whether it would imply legal liability 
for online publications. A member of the Media Council claimed that this provision could apply to 
a blog if the blog were produced for a living.49 According to László Bodolai, a lawyer for the news 
outlet Index.hu and a media law expert, based on a 2015 court decision, bloggers cannot legally be 
forced to amend or correct content with which someone disagrees; however, lawsuits and damnifica-
tion fees can apply.50

In June 2012, the Supreme Court condemned the publishers of two blogs for defamation commit-
ted in comments posted on their sites, regardless of the fact that the comments had been deleted. 
The Supreme Court ruled that the plaintiff’s reputation was harmed, and that the defendants need-
ed to pay for the legal expenses incurred, even though they were not the original authors of the 
comments.51

The implications for legal liability for comments posted online were further substantiated by a 
judgment of the Constitutional Court in 2014. In May 2014, the Constitutional Court issued a ruling 

42  Act XXXIV of 1991 on Gambling, art. 36/g.
43  The list of the National Tax and Customs Administration can be accessed at: http://en.nav.gov.hu/.  
44  Ajándok Gyenis, “A NAV blokkol, de hiába,” [The tax authority is blocking in vain] Hvg.hu, July 29, 2014, http://bit.
ly/1BbkSdu. 
45  Act CVIII of 2001 on Electronic Commerce, art. 8, par. 1.
46  Act CVIII of 2001, art. 7. par. 3.
47  Act CVIII of 2001, art. 12/A, Act XIX of 1998 on criminal proceedings, art. 158/B-158/D.
48  Act CIV of 2010, art. 1, par. 6.
49  “Tanácsnokok és bloggerek,” [Members and bloggers] Mediatanacs-blog, January 11, 2011, http://bit.ly/1P33k8F. 
50  László Bodolai, personal communication, March 2, 2015.
51   Pfv.IV.20.217/2012/5, June 13, 2012.
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stating that the publisher bears responsibility for comments posted on a given website.52 Dunja 
Mijatovic, the OSCE Representative on Freedom of the Media warned that the judgment may curb 
freedom of expression.53 Similarly, on October 10, 2013, the European Court of Human Rights upheld 
a decision by the Estonian Supreme Court that ruled that web portals are responsible for all com-
ments posted to their sites. However, the implications of this European decision have yet to be clari-
fied in Hungary.54 According to László Bodolai, the courts’ rulings shows that if a comment is posted 
below an article (i.e., edited content), then it might be considered unlawful, but if the comment is 
posted on a forum, then it cannot be considered unlawful.55

The 2010 media laws stipulate that media content—both online and offline—may not offend, dis-
criminate or “incite hatred against persons, nations, communities, national, ethnic, linguistic and 
other minorities or any majority as well as any church or religious groups.”56 Further, the law states 
that constitutional order and human rights must be respected, and that public morals cannot be vi-
olated.57 However, the law does not define the meaning of “any majority” or “public morals.” If a me-
dia outlet does not comply with the law, the Media Council may oblige it to “discontinue its unlawful 
conduct,” publish a notice of the resolution on its front page, and/or pay a fine of up to HUF 25 mil-
lion (approximately $93,000).58 If a site repeatedly violates the stipulations of the media regulation, 
ISPs can be obliged to suspend the site’s given domain, and as a last resort, the media authority can 
delete the site from the administrative registry.59 Any such action can be appealed in court, although 
the 2011 overhaul of the judiciary calls into question the independence of the court system. 

Media, Diversity, and Content Manipulation  

The online media environment in Hungary is relatively diverse, though there are financial concerns 
regarding the allocation of advertising and political pressures to self-censor with regard to certain 
topics.

A series of interviews conducted among journalists in 2014 by Mérték Media Monitor revealed the 
persistence of self-censorship in Hungary due to political and economic pressures. Over 50 percent 
of the respondents reported experiencing restraints on press freedom due to political and economic 
pressure. They further reported these pressures tend “to manifest themselves in requests to conceal 
certain issues or names, or to compile their reports in a way that fails to properly reflect reality,” with 
30 percent of respondents reportedly practicing self-censorship to avoid consequences at work.60 
The report notes that pressure is exerted by members of the elite political class and oligarchs “crack-
ing down” on independent journalism efforts with a variety of tools, such as changes in ownership 
structure, financial and political pressure, and official and legal instruments.61

52  Benjamin Novak, “Constitutional Court limits freedom of expression in Hungary,” Budapest Beacon, June 3, 2014, http://bit.
ly/1hu66oU. 
53  OSCE, “Ruling of Hungarian Constitutional Court can further curb freedom of expression, warns OSCE media freedom 
representative,” press release,  May 29, 2014,  http://www.osce.org/fom/119216. 
54  European Court of Human Rights, Case of Delfi AS v. Estonia, Judgement, acessed April 12, 2014, http://bit.ly/1hu6nIr. 
55  László Bodolai, personal communication, March 2, 2015.
56  Act CIV of 2010, art. 17.
57  Act CIV of 2010, art. 16, and art. 4, par. 3.
58  Act CLXXXV of 2010, art. 186, par. 1, 187, par. 3. bf.
59  Act CLXXXV of 2010, art. 187, par. 3. e, 189, par. 4.
60  Attila Mong, et. al, Gasping For Air: Soft Censorship in the Hungarian Media in 2014, Mérték Media Monitor, January 2015, 
21, http://bit.ly/1EdMa30.  
61  Attila Mong, et. al, Gasping For Air: Soft Censorship in the Hungarian Media in 2014, 26–27.
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Soon after the 2010 parliamentary elections, state advertising funds were partially or completely 
withdrawn from some newspapers, allegedly for political reasons, while others multiplied their reve-
nues from such state sources.62 Additionally, private advertisers tend to advertise where state compa-
nies do, meaning that some media outlets (those generally critical of the government) are “bleeding 
out.”63 The concentration of state advertisement spending further increased for 2015, with the inter-
net being the only exception, where the trend of biased distribution of state advertisement funds is 
not visible.64 There is currently no comprehensive data to determine the level of political influence 
over advertisements in cases of online media specifically.65 Stop.hu, a website close to the opposition 
Socialist party, was forced to start making reductions in staff in July 2013 partly due to the fact that, 
according to the manager, many businesses would not consider advertising on their site because the 
content is critical of the government.66

In June 2014, Gergo Saling, the editor-in-chief of the online media outlet Origo.hu, was dismissed 
following the publication of a series of articles critical of the government, including one that re-
vealed a possible abuse of public funds by the undersecretary of the prime minister. The dismissal 
raised suspicions that the government, which has extensive ties to Deutsche Telekom, the owner of 
Origo.hu through the subsidiary Magyar Telekom (MT), had pressured the parent company to fire 
the editor. The news outlet 444.hu reported that the Hungarian government asked Magyar Telekom 
to “either reign in Origo or let it go.”67 Following Saling’s termination, several members of the edito-
rial board resigned in protest. Origo.hu announced that the editor-in-chief left the company through 
a mutual agreement.

The introduction of the advertisement tax, which media outlets pay based on their revenues from 
advertisement, is also a burden for some media outlets, particularly smaller online media ventures.68 
In May 2015, the tax was converted from a progressive tax into a flat tax,69 as the European Commis-
sion started investigating whether the tax harms competition rules.70

Despite reports of self-censorship and the challenge of maintaining financial viability, online media 
outlets have become a tool to scrutinize public officials. For instance, starting in January 2012, Hvg.
hu, an online news portal whose content is mostly separate from the printed business weekly HVG, 
published a series of articles on how the then-president of the republic plagiarized his doctoral dis-
sertation. Although he denied any wrongdoing, Pál Schmitt resigned in April 2012.71 Some online 
media outlets, particularly Atlatszo.hu, have made repeated requests for public data from public 

62  Annamária Ferenczi, “Kormányzati intézmények és állami cégek médiaköltései Magyarországon, 2003-2011: Leíró 
statisztikák és megfigyelések” [Government Advertising Incomes in the Hungarian Media, 2003-2011: Descriptive statistics and 
observations.] BCE Corruption Research Center, 2012.
63  Kim Lane Scheppele, “Hungary’s free media,” The Conscious of a Liberal (blog), New York Times, March 14, 2012, http://nyti.
ms/zdrDTE. 
64  Attila Mong, et. al, Gasping For Air: Soft Censorship in the Hungarian Media in 2014, 30–31.
65  Attila Bátorfy, journalist of Kreativ.hu authored an in-depth analysis of public funds moving to private hands via media 
advertisements between 2010–2014. “Hogyan működött Orbán és Simicska médiabirodalma?” [How did the media empire of 
Orbán and Simicska work?] Kreativ, February 18, 2014, accessed March 7, 2015, http://bit.ly/1EZM9yM. 
66  “Leépítés a Stop.hu-nál,” [Redundancies at Stop.hu] Index, July 4, 2013, http://bit.ly/1VIPlDY. 
67  “Deutsche Telekom, Hungarian government collude to silence independent media,” 444, June 5, 2014, http://bit.
ly/1hClHm6. 
68  Act XXII of 2014 on the advertisement tax.
69  Pricewaterhouse Coopers, “Changing advertising tax rates,” May 27, 2015, http://pwc.to/1MEwHKp. 
70  “State aid: Commission opens in-depth investigation into Hungarian advertisement tax,” European Commission, March 12, 
2015, http://bit.ly/1b5b88P. 
71  Palko Karasz, “Hungarian President Resigns Amid Plagiarism Scandal,” New York Times, April 2, 2012, http://nyti.
ms/1QdGyZ3. 
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institutions for the purposes of investigative reporting. This independent media outlet has contin-
uously published lists of public fund misuse by politicians, though such efforts have resulted in few 
consequences given the publication’s limited reach.72

Since 2011, the state-owned Hungarian News Agency (MTI) has had a virtual monopoly on the news 
market, as media outlets that have been impacted by the economic crisis tend to republish MTI news 
items, most of which are available to other news outlets free of charge. During its overhaul, MTI 
became integrated into the system of public service broadcasting, led by the media authority. The 
media laws oblige MTI to produce news bulletins for public service broadcasters and edit their joint 
news portal.73 In late 2014, due to yet another modification of the media laws, the state media be-
came further centralized, as the public service radio and television (both MTV and Duna TV) and MTI 
merged into the entity of Duna TV.74 An analysis of the Hungarian public service broadcasters’ news 
bulletins in 2013 indicated that they “tend to select and to frame the news in a way that is favorable 
to the incumbent center-right government.”75

Although MTI has a major effect on traditional and online content, the online media landscape is still 
relatively diverse. Most civil society organizations have websites, and an increasing number of them 
have a presence on Facebook. There are some media outlets, including online portals, representing 
the minority Roma community,76 the LGBTI community, and religious groups. Nevertheless, many 
news sources, although independent, often reflect the politically-divided nature of Hungarian society, 
and partisan journalism is widespread. 

Blogs are generally considered an opinion genre and do not typically express independent or bal-
anced news. There are also blogs analyzing governmental policies, the activities of public figures, 
and corruption. Trolling is usually moderated in the comments sections of articles, typically to pre-
vent negative discussions. It was reported that politicians have used pseudonyms to participate in 
online forum discussions, and parties and ministries have implemented a monitoring system to be 
able to participate in discussions related to their work.77 A survey conducted in 2011 among those 
netizens who knew what “commenting” meant indicated that 87 percent of the respondents encoun-
tered trolling on websites, but an overwhelming majority of the respondents considered comment-
ing as a form of freedom of expression.78 

Digital Activism 

Social media platforms such as Facebook, which had almost 4.6 million users in Hungary as of March 
2015, have grown increasingly popular as a tool for advocacy, especially after the 2010 parliamentary 
elections.79 Since then, several large demonstrations have been organized through Facebook, mobi-

72  Tamás Bodoky, the founder of Atlatszo.hu and the portal itself got nominated with four other initiatives globally by Index 
on Censorship Freedom of Expression awards in category of Digital Activism in 2015, Index, “Digital Activism Nominees 2015,” 
http://bit.ly/1GCEDZI. 
73  Act CLXXXV of 2010, art. 101, par. 4.
74  Act CLXXXV of 2010, art. 215/A.
75  Peter Bajomi-Lazar and Borbala Toth, “Censorship and manipulation within Hungarian public service broadcasters’ news 
bulletins,” Független Médiaközpont Center for Independent Journalism, December 4, 2013,http://bit.ly/1WR5kCk. 
76  Borbala Toth, “Minorities in the Hungarian media. Campaigns, projects and programmes for integration” (Center for 
Independent Journalism: Budapest, 2011): 19.
77  László Bodolai, “Olvasói levelezés,” [Readers’ correspondence]  Élet és Irodalom, LV, Nr. 29, July 22, 2011.
78  Magyarországi Tartalomszolgáltatók Egyesülete(MTE),  “Kommentek megítélése. Elemzés,” [Judgement of comments 
Analysis] 2012,  3 and 81, http://bit.ly/1GAkrXi. 
79  Walter Mayr, “Facebook generation fights Hungarian media law,” Spiegel Online, January 4, 2011, http://bit.ly/1LsDRi1. 
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lizing tens of thousands of people. In 2014, there were protests organized online for various social 
and political issues, the largest of which drew thousands of people to protest against the introduc-
tion of a tax on internet use.80 Due to the overwhelming demonstrations, the government decided to 
withdraw the planned tax.81

Violations of User Rights

The right to freedom of expression is protected in the Fundamental Law of Hungary, and the govern-
ment does not generally prosecute individuals for posting controversial political or social content on-
line. However, the law includes criminal penalties for defamation, and new amendments in November 
2013 added criminal penalties for disseminating defamatory video or audio content. Judicial oversight 
of surveillance by intelligence agencies continues to be a concern, given that surveillance is authorized 
by the justice minister rather than through a court warrant.

Legal Environment 

The Fundamental Law of Hungary acknowledges the right to freedom of expression and defends 
“freedom and diversity of the press,”82 although there are no laws that specifically protect online 
modes of expression. In 2012, the European Commission launched several infringement proceedings 
against Hungary. The European Commission expressed concerns over Hungary’s decision to low-
er the mandatory retirement age from 70 years to 62 years for judges and prosecutors, effectively 
sending 274 judges, including some on the Supreme Court, into early retirement.83 In November 
2012, the Court of Justice of the European Union ruled that the early retirement of judges, prose-
cutors, and notaries was discriminatory.84 Prior to that, in July 2012, the Hungarian Constitutional 
Court ruled that the early retirement provision was unconstitutional.85 In March 2013, the parliament 
accepted a law that gradually decreases the retirement age of judges, prosecutors, and pensioners 
from 70 to 65 over the next 10 years.86 

On November 5, 2013, the criminal code was modified to include prison sentences for defamatory 
video or audio content. Anyone creating such a video can be punished by up to one year in prison, 
while anyone publishing such a recording can be punished by up to two years. If the video is pub-
lished on a platform with a wide audience or in some way causes significant harm, the sentence can 
increase to up to three years in prison.87 The amendment was condemned both by domestic88 and 

80  Associated Press,”Hungarians march again in protest against internet tax plan,” The Guardian, October 29, 2014, http://bit.
ly/1tDiNAS 
81  “Hungary internet tax cancelled after mass protests”, BBC, October 31, 2014, http://bbc.in/1wPNKEs. 
82  The Fundamental Law of Hungary (25 April 2011) art. VIII., 1–2.
83  “European Commission launches accelerated infringement proceedings against Hungary over the independence of its 
central bank and data protection authorities as well as over measures affecting the judiciary” European Commission.
84  Judgment of the Court (First Chamber), Case C-286/12, November 6, 2012, http://bit.ly/14TuyXJ. 
85  “Elkaszálták a bírói nyugdíjszabályt,” [The retirement rule for judges was annulled] Index, July 16, 2013, http://bit.
ly/1OpXIUc. 
86  “Megszavazták a bírák lassú nyugdíjba küldését,” [The law on the slow retirement of judges was accepted] Hvg.hu, March 
11, 2013, http://bit.ly/1PkOSbn. 
87  Act C of 2012, art. 226/A and 226/B.
88  Hungarian Civil Liberties Union, “Tightening of the Criminal Code is Unconstitutional,” November 14, 2013, http://bit.
ly/1P37c9M. 
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international actors89 for threatening freedom of expression and for targeting the media, given that 
the longest sentence applies to materials that are widely published.

In May 2013, the parliamentary majority modified the freedom of information act90 to restrict the ac-
cessibility of public data, claiming that some of the requests were “excessive.”91 The president vetoed 
the bill, after which the draft was amended partly based on the suggestions of the head of the Hun-
garian National Authority for Data Protection and Freedom of Information. The amended law was 
passed and came into effect on June 21, 2013; however, the law remains ambiguous and leaves the 
potential for requests for information to be denied arbitrarily.92 According to the law, the data hold-
ers themselves can decide to reject requests that are “overarching,” “invoice-based,” or “itemized.” 
The law does not define what these terms mean, leaving it up to the data holder authority to make 
this determination.93

Critics of the 2010 media laws contend that the Media Council operates with unclear provisions and 
imposes high fines and sanctions on media outlets,94 which might give rise to uncertainty and fear, 
lead to self-censorship, and have a chilling effect on journalism as a whole. In December 2011, the 
Constitutional Court struck down several provisions applicable to print and online outlets “but with-
out touching on the organizational frames and system of supervision.”95 In May 2012, the parliament 
modified the media regulation, ostensibly in order to comply with the ruling of the Constitutional 
Court,96 but left the provisions regarding high fines and the problematic nominating process for 
members of the Media Council. OSCE Representative on Freedom of the Media Dunja Mijatovic 
warned that the amendments “only add to the existing concerns over the curbing of critical or differ-
ing views in the country.”97

Hungarian law does not distinguish between traditional and online media outlets in libel or def-
amation cases, and the criminal code stipulates that if slander is committed “before the public at 
large,” it can be punished by imprisonment of up to one year.98 The criminal code bans defamation, 
slander, the humiliation of national symbols (the anthem, flag, and coat of arms), the dissemination 
of totalitarian symbols (the swastika and red pentagram), the denial of the sins of national socialism 
or communism, and public scare-mongering through the media.99 However, in February 2013, the 
Constitutional Court ruled the ban on using totalitarian symbols unconstitutional,100 though the par-
liamentary majority decided to include it again in revisions to the penal code in April 2013.

89  OSCE, “Higher prison sentences for defamation may restrict media freedom in Hungary, warns OSCE representative,” press 
release, November 6, 2013, http://www.osce.org/fom/107908; and Dalma Dojcsák, “New law further restricts freedom of speech 
and freedom of the press in Hungary,” IFEX, November 18, 2013, http://bit.ly/1N3dSRT. 
90  Act CXII of 2011 on informational self-determination and freedom of information.
91  Marietta Le, “Hungary: Government limits FOIA transparency law,” Global Voices Advocacy, May 8, 2013, http://bit.
ly/1LsGkcl. 
92  Act CXII of 2011, Art. 28–31.
93  Transparency International Hungary, “Transparency international turns to higher authorities,” July 3, 2013,  http://bit.
ly/1Opd8tD. 
94  Article 19, Hungarian media laws Q&A, August 2011, http://bit.ly/1LlBPVq. 
95  “Ruling No. 165/2011. (XII. 20.) AB of the Constitutional Court—Summary,” Mertek Media Monitor,  http://bit.ly/15BXMg1; 
See also Judit Bayer, “Hungarian Constitutional Court repeals parts of Media Constitution and Media Law,” Media Laws, 
December 29, 2011, http://bit.ly/1OpYMrq. 
96  Human Rights Watch, “New Laws Curb Media Freedom,” May 29, 2012, http://bit.ly/MC3Oji. 
97  OSCE, “Revised Hungarian media legislation continues to severely limit media pluralism, says OSCE media freedom 
representative,” press release, May 25, 2012, http://www.osce.org/fom/90823.
98  Act C of 2012, art. 227.
99  Act C of 2012, art. 226, 227, 332–335.
100  “Constitutional Court voids ban on “symbols of tyranny”; red star, swastika to become legal on April 30”,” Politics, February 
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The new civil code, which took effect in March 2014, recognizes civil rights (including protection 
against defamation) and bans the insulting of an individual’s honor,101 and includes a damnification 
fee for non-pecuniary damages caused by violating civil rights.102 Libel cases demonstrate that the 
courts generally protect freedom of expression, except when there is a conflict with another basic 
right. Defamation cases have decreased since a 1994 Constitutional Court decision, which asserted 
that a public figure’s tolerance of criticism should be higher than an ordinary citizen’s.103 However, 
the new civil code includes a provision that may limit the free discussion of public affairs in cases 
where the human dignity of a public figure is violated.104 Some fear that the provisions of the new 
civil code could result in a slew of slander and libel cases initiated by anyone, including public fig-
ures, who can claim that their dignity has been harmed. 

Another debated issue is related to a provision in the new civil code, which went into effect in March 
2014, stipulating that a photographer must obtain permission from the subjects in the picture when 
taking press photos (except at public events).105 Industry experts argue that the law is too vague and 
obstructs the profession of photojournalism, while the code’s proponents claim that this stipulation 
merely confirms the courts’ practice.106 The ministry explains consent might happen with “implicit 
behavior,” such as someone not objecting with waiving his or her hands. It is unclear how the judi-
ciary will interpret and apply this new provision, which could impact online and citizen journalists’ 
ability to document newsworthy events; many judges themselves have stated that they do not know 
how to rule on such cases.107 Nevertheless, in September 2014, the Constitutional Court ruled that 
the law does not require media outlets to blur the faces of police officers in photographs, reversing 
a practice that had been required since 2007. 108

Prosecutions and Detentions for Online Activities 

As of May 2015, no online media outlet had been penalized for violating the new stipulations in-
troduced by the 2010 media laws, except for a case in early 2013 in which a blogger received a sus-
pended sentence on charges of incitement to violence.109 

Prior to 2008, the penal code was rarely used in cases of defamation or slander.110 However, crim-
inal investigations of online activities are a growing phenomenon. In November 2012, the police 
launched an investigation based on comments that appeared on Nepszava.hu111 and the news site 

21, 2013, http://bit.ly/18eRl0o. 
101  Act V of 2013 on the Civil Code, art. 2:45.
102  Act V of 2013 on the Civil Code, art. 2:52–53.
103  Péter Bajomi-Lázár and Krisztina Kertész, “Media Self-Regulation Practices and Decriminalization of Defamation in 
Hungary,” in Freedom of Speech in South East Europe: Media Independence and Self-Regulation, ed. Kashumov, Alexander (Sofia: 
Media Development Center, 2007): 177-183.
104  Bill Nr. T/7971, art. 2:44.
105  Act V of 2013 on the civil code, art. 2:48.
106  Független Médiaközpont Center for Independent Journalism,“Az új Polgári Törvénykönyv és a sajtófotó,” [The new civil 
code and the press photo] June 18, 2013, http://bit.ly/1VIRVtw. 
107  Daniel Nolan, “Hungary law requires photographers to ask permission to take pictures,” The Guardian, March 14, 2014, 
http://bit.ly/NfKMo0.   
108  Zoltan Sipos, “Hungary: Court legalises publishing unaltered photographs of police”, Index, September 30, 2014, accessed 
March 7, 2015, http://bit.ly/1MrZVw9. 
109  A Nemzeti Média és Hírközlési Hatóság Médiatanácsának 802/2013 (V.8.) számú határozata, [Decree number 802/2013 
(V.8.) of the Media Council of the National Infocommunications Authority] May 8, 2013, accessed March 7, 2015, http://bit.
ly/1Bo4CDN. 
110  Bajomi-Lázár and Kertész 2007: 179.
111  “Latest Papcsák case may infringe on freedom of the press”, Civilmedia.net, November 13, 2012, http://bit.ly/16AgLbS. 
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Hir24.hu112 that criticized Ferenc Papcsák, a former Fidesz member of parliament and mayor of a dis-
trict in Budapest. The police ordered the release of the personal data connected to these comments, 
including the users’ internet protocol (IP) and email addresses, although in the case of the latter site, 
commenters log-in via Facebook rather than providing a username or email address. 

In another case involving online libel, an article was published in October 2012 on Delmagyar.
hu—the online version of the regional daily Délmagyarország—about a lethal car accident involv-
ing János Lázár, a Fidesz member of parliament (MP). Lázár claimed that some of the comments left 
on the online article were an affront to his human dignity. Though the editorial board removed the 
comments in question, the MP launched a libel case based on the penal code as well as a civil pro-
ceeding against the publisher to claim compensation for the non-pecuniary damages caused.113 In 
July 2013, the publisher was ordered to pay HUF 500,000 (approximately US$2,220) as compensation 
to Mr. Lázár based on an out-of-court settlement,114 while the penal proceeding was withdrawn by 
Lázár in 2014.115 

In December 2014, the local council of the town of Tata announced that it intended to sue a Face-
book commenter who claimed the council was misusing public funds, and that it would sue all other 
commenters sharing or commenting on the original commenter’s post.116 To date, no proceedings 
have been filed regarding this case.

In January 2013, a blogger named Tamás Polgár, alias “Tomcat,” was condemned for incitement and 
received a suspended prison sentence of one year and two months based on the penal code117 for a 
2009 blog post in which he called upon readers to “beat up Gypsies,” during a time when six Roma 
people had been killed in a case of serial murders.118 This was the first case since the democratic 
transition in which someone had been prosecuted under the penal code for material they posted 
online. The sentence was suspended for five years, and in June 2013, a judge modified the penalty 
to 50 days of community service.119

Surveillance, Privacy, and Anonymity 

The lack of judicial oversight for surveillance of ICTs, combined with the evidence revealing that 
the Hungarian government has purchased invasive surveillance technologies from Hacking Team 
and other companies, raises concerns about the degree to which the right to privacy online is fully 
protected.

112  “Feljelentették a Népszava és a Hír24 kommentelőit,” [Comments of Nepszava and Hir24 denounced] Gepnarancs, 
November 10, 2012, http://bit.ly/1LsJ2yB. 
113  “Kommentelőket gyanúsít az ügyészség Lázár János feljelentése nyomán,” [The prosecutor condemns commenters based 
on the announcement of János Lázár], Delmagyar.hu, April 10, 2013, http://www.delmagyar.hu/szeged_hirek/kommenteloket_
gyanusit_az_ugyeszseg_lazar_janos_feljelentese_nyoman/2328189/.
114  “Publisher fined over reader comments,” Budapesttimes.hu, July 27, 2013, http://www.budapesttimes.hu/2013/07/27/
publisher-fined-over-reader-comments/.
115  Gábor Medvegy, “Lázár János visszavonta kommentelők ellen tett feljelentését,” [Lázár withdrew his announcement 
against the commenters] Atlatszo (blog), April 1, 2014,  http://bit.ly/1Gv0p4r. 
116  Zsuzsa Izsáki, “Nagy kártérítésért perel az önkormányzat,” [The council sues for huge compensation] Official Website of 
Town of Tata,December 19, 2014, http://bit.ly/182G73i. 
117   Act IV of 1978, Article 269 says: “A person who incites to hatred before the general public against a) the Hungarian 
nation, b) any national, ethnic, racial group or certain groups of the population, shall be punishable for a felony offense with 
imprisonment up to three years.”
118   “Court slaps far-right activist Tomcat with suspended jail term,” Politics, January 11, 2013, http://bit.ly/17dkzxc. 
119  Hungarian Civil Liberties Union, “Az uszítást jogerősen megállapította, a büntetést viszont jelentősen enyhítette a bíróság,” 
[Incitement identified, but the penalty was considerably alleviated] July 2, 2013, http://bit.ly/1jhhPbA. 
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Generally, users who wish to comment on a web article need to register with the website by provid-
ing an email address and username, or they need to use a Facebook login. The operator of a website 
may be asked to provide the authorities with a commenter’s IP address, email address, or other data 
in case of an investigation.120 Additionally, to sign a contract with a mobile phone company, users 
must provide personal data upon purchase of a SIM card.121 Encryption software is freely available 
without government interference; Pretty Good Privacy (PGP), a data encryption program, is used by 
investigative journalists.122 

National security services can “gather information from telecommunications systems and other data 
storage devices” without a warrant.123 The authorities have allegedly installed black boxes on ISP 
networks.124 Secret services can access and record communication transmitted via ICTs, though a 
warrant is required.125 There is no data on the extent to which, or how regularly, the authorities mon-
itor ICTs. In June 2012, staff of the Eötvös Károly Institute (EKINT) issued a complaint to the Consti-
tutional Court requesting the annulment of the provision that allows the justice minister overseeing 
the work of the Counter Terrorism Center to approve the secret surveillance of individuals.126 They 
argued against the constitutionality of the provision and that such surveillance should be tied to the 
approval of a judge rather than a minister.127 The Constitutional Court rejected the complaint, after 
which EKINT addressed a complaint to the European Court of Human Rights in May 2014. The appli-
cation was joined by Privacy International and the Center for Democracy & Technology.128 As of May 
2015, the case is still pending before the court. 

Over the past few years, several privacy and digital rights organizations have pointed to evidence 
that the Hungarian authorities have purchased potentially invasive surveillance technologies. In 2013, 
Privacy International reported that Hungarian law enforcement agencies are connected with at least 
one surveillance technology company,129 and that several government agencies attended the ISS 
World surveillance trade shows over the years.130 Citizen Lab also reported finding a FinFisher Com-
mand and Control server in Hungary,131 though it was not clear whether the server is operated by 
the government or other actors.132 In July 2015, files leaked from the information technology compa-
ny Hacking Team revealed that the Hungarian government was a client.

According to the Electronic Communications Act, electronic communications service providers133 are 

120  Act XIX of 1998 on criminal proceedings, art. 178/A, par. 1.
121  Act C of 2003 on Electronic Communications, art. 129, http://bit.ly/1R2nc9u. 
122  Borbala Toth, Mapping Digital Media: Hungary, Open Society Foundations, February 2012, 50, http://osf.to/1LDDurj. 
123  Act CXXV of 1995 on the National Security Services, Art. 54, http://bit.ly/1bhE9cm. 
124  “Hungary – Privacy Profile,” Privacy International, January 22, 2011.
125  Act CXXV of 1995, art. 56.
126  Act CXXV of 1995, art. 58, par. 2. states that in some instances – basically including the tasks of the Counter Terrorism 
Center – the minister for justice can grant the warrant.
127  The complaint can be downloaded at: http://ekint.org/ekint_files/File/constitutionalcomplaint_tek.pdf. 
128   Eötvös Károly Policy Institute, “Szabo and Vissy v. Hungary: No secret surveillance without judicial warrant,” http://bit.
ly/1Bh3uhu; 
129  Matthew Rice, Surveillance Industry Index, Privacy International, November 18, 2013, https://www.privacyinternational.org/
node/403. 
130  “Surveillance Who’s who,” Privacy International.
131  “Nem csak az USA szeme lát mindent: kormányzati kémprogram Magyarországon,” [Not only USA can see everything: 
governmental surveillance software in Hungary] Atlatszo, September 16, 2013, http://bit.ly/1FWperq. 
132  Morgan Marquis-Boire et. al.,, For their eyes only: The Commercialization of Digital Spying, Citizen Lab, September 16, 
2013, http://bit.ly/1pCA0Y4. 
133  Electronic service providers provide electronic communications service, which means a “service normally provided 
against remuneration, which consists wholly or mainly in the conveyance, and if applicable routing of signals on electronic 
communications networks, but exclude services providing or exercising editorial control over the content transmitted using 
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obligated to “cooperate with organizations authorized to perform intelligence information gathering 
and covert acquisition of data.”134 Additionally, the act states that “the service provider shall, upon 
the written request from the National Security Special Service, agree with the National Security Spe-
cial Service about the conditions of the use of tools and methods for the covert acquisition of infor-
mation and covert acquisition of data.”135

In accordance with the EU Directive 2006/24/EC on data retention, ISPs and mobile phone com-
panies in Hungary must retain user data for up to one year, including personal data, location in-
formation, phone numbers, the duration of phone conversations, IP addresses, and user IDs for 
investigative authorities and security services.136 There is no data on the extent of these activities, 
even though there is a legal obligation to provide the European Commission with statistics on the 
data queries made by investigating authorities.137 However, in April 2014, the European Court of 
Justice declared the EU Data Retention Directive invalid,138 causing a number of countries within the 
EU to rethink their data retention legislation. In October 2014, the Hungarian Civil Liberties Union 
launched litigation against two of the major mobile phone providers in an attempt to force the Hun-
garian Constitutional Court to withdraw its law on data retention.139

Intimidation and Violence 

Bloggers, ordinary ICT users, websites, or users’ property are not generally subject to extralegal in-
timidation or physical violence by state authorities or any other actors. In October 2012, there was 
one physical attack against a journalist from Index.hu, whose nose was broken by an extreme-right 
protester at an anti-government rally.140

Technical Attacks

There were no significant cyberattacks against NGO websites or news outlets during the coverage 
period. In the past, technical attacks in Hungary have been primarily perpetrated by non-state actors 
against government websites, particularly by the international group Anonymous. For instance, in 
2012 the group rewrote the text of the fundamental law on the website of the Constitutional Court, 
and several sites suffered from DDoS attacks during that time.141 

electronic communications network; it does not include information society services, defined under separate legislation, which 
do not consist primarily in the conveyance of signals on electronic communications networks,” Act C of 2003, art. 188, par. 13.
134  Act C of 2003, art. 92, par. 1.
135  Act C of 2003, art. 92, par. 2.
136  Act C of 2003, art. 159/A; “Hungary – Privacy Profile,” Privacy International, January 22, 2011.
137  Act C of 2003, art. 159/A, par. 7.
138  Joined cases C-293/12 and C-594/12, accessed March 7, 2015, http://bit.ly/1wR3LvF. 
139  Hungarian Civil Liberties Union, “HCLU litigates Hungarian service providers to terminate data retention,” news release, 
October 13, 2014, accessed March 7, 2015, http://bit.ly/1A3Upr6 
140  “Halál rátok, zsidók!” [“Death on you, Jews!”], Index.hu video, 23 October 2012, http://bit.ly/X95KpO. 
141  “Anonymous geek-topia: Hackers change Hungarian constitution,” RT, March 5, 2012, http://bit.ly/1IELZQX.  Máté 
Nyusztay, “‘A rendszert támadjuk’ – Magyarország is az Anonymous célkeresztjében,” [‘We attack the system’ – Hungary is 
among the targets of Anonymous] Nol, February 15, 2012, http://bit.ly/1MnHW9k. 
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Key Developments: June 2014 – May 2015

●	 Iceland	continues	to	have	one	of	the	highest	rates	of	internet	access	in	the	world,	with	an	
internet	penetration	rate	of	98	percent	in	2014	(see	Availability and Ease of Access).

●	 A	resolution	on	the	protection	of	user	rights	was	adopted	by	the	parliament	in	2014	and	
awaits	implementation;	several	bills	on	whistleblower	protection	and	data	retention	were	
also	presented	in	parliament	in	March	2015	(see	Legal Environment).

Iceland
2014 2015

Internet Freedom Status Free Free

Obstacles	to	Access	(0-25)	 1 1

Limits	on	Content	(0-35)	 1 1

Violations	of	User	Rights	(0-40)	 4 4

TOTAL* (0-100) 6 6

* 0=most free, 100=least free

Population:  328,000

Internet Penetration 2014:  98 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Free
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Introduction

Iceland	has	some	of	the	highest	rates	of	internet	and	social	media	use	in	the	world,	according	to	the	
World	Economic	Forum.1	Internet	and	digital	media	play	a	vital	role	in	Icelandic	society,	and	Iceland	
is	an	international	leader	when	it	comes	to	focusing	on	free	speech	and	online	media.	The	“crowd-
sourced	constitution”	process	continues,2	following	in	the	wake	of	the	country’s	financial	collapse	in	
2008	when	the	three	major	banks	went	bankrupt,	and	social	media	platforms	such	as	Facebook	were	
integrated	into	the	process	of	creating	a	new	constitution.3	In	June	2010,	the	Icelandic	parliament	
launched	a	new	media	initiative	protecting	free	speech,	aiming	to	make	Iceland	a	safe	haven	for	
journalists	and	whistleblowers.4	In	March	2015,	a	series	of	bills	on	data	retention	and	whistleblower	
protection,	among	other	things,	were	presented	in	the	parliament.	In	addition,	a	parliamentary	res-
olution	concerning	the	benefits	of	a	free	and	unrestricted	internet	and	the	protection	of	user	rights	
was	adopted	in	late	2014	and	awaits	implementation	in	the	near	future.5		

Obstacles to Access

Iceland is one of the most connected countries in the world, with the highest percentage of households 
with access to the internet in Europe. There are very few obstacles to accessing the internet; however, 
the ICT regulatory agency’s ability to address concerns about concentration in the market has been 
limited. In 2013, the government passed legislation to address this issue, allowing the Competition Au-
thority some oversight powers with regard to regulating media concentration.

Availability and Ease of Access   

According	to	the	International	Telecommunication	Union	(ITU),	Iceland	had	an	internet	penetration	
rate	of	nearly	98	percent	in	2014,	compared	to	97	percent	in	2013	and	93	percent	in	2009,6	with	only	
a	minimal	difference	in	usage	between	the	capital	region	and	the	other	regions	of	the	country.7	This	
is	the	highest	percentage	of	internet	users	of	all	European	countries,	compared	to	an	average	inter-
net	penetration	rate	of	81	percent	within	the	European	Union.8		

Broadband	connections	were	put	into	operation	in	1998,	and	by	2006,	slightly	less	than	90	percent	
of	Icelandic	households	had	internet	access.	The	percentage	of	households	with	high	speed	internet	
connections,	such	as	ADSL	or	SDSL,	has	increased	greatly	in	recent	years.9	In	2007,	the	Icelandic	city	
of	Seltjarnes	became	the	first	municipality	in	the	world	where	every	citizen	has	access	to	fiber-optic	
internet	service.10

1	 	World	Economic	Forum,	The Global Information Technology Report 2014,	http://bit.ly/1fptOLT.	
2	 	Email	interview	with	employee	at	the	Prime	Minister’s	Office,	April	27,	2015.	
3	 	Robert	Robertson,	“Voters	in	Iceland	back	new	constitution,	more	resource	control,”	Reuters,	October	21,	2012,	http://reut.
rs/Myiq8g.	
4	 	International	Modern	Media	Institute	(IMMI),	https://immi.is/.
5	 	Email	interview	with	member	of	the	Media	Committee,	April	29,	2015	and	IMMI;	IMMI,	“Data	Protection,”	http://bit.
ly/1X7lvLU;		and	the	Icelandic	Parliament,	“Resolution	on	the	internet,”	http://bit.ly/1I3o8tx.	
6	 	International	Telecommunication	Union,	“Percentage	of	individuals	using	the	internet,”	2014,	2013	&	2008,	http://bit.
ly/1cblxxY.	
7	 	Statistics	Iceland,	http://www.statice.is.
8	 	Statistics	Iceland,	http://www.statice.is.	
9	 	Birgir	Gudmondsson,	“Media	Landscapes	–	Iceland,”	European	Journalism	Centre,	2010,	http://bit.ly/1zkzQg5.	
10	 	Idega,	“Seltjarnes,”	http://bit.ly/1JGg0zu.	
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The	price	of	accessing	the	internet	via	computers	and	mobile	phones	is	very	affordable:	a	basic	inter-
net	subscription	with	5	GB	of	data	costs	around	ISK	3,744	per	month	(approximately	US$27),	and	a	
basic	mobile	phone	connection	with	500	Mb	of	data	costs	around	ISK	681	per	month	(approximately	
US$5),11	while	the	average	monthly	salary	is	approximately	ISK	464,000	(US$3,420).

Icelanders	are	frequent	internet	users,	with	95	percent	connecting	to	the	internet	daily	or	almost	
daily.12	A	vast	majority	of	the	population	(78	percent)	is	connected	via	broadband,	and	a	growing	
number	(22	percent)	are	connected	via	fiber-optics.13	In	addition,	82	percent	of	Icelanders	had	access	
to	the	internet	via	a	mobile	connection	in	2014.14	Furthermore,	84	percent	of	individuals	used	social	
networks,	95	percent	read	news	online,	95	percent	sent	or	received	emails,	93	percent	used	online	
banking,	and	34	percent	stored	electronic	content	on	internet	storage	space.15

Restrictions on Connectivity  

There	are	no	government-imposed	restrictions	on	connectivity	in	Iceland.	The	country	has	been	con-
nected	to	the	internet	since	1989	via	the	NORDUnet	in	Denmark.	The	following	year,	a	leased	line	
to	NORDUnet	in	Sweden	was	established,	and	the	link	was	gradually	upgraded.	The	Nordic	connec-
tion	was	supplemented	in	1997,	when	ISnet	established	a	direct	connection	to	Teleglobe	in	Canada,	
which	was	upgraded	when	the	line	was	moved	to	New	York	in	1999.16	

Iceland	has	multiple	channels	connecting	the	country	to	the	international	internet,	including	connec-
tions	to	the	international	backbone	through	three	submarine	cables:	FARICE-1,	DANICE,	and	Green-
land	Connect.	The	Reykjavik	Internet	Exchange	Point	(IXP),	which	exchanges	internet	traffic	among	
internet	service	providers	(ISPs)	located	in	Iceland,	is	operated	independently	of	the	government	by	
the	top-level	domain	registry	ISNIC.

ICT Market 

Síminn	is	the	main	internet	and	telecommunications	operator	in	Iceland	and	runs	fixed-line	and	mo-
bile	voice	call	services,	as	well	as	internet	services	and	broadband	television.	Síminn	is	based	on	a	
merger	between	Landssími	Íslands, which	was	privatized	in	2005,	and	the	company	Skipti	ehf.	Of	the	
ISPs	in	Iceland,	Síminn	holds	the	largest	market	share	(52.3	percent),	followed	by	Vodafone	(30	per-
cent),	Tal	(7.9	percent),	and	Hringdu	(3.6	percent),	with	the	other	companies	comprising	the	remain-
ing	6.2	percent.	Regarding	market	share	in	mobile	broadband,	Síminn	is	the	leading	provider	with	
the	largest	market	share	(42.9	percent),	followed	by	Nova	(30.1	percent),	Vodafone	(25.5	percent),	
and	Tal	(1.3	percent).17	

11	 	Síminn	Iceland,	http://bit.ly/1c3gke0	and	http://bit.ly/1bKzcgY.	
12	 	Statistics	Iceland,	“Information	Technology,”2003-2014,		http://bit.ly/1bmidBi.	
13	 	Post	and	Telecom	Administration,	“Statistics	on	the	Icelandic	Electronic	Communications	Market	for	the	First	Half	of	2014,”	
http://bit.ly/1JGgfdP
14	 	Statistics	Iceland,	http://www.statice.is.
15	 	Statistics	Iceland.		
16	 	Cathy	Newman,	“Iceland	Internet	Diffusion,”	http://bit.ly/1QxYiP9.	
17	 	The	Post	and	Telecom	Administration,	“Statistics	on	the	Icelandic	Electronic	Communications	Market	for	the	First	Half	of	
2014.”	
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Regulatory Bodies 

The	main	regulatory	body	governing	information	and	communication	technologies	(ICTs)	in	Iceland	
is	the	Post	and	Telecom	Affairs	(PTA),	which	is	an	independent	center	under	the	direction	of	the	
Ministry	of	the	Interior.	The	PTA	supervises	development,	logistics,	and	fair	competition	in	the	field	
of	telecommunications	networks.	Decisions	of	the	PTA	may	be	referred	to	the	Rulings	Committee	
for	Electronic	Communications	and	Postal	Affairs.	The	Minister	of	the	Interior	appoints	the	three	
members	of	the	Appellate	Committee,	following	the	nomination	by	the	Supreme	Court.	The	chair-
man	and	vice	chairman	must	comply	with	the	competence	qualifications	applying	to	Supreme	Court	
judges.	The	members	of	the	committee	are	appointed	for	a	period	of	four	years.18	In	addition	to	the	
PTA,	the	Ministry	of	the	Interior	is	responsible	for	the	legal	matters	relating	to	online	content.

A	new	media	law,	established	on	September	1,	2011,	continued	to	stir	debate	in	subsequent	years.19	
While	the	intention	of	the	law	was	to	create	greater	press	freedom	through	a	comprehensive	frame-
work	governing	broadcast,	press,	and	online	media,	it	also	established	an	oversight	body,	the	State	
Media	Commission.	According	to	the	law,	the	Minister	of	Education,	Science	and	Culture	appoints	
five	people	to	the	Media	Commission	for	terms	of	four	years	at	a	time.	Two	representatives	are	
appointed	in	accordance	with	a	nomination	by	the	Supreme	Court,	one	in	accordance	with	a	nomi-
nation	by	the	standing	Committee	of	Rectors	of	Icelandic	Higher	Education	Institutions,	and	one	in	
accordance	with	a	nomination	by	the	National	Union	of	Icelandic	Journalists.	The	fifth	member	is	
appointed	by	the	minister	without	an	outside	nomination.20	

The	Media	Commission	has	no	authority	to	deal	with	media	concentration	issues	(a	major	concern	of	
public	debate	in	Iceland),	but	new	legislation	was	put	forth	in	2013	that	would	give	the	Competition	
Authority	oversight	responsibility	in	consultation	with	the	Media	Commission.	The	bill	was	passed	
as	an	amendment	to	the	new	media	law	in	March	2013.	The	amendment	gives	the	Competition	Au-
thority	other	means	and	measures	to	deal	with	competition	cases	when	media	companies	are	con-
cerned.	Thus,	the	Competition	Authority	can	look	at	issues	such	as	plurality	and	whether	there	will	
be	a	decrease	in	newsrooms	resulting	from	mergers	and	acquisitions,	for	example.	According	to	the	
bill,	the	Media	Commission	shall	in	such	cases	give	its	opinion	from	a	media	authority’s	perspective.21	

In	July	2014,	the	Prime	Minister	appointed	a	working	group	to	review	the	laws,	regulations	and	ad-
ministrations	of	regulatory	authorities	and	evaluate	how	principles	of	good	regulations	and	practices	
are	met.	In	September	2014,	the	Minister	for	Education,	Science	and	Culture	is	set	to	research	the	
feasibility	of	the	merger	of	four	regulatory	authorities:	the	Media	Commission,	the	Post	and	Telecom	
Administration,	the	Icelandic	Competition	Authority,	and	the	monitoring	part	of	the	National	Energy	
Authority	in	Iceland.	Recommendations	will	be	published	in	the	end	of	May	2015.22	

Limits on Content

Access to information and online communication is generally free from government interference; how-
ever, in October 2014 a court ordered online content to be blocked for the first time, in a case involving 

18	 	The	Post	and	Telecom	Administration,	“Rulings	Committee,”	[in	Icelandic]	http://www.pfs.is/Default.aspx?cat_id=146.
19	 	Email	interview	with	former	employee	at	the	Icelandic	Media	Commission,	Jan	29,	2014.
20	 	Fjolmidlanefnd,	“The	Media	Commission,”	http://fjolmidlanefnd.is/english/.
21	 	Fjolmidlanefnd,	“The	Media	Commission.”		
22	 	Email	interview	member	of	the	Media	Commission,	April	29,	2015.
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two BitTorrent websites. Iceland is not a member of the European Union, although the country is part 
of the European Economic Area and has agreed to follow legislation regarding consumer protection 
and business law similar to other member states.23 

Blocking and Filtering 

In	October	2014,	the	Reykjavík	District	Court	ordered	two		ISPs	(Hringdu	and	Vodafone)	to	block	
the	file-sharing	website	The	Pirate	Bay	and	the	largest	private	Icelandic	torrent	website,	Deildu.	The	
court	order	came	after	the	music	rights	group	STEF	and	the	motion	picture	association	SMAIS	at-
tempted	to	have	the	file	sharing	websites	blocked	due	to	copyright	infringement,	since	much	on	the	
content	on	these	sites	is	pirated	material.	In	2013,	the	two	groups	reported	the	torrent	websites	to	
the	police.	In	May	2014,	the	Supreme	Court	declared	that	only	one	of	the	groups	(STEF)	could	claim	
the	injunctive	relief	right.24

Prior	to	the	blocking,	in	April	2013,	The	Pirate	Bay	website	had	relocated	to	Iceland,	after	the	Swed-
ish	authorities	attempted	to	seize	its	domains,	giving	it	an	“.is”	domain	name.	Within	a	week	of	the	
move,	however,	the	site	chose	to	relocate	again	outside	of	Iceland,	even	though	ISNIC	stated	it	had	
no	intention	of	trying	to	seize	the	domain.25	According	to	Icelandic	law,	the	registrant	is	responsible	
for	ensuring	that	the	use	of	the	domain	is	within	the	limits	of	the	law.26	

Similar	to	other	Nordic	countries,	ISPs	in	Iceland	filter	websites	containing	child	pornography.	The	
ISPs	collaborate	with	the	Icelandic	Save	the	Children	(called	Barnaheill)	and	participate	in	the	Inter-
national	Association	of	Internet	Hotlines	(INHOPE)	project.27	In	addition,	pornography	in	general	is	
illegal	in	Iceland,	although	the	ban	is	not	strongly	enforced,	and	online	pornography	is	not	blocked. 

In	2013,	the	previous	minister	of	the	interior,	Ögmundur	Jónasson,	proposed	two	new	bills	in	an	
effort	to	uphold	and	reinvigorate	an	existing	law	banning	pornography	and	gambling	online	that	is	
vaguely	worded	and	rarely	enforced.	The	ban	focused	on	making	it	illegal	to	pay	for	pornographic	
material	with	Icelandic	credit	cards,	in	addition	to	creating	a	national	internet	filter	and	a	blacklist	
of	websites	that	contain	pornographic	content.28	Opponents	led	by	Icelandic	Member	of	Parliament	
and	free	speech	activist	Birgitta	Jónsdóttir	deemed	that	the	ban	would	limit	free	speech	online,	a	
position	that	was	supported	by	academics	and	free	speech	advocates	from	outside	Iceland	in	an	
open	letter	to	the	Icelandic	minister	of	the	interior.29	The	plan	for	banning	pornographic	content	on-
line	has	been	stalled	since	the	change	in	government	during	the	parliamentary	election	on	April	27,	
2013.	Since	then,	there	have	been	no	changes	to	the	relevant	legislation,	and	no	changes	have	been	
formally	proposed.30

Content Removal 

In	October	2014,	the	domain	hosting	company	ISNIC,	which	operates	the	Icelandic	.is	domain,	was	

23	 	OpenNet	Initiative,	“Nordic	Countries,”	https://opennet.net/research/regions/nordic-countries.
24	 	Reuters,	“Iceland	court	orders	Vodafone	to	block	Pirate	Bay,”	RT,	October	17,	2014,	http://bit.ly/1El2WIc.	
25	 	Stan	Schroeder,	“The	Pirate	Bay	Moves	to	the	Caribbean,”	Mashable,	May	1,	2013,	http://on.mash.to/1VULcwP.	
26	 	ISNIC,	“Domain	Rules,”	https://www.isnic.is/en/domain/rules.	
27	 	INHOPE,	http://www.inhope.org.
28	 	“Banning	the	Sex	Industry	-	Naked	Ambition,”	The Economist,	April	20,	2013,	http://econ.st/12q1wwM.
29	 	“Iceland’s	Porn	Ban	Effort	Draw	Fire	from	Abroad,”	IceNews,		March	17,	2013,	http://bit.ly/1lFHkD2.	
30	 	Phone	interview	with	an	employee	from	the	Icelandic	Ministry	of	the	Interior,	May	12,	2015.

381

https://opennet.net/research/regions/nordic-countries
http://bit.ly/1El2WIc
http://on.mash.to/1VULcwP
https://www.isnic.is/en/domain/rules
http://www.inhope.org
http://econ.st/12q1wwM
http://bit.ly/1lFHkD2


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Iceland

forced	to	shut	down	a	website	for	the	first	time	when	it	discovered	that	the	domain	was	being	used	
by	the	self-described	Islamic	State	terrorist	group.31	The	ISNIC’s	board	made	the	decision	based	on	
regulations	holding	the	registrar	responsible	for	ensuring	that	the	use	of	the	.is	domain	does	not	
violate	Icelandic	laws.

Icelandic	law	number	30/2002	establishes	a	system	of	takedown	notices	for	IP	addresses	or	other	
online	content	that	violates	the	law,	in	accordance	with	the	Directive	2000/31/EC	of	the	European	
Parliament. The	Ministry	of	the	Interior	is	responsible	for	handling	matters	related	to	online	content,	
and	the	appeals	process	for	disputing	the	removal	of	content	goes	through	the	independent	courts	
in	Iceland.

ISPs	and	content	hosts	are	not	held	legally	liable	for	the	content	that	they	host	or	transmit.	Claims	
regarding	intellectual	property	rights	are	handled	by	the	Icelandic	Patent	Office,	which	is	substan-
tially	dependent	on	international	cooperation,	and	Iceland	is	party	to	a	number	of	international	
agreements	in	this	field.	Moreover,	as	a	member	of	the	World	Trade	Organization	(WTO),	Iceland	has	
adapted	legislation	to	the	provisions	of	TRIPS	(Trade-Related	Aspects	of	Intellectual	Property	Rights).	
Furthermore,	the	Agreement	on	the	European	Economic	Area	has	led	to	several	legislative	amend-
ments	in	Iceland	that	align	with	the	directives	and	regulations	of	the	European	Union.

Media, Diversity, and Content Manipulation  

Iceland	has	a	vibrant	digital	sphere,	and	almost	all	traditional	media,	including	print,	radio,	and	tele-
vision,	offer	versions	of	their	content	online.	Self-censorship	is	not	a	widespread	problem	in	Icelandic	
online	media,	and	there	are	very	few	instances	of	government	or	partisan	manipulation	of	online	
content.	

The	websites	of	some	newspapers,	like	the	daily	Morgunbladid,	are	among	the	most	popular	Icelan-
dic-language	sites.32	Internet	banking	is	widely	used,	and	a	large	majority	of	Icelanders	(93	percent)	
are	online	bank	users.	E-governance	initiatives	have	been	successful	in	Iceland	and	in	recent	years,	
public	institutions	have	started	a	migration	process	from	proprietary	software	to	free	and	open	soft-
ware.33	The	government	promotes	the	use	of	digital	signatures	and	electronic	filing,	and	the	use	of	
digital	signatures	is	supported	through	legislation	such	as	the	Public	Administration	Act.	Digital	sig-
natures	are	in	the	process	of	being	integrated	further	into	the	public	administration.34	

Social	media	platforms	such	as	YouTube,	Facebook,	Twitter,	and	international	blog	hosting	services	
are	freely	available	and	are	used	by	a	large	part	of	the	population.	In	2013	Iceland	had	the	second	
highest	number	of	Facebook	users	based	on	population	percentage:	72	percent	of	the	population	
has	an	account.	Women	make	up	52	percent	of	users	and	men	48	percent,	and	the	social	networking	
site	is	mostly	used	by	people	aged	25-34,	followed	by	people	aged	18-24.35	

31	 	Eyglo	Svala	Arnarsdottir,	“IS	Terrorist	Organization	Picks	Icelandic	Domain,”	Iceland Review,	October	13,	2014,	http://bit.
ly/1zzxjz3.	
32	 	Gudmondsson,	“Media	Landscapes	–	Iceland.”	
33	 		Gijs	Hillenius,	“IS:	Public	administration	in	Iceland	is	moving	to	open	source,”	ePractice	Community,	European	Commission,	
April	4,	2012,	http://bit.ly/1EBAntk.	
34	 	IDABC	–	European	eGovernment	Services,	“Study	on	Mutual	Recognition	of	eSignatures,”	July	2009,	http://bit.ly/1zzwczv.	
35	 	Rebecca	Louder,	“Iceland	Ranks	Second	in	Facebook	Users”,	The Reykjavík Grapevine,	April	4,	2013,	http://bit.ly/1f2bQy1.	
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Digital Activism 

The	popularity	of	social	media	sites	like	Facebook	was	used	to	engage	the	population	in	the	process	
of	redrafting	the	Icelandic	constitution	over	the	past	few	years.	The	original	and	existing	constitution	
is	an	almost	exact	copy	of	the	Danish	constitutional	text,	which	was	adopted	when	Iceland	gained	
independence	from	Denmark	in	1944.	In	the	wake	of	the	Icelandic	financial	crisis	in	2008,	the	popu-
lation	demanded	an	extensive	review	of	the	country’s	constitution.36	A	25-member	council	consisting	
of	ordinary	residents	helped	draft	a	new	constitution	and	worked	through	sixteen	versions	in	four	
months	based	on	16,000	comments	from	Icelandic	citizens	using	social	media	platforms	such	as	
Facebook,	Twitter,	and	YouTube.37	A	majority	of	the	population	voted	for	the	draft	constitution	in	
a	national	referendum	on	October	20,	2012.38	In	November	2013,	the	prime	minister	appointed	a	
committee	on	constitutional	affairs	to	continue	the	work	on	the	constitution	in	accordance	with	an	
agreement	reached	by	parliamentary	parties.	The	committee	issued	a	report	in	June	2014	concern-
ing	four	priority	political	issues,	and	work	on	the	next	report	was	started	after	incorporating	public	
comments	and	feedback	and	is	to	be	issued	in	the	fall	of	2015.	In	accordance	with	current	constitu-
tional	arrangements,	the	actual	revision	of	the	constitution	will	take	place	under	the	guidance	of	the	
parliament,	with	due	consideration	for	the	crowdsourced	work	done	in	recent	years.	Emphasis	will	
be	on	transparency	and	informed	debate,	and	the	general	public	will	participate.	The	aim	is	to	pres-
ent	a	bill	before	the	next	elections	in	2017.39

Although	elections	are	not	until	2017,	according	to	a	poll	from	March	2015,	the	Pirate	Party,	sup-
porting	online	freedom	and	led	by	Birgitta	Jónsdóttir,	would	become	the	largest	in	parliament	with	
29	percent	of	the	votes,	followed	by	the	Independence	Party	with	23	percent	if	elections	were	held	
at	the	time	of	the	poll.40	The	Icelandic	Pirate	Party	is	aligned	with	a	network	of	other	similarly	named	
political	parties	throughout	the	world	that	also	promote	a	platform	of	free	expression	and	has	been	
the	first	Pirate	Party	to	win	seats	in	a	national	election	(2013).41	

Violations of User Rights

Iceland has a strong tradition of protecting freedom of expression that extends to the use of the inter-
net. The Icelandic Modern Media Initiative seeks to develop legal frameworks for protecting the press, 
bloggers, and whistleblowers from illegitimate prosecutions or harassment. Individuals are rarely pros-
ecuted for social or political content posted online, though libel laws remain a concern. Government 
surveillance of online data is minimal, though reports over the past few years revealed that Icelanders’ 
data was subject to collection and monitoring by the NSA and its partners.

36	 	Robertson,	“Voters	in	Iceland	Back	New	Constitution,	More	Resource	Control.”		
37	 	“A	Proposal	for	a	New	Constitution	for	the	Republic	of	Iceland”,	drafted	by	Stjórnlagaráð,	a	Constitutional	Council,	
appointed	by	an	Althingi	resolution,	March	24,	2011,	http://bit.ly/1gFFBEX.	
38	 	Julia	Mahncke,	“Iceland’s	grassroots	constitution	on	thin	ice,”	Deutsche Welle,	March	13,	2013,	http://bit.ly/XmC9Hj.
39	 	Email	interview	with	employee	at	the	Legislative	Department	at	the	Office	of	the	Prime	Minister,	April	27,	201;		and	
the	website	on	the	work	with	the	draft	constitution	and	constitutional	matters	in	general:	http://www.forsaetisraduneyti.is/
stjornarskra/.	
40	 	Lucy	Westcott,	“Pirate	Party	is	Now	Iceland’s	Biggest	Political	Party,”	Newsweek,	March	19,	2015,	http://bit.ly/1GCS1Lu;		
and	Anna	Margrét	Björnsson,	“The	Pirates	are	now	Iceland’s	most	popular	party,”	Iceland Monitor,	March	19,	2015,	http://bit.
ly/1bmjtnY.	
41	 	Interview	with	employee	at	the	Icelandic	Media	Commission,	May	17,	2013.
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Legal Environment 

Freedom	of	expression	is	protected	under	Article	73	of	the	Icelandic	constitution.42	In	June	2010,	
following	the	2008	financial	crisis	and	inspired	by	the	whistleblower	website	WikiLeaks,	the	Icelandic	
parliament	approved	a	resolution	on	the	Icelandic	Modern	Media	Initiative,	which	aims	to	create	a	
global	safe	haven	with	legal	protection	for	the	press,	bloggers,	and	whistleblowers.43	In	2012,	the	
minister	of	education,	science	and	culture	appointed	a	committee	of	experts	to	report	on	online	and	
offline	challenges	and	propose	recommendations	for	the	promotion	of	freedom	of	expression	and	
information.44	After	a	period	with	no	incoming	funds	after	the	change	in	government	in	2013,	the	
new	minister	of	education,	science	and	culture	recently	assigned	funding	for	the	Icelandic	Modern	
Media	Initiative	and	appointed	a	new	committee.45

In	March	2015,	several	bills	concerning	the	safe	haven	objective	of	Iceland	were	submitted	to	Parlia-
ment,	primarily	by	the	Pirate	Party	as	well	as	other	members.	The	bills	include	whistleblower	protec-
tion,	a	removal	of	a	clause	on	data	retention,	and	a	resolution	on	establishing	an	office	of	Indepen-
dent	Oversight	for	police	wiretapping	procedures	and	other	comparable	investigative	measures.46	
As	of	May	2015,	the	bills	have	yet	to	be	passed.47	In	addition,	a	parliamentary	resolution	concerning	
the	benefits	of	a	free	and	unrestricted	internet	and	the	protection	of	user	rights	was	adopted	in	late	
2014	and	awaits	implementation	in	the	near	future.48	

The	Icelandic	Media	Law,	which	came	into	effect	in	September	2011,	established	several	legal	protec-
tions	for	journalists	that	extend	to	the	online	sphere,	including	editorial	independence	from	media	
service	providers’	owners	and	the	protection	of	anonymous	sources.49

Prosecutions and Detentions for Online Activities 

There	has	been	great	concern	about	libel	laws	in	recent	years	with	regard	to	both	online	and	offline	
media.	Journalists	consider	the	court’s	practice	with	regard	to	libel	laws	to	be	too	rigid,	leading	to	
lawsuits	that	aim	to	silence	critical	press.	According	to	Article	51	of	the	Icelandic	Media	Law,	journal-
ists	can	no	longer	be	held	responsible	for	potentially	libelous	quotes	from	sources,	but	can	only	be	
held	responsible	for	their	own	content.50	

In	June	2014,	civil	servant	Þórey	Vilhjálmsdóttir	was	falsely	identified	as	the	source	in	an	information	
leak	in	the	Ministry	of	the	Interior,	which	led	to	the	resignation	of	former	Minister	of	Interior	Hanna	
Birna	Kristjansdóttir.51	The	journalists	corrected	the	statement	without	hours.	Still,	Vilhjálmsdóttir	
pressed	defamation	charges	and	sought	the	maximum	punishment	(two	years	in	prison)	as	well	as	

42	 	Constitution	of	the	Republic	of	Iceland,	http://www.government.is/constitution/.	
43	 	IFEX,	“Authorities	create	a	safe	haven	for	press	freedom,”	June	23,	2010,	http://www.ifex.org/iceland/2010/06/23/safe_
haven/.	
44	 	Email	interview	with	former	employee	at	the	Icelandic	Media	Commission,	Jan	29,	2014.
45	 	Email	interview	with	member	of	the	Icelandic	Media	Commission,	April	29,	2015.
46	 	Disclosure	of	Information	and	Protection	of	Whistleblower	Bill,	case	no.	453,	http://bit.ly/1VV5xY8;	and	IMMI,	“A	bill	on	
Whistleblowers,	removal	of	Data	Retention	and	more,”	March	25,	2015,	http://bit.ly/1PvI2zQ.	
47	 	Email	interview	with	employee	working	for	the	Pirate	Party,	April	28,	2015.
48	 	Email	interview	with	member	of	the	Media	Committee,	April	29,	2015;	IMMI,	“Data	Protection,”	http://bit.ly/1X7lvLU;		and	
the	Icelandic	Parliament,	“Resolution	on	the	internet,”	http://bit.ly/1I3o8tx.		
49	 	Media	Law	No.	38,	art.	24	and	25,	April	20,	2011,	http://bit.ly/15C05KS.
50	 	Media	Law	No.	38,	April	20,	2011,	http://bit.ly/15C05KS.
51	 	Jakob	Bjaranr	Skrifar,	“Hanna	Birna	hættir,”	Visir,	November	21,	2014,	http://bit.ly/1AqvJdR.	
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damages	and	legal	costs	against	the	journalists	Jón	Bjarki	Magnússon	and	Jóhann	Páll	Jóhannsson,	
from	the	online	and	print	newspaper	DV,	even	though	the	journalists	had	publicly	admitted	their	
mistake.	The	case	was	closed	when	the	newspaper	DV	settled	against	the	will	of	the	two	journalists	
and	payed	ISK	330,000	(US$2,436)	to	Vilhjálmsdóttir.52

Surveillance, Privacy, and Anonymity 

Following	revelations	that	U.S.	and	UK	intelligence	agencies	have	been	collecting	and	storing	mas-
sive	amounts	of	user	data	from	online	communications	around	the	world,	free	speech	activists	in	
Iceland	such	as	Birgitta	Jónsdóttir	expressed	concern	that	Iceland’s	efforts	to	protect	journalists	and	
whistleblowers	from	the	threats	of	surveillance	may	ultimately	prove	ineffective.53	Iceland	is	part	of	
a	greater	international	surveillance	network	that	cooperates	with	the	activities	of	the	“Five	Eyes	Alli-
ance”—the	intelligence	operations	agreement	between	the	United	States,	the	United	Kingdom,	Aus-
tralia,	Canada,	and	New	Zealand.54		

Currently,	the	Electronic	Communications	Act	of	2003	implements	data	retention	requirements	man-
dated	by	Iceland’s	inclusion	in	the	European	Economic	Area.55	The	law	applies	to	telecommunication	
providers	and	mandates	the	retention	of	records	of	all	connection	data	for	six	months.	It	also	states	
that	companies	may	only	deliver	information	on	telecommunications	in	criminal	cases	or	on	matters	
of	public	safety,	and	that	such	information	may	not	be	given	to	anyone	other	than	the	police	or	the	
public	prosecution.56	The	government	does	not	place	any	restrictions	on	anonymous	communication.	
No	registration	is	required	when	purchasing	a	SIM	card	in	Iceland.	

Intimidation and Violence 

There	have	been	no	physical	attacks	against	bloggers	or	online	journalists	in	Iceland.	

Technical Attacks

In	March	2015,	the	website	of	the	Icelandic	museum	Njál’s	Saga	Center	was	hacked	in	the	name	of	
the	terrorist	organization	Islamic	State	(ISIS).57	This	followed	an	incident	in	October	2014,	when	ISNIC	
shut	down	a	website	that	appeared	to	be	run	by	ISIS.58

In	December	2013,	Iceland	experienced	its	most	serious	cyberattack	to	date,	when	a	Turkish	com-
puter	hacker	cracked	Vodafone’s	website.59	Since	June	2013,	the	Icelandic	National	CERT,	operating	
within	the	Post	and	Telecom	Administration	in	Iceland,	has	been	the	national	center	point	for	cyber-
security	incidents	and	participates	in	international	efforts	and	cooperation.60	

52	 	Nanna	Árnadóttir,	“Journalists:	DV	Insisted	On	Settling,”	The Reykjavik Grapevine,	December	6,	2014,	http://bit.ly/1HYGXfP.	
53	 	Alex	Hern,	“NSA	surveillance	hinders	Iceland’s	attempts	to	be	a	haven	for	free	speech,”	The Guardian,	November	19,	2013,	
http://bit.ly/1vR6s9M.	
54	 	Carly	Nyst,	“The	Five	Eyes	Fact	Sheet,”	Privacy	International,	November	26,	2013,	http://bit.ly/1LwbVOI.	
55	 	Electronic	Communications	Act	No.	81,	March	26,	2003,	http://bit.ly/1MF6rSA.	
56	 	Icelandic	Media	Initiative,	https://immi.is/index.php/projects/immi.
57	 	Eygló	Svala	Arnarsdóttir,	“IS	hacks	Iceland	Saga	Museum	Website,”	Iceland Review,	March	9,	2015,	http://bit.ly/1c3jheD.	
58	 	Eygló	Svala	Arnarsdóttir,	“IS	Terrorist	Organization	Picks	Icelandic	Domain.”		
59	 	Ingibjórg	Rósa	Bjórnsdóttir,	“Biggest	Cyber	Attack	in	Iceland,”	The Reykjavik Grapevine,	December	3,	2013,	http://bit.
ly/1zzxmep.	
60	 	Post	and	Telecom	Administration	in	Iceland,	http://bit.ly/LXusIn.	
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Key Developments: June 2014 – May 2015

•	 The Supreme Court struck down Section 66A of the IT Act in 2015, which had been 
the cause of several arrests for online speech, particularly on social media (see Legal 
Environment).

•	 Though the Supreme Court also upheld the IT Act’s Section 69A, which authorizes gov-
ernment blocking of online content, it did make the blocking process more transparent, 
and strengthened intermediary liability protection (see Blocking and Filtering and Con-
tent Removal).

•	 Website blocks ordered by the government or the courts temporarily affected entire plat-
forms, such as Vimeo or Google Docs (see Blocking and Filtering).

•	 In April 2015, over 1 million people rallied to protect net neutrality and prevent regulation 
allowing telecommunications providers to charge extra for select services (see Digital 
Activism). 

India
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 13 12

Limits on Content (0-35) 10 10

Violations of User Rights (0-40) 19 18

TOTAL* (0-100) 42 40

* 0=most free, 100=least free

Population:  1.29 billion

Internet Penetration 2014:  18 percent

Social Media/ICT Apps Blocked:  Yes

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Partly Free
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Introduction

The Bharatiya Janta Party (BJP) swept to electoral victory in 2014 under its leadership candidate Nar-
endra Modi, and the new government completed its first year in May 2015.1 In the reporting period, 
India maintained its position as the third largest internet consumer base after the United States and 
China, and saw positive developments in terms of the regulatory framework, declining detentions for 
online speech, and burgeoning digital access. However, increased website blocking and intimidation 
of internet users threatened to hamper India’s steadily improving internet freedom. 

A 2015 Supreme Court ruling dramatically impacted the regulatory framework governing the inter-
net. The Supreme Court struck down Section 66A of the Information Technology Act 2000 (IT Act), 
which was amended in 2008, and which provides a legal framework for internet use. The Section 
had resulted in several arrests of individuals for political or social content published on social media 
between 2012 and early 2015. The Supreme Court also clarified intermediary liability protections for 
technology companies. Although it upheld Section 69A of the IT Act, authorizing government block-
ing of online content, it did make the blocking process more transparent through its interpretation 
of the law. 

In the meantime, Indian law remains inadequate for the effective protection of privacy. Although a 
privacy bill is being drafted, reports indicate the law enforcement agencies are seeking to be exempt 
from the law, leaving its scope and effectiveness under question. There were no reported instances 
of unlawful surveillance in the present reporting period, although this may be due to the extreme 
opacity of the regulatory framework governing surveillance. News reports indicate that the govern-
ment is continuing to develop the Central Monitoring System, its ambitious nationwide mass surveil-
lance program directed at monitoring individuals’ digital communications. 

Obstacles to Access

Internet penetration in India continued to increase in 2015, with mobile penetration once again 
playing a critical role in improving access. Infrastructure continues to remain a significant barrier; 
however, various governmental and nongovernmental initiatives such as the Digital India Initiative 
have been introduced in 2015 to address the inadequacies. Only one significant ICT shutdown was 
observed on account of a riot, but was lifted after three days. The top 10 internet service provid-
ers (ISPs) continue to hold almost the entire market share, but strong competition among them 
continues. 

Availability and Ease of Access   

With more than 302 million subscribers,2 India has the third largest number of internet subscrib-

1  “Narendra Modi takes oath as India’s 15th Prime Minister,” Indian Express, May 26, 2014, http://indianexpress.com/article/
india/politics/live-narendra-modi-swearing-in-ceremony-today-may-26/. 
2  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. ii, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator-Reports-Mar12082015.pdf. 
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ers in the world after China and the United States.3 However, internet penetration remains low, 
reaching 24 percent in March 2015, up from 20 percent in June 2014.4

Mobile penetration was much higher, reaching 77 percent by March 2015,5 with more than 969 
million subscribers.6 Nearly 283 million of India’s total 302 million internet users were accessing 
the web through their mobile devices by March 2015.7 Wireless telephone access (through mo-
bile) in India represents almost 98 percent of all telephone services,8 and accounts for nearly 94 
percent of total internet access.9 India was ranked 113 out of 138 countries in terms of mobile 
broadband penetration by the Broadband Commission.10 

As of March 2015, there were nearly 16 million broadband subscribers, compared to just under 4 
million narrowband subscribers, both excluding mobile access.11 Narrowband internet users de-
clined from 76 percent of the total internet users, in March 2014, to about 67 percent by March 
2015.12 Despite overall growth, India still has one of the world’s lowest high speed broadband 
(faster than 10 Mbps) adoption rate, at less than 2 percent.13

The minimum speed required to qualify as broadband in India was raised to 512 kbps in 2012.14 
However, this is one of the lowest average broadband speeds in Asia and remains below the 
global average speed of 5 Mbps.15 Akamai’s State of Internet report ranked India 115 out of 135 
countries, measuring average speed at 2.3 Mbps.16

The Global Information Technology Report 2015 ranked India first out of 143 countries for af-
fordable internet access,17 with per minute cellular and fixed broadband tariffs among the lowest 

3  Michael Froman, “2015 Special 301 Report”, United States Trade Representative, April 2015, p. 47, https://ustr.gov/sites/
default/files/2015-Special-301-Report-FINAL.pdf [Discuss]. 
4  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. ii. 
5  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. i. 
6  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. i. 
7  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. i. 
8  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. i. 
9  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. ii. 
10  Broadband Commission, The State of Broadband 2014: Broadband for All, September 2014, p. 99,http://www.
broadbandcommission.org/documents/reports/bb-annualreport2014.pdf (2013 figure).
11  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. 28. 
12  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. 28. 
13  Akamai, The State of the Internet, Q1, 2015 Report, Vol. 8 No. 1, May 2015, p. 31, https://www.stateoftheinternet.com/
downloads/pdfs/2015-q1-state-of-the-internet-report.pdf. 
14  Telecom Regulatory Authority of India, “TRAI’s Recommendations on the National Broadband Plan”, May 4, 2011, http://
www.trai.gov.in/WriteReadData/Recommendation/Documents/Reply_DOT_Broadband_modified[1].pdf.
15  Akamai, The State of the Internet, Q1, 2015 Report, Vol. 8 No. 1, May 2015, p. 12. 
16  Akamai, The State of the Internet, Q1, 2015 Report, Vol. 8 No. 1, May 2015, p. 30. 
17  Beñat Bilbao-Osorio, SoumitraDutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2015, World 
Economic Forum and INSEAD, p. 172, http://www3.weforum.org/docs/WEF_Global_IT_Report_2015.pdf. 
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in the world.18 The average monthly subscription is Rs. 864.50 (US$13).19 However, inadequate 
infrastructure remains an obstacle to access. The Global Competitiveness Index 2014-15 ranked 
India 87 out of 147 countries for infrastructure, displaying a steady downward move from 85 out 
of 148 in the previous year.20 India ranked a low 103 for electricity supply;21 and 115 for techno-
logical readiness, the capacity of a country to fully leverage ICTs in daily activities.22 

In 2014, less than 20 percent of Indian schools had a computer; of those, less than a third were 
connected to the internet, and children were actually using them in only 7 percent of schools.23 
Roughly 17 percent of villages in India have internet cafes.24 Kerala, historically an educationally 
advanced state, has internet cafes in 97 percent of villages. Yet, even in Kerala, more than half 
the households do not have a family member who knows how to operate a computer.25 Other 
geographically remote states such as Meghalaya, Arunachal Pradesh, Nagaland and Mizoram in 
India’s north-east, have internet cafes in less than 10 percent of villages, far below the national 
average.26 However, a 2013 industry-authored report indicated that Community Service Centres 
(CSCs) and Cyber Cafes provided internet access to 40 percent of the population.27 CSCs aim to 
bring e-services to every part of the country and thereby allow all citizens to access a variety 
of e-content. There has been a substantial 40 percent increase in their number since they were 
rolled out in May 2012.28 The government had established over 130,000 CSCs by 2014,29 with a 
goal of reaching 250,000 villages by 2017.30 In December 2014, news reports announced gov-
ernment plans to provide free public Wi-Fi zones,31 targeting 25 top cities by population.32 Some 
public Wi-Fi zones have already been established in places like Delhi, Ahmedabad, Bangalore 
and Patna.33

The government launched the Digital India campaign in August 2014,34 co-ordinated by the 
Department of Telecom (DoT) and the Department of Electronics and Information Technology 

18  Beñat Bilbao-Osorio, SoumitraDutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2015, World Economic 
Forum and INSEAD, p. 172. 
19  Beñat Bilbao-Osorio, SoumitraDutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2015, World Economic 
Forum and INSEAD, p. 172. 
20  Klaus Schwab, The Global Competitiveness Report 2014–2015: Full Data Edition, World Economic Forum, p. 29, http://
www3.weforum.org/docs/WEF_GlobalCompetitivenessReport_2014-15.pdf. 
21  Klaus Schwab, The Global Competitiveness Report 2014–2015: Full Data Edition, World Economic Forum, p. 213. 
22  Klaus Schwab, The Global Competitiveness Report 2014–2015: Full Data Edition, World Economic Forum, p. 8.
23  Annual Status of Education Report, Annual Status of Education Report (Rural) 2014 Provisional, January 2015, p. 83, http://
img.asercentre.org/docs/Publications/ASER%20Reports/ASER%202014/fullaser2014mainreport_1.pdf. [Data collected from over 
560 districts after surveying 650000 children]
24  Annual Status of Education Report, Annual Status of Education Report (Rural) 2014 Provisional, January 2015, p. 307. 
25  Annual Status of Education Report, Annual Status of Education Report (Rural) 2014 Provisional, January 2015, p. 307. 
26  Annual Status of Education Report, Annual Status of Education Report (Rural) 2014 Provisional, January 2015, p. 307. 
27  IMRB-INT, IAMAI Internet in India 2013, June 2013, p. 13, http://www.imrbint.com/downloads/Report-BB55685%20
IAMAI%20ICUBE_2013-Urban+Rural-C1.pdf.
28  IMRB-INT, IAMAI Internet in India 2013, June 2013, p. 14. 
29  Common Services Centres Scheme (CSC), Department of Electronics and Information Technology (DeitY), http://csc.gov.in.
30  Saritha Rai, “India Wants to Build Massive Digital Infrastructure to Cover 800 Million Rural Citizens by 2019”, Forbes Asia, 
September 18, 2014, http://www.forbes.com/sites/saritharai/2014/09/18/india-wants-to-build-massive-digital-infrastructure-to-
cover-800-million-rural-citizens-by-2019/; Digital India, DeitY, http://deity.gov.in/sites/upload_files/dit/files/Digital%20India.pdf. 
31  Digital India, DeitY, http://deity.gov.in/sites/upload_files/dit/files/Digital%20India.pdf.
32  AnirudhVohra, “Free Wi-Fi: Digital Dilemma”, The Financial Express, February 21, 2015, http://www.financialexpress.com/
article/economy/free-wi-fi-digital-dilemma/45804/. 
33  “25 Indian cities to get free public Wi-Fi by June 2015”, India Today, December 17, 2014, http://indiatoday.intoday.in/
technology/story/25-indian-cities-to-get-free-public-wi-fi-by-june-2015/1/407214.html.
34  “Digital India – A programme to transform India into digital empowered society and knowledge economy”, August 20, 
2014, http://pib.nic.in/newsite/erelease.aspx?relid=108926. 
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(DeitY), and to be implemented by 2018.35 It aims to connect India’s Gram Panchayats, institu-
tions of self-government for rural areas,36 via fibre-optic cables,37 ensuring universal broadband 
access with accompanying e-literacy programs. These infrastructure projects will also ameliorate 
the rural-urban divide. As part of its Digital India programme, the government has proposed to 
use satellites, balloons, or drones to push faster digital connections to remote parts of the coun-
try by March 2017.38 The government is planning to increase broadband penetration in smaller 
towns and rural areas through Multiple System Operators (MSOs), which include cable TV ser-
vices, since such platforms already have last-mile connectivity in such areas.39

Other non-governmental efforts at improving accessibility include Facebook’s Internet.org, in 
collaboration with Reliance Communications, to bring free access to a number of websites for 
subscribers,40 especially those who cannot afford data plans.41 However, the project came under 
extensive public criticism and several collaborators withdrew from the project (see Limits on 
Content). 

Language continues to remain a barrier. Only about 12 percent of the population speaks En-
glish,42 yet more than half the content available is in English, according to one study,43  and more 
than 100 languages remain unrepresented online.44 At the same time, the number of local lan-
guage users is growing at 47 percent year-on-year rate, with nearly 127 million local language 
users on the internet by 2014.45 Unsurprisingly, 42 percent of India’s internet users prefer to 
access content in their local language.46 Google’s Indian language Internet Alliance seeks to link 
all local language content available to a single platform,47 making it easier for consumers to 
navigate and making the content more visible.48 Critics fear this will divert traffic away from the 

35  Digital India, DeitY,
36 http://deity.gov.in/sites/upload_files/dit/files/Digital%20India.pdf. Constitution of India, Article 243(d). 
37  National Optic Fibre Network (NOFN), Bharat Broadband Network Limited, http://www.bbnl.nic.in/content/page/national-
optical-fibre-networknofn.php. 
38  “Centre ready to use satellites, drones to connect to rural India: Ravi Shankar Prasad”, Economic Times, February 4, 2015, 
http://articles.economictimes.indiatimes.com/2015-02-04/news/58795885_1_digital-india-ravi-shankar-prasad-pilot-project. 
39  “DoT to provide internet via MSOs, cable operators”, Times of India, February 16, 2015, http://timesofindia.indiatimes.com/
tech/tech-news/DoT-to-provide-internet-via-MSOs-cable-operators/articleshow/46261597.cms. 
40 About, Internet.org by Facebook, http://www.internet.org/about.
41  Rishi Alwani, “Facebook’s Internet.org comes to India: Everything you need to know”, February 11, 2015, http://gadgets.
ndtv.com/internet/features/facebooks-internetorg-comes-to-india-everything-you-need-to-know-659505; Aman Shah, 

“Facebook launches free mobile Internet service in India”, Reuters, February 10, 2015, http://in.reuters.com/article/2015/02/10/
facebook-india-internet-idINKBN0LE0JE20150210. 
42  IMRB-INT, IAMAI Internet in India 2014, October 2014, p. 14; “Local language content to boost India’s internet penetration: 
IAMAI”, August 4, 2015,http://timesofindia.indiatimes.com/tech/tech-news/Local-language-content-to-boost-Indias-internet-
penetration-IAMAI/articleshow/48346892.cms.
43  Usage of Content Languages for Websites, W3Techs, http://w3techs.com/technologies; http://w3techs.com/technologies/
overview/content_language/all.
44  “Speakers’ strength of languages and mother tongues”, 2001 Census of India, http://www.censusindia.gov.in/Census_
Data_2001/Census_Data_Online/Language/Statement1.aspx; IMRB-INT, IAMAI Internet in India 2013, June 2013, pp. 15-16.  
45  IMRB-INT, IAMAI Internet in India 2014, October 2014, p. 14; “Local language content to boost India’s internet penetration: 
IAMAI”, Times of India, August 4, 2015, http://timesofindia.indiatimes.com/tech/tech-news/Local-language-content-to-boost-
Indias-internet-penetration-IAMAI/articleshow/48346892.cms 
46  IMRB-INT, IAMAI Internet in India 2013, June 2013, p. 14, http://www.imrbint.com/downloads/Report-BB55685%20
IAMAI%20ICUBE_2013-Urban+Rural-C1.pdf.
47  “Google will Destroy Local Newspapers with Indian language Internet Alliance”, Firstpost, November 3, 2014, http://
www.firstpost.com/business/corporate-business/google-will-destroy-local-newspapers-with-indian-language-internet-
alliance-1995349.html; Nandagopal Rajan, “Big Boost for Hindi as Google Ropes in partners for Indian Language Internet 
Alliance”, Indian Express, November 4, 2014, http://indianexpress.com/article/technology/technology-others/google-kickstarts-
indian-language-internet-alliance-focus-first-on-hindi/. 
48  “Google will Destroy Local Newspapers with Indian language Internet Alliance”, Firstpost, November 3, 2014, http://
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original pages, resulting in loss of revenue and readership.49 Locally, the IAMAI has sought gov-
ernment incentives to boost local language content development.50 On December 25, 2014, the 
National Internet Exchange of India (NIXI), which operates and manages Indian domain names, 
launched the Dot Bharat domain under which URLs will now be available in local languages.51

Studies have shown that economic and social conditions result in barriers to internet access for 
women. While there are almost 37 million active male internet users in India, there are only 21 
million active female users.52 According to a study conducted by Google, women form only a 
third of India’s online population and almost half the country’s women do not see any benefit to 
access.53 

Restrictions on Connectivity  

The Indian government does not routinely block the protocols or tools that allow for instant, per-
son-to-person communication, though it sometimes limits ICT connectivity and usage during times 
of unrest. In September 2014 in Vadodara, an image widely circulated on Facebook was considered 
offensive to Islam by a number of Muslims, and as a result, led to clashes between Hindus and Mus-
lims. When two persons were stabbed, the city police ordered mobile service providers to block 2G, 
3G, SMS and MMS services for 3 days. Although wireline Internet access was not affected,54 pre-paid 
mobile SIM card sales were also temporarily halted.55 Service was restored after three days.56

Submarine cables connect India to the global internet. Ten are consortium owned; the rest are pri-
vate.57 These undersea cables are mainstays of mobile and internet communications and any dam-
age to them leads to service disruptions. In February 2015, when two such cables – TGN and IMEWE 

www.firstpost.com/business/corporate-business/google-will-destroy-local-newspapers-with-indian-language-internet-
alliance-1995349.html; Nandagopal Rajan, “Big Boost for Hindi as Google Ropes in partners for Indian Language Internet 
Alliance”, Indian Express, November 4, 2014, http://indianexpress.com/article/technology/technology-others/google-kickstarts-
indian-language-internet-alliance-focus-first-on-hindi/.
49  “Google will Destroy Local Newspapers with Indian language Internet Alliance”, Firstpost, November 3, 2014, http://
www.firstpost.com/business/corporate-business/google-will-destroy-local-newspapers-with-indian-language-internet-
alliance-1995349.html; NandagopalRajan, “Big Boost for Hindi as Google Ropes in partners for Indian Language Internet 
Alliance”, Indian Express, November 4, 2014, http://indianexpress.com/article/technology/technology-others/google-kickstarts-
indian-language-internet-alliance-focus-first-on-hindi/.
50  “Union Budget should promote entrepreneurship: IAMAI”, February 3, 2015, http://iamai.in/PRelease_detail.
aspx?nid=3535&NMonth=2&NYear=2015. 
51 Anoop Verma, “Internet domain names in Indian languages”, Financial Express, February 2, 2015, http://computer.
financialexpress.com/magazine/internet-domain-names-in-indian-languages/8613/.
52  IMRB-INT, IAMAI Internet in India 2014, October 2014, p. 8.
53  IANS, “49 percent Indian women see no reason to use internet: Survey”, Times of India, May 21, 2015, http://timesofindia.
indiatimes.com/tech/tech-news/49-Indian-women-see-no-reason-to-use-internet-Survey/articleshow/47371439.cms. 
54  Mahesh Raja & M Rajendra, “Vadodara tense, mobile data services suspended”, Hindustan Times, September 28, 2014, 
http://www.hindustantimes.com/india-news/communal-unrest-in-vadodara-internet-banned/article1-1269051.aspx; “Internet 
services blocked in Vadodara after riots”, Times of India, September 28, 2014, http://timesofindia.indiatimes.com/city/vadodara/
Internet-services-blocked-in-Vadodara-after-riots/articleshow/43674499.cms.  
55  Mahesh Raja & M Rajendra, “Vadodara tense, mobile data services suspended”, Hindustan Times, September 28, 2014, 
http://www.hindustantimes.com/india-news/communal-unrest-in-vadodara-internet-banned/article1-1269051.aspx.
56  Mahesh Raja & M Rajendra, “Vadodara tense, mobile data services suspended”, Hindustan Times, September 28, 2014, 
http://www.hindustantimes.com/india-news/communal-unrest-in-vadodara-internet-banned/article1-1269051.aspx; “Internet 
services blocked in Vadodara after riots”, Times of India, September 28, 2014, http://timesofindia.indiatimes.com/city/vadodara/
Internet-services-blocked-in-Vadodara-after-riots/articleshow/43674499.cms. 
57   The ten are: SeameWe-3; SeaMeWe-4; SeaMeWe-5; Asia-Africa Europe-1; Bay of Bengal Gateway; SAFE; Bharat Lanka 
Cable System; SEACOM/Tata TGN-Eurasia; IMEWE; and Europe India Gateway. See Submarine Cable Map, TeleGeography, http://
www.submarinecablemap.com/#/country/india. 
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–experienced faults, users reported being unable to access overseas platforms such as Twitter or Hot-
mail accounts via mobile, but the services were fully restored in the following two weeks.58

There are 10 cable landing stations in India – four in Mumbai, three in Chennai, and one each in 
Digha, Kochi and Tuticorin.59 While BSNL, the government-owned telecom operator, owns two of 
these stations, the rest are all privately owned. Tata Communications, which is the world’s largest 
owner and operator of fiber network,60 and Bharti Airtel, both of which are also major telecom op-
erators, own three stations each.61 These cable-landing stations, where submarine cables meet the 
mainland, often impose hefty fees on ISPs; however, lower charges came into effect in 2013.62

Over 80 percent of telecommunications towers are privately owned.63 Market share was split be-
tween Indus Towers, a joint venture between Bharti Airtel, Vodafone, and Idea Cellular (32 percent); 
BSNL (15 percent); and Reliance Infratel (15 percent), according to 2011 figures.64 Bharti Infratel, a 
subsidiary of Bharti, is one of the largest tower infrastructure providers.65

ICT Market 

There are 129 operational ISPs in India.66 While there is no monopoly, the top 10 ISPs control almost 
98 percent of the market.67 Bharti holds the highest market share, worth 25 percent, followed by 
Vodafone (21 percent). BSNL, Idea and Reliance have around 10 percent market share each. There 
are 13 mobile operators, with Bharti controlling 23 percent of the market,68 followed closely by 
Vodafone (19 percent), Idea (16 percent) and Reliance (11 percent).69

The universal license framework, for which guidelines were published in November 2014,70 re-
duced the legal and regulatory obstacles for companies by combining mobile phone and ISP 
licenses, instead of requiring separate licenses for each sector. Licensees must now pay high one-

58  NandagopalRajan, “Cable Trouble hits Twitter, other mobile services”, The Indian Express, February 19, 2015, http://
indianexpress.com/article/technology/technology-others/cable-trouble-hits-twitter-other-mobile-services/.
59  India, Submarine Cable Networks, http://www.submarinenetworks.com/stations/asia/india.
60  “Tata Communications Invests in Seaborn Networks’ Undersea Cable”, NDTV Gadgets, January 19, 2015, http://gadgets.
ndtv.com/internet/news/tata-communications-invests-in-seaborn-networks-undersea-cable-650955.
61   India, Submarine Cable Networks, http://www.submarinenetworks.com/stations/asia/india.
62  Ministry of Communication and Information Technology, “TRAI Specifies Access Facilitation Charges for Submarine Cable 
Landing Stations”, December 21, 2012, http://pib.nic.in/newsite/erelease.aspx?relid=91106 
63  “Indian Telecom Tower Industry: Consolidation Round the Corner”, ICRA, February 2011, available at: http://www.icra.in/
Files/ticker/Telecom%20_notel.pdf 
64  “Indian Telecom Tower Industry: Consolidation Round the Corner”, ICRA, February 2011, available at: http://www.icra.in/
Files/ticker/Telecom%20_notel.pdf 
65  “Bharti and Reliance Jio announce comprehensive telecom infrastructure sharing arrangement”, December 10, 2013,http://
www.airtel.in/about-bharti/media-centre/bharti-airtel-news/corporate/bharti-and-reliance-jio-announce-comprehensive-
telecom-infrastructure-sharing-arrangement. 
66  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. 99, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator-Reports-Mar12082015.pdf..
67  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. 30, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator-Reports-Mar12082015.pdf. 
68  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. 12, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator-Reports-Mar12082015.pdf.
69  Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2015, August 
12, 2015, p. 12, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator-Reports-Mar12082015.pdf.
70  Guidelines for Grant of Unified License, Department of Telecommunications, November 13, 2014, http://www.dot.gov.in/
sites/default/files/Amended%20UL%20Guidelines%2013112014.PDF. Guidelines and General Information for grant of licence 
for operating internet services, 24 August 2007, available at: http://www.dot.gov.in/data-services/internet-services.
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time entry fees, a performance bank guarantee, and annual license fees adjusted for revenue.71 
The performance bank guarantee is intended to ensure performance under the license agree-
ment, including compliance with instructions issued by the licensor.72

In 2011, the Indian government introduced rules under Section 79 of the IT Act requiring cybercafes 
to obtain a government-issued ID number in addition to a license, as well as to register and monitor 
customers.73 Critics said the rules were “poorly framed,”74 but penalties for noncompliance are un-
clear, and enforcement has reportedly been patchy. (CSCs are exempt, and operate under separate 
guidelines.75)

Regulatory Bodies 

The principal institution in India for the ICT sector is the Ministry of Communications and Informa-
tion Technology.76 It consists of two departments – the Department of Electronics and Information 
Technology (DeitY) and the Department of Telecommunications (DoT). DoT manages the overall 
development of the telecommunications sector, licenses internet and mobile service providers, and 
manages spectrum allocation;77 DeitY formulates policy relating to information technology, electron-
ics, and the internet.78 Internet protocol (IP) addresses are regulated by the Indian Registry for Inter-
net Names and Numbers (IRINN).79 Since 2005, the registry has functioned as an autonomous body 
within the not-for-profit National Internet Exchange of India.80

The Telecom Regulatory Authority of India (TRAI), an independent regulator, was created in 1997 
to regulate the telecom, broadcasting, and cable TV sectors.81 The Telecom Regulatory Authority 
of India Act mandates transparency in the exercise of its operations, which include monitoring li-

71  Draft License Agreement for Unified License, Department of Telecommunications, Ministry of Communications and IT, 
page 22, available at: http://dot.gov.in/sites/default/files/Unified%20Licence_0.pdf.Guidelines and General Information for grant 
of licence for operating internet services, 24 August 2007, available at: http://www.dot.gov.in/data-services/internet-services; 
Guidelines and General Information for grant of licence for operating internet services, 24 August 2007, available at: http://
www.dot.gov.in/data-services/internet-services; The TRAI has recommended steps so as to incentivise telecom operators to 
expand operations by suggesting that revenue generated by these companies from their non-telecom activities be excluded 
while calculating their AGR. This would help to reduce the revenue share that these companies would have to pay to the 
government as well as reduce their license fees and spectrum charges. Shauvik Ghosh, Trai recommends non-telecom activity 
be excluded from AGR, Live Mint, 7 January 2015, available at: http://www.livemint.com/Industry/7ivGrxiayiOsumswo1KMlN/
Trai-recommends-nontelecom-activity-be-excluded-from-AGR.html. 
72  Draft License Agreement for Unified License, Department of Telecommunications, Ministry of Communications and IT, 
page 22, available at: http://dot.gov.in/sites/default/files/Unified%20Licence_0.pdf. 
73  Department of Information Technology, Information Technology (Guidelines for Cyber Cafe) Rules, 2011, http://deity.gov.
in/sites/upload_files/dit/files/GSR315E_10511(1).pdf; Notification, Ministry of Communications and Information Technology, 
March 16, 2012, http://deity.gov.in/sites/upload_files/dit/files/GSR153E_242012.pdf 
74  Bhairav Acharya, “Comments on the Information Technology (Guidelines for Cyber Cafe) Rules, 2011”, Center for 
Information and Society, March 31, 2013, http://bit.ly/13KCBY5. 
75  Department of Information Technology, Guidelines for the Implementation of the Common Service Centre Scheme in 
States, October 9, 2006, http://deity.gov.in/sites/upload_files/dit/files/downloads/policiesandguidelines/csc/cscguidelines.pdf.
76  Organizational Structure, Department of Telecommunications, Ministry of Communications & IT, Government of India, 
http://www.dot.gov.in/about-us/organizational-structure; Organization Chart, DeitY, Ministry of Communications & IT, 
Government of India, http://deity.gov.in/content/organization-chart.
77  Profile, Department of Telecommunications, Ministry of Communications & IT, Government of India, http://www.dot.gov.in/
about-us/profile. 
78  Functions of Department of Electronics and Information Technology, Ministry of Communications & IT, Government of 
India, http://deity.gov.in/content/functions-deit. 
79  IRINN, IRINN Policy Version 1.1,  http://www.irinn.in/pages/static/IRINN_V1.pdf. 
80  About Us, Indian Registry for Internet Names and Numbers, http://www.irinn.in/pages/static/about_us.html.
81  History, Telecom Regulatory Authority of India, http://www.trai.gov.in/Content/History.aspx.
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censing terms, compliance, and service quality.82 Its reports are published online, usually preceded 
by a multi-stakeholder consultation.83 A 2000 amendment to the Act established a three-member 
Telecommunications Dispute Settlement and Appellate Tribunal chaired by a former senior judge.84 
The TRAI, which criticized government departments in 2013, is perceived to be largely free of official 
influence.85 Yet appointment and salary decisions for members remain in the hands of the central 
government. Further, while the TRAI Act initially barred members who had previously held central 
or state government office, amendments in 2014 diluted that prohibition, allowing them to join the 
regulator two years after resigning that position, or earlier with permission from the central govern-
ment. Members may undertake commercial employment, except with telecom service providers.86

TRAI opinions, however, are generally perceived as independent. During the coverage period, for 
instance, its pricing recommendations for the 2100 MHz band spectrum auctions were repeatedly 
rejected by the DoT.87

Limits on Content

Content blocking increased during the coverage period with various instances of overbroad blocking 
and copyright restrictions. The constitutionality of Section 69A of the IT Act was upheld before the Su-
preme Court of India, but additional safeguards were interpreted. The intermediary liability guidelines 
issued under the IT Act, creating a notice and takedown system, were limited to exclude  requirements 
for companies to respond to takedowns in case of user complaints. There was a significant increase in 
digital mobilization, especially on the issue of net neutrality. 

Blocking and Filtering 

Blocking of websites takes place under Section 69A of the IT Act, and a 2009 secondary legislation 
called the Information Technology (Procedure and Safeguards for Blocking for Access of Information 
by Public) Rules (“Blocking Rules”). The Blocking Rules empower the central government to direct 
any agency or intermediary to block access to information when satisfied that it is “necessary or ex-
pedient so to do” in the interest of the “sovereignty and integrity of India, defense of India, security 
of the state, friendly relations with foreign states or public order or for preventing incitement to the 

82  Section 11(4), The Telecom Regulatory Authority of India Act, 1997; Snehashish Ghosh, “The Telecom Regulatory Authority 
of India Act, 1997”, The Centre for internet & society, March 15, 2013, http://cis-india.org/telecom/resources/trai-act-1997. 
83  “DTH operators should provide inter-operability of STBs, says TRAI Chairman”, The Economic Times, December 10, 2013, 
http://articles.economictimes.indiatimes.com/2013-12-10/news/45035128_1_dth-operators-dth-licence-dth-service-providers; 
TRAI released the draft of: ‘The Telecom Commercial Communications Customer Preference (Fifteenth Amendment) Regulations, 
2014’ for comments from the Stakeholders, January 29, 2014, http://www.trai.gov.in/WriteReaddata/ConsultationPaper/
Document/draftTCCCP%2015%20AMEND%202014final.pdf.  
84  Section 14, The Telecom Regulatory Authority of India Act, 1997; The tribunal was empowered to adjudicate between the 
licensor (DoT) and the licensee; between two or more service providers; between a service provider and a group of consumers; 
and to hear appeals against TRAI decisions.
85  “Trai wants Auction of 3G Spectrum After Formation of New Govt”, The Indian Express, February 12, 2014, http://archive.
indianexpress.com/news/trai-wants-auction-of-3g-spectrum-after-formation-of-new-govt/1225198/. 
86  Amendment to the TRAI Act, 1997, http://www.prsindia.org/uploads/media/Recent%20Acts/Telecom%20Regulatory%20
Act,%202014.pdf.
87  Recommendations On Valuation and Reserve Price of Spectrum: 2100 MHz Band, TRAI, January 15, 2015, http://www.trai.
gov.in/WriteReadData/Recommendation/Documents/Final%20Response%20Dated%2015.01.2015.pdf;“Telecom Commission 
fixes 2,100-MHz base price at Rs 3,705 cr”, Business Standard, January 20, 2015, http://www.business-standard.com/article/
economy-policy/spectrum-auction-telecom-commission-clears-rs-3700-cr-base-price-for-2-100-mhz-115011900345_1.html.
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commission of any cognizable offence relating to above.”88 Intermediaries failing to comply are pun-
ishable with fines and prison terms up to seven years.89

The Blocking Rules apply to orders issued by government agencies, who must appoint a “nodal offi-
cer” to send in requests and demonstrate that they are necessary or expedient under Section 69A.90 
Those requests are reviewed by a committee which includes senior representatives of the law, home 
affairs, and information ministries, and the nodal agency for cyber security, the Indian Computer 
Emergency Response Team (CERT-IN).91 The “designated officer,” who chairs the committee, issues 
approved orders to service providers; the committee must also notify the source or intermediary 
hosting the content, who may respond to defend it within 48 hours.92 In emergencies and upon writ-
ten recommendations from the designated officer, the secretary of DEITY may issue blocking orders 
directly, but the content must be unblocked if the designated officer does not obtain the review 
committee’s approval within 48 hours.93

Indian courts can order content blocks without government approval. The designated officer is re-
quired to implement the court order after submitting it to the secretary of DEITY. Court orders can 
be challenged in a higher court, but internet users are not consistently notified of their implemen-
tation.94 ISPs are not legally required to inform the public of blocks and the Blocking Rules mandate 
that executive blocking orders be kept confidential.95 A 2014 transparency report issued by Verizon 
stated that the Indian government required the company to block access to websites, but that it was 
precluded by law from identifying how many blocking requests were received.96

The 2011 cybercafe rules stated that cybercafes “may” install commercial filtering software “to avoid 
access to the websites relating to pornography, obscenity, terrorism and other objectionable materi-
als.”97 It is not clear how many complied. 

In the landmark Shreya Singhal case decided by the Supreme Court during the coverage period, the 
petitioners challenged the constitutionality of Section 69A, citing opaque procedure among other 
issues.98 However, on March 24, 2015, in the judgment of Shreya Singhal v. Union of India,99 the Su-
preme Court upheld Section 69A and the Blocking Rules, saying safeguards within the section were 
adequate, narrowly constructed, and not in contravention of the provisions of the Constitution of In-
dia.100 At the same time, the court read the Blocking Rules to include both the right to be heard and 
the right to appeal, changing the way Section 69A has been interpreted. It is now clear that blocking 
orders must provide a written explanation, allowing them to be challenged by writ petition, and that 
reasonable efforts must be made to contact the originator of the content for a pre-decisional hear-

88  Section 69A(1), The Information Technology Act, 2008.
89  Section 69A(3), The Information Technology Act, 2008.
90  Rule 6, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.
91  Members must be of the rank of joint secretary or above, see Rule 7, Information Technology (Procedure and Safeguards 
for Blocking for Access of Information by Public) Rules, 2009.
92  Rule 8, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.
93  Rule 9, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.
94  Melody Patry, “Index on censorship digital freedom India: Digital freedom under threat?”,Xindex, November 2013,  p. 9, 
http://www.indexoncensorship.org/2013/11/india-online-report-freedom-expression-digital-freedom-1/ 
95  Rule 16, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009
96  “Verizon Releases Transparency Report”, January 22, 2014, http://newscenter.verizon.com/corporate/news-
articles/2014/01-22-verizon-releases-transparency-report/ 
97  Rule 6(5),  Information Technology (Guidelines for Cyber Cafe) Rules, 2011.
98  Common Cause v. Union of India [W.P.(C) No. 21 of 2013]; PUCL v. Union of India [W.P.(Crl) No. 199 of 2013] 
99  (2015) 5 SCC 1.
100  [W.P. (Crl).No.167 of 2012]
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ing before the blocking order is issued.101 However, given that the Blocking Rules require strict confi-
dentiality to be maintained regarding the requests received, as well as the actions taken,102 it remains 
to be seen how and whether the judgment will be effectively implemented.103

Implementation of blocks appears to depend on the technological capacity of ISPs.  In 2013, Citizen 
Lab reported 90 instances of PacketShaper technology being used in India, 53 on public networks.104 
PacketShaper can delay some or all packets carrying specific information,105 so that users seeking to 
access it experience unreliable service.106 On May 12, 2015, when the DoT ordered ISPs to block URLs 
advertising unlicensed taxi services like Uber, ISPs blocked two sites but said they lacked the ability 
to block others which were using HTTPS encryption.107  Separately in 2015, the state-owned BSNL 
stated that the Broadband Network (BBNW) Circle, established in 1988 to handle data services,108 has 
the capability to block entire websites only, not individual pages.109

The number of blocked URLs increased during this reporting period, according to public informa-
tion. Some of that information was contradictory. In a submission before the Supreme Court, the 
government said 2,455 URLs were blocked from January through December 6, 2014, of which 2,162 
were blocked by court order and 293 through the committee constituted under Section 69A.110 Sep-
arately, in April 2015, the Minister for Communication and Information Technology told parliament 
that 2,091 URLs were blocked by court order in 2014 and another 143 between January 1, 2015 and 
March 31.111 A total of 255 URLs were blocked in 2014 under Section 69A through the committee, 
and none between January and March 31, 2015, according to the minister. While the reason for the 
different figures is unclear, however, the number of URLs affected is clearly rising. In 2014, the gov-
ernment said 1,299 URLs were blocked in compliance with court orders between January 2013 and 
January 31, 2014; and a further 62 URLs were blocked following the committee’s review.112 (A single 
court order can block multiple URLs or domain names. For example, in reply to a Right to Informa-

101  Chinmayi Arun, “The Case of the Online Intermediary,” April 7, 2015, The Hindu, http://www.thehindu.com/opinion/op-ed/
shreya-singhal-case-of-the-online-intermediary/article7074431.ece.
102  Rule 16, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.
103  Chinmayi Arun, “The Case of the Online Intermediary,” April 7, 2015, The Hindu, http://www.thehindu.com/opinion/op-ed/
shreya-singhal-case-of-the-online-intermediary/article7074431.ece.
104  “Some Devices Wander by Mistake: Planet Blue Coat Redux”, Available as part of data set for Morgan Marquis-Boire, 
Collin Anderson, JakubDalek, Sarah McKune, and John Scott-Railton, , July 9, 2013. The data set may be accessed at https://
docs.google.com/spreadsheet/pub?key=0AtJqKcMmUwTKdEMxMDk4VV80em1mclRqVzFDeGN5VEE&output=html 
105  Traffic Shaping, http://searchnetworking.techtarget.com/definition/traffic-shaping 
106  T. Ramachandran, “Indian ISPs too resorting to censorship,” The Hindu, February 9, 2013, http://www.thehindu.com/
todays-paper/tp-national/indian-isps-too-resorting-to-censorship/article4395907.ece.
107  Anandita Singh Mankotia&Deepali Gupta, “Internet companies to write to DoT on their inability to block websites of 
Uber & Ola,” May 15, 2015, The Economic Times, http://articles.economictimes.indiatimes.com/2015-05-15/news/62192113_1_
telecom-department-websites-ispai. 
108  “Broadband Network Circle: About Us,” http://www.bsnl.co.in/opencms/bsnl/BSNL/circleweb/DataNetworks/About_
Us.html
109  Reply to the RTI Application filed by Shagun Belwal at Software Freedom Law Centre, Delhi to Bharat Sanchar Nigam 
Limited, March 25, 2015 available at: http://sflc.in/wp-content/uploads/2015/05/RTIBSNL.pdf 
110  Submission by the Union of India in the matter of PUCL v. Union of India W.P.(Crl) No. 199 of 2013. (On record with the 
authors).
111  Sarvjeet Singh, “Government’s Response to Fundamental Questions Regarding the Internet in India,” CCG Blog, April 
24, 2015, https://ccgnludelhi.wordpress.com/2015/04/24/governments-response-to-fundamental-questions-regarding-the-
internet-in-india/.
112  Ministry of Communication and Information Technology, “Objectionable Contents on Websites,” Question No. 318, 
February 12, 2014, http://164.100.47.132/LssNew/psearch/QResult15.aspx?qref=151935  ; See PTI, “Govt asks social networking 
sites to block 1,299 URLs”, The Mint ,February 12, 2014, http://www.livemint.com/Politics/xtpjfYq0UoSx6haja5alkK/Govt-asks-
social-networking-sites-to-block-1299-URLs.html 
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tion request, DEITY said the information ministry received a total of 130 court orders to block web 
content between February 2009 and December 2013.113)

In most cases, the content targeted through these orders is not known. However, there were multi-
ple reports of overbroad blocks affecting legitimate online activity. 

•	 On December 17, 2014, DeitY blocked 32 websites based on a court order for “spreading 
anti-India messages by the ISIS terrorist group.”114 The blocks affected large platforms 
including Archives.org, Dailymotion, Vimeo, and Github, among others. Weebly, Vimeo, 
Github and Dailymotion were unblocked on December 31,115 but others remained blocked 
till January 9 2015.116 The government temporarily blocked the image sharing platform 
Imgur around the same time, but the reason remains unknown.117 

•	 In the aftermath of the attack on the satirical magazine Charlie Hebdo in Paris, the social 
media watch cell of the Mumbai Police intelligence went through potentially harmful posts 
on a popular social networking website and stated that they had blocked three to four 
posts carrying objectionable content.118 Although one newspaper said that over 650 pages 
or posts were blocked, the Mumbai police denied this.119

•	 On June 23, 2014 the Delhi High court issued an order to block nearly 500 websites if they 
were found to be broadcasting the FIFA World Cup,120 whose exclusive broadcast rights 
were held by Multi Screen Media.121 The court revised the order in response to objections 
from the opposing counsels that the list was overbroad, including the URL for Google Docs, 

113  Reply to the RTI Application filed by Sarvjeet Singh at Centre for Communication Governance at National Law University, 
Delhi to the Department of Electronics and Information Technology, E-Security Division, March 25, 2014 (On record with the 
authors).
114  DevjyotGhoshal and SaptrishiDutta, “A threat From ISIL prompted India to block Github and 31 other sites,” Quartz, 
December 31, 2014, http://qz.com/319866/a-threat-from-isis-prompts-india-to-block-github-and-a-handful-of-other-sites/; 
Direction to Block Internet Website, No.813-7/25/2011-D5(Vol.-IV), Department of Telecommunication, available at: http://cis-
india.org/internet-governance/resources/2014-12-17_DoT-32-URL-Block-Order_compressed.pdf; Arvind Gupta@ buzzindelhi, 
Twitter, December 31,2014 1:41 AM, Tweet available at: https://twitter.com/buzzindelhi/status/550225247455035392; 

“Government Blocks 32 Websites Allegedly carrying Anti-India Content From ISIS,” NDTV, January 01, 2015, available at: http://
www.ndtv.com/india-news/government-blocks-32-websites-allegedly-carrying-anti-india-content-from-isis-720952. 
115  Ravi Sharma, “Indian government unblocks Vimeo, Dailymotion, 2 other websites,” Times of India, January 2, 2015, 
http://timesofindia.indiatimes.com/tech/tech-news/Indian-government-unblocks-Vimeo-Dailymotion-2-other-websites/
articleshow/45731251.cms; “Websites Blocked Following Court Order,” Press Information Bureau, December 31, 2014, http://pib.
nic.in/newsite/PrintRelease.aspx?relid=114259. 
116  “Government unblocks 32 websites as they promise to cooperate,” IBNlive, January 10, 2014, http://ibnlive.in.com/news/
government-unblocks-32-websites-as-they-promise-to-cooperate/522238-3.html. ; Neha Alawadhi, “Government orders ISPs 
to unblock 32 websites, links,” The Economic Times, January 10, 2015, http://articles.economictimes.indiatimes.com/2015-01-10/
news/57913097_1_isps-internet-service-providers-websites. 
117  Nikhil Pahwa, “Updated: Indian government blocks image sharing site imgur,” Medianama, December 27, 2014, http://
www.medianama.com/2014/12/223-india-blocks-imgur/. 
118  Ayesha Arvind, “Mumbai Police say they ‘only blocked three or four’ Charlie Hebdo cartoons,” Mail Online India, January 
12, 2015, http://www.dailymail.co.uk/indiahome/indianews/article-2905878/Mumbai-Police-say-blocked-three-four-Charlie-
Hebdo-cartoons.html. 
119  DebashishPanigrahi, “After Paris Attack, Mumbai police block 650 controversial posts,” Hindustan Times, January 09, 2015, 
http://www.hindustantimes.com/india-news/after-paris-attack-mumbai-police-block-650-controversial-posts/article1-1305032.
aspx. 
120  Multi Screen Media Ltd. Versus Sunit Singh and Ors., CS(OS) 1860/2014 , Order dated June 23, 2014, High Court of Delhi 
(India) available at: http://delhihighcourt.nic.in/dhcqrydisp_o.asp?pn=119642&yr=2014. 
121  NDTV Correspondent, “Torrent and Other Websites Being Blocked by ISPs in India: Reports,” July 7, 2015, http://gadgets.
ndtv.com/internet/news/torrent-and-other-websites-being-blocked-by-isps-in-india-reports-554317; Multi Screen Media Ltd. 
Versus Sunit Singh and Ors., CS(OS) 1860/2014 , Order dated June 23, 2014, High Court of Delhi (India) available at: http://
delhihighcourt.nic.in/dhcqrydisp_o.asp?pn=119642&yr=2014. 
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the cloud-based document processing service. At least some users experienced disruption 
of listed services on some ISPs before the order was revised in July;122 it was withdrawn at 
the end of the event.123

•	 In March 2015, the documentary India’s Daughter, directed by Leslee Udwin and produced 
by the BBC, was blocked online in India.124 The film tells the story of the 2012 rape victim, 
Jyoti Singh, whose case took India by storm in December of that year, inciting large-scale 
protests. On March 4, 2015, the government ordered blocking of its broadcast, filing a com-
plaint with the Delhi Police,125 and obtaining a restraining order from the Delhi District Court 
against the screening in any form.126 A public interest litigation filed against the actions in 
the Delhi High Court remains pending.127 The video continued to be available despite the 
ban, as it was reposted multiple times.128

The IT Act and the Indian Penal Code prohibit the production and transmission of “obscene mate-
rial,”129 but there is no specific law against viewing pornography in India, except child pornography, 
which is prohibited under the IT Act.130 In the case of Kamlesh Vaswani v. Union of India,131 a petition 
was filed asking the Supreme Court to direct the government to block all online pornography from 
view in India. In a 2013 order,132 the Supreme Court acknowledged this as an important matter, espe-
cially for children aged 14 to 18, and asked the government to “control the menace.” In the past, the 
government has informed the Supreme Court that it is not technically feasible to block pornographic 
sites and that doing so will violate Articles 19 and 21 of the Constitution;133 however, the Supreme 
Court permitted the matter to be referred to the Cyber Regulation Advisory Committee.134 The 

122  Nikhil Pahwa, “World Cup 2014: 219 websites blocked in India, after Sony complaint,” Medianama, July 7, 2014, http://
www.medianama.com/2014/07/223-world-cup-2014-472-websites-including-google-docs-blocked-in-india-following-sony-
complaint/; Multi Screen Media Ltd. Versus Sunit Singh and Ors., CS(OS) 1860/2014 , Order dated July 01, 2014, High Court of 
Delhi (India) available at:  http://delhihighcourt.nic.in/dhcqrydisp_o.asp?pn=122739&yr=2014 
123  CS(OS) 1860/2014 (July 1, 2014), High Court of Delhi (India) available at: http://delhihighcourt.nic.in/dhcqrydisp_o.
asp?pn=136945&yr=2014 
124  Colin Freeman, “Interview with Delhi gang rapist left ‘stain on my soul’, says British film maker,” The Telegraph UK, 
March03, 2015, http://www.telegraph.co.uk/news/worldnews/asia/india/11446337/Interview-with-Delhi-gang-rapist-left-stain-
on-my-soul-says-British-film-maker.html 
125  “Court orders restraint on broadcast of December 16 rape documentary, FIR filed,” The Indian Express, March 4, 2015, 
http://indianexpress.com/article/cities/delhi/interview-of-dec-16-rapist-ib-ministry-asks-channels-not-to-air-documentary-fir-
filed/2/#sthash.mmk1yCe1.dpuf. 
126  Sanjay Hegde, “The Ban that actually isn’t,” The Hindu, March10, 2015, http://www.thehindu.com/opinion/lead/indias-
daughters-the-ban-that-actually-isnt/article6975342.ece. 
127  KritikaPadode and Anr. V. Union of India, W.P.(C) 2399/2015, available at: http://delhihighcourt.nic.in/dhcqrydisp_O.
asp?pn=55704&yr=2015. 
128  “Impossible to block all content of India’s Daughter documentary, say cyber experts,”Firstpost, March 6, 2015, http://www.
firstpost.com/india/impossible-to-block-all-content-of-indias-daughter-documentary-say-cyber-experts-2138679.html. 
129  Section 67, The Information Technology Act 2000.
130  Section 67(B), The Information Technology Act 2000.
131  W.P.(C).No. 177 of 2013
132  Kamlesh Vaswani versus Union of India, W.P.(C).No. 177 of 2013, Order dated July 12,  2013, Supreme Court of India,  
available at: 
http://courtnic.nic.in/supremecourt/temp/177201331272013p.txt. 
133  Chinamyi Arun &Sarvjeet Singh, “Online Intermediaries in India,” available at: http://ccgtlr.org/wp-content/
uploads/2015/02/CCG-at-NLUD-NOC-Online-Intermediaries-Case-Studies.pdf.
134  “Can’t block pornographic sites on our own: ISPs tell SC,” India Today, January 28, 2014, http://indiatoday.intoday.in/story/
cant-block-pornographic-sites-on-our-own-isps-tell-sc/1/340204.html; Kamlesh Vaswani versus Union of India, W.P.(C).No. 177 
of 2013, Order dated 29 August, 2014,Supreme Court of India,  available at: http://courtnic.nic.in/supremecourt/casestatus_
new/querycheck_page2.asp. 
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committee consists of the telecom minister, government officials from DoT, DEITY, CBI and industry 
representatives.135

At a 2015 meeting of the Cyber Regulation Advisory Committee, the Minister of Communications 
and Information Technology asked the Internet and Mobile Association of India, an industry associ-
ation, to monitor and prepare a list of pornographic sites for blocking by ISPs.136 A secretary for the 
Law Ministry said, “It is not desirable to submit the plea to Supreme Court that it is difficult to filter 
or block pornography sites and we must try to evolve a solution.”137

On August 31, 2015, outside the coverage period of this report, the government of India blocked 
access to 857 websites that are considered pornographic.138 DEITY asked DOT to notify the ISPs to 
implement the block, as these websites were found to be violating the morality and decency under 
Article 19(2). The order resulted in protests and backlash on social media and a widespread debate 
on censorship across India resulting in a subsequent order partially revoking the earlier order to limit 
the ban to only child pornography.139 Subsequently, the government informed the Supreme Court in 
the Kamlesh Vaswani matter that it would only block child pornography.140

Content Removal 

A 2008 IT Act amendment protected technology companies from legal liability for content posted to 
their platforms by others, with reasonable exceptions to prevent criminal acts or privacy violations.141 
Intermediaries Guidelines issued in 2011 required intermediaries to remove access to certain content 
within 36 hours of a user complaint.142 The jurisprudence on notice and takedown changed signifi-
cantly with the Supreme Court’s judgment in Shreya Singhal v. Union of India, in which the court 
read down Section 79 and the intermediary guidelines.143 While intermediaries had previously been 
required to take down content on receipt of user complaints, court orders, or government requests, 
they are no longer required to act on user complaints in the wake of the ruling.144 Further, the court 
order or government notification for removal of content will only be legitimate if it falls within the 
reasonable restrictions provided for under Articles 19(2) of the constitution, while earlier there was 
no requirement for the order to comply with Article 19(2). Unlawful content beyond the ambit of 

135  Minutes of the Cyber Regulation Advisory Committee meeting held on 5th September, 2014 in DeitY, available at: http://
deity.gov.in/sites/upload_files/dit/files/Min-CRAC-5 percent20Sept.pdf; Chinmayi Arun, “Blocking online porn: who should 
make Constitutional decisions about freedom of speech?” Scroll.in,February 3, 2015, http://archives.scroll.in/article/703746/
blocking-online-porn-who-should-make-constitutional-decisions-about-freedom-of-speech. 
136  Chinmayi Arun, “Blocking online porn: who should make Constitutional decisions about freedom of speech?” Scroll.in, 
February 3, 2015, http://archives.scroll.in/article/703746/blocking-online-porn-who-should-make-constitutional-decisions-
about-freedom-of-speech; Chinamyi Arun &Sarvjeet Singh, “Online Intermediaries in India,” 26, http://ccgtlr.org/wp-content/
uploads/2015/02/CCG-at-NLUD-NOC-Online-Intermediaries-Case-Studies.pdf. 
137  Chinamyi Arun &Sarvjeet Singh, “Online Intermediaries in India,” 26, http://ccgtlr.org/wp-content/uploads/2015/02/CCG-
at-NLUD-NOC-Online-Intermediaries-Case-Studies.pdf.
138  Order no. 813-7/25/2011-DS (Vol.-V), available at: http://cis-india.org/internet-governance/resources/dot-morality-block-
order-2015-07-31/at_download/file. 
139  AdityaKalra, “India withdraws order to block pornography sites,” Reuters, August 5, 2015, http://in.reuters.com/
article/2015/08/05/india-porn-ban-idINKCN0QA0KK20150805. 
140  Sarvjeet Singh, “We are not a totalitarian state and cannot be asked to moral police: AG tells SC in the Porn Petition” CCG 
Blog, August 10, 2015, https://ccgnludelhi.wordpress.com/2015/08/10/we-are-not-a-totalitarian-state-and-cannot-be-asked-
to-moral-police-ag-tells-the-sc-in-the-porn-petition/. 
141  Section 79, The IT (Amendment) Act 2008; Section 72A, IT (Amendment) Act, 2008.
142  Rule 3, Information Technology (Intermediaries Guidelines)  Rules, 2011,; Pritika Rai Advavi, “Intermediary Liability in 
India”, http://www.epw.in/special-articles/intermediary-liability-india.html. 
143  W.P. (Crl.) No. 167/2012. 
144  Shreya Singhal v Union of India, Writ Petition (Criminal) No.167 Of 2012.
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Article 19(2) cannot be restricted. Thus, the court restricted the earlier broad grounds for takedown 
notices.145

In February 2015, before the Shreya Singhal judgment, a comedic video titled “AIB Roast,” which was 
broadcast on YouTube, garnered more than 7 million views and prompted online and offline pro-
tests for content people called offensive. The organization apologized and removed the video from 
YouTube and other online video hosting platforms, though the content continued to be widely avail-
able.146 However, news reports said legal complaints were lodged against YouTube for distributing 
the content on grounds it was offensive.147 Separately, a petition filed before the Bombay High Court 
asking that YouTube videos be monitored for offensive content remains pending.148

The Indian government made 295 content removal requests to Google from January to June2014, a 
marked increase from the 154 requests received between July to December 2013.149 Facebook re-
ceived 4,960 requests for content removal from January to June 2014.150 Twitter received 15 requests 
for content removal from July to December 2014, of which 1 was court ordered and 14 were from 
police or government agencies.151

Intermediaries can separately be held liable for infringing the Copyright Act 1957,152 under the law 
and licensing agreements.153 The Shreya Singhal decision has had no impact on the legal framework 
on intermediary liability for copyright infringement. A 2012 amendment limited liability for inter-
mediaries such as search engines that link to material copied illegally, but mandated that they dis-
able public access for 21 days within 36 hours of receiving written notice from the copyright holder, 
pending a court order to remove the link.154 Rules clarifying the amendment in 2013 gave intermedi-

145  Shreya Singhal v Union of India, Writ Petition (Criminal) No.167 Of 2012.
146  Sugam Singhal, “AIB Explanation for taking down the roast has us LOL,” NDTV, February 4, 2015, http://www.ndtv.com/
cheat-sheet/aib-explanation-for-taking-down-the-roast-has-us-lol-736956); All India Bakchod, Facebook post available at: 
https://www.facebook.com/IndiaBakchod/posts/859141927463136
147  Tejas Mehta, “Ranveer, Deepika, YouTube, AIB Named in New Complaint: Police,” NDTV, February 06, 2014, http://www.
ndtv.com/india-news/pune-police-register-fir-against-aib-roast-youtube-737303; also see: Shashidahr KJ, “AIB Row: Pune FIR 
names YouTube for distributing ‘obscene’ video; Karan Johar, Ranveer Singh, among others named,” Medianama, February 09, 
2015, http://www.medianama.com/2015/02/223-aib-row-pune-fir-youtube/
148  Chinmayi Arun, “Using Law to Bully comedians,” The Hindu, February 16, 2014, http://www.thehindu.com/opinion/op-
ed/comment-using-law-to-bully-comedians/article6898848.ece; “Petition filed in High Court against AIB roast,” The Times of 
India, February 7, 2015, http://timesofindia.indiatimes.com/entertainment/hindi/bollywood/news/Petition-filed-in-High-Court-
against-AIB-roast/articleshow/46153158.cms. 
149  Google Transparency Report 2014, available at: http://www.google.com/transparencyreport/removals/government/
IN/?hl=en. 
150  Facebook Government Requests Report, January-June 2014, available at: https://govtrequests.facebook.com/country/
India/2014-H1/#.
151  Twitter Transparency Report, July- December 2014, https://transparency.twitter.com/removal-requests/2014/jul-dec. 
152  In the Copyright Act, 1957, Section 51(a)(ii) read with Section 63 of Act the criminalizes use of any place for profit for the 
communication of the work to the public where such communication constitutes an infringement of the copyright,  exempting 
only those who are unaware or have no reasonable grounds for believing that such communication would constitute 
infringement of copyright. Moreover, Section 51(b) read with Section 63 also prohibits sale, hire, or distribution to the prejudice 
of the copyright owner, as well as exhibition in public and import to India of infringing copies also amount to infringement of 
copyright, with no exemptions. See, Pritika Rai Advani , “Intermediary Liability in India”, Economic & Political Weekly, December 
14, 2013, Vol. XLVIII No. 50, p. 122.
153  The guidelines and license requirements for intermediaries also prohibit the carrying of communication that infringes 
copyright or other intellectual property rights. Guideline 1.3(27), Guidelines and General Information for Grant of License for 
Operating internet Services, http://www.dot.gov.in/data-services/internet-services; Unified License Agreement, Rule 38, http://
www.dot.gov.in/sites/default/files/Amended percent20UL percent20Agreement_0.pdf 
154  Specifically, any providers offering “transient or incidental storage of a work or performance purely in the technical 
process of electronic transmission or communication to the public” through “links, access or integration.” See, Pranesh Prakash, 

“Analysis of the Copyright (Amendment) Bill 2012,” Center for Internet and Society, May 23, 2012, http://bit.ly/JSDMLg; Ministry 
of Law and Justice, “Copyright (Amendment) Act 2012”, June 7, 2012, http://bit.ly/Kt1vlQ 
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aries power to assess the legitimacy of the notice from the copyright holder and refuse to comply.155 
However, critics said the language was vague.156

Media, Diversity, and Content Manipulation  

Online media content is diverse and lively. In general, self-censorship is not widespread. Internet 
users in conflict regions may avoid addressing sensitive political or religious issues which other jour-
nalists and activists report freely. Some institutions and individual writers self-censor due to fear of 
reprisal from political organisations.157

Social media users accused news outlets of removing controversial articles without explanation 
during the coverage period. An article by journalist Rana Ayyub about a prominent member of the 
ruling BJP party, published on the DNA news website on July 8, 2014, was taken down without expla-
nation on July 12 after the critical piece prompted online discussion.158 

Economic forces also have the potential to influence online content. Paid news articles, or “adverto-
rials,” are common in the mainstream media, ranging from unclear disclosure of paid endorsements 
to bribery and other kickbacks for coverage.159 In 2013, the Indian digital media website Medianama 
reported this phenomenon had increased on digital platforms in the past three years.160 Service pro-
viders took steps to limit access to communication tools which threatened their profits in 2014. In 
December 2014, Bharti Airtel planned to exclude Voice over Internet Protocol (VoIP) services from 
being accessed via regular data packages.161 The TRAI chairman told journalists this would not be 
illegal, as India lacked any laws protecting net neutrality, the principle that providers should not dis-
criminate against certain content or data.162 Social media users were outraged, and the policy was 
widely criticized.163

In February 2015, Facebook launched Internet.org in India, in collaboration with Reliance Commu-

155  Ministry of Human Resource Development, “Copyright Rules 2013”, March 14, 2013, http://bit.ly/YrhCS5
156  ChaitanyaRamachandran, “Guest Post: A Look at the New Notice and Takedown Regime Under the Copyright Rules, 2013”, 
Spicy IP, April 29, 2013, http://bit.ly/16zSzWf 
157  “Literary Censorship in the era of Internet,” Times of India, February 21, 2015, http://timesofindia.indiatimes.com/city/
chandigarh/Literary-censorship-in-the-era-of-internet/articleshow/46319279.cms
158  “A ‘harsh’ article on Amit Shah deleted, sparks outrage on social media,” ABP Live, July 12, 2014, http://www.abplive.in/
india/2014/07/12/article361638.ece/A-harsh-article-on-Amit-Shah-deleted-sparks-outrage-on-social-media; ShivamVij, “DNA’s 
explanation about its self-censorship is not convincing,” Scroll.in, July 14, 2014, http://scroll.in/article/670367/dnas-explanation-
about-its-self-censorship-is-not-convincing. 
159  Sub-Committee Report, ““Paid News”: How corruption in the Indian media undermines democracy”, Press Council of 
India, http://presscouncil.nic.in/OldWebsite/Sub-CommitteeReport.pdf; Report on Paid News, Press Council of India, July 30, 
2010,http://presscouncil.nic.in/OldWebsite/CouncilReport.pdf; Paranjoy Guha Thakurta, “Manufacturing News”, Economic and 
Political Weekly, April 2, 2011, http://www.epw.in/commentary/manufacturing-news.html.
160  Nikhil Pahwa, “Our Views On Paid News In Digital Media & Blogs In India,” Medianama, June 21, 2013, http://bit.
ly/17r8VRE. 
161  “For Skype, Airtel will charge Rs 75 for 75MB, postpaid packs soon,” The Financial Express, December 27, 2014, http://
www.financialexpress.com/article/industry/tech/for-skype-airtel-will-charge-rs-75-for-75mb-postpaid-packs-soon/23571/; 

“Government to Look Into Airtel’s Plan to Charge for Internet Calls: Ravi Shankar Prasad,” NDTV, December25, 2014, 
http://gadgets.ndtv.com/telecom/news/government-to-look-into-airtels-plan-to-charge-for-internet-calls-ravi-shankar-
prasad-639713; Yuthika Bhargava,  “Airtel drops plans to charge extra for internet voice calls,” The Hindu, December31, 
2014,http://www.thehindu.com/business/Industry/airtel-will-not-charge-extra-for-internet-voice-calls-via-skype-viber/
article6735030.ece. 
162  Rishi Raj, “Can’t fault Airtel on VoIP rates: Trai chief Rahul Khullar,” The Financial Express, December 27, 2014, http://www.
financialexpress.com/article/industry/companies/cant-fault-airtel-on-voip-rates-rahul-khullar/23513/.
163  “Rage against Airtel spills onto social networking sites,” Economic Times, December 29, 2014, http://articles.
economictimes.indiatimes.com/2014-12-29/news/57495222_1_bharti-airtel-voice-services-voip-services.
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nications and other corporations. The service provides limited offline access to certain websites at 
no cost for Reliance customers without full internet access, reviving the net neutrality debate.164 On 
March 27, 2015, the TRAI issued a consultation paper envisaging a regulatory framework to support 
service providers charging extra fees for consumers using communication applications such as Viber, 
Skype, and WhatsApp, which the paper characterized as “over-the-top services,” going against the 
principles of net neutrality.165 The paper invited comments over a period of 29 days. This led to criti-
cism and claims that the TRAI was hoping to minimize the public’s response by keeping such a short 
deadline. As a result of the criticism and the huge online mobilization, more than a million people 
submitted comments (see Digital Activism).166 Some corporations, including Clear Trip, NDTV and 
Times Internet, withdrew their content from Internet.org due to the negative publicity.167

The DoT formed an eight-member panel to consider net neutrality in January; in May 2015, the panel 
had yet to release its report. The Parliamentary standing committee on Information Technology is 
also considering the issue of net neutrality.

Major political parties mobilized thousands of supporters using social networks in advance of the 
2014 election.168 In November 2013, the Cobrapost news website exposed the practice of politicians 
paying around two dozen specialized IT companies nationwide to artificially boost their popularity 
and malign their opponents on social media. Their investigation particularly accused the BJP of this 
conduct.169

The internet has given a voice to people in remote areas helping them become a part of the pub-
lic discourse.  The mobile news service CGNetSwara allows people in rural areas of central India to 
submit and listen to audio news reports, averaging 200 calls per day and driving the emergence of 
online reports on local issues that do not reach the mainstream media.170 The Delhi-based company 
Gram Vaani operates a Mobile Vaani initiative using an interactive voice response system to connect 
reports from mobile phone users to stakeholders including governments or NGOs. In Jharkhand and 
Bihar, it has over 400,000 users that call 5,000 times a day.171

Digital Activism 

Different instances of digital activism were observed in the reporting period. In December 2014, a 

164  Lalatendu Mishra and SriramSrinivasan, “Facebook launches internet.org in India,” February 11, 2015, http://www.
thehindu.com/business/Industry/facebook-launches-internetorg-in-india/article6879310.ece
165  See TRAI Consultation Paper on Regulatory Framework for Over-the-top (OTT) services, Consultation Paper No. 2/2015, 
March 27, 2015, http://www.trai.gov.in/WriteReaddata/ConsultationPaper/Document/OTT-CP-27032015.pdf. 
166  “Parliamentary Committee to discuss net neutrality issue on Thursday,” DNA, May 20, 2015, http://www.dnaindia.com/
india/report-parliamentary-committee-to-discuss-net-neutrality-issue-on-thursday-2087575
167  Aayush Soni, “How people power took on big business in the fight for net neutrality in India,” May 25, 2015, The Guardian, 
http://www.theguardian.com/technology/2015/may/25/india-net-neutrality-people-power. 
168  “In India’s Polarizing Election Of 2014, Twitter and Facebook Already Winners”, Forbes, July 25, 2013, http://www.forbes.
com/sites/saritharai/2013/07/25/in-indias-polarizing-election-of-2014-twitter-and-facebook-already-winners/ 
169  “Operation Blue Virus: Complete Story”, Cobrapost, November 28, 2013, http://www.cobrapost.com/index.php/news-
detail?nid=4026&cid=23 
170  “India: Use Mobile Technology to Bring News to Isolated Tribal Communities”, International Centre for Journalists, 
available at: http://www.icfj.org/knight-international-journalism-fellowships/fellowships/india-using-mobile-technology-bring-
news-is-0. 
171  “Gram Vaani: About Us”, http://www.gramvaani.org/?page_id=76; “How Mobile Vaani Works”, http://www.gramvaani.
org/?page_id=15. 
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petition for net neutrality in India on Change.org garnered more than 70,000 signatories, becoming 
the fastest growing Indian petition ever launched on the global campaigning site.172

Large scale online mobilization was observed in April 2015 after the TRAI released a consultation 
paper suggesting a legal framework that would limit net neutrality in India.173 To meet the deadline 
for public comment, civil society groups started a “Save the Internet” campaign,174 including a video 
by AIB that highlighted the potentially drastic impact of the TRAI recommendations.175 By April 24, 
nearly 1.1 million Indian people had emailed TRAI to support net neutrality and asking the regulator 
not to allow licensing of “over the top” charging for services.176 Responding to pressure, various cor-
porations that were a part of the Internet.org agreement withdrew and177a committee was set up by 
the government to give recommendations on the issue. The Parliamentary Standing Committee on 
Information Technology also agreed to examine the issue in response to the campaign.178

A different type of digital activism was seen in the “Kiss of Love” campaign, launched in October 
2014 and spearheaded on Facebook, which mobilized people to protest against moral policing by 
ultra-conservative groups who object to public displays of affection.179 Facebook blocked the Kiss of 
Love page following user complaints, but reinstated it the next day.180 Support for the site grew, with 
many Facebook users posting pictures of themselves kissing.181 The movement started in Kerala but 
collected supporters from cities all over India, including Kolkata, Bombay,182 Hyderabad,183 and Delhi, 
while events organized on Facebook saw significant turnout.184

172  Sandeep Pillai, “TRAI: Don’t allow differential pricing of services on the Internet & let the consumers choose how they 
want to use Internet,” Change.org, available at: https://www.change.org/p/rsprasad-trai-don-t-allow-differential-pricing-of-
services-let-consumers-choose-how-they-want-to-use-internet-netneutrality; Trisha Thomas, “‘Save the Internet’ net neutrality 
petition wins wide backing online,” rtn.asia, February 20, 2015, http://rtn.asia/t-t/10438/save-the-internet-net-neutrality-
petition-wins-wide-backing-online.
173  See TRAI Consultation Paper on Regulatory Framework for Over-the-top (OTT) services, Consultation Paper No. 2/2015, 
March 27, 2015, http://www.trai.gov.in/WriteReaddata/ConsultationPaper/Document/OTT-CP-27032015.pdf. 
174 http://www.savetheinternet.in/; Ashish K. Mishra, “Indias net neutrality crusaders”, LiveMint, May 10, 2015, http://
mintonsunday.livemint.com/news/indias-net-neutrality-crusaders/2.3.2289565628.html. 
175  Aayush Soni, “How people power took on big business in the fight for net neutrality in India,” May 25, 2015, The Guardian, 
http://www.theguardian.com/technology/2015/may/25/india-net-neutrality-people-power; AIB video is available here: https://
www.youtube.com/watch?v=mfY1NKrzqi0. 
176  Aayush Soni, “How people power took on big business in the fight for net neutrality in India,” May 25, 2015, The Guardian, 
http://www.theguardian.com/technology/2015/may/25/india-net-neutrality-people-power. 
177  Aayush Soni, “How people power took on big business in the fight for net neutrality in India,” May 25, 2015, The Guardian, 
http://www.theguardian.com/technology/2015/may/25/india-net-neutrality-people-power. 
178  “Parliamentary Committee to discuss net neutrality issue on Thursday,” DNA, May 20, 2015, http://www.dnaindia.com/
india/report-parliamentary-committee-to-discuss-net-neutrality-issue-on-thursday-2087575. 
179  Tony Tharakan, “‘Kiss of Love’ protests rattle Modi’s conservative India,” Reuters, November 10, 2014, http://in.reuters.
com/article/2014/11/10/india-kissing-idINKCN0IU1QB20141110.
180  “Kiss of Love Facebook page blocked, activated again,” Deccan Chronicle, November 4, 2014, http://www.deccanchronicle.
com/141104/nation-current-affairs/article/kiss-love-facebook-page-blocked-activated-again; SR Praveen, “‘Kiss of Love’ page 
blocked, reinstated,” The Hindu, November 4, 2014, http://www.thehindu.com/news/national/kerala/kiss-of-love-page-blocked-
reinstated/article6561544.ece.
181   KS Sudhi, “Kiss of Love protests: Taking matters, personally,” November 4, 2014, The Hindu, http://www.thehindu.
com/news/cities/Kochi/kiss-of-love-prtotests-taking-matters-personally/article6563143.ece; RaviprasadKamila, “BJP, Hindu 
Mahasabha oppose ‘Kiss of Love’ campaign in Bengaluru,” The Hindu, November 21, 2014, http://www.thehindu.com/news/
cities/Mangalore/bjp-hindu-mahasabha-oppose-kiss-of-love-campaign-in-bengaluru/article6621571.ece.
182  Yogita Rao, “IIT-B to lock lips with Kochi’s ‘Kiss of Love’ movement,” Times of India, November 2, 2014, http://timesofindia.
indiatimes.com/city/mumbai/IIT-B-to-lock-lips-with-Kochis-Kiss-of-Love-movement/articleshow/45009285.cms
183  “Kiss of Love’ supporters face case for obscenity in Hyderabad,” The Hindu, November 5, 2014,http://www.thehindu.com/
news/cities/Hyderabad/kiss-of-love-supporters-face-case-for-obscenity-in-hyderabad/article6567793.ece. 
184  Kritika Sharma and Vijetha SN, “Peaceful ‘Kiss of Love’ protest in Delhi,” The Hindu, November 9, 2014, http://www.
thehindu.com/news/cities/Delhi/peaceful-kiss-of-love-protest-in-delhi/article6578997.ece
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On February 6, 2015, women’s rights activist Sunitha Krishnan adopted a creative way of tracing al-
leged rapists with the “Shame the Rapist” campaign, which centered around a video demonstrating 
how to blur the face of victims in video footage of assaults shared on WhatsApp.185 The video went 
viral, garnering 16,000 views on YouTube,186 and an alleged rapist was arrested in March 2015 based 
on the shared images.187 Since then, Krishnan has received at least 90 videos submitted by rape 
survivors who had remained silent due to social stigma or fear. The Supreme Court has ordered an 
investigation into the alleged crimes portrayed in the footage188and has asked the Government how 
to block dissemination of such videos.189

Violations of User Rights

Even though the number of criminal complaints regarding online content filed were quite high, arrests 
under Section 66A of the IT Act continued to decline in the reporting period. In a landmark judgment 
which will define the freedom of expression online in India, Section 66A was declared unconstitutional 
and all pending prosecutions dropped. However, charges under other sections continue to stand. In-
timidation and violence against women was especially prevalent as a result of online activity. Online 
activity also led to an increase in religious tensions in two different incidents. The central authorities 
continue to develop the Central Monitoring System, which will allow officials to retrieve content and 
metadata from any electronic communication in India in real time.

Legal Environment 

The Constitution of India grants citizens the fundamental right to freedom of speech and expres-
sion,190 including the right to gather information and exchange thoughts with others within and 
outside of India.191 Press freedom has been read into the freedom of speech and expression.192 These 
freedoms are subject to reasonable restrictions in the interests of state security, friendly relations 
with foreign states, public order, decency and morality, contempt of court, defamation, incitement to 
an offense, and the sovereignty and integrity of India. However, these restrictions may only be im-
posed by a duly enacted law and not by executive action.193 The right to privacy has been read into 
the right to life guaranteed by Article 21 of the constitution.194

The Indian Penal Code (IPC) criminalizes several kinds of speech, and applies to online content. Indi-

185  Uma Sudhir and GargiRawat, “Gang Rape Video Shared on WhatsApp. Help trace these men,” NDTV February 6, 2015, 
http://www.ndtv.com/india-news/gang-rape-video-shared-on-whatsapp-help-trace-these-men-73740 
186  “Activist Sunitha Krishnan starts ‘Shame the Rapist’ campaign, gets attacked,” Firstpost, February 6, 2015, http://www.
firstpost.com/india/activists-car-attacked-for-whatsapp-shame-the-rapist-video-2083061.htm 
187  Abhinav Bhatt, “First Arrest In Case of Men Who Filmed, Posted Rape Videos on WhatsApp,” NDTV, March 26, 2015, 
http://www.ndtv.com/india-news/first-arrest-in-case-of-men-who-filmed-posted-raped-videos-on-whatsapp-74943 
188  “Shame the rapist campaign: Activist Sunitha Krishnan gets 90 videos from rape survivors,” Firstpost, April 13,  2014, 
http://www.firstpost.com/living/shame-the-rapist-campaign-activist-sunitha-krishnan-receives-90-videos-of-sexual-
assault-2194697.html. 
189  Press Trust of India, “Supreme Court asks IT Ministry to respond on blocking circulation of rape videos”, Firstpost, 
August 28 2015, http://www.firstpost.com/india/supreme-court-asks-it-ministry-to-respond-on-blocking-circulation-of-rape-
videos-2412640.html
190  Article 19(1)(a), The Constitution of India.
191  Maneka Gandhi v. Union of India, 1978 AIR 597.
192  Report of the Press Commission , Part I, 1954, Government of India, p. 357.
193  Article 19(2), The Constitution of India; Bijoe Emmanuel v. State of Kerala, (1986) 3 SCC 615.
194  R Rajagopal v. State of Tamil Nadu  AIR 1995 SC 264; Kharak Singh v. State of UP (1975) 2 SCC 148.
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viduals could be punished with a jail term ranging from two to seven years for speech that is found 
to be seditious,195 obscene,196 defamatory,197 “promoting enmity between different groups on ground 
of religion, race, place of birth, residence, language,”198 committing acts “prejudicial to maintenance 
of harmony,”199 or consisting of statements, rumors, or reports that may cause fear, alarm, disturb 
public tranquility, or promote enmity or ill will.200 Internet users are also subject to criminal punish-
ment under the Official Secrets Act for wrongful communication of information that may have an 
adverse effect on the sovereignty and integrity of India.201

The IT Act criminalizes certain online activity in particular. The act bans the publication or trans-
mission of obscene or sexually explicit content in electronic form, and the creation, transmission or 
browsing of child pornography.202

Through part of the reporting period, the IT Act included the infamous Section 66A, which crimi-
nalized information that was grossly offensive, of a menacing character, or any information which is 
false, but causes “annoyance, inconvenience, danger, obstruction, insult, injury, criminal intimidation, 
enmity, hatred or ill will. This section led to several arrests for social media posts from 2012 through 
early 2015 before it was struck down by the Supreme Court on March 24, 2015 for violating Article 
19 of the constitution.203 The court affirmed that freedom of speech online is equal to freedom of 
speech offline, and held that Section 66A was an arbitrary and disproportionate invasion of the right 
to free speech outside the reasonable restrictions specified in Article 19(2).204

Prosecutions and Detentions for Online Activities 

A handful of prosecutions filed during the previous coverage period were still ongoing in 2014, 
while others were dropped for lack of evidence.205 However, outstanding prosecutions under Section 
66A will no longer be pursued in the wake of the Supreme Court’s March ruling, which declared it 
unconstitutional, though charges under other laws still stand.206 Prior to that judgment, at least 10 
complaints were filed and at least 4 arrests took place during the reporting period under Section 
66A. The complaints and arrests were for different types of social and political content, much of it 
involving statements against politicians. 

195  Section 124A, The Indian Penal Code, 1860.
196  Section 292 and 293, The Indian Penal Code, 1860. 
197  Section 499, The Indian Penal Code, 1860.
198  Section 153A, The Indian Penal Code, 1860.
199  Section 153B, The Indian Penal Code, 1860.
200  Section 505, The Indian Penal Code, 1860.
201  Section 5, Official Secrets Act, 1923.
202  Section 67, Section 67A, Section 67B The Information Technology Act, 2000.
203  (2015) 5 SCC 1.
204  UjwalaUppaluri&Sarvjeet Singh, Supreme Court ruling on Section 66A: As much online as offline, The Economic Times, 
March 25 2015, http://blogs.economictimes.indiatimes.com/et-commentary/supreme-court-ruling-on-section-66a-as-much-
online-as-offline/.
205  See, for example, YahyaHallare, Bhatkal: Anti-Modi MMS - AAP member released, all charges withdrawn, May 28, 
2014,http://www.daijiworld.com/news/news_disp.asp?n_id=23787; Amresh Sent to Jail on Remand, The Pioneer, May 16, 
2014, http://archive.dailypioneer.com/state-editions/lucknow/amresh-sent-to-jail-on-remand.html; Supreme Court seeks UP 
government response on Facebook post in support of Durga Sakthi Nagpal, August 16, 2013, The Economic Times, http://
articles.economictimes.indiatimes.com/2013-08-16/news/41417800_1_section-66a-facebook-post-shreya-singhal. 
206  Shreya Singhal v Union of India, Writ Petition (Criminal) No. 167 of 2012; What next: What happens to Section 66A now, 
The Indian Express, March 26 2015,  http://indianexpress.com/article/india/india-others/what-next-what-happens-to-section-
66a-now/. 
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•	 In one November 2014 example, a case was registered against the Andhra Pradesh Chief 
Minister’s son for allegedly comparing K Chandrashekhar Rao, the chief minister of Telanga-
na, with Hitler.207

•	 In September 2014, a 25-year-old man was arrested under charges of sedition for booing 
the national anthem, and under Section 66A for allegedly publishing abusive social media 
posts about the Indian Independence Day. He was later denied bail. The charge was widely 
criticized.208

•	 In October 2014, a student was arrested in Andhra Pradesh under Section 66A and Section 
153 of the IPC for a Facebook post celebrating a recent cyclone for “punishing” political op-
ponents. He was released on bail.209

•	 In October 2014, police in the Malda district of West Bengal arrested a man accused of 
making a derogatory remark against Chief Minister Mamata Banerjee on her Facebook 
page. A court remanded him to 14 days’ judicial custody while his family sought bail.210

Surveillance, Privacy, and Anonymity

There is limited opportunity for anonymity on the internet in India. Pre- and post-paid mobile cus-
tomers have their identification verified before connections are activated.211 There is a legal require-
ment to submit identification at cybercafes,212 and while subscribing to internet connections. 

The effective implementation of privacy rights remains a significant issue. Communications sur-
veillance may be conducted under the Telegraph Act,213 as well as the IT Act,214 to protect defense, 
national security, sovereignty, friendly relations with foreign states, public order, and to prevent in-
citement to a cognizable offense.  Section 69 of the IT Act appears to add another broad category, 
allowing surveillance for “the investigation of any offence.”215

The home secretary at the central or state level issues interception orders based on procedural safe-
guards established by the Supreme Court and rules under the Telegraph Act.216 These are reviewed 
by a committee of government officials of a certain rank, and carried out by intermediaries.217 A 

207  N Chandrababu’s son booked for comparing KCR with Hitler, November 19, 2014, Firstpost, http://www.firstpost.com/
politics/n-chandrababus-son-booked-for-comparing-kcr-with-hitler-1810057.html. 
208  Amnesty Flays Youth’s Arrest on Sedition Charge, The New Indian Express, September 3, 2014, http://www.
newindianexpress.com/cities/kochi/Amnesty-Flays-Youths-Arrest-on-Sedition-Charge/2014/09/03/article2411498.ece. 
209  Student arrested for FB post on Hudhud, The Hindu, October 29, 2014,  http://m.thehindu.com/news/national/andhra-
pradesh/andhra-pradesh-law-student-arrested-for-facebook-comment-on-cyclone-hudhud/article6544417.ece/. 
210  Youth arrested for making anti-Mamata Banerjee remark on Facebook, October 15, 2015, http://www.dnaindia.com/india/
report-youth-arrested-for-making-anti-mamata-banerjee-remark-on-facebook-2026496; Kin seek CM apology for Facebook 
abuse- BJP contrasts guard’s plight with Tapas Paul case, October 17 2014, 
http://www.telegraphindia.com/1141017/jsp/siliguri/story_18934498.jsp#.VdTUwvlVhBc.  
211  Press Release, Ministry of Communication and Information Technology, Government of India, March 13, 2013, http://pib.
nic.in/newsite/erelease.aspx?relid=93584 
212  Rule 4, Information Technology (Guidelines for Cyber Cafe) Rules, 2011, http://deity.gov.in/sites/upload_files/dit/files/
GSR315E_10511(1).pdf 
213  Section 5(2), Indian Telegraph Act, 1885.
214  Section 69, Information Technology Act, 2000.
215  Section 69, Information Technology (Amendment) Act, 2008.
216  JadineLannon, “Rule 419A of the Indian Telegraph Rules, 1951,” Center for Information and Society, June 20, 2013, http://
cis-india.org/internet-governance/resources/rule-419-a-of-indian-telegraph-rules-1951.
217  Committee members are limited to a certain rank. JadineLannon, “Indian Telegraph Act, 1885, 419A Rules and IT 
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similar framework applies to the IT Act.218 Interception orders are not reviewed by a court and are 
limited to 60 days , renewable for a maximum of 180 days.219 In emergencies, phone tapping may 
take place for up to 72 hours without this clearance, but records must be destroyed if the home sec-
retary subsequently denies permission.220 Eight separate intelligence bodies are authorized to issue 
surveillance orders to service providers under these circumstances.221 Around 7,500-9,000 telephone 
interception orders are issued by the central government alone each month, according to a 2014 re-
port citing information revealed in a right to information request.222

Online intermediaries are required by law to “intercept, monitor, or decrypt” or otherwise provide 
user information to officials.223 Where the Telegraph Act levied civil penalties for non-compli-
ance with an interception order224 while also creating the possibility of loss of license, the IT Act 
carries a possible seven year jail term.225 Unlawful interception is punishable by just three years’ 
imprisonment.226

Some improvements to the framework have been made.  On January 2, 2014, the government issued 
“Standard Operating Procedures (SOP) for Lawful Interception and Monitoring of Telecom Service 
Providers,” which were viewed by journalists but not publicly available.227 The procedures restricted 
interception to a service provider’s “chief nodal officer,” and mandated that interception orders be 
in writing.228 Rules issued in 2011 under the IT Act increased protection of personal data handled 
by companies.229 However, they do not apply to the government; critics say they create a burden on 
multinational companies, particularly in the context of the outsourcing industry.230

These improvements failed to address the framework’s inconsistencies. In 2012, a government-ap-
pointed group of experts said the Telegraph and the IT Acts are inconsistent with regard to “permit-
ted grounds,” “type of interception,” “granularity of information that can be intercepted,” the degree 

(Amendment) Act, 2008, 69 Rules,” Center for Information and Society, April 28, 2013, http://bit.ly/14N1qCT.
218  Chinmayi Arun, “Way to Watch”, The Indian Express, June 26, 2013, http://cis-india.org/internet-governance/blog/indian-
express-june-26-2013-chinmayi-arun-way-to-watch.
219  JadineLannon, “Indian Telegraph Act, 1885, 419A Rules and IT (Amendment) Act, 2008, 69 Rules,” Center for Information 
and Society, April 28, 2013, http://cis-india.org/internet-governance/blog/indian-telegraph-act-419-a-rules-and-it-amendment-
act-69-rules..
220  Privacy International, “Chapter iii: Privacy Issues,” in India Telecommunications Privacy Report, October 22, 2012, https://
www.privacyinternational.org/reports/india/iii-privacy-issues#footnoteref1_ni8ap74 
221  Research and Analysis Wing, the Intelligence Bureau, the Directorate of Revenue Intelligence, the Enforcement Directorate, 
the Narcotics Control Bureau, the Central Bureau of Investigation, the National Technical Research Organization and the state 
police. See, Privacy International, “Chapter iii: Privacy Issues,” in India Telecommunications Privacy Report, October 22, 2012, 
https://www.privacyinternational.org/reports/india/iii-privacy-issues#footnoteref1_ni8ap74 
222  “India’s Surveillance State”, SFLC, http://sflc.in/wp-content/uploads/2014/09/SFLC-FINAL-SURVEILLANCE-REPORT.pdf.
223  Section 69(4), Information Technology (Amendment) Act, 2008.
224  Sunil Abraham and Elonnai Hickok, “Government Access to Private Sector Data in India, International Data Privacy Law”, 
2012, Vol. 2, No. 4, p. 307, http://idpl.oxfordjournals.org/content/2/4/302.full.pdf+html
225  Information Technology Act, 2000, Section 69(4). 
226  Indian Telegraph Act, 1885, Section 26. 
227  Shalini Singh, “Centre issues new guidelines for phone interception”, The Hindu, January 10, 2014, http://www.thehindu.
com/news/national/centre-issues-new-guidelines-for-phone-interception/article5559460.ece.
228  Divij Joshi, “New Standard Operating Procedures for Lawful Interception and Monitoring”, Centre for Internet and Society, 
March 13, 2014, http://cis-india.org/internet-governance/blog/new-standard-operating-procedures-for-lawful-interception-
and-monitoring.
229  Bhairav Acharya, “Comments on the Information Technology (Reasonable Security Practices and Procedures and 
Sensitive Personal Data or Information) Rules, 2011”, Centre for Internet and Society, March 31, 2013, http://cis-india.org/
internet-governance/blog/comments-on-the-it-reasonable-security-practices-and-procedures-and-sensitive-personal-data-or-
information-rules-2011.  
230  Kochhar& Co., “2011 Indian Privacy Law”, Outsourcing.net, July 13, 2011, http://www.outsourcing-law.com/2011/07/2011-
indian-privacy-law/. 
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of assistance from service providers, and the “destruction and retention” of intercepted material.” 
These differences, it concluded, “have created an unclear regulatory regime that is non-transparent, 
prone to misuse, and that does not provide remedy for aggrieved individuals.”231 In early 2015, the 
Government was finalizing the draft of the Privacy Bill to be tabled in the Parliament.232In August 
2015, a three-judge bench of the Indian Supreme Court requested the Chief Justice to formulate a 
larger bench to decide whether privacy is a fundamental right in India.233

License agreements require service providers to guarantee the designated security agency or licen-
sor remote access to information for monitoring;234 ensure that their equipment contains necessary 
software and hardware for centralized interception and monitoring; and provide the geographical 
location, such as the nearest Base Transceiver Station, of any subscriber at a given point in time.235 
Under a 2011 Equipment Security Agreement that did not appear on the DoT website, telecom oper-
ators were separately told to develop the capacity to pinpoint any customer’s physical location with-
in 50 meters.236 “Customers specified by security agencies” were prioritized for location monitoring, 
with “all customers, irrespective of whether they are the subject of legal intercept or not,” to be mon-
itored by June 2014.237  The agreement remains effective, though various GSM operators lobbied for 
the clause to be removed from the license agreement because of compliance issues.238In November 
2014, an amendment to licensing conditions mandated government testing for all telecom equip-
ment prior to use, effective in 2015.239

Cybercafe owners are required to photograph their customers, arrange computer screens in plain 

231  “Report of the Group of Experts on Privacy”, Planning Commission of India, 7: 19, p. 60-61, October 16, 2012, http://
planningcommission.nic.in/reports/genrep/rep_privacy.pdf 
232  Yatish Yadav, “Centre Giving Final Touches to Right to Privacy Bill”, March 17 2015, http://www.newindianexpress.com/
nation/Centre-Giving-Final-Touches-to-Right-to-Privacy-Bill/2015/03/17/article2717271.ece.. 
233  Amit Anand Choudhary, “Five-judge constitution bench to adjudicate on right to privacy”, August 11 2015, http://
timesofindia.indiatimes.com/india/Five-judge-constitution-bench-to-adjudicate-on-right-to-privacy/articleshow/48437244.cms; 
Sidharth Pandey , “Is Privacy a Fundamental Right? Constitution Bench of Supreme Court to decide”, August 11 2015, http://
www.ndtv.com/india-news/is-privacy-a-fundamental-right-constitution-bench-of-supreme-court-to-decide-1206100.
234  SaikatDatta, “A Fox On A Fishing Expedition,” Outlook India, May 3, 2010, http://www.outlookindia.com/article.
aspx?265192 
235  Guideline 8, Guidelines and General Information for Grant of License for Operating internet Services, Department of 
Telecommunication, Ministry of Communication and Information and Technology, Government of India, August 24, 2007.
236  Amendment to the Unified Access Service License Agreement for security related concerns or expansion of Telecom 
Services in various zones of the country, Item 9, Department of Telecom, September 7, 2011, http://www.dot.gov.in/access-
services/amendments-access-service-licences; Nikhil Pahwa, “New Telecom Equipment Policy Mandates Location Based 
Services Accuracy Of 50Mtrs: COAI,” Medianama, June 17, 2011, http://bit.ly/keKNxY.
237  “Additional Cost Implication for the Telecom Industry as Government Mandates Location Based Services to Meet its 
Security Requirements,” Cellular Operators Association of India Press release, June 16, 2011, http://www.indiainfoline.com/
article/print/news/additional-cost-implication-for-the-telecom-industry-5179349791_1.html;  “Operators Implementing 
Location-based Services: Govt,” Press Trust of India via NDTV, August 9, 2012, http://bit.ly/S4zNcT. In June 2014, outside the 
coverage period of this report, the DoT issued a letter to all Cellular Mobile Telephone Service Licensees, Unified Access 
Licensees and Unified Licensees, asking them to submit the status of implementation of location based services within 
seven days of receipt. Department of Telecom, Implementation of Location Based Services with Time Frame and Accuracy as 
Mandated by License Amendment dated 31.05.2011 to UASL – Reg, June 19, 2014, http://www.dot.gov.in/sites/default/files/
DOC240614-005.pdf.
238  “GSM operators ask DoT to remove ‘location based service’ clause in licence”, The Business Standard, January 21, 
2013, http://www.business-standard.com/article/economy-policy/gsm-operators-ask-dot-to-remove-location-based-service-
clause-in-licence-113012100610_1.html.
239  Amendment to Unified Licending Guidelines, November 13 2014, http://www.dot.gov.in/sites/default/files/Amended%20
UL%20Guidelines%2013112014.PDF; Sandeep Dixit, “Testing of Telecom Equipment in India Mandatory from next year”, 
The Hindu, 11 August 2014, available at: http://www.thehindu.com/news/national/testing-of-telecom-equipment-in-
india-mandatory-from-next-year/article6304138.ece?utm_source=RSS_Feed&utm_medium=RSS&utm_campaign=RSS_
Syndication&utm_reader=feedly. 
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sight, keep copies of client IDs and their browsing histories for one year, and forward this data to the 
government each month.240

ISPs setting up cable landing stations are required to install infrastructure for surveillance and key-
word scanning of all traffic passing through each gateway.241 The ISP license bars internet providers 
from deploying bulk encryption; restricts the level of encryption for individuals, groups or organiza-
tions to a key length of 40 bits;242 and mandates prior approval from the DoT or a designated officer 
to install encryption equipment.243

Since 2011, officials have sought to prevent international providers from encrypting user commu-
nications,244 and required some, such as Nokia and BlackBerry, to establish local servers subject to 
Indian law under threat of blocking their services.245 In 2013, BlackBerry confirmed their “lawful ac-
cess capability” met “the standard required by the Government of India,” though business customers 
would be unaffected.246 

The Indian government also seeks user information from international web-based platforms. Ac-
cording to the Google Transparency Report, the government made 3,112 user data requests and 
4,684 requests to access accounts between July and December 2014,247 the second highest number 
of requests from any single government.248 The government requested access to 5,958 Facebook 
accounts between January and June 2014, and some data was produced in 51 percent of cases.249 
Twitter received 113 account information requests pertaining to 2,963 accounts from January to June 
2015.250 Yahoo received 1,001 government data requests involving 1,178 accounts from July to De-
cember 2014, showing a decline from the first half of 2014.251

Besides retrieving data from intermediaries, the government’s own surveillance equipment is be-
coming more sophisticated. The 2013 announcement of a Central Monitoring System (CMS), which 
will allow government agencies to intercept any online activities, including phone calls, text mes-
sages and VoIP communication directly using Lawful Intercept and Monitoring (LIM) systems on 
intermediary premises, caused widespread concern.252 Execution of the CMS has been entrusted to 

240  Rule 4, Information Technology (Guidelines for Cyber Cafe) Rules, 2011.
241  Guideline 42, Guidelines and General Information for Grant of License for Operating internet Services, Department of 
Telecommunication, Ministry of Communication and Information and Technology, Government of India, August 24, 2007.
242  Guideline 13(d)(vii), Guidelines and General Information for grant of License for Operating internet Services, Department 
of Telecommunication, Ministry of Communication and Information and Technology, Government of India, August 24, 2007. 
243  Guidelines and General Information for grant of License for Operating internet Services, Department of 
Telecommunication, Ministry of Communication and Information and Technology, Government of India, August 24, 2007. 
244  Joji Thomas Philip, “Can’t Track Blackberry, Gmail: DoT,” Economic Times, March 16, 2011, http://bit.ly/1bhkFo8;Joji 
Thomas Philip and HarsimranJulku, “E-services like Gmail, BlackBerry, Skype Can’t be Banned for Lack of Scrutiny: Telecoms 
Security Panel,” Economic Times, June 16, 2011, http://bit.ly/16TBotD 
245  Thomas K Thomas, “Despite India Server, IB Unable to Snoop into Nokia E-mail Service,” The Hindu, July 14, 2011, http://
bit.ly/1fRqjAt.
246  Anandita Singh Mankotia, “Government, BlackBerry Dispute Ends,” Times of India, July 10, 2013, http://timesofindia.
indiatimes.com/tech/tech-news/Government-BlackBerry-dispute-ends/movie-review/20998679.cms; 
247  Google Transparency Report 2014, available at: http://www.google.com/transparencyreport/userdatarequests/IN/. 
248  Google Transparency Report 2014, available at: http://www.google.com/transparencyreport/userdatarequests/
countries/?p=2014-06. 
249  Facebook Government Requests Report, January-June 2014, available at: https://govtrequests.facebook.com/country/
India/2014-H1/#. 
250  Twitter Transparency Report, July- December 2014, https://transparency.twitter.com/information-requests/2014/jul-dec. 
251  Yahoo Transparency Report, July-December 2014, https://transparency.yahoo.com/government-data-requests/index.htm.
252  Melody Patry, “India: Digital freedom under threat? Surveillance, privacy and government’s access to individuals’ online 
data”, November 21, 2013, http://www.indexoncensorship.org/2013/11/india-online-report-freedom-expression-digital-
freedom-3/.
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the DoT’s Centre for Development of Telematics.253 New reports differed as to when it would become 
operational,254 but at least one cited significant technical shortcomings preventing the system from 
coming online in 2013.255 A minister told parliament in early 2014 that it is being phased in over the 
next three years,256 and in 2015 the parliament was informed that New Delhi and Karnataka have 
been chosen for the initial phase.257 In the meantime, licensing agreements were amended to require 
the licensee to provide connectivity up to the nearest point of presence of the CMS network at its 
own cost.258  

In 2015, news reports said a lab under the Defence Research and Development Organisation (DRDO) 
was preparing to launch “NETRA,” short for Network Traffic Analysis, a system to sweep online con-
tent for keywords like “bomb.”259 The timing for its release is not known.  

Intimidation and Violence 

While there is no systematic violence against internet users, many are periodically targeted in repri-
sal for online activities, including during the coverage period of this report. 

Women are particularly vulnerable. In July 2014, a social activist complained to the Bangalore police 
after a man posted a comment on her Facebook wall calling for women like her to be raped.260In 
February 2015, activist Sunitha Krishnan, who started the “Shame the Rapist” campaign on social 
media, was subject to an attack where her car was stoned by some people smashing the rear win-
dow, just two hours after she posted the video.261

Social media also inflamed religious tensions. In June 2014, protests by a right wing Hindu mob 
in Pune, Maharashtra, against images posted on Facebook resulted in the killing of a Muslim man, 
though he was not associated with the content.262 Separately, in October 2014, an offensive image 
relating to Islam posted on Facebook sparked four days of violence in Vadodara, a city in Gujarat.263

253  Reply given by MilindDeora, Minister of the State in The Ministry of Communications and Information Technology, in 
Parliament, February 19, 2014, Lok Sabha Questions, http://164.100.47.132/LssNew/psearch/QResult15.aspx?qref=150407.   
254  See for example, Shalini Singh, “India’s surveillance project may be as lethal as PRISM,” The Hindu, June 21, 2013, http://
bit.ly/15EeV2o; Kalyan Parbat, “India’s Surveillance System CMS to be Operational Soon,” Economic Times, September 5, 2013, 
http://bit.ly/17QbPit; Shalini Singh, Govt. violates privacy safeguards to secretly monitor Internet traffic, 9 September 2013, 
http://www.thehindu.com/news/national/govt-violates-privacy-safeguards-to-secretly-monitor-internet-traffic/article5107682.
ece.
255  R. Jai Krishna, “India’s Surveillance Program Stalled”, Wall Street Journal, July 6 2013, http://blogs.wsj.com/
indiarealtime/2013/07/06/indias-surveillance-program-stalled/
256  Reply given by Milind Deora, Minister of the State in The Ministry of Communications and Information Technology, in 
Parliament, February 19, 2014, Lok Sabha Questions, http://164.100.47.132/LssNew/psearch/QResult15.aspx?qref=150407.   
257  Sarvjeet Singh, “Government’s Response to Fundamental Questions Regarding the Internet in India,” CCG Blog, April 
24, 2015, https://ccgnludelhi.wordpress.com/2015/04/24/governments-response-to-fundamental-questions-regarding-the-
internet-in-india/
258  “India’s Central Monitoring System (CMS): Something to Worry About?”, January 30 2014, Centre for Internet Society, 
http://cis-india.org/internet-governance/blog/india-central-monitoring-system-something-to-worry-about. 
259  Mackenzie Sigalos, “Has World’s Biggest Democracy got a Big Brother Problem?”, CNN, February 17 2015, available at: 
http://edition.cnn.com/2015/02/16/asia/india-internet-freedom/.
260  “Woman files complaint against man who called for “women like her to be raped by rapists””, The News Minute, July 28, 
2014, http://www.thenewsminute.com/socials/114. 
261  “Activist Sunitha Krishnan starts ‘Shame The Rapist’ campaign, gets attacked”, FirstPost, February 6 2015, http://www.
firstpost.com/india/activists-car-attacked-for-whatsapp-shame-the-rapist-video-2083061.html. 
262  ChandanShantaramHaygunde& Sushant Kulkarni, “Muslim techie beaten to death in Pune, 7 men of Hindu outfit held, 
The Indian Express”, July 4 2014, http://indianexpress.com/article/india/politics/muslim-techie-beaten-to-death-in-pune-7-
men-of-hindu-outfit-held/.
263  Rahi Gaikwad, “BJP leader among 90 held for Vadodara violence”, The Hindu, October 2 2014, http://www.thehindu.com/
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As in many countries, digital technology also played a disturbing role in helping criminals promote 
violence against women. In February 2015, three men were arrested under Section 376 of the IPC 
(which criminalizes rape), the Protection of Children from Sexual Offences Act, and the IT Act, on sus-
picion of gang rape and distributing video and photos of the incident on WhatsApp and YouTube.264

Technical Attacks

In September 2014, Communications and IT Minister Ravi Shankar Prasad said a total of 96,383 
security incidents including phishing, scanning, spam, malicious code, and website intrusions, were 
reported to the Indian Computer Emergency Response Team.265 Other reports said cybercrime had 
registered an annual increase of more than 40 percent in the past two years.266 Governments and 
corporations are the primary targets.

Many attacks are reported to have originated in Pakistan, including a November 2014 breach of 
22 government department and organization websites of Andhra Pradesh, Telangana, and Odisha 
states.267 In December, the website of the Sri Meenakshi Sundareswarar Temple in Madurai was de-
faced by a hacking community called Pak Teen Leets through a U.S.-based server.268

news/national/other-states/bjp-leader-among-90-held-for-vadodara-violence/article6466647.ece. 
264  Ishita Mishra, “UP shocker: Videos of 2 different gang rapes posted online”, The Times of India, February 3, 2015, http://
timesofindia.indiatimes.com/city/agra/UP-shocker-Videos-of-2-different-gang-rapes-posted-online/articleshow/46112348.cms. 
265  “Indian Government has taken a slew of measures to tackle cyber attacks: IT Minister”, November 28 2014, http://tech.
firstpost.com/news-analysis/indian-government-has-taken-a-slew-of-measures-to-tackle-online-scams-it-minister-243828.html. 
266  “India logs 40 percent annual increase in cyber crime cases”, December 29, 2014, http://cio.economictimes.indiatimes.
com/news/digital-security/india-logs-40-annual-increase-in-cyber-crime-cases/45672632. 
267 “Pakistan hackers deface 22 Indian portals”, November 28, 2014, http://timesofindia.indiatimes.com/india/Pakistan-
hackers-deface-22-Indian-portals/articleshow/45076322.cms. 
268  L Saravanan, “Madurai Meenakshi Amman Temple website hacked”, The Times of India, December 15, 2014, http://
timesofindia.indiatimes.com/india/Madurai-Meenakshi-Amman-Temple-website-hacked/articleshow/45521215.cms.
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Key Developments: June 2014 – May 2015

• The Supreme Court upheld a Ministerial Regulation on “negative content” passed with-
out legislative review, which gives officials the power to block websites (see Blocking 
and Filtering).

• Video-sharing platform Vimeo was officially blocked in Indonesia for hosting allegedly 
pornographic content in May 2015, though implementation varied by ISP (see Blocking 
and Filtering).

• At least five people were sentenced to prison under the notorious Information and Elec-
tronic Transactions Law (ITE Law), which the government pledged to revise in 2015 (see 
Prosecutions and Detentions for Online Activities). 

Indonesia
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 11 11

Limits on Content (0-35) 12 12

Violations of User Rights (0-40) 19 19

TOTAL* (0-100) 42 42

* 0=most free, 100=least free

Population: 251 million

Internet Penetration 2014: 17 percent

Social Media/ICT Apps Blocked: Yes

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Partly Free
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Introduction

Joko Widodo, former governor of Jakarta and mayor of Solo, was inaugurated as Indonesia’s seventh 
president on October 20, 2014, ushering in a new administration. The legislative election in May 
2014 was followed by the presidential election in July, but the transition was delayed by a failed chal-
lenge mounted in the Constitutional Court by the losing candidate.1 

The third direct presidential election since the democratic transition in 1998 was highly polarizing. 
Indonesia, the world’s third largest democracy, mobilized 187 million voters, including 67 million 
voting for the first time, and the close result lead to heated debates on social media.2 Online cam-
paigning was increasingly influential.3 

The 1998 transition paved the way for stronger protection of human rights, including freedom of ex-
pression, through constitutional and legal reform. Vibrant civil society organizations continue to play 
a major role in democratization, and economic development has increased the middle class popula-
tion.4 Internet access continues to expand, though infrastructural challenges remain, while affordable 
smartphones have helped embed digital communication in daily life. 

With an estimated 64 million Facebook accounts, 20 million Twitter users, and 5 million active blog-
gers, the internet is transforming the social and political landscape in Indonesia.5 Mobile devices are 
the medium of choice for the majority of Indonesians who wish to access the internet.6 Awareness 
of the internet’s potential to facilitate mobilization around social causes has been widely recognized. 
However, religious intolerance is also on the rise, and the internet has been exploited to spread hate 
speech.7  

Digital expression also comes with possible criminal sanctions, especially for defamation, which is 
more heavily penalized online under the Information and Electronic Transactions Law (ITE Law) than 
it is under the penal code. The number of charges filed under the defamation clause increased from 
10 in 2012 to 41 in 2014. The new minister of ICT pledged to revise the problematic ITE Law by the 
end of 2015, but the promised reform still fell far short of international standards.8 

On July 17, 2014, the outgoing Ministry of Communication and Information enacted a regulation 
granting ministry officials broad powers to filter “negative” content on the internet.9 After blocking 

1  Jonathan Thatcher and Kanupriya Kapoor, “Indonesian president-elect Jokowi calls for unity after bitter election,” Reuters, 
July 23, 2014, http://reut.rs/Un4yBP 
2  ‘Presidential Election Ruins Friendship on Socmed: Report,” Tempo, July 5, 2014, http://bit.ly/1Lcwon7. 
3  Ulma Karyanto, “Social media use and misuse in Indonesia’s election,” Rappler, July 3, 2014, http://bit.ly/1LcxgYT 
4  Avi Tejo Bhaskoro, “BCG: Melihat Potensi Pasar Melalui Pertumbuhan Middle Class and Affluent Consumers,” Daily Social, 
http://bit.ly/1Ogq5nZ. 
5  Number of Facebook users, see, Mariel Grazella, “Facebook has 64m active Indonesian users,” The Jakarta Post, June 18, 
2013, http://bit.ly/MoisPK and Enricko Lukman, “With 64 Million Monthly Facebook Users in Indonesia, Is it Opening an Office 
Soon?” Tech In Asia, June 19, 2013, http://bit.ly/1FT09NE; Number of Twitter users as quoted by Peter Greenberger, June 
2014, see: Ardhi Suryadhi, “Para Capres pun Dipepet Twitter,” detik inet, June 4, 2014, http://bit.ly/1uJ0VXz; No official record 
is available for the number of active bloggers. The number cited in this report is based on data recorded by the community 
network ASEAN Bloggers Indonesia Chapter, see: “Jumlah Blogger di Indonesia Capai 5 Juta Orang,” Tempo, May 10, 2013, 
http://bit.ly/1n4WMTO.
6  Simon Kemp, “Digital, Social, and Mobile in APAC 2015,” Iab.Singapore, March 10, 2015, slides 145-155, http://bit.ly/1B4DIf9. 
7  Bambang Muryanto, “Study blames govt for rising religious intolerance,” The Jakarta Post, June 11, 2014, http://bit.
ly/1VzG86f. 
8  Ria Indhryani, “Menkominfo Janji Revisi UU ITE Tahun Ini,” Bisnis Jawabarat, March 12, 2015, http://bit.ly/1PftHr2.  
9  Menteri Komunikasi Dan Informatika, Perturan Menteri Komunikasi dan Informatika No. 19/2014, http://bit.ly/UZlkY5.  
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several websites, the new ICT Minister faced heavy criticism from the media and civil society groups, 
and created four panels made up of civil society representatives and governments officials to assess 
the content reported for blocking—though the process still lacks judicial oversight.10 

Obstacles to Access

While smartphone use is increasing, the total internet penetration in Indonesia remained under 30 
percent of the population. This low access rate is mainly due to the geographic conditions of Indonesia, 
which consists of 17,000 islands and a population that is concentrated in the major islands, namely 
Java and Sumatera.

Availability and Ease of Access   

Internet penetration continued to increase over the past year, though precise figures differed. The 
International Telecommunication Union cited 17.14 percent in 2014, up from 14.94 percent in 2013.11 
Indonesia’s ICT Ministry reported 73 million internet users in Indonesia, which would put penetration 
at almost 30 percent.12

Mobile penetration was 127 percent in 2014,13 while smartphone penetration was at 21 percent in 
2014 and projected to increase to 26 percent in 2015.14 Mobile phones have become the preferred 
method to access the internet for most Indonesians, overtaking computers.15 Internet users spend 
an average of five hours a day online.16

Affordable devices are available, and phones with Android operating systems start at US$30. Multi-
ple SIM cards and devices are common, as people shop around for better signal quality and lower 
connection prices.17 Prepaid internet packages for smartphones range from US$0.50 a day to $2.50 
a month. As mobile phones became more popular, the number of fixed-line internet subscribers 
has decreased. In urban areas, most shops and cafes provide free Wi-Fi, as do public libraries and 
schools. 

Competition among internet service providers (ISPs) has reduced the cost of connection and made 
internet use more accessible. In the past, access was concentrated among older urban residents. In 
2013, however, 70 percent of Indonesia’s online population was under the age of 35.18

10  Kementerian Komunikasi Dan Informatika, “Siaran Pers Tentang Forum Penanganan Situs Internet Bermuatan Negatif,” 
June 18, 2015, http://bit.ly/1L2GK9X. 
11  International Telecommunication Union, “Percentage of Individuals using the Internet,” 2013, http://bit.ly/1cblxxY. 
12  “Internet users in Indonesia reach 73 million,” The Jakarta Post, March 10, 2015, http://bit.ly/1B2Y8VP. 
13  International Telecommunication Union,“Mobile-cellular subscriptions,” 2014, http://bit.ly/1cblxxY. 
14  Statista, “Smartphone user penetration in Indonesia as share of mobile phone users from 2014 to 2019*,” 2015, http://bit.
ly/1OinjAc   
15  “The Numbers: Indonesia’s Mobile Internet Users,” Wall Street Journal, December 5, 2014, http://on.wsj.com/1GsPww9. 
16  Simon Kemp, “Digital, Social, and Mobile in APAC in 2015,” We Are Social (blog), March 11, 2015, http://bit.ly/1xcuTzA.  
17  See, Redwing, “Indonesia’s Mobile Driven Telecoms Market,” http://redwing-asia.com/market-data/market-data-telecoms/.  
18  Amarpal Singh, “South East Asia Digital in Focus 2013: Key Insights and Digital Trends from South East Asia,” comScore, 
July 25, 2013, http://bit.ly/1gtfqDj.
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Restrictions on Connectivity  

Internet access continues to be concentrated in major cities such as Jakarta and Sumatera due to 
poor infrastructure in rural areas, particularly in the eastern part of the archipelago.19 By 2012, there 
were 41 fiber-optic backbone cables, of which 60 percent were located in Java. Less than 2 percent 
reached Bali and the group of nearby Nusa Tenggara islands.20 In 2013, a Moluccan Ring cable sys-
tem was launched to connect Papua and other parts of eastern Indonesia with the existing broad-
band network.21  

This gap is even wider for high-speed 3G internet access, as most base transceiver stations (BTS) 
which facilitate the connections are built by private providers, who determine the number and loca-
tion based on the market. The highest concentration is in West Java, where there are nearly 10,000 
stations, followed by Jakarta with 6,800. There are less than 1,000 3G BTS in Papua, Kalimantan, and 
the Mollucan Islands combined.22 In Papua, less than 40 percent of the population owned a mobile 
phone in 2013, compared to 97 percent in Jakarta.23 A national 2012 survey put e-literacy in under-
developed provinces such as Papua and Mollucan far lower than the national average.24 

The Ministry of Communication and Information (MCI) has made infrastructure a priority since 2010, 
developing subdistrict internet service provider (PLIK) and subdistrict internet service vehicle (MPLIK) 
programs to improve connections in the subdistricts that make up the regencies and cities in Indo-
nesian provinces. Other programs, such as desa berdering (ringing villages), and desa pintar (smart 
villages), target villages without private internet providers.25 A 2012 ICT white paper set out to elimi-
nate the digital divide by connecting 33,000 villages.26 

In 2013, the Attorney General’s Office opened a criminal investigation naming government officials 
and private sector businessmen as suspects in alleged corruption involving an infrastructure budget 
of US$100 million. The investigation was ongoing at the end of the coverage period of this report.27 
The development project has been suspended citing inefficiency, pending further evaluation.28 

ICT Market 

There are about 300 ISPs operating in Indonesia. However, 10 major providers dominate the market, 
and 3 retain the biggest market shares. Two of them are partly state-owned enterprises: PT Telkom-

19  Global Business Guide Indonesia, “Improving Internet Access in Indonesia,” 2013, http://bit.ly/1hkyBzU. 
20  Ministry of Communication and Information, “2012 Indonesia ICT White Paper.”
21  Ardhi Suryadhi, “Tifatul Resmikan Pembangunan Palapa Ring Indonesia Timur,” detik inet, May 28, 2013, http://bit.
ly/1eiA9qE. The project is part of the Palapa Ring Program, which launched in 2011 to develop a backbone fiber-optic system. 
It comprises 7 small rings connecting 33 provinces and 460 regencies. See, Kementrian Komunikasi dan Informasi, “Palapa Ring 
Percepat Pembangunan KTI,” May 13, 2015, http://bit.ly/1laI8Pc. 
22  Data Statistik Direktorat Jenderal Sumber daya Pos dan Telekomunikasi, Semester I, 2013, 52-54. 
23  Statistic Indonesia, Trends of Selected Economic Indicators of Indonesia, August 2013, 45. 
24  Ministry of Communication and Information, “2012 Indonesia ICT White Paper,” 22-23.
25  In July 2013, the ministry was questioned by the House of Representatives regarding alleged budget irregularities in the 
implementation of these programs. See, Margareth S. Aritonang, “Graft suspected in Rp 40 trillion IT project,” The Jakarta Post, 
July 11, 2013, http://bit.ly/1Oio0ta. 
26  Ministry of Communication and Information, “2012 Indonesia ICT White Paper,” 39-40; Kominfo, “Laporan Akhir Tahun 
2013,” December 27, 2013, http://bit.ly/1LeuIhq. 
27  “Kejagung Akan Tuntaskan Kasus Korupsi MPLIK,” Gatra News, April 15, 2015, http://bit.ly/1FQfiQm. 
28  Kominfo, “Siaran Pers Tentang Suspensi (Penghentian Sementara) Layanan Kewajiban Pelayanan Universal/ Universal 
Service Obligation,” March 5, 2015, http://bit.ly/1PfvMmJ. 
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sel, with a market share of 60 percent, and PT Indosat with 21 percent. A third, XL-Axiata, accounted 
for 19 percent.29 In December 2014, Telkomsel launched 4G-LTE services in the Jakarta and Bali areas, 
offering faster service that was soon matched by XL-Axiata and Indosat.30 

In 2013, the Attorney General’s Office filed corruption charges against one ISP, IM2, for selling band-
width under a public frequency licensed only to its parent company, Indosat.31 IM2 was accused of 
avoiding a private tax rate on the frequency, causing state losses of IDR 1.3 trillion (US$134 million).32 
Since ISPs generally rent frequencies from other companies in Indonesia, the APJII condemned the 
investigation. The MCI agreed the practice was in line with ministerial regulations, and practiced by 
about 280 other ISPs. However, the same year a court sentenced IM2 CEO Indar Atmanto to four 
years in prison and ordered Indosat to pay IDR 1.3 trillion in compensation. 33 An appeal court reject-
ed the defendant’s appeal and increased the CEO’s sentence to eight years imprisonment, although 
it removed the fine.34 Both Indosat and the attorney general appealed to the Supreme Court. In July 
2014 the Court upheld the initial verdict, the eight year prison term for Indar, and reinstated the 
fine. Indar filed a judicial review to the Supreme Court again in March 2015. No ruling had been an-
nounced at the end of the coverage period.35

The consequences of this ruling will affect almost all Indonesian ISPs, since so many are renting 
public frequency from telecommunication companies that have been awarded the rights to use the 
frequency by paying the Indonesian government. In September 2014, Onno W. Purbo, a well-known 
ICT figure in Indonesia, started a petition on Change.org in support of Indar Atmanto.36 

Regulatory Bodies 

The Directorate General Post and Telecommunication Resources and Directorate General Post and In-
formatics oversee internet services under the MCI. Their mandates include regulating the allocation 
of frequencies for telecoms and data communications, satellite orbits, ISP licenses, and overseeing 
private telecom providers.  In January 2014, the Internet Defender Front (FPI) and APJII filed a consti-
tutional review of the Law on Post and Telecommunication due to the high cost it prescribes for an 
ISP license.37 In March 2015, the Indonesian Constitutional Court rejected the claim and found the 
existing law constitutional.38 However, the APJII continues its campaign to get the law revised, includ-
ing calls for parliament to review it.39

29  Global Business Guide Indonesia, “An Overview of Indonesia’s Telecommunication Sector,” 2012, http://bit.ly/1VBQJrZ; 
Oxford Business Group, “The big three: A battle for subscribers and profit,” 2012, http://bit.ly/1xw628M. 
30  Leighton Cosseboom, “The time has come! Indosat, XL, and Telkomsel to introduce 4G in Indonesia,” Tech In Asia, 
December 9,2014, http://bit.ly/1wuezPq.   
31  Mariel Grazella,“IM2 Preparing Defense Ward Internet Doomsday,” The Jakarta Post, January 15, 2013, http://bit.
ly/15CrmNm. 
32  Conversion as of January 15, 2013, according to Oanda. The value of the rupiah plunged in 2013; as of July 19, 2013, when 
news reports announced the verdict, the same amount came to US$128 million. 
33  Mariel Grazella, “Telco Firms Rattled by IM2 Verdict,” The Jakarta Post, July 9, 2013, http://bit.ly/1LtXvAs. 
34  See, “Indosat Tempuh Kasasi dan Bawa Kasus IM2 ke Arbitrase Internasional,” Kompas, January 5, 2014, http://bit.
ly/1n57Ct8. 
35  Khoirul Amin, “Kalla supports judicial review of IM2 case,” The Jakarta Post, March 25, 2015, http://bit.ly/1VBRstf. 
36  Onno W. Purbo, “Berikan Kepastian Hukum kepada ISP & Bebaskan Indar Atmanto,” petition, http://chn.ge/1rMVLBX. 
37  Twelve ISPs were closed down by the government in 2012 after failing to produce the fee. See, “FPI dan APJII Gugat Biaya 
Tinggi Usaha Telekomunikasi,” Jurnal Parlemen, January 17, 2014, http://bit.ly/1nYlxSW.
38  Denny Mahardy, “Gugatan PNBP Ditolak MK, APJII Merasa Tak Masalah,” Liputan 6, March 19, 2015, http://bit.ly/1Q28wXI. 
39  Dewan Perwakilan Rakyat Republik Indonesia, “Program Legislasi Nasional,” http://www.dpr.go.id/uu/prolegnas.   
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In 2003, a more independent regulator, the Indonesia Telecommunication Regulatory Body (BRTI), 
was established to oversee fair competition among telecommunications business entities, to resolve 
industry conflicts, and to develop standards for service quality. The appointment of the head of the 
MCI’s Directorate General Post and Telecommunication as chair raised concerns over its indepen-
dence,40 though its composition has been balanced. In May 2015, new BRTI members for 2015-2018 
were announced, including three government officials and the remaining six from civil society.41 De-
spite this, the body lacks executive power, and can only make recommendations. As a result, it fails 
to intervene in relevant fraud or corruption cases,42 and its effectiveness remains challenged.43

Limits on Content

The MCI regulation on “negative content” was authorized during the coverage period, officially giving 
power to the MCI to block content deemed pornographic or illegal. This was followed by the creation of 
four panels to act as consultation councils for different banned topics such as child pornography, hate 
speech, fraud, fake drugs, illegal investments, gambling, and intellectual property rights. These events 
were continually challenged by civil society groups, which identified a threat to freedom of expression 
in the new censorship powers issued without a legislative process. 

Blocking and Filtering 

The authority to block content is granted by the Information and Electronic Transactions Law (ITE 
Law), provided that limitations are in the public interest and intended to maintain public order.44  In 
practice, blocking tends to be arbitrary, as the wording lacks clarity in its articulation of what is con-
sidered as “forms of disturbance,” “abuse of electronic information,” “public interest,” and “public or-
der.” Another statute provides a legal framework to block content considered pornographic.45 

In practice, the MCI has long played a role in managing what content is blocked, but that role was 
formalized during the coverage period. As one of his last acts in office, former ICT minister Tifatul 
Sembiring authorized Minister Regulation no. 19/2014 on “negative content” in July 2014 before his 
position was replaced in the new cabinet.46 The objective of the regulation was to provide a legal 
procedure for the government to restrict “negative” websites, with “negative” defined as containing 
pornographic or otherwise illegal material, under existing Indonesian law. 

The regulation specified the existing service Trust Positive as the government’s “blocking service 
provider,” or database of websites with negative content for Indonesian ISPs to block. Trust Positive 

40  In November 2005, the MCI issued Ministerial Regulation no. 25/2005 justifying the appointment of a directorate general 
representing the government to chair the body. See, Peraturan Menteri Komunikasi Dan Informatika, No. 25, November 2005, 
http://bit.ly/1OTK79s; Badan Regulasi Telekomunikasi Indonesia, “Overview Tentang BRTI,” April 5, 2010,  http://bit.ly/1cEejla  
and Badan Regulasi Telekomunikasi Indonesia, “Fungsi dan Wewenang,” March 29, 2010, http://bit.ly/1hdI1ON.
41  Reska K. Nistanto, “Ini Dia Nama-nama Anggota BRIT 2015-2018,” Kompas, May 20, 2015, http://bit.ly/1OipRy0. 
42   Examples include a high profile case of SMS fraud involving the PT Colibri Network CEO and the vice director of Telkomsel 
Antara. See, “Kasus Pencurian Pulsa Mandeg, Ini Penyebabnya,” GresNews, March 12, 2014, http://bit.ly/1GsTmW4. 
43  Amal Nur Ngazis and Agus Tri Haryanto, “Disorot, Regulator Telekomunikasi Tak Independen,” July 28, 2015, http://bit.
ly/1NhjKKe. 
44  See, Law No. 11/2008, Article 40. 
45  Civil society and cultural groups challenged the law before the Constitutional Court in 2009 for its narrow and obscure 
definition of pornography and pornographic content, which includes LGBTI content and folk traditions which expose the female 
form, such as the Jaipongan folk dance from West Java and Papuan traditional clothes. The Court upheld the Law.  
46  Edy Can, “Tifatul teken aturan pembatasan situs negatif,” Kontan, July 23,2014, http://bit.ly/1FT5Vit. 
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is a filtering application operational since 2010, managed directly by the ministerial office, with a 
database of continuously updated websites. In 2015, the Trust Positive website listed 763,126 web-
sites blocked.47  The majority of blocks come under the category of pornography. Other categories 
include radicalism, hate speech, fraud, gambling, child violence & pornography, internet security, in-
tellectual property rights, violence and miscellaneous.

The regulation also detailed procedures for the public to report negative content online or via email, 
and how to appeal in case of wrongful blocking. Members of the public or website owners can file 
complaints to remove the website’s URL address from the Trust Positive database of banned sites, 
and the complaint must be resolved in 24 hours.

ISPs are obliged to implement ongoing blocks based on the database, which functions as a mini-
mum list of required blocks, so each ISP can add more sites. As each ISP can employ different soft-
ware for blocking, and create independent databases, content restrictions are inconsistent. In the 
past, researchers were unable to identify whether blocks implemented by three ISPs were based on 
Trust Positive or an independent list.48 This creates uncertainty for users seeking redress when con-
tent is wrongfully blocked. 

In November 2014, the regulation was subject to a Supreme Court judicial review after a challenge 
was filed by several NGOs and individuals. The challenge said there was no clear law by which MCI 
officials could assess content, and that the regulation represented a threat to citizens’ constitution-
ally guaranteed freedom of expression.49 In May 2015, the Indonesian Supreme Court rejected the 
application.50 

With the new ICT minister Rudiantara in office, requests to block websites under the regulation be-
gan to appear in October 2014. Some of the blocks appeared to target criminal activity.51 By Decem-
ber 2014, the ICT Ministry reported that they have blocked 400 websites for selling fake drugs,52 and 
another 45 websites offering unregistered marriage services.53 Other examples were less clear, like a 
YouTube video showing bullying in an elementary school in Bukittinggi, Padang, which was blocked 
at the request of an individual.54 The blocking of 19 websites for allegedly radical Islamic teaching 
also attracted public criticism.55 

In response to these objections, Rudiantara announced the creation of four panels to review each 
website reported for blocking. The four panels cover pornography and child abuse; terrorism, hate 
speech; illegal investment, fraud, gambling, food and drugs; and copyright infringement.56 Respond-
ing to the panels, the Institute for Criminal Justice Reform stated that any effort to limit citizens’ 
rights must undergo legislative review, and that doing so by ministerial regulation violates the 
constitution.57 

47  Trust Positif, website, http://trustpositif.kominfo.go.id/.    
48  OpenNet Initiative, “Indonesia,” August 9, 2012, http://bit.ly/1LcG1Cr. 
49  Institute for Criminal Justice Reform,” PERMEN Penanganan Situs Internet Bermuatan Negatif ke Digugat ke Mahkamah 
Agung,” November 21, 2014, http://bit.ly/1RrnlE9.   
50  Andi Saputra, “Gugatan Permen Konten Nagatif Tidak Diterima MA,” Detik News, May 22, 2015, http://bit.ly/1MbzxVe.  
51  “Polisi Minta Kominfo Blokir Situs Penjualan Narkoba di Internet,” Tribun Nasional, October 18, 2014, http://bit.ly/1Z4Tpmn. 
52  “Kominfo Blokir Ratusan Situs Penjualan Obat Palsu,” Kompas,December 31, 2014, http://bit.ly/1MbzIjn. 
53  “Kemenag laporkan 45 situs online nikah siri ke Kominfo,” Antara News, March 25, 2015, http://bit.ly/1WIZ4wg. 
54  “Kominfo Didesak Blokir Video Kekerasan Siswa SD,” Okezone, October 13, 2014, http://bit.ly/1hmn7RJ. 
55  “Ini Daftar 19 Situs yang Diblokir Kominfo,” Tempo, March 31, 2015, http://bit.ly/1MdXIqh. 
56  Susetyp Dwi Prihadi, “Daftar Panel Pemblokir Situs Negatif yang Dibentuk Kominfo,” April 2, 2015, http://bit.ly/1JSjwS5. 
57  “ICJR Kritik Pembentukan Forum Penanganan Situs Internet Bermuatan Negatif,” Tribun Nasional, April 4, 2015, http://bit.
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The video service provider Vimeo became inaccessible on many ISPs in mid-2014, apparently in re-
sponse to an MCI directive to individual ISPs and the site’s inclusion in the Trust Positive database 
for allegedly pornographic content.58 (Vimeo bars sexually explicit content in its terms of service.) 
Though implementation of the directive remained intermittent, blocking was documented by users 
and by researchers at the University of Toronto-based Citizen Lab.59 In November 2014, the ICT min-
ister asked internet users to participate in a dialogue with Vimeo’s CEO after the company declined 
to modify its terms of service for the Indonesian market.60 Despite dialogue during the coverage 
period, which included civil society representatives, Vimeo and the ICT Ministry still cannot agree on 
a way to filter allegedly pornographic material selectively for Indonesian users. As a result, Vimeo 
remains officially blocked from use in Indonesia.61

Since filtering relies on keywords, blocks can be overly broad. Some minority voices, particularly 
LGBTI groups, suffer from arbitrary filtering. In April 2013, the LGBTI group website Our Voice could 
not be accessed on the XL-Axiata network, though it was available through other providers, such 
as Telkomsel and First Media. After investigating the group’s complaint, the provider was unable to 
determine if the group’s domain fee had lapsed, or if it was formally blocked. In June, XL-Axiata’s 
customer service said on its company Twitter account that Our Voice was listed in the Trust Positive 
database, which the MCI denied. However, after the APJII intervened, the blocking was ultimately lift-
ed in September. It apparently stemmed from the inclusion of keywords such as “gay” and “lesbian” 
in the database.62  

Besides the MCI, the independent Nawala Foundation provides a free DNS server enabling service 
providers to block hundreds of thousands of websites for content including pornography and gam-
bling. Its database included 811,190 sites by January 2014, but no longer issued statistics in 2015.63 
Nawala provides a form for website owners subject to accidental blocking, though how it processes 
complaints is not known. 

Content Removal 

Administrative requests to delete or take down content are less common. From January to June 
2014, Google reported two government requests to remove content from its platforms, involving 
defamation and nudity.64 The government has threatened service providers for failing to implement 
censorship in the past. In 2011, BlackBerry agreed to filter pornographic websites on their devices in 

ly/1LyeyBq. 
58  Dwifantya Aquina and Amal Nur Ngazis, “Situs Vimeo Diblokir Pemerintah , Apa Sebabnya?” Viva, May 12, 2014, http://bit.
ly/SRNNyy. 
59  Adam Senft and Irene Peotranto, “The Blocking of Vimeo in Indonesia,” Citizen Lab, May 26, 2014, http://bit.ly/1HimFPN. 
60  Achmad Rouzni Noor II, “Menkominfo Ajak Netizen Video Conference dengan Bos Vimeo,” Detik Inet, November 11, 2014, 
http://bit.ly/1Gw0KQs. 
61  Yoga Hastyadi Wildiartanto, “Vimeo Masih Diblokir, Ini Kata Menkominfo,” Kompas, February 2, 2015, http://bit.ly/1LhWx8z. 
62  Wahyudi Djafar and Zainal Abidin, Membelenggu Ekspresi, “Studi Kasus Mengenai Praktik Pemblokiran Penyaring Konten 
Internet Dan Kriminalisasi Pengguna Internet di Indonesia,” ELSAM, 2014, 23-25. For a detailed chronology of the blocking, see, 
Gusti Bayu, “Kronologis Pemblokiran Website Our Voice Oleh Provider XL,” SuaraKita, July 5, 2013, http://bit.ly/1Q7uGHW. The 
International Gay and Lesbian Human Rights Commission (ILGA) was also blocked by three ISPs, namely Telkomsel, Indosat, and 
Lintas Arta, in 2012. 
63  See, “KEAMANAN INTERNET: Nawala Targetkan Peningkatan Database Situs Negatif Tiga Kali Lipat,” Industri, March 20, 
2013, http://bit.ly/1Lynhnh. 
64  Google, “Indonesia,” Transparency Report, http://bit.ly/1Gw46Db. 
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Indonesia after the government regulator warned that the firm’s market access could be restricted if 
it failed to comply.65 

Media, Diversity, and Content Manipulation  

Journalists and internet users did not exercise undue levels of self-censorship during the coverage 
period of this report. Interference from state agencies has declined significantly compared to past 
years, but social pressure still periodically leads to self-censorship among journalists, and occa-
sionally manifests online in relation to religion, sensitive political corruption charges, or potential 
defamation.66 

Indonesia has enjoyed a thriving blogosphere since around 1999, though traditional media outlets—
rather than blogs—typically cover important political developments and corruption investigations. 
Indonesians are also avid users of social media and communication apps, which are freely available. 
However, social media growth has produced new concerns about content manipulation. Analysts say 
anonymous or pseudonymous Twitter accounts circulating politically motivated rumours and attacks 
on politicians may be part of sponsored campaigns to influence online discourse, or even blackmail 
well-known figures seeking to protect their reputations.67 Social media pages have also been used by 
religious extremists.68 

Digital Activism 

The internet has also strengthened grassroots mobilization. The Indonesia Breastfeeding Mothers 
Association (@aimi_asi) has embraced social media, circulating kultwit, or short Twitter lectures, on 
breastfeeding for new mothers and other reproductive health issues to reach women across the 
country. In more urban settings, community movements have used social media to maintain the 
spirit of volunteerism. The @idberkebun network, which promotes urban farming and conservation, 
has spread to 30 cities and 8 universities in four years,69 using digital forums to provide free classes 
and organize community farming on abandoned land. Similarly, the @akademiberbagi network facil-
itates learning and sharing between people and experts on different topics.70 

During the election year, digital activism was focused more on political campaigning from many 
sides and parties. Two were particularly notable. One used the hashtag #ShameOnYouSBY, initials 
which refer to former President Susilo Bambang Yudhoyono, when his Democratic Party withdrew 
support for direct elections for regional heads, a move which critics said undermined the democrat-
ic process that Indonesian has enjoyed so far.71 The second campaign was the ongoing #SaveKPK 

65  BlackBerry was formerly known as Research in Motion. Femi Adi, “RIM Says Committed To Indonesia, Will Block Porn on 
BlackBerrys,” Bloomberg, January 17, 2011,   http://bloom.bg/1VELMia;  Ardhi Suryadhi, “Sensor di Blackberry terus diawasi” 
[Censorship on Blackberry Continuously Observed], Detik Inet, January 21, 2011, http://bit.ly/1VELRlJ. 
66 Interviews with Abdul Manan, senior journalist from Tempo newspaper, and Nezar Patria, managing editor of Viva News, 
2013. There is no official data for threats against journalists, but cases of retaliation for news coverage are common. See, 

“Kantor Redaksi Diserbu Massa,” Berita Metro, June 28, 2013, http://bit.ly/1j7SvVi.  
67  “The anonymous denizens of the Indonesian ‘twitterverse,’” The Jakarta Post, May 7, 2013, http://bit.ly/1Lk2ZHJ. 
68  Niniek Karmini, “AP Exclusive: Facebook Broke Indonesia Terror Case,” The Associated Press, June 21, 2013, http://bit.
ly/1OXVYTO. 
69  See, Indonesia Berkebun, “About,” http://indonesiaberkebun.org/about/. 
70  See, “Akademi Berbagi (Akber) dan Semangat Kaum Muda untuk Perubahan,” Kompasiana, September 1, 2012, http://bit.
ly/1VDBNyS; Akademi Berbag, website, http://akademiberbagi.org.
71  “#ShameOnYouSBY gives Yudhoyono worldwide spotlight” The Jakarta Post, September 26, 2014, http://bit.ly/1owtWxT.  
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and #AkuKPK movement in support of Indonesia’s Corruption Eradication Committee, known by its 
abbreviation KPK. The committee came under political attack after successfully documenting politi-
cians and judges caught receiving bribes, but the public display of support prevented it from being 
disbanded.72

Violations of User Rights

The number of people prosecuted under the ITE Law has increased, often to intimidate and to silence 
critics. People frequently use the law for their own agenda, misguidedly mixing public and private 
digital space. Hope lies with the new ICT minister’s promise to revise the ITE Law by the end of 2015. 
However, without proper training offered to Indonesian law enforcement and judiciary, more erroneous 
prosecutions are likely to occur. 

Legal Environment 

Freedom of expression was initially protected through the stipulation of the Law on Human Rights, 
shortly after the 1998 reformation, which was strengthened through the second amendment of the 
constitution in 2000. The third amendment guarantees freedom of opinion.73 The constitution also 
includes the right to privacy and the right to obtain information and communicate freely.74 These 
rights are further protected by various laws and regulations.75 Indonesia also ratified the Internation-
al Covenant on Civil and Political Rights (ICCPR) in 2005.76  

Other laws passed since then have infringed on user rights, despite legal experts’ opinions that they 
conflict with the constitution.77 The antipornography law introduced in 2008 contains a definition of 
pornography which can be loosely interpreted to ban art and cultural expression perceived as explic-
it.78 A 2011 State Intelligence Law introduced penalties of up to ten years’ imprisonment and fines of 
over US$10,000 for revealing or disseminating “state secrets,” a term which is vaguely defined in the 
legislation.79 This framework provides authorities with a range of powers to penalize internet users, 
even though not all are regularly implemented. Some civil society groups challenged this law in the 
Constitutional Court, which rejected their petition in 2012.80

Provisions of the 2008 ITE Law have been used repeatedly to prosecute Indonesians for online ex-

72  Jeffrey Young, “Indonesia’s Anti-corruption Commission Draws Fire,” Voice of America, April 6, 2015, http://www.voanews.
com/content/indonesia-anti-corruption-commission-draws-fire/2708609.html.  
73  Constitution of 1945, Article 28E(3).
74  Constitution of 1945, Articles 28F and 28G(1).
75  Among others, “Law No. 39 of 1999 on Human Rights,” “Law No. 14 of 2008 on Freedom of Information,” and “Law No. 40 
of 1999 on the Press.” 
76  The ICCPR was ratified through Law No. 12/2005.  However, to date the government has yet to review and reform laws to 
comply with the covenant’s human rights standards. 
77  Wahyudi Djafar et al., “Elsam, Asesmen Terhadap Kebijakan Hak Asasi Manusia dalam Produk Legislasi dan Pelaksanaan 
Fungsi Pengawasan DPR RI” [Assessment of the Human Rights Policy in Legislation and the Implementation of Parliament 
Monitoring], Institute for Policy Research and Advocacy, 2008. 
78  An art installation in Yogyakarta was shut down for allegedly pornographic content. See, “Dianggap porno, patung 
akar setengah manusia dibongkar,” February 10, 2014, http://bit.ly/1JSuzei; and, “Indonesian Parliament passes controversial 
intelligence bill,” EngageMedia, October 25, 2011, http://bit.ly/1VEN6Bt.  
79  “Indonesian Parliament Passes Controversial Intelligence Bill,” Engage Media, October 25, 2011, http://www.engagemedia.
org/Members/emnews/news/indoneisan-parliament-passes-controversial-intelligence-bill.
80  The decision is available at, Nomor 7/PUU-X/2012, Demi Keadilan Berdasarkan Ketuhanan Yang Maha Esa Mahkamah 
Konstitusi Republik Indonesia, http://bit.ly/1L6iB2t. 
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pression. The law’s penalties for criminal defamation, hate speech, and inciting violence online are 
harsh compared to those established by the penal code for similar offline offenses. Sentences al-
lowed under Article 45 can extend to six years in prison; the maximum under the penal code is four 
years, and then only in specific circumstances—most sentences are less than a year and a half.81 Fi-
nancial penalties show an even more surprising discrepancy. While the ITE law allows for fines of up 
to IDR one billion (US$80,000), the equivalent amounts in the penal code have apparently not been 
adjusted for inflation. Article 310, for example, allows for paltry fines of IDR 4,500 (US$0.37) for both 
written and spoken libel.82 

The MCI promised to revise the ITE Law by the end of 2015. However, the focus of this revision would 
reportedly be a single article on online defamation, reducing the maximum prison sentence from 
six to four years in prison. This would move the offense from the category of serious crime to reg-
ular crime, but would not decriminalize the offense or check the abuse of the law to suppress free 
speech.83 

Prosecutions and Detentions for Online Activities 

By March 2015, the number of individuals sued under the ITE Law since 2008 had increased to 85.84 
At the end of 2014, that figure was 74, with 92 percent of cases filed for online defamation, 5 per-
cent for blasphemy, and 1 percent for online threats. The number of prosecutions under the ITE Law 
almost doubled in 2014, with a total of 41 cases, up from 21 in 2013.85 Recognizing the problematic 
elements of the law and the number of misguided charges filed, the new administration promised to 
revise the law by the end of 2015.86  

Problematic sentences were also passed during the coverage period: 

•	 In February 2014, Fadli Rahim, a government official in Gowa, South Sulawesi Province, was 
sentenced to eight months in prison for defaming Gowa’s Regent, Ichsan Yasin Limpo, on 
LINE Messenger.87

•	 In March 2015, Florence Sihombing, a student in Yogyakarta, was sentenced to two months 
in prison for defaming the city of Yogyakarta in an August 2014 post on the social network 
Path. Observers took a screenshot of the message, which subsequently went viral, calling 
the city “stupid, poor and uncivilized.”88

•	 In March 2015, Agus Slemet and Udin, NGO activists in Tegal, Central Java Province, were 

81  Human Rights Watch, Turning Critics Into Criminals, May 4, 2010, http://www.hrw.org/node/90020/section/6.
82  “Kitab Undang-Undang Hukum Pidana” [Criminal Law],  available at Universitas Sam Ratulangi, http://bit.ly/1KZOGuY. 
83  Kementarian Komunikasi Dan Informatika, “Menkominfo Pastikan Revisi UU ITE Hanya Satu Pasal,” August 5, 2015, http://
bit.ly/1MecVaX. 
84  “Protecting Freedom of Expression and Digital Rights: The Case Study of Indonesia,” Safe Net Voice, March 30, 2015, http://
safenetvoice.org/2015/03/protecting-freedom-of-expression-digital-rights-the-case-study-of-indonesia/. 
85  Damar Juniarto, “Potret Kasus UU iTE 2008-2014,” November 26, 2014, http://bit.ly/1RtKpCf.  
86  “Revisi UTU ITE Dijanjikan Kelar pada 2015,” Kompas, February 3, 2015, http://bit.ly/1PioH55. 
87  Fadli Rahim, “ VIDEO: Divonis 8 Bulan, Pengritik Bupati Gowa Menangis Dipelukan Ibunya,” Tribun Timur, February 18, 2015, 
http://bit.ly/1VEO7th.  
88  Terakhir Kali, “Menghina Melalui Media Sosial, Mahasiswi UGM Divonis 2 Bulan Penjara,” Voice of America, March 31, 2015, 
http://bit.ly/1jNWyqp.  
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sentenced to five months in prison after posting a modified photo of Tegal Mayor Siti 
Mashita on Facebook.89 

•	 In March 2015, Wisny Yetty, a housewife in Bandung, West Java, was sentenced to five 
months in prison for an allegedly “immoral” private message sent to a Facebook contact ac-
cusing her ex-husband of domestic violence. The message was reported by the ex-husband, 
who accessed her account without permission.90 

In January 2015, Ervani Handayani, a housewife in Yogyakarta, was acquitted of defamation charges 
filed in response to her posting a complaint about her husband’s supervisor on Facebook.91

Surveillance, Privacy, and Anonymity 

Mobile phone users are technically required to register their numbers with the government by text 
message when they buy a phone, though this obligation has been widely ignored in practice. Some 
telecommunications companies are known to have complied with law enforcement agencies’ re-
quests for data. In 2011, amid concerns that Blackberry’s encrypted communication network would 
hinder antiterrorism and anticorruption efforts, the company reportedly cooperated with the author-
ities in isolated incidents, and agreed to establish a local server, though in Singapore, not in Indone-
sia.92 The government introduced a regulation in 2012 requiring electronic system providers offering 

“public services” to build local data centers, and a draft regulation in 2014 laid out technical require-
ments for any entity offering “information technology-based services” to comply, but the definition 
of those entities, and the timing of the draft’s passage and implementation, remain unclear.93 

Under Article 40 of the Law No. 46/1999 on Post and Telecommunications, everyone is prohibited 
from intercepting information transmitted through any form of telecommunications channel. 94  Yet 
there are 10 laws, including the ITE law, and 7 executive regulations which allow certain government 
or law enforcement agencies to conduct surveillance, including electronic surveillance over citizens.95 
The agencies include the Indonesia Corruption Commission, the National Narcotic Board, National 
Intelligence Service, and others. However, the laws do not clearly explain the scope of interception, 
despite the fact that the Constitutional Court issued a decision in 2010 requiring that detailed in-
terception procedures be regulated by law.96 In addition, the legal framework lacks judicial or parlia-
mentary oversight, and does not provide a remedy for possible abuse.  

89  Laporan Johari, “Kesandung UU ITE, 2 Aktivis Divonis 5 Bulan Penjara,” Pantura News, April 30, 2015, http://bit.ly/1RtKFBc. 
90  “Dihukum 5 Bulan, Pelaku Curhat di Facebook Menangis,” Tempo, March 31, 2015, http://bit.ly/1OlKBF9. 
91  Enricko Lukman, “Ervani Handayani dinyatakan bebas dari jeratan UU ITE!” Tech In Asia, January 5, 2015, http://bit.
ly/1ZbVFbu.  
92  Arientha Primanita and Faisal Maliki Baskoro, “Pressure on BlackBerry Maker to Build Servers in Indonesia,” Jakarta Globe, 
December 14, 2011, http://bit.ly/1Lk7iCY. 
93  Linklaters, “Indonesia,” http://bit.ly/1Meng2a; Regulation of the Government of the Republic of Indonesia, Number 82 of 
2012 Concerning Electronic System and Transaction Operation, http://bit.ly/1L6lK2m;  “Indonesia May Force Web Giants to 
Build Local Data Centers,” Asia Sentinel, January 17, 2014, http://bit.ly/1j3E0g0; Vanesha Manuturi and BAsten Gokkon, “Web 
Giants to Build Data Centers in Indonesia?” Jakarta Globe,  January 15, 2014, http://bit.ly/1VDExMJ; Anupam Chander and Uyên 
P. Lê, “Data Nationalism,” Emory Law Journal 64, no. 3 (2015): 677-739, http://bit.ly/1jd7CgT. 
94  See, Andylala Waluyo, “Pemerintah Selidiki Telkomsel dan Indosat Terkait Isu Penyadapan,” Voice of America, February 19, 
2014, http://bit.ly/1laudZg. 
95  For a full list of the laws, see Supriyadi, W, “Komentar Atas Pengaturan Penyadapan Dalam Rancangan,” KUHAP, ICJR, policy 
paper, April 2013, http://bit.ly/1fdXN7W.
96  An excerpt of the decision is available in English at, “Excerpt From Decision of the Constitutional Court of the Republic 
of Indonesia,” 2010, http://bit.ly/1hqGcCf; For the full decision (in Bahasa Indonesia), see, Nomor 5/PUU-VIII/2010, http://bit.
ly/1VDFggJ. 
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In March 2015, reports based on information leaked by former U.S. National Security Agency (NSA) 
contractor Edward Snowden accused New Zealand of spying on digital communications in countries 
in the Pacific since 2009, including Indonesia going back to 2009.97 Many political figures and Indo-
nesian officials asked for an official explanation from the New Zealand government.98 Separately, the 
same document alleged that SIM cards manufactured by the company Gemalto and used by tele-
communication providers XL, Hutchinson 3, Telkomsel and Indosat were subject to surveillance by 
the NSA and the British intelligence agency GCHQ (Government Communication Headquarters). An 
official investigation found no supporting evidence of this claim.99

Intimidation and Violence 

There have been no reports of extralegal attacks, intimidation, or torture of bloggers or other in-
ternet users. In the past, police—and sometimes Islamic fundamentalist groups—have conducted 
unannounced searches of cybercafes that are perceived to be promoting immoral conduct;100 no in-
cidents were documented during the coverage period. 

Technical Attacks

Politically-motivated cyberattacks against civil society groups have not been reported in Indonesia. 
A cyberattack allegedly initiated by Philippine hackers defaced several Indonesian websites in April 
2015 as a protest against the planned execution of a Philippine national convicted of drug trafficking. 
She was ultimately granted a reprieve.101 

The Minister of Defence reported recruiting experts and purchasing digital defensive tools to protect 
Indonesia from cyberattacks in May 2015.102  

97  Reuters, “Snowden Documents: New Zealand Spying On Pacific Neighbors And Indonesia,” April 5, 2015, http://huff.
to/1Nn2Nyc. 
98  Mohammad Saifulloh, “Dubes Selandia aru Harus Jelaskan Skandal Penyadapan,” Okezone, March 7, 2015, http://bit.
ly/1RtLNow. 
99  Yoga Hastyadi Widiartanto, “ Kemenkominfo Ungkap Hasil Investigasi Penyadapan “SIM Card”,” Kompas, March 17, 2015, 
http://bit.ly/1Megm1j. 
100  “Shariah Police Arrest Five in Banda Aceh Punk Raid,” Jakarta Globe, September 5, 2012, http://bit.ly/1LkaQVP; “Police 
Bust High School Students for Cutting Class in Favor of Facebook,” Jakarta Globe, March 3, 2010, http://bit.ly/1Q7Crhf. 
101  Aries Joseph Hegina, “Hackers deface Indonesian websites in support of Mary Jane Veloso,” Inquirer, April 29, 2015, 
http://bit.ly/1bCPjx3. 
102  “Pemerintah Siapkan Teknologi Canngih Hadapi Serangan Hacker,” Serambi Indonesia, May 26, 2015, http://bit.
ly/1OlggoG. 
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Key Developments: June 2014 – May 2015

•	 The ICT ministry’s budget reached its highest level in history, reflecting increasing investments 
in both internet infrastructure and censorship tools (see Availability and Ease of Access). 

•	 An exclusive 3G contract issued to mobile operator RighTel was not renewed, thereby open-
ing up licensing to all operators in a move that was not welcomed by the Supreme Council 
of Cyberspace and hardliners, who regard mobile internet as “un-Islamic” (see Regulatory 
Bodies).

•	 While the administration of President Hassan Rouhani did not fulfill campaign promises to 
unblock popular social media platforms, the government managed to change content block-
ing procedures to give government ministers more say over hardliners appointed by the Su-
preme Leader. This enabled the ICT ministry to push back against attempts to block chatting 
apps WhatsApp and Viber (see Blocking and Filtering). 

•	 Several news sites were blocked throughout the year for publishing news on corruption or 
images of former political leaders that have fallen out of favor with the Supreme Leader (see 
Blocking and Filtering). 

•	 In August 2014, Iranian cartoonist Atena Farghadani was arrested on charges of insulting 
state officials and spreading propaganda for posting an image of a parliamentary vote on 
reproductive rights. She was released in December, only to be rearrested one month later af-
ter uploading a video describing the abuse she faced at the hands of prison guards. She was 
sentenced to more than 12 years in prison in August 2015 (see Prosecutions and Detentions).    

•	 In July and August 2014, authorities prevented an estimated 75 percent of users from con-
necting to Tor, an anonymous web-browsing tool used to evade censorship and surveillance 
(see Surveillance, Privacy, and Anonymity). 

Iran
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 22 20

Limits on Content (0-35) 31 31

Violations of User Rights (0-40) 36 36

TOTAL* (0-100) 89 87

* 0=most free, 100=least free

Population:  77.4 million

Internet Penetration 2014:  39 percent

Social Media/ICT Apps Blocked:  Yes

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Hassan Rouhani was elected president in 2013 promising to improve the lives of Iranians and ease 
restrictions on the use of the internet. The promises were particularly well received by Iranians, who 
during the final 18 months of former president Mahmood Ahmadinejad’s term saw conditions for 
internet freedom worsen. Upon the start of his presidency, the Rouhani administration increased the 
budget for SHOMA, Iran’s “national information network,” which aims to improve connectivity in Iran, 
while also enhancing the authorities’ ability to control the network and monitor citizens’ online ac-
tivities. In a positive development, the Rouhani government made 3G licenses available to all mobile 
operators, creating the potential to diversify the market and increase access. 

Rouhani’s administration has faced stiff resistance from hardliners demanding the maintenance of 
speed restrictions to prevent “un-Islamic behavior” and the filtering of messaging services such as 
WhatsApp and Viber. While Rouhani’s administration has successfully resisted some demands, many 
limits on content remain in place, and violations of user rights continue. In one case from July 2014, 
8 Facebook activists were sentenced to a combined 127 years in prison for anti-government posts. 
In general, internet policy remains a contested space in Iran, with the hardliners viewing the internet 
as a threat to national security and favoring a “security-first” approach. . Internet policy in Iran will 
continue to be shaped by differing state bodies, but like many other aspects of policymaking in Iran, 
the sector is ultimately controlled by the Supreme Leader, Ali Khamenei.

Despite these limitations, the internet remains the only viable means for Iranian citizens and dis-
senters to obtain news and organize themselves. Savvy users employ virtual private networks (VPNs) 
or other circumvention tools to access blocked content, turning to new services if existing ones are 
blocked by the authorities. This cat-and-mouse game largely continued over the past year.

Obstacles to Access

Most improvements to internet freedom that have come under the presidency of Hassan Rouhani re-
late to access and the ICT market. The ICT ministry’s budget reached its highest level in history, reflect-
ing increasing investments in both internet infrastructure and censorship tools. National bandwidth 
increased by 2.5 times over the past year. The ICT ministry did not renew an exclusive 3G contract 
issued to mobile operator RighTel, thereby opening up licensing to all operators in a move that was not 
welcomed by the Supreme Council of Cyberspace (SCC) and hardliners, who regard internet-enabled 
mobile phones as “un-Islamic.”

Availability and Ease of Access   

Statistics on the number of internet users in Iran are inconsistent and highly disputed, though most 
observers agree that usage continues to grow. According to the National Internet Development 
Management Center (MATMA), the national internet penetration rate was 49 percent in 2014-15,1 
which is lower than the figure of 61 percent that was reported by the same agency one year ago. 
The International Telecommunication Union (ITU) estimated the number of internet users in Iran at 
39 percent of the population for 2014, up from 14 percent in 2009. Citing the Iranian Information 

1  “Internet penetration has reached 49%,” [in Farsi]  Mehrnews, accessed March 29, 2015, http://www.mehrnews.com/
news/2315164/. 
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Technology Organization as its source, the ITU also said there are only 9.46 fixed-broadband sub-
scriptions per every 100 inhabitants.2 

Internet access in Iran remains relatively expensive considering the speed and quality of service, for 
two principal reasons. Firstly, the state-owned Telecommunications Infrastructure Company (TIC) 
holds an effective monopoly over the domestic bandwidth market, reselling bandwidth to ISPs. Mo-
stafa Mohammadi, former secretary of Iran’s ISP Association, claimed the Telecommunications Com-
pany of Iran (TCI), one of the largest ISPs, buys internet bandwidth for under USD 1,000 and resells 
it to ISPs for around USD 11,300.3 Secondly, the demand for bandwidth is very high in the country, 
while its availability remains very low, due to political pressure. 

There have been numerous promises by various officials to increase internet speeds. However, Irani-
an users are forced to endure some of the slowest connection speeds in the world. Even President 
Rouhani criticized Iran’s glacial internet speeds, joking that sometimes downloading an article takes 
so long that people fall asleep in front of their computers waiting for it to finish.4 According to Aka-
mai, the leading global content delivery network, Iran has the world’s lowest average peak connec-
tion speed, at 6.0 Mbps.5

Rouhani’s administration has stepped up efforts to implement SHOMA, the national information 
network, by bolstering the ICT Ministry’s budget to the highest it has ever been, with a large por-
tion of the budget allocated to SHOMA.6 The Iranian government announced an investment of IRR 
100,000-120,000 billion (USD 3.75–4.5 billion) to accelerate SHOMA’s completion, though it seems 
the development of SHOMA has been partially hampered by the government’s difficulties importing 
the required hardware from other countries.7 Nonetheless, SHOMA helped increase national band-
width by 2.5 times in the past year, providing Iranians users with better speeds when trying to access 
websites hosted inside Iran. However, it has been stated that further increases in international band-
width are conditional on the introduction of “intelligent filtering.”8  

Worryingly, SHOMA will create the infrastructure inside Iran that will allow the Iranian government to 
develop a national web ecosystem, while giving the authorities a better grip over the flow of traffic 
in Iran. Authorities hope that the development of a national web ecosystem will result in less reliance 
on international web services and will accordingly decrease the level of public discontent if major in-
ternational web services are blocked. SHOMA will also increase the security of the state’s critical web 
infrastructure, in light of recent major cyberattacks against Iran. Officials from the government have 
even reached out to the Chinese government to enlist their help with its completion.9 

2  International Telecommunication Union, ”Statistics,”  2015, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
3  “10 fold increase of the internet at the border,” [in Farsi]  Alef, accessed March 29, 2015, http://alef.ir/vdcdn90xxyt0so6.2a2y.
html?236492. 
4  “Rouhani: One might fall asleep while browsing!,” ITNA, accessed March 29, 2015, http://www.itna.ir/vdcgwz9w.ak9xy4prra.
html. 
5  Akamai, State of Internet: Q1 2014 Report, accessed March 29, 2015, http://akamai.me/1NHO40O. 
6  “The mistakes of Ahmadinejad’s government,”[in Farsi] Mehrnews, accessed March 29, 2015, http://mehrnews.com/
news/2324987. 
7  “SHOMA is dependent on a few other countries,”[in Farsi]  ITanalyze,  accessed March 29 2015, http://bit.ly/1QtHGIk. 
8  “Minister of ICT’s answer to the filtering ultimatum,” [in Farsi] ISNA, accessed March 29, 2015, http://www.isna.ir/fa/
news/93070905890/. 
9  Ministry of ICT, “Exchanging experience with China in the field of ICT,” [in Farsi] accessed February 10, 2014, http://bit.
ly/1Ph2R2T. 
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Restrictions on Connectivity  

The Data and Communication Company (DCC), which operates under the Telecommunications In-
frastructure Company (TIC), retains a monopoly on internet traffic flowing in and out of Iran. The TIC 
is a state-owned enterprise under the ICT ministry. The arrangement affords the Iranian authorities 
with total control over the internet backbone, as well as the ability to limit access or throttle speeds 
during sensitive political moments, which last occurred in the lead-up to the 2013 presidential elec-
tions. The heavy influence of the TCI in the ICT market also grants the security apparatus the ability 
to control third-party ISPs and to monitor online activities, since the TCI’s majority shareholder is the 
Islamic Revolutionary Guard Corps (IRGC).

ICT Market 

The telecommunications industry in Iran is tightly controlled by the government or related entities. 
In recent years, the role of the IRGC—a politically important branch of the security forces that also 
controls large sections of the economy—in the ICT sector has notably increased.10 In September 
2009, for example, the IRGC purchased a controlling stake in the Telecommunications Company of 
Iran (TCI), the country’s main provider of internet and mobile phone services. Other providers must 
purchase bandwidth from the DCC. Direct access to the internet via satellite is only permitted for 
certain institutes and is prohibited for personal use. The mobile phone market is under similar state 
influence. IranCell, the second largest mobile operator behind the TCI, is owned in part by a web 
of proxy companies controlled by the IRGC and has a number of high profile IRGC ex-commanders 
among its management. The third operator, RighTel, was launched in early 2011. It, too, is a govern-
ment-owned entity. 

Meanwhile, cybercafes remain under the close scrutiny of officials. Five cybercafes have been shut 
down by FATA (North Khorasan Province) due to legal breaches.11 All cybercafes in Iran must follow 
a series of regulations such as engaging in CCTV surveillance, and keeping full records of all users’ 
internet activity.

Regulatory Bodies 

There is no independent regulatory body for ICTs in Iran. The Communications Regulatory Authority 
(CRA), which falls under the ICT Ministry, is responsible for telecommunications licensing. Its head is 
appointed by the ICT minister.12 The CRA has taken several actions to improve quality of service and 
reduce prices for Iranian users, for example, by banning the TCI in Mazandaran province from selling 
internet services due to poor quality of service and overcharging.13 According to the CRA, ISPs in 
Iran have erroneously received IRR 17 billion (USD 646 million) from their customers as a result of 
miscalculations. The CRA also slashed the price of mobile data from IRR 2.5 to IRR 0.5 per kilobyte.14

10  “The Revolutionary Guards is entering the IT market,” [in Farsi]  Digarban, December 12, 2011, http://www.digarban.com/
node/3715.
11  Iran Cyber Police (FATA), “Introducing 5 Internet Cafes to the Judiciary,” [in Farsi] accessed March 29, 2015, http://bit.
ly/1Mr3xwk.  
12  Communications Regulatory Commission of Iran, official website, accessed July 31, 2012, http://bit.ly/1Lum12y. 
13  “7 cases of misconducts were identified in the ICT market,” [in Farsi] Mehrnews, accessed March 29, 2015, http://bit.
ly/1G6i0Bo. 
14  “The price mobile data has decreased,”[in Farsi]  FarsNews, accessed March 29, 2015, http://bit.ly/1K9G3u1.  
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In a positive but confrontational move, the ICT ministry did not renew an exclusive 3G contract 
issued to RighTel, a mobile operator in Iran. This allowed other mobile operators to offer data ser-
vices to their customers, increasing access to more Iranians. As a result, data traffic on TCI’s mobile 
network increased by 500 percent in the last year.15 However, the provision of 3G licenses to all the 
operators was not welcomed by the Supreme Council of Cyberspace (SCC), which complained that 
the ICT ministry did not ask for its permission to offer 3G licenses and stated that it would be illegal 
for the government to do so before further development of SHOMA.16 Naser Makarem Shirazi, one 
of Iran’s grand ayatollahs, branded high speed internet on mobile phones “un-Islamic,” arguing that 
the regulations and tools necessary to prevent corruption are not yet available.17 The Iranian parlia-
ment also threatened to impeach the ICT minister if internet speeds are increased prior to the launch 
of SHOMA.18

The SCC was established by decree of the Supreme Leader Khamenei in March 2012. It is intended 
to provide a centralized focal point for policymaking and the regulation of Iran’s virtual space, effec-
tively minimizing the roles of the executive, legislative, and judicial branches of the government and 
bringing it under Khamenei’s direct control. Observers believe this reflected Khamenei’s dwindling 
trust in former president Mahmood Ahmadinejad to lead such an important area of policy. 

Limits on Content

Significant limits on content remain in place. While the administration of President Hassan Rouhani 
has not fulfilled campaign promises to unblock popular social media platforms, the government has 
succeeded in changing procedures behind the blocking of content to give government ministers more 
say over hardliners appointed by the Supreme Leader. In another positive move, the ICT ministry suc-
cessfully pushed back against attempts to block chatting apps WhatsApp and Viber. Nonetheless, sev-
eral news sites were blocked throughout the year for publishing news on corruption or images of for-
mer political leaders that have fallen out of favor with the Supreme Leader. The high level of self-cen-
sorship and the blocking of social media continued to stymie any significant digital activism.

Blocking and Filtering 

The Iranian authorities continued to restrict access to tens of thousands of websites in 2014-2015, 
particularly those of international news sources, the opposition, ethnic and religious minorities, and 
human rights groups. Websites are also filtered if they differ from the official doctrine of the state’s 
Islam.19

The mobile messaging app WhatsApp became a symbol of the power struggle between hardliners 
and President Rouhani’s government. On April 30, 2014, the CDICC ordered the ICT Ministry to block 
WhatsApp. Shortly afterwards, ICT Minister Mahmoud Vaezi announced that the proposed blocking 
of WhatsApp had been suspended by President Hassan Rouhani. According to Vaezi, President Rou-

15  “MCI’s mobile data has increased by five fold,”[in Farsi]  ITNA, accessed March 29, 2015, http://www.itna.ir/
vdchzwnx.23nvmdftt2.html. 
16  “3G has been launched without SCC’s permission,” [in Farsi]  Farsnews, accessed March 29, 2015, http://bit.ly/1OwuIMa.  
17  “Minister of ICT response to Ayatollah Makarem Shirazi,”[in Farsi] Farsnew, accessed March 29, 2015, http://bit.ly/13IYKYG. 
18  “We will impeach [the Minister] for increasing the internet bandwidth,” ITIran, accessed March 29, 2015, http://itiran.
com/d/67717. 
19  “Ayatollah Shirazi’s website got filtered,”[in Farsi]  Asreghanoon, accessed on March 29, 2015,  http://goo.gl/fPBoR0. 
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hani considers the Supreme Council of Cyberspace (SCC) responsible for managing policy relating to 
social networks, while the CDICC is an administrative committee that implements policy. CDICC Sec-
retary Abdolsamad Khoramabadi responded by stating that the president does not have the power 
to suspend the CDICC’s orders, and insisted that the Rouhani government must execute the commit-
tee’s rulings. Vaezi pointedly remarked that Khoramabadi is merely the secretary of a committee, and 
that he has no authority to issue orders to either the President, or to the SCC.20 As the result of this 
standoff, WhatsApp and Viber have remained accessible. 

Meanwhile, popular social networks such as Twitter and Facebook remain blocked in Iran. Despite 
Rouhani’s promise to unblock social networks during his campaign, the ICT minister has denied the 
claim, while emphasizing the need for private companies and universities to develop domestic social 
networks for Iranians. He went on to point out that filtering is not the responsibility of his ministry; 
rather, it falls under the purview of the CDICC. This contradicts an earlier statement made by Vaezi 
but reflects how the Rouhani government has evaded responsibility for the unblocking of popular 
social networks.21

Iran continues to block some major international news websites, such as the BBC, as well as Persian 
news websites based outside of Iran. News websites based in Iran continue to operate in a very re-
strictive environment, which occasionally results in filtering actions. A few examples include: 

•	 On September 4, 2014, the news agency Dana was blocked after publishing a news arti-
cle about corruption allegations facing former IRGC commander Mohammad Rouyanian. 
Rouyanian was arrested on May 6, 2014 and charged with financial corruption and money 
laundering.22 

•	 On September 30, 2014, Salam Noo was blocked by the General Prosecutor of Tehran, with-
out any explanation. Launched in August 2014, the website is close to the minority Islamic 
Kar Party.23

•	 On February 27, 2015, Jamaran, the website that covers news of former supreme leader 
Khomeini’s family, and Bahar News were blocked after publishing a photo of former presi-
dent Khatami, who is banned from receiving any publicity. Both sites were unblocked after 
removing the photo.24

Internet traffic over cell phones is subject to a similar level of restrictions as fixed-line connections. 
Iranians are barred from making video calls on their mobile phones due to the concern that this 
technology will bring about “cultural damage.”25 Similarly, dating websites have also been blocked 
after FATA announced that all dating websites in Iran are illegal and lack permission to operate.26 
Clash of Clans, a popular game amongst Iranians, has been blocked without explanation. According 

20  Kyle Bowen and James Marchant, “Internet Censorship in Iran: Preventative, Interceptive, and Reactive,” in 
Revolution Decoded: Iran’s Digital Landscape, Small Media, 2014/2015, http://bit.ly/1IlDomy.
21  “Filtering is not related to TCI,” [in Farsi] Mellat Iran, accessed on March 29, 2015,  http://goo.gl/h9qawK. 
22  “Dana got filtered,” [in Farsi]  Bultan News, accessed on May 7, 2015, http://www.bultannews.com/fa/news/219135/. 
23  “Editor of Salam Noo: No reason was given to us for the filtering of our site” [in Farsi]  Aftab News, accessed on May 7, 
2015, http://bit.ly/1LMRyst. 
24  “Jamaran and Bahar News are filtered,”[in Farsi]  Farsnews, accessed on May 7, 2015, http://bit.ly/1QtLhpy. 
25  “When the bans on videos calls will be removed?”[in Farsi]  Isna, accessed May 7, 2015, http://www.isna.ir/fa/
news/93053116102. 
26  Small Media, Iranian Internet Infrastructure and Policy Report, September 2014, 10, http://bit.ly/1NHQkVK; Mehrnaz 
Samimi, “A guide to Iranian online dating,” Al Monitor, July 23, 2014, http://bit.ly/1Oww0a5. 
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to Iran Clash, users have seen connection error message when trying to play it on their phones and 
tablets.27 Iranian mobile users have only intermittent access to major app stores such as Apple’s 
iTunes or Google Play, either due to blocking by the Iranian government (in the case of the former) 
or by the providing company (with regard to the latter). 

SMS content is also subject to filtering. For instance the term, “come to eat” was blocked by IranCell 
in July 2014. The term is an everyday phrase in the Persian language, though it also has sexual con-
notations when used colloquially. During the election period, SMS messages containing the word 

“Mashaei” were blocked, referring to Esfandiar Rahim Mashaei, the presidential candidate supported 
by Ahmadinejad. Texts containing political slogans related to Mashaei and Ahmadinejad have also 
been blocked in the past. 

Currently there is no legal framework for filtering SMS content. However, in June 2013, the SCC’s 
director announced that it will work with the Ministry of Culture and Islamic Guidance to draft a new 
bylaw for monitoring the content of mass and promotional text messages.28 The CRA has also intro-
duced new regulations that require all commercial SMS senders to submit the content of each SMS 
or service to the CRA for review prior to sending.29

Iranian authorities currently employ a centralized filtering system that can effectively block a website 
within a few hours across the entire network in Iran. Private ISPs are forced to either use the band-
width provided by the government or route traffic containing site-visit requests through govern-
ment-issued filtering boxes developed by software companies inside Iran. The filtering boxes search 
for banned text strings—either keywords or domain names—in the URL requests submitted by users, 
and block access accordingly. 

Internet filtering, which began toward the end of the Khatami presidency in 2005, has become more 
severe since the disputed presidential election in June 2009. Calls for an “intelligent filtering” system, 
using a technique known as deep-packet inspection (DPI), continue to be announced by various 
officials in order to allow for the blocking of specific pages within a site rather than blocking the 
entire site. There have been a number of vague announcements that some parts of this system have 
been launched, but no specific details have been provided. The system would “recognize” URLs and 
block a specific part of the address, rather than the entire domain. The system would also define dif-
ferent access levels for various users. For instance, students would have a specific level of access so 
that they can conduct research for their papers. It has also been announced that the system would 
analyze videos, images, and audio files, and decide which ones to block. Analyzing multimedia con-
tent or encrypted content (HTTPS) will be technically very resource intensive, if not impossible. For 
instance, after the ICT minister announced that intelligent filtering had been successfully applied to 
Instagram, Instagram enabled a default SSL encryption on its entire platform, resulting in blocked 
pages becoming available again.30  

In an effort to show that content filtering is based on a legal framework, institutions to oversee 
internet filtering have been created. The Committee for Determining Instances of Criminal Content 
(CDICC) is empowered to identify sites that carry forbidden content and report such information to 
the TCI and other major ISPs for blocking. The committee is headed by the prosecutor general, and 

27  “Problem with entering to Clash of Clans,” [in Farsi] IranClash, accessed on March 29, 2015, http://goo.gl/LdVC4r. 
28  “Drafting a law for the SMS filtering,” [in Farsi] Mehrnews, accessed February 12, 2014, http://www.mehrnews.com/detail/
News/2083498. 
29  “The regulation for sending bulk SMS,” ITNA, accessed February 12, 2014, http://itna.ir/vdci55ar.t1ayr2bcct.html. 
30  Raphael Satter, “Iran’s censors struggle to keep Bieber’s abs off Instagram,” AP, May 7, 2015, http://bit.ly/1Mr5mt8. 
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its members are representatives from 12 governmental bodies. Little information is available about 
the inner workings of the committee, and censorship decisions are often arbitrary and nontrans-
parent. According to the law, the committee should meet biweekly to decide on any website bans, 
though the bulk of filtering decisions are likely made upon discovery of objectionable content, or by 
a small technical team. In addition, owners of websites registered with the Ministry of Culture have 
complained that they received no explanation when their websites were filtered.31 The authorities 
claim there is a procedure for disputing filtering decisions. However, the process is highly inefficient, 
and even conservative bloggers have failed to have their webpages unblocked by lodging com-
plaints.32 Moreover, the dispute process requires the website owner to disclose his or her personal 
information and accept responsibility for any misconduct in the future, a commitment that few are 
willing to make given the risk of severe punishment. 

Since taking office, the administration of President Hassan Rouhani has sought to assume more 
direct control over ICT policy in Iran. However, such moves have been met with fierce opposition 
from hardliners. Sadeq Larijani, head of Iran’s judiciary, indirectly criticized Rouhani’s internet policies, 
warning that Iranian authorities should be cautious about issues relating to communication, cyber-
space, and cultural affairs. Larijani warned politicians against employing excited or emotional lan-
guage on these issues. He emphasized that the main decision-maker regarding internet censorship 
in Iran is the CDICC, not the government, and highlighted that the law determines which websites 
and services must be blocked.33 

Such reactions have prevented Rouhani from achieving any broad policy change, though he has 
been able to achieve some limited successes. For instance, Rouhani oversaw a change in the voting 
procedure by which the CDICC blocks websites. Previously, the decision to block a website or service 
required the support of just 5 members of the committee in a vote, but now an absolute majority 
of all 13 members is required.34 Such a change gives more power to Rouhani’s administration as the 
majority of its 13 members are government ministers.

Content Removal 

Aside from filtering, Iran also employs administrative measures to remove unwanted content from 
the web. Website owners must register their sites with the Ministry of Culture and are then subject 
to requests to remove particular posts deemed unacceptable by the government. The 2009 Comput-
er Crime Law (CCL) makes service providers, such as blogging platforms, responsible for any content 
that appears on their sites. This has led to the suspension of blogs or shuttering of news websites 
hosted on platforms inside Iran, under orders from government officials. The CCL also specifies vio-
lations that might result in a website being marked for filtering. These are defined very broadly and 
range from insulting religious figures and government officials to distributing pornographic content 
and the use of illegal circumvention tools.35 

31  Small Media, Iranian Internet Infrastructure and Policy Report, February-March 2013, 3, http://bit.ly/1ZE5sHD; Refugee 
Review Tribunal Australia, “RRT Research Response,” May 29, 2008, http://1.usa.gov/1LOJSMr. 
32  “On filtering of Ahestan,” [in Farsi]  Ahestan (blog), January 15, 2010, http://ahestan.wordpress.com/2010/01/15/ahestan. 
33  “Larijani criticizes Rouhani over Internet policies,” [in Farsi] BBC Persian, accessed March 29, 2015, http://bbc.in/1OwuSn1. 
34  “The monopoly of filtering decisions by 5 individuals has been broken,”[in Farsi]  ITMen, accessed March 29, 2015, http://
bit.ly/1hEO03A.  
35  “Islamic Republic of Iran: Computer Crimes Law,” Article 19, 2012, https://www.article19.org/data/files/
medialibrary/2921/12-01-30-FINAL-iran-WEB[4].pdf, and “12 members of Committee in Charge of Determining Unauthorized 
Sites,” [in Farsi] Weblognews, December 16, 2009, http://bit.ly/1Owwpcu. 
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While complaints about censorship have typically come from reformist and independent media, ac-
tivists from semiofficial news agencies and conservative websites appear to have been contacted by 
the CDICC and asked to “either remove specific text from their website or risk filtering.” Critics say 
the committee does not have the jurisdiction to deal directly with websites and news agencies that 
are licensed by the Press Supervisory Board.36 

Media, Diversity, and Content Manipulation  

Self-censorship is extensive, particularly on political matters. Widespread arrests and harsh sentences 
meted out to reporters and activists after the 2009 elections, as well as perceptions of pervasive sur-
veillance, have increased fear among online journalists and bloggers. Many either abandoned their 
online activities or used pseudonyms, resulting in a palpable drop in the amount of original content 
being produced by users based inside the country. However, the situation slightly improved after 
Rouhani assumed the presidency, especially among reformist journalists who advocated for him. 
Nevertheless, the same restrictions of the pre-Rouhani era are still in place, and journalists continue 
to be prosecuted.  

In addition to filtering, censorship, and intimidation, the state counters critical content and online 
organizing efforts by extending regime propaganda into the digital sphere. There are at least 400 
news websites either directly or indirectly supported by the state. They seek to set the agenda by 
providing progovernment commentary or publishing rumors. There have also been a large number 
of government-backed initiatives to promote blogging among its supporters and members of the 
Basij paramilitary group.37 

Furthermore, the majority of independent content producers lack the financial resources to operate 
in such a hostile environment. The online advertising market in Iran is exclusively limited to apolitical 
and progovernment websites. Even businesses based outside Iran avoid political websites to main-
tain trading relationships with the country. Although the United States adjusted its sanctions against 
Iran to enable American internet companies to provide services to Iranian users, Google Advertising 
does not recognize Persian as one of the languages in its system, disadvantaging Persian content 
producers.38 Any Iranian-linked company or individual who wishes to use Google AdSense must 
apply for a specific license, which is not a convenient process for the majority of Iranian content 
producers. 

In August 2014, Rouhani’s administration announced the creation of the Freedom of Information 
Commission (FOIC), which will be headed by the Minister of Culture and Islamic Guidance. The 
groundwork for the FOIC was laid during Ahmadinejad’s presidency. It is yet to be seen how FOIC 
will function in practice, but in theory, the FOIC will allow all Iranians to access public information 
from all the governmental entities, unless prohibited by law. Also, all organizations that fall under 
the control of the Supreme Leader, such as the IRGC, must receive the minister’s permission prior to 
publishing information.39 

36  Golnaz Esfandiari, “Even Iran’s Conservative Media Complain Of Filtering,” Radio Free Europe Radio Liberty, June 11, 2013, 
accessed February 12, 2014, http://bit.ly/1X4BDOl. 
37  “Computer Crimes in Iran: Risky Online Behaviour,” Article 19, 2015, https://www.article19.org/data/files/
medialibrary/38039/Risky-Online-Behaviour--final-English.pdf. 
38  Jamal Abdi, “Obama Norooz promise a good step, more needed to ensure U.S. not part of ‘Electronic Curtain’,” National 
Iranian American Council, March 21, 2012, http://bit.ly/1PtT0px. 
39  “FOIC was formed,” [in Farsi] Mehrnews, accessed March 29, 2015, http://www.mehrnews.com/news/2355295. 
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Iranian authorities actively support Iranian social networks and mobile app developers by offering 
free bandwidth and hosting, with the aim of attracting Iranian users to these platforms over those 
based outside of Iran. Currently, there are 20 Iranian social networks operating in the country, but 
none have become popular.40 Efforts to suppress foreign technology suggest a general alignment 
with the internet policies of China, which has undertaken a similar purge of Western-produced ap-
plications, while promoting home-grown variants that appear to be part of an effort to simplify state 
monitoring of private communications and limit citizens’ access to information.

Meanwhile, the Iranian government continued its cat-and-mouse game against the use of circum-
vention tools during the coverage period. The use of such tools is considered illegal, although many 
ignore this.41 According to the most recent statistics, 45 percent of Iranian users utilize VPNs to by-
pass censorship, and 41 percent use other circumvention methods to access blocked content.42 

Digital Activism 

Due to the ongoing blocks on Facebook and Twitter, opposition campaigning on Persian social me-
dia is limited in reach and scope. However, Facebook remains the most effective platform for the 
engagement between those based inside and outside of Iran.  In February 2015, when Iran’s federal 
prosecutors announced that it was illegal for the media to publish photos or news about former 
president Mohamed Khatami, Iranians users promptly launched an online campaign titled, “We are 
Khatami’s media,” on Facebook, reaching nearly 30,000 “likes” in 24 hours. Many of them published 
photos of him under multiple hashtags, challenging the official ban.43

Violations of User Rights

An undemocratic legal environment, harsh prison sentences, and rampant surveillance impede the 
rights of internet users in Iran. Several individuals were imprisoned for nonviolent speech that met the 
ire of authorities. Cartoonist Atena Farghadani was sentenced to more than 12 years for a YouTube 
video, eight young Facebook users received a combined 127 years for, and tech bloggers were handed 
11 years each. At the same time, authorities have made it more difficult to evade censorship and sur-
veillance by restricting access to popular circumvention tools.

Legal Environment 

Iran continues to be an extremely dangerous environment for internet users. Iranian laws heavily 
restrict what is acceptable speech online and specify harsh punishments for those who deliberately 
flout restrictions, as well as those who have inadvertently drawn the ire of authorities. The constitu-
tion provides for limited freedom of opinion and expression, but numerous, haphazardly enforced 
laws restrict these rights in practice. The 2000 Press Law, for example, forbids the publication of 

40  “ICT Minister promises to support local social networks,”[in Farsi] Mehrnews, accessed on March 29, http://www.mehrnews.
com/news/2379576. 
41  “Bypassing Internet censorship is now allowed,”[in Farsi] IT Analyze, accessed February 12, 2014,  http://itanalyze.com/
news/2013/04/05/20758.php. 
42  Marc Burleigh, “Iran to crack down on censor-beating software,” AFP via Yahoo! News, June 10, 2012, http://yhoo.
it/1RIF3mL. 
43  “Iranians defy ban on images of reformist ex-president Khatami,” France24, February 20, 2015, accessed on May 8 , 2015, 
http://f24.my/1NdpstL.  
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ideas that are contrary to Islamic principles or detrimental to public rights, none of which are clearly 
defined. The government and judiciary regularly invoke this and other vaguely worded legislation to 
criminalize critical opinions. 

The 2009 CCL outlines punishments for spying, hacking, piracy, phishing, libel, and publishing mate-
rials deemed to damage “public morality” or to be a “dissemination of lies.”  Punishments are severe 
and include the death penalty for offenses against public morality and chastity, as well as long pris-
on sentences, draconian fines, and penalties for service providers who fail to enforce government 
content restrictions.44

Prosecutions and Detentions for Online Activities 

Despite President Hassan Rouhani’s progressive views on accessing social networking sites, his voice 
has remained silent as Iranian internet users faced increasing arrests and severe punishments.45 
During the coverage period, a number of users were arrested and imprisoned for their online ac-
tivities, particularly for posts on social media sites that are officially blocked within the country. As 
of mid-2015, Reporters Without Borders reports that 26 netizens remain imprisoned for online 
activities.46

Among the arrested were bloggers and journalists working at online publications:  

•	 Mohammad Reza Pourshajari (aka Siamak Mehr), a blogger, was detained in September 
2014 for criticizing the Islamic Republic and Islam on his blog Gozaresh be Khaak-e-Iran (Re-
ports to the Soil of Iran).47

•	 Ali Ghazali, the managing editor of two news websites Baztab Emrooz and Ayandeh Online, 
was arrested and charged with “publishing lies with the intent to create public anxiety” in 
November 2014. Ghazali published articles on alleged government corruption.48

Iranian courts also issued draconian prison sentences in an attempt to clamp down on any online 
content that is critical of the state. 

•	 In August 2014, Iranian cartoonist Atena Farghadani was arrested on charges of insulting 
state officials and spreading propaganda for posting an image of a parliamentary vote on 
reproductive rights, in which she depicted members of parliament as animals. She was re-
leased in December, only to be rearrested one month later after uploading a video describ-
ing the abuse she faced at the hands of prison guards. She was sentenced to more than 12 
years in prison in August 2015.49   

•	 In July 2014, 8 youths were sentenced by a revolutionary court to a combined 127 years for 

44  Islamic Republic of Iran: Computer Crimes Law Article 19, January 30, 2012, www.article19.org/data/files/
medialibrary/2921/12-01-30-FINAL-iran-WEB[4].pdf. 
45  Mahsa Alimardani, “Fear,Love and Iran’s Favorite Internet Enemy (it’s Facebook),” Global Voices, July 22, 2014, http://bit.
ly/1JymP1r.
46  Reporters Without Borders, “2015: Netizens Imprisoned,” 2015, http://bit.ly/1Vvb1Ge. 
47  Committee to Protect Journalists, “Iran: 30,” in “2014 prison census: 221 journalists jailed worldwide,” December 9, 2014, 
http://bit.ly/1zLZ45X. 
48  Committee to Protect Journalists, “Iran: 30,” in “2014 prison census: 221 journalists jailed worldwide,” December 9, 2014.
49  International Campaign for Human Rights in Iran, “Iran Sentences Atena Faraghdani to 12.5 Years for Cartoons,” Global 
Voices, June 3, 2015, http://bit.ly/1ANI5lH. 

435

http://www.article19.org/data/files/medialibrary/2921/12-01-30-FINAL-iran-WEB%5b4%5d.pdf
http://www.article19.org/data/files/medialibrary/2921/12-01-30-FINAL-iran-WEB%5b4%5d.pdf
http://bit.ly/1JymP1r
http://bit.ly/1JymP1r
http://bit.ly/1Vvb1Ge
http://bit.ly/1zLZ45X
http://bit.ly/1ANI5lH


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Iran

antigovernment posts on Facebook.50 Many of the sentences were reduced in early 2015, 
although they remain between five and seven years for charges of insulting the Supreme 
Leader and state officials as well as “propaganda against the state.”51 

•	 Even apolitical tech bloggers for the Iranian gadget news site Narenji were arrested in 2013 
for attempting to overthrow the Iranian regime and sentenced to 11 years each in jail in 
June 2014.52 

In March 2015, the Cyber Intelligence Unit of the IRGC reported that it had arrested 12 individuals 
and summoned 24 others on charges such as “insulting Islam,” “publishing immoral and corrupt ma-
terial,” and “encouraging individuals to commit immoral acts.” The arrests came after a surveillance 
operation in which the IRGC claimed to have analyzed eight million Facebook “likes” to crack down 
on content that promoted “moral corruption” or Western lifestyles.53 One user, a university student, 
was reportedly accused of managing some 20 Facebook pages containing “immoral” content. 

Surveillance, Privacy, and Anonymity 

The online sphere is heavily monitored by the state in Iran. Both FATA and the ICT Ministry have an-
nounced that they are capable of monitoring all messages sent on messaging apps Viber, Tango, and 
WhatsApp.54 However, it remains unclear how the authorities can technically monitor the content of 
messages, given that some of these apps encrypt their messages. All platforms and content hosted 
in Iran are subject to arbitrary requests by various authorities to provide more information on their 
users. Local equivalents of international platforms do not guarantee an adequate level of protection 
for users. For instance, a replica of Facebook, Facenama, was hacked, resulting in the leaking of the 
personal information of all of its users in December 2014.55 

The expansion of SHOMA further threatens to infringe on users’ privacy in Iran, such as a proposal to 
require all internet users to log-in with a unique ID to browse the internet.  The government claims 
the IDs are needed to fight corruption;56 however, such functionality will also enable the authorities 
to find out the real identities of online users and target them for their online activities. 

The Iranian government can easily block encrypted traffic. In July and August, the Iranian govern-
ment prevented an estimated 75 percent of the network’s users (about 40,000 daily) from connect-
ing to Tor, an anonymous web-browsing tool used to evade censorship and surveillance.57 

50  Kashmira Gander, “Iran sentences eight Facebook activists to total of 127 years in prison for ‘criticizing government’,” 
Independent, July 14, 2014, http://www.independent.co.uk/news/world/middle-east/iran-sentences-eight-facebook-activists-to-
total-of-127-years-in-prison-for-criticising-government-9605284.html. 
51  International Campaign for Human Rights in Iran, “Final Verdict: Five to Seven Years for Facebook Users in Iran,” April 25, 
2015, http://bit.ly/1ZE7EyV. 
52  Mahsa Alimardani, “Iran’s Internet Under Hassan Rouhani: Hope and Disillusionment as Narenji Bloggers Face Prison 
Sentence,” Global Voices, June 19, 2014, http://bit.ly/1pl5uQY. 
Danny O’Brien, “How Iran’s Gadget Bloggers Became Victims of the Revolutionary Guard,” Deeplinks Blog, Electronic Frontier 
Foundation, April 23, 2014, http://bit.ly/1IlrwRF. 
53  International Campaign for Human Rights in Iran, “Facebook Users Arrested, Others Will Be Arrested Soon, IRGC Warns,” 
March 13, 2015,  accessed on May 8, 2015, http://bit.ly/1VT06U4. 
54  “Minister of ICT: the mobile message apps are monitored,” [in Farsi] ITAnalyze, accessed on March 29, 2015, http://bit.
ly/1RIG0f1. 
55  “Hacking of Facenama,” [in Farsi] ITIran, accessed on March 29, 2015, http://news.parseek.com/Url/?id=10143840. 
56  “New regulations passed by the SCC,” [in Farsi]  ITAnalyze, accessed on March 29, 2015,  http://itanalyze.com/
news/2014/09/09/25909.php.
57  Kyle Bowen and James Marchant, “Internet Censorship in Iran: Preventative, Interceptive, and Reactive,” in 
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Intimidation and Violence 

Extralegal intimidation and violence by state authorities is prevalent in Iran. In 2012, blogger Sattar 
Beheshti was killed while in prison. Groups such as the IRGC are known to pressure social media 
users to delete content. For example, the IRGC announced in February 2015 that it had deleted 130 
Facebook pages managed by 36 individuals since September 2014, which observers believe were 
deleted by the page owners while under coercion, given that  Facebook does not have a relationship 
with the Iranian government.58 

Technical Attacks

Hacking continues to be the most popular tool at the hands of Iranian authorities to target Iranian 
activists and foreign governments alike. In mid-2014, the network security group FireEye published a 
comprehensive report on “Operation Saffron Rose,” a hacking operation by the Iranian hacker group 

“Ajax Security Team.” According to the report, hackers have quickly advanced from website deface-
ments and DDoS attacks to “malware-based espionage.” The hacking team has also created decoy 
installers for various circumvention tools, including Ultrasurf, Gerdoo VPN, Psiphon and Proxifier, 
thereby targeting Iranian users as well as foreign entities.59

Revolution Decoded: Iran’s Digital Landscape, Small Media, 2014/2015, http://bit.ly/1IlDomy. 
58  International Campaign for Human Rights in Iran, “Iran’s IRGC Intensifies Crackdown on Facebook Users with 12 Arrests 
and 24 Summonses,” February 5, 2015,  accessed on May 8, 2015, http://www.iranhumanrights.org/2015/02/facebook-arrests/. 
59  Nart Villeneuve, et al., Operation Saffron Eye, FireEye, May 3, 2014, http://bit.ly/1jAyyGX.  
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Key Developments: June 2014 – May 2015

•	 In the wake of terrorist attacks in Paris, Italy passed an antiterrorism law in April 2015 that 
criminalized online terrorist recruitment and the endorsement or incitement or terrorism 
online (see Legal Environment). 

•	 The antiterrorism law also entrusts the public prosecutor with drawing up a blacklist of 
terrorist websites to be blocked or taken down by service providers, without including 
provisions for judicial oversight (see Blocking and Filtering and Content Removal).

•	 Service providers must also retain user metadata for a period of 24 months, up from 12, 
despite a European court ruling that such measures restricted the fundamental right to 
privacy one year earlier (see Surveillance, Privacy, and Anonymity).

•	 An interparliamentary committee, appointed in July 2014, released a nonbinding “Dec-
laration of Internet Rights” in a bid to increase awareness of digital rights and to inspire 
legislative actions (see Legal Environment). 

Italy
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 4 4

Limits on Content (0-35) 6 6

Violations of User Rights (0-40) 12 13

TOTAL* (0-100) 22 23

* 0=most free, 100=least free

Population:  61.3 million

Internet Penetration 2014:  62 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Partly Free
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Introduction

For a country with an advanced economy, Italy’s internet penetration rate lags behind that of many 
other European countries at around 62 percent of the population. Italian authorities do not gener-
ally engage in political censorship of online speech, and, as in previous years, no bloggers or social 
media users were imprisoned as of mid-2015. One of the most significant developments during 
the coverage period was the passage of a new antiterrorism law in April 2015. The law broadened 
language in the criminal code on terrorist recruitment as well as the endorsement or incitement of 
terrorism to include online offenses. The law also provides for the blocking and removal of terrorist 
websites by order of the public prosecutor, who may request ISPs prevent access to a blacklist drawn 
up by the Interior Ministry. Regarding surveillance, the law extends the period that internet provid-
ers must retain user data to 24 months, despite the Court of Justice of the European Union striking 
down the European Data Directive in April 2014.1 On a positive note, an article authorizing the police 
to remotely access targets’ computers was withdrawn from the antiterrorism law. 

Several other legal developments took place over the past year. A proposed tax on e-commerce, 
commonly dubbed as a “Digital Tax” or “Google Tax,” may be revived after Prime Minister Matteo 
Renzi’s recent comments in favor of the shelved bill. The proposal would impose a 25 percent tax 
levy on multinational companies selling digital services and operating longer than six months in Italy 
with revenues of over 5 million euros.2 Italy’s Transportation Authority has introduced a proposal to 
change the regulation of public transportation in a bid to accommodate ride-sharing services such 
as Uber, a popular mobile app which had been plagued by legal obstacles.3 Finally, Italy became the 
first European country to publish a “Declaration of Internet Rights” after an interparliamentary com-
mittee released the document for further public consultation. The declaration is not legally binding, 
but experts and activists hope it will be taken up by legislations when amending the country’s cur-
rent set of laws. 

Italy’s first computer network emerged in 1980, when a group of nuclear physicists connected all 
of the country’s nuclear research institutes. At the beginning, the internet was just one of several 
packet-switching networks that coexisted in Italy. The dominant telecommunications firm at the time, 
Telecom Italia, tried to impose its privately owned system, while various center-left governments, 
aware of the importance of interconnectivity, supported integration among the networks. Ultimate-
ly, the adaptability and simplicity of the internet prevailed. Access to the internet was available to 
private users after 1995, and the number of internet service providers (ISPs) soared within a short 
period of time. Among the remaining obstacles to greater internet penetration include a lack of 
familiarity with computers and with the English language, as well as the dominance of commercial 
television, and the diversion of consumers’ telecommunications spending to mobile telephony. Since 
the February 2013 elections, the use of social media and the web has proved to be a central element 
of political communication.

1  Aldo Sghirinzetti, “Italy: Anti-terrorism decree to strengthen government surveillance,” European Digital Rights (EDRI), April 
22, 2015, http://bit.ly/1RCR0KR. 
2  Federico Guerrini, Italy’s prime minister floats the idea of a ‘digital tax’ to get web giants to pay up,” ZDNet, September 17, 
2015, http://www.zdnet.com/article/italys-prime-minister-floats-the-idea-of-a-digital-tax-to-get-web-giants-to-pay-up/. 
3  Claudio Tamburrino, “Italia, la svolta per Uber,” Punto Informatico, June 5, 2015, http://bit.ly/1jsmEPk. This provision would 
exclude Uber Pop, however, after the strong protests undertaken by taxi drivers several times in 2014.

439

http://bit.ly/1RCR0KR
http://www.zdnet.com/article/italys-prime-minister-floats-the-idea-of-a-digital-tax-to-get-web-giants-to-pay-up/
http://bit.ly/1jsmEPk


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Italy

Obstacles to Access

Since the 1990s, the Italian government has supported the internet as a catalyst for economic growth, 
increased tourism, reduced communication costs, and more efficient government operations. As of 
2014-15, this attitude still prevails but, as in the past, there is a considerable gap between aspirations 
and reality. 

Availability and Ease of Access   

According to the International Telecommunication Union (ITU), Italy had an internet penetration 
rate of 62 percent in 2014, an increase from 49 percent in 2009.4 While Italy’s internet penetration 
rate is higher than the global average, it is much lower than the overall rate in Western Europe and, 
as indicated by a recent report, it lags behind in many ICT indicators in Europe.5 The relatively low 
penetration rate is only partially due to infrastructural limitations, as unfamiliarity with the internet 
among the older generations as well as a penchant for mobile phone devices rather than desktop 
computers also contribute. Naturally, Italy’s most devastating financial crisis in its modern history has 
something to do with it as well.

Mobile phone use is much more widespread than internet access, with the penetration rate reaching 
154 percent in 2014.6 The majority of subscriptions are still prepaid, but flat tariffs are quickly on the 
rise.7 Mobile telephone usage is ubiquitous, however, and internet access via mobile phones is al-
most dominant now. Mobile access now accounts for well over 60 percent of internet users. For fixed 
lines, Italians still prefer to access from home, with the workplace the second most common access 
point, followed by schools and universities. Slightly less than half of Italy’s internet users are female.8 
Cost is not a significant barrier to access. The price for a broadband connection may range from €20 
to €40 (US$26-52) per month, compared to average monthly per capita income of around US$2,700.9  

ADSL (fixed) broadband connections (which reach up to 2 Mbps when advertised as “basic service”) 
are available in about 98 percent of Italy’s territory. However, fast broadband (more than 30 Mbps) 
is only slated to reach 50 percent of the territory in 2016-17. Italy has one of lowest coverage rates 
of high speed broadband in the EU,10 with only 21 percent of households covered compared to a 
European average of 62 percent.11 At the end of 2014, the average speed of connections in Italy was 
5.6Mbps, with only 5.7 percent of Italians enjoying speeds over 10Mbps (albeit with a growth of 28 

4  International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” “Explore Key ICT Statistics,” 
2014 & 2009, http://bit.ly/1eKDWOQ. 
5  Telecom Italia Mobile, Italia Connessa 2014: Agende Digitali Regionali, http://bit.ly/1NCcGbo. 
6  ITU,  “Mobile-cellular subscriptions,” “Explore Key ICT Statistics,” 2014, http://bit.ly/1eKDWOQ. 
7  Autoritá Per Le Garanzie Nelle Comunicazioni (AGCOM), Osservatorio Trimestrale sulle Telecomunicazioni, September 30, 
2013, http://bit.ly/1PpYrG2. 
8  ITU, “Explore Key ICT Statistics,” http://bit.ly/1eKDWOQ.
9  For the most recent (mid-2015) comparison see for instance, SOS Tariffe, “Connessioni a Banda Larga,” http://bit.
ly/1Ou3hCV. 
10  The EU Digital Agenda calls for 100 percent of the territory covered with 30Mbps and at least 50 percent with ultrafast 
(over 100Mbps) by 2020; 
 Achieving the Objectives of the Digital Agenda for Europe (DAE) in Italy: Prospects and Challenges, [in Italian] (presentation of 
the report, Palazzo Chigi, Rome, Italy,  January 30, 2014) http://bit.ly/1L82dAF. 
11  Telecom Italia Mobile, Italia Connessa 2014: Agende Digitali Regionali, 47-48. 
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percent compared to 2013).12 There is no plan by telecom companies to achieve ultrafast broadband 
(over 100 Mbps) anytime soon.

The ambitious infrastructural plan, “Growth 2.0”, was announced in 2012 to close Italy’s digital divide 
between those areas that are served by high-speed connections and those that are not by 2014. In 
February 2014, however, the goal was delayed to 2015,13 albeit as of mid-2015 no further update 
has appeared. The same document also launched the “Digital Agenda” initiative (based on the EU 
Agenda 2020), intended to expand broadband access and e-government functions (including “digital 
identity,” public e-services, “intelligent communities,” and so on).14 The then-prime minister Enrico 
Letta appointed Francesco Caio (whom Letta nicknamed “Mr. Digital Agenda”) as the government’s 
commissioner in June 2013. Caio, a manager with a long experience in telecom, presented a com-
prehensive report in January 2014; the infrastructure and economic development minister, along 
with several other ministries (economy, research and university, public health and others) were 
meant to be involved in the realization of the digital agenda that would profoundly “transform” Ita-
ly’s public administration.15 Then the government changed, Caio left to become Poste Italiane’s CEO 
and the project was inevitably put on hold. Current Prime Minister Renzi has again emphasized the 
centrality of the digital agenda, but with this stop-and-go Italy is unlikely to fulfill the EU goal.

Restrictions on Connectivity  

The government does not impose restrictions on ICT connectivity and access to social media and 
communication platforms. Telecom Italia owns the physical network, but it is required by European 
Union (EU) legislation to provide fair access to competitors. Telecom Italia began the process of “ex-
ternalizing” the infrastructure at the end of May 2013.16

ICT Market 

Access to the internet for private users is offered by 13 different ISPs. Telecom Italia has the largest 
share of the market, followed by Vodafone, Fastweb, and Tiscali. Telecom Italia Mobile (TIM), Voda-
fone, Wind, and 3 Italia are the major carriers, and all of them operate third-generation (3G) net-
works. As elsewhere, sales of tablet computers have been on the rise among the younger generation 
since 2010 and are likely to keep growing in the coming years. 

Regulatory Bodies 

The main regulatory body for telecommunications is the Authority for Communications (AGCOM), an 
independent agency that is accountable to the parliament. Its responsibilities include providing ac-
cess to networks, protecting intellectual property rights, regulating advertisements, and overseeing 

12  Akami, State of the Internet: Q4 2014 Report, http://bit.ly/1LPozZz. 
13  Alessandro Longo, “Lombardo (Infratel): ‘Banda larga fra le pastoie della burocrazia’,” Corriere Digitale, April 18, 2014, 
http://bit.ly/1VOtBGO. 
14  Italian text at: D.L. 179/2012 in G.U. 46/2012, [in Italian]  http://bit.ly/1jsm8AT; See also Agenzia per l’Italia Digitale, “Agend 
Digitale italiana,” http://bit.ly/1PpZcP9. 
15  Achieving the Objectives of the Digital Agenda for Europe (DAE) in Italy: Prospects and Challenges. The six “strategic areas of 
the “Digital Agenda” include infrastructure and cyber security, e-commerce, e-government, e-learning (e-books, digital policy 
literacy and e-participation), research and innovation in ICT, and smart cities and communities.
16  Telecom Italia “Telecom Italia: CDA approva il progetto di societarizzazione della rete di accesso,”press release, May 30, 
2013, http://bit.ly/1PaTZf5. 
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public broadcasting. The parliament’s majority party appoints AGCOM’s president. It used to be that 
commissioners would come under pressure when it came television broadcasts, (particularly during 
Berlusconi’s premiership), but today digital copyright is the agency’s “beite noire,” with a proposal 
for taxing all electronics products. AGCOM’s current president Angelo M. Cardani, appointed in July 
2012, is in fact a staunch supporter of the regulation that allows the agency to act in first person in 
case of copyright infringement.17 

Another important player in the field of communications is the Italian Data Protection Authority 
(DPA). Set up in 1997, the DPA today has a staff of more than 100 people, and four of its main mem-
bers are elected by parliament for seven-year terms. The DPA is tasked with supervising compliance 
by both governmental and nongovernmental entities with data protection laws, and “banning or 
blocking processing operations that are liable to cause serious harm to individuals.”18 It is generally 
viewed as professional and fair in carrying out its duties. In April 2014, the authority launched a pub-
lic consultation to assess public support for a large database (SIT, Sistema Informatico Integrato) on 

“bad payers” for telecom companies, which can consult it before accepting a new customer.19 There 
are clearly privacy issues involved, which is the rational for the consultation. 

Limits on Content

Authorities do not engage in significant blocking or filtering of internet content, although recent mea-
sures to block illegal materials without a court order have worried digital rights activists. Italians have 
access to the full range of domestic and international news sources and human rights websites. Indeed, 
a research published by AGCOM on “Internet and Information in Italy” and in April 2015 showed that, 
although television still represents the first source of information for most Italians, the web and social 
networks come in second. 

Blocking and Filtering 

Italy does not block or filter content of a political, social, or religious nature. However, certain web-
sites related to gambling, copyright infringement, and terrorism are subject to blocking or removals 
(see “Content Removal”). The social-networking site Facebook, the Twitter micro-blogging service, 
the video-sharing site YouTube, and international blog-hosting sites are all freely available. 

Since 2006, online gambling has been permitted only via state-licensed websites, and ISPs are re-
quired to block access to international or unlicensed gambling sites identified on a blacklist com-
piled by the Autonomous Administration of State Monopolies (AAMS). The list of banned sites is 
available on the AAMS website and updated regularly.20 A similar blacklist system is in place for 
websites containing child pornography. A law passed in February 2006 (Law No. 6) called for the 
establishment of a National Center for the Fight against Child Pornography on the Internet within 
the Postal and Communications Police Service. Based on its own research and on complaints from 
citizens, the center maintains a list of sites deemed inappropriate and forwards it to ISPs for block-

17  Cardani is a former chief of staff of Mario Monti when the latter was EU Anti-Trust commissioner. He also worked within 
the EU Commission for a while; See, AGCOM, “Componenti,” http://bit.ly/1Mnsuss . 
18  The Italian Data Protection,“The Italian Data Protection Authority:Who We Are,” November 17, 2009, http://bit.ly/1Lr0vvy. 
19  Italian Data Protection Authority, “Avviso pubblico di avvio della consultazione su ‘Costituzione di una banca dati dei clienti 
morosi nell’ambito dei servizi di comunicazione elettronica,” April 16, 2014, http://bit.ly/1K4zIQs. 
20  The blacklist is available (in Italian) at http://www.aams.gov.it/site.php?id=2484. 
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ing.21 As with the AAMS list, the child pornography blacklist is publicly available, though some child 
advocates have raised concerns that this encourages visits to the sites by users with circumvention 
tools. ISPs also offer subscribers “family internet” packages that block access to adult pornography 
and sites with violent content, in exchange for a small premium. 

Decisions related to the blocking of websites for copyright violations are implemented by the Guar-
dia di Finanza (Finance Guard or GdF), which handles issues of cybercrime, fraud, and trafficking.22 
In the infrequent cases in which websites containing news have to be blocked for copyright, this is 
made possible by a 1941 law, explicitly amended by the Berlusconi government in 2005 to include 
the web and computer communication.23 

In October 2011, the European Court of Justice had ruled that soccer games could not be pro-
tected by copyright, and the same year, a Rome court ruled against RTI (a subsidiary of the Ber-
lusconi-owned Mediaset) that tried to prevent Google’s Blogger platform from streaming Italian 
football matches from Mediaset’s TV channels. Nevertheless, in early 2013 a court in Milan ruled that, 
even if the soccer game itself was not protected, distributors could seek copyright protection over 
its broadcast.24 Thus RTI-Mediaset won the case and ten indexing platforms with links to the stream-
ing of major sports events were shut down. This decision was reiterated again in September 2013 
by a court in Rome that ruled that link to soccer game streaming cannot be justified on the basis of 
freedom of the press because it is a copyright violation, thus accepting Mediaset’s viewpoint against 
the webzine Il Post.25

The 2014 antiterrorism law (voted in the Senate on April 15) also provides for the blocking and re-
moval of terrorist websites by order of the public prosecutor, who may request that ISPs prevent ac-
cess to a blacklist drawn up by the Interior Ministry similar to that used to block child pornography 
sites. 26 

Content Removal 

Provisions for the removal of content have taken center stage in recent years. In December 2013, 
AGCOM finally adopted the highly controversial resolution that gives it the power remove content 
upon review by an internal panel but without prior judicial approval,27 if a copyright violation is 
detected.28 The resolution, which had strongly been criticized by users’ organizations and ISP repre-
sentatives, entered into force on March 31, 2014. In April 2014, the first procedures for violations of 

21  Polizia di Stato,“Centro nazionale per il contrasto alla pedopornografia sulla rete,” [National Center for the Fight against 
Child Pornography on the Internet] May10, 2010, http://bit.ly/1LFdZQ4. 
22  The Italian Police, acting on order by a judge in Rome, who ruled in favor of a film distribution company (Sunshine 
Pictures), ordered 27 Italian and international ISPs to proceed with a DNS blockade to prevent Italian users to see a French 
movie “Un Monstre à Paris” distributed by the company. Mauro Vecchio, “Italia, maxisequestro dello sharing in corso,”  Punto 
Informatico, April 15, 2013, http://bit.ly/1L85TCA. 
23  Altalex, “L. 633/1941 in G.U. July 16, 1941, http://bit.ly/1Lh2qPS; and in particular it is art. 171/a/bis, amended by the D.L. 
7/2005 in G.U. April 1, 2005, http://www.altalex.com/index.php?idnot=5918. 
24  Mauro Vecchio “Mediaset, sequestro per lo streaming pallonaro,” Punto Informatico, January 16, 2013, http://bit.
ly/1VOyq8a. 
25  Mauro Vecchio, “Il link allo streaming non è diritto di cronaca,” Punto Informatico, September 16, 2013, http://bit.ly/1jkIEfI. 
26  Sghirinzetti, “Italy: Anti-terrorism decree to strengthen government surveillance.” 
27  European Parliament, “Subject: Internet censorship in Italy—via administrative procedure,” July 13, 2011, February 2, 2013, 
http://bit.ly/1MsIZrQ. 
28  AGCOM, “Regolamento in materia di tutela del diritto d’autore sulle reti di comunicazione elettronica,” December 12, 2013, 
http://bit.ly/1WXMfys. 

443

http://bit.ly/1LFdZQ4
http://bit.ly/1L85TCA
http://bit.ly/1Lh2qPS
http://www.altalex.com/index.php?idnot=5918
http://bit.ly/1VOyq8a
http://bit.ly/1VOyq8a
http://bit.ly/1jkIEfI
http://bit.ly/1MsIZrQ
http://bit.ly/1WXMfys


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Italy

copyrights by foreign hosts began, and the problematic construction of the resolution was fully re-
vealed.  Previous laws from 2000 and 2003 gave AGCOM an executive mandate to act to take down 
violations of copyrights.29 

The most controversial aspect is that on the basis of an administrative order by AGCOM, after the 
relevant investigation, ISPs can inhibit access to specific websites, even those that simply contain 
links through which it is possible to download content that is copyright protected. In May 2014, the 
authority granted Italian ISPs the mandate to block access to foreign websites that did not reply to 
AGCOM’s solicitations on the basis of the order that would “eventually” arrive.30 This posture would 
give ISPs a highly discretionary power, without a judicial order or ruling, to filter access to websites. 
Furthermore, in so doing, ISPs would impede users’ access to other legal links and content hosted 
by those web sites. 

Based on these concerns, consumers’ organizations and ISP associations appealed the resolution, 
and in April 9, 2014 Rome’s administrative court ruled that opposition to the resolution was justified 
and asked AGCOM for a moratorium until June 2014 for further consideration and examination. The 
authority, however, decided to proceed and run the risk that, after a future contrary ruling, its execu-
tive decisions may all be void and unlawful.31 

At times, Italian authorities continue to request the removal of specific content, though the amount 
is limited. According to Google, the government issued 65 requests for content removal between 
July and December 2013 (compared to 33 over the previous six months), a considerable increase.32 
77 percent of the requests were broadly interpreted as “defamatory”. Finally, a draft bill being intro-
duced in parliament in March 2015, as part of new anti-terrorism law, may affect ISPs as well, be-
cause, if passed, it would oblige ISPs to remove controversial material (especially hate speech).33 

Foreshadowing the European Union ruling in favor of the so-called “the right to be forgotten” (or 
“right to oblivion”), in April 2012, the Italian Supreme Court imposed an obligation on publishers to 
update their online archives to ensure that outdated facts do not inadvertently damage someone’s 
reputation. But the court also pointed out there were no grounds for libel against the online news 
outlet that posted the story because events recounted in the article were true, even if they were 
incomplete or outdated. Routinely, bill proposals to exacerbate the current law and punish bloggers 
more harshly are presented in parliament, albeit they do not go much farther than that.34 

Because of Italy’s civil-law system, some judges may occasionally still issue rulings imposing re-
sponsibilities on intermediaries to regulate user-generated content, though, judges have repeatedly 
affirmed that intermediaries should not be liable for the content posted by users. Many in the Italian 
legal community now believe that, based on existing jurisprudence and thanks also to the provi-
sions laid out in the European Union (EU) e-Commerce Directive,35 service providers should not be 

29  ClaudioTamburrino, “AGCOM approva il regolamento sul diritto d’autore,” Punto Informatico, December 12, 2013, http://bit.
ly/1Ou8KcT. 
30  Gaia Bottà, “AGCOM: a filtrare comincia tu,” Punto Informatico, April 18, 2014, http://bit.ly/1QlKerY. 
31  Altroconsumo, “Regolamento AGCOM sul diritto d’autore: il Tar Lazio accoglie le richieste di Altroconsumo,” April 9, 2014, 
http://bit.ly/1g8JbvS. 
32  Google, “Removal Request by Country,” Transparency Report, January- June 2014, accessed May 31, 2015,   http://bit.
ly/1dWNrJq. 
33  AntiDigital Divide, “Decreto antiterrorismo: Troppi poteri nella mani della Polizia?” March 26, 2015,  http://bit.ly/1MnveGn. 
34  The last instance was in June 2013; Mauro Vecchio, “Obbligo di rettifica, più volte ritornano,” Punto Informatico, June 26, 
2013, http://bit.ly/1jZg8jA. 
35  European Commission, “E-Commerce Directive,” 2000/31/EC, http://bit.ly/1iuT1su. 
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required to censor search results. Likewise, at the end of 2011, Italy’s Supreme Court declared that 
editors of online magazines were not responsible for defamatory comments posted by readers (thus 
taking into account the difference between the printed and electronic press). Attempts at introduc-
ing bills that would require websites to engage in pre-publication censorship have mostly stalled. At 
times, proposals that raised alarm bells for free expression advocates have been put forward by past 
governments (with Berlusconi’s being the most determined), but nothing has come out of them.36

Media, Diversity, and Content Manipulation  

Even in the absence of legal requirements, ISPs tend to exercise some informal self-censorship, de-
clining to host content that may prove controversial or that could create friction with powerful en-
tities or individuals. Online writers also exercise caution to avoid libel suits by public officials, whose 
litigation—even when unsuccessful—often takes a significant financial toll on defendants in the tra-
ditional media. The Italian government does not proactively manipulate news websites. 

Blogging is very popular in Italy, though television remains by far the leading medium for obtaining 
news. Most policymakers, popular journalists, and figures in the entertainment industry have their 
own blogs, as do many ordinary citizens. Social-networking sites, especially Facebook and Twitter, 
have emerged as crucial tools for organizing protests and other mass gatherings, such as concerts, 
parties, or political rallies, although, at times, some content may be aggressive. It is now “mandatory” 
for all parties to be adept at communicating via Facebook, Twitter and other social media.

Some restrictions on internet content uncommon in other Western European countries remain in 
place in Italy. Drawing on a 1948 law against the “clandestine press,” a regulation issued in 2001 
holds that anyone providing a news service, including on the internet, must be a “chartered” jour-
nalist within the Communication Workers’ Registry (ROC) and hold membership in the national 
journalists’ association.37 With the exception of one case from late 2000s, these rules have generally 
not been applied to bloggers and, in practice, millions of blogs are published in Italy without reper-
cussions. Nonetheless, many people who create websites on a range of issues (including scholarly 
research) still continue to collaborate with registered journalists to protect themselves from potential 
legal action. 

Digital Activism 

The use of social media and the web in the general elections of February 2013 proved to be a major 
innovation. Online tools were central, not only as a communication medium, but also to measure 
political sympathies by measuring “likes”, hashtags and tweets for the many political players.38 The 
Five Star Movement, a political party led by former comedian Beppe Grillo, based their political cam-
paign almost exclusively on the internet and declined to take part in political talk-shows or television 
interviews. 

As soon as the new parliament was in office, following the February elections, Grillo and his move-

36  In previous years one blog dealing with a sensitive criminal trial had been shut down, but that has been an exception 
rather than the rule.
37  Diritto Tecnologia Informazione, Legge  March 7, 2001, n. 62,  “Nuove norme sull’editoria e sui prodotti editoriali,” [New 
Rules on Publishing and Publishing Products] accessed August 21, 2012, http://www.interlex.it/testi/l01_62.htm. 
38  Luca Annunziata, “Chi vince le elezioni su Internet?” Punto Informatico, February 8, 2013, http://bit.ly/1L887BP. 
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ment used the web and internet both to strengthen their political basis and to survey it. The Five 
star Movement used the web and social media to: (1) select a candidate as the new president of the 
Italian republic,39 (2) vote on expulsion from the movement/party of those MP who did not conform 
to the movement’s rules and internal decisions, and (3) provide an outlet for Grillo’s announcement 
and statements.40 

Finally there has been a considerable talk about adopting an FOIA provision for Italy’s public admin-
istration (PA), modeled on the American act. Yet a comparison between the Italian (Law n. 241/1990) 
and U.S. legislation shows that, in the Italian case, open data is mostly a declared “intention” as 
opposed to a real, sanctioned obligation.41 As of mid-2015, however, the government has opened a 
dedicated web site42 that offers data and information voluntarily made available by local and central 
administrations. Such data, while valuable for scholarly research, are still a far cry from constituting 
an Italian FOIA.

Violations of User Rights

Violations against user rights are uncommon in Italy. Criminal defamation laws remain a grave threat 
to online journalists and social media users, particularly in the ambiguous form they have been ap-
plied to the online sphere. A new antiterrorism law was passed in April 2015 extended the period ISPs 
must keep users’ metadata from 12 to 24 months, despite a ruling from Europe’s high court striking 
down such requirements as an affront to human rights. 

Legal Environment 

As a signatory to the European Convention on Human Rights and other relevant international trea-
ties, freedoms of speech and the press, as well as the confidentiality of correspondence, are consti-
tutionally guaranteed in Italy.43 Yet, given the country’s civil law system, inconsistent judicial interpre-
tations are not unusual. This has created some uncertainty when judges issue conflicting decisions 
on similar cases related to internet freedom, such as intermediary liability. For this reason, online free 
expression advocates have focused their efforts on proposing legal amendments to improve protec-
tions and prevent censorship rather than engaging in public interest litigation.44  

An inter-parliamentary committee appointed in July 2014 to draft an internet bill of rights released 
its nonbinding “Declaration of Internet Rights” in July 2015. The declaration makes Italy the first 
European country to release such a document, following in the footsteps of Brazil.45 The declaration 
contains language defending the right to internet access, data protection, net neutrality, anonymity, 

39  The first candidate was Milena Gaibanelli, a journalist, who declined then followed by Stefano Rodotà, former leader of the 
Privacy authority. In the end the incumbent president, Giorgio Napolitano, was re-elected. 
40  Grillo was criticized  on his blog for the advertisements revenues from his blog. See Il Blog di Beppe Grillo, http://www.
beppegrillo.it/. 
41  Mauro Vecchio “PA, l’incubo della trasparenza tricolore,” Punto Informatico,  February 6, 2013, http://bit.ly/1N977ya. 
42  I dati aprti della Pubblica Amministrazione, http://www.dati.gov.it. 
43  An English copy of the constitution is available at, Constitution of the Italian Republic, http://bit.ly/1hARFPS; See especially 
art.15 and 21 Cost.
44  Andrea Monti (lawyer specialized on Internet freedom and activist), in a conversation with author, February 20, 2012.
45  Oreste Pollicino and Marco Bassini, “An Internet Bill of Rights? Pros and Cons of the Italian Way,” LSE Media Policy Project 
Blog, August 5, 2015, http://blogs.lse.ac.uk/mediapolicyproject/2015/08/05/an-internet-bill-of-rights-pros-and-cons-of-the-
italian-way/. 
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and the right to be forgotten.46 Some observers criticized the declaration for falling short in protect-
ing free speech, balancing copyright, and protecting anonymity and encryption.47 

Several laws present a threat to internet freedom in the country. Italy passed a new antiterrorism law 
in April 2015 that broadened language in the criminal code on terrorist recruitment as well as the 
endorsement or incitement of terrorism to include their action via online channels.48  Critics worry 
that the law will be applied broadly and may sanction legitimate instances of free expression that 
fall within international norms for protected speech. On a positive note, the government withdrew 
provisions from the bill that would have authorized law enforcement agencies to remotely break into 
private computers. Prime Minister Renzi noted that the delicate issue needed further discussion.49

Defamation is a criminal offense in Italy, punishable by prison terms ranging from six months to 
three years and a minimum fine of EUR 516 (US$670). In cases of libel through the press, television, 
or other public means, there is no prescribed maximum fine.50 Though these provisions are rarely 
applied, civil libel suits against journalists, including by public officials and politicians, are a common 
occurrence, and the financial burden of lengthy legal proceedings may have chilling effects on jour-
nalists and their editors. As of May 2015, there have been extremely few libel suits against bloggers 
and other online writers in Italy. 

Prosecutions and Detentions for Online Activities 

No online activists have been detained, prosecuted or sanctioned by law enforcement agencies 
for disseminating or accessing information on the internet. However, concerns remain over the en-
forcement of libel law on platforms such as Facebook. In early 2013, a young woman who posted 
negative and racist remarks about her former employer on the social network was found guilty of 
libel and made to pay a EUR 1,000 (US$1,100) fine.51 The prosecution successfully argued that libel 
may occur through any medium, online or traditional, that can reach a larger public. Going further, 
the third-level appeals court convicted a non-commissioned officer of the GdF who posted neg-
ative comments against a colleague on Facebook, even though the culprit never mentioned the 
colleague’s name. The court ruling reported that it is sufficient that enough details are included so 
that the offended person can be identified by as few as two persons.52  It was later struck down on 
appeal.

46  For a full text of the declaration in English, consult “Declaration of Internet Rights,” http://www.camera.it/application/
xmanager/projects/leg17/commissione_internet/testo_definitivo_inglese.pdf. 
47  For more details on this, see for example Camera dei deputati, “Partecipa a Bill of Rights,” http://bit.ly/1qcmcn1; also 
consult,  Agenzia Nazional Stampa Associata, “Italy presents bill of Internet rights,” July 28, 2015, http://bit.ly/1K4FjGs; and  

“Massimo Russo, “Ecco la bozza di Internet bill of rights, ora tocca ai cittadini migliorarla,” Wired, October 13, 2014, http://bit.
ly/1v6TKGU. 
48  Sghirinzetti, “Italy: Anti-terrorism decree to strengthen government surveillance.” 
49  “Tolto dal decreto antiterrorismo l’emendamento sui computer,” Internazionale,  March 26, 2015, http://bit.ly/1Lr1CeP. 
50  Organization for Security and Cooperation in Europe Representative on Freedom of the Media, Libel and Insult Laws: A 
matrix on where we stand and what we would like to achieve, (Vienna: OSCE, 2005), 79, http://www.osce.org/fom/41958.
51  Adriana Apicella “Diffamazione a mezzo stampa, è reato anche su Facebook”,  Justicetv.it, January 17, 2013 
, http://www.justicetv.it/index.php/news/2992-diffamazione-a-mezzo-stampa-e-reato-anche-su-facebook; and also, Mauro 
Vecchio,“Diffamazione, stampa e social pari sono?” Punto Informatico, January 15, 2013, http://bit.ly/1L88ZGK. 
52  “Cassazione: è diffamazione parlar male su Facebook anche senza fare nomi,” La Repubblica, April 16, 2014, http://bit.
ly/1PaZqKX. 
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Surveillance, Privacy, and Anonymity 

Monitoring of personal communications is permissible only if a judicial warrant has been issued, and 
widespread technical surveillance is not a concern in Italy. Wiretapping is generally restricted to cas-
es involving ongoing legal proceedings, except for terrorism investigations. In such instances, since 
2001, “pre-emptive wiretapping” may occur even if no formal prosecutorial investigation has been 
initiated. More lenient procedures are also in place for Mafia-related investigations.53 Overall percep-
tion is that the country’s authorities are engaged in a large number of wiretaps,54 but that is proba-
bly an exaggeration. On the other hand, the news media regularly publicize wiretap information that 
is leaked to them and have generally avoided facing jail sentences or even high fines for disseminat-
ing classified information. 

In March 2008, Parliament approved a law (No. 48 of 2008) that ratified the Council of Europe’s Con-
vention on Cybercrime, which established how long internet-related communication data should 
be retained.55 This matter was further refined with the inclusion in the Italian legislative system of 
the 2006 EU Data Retention Directive.56 Although the Court of Justice of the European Union struck 
down the directive in 2014, Italy passed an antiterrorism law in April 2015 that extended the period 
ISPs must keep users’ traffic records (metadata), as opposed to the content of communications—
from 12 to 24 months.57

Providers must retain information such as broadband internet data, internet telephony, internet use 
via mobile phone, and email activity. The records can only be disclosed in response to a request 
from a public prosecutor (a judge) or a defendant’s lawyer, and, like their counterparts elsewhere in 
Europe, Italy’s law enforcement agencies may ask ISPs to make such information readily available 
so that they can respond to the needs of criminal investigations. Given the technical burden of this 
directive, most ISPs now use a third-party service that offers the necessary security guarantees for 
encryption and data storage. Finally, the law extends the period that internet providers must retain 
user data to 24 months.

As Italy moves towards greater e-governance, some concerns have been raised over the protection 
of user data in the hands of public agencies. In the past, the national postal service Poste Italiane’s 
certified electronic mail (PEC) service was named as the public agency most damaging to individual 
privacy at the “Annual Big Brother Awards,” an event hosted by civil society activists for greater pri-
vacy, for its gross mishandling of private information kept by the government’s Registro delle Oppo-
sizioni, a register of people who wish to keep their contact information hidden from advertisement 
companies.58 Nevertheless, it is now mandatory for all business to use the PEC service in their com-
munications with the public administration to cut costs and reduce paperwork.

53  Privacy International, “Italy: Privacy Profile,” in European Privacy and Human Rights 2010 (London: Privacy International, 
2010). 
54  Although it is difficult to determine the real number of people affected by wiretaps (estimates range from 25,000 to 
over 130,000), many individuals who are caught up in wiretaps have no incriminating connection to the main target of the 
eavesdropping. The current law stipulates that such peripheral communications cannot be transcribed and any recordings 
should be destroyed right away, though this is not always carried out in practice. Thus it may happen that some exchanges are 
recorded and leaked to the media. This is the problem that the proposed bill on electronic surveillance was meant to address. 
55  For a useful timetable of the required retention periods, see Gloria Marcoccio, “Convention on cybercrime: novità per la 
conservazione dei dati,” [Convention on Cybercrime: News on Data Retention] Diritto Tecnologia Informazione, April 10, 2008, 
http://www.interlex.it/675/marcoccio7.htm.
56  D.L. 109/2008. 
57  Sghirinzetti, “Italy: Anti-terrorism decree to strengthen government surveillance.”
58  Cristina Sciannamblo “Big Brother Awards Italia: tutti i vincitori,” Punto Informatico, June 6, 2011, http://bit.ly/1OubcQG. 
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Finally, in June 2015, the Privacy Authority published the long-awaited new guidelines for managing 
browser cookies. These guidelines signal an improvement from those published in 2012 that some 
found cumbersome to implement.59 Earlier in the year, the authority also launched a public consulta-
tion to define guidelines and rules for the “Internet of Things.”60

Intimidation and Violence 

Reports of extrajudicial intimidation or physical violence in response to online activity are rare, al-
though individuals directly exposing the activities of organized crime in some parts of the country 
may be at risk of reprisals. 

Technical Attacks

The most common forms of technical attacks in Italy are the defacement or launching of deni-
al-of-service (DoS) attacks against websites—mostly government-linked ones—as a form of political 
protest.61 More serious cyberattacks—particularly against banks, government institutions, and busi-
ness websites—remain a problem in Italy, as in other European Union member states. Nevertheless, 
Italy does not rank highly on the list of countries identified as points of origin for cybercrimes.62 

The law enforcement agency with primary responsibility for cybercrimes is the Postal and Commu-
nications Police Service. Police officers are primarily concerned with cybercrime in the form of child 
pornography, cyber-bullying, and various forms of fraud.63 In May 2013, the Italian Ministry of Interi-
or was attacked by the Italian branch of Anonymous in retaliation for the arrest of a group of “hack-
tivists” a few days earlier.64  The country’s official cybersecurity strategy was published in December 
2013.65

In July 2015, the Milan-based private security firm Hacking Team was hacked, leading to the release 
of several hundred gigabytes of emails and other data that was later posted to Wikileaks.66  The 
company provides software applications to intelligence agencies around the world and had been 
criticized in the past for cooperating with nondemocratic regimes and lacking sufficient consider-

59  Garante per la protezione dei dati personali, “Linee guida in materia di trattamento di dati personali per profilazione on 
line, 19 Marzo 2015,” March 19, 2015, http://bit.ly/1H0tiGj. 
60  Garante per la protezione dei dati personali, “Internet delle cose”: il Garante privacy avvia consultazione per definire regole 
e tutele,” April 28, 2015, http://bit.ly/1PR1eXb. 
61  The Police and the judiciary are often targeted, see for example “Gli hacker colpiscono ancora:attaccato sito della polizia 
campana,” Corriere della Sera, February 17, 2013, http://bit.ly/1L8atk1 . 
62  An independent report by HostExploit shows Italy scoring quite well on a “badness” scale (France, Germany and the 
United Kingdom, all get a worse score). These results are graphically visible in here: Global Secuirty Map, “Italy,” accessed 19 
May 2015, http://globalsecuritymap.com/#it. 
63  Figures on cybercrime are difficult to assess, as the main providers of data are computer security companies such as 
Symantec or government entities like the postal police, as opposed to “third-party” sources. Nevertheless, Italy’s rates appear to 
be slightly above the world average. See, Tiziana Moriconi, “Crimini online, i dati italiani,” [Online Crime, the Italian Data] Daily 
Wired, November 23, 2010, http://bit.ly/1G9KQk1; Alessandra Talarico, “Cybercrime. Italia vittima e carnefice: è il paese che più 
abbocca al phishing e tra i più attivi negli attacchi web based,” [Cybercrime. Italy Victim and Victimizer: It Is the Country That 
Takes the Bait in Phishing and Is Among the Most Active in Web-Based Attacks] Key4Biz, April 22, 2010, http://bit.ly/1GEzXBD. 
64  Matteo Campofiorito, “Anonymous, attacco al ministero dell’Interno: Pubblicati sul blog documenti e email,” La Repubblica, 
May 28, 2013, http://bit.ly/1RD1da3. 
65  Presidency of the Council of Ministers, National Plan for Cyberspace Protection and ICT Security,December 2013, http://bit.
ly/1Lr3Gn4; and Presidency of the Council of Ministers, National Strategic Framework for Cyberspace Security, December 2013, 
http://bit.ly/1qVEWpW. 
66  Wikileaks, “Hacking Team,” https://wikileaks.org/hackingteam/emails/. 
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ations of users’ privacy.67 The company has been classified by the nongovernmental organization 
Reporters Without Borders as an “Enemy of the Internet.”68

67  Alfonso Maruccia, “L’orgoglio ferito di Hacking Team”, Punto Informatico, July 23, 2015, http://bit.ly/1LFkylL. See also the 
conclusions by CitizensLab here, “Tag Archives: Hacking Team,” https://citizenlab.org/tag/hacking-team/; and by computer 
security expert Bruce Schneier here: Bruce Schneier, “Hacking Team Is Hacked,” Schneier on Seurity (blog), July 6, 2015, http://bit.
ly/1RD0iWY. 
68  Reporters Without Borders, “Hacking Team,” The Enemies of the Internet: Special Editions, http://surveillance.rsf.org/en/
hacking-team/. 
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Key Developments: June 2014 – May 2015

•	 Courts upheld users’ “right to be forgotten” in Japan, requiring search engine companies 
to delete links to material at the user’s request in specific cases (see Content Removal).

•	 Despite privacy concerns, the rollout of the “My Number” national resident registry system 
is scheduled for late 2015 and early 2016 (see Surveillance, Privacy, and Anonymity).

•	 Telecommunications companies eased restrictions on third-party SIM cards that observers 
feared had been limiting users’ ability to switch carriers (see ICT Market).

Japan
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 4 4

Limits on Content (0-35) 7 7

Violations of User Rights (0-40) 11 11

TOTAL* (0-100) 22 22

* 0=most free, 100=least free

Population:  127 million

Internet Penetration 2014:  91 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Free
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Introduction

As in past years, privacy concerns, data leaks, and cyberattacks were key issues for Japanese internet 
users during the coverage period. Japan’s constitution protects all forms of speech and prohibits 
censorship, while the government, especially the Ministry of Internal Affairs and Communications, 
maintains a hands-off approach to online content, which is generally regulated voluntarily by indus-
try players. Internet penetration is over 90 percent. Despite strong access, however, some legislation 
disproportionately penalizes specific online activities. 

As part of the Abe administration’s strategy to boost national security, lawmakers passed the Act 
on the Protection of Specially Designated Secrets in 2013. The legislation, which criminalized both 
leaking and publishing broadly defined national secrets regardless of intent or content, has reper-
cussions for journalists, whistleblowers, and civil society watchdogs, particularly in the age of the 
internet. In a review of Japan’s human rights practices in July 2014, the United Nations Human Rights 
Committee said the legislation laid out “a vague and broad definition of the matters that can be 
classified as secret” and “high criminal penalties that could generate a chilling effect on the activities 
of journalists and human rights defenders.”1

Attention to data security also escalated in 2014, with the high-profile arrest and trial of an engineer 
for leaking personal data belonging to customers of the Benesse educational services corporation. 
In Japan’s largest data leak to date, Benesse confirmed “the leak of personal data of at least 7.6 mil-
lion people [noting that]…the problem could ultimately affect more than 20 million.”2  

Such attention to security measures is of particular concern for national and local governments as 
they gear up for the introduction of the “My Number” system of personal ID numbers throughout 
the country.3 Amendments to the Act on the Protection of Personal Information to strengthen data 
privacy penalties to remove personal information that identifies individuals were passed in the Diet 
in early September 2015.4 Such amendments may also forestall fears of possible data leakages with 
the rollout of the “My Number” system in October 2015.5

1  United Nations International Covenant on Civil and Political Rights Human Rights Committee, “Concluding observations 
on the sixth periodic report of Japan,” August 20, 2014, available at http://tbinternet.ohchr.org/_layouts/treatybodyexternal/
Download.aspx?symbolno=CCPR%2fC%2fJPN%2fCO%2f6&Lang=en.
2  “1,789 file Y100 mil damages suit against Benesse over data leak,” Japan Today, January 29, 2015, http://bit.ly/1L1MOBP. 
3  “Gov’t should give up use of ‘My Number’ system infringing on people’s human rights,” Japan Press Weekly, February 25, 
2015, http://bit.ly/1jQN0eh; Ryo Asayama, “Japan’s ‘My Number’ system offers IT boon, and risk,” Nikkei Asian Review, March 17, 
2015, http://s.nikkei.com/1Lorvrl.    
4  “Revised personal information protection law enacted,” Mainichi Shimbun, September 4, 2015.
5  “マイナンバー法案が審議入り　衆院本会議,” [My Number Law proposal enters committee, Lower House plenary session]  
Nikkei Asian Review, April 23, 2015, http://s.nikkei.com/1L1MX8r; “マイナンバー法改正案が衆院可決　貯金口座にも適用,”[My 
Number Law amendments expected to pass in the Lower House, will be applied to savings accounts] ITmedia, May 21, 2015, 
http://bit.ly/1VH275Y ; “マイナンバー衆院通過　貯金口座にも適用　個人情報保護法改正案も,” [My Number Law passes in the 
Lower House, to be applied to savings accounts, proposed amendments to Personal Privacy Law as well] Sankei, May 21, 2015,  
http://bit.ly/1c7UmFR. 
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Obstacles to Access

In general, Japanese internet users experience few obstacles to access. Internet access remains high, 
and mobile phone companies are increasing reaching out through expanded technological offerings. 
One major development in the past year has been the availability of third-party SIM cards with mobile 
operators unlocking phones for a small fee, and the greater availability of SIM-free models of phones 
and tablets.

Availability and Ease of Access   

Internet penetration was at 91 percent in 2014, up from 90 in 2013.6 Mobile phone penetration 
reached 120 percent in 2014.7 Official statistics report slightly over 155 million mobile phones (in-
cluding personal handy-phone systems, or PHS) in use in Japan as of March 31, 2015, equivalent to 
a penetration rate of 121.1 percent and demonstrating an increase of 4.9 percent over the previous 
year’s figure.8 Access is high quality with competitive speeds averaging 15.2 Mbps in early 2015.9 

The average cost of internet access is around JPY 5,000 (US$50) per month,10 though many provid-
ers bundle digital media subscriptions, Voice over IP (VoIP), and email addresses, pushing expenses 
higher. While this remains within reach of most, declining average incomes make staying connected 
increasingly costly, especially for the younger generation.11 According to data published in 2013, 
the average household in Japan spends around JPY 6,925 (US$69) for mobile service per month, or 
JPY 83,099 yen (US$830) per year.12  The private Wire & Wireless service offers free Wi-Fi access in 
restaurants, coffee shops, and some train stations; registration requires an email address.13

As these figures suggest, access is well distributed across the population, though less common 
among the elderly. According to the MIC Information Communications Statistics Database, internet 
penetration was 72 percent for children aged 6 to 12, and over 95 percent in the age ranges of 13 to 
49, compared to 21 percent for people over 80 years of age.14 Mobile phone operators are expand-
ing their market for handsets designed for children and for the elderly, with easy-to-use, large-but-
ton phones. 

Restrictions on Connectivity  

There are few infrastructural limitations on internet access in Japan, though the vulnerability of 

6  International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY. 
7  International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2013,” http://bit.ly/1cblxxY. 
8  Ministry of Internal Affairs and Communications, “Information and communications statistical database, basic data” [in 
Japanese], http://bit.ly/1ZgX2FO. 
9  Akamai’s State of the Internet, “Asia-Pacific Highlights (Q1, 2015),” June 24, 2015, https://www.stateoftheinternet.com/
resources-connectivity-2015-q1-state-of-the-internet-report.html. 
10  Informal Freedom House survey of providers’ costs.  
11  The average monthly income for working households in 2010 was 700 yen (US$7) less than it was in 1990. See, Ministry 
of Internal Affairs and Communications Statistics Bureau, “Average Monthly Income and Expenditure per Household (Workers) 
1955-2010,” http://www.stat.go.jp/data/chouki/zuhyou/20-06.xls. 
12  Ministry of Internal Affairs and Communications, “White Paper Information and Communications in Japan 2014,” [in 
Japanese] http://bit.ly/1jcW9x8. 
13  Starbucks, “at_STARBUCKS_Wi2,” http://starbucks.wi2.co.jp/pc/index_en.html. 
14  Ministry of Internal Affairs and Communications, Information and Communications Statistics Database, Heisei 26 nen chosa, 
http://bit.ly/1mLIJEl. 
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Japan’s communication network became apparent in 2011, when an earthquake and tsunami hit 
Japan’s east coast, triggering a nuclear plant accident. Infrastructure was severely damaged, leaving 
many people without service for periods from a few days to one month and restricting relief efforts. 
Mobile phone usage dropped by almost half in the affected areas.15 

Network congestion and server outages—the result of increasing smartphone traffic due in part to 
many applications sending automatic signals every minute—also frequently affect mobile use. KDDI, 
one of three major mobile carriers, reported large scale disruptions in 2012 and 2013. Fewer distur-
bances were reported during this year’s coverage period.  

In 2013, Nippon Telegraph and Telephone Corporation’s (NTT) Docomo announced an expansion in 
LTE base stations to augment its Xi LTE and FOMA 3G services.16 Providers such as Asahi-net offer 
WiMAX plans with mobile routers capable of accessing multiple networks throughout the country.17 
Historically, Japan’s internet connections were forged through cooperation among government 
agencies (including ministries and NTT, which was a government-owned monopoly until 1985), high-
er education institutions (mainly national universities), and national research institutions. According 
to the internet timeline available on the Japan Network Information Center website, the first network 
operations (known as the “N-1 Network,” in operation from October 1974 to December 31, 1999) 
were a joint undertaking initially operated by the University of Tokyo, the University of Kyoto, and 
NTT that later expanded to link other national universities in Japan.18 The network of connected 
institutions started to expand in the mid-1980s with the start of JUNET (Japan University Network), 
pioneered by Keio University professor Jun Murai. The first Japanese university to connect to an 
overseas university was the Tokyo University of Science (connecting with the City University of New 
York) in 1985. 

ICT Market 

Japan has three major mobile operators—KDDI Au, NTT Docomo, and Softbank. All use the CDMA 
wireless network or a variant. NTT, formerly a state monopoly, was privatized in 1985 and reorga-
nized in 1999 under a law promoting functional separation between the company’s mobile, fixed-
line, and internet services.19 Asymmetric regulation, which creates stricter rules for carriers with a 
higher market share, helped diversify the industry.20 While the telecommunications market operates 
with hundreds of providers offering FTTH, DSL, CATV, FWA, and BWA services, the NTT group re-
mains dominant in practice.21 NTT Docomo held close to 40 percent of Japan’s mobile market in 
2015.22 No major foreign operators have successfully penetrated the telecommunications market 
independently; smartphone devices manufactured by Apple and Samsung are available to consum-

15  Izumi Aizu, “The Role of ICTs During the Disaster,” Global Information Society Watch Report 2011, Association for 
Progressive Communications, 2011, http://bit.ly/1FZMXGU. 
16  NTT DOCOMO, “DOCOMO Introduces Compact LTE Base Station – Downsized Equipment Will Facilitate Wider, Denser LTE 
Coverage,” press release, June 20, 2013, http://bit.ly/1Oo6lyP. 
17  AsahiNet, “Asahi Net WiMAX 2+,” http://bit.ly/1N1Q6FQ.  
18  Japan Network Information Center, “The Internet Timeline,” accessed Sept 1, 2015, https://www.nic.ad.jp/timeline/en/. 
19  Law Concerning Nippon Telegraph and Telephone Corporation, Etc., No. 85, December 25, 1984, as last amended by Law 
No. 87, July 26, 2005, http://bit.ly/1FZNyIG. 
20  Toshiya Jitsuzumi, “An Analysis of Prerequisites for Japan’s Approach to Network Neutrality,” (paper, Proceedings of the 
Telecommunications Policy Research Conference, 2012) http://bit.ly/1dPQDcb. 
21  Minoru Sugaya, “Regulation and Competition in the JP Broadband Market,” (presentation, Pacific Telecommunications 
Council, Tokyo, Japan, January 15, 2012) http://bit.ly/16U0HvB. 
22  “NTT Docomo bundles mobile and broadband, shaking up sector,” Japan Times, February 17, 2015, http://bit.ly/1OnS8mQ. 
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ers through partnerships with the major mobile operators. Consolidation in the mobile industry 
continued in Japan during this year’s coverage period, as Ymobile, which was formed in August 2014 
through a merger of Emobile (formerly a roaming mobile company) and Willcomm (a PHS carrier),23 
joined the Softbank group of companies as of April 1, 2015.24 

Despite this background, increasing smartphone use has made the mobile market more competitive 
and resulted in improved pricing options: bundling mobile tablet plans with subsidies for second 
and third devices purchased by consumers; decreases in prices for data and family plans; and the 
introduction of benefits for long-term customers, such as such as those offered by Docomo to cus-
tomers with 5- to 15- year histories of continuous service.  

In a positive development, third-party SIM card availability increased during the coverage period. 
In the summer of 2014, the government announced plans to require cellphone carriers to unlock 
the SIM cards in mobile phones if requested by users, facilitating the use of third-party prepaid 
SIM cards.25 In October 2014, the MIC issued new guidelines concerning SIM card unlocking.26 The 
new guidelines, which went into effect in May 2015, also stipulate that users must pay outstanding 
handset costs prior to switching carriers. Though the guidelines were still subject to criticism,27 they 
helped address concerns that the cost of switching providers favored the dominant players and cre-
ated a barrier for new entrants to the market. Besides benefitting Japanese consumers,28 the change 
will serve the influx of tourists to Japan anticipated prior to the 2020 Tokyo Olympics.29  

Regulatory Bodies 

There is no independent regulatory commission in Japan, though observers believe that the industry 
has generally improved since the 2001 establishment of the Ministry of Internal Affairs and Commu-
nications (MIC), comprised of two former ministries (the Ministry of Home Affairs and the Ministry of 
Posts and Telecommunications) which were merged with the central government’s Management and 
Coordination Agency. This “super ministry” regulates the telecommunications, internet, and broad-
cast sectors.30 Nongovernmental, nonprofit organizations supported by the relevant companies in 
the sector have been formed to self-regulate the industry. These include television’s Broadcasting 
Ethics & Program Improvement Organization, the Content Evaluation and Monitoring Association 
for mobile platforms, and the internet’s Content Safety Association, which manages blocking of child 
pornography online.31 

23  “Ii mobairu to uirukomu ga “Y!mobile” ni – 8-gatsu ni burando o tōgō, sumaho 2 kishu nado shin tanmatsu o junji 
hatsubai,” [E-Mobile and Willcomm merge their brands in August to become ‘Y!mobile;’ new handsets including two new 
smartphones to be launched successively] ITmedia,  July 7, 2014, http://bit.ly/1Qb1Q9Q. 
24  SoftBank Corp. , “Notice of Merger,” press release, January 23, 2015, http://bit.ly/1Qb21BY. 
25  “Japanese cellular carriers to get ministry call to ‘unlock’ cellphones,” Asahi Shimbun. June 29, 2014.
26  “New rule to OK unconditional switching of mobile carriers,” Japan Times, October 1, 2014.
27  “Editorial: SIM lock removal requirement not enough for consumers,” Mainichi Daily News, November 4, 2014.
28  “Phone users in Japan still paying for plenty of stuff they don’t need,” Japan Times, May 23, 2015.
29  “Narita airport to get SIM card vending machines,” Japan Times, July 17, 2015.
30  Before 2001, regulation was managed by the now-defunct Ministry of Post and Telecommunications, before that, the Diet. 
31  Broadcasting Ethics & Program Improvement Organization, “About BPO,” http://bit.ly/1jevVLs; Content Evaluation and 
Monitoring Association, “About EMA,” [in Japanese] http://bit.ly/1P0Mqrf; Internet Content Safety Association, “About the 
Organization,” [in Japanese] http://bit.ly/1Mhsnmy. 
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Limits on Content

Politicians embraced social media for campaign purposes during the 2013 Upper House election after 
outdated restrictions on digital electioneering were revised during the previous coverage period and 
continued to expand online campaigning in the December 2014 general election to the Lower House. 
Activists and civil society also used digital tools to promote local civic causes, and online activity was 
increasingly effective as a means to combat hate speech and racism. 

Blocking and Filtering 

No direct political censorship has been documented in Japan. ISPs voluntarily filter child pornog-
raphy, and many offer parents the option to filter other immoral content to protect young internet 
users.32 Depictions of genitalia are pixelated to obscure them for internet users based on a com-
mon—though poorly-articulated—interpretation of Article 175 of the penal code, which governs ob-
scenity.33 Otherwise, individuals or police instruct ISPs to administratively delete contested or illegal 
content. 

The threat of official content restrictions looms periodically during public debates about child safety, 
though carriers and content producers have successfully resisted intrusive regulation. In 2007, the 
MIC ordered mobile operators to install filtering software enabling parents to control content seen 
by their children. A coalition of groups, including the Japan Internet Providers Association and the 
user rights organization Movement of Internet Active Users lobbied against the mandate and mobile 
users can now select voluntary filters. 34 Complaints to the official Consumer Affairs Agency about 
quasi-gambling functions in games played by children on mobile devices shot up in 2011, along 
with calls for government regulation.35 Instead, in 2012, game developers Gree and DeNA Mobage 
voluntarily adopted caps on purchases of virtual items by minors.36 Games integrated with social 
networks have also been criticized for their potential for abuse by sexual predators. 

Private interests also pressure ISPs to restrict content. In 2012, a coalition of music rights advocates 
were reportedly offering to sell service providers a tool to detect whether material being uploaded 
to the internet is subject to copyright, and sever connections of users violating Japan’s strict copy-
right laws.37  No follow-up was reported. 

Content Removal 

Throughout the coverage period, there were a number of cases in Japan involving the “right to be 
forgotten,” a practice allowing users to request that search engines delink material about them from 

32  Agence France-Presse, “Japan Internet Providers Block Child Porn,” Benton Foundation, April 21, 2011, http://bit.ly/1jQS9Di; 
Electronic Network Consortium, “Development and Operation of the Next-Generation Rating/Filtering System on the Internet,” 
press release, via New Media Development Association, April 30, 1999, http://www.nmda.or.jp/enc/rating2nd-en.html.
33  Amanda Dobbins, “Obscenity In Japan: Moral Guidance Without Legal Guidance,” 2009, http://works.bepress.com/amanda_
dobbins/1.
34  Izumi Aizu, “Japan,” Access to Online Information and Knowledge 2009,  Global Information Society Watch, http://bit.
ly/16AioGr. 
35  Ishaan, “Japanese Social Games Risk Seeing Crackdown,” Siliconera, May 7, 2012, http://bit.ly/1Mht0fY. 
36  Dr. Serkan Toto, “Self-Regulation: Dena Introduces Payment Caps For Minors On Mobage [Social Games],” Kantan Games, 
Inc (blog), April 24, 2012, http://bit.ly/1MhtfYn. 
37  Enigmax, “Jail For File-Sharing Not Enough, Labels Want ISP-Level Spying Regime,” TorrentFreak, June 24, 2012, http://bit.
ly/1L1QnIa. 
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public results in their country. In October 2014, the Tokyo District Court handed down a provisional 
order requesting that Google delete half of 237 entries involving a plaintiff’s name and subsequently 
entered text.38 This incident was noted as possibly the first instance in Japan involving the courts and 
the removal of search results, and Google Japan stated its willingness to comply with “legal take-
down notices.”39 Attention to this issue grew in the following weeks, and in November 2014, Yahoo 
Japan created an expert panel to investigate the right to be forgotten, with a six-month mandate to 
examine the situation.40 At the time, Yahoo Japan also noted that it does not comply with “requests 
to remove search results except for certain cases involving past crimes,” citing the reason that “one 
company alone cannot decide what society should and should not have access to.”41 

In March 2015, Yahoo Japan unveiled a new set of rules, stating that “it will respond to requests to 
remove information from search results after weighing privacy protection versus freedom of expres-
sion and the right to know…including information such as individuals’ personal addresses and tele-
phone numbers.”42 It should be noted that contrary to the EU’s sweeping laws concerning the right 
to be forgotten on the internet, to date there is no similarly broad law in Japan, and cases against 
search engine companies have been dealt with on an individual basis by each search engine compa-
ny separately. 

The 2001 Provider Liability Limitation Act directed ISPs to establish a self-regulatory framework to 
govern takedown requests involving illegal or objectionable content, defamation, privacy violations 
and copyright infringement.43 In 2002, industry associations produced guidelines designed to pro-
tect ISPs from legal liability within the jurisdiction of the Japanese courts. Under the guidelines, any-
one can report material that infringes directly on their personal rights to the service provider, either 
to have it removed or to find out who posted it. No third party can do so. The provider notifies the 
individual who posted the content, and either fulfills the request with their permission or removes 
the content without the authors’ approval if they fail to respond. If the poster refuses permission, the 
service provider is authorized to assess the complaint for themselves, and comply if they believe it 
is legitimate. In this scenario, an ISP could give the complainant information to identify the poster—
such as their name or IP address—without that person’s consent, leading to privacy concerns. This 
process is voluntary, but by complying, service providers protect themselves from civil liability.44 

In recent years, content removals have focused on obscene content, including child pornography 
and “revenge porn,” explicit images shared without consent of the subject. After complying with a 
takedown order in August 2014, Facebook was further ordered by a Tokyo court in October 2014 to 

“disclose the IP addresses used by fake accounts that were posting revenge porn.”45 A law to address 
online harassment by means of posting explicit images without the subject’s consent passed in No-
vember 2014. Prior to this law’s passage, upon receiving a complaint, providers were legally obligat-
ed to contact the original poster of the images to indicate that such objectionable content would be 
taken down within seven days. In the case where there was no response from the original poster, the 

38  “Tokyo court orders Google to delete data linking man to crime,” Japan Today, October 11, 2014, http://bit.ly/1Nq5mzA. 
39  “Japan court orders Google to delete data,” Sydney Morning Herald, October 10, 2014, http://bit.ly/1nfzAZQ. 
40  “Yahoo Japan to set up expert panel on ‘right to be forgotten’,” Mainichi Daily News, November 8, 2014, 
41  “Yahoo Japan considers new policy for removal of search results,” Japan Times, November 7, 2014.
42  “Yahoo Japan unveils new rules on ‘right to be forgotten’,” Mainichi Daily News, March 31, 2015.
43  Act on the Limitation of Liability for Damages of Specified Telecommunications Service Providers and the Right to 
Demand Disclosure of Identification Information of the Senders, No. 137,  November 30, 2001, available at UNESCO, http://bit.
ly/1VH6zBu. 
44  Business Software Alliance, “Country Report: Japan,” 2012, http://bit.ly/1VH7uHq. 
45  “Court orders Facebook to reveal revenge porn IP addresses,” Japan Today, October 22, 2014, 
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content could be legally deleted by the provider. The new law passed in 2014 reduced the duration 
of time allowed to the providers to comply with takedown requests from seven days to two days 
(see Legal Environment).46 Between November 27 and December 31, 2014, over 100 complaints of 
revenge porn were received by the National Policy Agency.47

The Internet Hotline Center, operated through the Internet Association Japan as part of a contract 
with the National Police Agency, cooperates with ISPs to solicit reports of illegal or harmful content 
from the public.48 While the center received a record high of 196,474 calls in 2012, 150,352 reports 
were received in 2014.49 (Over 40,000 reports were received in the first three months of 2015.50) The 
center’s breakdown of reports by type reveals 23 percent involved illegal information (information 
involving illegal activities such as public displays of obscene materials or “publicly inciting or solic-
iting others to abuse controlled substances”) with over 50 percent originating from overseas; 3 per-
cent involved harmful information (information that could invite illegal conduct, related to suicide, 
or which is “difficult to judge as illegal but seems to be illegal”) with 67.5 percent of the cases orig-
inating overseas; and 75 percent which “were beyond scope of its operational guidelines, including 
defamation, slander, murder notices, intellectual property infringement, information inappropriate 
for children, and other cases.”51 Providers may, but are not obliged to, comply with content removal 
requests submitted through the center.

Media, Diversity, and Content Manipulation  

Japanese citizens exercise some self-censorship online, often on historical and social issues. The so-
ciety at large prefers “harmony,” and people avoid criticizing the role of Japan’s Emperor, especially 
when connected with historic issues like World War Two. Individuals and public figures who break 
this code risk censure and even attacks from right-wing fanatics, who notoriously tried to assassinate 
the Nagasaki mayor on these grounds in the 1990s. Though exceptional, incidents like this still exert 
a chilling effect on Japanese expression. 

There are few known cases of the government or powerful groups proactively manipulating online 
news or other content. In a significant exception, officials and the Tokyo Electric Power Company 
withheld data about pollution after a nuclear power plant in Fukushima prefecture was severely 
damaged by the 2011 earthquake and tsunami, and citizens unwittingly exposed themselves to ra-
diation. The MIC requested that four industry associations monitor false or unsubstantiated content 
circulating about the disaster online, including on social networks. Some observers said this was a 
measure to control public discourse, though deletions were not widespread. Service providers re-
moved content, which included images of corpses, in at least 13 cases,52 though the National Police 

46  “Ribenjiporuno ni chōeki 3 nen ika no bassoku jimin hōan teishutsu e” (“LDP submit Bill to punish revenue porn with up 
to three years’ imprisonment”), Nihon Keizai Shimbun, October 12, 2014. (http://www.nikkei.com/article/DGXLASFS11H03_
S4A011C1PE8000/)
47  Takuro Yagi, “Police field 110 complaints of ‘revenge porn’ in first month of tough new law,” Asahi Shimbun, April 3, 2015.
48  Internet Hotline Center Japan, “Annual Statistics 2013,” May 1, 2014,  http://www.internethotline.jp/statistics/2013e.pdf. 
49  Internet Hotline Center Japan, “Annual Statistics 2014,” [in Japanese] http://www.internethotline.jp/statistics/2014.pdf. 
50  Internet Hotline Center Japan, “Statistical Information,” [in Japanese] 2007-2014, http://www.internethotline.jp/statistics/. 
51 Internet Hotline Center Japan, “Annual Statistics 2014.” 
52  Madeline Earp, “Freelance, online reporting discouraged on nuclear threat,” Committee to Protect Journalists (blog), 
April 14, 2011, https://cpj.org/x/42f5; Ministry of Internal Affairs and Communications, “Demand for Telecommunications 
Carriers Associations Regarding the Appropriate Response to False Rumors on the Internet Related to the Great East Japan 
Earthquake,”[in Japanese] press release, April 6, 2011, http://bit.ly/1PjW9It. 
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Agency reported 41 items for review.53 Others found an outlet to report on the aftermath of the di-
saster online.54

In 2014, media observers expressed concern that the government had enjoyed undue influence over 
mass media content when the Asahi Shimbun newspaper retracted stories about the “comfort wom-
en” forced to work in army brothels during World War Two. The stories, which the paper said relied 
on one misleading source, had provided support to a revisionist effort to refute women’s assertions 
they were kidnapped and assaulted by Japanese soldiers. Since this position is held by many Abe 
supporters, readers speculated the inaccurate reports were the product of official “guidance.”55 How-
ever, there was no evidence of a direct link between the coverage and Abe’s administration, or of 
political “guidance” influencing online content. 

During the 2013-14 coverage period, some news reports expressed concern about nationalistic 
discourse by Japanese web trolls, or netōyo, escalating into hate speech online, particularly tar-
geting South Koreans and Chinese communities amid territorial disputes between Japan and their 
respective governments.56 Tensions were high during 2013. In one incident, an advertisement with a 
government seal that appeared to support revisionist history was widely circulated on social media, 
though it turned out to be a fake.57 Nationalist discourse and incitements to violence directed at 
South Korean and Chinese people also flourished on the internet.58 However, during the coverage 
period, a movement to combat hate speech gained ground (see Digital Activism). 

Blogs have a significant impact on public opinion, and several independent journalists are becom-
ing influential through personal or commercial websites and social media accounts. Yet most online 
media remain small and community-based,59 with no major national successes, and the mainstream 

media’s habit of compliance and restraint may be standing in the way of the combative online news 
culture flourishing elsewhere in Asia.60 Kisha clubs, formal organizations only open to traditional me-
dia companies, and an advertising market that favors established players may be preventing digital 
media from gaining a foothold in the market. Kisha clubs provide essential access to officials in Ja-
pan, but have been accused of discriminating against new media practitioners in the past. In 2012, at 
least one online journalist was denied access to one of their Tokyo locations,61 and the only two free-
lancers permitted to join an official group of 40 reporters on a tour of the nuclear disaster site were 
forbidden from taking equipment.62 Some online news outlets have struggled to sustain themselves 
financially. OhmyNews, a South Korean platform, established a Japanese operation in 2006, but 

53  National Police Agency, “For Police Responding to False Rumors on the Internet,” [in Japanese] June 21, 2011, http://bit.
ly/1VH7lOT. 
54  Keiko Tanaka,”20 Bitter Voices Rise From Fukushima After Japan’s 2011 Nuclear Disaster,”  trans. Taylor Cazella, Global 
Voices, December 2, 2013, http://bit.ly/1L90n0j. 
55  Philip Brasor, “The highlights of Japanese media in 2014,” Japan Times, January 3, 2015.
56  Keiko Tanaka, “Countering Hate Speech in Tokyo’s Koreatown,”  trans. Aparna Ray, Global Voices, March 6, 2014, http://bit.
ly/1Rw5GLE. 
57  Keiko Tanaka, “No More Apologies – Japan’s Facebook Users Share ‘Fake’ Propaganda,” Global Voices, April 19, 2013, http://
bit.ly/1jd4f9c. 
58  Tessa Morris-Suzuki, “Freedom of Hate Speech; Abe Shinzo and Japan’s Public Sphere,” The Asia-Pacific Journal 11, no. 1 
(2013): 1-5, http://bit.ly/1L90LvC. 
59  Keiko Tanaka, “Japan’s Citizen Media Meet at Mikawa Medifes 2014,” Global Voices, May 4, 2014, http://bit.ly/1hsF0OP. 
60  Roger Pulvers, “Danger lurks when self-restraint segues into media self-censorship,” The Japan Times, January 10, 2010, 
http://bit.ly/1Nq7dUR. 
61  Keiko Tanaka, “Online Journalist Barred from Japan’s Diet Press Hall,” Global Voices, October 12, 2012, http://bit.ly/1L1S9t1. 
62  Reporters Without Borders, “Freelance Journalists Face Discrimination On Fukushima Plant Visit,” May 23, 2012, http://bit.
ly/1Rw6qAu. 
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closed in 2008. The U.S.-based Huffington Post digital media website launched a Japanese-language 
version in 2013.63

YouTube, Twitter, Facebook, and international blog-hosting services are freely available, as are popu-
lar domestic platforms like Niconico Dōga, a video-sharing site, and LINE, a Korea-based chat appli-
cation that was launched in Japan in 2011.  

Digital Activism 

To date, much digital activism has been effective at the local rather than national level, including 
maps sharing public information about disaster relief,64 or tracking racist graffiti in Tokyo.65 During 
the coverage period, anti-hate speech advocates using the internet to draw attention to and combat 
online slurs saw progress in a number of initiatives. In early 2015, a group of Korean residents and 
Japanese supporters established the Antiracism Information Center, which has a website and a phys-
ical location in Tokyo, to counteract hate speech online.66 In May 2015, the Japanese video streaming 
website Niconico Dōga reported that it “shut down the official channel of the anti-Korean activist 
group Zaitokukai, citing violations of [its] terms of service.67 Politicians also responded. In September 
2014, the Kunitachi city assembly “adopted a statement demanding the central government take 
legislative action to ban ‘hate speech’ rallies.68 Separately, in December 2014, a Japanese internet ac-
tivist and academic erected a whistleblower website to challenge the state secrets law.69 

Violations of User Rights

During the 2014-15 coverage period, two important pieces of legislation passed into law that may 
have implications for digital freedom of expression. After passage in the Lower House, the state secrets 
law, which some fear could threaten free expression, underwent several refinements before coming into 
force in December 2014. However, these revisions failed to address criticisms about the potential pen-
alties attached to revealing information in the public interest. Separately, a law criminalizing revenge 
porn and other forms of online harassment passed in November 2014. 

Legal Environment 

Article 21 of Japan’s constitution prohibits censorship and protects freedom of “speech, press and all 
other forms of expression,” as well as the “secrecy of any means of communication.” 70 In general, in-
dividuals and media can exercise this in practice, though social and legal constraints exist. 

The Act on the Protection of Specially Designated Secrets came into force in December 2014 after 

63  Arianna Huffington, “Postcard From Japan: Talking Zen, Abenomics, Social Networking and the Constitution With Prime 
Minister Shinzo Abe,” Huffington Post, May 9, 2013, http://huff.to/1MhvStk. 
64  Keiko Tanaka, “Japan: OpenStreetMap Aggregates Typhoon Info,” Global Voices, October 18, 2013, http://bit.ly/1jd6h9c; 
Keiko Tanaka, “Mapping Earthquake Reconstruction in Tohoku, Japan,” Global Voices, October 7, 2013, http://bit.ly/1PjWKd0. 
65  Keiko Tanaka, “Countering Hate Speech in Tokyo’s Koreatown,” Global Voices, March 6, 2014, http://bit.ly/1Rw5GLE. 
66  Akira Nakano, “Antiracism website aids ethnic Korean victims of hate speech in Japan,” The Asahi Shimbun, May 10, 2015.
67  “Video posting site shuts down anti-Korean Zaitokukai activists’ channel,” The Japan Times, May 20, 2015.
68  “Kunitachi city adopts statement to outlaw ‘hate speech’,” The Asahi Shimbun, September 24, 2014.
69  “Japanese activist challenges secrets law with whistleblower website,” Japan Today, December 22, 2014.
70  The Constitution of Japan, November 3, 1946, http://bit.ly/1lLp7Tm. 
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passing in 2013, despite objections from the opposition, civil society, and protesters. The law gives a 
range of officials the discretion to indefinitely restrict public information pertaining to national secu-
rity in any one of the categories of defense, foreign affairs, “prevention of designated harmful activi-
ties” (such as “counter-intelligence”), and prevention of terrorism.71 Overseen by government officials 
rather than an independent body, it offers no protection for whistleblowers who reveal wrongdoing, 
leaving it open to misuse against Wikileaks-style whistleblowers and journalists.72 For those people 
who handle such state-designated secrets, intentional leaks are punishable by up to 10 years’ im-
prisonment, and unintentional leaks by up to 2 years. Individuals who knowingly receive such secrets 
from an administrative organ for the sake of the public interest risk up to 5 years for intentional dis-
closures and 1 year for disclosures via negligence.73 

Refinements to the law during the coverage period outlined four main fields (defense, diplomacy, 
anti-espionage, and antiterrorism measures) in which 55 categories of state secrets can be applied.74 
Responding to criticism,75 the government solicited public comments for a period of 30 days in July 
and August 2014.76 After receiving more than 20,000 public comments,77 draft revisions were tabled. 
Yet even these drew concerns, particularly in terms of how the law would actually work in practice.78 
In October 2014, protests continued throughout the country prior to the bill’s coming into force in 
December. 

Other laws include potentially disproportionate penalties for online activity, including a 2012 legal 
revision targeting copyright violators—including any internet user downloading content they know 
has been illegally copied, as opposed to just those engaged in piracy for commercial gain.79 While 
both uploading and downloading pirated material was already illegal under the copyright law, with 
uploaders subject to 10 years’ imprisonment or fines up to JPY 10 million (US$102,000), the version 
in effect since October 1, 2012 added two years in jail or fines up to JPY two million (US$20,500) for 
downloading a single pirated file.80 The Japanese Bar Association said that downloading, as an es-
sentially insignificant personal act, should be regulated by civil instead of criminal laws.81 

A 2013 revision of the Public Offices Election Act undid long-standing restrictions on use of the in-
ternet for election campaigns. Limits remain on paid online advertising and campaign emails, which 
could only be sent directly by a party or candidate—not a supporter—in a measure designed to 
prevent fraud, though members of the electorate can freely solicit support on social media.82 While 
these provisions were contested and revisions are still planned,83 news reports said politicians vio-

71  Prime Minister of Japan, “Overview of the Act on the Protection of  Specially Designated Secrets (SDS),” 2013, http://bit.
ly/1OobNSj.  
72  “Weak state secrets oversight,” The Japan Times, July 28, 2014, http://bit.ly/1Mgu5QZ. 
73  Cabinet Secretariat, “Overview of the Act on SDS Protection: 5. Penalty and Others,” Preparatory Office for Enforcement of 
the Act on the Protection of Specially Designated Secrets,” http://www.kantei.go.jp/jp/topics/2013/headline/houritu_gaiyou_e.
pdf#page=6&zoom=auto,-8,62.  
74  “State secrets to be refined into 55 fields,” The Japan News (Yomiuri Shimbun), July 18, 2014.
75  “Government revising guidelines on state secrets amid flurry of criticism,” The Japan Times, September 20, 2014, http://bit.
ly/1VHejsH. 
76  “Government revising guidelines on state secrets amid flurry of criticism.”
77  “Gov’t sets guidelines on state secrets as concerns remain over arbitrary designation,” Mainichi Shimbun, October 15, 2014.
78  “Kansai’s fears of new law no state secret,” Japan Times, October 26, 2014.
79  Daniel Feit, “Japan Passes Jail-for-Downloaders Anti-Piracy Law,” Wired, June 21, 2012, http://wrd.cm/1hsGKaV. 
80  Maira Sutton, “Japan’s Copyright Problems: National Policies, ACTA, and TPP in the Horizon,” Deeplinks Blog, Electronic 
Frontier Foundation, August 21, 2012, https://www.eff.org/deeplinks/2012/08/copyright-japan. 
81  “Japan Introduces Piracy Penalties for Illegal Downloads,” BBC, September 30, 2012, http://bbc.in/1g7S3gn. 
82  “Editorial: Internet election campaigns can change Japan’s politics,” Asahi Shimbun, April 20, 2013, http://bit.ly/1cOFsVZ. 
83  Ida Torres, “Japan’s Internet election campaigning ban one step closer to being lifted,” Japan Daily Press, April 4, 2013, 

461

http://bit.ly/1OobNSj
http://bit.ly/1OobNSj
http://bit.ly/1Mgu5QZ
http://www.kantei.go.jp/jp/topics/2013/headline/houritu_gaiyou_e.pdf#page=6&zoom=auto,-8,62
http://www.kantei.go.jp/jp/topics/2013/headline/houritu_gaiyou_e.pdf#page=6&zoom=auto,-8,62
http://bit.ly/1VHejsH
http://bit.ly/1VHejsH
http://wrd.cm/1hsGKaV
https://www.eff.org/deeplinks/2012/08/copyright-japan
http://bbc.in/1g7S3gn
http://bit.ly/1cOFsVZ


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Japan

lating these restrictions face a potential JPY 300,000 (US$3,060) fine or one year in prison; imprison-
ment would strip them of political rights to vote or run for office. Voters found improperly soliciting 
support for a candidate via email could be fined JPY 500,000 yen (US$5,100) or jailed for two years, 
which would also deprive them of political rights.84 

Article 175 of the Japanese penal code bans the sale or distribution of broader categories of obscene 
material, and while it dates from over 100 years ago, it is considered to apply online. 85 However, it 
does not define what constitutes obscenity, leading to concerns that it may infringe on artistic ex-
pression and LGBTI rights.86 

In June 2014, a law passed punishing possession of images of child sexual abuse, with a possible 
penalty of one year imprisonment.87 In January 2015, police raided Amazon Japan’s head office and 
affiliated distribution center after complaints the website was facilitating the sale of illegal material 
depicting children.88 The company said it was cooperating. 

Heightened awareness of revenge porn and online harassment culminated in the ruling Liberal Dem-
ocratic Party (LDP) passing a bill criminalizing revenge porn in November 2014. The law stipulates 
that “offenders who distribute such images could face up to three years in prison or a fine of up to 
JPY 500,000 yen ($5,100), with third-party distribution also leading to up to one year in prison or a 
fine of JPY 300,000 yen ($3,060).89 

In August 2014 the UN Committee on the Elimination of Racial Discrimination advised the Japanese 
government to enact laws to address hate speech, including statements made on the internet and 
offline.90 A national bill has yet to be drafted. 

Prosecutions and Detentions for Online Activities 

While no citizens faced politically-motivated arrest or prosecution for content they have published 
online, in May 2015, police arrested a 43-year-old Tokyo resident for posting an online threat in the 
2channel bulletin board against Princess Kako, a member of the Japanese royal family.91 In February 
2015, news reports said 40 people were arrested for illegally uploading copyrighted material.92 No 
disproportionate sentences were reported. 

Surveillance, Privacy, and Anonymity 

Japan’s Supreme Court protects privacy through its interpretation of Article 13 of the constitution, 

http://bit.ly/1R1hVPk. 
84  Ayako Mie, “Election campaigning takes to Net,” The Japan Times, April 11, 2013, http://bit.ly/1GyqxaQ; “Japanese 
parliament permit use of Internet campaigning during elections,” TJC Global (blog), April 20, 2013, http://bit.ly/1LBPvNV.
85  James R. Alexander, “Obscenity, Pornography, and the Law in Japan: Reconsidering Oshima’s In the Realm of the Senses,” 
Asian-Pacific Law and Policy Journal 4, no.1 (2003): 148-168, http://bit.ly/1OodGhM; Keiho [Penal Code] Act No. 45 of April 24, 
1907, [in Japanese] http://bit.ly/1JVbWGD. 
86  Keiko Tanaka, “Japan’s Porn Law is Strangling Artists,” February 18, 2013, http://bit.ly/1VHbkLA. 
87  “Japan bans child pornography possession,” BBC, June 18, 2014, http://bbc.in/1qc3U5j.  
88  “Police search Amazon over online sale of child porn,” Asahi Shimbun, January 24, 2015.
89  “Release of explicit images without consent to be criminalized,” Japan Times, November 18, 2014.
90  “U.N. panel urges Japan to regulate hate speech by law,” Japan Times, August 30, 2014.
91  “Man arrested for threatening Princess Kako online,” Japan Today, May 22, 2015.
92  “40 People Arrested For Illegal Uploads Of Anime And Dramas This Past Week,” Arama Japan, http://bit.ly/1R1iNDK. 
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which provides for the right to life and liberty.93 “Secrecy of communication” is also protected under 
telecommunications laws,94 though some digital activities require registration. Major mobile carriers 
require customers to present identification documents in order to subscribe, while prepaid SIM cards 
are not widely available. Internet cafe users are required to produce formal ID such as a driver’s li-
cense and register their name and address. Police can request these details, along with usage logs, if 
they detect illegal online activity. 

Under voluntary guidelines drafted by four ISPs in 2005, service providers automatically inform po-
lice of internet users identified on pro-suicide websites, and comply with law enforcement requests 
for information related to acts of self-harm.95 A law enacted in 2003 and revised in 2008 prohibits 
electronic communications encouraging sexual activity with minors.96 Under the law, all online dat-
ing services must register with the police, verify their customers’ ages with a driver’s license or credit 
card, and delete or block content that appears to involve someone under 18; most services volun-
tarily monitor messages in real time to ensure compliance. 

Under a wiretap law enacted in 1999, law enforcement agents may seek a court order to conduct 
electronic surveillance in criminal investigations involving drugs, firearms, human trafficking, or 
organized murders, an exception to articles of other laws that explicitly forbid wiretapping.97 The 
law obliges agents to notify targets of wiretaps after investigations are concluded and inform the 
Diet about the number they implement annually. While the law was extremely controversial when it 
passed, in part due to the authorities’ politicized abuse of surveillance in the past,98 lawmakers were 
seeking to expand it in December 2012.99 Critics say the law does not prevent the systematic storage 
of intercepted communications or protect innocent parties.100 Security agents and the military have 
been accused of implementing surveillance in cases involving national security.101 

A law to protect personal information dating from 2003 protects individuals’ data collected electron-
ically by private and public sector organizations, where the data involves more than 5,000 records.102 
Law enforcement requests for this data should be supported by a warrant.103 In mid-2014, local news 
reported that 115 supermarkets and convenience stores in the Tokyo area had contracted with a Na-
goya-based software firm to automatically record images of shoplifters and unreasonable customers 
to share in a network for other stores to blacklist.104 While the businesses cited security measures, 

93  Privacy International, “Chapter i: Legal Framework,” in Japan, December 12, 2006, https://www.privacyinternational.org/
reports/japan/i-legal-framework.    
94  Ministry of Internal Affairs and Communications, Telecommunications Business Act, Act No. 86 of December 25, 1984, 
http://bit.ly/1ZhfM8n. 
95  Carolina A. Klein, “Live Deaths Online: Internet Suicide and Lethality,” American Academy of Psychiatry and the Law 40, no. 
4 (December 2012): 530-536, http://www.jaapl.org/content/40/4/530.full.
96  Akira Saka, “Regulation for Online Dating in Japan,”( presentation Keio University, Japan, 2008) http://bit.ly/1GyrZtI. 
97  Privacy International, “Chapter ii: Surveillance,” in Japan, December 12, 2006, https://www.privacyinternational.org/reports/
japan/ii-surveillance-policy.
98  In 1997, a court ordered the government to pay a senior member of the Japanese Communist Party 4 million yen 
[US$35,500] in damages for illegally wiretapping his residence in the 1980s. See, “Tokyo, Kanagawa Bow to Wiretap Ruling,” The 
Japan Times, July 7, 1997, http://bit.ly/1P0TRhW. 
99  Tsuyoshi Tamura, “Legal panel to discuss wiretapping for wider range of crimes,” Asahi Shimbun, December 25, 2012, 
http://bit.ly/1L95Tjl. 
100  Privacy International, “Chapter ii: Surveillance.”
101  Reuters, “Japan’s Military Watched Citizens: Communist Party,” bdnews24, June 6, 2007, http://bit.ly/1PjY3ss. 
102  Business Software Alliance, “Country Report: Japan.”  
103  Privacy International, “Chapter iii: Privacy Issues,” in Japan, December 12, 2006, https://www.privacyinternational.org/
reports/japan/iii-privacy-issues. 
104  “Stores sharing shoppers’ faces,” The Japan Times, April 12, 2014, http://bit.ly/1hsIYXV. 
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critics said sharing biometric data without consent conflicts with Japan’s personal privacy law, Act on 
the Protection of Personal Information, No. 57 of 2003, which includes facial images within its defi-
nition of personal information. Amendments to the personal privacy law passed in September 2015, 
outside the coverage period of this report.

A “My Number” law proposed by the cabinet in 2012 passed the Diet on May 24, 2013.105 Under 
this system each resident (including non-Japanese residents) will be assigned a unique ID number 
from October 2015.106 Starting from January 2016, this number, which appears on a photo-ID card 
containing an electronic data chip, will be used for unified social-welfare services, including taxes, 
pensions, and healthcare. 

The “My Number” system is the most recent in a series of attempts to nationally unify Japan’s Basic 
Resident Registry procedures. The first was made in 2002 with the introduction of the Resident Basic 
Register Network System (known as RRNS or “Juki Net”), which was established to facilitate sharing 
information among local governments in the case of residents who move, register births and deaths, 
and apply for social services.107 Even upon its introduction, the issue of a nationally available registry 
service was contested based on privacy issues, with some local municipalities choosing to opt out of 
the system (such as Tokyo’s Suginami Ward and Yamatsuri town in Fukushima prefecture).108 However, 
in response to a suit filed by 12 individuals in Aichi prefecture, the Supreme Court ruled in 2008 that 
Juki Net was constitutional and all citizens were subject to mandatory enrollment.109 

Politicians and bureaucrats said personal identification numbers would streamline social benefits 
and maintain accuracy and fairness in the provision of government services,110 as well as assist in 
identifying individuals in the case of natural disasters.111 However, it remains unclear how the data 
would be stored in order to provide services offered through multiple levels of government.112 The 
Japan Federation Bar Association in 2012 highlighted the system’s possible privacy issues when the 
bill was first introduced.113 In May 2013, the Japan Medical Association also contested the new sys-
tem based on security issues involving medical records.114 Others said its planned expansion into 
other government-related services, including potential use by the private sector, could also facilitate 
fraudulent use of personal data.115 

Concerns about the implications of “My Number” for data privacy and security increased in 2014 
with the arrest and subsequent trial of an engineer employed by a subsidiary data management 
company affiliated with the corporate group Benesse. He was charged with facilitating the country’s 
largest personal data leak on record for the educational services company. Benesse “confirmed the 
leak of personal data of at least 7.6 million people [noting that]…the problem could ultimately affect 

105  “EDITORIAL: ID number system should be a tool to build a fair society,” The Asahi Shimbun, May 27, 2013, http://bit.
ly/1hsJftU.  
106   “’My number’ is dangerous,” The Japan Times, May 30, 2013, http://bit.ly/1VHiSTV. 
107  Rebecca Bowe, “In Japan, National ID Proposal Spurs Privacy Concerns,” Deeplinks Blog, Electronic Frontier Foundation, 
June 13, 2012,  http://bit.ly/1OofXJQ. 
108  “Juki Net constitutional, high court rules,” The Japan Times, February 2, 2007, http://bit.ly/1hsJxkv.” 
109  Bowe, “In Japan, National ID Proposal Spurs Privacy Concerns.”
110  “EDITORIAL: ID number system should be a tool to build a fair society,” The Asahi Shimbun. 
111  “Lower House passes ‘my number’ bill,” The Japan Times, May 10, 2013, http://bit.ly/1L1We0n. 
112  “’My number’ is dangerous,” The Japan Times. 
113  Japanese Bar Association, “Statement Submitted to Parliament and the Cabinet Regarding the ‘Social Security and Tax 
Number System’ Bill,” February 15, 2012, http://www.nichibenren.or.jp/activity/document/statement/year/2012/120215_6.html.
114  Bowe, “In Japan, National ID Proposal Spurs Privacy Concerns.”
115  “’My number’ is dangerous,” The Japan Times.
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more than 20 million.”116 A public opinion survey conducted by the Cabinet Office in January 2015 
found that while only 28 percent of respondents were aware of the “My Number” system, nearly a 
third were concerned that “My Number” information could be used for unauthorized purposes.117

Intimidation and Violence 

No physical violence has been reported against bloggers or internet users in relation to their online 
activity. 

Technical Attacks

While distributed denial-of-service (DDoS) attacks were part of the arsenal used by nationalists in 
Japan, China, and South Korea to target perceived opponents in other countries, and cyberattacks 
have been reported against commercial and government targets,118 they are not known to have 
been used to systematically target individuals or civil society groups. However, 1.25 million citizens 
were affected when hackers released personal information obtained by illegally accessing Japan’s 
pension system using an email virus in mid-2015.119  

Japanese law enforcement agencies are expanding their cybercrime capacity to respond to foreign 
cyberattacks and domestic data leaks. The National Policy Agency announced a new Cyberattack 
division in January 2015. In 2013, the Kanagawa and Osaka police departments established separate 
divisions for addressing cybercrime,120 adding to police departments in Tokyo and 12 other prefec-
tures.121 Later that year, the Abe administration added the legislative position of “Chief Information 
Officer” to the national-level cabinet,122 and the Information Security Policy Council within the Na-
tional Information Security Center released a “Cybersecurity Strategy,”123 and an “International Strate-
gy on Cybersecurity Cooperation.”124 

The central government has become increasingly aware that there is a shortage of data specialists 
and data engineers within the government ranks. In January 2015, the National Center of Incident 
Readiness and Strategy for Cybersecurity (NISC) was launched, “serv[ing] as a base of operations 
for […] cybersecurity.”125 In the first few months of operations, the NISC received applications from 
private-sector programmers with an eye to recruiting up to 10 employees (to be employed “as 

116  “1,789 file Y100 mil damages suit against Benesse over data leak,” Japan Today.  
117  “Editorial: Gov’t must explain purpose of ‘My Number’ identification system,” The Mainichi, March 31, 2015, http://bit.
ly/1FUXUd4. 
118  “Over 1,000 targeted cyber-attacks hit Japanese entities in 2012,” The Japan Times, March 1, 2013, http://bit.ly/1LBUFtq. 
119  William Mallard and Linda Sieg, “Japan pension system hacked, 1.25 million cases of personal data leaked,” eds. Robert 
Birsel and Clarence Fernandez, Reuters, June 1, 2015, http://reut.rs/1QkFnWy. 
120  Ida Torres, “Japanese police beef up in the fight against cybercrime,” Japan Daily Press, June 11, 2013, http://bit.
ly/1MgyKCj. 
121  John Hofilena, “Japan’s National Police Authority launches cyber-defense center,” Japan Daily Press, May 17, 2013, http://
bit.ly/1LoI0DP. 
122  Prime Minister of Japan and His Cabinet, “Press Conference by the Chief Cabinet Secretary (Excerpt),” June 4, 2013, http://
bit.ly/1LkeqDA. 
123  Information Security Policy Council, Cybersecurity Strategy, June 10, 2013, 19-21, http://bit.ly/1cPLENI. 
124  Information Security Policy Council, International Strategy on Cybersecurity Cooperation, October 2, 2013, http://bit.
ly/1P0WXTk. 
125  Andres Oliver, “Japan government  to recruit ‘white hat’ hackers for landmark cybersecurity initiative,” Rocket News 24, 
March 10, 2015, http://bit.ly/1AcSv7C. 
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government employees for up to five years”), as well as a staff of 100 people.126 Also in the early 
months of 2015, the government aimed at recruiting such workers through sponsored events such 
as “hackathons.” A “cybersecurity competition” was held in early February 2014 (Security Contest 
2014, or SECCON), drawing a total of “4,186 participants of 58 different nationalities” with the final 
rounds being held among “90 participants in 24 teams from seven nations and regions.”127 Despite 
the increased focus by the central government, it remains to be seen if recruitment measures will 
be continued on a permanent basis (which would make them subject to the age restrictions and the 
examination system for all national, prefectural, and local civil servants) or if national, prefectural, 
and local governments will turn to private-sector information-technology companies as suppliers of 
technical staff on an outsourced contract basis. 

126  Oliver, “Japan government to recruit ‘white hat’ hackers for landmark cybersecurity initiative.” 
127  “Tokyo cybersecurity contest draws hackers from around the world,” The Japan Times, February 7, 2015, http://bit.
ly/1NqebJA. 
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Key Developments: June 2014 – May 2015

●	 The	Media	Commission	continued	to	block	news	websites	that	were	operating	without	
a	government	license	as	required	by	the	amendments	to	the	Press	and	Publications	Law	
passed	in	September	2012.	Charges	were	also	pressed	against	websites	operating	without	
a	license	(see	Blocking and Filtering).

●	 Two	licensed	news	websites,	Al-Kawn News	and	Saraya News,	were	blocked	in	December	
2014	and	January	2015,	respectively,	for	publishing	content	related	to	the	Jordanian	pilot	
Moath	Al-Kasasbeh	who	fell	captive	in	the	hands	of	Islamic	State	fighters	(see	Blocking 
and Filtering).	

●	 On	January	28,	2015,	two	staff	at	Saraya News were	detained	for	40	days	and	charged	by	
the	State	Security	Court	prosecutor	under	the	amended	antiterrorism	law	(see Prosecu-
tions and Detentions for Online Activities).

●	 Zaki	Bani	Irshaid,	deputy	leader	of	the	Muslim	Brotherhood	in	Jordan,	was	arrested	in	
November	2014	and	charged	with	“harming	Jordan’s	ties	with	a	friendly	state”	for	a	post	
he	published	on	his	Facebook	profile	criticizing	the	UAE.	On	February	14,	2015	he	was	
sentenced	to	1.5	years	in	prison.	Two	other	activists	affiliated	with	the	Brotherhood	were	
detained	for	Facebook	comments	(see	Prosecutions and Detentions for Online Activities).

●	 On	March	11,	2015,	the	military	attorney	general	asked	the	prime	minister	to	lift	parlia-
mentary	immunity	from	Member	of	Parliament	Tarek	Khoury	in	order	to	put	him	on	trial	
for	“inciting	to	undermine	the	regime.”	He	had	posted	comments	critical	of	Jordan’s	rela-
tionship	with	Israel	on	his	Facebook	page	(see	Prosecutions and Detentions for Online 
Activities).	

Jordan
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles	to	Access	(0-25)	 12 12

Limits	on	Content	(0-35)	 15 16

Violations	of	User	Rights	(0-40)	 21 22

TOTAL* (0-100) 48 50

* 0=most free, 100=least free

Population:  7.6 million

Internet Penetration 2014:  44 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Internet	freedom	conditions	in	Jordan	declined	over	the	past	year.	In	April	2014,	amendments	to	
the	antiterrorism	law	were	passed,	broadening	the	definition	of	terrorism	to	include	acts	that	“could	
threaten	the	country’s	relations	to	foreign	states	or	expose	the	country	or	its	citizens	to	retaliatory	
acts	on	them	or	their	money,”	an	offense	that	had	already	been	listed	in	the	penal	code,1	which	de-
fines	terrorism	as	“any	act	that	can	lead	to	undermining	the	political	regime	of	the	Kingdom.”2	The	
new	law	also	explicitly	penalizes	the	use	of	information	and	communication	technologies	(ICTs)	to	
promote,	support,	or	fund	terrorist	acts.	In	November	2014,	the	new	antiterrorism	amendments	
were	used	to	sentence	the	deputy	leader	of	the	Muslim	Brotherhood,	Zaki	Bani	Irshaid,	to	1.5	years	
of	prison	with	hard	labor	for	“threatening	the	country’s	relation	to	a	foreign	state”	after	he	criticized	
the	government	of	the	United	Arab	Emirates	on	his	personal	Facebook	page.3	A	number	of	other	ac-
tivists	were	arrested	and	put	on	trial	by	the	State	Security	Court	for	material	they	published	online.	

In	September	2014,	Jordan	joined	the	U.S.-led	coalition	performing	airstrikes	against	Islamic	State	
(IS)	targets	in	Syria.	Opposition	groups	protested	the	move	using	the	slogan	and	hashtag,	“Not	Our	
War.”	However,	after	the	Jordanian	pilot	Moath	Al-Kasasbeh	was	taken	captive	and	eventually	killed	
by	IS,	these	expressions	of	opposition	became	much	less	visible.	While	some	say	that	the	killing	of	
the	pilot	united	Jordanians	and	strengthened	sentiments	in	support	of	the	war,4	others	say	dissent-
ing	voices	decreased	due	to	self-censorship.5	Meanwhile,	government	censorship	of	online	content	
increased	after	Al-Kasasbeh	was	taken	captive	and	eventually	executed	by	IS.	In	December	2014,	the	
State	Security	Court	Prosecutor	issued	a	decree	prohibiting	the	publication	of	any	news	items	or	
photos	released	by	IS.6	Two	websites,	Al-Kawn News	and	Saraya News,	were	blocked	for	breaking	
this	order.	Al-Kawn was	unblocked	four	days	later,	but	Saraya News	remained	blocked	for	over	a	
month,	while	its	owner	and	editor	were	detained	and	charged	under	the	antiterrorism	law.	

Internet	access	was	first	provided	to	Jordanians	in	1995,	the	same	year	the	Telecommunications	Reg-
ulatory	Commission	(TRC)	was	established	to	regulate	the	country’s	information	and	communication	
technology	(ICT)	sector.7	Recognizing	the	economic	potential	of	the	internet,	authorities	actively	
promoted	ICT	development	in	the	small	kingdom.8	Once	seen	as	a	means	for	trivial	entertainment	
and	the	exchange	of	scandalous	or	banned	information,	the	internet	has	grown	into	a	vital	instru-
ment	for	business	and	an	important	forum	for	public	discussion.	Accordingly,	as	the	number	of	users	
began	to	increase	dramatically,	the	government	drew	up	legal	methods	for	maintaining	control	over	
online	content	and	monitoring	users,	particularly	after	the	regional	uprisings	of	2011.9	Constitutional	
amendments	were	passed	to	calm	public	discontent,	improving	protections	on	freedom	of	expres-
sion	and	strengthening	the	independence	of	the	judiciary,	while	parliamentary	elections	took	place	

1	 	Anti-Terrorism	law	–No	18,	art.	3	(B),	2014.	http://bit.ly/1trDOKp.	
2	 	Penal	Code	of	Jordan,	art.	149,	http://bit.ly/1h4UPfa.	
3	 	Human	Rights	Watch,	“Jordan:	18	Months	for	Criticizing	UAE,”	February	19,	2015,	http://bit.ly/1VN1SJt.	
4	 	Alice	Su,	“It	Wasn’t	Their	War,”	The Atlantic,	February	5,	2015,	http://theatln.tc/1Awioos.	
5	 	Ziad	Abu-Rish,	“Manufacturing	Silence:	On	Jordan’s	ISIS	War,	Arab	Authoritarianism,	and	US	Empire,”	Jadaliyya,		February	14,	
2015,	http://bit.ly/1El44xh
6	 	“A	Ban	on	Publishing	what	ISIS	Releases	About	Pilot,”	[in	Arabic]	Al-Ghad,	December	25,	2014,	http://bit.ly/1ELp5Qh
7	 	The	TRC	was	established	as	a	financially	and	administratively	independent	jurisdictional	body	through	the	
Telecommunications	Law	No.	13	of	1995	and	a	subsequent	amendment	Law	No.	8	of	2002.	
8	 	Privacy	International,	“Jordan,”	Silenced: An International Report on Censorship and Control of the Internet,	2003,	http://bit.
ly/1gyucy4.	
9	 	“Demonstrations,	roads	blocking	and	confrontations	in	Jordan	after	rise	in	Fuel	prices,”	[in	Arabic]	Al Eqtisadiah,	November	
13,	2012,	accessed	June	26,	2013,	http://www.aleqt.com/2012/11/13/article_709448.html	.	
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under	a	slightly	improved	electoral	framework	in	January	2013.	Most	of	these	however	did	not	ma-
terialize	into	any	change	in	the	status	quo.	

In	September	2012,	the	Press	and	Publications	Law	was	amended	to	introduce	more	restrictions	to	
online	media,	which	was	used	to	block	nearly	300	websites	in	June	2013	for	failing	to	register	with	
the	Media	Commission.	Although	most	of	the	sites	eventually	received	licenses	and	were	unblocked,	
the	government	continued	to	block	unlicensed	news	websites	over	the	coverage	period.	The	Univer-
sal	Periodical	Review	of	Jordan,	which	took	place	in	October	2013	under	the	United	Nations	Human	
Rights	Council,	criticized	the	increased	censorship	in	the	country,	along	with	the	continued	trials	of	
civilians	before	military	courts	for	offenses	related	to	free	speech.10

Obstacles to Access

Mobile broadband has soared in the country, boosted by the introduction of 4G LTE and more afford-
able pricing. However, competition in the ICT sector is hindered by the influence of Jordan’s existing 
providers. 

Availability and Ease of Access   

According	to	the	International	Telecommunication	Union	(ITU),	a	total	of	44	percent	of	the	Jordanian	
population	had	access	to	the	internet	by	the	end	of	2014,	up	from	26	percent	five	years	earlier.11	Na-
tional	figures	from	the	Telecommunications	Regulation	Commission	(TRC)	estimated	the	number	of	
users	to	have	increased	by	end	of	March	2015	to	76	percent,	or	5.9	million	users.	According	to	TRC	
statistics,	the	number	of	mobile	broadband	subscriptions	reached	1.5	million	by	end	of	March	2015,	
while	fixed-line	ADSL	subscriptions	numbered	218,459.	Mobile	phone	use	has	also	expanded	rapidly,	
and	by	the	end	of	March	2015,	the	number	of	subscriptions	was	over	11.5	million,	representing	a	
penetration	rate	of	147	percent.12

The	expansion	of	fixed-line	internet	access	has	been	hampered	by	the	relatively	high	costs	of	com-
puters	and	connectivity.	Consequently,	fixed	broadband	subscriptions	have	decreased	since	2009,	
with	only	2.83	subscriptions	per	100	inhabitants.13	On	the	other	hand,	mobile	broadband	use	has	
soared	to	over	1.5	million	subscribers.14	

For	several	years,	internet	connection	fees	were	considered	high	relative	to	neighboring	countries	
and	the	cost	of	living.	Prices	have	dropped	in	2014,	but	complaints	about	the	quality	of	service	
persist.	Monthly	fixed-line	subscription	prices	currently	range	from	JOD	19.9	(US$28)	for	speeds	of	
1	Mbps	and	an	allowance	of	10	Gigabytes	(GB),	to	JOD	34.9	(US$59)	for	speeds	of	up	to	24	Mbps	
and	unlimited	download.	Orange	Jordan	also	began	offering	a	fiber	connection	with	speeds	up	to	
80	Mbps	and	unlimited	download	allowance	for	JOD	74.9	per	month	(US$105.5).	Postpaid	monthly	

10	 	United	Nations	Human	Rights:	Office	of	High	Commissioner	for	Human	Rights,	“Universal	Periodic	Review:	Media	Brief,”	
October	24,	2013,	http://bit.ly/1KWeI5i;		UN	General	Assembly,	Human	Rights	Council,	Report of the Working Group on the 
Universal Periodic Review, January	6,	2014,	19,		www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session25/Documents/A-
HRC-25-9_en.doc.	
11	 	International	Telecommunication	Union,	“Percentage	of	individuals	using	the	Internet,”	2014,	http://bit.ly/1cblxxY.	
12	 	TRC,	“Statistics	for	Q1,	2015,”	[in	Arabic],	http://bit.ly/1UhTwru.	
13	 	International	Telecommunication	Union,	“Fixed	(Wired)	Broadband	Subscriptions,”	2000-2013,	accessed	July	5,	2014,	http://
bit.ly/1cblxxY.	
14	 	Mohammad	Ghazal,	“Internet	penetration	rises	to	76	per	cent	in	Q1”,	The Jordan Times,	June	20,	2015,	http://bit.ly/1IrYb1y
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plans	for	Evolved	High-Speed	Packet	Access	(HSPA+)	range	from	JOD	10	(US$14)	to	JOD	20	(US$28)	
per	month,	depending	on	speeds	and	data	allowances.15	By	comparison,	gross	national	income	per	
capita	is	US$4,950,	or	US$413	per	month.16	Meanwhile,	internet	access	in	many	of	the	country’s	gov-
ernorates	and	remote	areas	remains	poor,	as	almost	all	companies	concentrate	their	operations	and	
promotions	in	major	cities,	particularly	the	capital	Amman.	

Restrictions on Connectivity  

There	were	no	restrictions	on	connectivity	seen	in	Jordan	over	the	past	year.	However,	the	centraliza-
tion	of	internet	backbone	infrastructure	in	government	hands	remains	a	concern.	The	formerly	state-
owned	Jordan	Telecom	controls	the	fixed-line	network	and	provides	access	to	all	other	ISPs,	thereby	
centralizing	most	of	the	connection	to	the	international	internet.	The	government	retains	a	degree	of	
control	over	the	country’s	internet	backbone,	and	all	traffic	within	the	country	must	flow	through	a	
government-controlled	telecommunications	hub.	

ICT Market 

The	ICT	sector	is	regulated	under	Law	No.	13	of	1995	and	its	amendment,	Law	No.	8	of	2002.	The	
law	endorses	free-market	policies	and	governs	licensing	and	quality	assurance.17	Citizens	and	busi-
nesses	can	obtain	internet	access	through	privately	owned	service	providers	without	state	approval	
or	registration.	A	November	2011	reports	listed	16	active	internet	service	providers	(ISPs)	in	Jordan,	
though	licenses	have	been	granted	to	over	20	companies.18	The	market	is	dominated	by	Umniah	(a	
subsidiary	of	Batelco	Bahrain),	Zain,	and	Jordan	Telecom,	in	which	France	Telecom	owns	51	percent	
of	shares,	with	the	remaining	shares	divided	between	the	Social	Security	Corporation,	the	armed	
forces,	and	others.

3G	services	were	first	launched	by	Zain	and	Jordan	Telecom	(Orange)	in	mid-2010	and	increased	
upon	implementation	of	a	tax	exemption	for	the	purchase	of	smartphones	and	the	launch	of	mobile	
broadband	by	another	provider,	Umniah.19	A	call	from	the	TRC	to	introduce	a	fourth	mobile	opera-
tor	in	December	2012,	however,	was	rejected	by	Zain	and	Jordan	Telecom.20	No	new	providers	have	
been	introduced	since	then	and	the	three	companies	have	a	similar	share	of	the	market.	21	After	re-
jecting	two	international	operators,	the	Jordanian	government	awarded	Zain	Jordan	with	the	rights	
to	introduce	4G	services	to	the	market.	Zain	launched	its	4G/Long	Term	Evolution	(LTE)	services	on	
February	14,	2014.	In	January	2015,	Orange	Jordan	was	awarded	the	second	4G	license	for	US$100	

15	 	Zain,	“Voice	Plans	&	Benefits,” 2015,	http://www.jo.zain.com/english/consumer/voice/Pages/default.aspx.	
16	 	World	Bank	Databank,	“GNI	per	capita,	Atlas	method	(current	US$),”	2009-2014,	accessed	September	15,	2014,	http://bit.
ly/1Diyy0Q.	
17	 	“Jordan,”	in	One Social Network With A Rebellious Message, Arabic	Network	for	Human	Rights	Information,	2009,	http://bit.
ly/1V0uqvC.	
18	 	International	Telecommunications	Union,	ICT adoption and prospects in the Arab region,	Summit	2012,	57,	http://bit.
ly/1Ku2sZC.	
19	 	International	Telecommunication	Union,	“Smartphone	tax	exemption	drives	3G	growth	(Jordan),”	news	release,	January	19,	
2012,	http://bit.ly/1JBLEtS.
20	 	Ghazzal,	Mohammad,	“Orange	Jordan	Opposes	TRC	Plan,”	The	Jordan Times,	December	15,	2012,	accessed	April	30,	2013	
http://bit.ly/1ECBaO5.	
21	 	Mai	Barakat,	“Jordan	will	be	challenging,	but	a	fourth	operator	might	find	elbow	room	as	a	mobile	broadband	provider,”	
Ovum,	February	21,	2013,	http://bit.ly/1JBMhUg.	
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million	and	launched	LTE	services	in	Amman	in	May	2015.	It	announced	aims	to	expand	the	service	
nationwide	by	the	third	quarter	of	2015.22	

Regulatory Bodies 

The	TRC	is	the	independent	agency	responsible	for	regulating	the	ICT	sector.	It	is	governed	by	the	
Telecommunications	Law	and	defined	as	a	“financially	and	administratively	independent	juridical	per-
sonality.”23	Nonetheless,	it	is	accountable	to	the	Ministry	of	Information	and	Communication	Tech-
nology	(MoICT),	which	was	created	in	April	2002	to	drive	the	country’s	ICT	development.24	The	TRC’s	
Board	of	Commissioners	and	its	chairman,	currently	Ghazi	Salem	Al-Jobor	(appointed	in	June	2015),25	
are	appointed	by	a	resolution	from	the	Council	of	Ministers	based	on	a	nomination	from	the	prime	
minister.26	Although	one	of	the	TRC’s	responsibilities	is	to	monitor	quality	of	service,	its	reports	rely	
on	self-evaluation	reports	submitted	by	the	ISPs	themselves,	in	which,	for	example,	Orange	Jordan	
claims	that	99.9	percent	of	complaints	are	solved	within	10	days	of	receipt.	In	March	2015,	French	
telecoms	company	Orange	brought	a	case	before	the	International	Centre	for	Settlement	of	Invest-
ment	Disputes	against	Jordan	for	a	lack	of	transparency	in	the	procedure	for	renewing	a	2G	license.27

Limits on Content

The blocking of news websites has increased since June 2013, when some 300 sites were blocked for 
failing to obtain a license with the government after a new Press and Publication Law was passed nine 
months earlier. Since then, most news sites have obtained licenses and had access restored. Over the 
past year, however, authorities have once again targeted online news outlets with blocking, this time 
for publishing content surrounding the Jordanian military and its campaign against ISIS. 

Blocking and Filtering 

On	the	eve	of	December	25,	2014,	the	Attorney	General	issued	a	decree	prohibiting	media	outlets	
from	publishing	any	news	or	images	released	by	ISIS	about	Moath	al-Kasasbeh,	a	Jordanian	pilot	
held	captive	by	the	terrorist	group.28	One	day	later,	the	licensed	website	Al-Kawn News	was	blocked	
for	disobeying	the	order	and	publishing	news	about	the	pilot’s	captivity	circulated	by	ISIS.	29	Al-Kawn 
News was	unblocked	four	days	later,	on	December	29,	2015,	but	the	news	item	in	question	was	
removed.

On	January	28,	2015,	Jordanian	authorities	blocked	the	licensed	local	news	website	Saraya News af-
ter	it	published	a	report	stating	that	an	imprisoned	Iraqi	militant	would	be	freed	in	a	hostage	nego-

22	 	Mohammad	Ghazal,	“Orange	launches	4G	in	Amman,	to	expand	nationwide	by	Q3,”	The Jordan Times, 	May	26,	2015	
http://bit.ly/1eCIvRh
23	 	The	Telecommunications	Regulatory	Commission	of	Jordan,	Chapter	III,	http://bit.ly/1Mwi5QE.	
24	 	Information	&	Communication	Technology	Association-Jordan,	“Jordan	ICT	Sector	Profile,”	Slide	10,	accessed	July	5,	2013,	
http://bit.ly/1V0uKKZ.	
25	 	TRC,	“Board	of	Commissioners	Profile,”	http://bit.ly/1LD3DRd.				
26	 	TRC,	Telecommunication	Law	No.	(13)	of	1995,	January	10,	1995,	pg	18,	accessed	June	26,2013,	http://bit.ly/1KWfNtT.	
27	 	“Orange	Sues	Government	Over	2G,”	[in	Arabic]	Al-Ghad,	March	22,	2015,	http://bit.ly/1Jl3Fjl.	
28	 	“Armed	Forces	Calls	on	Media	to	Stand	with	Nation:	A	Ban	on	Publishing	Anything	from	ISIS	on	Pilot,”	[in	Arabic],	Al-Ghad,	
December	25,	2014,	http://bit.ly/1ELp5Qh.	
29	 	Skeyes	Center	for	Media	and	Cultural	Freedom,	“Jordanian	Media	Commission	Blocks	Al-Kawn	News,”	January	2,	2015,	
http://www.skeyesmedia.org/ar/News/Jordan/4933.	
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tiation	deal	with	IS.30	The	website	was	unavailable	for	40	days,	during	which	two	staff	were	detained	
(see	“Prosecutions	and	Detentions	for	Online	Activities”).

Reacting	to	these	events,	Amjad	Al-Qadi,	the	head	of	the	Media	Commission,	sent	a	memo	on	April	
6,	2015	to	all	owners	and	editors	of	licensed	news	websites	instructing	them	not	to	publish	any	news	
or	information	related	to	the	military	without	a	“clear	and	direct	request	to	the	authorized	military	
sources.”	The	request	was	delivered	through	an	email	sent	to	website	owners	and	editors.31	By	con-
trast,	there	were	no	reports	that	print	and	audiovisual	media	received	any	requests,	most	likely	since	
they	are	known	to	be	monitored	by	the	authorities,	and	their	employees	do	not	dare	to	publish	any	
unauthorized	news	about	the	military.

Under	amendments	to	the	Press	and	Publications	Law	(PPL)	passed	in	2012,	news	websites	are	re-
quired	to	obtain	a	license	from	the	Media	Commission	or	face	blocking.	The	law	also	requires	any	
electronic	publication	that	publishes	domestic	or	international	news,	press	releases,	or	comments	
to	register	with	the	Ministry	of	Commerce	and	Industry.	One	of	the	requirements	for	a	general	news	
website	to	obtain	a	license	is	to	have	an	editor-in-chief	who	has	been	a	member	of	the	Jordan	Press	
Association	(JPA)	for	at	least	four	years.	The	problematic	situation	eased	in	July	2014,	when	the	JPA	
law	was	amended	to	enable	journalists	in	online	media	to	become	members.	Prior	to	that,	journalists	
could	only	become	members	if	they	underwent	a	period	of	“training”	in	an	“official”	media	organi-
zation.	According	to	the	Center	to	Defend	Freedom	of	Journalists	(CDFJ),	around	500	journalists	in	
Jordan	are	not	members	of	the	JPA.

For	many	observers,	the	law’s	broad	definition	of	a	news	website	includes	almost	all	Jordanian	and	
international	websites,	blogs,	portals,	and	social	networks.	According	the	amended	PPL,	an	electron-
ic	publication	is	defined	as	“[a]ny	website	with	a	specific	web	address	on	the	internet	which	provides	
publishing	services,	including	news,	reports,	investigations,	articles,	and	comments,	and	chooses	to	
be	listed	in	a	special	register	maintained	at	the	Department,	pursuant	to	instructions	issued	by	the	
Minister	for	this	purpose.”32	Articles	48	and	49	enable	the	head	of	the	Media	Commission	to	block	
any	website	for	failing	to	obtain	a	license	or,	more	broadly,	for	violating	Jordanian	law.	

Consequently,	291	news	websites	were	blocked	in	June	2013	on	instructions	from	the	head	of	
the	Media	Commission	(then-named	the	Press	and	Publications	Department)	after	a	nine-month	
grace	period.	Most	have	since	applied	for	a	license	to	get	unblocked.	By	June	2014,	there	were	160	
licensed	general	news	sites	and	100	specialized	websites.	To	obtain	licenses,	most	general	news	
websites	hired	new	chief	editors	who	were	already	JPA	members,	a	concerning	development	for	in-
dependent	media	given	that	64	percent	of	JPA	members	work	in	government	or	government-related	
media	outlets.33	Out	of	160	licensed	websites,	68	hired	new	editors-in-chief	who	have	full	time	jobs	
at	other	media	outlets,	a	violation	of	Article	(23-A)	of	the	PPL.34	As	of	October	2014,	112	websites	
were	blocked,	but	only	15	remained	operational—the	remaining	had	shut	down.

Some	unlicensed	websites	have	resorted	to	using	alternative	domains	in	order	to	remain	accessible	
in	Jordan,	such	as	JordaniansVoice.net	and	7iber.com.	But	in	June	2014,	the	newly	appointed	head	

30	 	Committee	to	Protect	Journalists,	“Jordan	Arrests	Two	Journalists	on	Aiding	Terrorism	Charges,”	January	29,	2015,	http://cpj.
org/x/5ecf.	
31	 	The	report	author	received	a	copy	of	the	email.
32	 	Jordanian	Media	Monitor,	Amended	Press	&	Publications	Law	No.	32	of	2012,	August	2013,	http://bit.ly/1zqh8ig.	
33	 	Sawsan	Zaideh,	“The	Jordan	Press	Association:	A	Monopoly	by	Law”,	7iber,	February	16,	2015,	http://bit.ly/1zhSXSw.	
34	 	Sawsan	Zaideh,	“Licensing	News	Websites:	Legal	Restrictions	and	Structural	Deformities,”	7iber,	November	3,	2014,		http://
bit.ly/1bWgbba.	
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of	the	Media	Commission	sent	a	request	to	the	TRC	to	block	the	alternative	domains,	which	in	turn	
sent	a	decree	to	ISPs	to	implement	the	blocking.	In	addition,	the	head	of	the	Media	Commission	
pressed	charges	against	7iber two	months	later for	operating	an	unlicensed	media	organization	in	
violation	of	Article	48(B)	of	the	PPL.	The	case	is	currently	in	court,	and	7iber	faces	a	potential	fine	of	
JOD	1,000-5,000	(US$1,500–7,500).

The	Jordanian	government	claimed	that	the	amendments	were	introduced	“to	regulate	the	work	of	
news	websites	and	in	order	to	increase	transparency	and	accountability.”	Officials	stated	that	the	law	
was	called	for	by	professionals	within	the	industry,	in	order	to	preserve	professionalism	and	protect	
the	media	from	those	“who	have	practiced	embezzlement,	defamation	and	blackmailing	to	a	de-
gree	that	threatened	social	peace.”35	On	the	other	hand,	local	journalists,	international	human	rights	
groups,36	and	a	former	Jordanian	minister	of	media	affairs	and	communication	criticized	the	decision	
as	a	serious	affront	to	freedom	of	the	press37	and	a	decisive	move	to	censor	the	internet	in	Jordan.38	

Content Removal 

The	2012	amendments	of	the	PPL	increased	the	liability	of	intermediaries	for	content	posted	on	their	
sites,	placing	readers’	comments	under	the	same	restrictions	as	normal	news	content.	Clause	3	of	
Article	49	states	that	both	the	editors-in-chief	and	owners	of	online	publications	are	legally	respon-
sible	for	all	content	posted	to	the	site,	including	user	comments.39	Moreover,	websites	must	keep	a	
record	of	all	comments	for	six	months	after	initial	publication	and	refrain	from	publishing	any	“un-
truthful”	or	“irrelevant”	comments.40	As	a	result,	some	news	websites,	such	as	JO24,	stopped	allowing	
comments	altogether	as	an	expression	of	protest.41

Media, Diversity, and Content Manipulation  

Many	journalists	and	editors	practice	self-censorship	and	rarely	cross	the	standard	red	lines,	partic-
ularly	concerning	material	that	could	be	perceived	as	harmful	to	national	security,	national	unity,	the	
country’s	economy,	or	the	royal	family.	In	a	2014	survey	of	journalists	conducted	by	Center	for	De-
fending	Freedom	of	Journalists	in	Jordan,	91	percent	of	Jordanian	journalists	admitted	to	practicing	
some	form	of	self-censorship,	with	more	than	three-quarters	indicating	they	avoid	publishing	any	
material	critical	of	the	military,	the	judicial	system,	tribal	leaders,	and	religion.42	

In	August	2014,	after	parliament	voted	to	pass	constitutional	amendments	proposed	by	the	govern-
ment	that	give	the	king	sole	authority	to	appoint	heads	of	the	military	and	the	intelligence,	major	

35	 	UN	General	Assembly,	Human	Rights	Council,	Report of the Working Group on the Universal Periodic Review, January	6,	
2014,	http://bit.ly/1FlG39f.
36	 	Article	19,	“Jordan:	Websites	Blocking	Order	Must	be	Revoked	Immediately,”	June	6,	2013,	accessed	February	3,	
2014,http://bit.ly/1JQyooW.	
37	 	Amman	Net	“Udwan:	Blocking	the	Websites	is	against	the	Democratic	Empowerment,”	Jordan News Agency,	June	3,	2013,	
accessed	February,	3	2014.	http://bit.ly/1xXFNhe.	
38	 	Reporters	Without	Borders,	“International	Free	Expression	Groups	Call	For	An	End	To	Internet	Censorship	In	Jordan,”	
October	8,	2013,	accessed	February	3,	2014,	http://bit.ly/1KrbWyx.		
39	 	Jordanian	Media	Monitor,	Amended	Press	&	Publications	Law	No.	32	of	2012,	August	2013,	http://bit.ly/1zqh8ig.
40	 	Jordanian	Media	Monitor,	Amended	Press	&	Publications	Law	No.	32	of	2012,	August	2013,	http://bit.ly/1zqh8ig.
41	 	In	a	discussion	about	the	impact	of	website	licensing	and	the	PPL,	publisher	of	news	website	JO24	Basel	Okour	said	that	
they	stopped	allowing	comments	on	their	website	in	protest	of	the	law	and	to	protect	the	privacy	of	their	readers.	See	”An	
Open	Meeting	at	7iber	to	Discuss	the	State	of	Online	Journalism	After	the	Website	Registration	Requirement,”	[in	Arabic],	
YouTube	video,	1:43:44,	posted	by	Jordan	Days,	December	8,	2014,	https://www.youtube.com/watch?v=MjUkvuRcBlI.	
42	 	“DPP	Brings	Down	Media	Freedom	in	Jordan,”	Al Araby Al-Jadeed, May	3,	2014,	http://bit.ly/1Nd4opP.	
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newspapers	in	Jordan	did	not	publish	any	articles	critical	of	the	amendments,	demonstrating	the	
high	degree	of	self-censorship	in	the	traditional	media.	In	one	incident,	prominent	journalist	and	
writer	Rana	Sabbagh	wrote	on	her	Facebook	profile	that	her	bi-weekly	column	in	Al-Ghad	newspa-
per	was	banned	by	the	editor,	and	that	she	would	publish	the	column	on	Facebook	and	in	another	
media	outlet.43

The	online	information	landscape	was	also	limited	by	direct	bans	on	reporting	on	certain	topics.	On	
April	6,	2015,	the	head	of	the	Media	Commission	sent	a	memo	to	all	news	websites	prohibiting	them	
from	publishing	anything	related	to	the	military	without	direct	approval	from	the	Armed	Forces.	
He	wrote	in	the	memo	that	“websites	should	refrain	from	publishing	or	broadcasting	any	articles	
or	military	information	without	getting	this	news	or	information	from	official	sources	in	the	Armed	
Forces.”44	Months	earlier,	on	November	26,	2015,	the	Armed	Forces	appointed	for	the	first	time	an	
official	spokesperson,	following	increased	media	coverage	of	Jordan’s	participation	in	the	U.S.-led	
coalition	against	ISIS.45	However,	this	did	not	result	in	increased	transparency	from	the	Armed	Forces,	
as	the	number	of	comments	and	statements	made	by	this	spokesperson	regarding	the	war	on	ISIS	
was	only	four,	and	he	did	not	make	any	statements	regarding	Jordan’s	participation	in	the	Saudi-led	
coalition	against	Yemen.46	

Social	media	applications	such	as	Facebook,	Twitter,	and	YouTube	are	very	popular,	particularly	
among	younger	Jordanians.	Facebook	tops	the	list	of	most	visited	websites	in	Jordan,	while	YouTube	
comes	in	fourth.47	There	are	around	three	million	Facebook	users	in	Jordan,	representing	close	to	
half	of	the	country’s	population,48	with	a	penetration	rate	of	48	percent	of	the	population	as	of	May	
2014,	of	whom	59	percent	are	male.49		Twitter	has	garnered	a	much	smaller	following	of	around	
161,000	users,	or	around	2.4	percent	of	the	population.50	State	officials,	including	the	Royal	Hash-
emite	Court,	51	the	Queen,	the	Crown	Prince,52		and	Prince	Hassan,53	have	established	social	media	
accounts	to	communicate	with	the	public.	Queen	Rania	is	by	far	the	most	popular	of	these	accounts,	
with	nearly	4	million	followers	on	Twitter	and	over	600,000	on	Instagram.54	She	was,	in	fact,	referred	
to	by	Forbes	Middle	East	magazine	as	“The	Queen	of	Social	Media.”55	Among	government	officials,	
Foreign	Minister	Nasser	Judeh	has	over	71,000	Twitter	followers,	while	an	unverified	account	related	
to	Prime	Minister	Abdulla	Ensour	has	5,000	followers.56	

43	 	Rana	Sabbagh,	Facebook	post,	August	20,	2014,	https://www.facebook.com/rana.sabbagh.777/
posts/10152655581815903?pnref=story	
44	 	The	researcher	obtained	a	copy	of	the	official	memo.
45	 	“Colonel	Mamdouh	Al-Ameri	Appointed	Official	Spokesperson	of	the	Army”,	Al-Ghad,		November	26,	2014	http://bit.
ly/1Hlhzwv.	
46	 	Omar,	Mohammad,	“Media	and	Propaganda:	The	Triumph	of	Propaganda	and	the	Demise	of	the	Press,”	7iber,	May	28.	
2015	http://bit.ly/1ezV8x9.	
47	 	Alexa,	“Top	Sites	in	Jordan,”	accessed	on	May	14,	2015,	http://www.alexa.com/topsites/countries/JO.
48	 Mohammed	Bin	Rashid	School	of	Government,	“Citizen	Engagement	and	Public	Services	in	the	Arab	World:	The	Potential	
of	Social	Media,”	Arab Social Media Report,	Issue	6,	June	2014,	http://bit.ly/1lr6QKL.		
49	 	“Citizen	Engagement	and	Public	Services	in	the	Arab	World:	The	Potential	of	Social	Media,”	Arab Social Media Report.	
50	 	“Citizen	Engagement	and	Public	Services	in	the	Arab	World:	The	Potential	of	Social	Media,”	Arab Social Media Report,	
Figure	32.	
51	 	Royal	Hashemite	Court	Instagram	Page,	http://instagram.com/rhcjo.	
52	 	King	Abudullah	II	Bin	Al	Hussein	Instagram	Page,		http://instagram.com/alhusseinbinabdullahii	.	
53	 	Prince	Majlis	El	Hassan	Twitter	Page,	https://twitter.com/majliselhassan.	
54	 	Queen	Rania	Al	Abdullah	Twitter	Page,	https://twitter.com/QueenRania;	Queen	Rania	Al	Abdullah	Instagram,	http://bit.
ly/1iVLx62.	
55	 	Abderrahim	Etouil,	“Queen	of	Social	Media,”	Forbes Middle East,	July	1,	2011,	http://bit.ly/1KMPUv0.	
56	 	Prime	Minister	Dr.	Abdulla	Ensour	Twitter	Page,		https://twitter.com/DrEnsour.	
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Digital Activism 

In	the	past	year,	activists	have	used	social	media	to	advocate	for	social	issues	and	push	for	legisla-
tive	change.	On	May	2,	2015,	activist	Reem	Al-Jazi	wrote	an	op-ed	to	protest	the	fact	that	hospitals	
require	the	approval	of	the	father	or	a	male	guardian	before	admitting	a	child,	even	for	emergency	
procedures,	and	do	not	acknowledge	the	mother.57	Her	article	went	viral	and	sparked	a	social	media	
campaign	petitioning	parliament	to	amend	article	123	of	the	Civil	Law	that	only	grants	guardianship	
to	the	father	or	the	paternal	grandfather	or	uncle.58	

Social	media	platforms,	in	addition	to	news	websites,	have	played	an	important	role	in	mobilizing	
public	protests	to	oppose	restrictions	on	free	expression,	to	call	for	broader	political	reforms,	and	
to	protest	government	policies.	Over	500	websites	went	offline	on	August	29,	2012	in	a	coordinated	
protest	against	the	changes	in	the	PPL.59	The	home	pages	of	these	sites	displayed	a	black	screen	
with	text	reading,	“You	may	be	deprived	of	the	content	of	this	site	under	the	amendments	of	the	
Jordanian	Press	and	Publications	Law	and	the	governmental	internet	censorship.”	Nonetheless,	so-
cial	media	activism	and	numerous	protests	ultimately	failed	to	halt	passage	of	the	bill	in	September	
2012.

On	the	other	hand,	social	media	platforms	were	also	utilized	to	mobilize	for	further	restrictions	on	
access	to	internet	content	by	users.	For	instance,	a	Facebook	campaign	to	press	the	government	to	
block	pornographic	websites	in	the	country	has	garnered	more	than	37,800	likes	as	of	May	2014.60	
The	government	responded	in	2013	by	introducing	a	new	telecommunications	law	that,	if	passed,	
would	prohibit	ISPs	from	allowing	users	to	access	pornographic	websites.61	The	ICT	minister	at	the	
time,	Dr.	Azzam	Slait,	reportedly	withdrew	the	proposed	law,	sending	it	back	for	further	consider-
ation	and	possible	amendments	in	mid-2014.62	The	law	was	also	published	on	the	Legislation	and	
Opinion	Bureau’s	website	to	solicit	feedback	from	the	public.63	

Violations of User Rights

A host of repressive laws and severe punishments create an environment of fear in Jordan, where jour-
nalists, political activists, and ordinary users face arrest and possible prosecution if they overstep the 
boundaries of acceptable speech. Since the passage of the amended antiterrorism law in 2014, a grow-
ing number of citizens have faced charges before the military-dominated State Security Court for their 
online activities, particularly on Facebook.64 At the same time, strict penalties for criminal defamation 
against public authorities, both foreign and domestic, remain a prominent concern. 

57	 	Reem	Al	Jazi,	“Women:	Full	Responsibilities	and	Stolen	Rights,”	[in	Arabic]	Khaberni,	May	2,	2015	http://bit.ly/1SVFrNV.	
58	 	Reem	Al	Jazi,	“Petition	my	son’s	life	is	my	responsibility,”		May	2015,	http://chn.ge/1SBn85R.	
59	 	Ruth	Michaelson,	“Jordan	blocks	over	200	‘unlicensed’	websites,”	Index	on	Censorship,	June	3,	2013,	http://bit.ly/1ikDEXC.	
60	 	Mohammad	Ghazal,	“Facebook	campaign	seeks	100,000	signatures	to	block	porn	sites,”	The Jordan Times, August	6,	2013,	
http://bit.ly/1IN9P7c.	
61	 	“Government	will	block	pornographic	content	from	the	internet	in	early	2014,”	[in	Arabic]	Alarab Alyawm, February	23,	
2013,	http://bit.ly/1LD4Esz.	
62	 	Ibrahim	Mbaideen,	“Slait:	The	Government	is	Reconsidering	the	New	Communication	Law,”	[in	Arabic]	Al Ghad, June	24,	
2014,	http://bit.ly/11SyOIY.	
63	 	Ibrahim	Mbaideen,	“The	Proposed	Telecommunication	Law	Prohibits	Access	to	Pornographic	Websites,”	[in	Arabic]	Al Ghad, 
April	7,	2014,	http://bit.ly/1vjIp6E.	
64	 Reem	Al-Masri,	“Anti-Terrorism	Law:	Between	Prosecuting	Terrorist	Ideology	and	Dissident	Opinion,”	[in	Arabic]	7iber,	July	
27,	2015,	http://bit.ly/1fz0yJ0.										
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Legal Environment 

In	September	2011,	responding	to	public	discontent,	constitutional	amendments	were	introduced	to	
strengthen	checks	and	balances	and	ensure	greater	protections	for	human	rights.65	The	measures	re-
sulted	in	the	creation	of	a	constitutional	court	(Article	58-61),	an	explicit	prohibition	on	torture	(Ar-
ticle	8),	and	the	restriction	of	the	State	Security	Court’s	jurisdiction	to	crimes	of	treason,	espionage,	
and	terrorism	(Article	110).66	The	Constitutional	Court’s	nine	members	were	named	by	King	Abdullah	
II	in	October	2012.67	Several	constitutional	amendments	touched	directly	or	indirectly	on	internet	
freedom.	Specifically,	terms	such	as	“mass	media”	and	“other	means	of	communication,”	which	likely	
encompass	online	media,	were	added	to	provisions	that	protect	freedom	of	expression	and	con-
comitantly	allow	for	its	limitation	during	states	of	emergency	(Article	15).	With	regard	to	the	right	to	
privacy,	judicial	approval	was	added	as	a	precondition	for	censorship	or	confiscation	of	private	com-
munications	(Article	18).68	Despite	the	passage	of	an	Access	to	Information	Law	in	2007,	a	number	of	
restrictions	remain	on	requesting	sensitive	social	and	religious	content.69

Beyond	these	constitutional	protections,	several	laws	that	hinder	freedom	of	expression	and	access	
to	information	remain	on	the	books.	These	include	the	1959	Contempt	of	Court	Law,	the	1960	penal	
code,	the	1971	Protection	of	State	Secrets	and	Classified	Documents	Law,	the	1992	Defense	Law,	the	
1998	Jordan	Press	Association	Law,	and	the	1999	Press	and	Publications	Law.	Defamation	remains	
a	criminal	offense	under	the	penal	code.	Amendments	to	the	press	law	enacted	in	2010	abolished	
prison	sentences	for	libeling	private	citizens.	However,	the	same	bill	increased	fines	and	jail	sen-
tences	for	defaming	government	officials	to	up	to	JOD	10,000	(US$14,000)	and	3	to	12	months	
imprisonment.70	

The	2010	cybercrime	law	prescribes	penalties	for	hacking	and	online	identity	theft,	though	it	also	
contains	several	provisions	that	could	be	easily	used	to	suppress	online	expression.	For	example,	
the	law	prohibits	posting	any	information	concerning	national	security,	foreign	affairs,	the	national	
economy,	and	public	safety	that	is	not	already	available	to	the	general	public.	Nevertheless,	follow-
ing	protests	by	civil	society,	several	more	egregious	provisions	related	to	defamation	and	warrantless	
police	searches	were	removed	by	royal	decree	in	September	2010,	one	month	after	the	law	was	
passed.71	

The	Press	and	Publication	Law,	amended	in	2012,	bans	the	publication	of	“material	that	is	inconsis-
tent	with	the	principles	of	freedom,	national	obligation,	human	rights,	and	Arab-Islamic	values.”72	
Article	38	of	the	PPL	also	prohibits	any	“contempt,	slander,	or	defamation	of	or	abuse	of”	religions	or	

65	 	The	Law	Library	of	Congress,	“Jordan:	Constitutional	Law	Court	Newly	Established	in	Jordan,”	news	release,	December	3,	
2012,		accessed	June	26,	2013,	http://1.usa.gov/1V0VPTH.	
66	 	“Jordan’s	King	Abdullah	Approves	Constitutional	Reforms,”	Haaretz, September	20,	2011,	http://bit.ly/1Xm9Fyo.	
67	 	Agence	France	Presse,	“Jordan’s	King	Abdulla	Sets	up	a	Constitutional	Court,”	The Daily Star,	October	7,	2012,	accessed	
June	26,	2013,	http://bit.ly/1L7W0Sq.	
68	 	Constitution	of	Jordan,	January	1,	1952,	http://www.kinghussein.gov.jo/constitution_jo.html.		
69	 	For	example,	the	law	bars	public	requests	for	information	involving	religious,	racial,	ethnic,	or	gender	discrimination	
(Article	10),	and	allows	officials	to	withhold	all	types	of	classified	information,	a	very	broad	category	(Article	13)	see,	Arab	
Archives	Institute,	“Summary	of	the	Study	on	Access	to	Information	Law	in	Jordan,”	June	2005,	http://www.alarcheef.com/
reports/englishFiles/accessToInformation.pdf.
70	 	Jordan	Media	Strengthening	Program,	Introduction to News Media Law and Policy in Jordan,	May	2011,	pg	38,	http://bit.
ly/1F79kKt.		
71	 	Reporters	Without	Borders,	“Government	yields	to	protests,	modifies	cyber	crimes	law,”	International	Freedom	of	
Expression	Exchange,	news	release,	September	3,	2010,	http://ifex.org/jordan/2010/09/03/cyber_crimes_law/.	
72	 	The	Press	and	Publications	Law	1998	amended	by	Law	No.	32.
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prophets.	The	same	article	prohibits	the	publication	of	any	material	that	is	defamatory	or	slanderous	
of	individuals	who	are	also	protected	by	the	same	law	against	“rumors”	and	“anything	that	hinders	
their	personal	freedom.”73Journalists,	website	owners,	and	editors	in	chief	face	a	fine	of	JOD	5,000	
(US$7,500)	if	found	to	violate	the	law.	In	addition,	civil	defamation	suits	against	private	individuals	
can	result	in	fines	of	between	JOD	500	to	1,000	(US$700	to	1,400).74	

In	early	2014,	a	law	was	passed	to	limit	the	powers	of	the	quasi-military	State	Security	Court,	before	
which	citizens	and	journalists	could	be	tried	for	crimes	related	to	freedom	of	expression.	The	law,	
proposed	in	September	2013	in	response	to	international	criticism,	limited	the	court’s	jurisdiction	
to	only	five	areas:	terrorism,	espionage,	drug	felonies,	treason,	and	currency	counterfeiting.75	At	the	
time,	the	changes	were	seen	cosmetic	at	best,	with	Human	Rights	Watch	stating	that	Jordan	needed	
to	“overhaul	its	outdated	penal	code	and	stop	dragging	civilians	in	front	of	the	State	Security	Court	
just	for	demonstrating	for	reform.”76	

Worryingly,	amendments	to	the	2006	antiterrorism	law	passed	in	mid-2014	essentially	reversed	
many	of	the	advances	made	in	the	above-mentioned	law	by	expanding	the	definition	of	“terrorism”	
to	include	broader	offenses.77	Sanctioned	by	the	senate	on	May	1,	201478	and	endorsed	by	King	
Abdullah	II	the	following	month,79	the	amendments	have	been	criticized	for	“broaden[ing]	the	defi-
nition	of	terrorism	and	threaten[ing]	freedom	of	expression,”80	while	increasing	the	scale	of	punish-
ments.	In	addition	to	more	legitimate	offenses	such	as	attacking	members	of	the	royal	court	or	pro-
voking	an	“armed	rebellion,”	the	definition	of	terrorist	activities	now	includes	any	acts	that	“threaten	
the	country’s	relations	to	foreign	states	or	expose	the	country	or	its	citizens	to	retaliatory	acts	on	
them	or	their	money,”	an	offense	that	had	already	been	listed	in	the	penal	code.81		The	new	law	also	
explicitly	penalizes	the	use	of	information	and	communication	technologies	(ICTs)	to	promote,	sup-
port,	or	fund	terrorist	acts,	or	to	subject	“Jordanians	or	their	property	to	danger	of	hostile	acts	or	
acts	of	revenge.”82	

Political	analysts	understood	the	new	amendments	in	the	context	of	the	security	threats	posed	by	
Jordan’s	proximity	to	Syria	and	growing	tensions	in	the	region.83	However,	many	critics	view	the	bill	
as	a	tool	for	the	government	to	crackdown	on	the	opposition	and	impose	further	restrictions	on	me-
dia	freedom.84	Online	media	outlets	will	be	even	more	hesitant	to	publish	any	news	or	opinions	that	
could	be	construed	as	overly-critical	of	foreign	leaders	or	diplomats,	particularly	of	foreign	countries.	
The	law	comes	at	a	time	when	neighboring	countries,	such	as	Egypt,85	Saudi	Arabia,86	and	the	Unit-

73	 	Law	number	(32)	2012.	Amendments	to	The	Press	and	Publications	law	for	the	Year	1998	(8),	Article	38,	clauses	A,	B,	C	&	D.	
74	 	The	Press	and	Publications	Law	1998	amended	by	Law	No.	32.
75	 	Human	Rights	Watch,	“Jordan:	End	Trials	of	Persecutors	Undermining	Regime,”	October	29,	2013,	http://bit.ly/1hEq94a.	
76	 	Human	Rights	Watch,	“Jordan:	End	Trials	of	Persecutors	Undermining	Regime.”
77	 	Human	Rights	Watch	“Jordan:	Terrorism	Amendments	Threaten	Rights,”	May,	17,	2014,	http://bit.ly/Rhgpzz.	
78	 	“The	Senate	Approves	of		“Journalists”,	“Water”,	“Anti-Terrorism”	and	“Military	Court”	Laws,”	[in	Arabic]	All of Jo, 	May	1,	
2014,	http://www.allofjo.net/index.php?page=article&id=68585.	
79	 	“Royal	Endorsement	of	Anti-Terrorism	Law,”[in	Arabic]	Gerasa News,		June	1,	2014,	http://bit.ly/1N5YSnh.	
80	 	Human	Rights	Watch,	“Jordan:	Terrorism	Amendments	Threaten	Rights.”
81	 	Anti-Terrorism	law	–No	18	2014	Article	3	(b),	http://bit.ly/1trDOKp.	
82	 	Reporters	Without	Borders,	“King	urged	to	repeal	draconian	changes	to	anti-terrorism	law,”	June	16,	2014,http://bit.
ly/1UvoACc.	
83	 		“Jordan	Amends	Anti-Terror	Law	to	Face	Syria	Fallout,”	Naharnet Newsdesk,	April	25,	2014,	http://bit.ly/1KufnuJ.	
84	 	Areej	Abuqudairi,	“Jordan	Anti-Terrorism	Law	Sparks	Concern,”	Al Jazeera,	April	25,	2014,	http://bit.ly/1OdOzw0.	
85	 	Shadia	Nasralla,	“Egypt	designates	Muslim	Brotherhood	as	terrorist	group,”	Reuters,	December	25,	2013,	http://reut.
rs/1cRIG3C.
86	 	Alaa	Shahine	and	Glen	Carey,	“UAE	Supports	Saudi	Arabia	Against	Qatar-Backed	Brotherhood,” Bloomberg Business,	March	
9,	2014,	http://bloom.bg/1KMZu11.		
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ed	Arab	Emirates,87	have	outlawed	the	Muslim	Brotherhood	as	a	terrorist	organization.	The	Islamic	
Action	Front,	the	political	arm	of	Jordan’s	Muslim	Brotherhood	and	a	prominent	opposition	group,	
asked	for	changes	to	the	law	to	be	made	in	early	2014.88

Prosecutions and Detentions for Online Activities 

Several	journalists	have	been	charged	with	criminal	offenses	despite	provisions	in	the	Press	and	
Publication	Law	that	ban	the	jailing	of	journalists	for	press	offenses.	On	January	28,	2015,	Jordanian	
authorities	arrested	Saraya News	owner	Hashem	Al-Khalidi	and	editor	Saif	Obeidat	after	the	news	
site	published	a	report	stating	that	an	imprisoned	Iraqi	militant	would	be	freed	in	a	hostage	negoti-
ation	deal	with	ISIS.89	The	two	were	charged	by	the	State	Security	Court	of	using	media	to	spread	the	
ideas	of	a	terrorist	group	and	of	placing	Jordanians	under	threat	of	hostile	acts	in	violation	of	articles	
(3)	and	(7)	of	the	amended	antiterrorism	law.	They	were	detained	for	40	days	before	being	released	
on	bail,	after	which	point	the	website	was	unblocked.	

Political	tensions	have	also	resulted	in	the	prosecution	of	Jordanians	affiliated	with	the	Muslim	
Brotherhood.	In	November	2014,	the	deputy	leader	of	the	Muslim	Brotherhood	in	Jordan,	Zaki	
Bani	Irshaid,	was	arrested	and	charged	with	“harming	Jordan’s	ties	with	a	friendly	state”	under	the	
amended	antiterrorism	law	after	he	published	a	post	on	his	Facebook	profile	criticizing	the	UAE	
government	and	accusing	it	of	sponsoring	terrorism	and	supporting	the	“Zionist	agenda.”90	He	was	
repeatedly	denied	bail	during	the	trial,	and	in	February	2015	he	was	sentenced	by	the	State	Secu-
rity	Court	to	1.5	years	in	prison	with	hard	labor.91	The	Court	of	Cessation	upheld	the	ruling	in	April	
2015.92

In	January	2015,	two	activists	affiliated	with	the	Muslim	Brotherhood	were	arrested	on	orders	from	
the	State	Security	Court	because	of	material	they	published	on	Facebook.	Thabet	Assaf	was	arrested	
on	January	15	and	charged	with	“undermining	the	regime	on	social	networking	websites.”	He	was	
released	on	bail	on	March	26.93	Basem	Rawabdeh	was	arrested	on	January	17	and	charged	with	“in-
citing	to	oppose	the	regime	through	Facebook	comments.”	He	was	sentenced	to	five	months	in	pris-
on	and	released	in	May	2015.94

Even	parliamentarians	(MPs)	have	been	targeted	for	their	online	posts.	In	March	2015,	two	citizens	
filed	a	complaint	against	MP	Tarek	Khoury	at	the	State	Security	Court	for	a	Facebook	post	in	which	
he	criticized	Jordan’s	peace	treaty	and	relationship	with	Israel.95	Following	the	complaint,	the	State	
Security	Court	prosecutor	sent	a	request	to	the	prime	minister	requesting	that	parliamentary	im-
munity	be	lifted	from	Khoury	in	order	to	put	him	on	trial	for	charges	of	“undermining	the	regime”	

87	 	“UAE	jails	30	over	‘Muslim	Brotherhood	ties’,”	BBC News,	January	21,	2014,	http://bbc.in/1N5ZR6X.	
88	 	Mousa	Kraeen,	“The	Legal	committee	in	in	the	Islamic	Action	Front	Requests	Certain	Amendments	to	the	proposed	Anti-	
Terrorism	Law,”	[in	Arabic]	AsSabeel.	March	23,	2014,	http://bit.ly/1y91uIG.	
89	 	Committee	to	Protect	Journalists,	“Jordan	Arrests	Two	Journalists	on	Aiding	Terrorism	Charges,”	January	29,	2015,	http://cpj.
org/x/5ecf.	
90	 	Rana	F.	Sweis,	“Jordan	Arrests	Muslim	Brotherhood	Official	Over	Criticism	of	United	Arab	Emirates”,	November	21,	2014,	
http://nyti.ms/1B3k9FC.	
91	 	“Muslim	Brotherhood	leader	sentenced	to	1.5	years	in	jail”,	The Jordan Times,	February	15,	2015,	http://bit.ly/1EbfNMS.	
92	 	“Cessation	Court	Overturns	Bani	Irshaid’s	Appeal	of	State	Security	Court	Ruling,”[in	Arabic]		Al-Ghad,	April	15,	2015	http://
bit.ly/1Fk7y6l
93	 		Al-Masri,	“Anti-Terrorism	Law:	Between	Prosecuting	Terrorist	Ideology	and	Dissident	Opinion.”		
94	 		Al-Masri,	“Anti-Terrorism	Law:	Between	Prosecuting	Terrorist	Ideology	and	Dissident	Opinion.”		
95	 	The	researcher	obtained	a	copy	of	the	military	prosecutor’s	letter	to	the	Prime	Minister.
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and	“using	the	internet	for	acts	no	sanctioned	by	the	state	that	can	harm	the	Kingdom’s	ties	with	a	
foreign	country”	under	articles	(3-B)	and	(7-C)	of	the	antiterrorism	law.	The	two	citizens	who	filed	the	
complaint	eventually	withdrew	it,	but	many	viewed	the	move	as	a	message	intended	to	deter	people	
from	expressing	their	views	freely	on	Facebook.

Surveillance, Privacy, and Anonymity 

Since	the	passage	of	amendments	to	the	antiterrorism	law	in	2014,	a	number	of	people	have	been	
arrested	and	put	on	trial	at	the	State	Security	Court	for	private	messages	they	posted	on	WhatsApp.	
While	there	is	no	concrete	evidence	that	the	government	systematically	monitors	and	intercepts	
private	communications,	defense	lawyers	say	that	material	obtained	from	mobile	phones	or	laptops	
is	often	obtained	without	a	court	order,	which	cannot	be	legally	used	as	evidence.96	In	October	2013,	
Ayman	al-Bahrawi	was	accused	of	“lengthening	the	tongue”	and	“insulting”	foreign	heads	of	state	in	
private	WhatsApp	messages	found	on	his	mobile	phone.

In	general,	Jordanians	are	careful	when	talking	on	mobile	phones	or	at	public	meetings.	This	attitude	
has	passed	naturally	to	the	internet,	where	it	is	believed	that	security	services	closely	monitor	online	
comments,	cataloging	them	by	date,	internet-protocol	(IP)	address,	and	location.	Furthermore,	claus-
es	within	mobile	phone	contracts	give	Jordanian	companies	the	right	to	terminate	services	should	
customers	use	it	in	any	way	“threatening	to	public	moral	or	national	security.”97

Cybercafes,	where	users	might	otherwise	write	with	relative	anonymity,	have	been	subjected	to	a	
growing	set	of	regulations	in	recent	years.	Since	mid-2010,	operators	have	been	obliged	to	install	
security	cameras	to	monitor	customers,	who	must	supply	personal	identification	information	before	
they	use	the	internet.	Cafe	owners	are	required	to	retain	the	browsing	history	of	users	for	at	least	
six	months.98	Authorities	claim	these	restrictions	are	necessary	for	security	reasons.	Although	en-
forcement	is	somewhat	lax,	the	once-thriving	cybercafe	business	is	now	in	decline	due	in	part	to	the	
restrictions,	as	well	as	increased	access	to	personal	internet	connections.	

Intimidation and Violence 

There	were	no	reported	instances	of	physical	violence	against	internet	users	for	their	online	activities	
over	the	past	year.	A	climate	of	fear	and	intimidation	remains,	however,	for	those	working	in	online	
media.	The	last	reported	incident	occurred	on	July	17,	2012,	when	unknown	perpetrators	raided	the	
offices	of	the	online	news	site	Watan	,	stealing	documents	and	damaging	equipment.99

Technical Attacks

Over	the	past	year,	incidents	of	cyberattacks	against	bloggers	and	staff	of	online	news	websites	de-

96	 	Al-Masri,	“Anti-Terrorism	Law:	Between	Prosecuting	Terrorist	Ideology	and	Dissident	Opinion.”		
97	 	Eye	on	Media,	“Declining	Freedom,	Restrictions	on	the	Internet	and	a	Financial	Crisis,”	December	25,	2013,	http://bit.
ly/1KN2GcQ.	
98	 	International	Freedom	of	Expression	Exchange,	“Cyber	crime	law	attacks	free	expression;	Internet	cafés	monitored,”	
news	release,	August	18,	2010,	http://www.ifex.org/jordan/2010/08/18/cyber_cafe/;	“Interior	requires	internet	cafes	to	install	
surveillance	cameras	and	keep	internet	visits	for	months”	[in	Arabic],	Saraya News,	June	3,	2010,	http://www.sarayanews.com/
object-article/view/id/23211.	
99	 	“Report:	increasing	attacks	on	journalists	in	Jordan,	mostly	from	the	security,”	[in	Arabic]	Satel	News,	July	8,	2012,	http://bit.
ly/15WAUGB.	
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creased	in	severity	compared	to	previous	years.	In	2012,	the	webpages	of	the	news	sites	Khaberni	
and	Al Ain	were	hacked;	the	site	of	the	Jordanian	rap	group	Ahat	was	also	hacked	on	September	
15,	2012.100	In	February	2011,	one	of	the	country’s	most	popular	news	websites,	Ammon News, was	
hacked	and	temporarily	disabled	after	its	editors	refused	to	comply	with	security	agents’	demands	
to	remove	a	statement	by	36	prominent	Jordanian	tribesmen,	in	which	they	called	for	democratic	
and	economic	reforms.	Among	other	actions,	the	hackers	deleted	the	joint	statement,	which	were	
politically	sensitive	given	the	groups’	historic	support	for	the	monarchy.101	

100	 	Skeyes	Center	for	Media	and	Cultural	Freedom,	Press and Cultural Freedom in Lebanon, Syria, Jordan and Palestine 
– Annual Report 2012,		2013,	http://foundationforfuture.org/en/Portals/0/Grantees%20Publications/SKeyes%202012%20
Annual%20Report%20EN.pdf.		
101	 	Committee	to	Protect	Journalists,	“In	Jordan,	website	hacked	after	running	sensitive	statement,”	February	9,	2011,	http://
cpj.org/x/416b.	
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Key Developments: June 2014 – May 2015

•	 Following ethnic clashes in the South Kazakhstan region in February 2015, the govern-
ment temporarily disconnected internet service and blocked mobile phone networks in 
the area (see Restrictions on Connectivity).

•	 The government blocked pages and entire websites of foreign and domestic news out-
lets for reporting on Kazakh nationals fighting for ISIS, which it characterized as propa-
ganda (see Blocking and Filtering).

•	 Amendments to the criminal code, which were passed in May 2014 and went into effect 
in January 2015, criminalized the dissemination of rumors and increased punishments 
for libel, including harsher penalties for online content (see Legal Environment). 

•	 A court decision in September 2014 banned any websites or tools that allow users to 
hide their internet protocol (IP) addresses (see Surveillance, Privacy, and Anonymity). 

Kazakhstan
2014 2015

Internet Freedom Status Partly 
Free

Not 
Free

Obstacles to Access (0-25) 15 14

Limits on Content (0-35) 23 23

Violations of User Rights (0-40) 22 24

TOTAL* (0-100) 60 61

* 0=most free, 100=least free

Population:  17.3 million

Internet Penetration 2014:  55 percent

Social Media/ICT Apps Blocked:  Yes

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

The state of internet freedom in Kazakhstan continues to decline, as the government increasingly 
cracks down on independent journalism and online content deemed “extremist,” ranging from con-
tent critical of the government to news reports about Kazakh involvement with ISIS. The government 
also continues to pass restrictive laws banning certain content online and expanding its powers to 
shut down communication networks and media outlets.

In 2015, amendments to the criminal code came into force that toughened penalties for defamation 
and introduced criminal liability for the dissemination of rumors. Earlier, in May 2014, the govern-
ment granted the office of the prosecutor general the right to shut down websites, block access to 
pages, or disable telecommunications services entirely if they are used for malicious purposes. These 
laws were employed repeatedly during the coverage period to target both local and international 
online media, as well as to disconnect areas in South Kazakhstan from the internet and mobile net-
works in the aftermath of ethnic clashes. 

For over a decade, the Kazakhstani government has shown a keen interest in the development of the 
information and communication technology (ICT) sector, seeing it as a way to diversify the country’s 
extractive economy. It has not brought about any noticeable innovation, but showed relative prog-
ress in increasing access to internet and mobile telephony, and setting up national data centers and 
e-government resources. 

The government has employed a set of technical and legislative measures to control content both 
directly and through the establishment of a pervasive atmosphere of self-censorship online. This 
approach has been consistently implemented in the past few years, replacing the earlier paradigm 
of building a strong ICT cluster that would be able to develop national analogs of foreign social net-
works, blogging platforms and even search engines.  

Obstacles to Access

The government of Kazakhstan consistently works on improving ICT infrastructure together with the 
national operator, Kazakhtelecom, which further solidified its dominant standing in the market during 
the reporting period. Technological upgrades were accompanied by tightening centralized control of 
both state-owned and private telecommunication networks, including legal changes that enabled the 
authorities to shut down entire communication networks, platforms, or applications. Several instances 
of short-term disruptions in access occurred in the reporting period. 

Availability and Ease of Access   

With the investment that the government and Kazakhtelecom  is making to improve both the 
backbone and “last mile” infrastructure, obstacles to a free-flowing internet have less to do with 
infrastructural capacity and more to do with government decisions to limit access. Internet access 
has grown significantly in Kazakhstan over the past few years, increasing from a penetration rate of 
18 percent in 2009 to 55 percent in 2014, according to the International Telecommunication Union 
(ITU).1 Official government statistics consistently inflate this indicator, and experts question these 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014, http://bit.ly/1cblxxY. 
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figures, citing a lack of clarity in the methodology.2 In July 2014, the head of the Agency for Com-
munication and Information claimed that internet penetration had exceeded 70 percent.3 In Sep-
tember, he announced that the internet is being used already by 12 million Kazakhstanis aged 16-74 
(75 percent of the population).4 Experts believe that the government arrives at these numbers by 
counting not the number of people, but the number of devices connected to the internet or points 
of access and multiplies them by the average number of potential users.5 Data from the Ministry of 
Investments and Development indicates that the number of households with an internet connection 
in 2014 was around 2 million (with 99 percent of them having broadband access;6 the Committee for 
Statistics puts this figure at 43 percent, indicating that 32.5 percent of users connect via ISDN7), and 
the number of business enterprises with internet connection was below 60,000.8 

Official statistics do not provide the data breakdown for urban versus rural connections, but access 
is more limited for rural areas, where 45 percent of the population resides. The regional split shows 
that Almaty—the most populous city and the business and cultural center of Kazakhstan—accounts 
for more than 35 percent of internet users, and for more than 55 percent of the ICT industry’s 
revenue.9 

Most people access the internet from home, alongside increasing free access at educational institu-
tions, workplaces, and public places, including pilot projects offering Wi-Fi access on public trans-
port vehicles in several cities in 2014.10 Internet speeds offered by Kazakhtelecom and private ISPs 
did not change significantly over the past year, but the national operator doubled the speed of ac-
cess to domestically-hosted websites (up to 4 Mbps) for one of its popular budget tariff plans in July 
2015 and planned to lower the wholesale prices for secondary ISPs.11 Its main rival in the retail sector, 
Beeline, continued investing in the development of independent fixed-line infrastructure,12 and did 
not introduce any changes (it offers 25-100 Mbps packages for fees similar to those of Kazakhtele-
com). The average connection speed, estimated by the Akamai “State of the Internet” Report, was 5.1 
Mbps in the fourth quarter of 2014.13 

The mobile phone penetration rate reached 168 percent in 2014, according to the ITU.14 Accord-
ing to J’Son & Partners consultancy, mobile internet penetration in Kazakhstan was at 67 percent 
in 2013.15 Official data specifies that in 2013, nearly 30 percent of all internet connections were 

2   “Недостаточно высокий уровень проникновения Интернета...,” [Insufficient level of Internet penetration...] Zakon, May 8, 
2010, http://bit.ly/1Zlbm0b  
3  “Internet penetration in Kazakhstan is more than 70 per cent,” [in Russian] Kazinform, July 15, 2014,  http://bit.ly/1LlMuPV. 
4   ”The number of Internet users has reached 12 million,” [in Russian] Kazinform, September 19, 2014, http://bit.ly/1Zlc3Xf. 
5   “Internet audience in Kazakhstan in 2012,” [in Russian] YVision (blog), May 17, 2012, http://yvision.kz/post/257242. 
6  Kazakhstan Ministry of Investments and Development, “Communications sector indicators,” [in Russian] http://bit.
ly/1AZZDJ8.  
7  “ ИКТ в Казахстане: итоги 2013 года,” [ICT in Kazakhstan: Results of 2013] Profit, August 1, 2014, http://bit.ly/1Q81Mq9. 
8  Committee for Statistics under the Kazakhstan Ministry of National Economy, “The number of enterprises using internet,”[in 
Russian] http://bit.ly/1BGJZTH. 
9  “Revenue of enterprises providing internet access by regions as of January 2015,” [in Russian] Ranking, February 24, 2015, 
http://bit.ly/1DNjp8a.   
10  Astana city administration website, “Free internet in public transport of Astana,” [in Russian] April 17, 2015, http://bit.
ly/1Arcmqz; “Free internet in public transport of Almaty,”  [in Russian] Profit, March 2, 2015, http://bit.ly/1PK5iw0.
11  “Kazakhtelecom increases the internet connection speed,” [in Russian] Kapital, July 1, 2014, http://bit.ly/1BH0ZJm. 
12  “Beeline connects 4 cities to fixed internet,” [in Russian] Profit, July 17, 2014,  http://bit.ly/1J1OHyb 
13  Akamai, “Average connection speed,” map visualization, State of the Internet, 2014, http://bit.ly/1WRjumM. 
14  International Telecommunication Union, “Mobile-cellular telephone subscriptions, 2000-2014,” http://bit.ly/1cblxxY. 
15  “Kazakhstan ahead of Russia by the mobile internet penetration rate,” [in Russian] Profit, June 23, 2014,  http://bit.
ly/1FMIGo2. 
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made with GPRS, WAP, or other wireless technologies, and 21 percent with mobile broadband 
connections.16 

Kazakhstan’s multi-ethnic demographics and the prevalence of the Russian language from the Soviet 
era do not have significant impact on access: all public institutions are required to provide two lan-
guage versions on their website, and many private sector actors follow this trend, although currently 
there is much more domestic content available in Russian than in the Kazakh language. A more sig-
nificant obstacle to the further proliferation of access is its affordability. Both state and private ISPs 
prefer to upgrade the speed of connectivity while keeping the tariffs fixed, rather than lowering pric-
es. Kazakhtelecom’s unlimited broadband (4 Mbps) subscriptions currently start from US$20 to $25 
per month; Beeline’s cheapest unlimited contract (25 Mbps) costs $18 per month. In both cases the 
advertised speed refers to domestic traffic. Unchanged tariffs appear to be slightly lower than in the 
previous year because of the 20 percent currency devaluation in 2014, but they still are high when 
compared to the average monthly income, which was approximately US$643 as of November 2014,17 
10 percent lower than the U.S. dollar equivalent in November 2013. Access to domestic and external 
resources does not vary in price, only by speed of access provided. 

Restrictions on Connectivity  

The government imposes no restrictions on the bandwidth of access offered by ISPs, but it central-
izes the infrastructure in a way that facilitates control of content and surveillance. Over the past year 
the government placed restrictions on ICT access in South Kazakhstan during riots in February 2015. 
Internet users also reported disruptions in several communication applications throughout the year, 
though the cause of these disruptions remains unverified.

In February 2015, the government temporarily shut down mobile phone and internet services for the 
first time since regulation authorizing such actions was passed in 2014. Internet and mobile telepho-
ny services were shut down in several areas of the South Kazakhstan oblast, including in Shymkent, 
Kazakhstan’s third largest city, in order to “prevent rumors,” shortly after ethnic violence erupted in 
two villages in the region.18 The block was gradually lifted and limited to the conflict-hit zone, where 
it lasted for nearly a week. 

In 2012, amendments to the Law on National Security allowed the government to forcibly suspend 
telecommunications during anti-terrorist operations or the suppression of mass riots.19 Further leg-
islation was passed to compel private actors in the field—websites, ISPs or mobile operators—to fol-
low the government’s orders when it comes to blocking or disconnecting service. In April 2014, the 
government formalized its right to shut down ICTs or access to pages at the discretion of the pros-
ecutor general’s office without a court order if “networks are used for felonious aims to damage the 
interests of individuals, society or state,” including the dissemination of illegal information, calls for 
extremism, terrorism, mass riots, or participation in unauthorized public gatherings.20 This regulation 

16  ”ICTs in Kazakhstan: 2013 in review,” [in Russian], Profit, August 1, 2014, http://bit.ly/1Q81Mq9 
17  Mojazarplata, “Average Monthly Wages,” [in Russian] accessed  March 5, 2015,  http://bit.ly/1erDCv5. 
18  Joanna Lillis, “Local Ethnic Conflict Exposes National Fault Lines,” Eurasianet, February 11, 2015, http://www.eurasianet.org/
node/72006. 
19  “Республики Казахстан О национальной безопасности Республики Казахстан,” [The Law on National Security] Zakon, 
July 10, 2012, http://bit.ly/1jfspR0. 
20  “ЗАКОН РЕСПУБЛИКИ КАЗАХСТАН,” [Law of the Republic of Kazakhstan] Zakon, accessed August 2014, http://bit.
ly/1MkFXWv. 
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implies that limitations may be applied to the use of telephony, text messages, and instant messag-
ing applications. The law makes either telecom operators or the State Technical Service responsible 
for the implementation of the prosecutor’s order. Prior to the regulation, it was assumed that the 
government had taken such actions in the past, though this had not been confirmed. In 2011 the 
government reportedly acquired technology allowing for localized disruption of communications 
and blocking of unwanted online content, and used it during the Zhanaozen riots. It is not clear 
which body operates this technology, the National Security Committee or the State Technical Service. 

Kazakhtelecom, through its operations and through a number of subsidiaries, holds a de facto mo-
nopoly on external backbone channels; Beeline is the only independent backbone provider. The Traf-
fic Exchange Point—a peering center, established by Kazakhtelecom in 2008—is meant to facilitate 
service among first-tier providers, but in 2010, it turned down Beeline’s application to join the pool 
without giving any reason.21 Beeline submitted a repeated request in February 2015, but it was re-
jected, citing deficit of capacity.22 

ICT Market

The state (through the sovereign wealth fund “Samruk-Kazyna”) owns 52 percent of Kazakhtelecom, 
the largest ISP in Kazakhstan, with a 70 percent share in the broadband internet market.23 It fully or 
partly owns a number of other backbone and downstream ISPs, and the overall market share is dif-
ficult to estimate. Beeline, by its own estimates, accounts for 13.1 percent of the broadband internet 
market.24 

Kazakhtelecom uses its dominance to distort the market. For example, the government continues to 
support Altel’s monopoly over the 4G LTE network (Altel is owned by Kazakhtelecom) and plans to 
continue doing so until 2018, citing the alleged lack of frequencies and the need to accomplish the 
digital switchover process.25 This has allowed Altel, previously a dormant CDMA operator, to qua-
druple its user base, though it still holds a relatively small share of the mobile market.26 In December 
2014, the state-owned Kazakhstan Bank of Development provided a 10-year credit of over US $560 
million to Altel for the expansion of its 4G network.27 The money came from the National Fund, a 
savings and stabilization fund that generates oil revenues. In April 2015, the government said it is 
considering allowing mobile operators to provide 4G services in a “technologically neutral mode,” 
using the frequency spectrum they already have, starting in 2016.28 

As of March 2015, there were four mobile telephone service providers in Kazakhstan, three of which 
use the GSM 3G standard (Kcell, Beeline, and TELE2). All GSM operators are privately owned, with 
large foreign participation in ownership. Kazakhtelecom has fully owned Altel since 2006. 

21   “Comment by Mr. Kemelbek Oishybaev, Beeline’s executive, to the online Q&A session, “ [in Russian] Yvision (blog),  
accessed January 13, 2014, http://bit.ly/1jhBXKA. 
22  Email interview with a Beeline representative. March 2015.
23  Fitch Ratings Moscow, “Fitch changes the rating of Kazkhtelecom to “Positive”,” [in Russian] December 30, 2014, accessed 
on March 5, 2015, http://bit.ly/1Zlhyp2. 
24  Email interview with a Beeline representative. March 2015. 
25  “Full-scale introduction of 4G in Kazakhstan is delayed,” [in Russian], Tengri News, June 24, 2014, http://bit.ly/1GYUL83 
26  “Altel quadrupled its market share,” [in Russian], Kursiv, June 5, 2014, http://bit.ly/1M8Mqjd 
27   Prime Minister of Kazakhstan Karim Massimov: Official Website, “DBK to finance the 4G network expansion project in 
Kazakhstan,” press release, December 24, 2014, http://bit.ly/1jfsYKD. 
28  Legal Media Center, “Kazakhstani mobile operators will launch 4G in 2016,” [in Russian]  April 8, 2015, http://bit.ly/1Bn1dC0. 

485

http://bit.ly/1jhBXKA
http://bit.ly/1Zlhyp2
http://bit.ly/1GYUL83
http://bit.ly/1M8Mqjd
http://bit.ly/1jfsYKD
http://bit.ly/1Bn1dC0


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Kazakhstan

Regulatory Bodies 

There is no independent body holding a regulatory mandate to oversee the internet in Kazakhstan. 
The Internet Association of Kazakhstan (IAK), established in 2009 in the form of a union of legal en-
tities, claims to unite the Kazakh internet community to participate institutionally in the political de-
cision-making process, yet experts question the group’s independence, transparency, and non-profit 
status.29 The association does not have an official government mandate but actively cooperates 
with the prosecutor general’s office on “fighting illegal content”30 and on a variety of other issues, 
including content filtering and the collection of personal data of users leaving comments on news 
sites, according to  emails released by hackers from an account belonging to IAK president Shavkat 
Sabirov.31 The leaks were posted online in January 2015 by Muratbek Ketebayev, a former journalist 
within the opposition media, residing in Europe, who claims that the leaks were a matter of public 
interest. In an interview to Ratel.kz, Sabirov confirmed the authenticity of emails, but declined to 
elaborate on the allegations of his close cooperation with the law enforcement bodies, including 
possible assistance in revealing the identities of commentators on news sites. 32 

The agencies officially authorized to supervise the ICT sector are reorganized periodically together 
with the rest of the government in frequent attempts to optimize their operations. The most recent 
changes were introduced in 2014; in March, the president issued a decree forming the Agency for 
Communication and Information to manage issues of communication, information, and archives. 
But as early as August, another decree reshuffled the whole government, and the regulation of the 
media, internet and technology sector was given to the newly formed Ministry of Investments and 
Development. Its Committee for Communication, Informatization and Information is an official body 
designated to hold “regulatory, operational and controlling functions” in the entrusted areas. 

The “.kz” top-level domain is managed by a registry, the Kazakhstani Network Information Center 
(KazNIC), and the Kazakhstani Association of IT Companies. KazNIC, based in provincial town of Se-
mey in Eastern Kazakhstan, was created in 1999. The Kazakhstani Association of IT Companies was 
created in 2004, also as a noncommercial entity to administer the infrastructure of the national do-
main zone. In January 2015, it issued an order doubling the minimum price of a .kz domain.33 Both 
organizations are believed to be under indirect control of the authorities.34 Since 2005, the govern-
ment has required that any website with a “.kz” country domain be hosted on servers within the ter-
ritory of Kazakhstan.

Limits on Content

The authorities have established numerous legal means to restrict online content. The most frequent 
reason they use to justify restrictions to online content is extremism; however, the courts review those 
applications in bulk and the proceedings are not transparent. Moreover, this year it has become a 
common practice among the state bodies to request the pre-trial blocking of online content listed in 

29  Andrei Jdanov, “Kazakh internet community splits,” [in Russian] Vecher, September 26, 2013, http://vecher.kz/node/24562. 
30  “General Prosecutor’s Office and Internet Association of Kazakhstan signed a memorandum of cooperation,” [in Russian] 
Zakon, February 18, 2014, http://bit.ly/1MkKici. 
31  Anna Kalashnikova, “Shavkat Sabirov,” [in Russian] Ratel, January 23, 2015, http://bit.ly/19jaljQ. 
32  Ibid.  
33  “Dear expensive domains…”, [in Russian] Yvision  (blog),January 23, 2015, http://yvision.kz/post/462627 
34  OpenNet Initiative, “Country Profile: Kazakhstan,” December 9, 2010, https://opennet.net/research/profiles/kazakhstan. 
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a lawsuit, which the courts readily satisfy. The most significant cases of censorship in 2014-2015 were 
related to domestic and international coverage of Kazakhstan’s connection to ISIS. The law passed in 
April 2014 granting the prosecutor general’s office the right to issue blocking orders without a court 
decision has been used extensively to block or force the deletion of content. The authorities continue to 
pour funds into supporting online media outlets disseminating progovernment content, and allegedly 
to help institute the Bloggers Alliance of Kazakhstan, which is generally viewed as a progovernment 
enterprise.

Blocking and Filtering 

The government possesses extensive legal means with which to justify blocking online content. Ac-
cording to the country’s media law, all internet resources, including websites and pages on social 
networks, are considered media outlets. Decisions to suspend or close media outlets are supposed 
to be made by courts, but in 2014, amendments were introduced granting the prosecutor general’s 
office the authority to order the blocking of websites without a court decision if the websites are 
found to be hosting illegal content. ISPs must conform to such requests until the website owner 
deletes the content in question. The law provides no space for an ISP to reject the order or for the 
website owner to appeal. 

Unverified outages of certain online platforms were reported during the coverage period. On Au-
gust 23, 2014, users reported disruptions in access to social media platforms, including Twitter, 
Facebook, Instagram, and VKontakte, for nearly three hours during the night. Local forum Vse.kz 
was loading, though at a slower speed.35 On November 25, users complained of intermittent access 
to Gmail, and reported that Google’s banner ads network was not displayed on websites. Users in 
the eastern part of Russia reportedly experienced the same problems.36  On November 27, multiple 
users again reported outages of VKontakte, Facebook, Twitter, Instagram, Youtube, and messenger 
services WhatsApp and Viber. As in August, the services could not be accessed through any ISPs or 
mobile operators for several hours, though internet users could connect to the sites through VPNs, 
indicating that the disruption was not a problem with the platforms themselves.37 ISPs and officials 
denied their involvement in blocking. Some observers feared that it could be a testing of the block-
ing capacity by the government.38 LiveJournal, a popular Russian-language blogging platform, is still 
blocked in Kazakhstan since 2008, with a short break between November 2010 and August 2011 in 
which it was available. 

In early May 2015, access to SoundCloud, an international platform for sharing music and podcasts, 
was blocked in Kazakhstan. ISPs claimed that they were not responsible for blocking SoundCloud, 
and that it might have been a downstream blocking, possibly due to copyright violations.39 In late 
May, journalists obtained an official letter from the Committee for Communication, Informatization 
and Information under the Ministry of Investments and Development, which said that access was 
blocked on May 12, 2015, because one of the accounts on SoundCloud allegedly contained extrem-
ist materials by the Hizb-ut-Tahrir Islamist group. Officials maintain that it was a “preventive block-

35  “Why they blocked social networks?” [in Russian] Yvision (blog),  August 24, 2014, http://bit.ly/1Eb8Y0E . 
36  “Who closed Google for the Kazakhstanis,” [in Russian] Radio Tochka, November 25, 2014, http://bit.ly/1C6fZm0. 
37  “Kazakhstan blocked Facebook, Instagram, twitter and Vkontakte for several hours” [in Russian] TJournal, November 28, 
2014, http://bit.ly/1Mio4mB. 
38  Makpal Mukankyzy, “A night without social networks in Kazakhstan,” [in Russian] Azattyq, November 28, 2014, http://bit.
ly/1Bwek5F. 
39  “Music platform Souncloud cannot be accessed from Kazakhstan,” [in Russian] Zakon, May 26, 2015  http://bit.ly/1LKGEF1. 
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ing,” which would be in place until the website’s administration deleted the disputed content, as stip-
ulated in the Committee’s letter.40 A SoundCloud representative posted on the F.A.Q. page that they 
are “aware of an ongoing issue in […] Kazakhstan” and were “attempting to resolve this.”41

The courts continue issuing frequent decisions to block websites, banning dozens at a time, mostly 
on the grounds of religious extremism. Three justices of the Saryarka District Court of Astana are 
designated to deal with cases related to blocking online content.42 Judges and prosecutors repeat-
edly display a lack of technical expertise, banning URLs of irrelevant websites like search engines. 
Websites can be blocked even in the absence of the defendant’s representative; no further notifica-
tion—to the public or the website owner—about why the website is blocked is required. 

At the same time, websites often appear to be blocked without any court decision or prosecutorial 
request at all. Two major Central Asian news sites, Ca-news based in Kyrgyzstan, and Fergananews 
based in Russia, are not accessible from Kazakhstan for unknown reasons. 

In the fall of 2014, a series of propaganda videos by ISIS portrayed alleged Kazakh nationals, in-
cluding children, as ISIS soldiers. Kazakhstan was very quick to block all pages where the video itself 
or reports on it appeared, targeting single pages on the sites Lenta.ru, Vlast.kz, Clashdaily.com and 
sometimes entire websites including Kloop.kg, and the website of the U.K.-based newspaper, the 
Daily Mail. After the blocks went into effect, the prosecutor general’s office issued a press release 
warning against the dissemination of the videos, citing an official decision that made this content il-
legal.43 According to media professionals, websites were being blocked “in bulk” for publishing news 
on Kazakhstani citizens participation in ISIS recruitment.44 In January, another ISIS video appearing to 
feature Kazakh nationals was disseminated on the internet, causing another wave of website block-
ing, including pages with relevant news reports on the major Russian daily site Kommersant.ru and 
on Azattyq.org (RFE/RL’s Kazakh Service).45 

Several reports by Azattyq.org and Eurasianet.org about the government’s crackdown on Adam Bol—
an independent magazine that reported on human rights and government corruption before it was 
shut down—and reports about its editor-in-chief’s hunger strike were blocked in November 201446 
and January 2015.47 There were also reports that a YouTube video of the inter-ethnic clashes in the 
South Kazakhstan oblast in February 2015 was blocked for internet users in Kazakhstan.48 

Additionally, Ratel.kz, a critical news site that sporadically experiences problems with access, report-
ed in December 2014 that it had been blocked by Kazakhtelecom.49 Meduza.io, an independent 
Russian news site, was fully blocked in October 2014 after publishing a story about the possibility of 

40  “Soundcloud is blocked because of extremism propaganda,” [in Russian] Profit, May 28, 2015, http://bit.ly/1Btq0En 
41  Soundcloud, “Community Home,” accessed May 28, 2015: http://bit.ly/1Azt4nm 
42  Shavkat Sabirov, president of the Internet Association of Kazakhstan, said at the Roundtable “How to make internet safe for 
children” in Almaty, April 14, 2014. 
43  Joanna Paraszcuck, “Kazakhstan Moves To Ban ‘Illegal’ IS Video Showing Training of Kazakh Children,” Radio Free Europe 
Radio Liberty (RFE/RL), November 25, 2014, http://bit.ly/1G2JQhj. 
44  Vyacheslav Abramov, Twitter Post, [in Russian], November 21, 2014, accessed in March 2015, http://bit.ly/1D5dCzL. 
45  Joanna Paraszczuck,“RFE/RL Blocked In Kazakhstan After Reporting on Kazakh IS Video,” RFE/RL, March 5, 2015, http://bit.
ly/1MruZKP   
46  “Azattyq [website’s]  article about Adam Bol [magazine] blocked,” [in Russian] I-News, November 22, 2014, http://bit.
ly/1LBWuSd 
47   Dina Baidildayeva, activist and Azattyq radio employee, Facebook post, [in Russian], January 30, 2015, http://on.fb.
me/1BmShwr. 
48  Dih123, Twitter post, February 6, 2015, https://twitter.com/dih123/status/563694236873535488. 
49  “Ratel.kz site is blocked again,”[in Russian] Ratel, December 22, 2014, http://bit.ly/1AhesDi. 
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an eastern Ukraine-style secession of a part of Kazakhstan. The blocking was introduced following 
a lawsuit from the Committee for Communication, Information and Informatization under the Min-
istry of Investments and Development. It asked the court to acknowledge the article as extremist 
content and requested that the website be blocked immediately, before the case was considered by 
the court.50 It remained blocked at the end of May 2015. Avaaz.org, an international online petitions 
platform, also remains blocked after an incident in December 2013 when a petition calling for the 
president’s resignation appeared and quickly became popular; the Ministry of Communications de-
nied making the blocking request in this case. 

In August 2014, the Committee for Religious Affairs under the Ministry of Culture and Sport an-
nounced that 55 websites had been blocked by court decisions since the beginning of 2014 for 
content related to propaganda of religious extremism and terrorism. The Committee is reportedly 
monitoring more than 5,000 websites for such content.51 In January 2015, Prosecutor General Askhat 
Daulbayev stated that his office monitors over 100,000 web resources, and seeks to block extremist 
websites hosted in other countries. He cited one instance of such cooperation with his Russian coun-
terparts (related to the January blocking of an ISIS video, mentioned above). In total, the prosecutor 
general’s office asked courts to ban 703 websites and 198 web articles in 2014, and demanded the 
pre-trial blocking of many of the websites in question.52 According to a statement by the Committee 
for Communication, Informatization and Information released in August 2014, their activities since 
March 2014 included 23 lawsuits requesting blocks on 649 websites and 92 URLs.53 

In March 2015, several weeks before the early presidential elections in Kazakhstan, the Central Elec-
tion Committee’s vice-chairman Vladimir Foos said that access to social networking websites could 
be blocked on the eve of the voting day, “if a user would post some campaign materials during 
the election silence period.”54 No measures were taken to suspend access to any sites during the 
campaign or after election day. In October 2014, the government adopted guidelines for the use of 
the internet by civil servants, public officials, and employees of state-owned companies. In order to 

“prevent possible threats to the image of civil service, dissemination of false information or leaks as 
a result of online activities,” the document urges employees to abide by the law, but also demands 
that individuals not post or repost materials that are critical of the state or state bodies, and not to 

“friend” people that criticize the government and its policies.55

The authorities have also sought to undermine the availability of circumvention tools, but more peo-
ple have started using methods to circumvent blocking such as VPNs. Facebook, Twitter, YouTube 
and other international platforms hosting user-generated content are freely available. 

Content Removal 

In order to avoid having a website or webpage blocked, individuals must remove content that is 
deemed extremist or is otherwise banned. On April 23, 2014, a new law “On amendments and ad-

50  “Meduza website is blocked without court decision for incitement of inter-ethnic hatred,” [in Russian] Vlast, October 30, 
2014, http://bit.ly/19dTSxv. 
51  “55 websites were blocked in Kazakhstan…,” [in Russian] Zakon, August 27, 2014, http://bit.ly/1AohB3j. 
52  “Kazakhstan seeks blocking of extremist sites abroad,” [in Russian] Profit, January 27, 2015, http://bit.ly/1F2ktZK.  
53  “Officials explained blocking of porn sites,” [in Russian], Tengrinews.kz, August 7, 2014, http://bit.ly/1AopzJI 
54  “Access to social networks can be blocked because of the campaign posts during the electoral silence period,” [in Russian] 
Tengri News, March 17, 2015, http://bit.ly/1JTITYh.    
55  Victor Burdin, “State officials not allowed to criticize the power,” [in Russian] Forbes Kazakhstan, January 12, 2015, http://bit.
ly/1FexLTt. 
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denda to laws governing activity of the internal affairs bodies” granted the prosecutor general’s 
office the authority to suspend access to websites or particular content on websites without a court 
decision. Requests for a temporary ban require the Committee for Communication, Informatization 
and Information to inform ISPs within one hour, after which the blocking must be implemented 
within three hours. When the publisher of disputed content complies with the removal request, how-
ever, the website can be unblocked.56 The takedown process is not transparent, and in some cases 
the public may only learn about the content removal if users notice and report it on social media or 
if the online publication makes the case public. 

By equating all internet resources with media outlets, the country’s media law makes web publish-
ers—including bloggers and users on social media websites—equally liable for the content they post 
online, but it does not further specify if online platforms are responsible for the content that is post-
ed there by third parties. 

There were several cases of content removal from YouTube, including the video of inter-ethnic strife 
in the South Kazakhstan oblast in February 2015, and a series of videos filmed by drivers to docu-
ment the abuse of power by police officers, cases of aggressive behavior, or traffic violations by peo-
ple with powerful connections. In some of these cases, the content was flagged for removal because 
of alleged violation of copyright.57 

Media, Diversity, and Content Manipulation  

In addition to blocking and removing content, the online media landscape in Kazakhstan is also 
subject to less overt forms of restrictions on the free flow of information, such as progovernment 
propaganda and pressure to self-censor. Self-censorship in both traditional and online media outlets 
is pervasive. Social media remains the freest environment for the public exchange of news and opin-
ions, but discourse there is considered to be very prone to manipulation and propaganda, including 
by commentators paid by the government. Although the authorities impose no restrictions on the 
placement of advertisements on critical websites, the atmosphere of self-censorship extends to busi-
nesses too. Moreover, frequent problems with access to such sites due to blocking or, in some cases, 
DDoS attacks, make it unsustainable to advertise there. 

Government procurement contracts in the information sphere reached a record sum of US$250 mil-
lion in 2014.58 This amount only includes contracts issued by the central government, not counting 
funds that are distributed by local administrations. Many progovernment online media outlets, in-
cluding local privately owned blogging platforms, are frequent recipients of such contracts. 

The Kazakhstani blogosphere has experienced a decline in popularity over the past few years, with 
more internet users migrating to Facebook and Twitter. The word “blogger” is commonly used to 
refer to those on Facebook as well. In 2013, government officials voiced their interest in officially 
recruiting popular domestic and foreign web publishers, bloggers, and moderators of online com-
munities and supporting—both organizationally and financially—their reporting on state matters.59 
The Internet Association of Kazakhstan was reported to be acting as an intermediary in building this 

56  “ЗАКОН РЕСПУБЛИКИ КАЗАХСТАН,” [Law of the Republic of Kazakhstan].  
57  “YouTube deleted video of drivers fighting in Almaty,” [in Russian] 365info, March 3, 2015, http://bit.ly/1LBXo1f. 
58  Tatyana Trubacheva, “Government procurement contracts with the media to reach 40 billion tenge in 2014,” [in Russian] 
Forbes Kazakhstan, October 10, 2013, http://bit.ly/1L3YcNA. 
59  Makpal Mukankyzy, “Bloggers invented the term – ‘Tazhin’s list,’” Azattyq, February 27, 2013, http://bit.ly/1LDKnZL. 
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cooperation.60 In October 2014, a group of relatively popular Facebook users registered the Bloggers 
Alliance of Kazakhstan to “make the country’s information space healthier.”61 It was widely believed 
to be a regime-inspired initiative, especially since its office is located within the government’s head-
quarters. These suspicions were reinforced by a statement it released in February 2015 calling to re-
place the early presidential elections orchestrated by the authorities with a referendum to extend the 
incumbent president’s powers until 2022, because, according to the statement, “everyone knows that 
N. Nazarbayev’s historical role makes him uncontested.”62 Many representatives of the online com-
munity believed the Alliance was created to mislead the public by appropriating the right to speak 
on behalf of all Kazakhstani bloggers. 

LGBTI people in Kazakhstan are routinely stigmatized and discriminated against, and the situation 
worsened with a proposed law that would have banned “propaganda of homosexuality to protect 
children” and was initially passed in parliament. In addition to the influence of similar legislation in 
Russia, a highly resonant case preceded this move, when a poster depicting two male historical fig-
ures kissing each other triggered a media uproar in October 2014. The image, a concept ad for a gay 
club in Almaty, was submitted by Havas Kazakhstan advertising agency to the Central Asian festival 
of advertisement in Kyrgyzstan. Its creators maintained that it was not designed for use in actual 
publicity campaigns, but the image was posted on social media by the festival organizers. A wave 
of public anger resulted in a suit against the agency from a group of 34 people, whose legal status 
did not provide them with the right to be complainants in such case. Despite these irregularities, the 
court fined the agency more than US$180,000 in reparations for insult. Human Rights Watch has 
condemned the verdict.63 In May 2015, the Constitutional Council rejected the draft law on “propa-
ganda of homosexuality,” citing the “lack of clarity and discrepancies in terminology in Russian and 
Kazakh versions of the draft law, which left room for the possibility of violation of some constitution-
al norms.”64 Kazakhstan was aspiring to host the 2022 Winter Olympics, and some saw this move as 
a compromise in an attempt to win the bid, which had become conditional upon the host country’s 
attitude towards minorities. 

Digital Activism 

The use of social media platforms and other digital tools to organize for social and political cam-
paigns is limited. In February 2014, after a largely unexpected 20 percent devaluation of the national 
currency, frustrated citizens shared their reactions online, and two small rallies held in Almaty were 
coordinated via Facebook and WhatsApp, although the protests soon died out. 

A grassroots movement to protest against cuts in maternity benefits and an increase in the retire-
ment age emerged in early 2013. These movements actively employed social media to reach out to 
potential supporters and coordinate offline activities. In June 2013, Serik Abdenov, the minister of 
labor and social protection supervising the measures, was fired amid growing public discontent.65 

60  See Kazbek Beisebayev, Facebook post, December 26, 2013, accessed January 14, 2014, http://on.fb.me/KgC6Mt 
61  “Bloggers unite in alliance,” [in Russian] BNews, October 8, 2014, http://bnews.kz/ru/news/post/232657/. 
62  “Bloggers’ Alliance suggests holding a referendum instead of elections,” [in Russian] Novosti-Kazakhstan, February 18, 
2015, http://bit.ly/1AsWCMM.  
63  Human Rights Watch, “Kazakhstan: Draconian Ruling in Lawsuit,” October 29, 2014, http://bit.ly/ZZkaOI. 
64  Sayazhan Kaukenova, “Law on protection of children from information threatening their health is declared 
unconstitutional,”[in Russian] Vlast, May 26, 2015, http://bit.ly/1Fd0yEG. 
65 “Bermet Zhumakadyrkyzy, “Kazakh Minister Fired as Netizens Criticize Pension Plans,” Global Voices, June 14, 2013, http://
bit.ly/1JXmJjx. 
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Yet the need to increase the retirement age has been reiterated by the government, although the 
process was extended and the maternity benefits issue was not resolved. The movement soon 
dissipated. 

Users continue to actively share postings and comment on various matters, including corruption, 
controversies in the judicial system, blatant cases of injustice, and others. Still, such conversations 
rarely transform into offline mobilization. One of the most notable cases of self-organized action 
that migrated from the online sphere was in response to the April 2015 floods in Central Kazakhstan, 
when internet users in Almaty and some other cities volunteered to donate and administer humani-
tarian aid to the victims of natural disaster.66 

Violations of User Rights

New amendments to the criminal code, passed in May 2014, include provisions to criminalize the 
dissemination of rumors—offline and online—with penalties of up to 10 years of imprisonment. The 
amendments also increased penalties for “knowingly disseminating false information” that may inflict 
damage, or during “public events.” Despite past pledges to decriminalize libel, the new code increased 
punishments for defamation. In two controversial cases, individuals were charged with extremism for 
their posts on Facebook; both were publishing comments on the Russia-Ukraine conflict in the context 
of its impact on Kazakhstan. Additionally, there is evidence to suggest that the authorities may have 
intermittently blocked the Tor Project’s anonymization network in Kazakhstan. After a long break in 
enforcing registration requirements for mobile users, the government began forcing mobile operators 
to discontinue service to unregistered SIM cards. Additionally, CERT, the Kazakhstani governmental 
agency for addressing online emergencies, was found to be involved in monitoring and censoring polit-
ical content. 

Legal Environment 

The constitution of Kazakhstan guarantees freedom of expression, but this right is conditioned by 
many other legislative acts and in practice is severely restricted. The criminal code provides stricter 
punishment for libel or insult of the president and other state officials, judges, or members of parlia-
ment. The authorities also use various legislative, economic, and administrative tactics to control the 
media and limit free speech. Kazakhstani officials have a track record of using defamation charges 
to punish critical reporting. Additionally, the judiciary in Kazakhstan is not independent from the 
executive, and the president appoints all judges. The constitutional court was abolished in 1995 and 
replaced with the constitutional council, to which citizens and public associations are not eligible to 
submit complaints. 

In May 2014, amendments to the criminal code criminalized the dissemination of rumors, or “pa-
tently false information, fraught with the risk of breach of public order or imposition of serious 
damage,” punishable by a fine of up to US$10,000 or up to one year imprisonment. The penalties 
for the same act, if conducted with the use of mass media or ICT networks (including internet and 
messaging services), would increase to a fine to US$50,000 and possible imprisonment up to five 

66  Aiman Turebekova, “Floods in Karaganda Draw Unprecedented Outpouring of Popular Support, Civil Activism,” The Astana 
Times, April 23, 2015, http://bit.ly/1FTHp0m. 
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years. If this information inflicted damage to a citizen, legal entity, or state, the punishment increases 
to US$70,000 and up to seven years in jail. If the rumors were disseminated during emergency, war 
or public events, the prison term can be extended up to 10 years. A new version of the criminal code 
was signed into force in July 2014, and kept this article in its entirety.67 The new code also made 
punishment for libel harsher, doubled the fine for “libel in public or in the media” to US$20,000, and 
introduced possible imprisonment for the same offense for up to two years (the previous code pro-
vided only for “restriction of freedom” for up to two years).

In May 2013, President Nazarbayev signed the law “On personal information and its protection,” 
which was criticized by media activists as restrictive for journalism.68 According to observers, since 
the law does not distinguish between information relating to private or public individuals, investiga-
tive reporters now risk prosecution for violation of privacy charges if they publish information about 
official corruption.69

Although the Kazakhstan media law considers websites as media outlets, in most cases this status 
applies only when assessing liabilities, without granting these outlets the same rights as traditional 
media. Officials often refuse to provide information that online news sites are requesting.70 The rules 
for journalists’ accreditation at state bodies and public associations, adopted in June 2013, make it 
impossible for online media outlets without official registration to obtain such accreditation.71

Prosecutions and Detentions for Online Activities 

The government of Kazakhstan continues to arrest and prosecute individuals for posting political or 
social commentary online that is deemed critical of or threatening to the ruling regime. Additionally, 
during the coverage period there were two cases in which internet users were sued for incitement of 
inter-ethnic hatred:

•	 In January 2015, Tatyana Shevtsova-Valova was sued by the authorities for her alleged posts 
on Facebook, which propagated the idea of the “Russian World,” (a loosely formulated ide-
ology of the Russian regime, justifying its claims to greater control over the former Soviet 
states), insulted Kazakhs, and called for a Crimea-style Russian occupation of Kazakhstan. 
She faced up to 7 years in jail.72 In March 2015, the court found her guilty and passed a sus-
pended four-year sentence.73 

•	 In March 2015, Saken Baikenov, an activist with the low-key nationalist Antigeptil movement, 
faced the same charges for his postings on Facebook, commenting on Russia’s policy in the 
region in a manner considered provocative and including insults toward Russians in general. 
Unlike Shevtsova-Valova, who was allowed to remain unconfined, Baikenov was arrested at 
his Almaty apartment by the National Security Committee officers, transported to Astana, 

67  “Criminal Code of the Republic of Kazakhstan,” [in Russian] Zakon, http://bit.ly/1HQoiRQ 
68  “Publication of any details of an official’s private life will lead to imprisonment,”[in Russian]  Exclusive, May 27, 2013, http://
bit.ly/1Ry7u6I. 
69  Farangis Najibullah and Makpal Mukankyzy, “Journalists Express Concern Over Kazakh Data-Protection Law,” RFE/RL, 
November 3, 2014, http://bit.ly/1VJD6wd. 
70  Natalia Marchelova, “Websites are media, or not,” [in Russian] Respublika-kaz, August 26, 2013, http://bit.ly/1LbcvOh. 
71  “New rules of journalists’ accreditation adopted in Kazakhstan,” Internews, August 14, 2013, http://bit.ly/1PkWU3Z. 
72  Gaziza Baituova, “First Prosecution for Internet Hate Speech in Kazakhstan,” Institute War and Peace Reporting, February 4, 
2015, http://bit.ly/1NSjdwA 
73  “Kazakh Court Convicts Woman Over Slurs, Calls To Join Russia,” RFE/RL, March 31, 2015, http://bit.ly/1RjX2A3. 
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and taken into custody for two months.74 In April 2015, Baikenov was found guilty and sen-
tenced to two years of restriction of freedom. The confiscated devices he had been using to 
access internet were ordered to be demolished.75 

In both of these cases, the pages were removed from Facebook, but it unclear whether they were 
removed by Facebook following users’ complaints, by law enforcement agencies, or by Shevtso-
va-Valova and Baikenov themselves. 

Abai Yerekenov, a member of the “Protect Kok-Zhailyau!” group and active critic of the Almaty city 
administration on Facebook, was briefly detained on February 19, 2015, as he was heading to the 
annual public meeting with city mayor, Akhmetzhan Yessimov. Police initially said that they regard-
ed him as a suspect in a robbery, but released him without explanation hours later when the doors 
to the mayoral event were already closed.76 Police were documented preventing critics of Yessimov 
from attending similar meetings in past Freedom on the Net reports. 

Valery Surganov, journalist and owner of the political commentary website Insiderman, was sued by 
a judge in 2014 for alleged defamation and hindrance to justice. In July 2014, the case was closed 
after a settlement. Surganov admitted that the article was “inadmissibly subjective and contained 
unverified data.” He apologized for the moral damage, and the judge agreed to drop the charges.77 

Surveillance, Privacy, and Anonymity 

It is difficult to estimate the scope and depth of government surveillance of online communications 
in Kazakhstan, though the “system for operational investigative measures” (SORM) system of surveil-
lance implemented by the government is similar to that of other former Soviet republics and allows 
for deep packet inspection (DPI) of data transmissions. The general public, as well as civil society 
activists, often underestimate the potential threat of government surveillance and do not always use 
privacy-enhancing or encryption techniques. 

Since early 2011, some anonymizing sites and proxy gates have been blocked in Kazakhstan, appar-
ently without a proper court decisions issued against them. In June 2015, the media began reporting 
that the authorities were going after such tools, citing a court decision dated September 10, 2014 
that banned “the functioning of networks and/or means of communication that can be used to 
circumvent the technical blocking by ISPs.”78 No liability for users is specified, but in the past, cy-
bercafes were forced to delete or block circumvention tools. Internet users wishing to circumvent 
censorship often use the traffic compression mode in Opera browsers,79 and, increasingly, VPNs. The 
current regulation on public access points bans the use of circumvention tools in cybercafes.80

The Tor Project’s official website is intermittently inaccessible from Kazakhstan. It has been blocked 

74  “Kazakh Opponent Of Russian Rockets Charged With Inciting Hatred,” RFE/RL, March 10, 2015, http://bit.ly/1CcgF9n 
75  “Saken Baikenov sentenced to 2 years of restriction of freedom,” [in Russian] Radio Tochka, April 13, 2015, http://bit.
ly/1SzZvrI. 
76  “Activist of the ‘Protect Kok-Zhailyau!’ movement detained in Almaty,” [in Russian] Matritca, February 19, 2015, http://bit.
ly/1L6nMo6.  
77  Adil Soz, “The Valery Surganov trial […] ended with a peaceful settlement,” [in Russian] July 4, 2014, http://www.adilsoz.kz/
news/show/id/1549.  
78  Askar Muminov, “Anonymizers outlawed,” [in Russian] Kursiv, June 8, 2015, http://bit.ly/1KWiYzw.  
79  Olzhas Asuyezov, “Web browser that bypasses big brother a Kazakh hit,” Reuters, April 13, 2010, http://reut.rs/1LdBYe0 
80  “Internet clubs will demand IDs ” [in Russian] Zakon, January 25, 2012, http://bit.ly/1QBFqCV. 
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at various times throughout the reported period, and remained unavailable as of May 2015. It is dif-
ficult to verify how far the Tor network itself is affected by blocking, but according to the public re-
cords of its use, the number of connections to the service’s “relay” nodes from Kazakhstan dropped 
by about 40 percent in October. The number of users connecting via “bridge relays,” which are not 
listed publically and are more difficult to block, increased about 800 percent. This pattern often indi-
cates a censorship event. 

SIM card registration is required for mobile phone users. In October 2014, all mobile operators re-
ceived a letter from the Ministry of Investments and Development, asking them to make their client 
databases compliant with the official standards concerning user registration. Provision of services to 
unregistered numbers was required to be suspended on December 10, 2014. The government justi-
fied this step by the “need to ensure public security.”81 

A professional from a private-sector telecom company who spoke on the basis of anonymity stated 
that the president’s administration, the prosecutor general’s office, and the National Security Com-
mittee have been planning to launch three different content monitoring systems, including software 
to monitor social networking sites. In the past, the Almaty city administration admitted that it moni-
tors popular social networking sites.82 Several times, Facebook users who planned to take part in pro-
test actions reported that they had been subject to “preemptive” police visits to their residences to 

“discuss their Facebook posts” and warn them against going to an unsanctioned gathering.83 In Jan-
uary 2015, an unauthorized rally in support of the Adam Bol magazine was announced and coordi-
nated via social media, but key participants—including journalists and human rights activists—were 
detained near their residences as they were heading to the gathering.84 

Kazakhtelecom maintains that its DPI system is used for traffic management and has no access to 
users’ personal data.85 According to Shavkat Sabirov, president of the Internet Association of Kazakh-
stan (IAK), the DPI system was installed on the backbone infrastructure in 2010 by the Israeli compa-
ny Check Point Software Technologies.86 Leaks of Sabirov’s email correspondence released by hackers 
in January 2015 pointed to even closer ties between the IAK and the prosecutor general’s office. In 
an interview with Ratel.kz, the IAK president confirmed the authenticity of emails,87 which indicated 
that the IAK may be involved in handing over personal data (like IP addresses) of online commenta-
tors on news sites to prosecutors. 

The government places no legal restrictions on anonymity online. However, legislation obliges both 
ISPs and mobile operators to retain records of users’ online activities, including phone numbers, 
billing details, IP addresses, browsing history, protocols of data transmission, and other data, via the 
installation of special software and hardware when necessary.88 Providers must store user data for 
two years and grant access within 24 hours to “operative-investigatory bodies,” including the Na-

81  “SIM-card registration period extended,” [in Russian] Radio Tochka, November 25, 2014, http://bit.ly/1EjTZlb. 
82  Asemgul Kasenova, “Repentant terrorists’ testimonies to be used in fighting extremism,” [in Russian] Tengri News, October 
1, 2013, http://bit.ly/1NuVlRF.  
83  Dmitry Belyakov, “Protest action against tenge devaluation held in Almaty,”[in Russian] Radio Tochka, February, 15, 2014, 
http://bit.ly/1GAzccG. 
84  “Rally in support of journalists turned into a meeting with prosecutors,” [in Russian] Respublika, January 26, 2015. 
85  Community Information Security, “Here we received official confirmation from the use of DPI Kaztel,” Yvision (blog), 
accessed August 2014, http://bit.ly/1G2HzTp. 
86  As said at the Roundtable “How to make internet safe for children” in Almaty, April 14, 2014. 
87  Kalashnikova, “Shavkat Sabirov.”  
88  Ksenia Bondal, “Следи за базаром - нас слушают” [Watch out, we are watched] Respublika, republished by Zakon, 
November 5, 2009, http://bit.ly/1WRqj8b. 
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tional Security Committee, secret services, military intelligence, when sanctioned by a prosecutor, or 
in some cases “by coordination with prosecutor general’s office.”89 

Additionally, the 2013 law on countering terrorism granted extra powers to the security bodies and 
obliged mass media (including internet resources) to assist the state bodies involved in counter ter-
rorism.90 However, the exact mechanisms of assistance are not specified. 

Under the 2011 governmental decree tightening surveillance in cybercafes, owners are obliged to 
document customers’ IDs before letting them access the internet, install video surveillance equip-
ment and filtering software,91 and retain data about their online activities and browsing history. This 
information is to be retained for no less than six months and made readily available to “operative-in-
vestigatory bodies.”92 However, cybercafes are almost extinct in cities, and rarely register ID in prac-
tice. The regulation does not apply to public Wi-Fi access points. 

Intimidation and Violence 

No incidents of intimidation or physical violence against online users have been reported during the 
coverage period. 

Technical Attacks

There were fewer reports of technical attacks against critical internet-based media or government 
websites than in previous years, though cyberattacks still pose a threat. 

On January 26, 2015, the website of the Legal Media Center, a prominent media advocacy NGO, was 
hacked. The attackers posted irrelevant content on the website and a database of government pro-
curement contracts in the information sphere, the focal point of the NGO’s activity, was rendered 
inaccessible for users.93 

Valery Surganov, the owner of the political blog Insiderman, was informed by the hosting provider 
that his website was taken down by a DDoS attack in March 2015, despite the fact that it was rarely 
updated and recently changed its critical stance toward the incumbent president, becoming more 
supportive. 

On March 13, 2015, it was reported that Kazakhstan was suing unidentified hackers who broke into 
government computers and posted confidential emails exchanged between officials and a New York 
law firm. According to the lawsuit, thousands of messages sent from Gmail accounts belonging to 
Kazakhstan officials were stolen. The misappropriated emails included some from Marat Beketayev, 
Kazakhstan’s executive secretary of the Ministry of Justice, and Deputy General Prosecutor Andrey 
Kravchenko. Some emails were posted on Facebook, according to the complaint.94 

89  “Rules of rendering internet access services,” adopted by the governmental decree #1718 on December 30, 2011, http://bit.
ly/1R2vtdw 
90  “Law of the Republic of Kazakhstan on amendments and addenda into several legislative acts of the Republic of Kazakhstan 
regarding counteraction to terrorism,” [In Russian] Zakon, January 8, 2013, http://bit.ly/1jfvsIV. 
91  “В интернет-клубы теперь будут пускать только с удостоверением личности,” [Internet clubs will demand IDs] Zakon, 
January 25, 2012, http://bit.ly/1QBFqCV. 
92  “Rules of rendering internet access services.” 
93  Legal Media Center, “Legal Media Center NGO’s website hacked,” [in Russian] January 26, 2015, http://bit.ly/1Dj6gsD. 
94  Patricia Hurtado, “Kazakhstan Sues Hackers Who Stole, Posted Officials’ E-Mails,” Bloomberg Business, March 13, 2015, 
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The National Computer Emergency Response Team (CERT),95 a state body designed to fight cyberat-
tacks and malware, and to provide information security advice to the government, organizations and 
individuals, also lists “monitoring and detection of internet resources hosting illegal content” among 
its objectives.96 This has been a matter of concern to analysts, but currently the CERT website de-
clares that this refers only to technical, not political, content, and that they are not authorized to deal 
with issues that fall under the authority of law enforcement bodies.97 However, in November 2014, 
the Kyrgyz website Kloop received a request to take down materials about Kazakh jihadists in Syria 
(see Blocking and Filtering). The letter was sent to Kloop by a Kazakhstani CERT employee.98 

http://bloom.bg/1wHnnln. 
95  Computer Emergency Response Team (CERT), accessed March 2015, http://kz-cert.kz/en/ 
96  “E-government portal suffers from DdoS attacks,” Profit, December 19, 2013, http://bit.ly/1OpyQ0B. 
97  CERT, “About Team,” accessed March 2015, http://www.kz-cert.kz/en/about/certinfo/. 
98  “Kloop.kg portal refused to remove the ‘jihadi kids’ article,” [in Russian] Kazakhstan Today, November 26, 2014, http://bit.
ly/1BDSptk. 
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Key Developments: June 2014 – May 2015

•	 Blogging has become an economically viable industry for bloggers who are increasingly 
sought by Kenyan businesses as a platform for advertising (see Media, Diversity, and Con-
tent Manipulation).

•	 Government officials in Kenya twice turned to the courts to compel intermediaries to take 
action against defamatory content about them posted online (see Content Removal).

•	 An unprecedented number of Kenyan bloggers and social media users were arrested and 
in some cases charged with “misuse of licensed telecommunications equipment” in 2015, 
mainly for their online commentary criticizing government officials (see Prosecutions and 
Detentions for Online Content). 

•	 In the context of the fight against terrorism, several developments led to increasing 
concerns over the government’s surveillance powers (see Surveillance, Privacy, and 
Anonymity).

Kenya
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 9 9

Limits on Content (0-35) 7 7

Violations of User Rights (0-40) 12 13

TOTAL* (0-100) 28 29

* 0=most free, 100=least free

Population:  43.2 million

Internet Penetration 2014:  43 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Partly Free
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Introduction

In 2014-2015, Kenya’s information and communication technologies (ICT) sector continued to be 
vibrant, characterized by laudable growth due to investments from global ICT companies and the 
country’s strong environment for innovation. The capital, Nairobi, was ranked in January 2015 as 
the “most intelligent” city in Africa by the Intelligent Community Forum for the city’s efforts to build 

“inclusive, prosperous economies on a basis of information and communication technologies.”1 Nai-
robi is also the center of the global mobile money revolution, with nearly 60 percent of Kenya’s adult 
population using mobile money platforms.2 Further, Nairobi has become an incubator for local con-
tent creators, home to the world-renowned technology community for tech entrepreneurs and pro-
grammers, “i-Hub.” Meanwhile, blogging has become an economically viable industry for bloggers 
who are increasingly sought by Kenyan businesses as a platform for advertising.

Nonetheless, sensitivities around hate speech since the tumultuous 2008 elections and growing 
terrorist threats have led the government to take steps to limit online freedom of expression and 
violate user privacy in recent years. In December 2014, the government hurriedly passed the Security 
Laws (Amendment) Act 2014 with little stakeholder consultation, granting power to national security 
organs to intercept communications without proper judicial oversight in order to detect, deter, or 
disrupt terrorist activities. The law was challenged in court in late December, resulting in the suspen-
sion of eight controversial provisions in February 2015, including a provision that imposed high fines 
and a possible jail term for journalists who publish or broadcast images of terror attacks. Nonethe-
less, the law still contains vaguely worded provisions that may violate freedom of expression.3

Online freedom of expression is also threatened by a provision in the 2013 Kenya Information and 
Communications Act (KICA) that penalizes the “misuse of licensed telecommunications equipment” 
for disseminating “offensive” or “annoying” messages, which was frequently used to arrest and pros-
ecute several bloggers and social media users in 2015, mainly for posts that criticized government 
officials. Officials also applied legal pressure on intermediaries for objectionable content.

Obstacles to Access

Steadily increasing access to the internet was fueled in large part by relatively low-priced mobile ser-
vices and expanding mobile broadband networks in Kenya. The telecommunication regulator’s murky 
independence was questioned following irregularities in the board’s appointment process.

Availability and Ease of Access   

Information and communication technologies (ICTs) are continuing to spread in Kenya, in no small 
part due to the government’s commitment to developing the country’s ICT infrastructure as a tool 
for economic growth. According to available government data from December 2014, the percentage 
of the population with access to the internet stood at over 64 percent, increasing from 52 percent 

1  Alex Court, “What makes Nairobi Africa’s ‘most intelligent’ city,” CNN, February 10, 2015, http://cnn.it/1CPLrUQ. 
2  GSMA, “The Kenyan Journey to Digital Financial Inclusion,” 2005-2014, http://bit.ly/1BI7pUO. 
3  ARTICLE 19 remains concerned that the provision that criminalizes the adoption or promotion of “extreme belief systems” 
for the purpose of “facilitating ideologically based violence to advance political, religious or social change” remains on the 
statute book. Article 19, “Kenya: High Court ruling on security amendment act a victory for free speech,” press release, February 
26, 2015, http://bit.ly/1RRJj3j. 
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recorded a year earlier,4 driven in large part by internet-enabled mobile phones that provide val-
ue-added mobile services such as social media, entertainment, mobile money transfer, and lower 
cost text messaging applications.5 Data from the International Telecommunications Union (ITU) from 
2014, which may not count mobile internet access, estimated a lower penetration rate of 43 percent, 
up from 39 percent in 2013.6 

The government reported a figure of over 31 million mobile phone subscriptions in 2014,7 equating 
to a mobile phone penetration rate of 80 percent (73 percent according to 2014 ITU data8), though 
many people have more than one subscription with different providers to take advantage of lower 
prices or expand their geographic coverage, putting the actual number of users much lower.9 The 
mobile sector is the predominant provider of data and internet services to Kenyan users, accounting 
for 99 percent of total internet subscriptions.10 Penetration for fixed-line broadband subscriptions 
remained very low at 0.2 percent in 2014.11

In November 2014, the government announced a promise to increase access to affordable high 
speed broadband throughout the country in an effort to lower data transmission costs.12 In line with 
the 2013 National Broadband Strategy, Kenya anticipates that the country will have national mini-
mum speeds of 5 Mbps by 2017,13 compared to current average speeds of 1.4 Mbps.14 In light of this, 
different data providers are working towards connecting major urban centers with fiber optic ca-
bling.15 However, the lack of a regulatory framework to allow for infrastructure sharing has resulted 
in inefficient duplication in the construction of towers, ducts, and access roads. 

Kenya has comparatively low-priced mobile services in Africa, with monthly costs averaging KES 161 
(US$1.90) for 30 calls and 100 SMS text messages.16 Data bundles are available for prepaid mobile 
customers, while mobile broadband subscriptions on GPRS/EDGE and 3G networks have also contin-
ued to increase. The growth in mobile internet subscriptions can be attributed to competitive mobile 
internet tariffs, special offers and promotions, competition between the various cell phone providers, 
and the rise in social media use, particularly among the youth population. In 2014, Kenya was ranked 
by the Alliance for Affordable Internet as the fifth most affordable country in Africa for internet 
access.17

4  Communications Authority of Kenya, Quarterly Sector Statistics Report: Second Quarter of the Financial Year 2014/2015 (Oct-
Dec 2014), Comunications Commission of Kenya (CCK), http://bit.ly/1GVtBzy.  
5  CCK, “Local internet subscriptions record first-ever negative growth,” January 16, 2014, http://bit.ly/1kjRdrg. 
6  International Telecommunication Union, “Percentage of Individuals Using the Internet,”2000-2014, http://bit.ly/1cblxxY. 
7  Communications Authority of Kenya, Quarterly Sector Statistics Report: Second Quarter of the Financial Year 2014/2015 (Oct-
Dec 2014). 
8  International Telecommunication Union, “Mobile-cellular Telephone Subscriptions,” 2000-2014, http://bit.ly/1cblxxY.
9  Communications Authority of Kenya, Quarterly Sector Statistics Report: First Quarter of the Financial Year 2014/5 (July-Sep 
2014), CCK, http://bit.ly/1M1i3ki. 
10  Communications Authority of Kenya, Quarterly Sector Statistics Report: Second Quarter of the Financial Year 2014/2015 
(Oct-Dec 2014).
11  International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions,” 2000-2014, http://bit.ly/1cblxxY. 
12  Jackson Okoth, “State rolls out sh 225 b plan to improve internet speeds,” Standard Digital, November 18, 2014, http://bit.
ly/1GOVibr.  
13  Republic of Kenya, The National Broadband Strategy, 2013, 9, http://bit.ly/1kjSGxC. 
14  Akamai, “Average Connection Speed: Kenya,” map visualization, The State of the Internet Q3 (2014), accessed on March 22, 
2015, http://akamai.me/1PBZSB9. 
 David Souter and Monica Kerretts-Makau, Internet Governance in Kenya -- An Assessment for the Internet Society, ICT 
Development Associates Ltd., September 2012, http://bit.ly/1M0d9xv. 
15  Okoth, State rolls out SH225 b plan to improve internet speeds.”
16  Frankline Sunday, “Lack of expertise slows down ICT growth,” Standard Digital, December 22, 2012, http://bit.ly/1NQiJJu. 
17  A4AI, The Affordability Report, 2014, http://bit.ly/1Lk6LUw. 
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While internet penetration continues to increase across the country, there is still a large urban-rural 
divide in access, with internet use mainly concentrated in Nairobi.18 In addition, large rural areas 
of the country have not been able to benefit from Kenya’s high-capacity bandwidth in part due to 
market disparities and weaknesses in last mile connectivity, which is pricey and requires basic infra-
structure such as electricity and roads that are often poorly developed in rural areas. This prompted 
the government to establish the Universal Service Fund (USF) in 2013 to raise KES 1 billion yearly 
from the industry in order to expand mobile and internet services.19 As of March 2015, the Commu-
nications Authority of Kenya reported that the USF had exceeded targets and stood at KES 2.5 billion 
raised from different telecom companies, with the dominant player Safaricom contributing KES 1.3 
billion.20 The funds will be used for the development of communications infrastructure in remote ar-
eas where private companies are less likely to invest. 

Restrictions on Connectivity  

During the year under review, there were no reports of the government controlling the internet 
infrastructure to limit connectivity. Kenya connects to the international internet via four undersea 
cables—Seacom, the East Africa Marine System (TEAMS), EASSY, and Lower Indian Ocean Network 
(LION2)—which has enabled increases in high speed broadband and improved internet speeds over 
the past several years. License provision of the internet gateway was liberalized in 2004.21

ICT Market 

Kenya’s ICT sector is competitive and comprised of over ten internet service providers (ISPs) and 
three mobile phone providers. In 2015, Safaricom continued to dominate the market for mobile 
phone services with a market share of 76 percent for voice services, 93 percent for SMS, 70 per-
cent for mobile data, and 67 percent for mobile money.22 The two other mobile operators—Airtel 
Networks and Telkom Kenya (Orange)—served the other share of the mobile market. There are no 
limitations on the number of operators permitted to launch and operate telecommunications infra-
structure, with both data carriers and cellular licenses allowed to run domestic fiber networks.23 

Associations such as the Kenyan ISP Association, the Telecommunications Service Providers of Kenya 
(TESPOK), and the Kenya Cybercafe Owners enable ICT providers to lobby the government for better 
regulations, lower costs, and increased efforts to improve computer literacy.

Regulatory Bodies 

Kenya’s telecommunications sector is regulated under the Kenya Information and Communication 

18  Souter and Kerretts-Makau, Internet Governance in Kenya -- An Assessment for the Internet Society, 28.
19  Muthoki Mumo, “Sh74 billion needed to bridge Kenya’s yawning digital divide,” Daily Nation, May 28, 2013. http://bit.
ly/1lPvXUo.  
20  Richard Mungai, “Communications regulator raises Sh2.5 billion, surpasses fund’s target,” The Star, March 16, 2015, http://
bit.ly/1Gepsu3. 
21  David Souter and Monica Kerretts-Makau, “Internet Governance in Kenya – An Assessment for the Internet Society,” 
Internet Society, September 2012, http://www.internetsociety.org/sites/default/files/ISOC%20study%20of%20IG%20in%20
Kenya%20-%20D%20Souter%20%26%20M%20Kerretts-Makau%20-%20final.pdf. 
22  Communications Authority of Kenya, Quarterly Sector Statistics Report: First Quarter of the Financial Year (July-Sep 2014). 
23  Robert Schuman and Michael Kende, Lifting barriers to Internet development in Africa: suggestions for improving 
connectivity, Internet Society, May 2013, 35, http://bit.ly/1sIsL10.  
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Amendment Act (KICA) 2013, which established the Communications Authority of Kenya (CA) as the 
country’s regulator for both broadcast and online media.24 While KICA explicitly enshrines the inde-
pendence of the CA, the act was widely criticized for the power it granted to the Cabinet Secretary 
to appoint the new authority’s board without stakeholder input as well as the presidential appoint-
ment of the board’s chairperson. The regulator’s murky independence was questioned in May 2015 
when the High Court disbanded the CA’s board after what it determined were irregularities in the 
appointment process.25 The Ministry of ICT responded by appealing the decision.26 

Limits on Content

No websites were blocked during the coverage period, though a number of blogs and social media 
profiles were targeted for removal. The exponential growth in blogs has created an economically viable 
industry for bloggers who are increasingly sought by Kenyan businesses as a platform for advertising.

Blocking and Filtering 

Kenya does not actively block or filter internet content, and Kenyans have unrestricted access to so-
cial networking platforms and communication applications such as Facebook, Twitter, YouTube, and 
Wordpress, all of which rank among the 20 most popular websites in the country.27 

However, the Blue Coat PacketShaper appliance—a device that can help control undesirable traffic 
by filtering application traffic by content category—was detected in Kenya in January 2013, as well 
as in 18 other countries around the world, including China, Bahrain, and Russia.28 There has been no 
further evidence to reveal the extent to which the filtering device has been implemented, though its 
discovery in Kenya is noteworthy given the government’s increasing concern over the spread of hate 
speech and inflammatory content via ICTs. 

Content Removal 

Despite the lack of website blocking in Kenya, a number of blogs and social media profiles were 
targeted for removal during the coverage period, including the blog and Twitter page of Abraham 
Mutai in January 2015 following his arrest for his reporting on government corruption (see “Prosecu-
tions and Detentions for Online Activities”).29 Mutai’s blog and Twitter account were reinstated upon 
his release on bond. Blogger Robert Alai also had his Twitter account suspended in December 2014 
after he allegedly insulted the Kenyan president and publicly shared the personal mobile numbers of 

24  Republic of Kenya, “The Kenya Information and Communication (Amendment) Bill, 2013,” Kenya Gazette Supplement No. 
105 (National Assembly Bills No. 19), July 22, 2013, http://bit.ly/1vyJYiY. 
25  Otiato Guguyu, “High Court disbands Communications Authority board,” Daily Nation, May 31, 2015, http://bit.ly/1LGgS7B. 
26  Lilian Ochieng, “Ministry faults High Court move to disband telcos regulator board,” Daily Nation, June 3, 2015, http://bit.
ly/1AP6uHE.  
27  Alexa, “Top Sites in Kenya,” accessed March 19, 2015, http://www.alexa.com/topsites/countries/KE. 
28  Morgan Marquis-Boire et al., Planet Blue Coat: Mapping Global Censorship and Surveillance Tools, Citizen Lab, January 15, 
2013, http://bit.ly/1hNzLcN. 
29  “#FreeSpeechStories: Arrested for a tweet,” BBC Trending, January 22, 2015, http://bbc.in/1W2fItW; Njeri Wangari, “Blogger 
Abraham Mutai Arrested and Released for reporting on Corruption in Isiolo County,” Kenya Monitor, January 22, 2015, http://bit.
ly/1PtJpjt. 
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government officials, the latter of which was seen as being in line with Twitter’s policy against post-
ing another person’s private and confidential information.30

Intermediaries can be held liable for illegal content, such as copyright and hate speech, though they 
are not required to actively monitor traffic passing through their networks unless they are made 
aware of illegal content.31 Under the National Cohesion and Integration Act of 2008, which outlaws 
hate speech, a media enterprise can be fined up to KES 1 million (nearly US$11,000) for publishing 

“utterances” that can be characterized as hate speech under the law’s broad definition.32 According to 
analysis by the Association of Progressive Communications (APC), this provision can be invoked to 
either block or take down online content.33 Issues of intermediary liability are further complicated by 
the fact that the Kenyan judicial system and media are not fully conversant of legal norms involving 
the internet.

In recent years, government officials in Kenya have increasingly turned to the courts to compel inter-
mediaries to take action against defamatory content about them posted online. In September 2014, 
an administrator of a Facebook group page called “Dead Beat Kenya” was issued an injunction under 
a libel suit, restraining the administrator from publishing information about Kiambu county assembly 
member, Paul Karungo. Dead Beat Kenya is a Facebook group dedicated to naming and shaming 
spouses who abdicate parental responsibilities.34 The assembly member had sued the Dead Beat 
Kenya administrator for a defamatory post that claimed he had failed to provide child support for 
his child.35 Karungo also sued the mother of the child who had authored the allegedly defamatory 
post on Facebook and sought to have all offending posts and associated comments from the Face-
book group’s page taken down.36 

Another ongoing intermediary liability case began in July 2014 when Cabinet Secretary Anne Waig-
uru sued Google Kenya and Google Inc. over an April 2014 story she claims defamed her on the 
Kenyan news and gossip blog, Daily Post, which is hosted on Google’s Blogger.com platform.37 Ms. 
Waiguru sued the search engine to obtain the identities of Daily Post’s owners, against whom she 
sought to take legal action for the defamatory story.38 Citing the 2014 European Union Court of Jus-
tice case that established the so-called “right to be forgotten” principle in the EU,39 she also wanted 
Google to take down the article from its search engine and remove it permanently from the Daily 
Post’s website. On its part, Google Kenya argued that it was in no position to take down the offen-
sive article or supply the information sought by Ms. Waiguru given its role as a commercial agent of 

30  “Blogger Alai Twitter Account Suspended,” Nairobi News, December 18,  2014, http://bit.ly/1M0gcWp. 
31  Alice Munyua, Grace Githaiga and Victor Kapiyo, “Intermediary Liability in Kenya,” (research paper, commissioned by 
Association for Progressive Communication) http://bit.ly/1GOXHDa. 
32  Section 62 (1) defines hate speech as “words intended to incite feelings of contempt, hatred, hostility, violence or 
discrimination against any person, group or community on the basis of ethnicity or race.” Section 62 (2) holds: “A newspaper, 
radio station or media enterprise that publishes the utterances referred to in subsection (1) commits an offence and shall be 
liable on conviction to a fine not exceeding one million shillings.” See: National Cohesion and Integration Act, 2008, section 62, 
accessed September 12, 2014, http://bit.ly/1ZR1dbX. 
33  Munyua, Githaiga and Kapiyo, “Intermediary Liability in Kenya.” 
34  Dead Beat Kenya Updates, Facebook Page, https://goo.gl/LDRpKi. 
35  Vincent Agoya, “MCA sues Facebook group Dead Beat Kenya for defamation,” Daily Nation, September 17, 2014, http://bit.
ly/1GOZIz7. 
36  “Dead Beat Kenya Founder Sued by MCA Paul Karungo,” Mashada (blog), September 18, 2014, http://bit.ly/1hNCItX. 
37  “Confirmed: It was Anne Waiguru who wanted to sleep with Janet Mbugua’s boyfriend Gor Semelango,” Okoa News, April 
14, 2014, http://bit.ly/1NkjqYu. 
38  “CS Anne Waiguru to sue the owner of Kenya Daily Post for defamation,” Daily Mail Kenya, December 2014, http://bit.
ly/1DMqBH7. 
39  Google Spain, Google Inc vs AEPD and Mario Costeja Gonzelez. 
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Google Inc.40 In December 2014, the Constitutional and Human Rights court ruled that the informa-
tion brought to court was insufficient as to determine with certainty Google Kenya’s responsibility 
and if it had been in a position to prevent publication of the offensive material, leaving the case on 
hold until a further hearing.41

Media, Diversity, and Content Manipulation  

Kenya’s online information landscape is diverse and vibrant, representing a wide range of issues and 
viewpoints. There are no state-run online news outlets, and the most popular news websites include 
the BBC, CNN, and Kenya’s Standard Online and Daily Nation. While print outlets, television, and ra-
dio continue to be the main sources of news and information for most Kenyans, all major television 
stations have live-stream features and use YouTube to rebroadcast news clips and actively engage 
audiences on Facebook and Twitter.

Bloggers and social media personalities have become highly influential over the past few years, as 
the increase in fast and affordable internet in major cities and towns across the country has enabled 
Kenya’s growing class of digitally skilled citizens to become content creators and alternative sources 
of news and information. According to the Bloggers Association of Kenya (BAKE)—formed in 2011 
to support Kenya’s blogging community—there are an estimated 15,000 registered blogs in the 
country as of mid-2015,42 covering a diverse range of topics such as fashion, the environment, food, 
politics, health, and human rights. The exponential growth in blogs has created an economically 
viable industry for bloggers who are increasingly sought by Kenyan businesses as a platform for 
advertising.43

The government does not impose any economic constraints on online media in Kenya, which has 
helped online outlets thrive. In recent years, the sale of many print newspapers has been eclipsed by 
online news sources, a trend which led the president to announce in March 2015 that government 
advertising would be shifted to digital platforms to cut down on government spending and reliance 
on newspapers and television stations for advertising. In his directive, the president opined that digi-
tal platforms are cheaper and effective given their broad reach.44  

Individual internet users are generally comfortable expressing themselves openly online, though the 
use of digital technologies to spread ethnic, racist, and xenophobic commentary continues to pose 
a serious challenge to freedom of expression in Kenya, particularly during politically contentious pe-
riods such as national elections. In this complex debate, and in the absence of a suitable framework 
to regulate online hate speech, many feel that the emphasis should be on self-regulation by inter-
net users, with the government stepping in when needed to address hate crimes on the internet.45 
Nonetheless, observers worry that self-censorship may rise as the growing number of bloggers and 
ordinary users targeted by the government for arrest over the past year has led to increasing caution 
among internet users in criticizing the government.

40  Brian Wasuna, “Google loses round one of court battle with Waiguru,” Business Daily, December 10, 2014, http://bit.
ly/1LkaFwM. 
41  Petition 333 of 2014. Anne Waiguru v Google Inc & 2 others [2014] eKLR, http://kenyalaw.org/caselaw/cases/view/104246/. 
42  Bloggers Association of Kenya (BAKE), The State of Blogging & Social Media in Kenya 2015 Report, pg2, http://bit.ly/1JXAG4. 
43  Bloggers Association of Kenya (BAKE), The State of Blogging & Social Media in Kenya 2015 Report, 3.  
44  Charles Wokabi, “Uhuru directs State firms to place all their adverts on digital outlets,” Daily Nation, March 3, 2015, http://
bit.ly/1DSZFCv. 
45  Centre for Human Rights and Policy Studies (CHRIPS) And Centre for Human Rights and Peace, Report of the Experts’ 
Meeting on ‘Addressing the Challenge of Hate Crimes on the Internet in Kenya, (Nairobi, Kenya: University of Nairobi, 2013) 4. 

504

http://bit.ly/1LkaFwM
http://bit.ly/1LkaFwM
http://kenyalaw.org/caselaw/cases/view/104246/
http://bit.ly/1JXAG4
http://bit.ly/1DSZFCv
http://bit.ly/1DSZFCv


FREEDOM 
ON THE NET 
2015

www.freedomhouse.org

Kenya

Digital Activism 

The internet continues to grow as an important platform for political debate and mobilization 
around critical issues in Kenya. Additionally, digital media has revolutionized the ways in which neti-
zens and civil society groups in Kenya network, share information, and effect change. 

Kenya has an estimated 700,000 active Twitter users (out of over 2 million total internet users),46 
many of whom frequently take to the social media platform to comment on social and political is-
sues. One instance of successful digital activism took place a few days before the inauguration of 
Nigerian President Muhammadu Buhari in May 2015, which Kenyan President Kenyatta planned to 
attend. Social media users expressed outrage when it was leaked that Kenyatta’s trip to Nigeria en-
tailed an 84-person delegation that would cost the taxpayers KES 20 million.47 The uproar forced the 
president to cancel his trip and instead send the deputy president.48  

Another successful social media campaign involved the hashtag #MyDressMyChoice in November 
2014, which was sparked by an online video that captured a mob of men assaulting and stripping a 
Kenyan woman whom they claimed was indecently dressed.49 The hashtag campaign corresponded 
with public demonstrations in the streets of Nairobi calling for action against the perpetrators50 and 
ultimately resulted in an estimated 90 arrests of individuals suspected of their involvement in the 
assault.51 

Violations of User Rights

An unprecedented number of Kenyan bloggers and social media users were targeted for arrest or sum-
moned for questioning in 2014-2015, mainly for their online commentary criticizing government offi-
cials. Several developments in 2014 and 2015 led to growing concerns over the government’s surveil-
lance powers and increasing restrictions on anonymity, undertaken in response to the growing threat 
of terrorism. 

Legal Environment 

Freedom of expression is enshrined in Article 33 of Kenya’s 2010 constitution and includes the right 
to seek, receive, or impart information and ideas, while Article 31 provides for the right to privacy. 
These rights, however, do not extend to propaganda, hate speech, or incitement to violence. Hate 
speech is penalized under the 2008 National Cohesion and Integration Act, passed in response to 
widespread ethnic violence that ensued after the 2007 general elections.52 Individuals found guilty 
of spreading hate speech, broadly defined, can be fined up to KES 1 million (nearly US$11,000), sen-
tenced to up to three years in prison, or both. 

46  Nendo, “A to Z of Kenyan twitter,” http://atoztwitter.nendo.co.ke. 
47  1 US$ is approximately Kes. 96
48  Oliver Mathenge and Dominic Wabala, “Uhuru cancels Abuja travel, sends Deputy President William Ruto,” The Star,  May 
29, 2015,  http://bit.ly/1jxe2HV. 
49  “Kenyans hold miniskirt rally after assault,” Aljazeera, November 17, 2014, http://bit.ly/1Kk78us. 
50  Howard Koplowitz,“Kenya Miniskirt Protest: My Dress, My Choice Supporters Show Support For Woman Beaten By Men 
over ‘Indecent’ Outfit,” International Business Times, November 17, 2014, http://bit.ly/1M0qCoZ. 
51  Maureen Waruinge, “90 suspects arrested for stripping Kenyan women,”KissFM, http://bit.ly/1LkcCtc. 
52  Milly Lwanga, “Freedom of expression and harmful speech: The Kenyan situation,” Article 19, September 27, 2012, http://
bit.ly/1M0qSEJ. 

505

http://atoztwitter.nendo.co.ke
http://bit.ly/1jxe2HV
http://bit.ly/1Kk78us
http://www.ibtimes.com/reporters/howard-koplowitz
http://bit.ly/1M0qCoZ
https://kiss100.co.ke/90-suspects-arrested-for-stripping-kenyan-women/
http://bit.ly/1LkcCtc
http://bit.ly/1M0qSEJ
http://bit.ly/1M0qSEJ


FREEDOM 
ON THE NET 
2015

www.freedomhouse.org

Kenya

Section 132 of the penal code, which penalizes “undermining the authority of public officers,” also 
constrains freedom of expression, both online and off.53 Meanwhile, criminal defamation laws remain 
on the books, waiting to be repealed or amended to conform to Kenya’s 2010 constitution. 

Online expression is specifically targeted under Section 29 of the Kenya Information and Commu-
nications Act (KICA) 2013, which penalizes the use of ICTs to disseminate messages deemed to be 

“grossly offensive” or that cause “annoyance, inconvenience or needless anxiety to another person” 
with a fine of up to KSH 50,000, three years in prison, or both.54 Section 29 of KICA was used to ar-
rest and, in some cases, charge an unprecedented number of bloggers and social media users for 
their online activities in 2015 (see “Prosecutions and Detentions for Online Activities”).

A number of positive laws have been proposed in recent years to protect the rights of Kenyan inter-
net users. The Data Protection Bill 2012, though still in draft form as of mid-2015, aims to regulate 
the collection, processing, storing, use, and disclosure of information relating to individuals pro-
cessed through automated or manual means.55 The 2013 Freedom of Information Bill underwent 
stakeholder consultation in mid-2013 and awaits further consideration in parliament as of mid-
2015.56 Both bills promise to strengthen internet freedom in Kenya, though the current absence of 
a strong data protection law threatens citizens’ privacy rights amid rising concerns over unchecked 
government surveillance (see “Surveillance, Privacy, and Anonymity”).

Prosecutions and Detentions for Online Activities 

An unprecedented number of Kenyan bloggers and social media users were targeted for arrest or 
summoned for questioning in 2014-2015, mainly for their online commentary criticizing government 
officials. In previous years, arrests usually involved well-known and controversial blogger Robert Alai, 
who was arrested in 2012 for tweeting about a government spokesman57 and again in 2013 for mak-
ing allegedly false accusations on Twitter.58 

Alai was arrested once again in December 2014 for insulting the president by calling him an “ado-
lescent president” on Twitter after it emerged that President Kenyatta had proceeded to go watch 
the Formula One race in Abu Dhabi on the day an Al-Shabaab terror attack had hit Mandera Coun-
ty,59 killing 28 people on a school bus in November. He was also accused of posting the personal 
phone numbers of government officials on Twitter.60 Released on bail in December, Alai still faces the 
charge of undermining the presidency as of mid-2015.61 Adding to the ongoing case against him, 
Alai was arrested yet again in February 2015 for discussing a land-grab controversy in the country 
on his Facebook wall.62

53  The Republic of Kenya, Penal Code, chapter 63, http://bit.ly/1jxeeH7.  
54  Republic of Kenya, The Kenya Information and Communications Act, chapter 411A, 2009, http://bit.ly/1LyMfxo; amended 
in 2013: The Kenya Information and Communications (Amendment) Act, 2013, http://bit.ly/1M1zTDB. 
55  Commission for the Implementation of the Constitution, “The Data Protection Bill, 2012,” http://bit.ly/1hNGLGB. 
56  “The Freedom of Information Bill, 2012,” http://bit.ly/1LGqDCY. 
57  “Twitter Goes Silent As Robert Alai is Arrested,” Nairobi Wire, August 22, 2012, http://bit.ly/1PtT2P7. 
58  See Freedom House, “Kenya,” Freedom on the Net, 2013, http://bit.ly/1M0swGi. 
59  “Photo emerge of Uhuru in Abu Dhabi in the aftermath of Al Shabaab KILLINGS in Mandera,” Kenya Today, November 24, 
2014, http://bit.ly/1PC5dsj. 
60  “Kenyan blogger charged with undermining presidency on Twitter,” Aljazeera, December 17, 2014, http://bit.ly/1Gew6AB. 
61  John Karume, “Blogger Robert Alai charged for allegedly undermining the Presidency,” The Standard Digital, December 17, 
2014, http://bit.ly/1RkdYFJ; “Robert Alai: Kenya blogger charged over Uhuru Kenyatta slur,” BBC, December 17, 2014, http://bbc.
in/13cykh5. 
62  “Blogger Robert Alai arrested over Lang’ata land grabbing saga,” Business Today, February 5, 2015, http://bit.ly/1MPnKR0; 
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A number of other bloggers and social media users were arrested and in some cases prosecuted for 
the “misuse of licensed telecommunications equipment” under section 29(a) of the 2013 Kenya In-
formation and Communications Act (KICA) during the coverage period.63

•	 Allan Wadi Okengo, a university student, was arrested in December 2014 and later found 
guilty of insulting the president and inciting ethnic hatred on his Facebook wall. He was 
sentenced to two years in prison and fined KES 200,000 (approximately $2,200) in January 
201564 and subsequently released on appeal in July 2015.65 

•	 Abraham Mutai, a blogger known for his investigations on corruption, was arrested for 
posting a blog about corruption and charged with “using a media platform to cause public 
anxiety” in January 2015. He was released a day later after significant social media attention 
called for his release.66

•	 Nancy Mbidala, an intern at the Embu county government office, was arrested in January 
2015 for a series of posts she wrote on her Facebook wall from 2013-2014 that allegedly 
abused a local governor. She was later released and pardoned of all charges after apologiz-
ing to the governor.67

•	 Geoffrey Andare, a web developer, was a charged in March 2015 with improper use of ICTs 
for his Facebook post that accused an employee of a nonprofit educational organization of 
trading scholarships for sexual favors. Andare used the charge as an opportunity, in part-
nership with Article 19, to file a petition challenging the constitutionality of section 29 of 
the KICA, which violates Kenyan citizens’ constitutional right to freedom of expression. The 
petition had not been heard as of mid-2015.68

Surveillance, Privacy, and Anonymity 

The Kenyan government has stepped up its surveillance efforts in the past couple of years to deal 
with the threat of terrorism, which became particularly pronounced following the September 2013 
Al-Shabab terrorist attack on the Westgate mall in Nairobi. Several developments in 2014 and 2015 
led to growing concerns over the government’s surveillance powers and increasing restrictions on 
anonymity: 

•	 In February 2014, SIM card registration requirements became more restrictive under the 
Kenya Information and Communications (Registration of Subscribers of Telecommunications 
Services) Regulations, 2013, which prescribed higher penalties than the previous regulations 
of up to KES 300,000 (approximately US$3,500) or imprisonment of up to three years for 

“Confirmed! Robert Alai Has Been Arrested,” Kenya Digest (blog), February 5, 2015, http://bit.ly/1M1Cq0y. 
63  Other cases include: Boniface Mwangi, “Ph God!! Young Man Arrested for Carrying His Laptop without a Receipt. He 
Refused to Bribe Police,” Jobs Kenya Hapa, http://bit.ly/1M0usyB; Shitemi Khamadi, “Patrick Safari aka ‘Modern Corps’ arrested 
and charged for ‘annoying tweet’,” Kenya Monitor, July 30, 2015, http://bit.ly/1PC5YBq. 
64  “Kenyan jailed for insulting President Uhuru Kenyatta,” BBC,  January 2, 2015, http://bbc.in/1xoMrMf. 
65  Njeri Wangari, “Student Allan Wadi freed from a 2 year jail term after successful appeal,” Kenya Monitor, July 3, 2015, http://
bit.ly/1LkeT7u. 
66  “#FreeSpeechStories: Arrested for a tweet.” 
67  Njeri Wangari, “24 Year old Nancy Mbindalah Held in Custody then Pardoned for Undermining the Embu Governor,’ Kenya 
Monitor, January 22, 2015, http://bit.ly/1M0vF9a. 
68  Shitem Khamadi, “Web developer challenges constitutionality of infamous charge ‘misuse of licensed telecommunication 
equipment’,” Kenya Monitor, May 6, 2015, http://bit.ly/1GP5jFR. 
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failure to abide by the registration requirements.69 The new regulations also granted the 
communications regulator with access to service providers’ offices and records without a 
court order, raising concerns over the blatant lack of judicial oversight.70 

•	 In November 2014, the government contracted Kenya’s largest mobile service provider Sa-
faricom to develop a security communication and surveillance system, known as the Nation-
al Police Integrated Public Safety Communication and Surveillance Project (IPSCSS), to boost 
the capacity of the country’s national security agencies to fight terrorism.71 Among the proj-
ect’s various components, the surveillance system will connect 195 police stations with high 
speed internet, and develop a 4G LTE network for the police with 80 base stations. The sys-
tem is expected to be completed in 2016. Stakeholders have raised numerous concerns over 
the Safaricom contract with the government, including doubts about the integrity of the 
system, the company’s independence, and the apparent conflict of interest. There are also 
worries that, in the absence of strong data protection standards, law enforcement agencies 
will be able to freely access Safaricom’s database of over 20 million subscribers to match 
with a facial recognition system also being developed under the surveillance project.72

•	 In December 2014, the government hurriedly passed the Security Laws (Amendment) Act 
2014 with little stakeholder consultation,73 granting power to national security organs to 
intercept communication in the interest of detecting, deterring, or disrupting terrorist activ-
ities without proper judicial oversight.74 The law was challenged in court in late December, 
resulting in the suspension of eight controversial provisions in February 2015, including 
a provision that imposed high fines and a possible jail term for journalists who publish or 
broadcast images of terror attacks.75 Nonetheless, the law still contains vaguely worded pro-
visions that may violate freedom of expression.76 

•	 In July 2015, Wikileaks published leaked emails from the Italian surveillance company Hack-
ing Team, which revealed efforts by Kenya’s National Intelligence Service (NIS) to acquire 
Hacking Team’s sophisticated spyware known as Remote Control Systems (RCS) in April and 
May 2015.77 The leaked emails also included a request by a government representative to 

69  Kenya Information and Communications (Registration of Subscribers of Telecommunications Services) Regulations, 2014; 
Privacy International, The Right to Privacy in Kenya, http://bit.ly/1LkeJ04. 
70  Section 13. “A licensee shall grant the Commission’s officers access to its systems, premises, facilities, files, records and 
other data to enable the Commission inspect such systems, premises, facilities, files, records and other data for compliance with 
the Act and these Regulations.” The Kenya Information and Communications (Amendment) Act, 2013, http://bit.ly/1M1zTDB. 
71   Beatrice Obwocha, “Government, Safaricom sign deal for Sh15 billion security surveillance system,” Daily Nation, 
November 26, 2014, http://bit.ly/1QMqwFU. 
72  Michael Rispoli, “Kenyans face new privacy threats as State expands surveillance powers,” Privacy International, January 8, 
2015, http://bit.ly/1NQwPKP. 
73  Jane Goin, “Investigative journalists on the spot in new security Bill,” Capital News, December 9, 2014, http://bit.ly/1yyLbT4. 
74  Republic of Kenya, “The Security Laws (Amendment) Act, 2014, No. 19,” Kenya Gazette Supplement No. 167 (Acts No. 19), 
December 22, 2014, http://bit.ly/1HeTwFa. 
75  See, Petition 628, 630 of 2014 & 12 of 2015 (Consolidated),  http://kenyalaw.org/caselaw/cases/view/106083/,  Paul 
Ogemba, “Security laws illegal, declares High Court,” Daily Nation, February 23, 2015, http://bit.ly/1MOez1V, and Peter 
Kagwanja, “Ruling on anti-terrorism law a triumph for Kenya’s judiciary,” Daily Nation, February 28, 2016, http://bit.ly/1DIsSjx; 
Republic of Kenya, “The Security Laws (Amendment) Act, 2014, No. 19,” Kenya Gazette Supplement No. 167 (Acts No. 19), 
December 22, 2014, http://bit.ly/1HeTwFa.
76  According to ARTICLE 19, the provision that criminalises the adoption or promotion of “extreme belief systems” for the 
purpose of “facilitating ideologically based violence to advance political, religious or social change” remains on the statute 
book. Article 19, “Kenya: High Court ruling on security amendment act a victory for free speech,” press release, February 26, 
2015, http://bit.ly/1RRJj3j. 
77  Vincent Achuka and Walter Menya, “Wikileaks: NIS purchased software to crack websites,” Daily Nation, July 11, 2015, 
http://bit.ly/1LyRP2U. 
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take down controversial blogger Robert Alai’s anti-corruption news website, Kahawa Tungu, 
as “proof of concept” of Hacking Team’s capabilities.78 Later emails from July 2015 revealed 
that Hacking Team ultimately rejected the government’s requests out of concerns over the 
Kenyan government’s intentions.79

Intimidation and Violence 

Violence against online journalists and ordinary internet users is not common in Kenya, though a 
few incidents over the past couple of years have created cause for concern. As of mid-2015, the chief 
editor of the controversial news blog Jackal News, Dickson Bogonko Bosire, remained missing after 
he mysteriously disappeared in September 2013.80 Bosire had periodically experienced threats in 
response to his blog’s coverage of corruption investigations and scandals, which had led him to go 
into hiding or flee Nairobi on several occasions.  

In June 2015, Twitter activist Wanjeri Nderi was assaulted at a shopping mall by an unidentified in-
dividual who had reportedly demanded her to “stop making noise” before attacking her. Known for 
her Twitter posts about corruption and injustice in Kenya, Nderi and her supporters believe she was 
targeted for her frequent criticisms of the government.81

Technical Attacks

There were no politically motivated cases of technical violence against civil society, independent 
news, or opposition websites during the coverage period, though leaked emails published by 
Wikileaks in June 2015 revealed the government’s intentions to launch a technical attack against 
blogger Robert Alai’s anti-corruption news website in April 2015 (see “Surveillance, Privacy, and 
Anonymity”). 

78  “Italians reject bid to close Kahawa Tungu,” Daily Nation, July 12, 2015, http://bit.ly/1PtYTnw. 
79  Daniel Finnan, “Kenyan government asked Hacking Team to attack dissident website,” Radio France Internationale, July 17, 
2015, http://rfi.my/1Kkbq4V. 
80  Ndesanjo Macha, “Kenyan Blogger Bogonko Bosire is Still Missing, Nearly Two Years After His Disappearance,” Global 
Voices Advocacy, June 18, 2015, http://bit.ly/1W0Xl3b. 
81  Shitemi Khamadi, “Wanjeri Nderu assaulted for tweeting on corruption,” Kenya Monitor, July 3, 2015, http://bit.ly/1NkoWKI. 
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Key Developments: June 2014 – May 2015

•	 On June 30, 2014, the government adopted a resolution with new instructions for in-
ternet service providers (ISPs) and mobile service providers to update their systems to 
the latest version of System for Operational-Investigative (SORM) technology. These 
instructions included requirements for service providers to store the data of their sub-
scribers for up to three years and allow the authorities direct, real-time access to com-
munications networks (see Surveillance, Privacy, and Anonymity). 

•	 On October 29, 2014, the first criminal proceeding based on the law prohibiting the 
“knowingly false messages about the commission of crimes” was initiated against jour-
nalist Dayirbek Orunbekov, for an online article accusing the transitional government in 
2010 with responsibility for the victims of ethnic violence. The court dismissed the case 
based on a lack of evidence; however, the prosecutor general subsequently filed a new 
charge against Orunbekov for defamation (see Prosecutions and Detentions for Online 
Activities).

Kyrgyzstan
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 12 11

Limits on Content (0-35) 9 8

Violations of User Rights (0-40) 13 16

TOTAL* (0-100) 34 35

* 0=most free, 100=least free

Population:  5.8 million

Internet Penetration 2014:  28 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Not Free
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Introduction

The environment for internet freedom in Kyrgyzstan has improved in recent years, with fewer restric-
tions since the overthrow of President Kurmanbek Bakiev’s regime in 2010. Despite  improvements, 
internet access remains limited primarily to urban areas, and a number of legal and technical re-
strictions on online content continue to inhibit internet users. Additionally, increasing requirements 
for ISPs to implement surveillance technology and a rise in the severity of prosecutions for online 
content have counteracted improvements in access, causing a slight decline in internet freedom over 
the past year.

In May 2014, the president signed an amendment to the criminal code introducing criminal liability 
for distributing information that includes deliberately false accusations of committing a crime, lead-
ing to increased concerns about the potential impact of this law on self-censorship in the media. 
Legislation was passed in February 2014 requiring the immediate registration of SIM cards as a way 
of legally regulating the relationships between consumers and service providers; however, this reg-
ulation also limits the ability of citizens to use information and communications technologies (ICTs) 
anonymously. 

Obstacles to Access

Internet access in Kyrgyzstan is relatively limited, with an internet penetration rate of just 28 percent, 
although the introduction of unlimited plans by mobile operators and the development of 4G services 
is improving access. There is still a digital divide between urban and rural areas, as telecommunication 
companies have fewer incentives to expand services and infrastructure outside of the main cities. The 
state-owned telecommunications company, KyrgyzTelecom, controls the majority of the market for in-
ternet access, with a market share of 78 percent. 

Availability and Ease of Access   

Access to the internet in Kyrgyzstan continues to expand, though the percentage of the population 
with internet access is still low by global standards. Internet penetration rates reported by the Inter-
national Telecommunication Union (ITU), Kyrgyzstan’s State Communication Agency (SCA), and inde-
pendent research groups vary. According to the ITU, the internet penetration rate in 2014 reached 28 
percent, compared to 23 percent in 2013 and just 16 percent in 2009.1 In contrast, the SCA reported 
that in 2014 there were over four million active internet users in Kyrgyzstan, or approximately 70 
percent of population.2 

Similar to the ITU report, research conducted in a USAID-funded survey in 2013 by the M-Vector 
Consulting Agency indicated that about 28 percent of the population was using the internet, with 
64 percent of users in urban areas and 36 percent of users in rural areas.3 Internet users in Bishkek 
account for 41 percent of all users, while in four of the seven regions, users account for less than 5 
percent the total. The majority of respondents—77 percent—mentioned using mobile internet, while 

1  International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” “Explore Key ICT Statistics,” 
2009, 2013, and 2014, http://bit.ly/1eKDWOQ. 
2  Отчет агенства связи за 2014 год, [ Annual report of SCA for 2014]   http://nas.gov.kg/images/ot4et_2014.docx. 
3  M-vector Consulting Agency, Исследование поведения и восприятия медиа аудитории 2012 г. (3-я волна) [Media 
Consumption & Consumer Perceptions Baseline Survey 2012 (2nd Wave)]  Kyrgyzstan, March 2013, http://bit.ly/1jkOXQg;
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29 percent reported using the internet at home. Cybercafes have become less popular due to the 
growing popularity of mobile internet and the spread of broadband infrastructure.4 The average con-
nection speed in 2014 was 2.7 Mbps.5

Fixed-broadband access, via either fiber-optic cables or DSL, is accessible mainly in Bishkek, with 
broadband in the provinces provided only by the state-run internet service provider KyrgyzTelecom. 
Broadband speeds range from 24 Mbps for DSL to 100 Mbps for the FTTx (fiber to the x) network, 
which is well-developed in Bishkek. The government has launched a CDMA 450 mobile telephone 
and broadband network to expand telecom infrastructure into more rural areas, though it has only 
become partially active. CDMA 450 phones have become popular in rural areas with more than 
30,000 subscribers as of November 2011.

Mobile phone penetration is significantly higher than internet penetration in Kyrgyzstan, with a pen-
etration rate of nearly 128 percent as of the end of 2014, according to the SCA (ITU statistics report a 
mobile phone penetration rate of 134 percent for 2014).6  Mobile phone companies claim that their 
networks cover 90 percent of the populated territory in the country, thus extending the possibility 
of internet use for most people as mobile web access expands. At the end of 2010, Beeline (one of 
the largest mobile phone carriers) launched a 3G network that currently covers the entire country. 
In January 2012, another large firm, Megacom, launched its own 3G network in Bishkek, which by 
the end of 2013 reportedly covered more than 50 percent of the populated territory of Kyrgyzstan.7 
Saima Telecom has launched a 4G network covering Bishkek and some suburbs. In May 2014, GSM 
operator NurTelecom (under the brand O!) launched a 4G LTE network covering Bishkek and some 
surrounding areas,8 while in April 2015, “Megaline,” one of the biggest FTTH ISPs, launched an LTE 
network in test mode.

In recent years, the price for internet has decreased and has become more affordable for much of 
the population, though primarily in the capital where the infrastructure is well-developed and there 
is greater competition among providers. Prices for 3 Mbps access (the minimal bandwidth offered 
by many operators) in the capital range from US$15 to $45 per month. The maximum speed avail-
able for many customers is 10 Mbps, at a price of about US$70 per month, though not all operators 
provide access at such speeds. KyrgyzTelecom traditionally has the highest rates for internet access 
and is the only provider available in most rural areas. An internet connection of 128 Kbps for rural 
inhabitants in some regions cost around US$14 per month in 2015. Nevertheless, in February 2015, 
KyrgyzTelecom increased the minimum bandwidth up to 512 kbps without increasing the price. At 
the same time, KyrgyzTelecom has deployed 52 Wi-Fi hotspots in 16 different locations throughout 
Kyrgyzstan with free access up to 256 Kbps. 

The development of mobile networks provides an alternative to fixed broadband access. The cheap-
est unlimited data plan at Beeline provides 4 GB of data per month at maximum speeds of 28.8 
Mbps, with tariffs of US$4 per GB after reaching the data threshold, and with free access to the 

4  M-vector Consulting Agency, Исследование поведения и восприятия медиа аудитории 2012 г. (3-я волна) [Media 
Consumption & Consumer Perceptions Baseline Survey 2012 (2nd Wave)]. 
5  Akamai, State of the Internet: Q 4, 2014 Report, http://akamai.me/1OcG9aE. 
6  ITU, “Mobile-cellular subscriptions per 100 inhabitants,” “Explore Key ICT Statistics,” accessed August 2014, http://bit.
ly/1eKDWOQ. 
7  MegaCom, “продемонстрировал уверенный рост зоны покрытия сети 3,75G в 2013 году,” [Megacom demonstrated 
steady growth of 3.75 network coverage in 2013] press release, January 16, 2014, http://megacom.kg/rus/press/news/3052.html
8  O!, “Мобильный оператор О! первым из GSM-операторов Кыргызстана открывает возможность использования 
технологии передачи данных 4G LTE,” [Mobile operator O! Is the first of GSM operators in Kyrgyzstan opens an opportunity to 
use 4G LTE data transfer technology] news release, May 8, 2014, http://bit.ly/1OuduiI. 
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social network platforms Facebook and Odnoklassniki. This plan costs around US$8 per month. 
Megacom offers similar options, with monthly 2 GB packages costing around US$10. By comparison, 
in 2015 the average monthly wage was KGS 12,159 (US$195).9 In May 2014, the third GSM operator, 
NurTelecom (operating under the O! brand), became the first mobile operator to launch a 4G net-
work, with speeds up to 150 Mbps.10 

Restrictions on Connectivity  

ISPs in Kyrgyzstan are not required to use government-owned channels to connect to the interna-
tional internet and can establish their own. In 2010, the state-owned ISP KyrgyzTelecom completed 
the construction of a fiber-optic cable connection to China, but it has yet to begin functioning as 
of 2015.11 Currently, three of Kyrgyzstan’s four first-tier ISPs are linked to the international internet 
via Kazakhstan and its state-run provider KazakhTelecom; the fourth connects through Russia.12 In 
the past, the blogging platform LiveJournal, which was blocked in Kazakhstan, was also accidentally 
blocked for some internet users in Kyrgyzstan, though as of 2015 this problem appears to have been 
resolved. The government of Kyrgyzstan does not currently place restrictions on any social media 
platforms or communication applications.

Fixed-line internet service providers impose different fees for accessing domestic versus internation-
al content. All fixed-line operators charge about 10 times less in fees (or do not charge fees at all) for 
domestic traffic compared to international traffic, due to connections through the local IXP, funded 
by Soros Foundation in 2000 and currently maintained and owned by Association of Communica-
tions Operators, which facilitates the movement of traffic among domestic ISPs. Mobile phone op-
erators do not make this distinction in their data plans and charge the same amount for accessing 
information, regardless of where it is hosted. 

ICT Market 

Kyrgyzstan’s telecommunications sector is relatively liberalized and competitive compared to that of 
other countries in the region; however, the state-owned KyrgyzTelecom is still the largest ISP with a 
market share of about 78 percent. The other three first-tier ISPs (Elcat, Megaline, and Saima Telecom) 
are privately owned. The largest among them is Megaline, which provides broadband service in Bish-
kek, the capital city.  

There are seven mobile phone operators providing voice and data services via a variety of technical 
standards. The two largest competitors, with nearly equal market share, are Megacom and Beeline. 
Megacom was nationalized in 2010 amid the political upheaval. There are 12 companies with fre-

9  National Statistical Committee of the Kyrgyz Republic (Stat KG), “Основные показатели социально-экономического 
развития Кыргызской Республики в январе-мае 2015г.,” [Main indicators of social-economic development of Kyrgyz Republic 
in Jan-May 2015] June 8, 2015, http://bit.ly/1GEBkjG. 
10  O!, “Мобильный оператор О! первым из GSM-операторов Кыргызстана открывает возможность использования 
технологии передачи данных 4G LTE,” [Mobile operator O! First of GSM operators of Kyrgyzstan opens a possibility of using 
4G LTE technology of data transmission]. 
11  Kyrgyztelecom, Годовой отчет 2010, Кыргызтелеком, [Annual report 2010, Kyrgyztelecom]  accessed September 17, 
2012, http://bit.ly/1WXWIK6.  
12  “Internet Service Providers in Kyrgyzstan,” Tilekus (blog), updated January 6, 2012, accessed July 24, 2013, http://bit.
ly/1jkPHEU. 
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quencies for deploying 4G networks, but only four of them have begun to use the frequencies for 
this purpose due to the large investment required in the first stage of deployment.13 

In November 2013, the Bishkek inter-district court declared the CDMA network mobile provider Ak-
tel (Fonex) bankrupt. Currently, a special administrator from the government is assigned to deal with 
the company’s affairs.14 At the same time, the director of SCA stated that Aktel’s liquidation will likely 
have very little effect on the telecommunication market, given that the subscriber base of Aktel is 
very low compared with other operators (about 27,000 customers). Nevertheless, the director of the 
Association of Communication Operators pointed out that the loss of Aktel as a mobile phone pro-
vider will affect those who need confidentiality in mobile calls, since CDMA provides higher security 
standards for voice calls.15

Regulatory Bodies 

The main body regulating the ICT industry, including radio spectrum allocation, is the State Com-
munication Agency (SCA), a government body with a director and 137 members. The director and 
two deputies are appointed by the prime minister.16 Some facets of the agency’s work have been 
criticized, such as the inefficient and non-transparent allocation of radio frequencies and restrictions 
on wireless mesh networks. Another problematic issue has been the requirement that communica-
tion devices (including computers, modems, and wireless access points) be locally certified by the 
SCA. While this requirement is not systematically enforced, its selective application could serve as an 
instrument of political pressure and a pretext for authorities to seize “uncertified” property, though 
this has not yet occurred.

Limits on Content

Although the government has taken efforts to censor certain content on the internet, in general there 
are fewer restrictions placed on material that is available online. This may be because television re-
mains by far the dominant medium through which citizens obtain information about their country, 
and thus censorship efforts have focused on broadcast media.17 There have been several incidents of 
government entities ordering the blocking or deletion of online content in the past, though there were 
fewer cases over the past year. 

Blocking and Filtering 

Many social media outlets such as YouTube, Facebook, and Twitter are freely available. In previous 

13  “In Kyrgyzstan, of the 12 companies, only 4 deploying WiMax and LTE networks,” GIPI, December 5, 2012, http://bit.
ly/1G1UFk1. 
14  “Fonex начали спасать от банкротства,” [Fonex is started to be save from bankrupt] January 10, 2014, http://bit.
ly/1RD5tWX . 
15  Dmitriy Denisenko, “Уход Fonex ударит по избегающим прослушки абонентам,”  [Demise of Fonex strikes subscribers 
avoiding tapping their phone calls] January 13, 2014, http://bit.ly/1LK6IF0. 
16  “Regulation on the State Telecommunication Agency under the government of Kyrgyz Republic,” passed by a Resolution of 
the government of KR № 124, as of February 20, 2012. 
17  According to the 2012 M-vector survey, TV still remains the primary source of information for 82.6 percent of the 
population. See, M-vector Consulting Agency, Исследование поведения и восприятия медиа аудитории 2012 г. (3-я 
волна) [Media Consumption & Consumer Perceptions Baseline Survey 2012 (2nd Wave)]  Kyrgyzstan, March 2013, http://bit.
ly/1jkOXQg. 
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years, content that was blocked in other countries, through which ISPs in Kyrgyzstan were connected, 
was also blocked for internet users in Kyrgyzstan. LiveJournal used to be blocked due to this up-
stream filtering, but it is now available. 

On November 24, 2014, the independent online news outlet Kloop.kg reposted a clip of a video 
originally published by the DailyMail showing children from Kazakhstan training in camps run by 
the so-called Islamic State.18 On the same day, the editorial staff received an email from CERT under 
the Ministry of Communication and Information of Kazakhstan with a request to remove this mate-
rial, stating that it violates Kazakhstan’s laws; Kloop.kg refused to remove the article, after which the 
authorities in Kazakhstan blocked the website.19 On December 10, the SCA sent a notice to all ISPs 
in Kyrgyzstan to block access to the article within two days.20 Within five days, access to the site was 
blocked from the state-owned Kyrgyztelecom and two of the biggest mobile operators, Beeline and 
Megacom. The SCA also apparently instructed Prohost, the hosting provider for Kloop.kg, to discon-
nect service to the entire site if the content was not removed.21 The SCA stated that the order was 
sent following a request from the Prosecutor General’s office.22 Later, however, the SCA announced 
that they had withdrawn the order to block the article, and the access to the site was restored.23

On May 13, 2013, the parliament passed amendments to the law “On Counteraction to Extremist 
Activities,” originally passed in 2005, which allow the government to order the blocking of websites 
hosted outside the country if the government recognizes the content as “extremist” (previous leg-
islation for blocking extremist content was based on where the website was hosted, rather than 
from where it could be accessed).24 These amendments gave rise to criticism from parliamentarians 
who noted that in order to make the amendments consistent with other legislation, online content 
should be included in the category of mass media, a proposal which parliamentarians have raised 
a number of times and which would give the government greater control over online content.25 At 
the same time, these amendments were intended to make the process for blocking websites more 
transparent, since they oblige corresponding bodies to publish the list of blocked resources on their 
official sites.26 As of May 2015, no list of blocked sites has been created.

According to the legal requirements in place under the 2005 statute “On Counteraction to Extremist 

18  Ulugbek Akishev, “Видео “Исламского государства” . Дети из Казахстана угрожают убивать неверных,”  [Video of 
“Islamшс State”. Children from Kazakhstan threaten to slaughter infidels] Kloop (blog), November 24, 2014, http://bit.ly/1Pb5ao3. 
19  “Власти Казахстана просят удалить материал про ‘детей-джихадистов’,”  [Kazakhstans’ authorities ask Kloop.kg to 
remove materials on “children-jihadists”] November 24, 2014 http://kloop.kg/blog/2014/11/24/vlasti-kazahstana-prosyat-
kloop-kg-udalit-material-pro-detej-dzhihadistov/ 
20  Предписание об устранении несоблюдений законодательства в области связи  [Prescription on removal of 
noncompliance to legislation in communication field] Kloop (blog), December 10, 2014, http://bit.ly/1LFwKD1. 
21  Bektur Iskender, Facebook Post [in Russian], December 15, 2015, http://on.fb.me/1Pb5pzi. 
22  Communications State Agency of Kyrgyz Republic (NAS)“Агентство связи не собирается блокировать сайт www.kloop.
kg,” [SCA is not blocking site kloop.kg] December 12, 2014 http://bit.ly/1RD61ML. 
23  Ulugbek Akishev, “Агентство связи Кыргызстана отозвало предписание о блокировке видео на Kloop.kg,”  
[Communication agency of Kyrgyzstan called back their prescription about blocking video on Kloop.kg] Kloop (blog),December 
16, 2014,  http://bit.ly/1VOHV1P. 
24  “Во втором чтении приняты поправки в закон о противодействии экстремистской деятельности”  [The amendments 
to the law “On Counteraction to Extremist Activities” have passed second reading] FOR, February 28, 2013, http://www.for.kg/
news-216159-ru.html.
25  Поправки о закрытии экстремистских сайтов отправили на доработку [Amendments on closing extremist sites are sent 
to revision] November 26, 2012,  http://bit.ly/18eWjdw. 
26  President of Kyrgyzstan, “ЗВ Закон «О противодействии экстремистской деятельности» внесены изменение и 
дополнения,” [Ammendments are made to the law  “On Counteraction to Extremist Activities”] news release, May 13, 2013, 
http://bit.ly/1G9R0R3. 
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Activities,”27 the procedure by which a website can be blocked must first begin with a request to the 
prosecutor.28 After the request is issued, a review committee must be assembled consisting of repre-
sentatives from different organizations (linguistic, religious, legal, and so forth) that can confirm the 
extremist nature of the site. However, members of the committee are appointed by the government, 
calling into question the committee’s independence and level of objectivity. Once confirmation is 
granted, a court issues a judicial decision to block the website. However, the process by which state 
authorities block online content has been inconsistent. 

The government has also sought to restrict access to terrorism-related content. By the end of 2014, 
approximately 25 sites were recognized by the courts as extremist or as inciting national or religious 
hatred. According to the decision of the court, these sites must be blocked within the territory of 
Kyrgyzstan. However, the blocking is not consistent: not all sites are blocked and the blocking varies 
by service provider. According to last amendments to the statute on counteraction to extremist ac-
tivities, the ministry of justice is required to publish the list of blocked sites, but they have not done 
so as of May 2015. 

In February 2015, the State Committee on National Security proposed to implement a procedure 
through which websites could be blocked and registration licenses could be withdrawn without a 
court order.29 Originally, the committee proposed making amendments to the law “On Counterac-
tion to Extremist Activities,” which would allow the State Committee of National Security to send 
a request to the SCA to block certain extremist content, without a court order, and the SCA would 
forward the order to all ISPs. Civil society representatives included in the group protested, referring 
to the section of the constitution which states that human rights cannot be restricted with “sublegal 
acts” and proposed not to introduce extra-judicial blocking but to use existing “special” court pro-
cedures that oblige courts to make blocking decisions within short period of time (3-5 days). The 
debates over these potential amendments were still in progress as of May 2015. 

The independent Central Asian news website Fergana News has been periodically blocked within 
Kyrgyzstan. In June 2011, the parliament passed a resolution instructing the government to block 
the news website based on charges that its content could incite national strife.30 In February 2012, 
the SCA sent letters to all ISPs delineating the requirement to block the news website.31 However, by 
April 2012, only KyrgyzTelecom had implemented the blocking.32 On November 19, 2012, the human 
rights defender organization “Partner Group Precedent,” representing Fergana News, filed a lawsuit 
against the SCA claiming that the ban on the news site violated the right to freedom of expression.33 
During the court hearings, the SCA representative stated that their letter to ISPs requiring them to 
take measures on blocking Fergana News was of a voluntary nature and that ISPs were not forced to 

27  Dmitry Golovanov, “Kyrgyzstan: Extremism Outlawed,” IRIS Merlin, August 2005, http://bit.ly/1Lhfh4I ; “The statute on 
counteraction against extremist activities” as of February 20, 2009. 
28  Representatives of the 10th department explained the procedure to the author in a private interview in December 2011.
29  Ayganysh Abdyraeva,“ГКНБ готовит документ, позволяющий блокировать сайты без решения суда,” [SCNS is preparing 
a document allowing to block web sites without court order] K News,  February 9, 2015, http://bit.ly/1LFxZ56. 
30  “Resolution of Jogorku Kenesh,” Kenesh.kg, June 17, 2011, http://kenesh.kg/RU/Pages/ViewNews.
aspx?id=8&NewsID=2678. 
31  “Пресс релиз Государственного агентства связи при Правительстве Кыргызской Республики” [Press release of the 
State Telecommunication Agency under the government of Kyrgyz Republic], February 22, 2012.
32  “Independent News Website Partly Blocked in Kyrgyzstan,” Radio Free Europe/Radio Liberty, February 22, 2012, http://bit.
ly/1WXZ1wW. 
33  Bakyt Ibraimov, “Kyrgyzstan: News Agency Sues Government Over “Illegal” Ban,” Eurasianet, December 12, 2012, http://bit.
ly/1jkRp9u. 
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block the website.34 In April 2013, the SCA sent official letters to ISPs in Kyrgyzstan confirming that 
they were not required to block the site. Subsequently, all ISPs—including the state one, Kyrgyz-
Telecom—unblocked the site, though the legal status of the original parliamentary resolution is still 
unclear.35

Content Removal 

There were no cases in which the government forced the removal of content online – in most cases, 
content that the government deems illegal is hosted on servers outside of Kyrgyzstan, so ISPs resort 
to blocking the content since they cannot require that the host providers remove it.

Media, Diversity, and Content Manipulation  

Currently there are no specific economic restrictions imposed by the government that negatively 
impact users’ ability to publish content online, or that restrict online media outlets’ ability to remain 
financially sustainable. At the same time, the Kyrgyz blogosphere is not well-developed. There are 
several popular blog-hosting platforms in Kyrgyzstan (such as Namba.kg, Kloop.kg, Diesel.elcat.kg, 
and Taboo.kg), but most blogs focus on entertainment, reprint reports from other news agencies, or 
simply contain a blogger’s personal thoughts on different issues. 

There are no particularly popular blogs specifically devoted to political or social issues. Most blogs 
are in Russian, though some are in the Kyrgyz language, but the latter are not as popular as the 
former. The internet in general has become an important source of alternative information for users, 
but since it is primarily the wealthier segments of the population who can afford to consistently ac-
cess the internet, these are the main participants in online communities. 

Self-censorship exists online to a certain degree, primarily as a result of government restrictions 
against the incitement of national hatred. All posts on forums are strictly moderated to limit this 
type of content, and online journalists and bloggers generally try to avoid issues concerning ethnic 
relations. Amendments to the criminal code signed by the president in May 2014, which introduced 
criminal penalties of up to three years in prison for disseminating false accusations of the commis-
sion of crimes, may also cause an increase in self-censorship among bloggers and investigative jour-
nalists, though it remains to be seen how these amendments will be applied in the online sphere.

Online platforms such as forums and social networks are actively used for manipulating public opin-
ion, usually by trolls hired by different political actors to influence discussions and express favorable 
views. Reportedly, the compensation of a troll for one campaign can be anywhere from US$200–700.

Digital Activism 

Digital activism efforts remain limited in Kyrgyzstan. Perhaps the most successful online mobiliza-
tion campaign of the past few years came in 2012 in response to the proposed legislation titled “On 
protection of children from information threatening to their health and development.” This proposal 
provoked public outrage, and in an effort to bring attention to the issue, many of the largest ISPs 

34  “Kyrgyzstan: News Site Unblocked, Yet Still Illegal,” Eurasianet, May 7, 2013, http://bit.ly/1WXZM91. 
35  “Kyrgyzstan: News Site Unblocked, Yet Still Illegal.” 
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and content providers placed banners over their sites with slogans such as: “ATTENTION! This site 
can be closed. Get to know details and vote against.” The proposal also sparked the internet move-
ment Kyrnet.kg, which conducted advocacy initiatives against the act. Within two months, the site 
had collected approximately 12,000 votes against the act. Furthermore, in a September 2012 meet-
ing with a group of parliamentarians, representatives of Kyrnet.kg showed the results of the online 
vote and explained the act’s shortcomings. The parliamentarians agreed that the act needed further 
elaboration and promised to arrange an extended meeting with all of the parliamentarians who initi-
ated the law for further discussion.36 

Violations of User Rights

While there have been few prosecutions for political or social content posted online in the past, in 
October 2014, journalist Dayirbek Orunbekov was charged for “knowingly disseminating false infor-
mation regarding the commission of crimes” for writing an article online accusing the transitional gov-
ernment in 2010 of being responsible for the victims of the ethnic clashes in southern Kyrgyzstan. The 
court dropped the case due to a lack of evidence, though the Prosecutor General subsequently opened 
a defamation case against the journalist. In addition, the government’s capacity for surveillance of ICTs 
increased with a regulation requiring upgrades to SORM-3 technology, which instructs service provid-
ers to install black boxes on their networks, allowing intelligence agencies unfettered access without a 
court order.

Legal Environment 

The rights to freedom of speech and freedom of expression are legally protected in the new con-
stitution that was approved by referendum in June 2010, and which strengthens the power of the 
country’s parliament vis-à-vis the president. Article 31 of the constitution guarantees the right to 
freedom of thought, expression, speech, and press. Article 29 provides constitutional protections 
over privacy, including private correspondence (by phone, mail, electronics, or other methods), and 
forbids the collection or dissemination of confidential information without an individual’s consent.  
Nevertheless, the judiciary is not independent and remains dominated by the executive branch. Cor-
ruption among judges, who are generally underpaid, is also widespread, hindering the fairness of 
decisions in freedom of expression cases as well as others.

In July 2011, the government decriminalized libel to bring legislation in line with the new constitu-
tion. Nevertheless, “insult” remains a criminal offense and is punishable by a fine. Officials have long 
used libel charges to stifle critical media but have not applied these laws against bloggers to date.37 

The criminal code contains several provisions (Articles 299 and 299-1) that prohibit “inciting national, 
racial, religious or inter-regional hostility.” In some cases, the government has sought to apply these 
provisions in a bid to restrict nonviolent political speech as well. 

On May 17, 2014, the president signed an amendment to the criminal code that criminalizes the 
dissemination of “knowingly false messages about the commission of crimes,” with the stated goal of 
preventing individuals from making such accusations for political reasons or to damage someone’s 

36  Наши лайки работают [Our likes work!], September 17, 2012, http://kyrnet.kg/archives/44.
37  “OSCE Hails Kyrgyzstan decision to decriminalise libel,” The Telegraph, July 19, 2011, http://bit.ly/1G9Sb35. 
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reputation.38 The amendment includes fines and sentences of up to three years in prison. Detracting 
from the progress made through the decriminalization of libel, this amendment could potentially 
have a chilling effect on online journalists and bloggers,39 given that criminal penalties can now be 
levied for such content and that it is unclear exactly how the law will be interpreted. On May 28, 
2014, the Association of NGOs and NCOs (noncommercial organizations) of Kyrgyzstan filed a suit 
with the Constitutional Chamber of the Supreme Court of Kyrgyz Republic, asking the court to rec-
ognize the law as contradictory to the Constitution of the Kyrgyz Republic; however, in a decision 
issued on January 14, 2015, the Court recognized the amendment as constitutional.40

Over the past few years, members of parliament have proposed laws similar to ones passed in Russia 
that restrict civil liberties broadly, and could have implications for freedom of expression as well. One 
of these was an initiative that was almost identical to a law passed in Russia obliging NGOs receiving 
financing from international organizations to register as foreign agents. A draft of the bill was pro-
posed in September 2013 by two deputies in Kyrgyzstan, one of whom is a former ombudsman. Giv-
en the vague definitions in the law, critics worried that all forms of civil activities could fall under this 
law and that NGOs could be shut down without a court decision.41 This initiative was widely debated 
and several international organizations expressed concern about its potential effects on freedom of 
expression and assembly.42 On May 26, 2014, the bill was introduced in parliament, and on March 10, 
2015 it passed a first reading.43 As of May 2015, the bill was still under review in parliament and had 
not yet been passed.

In February 2014, some members of parliament submitted a draft of an anti-gay “propaganda” law, 
similar to the law passed in Russia, which includes criminal and administrative penalties for “pro-
paganda of non-traditional sexual relationships.” The draft received substantial criticism and was 
withdrawn; however, it was submitted again in May 2014 and in October it passed first readings.44 
The draft law includes penalties of fines or imprisonment up to one year for forming positive images 
of non-traditional sexual relationships through mass media or on the internet. The draft was heavily 
criticized by civil society and international organizations as discriminatory, and a petition signed by 
74 international and local organizations was sent to the president and the relevant committees in 
parliament in an effort to prevent the legislation from moving forward. As of May 2015, the bill had 
passed first and second readings, but was still awaiting a third and final reading before being sent to 
the president.

All traditional media outlets must register with the government. In June 2011, the Prosecutor Gen-
eral’s office proposed amending the statute that regulates mass media45 to include online news 

38  Media Policy Institute, “Депутат ЖК инициировала закон, предусматривающего наказание за заведомо ложные 
обвинения, содержащихся в публичных выступлениях, публикуемых в СМИ,” [The deputy of JK initiated the bill, providing 
punishment for deliberately false accusation in public speeches published in mass-media] October 22, 2013, http://bit.
ly/1OxK6GL. 
39  ARTICLE 19 and PEN International, “Joint Submission to the UN Universal Periodic Review of Kyrgyzstan,” June 14, 2014, 
http://bit.ly/1WY0tPV.  
40  Р Е Ш Е Н И Е КОНСТИТУЦИОННОЙ ПАЛАТЫ ВЕРХОВНОГО СУДА КЫРГЫЗСКОЙ РЕСПУБЛИКИ [Decision of 
Constitutional Chamber of Supreme Court of Kyrgyz Republic] January 14, 2015 http://constpalata.kg/wp-content/
uploads/2015/01/Umetalieva-NPO-NKO-111.pdf
41  “А.Токмаков: В Кыргызстане могут определить “иностранных агентов” как в России,” [“Foreign agents” can be 
recognized in Kyrgyzstan as in Russia] CentrAsia, October 11, 2013, http://www.centrasia.ru/newsA.php?st=1381474020. 
42  ARTICLE 19 and PEN International, “Joint Submission to the UN Universal Periodic Review of Kyrgyzstan.”  
43  “Профильный комитет поддержал законопроект об иностранных агентах,” [Profile committee approved the draft law 
on foreign agents] March 10, 2015, http://bit.ly/1L8fh9d. 
44  “Профильный комитет поддержал законопроект об иностранных агентах.” 
45  The law, “On mass-media,” June 16, 2008, http://www.medialaw.kg/?q=node/9.
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websites as a form of mass media, requiring them to have a license and to operate with the same 
responsibilities as traditional media outlets.46 In January 2012, an expert from the Government Office 
seconded the recommendation;47 however, it remains unclear whether online media are to be treat-
ed the same under the law as traditional news media outlets. 

Prosecutions and Detentions for Online Activities 

On October 29, 2014, the first criminal proceeding based on the law prohibiting the “knowingly false 
messages about the commission of crimes” was initiated against journalist Dayirbek Orunbekov, an 
editor for the online news agency Maalymat.kg. Orunbekov was accused of knowingly disseminat-
ing false information about the commission of crimes in his article where he accused members of 
the transitional government of being responsible for the violent ethnic clashes in 2010 in the south 
of Kyrgyzstan. The accusation was initiated by the Prosecutor General’s office, rather than through 
a claim from the injured party, and Constitutional Chamber decided that a journalist could not be 
accused of this crime based on this article. On April 16, 2015, the case was dismissed due to absence 
of corpus delicti (concrete evidence of the crime),48 but the next day the Prosecutor General filed a 
new defamation suit, seeking KGS 1 million (approximately US$ 15,000) in compensation for damage 
to the honor and dignity of the president.49 As of May 2015, this case was still pending.

In February 2012, independent journalist and blogger Vladimir Farafonov was charged with inciting 
national hatred based on his publications on News-Asia.ru, Centrasia.ru and Parus.kg.50 Farafonov 
had written a series of articles that were critical of Kyrgyz politics and which examined the potential 
effects of the 2011 presidential election on the country’s minority populations.51 The charge was 
based on the opinion of a commission convened by the security service, but given the fact that the 
commission was composed of only legal and political experts, Farafonov asked for Russian philology 
experts to review the case. These experts expressed their opinion that Farafonov had used language 
that was tough and sometimes tactless, but not extremist.52 The prosecution had asked for a sen-
tence of 8 years in jail for Farafonov; however, the judge decided to reduce the sentence to a fine 
of KGS 50,000 (approximately US$1,000). The case became widely known and provoked a wave of 
indignation from journalists,53 as there were many cases of similarly tactless expressions by other 

46  “Генпрокуратура Кыргызстана предлагает «законодательно к СМИ отнести интернет-издания и сайты, 
зарегистрированные в зоне kg»,” [Prosecutor General’s Office suggests “to legalize  internet agencies and sites, registered in 
.kg zone, by inclusion them in the list of mass-media”] 24 News, June 6, 2011, http://bit.ly/1jsVNT9. 
47  Nurzada Tynaeva, “Эксперт Аппарата правительства предлагает разработать новый закон «О СМИ», чтобы 
регулировать информагентства,” [The expert of the Government Office suggests to work out the new statute on mass-media 
to regulate information agencies] K News, January 17, 2012, http://bit.ly/1LFChJX. 
48  “В Бишкеке прекращено делопроизводство в отношении обвиняемого за ложное сообщение журналиста,” [The case 
against the journalist accused in dissimination of knownly false message was dismissed in Bishkek] April 16, 2015, http://bit.
ly/1Ougtri. 
49  Media Policy Institute, “Представитель Генпрокуратуры пояснил детали иска против журналиста Д.Орунбекова о 
защите чести и достоинства президента и назвал сумму иска – 1 млн сомов,” [The representative of Prosecutor General 
office clarified details of suit against journalist D. Orunbekov and told claim amount 1 million Som] 24 News, April 22, 2015, 
http://bit.ly/1G21vGr. 
50  ГКНБ Кыргызстана: Экспертиза подтвердила наличие признаков разжигания межнациональной розни в 
публикациях Владимира Фарафонова [SCNS of Kyrgyzstan: commision of experts proved the indications of  national hatred 
incitement in publications of Vladimir Farafonov] 24 News, February 20, 2012, http://bit.ly/1NCy9Rk. 
51  Committee to Protect Journalists, “Kyrgyzstan must drop charges against journalist,” February 29, 2012, http://cpj.
org/x/4989. 
52  “Журналист Владимир Фарафонов обвиняется в разжигании межнациональной розни!” [The journalist Vladimir 
Farafonov is accused in national hatred incitement!] Polit, February 24, 2012, http://polit.kg/newskg/310.
53  “Кыргызстан: После митинга в защиту В.Фарафонова в посольство РФ переданы обращения А.Князева, У.Бабакулова 
и российских соотечественников,” [Kyrgyzstan: After rally in support of V. Farafonov,  petitions of A.Knyazev, U. Babakulov and 
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authors in Kyrgyz language media outlets who received no punishment, indicating that the govern-
ment applies laws selectively.

Surveillance, Privacy, and Anonymity 

Like many former Soviet states, Kyrgyzstan maintains and updates its surveillance technology in line 
with Russia’s practices. Kyrgyzstan’s surveillance network is modeled after Russian System for Oper-
ational-Investigative Activities (SORM) technology, and in August 2012, Kyrgyzstan updated its sur-
veillance network to be on the same level as current Russian interception systems.54 

On June 30, 2014, the government adopted a resolution with new instructions for ISPs and mobile 
service providers to update their systems to the latest version of SORM technology. These instruc-
tions included requirements for service providers to store the data of their subscribers for up to 
three years, and to allow the authorities direct, real-time access to communications networks. Ser-
vice providers are also required to purchase and update their equipment, at their own expense, to 
ensure compliance with the new SORM system.  While there was evidence to suggest this kind of 
abuse of surveillance in the past, these new regulations effectively codify the potential for mass sur-
veillance without judicial oversight. 

In 2010 and 2011, there were several scandals that revealed the abuse of equipment used for inter-
cepting communications. A subsequent study from June 2011 by the non-profit Civil Initiative on In-
ternet Policy (CIIP) analyzed the legislative framework surrounding interception and its enforcement. 
It concluded that there were many gaps in the law that enabled interception equipment to be used, 
and even abused, without sufficient oversight.55 In April 2011, the parliament passed a decision to 
switch off all interception equipment deployed on the premises of mobile phone operators.56 How-
ever, according to reports from September 2011 by members of parliament, the equipment contin-
ues to function.57 

Since February 2012, the CIIP, together with the Kyrgyz State Committee on National Security and 
several human rights organizations, have been working on amendments to the statute on the Con-
duct of Investigations—the body responsible for regulating these issues—that would clarify the cir-
cumstances surrounding the use of interception and provide a more adequate legal framework.

There are currently no strict restrictions on anonymous communication on the internet in Kyrgyzstan. 
Websites do not need to register, encryption software is freely available, and real-name registration 
is not required to post content online. However, on February 17, 2014, the government issued a new 
regulation requiring mobile operators to sell new SIM cards only after they have been registered 

Russian countrymen were submitted to Russian Embassy]  Fergana, February 27, 2012, http://bit.ly/1Zwjz1L. 
54  Andrei Soldatov and Irina Borogan, “Russia’s Surveillance State,”World Policy Journal (2013) World Policy Institute, http://
bit.ly/1cZerr4 . 
55  “Анализ законодательства КР на соответствие применения СОРМ, – предварительное заключение” [Analysis of the 
Kyrgyz legislation, concerning  lawful  using of  interception equipment -preliminary conclusion] Gipi, accessed September 17, 
2012, http://bit.ly/1jsXgZV. 
56  Resolution of Djogorku Kenesh № 332-V as of 15.04.2011, “On switching off mobile operators’ lawful interception 
equipment.”
57  “Дастан Бекешев: В Кыргызстане в компаниях сотовых операторов до сих пор действует система СОРМ,” [Dastan 
Bekesev: Lawful interception equipment still keeps working in mobile operators in Kyrgyzstan] 24 News, September 8, 2011, 
http://bit.ly/1jsXobQ. 
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(previously, SIM cards could be registered within one year of purchase). This new regulation came 
into force on March 8, 2014, making it more difficult for individuals to use ICT tools anonymously.58

Intimidation and Violence 

In general, there is not a significant level of violence or harassment against ICT users in Kyrgyzstan, 
though there have been some isolated incidents related to online activities this year and in the past. 
In January 2015, online journalist Bulat Satarkulov was attacked shortly after covering a potentially 
controversial incident at the international airport. Activist and opposition member Adil Turdukulov 
had been stopped by the border guard service and was prevented from leaving the country on his 
way to the United States, under charges claiming that he owed US$600 in debt to private companies. 
Turdukulov had been scheduled to travel to the United States as part of a delegation of civil society 
activists and representatives of the Kyrgyz government.59 The next day, Satarkulov, who had filmed 
the incident, was attacked near his home as he was returning from the airport. The attackers beat 
him and took away his camera. However, it was not confirmed whether the incident was connected 
to Satarkulov’s coverage of the event.60

In 2014, there were several attacks on journalists, though it is unclear whether the attacks were re-
lated to the individuals’ reporting. In February 2014, a youth group participating in a rally against 
LGBT people burned a photo of Ilya Lukash and called him a “destroyer of family values.” Lukash is 
an active blogger and an advocate for human rights of LGBT people; he has also made statements 
against Kyrgyzstan joining the Eurasian Customs Union and protested in solidarity with the Ukrainian 

“Euromaidan” demonstrations. Following this incident, Lukash wrote on his Facebook page that he 
had been forced to leave Kyrgyzstan because of increasing pressure and harassment.

Technical Attacks

Instances of politically motivated cyberattacks are generally rare, including in the run-up to the 2011 
presidential elections, but they do occur. In 2005, the OpenNet Initiative recorded the extensive use 
of distributed denial-of-service (DDoS) attacks against opposition and news websites, demonstrating 
a precedent for such attacks.61 In September 2011, there was one incident of hackers defacing Kabar.
kg, the online government news agency website, but this did not significantly obstruct the agency’s 
work. In March 2012, the social entertainment resource Namba.kg experienced a DDoS attack that 
was apparently part of an extortion attempt.62 In the same month, the news agency Vesti.kg also 
reported a DDoS attack on its site,63 presumably because they had been republishing articles from 
Fergana News, though the motive remains unconfirmed. 

58  NAS, “Об утверждении Правил оказания услуг подвижной радиотелефонной связи,”  [On approval of regulations of 
mobile telecommunication services] press release, February 25, 2014, http://bit.ly/1G9UmDN. 
59  The Kyrgyz Committee for Human Rights, “Adil Turdukulov could not fly in the US,” press statement, January 25, 2015, 
http://bit.ly/1Pb9iUY. 
60  “Кыргызского оппозиционера не выпустили за границу,” [Kyrgyz oppositioner was not allowed to come abroad] Azattyk,  
January 25, 2015,  http://bit.ly/1GEDBLO. 
61  OpenNet Initiative, “Country Profile: Kyrgyzstan,” December 18, 2010, http://opennet.net/research/profiles/kyrgyzstan. 
62  As reported by the blog at: “Why Namba did not work over the weekend,” Namba (blog),  http://blogs.namba.kg/post.
php?id=116481.
63  Anna Yalovkina, “Редактор “Ферганы”: Трудно судить, связаны ли DDoS-атаки на “Фергану” и “Вести”,” [Editor of 
Fergana: It’s hard to judge whether DDoS attacks on Fergana and Vesti are related] VG, March 29, 2012, http://bit.ly/1VOKtx0. 
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During 2012 there were several incidents of cyberattacks on government sites. The sites of the 
ministry of defense (Mil.kg), the State Communication Agency (Nas.kg), and the main portal of the 
government (Gov.kg) were defaced at different times. However, these attacks were attributed to the 
overall weak security of the sites, rather than to attacks by the opposition, and all attacks were made 
automatically by finding vulnerability in the website. On August 24, 2014, the government portal 
was hacked again.64 According to researchers, the server had been infected with Chinese malware in 
2013 that was still active at the time of the attack.

64  Anna Yalovkina, “Взломан сайт правительства Кыргызстана,”  [Web site of the government of Kyrgyzstan is hacked] VG, 
August 24, 2014,  http://bit.ly/1OuhgIW. 
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Key Developments: June 2014 – May 2015

•	 Dozens of websites remained blocked over the past year, mainly for content related 
to escort services, Israel, gambling, or alleged child pornography (see Blocking and 
Filtering). 

•	 The Ministry of Telecommunications increased internet bandwidth and decreased prices 
for Lebanese users, although internet speeds remain low compared to neighboring coun-
tries (see Availability and Ease of Access).

•	 The Cybercrimes Bureau continued to harass activists and journalists for their social me-
dia activity. In one case, security forces misled Karim Hawwa into entering the bureau and 
subsequently detained him for four days for sharing a political article (see Prosecutions 
and Detentions for Online Activities).

•	 Several news agencies and government municipalities had their websites hacked, with 
assailants threatening to delete historical archives (see Technical Attacks).

Lebanon
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 14 13

Limits on Content (0-35) 12 12

Violations of User Rights (0-40) 21 20

TOTAL* (0-100) 47 45

* 0=most free, 100=least free

Population:  5 million

Internet Penetration 2014:  75 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Partly Free
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Introduction

Conditions for internet freedom in Lebanon remained somewhat static over the past year, with minor 
improvements in infrastructure and a decrease in violence against internet users. Disagreements 
among Lebanon’s political and sectarian groups about the handling of the Syrian crisis have led to 
an increase in hate speech on social media. Overall, the country witnessed a significant drop in vi-
olence compared to last year, although political uncertainty and economic stagnation continued. A 
new Council of Ministers was formed in February 2014 after 10 months without a government, and 
the end of Michel Sleiman’s presidential term in May resulted in another protracted power vacuum. 
That November, parliament voted to extend its own term until 2017, justifying the move on security 
concerns related to the conflict in neighboring Syria.1 The decision marks the second time parlia-
ment has delayed new elections, which were originally due in June 2013. Nongovernmental organi-
zations led protests against the decision in front of the parliament building in Beirut.2 

Lebanese activists continued to effectively employ social media for advancing causes on digital 
rights, as well as for dealing with political, social, and humanitarian issues related to the plight of 
Syrian refugees. However, activists and journalists face potential arrest, interrogation, and threats of 
bodily harm for online posts critical of public officials or the army. The Bureau of Cybercrime and In-
tellectual Property Rights (Cybercrime Bureau), in particular, remains highly active in targeting activ-
ists, often in a manner that demonstrates little respect for the rule of law. In November 2014, Karim 
Hawwa reported to the bureau after he had been told he purchased a stolen smartphone, but he 
was instead detained for four days for sharing of a news article on his Facebook page that accused 
the interior minister of wrongdoing.

Lebanese citizens have historically boasted a strong tradition of freedom of the press and media 
pluralism. With respect to information and communication technologies (ICTs), however, the country 
has struggled to keep up with its more technologically advanced neighbors in the Arab world. A lack 
of competition in the ICT market has plagued innovation and development, although improvements 
to bandwidth and lower prices were seen over the coverage period. While online censorship is rare, 
websites owners, particularly news sites, often receive requests from courts to remove content that 
may be seen as defamatory. In total, 50 websites were blocked over the coverage period, mainly for 
content related to escort services, Israel, gambling, or alleged child pornography. Surveillance re-
mains a strong concern in the country, particularly given the impunity of the security forces. 

Obstacles to Access

Lebanon continues to struggle with poor telecommunications infrastructure, slow speeds, an urban-ru-
ral divide, and a lack of competition in the ICT sector. The state company Ogero maintains a monopoly 
over internet services in the country, while two state-owned mobile phone companies essentially split 
the mobile market between themselves. The country’s ICT development has been consistently stalled by 
mismanagement and political tensions, although there were some signs of improvement over the past 
year. 

1  “Lebanon profile – Timeline,” BBC News, April 29, 2015, http://www.bbc.com/news/world-middle-east-14649284. 
2  “Lebanon Parliament Extends Term,” NOW, November 5, 2014, http://bit.ly/1xc8EeT. 
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Availability and Ease of Access   

According to the International Telecommunication Union (ITU), internet penetration in Lebanon was 
recorded at 75 percent at the end of 2014, up from 30 percent five years earlier.3 Lebanon ranked 
6th in the Arab world and 62nd globally in the ITU’s ICT Development Index (IDI).4 However, internet 
speeds are relatively slow in the country.5 One of the main reasons for slow internet is Lebanon’s old 
infrastructure. Although the country commissioned a new fiber-optic network in 2011 at a cost of 
$55 million, reports indicate the network may not yet be in use, apparently due to a lack of bureau-
cratic approvals by the new administration under Telecommunications Minister Boutros Harb. The 
ministry stated that contractors made several errors in laying down the 4,000 kilometers of fiber-op-
tic cables, which it has set out to fix.6

Prices for internet access are set by the government. A decree by the Ministry of Telecommunica-
tions lowered fees on broadband by 44 to 68 percent as of July 2014, depending on bandwidth 
rates.7 That same month, mobile phone providers expanded the capacity of broadband bundles be-
tween 55 percent and 300 percent without changing the initial prices. Therefore, the 500 megabyte 
bundle was offered for a fixed price of $10, excluding TVA for both fixed and prepaid mobile users.8 
ISPs cannot lower prices unless a decree is issued by the Ministry of Telecommunications.9 Tariff de-
cree number 6297, adopted on November 9, 2011, allowed for 20 percent discounts on DSL prices 
in educational institutions, and decree number 8058, issued on April 25, 2012, made internet free 
between midnight and 7a.m. and all day in public parks.10 

The Ministry of Telecommunications reported that 400 new 3G antennas were installed in December 
2013, and an additional 900 antennas, more frequency, and a third channel are in progress as part 
of a plan to increase 3G coverage.11 Despite the ministry’s slow response to much-needed repairs 
and upgrades outside of major urban areas, some progress has been achieved in the past year. For 
instance, in an attempt to curb the internet penetration disparity between urban and rural areas, a 
recent initiative called “the Dari bundle” allows some 200,000 citizens living in 210 remote towns 
with no access to DSL to get free phone sets and monthly mobile internet pricing equal to the fixed 
DSL price.12 Nevertheless, some 300 villages in the rural regions of Keserwan, Batroun, Nabatiyeh, 
and Bekaa still lacked access, mainly due to a lack of a fixed telephone network in the area.13 Many 
in Lebanon, particularly in rural areas, experienced constant cuts to telecommunications services due 
to harsh weather conditions and energy cuts.

3  International Telecommunication Union, “Percentage of individuals using the internet,” 2015, http://www.itu.int/en/ITU-D/
Statistics/Pages/stat/default.aspx. 
4  International Telecommunication Union, Measuring the Information Society Report 2014, http://bit.ly/1NUbnkf . 
5  Ookla, “Ookla Net Index”, April, 10, 2015, http://www.netindex.com/download/2,104/Lebanon/
6  Livia Murray,”Four reasons Lebanon’s internet is so slow,” Executive Magazine, April, 8, 2015, http://bit.ly/1aufiXc. 
7  Telecommunications Regulatory Authority, Annual Report 2014, [in Arabic]  http://www.tra.gov.lb/Annual-reports. 
8  Telecommunications Regulatory Authority, Annual Report 2014, [in Arabic]  http://www.tra.gov.lb/Annual-reports. 
9  Livia Murray,”Four reasons Lebanon’s internet is so slow,” Executive Magazine, April, 8, 2015, http://bit.ly/1aufiXc.
10  Ministry of Telecommunications, Progress Report 2013, http://www.mpt.gov.lb/documents/AnnualReports/MOT_brochure_
en-corr.pdf
11 Ministry of Telecommunications, Progress Report 2013, http://www.mpt.gov.lb/documents/AnnualReports/MOT_brochure_en-
corr.pdf. 
12  Caretaker Telecoms Minister Nicolas Sehnaoui, Facebook page, January 20, 2014,  http://on.fb.me/1bEu47U.
 These Lebanese Regions have no access to internet till Further] ،«رخآ راعشإ ىتح تنرتنإلا نم ةمورحم ةينانبللا قطانملا هذه»  13
Notice],  Annahar,  April, 9, 2015, http://bit.ly/1UC5O1o. 
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Restrictions on Connectivity  

The Lebanese government maintains a monopoly over the internet backbone, as well as over the 
fixed and mobile telephone industry in general, allowing it to exercise tight control over internet 
service providers (ISPs). Lebanon has three international border gateways—in Beirut, Jdeideh, and 
Tripoli—where three underwater fiber-optic cables connect the country via the IMEWE, Cadmos, and 
Berytar cables.14 The gateways are operated by Ogero, a state company headed by Abdulmenaim 
Youssef who, in an apparent conflict of interest, also occupies a position within the Ministry of Tele-
communications that oversees the operations of Ogero.

ICT Market 

The Lebanese telecommunications industry is government-owned and tightly regulated. In addi-
tion to running the backbone, Ogero sets internet prices and shares in the management of online 
subscriptions, together with two dozen private ISPs.15 Lebanon has two government-owned mobile 
phone companies, Alfa and Touch, which are run by the private companies Orascom Telecom Hold-
ings and Zain, respectively.16 Because the government sets prices and issues permits for the number 
of subscriptions allowed, there is little competition in the industry, and the two companies split the 
market evenly between themselves.17 The fixed-line telephone and internet network is owned and 
operated by Ogero, from whom all companies must purchase services.

Since no law regulates their licensing, private ISPs currently obtain a permit by decree from the Min-
istry of Telecommunications.18 Crucially, political influence can significantly interfere with the alloca-
tion of contracts to private ISPs and mobile phone operators.19 

Regulatory Bodies 

Lebanese media and telecommunications laws are regulated by three semi-independent advisory 
bodies that report to the Council of Ministers. The National Council for Audiovisual Media and the 
Committee for Establishing Model Bylaws and Practices deal mainly with audiovisual media (TV, ra-
dio, and satellite), while the Telecommunications Regulatory Authority (TRA) is responsible for liber-
alizing, regulating, and developing the telecommunications sector. Overall, the three bodies remain 
largely powerless and fail to live up to their expectations as independent regulators in a modern 
state. While in theory the TRA is independent from the government, in reality, dominant Lebanese 
political groups possess a great deal of influence over the institution, often rendering it powerless.20 
For this reason, the Ministry of Telecommunications remains the strongest player in the ICT domain. 
In fact, the past three telecommunications ministers have gone so far as to claim that the TRA has 

14  Livia Murray,”Four reasons Lebanon’s internet is so slow,” Executive Magazine, April, 8, 2015, http://bit.ly/1aufiXc.
15  Telecommunications Regulatory Authority , “Facts and Figures,”  December 2011,  http://www.tra.gov.lb/Market-Data-
Facts-and-figures. 
16  Touch, “About Us,” http://bit.ly/1MhupRM;  Alfa, “About Alfa,” https://www.alfa.com.lb/aboutus/companyinfo.aspx.  
17  “The Next Step,” The Business Year, http://www.thebusinessyear.com/publication/article/2/48/lebanon-2012/the-next-step. 
18  According to the Telecommunications Regulatory Authority (TRA), it is TRA’s prerogative to assess and grant license to 
ISPs, but the past three ministers of telecommunication have considered that the TRA has no legal authority to do so, and the 
ministry has used an old law as a basis for their right to grant such license. See below for conflicts between the TRA and the 
Telecommunications Ministry.    
19  Jad Melki, et. al., Mapping Digital Media: Lebanon, Open Society Foundations, May 2012, 89, http://osf.to/1EOX3Kt. 
20  Jad Melki, et. al., Mapping Digital Media: Lebanon, Open Society Foundations, May 2012, 34 and 82.
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no real authority, given that the law establishing its powers has not yet been implemented.21 Tellingly, 
since its launch in 2007, many of the TRA’s objectives have not been met, namely the transition from 
analog to digital networks and the privatization of the telecommunications sector. Yasser Fneish, 
senior interconnection expert at TRA, noted that the committee is finalizing a request for proposals 
(RFP) to purchase the adequate equipment for the digital broadcasting network.22 Similarly, the Leb-
anese National Committee for Transition to Digital TV has announced its work plan and launched 
operations to complete the transition by June 17, 2015. However, many of these issues will likely be 
held up by political disputes and more pressing security issues.

Limits on Content

Lebanon does not engage in significant filtering of internet content. Some 50 websites were blocked 
over the coverage period, mainly for content related to escort services, Israel, gambling, and alleged 
child pornography. Websites owners, particularly news sites, often receive requests from courts to re-
move content that may be seen as defamatory. Despite these limitations, Lebanon retains one of the 
most diverse digital landscapes in the Arab world, and several nongovernmental organizations engage 
in digital activism on political and social issues.

Blocking and Filtering 

From 2013-14 to 2014-15, the number of websites blocked by the Lebanese government dropped 
from 64 to 50.23 Among the remaining websites blocked were:

•	 23 websites related to escort services, blocked in accordance with articles 523 and 524 of 
the penal code; 

•	 11 Israeli sites, blocked in accordance with decree number 12562 issued April, 19, 1963 
which called for the boycotting of Israel; 

•	 8 gambling websites, blocked according to Law 417 of 1995, which gives the “Casino Du Li-
ban” exclusive rights to investing in gambling; 

•	 5 pornographic websites which allegedly promoted child pornography; 

•	 2 websites for breeching copyright, following a request from the U.S. government;

•	 1 website, identified as being a forum for Lesbians in the Arab region, was blocked. Article 
534 of the penal code criminalizes “sexual intercourse contrary to the order of nature” with 
up to one year in prison and has been used to prosecute LGBT individuals.24 

While many of these blocking orders have legal rooting, the order to block six pornographic web-
sites for alleged child pornography drew the ire of some digital rights activists in the way that they 

21  Sami Halabi, “Redialing discord?” Executive Magazine, July 3, 2011, http://bit.ly/1JUw5xC. 
22  Yasser Fnesih, senior interconnection expert at the Telecommunications Regulatory Authority, February 7,2014, Beirut, 
email interview. 
23  Social Media Exchange, “Mapping Blocked Websites in Lebanon 2015,”March, 26, 2015, http://bit.ly/1NiBh2Z. 
24  Sophie Chamas, “The fight goes on for Lebanon’s LGBT community,” Al Monitor, June 15, 2015, http://www.al-monitor.com/
pulse/originals/2015/06/lebanon-lgbt-gay-rights-article-534-helem-legal-agenda.html. 
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were chosen.25 The order to block the sites came after an alleged child molester in Lebanon was 
reported to the Bureau of Cybercrimes from a police station in Manchester, UK, which stated that the 
owner of the IP address in Lebanon was molesting a child in Manchester by sending her pictures of a 
sexual nature. Sources from the Bureau of Cybercrimes who were present during the interrogation of 
the accused individual revealed that the websites were chosen to be blocked because they appeared 
in the browser history of his personal laptop, rather than due to their publication of child pornogra-
phy.26 A prominent Lebanese blogger and social media expert wrote that the websites were among 
the most famous pornographic websites worldwide and were unlikely to feature child pornography, 
given that they are not censored in other countries that ban child pornography.27 

In order to block a website in Lebanon, a court order must be issued. Commonly, the court receives 
a complaint and files it with the Cybercrimes Bureau for further investigation, later issuing a final 
order to the Ministry of Telecommunications which blocks the websites through Ogero. Website 
owners are not notified that their websites are being blocked and must appeal the blocking within 
48 hours in order to have it overturned. 

YouTube, Facebook, Twitter and international blog-hosting services such as Wordpress and Blogger 
are freely available. In fact, Facebook, Google, YouTube, Microsoft’s Live.com, Twitter, and Wikipe-
dia rank among the top 10 most visited websites in Lebanon.28 While most social media and com-
munication apps are available in Lebanon, certain Voice over Internet Protocol (VoIP) applications 
are blocked on an inconsistent basis in line with the 2002 Telecom Act.29 VoIP services are mainly 
blocked because they cut into government revenues generated by international phone calls. In 2010, 
the government-owned phone company Ogero installed equipment to block VoIP throughout the 
network, but subsequently backed down under pressure from businesses, civil society, and poli-
ticians. Furthermore, only certain VoIP services are blocked, such as Vonage, while Skype is freely 
accessible.30 No clear government decision on the matter exists and the law banning VoIP remains 
in place, though its implementation remains vague and inconsistent. Recently, the telecoms ministry 
noted that it plans to allow private operators to sell VoIP services if they agree to share revenues 
with the state.31

While speaking at the Arab Internet Governance Forum in November 2014, Suzan Hajj Hobeiche, the 
head of the Cybercrimes Bureau, stated that the bureau was monitoring terrorist content in light of 
the rise of the Islamic State, and possessed the ability to filter such content.32 Digital media special-
ists in Lebanon have expressed doubt over the bureau’s abilities in this regard, though the govern-
ment’s intention to filter the web is cause for concern. 

25 Samir Kassir Eyes, «لافطألاب شرحتلا ةحفاكم راطإ يف ةيحابإ عقاو ةتس بجحب رمأت ةماعلا ةباينلا»,[General Prosecutor Orders 
the blocking of Six Porn sites], Skeyes Center for  Media and Cultural Freedom, September, 2, 2014,  http://www.skeyesmedia.
org/ar/News/Lebanon/4728. 
26  Eyes, «لافطألاب شرحتلا ةحفاكم راطإ يف ةيحابإ عقاو ةتس بجحب رمأت ةماعلا ةباينلا», [General Prosecutor Orders the blocking 
of Six Porn sites]. 
27  Imad Bazzi, «؟نانبل يف ةيحابإلا عقاوملا تبجح اذاملو فيك» [How and Why Six Porn Websites were Banned in Lebanon], 
September, 3, 2014, http://trella.org/4234. 
28  Alexa, “Top Sites in Lebanon,” accessed March 1, 2013, http://www.alexa.com/topsites/countries/LB. 
29  Imad Atalla, “Lebanon is stifling your digital freedom,” The Daily Star, June 8, 2010, http://bit.ly/1QoURu9.. 
30  Telecoms 2013 Progress Report, January 3, 2014, http://bit.ly/1oa28kP.
31  Telecoms 2013 Progress Report, January 3, 2014, http://bit.ly/1oa28kP.
32  Dhouha Ben Youssef, “Arab IGF III: What we will remember,” Nawaat, December 3, 2014, http://nawaat.org/
portail/2014/12/03/arab-igf-iii-what-we-will-remember/. 
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Content Removal 

While filtering remains rare, there have been limited incidents in which government security officials 
pressured individuals and ISPs to remove certain comments—mainly criticism of government offi-
cials or the army—from social media pages, blogs, or websites. One of the most prominent instances 
over the past year took place in November 2014, when Judge Nadim Zwein issued a decree obliging 
the newspaper Al-Akhbar to remove a report from its website discussing corruption at the American 
University of Beirut (AUB) in response to a request from the university.33  

Meanwhile, online media outlets and blogs usually have a disclaimer on their comment section 
making clear that they may remove any comments that include foul language or fall outside of the 
ethical codes. According to one expert, there is no law that clarifies who can be held liable for user 
generated content, such as comments.  Nonetheless, there have no recent cases of intermediaries 
being prosecuted.34

Media, Diversity, and Content Manipulation  

Despite evidence of some filtering, taboo subjects that would normally be banned from mainstream 
media outlets, such as pornography, content supportive of Israel, and sectarian hate speech, are 
generally available online. However, self-censorship is prominent in the blogosphere and in the 
country’s top media outlets, which are owned by powerful figures from all sides of the political spec-
trum. Users often fear repercussions from the government or certain political and sectarian groups. 
LGBTI forums are usually banned in Lebanon in accordance with the penal code, which considers any 
act of advertising or supporting LGBTI issues as a crime. 

Online advertising in Lebanon has grown in recent years but remains relatively weak, partly due to 
the slowness and unreliability of the internet. In addition, advertising agencies have yet to grasp the 
internet as an advertising platform, and local websites remain ill-equipped to handle sophisticated 
online ads.35 Whereas affluent politicians are known to purchase bulk subscriptions to newspapers 
and magazines in order to influence coverage, online advertising remains too small of a sector to be 
targeted by political groups and businesses. In fact, the majority of advertising revenue continues to 
go to television and other traditional media, while online sources make up two percent of the total 
advertising market.36 

Lebanese users have access to a wide variety of local and international information sources. Reflect-
ing Lebanon’s pluralistic society, Lebanese media is highly partisan and controlled by the dominant 
political-sectarian actors, mainly through direct ownership of prominent media outlets.37 For exam-
ple, former prime minister Saad Hariri owns Future TV, al-Mustaqbal, the Daily Star, and a host of 
other online and offline media outlets. Similarly, Speaker of Parliament Nabih Berri owns National 
Broadcasting Network and its affiliates, while Hezbollah controls a vast network of media outlets, in-

33  Samir Kassir Eyes, « ينورتكلإلا اهعقوم نع ريرقت ةلازإ «رابخألا» ةديرج مزلُي ةلجعتسملا رومألا يضاق», [Judge forces Al Akhbar 
Newspaper to remove a Report from its Website], Skeyes Center for  Media and Cultural Freedom, November 21, 2014, http://
www.skeyesmedia.org/ar/News/Jordan/4874. 
34  Interview with President of ICT committee in the Beirut BAR association and Dr. Charbel Kareh, Head of communication 
committee in Internet Society - Lebanon chapter, April, 8, 2015.
35  Elias Sakr, “Online advertising untapped in Lebanon,” The Daily Star, April 20, 2012, http://bit.ly/1Q1IH9T. 
36  Elias Sakr, “Online advertising untapped in Lebanon,” The Daily Star, April 20, 2012, http://bit.ly/1Q1IH9T.
37  Melki et. Al., Mapping Digital Media: Lebanon, 21-22. 
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cluding al-Manar TV and al-Nour radio. The heads of these media outlets are chosen by these dom-
inant political figures, and their news content clearly advances a particular partisan message. While 
ensuring plurality, this also creates a climate in which the public sphere is dominated by the agendas 
of powerful political-sectarian leaders and their allies, suffocating the voices of those who fall out-
side the main groups.38 At the same time, politicians are known to bribe the few independent news 
outlets and journalists that do exist, particularly during election periods.

Digital Activism 

Civil society groups have used social media widely and effectively to mobilize support for their caus-
es related to LGBTI rights, women’s rights, press freedom, and prisoners’ rights. Over the past year, 
activists used social media to lobby in support of the right to civil marriage,39 including the right to 
register children in civil marriages. Activists also revealed contradictions in Minister of Interior Nuhad 
el Mashnouk’s statements in support of civil marriage before he became a minister.40 Social media 
further helped activists mobilize demonstrations against the second extension of parliament’s term.41 

Violations of User Rights

Lebanon’s weak legal environment, overzealous interrogations by the Cybercrime Bureau, and ongoing 
surveillance remained a grave threat to user rights over the past year. The country continues to lack a 
legal framework for online media, instead applying harsh defamation laws have been used to curtail 
investigative reporting and criticism of public authorities. While no users were reportedly sentenced to 
jail time over the coverage period, the Cybercrime Bureau continued to interrogate and detain individ-
uals for their online speech, largely as an intimidation tactic. The pervasive power of the security forces 
is also apparent in the realm of surveillance, where blanket requests for user data have resulted in high 
profile political disputes between rival factions. 

Legal Environment 

The Lebanese constitution guarantees freedom of expression as well as freedom of the press, al-
though those rights have not always been respected in practice. Violations of press freedom typically 
receive an immediate and passionate reaction from the public, serving as a powerful check against 
the government’s actions in this domain. However, no specific legal provisions relate specifically to 
online speech, and many have been anticipating a new law for over a decade. Meanwhile, courts 
apply these and other traditional media laws to the online sphere in an inconsistent and often con-
tradictory fashion.42 This has produced a confusing legal environment with overlapping jurisdictions 
and contradictory laws governing online content, including the civil laws, penal code, publications 
law, audiovisual law, elections law, and military code of justice.43 Three serious attempts to develop 

38  Melki et. Al., Mapping Digital Media: Lebanon, 56-58.
39  Sophie Chamas, “When weddings become protests: the debate over civil marriage in Lebanon,” National Desert News, 
March 18, 2015, http://bit.ly/1gafxJl . 
40  Asrar Chbaro, “Lebanon Reconsiders Civil Marriage,” Al Monitor, February 5, 2015, http://bit.ly/1OduJ6t. 
41  “Lebanon Parliament Extends Term,” NOW.
42  Melki, et. al., Mapping Digital Media: Lebanon, 86. 
43  Melki, et. al., Mapping Digital Media: Lebanon, 89. 
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new media laws have generated heated national debates in the past three years, although none so 
far have led to any concrete results.44 

From a legal perspective, the most serious threat to internet users and online journalists remains the 
country’s slander and libel laws. Under Article 588 of the Lebanese penal code, defaming the presi-
dent carries a sentence of 3 to 12 months in prison, while defaming the army or other public figures 
carries a sentence of up to 6 months.45 The appeals process is often drawn out and highly politicized. 
In practice, however, most online users targeted with such accusations are quickly released, and the 
cases are usually forgotten or dropped under public or political pressure. However, even if the cases 
tend to wither away with little or no legal action, they almost always generate heated public debates 
and protests. 

Prosecutions and Detentions for Online Activities 

Court trials and prison sentences against individuals for online posts were not common over the 
coverage period. Instead, security forces often detain users or call them in for interrogations, partic-
ularly at the Bureau for Cybercrimes. The bureau was created in 2006 without a formal legislative de-
cree setting out its activities or defining a “cybercrime.”46 In fact, the bureau often acts with little re-
gard to the law. In November 2014, agents misled Karim Hawwa into reporting to the bureau on the 
false claim that he had purchased a stolen smartphone. Instead, Hawwa was detained for four days 
and interrogated regarding the sharing of a news article on his Facebook page accusing Minister of 
Interior Nuhad al-Mashnouk of providing a contract to a company affiliated with Israel.47 Hawwa was 
unable to call a lawyer during the time he was held in custody, and his mother was obliged to bring 
in his personal laptop to the bureau, which authorities did not immediately return to Hawwa upon 
his release.48 

Surveillance, Privacy, and Anonymity 

The laws regulating surveillance and the acquisition of communications data are vague and widely 
disputed. Attempts to develop clear privacy laws and regulations have failed, mainly because of their 
highly politicized nature. Currently, the typical process for acquiring user data involves a request 
from the Internal Security Forces (ISF) to the Ministry of Interior (or from the army to the Ministry of 
Defense), which is then sent to the prime minister for approval. The order is then sent to the tele-
communications minister for execution—although in some instances the latter has refused to hand 
over the data to the ISF. This process was approved by the cabinet of ministries in 2009 as part of an 
agreement to share communications data with security and military officials. However, those who 
dispute this process, particularly the last three telecommunications ministers, cite the need to obey 
privacy laws, and insist that the government’s 2009 decision is limited to metadata and does not 
cover requests for the content of communications and other specific data. During their respective 

44  International Research and Exchange Board, “Development of Sustainable Independent Media in Lebanon,” in Media 
Sustainability Index 2010/2011, (Washington D.C.: IREX, 2012) http://bit.ly/1NqhOyU. 
45  Lebanese Army, “Slander and libel and sanctions in Lebanese law crimes,” [in Arabic], 2010, http://bit.ly/1IYP0Wp.  
46  Legal Agenda, “Bureau of Cybercrimes: An Unorganized Online Censorship,” [in Arabic] http://bit.ly/1KavsU6.  
47  “Cybercrime Bureau’s ever-growing powers threatening freedoms in Lebanon,” Al Akhbar, November 22, 2014, http://
english.al-akhbar.com/node/22605. 
48  Samir Kassir Eyes, « ريزوب مذلاو حدقلا ةمهتب مايأ 4 هفقويو اوح ميرك طشانلا جردتسي ةينورتكلإلا مئارجلا ةحفاكم بتكم 
 Skeyes Center for Media and ,[Bureau of Cybercrimes Tricks Activist Karim Hawwa and arrests him for Four Days] ,«ةيلخادلا
Cultural Freedom, November, 18, 2014 , http://bit.ly/1JWe5Fa. 
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periods in office, the ministers argued that large-scale, broad requests from the ISF should be ac-
companied by a court order. 

Lebanon’s first draft law on personal data protection is reportedly under discussion at the parlia-
ment.49 While ISPs and mobile phone providers are state-owned, observers noted that data was only 
shared with security forces if they received a court order for a limited time interval and a limited 
number of users. Individuals are not usually required to show any form of ID for obtaining a prepaid 
SIM card, however some points of sale required it for security reasons. 

Intimidation and Violence 

Physical acts of violence in retaliation for online speech were rare in Lebanon. One incident was 
reported in January 2015 involving Faisal el-Qassem, an Al-Jazeera journalist based in Beirut and 
known for his opposition to the Assad regime, who was subjected to a massive online and offline 
attack campaign after he shared a picture mocking the achievements of the Lebanese Army on his 
personal Facebook page. The campaign resulted in angry protestors breaking into Al-Jazeera’s of-
fices in Beirut demanding an apology from the Syrian journalist50 and filing a law suit filed against 
him.51

Technical Attacks

As of 2015, the government has not yet published a strategy to defend against cyberattacks, which 
have been on the rise.52 Several government and news websites were attacked over the past year. 
The website of the Lebanese Patriarchy was hacked by unknown assailants in April 2014, who posted 
verses from the Quran.53 The website of the municipality of Zahleh54 was hacked on June 23, 2014, 
while Tripoli’s website was completely erased on June, 11, 2014.55 

The National News Agency website was brought offline for a full day on January, 13, 2015, during 
which it had to suspend news operations.56 The news website Lebanon Debate was subject to a dou-
ble hacking attempt from IP addresses in Lebanon and the United States on March, 24, 2015; how-
ever, the website was able to retrieve its archive and republished under a new domain.57 One of the 

49  Interview with President of ICT committee in the Beirut BAR association and Dr. Charbel Kareh, Head of communication 
committee in Internet Society - Lebanon chapter, April, 8, 2015. 
50  Samir Kassir Eyes, « ّسمي مساقلا لصيف يمالعإلل قيلعت ىلع ًاجاجتحا توريب يف «ةريزجلا» رقم محتقت «ميت اغيموأ» ةعومجم 
 ,[Omega Team breaks Through Aljazeera Bureau because of Journalist Faysal Qassem post about Lebanese Army] ,«شيجلا
Skeyes Center for  Media and Cultural Freedom, September, 29, 2014, http://www.skeyesmedia.org/ar/News/Lebanon/4773. 
51  Samir Kassir Eyes, « مساقلا لصيف يروسلا يفاحصلا قحب ٍّرحتو ثحب غالب ردصُي يزييمتلا ماعلا يماحملا», [General Prosecutor 
Orders the Arrest of Syrian Journalist Faysal Al Qassem], Skeyes Center for  Media and Cultural Freedom, January, 15, 2015, 
http://www.skeyesmedia.org/ar/News/Lebanon/4971.  
52  Telecommunications Regulatory Authority, “Cybersecurity in Lebanon,” http://bit.ly/1eiJpe0. 
53  Samir Kassir Eyes, « ينورتكلإلا يكركب عقوم ةنصرق», [Hacking Bkerki Website], Skeyes Center for Media and Cultural 
Freedom, April, 16, 2014, http://www.skeyesmedia.org/ar/News/Lebanon/4368. 
54  Samir Kassir Eyes, « ينورتكلإلا ةقّلعملا - ةلحز ةيدلب عقوم ةنصرق»[Hacking the Website of the Municipality of Zahle], 
Skeyes Center for Media and Cultural Freedom,June, 23, 2014, http://www.skeyesmedia.org/ar/News/Lebanon/4552. 
55  Samir Kassir Eyes ,» تنرتنألا ةكبش نع َاتقؤم هتلازإو سلبارط ةيدلب عقوم ةنصرق»[Hacking the Website of the Municipality 
of Tripoli], Skeyes Center for Media and Cultural Freedom, June, 11, 2014, http://www.skeyesmedia.org/ar/News/Lebanon/4537. 
56  Samir Kassir Eyes, « مالعإلل ةينطولا ةلاكولا عقوم ةنصرق»[Hacking the Website of the National News Agency], Skeyes Center 
for Media and Cultural Freedom, January, 13, 2015, http://www.skeyesmedia.org/ar/News/Lebanon/4964. 
57  Samir Kassir Eyes, « ةنصرقلل ضّرعتي يرابخإلا «تيابيد نونابيل» عقوم»[Hacking Lebanon Debate Website], Skeyes Center 
for Media and Cultural Freedom, March, 24, 2015, http://www.skeyesmedia.org/ar/News/Lebanon/5061. 
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most well-known Lebanese and Arab blogs, Trella, was subject to a cyberattack on April 11, 2015, in 
which hackers threatened to erase the blog’s archive since 2004.58

58  Samir Kassir Eyes, « 2004 ماعلا ذنم اهاوتحم فذحو ةنصرقلل ضرعتت «اليرت» ةنّودم» ,[Hacking Trella Blog], Skeyes Center for 
Media and Cultural Freedom, April, 11, 2014, http://www.skeyesmedia.org/ar/News/Lebanon/4360. 
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Key Developments: June 2014 – May 2015

•	 Amid political chaos and heightened insecurity, prices for internet connections and SIM 
cards have increased dramatically (see Availability and Ease of Access).

•	 Telecommunications services have been regularly disrupted, particularly in the eastern 
region of the country, since the beginning of fighting between rival militias. Benghazi was 
cut off from all telecommunications networks for almost two months (see Restrictions on 
Connectivity).

•	 Marking one of the first instances of political censorship since the revolution, news web-
site al-Wasat was blocked in February as a result of its frequent anti-government views 
(see Blocking and Filtering). 

•	 The country’s polarized political scene has created an atmosphere of verbal harassment 
and threats, resulting in self-censorship, particularly among social media users (see Me-
dia, Diversity, and Content Manipulation). 

•	 Rule of law has eroded over the past year, resulting in an absence of legal protections 
for online users and widespread impunity for militias and vigilante groups (see Legal 
Environment). 

•	 Threats and attacks on activists and journalists increased, with some brutally murdered or 
kidnapped and others forced to flee Libya. At least six bloggers and activists were assas-
sinated during the coverage period (see Intimidation and Violence). 

Libya
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 18 20

Limits on Content (0-35) 9 12

Violations of User Rights (0-40) 21 22

TOTAL* (0-100) 48 54

* 0=most free, 100=least free

Population:  6.5 million

Internet Penetration 2014:  18 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Not Free
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Introduction

The situation in Libya was tenuous over the coverage period, with an ongoing political crisis and 
fighting between armed militias. A constitutional crisis has been in the making since November 2013, 
when the General National Congress (GNC), elected in July 2012, unilaterally extended its term until 
December 2014.1 Elections were held in February 2014 for a Constitutional Assembly to draft a new 
constitution, and again in June 2014 to select candidates for Libya’s House of Representatives (HOR), 
which was set to replace the outgoing GNC.2 However, after the elections, an Islamist-dominated 
faction of parliamentarians from the GNC boycotted the new HOR and instead launched a challenge 
with the Supreme Court for the HOR’s  dissolution. Violence had been steadily increasing in the 
country after retired general Khalifa Haftar, who later aligned with the HOR, announced an armed 
campaign known as an “Operation Dignity” to rid the country of Islamist militias. Militias in Tripoli, 
tied to the GNC, reacted by launching their own offensive operation entitled “Libya Dawn,” which 
resulted in the destruction of vital infrastructure in Tripoli. A constitutional crisis ensued, in which 
the internationally recognized HOR met in Tobruk—due to continued fighting in Benghazi, its reg-
ular seat—and the GNC continued its activities in Tripoli, where most state institutions are located. 
The Libyan Supreme Court, based in Tripoli, deemed the HOR illegitimate in November 2014. Since 
then, the two sides have been in talks sponsored by the United Nations to formulate a national unity 
government.3

The national crisis has had a devastating effect on internet freedom in the country. Prices for inter-
net connections and SIM cards have soared due to limited availability and difficulties transporting 
goods within the country. Telecommunications services have been regularly disrupted due to attacks 
on power stations and the destruction of infrastructure; the telecommunications network was cut in 
Benghazi for almost two months and the telecom provider Almadar’s mobile network has been of-
fline in the eastern part of Libya since October 2014. Marking the most significant instance of online 
censorship since the revolution, the news site al-Wasat was blocked in February 2014 in response to 
its articles against the GNC and GNC-affiliated militias. The overall lack of rule of law has contributed 
to an environment in which militias have violated basic human rights with impunity. At least six blog-
gers and activists—Tawfik Ben Saud, Sami Elkawafi, Mohamed Bettou, Mohamed el Messmari, Siraj 
Ghatess, and Intisar al-Hasiri were murdered during the coverage period, mainly by Islamist militias 
and extremists. The polarized, fraught environment has led many activists and social media users to 
self-censor. 

Historically, access to the internet was limited to the elite. Thousands of cybercafes sprang up after 
2000, however, eventually offering cheap internet to both urban and rural users.4 Over the following 
decade, the state telecom operator reduced prices, invested in a fiber-optic network backbone, and 
expanded ADSL, WiMax, and other wireless technologies throughout the country.5 In its initial stages, 
there were few instances of online censorship in Libya.6 However, it was not long until the regime of 

1  Middle East Institute, “Libya congress extends its mandate until end-2014,” 2013, http://bit.ly/1NUcUdW. 
2  See Alaa Bayoumi and Alia Chughtai, “Infographic: Explaining Libya’s Election,” Al Jazeera, June 24, 2014, http://bit.ly/
TwWhea.
3  “Libya profile – Timeline,” BBC, June 16, 2015, http://bbc.in/1jTJ1xc. For a full overview of events in Libya, see Freedom 
House, “Libya,” Freedom in the World 2015, January 2015, http://bit.ly/1OSvNg4. 
4  The Arabic Network for Human Rights Information, “Libya: The Internet in a conflict zone,” 2004, http://bit.ly/1GpLE4l. 
5  Henry Lancaster, Libya – Telecoms, Mobile and Broadband, Budde Comm,July 10, 2015,  accessed August 21, 2013, http://bit.
ly/1Owy3Lq.
6  Doug Saunders, “Arab social capital is there – it’s young and connected,” The Globe and Mail, March 5, 2011, http://bit.
ly/1GdIIro.
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Muammar Qadhafi began to target opposition news websites, particularly after the lifting of United 
Nations sanctions in 2003 led to increased access to surveillance and filtering equipment.7 Since the 
overthrow and death of Qadhafi in 2011, the country has witnessed a flurry of self-expression, re-
sulting in an increase in news sites and massive growth in Facebook use.8 However, the 2011 civil war 
and subsequent fighting has taken a heavy toll on the country’s information and communications 
technology (ICT) sector, damaging infrastructure and sidelining an earlier US$10 billion development 
plan that had been set to be complete by 2020.9 Laws that once prohibited criticism of the revolu-
tion that brought Qadhafi to power have been changed to outlaw criticism of the 2011 revolution 
that removed him. In short, significant obstacles to access remain in the country and numerous vio-
lations against user rights were witnessed over the coverage period.

Obstacles to Access

Internet access has been badly affected by the ongoing conflict. Electricity outages and physical dam-
age to infrastructure have limited connectivity. Despite that, there has been an increase in the number 
of internet users, particularly among youth. Quality of service remains poor and the ICT sector remains 
monopolized by state-owned entities. 

Availability and Ease of Access   

Internet penetration has traditionally been very low in Libya. According to figures from the Inter-
national Telecommunication Union, internet penetration was at 17.8 percent at the end of 2014, up 
from 10.8 percent five years earlier.10 Some 350 telecommunications towers in 19 different loca-
tions provide WiMax and other internet services. WiMax subscribers make up the majority of total 
subscriptions in the country according to the latest data published by the government, with some 
448,135 subscribers compared to 149,963 subscribers for ADSL and 76,885 for LibyaPhone.11 Broad-
band was introduced in 2007, although the number of fixed broadband subscriptions was relatively 
low at just over 1 subscription per every 100 inhabitants in 2013, the last year in which data was 
available.12 Since July 2014, WiMax service has been unstable in many parts of the country, especially 
in Benghazi and other cities in the east, due to the destruction of WiMax towers during fighting.13

Mobile phone use is ubiquitous, with over 10 million mobile subscriptions in Libya, representing 
a penetration rate of 161 percent.14 Prices have dropped precipitously since the introduction of a 
second mobile provider in 2003, resulting in greater affordability and opening the market to compe-
tition, although both operators are owned by the state-owned Libyan Post Telecommunications and 
Information Technology Company (LPTIC). By 2013, the price of a prepaid SIM card from the main 
provider, Libyana, was LYD 5 (US$ 4), compared to LYD 1,200 (US$889) in 2003. Smartphones and 

7   OpenNet Initiative, “Libya,” August 6, 2009, http://opennet.net/research/profiles/libya.
8   Intelligent Positioning. “Libya is World’s fastest growing country on Facebook,”November 21, 2011,  accessed May 13, 2015, 
http://bit.ly/1lCyJuP.
9  Lancaster, Libya – Telecoms, Mobile and Broadband. 
10  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014, http://bit.ly/1cblxxY. 
11  Data about internet users in Libya on: LPTIC, Facebook page, accessed May 10, 2015, http://on.fb.me/1LnX6MM. 
12 International Telecommunications Union, “Fixed (wired-) broadband subscriptions,” 2013, accessed August 19, 2014, http://
bit.ly/1cblxxY.
13  “The disruptions of the Internet services in Libya,” [in Arabic] Alwasat News, accessed May 13, 2015, http://bit.ly/1PGIJGq. 
14  International Telecommunications Union, “Mobile-cellular subscriptions,” 2011, http://bit.ly/1cblxxY.
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3G connectivity have been available since 2006, though the prohibitive cost of compatible handsets 
impedes their wider dissemination.15 The service from Almadar, another mobile company, has been 
unreliable in the eastern part of the country since the 2011 revolution, and since October 2014, has 
been permanently down. In turn, prices for a Libyana SIM rose to LYD 25 (US$ 18) due to vandal at-
tacks on Libyana offices throughout the country and a limited number of Libyana offices in Benghazi, 
resulting in limited access to SIM cards in the city.

Similarly, the cost of a home internet connection remains beyond the reach of a large proportion of 
Libyans, particularly those living outside major urban areas. A dial-up internet subscription cost LYD 
10 (US$8) per month, an ADSL subscription was LYD 20 (US$ 16) for a 20 GB data plan, and WiMax 
service was LYD 40 (US$ 31) for a 15 GB data plan, after initial connection fees. By comparison, gross 
national income per capita was US$ 1,078 per month, pushed up by relatively high salaries in oil and 
gas firms.16 Libya Telecom and Technology (LTT) has decreased WiMax connection fees for individual 
users from LYD 160 (US$ 124) to LYD 120 (US$ 93) and from LYD 260 (US$ 202) to LYD 220 (US$ 171) 
for households.17 WiMax modems are in short supply, resulting in high prices for second-hand devic-
es sold on the site Open Souk, Libya’s online marketplace.18

Many foreign and Libyan organizations and individuals in need of reliable internet service have been 
driven towards two-way satellite internet technology. As two-way technology has become more 
popular, connection fees and equipment costs have lowered. Prices were recently at LYD 800 (US$ 
630) for the hardware, while a monthly subscription costs LYD 255 (US$ 210) for a fast connection, 
depending on the number of users.19

Most people access the internet from computers in their homes and workplaces, with mobile phones 
being the next most common point of access. The cybercafe industry was decimated in many parts 
of Libya; instead, cafes and restaurants partner with local internet businesses to offer Wi-Fi hotspots 
with different data plans. The adult literacy rate was last recorded at 90 percent and a wide range of 
websites and computer software is available in Arabic.20 However, limited computer literacy, particu-
larly among women, has been an obstacle to universal access.

The Libyan civil war significantly disrupted the country’s telecommunications sector, with the dam-
age estimated at over $1 billion.21 There have been few improvements to ICT equipment since the 
Qadhafi era, prompting frustrated Libyans to create the Facebook page titled, “I hate Libyan Telecom 
and Technology,” which attracted over 23,000 followers.22 Upgrades have been proposed in an effort 
to respond to demands for increased capacity, such as the laying of the European Indian Gateway 
and Silphium submarine cables,23 the construction of additional WiMax towers,24 the creation of 

15  “Libyana Introduces 3G Services for First Time in Libya,” The Tripoli Post, September 26, 2006, http://bit.ly/1GHB7ME.  
16   The World Bank, “World Development Indicators,” in “Libya,” accessed August 21, 2013, http://data.worldbank.org/
country/libya#cp_wdi.
17  Libya Telecom & Technology, “Now, Libya Max service from Libya Telecom and Technology worth 120 dinars for personal 
rather than 160,” [in Arabic]  accessed July 23, 2013, http://www.ltt.ly/news/d.php?i=188.
18  See Open Sooq, http://ly.opensooq.com/; or Opensooq, Facebook Company Page, http://on.fb.me/1PtWjgm. 
19  See Giga, http://www.giga.ly/; or Giga, Facebook page,  https://www.facebook.com/Giga.ltd.
20  The World Bank, “Literacy rate, adult total (% of people ages 15 and above),” accessed August 21, 2014, http://bit.
ly/1X4HzqA.
21  Lancaster, Libya – Telecoms, Mobile and Broadband.
22  See I hate Libya Telecom and Technology (LTT), Facebook Business Page,  https://www.facebook.com/ihateltt.
23  “The Activation of The New Upgraded Submarine Cable System between Libya and Italy,” The Tripoli Post, December 25, 
2011, http://bit.ly/1jACXK6.
24  “ZTE suggest Libya will boast nationwide WiMax network by Aug-13,” TeleGeography, January 24, 2013, http://bit.
ly/1G6o1hd.
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Wi-Fi hotspots, the installation of a long distance fiber-optic cable within the country,25 and the 
development of next-generation broadband.26 Although there have been many announcements of 
partnerships between Libyan telecommunication companies and foreign companies, such as Alcatel 
Lucent27 and Samsung,28 the status of these contracts are unknown, reflecting the lack of transparen-
cy in the Libyan ICT sector. 

According to Akamai, Libya has the world’s slowest internet speeds at 0.5 Mbps.29 ICT experts say 
this is due to poor infrastructure, a lack of quality of service (QoS), technology constraints, and a 
continued lack of regulations. Furthermore, broadband is not widely available, bandwidth limitations 
exist for fixed-line connections, wireless users face slower speeds due to heavy congestion during 
peak hours, and there is a general lack of resources and personnel to perform maintenance and 
repairs. 

Restrictions on Connectivity  

Since February 2011, Libya has seen repeated shutdowns to internet service due to vandalism and 
technical disruptions. Violent clashes in Benghazi caused the telecommunications network in the 
area to stop working for almost two months during the coverage period.30 The Almadar mobile 
network has not been working in the eastern part of Libya since October 2014.31 Although phone 
services have been restored in some areas,32 power and telecommunication services remain unstable 
with frequent cuts.33 Internet users in Tripoli also noticed slow speeds on Wimax and ADSL services 
in April 2015, a month which also saw disruptions in access. Some users stated on Twitter34 that the 
LTT had deliberately cut off access to restrict the spread of information surrounding events in Trip-
oli,35 while the LTT stated that the blackout was due to an organized attack.36 WiMax service was 
cut for two months in the city of Sirte because of fighting.37 The LTT has not compensated those 
affected by the long service disruptions, creating a sense of dissatisfaction among LTT users in the 
affected cities.

25  “Italian Company to Install Fiber-Optic Network,” Libya Business News, September 29, 2012, http://bit.ly/RbnhMm.
26  Tom Westcott, “Improving Libya’s Internet Access,” Business Eye, Libya Herald,  February 2013, 18, http://bit.ly/1LOQhHm.
27 Callum Paton, “Alcatel Lucent to install high-speed internet link between Benghazi and Tripoli,” Libya Herald, January 28, 
2014, http://bit.ly/1MBHnMc.  
28  Jamel Adel, “Internet services to get a boost with Al-Madar/Samsung agreement,” Libya Herald, April, 16, 2015, http://bit.
ly/1LbiB3o.
29  Douglas A. McIntyre, “Libya Leads the World in Slowest Internet Connection Speeds,” Yahoo Finance, June 30, 2014, http://
yhoo.it/1A08MMR.
30  “Telecommunication services in Benghazi,” [in Arabic] Press Solidarity, January, 17, 2015, http://goo.gl/oCsV3I.
31  See  “The status of Almadar mobile services in Benghazi,” [in Arabic] Alwasat News, November, 11, 2014, http://bit.
ly/1LEWsZg. 
32  “Phone services restored after shutdown,” Libya Monitor, May 6, 2015, http://bit.ly/1OCO5lc; LPTIC, Facebook Post, June 16, 
2015, “announcement of Almadar’s service restoration in Benghazi,” [in Arabic] https://goo.gl/xvXjHA.  
33  Jamel Adel, “Mobile internet services briefly cut across eastern and southern Libya,” Libya Herald, May 5, 2015, http://bit.
ly/1VT4kv1. 
34  Tweets from Libyans reported blockage of Facebook: Ali Tweel, Twitter Post, April 18, 2015, 6:41 PM, http://bit.ly/1NdsLBn; 
James Wheeler, Twitter Post, April 18, 2015, 11:28 AM, http://bit.ly/1k5FLiI; Osama Libyano, Twitter Post, April 18, 2015, 4:40 PM, 
http://bit.ly/1MrcUw3; Rawad, Twitter Post, April 18, 2015, 5:20 PM, http://bit.ly/1PtZapx.
35  “Why Facebook blocked in Libya,” [in Arabic] Alhadath News,  April 18, 2015, accessed July 12, 2015, http://goo.gl/tvFHxs.
36  “LTT claims internet was halted due to attack by 13 international pirates,” Libya Herald, April 28, 2015, http://bit.ly/1PtZgNY.
37  Jason Pack and Haley Cook, “The July 2012 Libyan Election and the Origin of Post-Qadhafi Appeasement,” The Middle East 
Journal 69, no. 2, (Spring 2015): 171-198, http://bit.ly/1LOV1Nl.
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ICT Market 

The state-run Libyan Post Telecommunications and Information Technology Company (LIPTC), for-
merly the General Post and Telecommunications Company (GPTC), is the main telecommunications 
operator and is fully owned by the government. In 1999, the GPTC awarded the first internet service 
provider (ISP) license to Libya Telecom and Technology (LTT), a subsidiary of the state-owned firm. 
Since the fall of the regime, 25 ISPs have been licensed to compete with state-owned ISPs and 23 
VSAT operators have also been established. Many are based in Tripoli and have strong ownership 
ties to the government.38 LIPTC owns two mobile phone providers, Almadar and Libyana, while a 
third provider, Libya Phone, is owned by LTT. 

There has been a noticeable increase in the number of companies and agencies working to provide 
alternative methods to connect to the internet, such as through satellites (VSAT). 39 On the other 
hand, there have been few developments within the mobile market. Although there were plans to 
put Almadar on the stock exchange and to issue the country’s first tender for a private mobile li-
cense, the country has yet to witness any significant liberalization in the sector.40 

Regulatory Bodies 

The post-conflict regulatory environment remains very unclear. There are disputes over the country’s 
governance, which have led to conflicts. During the Qadhafi era, decisions on licensing were made 
by the government-controlled GPTC (now LPTIC).41 After the revolution, the transitional government 
established the Ministry of Communications and Informatics to oversee the country’s telecommu-
nications sector. The ministry runs the sector through two main bodies: the General Authority of 
Telecommunications and Informatics (GATI), formerly the General Telecom Authority, and Libyan Post 
Telecommunications and Information Technology Company (LPTIC), formerly GPTC. GATI is respon-
sible for policymaking and regulations, whereas LPTIC is a holding company for all telecommunica-
tions service providers in the country. Libya’s top-level domain, “.ly,” falls under the responsibility of 
LTT. Registrations are handled by Register.ly42 on behalf of NIC.ly.43

In 2014, the Ministry of Communications and Informatics appointed a committee to draft a new Tel-
ecommunication Act, to set standards for the sector and replace the existing legislation surrounding 
ICT regulations. The act will include also create an independent Telecommunication Regulatory Au-
thority (TRA).44

38  United Nations Economic Commission for Africa, “The Status of Information for Development Activities in North Africa,” 
(paper presented at the twentieth meeting of the Intergovernmental committee of experts, Tangier, Morocco, April 13-15,  
2005) http://bit.ly/1X4OiAG; OpenNet Initiative, “Internet Filtering in Libya - 2006/2007,”  http://bit.ly/1LbkQDM;  “Telecoms in 
Libya, ”[in Arabic] Marefa, accessed August 30, 2012, http://bit.ly/1jAL3Cu.
39  Satellite Providers, “Internet Providers in Libya,” accessed July 12, 2015, http://www.satproviders.com/en/list-of-all-services/
LIBYA.
40  Reuters, “Mobile operators Libyana to be floated,” Libya Business News, September 18, 2013, http://bit.ly/1VT5nuV.
41  Ministry of Justice, “the establishment of the GPTC,” [in Arabic] accessed July, 9, 2015, http://bit.ly/1OSyXk3. 
42  Register.ly, http://register.ly. 
43  NIC, http://nic.ly/ar/index.php. 
44  The Ministry of Communication and Informatics, Libyan National Frequency Plan, accessed July, 10, 2015, http://bit.
ly/1Llbcwk.
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Limits on Content

Limits on content have been rare in Libya since the overthrow of the Qadhafi regime in 2011. The lift-
ing of restrictions has resulted in a diverse online media landscape and an improved market for online 
advertising. Facebook, in particular, has become an important news source for many Libyans; many 
government bodies post official statements directly to the social network. Nonetheless, the quality of 
the content published on these platforms remains poor and highly polarized. Decades of oppressive 
rule and the continued threat posed by militias has contributed to some degree of self-censorship 
among users, particularly on sensitive subjects. 

Blocking and Filtering 

After several years of openness, the first instance of politically motivated blocking since the Qad-
hafi era was seen this year with the blocking of Alwasat.45 The news site, which has published views 
against the GNC and Libya Dawn, was blocked on February 10, 2015 by the LTT, apparently due to 
a legal order from a court in Tripoli. An announcement revealing the blocking order was not made 
until April, when the LTT posted a statement to its Facebook page.46 Human rights activists and so-
cial media users protested the decision using the hashtag “#No2FajrCensorship” on the occasion of 
World Press Freedom Day on May 3, 2015.

YouTube, Facebook, Twitter and international blog-hosting services are freely available. Some por-
nographic websites have been blocked since the end of the civil war based on a decision made by an 
ad hoc Temporary Steering Committee formed after the fall of Qadhafi and the liberation of Tripoli.47 
Prior to the war, “indecency” was prohibited but sexually explicit sites were never blocked. The LTT 
has not unblocked the content, perhaps due to the conservative outlook of some political factions 
vying for influence in the future of Libya. A 2006 law mandates that websites registered under the 

“.ly” domain must not contain content that is “obscene, scandalous, indecent or contrary to Libyan 
law or Islamic morality.”48 

In February 2014, LTT blocked an additional set of pornographic sites and mistakenly blocked the 
Wordpress.com domain for a few days. It was unblocked following requests from Libyan bloggers.49 
On April 18, 2015, Facebook was reportedly inaccessible for a few hours in some areas of Tripoli. 
LPTIC denied responsibility for the interruption, instead releasing a statement reiterating its com-
mitment to free speech and insisting that the interruption had been caused by armed groups taking 
control of the LTT.50

There is little transparency and no legal framework related to the blocking of websites in Libya, as 

45  See “Organizations and media figures and human rights condemns blocking” [in Arabic] Alwasat News, April 8, 2015, 
accessed May 11, 2015, http://bit.ly/1G6sEbk.   
46  See Explanation about blocking “Alwasat News” on LPTIC, Facebook Post, February 25, 2015, http://on.fb.me/1GdNeGm; 
LPTIC’s Statement regarding the blockage of Facebook in Tripoli, LPTIC, Facebook Post, [Arabic] February 22, 2015, https://goo.
gl/PWAlG2; In English, https://goo.gl/iFDX1g. 
47  Libya Herald, “LTT blocks pornographic websites,” Libya Business News, September 13, 2013,  http://bit.ly/1k5Iwki
48  OpenNet Initiative, “Internet Filtering in Libya - 2006/2007,”  http://bit.ly/1LbkQDM ; “Regulations,” Libya ccTLD, accessed 
August 30, 2012, http://nic.ly/regulations.php. 
49  Libyan Internet users reporting inaccessibility to their wordpress blogs; Nezar Abudayna, Twitter Post, February 10, 2014, 
1:19PM, http://bit.ly/1X4QVT3; Abdulrazig Almansori, Facebook Post [in Arabic], February 10, 2014, https://goo.gl/gOwxdF. 
50  See LPTIC’s Statement regarding the blockage of facebook in Tripoli, LPTIC,Facebook Post, [Arabic] February  22, 2015, 
https://goo.gl/PWAlG2; In English, https://goo.gl/iFDX1g.
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regulations have yet to be formulated. Officially, all regulations from the Qadhafi era remain valid. 
When accessing a banned website, users are shown a message from the authorities noting that the 
site has been blocked. As most state institutions are based in Tripoli, the internationally recognized 
House of Representatives (HOR), which is based in Tobruk, does not seem to have access or control 
over the country’s telecommunications services. 

Content Removal 

Authorities do not frequently request private providers or intermediaries to delete content. Rather, 
there are coordinated efforts to “report” Facebook pages for deletion, particularly for political views 
against militias. Separately, many Qadhafi-era government webpages containing information on 
laws and regulations from before the uprising are inaccessible, as is the online archive of the old 
state-run Libyan newspapers. Some of these websites may have become defunct after the officials 
running them were ousted or hosting fees were left unpaid, but others were likely taken down delib-
erately when the revolutionaries came to power.

Media, Diversity, and Content Manipulation  

After a sudden opening of the online media landscape after the fall of Qadhafi, negative trends 
such as self-censorship, verbal harassment, and a lack of quality reporting now characterize Libya’s 
online sphere. The 2011 revolution brought a notable increase in the number of bloggers writing 
within Libya, particularly on issued related to political activism, hope for the future, and government 
criticism. However, a sizable number of Libyan bloggers, online journalists, and ordinary citizens con-
tinue to practice some degree of self-censorship due to continued instability and increasing threats 
and violence against journalists over the past years.51 Social taboos such as sexual abuse or conflicts 
between warring tribes and rival cities are off-limits. Online writers also shy away from expressing re-
ligious opinions for fear of being marked as an atheist or a Shiite sympathizer, both of which can be 
life-threatening. Many commentators avoid criticizing the 2011 revolution, General Haftar, the GNC, 
and Libya Dawn, mainly out of fear of retribution from armed groups and nonstate actors. 

Despite the growth in self-censorship, the online media landscape remains much more diverse than 
in previous years, with few dominant news providers and several privately owned outlets. Many of 
Libya’s online outlets have clear political agendas and lack quality journalism and professionalism, 
instead publishing incitement and propaganda. The low levels of reliability and credibility have made 
it difficult for many to find neutral and objective sources of news about Libya.52

The online advertising market has grown slowly and websites related to the Amazigh (whose lan-
guage was banned under Qadhafi) and other minorities are now flourishing.53 Interestingly, Facebook 
is often the platform of choice for city and even government officials to publish updates and official 
communication. From April 2012 to April 2013, the number of Facebook users in Libya doubled from 
some 400,000 to 860,000.54 The social networking site was the most visited website in the country 

51  Reporters Without Borders,  “2013 World Press Freedom Index: Dashed Hopes After Spring,”  accessed in March 2013, 
http://bit.ly/1bMr3Xz.
52  See Mohamed Eljarh, “The State of Journalism and Media in the New Libya,” Middle East Online, January 12, 2012, http://
bit.ly/1G6txQZ.
53  Tracey Shelton, “Libya’s media has its own revolution,” Global Post, March 18, 2012, http://bit.ly/1OwCwh3.
54  Socialbakers, “Libya Facebook Statistics,” accessed April 10, 2012, http://bit.ly/1VT0zeq; and Ghazi Gheblawi, “Free speech 
in post-Gaddafi Libya,” Index on Censorship, April 22, 2013, http://bit.ly/1VT0Huv.
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and has also become the main source of news about Libya for a large number of users inside and 
outside the country.55  The latest available figures on Facebook use among Libyans recorded some 
25.8 percent using the service in 2014.56

Digital Activism 

Over the past years, Libyans have used Facebook and Twitter to mobilize around a variety of causes. 
Recent campaigns include the “No Extension of GNC” movement, when social media users protested 
the decision of the GNC to remain in power past the transitional deadline of February 7, 2014. The 
move prompted massive protests in Benghazi’s Freedom Square, which quickly spread into violent 
clashes around the country. Since 2014, Libyan activists have promoted democratic values, cam-
paigned against incitement, and dismissed propaganda on Facebook. Most of these campaigns 
started and spread through hashtags, reflecting the impact of hashtag activism on creating change 
in Libya. 

One of these campaigns was #IAmTawfik,57 launched after the death of two young activists in Beng-
hazi. It was created to promote peace and hope in Libya’s future, as well as to show the resilience of 
the country’s youth and civil society in the face of targeted killings of those fighting for a free Libya. 
An online campaign in the lead up to the month of Ramadan asked landlords to decrease rental 
prices for displaced families in Benghazi.58 The campaign was well received and had a notable ef-
fect on the ground. Other trending campaigns included “Say yes to resuming schools in Benghazi;”59 
#MyLibya,60 a social media campaign to show the bright side of Libya; #IWantMyCountryBack,61 
launched on Twitter to express Libyans’ anger at the current state of affairs; and “Benghazi will not 
kneel,”62 a collective online effort to assemble people to the streets for a massive demonstration 
against the Islamist extremist group Ansar Alsharia and affiliated groups in August 2014.

Violations of User Rights

Freedom of opinion, communication, and press are guaranteed by Libya’s Draft Constitutional Char-
ter, released by the Libyan Transitional National Council in September 2011.63 However, delays in the 
drafting of a constitution and the general absence of law enforcement have contributed to weak rule of 
law in the country. The laws that do exist on the books remain, for the most part, carried over from the 
Qadhafi era. The gravest threats to user rights, however, came from armed groups during the cover-
age period. Several online journalists have faced threats and, in some cases, violent attacks due to the 
country’s highly polarized environment. 

55  Alexa, “The Top Sites in Libya,” accessed May 31,  2014, http://www.alexa.com/topsites/countries/LY.
56  Allin1Social, “Facebook Statistics Worldwide,” accessed July 8, 2015, http://bit.ly/1NI1Kcm.  
57  Valentina Primo, “Why Are Libyans Screaming #IAmTawfik?”  Barakabits, October 10, 2014, accessed July, 9, 2015, http://bit.
ly/1NduLJJ; I Am Tawfik, Official Facebook of the campaign, https://www.facebook.com/iamTawfikOfficial.
58  Social media coverage of the decreasing the rental price campaign, May, 2015. Facebook https://goo.gl/WmKlGj; Twitter, 
.https://goo.gl/l7NLfo ,كرابم_كناضمر_كراجيا_ضفخ#
59  Facebook page of the campaign [in Arabic], https://goo.gl/znZNTL.
60   “Amid chaos, Libyans took on the bright side,”BBC Trending, June 11, 2014, accessed July, 9, 2015, http://bbc.in/1NI2myE.
61  “Libyans refuse to give up their country, sharing their feelings with hashtag #IWantMyCountryBack,” Your Middle East, 
December 27, 2014, accessed July, 9, 2015, http://bit.ly/1RbDkFQ.
62  Erin Gallagher, “Libya protests in Benghazi Against Terrorism & Against Extremism,” Revolution News, February 8, 2014, 
accessed July, 7, 2015, http://bit.ly/1GdOA40.  
63  Libyan Transitional National Council, “Draft Constitutional Charter for the Transitional Stage,” September 2011, http://bit.
ly/1RIRpvc. 
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Legal Environment 

Several Qadhafi-era laws remain on the books due to the absence of any significant legal reform in 
the country since the revolution. Harsh punishments remain for those who publish content deemed 
offensive or threatening to Islam, national security, or territorial integrity. A law on collective punish-
ment is particularly egregious, allowing the authorities to punish entire families, towns, or districts 
for the transgressions of one individual.64 Because of their vague wording, these laws can be applied 
to any form of speech, whether transmitted via the internet, mobile phone, or traditional media. 
When new laws have been passed, changes have been cosmetic. In February 2014, the GNC amend-
ed Article 195 of the penal code to outlaw any criticism of the 2011 “February 17 Revolution” or its 
officials, as well as members of the GNC,65 using similar language to that used to outlaw criticism of 
Qadhafi’s “Al-Fateh Revolution.”66 The judiciary has gained in independence since 2012, when, in a 
landmark decision, the Supreme Court of Libya declared a law that criminalized a variety of political 
speech unconstitutional.67 More recently, however, state bodies remain subject to pressure from a 
variety of armed militias.

Prosecutions and Detentions for Online Activities 

Law enforcement was sparse of over the coverage period, due to the ongoing conflict. There were 
no reported arrests of individuals for their online activities over the coverage period, although extra-
legal violence by militias was prevalent (See “Intimidation and Violence”). 

Surveillance, Privacy, and Anonymity 

Uncertainties remain over the actions of domestic intelligence agencies in the new Libya. A July 
2012 report from the Wall Street Journal indicated that surveillance tools leftover from the Qadhafi 
era had been restarted, seemingly in the fight against loyalists of the old regime.68 Others suspect 
that these tools were activated to target those with an anti-Islamist agenda. During an interview on 
al-Hurra TV in March 2012, the Minister of Telecommunications stated that such surveillance had 
been stopped because the interim government wanted to respect the human rights of Libyans. An 
organization representing IT professionals in Libya refuted his remarks in an online statement, saying 
telecom sector employees had confirmed that the surveillance system was reactivated.69 Its status 
in 2014 was unclear. Given the lack of an independent judiciary or procedures outlining the circum-
stances under which the state may conduct surveillance, there is little to prevent the government, 
security agencies, or militias who have access to the equipment from abusing its capabilities. 

The Qadhafi regime had direct access to the country’s DNS servers and engaged in widespread 
surveillance of online communications.  State of the art equipment from foreign firms such as the 

64  IREX, Media Sustainability Index – Middle East and North Africa 2005,  (Washington D.C.: IREX, 2006), 36, http://bit.
ly/1GdOOrH.  
65  Reporters Without Borders, “Free expression in new Libya approached with same draconian Gaddafi-era law,” IFEX, 
February 19, 2014, http://bit.ly/1RbDNYw.
66  Amnesty International, “Three years on, Gaddafi-era laws used to clamp down on free expression,” ReliefWeb, February 12, 
2014, http://bit.ly/1hF31SQ.  
67  Human Rights Watch, “Libya: Law Restricting Speech Ruled Unconstitutional,” June 14, 2012,  http://bit.ly/1jpemIu.  
68  Margaret Coker and Paul Sonne, “Gadhafi-Era Spy Tactics Quietly Restarted in Libya,” Wall Street Journal, July 2, 2012, 
http://on.wsj.com/1jpeCY2.  
69  Libya Telecom & Technology, Facebook post [in Arabic], March 31, 2012,  7:16am, http://on.fb.me/1LN9G5n.
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French company Amesys,70 and possibly the Chinese firm ZTE, were sold to the regime, enabling in-
telligence agencies to intercept communications on a nationwide scale and collect massive amounts 
of data on both phone and internet usage. Correspondents from the Wall Street Journal who visited 
an internet monitoring center after the regime’s collapse reportedly found a storage room lined 
floor-to-ceiling with dossiers of the online activities of Libyans and foreigners with whom they 
communicated.71 

After the capture of Tripoli by armed militias, many concerns have been raised over the role of LPTIC 
in monitoring mobile and internet communication, particularly from individuals in Benghazi. Al-
though LPTIC released an official statement denying the accusations on its Facebook page,72 its in-
volvement in political and security affairs remains vague among many Libyans.73 

Intimidation and Violence 

The breakdown of the rule of law and the growing influence of militias has resulted in a worrying up-
tick in threats and violence against online journalists and activists. Since the end of 2011, the country 
has experienced a wave of killings and attacks against activists and journalists. According to Human 
Rights Watch, most were politically motivated.74 The following cases were reported during the cover-
age period:

•	 Two young activists, Tawfik Ben Saud and Sami Elkawafi, were killed on September 19, 
2014. The identity of the shooter was unknown, but many linked the attacks on armed 
groups and extremists.75 Both were leading bloggers and social media activists involved 
in organizing demonstrations and promoting peace and democracy.

•	 Mohamed Bettou, Mohamed El Messmari, and Siraj Ghatess, three bloggers and activists 
well known for their outspoken support of human rights, were brutally killed in Novem-
ber 2014 in the eastern city of Derna, home to many extremists.

•	 In February 2015, blogger and civil rights activist Intisar al-Hasiri was found dead in her 
vehicle, apparently having been shot in the head.76 Al-Hasiri was an outspoken advocate 
of human rights, rule of law, and democracy in Libya.77

•	 Moez Bannon, a political and social media activist based in Tripoli, has been reported 
missing since July 2014 after he spoke out against the city’s militias.78

70  Ivan Sigal, “Libya: Foreign Hackers and Surveillance,” Global Voices Advocacy, October 26, 2011, http://bit.ly/1k5L2qv.  
71  Paul Sonne and Margaret Coker, “Firms Aided Libyan Spies,” Wall Street Journal, August 30, 2011, http://on.wsj.
com/1KvvJDg.  
72  See LPTIC’s Statement regarding the blockage of Facebook in Tripoli , LPTIC, Facebook Post , April 19, 2015, http://on.fb.
me/1jAS0mY.
73 “LPTIC confusion and political in fighting, chairman abroad since summer,” Libya Herald, January 29, 2015, http://bit.
ly/1Phs4tM.
74  Human Rights Watch, “Libya: Investigate Killing Political Activist,” July 26, 2013, http://bit.ly/1LP2Kel.
75  Chris Stephen, “Teenage peace activists among dead in Libya ‘black Friday’,” The Guardian, September 20, 2014, http://bit.
ly/Z3HZ80.
76  Ajnadin Mustapha and Salem Ali, “Civil rights activist murdered in Tripoli,” Libya Herald, February 24, 2015, http://bit.
ly/1RITaZb.
77  David Sands and Rebecca Jackson, “The Sacrifice of Women Who Participate in Nation Building in the Middle East and 
North Africa,” Democracy Speaks (blog), March 13, 2015, http://bit.ly/1EbdBpg.
78  See “The kidnapping of Moez Banon,” [in Arabic] Alwasat News, July 25, 2014, http://bit.ly/1G6vpJI.
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Tension and conflict has resulted in an overall increase in online hate speech, defamation, harass-
ment, and even death threats. In late 2014, militias and extremists used Facebook to target and si-
lence activists.79 For example, anonymous users set up a Facebook page featuring the names, photos, 
and addresses of Benghazi activists calling for their assassinations and kidnapping. The page was 
taken down after online activists reported it.80 

Technical Attacks

Websites are highly vulnerable to cyberattacks in Libya, with prominent news sites such as Libya Her-
ald employing protection measures against distributed denial-of-service (DDoS) attacks. No similar 
examples were reported during the coverage period. Anti-militia Facebook pages were consistently 
hacked or closed down after mass reporting by users, a significant concerning given that most Liby-
ans consider Facebook to be their main source of news. 

79  Nadia Burnat, “The attempt to silence Libya’s activist generation,” Middle East Eye, February 13, 2015, accessed on 13 May 
2015, http://bit.ly/1GHFuY0.
80  See Radio France Internationale,“Mysterious Facebook “hit list” causes uproar in Libya,”Soundcloud, 4:02,  http://bit.
ly/1MBU2Pt.
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Key Developments: June 2014 – May 2015

•	 In May 2015, the Malawian parliament implemented a 10 percent excise duty on mobile 
phone text messages and data transfers through both internet and mobile services (see 
Availability and Ease of Access).

•	 Anecdotal reports suggest that government officials regularly require editors of online 
news websites take down certain objectionable content (see Content Removal).

•	 Suspected government sponsored trolls quieted down under the new government 
elected in May 2014, suggesting that the strategic pattern of infiltration observed un-
der former presidents was no longer practiced (see Media, Diversity, and Content 
Manipulation).

•	 There were no arrests or prosecutions for online activities during the coverage period, 
compared to Malawi’s former leadership when online journalists were periodically de-
tained and prosecuted for critical articles posted on news websites (see Prosecutions 
and Detentions for Online Activities).

•	 The Consolidated ICT Regulatory Management System (CIRMS)—known locally as the 
“spy machine”—was implemented in March 2015, enabling the communications regula-
tor to access subscriber’s data and communications without judicial oversight (see Sur-
veillance, Privacy, and Anonymity). 

Malawi
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 16 15

Limits on Content (0-35) 11 12

Violations of User Rights (0-40) 15 13

TOTAL* (0-100) 42 40

* 0=most free, 100=least free

Population:  16.8 million

Internet Penetration 2014:  6 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Partly Free
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Introduction

Access to the internet remained the greatest obstacle to internet freedom in Malawi during the cov-
erage period, as low internet and mobile phone penetration rates lagged significantly behind most 
countries in the region and the world. High costs continued to hinder access to information and 
communication technologies (ICTs), which were partly due to hefty value-added taxes on both inter-
net and mobile phone services that make access prohibitively expensive for a large majority of Mala-
wians. Prices are likely to increase further under a new tax policy announced in May 2015 that levies 
a 10 percent excise duty on mobile phone text messages and data transfers through both internet 
and mobile services. The highly criticized internet tax also threatens to increase the costs of banking 
and mobile money services.

Arthur Peter Mutharika, the younger brother of and close advisor to the former president Bingu Wa 
Mutharika (who died in April 2012) was elected president in May 2014. Citizens and observers were 
concerned the new president would take after his late brother and unleash a repressive campaign 
against the media and civil society while in office, but to date, such concerns have not materialized. 
And in contrast to former President Joyce Banda, Mutharika has not targeted internet users or online 
journalists for critical commentary, though anecdotal reports suggest that government officials reg-
ularly require editors of online news websites take down certain objectionable content. 

Apart from the new regressive tax on ICTs, the new government under President Mutharika has en-
acted a number of positive ICT development policies in its first year. The launch of the Malawi Inter-
net Government Forum in July 2014 connected various stakeholders in the development of Malawi’s 
internet policies and infrastructure. The government also announced plans to set up a Universal 
Access Fund (UAF) to help telecommunication operators provide services to rural areas characterized 
as difficult and economically unviable. Nevertheless, the controversial regulatory system first intro-
duced under the late President Mutharika in 2011, critically known as the “spy machine,” was imple-
mented in March 2015, leading to concerns of potential government access to user data on mobile 
phone networks without judicial oversight.

Obstacles to Access

High taxes, poor infrastructure, and the lack of a local internet exchange point, among other obstacles, 
make access to ICTS prohibitively expensive for the majority of Malawians, resulting in low access rates 
across the country. A 10 percent excise duty on mobile messaging and data transfers introduced in May 
2015 will further impede access.

Availability and Ease of Access   

As a landlocked and densely populated country that suffers from widespread poverty, Malawi has 
one of the lowest rates of internet access in the world. According to the International Telecommuni-
cation Union (ITU), internet penetration stood at less than 6 percent in 2014, up slightly from 5 per-
cent in in 2013.1 Fixed broadband subscriptions are extremely rare in the country, reaching only 0.05 

1  International Telecommunication Union (ITU), “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.
ly/1FDwW9w. 
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percent of the population in 2014,2 while mobile phone penetration in Malawi is also relatively low at 
31 percent,3 compared to an average of 72 percent across the continent.4

Low rates of internet and mobile phone access in Malawi are largely a result of high costs, which in-
clude expensive value-added taxes (VAT) of 17.5 percent on mobile phones and services, and a VAT 
of 16.5 percent on internet services, the costs of which are borne by consumers.5 In May 2015, the 
Malawian parliament implemented an additional 10 percent excise duty on mobile phone text mes-
sages and data transfers through both internet and mobile services.6 Local economists and critics ar-
gue that this will also lead to increases in banking and mobile money services, discouraging further 
uptake of these important digital services.7

Consequently, mobile phone use is extremely expensive for average Malawians, who use over 56 
percent of their average monthly earnings on mobile phone services, according to the ITU.8 By 
contrast, Kenyans and South Africans spend less than 5 percent of their monthly earnings.9 As of 
mid-2015, the monthly price of fixed-line internet access cost US$16.50, while a monthly mobile 3G 
data plan cost about US$24 for 1.5GB of data, prices that are beyond the reach of the majority of 
Malawians.

Very few households have computers with access to the internet at home, thus most users log on at 
cybercafes, which charge a minimum of MWK 15 per minute, or about US$2.00 per hour, and close 
at 6pm. However, patronage at local cybercafes has declined because of increased mobile internet 
access with the introduction of 3G and 3.75G mobile broadband services. DSL and WiMAX wireless 
broadband services are available, while competition between private ISPs has further enabled wire-
less internet access through Wi-Fi hotspots, particularly in urban areas. Nonetheless, broadband 
speeds are still slow at 1.90 Mbps (compared to a global average of 3.9 Mbps), according to May 
2015 data from Akamai’s State of the Internet report.10 

A low literacy rate of 64 percent and a significant digital gender divide also hinders access to ICTs, 
while unreliable electricity and the high cost of generator power in the country strain ICT use. Less 
than 9 percent of the country has access to electricity, giving Malawi one of the lowest electrification 
rates in the world, according to the World Bank.11 The electricity grid is concentrated in urban cen-
ters, but only 25 percent of urban households have access, compared to a mere 1 percent of rural 
households. Half of formal sector enterprises in Malawi rely on backup generators. Meanwhile, the 
high costs of infrastructural development in rural areas has led to an unwillingness to invest in the 

2  ITU, “Fixed (Wired) -broadband Subscriptions, 2000-2014,” http://bit.ly/1FDwW9w. 
3  ITU, “Mobile-cellular Telephone Subscriptions, 2000-2014,” http://bit.ly/1FDwW9w. 
4  ITU, “Key 2005-2015 ICT data,” http://bit.ly/1cblxxY. 
5  Frontier Economics, Taxation and the Growth of Mobile Services in Sub-Saharan Africa, GSMA, 2008, http://bit.ly/1Pk9rVc; 
Gregory Gondwe, “Internet VAT bites consumers,” Biztech Africa, July 24, 2013, http://bit.ly/1Zim7Ai. 
6  WangaGwede, “Malawi hikes tax on internet, duty on SMS: Goodall says local resources to finance 2015/16 budget,” Nyasa 
Times, May 23, 2015, http://bit.ly/1Mh08jG. 
7  “J-Lu takes a swipe at Malawi’s SMS and internet tax, labels it ‘Retrogressive and anti-democratic,’” Malawian Watchdog, 
May 25, 2015, http://bit.ly/1OoNIe5. 
8  Emmanuel Igunza, “Malawi’s expensive mobile phone habit, ”BBC, February 20, 2015, http://bbc.in/1vkTJ4E; International 
Telecommunication Union, Measuring the Information Society Report 2014, http://bit.ly/1FlOBfF. 
9  Igunza, “Malawi’s expensive mobile phone habit.”
10  Akamai, “Average Connection Speed,” map visualization, The State of the Internet, 2015, accessed May 29, 2015, http://
akamai.me/1LiS6KD. 
11  Latest available data is from 2010. World Bank, “Access to electricity (% of population),” accessed May 29, 2015, http://bit.
ly/1zN9Eaf. 
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country’s remote regions, though the regulatory authority is looking to subsidize fees to encourage 
operators to deploy ICT services in the country’s less profitable yet neediest areas.

To address the country’s access issues, the government launched the Malawi Internet Government 
Forum in July 2014 to connect various stakeholders in the development of Malawi’s internet poli-
cies and infrastructure.12 Moreover, the Malawi Communications Regulatory Authority (MACRA) an-
nounced in September 2014 plans to set up a Universal Access Fund (UAF) to help telecommunica-
tion operators provide services to rural areas characterized as difficult and economically unviable.13

Restrictions on Connectivity  

The country’s ICT backbone is entirely national in nature, with no regional integration yet in place. 
Due to Malawi’s landlocked location, the country’s connection to the international fiber network 
runs through Mozambique, Zambia, South Africa, and Tanzania through the SEACOM and EASSy 
networks.14 Three new submarine cables are currently competing to be the first to start service in 
Malawi as the country plans to extend a fiber-optic backbone through Tanzania to the coast.15 If a 
suitable regulatory regime is also put in place, the new cables should bring down the cost of inter-
national bandwidth and boost the broadband market. 

The government of Malawi does not have centralized control over the international gateway, which 
the ITU characterizes as fully competitive.16 ISPs have their own gateways through the SEACOM and 
EASSy networks and operate internet exchange points. The state-owned Malawi Sustainable Devel-
opment Network Programme (SDNP), a fully licensed ISP, oversees the local traffic hub that connects 
all ISPs in the country but does not have the capacity to block content or restrict connectivity.17

ICT Market 

Although Malawi is categorized as a least developed country, it has experienced strong economic 
growth over the recent years, reaching nearly 6 percent in 2014. According to a government source, 
the ICT sector contributed nearly 4 percentage points to the country’s GDP in 2014, up from 3.5 per-
centage points in 2010.18

There are 22 licensed ISPs in Malawi, all of which are privately owned, with the exception of the Ma-
lawi Sustainable Development Network Programme (SDNP).19One ISP, Malawi Telecommunications 
Limited (MTL), also serves as the country’s telecommunication backbone, leasing its infrastructure to 
most ISPs and mobile phone service providers in the country.20 Previously a government-owned en-
tity, MTL was privatized in 2005; at present, the government retains 20 percent of MTL’s shares while 
Telecomm Holdings Limited holds the other 80 percent.

12  Gregory Gondwe, “Malawi forms Internet Governance Forum,” Times Media Group, July 25, 2014, http://bit.ly/1NqMD6Z. 
13  “Malawi to set up universal access fund,” TeleGeography, October 10, 2014, http://bit.ly/1L9TprG. 
14  “Video: Internet Service Prices Still High in Malawi,” OAfrica, December 8, 2011, http://bit.ly/1L9xxwF. 
15  Beatrice Philemon, “Malawi Keen on Submarine Cable Connection with Tanzania,” Ippmedia, March 18, 2012, http://bit.
ly/1Mi6Bz2. 
16  ITU, “Malawi Profile (Latest data available: 2013),” ICT EYE, accessed May 29, 2015, http://bit.ly/1Pk9X5I. 
17  Author interview with IT engineer for a local mobile phone company on March 25, 2015.
18  Gondwe, “Malawi forms Internet Governance Forum.” 
19  Henry Lancaster, Malawi - Telecoms, Mobile and Broadband - Market Insights and Statistics, Executive Summary, 
BuddeComm, last updated January 21, 2014, http://bit.ly/1OoOUOx. 
20  “Fibre optic backbone yielding fruits – MTL,” Mkali Journalist (blog), June 11, 2013, http://bit.ly/1jeMOpm. 
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Market competition for mobile phone providers expanded with the introduction of a converged 
licensing regime in 2010, which enabled the country’s two fixed-line operators, MTL and Access 
Communications, to enter the mobile market, giving Malawi a total of four mobile phone providers.21 
Airtel Malawi and Telecom Networks Malawi are the other two mobile providers and together com-
mand a mobile teledensity of 18 percent. A third mobile operator, G-Mobile, was licensed in 2008, 
but the rollout of the new network experienced delays. As of 2015, G-Mobile is still in court ap-
pealing the revocation of its license due to a failure to start services on time.22 A fourth license was 
awarded to Celcom in 2011, and although the launch of its services was expected in 2013, it asked 
the regulator MACRA in September 2013 to extend its rollout period for another three years.23 

The high cost of internet access in Malawi is also a result of the many challenges that ISPs face, one 
being the lack of a local internet exchange point, which forces telecoms to rely on upstream service 
providers that are usually based outside of Africa. As a result, data that should be exchanged locally 
within Malawi or regionally must pass through Europe or North America where upstream providers 
are based, leading to an unnecessary and expensive waste of upstream bandwidth. Furthermore, 
currency devaluation amid a weak economy since 2012 has prevented telecoms from upgrading 
their networks.24

Regulatory Bodies 

The Malawi Communications Regulatory Authority (MACRA) is the country’s sole communications 
regulator, established under the 2008 Communication Act to ensure reliable and affordable ICT ser-
vice provision throughout Malawi. Its mandate is to regulate the entire communications sector and 
issue operating licenses for mobile and fixed-line phone service providers, ISPs, and cybercafes. 

Political connections are often necessary to receive such licenses. Moreover, the institutional struc-
ture of MACRA is subject to political interference, with its board comprised of a chairman and six 
other members appointed by the president and two ex-officio members—the secretary to the Office 
of the President and Cabinet and the Information Ministry secretary.25 The director general of MAC-
RA, whose appointment also passes through the president’s scrutiny, heads the authority’s manage-
ment and supports the board of directors in the execution of its mandate.

Limits on Content

The common pattern of progovernment infiltration on social media and in online news outlets seemed 
to subside under the new president elected in May 2014, though anecdotal reports suggest that gov-
ernment officials regularly required editors of online news websites take down certain objectionable 
content.

Blocking and Filtering 

21  Henry Lancaster, Malawi - Telecoms, Mobile and Broadband - Market Insights and Statistics, Executive Summary. 
22  Frank Jomo, “Malawi Court Halts Regulator Canceling G-Mobile’s License, Times Reports,” Bloomberg Business, May 25, 
2011, http://bloom.bg/1VI1AGf. 
23  Chikondi Chiyembekeza, “Celcom proposes 3-year extension,” The Nation, September 3, 2013, http://bit.ly/1jRJDnl. 
24  Henry Lancaster, Malawi - Telecoms, Mobile and Broadband - Market Insights and Statistics, Executive Summary.
25  International Research & Exchanges Board (IREX), “Malawi,” Media Sustainability Index 2012, http://bit.ly/1Gz5PHM. 
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The current government of Malawi does not block or filter internet content aside from pornography, 
which ISPs block at internet exchange points in the country. Social media platforms are freely avail-
able in Malawi. Governments under former presidential regimes, however, have censored internet 
content in the past.26

Content Removal 

There is a strong sense that the government forces editors of online news websites to take down 
certain content deemed objectionable, though the extent of the practice is widely underreported in 
Malawi. One case anecdotally documented in 2015 involved an article on Nyasa Times that accused 
President Peter Mutharika’s Special Aide Ben Phiri of corruption and bribery, which disappeared from 
the news website within 30 minutes of publication. Observers believed the takedown was in keeping 
with the media’s common practice of yielding to government pressure exerted behind the scenes. 

Media, Diversity, and Content Manipulation  

Malawi’s online media landscape does not reflect a wide diversity of viewpoints, primarily due to 
the low level of internet users in the country. Economic conditions in the country have also made it 
difficult for journalists and media groups to launch online outlets alongside the high cost of using 
the .mw domain—currently administered by the Malawi SNDP on behalf of the Malawian govern-
ment—make it expensive to provide locally-produced content. According to an official at the SDNP, 
the cost of using the .mw domain is US$100 per month for the first two months after registering for 
the domain, and US$50 per month thereafter. Furthermore, online advertising is low due to a limited 
understanding of the internet among businesses and their hesitancy to advertise with independent 
media outlets.

Nevertheless, the growing blogosphere is regarded as an important aspect of journalism in Malawi, 
with Malawian journalists frequently winning the Media Institute of Southern Africa’s annual blog-
ging award. Media publishers such as Blantyre Newspapers Limited often host bloggers on their 
websites to enhance their image as independent news sources. 

Online users and commentators practice a degree of self-censorship but are generally more open to 
discussing topics of controversial nature. In contrast, online journalists usually exhibit caution when 
handling news associated with ethnic, racial, or religious minorities.

There was little to no government or partisan manipulation of online content during the coverage 
period.  Since the new government was elected in May 2014, progovernment trolls have quieted 
down, suggesting that the strategic pattern of progovernment infiltration on social media and online 
news websites to attack commentary that was critical of the government is no longer being prac-
ticed.  Even the government’s news website MANA Online, which was launched in August 2012 to 
compete with dissenting online news outlets in the country,27 simmered down its progovernment 
line since the election. The Banthu Times—another propaganda online news outlet established by 
the Presidential Press Secretariat under President Joyce Banda to counter dissenting news online—

26  During violent anti-government protests in July 2011, MACRA reportedly ordered ISPs to block certain news websites 
and social media networks, including Facebook and Twitter, in a supposed effort to quell the spread of violence. See, Michael 
Malakata, “Malawi blocks social media networks to quell protests,” Computer World, July 22, 2011, http://bit.ly/1L9Bn93. 
27  Gregory Gondwe, “MANA launches online service,” Biz Community, August 15, 2012, http://bit.ly/1OofDMA. 
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no longer publishes content that is aligned with the government. The current press secretariat has 
not replaced the outlet, preferring instead to publish news on the State House website. 

Digital Activism 

The most influential ICT tool in Malawi is the mobile phone through which SMS messages are used 
to organize demonstrations, garner political support, and conduct opinion polls. The positive impact 
of mobile phones and new communication applications was particularly pronounced in the lead-up 
to the May 2014 tripartite elections, as candidates vying for the presidency, parliament, and local 
councils made extensive use of SMS and social media platforms to engage with voters. In addition, 
citizens were able to verify their voter registration on their mobile devices for free, encouraging high 
voter turnout.28

Significant social media commentary and activism erupted following the government’s May 2015 
announcement that internet and text messaging services would be subject to a 10 percent excise 
duty (see “Availability and Ease of Access”), though at the time of writing, digital activism had not 
elicited a response from the government.29

Violations of User Rights

A mobile phone monitoring system, known locally as the “spy machine,” was implemented in May 2015, 
despite repeated concerns over the system’s surveillance capabilities. SIM card registration require-
ments announced in June 2014 further threatened to violate user anonymity, though the requirements 
had not been enacted as of mid-2015.

Legal Environment 

Malawi has strong constitutional guarantees for freedom of the press and expression, though there 
are several laws that restrict these freedoms in practice, such as the 1967 Protected Flag, Emblems 
and Names Act and the 1947 Printed Publications Act, both of which restrict the media from re-
porting on the president, among other limitations.30 Libel is a criminal and civil offense in Malawi, 
punishable with up to two years imprisonment if prosecuted as a criminal charge, though most 
libel cases are processed as civil offences or settled out of court. Otherwise, Malawi’s judiciary is 
generally regarded as independent and has rendered several significant decisions against the gov-
ernment in recent years, such as its injunction on the implementation of the CIRMS mobile phone 
surveillance system in 2012 (see “Surveillance, Privacy, and Anonymity”).

While existing legislation pertains primarily to traditional media, the previous administration intro-
duced the draft Electronic Transactions and Management Bill in October 2013 aimed at providing a 
regulatory framework for the development of ICTs in Malawi, which the current government plans 
to consider in parliament before the end of 2015. The 2013 draft bill explicitly provides freedom for 

28  The 2014 presidential elections had a voter turn-out rate of 70.16 percent. See, International Institute for Democracy and 
Electoral Assistance, “Voter turnout data for Malawi,” accessed September 16, 2014, http://www.idea.int/vt/countryview.
cfm?CountryCode=MW. 
29 Thom Khanje, “Consumers scorn SMS/internet tax,” The Times Group, May 25, 2015, http://bit.ly/1L2z365. 
30  “Malawi 2012,” in African Media Barometer, Friedrick-Bert-Stiftung, 2012, 15 and 17, http://bit.ly/1L2zdu5. 
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online public communications but has been criticized for its potential to limit internet freedom.31 
For example, the bill would require editors of online public communications services to make their 
personal information—including names, addresses, telephone and registration numbers—available 
to the public.32 The bill would also allow the government to appoint so-called cyber inspectors to 

“monitor and inspect” websites and report “unlawful activity” to the regulator,33 as well as prohibit all 
types of pornography and penalize offenses with a fine and imprisonment of up to ten years.34 There 
is also a provision that enables the minister of information, in consultation with the regulatory au-
thority, to create any further regulations to support the bill, which some analysts believe is a blank 
check that can be used to restrict internet freedom in the future. 

Prosecutions and Detentions for Online Activities 

Under Malawi’s former leadership, online journalists were periodically detained and prosecuted for 
critical articles posted on news websites. Under the new president, there have been no arrests or 
prosecutions for online activities reported to date. 

The last arrest occurred in November 2013 when journalist Justice Mponda, who at the time was 
correspondent for the online publication Malawi Voice,35 was arrested for allegedly “intimidating 
the royal family” in an investigative story about former President Joyce Banda’s connection to the 
theft of millions of Malawian kwacha from government coffers in a scandal known as “Cashgate.”36 
Before his arrest, a ruling party official contacted Mponda to take down the story in exchange for 
MWK 500,000 (US$1,300) but instead had Mponda arrested for extortion when they met for the 
payment. He was held in detention for four days before being released and charged with “intimidat-
ing the royal family,” which was subsequently changed to extortion.37 Mponda was later acquitted 
of all charges in February 2014 due to a lack of reliable evidence.38 He had previously been arrested 
and charged with criminal libel in October 2012 for allegedly insulting former President Banda and 
publishing false information,39 but was acquitted of all charges in February 2013 due to a lack of ev-
idence.40 Following the May 2014 elections, current President Peter Mutharika drafted Mponda into 
his press team, which was seen by some analysts as move to silence him given his history of criticiz-
ing presidents.

31  Chapter 1: Illegal or restricted content, art.17, Electronic Transactions and Management Bill 2013.
32  Chapter 3: Obligations of editors of online contents, art. 24, Electronic Transactions and Management Bill 2013.
33  Chapter 2: Cyber-criminality, art. 43, Section 7(a), Electronic Transactions and Management Bill 2013.
34  Ten years imprisonment proposed in draft bill, using Zambia’s penalty for such offenses as an example. The draft bill 
also cites Uganda’s 15-year sentence as an example. See, Chapter 2: Cyber-criminality, art. 45, Electronic Transactions and 
Management Bill 2013.
35  Malawi Voice was a frequent target of former President Banda, who reportedly criticized the publication for its “misleading 
and unbalanced” stories. 
36  Jacey Fortin, “Cashgate: Malawi faces ticking time bomb; international aid dries over pervasive corruption,” International 
Business Times, November 19, 2013, http://bit.ly/1Hxk6tA. 
37  Media Institute of Southern Africa, “Malawi: Voice Editor Justice Mponda Arrested for Extortion,” press release, http://bit.
ly/1N2spxk.  
38  Maurice Nkawihe, “Court acquits Malawi online journalist on extortion charge,” Nyasa Times, February 18, 2014, http://bit.
ly/1ZiFol9. 
39  Media Institute of Southern Africa, “Malawi online journalist arrested,” IFEX, October 16, 2012, http://bit.ly/1FVwN1H. 
40   Nkawihe, “Court acquits Malawi online journalist on extortion charge.”
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Surveillance, Privacy, and Anonymity 

Government surveillance of ICT activities is suspected in Malawi, in large part due to the regulatory 
authority’s efforts to implement technology known as the Consolidated ICT Regulatory Management 
System (CIRMS), locally labeled the “spy machine.” Purchased from the U.S.-based company Agilis 
International for US$6.8 million in 2011, the system was marketed as a tool for MACRA to monitor 
the performance of mobile phone companies and improve quality of service. Reports, however, indi-
cated that the machine would also allow MACRA to obtain data from telephone operators, including 
the time, duration, and location of calls, SMS messages sent and received, the type of handset used, 
and other subscriber details, without judicial oversight.41 In October 2011, a court issued an injunc-
tion against MACRA’s plan to rollout CIRMS,42 and in September 2012, Malawi’s High Court issued a 
ruling that banned the implementation of the system altogether.43 MACRA subsequently appealed 
the ban at the Supreme Court, which ruled in MACRA’s favor in September 2014, granting the regu-
lator the right to install the system in accordance with the Communications Act.44 MACRA disclosed 
that the implementation of CIRMS began in March 2015,45 which was confirmed by a MACRA official 
in May 2015.46 As of mid-2015, no abuses of user privacy have been reported. 

By law, service providers are required to hand over user information when presented with a court-is-
sued warrant; however, such legal safeguards have failed to prevent police abuse in the past, par-
ticularly under the late-Mutharika regime. For example, in early 2012, when the former Mutharika 
government suspected a group led by then-Vice President Joyce Banda of scheming to overthrow 
it, the authorities demanded mobile phone companies hand over transcripts of the group’s mobile 
phone and SMS communications, which Mutharika apparently planned to use against Banda before 
his death. No such abuses were reported during the subsequent Banda presidency, and none have 
been reported under the current President Arthur Peter Mutharika during the coverage period.

Potential restrictions on anonymous communication include SIM card registration requirements an-
nounced in June 2014, which were to be implemented by January of 2015, though as of mid-2015, 
the new requirements have not been enforced.47

Intimidation and Violence 

Under Malawi’s new leadership, there have been no physical assaults, extralegal detentions, or tech-
nical attacks against opposition activists, bloggers, or ordinary users.

Technical Attacks

There were no technical attacks against independent news websites, opposition activists, or ordinary 
users during the period under review.

41  Gregory Gondwe, “‘Spy Machine’ brings telecoms fears,” Biztech Africa, November 14, 2011, http://bit.ly/1Mhgs3V. 
42  “Ready, steady, spy machine! Malawi to roll out CIRMS in Jan 2016 – MACRA,” NyasaTimes, October 7, 2015, http://bit.
ly/1VHYxsi. 
43  “Ready, steady, spy machine! Malawi to roll out CIRMS in Jan 2016 – MACRA,” NyasaTimes, October 7, 2015.
44  Tikondane Vega, “MACRA gets Supreme Court nod to use CIRMs ‘spy’ machine,” Mana Online, September 15, 2014, http://
bit.ly/1Nr9aAo. 
45  Gregory Gondwe, “Spy machine’ to roll out this month,” BiztechAfrica, March4, 2015, http://bit.ly/1LCT5HC. 
46  Interview by Freedom House consultant, May 2015.
47  Wanga Gwede, “Malawi to start mandatory SIM card registration,” Nyasa Times, January 11, 2014, http://bit.ly/1NrjecG.  
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Key Developments: June 2014 – May 2015

•	 Dozens of people, including politicians, activists, journalists, and a cartoonist, were ques-
tioned or arrested under the Sedition Act, which the government pledged to abolish in 
2013 (see Prosecutions and Detentions for Online Activities).

•	 An April 2015 amendment to the Sedition Act allows the government to block electronic 
content considered seditious. The maximum jail term increased from three to seven years 
(see Legal Environment).

•	 Prime Minister Najib Razak sued popular online news portal Malaysiakini for defamation 
in 2014, and three other news websites in 2015 (see Prosecutions and Detentions for 
Online Activities).

Malaysia
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 8 8

Limits on Content (0-35) 14 14

Violations of User Rights (0-40) 20 21

TOTAL* (0-100) 42 43

* 0=most free, 100=least free

Population:  30.1 million

Internet Penetration 2014:  68 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Malaysia saw positive growth in internet usage in 2014 and 2015, with the Barisan Nasional coalition 
government pushing forward numerous policies to enable its citizens to become more IT savvy, in-
cluding cheaper community internet access and affordable mobile phones for rural users. For Malay-
sians in urban areas, the internet has become a part of life.

This investment has fueled popular political participation and a challenge to the government’s de-
cades-long rule.1 The internet has become the main tool to enforce checks and balances on govern-
ment officials, who responded by adapting harsh traditional media laws to curtail criticism online. 
There were fewer of these measures in the run-up to the 2013 general elections, although critical 
websites faced cyberattacks and censorship. These abated during the coverage period, though the 
government has yet to investigate them.

After the opposition eroded the coalition’s parliamentary majority, however, covert cyberattacks ap-
pear to have evolved into a legal crackdown on the government’s political opponents. Police arrest-
ed bloggers and Facebook users for making sensitive comments online in 2014. Politicians, activists, 
journalists and academics were also questioned and charged. Worse, the government reneged on 
its 2013 promise to abolish the draconian Sedition Act and implemented it against dozens of oppo-
nents, even strengthening it to allow for official censorship of seditious content. The law was used to 
arrest dozens of internet users during this review period. In June 2014, Prime Minister Najib Razak 
filed defamation charges against the popular news portal Malaysiakini. He continued the trend in 
the first five months of 2015 by suing three other news portals.

Outside the coverage period, in July 2015, the government blocked access to the news portal Sar-
awak Report for reporting on “unverified contents which could create unrest and threaten national 
stability, public order and economic stability.”2 The portal had reported allegations that money linked 
to the state investment fund ended up in Prime Minister Najib’s bank accounts.3

Obstacles to Access

Internet access in Malaysia is considered excellent for the region, despite a digital divide between rural 
and urban areas. Government policies that promote access are reducing this gap. Mobile phone access 
is also increasing, providing internet service for many young and rural users. An open market allows 
fierce competition among providers, resulting in attractive pricing and high quality service.

Availability and Ease of Access   

Internet penetration stood at 68 percent in 2014, marking a slight increase from 67 percent in 2013.4 

1  In 1973, the Barisan Nasional, which translates as National Front, absorbed the Alliance Party coalition which had governed 
Malaysia since 1957. “Striving for meritocracy,” The Economist (blog), May 6, 2013, http://econ.st/1OCSa9w. 
2  M.Kumar, “MCMC blocks access to Sarawak Report website,” The Star Online, July 19, 2015, http://bit.ly/1DLUsAc. 
3  Beh Lih Yi, “Sarawak Report whistleblowing website blocked by Malaysia after PM allegations,” The Guardian, July 20, 2015, 
http://bit.ly/1CLd2rU. 
4   International Telecommunication Union (ITU), “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1c-
blxxY;  Malaysian Communications and Multimedia Commission, Communications and Multimedia Pocket Book of Statistics Q3 
2014, (Selangor: Off Persian Multimedia, 2014), http://bit.ly/1DWjPMY. 
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This falls short of an ambitious official pledge in 2012 to increase it to 80 percent.5 Yet those already 
connected are using the internet more. According to the Malaysian Internet Exchange (MyIX), Malay-
sia’s internet traffic showed the biggest annual percentage increase in more than a decade in 2013—
a 51 percent jump to 349,277 Megabits per second (Mbps) from 230,631 Mbps. Usage is expected 
to continue to rise in 2014 and 2015.6

Internet penetration is concentrated in developed or urban areas. Government statistics show that 
the highest internet penetration at the end of 2014 was in the highly developed Klang Valley area, 
which comprises the capital city Kuala Lumpur (71 percent), the nation’s most developed state of 
Selangor (71 percent), and at the administrative capital Putrajaya (89 percent). Penetration remained 
low in the less populated states of Sabah (43 percent) and Sarawak (41 percent), situated in East 
Malaysia where most residents belong to indigenous groups. Negeri Sembilan, a state less than an 
hour’s drive from Kuala Lumpur, had the lowest penetration rate in the country at 40 percent.7

The introduction of wireless WiMax technology in 2008 helped bring broadband to regions that are 
difficult to reach via cable; four WiMax providers were in operation as of mid-2015. Cybercafes also 
play an important role outside cities. More free Wi-Fi connections are available in many urban spac-
es including at malls, restaurants, hotels and other tourist spots.

A 2010 National Broadband Initiative expedited broadband and mobile expansion.8 Around 250 
community centers offering broadband internet were established nationwide and nearly 500,000 
netbooks were distributed to students and low income citizens in rural and suburban areas in 2011.9 
In 2012, the “1Malaysia” affordable broadband package offered decent broadband speeds for under 
MYR38 (US$12) per month in five states with lower penetration rates.10 By 2013, internet centers 
were expanding to cities,11 and the government and local councils had introduced schemes to pro-
vide free or inexpensive Wi-Fi nationwide.12 The average monthly cost of fixed internet access is 
MYR99 (US$30) per month.13 As of September 2014, there were 437 1Malaysia internet centers na-
tionwide with 433,539 registered users; 120 mini community broadband centers located at Informa-
tion Departments in under-served areas nationwide; 99 community broadband libraries in rural areas, 
and 4,803 1Malaysia wireless villages, which bring wireless access to small, remote communities. 
There were also a total of 30,959 hotspot locations where internet access was available.14

Fiber connections are the standard for the fastest household internet connectivity and at present the 
fastest broadband provider is Time, which can provide connections as fast as 100 Mbps.  Other inter-
net service providers such as TM UniFi offer speeds as high as 20 Mbps. Fiber connections are also 
offered by Maxis, Celcom, and P1.15

5   Performance Mngmt and Delivery Unit, Economic Transformation Programme Annual Report 2012, 188, http://bit.ly/1Ojrifj. 
6  “Malaysia’s Internet usage rises 51% in 2013, says industry body,” The Malaysian Insider, April 7, 2014, http://bit.ly/1GxtusV. 
7  Malaysian Communications & Multimedia Commission, Communications and Multimedia Pocket Book of Statistics Q3 2014. 
8  Sira Habu and Shaun Ho, “RM1bil  initiative to promote high-speed broadband usage,” The Star Online, March 25, 2010, 
http://bit.ly/1ANKARp. 
9  Roshda Md Yunan, “Rural Broadband Initiatives in Malaysia” Ministry of Information Communication and Culture Malaysia, 
(ASEAN Rural Connectivity Conference for Education and Dev, Hanoi, Vietnam, September 21-23, 2011), http://bit.ly/1iUMuvf. 
10  “1Malaysia Broadband Affordable Packages for 5 States,” Malaysian Wireless, September 8, 2012, http://bit.ly/17B08xE.   
11  New Straits Times, “1Malaysia Internet Centre Comes to KL,” World News, March 26, 2013, http://bit.ly/1NI1vxB. 
12  Choong Mek Zhin, “DBKL to make it a requirement for restaurants to provide Wi-Fi services,” The Star Online, January 9, 
2012, http://bit.ly/1AvwYeE. 
13  Author’s market survey.
14  Malaysian Communications & Multimedia Commission, Communications and Multimedia Pocket Book of Statistics Q3 2014.
15  Nick Davison, “What is the Fastest Broadband Internet Service...,” Expat Go Malaysia, Aug 6, 2014, http://bit.ly/1x3W1VA. 
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The average internet speed is still comparatively slow, however. A survey by global broadband test-
ing and web-based network diagnostic applications company Ookla in May 2014 found that the 
average broadband speed in Malaysia was slower than Cambodia and barely ahead of Myanmar. Al-
most three times slower than Vietnam, Malaysia was ranked 126 out of 192 countries surveyed from 
May 2013 to April, 2014 at 5.48 Mbps.16

Mobile internet access is easily available, affordable, and popular among young people. Mobile pen-
etration surpassed the country’s total population in 2011 and was approaching 150 percent by late 
2014, indicating that some individuals have multiple phone lines.17  

In 2013, mobile operators such as Celcom and Maxis introduced 4G LTE wireless broadband service, 
which is faster than some fiber broadband services, with download speeds up to 75 Mbps. Older 3G 
and 3.5G connections offer speeds of up to 384kbps and up to 7.2 Mbps, respectively.

Continued growth during the coverage period was due to the spike in the number of smartphone 
users. The government offered a youth communication package including a MYR200 smartphone 
rebate for young adults aged 21-30 with a monthly income of MYR 3,000 or less. The government 
also introduced 25 new smartphones priced around MYR600 into the market.18 The boom in social 
networking sites such as Facebook, Twitter and Instagram, and data messaging applications such as 
WhatsApp, WeChat, Viber, LINE and others, have also increased smartphone usage. There was also 
an increase in IPTV subscribers in 2014, with 742,000 users compared to 658,000 in 2013.

The most recently available government statistics from 2012 showed a slight gender imbalance in 
access rates, with men representing 56 percent of both internet and mobile users. The most prolific 
users were aged 20 to 29 (21 percent).

Restrictions on Connectivity  

The primary options for broadband internet connectivity in Malaysia are fiber, ADSL, and wireless.  
Telekom Malaysia, the country’s largest—and formerly state-owned—telecommunications company, 
retains a monopoly over the fixed-line network.

Malaysia’s internet backbones were operated by Jaring and TMNet during the coverage period.19 The 
formerly Ministry of Finance-owned Jaring was Malaysia’s first internet service provider, installing 
its first international satellite leased-circuit at 64 Kbps, connecting Kuala Lumpur to Stockton in the 
United States. Jaring became a private entity in 2014, but went into liquidation in 2015.20 TMNet is a 
subsidiary of the now-privatized Telekom Malaysia, Malaysia’s largest internet service provider, and 
the owner of the nation’s last mile connections. Since there is no local loop unbundling, TMNet en-
joys a virtual monopoly of the broadband market.21

16  Christina Chin, “Speed slower than Vietnam and Cambodia,” The Star Online,  May 4, 2014, http://bit.ly/1fGw2wm. 
17  Malaysian Communications and Multimedia Commission, Communications and Multimedia Pocket Book of Statistics Q3 
2014;  Malaysian Communications and Multimedia Commission, Communications and Multimedia Pocket Book of Statistics 2013, 
http://bit.ly/1NI2cqt ; ITU, “Mobile cellular Telephone Subscriptions, 2000-2012,” http://bit.ly/1cblxxY. 
18  “Malaysia’s Internet usage rises 51% in 2013, says industry body”.
19  “The Internet Backbone and Service Markets in Malaysia,” http://studentsrepo.um.edu.my/1937/7/CHAP4.pdf
20  Steven Patrick, “Jaring, the first Malaysian ISP, winds up,” The Star Online, May 4, 2015, http://www.thestar.com.my/Tech/
Tech-News/2015/05/04/Jaring-the-first-Malaysian-ISP-winds-up/. 
21  Telekom Malaysia website, http://www.123helpme.com/telekom-malaysia-expansion-view.asp?id=159596. 

559

http://bit.ly/1fGw2wm
http://bit.ly/1NI2cqt
http://bit.ly/1cblxxY
http://studentsrepo.um.edu.my/1937/7/CHAP4.pdf
http://www.thestar.com.my/Tech/Tech-News/2015/05/04/Jaring-the-first-Malaysian-ISP-winds-up/
http://www.thestar.com.my/Tech/Tech-News/2015/05/04/Jaring-the-first-Malaysian-ISP-winds-up/
http://www.123helpme.com/telekom-malaysia-expansion-view.asp?id=159596


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Malaysia

There are no known cases of any government-imposed restrictions on access to the internet for po-
litical reasons during this coverage period, though in the past there were reports of mobile phone 
jammers being used by the authorities during political rallies. (This was denied by the government.22) 
In recent years, some local authorities have introduced restrictions on cybercafes to curb illegal on-
line activities, particularly gambling, which can result in closure if detected on cafe premises. Select 
states have capped the number of cybercafe licenses available, making it difficult for legitimate new 
venues to open.23

ICT Market 

TMNet and Jaring were the largest ISPs during the coverage period. The largest mobile provider, 
Maxis Communications, was founded by Ananda Krishnan, who also owns Malaysia’s biggest satel-
lite broadcaster and enjoys close ties to former Prime Minister Mahathir Mohamad.24 Two new mo-
bile phone providers, YTL Communications and Umobile, have joined the market since 2008. Though 
ostensibly unrelated to the government, observers believe they benefit from political connections.

As of September 30, 2014, the government had issued 161 Network Facilities Provider licences; 158 
Network Service Provider licences; 399 Application Service Provider licences; and 62 Contents Appli-
cations Service Provider licences.25

Regulatory Bodies 

Regulation of the internet falls under the purview of the Malaysian Communications and Multimedia 
Commission (MCMC), which is overseen by the Minister of Information, Communications, and Cul-
ture. The 1998 Communication and Multimedia Act (CMA) gives the information minister a range of 
powers, including licensing the ownership and operation of network facilities. Similar rules serve as a 
means of controlling the traditional media,26 though this has not been documented among internet 
companies.

The CMA provides for the ministry to appoint the MCMC chairman and three government com-
missioners, plus two to five commissioners from nongovernmental entities.27 The current three are 
all from the private sector. Since 2008, the process for appointing members of the MCMC advisory 
board has become more transparent and participatory, involving consultations with diverse stake-
holders and the inclusion of civil society members on the board. Yet the MCMC remains a driving 
force in efforts to curtail online speech, including investigations into online portals and bloggers.

Limits on Content

Online content is not restricted in general, but the government is known to have blocked sites per-
ceived as critical. While the digital news media has established a stake in the information market, 
some news sites have been excluded from government press conferences during the coverage period, at 

22  Patrick Lee, “Rais: We did not jam networks during Bersih, “Free Malaysia Today, June 14, 2012, http://bit.ly/1vBS8HM. 
23  Peter Boon, “Cyber cafe licences not issued anymore—Ministry,” Borneo Post Online, Oct 15, 2012, http://bit.ly/1wj3DiD. 
24  Colin Kruger, “Billionaire eyes Australian media,” The Sydney Morning Herald, May 28, 2011,  http://bit.ly/1DZAsJk. 
25  Malaysian Communications & Multimedia Commission, Communications and Multimedia Pocket Book of Statistics Q3 2014. 
26  Karin Deutsch Karlekar, ed., “Pakistan,” in Freedom of the Press 2013, http://bit.ly/18p34yr. 
27  Malaysian Communications & Multimedia Commission Act 1998, http://www.agc.gov.my/Akta/Vol.%2012/Act%20589.pdf.  

560

http://bit.ly/1vBS8HM
http://bit.ly/1wj3DiD
http://bit.ly/1DZAsJk
http://bit.ly/18p34yr
http://www.agc.gov.my/Akta/Vol. 12/Act 589.pdf


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Malaysia

a time when online journalists are also being targeted for rights violations. 

Blocking and Filtering 

A provision of the CMA explicitly states that none of its wording “shall be construed as permitting 
the censorship of the Internet.” The Multimedia Super Corridor, an information technology devel-
opment project, includes a 10-point Bill of Guarantees that promises no censorship to member ICT 
businesses,28 though former Prime Minister Mahathir Mohamad told a reporter in 2013 that he re-
gretted that promise.29

Generally there are no government blocks or filters on websites except for sites which violate nation-
al laws governing pornography.30  The government has not systematically targeted political content 
in the past. In 2009, Information, Communications, and Culture Minister Dr. Rais Yatim sought to 

“evaluate the readiness and feasibility of the implementation of the Internet filter at [the] Internet 
gateway level,” but backtracked following opposition.31  In 2013, officials said a total 6,640 sites had 
been blocked since 2008.32  However in October 2014, the government said the Malaysian Com-
munication and Multimedia Commission (MCMC) had shut down or blocked at least another 1,400 
websites that were deemed inappropriate. 33 No list of affected content is available, but site owners 
can appeal if mistakenly blocked.

Many government-linked companies and public universities restrict access to Malaysiakini and other 
sites perceived as politically sensitive.

In 2013, the Federal Department of Islamic Development urged the government to strengthen inter-
net censorship on the grounds that “hundreds of websites on the internet are being used to confuse 
and weaken those of the Islamic faith.”34 Google blocked access to the infamous anti-Islamic video, 

“Innocence of Muslims,” at the MCMC’s request in September 2012.35 In November 2014, MCMC said 
that it planned to meet Google and Facebook to seek their help in restricting terrorism content orig-
inating from outside the country. However, no terrorism sites were reported to have been blocked 
during this review period.36 In July 2015, after the review period ended, the government blocked 
access to the UK-based whistleblower site Sarawak Report over articles on misallocation of state in-
vestment funds, which the government called detrimental to national security.37

Content Removal 

28  Malaysia National ICT Initiative, “MSC Malaysia 10-Point Bill of Guarantees,” accessed August 2013, http://bit.ly/1UZZ6xb; 
Malaysian Communications and Multimedia Commission, “Communications and Multimedia Act 1998,” accessed August 2013, 
http://bit.ly/1zKzZ7k. 
29  Md Izwan, “Dr Mahathir regrets Internet freedom,” The Malaysian Insider, June 18, 2013, http://bit.ly/1FxtrfD. 
30  “Internet providers need time to block porn site RedTube,...”, The Malaysian Insider, Dec 22, 2014, http://bit.ly/1LIWqiG. 
31  Rebekah Heacock, “Malaysia considers, backs down from national Internet filter,” OpenNet Initiative (blog), August 13, 
2009, http://bit.ly/1aoXmNN. 
32  Bernama, “More than 6,000 websites blocked for violations since 2008,” Malay Mail Online, July 5, 13, http://bit.ly/181FRRQ. 
33  Elizabeth Zachariah, “Malaysia has blocked 1,400 ‘inappropriate’ websites, says Ahmad Shabery,” The Malaysian Insider, Oct 
14, 2014, http://bit.ly/1ANQFNX. 
34  Hasbullah Awang Chik, “Jakim calls for internet censorship to ward off attacks on Islam,” The Malaysian Insider, November 
15, 2013, http://bit.ly/1Ojz7BZ. 
35  Tashny Sukumaran, “Google Malaysia blocks ‘Innocence of Muslims’ video clip,” The Star Online,  September 17, 2012, 
http://bit.ly/1Du1LZq. 
36  Bernama, “MCMC wants to meet Google, Facebook to restrict militant content,” The Malay Mail Online, Nov 27, 2014, 
http://bit.ly/1JQrNfO. 
37  Human Rights Watch, “Malaysia: End Website Blocking, Politicized Investigations,” July 22, 2015, http://bit.ly/1EoEOFL. 
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The MCMC periodically instructs websites to remove content, including some perceived as critical of 
the government,38 although no such instructions were made publicly in the review period. Requests 
are generally nontransparent and lack judicial oversight or avenues for appeal.

There have been unpublicized cases of blog owners and Facebook users who have been told to re-
move their contents by the MCMC, especially when the contents touch on sensitive issues involving 
race, religion and royalty. Religion is particularly sensitive. In 2009, the MCMC directed Malaysiakini 
to take down two videos containing sensitive religious and political content. When Malaysiakini Edi-
tor-in-Chief Steven Gan refused, the MCMC urged the attorney general to prosecute him. As of 2015 
the attorney general had yet to pursue the case, although Gan still risks a potential fine of up to 
MYR 50,000 (US$14,300) and up to one year in prison in the first reported case of its kind.39

Media, Diversity, and Content Manipulation  

Online news outlets represent an increasingly serious challenge to traditional media, with several 
among the nation’s most popular websites.40 In 2013, a judge ordered the home ministry to grant 
Malaysiakini the right to reapply for a print license.41 The ministry repeatedly refused to grant the li-
cense, and challenged a 2012 appeals court ruling which characterized Malaysiakini’s right to publish 
a newspaper as fundamental.42

The home ministry granted another online outlet, FZ Daily, permission to print a publication in 2013, 
but deferred the approval required for a license. The daily won the right to challenge the deferral 
in court in February 2014. The same day, the ministry revoked the publishing permit altogether. In 
March, the home minister justified the decision on grounds that both FZ Daily and Malaysiakini are 

“inclined to publish sensational and controversial news.”43

Combative political reporting online may have caused the government or its supporters to try to 
censor a handful of news websites in the lead-up to 2013 elections. The sites were simultaneously 
targeted by hackers, and the exact nature of the interference remains unclear.44 At least two outlets 
filed a complaint with the MCMC, which never responded.

During this review period, while there were no cyberattacks on news portals, some journalists work-
ing for them were subjected to informal, inconsistent bans from select government press confer-
ences.45 An uptick in police reports filed against journalists contributed to a sense of official harass-
ment.46  In June 2014, Prime Minister Najib and his party Umno sued Malaysiakini for defamation, 

38  The Malaysians Communications and Multimedia Content Code, http://bit.ly/1DWt2Vm. 
39  One showed Muslim demonstrators desecrating the head of a cow—an animal Hindus consider sacred—to protest the 
relocation of a Hindu temple; the second showed a political speech. See Reporters Without Borders, “Malaysiakini Website Re-
fuses to Bow to Censorship,” September 24, 2009, http://bit.ly/1DZHRbB. 
40  Akil Yunus, “The Star Online ranks as top news portal in Malaysia,” The Star Online , December 22, 2014, http://bit.ly/1J-
Ga6gb; “Top Sites in Malaysia,” Alexa Web Information Company, accessed January 29, 2013, http://bit.ly/1JQCKOt. 
41  RSF “Court Rejects Government Appeal Against Print Version For News Website,” October 31, 2013, http://bit.ly/1wjDgJm. 
42  Hafiz Yatim, “Malaysiakini wins court battle over print licence,” Malaysiakini, October 1, 2012, http://bit.ly/V5bcKG; Human 
Rights Watch, “Malaysia,” in World Report 2013, January 31, 2013, http://bit.ly/ZbdTes. 
43  Chen Shaua Fui, “Permits rejected to avoid flooding of “sensational & controversial news”,” The Malaysian Insider, March 27, 
2014, http://bit.ly/1FxO3Ey. 
44  Oiwan Lam and Leila Nachawati, “Malaysia: News Sites Face Attacks on Eve of Elections,” Global Voices Advocacy, May 4, 
2013, http://bit.ly/1AvO2kY. 
45  “Malaysiakini & The Malaysian Insider banned from covering PMO,” Selangor Kini, July 8, 2014, http://bit.ly/1De24Fa; Nigel 
Aw, “Mkini barred from PM’s office twice in two weeks,” Malaysiakini, July 8, 2014, http://bit.ly/1wjpy9c. 
46  Mohamad Fadli, “Police report against FMT columnist,” Free Malaysia Today, January 26, 2015, http://bit.ly/181MWC4. 
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and three additional news websites in 2015 (see Prosecutions and Detentions for Online Activities).47 

Issues considered potentially sensitive include Islam’s official status, race, royalty, and the special 
rights enjoyed by Bumiputera, who are ethnic Malays and other indigenous people, as opposed to 
the ethnic Chinese and Indian minorities. Discussing these topics can lead to prosecution, and some 
internet users exercise self-censorship.

YouTube, Facebook, Twitter, and international blog-hosting services, as well as other social media 
platforms, are freely available. In August 2014, the government briefly considered proposals to ban 
Facebook to curb online abuse. However, this proposal was shot down in October 2014 following 
complaints from civil society. 48

Expanded internet access has led to the emergence of a vibrant blogosphere. English and Malay 
are the dominant languages, and many civil society groups, including those representing ethnic mi-
norities, have a dynamic online presence. Prime Minister Najib leads the way with his own blog and 
almost three million followers on both Facebook and Twitter.49 Other government representatives are 
embracing ICTs. The police force has Facebook and Twitter accounts where officers provide updates 
on policing activities and occasionally respond to accusations of abuse by members of the public.50 
The police chief came under fire in February 2014 for using his tweets to warn off government crit-
ics.51

Some of this engagement is manipulative in nature. Both government and opposition figures are 
known to pay online commentators, known as “cyber troopers,” to generate favorable content and 
denigrate their opponents.52 Since traditional media restrictions caused opposition groups to em-
brace online platforms relatively early, the government has struggled to catch up. The Barisan Na-
sional’s dedicated bloggers, Unit Media Baru, deny accepting payment for their efforts.53 The ruling 
party, Umno, also maintains paid bloggers. In December 2014, Prime Minister Najib expressed his 
disappointment when some of them publicly criticized government policies.54

In 2012, the government admitted paying international public relations firm FBC Media MYR 83.8 
million (US$26.5 million) between 2008 and 2010 to boost Prime Minister Najib’s image abroad.55 
Opposition news website Sarawak Report also said Abdul Taib Mahmud, the chief minister in the 
state of Sarawak, had separately contracted FBC Media for online publicity campaigns.56 FBC Media, 
which denied wrongdoing, collapsed in 2011.57 In February 2015, Sarawak Report said that at least 

47  “Najib and Umno sue Malaysiakini,” The Star Online, June 4, 2014, http://bit.ly/1EuzNOR. 
48  Karen Arukesamy, Bernard Cheah, “Govt not in favour of Facebook ban,” The Sun Daily, Oct 1, 2014, http://bit.ly/ZrAS8H. 
49  Najib Razak,  Facebook page, accessed Feb 26, 2015, http://on.fb.me/1CSMPmi; NajibRazak (blog), http://bit.ly/1FxF5Hi
50  Polis Diraja, Facebook page, http://on.fb.me/1yWkBtd. 
51  V Shuman, “PDRM, why not change your name to Polis Raja di Social Media (PRdSM)?” The Ant Daily, February 12, 2015, 
http://bit.ly/1LMd9Um; “Top cop’s use of Twitter to issue sedition warnings raises eyebrows,” The Malaysian Insider, February 12, 
2015, http://bit.ly/1wjwzHc. 
52  Joanna Yap, “PRS’ Cyber-Troopers Ready for Coming Polls,” Borneo Post Online, March 22, 2012, http://bit.ly/1EuCcsR; Lim 
Guan Eng, “Najib’s new army of cyber troopers with a history of dirty tricks is proof that the 13th general election will be the 
dirtiest election yet,” DapMalaysia, November 21, 2011, http://bit.ly/1MUPtib. 
53  Yu Ji, “Taking the battle online,” The Star Online, February 8, 2012, http://bit.ly/1FYNhEn. 
54  Hasbullah Awang Chik, “Umno bloggers defend ‘friendly fire’ after Najib’s ‘bangang’ label,” The Malaysian Insider, Decem-
ber 1, 2014, http://bit.ly/1AO0QlF. 
55  Mariam Mokhtar, “Sorry no cure, BBC,” Free Malaysia Today, February 17, 2012, http://bit.ly/1vCc51h; Harakah Daily, “BBC’s 
Worldwide Apology Exposes Malaysian Govt’s Image,” Malaysia Today, February 13, 2012, http://bit.ly/1Ducumz. 
56  “New Revelations Link FBC Media to BN’s Dirty Tricks Blogging Campaigns—Latest Expose!” Sarawak Report, August 7, 
2011, http://bit.ly/1zhPRgo. 
57  Ian Burrell, “TV comp at centre of global news fixing row goes into administration,” Oct 28, 2011, http://ind.pn/1FYNTd8. 
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one former FBC media expert was still in the government’s employment.58

Digital Activism 

Online tools have been effective for political mobilization and exposing the government’s grip on 
traditional media. Social media tools were used effectively by opposition supporters to mobilize fol-
lowing the jailing of opposition leader Anwar Ibrahim for five years in February 2015 for sodomy, a 
charge his supporters say was politically motivated.59  

The Coalition for Free and Fair Elections, which organize for political reform, leveraged online plat-
forms to bring tens of thousands of supporters to the streets during the “Bersih 2.0” and “Bersih 3.0” 
political rallies in 2011 and 2012, respectively. During the 2013 general election, digital campaigns to 
get out the vote contributed to a record 80 percent turnout of registered voters, in what observers 
described as the most closely fought election since independence.60

Violations of User Rights

Two bloggers were jailed in the first quarter of 2015, while two others escaped court action by seeking 
political asylum elsewhere. A number of civil society activists, politicians, and a journalist have been 
hauled up over their online remarks. The police continue with their crackdown, armed with the govern-
ment’s promise of a sedition law with harsher penalties, all creating a chilling effect on social media 
users. At the same time, there were fewer distributed denial-of-service (DDoS) attacks targeting alter-
nate news portals and opposition websites.

Legal Environment  

Malaysia’s constitution provides citizens with “the right to freedom of speech and expression,” but 
allows for limitations on this right. While some court decisions have disappointed freedom of ex-
pression advocates,61 others show more independence. The government exercises tight control over 
online as well as print and broadcast media through laws like the Official Secrets Act and the Sedi-
tion Act. Violations are punishable by fines and several years in prison. In November 2014, Prime 
Minister Najib reneged on his reform vows made in 2013 to abolish the Sedition Act. In fact, the 
government widened the scope of the sedition law with new amendments in April 2015, allowing 
the government to block electronic content considered seditious,62 and strengthening penalties. 
Under the amended law, the penalty for sedition is now seven years in prison, up from three years 
previously. A new provision allows for a penalty of up to 20 years for seditious activities that result in 

58  “Too Much Partying By Najib’s PR Guru Paul Stadlen?” Sarawak Report, Feb 11, 2015, http://bit.ly/1z8M6e4. 
59  Elizabeth Zachariah, “Hundreds join Nurul Izzah for Pakatan solidarity rally in KL,” The Malaysian Insider, February 14, 2015, 
http://bit.ly/1DWBe87. 
60  Jonathan Head, “Malaysia election sees record turnout,” BBC News, May 5, 2013, http://bbc.in/1JQFTxN. 
61  Reporters Without Borders, “Court’s Ruling on Cartoonist’s Suit Sets Disturbing Precedent for Media Freedom,” July 31, 
2012, http://bit.ly/1EVNG6M.
62  Anisah Shukry and Eileen Ng, “Sedition Act stays, says Najib,” November 27, 2014, http://bit.ly/1uKsQQF; Trinna Leong and 
Al-Zaquan Amer Hamzah, “Malaysia toughens sedition law to include online media ban, mandatory jail,” ed. Paul Tait, Reuters, 
April 10, 2015, http://reut.rs/1Ykub33, “Amendments to Sedition Act passed with several changes”, New Straits Times, April 10, 
2015, http://bit.ly/1acd664; Marie Harf, “Malaysia’s Sedition Act Amendments”, US Department of State,  press statement, April 
14, 2015, http://1.usa.gov/1OQB6ii. 
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physical harm or destruction of property.63

Defamation is a criminal offence under Sections 499 to 520 of Malaysia’s penal code. Media outlets 
benefit from stronger privileges under the Defamation Act 1957 if they can prove allegedly libelous 
content is accurate and was published without malice;64 lacking this protection, bloggers risk puni-
tive damages.

In 2012, parliament passed an amendment to the 1950 Evidence Act that holds intermediaries liable 
for seditious content posted anonymously on their networks or websites.65 This would include hosts 
of online forums, news outlets, and blogging services, as well as businesses providing Wi-Fi ser-
vices.66 The amendment also holds someone liable if their name is attributed to the content or if the 
computer it was sent from belongs to them, whether or not they were the author.67 The legal change 
was pushed through hurriedly, but garnered significant public backlash after its passage, which 
failed to prevent it going into effect.68 No implementation has been reported.

The government has also pursued prosecutions for online content based on the CMA’s broadly 
worded Section 211, which bans content deemed “indecent, obscene, false, threatening, or offensive,” 
and Section 233,.69 Amendments to the CMA and the related Communications and Multimedia Com-
mission Act (CMCA) 1998 are expected to be tabled in October,70 including measures to curb “social 
media misuse, that infringe, among others, on religious and racial sensitivities, or for recruitment of 
terrorists.”71 Critics say the intention is to stop online criticism against the government.72

Prosecutions and Detentions for Online Activities 

During this review period, police arrested numerous online users under the sedition law for remarks 
against the government and its policies, royalty, or Islam.73 Some also faced charges for allegedly 
stoking racial tensions in the country through their tweets or Facebook postings.  Among the more 
prominent arrests under the Sedition Act during this review period are the following:74

•	 In June 2014, Facebook users Gopinath Jayaratnam and Hidayat Muhamad were charged for 
allegedly insulting Islam and Hinduism. Their cases are pending.75

63  Mong Palatino, “Malaysia strengthens Sedition Act,” The Diplomat, April 13, 2015, http://bit.ly/1IJCBJg. 
64  Abdul Latiff Ahmad et al., “Regulating Blogs in Malaysia,” The Innovation Journal: The Public Sector Innovation Journal 16, 
no. 3 (2011) http://bit.ly/1BMUO8r. 
65  Eva Galperin and Katrina Kaiser, “This Week in Internet Censorship: Points system for Weibo, Activist Released in Bahrain, 
Censorship in Malaysia, Ethiopia, and More,” Electronic Frontier Foundation, May 31, 2012, http://bit.ly/1C8CXIG.
66  Teoh El Sen, “Pakatan seeks to halt new evidence act,” Free Malaysia Today, June 28, 2012, http://bit.ly/1JZ9sxc.  
67  Laws of Malaysia, “Evidence (Amendment) (no. 2) Act 2012,” http://www.federalgazette.agc.gov.my/outputaktap/20120622_
A1432_BI_Act%20A1432%20BI-evidence%20(amendment)%20(no.%202).pdf.   
68  A. Asohan, “Govt Stealthily Gazettes Evidence Act Amendment, Law is Now in Operation,” Digital News Asia, August 8, 
2012, http://bit.ly/1JZ9KUF.
69  OpenNet Initiative, “Malaysia,” in Country Profiles, https://opennet.net/research/profiles/malaysia. 
70   “Regulation for social media in proposed amendments to communication acts,” The Malaysian Insider, June 8, 2015, 
http://bit.ly/1TsbtkR.  
71   S. Neishasa, “Proposal to control social media desperate,” Berita Daily, August 3, 2015, http://bit.ly/1Emnhyb.  
72   S. Neishasa, “Proposal to register online news portals ridiculous,” Berita Daily, August 6, 2015, http://bit.ly/1N2cCkb.
73  “Malaysian government must stop ongoing crackdown & honour its pledge to repeal Sedition Act,” Suaram, Sept 12, 2014, 
http://bit.ly/1EzqaOW. 
74  “Unprecedented crackdown on freedom of expression a threat to democratic government,” Centre for Independent Jour-
nalism, February 13, 2015, http://bit.ly/1wxanz5. 
75  Bernama, “Two claim trial over seditious FB postings,” The Star Online, June 20, 2014, http://bit.ly/1Ezr9i3. 
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•	 In August 2014, a 15-year-old student was investigated for “liking” a Facebook page called 
“I Love Israel.” No further action has been taken against him.76

•	 On September 2, 2014, academic Dr. Azmi Sharom was charged over his online article in 
a news portal relating to a political crisis in the country. His trial is ongoing. He faces a jail 
term of up to seven years or maximum MYR 5,000 (US$1,040) fine or both if found guilty.77

•	 On September 3, 2014, opposition politician David Orok was charged with sedition for al-
legedly insulting Islam and the Prophet Mohamed on his social media page.78

•	 On February 5, 2015, lawyer and activist Eric Paulsen was arrested over a tweet stating that 
the Malaysian Islamic Development Department (Jakim) was spreading extremism through 
their Friday sermons. He is now out on bail, but his trial is ongoing.79 Paulsen was detained 
for the second time for sedition on March 22, 2015, but released without charge after 
questioning.80

•	 A handful of political leaders were questioned over tweets criticizing opposition leader An-
war Ibrahim’s five year jail sentence on sodomy charges in February.81

•	 Popular cartoonist Zunar was arrested and charged with sedition over his pro-Anwar 
tweet which questioned the Malaysian judiciary. He was released on bail but the charge is 
pending.82

•	 On March 30, 2015, the police arrested three editors from The Malaysian Insider news portal, 
along with the publisher and the chief executive the following day, over a report on Islamic 
criminal laws.83 The police investigation centered on complaints that the news portal had 
carried a false report about the Malay Rulers, hereditary monarchs of the nine Malay states, 
objecting against the implementation of Islamic laws in a state in Malaysia. The rulers de-
nied objecting, and the five journalists were held overnight for questioning before being re-
leased without charge. The news portal subsequently apologized for the report, which was 
attributed to an unnamed source.84

The government separately implemented the penal code to punish online commentators. On Jan-
uary 19, 2015, pro-opposition blogger Yusuf Siddique Al-Suratman was jailed for two years under 
Section 505 (b) of the penal code on a charge of causing fear and public alarm in a 2013 blog post 

76  Looi Sue-Chern, “Teen traumatised by controversy over Israel FB page like,” The Malaysian Insider, August 16, 2014, 
http://bit.ly/XocFQz. 
77  V Anbalagan, “Azmi Sharom’s Sedition Act challenge referred to Federal Court,” The Malaysian Insider, November 5, 2014, 
http://bit.ly/18xIADG.   
78  Ruben Sario, “Sabah politician charged with allegedly insulting Islam on Facebook,” The Star Online, September 3, 2014, 
http://bit.ly/1wx9qXm. 
79  Jennifer Gomez, “Human rights lawyer Eric Paulsen charged with sedition,” The Malaysian Insider, February 5, 2015, http://
bit.ly/1v5jNkb. 
80  “Activist Eric Paulsen detained again for sedition, lawyer says”, The Malay Mail Online, Mar 22, 2015, http://bit.ly/1AwFGGp. 
81  “Cops to quiz Rafizi, Nga in sedition probe over Anwar verdict remarks,” The Malay Mail Online, February 23, 2015, http://
bit.ly/1BpZOhv. 
82  Diyana Ibrahim, “Cartoonist Zunar hauled up for sedition after tweet criticising Malaysian judiciary,” February 11, 2015, The 
Malaysian Insider, http://bit.ly/1Bq03ZQ. 
83  Austin Ramzy, “Editors and Executives of News Website Malaysian Insider Are Arrested,” The New York Times, March 31, 
2015, http://nyti.ms/1IMvYVw; and “Police arrest Edge, TMI executives for sedition,” The Malaysian Insider, March 31, 2015, 
http://bit.ly/1yumAQi. 
84  “Clarification and apology,” The Malaysian Insider, April 4, 2015, http://bit.ly/1I7vxYQ
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about a police anti-terrorism operation.85  On January 11, 2015, a couple was arrested for dissemi-
nating false information about flooding via WhatsApp, and were remanded under Section 233 of the 
Communications and Multimedia Act 1998.86 No further action was taken against them. In February 
2015, Ismail Sabri Yaakob, then minister of agriculture and related industries, was asked to give a 
statement to police after calling for Malay consumers to boycott Chinese traders on Facebook.87 He 
did not face further action during this review period.

Trials related to sensitive comments made in the social media platform during the previous coverage 
period were ongoing. Police outside Kuala Lumpur detained a Facebook user they identified as ”Man 
Namblast” in February 2014 for allegedly posting seditious remarks about Hindus.88 He was charged 
with sedition on June 19.89 His trial is ongoing. On May 6, 2014, opposition politician Teresa Kok 
was charged with sedition for allegedly insulting Islam and the nation’s leaders, four months after 
sharing an 11-minute video that used invented Chinese New Year predictions to satirize government 
policies. The video sparked outrage among a group of Muslim NGOs, who staged protests saying 
Kok was using politics to fan racial hatred. One group slaughtered chickens, smeared the blood on 
a poster of opposition leaders, and offered a financial reward for slapping Kok in retaliation for the 
video.90 Kok’s trial was pending during this coverage period. During the review period, Facebook us-
ers Alvin Tan and Ali Abdul Jalil had also left the country to seek asylum elsewhere. They were both 
facing jail terms in Malaysia for charges under the sedition law over allegedly sensitive remarks post-
ed in the social media.91

Politically motivated defamation suits seeking damages disproportionate to the offense have be-
come another threat to online expression since a landmark 2007 blogger prosecution by a govern-
ment-linked newspaper.92 In August 2012, a Kuala Lumpur court sentenced blogger and opposition 
People’s Justice Party member Amizudin Ahmat to three months in jail on charges of contempt for 
blogging about Dr. Rais Yatim, Malaysia’s information and culture minister, after being banned from 
doing so in a 2011 defamation ruling against him.93 He lost his appeal in January 2015 and was sent 
to prison.94

In June 2014, Prime Minister Najib filed a defamation suit against Malaysiakini for two allegedly de-
famatory articles published in May that compiled readers’ comments.95 The case had not been heard 
as of May 2015. Najib subsequently filed suit against two other news portals, the opposition party 

85  “Blogger Milosuam jailed two years for posting “leaked’ police memo,” Free Malaysia Today, January 19, 2015, 
http://bit.ly/1Bq0fIJ. 
86  Bernama, “False WhatsApp message on floods lands couple in trouble,” The Malay Mail Online, January 11, 2015,  
http://bit.ly/1FIpAwv. 
87  Ida Lim, “Ismail Sabri gives police statement over controversial boycott call,” The Malay Mail Online, February 9, 2015, 
http://bit.ly/1G3669f. 
88  “FB user held over seditious remarks”, The Star Online, February 12, 2014, http://bit.ly/1LVXjES. 
89  M. Mageswari, “Teacher pleads not guilty to sedition over Facebook posting,” The Star Online, June 19, 2014, 
http://bit.ly/1l4CoG9. 
90  P. Ramani, “Teresa Kok charged with sedition over CNY video,” Free Malaysia Today, May 6, 2014, http://bit.ly/188NUMT. 
91  “Fugitive sex blogger Alvin Tan again under sedition scope,” The Malay Mail Online, September 29, 2014, 
http://bit.ly/1GAepH2; “Second Malaysian Seeking Political Asylum This Year – Proof Of Police State?” Finance Twitter (blog), 
October 26, 2014, http://bit.ly/1N2qyt3. 
92  Soon Li Tsin, “Bloggers sued for defamation,” Malaysiakini, January 18, 2007, http://bit.ly/1N2scuK. 
93  Reporters Without Borders, “Opposition Blogger Ordered to Pay Exorbitant Damages to Minister,” International Freedom 
of Expression eXchange, news alert, July 22, 2011, http://bit.ly/1aBt4Yd; Reporters Without Borders, “Prison Sentence Deferred,” 
August 20, 2012,http://bit.ly/1zNSMyy.
94  Bernama, “Blogger jailed three months for contempt of court,” Free Malaysia Today, January 8, 2015, http://bit.ly/1Bq15VJ. 
95  “Najib, Umno sue Mkini over readers’ comments,” Malaysiakini, June 3, 2014, http://bit.ly/1AUi1BP. 
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organ Harakah Online and the pro-opposition Media Rakyat, claiming that they had defamed him. 
The two charges against Media Rakyat also name two opposition lawmakers.96  If defeated, the web-
sites could be forced to pay the prime minister significant damages.

Separately, Malaysiakini journalist Susan Loone was arrested on September 4, 2014 over an article 
which allegedly defamed the police. Her article stated that an arrested opposition lawmaker was 
treated like a criminal by the police; the lawmaker himself said that he was well-treated under custo-
dy. She was released the next day, and so far no charges have been filed.97

In March 2015, journalist Aisyah Tajuddin and independent radio station BFM were hauled up for 
mocking Islam in a video posted in YouTube. BFM Radio then removed the video from its YouTube 
page, but Aisyah is now being investigated by police for blasphemy, and could face up to a year in 
jail if convicted. She also received death and rape threats over the video. There were no develop-
ments in the investigation as of May 2015.98

Surveillance, Privacy, and Anonymity 

Real-name registration is not required for participation in Malaysia’s blogosphere, nor is it required 
to use a cybercafe. Beginning in 2007, all mobile phone owners, including the roughly 18 million 
customers using prepaid service at the time, were required to register as part of an effort to de-
crease rumor mongering.99 The rule appears to have been weakly enforced.

The extent of government surveillance of ICT content is not known, but privacy protections are gen-
erally poor.100 In 2008, the MCMC formed a panel composed of representatives from the police, the 
attorney general’s office, and the Home Ministry to monitor websites and blogs. Although it still 
appears to be active, it has not publicly intervened in internet freedom issues. Court documents 
indicate that police regularly gain access to the content of text messages from telecommunications 
companies, sometimes without judicial oversight. SOSMA, which allows for the interception of com-
munications without a judicial order in poorly defined security investigations, also contains scope for 
abuse.101   

The Malaysian Personal Data Protection Act 2010, which regulates the processing of personal data in 
commercial transactions, came into effect in November 2013. The law makes it illegal for commercial 
organizations to sell personal information or allow third parties to use it, with penalties up to MYR 
100,000 (US$27,400) or one year imprisonment. Federal and state governments are exempted from 
the law, as is data processed outside Malaysia.102 But the act requires that information about Ma-

96  V Anbalagan, “Najib, Rosmah sue Rafizi, portal owner over diamond ring remark,” The Malaysian Insider, April 17, 2015, 
http://bit.ly/1GS1t2Q; M Mageswari, “Najib sues Tony Pua, portal owner for defamation,” The Star Online, March 6, 2015, 
http://bit.ly/1E6lTy; Maizatul Nazlina, “Najib sues Harakahdaily for defamation,” The Star Online, March 20, 2015, 
http://bit.ly/1OQDuWl. 
97  “Mkini journo arrested for sedition, quizzed for 9hrs,” Malaysiakini, September 4, 2014, http://bit.ly/1GAdEhh. 
98  Tse Yin Lee, “The perils of speaking out against Islamic law in Malaysia, ”BBC News, March 29, 2015, http://bbc.in/1aaMJhU;  
Boo Su-Lyn, “BFM journalist gets death, rape threats over video questioning hudud,” The Malay Mail Online, March 20, 2015, 
http://bit.ly/1I7udF9. 
99  “Dec 15 Registration Deadline Stays: MCMC,” Bernama, August 18, 2006, http://bit.ly/1zq73QJ. 
100  Privacy International, Final Report for “Privacy in Asia” Scoping Project, November 2009, https://idl-bnc.idrc.ca/dspace/
handle/10625/40000. 
101  Mickey Spiegel, “Smoke and Mirrors: Malaysia’s “New” Internal Security Act,” Asia Pacific Bulletin, no. 167, (June 2012), 
http://bit.ly/1Amz9N8.
102  Barry Ooi, “How the Personal Data Protection Act Impacts the Market Research Industry,” December 29, 2012. 
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laysians be stored locally, and limits conditions under which the data can be transferred abroad. No 
implementation was reported during the coverage period.103

In 2013, the University of Toronto-based research group Citizen Lab reported detecting software 
known as FinFisher, described by its distributor Gamma International as “governmental IT intrusion 
and remote monitoring solutions,” on 36 servers worldwide, including one in Malaysia.104 The soft-
ware potentially allows the server to steal passwords, tap Skype calls, or record audio and video 
without permission from other computers, according to Citizen Lab. The same month, the Malaysian 
Insider documented FinFisher’s presence in Malaysia, based on a New York Times report.105 In re-
sponse, the MCMC threatened the site with a fine of up to MYR 50,000 (US$15,200) or one year im-
prisonment for false reporting under the CMA. No charges were filed against the website or its staff.  
However, Citizen Lab subsequently reported they had further identified “a Malaysian election-related 
document” they characterized as a “booby-trapped candidate list” containing surveillance spyware.106 
Because the spyware is only marketed to governments, “it is reasonable to assume that some gov-
ernment actor is responsible,” the group concluded. A separate Citizen Lab report published in 2014 
said a Malaysian government agency was a “current or former user” of Remote Control System spy-
ware marketed by the Milan-based Hacking Team.107  

Intimidation and Violence 

Physical violence sporadically affects traditional and online journalists in Malaysia.108 No incidents 
were documented during the coverage period of this report.

Technical Attacks

Independent online news outlets and some opposition-related websites have faced intense DDoS 
attacks, which force sites to crash sites by overloading the host server with requests for content, of-
ten at moments of political importance. Some observers believe such attacks are either sponsored 
or condoned by Malaysian security agencies, since they often align with government priorities. Ma-
laysiakini was one of many sites reporting on the opposition which were subjected to an apparently 
coordinated assault before the May 2013 elections.109 Though attacks are known to continue, no se-
vere or crippling incidents were reported by news portals and opposition websites during this review 
period.         

                    

103  Anupam Chander and Uyen P. Le, “Breaking the Web: Data Localization vs. the Global Internet,”(UC Davis Legal Studies 
Research Paper No. 378, Emory Law Journal, April 2014) http://bit.ly/1Bq2KuA. 
104  Morgan Marquis-Boire et al., “You Only Click Twice: FinFisher’s Global Proliferation,” Citizen Lab, March 13, 2013, 
http://bit.ly/1grgVFd. 
105  Boo Su-Lyn, “Malaysia uses spyware against own citizens, NYT reports,” The Malaysian Insider, March 14, 2013,http://bit.
ly/1E52SSf;  The original New York Times article: Nicole Perlroth, “Researchers Find 25 Countries Using Surveillance Software,” 
The Business of Technology (blog), The New York Times March 13, 2013, http://nyti.ms/1G2XSOv.
106  “Short Background: Citizen Lab Research on FinFisher Presence in Malaysia,” Citizen Lab, May 2013, http://bit.ly/1zNT7Bo. 
107  Bill Marczak et al, “Mapping Hacking Team’s “Untraceable” Spyware,” Citizen Lab, February 17, 2014, http://bit.ly/1kPDo0Y.
108  CPJ, “Journalists assaulted, detained during rally in Malaysia,” April 30, 2012, http://cpj.org/x/4b4a. 
109  Human Rights Watch, “Malaysia: Violence, Cyber Attacks Threaten Elections,” May 1, 2013, http://bit.ly/1Ezugqi; Shawn 
Crispin, “In Asia, Three Nations Clip Once-Budding Online Freedom,” in Attacks on the Press, Committee to Protect Journalists 
(New York: Wiley, February 2013), http://bit.ly/1wxdabx.
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Key Developments: June 2014 – May 2015

•	 In 2014 and early 2015, Mexico continued to be one of the most hostile environments in 
the world for online journalists and bloggers, who were subjected to retaliatory violence 
from drug cartels, organized crime, and public officials. In this period, one online citizen 
journalist and at least seven other journalists were killed (see Intimidation and Violence).

•	 The Federal Telecommunications and Broadcasting Law, which was approved on July 14, 
2014, may potentially increase ICT competition and affordability. However, certain provi-
sions in the law could constitute a significant breach of users’ privacy (see ICT Market and 
Surveillance, Privacy, and Anonymity).

•	 A ruling by the Federal Institute of Access to Information and Personal Data Protection 
(IFAI)1 may set a precedent for users to request that search engines remove results that 
violate their privacy or harm their reputation (see Content Removal).

•	 Online journalists continued to be victims of serious cyberattacks. In this period, six major 
cyberattacks on journalists and media publications took place (see Technical Attacks).

1  In May 2015, this institute changed its name to the National Institute of Transparency, Access to Information, and Personal 
Data Protection (INAI).

Mexico
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 10 9

Limits on Content (0-35) 10 10

Violations of User Rights (0-40) 19 20

TOTAL* (0-100) 39 39

* 0=most free, 100=least free

Population:  119.7 million

Internet Penetration 2014:  44 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Internet access has improved in recent years, and new legislation has already begun to promote 
diversity in Mexico’s highly concentrated information and communications technology (ICT) market. 
Nevertheless, internet freedom is severely limited by one of the highest levels of violence against 
journalists in the world. Online journalists, bloggers, and social media activists often risk their safety 
to report on local crime and corruption. Using the tense security situation and the war on drugs as 
justification, the state has ramped up its legal surveillance powers through a recent telecommunica-
tions reform.

Online publications have suffered severe cyberattacks, journalists have received death threats, and at 
least one online journalist was murdered during the coverage period. Although the June 2012 Law 
to Protect Human Right Defenders and Journalists allows federal authorities to investigate attacks 
against journalists and human rights defenders and to provide them with protection, it has suffered 
from inadequate enforcement and delays in responding to requests for protections.1  

In this climate of insecurity, the government expanded its powers of surveillance by passing the 
Telecommunications Law in July 2014. This law requires internet service providers (ISPs) and mobile 
providers to store user data for at least two years and to provide detailed communication records to 
police without a judicial warrant. Meanwhile, recent reports of Mexican government contracts with 
the Italian surveillance company Hacking Team suggest that state surveillance is widespread. 

Mexico has experienced dramatic improvements in both internet penetration and quality of access 
over the last 25 years; for example, average connection speeds increased from 1.08 Mbps in 2007 to 
4.5 Mbps in 2015.2 Nevertheless, the country still faces challenges in its quest to extend internet ac-
cess to all citizens. Regional disparities create a stark digital divide, in which individuals living in large 
cities have much greater access to affordable internet service than those in smaller towns and more 
remote areas.

The Mexican ICT market has historically been characterized by extremely high market concentration, 
which has contributed to high prices and reduced access. Through the Telecommunications Law, the 
government has sought to reduce this concentration by curbing the dominance of América Móvil, 
which owns 80 percent of landlines and 70 percent of wireless internet subscriptions in Mexico and 
is headed by Carlos Slim, one of the world’s richest individuals.3 Although the law empowered the 
new regulatory body, the Federal Telecommunications Institute (IFETEL), to begin to break up Mexi-
co’s highly concentrated telecommunications market, six private companies still dominate the indus-
try, offering broadband service at prices beyond the reach of many low-income citizens. 

1  Gloria Leticia Díaz, “Alertan por fallas en Ley para Protección a Periodistas y Activistas,” [Warning of Failures in the Law 
for the Protection of Journalists and Activists] Proceso.com.mx, June 25, 2013, accessed July 15, 2015, http://bit.ly/1MsOyoj; 
See also “El Mecanismo de Protección para Personas Defensoras de Derechos Humanos y Periodistas en México: desafíos y 
oportunidades,” [The Mechanism for the Protection of Human Rights Defenders and Journalists in Mexico: Challenges and 
Opportunities] Washington Office on Latin America and Peace Brigades International, February 3, 2015, accessed July 15, 2015, 
http://bit.ly/1zPQbtg.
2  Akamai, “Map Visualization-Mexico,” State of the Internet, Q3 2007-Q4 2014, accessed March 12, 2014, http://akamai.
me/1VdTuF5;See also Akami, State of the Internet Report, Q1 2015, accessed July 15, 2015, http://bit.ly/1LXLUEf. 
3  Susan Crawford, “Mexico’s Lucky to Have Just One Man Blocking Internet Equality, We’ve Got a Bunch,” Wired, May 13, 2013, 
http://wrd.cm/1JyGpKr. 
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Obstacles to Access

Implementation of the new Telecommunications Law has opened the market and started to reduce 
concentration of the sector. This development has the potential to increase availability and ease of 
access to the internet.  At the same time, the government has launched its plan to use the national fi-
ber-optic network, owned by the Federal Commission of Electricity, to expand internet service through-
out the country. So far, however, the country still suffers from a huge digital divide between the north 
and south of the country. 

Availability and Ease of Access   

Internet penetration in Mexico has increased significantly over the past five years. According to data 
from the International Telecommunications Union (ITU), internet penetration reached 44 percent in 
Mexico in 2014, compared to 43 percent in 2013 and just 26 percent in 2009.4 Although access has 
continued to grow each year, the rate of this growth has decreased slightly in recent years.5   

New legislation and government initiatives may significantly reshape the telecommunications indus-
try and increase access, but the real-world impact of these relatively new policy changes still remains 
to be seen. The Telecommunications Law, passed in July 2014, aims to reduce market concentration 
in the sector, which could increase access by increasing competition and reducing the very high pric-
es for mobile and internet services in the country. 

Meanwhile, following advice from civil society groups, the government has announced plans to use 
the national infrastructure of the Electricity Federal Commission (CFE) to provide improved internet 
access across the country. In December 2014, as part of the constitutional reform in telecommunica-
tions, the Federal Electricity Commission granted the state company Telecomm (Telecommunications 
of Mexico) use of a 40,000 kilometer-long fiber-optic cable network. Telecomm hopes to use and 
expand this infrastructure, which can transmit data, video, and voice communications, with the goal 
of expanding internet access to 98 percent of homes.6

As of early 2015, however, Mexico continued to suffer from limited access, and the digital divide 
between the north and south has widened. While the proportion of homes with access to the inter-
net grew from 30.7 percent in 2013 to 34.4 percent in 2014, the proportion of homes with access to 
internet in some of the poorest states was unchanged.7 In 2014, more than half of homes had access 
to the internet in Nuevo Leon, Mexico City and Baja California, while only one in ten had access to 
the internet in Chiapas and Oaxaca.8   

4  International Telecommunications Union, “Percentage of Individuals Using the Internet,” accessed August 15, 2015, http://
bit.ly/1FDwW9w. 
5  Julio Sánchez Onofre, “Crecimiento de internautas en México se desacelera: INEGI,”  [Growth of internet users in Mexico is 
slowing down] El Economista, December 17, 2014, accessed March 12, 2015. http://bit.ly/1iFkSd7. 
6  Leonardo Peralta, “Telecomm venderá conectividad de fibra óptica en 2015” [Telecomm will sell fiber optic connectivity 
in 2015], CNN Expansion, December 11, 2014,  http://www.cnnexpansion.com/tecnologia/2014/12/10/telecomm-vendera-
conectividad-de-fibra-optica-en-2015;  Claudia Juarez Escalona, “Telecomm controlará fibra óptica de la CFE” [Telecomm will 
control the CFE’s fiber optic network], El Economista, May 27, 2014, http://bit.ly/1NXBVmF ; “Mexico: Gobierno cede concesión 
de red de la CFE a Telecomm” [Mexico cedes concession of the CFE network to Telecomm], Prensario Internacional, May 28, 
2014, http://bit.ly/1M3qhby.
7  Instituto Nacional de Estadística y Geografiá, “Módulo sobre disponibilidad y uso de las tecnologías de la información en 
los hogares, 2014,” [Moduleon availability and usage of technology at home, 2014] December 11, 2014, accesed on April 12, 
2015, http://bit.ly/1QNEasd
8  Instituto Nacional de Estadística y Geografiá, “Módulo sobre disponibilidad y uso de las tecnologías de la información en 
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Such limited and disparate connectivity rates are also evident in the relatively small percentage of in-
ternet users with broadband access. According to the National Institute of Statistics and Geography 
(INEGI), 34.4 percent of Mexicans had household internet access as of 2014.9 Although the number 
of Mexicans with broadband subscriptions has increased over the past decade, growing from 0.4 
percent in 2003 to nearly 12 percent in 2014,10 Mexico still falls significantly below the broadband 
penetration rates of other OECD countries, which have an average rate of approximately 27 per-
cent.11 In Mexico where the minimum wage is US$150 per month,12 the high price of broadband ser-
vice, which can range from US$26 to US$100 per month,13 is a significant factor in the country’s low 
broadband penetration rate. 

Internet cafes and the availability of internet at the workplace and schools have partially ameliorated 
the disparities in internet use between socioeconomic groups. Although 58 percent of all computer 
users in Mexico access the internet from home, in 2014, the remaining 42 percent of computer users 
(nearly 18 million) sought access from other places,14 such as internet cafes or computers at their 
workplace.15 

The emergence of mobile technologies has also increased internet access in Mexico. Notably, the 
mobile broadband penetration rate, which grew nearly 19 percent between December 2013 and 
June 2014 to reach a penetration rate of roughly 40 percent, far surpasses the penetration rate of 
fixed household broadband subscriptions, which grew 3 percent in the same period to a current 
penetration rate of 12 percent.16 Although Mexico had the third-highest growth in mobile broad-
band penetration among OECD countries between December 2013 and June 2014, it still lags well 
behind most other OECD countries in terms of mobile internet penetration.17

Mobile phone access is significantly more widespread in Mexico than is internet use, with the ITU re-
porting a mobile penetration rate of 83 percent (about 102 million users) as of 2014.18 However, this 
rate still puts the country behind other countries in the region. As of December 2014, an eMarketer 
study estimated that there were 29 million smartphone users in Mexico.19 The prevalence of smart-

los hogares, 2014.”
9  Instituto Nacional de Estadística y Geografiá, “Módulo sobre disponibilidad y uso de las tecnologías de la información en 
los hogares, 2014.”
10  OECD, “Historical penetration rates, fixed and wireless broadband,” OECD Broadband Portal, updated December 2014, 
http://bit.ly/1Brdh9K.; See also: Patricia Rey, “Mexico, second worst OCDE country for broadbrand penetration,” BNAmericas, 
February 27, 2015, accessed April 14, 2015, http://bit.ly/1KG2NVZ
11  OECD, “Fixed and Wireless Broadband Subscriptions Per 100 Inhabitants,” OECD Broadband Portal, updated December 
2014, http://bit.ly/1Brdh9K. 
12  Comisión Nacional de Salarios Mínimos, “Boletín de Prensa, December 19, 2014, accessed on April 12, 2015, http://bit.
ly/1Emq3Hs. 
13  Danielle Kell et al, “The Cost of Connectivity 2014: Data and Analysis on Broadband offerings in 24 cities across the world,” 
Policy Paper, Open Technology Institute October 30, 2014, accessed on April 12, 2015,  http://bit.ly/1L0Cco0. 
14  Based on statistics regarding Mexico’s population and internet penetration, it is possible to calculate that there are roughly 
43 million internet users in Mexico; of these, 42 percent or nearly 18 million do not have internet access at home and must seek 
it outside the home. Instituto Nacional de Estadística y Geografia, “Estadísticas sobre la disponibilidad y uso de las tecnologías 
de la información en los hogares, 2014.” 
15  Instituto Nacional de Estadística y Geografia, “Estadísticas sobre la disponibilidad y uso de las tecnologías de la 
información en los hogares, 2014.”
16  Patricia Rey, “Mexico, second worst OCDE country for broadbrand penetration,” BNAmericas, February 27, 2015, accessed 
April 14, 2015, http://bit.ly/1KG2NVZ; See also: Miguel Ángel Vargas,  “OCDE: Mexico con la más baja penetracion de banda 
ancha,” ADN Politico, January 9, 2014, http://bit.ly/1P20ijX.
17  “México, el quinto peor en Internet móvil: OCDE,” Forbes, February 19, 2015, http://bit.ly/1LMJAlt
18  International Telecommunications Union, “Mobile-cellular telephone subscriptions,” accessed August 15, 2015, http://bit.
ly/1FDwW9w. 
19  “Who’s Using Tablets and Smartphones in Latin America,” eMarketer, March 20, 2015, http://bit.ly/1LIsBnZ. 
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phones is due in part to a recent drop in prices for mobile phone use,20 the increasing availability of 
smartphones, and promotions that narrow the price gap between basic phones and smartphones.21 
Mexico is reportedly home to the second largest smartphone market in Latin America, following Bra-
zil, and the tenth largest in the world as of 2013.22

Restrictions on Connectivity  

There have not been any recorded activities or public incidents related to government imposed re-
strictions on ICT connectivity or restrictions on access to particular social media or communications 
applications during the period of this report. Article 190 in the recently passed Telecommunications 
Law, however, authorizes the “appropriate authority” within the Mexican government to request the 
suspension of telecommunications service in order to “halt the commission of crimes.”23

Civil society groups successfully rallied to remove wording from earlier drafts of the Telecommunica-
tions Law that would have allowed the government to temporarily block telecommunications signals 

“in events and places critical to the public and national security.”24 Although the version of the law 
that was approved narrowed the parameters for blocking telecommunications signals in comparison 
with the proposed draft of the law, there are still concerns that authorities could abuse these provi-
sions to limit expression in critical moments. The United Nations Special Rapporteur on Freedom of 
Expression, along with other international organizations, has stated that shutting down entire parts 
of the communications system cannot be justified under human rights law.25

Although the majority of the backbone infrastructure in Mexico is privately owned, the state-owned 
company Telecomm has taken on greater control of the infrastructure, after taking over the fiber-op-
tic infrastructure from the Federal Electricity Commission.26 Mexico has only one Internet Exchange 
Point (IXP), set up by KIO Networks in April 2014. Experts say that this IXP may increase efficiency 
and reduce costs for Mexican ISPs by helping to manage traffic across networks.27

ICT Market 

In June 2013, the president approved a constitutional amendment aimed at reforming the tele-
communications sector.28 Through that reform, the government hoped to increase competition via 

20  In May 2011, COFETEL ordered telecom firms to reduce interconnection fees between landlines and mobile phones to a 
more affordable level. The fees were dropped to 0.39 pesos (US$0.03) for mobile phones. The decision was later affirmed by 
the Supreme Court. See: “Cofetel reduces fixed line interconnection rate,” TeleGeography, June 10, 2011, http://bit.ly/1LXQ0vV. 
21  Maris Olvera, “A la baja precios de smartphones,” [Smartphone Prices Decreasing] El Universal-Querétaro, May 27, 2013, 
http://bit.ly/1iWOpjf.  
22  “One-Quarter of Mexico’s Population to Use Smartphones in 2014,” eMarketer, December 22, 2014, accessed April 14, 2015, 
http://bit.ly/1wBt2aG; See also: “2013: “2013: The Year of the Smartphone in Latin America,” eMarketer, January 22, 2014, http://
bit.ly/1ooxGkg;  and Julio Sanchez Onofre, “México, mercado “top 10” global de smartphones en 2013: IDC,” [Mexico: ‘Top Ten’ 
Global Market for Smartphones in 2013: IDC] El Economista, June 11, 2013, http://bit.ly/1VmwNsR. 
23  Artículo 189-190 de Ley Federal de Telecomunicaciones y Radiodifusión” [Art. 189-190 o Federal Telecommunications and 
Radio Law], http://bit.ly/13dOkzO.  
24  Rafael Cabrera, “Bloqueo, censura… ¿Qué propone Peña Nieto para internet?,” Animal Politico, March 29, 2014, http://bit.
ly/1KOyri1. 
25  United Nations Office of the High Commissioner of Human Rights, “Joint Declaration on Freedom of Expression and 
responses to conflict situation,” accessed October 20, 2015, http://bit.ly/1hPapLD
26  Peralta, “Telecomm venderá conectividad de fibra óptica en 2015.” 
27  Julio Sánchez Onofre, “Primer IXP in Mexico, una realidad,” El Economista, April 30, 2014,  http://bit.ly/1h3UAQG. 
28  “Mexican Senate approves telecoms-reform bill,” Al Jazeera, May 1, 2013 http://bit.ly/1KOyU3J; See also: Dolia Estevez, 

“Mexico’s Congress Passes Monopoly-Busting Telecom Bill, Threatening Tycoon Carlos Slim’s Empire,” Forbes, May 1, 2013, http://
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asymmetric regulation, to force divestment of companies with a monopoly on telecommunications, 
and to lighten restrictions on foreign investment.29 In July 2014, the government finally approved 
secondary legislation allowing the recently created Federal Institute for Telecommunications (IFETEL) 
to launch a process to reduce the market dominance of two América Móvil companies: Telcel in the 
mobile market and Telmex in the fixed segment.

Prior to the reform, six private companies controlled Mexico’s mobile phone sector, with one compa-
ny eclipsing all others in market dominance. Carlos Slim’s América Móvil, which counts both Telmex 
and Telcel as subsidiaries, dominated the ICT landscape with 80 percent of landline subscriptions 
and 70 percent of the wireless market in 2013.30 The top competitor in fixed line subscriptions, Axtel, 
only accounted for 6 percent of that market, while the top competitor in wireless connections, Mov-
istar, claimed 20 percent of wireless subscriptions.31

Mexico’s Telecommunications Law prohibits companies from controlling more than 50 percent of the 
market share. In March 2014, IFETEL, the new regulator, declared América Móvil a dominant compa-
ny, indicating that it violated antitrust standards under the law. In response, América Móvil preemp-
tively started selling assets to comply with the new regulations.32 

Over the past year, IFETEL has continued to issue decisions targeted at reducing América Móvil’s 
dominance in the market. In an important step that has the potential to reduce costs and obstacles 
to calling between phone networks, IFETEL determined that the company must eliminate mobile 
roaming charges and fees for receiving incoming calls from rival providers on Telcel’s network. Under 
new regulations, América Móvil also initiated steps to allow other telecommunications providers 
to use its platform, and after a long legal dispute, América Móvil and Axtel reached an agreement 
for the latter to offer mobile phone services on América Móvil’s network.33 Through this agreement, 
Axtel will become the first virtual mobile network leasing space from Americas Movil network unit 
Telcel.

Although it is early to assess the overall impact of the Telecommunications Law on market concen-
tration, competition, and prices, the initial developments seem to bode well for ICT competition in 
Mexico. In January 2015, for example, U.S.-based carrier AT&T closed a $2.5 billion deal with the pur-
chase of Iusacell, the third largest Mexican carrier from Grupo Salinas,34 marking the entrance of U.S. 
companies into the Mexican market and increasing competition for América Móvil.

Regulatory Bodies 

In 2013, the government established a new autonomous regulatory apparatus known as the Federal 

onforb.es/1iFp4cQ. 
29  “Working through a Reform Agenda,” The Economist, April 4, 2013, http://econ.st/1RbUovQ. 
30   Susan Crawford, “Mexico’s Lucky to Have Just One Man Blocking Internet Equality, We’ve Got a Bunch,” Wired, May 13, 
2013, http://wrd.cm/1JyGpKr; See also: Henry Lancaster, Mexico- Mobile Infrastructure, Broadband, Operators – Statistics and 
Analyses, BuddeComm, last updated August 24, 2015, http://bit.ly/1MBCfpL; and also, “America Movil Renews Criticism of OECD 
Report on Mexico,” ADVFN,  http://bit.ly/1Vjh0jL. 
31  Dolia Estevez, “U.S. Government Puts Pressure on Carlos Slim, Mexico’s Telecom Sector to Open Up To Competition,” Forbes, 
April 1, 2013, http://onforb.es/1JyKiip. 
32  Dolia Estevez, “In A Surprising Move, Mexican Billionaire Carlos Slim To Sell Telecom Assets In Compliance With New Anti-
Trust Rules,” Forbes, July 9, 2014, accessed April 14. 2015, http://onforb.es/1iFpLDh. 
33  Anthony Harrup, “Mexico’s América Móvil, Axtel Settle Disputes,” The Wall Street Journal, March 18, 2015; accessed April 
17, 2015, http://on.wsj.com/1RbVesD. 
34  Roger Cheng, “Done deal: AT&T closes $2.5 billion purchase of Mexico’s Iusacell,” Janury 16, 2015, http://cnet.co/1sHfJp3. 
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Telecommunications Institute (IFETEL) as part of a constitutional reform, in order to increase trans-
parency of media regulation.35 IFETEL has the legal mandate to act as an antitrust body, protecting 
the industry against monopolistic practices. Its abilities were put on hold, however, until secondary 
legislation was passed in July 2014. Though it could still make rulings, the lack of secondary legisla-
tion was grounds for dominant companies to appeal the regulator’s rulings before a court. 

After secondary legislation was approved in July 2014, however, IFETEL began acting on its mandate 
to unilaterally punish non-competitive practices through the withdrawal of corporations’ licenses, 
the application of asymmetric regulation, and the unbundling of media services—stipulations that 
may portend a dramatic change in the Mexican ICT landscape.36 The most notable step taken by 
IFETEL was the declaration that América Móvil and Televisa were dominant companies.  This action 
indicates positive changes in Mexico’s telecommunications market, especially if IFETEL can continue 
to remain independent from political and corporate interests.

Limits on Content

There is no evidence of blocking or filtering of online content in Mexico, but the government has in-
creased requests to social media companies to remove content. Meanwhile, harassment and physical 
violence contributed to self-censorship among journalists and online activists, although many have 
continued to risk physical danger in order to write about crime and corruption. Public officials and pri-
vate actors also used harassment and economic constraints to manipulate the media environment. In 
March 2015, for example, a team of online investigative journalists was fired after publishing a story 
about government corruption.

Blocking and Filtering 

No evidence has been documented that the government or other actors blocked or filtered internet 
and other ICT content. Facebook, Twitter, YouTube, and international blog-hosting services are freely 
available in Mexico and have enjoyed steady growth in recent years. 

Content Removal 

The Mexican government does not systematically request content removal. Facebook did not regis-
ter any content removal requests for 2014,37 and Twitter registered two government agency requests 
for content removal, with which it did not comply.38 Although there is little legislative framework for 
intermediary liability, the existing legislation offers some protections from liability for ISPs in cases 
of copyright infringement.39 A crucial new ruling from the Federal Institute of Access to Information 
and Personal Data Protection (IFAI),40 now known as the INAI after a recent name change, may indi-

35  Juan Montes, “Mexico Telecoms Reform Bill Advances,” The Wall Street Journal, March 22, 2013, http://on.wsj.com/1LXSc6E
36  Víctor Pavón-Villamayor, “Ifetel, la mayor apuesta en telecomunicaciones,” [Ifetel, The Biggest Bet in Telecommunications] 
Forbes México, April 25, 2013, http://bit.ly/1JyL0Mr; See also: Juan Montes, “Mexico Telecoms Reform Bill Advances,” The Wall 
Street Journal, March 22, 2013, http://on.wsj.com/1LXSc6E/.
37  Facebook, “Mexico,” Government Request Report, July-December 2014, http://bit.ly/1GcN0Km. 
38  Twitter, “Mexico,” Transparency Report, https://transparency.twitter.com/country/mx. 
39  Jose Camarena, “WILMAP: MEXICO,” The Center for Internet and Society, Stanford Law School, http://stanford.io/1MV98kd. 
40  This was the name of the institute at the time of the ruling. However, in May 2015, the institute changed its name to the 
National Institute of Transparency, Access to Information, and Personal Data Protection (INAI). 
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cate greater liability for search engines if they do not comply with requests to remove sensitive per-
sonal information from their search results.

In July 2014, Carlos Sanchez de la Peña, a businessman whose family had extensive dealings in the 
transport sector, sent an appeal to Google Mexico asking it to remove three links from search results 
on the grounds that these links, which included criticisms of his family’s business dealings, consti-
tuted an affront to his honor and privacy.41 Google Mexico dismissed the request on jurisdictional 
grounds, at which point Sánchez petitioned the IFAI to force Google Mexico to remove the links. In 
January 2015, the IFAI conceded to Sánchez’s request and ordered Google Mexico to remove the 
links under threat of sanction.42  In its decision, the IFAI, following in the footsteps of several so-
called “right to be forgotten” cases, argued that individuals had the right to demand that the search 
engine remove search results that might violate their privacy.

Civil society groups have expressed serious concern that the ruling could set a precedent for inter-
mediary liability and censorship. They have also raised issue with the type of content that was cen-
sored. Although Sanchez characterized the links as defamatory and a violation of his personal priva-
cy, civil society groups have argued that the links—which included a journalistic investigation in the 
media outlet Revista Fortuna about fraud—had public interest value.43 Both Google and Revista For-
tuna, represented by the digital rights group R3D, have challenged the resolution, and Google has 
succeeded in obtaining an injunction. Mexican courts have not yet ruled on the right to be forgotten, 
although the legal challenges presented to the IFAI ruling could provide them with an opportunity 
to do so.44

Media, Diversity, and Content Manipulation  

While there is no legislation that restricts internet content, local officials have often been accused 
of manipulating online content in their favor, or of harassing or otherwise attempting to intimidate 
journalists to keep them from writing about issues of local corruption and crime.

The climate of violence and harassment towards the media contributes to significant self-censorship. 
In some states heavily afflicted by violence, the local media will simply not report stories about drug 
trafficking or drug-related violence. An investigation by the MEPI Foundation, a Mexican non-profit 
focused on promoting investigative journalism, found that in a survey of citizens who live in 15 high-
crime cities, eight out of ten people respondents said that they knew that local media would not 
report on crime in their area.45 

In several cases, evidence suggests that public officials also attempted to manipulate media content 
by exerting pressure on media outlets to fire reporters who are critical of the government. On June 
25, 2014, for example, the Chihuahua-based reporter Gabriel Ortega denounced the TV station Az-
teca Chihuahua, claiming that the station had fired him after he used his personal Facebook account 

41  Lauren Iliff, “Google Wages Free-Speech Fight in Mexico, The Wall Street Journal, May 27, 2015, http://on.wsj.
com/1J0MdS1. 
42  Instituto Federal de Acceso a la Información y Protección de Datos, Antecedentes, http://bit.ly/1jr0U6E.  
43  Animal Político, “Fallo del IFAI contra Google abre puerta para que cualquiera censure 
contenidos en Internet,” Vanguardia, January 30, 2015, http://www.vanguardia.com.mx/
fallodelifaicontragoogleabrepuertaparaquecualquieracensurecontenidoseninternet-2260478.html.
44  Susana Guzmán, “Google litiga contra el Ifai por el ‘derecho al olvido’” [Google litigates against the IFAI over the right to 
be forgotten], La RazónI, April 28, 2015, http://bit.ly/1hPhMCB
45  Fundación MEPI, “Se autocensuran por crimen organizado,” February 3, 2015, http://bit.ly/1iWTqbA. 
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to criticize both the state and the city governments.46 In a case that generated far more media at-
tention in March 2015, MVS, an independent radio station, terminated its contract with the Aristegui 
Noticias team, a group of investigative journalists that used to run stories on the MVS radio station. 
MVS said that the dismissal was related to the involvement of members of the investigative team in 
a new website Méxicoleaks, which encourages whistleblowers to come forward anonymously. The 
company accused the journalists of using the MVS brand in association with the Méxicoleaks project 
without permission.47

Many critics believe that the real reason for the termination, however, was a reaction to a controver-
sial report published online by the Aristegui Noticias team two months earlier that investigated a 
luxurious residence in Mexico City owned by President Enrique Peña Nieto’s family.48 The proximity 
between the publication of the story and the dismissal of the entire Aristegui Noticias team raised 
suspicions about the role of governmental pressure on MVS. Edison Lanza, the Special Rapporteur of 
Freedom of Expression at the Interamerican Commission of Human Rights criticized the firing saying 
that it might be “a subtle form of censoring a critical voice.” 49 After MVS terminated the contract, the 
team continued to publish stories on their website aristeguinoticias.com. 

Online trolls have targeted both online and print journalists through Twitter and other social media, 
and some reports suggest that some government officials or powerful figures regularly employ com-
mentators or bots in order to manipulate online debate.50 The news portal Sin Embargo reported 
on October 8, 2014 that it was subject to attacks by anonymous users, thought to be bots, posting 
comments on the website accusing the editors of corruption.51 Before the threats, Sin Embargo had 
run a story critical of local officials.

After publishing an article on the online media platform Aristegui Noticias in February 2015 criticiz-
ing the detention of human rights defender Pedro Canché, journalist Lydia Cacho said that she faced 
attacks from trolls accusing her of accepting money from public officials.52 Trolling campaigns seem 
to be a regular form of attack against independent online journalists and bloggers in Mexico. The 
map of press freedom violations, “Journalists at Risk,” shows at least two other major cases of trolling 
attacks against @MrCruzStar, an online activist in Tamaulipas,53 and Sandra de los Santos, a reporter 
for the online media outlet Chiapas Paralelo.54

Economic constraints influence the diversity of media in Mexico. Scarce funding and a lack of inter-

46  Periodistas en Riesgo, “Denuncia reportero espionaje virtual y despido,”[Reporter claim he was spied electronically and 
fired] June 25, 2014, accessed April 15, 2015, http://bit.ly/1MVbfo2.  
47  Elisabeth Malkin, “In Mexico, Firing of Carmen Aristegui Highlights Rising Pressures on News Media,” The New York Times, 
March 27, 2015, http://nyti.ms/1FDE7yz.  
48  “La casa blanca de Enrique Peña Nieto (investigación especial),” [The white house of Enrique Peña Nieto (special 
investigation)]  Aristegui Noticias, November 9, 2014; accessed April 17, 2015, http://bit.ly/1xc1FVN. 
49  Associated Press, “Depido de Aristegui huele a censura: CIDH,” El Economista, March 23, 2015, http://bit.ly/1LKw8Rm.  
50  Alberto Nájar, “¿Cuánto poder tienen los Peñabots, los tuiteros que combaten la crítica en México?,” BBC Mundo, March 
7, 2015, http://bbc.in/1KG9qHX;  Erin Gallagher, “Tracking The Mexican Botnet: Connecting the Twitterbots,” Revolution News, 
March 18, 2015, http://bit.ly/1FS4CxF.  
51  Periodistas en Riesgo, “Ataque cibernético a portal Sin Embargo,” [Cyberattack to Sin Embargo portal] October 8, 2014, 
accessed April 15, 2015, http://bit.ly/1klSpKw; “Bots lanzan ataque masivo contra SinEmbargo, defienden al gobernador 
Aguirre,” Sin Embargo, October 8, 2014, http://bit.ly/ZtexrI
52  Periodistas en Riesgo, “Campaña de desprestigo contra Lydia Cacho,” [Defamation campaign against Lydia Cacho] 
February 10, 2015, accessed April 15, 2015, http://bit.ly/1RbYtQP. 
53  Periodistas en Riesgo, “Campañas de difamación en contra de reporteros ciudadanos de ReynosaFollow,” July 22, 2014, 
http://bit.ly/1Fxk19i. 
54  Periodistas en riesgo, “Campaña de difamación contra periodista Sandra de los Santos,” April 2015, http://bit.ly/1JyNRFh. 
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est in online advertising create challenges for individuals and nonprofits seeking to establish sustain-
able online outlets in Mexico. Reliance on public advertising renders independent media vulnerable 
to manipulation of content or closure due to lack of funding, 55 although it is the former that appears 
to be the more pernicious of the two trends. In Puebla, for example, independent media organiza-
tions say the state government uses a combination of state, municipal, and university advertising as 
a way to control the editorial independence of local media. According to the editor of La Jornada 
de Oriente, this mechanism of control has forced the shutdown of at least six online and print media 
outlets.56

A study by the World Association of Newspapers and the Fundar Center for Analysis and Investiga-
tion interviewed Mexican media managers and found that local media organizations frequently de-
pended on governmental advertising for 50 percent or more of their budget.57 For the second year, 
the current administration reduced the budget for public advertising by 18 percent. Nongovernmen-
tal organizations (NGOs) say that the allocation of this budget is less than transparent and opens the 
possibility of governmental control of media.58 For some media organizations that depend on gov-
ernmental advertising, a reduction in public funding might mean shutting down business. 

Despite such challenges, however, financially independent digital media outlets are appearing in 
Mexico, creating a new ecosystem of news options. These independent outlets, such as Paralelo,59 an 
outlet created by freelance and local journalists in Chiapas, bring new voices to the public debate. 
Another new digital media venture, Animal Politico, a popular site that claims more than one million 
followers on Facebook,60 is successfully experimenting with alternate forms of financing. In order 
to raise revenue for the site without compromising content based on advertisers’ political leanings, 
Animal Político is practicing brand journalism, offering social media consulting and digital content 
to private companies. Additional financing is derived from syndicated content, private sponsorships, 
and a new outlet named Animal Gourmet.61 Other digital media outlets have emerged in Mexico City, 
Puebla, and Oaxaca.62  

The social media landscape in Mexico is also vibrant. Mexico has the second largest community of 
Facebook users in Latin America after Brazil—and the fifth largest in the world—with an estimated 
40 million users, which represents over 90 percent of all internet users. It also has the second highest 
Twitter penetration in Latin America with 12 percent of internet users regularly accessing a Twitter 

55  “México,” in Article VIII, Control estatal de los medios de comunicación, published by Fundar Centro Análisis e Investigación, 
on Scribd., May 3, 2015, 57-60, http://bit.ly/1GcRe4F. 
56  “México,” in Article VIII, Control estatal de los medios de comunicación,” 60.
57  Rodrigo Bonilla, “Informe, La Comprando complacencia, publicidad official y censura indirecta en México,” World 
Association of Newspapers and News Publishers (WAN-IFRA)  March 26, 2014, http://bit.ly/1iWVIaH. 
58  Eduardo Ortega, “EPN aprieta recursos a medios, baja 18 por ciento en publicidad,” El Financiero, February, 24, 2015, 
http://bit.ly/17xQMTn. 
59  The website can be found at: http://www.chiapasparalelo.com. 
60  Tania Lara, “Popular Mexican news site Animal Politico seeks to eliminate dependence on government advertising,” 
Journalism in the Americas Blog,  Knight Center at the University of Texas Austin, April 30, 2013, http://bit.ly/1h44YYW. 
61  Tania Lara, “Popular Mexican news site Animal Politico seeks to eliminate dependence on government advertising,” 
Journalism in the Americas Blog.
62  There are other promising examples of  new online news outlets such as: http://www.sinembargo.mx, based in Mexico 
City; http://ladobe.com.mx, based in Puebla, http://pagina3.mx, based in Oaxaca; http://nodonoticias.com, in Morelos; http://
diarioactivo.mx, and http://www.artificialradio.mx/artificial/.
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account.63 The number of internet users in Mexico with Twitter accounts ballooned in recent years, 
growing from 3.5 million in 2012 to 7.7 million in 2014.64

Articles 145 and 146 of the Telecommunications Law establish protections for net neutrality. However, 
net neutrality has reemerged as a contentious issue with Facebook’s announcement that it is hoping 
to introduce Internet.org,65 a zero-rating platform that grants the user access to certain online appli-
cations, in Mexico.66 Zero-rating programs, which are operated by most of the major mobile provid-
ers, have generated significant debate.67 Facebook argues that limited access is better than no ac-
cess and that this program will introduce millions to important social, health, and political resources 
on the internet. Critics, however, contend that the program, along with other zero-rating programs, 
violates net neutrality provisions and fails to provide users with proper data security.68 The Telecom-
munications Law empowers IFETEL to develop rules on net neutrality and traffic management, which 
it is expected to do in the upcoming year.69 

Digital Activism 

While online journalists and bloggers still face serious threats, such as cyberattacks, harassment, and 
physical violence, social media has continued to serve as an important forum for internet users in 
Mexico. In an act of everyday activism and in the face of significant risk, users make regular use of 
social media to provide critical warnings to local communities about dangerous cartel-related situa-
tions and to protest instances of corruption and violence by authorities and cartels.70 

In 2014, Twitter users launched the hashtag #TodosSomosAyotzinapa to organize protests against 
the kidnapping and murder of 43 students from a teaching college in Ayotzinapa, Guerrero on Sep-
tember 26, 2014. Frustrated with the lack of results in the investigation and the security situation 
in the country, with state government officials often implicated in violence, Mexicans took to the 
streets for over a month in a series of protests in the wake of the mass killing.71

Social media in Mexico has also been used also as a tool for organizing to defend equal access to 
technology and freedom of expression online. In 2013, for example, a coalition of NGOs working on 
the project Internet Para Todos (Internet for All) turned to the internet to gather signatures for a pe-
tition to lobby the government to recognize internet access as a fundamental right. Due in large part 

63  “Latin American Countries Among Fastest-Growing Twitter Markets Worldwide,” EMarketer, June 4, 2014, accessed April 14, 
2015, http://bit.ly/1kwifbF. 
64  “The numbers of Facebook and Mexico,” Mexico Daily Review, August 29, 2014, accessed April 14, 2015, http://bit.
ly/1MBIhXb. 
65  Internet.org changed its name to Free Basics in September 2015.
66  “Internet.org de Zuckerberg llegará a México en junio,” Informador, May 28, 2015, http://bit.ly/1Rv0t7h. 
67  Red en Defensa de los Derechos Digitales, “Neutralidad de la Red en México: Del Dicho Al Hecho” [Net Neutrality in 
Mexico: From Talk to Deed], accessed October 20, 2015, http://bit.ly/1GQtvre.
68  Milenio Digital, “Internet.org pondría en riesgo la neutralidad de la red, advierten organizaciones,” Tendencia,  May 19, 
2015, http://bit.ly/1Kjxqm2; Red en Defensa de los Derechos Digitales, “Neutralidad de la Red en México: Del Dicho Al Hecho” 
[Net Neutrality in Mexico: From Talk to Deed], accessed October 20, 2015, http://bit.ly/1GQtvre.
69  Red en Defensa de los Derechos Digitales, “Neutralidad de la Red en México: Del Dicho Al Hecho” [Net Neutrality in 
Mexico: From Talk to Deed], accessed October 20, 2015, http://bit.ly/1GQtvre.
70  Damien Cave, “Mexico Turns to Twitter and Facebook for Information and Survival,” The New York Times, September 24, 
2011, http://nyti.ms/1JySbEA; Miguel Castillo, “Mexico: Citizen Journalism in the Middle of Drug Trafficking Violence,” Global 
Voices, May 5, 2010, http://bit.ly/1WtYP8i.  
71  “Protests Mark Seven months Since Ayotzinapa Kidnappings,” PanAm Post, April 27, 2015, http://bit.ly/1JNis3V.  
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to the success of the coalition, Congress included internet access as a civil right in its 2013 reform of 
the Mexican Constitution.72 

Activism based around social media also succeeded in forcing the government to amend several 
articles in a draft version of the Telecommunications Law before it was passed in 2014. In April 2014, 
activists and civil society organizations initiated an online campaign for revisions in the Telecom-
munications Law73 and succeeded in forcing the government to remove Article 197 of the draft law, 
which would have allowed authorities to temporarily block signals at “critical places and events” for 
the sake of national security, and Article 145, which would have allowed content to be blocked at the 
request of a user or on the order of an authority.74

Violations of User Rights

In 2014 and early 2015, Mexico continued to be one of the most hostile environments in the world for 
online journalists and bloggers, who were subjected to retaliatory violence from drug cartels, organized 
crime, and public officials, resulting in at least one murder of an online journalist between June 2014 
and May 2015, out of eight murders of journalists in the same period. The Mexican government has 
used the poor security situation in the country as an excuse to dramatically increase surveillance. Evi-
dence continued to emerge that the Mexican government engages in extensive surveillance of its citi-
zens, and the new Telecommunications Law allows the Mexican government to request metadata from 
telecommunications companies and ISPs without a warrant. 

Legal Environment 

Despite legislation intended to increase the security of journalists and human rights defenders, the 
government has had little success in deterring attacks on journalists, bloggers, and activists, which 
are rarely punished in a country that ranks near the top in global surveys on impunity.75 While the 
upper echelons of the judiciary are viewed as independent, state-level legal bodies have frequently 
been accused of ineffectual conduct, biased behavior, and even harassment of online journalists. 
New legislation on surveillance jeopardizes user rights by allowing significant breaches of privacy 
and significantly increasing the potential for abuse in government surveillance.

The Mexican Constitution guarantees freedom of speech, freedom of the press, and privacy of per-
sonal communications. In mid-2013, the parliament passed a law to create a constitutional amend-
ment regarding telecommunications, and a Constitutional Reform Decree was subsequently enacted 
by the Mexican president on June 10, 2013. Besides granting the government expanded powers to 
curtail monopolies in the telecommunications sector, the amendment established internet access as 
a human right and guaranteed net neutrality. Nevertheless, the Telecommunications Law, created as 

72  Official page of Internet Para Todos Campaign, accessed June 10, 2014,  http://internetparatodos.mx. 
73  Elizabeth, “#EPNvsInternet: Mass Campaign against Mexican Communications Bill,” Global Voices, April 21, 2014, http://bit.
ly/1P29ODI.  
74  Rafael Cabrera, “Bloqueo, censura… ¿Qué propone Peña Nieto para internet?,” Animal Politico, March 29, 2014, http://
bit.ly/1KOyri1; see also William M. Turner, “#EPNvsInternet y el regreso de los jóvenes al activism en redes sociales,” CNN 
México, April 23, 2014, http://cnn.it/1kpJzaa; and see Mauricio Torres, “10 claves para desenredar el debate sobre la ley de 
telecomunicaciones,” CNN México, April 25, 2014,  http://cnn.it/1i0C7yM. 
75  “Mexico Next to Last in Global Impunity Index,” Americas Quarterly, April 21, 2015, http://bit.ly/1Fxs85C;  see also Elisabeth 
Witchel, “Getting Away with Murder: CPJ’s 2014 Global Impunity Index spotlights countries where journalists are slain and killers 
go free,” Committee to Protect Journalists, April 16, 2014, https://cpj.org/x/5a16. 
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secondary legislation to the constitutional amendment and approved in July 2014, contains several 
provisions that pose a risk to privacy, including provisions that force telecommunication companies 
to retain data for two years, provide real-time geolocation data to the police, and allow security 
agents to obtain metadata from private communications without a court order (see Surveillance, Pri-
vacy, and Anonymity).

Although defamation was decriminalized at the national level in 2007, criminal defamation statutes 
continue to exist in some of Mexico’s 32 states.76 The penal code in Tabasco, for example, establishes 
penalties ranging from six months to three years of prison for those accused and sentenced for libel. 
Over the past year, however, some halting progress has been made in decriminalizing defamation. 
Carmen Olsen, a reporter from Baja California who was sentenced to two years on probation for libel, 
was finally exonerated after the local congress passed a law decriminalizing libel and slander.77 In 
July 2015, the governor of Tlaxcala sent an initiative that would decriminalize defamation to the state 
congress for consideration.78

In June 2012, the Law for the Protection of Human Rights Defenders and Journalists was passed in 
Mexico, establishing the Governmental Mechanism of Protection, an institutional body of govern-
ment officials and civil society members charged with providing protection for threatened human 
rights workers and journalists.79 Among the law’s provisions is a requirement that state governments 
work in conjunction with federal authorities to ensure that protection is effectively extended to 
those under threat; as of March 2014, 31 of Mexico’s 32 states had signed agreements to this effect.80 
While the legislation is promising in that it establishes a legal basis for protection and suggests an 
end to impunity for attackers, to date, capacity to implement the law has been lacking. In April 2014, 
the Governmental Mechanism came under criticism due to delays in processing approximately 57 
percent of the 152 time-sensitive requests for protection.81 

Prosecutions and Detentions for Online Activities 

There were no documented cases of individuals detained, prosecuted, or sanctioned by law enforce-
ment agencies on charges related to disseminating or accessing information on the internet. How-
ever, there is substantial suspicion that the arrest of the Mayan journalist Pedro Canché was at least 
partially in retaliation for a video and photos he posted on social media, which criticized the state 
government of Quintana Roo and showed an indigenous protest against increases in the price of 
water.82 

76  Commission on Human Rights, Congress General of the United States of Mexico, Gaceta Parlamentaria, Número 3757-VIII, 
[Parliamentary Gazette, No. 3757-VIII], Thursday April 25, 2013, http://bit.ly/1NXOcYf. 
77  “Exoneran a la periodista Carmen Olsen por difamación y calumnia,” Monitor BC, June 17, 2015,  http://bit.ly/1jraiY2. 
78  Lucía Pérez, “Propone MGZ despenalizar delitos contra el honor,” E-Consulta.com Tlaxcala, July 19, 2015, http://bit.
ly/1h4cCm1. 
79  Leah Danze, “Mexico’s Law to Protect Journalists and Human Rights Activists Remains Ineffective,” Latin America Working 
Group, June 30, 2013, http://bit.ly/1LY0MlV. 
80  Peace Brigades International, “Qué Hacemos,” April 15, 2015, http://bit.ly/1KOE1kC. 
81  Tania L. Montalvo, “Sin atender, 57% de casos del Mecanismo para la Protección de Periodistas,” [57 Percent of Cases of 
Mechanism for the Protection of Journalists Unprocessed] Animal Político, March 25, 2014, http://bit.ly/1kpqebA. 
82  Elizabeth, “Diary of Journalist Pedro Canché Herrera, ‘Prisoner of Conscience’ in Mexico,” trans. Marianna Breytman, Global 
Voices, March 9, 2015, http://bit.ly/1P2b1Lh; see also Reporters Without Borders, “Mexican President Urged to Rein in Violence 
Against Journalists,” July 13, 2015, http://bit.ly/1P2b35P;  Committee to Protect Journalists, “CPJ to Mexican President: Case 
of Jailed Journalist Violates Free Expression,” April 20, 2015, https://cpj.org/x/6008; see also Amnesty International, “Mexico: 
Amnesty International concerned over the arbitrary detention of Pedro Canché, Mayan Journalist from Quintana Roo,” February 
23, 2015, http://bit.ly/1dxOGXa.
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Canché was arrested on August 20, 2014 on charges of sabotaging the water supply after he was 
seen conducting interviews and filming at protests against the Drinking Water and Sewage Commis-
sion. He spent nine months in jail until he was set free on May 28, 2015, following a judge’s ruling 
in February that his detention was arbitrary and that he had been denied due process.83 Reporters 
Without Borders and Amnesty have criticized the detention, alleging that Canché was targeted for 
his work as a journalist.84

Online reporters may also risk harassment and arrest when covering demonstrations and reporting 
on police action. On January 7, 2015, riot police arrested César Hernández Paredes and Gustavo 
Aguado, two editors of the online publication Revolucion 3.0, when the journalists used their cell 
phone cameras to film the officers arresting two young men during a demonstration in Mexico City.85 
The officers took the cell phone of one of the editors, and then violently forced them into a police 
van. Several officers took photos of the editors in the van before releasing them.86

Surveillance, Privacy, and Anonymity 

Despite a constitutional requirement that any interception of personal communications be accompa-
nied by a judicial warrant,87 the Mexican government has broad powers to track and surveil citizens. 
New legislation allowing authorities to access metadata without a warrant may jeopardize users’ 
privacy. Anonymity, on the other hand, is largely protected. After a 2008 requirement that cell phone 
users register with the government was revoked in 2012, there are no longer any official provisions 
regarding anonymity. 

The Telecommunications Law, passed in July 2014, contains provisions that may threaten privacy. 
Article 189 of the law forces telecommunication companies to provide users’ geolocation data to 
police, military, or intelligence agencies in real time, and without a court order. Article 190 similarly 
forces providers to grant security agencies access to metadata at any time without a court order.88 
These provisions have received strong opposition from groups advocating for digital privacy and in-
ternet freedom.89

The law further mandates that ISPs and mobile providers keep detailed records of users’ communi-
cations for two years. For the first year, ISPs and mobile providers must save the relevant data in a 
system that allows the competent authorities to consult the data electronically in real-time without 
a court order, or what some have worried amounts to “back-door access.” For the following year, the 
data must be stored in such a way that telecommunications companies can retrieve the data within 

83  Amnesty International, “Mexico: Amnesty International concerned over the arbitrary detention of Pedro Canché, Mayan 
Journalist from Quintana Roo,” February 23, 2015, http://bit.ly/1dxOGXa; Reporters Without Borders, “Mayan Journalist and 
Activist Held for Past Six Months,” March 20, 2015, http://bit.ly/1AtQlY9. 
84  Amnesty International, “Mexico: Amnesty International concerned over the arbitrary detention of Pedro Canché, Mayan 
Journalist from Quintana Roo,” February 23, 2015, http://bit.ly/1dxOGXa. 
85  Periodistas en Riesgo, “Detención arbitraria de directores de Revolución 3.0,” January 7, 2015, http://bit.ly/1h4ew61  
86  Article 19, “Granaderos del DF agreden físicamente y detienen a periodistas de Revolución 3.0,” January 8, 2015, http://bit.
ly/1PJV3np. 
87  Jeremy Mittman, “Mexico Passes Sweeping New Law on Data Protection,” Privacy Law Blog, Proskauer Rose LLP, May 11, 
2010, http://bit.ly/1FxvTs0.  
88  Artículo 189-190 de Ley Federal de Telecomunicaciones y Radiodifusión. 
89  Electornic Froniter Foundation, “Proposed Mexican Telecom Law Would Be a Disaster for Internet Freedom,” Internet Para 
Todos Mexico, May 7, 2014, http://bit.ly/1KLeQyr; See also: “Bashtagging the president,” The Economist, April 26, 2014, http://
econ.st/1JyUMOJ; See also: Jesús Robles Maloof, “Enrique Pena Nieto’s Open War Against Internet,” Contigentemex (blog), April 
11, 2014, http://bit.ly/QodIwf. 
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48 hours of being notified by authorities.90 One of the major concerns raised by civil society groups 
is the vague language in the law, which allows for data requests by the “appropriate authority” but 
does little to establish parameters for who this authority might be. Corruption and weak rule of law 
among state governments—including the infiltration of law enforcement agencies by organized 
crime—also leave room for abuse should private communications fall into the wrong hands.

The Telecommunications Law expands on and partially replaces previous legislation that increased 
surveillance and allowed for real-time geolocation. In 2012, Congress passed a bill, known as the 

“Geolocation Law,” which amended existing legislation to allow the Federal Prosecutor (PGR) to ob-
tain the real-time location of a mobile device for a limited list of criminal investigations (for example, 
kidnapping, extortion, or organized crime). At the time, critics warned about privacy concerns and 
the potential for abuse in warrantless surveillance,91 and the National Human Rights Commission 
brought a legal challenge before the Supreme Court. In January 2014, however, the Supreme Court 
upheld the law.92 Of the two laws that were amended by the Geolocation Law, one was replaced 
by the 2014 Telecommunications Law, while the other (the Federal Code on Criminal Procedure), is 
set to expire in 2016 once it is replaced by the National Code on Criminal Procedure. Nevertheless, 
authorities’ powers of surveillance have only increased under the updated legislation. Under the 
2014 Telecommunications Law, for example, geolocation is no longer restricted only to the Federal 
Prosecutor but is open to undefined “authorities,” nor is its use restricted to a limited number of pre-
scribed cases.

Recent reports concerning a vast state surveillance apparatus further call into question the adequacy 
of privacy protections. In July 2015, a hack that resulted in a leak of internal documents from the sur-
veillance company Hacking Team revealed that Mexico was the company’s biggest client worldwide 
and that the company had signed more than 14 contracts with various state and federal agencies. 
Civil society organizations have argued that these contracts are illegal because many of the agencies 
involved in the contract lack constitutional or legal authority to conduct surveillance or espionage.93 
The media outlet Animal Politico has also accused the state government of Puebla of using Hacking 
Team exploits to target the political opposition and journalists, based on the fact that several leaked 
emails show that the company produced exploits that had subject lines or attachments directly ad-
dressed to opposition figures.94

The leaked information from Hacking Team is only the latest in a series of scandals involving Mexi-
co’s surveillance apparatus. In July 2012, military sources leaked evidence, which was later confirmed 
by the Mexican army, pertaining to the Mexican army’s secret purchase of more than MXN 4 billion 
(more than US $300 million) of spyware engineered to intercept online and mobile phone communi-
cations.95 In addition to recording conversations and gathering text messages, email, internet naviga-

90  Artículo 189-190 de Ley Federal de Telecomunicaciones y Radiodifusión.
91  Cyrus Farivar, “Mexican “Geolocalization Law” draws ire of privacy activists,” ArsTechnica, April 24, 2012, http://bit.
ly/1LY23cA. 
92  Luis Fernando, “Qué decidió finalmente la Corte sobre la geolocalización de celulares,” [What did the Court finally decide 
about the geolocation of cell phones] Nexos, February 2, 2014, http://bit.ly/1O51t2V. 
93  The hack against Hacking Team occurred outside of the coverage period for this year. For more information about the 
revelations of Hacking Team’s operations in Mexico see Julio Sánchez Onofre, “Vulneración a Hacking Team confirma abuso de 
espionaje en México,” [Breach of Hacking Team confirms abuse of espionage in Mexico] El Economista, July 6, 2015, http://bit.
ly/1JRDTlA;  see also Daniel Hernandez and Gabriela Gorbea, “Mexico is Hacking Team’s Biggest Paying Client -- By Far,” Vice 
News, July 7, 2015, http://bit.ly/1LWGbmO. 
94  Ernesto Aroche, “El gobierno de Puebla usó el software de Hacking Team para espionaje político,” Animal Politico, July 22, 
2015, http://bit.ly/1TQO7rh.
95  Ryan Gallagher, “Mexico Turns to Surveillance Technology to Fight Drug War,” Future Tense (blog), Slate, August 3, 2012,  
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tion history, contact lists, and background sound, the surveillance software is also capable of activat-
ing the microphone on a user’s cell phone in order to eavesdrop on the surrounding environment. In 
2013, reports also surfaced that FinFisher software is being used for surveillance in Mexico. Although 
a group of human rights organizations has called for a federal investigation into the use of espio-
nage and intelligence tools, the government has yet to conduct or submit to any such investigation.96

The United States government has allegedly played a key role in funding and supporting the expan-
sion of Mexico’s surveillance apparatus,97 for example through the installment of specialized surveil-
lance equipment in 2006.98 This equipment, which comprises Mexico’s Technical Surveillance System, 
allows the government to “intercept, analyze and use intercepted information from all types of com-
munication systems operating in Mexico.”99 Experts interviewed by NextGov.com in 2012 alleged that 
secret surveillance of private citizens is widespread in Mexico.100

Government requests to social media companies for information regarding users have increased 
significantly over the past year. Between January and December 2014, Facebook received 430 re-
quests from the Mexican government for information related to 679 users, an increase of more than 
100 percent compared to 2013. In 56 percent of the cases, Facebook released some information.101 
Facebook did not reveal the type of information requested by the government, however. Between 
January and June 2014, Google received 111 requests from the Mexican government for user data 
of 144 users/accounts, an increase of 37 percent from the previous period. The company produced 
information in 79 of such cases.102 

Intimidation and Violence 

Violence against ICT users has continued to escalate in Mexico in recent years. In 2014, Reporters 
without Borders listed Mexico as among the most dangerous countries in the world for media per-
sonnel.103 Threats and violence from drug cartels—and occasionally members of local government—
have continued to plague online reporters. Between June 2014 and May 2015, eight journalists were 
murdered. At least one of these journalists worked exclusively online to report crimes, while another 
journalist who published both online and offline may have been murdered over information he 
posted on Facebook. Since the end of the coverage period, the situation has only worsened, with an 
additional four journalists murdered in July and August alone.  

Maria del Rosario Fuentes Rubio, an administrator of Valor por Tamaulipas, a Twitter and Facebook 

http://slate.me/1MBOliq; “Paga Sedena 5 mmdp por equipo para espiar,” El Universal, July 16, 2012, http://eluni.mx/1L0Otcd. 
96  Tania Molina Ramirez, “Sigue activo el programa de espionaje cibernético Finfisher en México: Citizen Lab,” [FinFisher 
Cyber Espionage Program Kept Active in Mexico] WikiLeaks en La Jornada, October 7, 2013, http://bit.ly/1MBOzWN. 
97  Robert Beckhusen, “U.S. Looks to Re-Up its Mexican Surveillance System,” Wired online, May 1, 2013, http://wrd.
cm/1L0OxIM. 
98  Robert Beckhusen, “U.S. Looks to Re-Up its Mexican Surveillance System,” Wired online, May 1, 2013, http://wrd.
cm/1L0OxIM; See also: Katitza Rodriguez and Gabriela Manuli, “Mexicans Need Transparency on Secret Surveillance,” Electronic 
Frontier Foundation, July 24, 2012, http://bit.ly/1YKIttU/.  
99  Beckusen, “U.S. Looks to Re-Up its Mexican Surveillance System.”  
100  Bob Brewin, “State Department to Provide Mexican Security Agency with Surveillance Apparatus,” NextGov, April 30, 2012, 
http://bit.ly/1LKFqgb. 
101  Facebook, “Mexico,” in Global Government Requests Report, January-June 2014, http://on.fb.me/18CxvzL; Facebook, 

“Mexico,” in Global Government Requests Report, July-December 2014, accessed April 14, 2015,  http://on.fb.me/18CxvzL. 
102  Google, “User Data Requests – Mexico,” Transparency Report,  accessed April 14, 2015, http://bit.ly/1Rc6sx3. 
103  Reporters Without Borders, World Press Freedom Index: 2014, accessed June 10, 2014,  http://rsf.org/index2014/en-
index2014.php. 
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network reporting drug violence in the border state of Tamaulipas, was brutally murdered in Reyno-
sa City, after being kidnapped on October 16, 2014. Fuentes Rubio was known for tweeting danger 
alerts about drug cartel violence and urging people to report violent incidents to the police. Her 
attackers used her own mobile phone and Twitter account to post gruesome photos of her assassi-
nation.104 The year before her murder, Valor por Tamaulipas had temporarily shut down after a cartel 
circulated pamphlets offering a MXN 600,000 reward (approximately US$36,764) for information 
about the network administrators.105

On January 24, 2015, authorities found the decapitated body of José Moisés Sánchez Cerezo, an on-
line and print journalist who was kidnapped from his home in Medellín de Bravo earlier in the month. 
Sánchez founded and operated La Unión, a small print and online newspaper, although he had not 
published a print or online edition for several months before his murder, due to financial constraints. 
In the lead-up to his murder, Sánchez was active on Facebook, posting critical commentaries and 
links, including links to articles about shortcomings in local law enforcement and photographs of a 
protest against the governor, Javier Duarte de Ochoa. The Veracruz state attorney implicated Omar 
Cruz Reyes, the mayor of Medellín, as a suspect in the killing, although no formal charges have been 
pressed.106

Killings continued after the end of the coverage period of this report. On July 2, 2015, authorities 
found the body of Juan Mendoza Delgado, the director and founder of the local news website Escri-
biendo la Verdad (which translates to “Writing the Truth”). Although authorities claimed that Mendo-
za had been run over by a car, human rights organizations are investigating to see whether Mendo-
za’s death was related to his writing, which was often highly critical of local politicians and organized 
crime.107 On August 3, 2015, photojournalist Rubén Espinosa was found dead in Mexico City after 
fleeing his home state of Veracruz where he had been threatened for his journalistic work. Espinosa 
worked for local and national news organizations, as well as the online photo agency Cuartoscuro.108

Although threats, verbal attacks, and physical attacks that do not lead to death are less likely to 
make the news, these aggressions are pervasive. On January 14, 2015, for example, Yohali Resendiz, 
a journalist working for Grupo Imagen, reported receiving threats—including death threats and vid-
eos of violent attacks on women—via Twitter after she reported on arbitrary arrests of children in 
Mexico City.109 Such aggression can contribute to self-censorship and have an enormous toll on jour-
nalists and activists, forcing some of them to flee their homes or professions out of fear of violence. 

Technical Attacks

There were at least six major cyberattacks against online news organizations and human rights 
groups’ websites between June 2014 and May 2015:

104  Periodistas en Riesgo, “Asesinato de reportera ciudadana en Tamaulipas,” [Murder of a citizen reporter in Tamaulipas] 
October 16, 2014, accessed April 15, 2015, http://bit.ly/1Lhuisv. 
105  “Un internauta de Tamaulipas deja de denunciar al crimen tras amenazas,” CNN México,  April 2, 2013, http://cnn.
it/1LKuk8l. 
106  Committee to Protect Journalists, “José Moisés Sánchez Cerezo,” Journalists Killed, January 2, 2015,  http://bit.ly/1SCc06e. 
107  Committee to Protect Journalists, “Juan Mendoza Delgado,” Journalists Killed, June-July 2015,  http://bit.ly/1LY3Hek. 
108  Committee to Protect Journalists, “Mexican Journalist who Fled Violent Veracruz State Murdered in Capital,” August 3, 
2015, https://cpj.org/x/6522. 
109  Periodistas en Riesgo, “Amenazas via Twitter a Yohali Resendiz,” [Threats via Twitter to Yohali Resendiz] January 14, 2015, 
accessed April 15, 2015, http://bit.ly/1VjurQZ. 
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•	 Juan Carlos Solis, a journalist in Chihuahua, reported that his Facebook account was hacked 
on June 28, 2014 for several days. The attackers posted pornographic photos and videos on 
his account, as well messages of support for political parties. Solis said that all information 
criticizing the state government and showing arbitrary arrests of human rights defenders 
was erased from his Facebook account.110

•	 Diario Cambio, a media organization based in Puebla, reported that it was subject to a 
cyberattack on July 30, 2014, after running a story that suggested that rubber bullets fired 
by state police were the cause of death of a boy who was killed during a confrontation be-
tween state police and protesters in Chalchihuapan.111  

•	 The news portal Sin Embargo was attacked on November 11, 2014 with a DDoS attack that 
shut down the website for several hours.112 Editors reported that the cyberattack took place 
after the website posted photos of a local Mexico City major wearing military uniform, close 
to military vehicles.113

•	 On November 18, 2014, e-Consulta, an online news organization based in Puebla, reported 
that a hacker or a group of hackers erased comments, stories, photos, and editorial columns 
from its site.114 Sources told the e-Consulta editors that Mexico City-based hackers, pre-
sumably hired by the Puebla state government, were responsible for the attack. The version 
could not be corroborated.115 The digital newspaper’s editor, reporters, and managers have 
been under a campaign of arrests, defamation lawsuits, and kidnappings since 2012, includ-
ing an attack in July 2013, when a burglar broke into e-Consulta’s Puebla office and stole 
the computers of the general director and the managing director.116

•	 Three websites of the Mexican chapter of Article 19, an international nonprofit organization 
focused on freedom of expression, were attacked over the course of three days via a Cross-
Site Scripting (XXS) attack, a type of cyberattack that allows attackers to inject script into 
publically viewed webpages, on February 5, 2015.117 The attacks affected accessibility to Ar-
ticle 19 websites focused on the security of journalists.

•	 On April 18, 2015 the Aristegui Noticias website suffered a DDoS attack that shut down the 
publication for four days. Days before, the news website had run a story about the involve-
ment of federal police officers in a massacre of civilians in Michoacan.118 

110  Periodistas en Riesgo, “Hackean cuenta de Facebook de periodista en Chihuahua,”  [Twitter account of a journalist in 
Chihuahua was hacked] June 28, 2014, accessed April 15, 2015, http://bit.ly/1LhuMPq. 
111  Periodistas en Riesgo, “Diario en Puebla denuncia ataque cibernético,” [Newspaper in Puebla reports a cyberatack] July 31, 
2014; accessed April 15, 2015, http://bit.ly/1h4jmAd. 
112  Periodistas en Riesgo, “Nuevo ataque cibernético a Sin Embargo,” [New Cyber attack to Sin Embargo] November 11, 2014, 
accessed April 15, 2015, http://bit.ly/1iFHo5M.  
113  “Denuncia Sin Embargo nuevo ataque cibernético,” [Sin Embargo reports new cyberattack] Animal Politico, November 11, 
2014, accessed April 15, 2015, http://bit.ly/1woFxSs.  
114  Periodistas en Risgo, “Ataque cibernético a e-Consulta,” [Ciberattack to e-Consulta] November 18, 2014, accessed April 15, 
2015, http://bit.ly/1VjuNXL/. 
115  La Silla Rota, “Atacan desde el gobierno estatal al portal e-Consulta,” [Somebody from the state government attacked the 
e-Consulta portal] e-consulta, November 19, 2014, accessed April 15, 2015, http://bit.ly/1VjuNXL. 
116  Periodistas en Riesgo, “Roban Computadoras de Directivos del Periodico Digital en Puebla,” [Computers of Digital 
Newspaper Executives Stolen in Puebla] July 25, 2013, http://bit.ly/1iFHWZg. 
117  Periodistas en Riesgo, “Atacan páginas web de Articulo 19,” [Attack to Article 19 websites] February 5, 2015, accessed 
April 15, 2015, http://bit.ly/1MBQyun.
118  Periodistas en Riesgo, “Atacan sitio de Aristegui Noticias,” April 18, 2015, http://bit.ly/1JyYJ6a. 
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Technical attacks are now a central tactic in governmental and non-state actor attempts to suppress 
freedom of expression, and entities that commit cyberattacks do so with relative impunity. Recently, 
online news outlets have started to protect themselves against DDoS attacks by contacting Deflect, 
a Canadian nonprofit organization protecting websites of human rights organizations and indepen-
dent media publications.119

119  Jorge Luis Sierra, “How Technology Keeps Journalists Safe in Latin America,” Media Shift, May 20, 2015, http://bit.
ly/1YKJClm. 
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Key Developments: June 2014 – May 2015

•	 Unlike last year, there were no instances of blocking reported over the coverage period. 
Independent news site Lakome is back online after journalist Ali Anouzla was released 
from prison, although the terrorism-related charges for his media reporting have not been 
dropped and continue to pose a significant chilling effect on investigative reporting (see 
Blocking and Filtering and Media, Diversity, and Content Manipulation).

•	 Authorities proposed changes to the press code that would remove jail sentences for jour-
nalistic crimes, except in cases when journalists fail to pay a fine—which remained steep 
relative to the limited operational budgets of most news outlets. The proposed draft also 
mandates the registration of online journalists in a move that may bring them further un-
der the control of the government, stifling free reporting (see Legal Environment).

•	 Seventeen-year-old rapper Othman Atiq, known as Mr. Crazy, was jailed from August to 
November 2014 under charges of “insulting a state institution,” “incitement to consume 
drugs,” and producing material “harmful to public morality.” Atiq’s music videos—some of 
which feature more than a million views on YouTube—depict the troubled lives of unem-
ployed youth in Casablanca and were used as evidence in his trial (see Prosecutions and 
Arrests for Online Activities).

•	 News websites Badil and Goud were taken to court for allegedly defaming public officials. 
Hamid El Mehdaoui, Badil editor-in-chief, was given a four-month suspended sentence 
and a fine in June 2015 for an article investigating the death of an activist while in po-
lice custody. That same month, the news site Goud was ordered to pay MAD 500,000 
(US$51,000) for an article that accused the king’s private secretary of corruption. The steep 
fine may bankrupt the independent news site (see Prosecutions and Arrests for Online 
Activities).

Morocco
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 11 11

Limits on Content (0-35) 10 9

Violations of User Rights (0-40) 23 23

TOTAL* (0-100) 44 43

* 0=most free, 100=least free

Population:  33.3 million

Internet Penetration 2014:  57 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Internet freedom has stagnated during the coverage period. Several news sites were targeted for 
investigative pieces that allegedly defamed public officials, while a seventeen-year-old rapper was 
jailed for his music videos uploaded to YouTube. These moves follow last year’s prosecution of Ali 
Anouzla, an influential investigative reporter and editor-in-chief of Lakome.com. Although Anouzla 
has since been released pending trial, his arrest and the blocking of his news site has had a notable 
chilling effect on Morocco’s digital landscape. Many sites had looked to Lakome for maintaining a 
high ceiling of free expression in the country, particularly in its coverage of the monarchy.1 Instead, 
the outlandish charges of “advocacy of acts amounting to terrorism offenses” and “providing assis-
tance to perpetrators or accomplices of acts of terrorism” directed at a credible journalist demon-
strated the extent to which the state is prepared to silence dissent.2 While authorities may show a 
permissive attitude to social media and user-generated content, journalists and civil society actors 
still take care not to cross red lines in order to avoid legal threats, trumped up charges, and the 
hacking of personal accounts.

Social media has triggered a revival of the media’s traditional watchdog function, acting as a check 
on the misconduct of the political regime. It has also been used as a tool for nascent political move-
ments to organize and mobilize supporters across the country, particularly in the context of the Arab 
Spring. The February 20th Movement, which started on Facebook and relies heavily on digital media 
for communication, has held rallies throughout the country demanding democratic reforms, a parlia-
mentary monarchy, social justice, greater economic opportunities, and more effective anticorruption 
measures. Two weeks after the first demonstrations, King Mohamed VI responded by announcing 
new constitutional reforms in which he promised to devolve limited aspects of his wide-ranging 
powers to an elected head of government and the parliament. Included in this reform package were 
provisions to grant greater independence to the judiciary and an expansion of civil liberties. The 
king’s proposals were approved by 98.5 percent of Moroccan voters in a popular referendum held 
on July 1, 2011, in which voter turnout was 84 percent. These measures resulted in a lifting of all po-
litically-motivated filtering. 

The emergence of trusted online news publications staffed with professional online journalists has 
threatened the authorities’ control over the country’s media sphere. While digital media remains 
more diverse than television and newspapers, recent events indicate the authorities are keen to 
clamp down. A new “digital code” (code numérique) and press code have been drafted by govern-
ment ministries in a bid to introduce greater regulations and restrictions. Through the allocation 
of advertisements, directives about what can be reported, progovernment trolls, and court cases 
against journalists, the state ensures that controversial issues in the country are left untouched and 
leading newsmakers willingly self-censor. This situation is reinforced by the state’s use of surveillance 
technology to further strengthen the atmosphere of fear among online journalists and activists. 

1  Interview with Ali Anouzla a journalist, conducted on June 27, 2014.
2  Interview with Aboubakr Jamai, a Moroccan journalist, founder of progressive magazines such as Le Journal Hebdomadaire 
and Assahifa al-Ousbouiya; 2003 recipient of International Press Freedom Award, conducted on January 8 2014.
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Obstacles to Access

Access continues to increase in Morocco, with the majority now using mobile phones to browse the in-
ternet. A digital divide between Morocco’s urban and rural areas and a low adult literacy rate continue 
to marginalize some population groups online. However, lower prices, a growing liberalization of the 
ICT sector, and fairer regulations signal positive trends when it comes to the government’s goal of pro-
viding universal access. 

Availability and Ease of Access   

Internet access in Morocco has increased steadily in recent years, although obstacles remain in place 
in certain areas of the country. The internet penetration rate grew from 41.3 percent in 2009 to 56.8 
percent in 2014, according to the International Telecommunication Union (ITU).3 By end of 2014, just 
shy of 3 in every 100 inhabitants possessed a fixed-broad subscription. Mobile penetration reached 
133 percent. According to Morocco’s regulator, 30 percent of users have an internet subscription, of 
which some 90 percent were 3G mobile internet subscribers. Mobile internet subscriptions increased 
by almost 82 percent over the calendar year.4 

Internet access is currently limited to educated and urban segments of Morocco’s population. There 
is a major discrepancy in terms of network coverage between urban and rural areas. Telecommuni-
cations companies do not abide by the ITU principle of telecommunications as a public service, in-
stead preferring to invest in more lucrative urban areas. Rural inhabitants constitute 39.7 percent of 
the overall population5 and while many have access to electricity, television, and radio, most do not 
have access to phone lines and high speed internet. The high rate of illiteracy is another obstacle (43 
percent of Moroccans aged 10 and above are illiterate). The ITU’s ICT Development Index (IDI) ranks 
Morocco 89th, primarily due to a low adult literacy rate, low gross secondary enrollment ratio, and 
low gross tertiary enrollment ration.6 

Research universities led the development of the internet in Morocco from the early 1990s, with 
internet access extended to the general public in 1996. Initially, the internet’s diffusion was slow in 
Morocco due primarily to the high cost of computers and poor infrastructure.7 Under the combined 
impact of the liberalization, deregulation, and privatization of the telecommunications sector, as well 
as the legal and technological modernization of Moroccan broadcasting media, a growing and dy-
namic digital media market has emerged. 

The Moroccan government has undertaken several programs over the years aimed at improving the 
country’s ICT sector. Most recently, the Note d’Orientations Générales 2014-20188  (Guidelines for 
the Development of the Telecoms Sector 2014-2018) provides the framework for the development 

3  International Telecommunication Union, “Statistics,” http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.  
4  Agence Nationale de Réglementation des Télécommunnications (ANRT), Rapport Annuel 2013, [Trans. Annual Report 2013], 
http://www.anrt.ma/sites/default/files/Ra_Annuel_%20Anrt2014.pdf. 
5  General Population and Housing Census, “Note sur les premiers résultats du Recensement Général de la Population et de 
l’Habitat 2014” [News Release on the first results of the General Population and Housing Census 2014], news release, accessed 
March 31, 2015, http://bit.ly/1P9z0pG. 
6  Morocco is ranked 114th in the IDI Skills sub-index, which measures human capacity and the population’s abilities to use 
ICTs. See  International Telecommunication Union, Measuring the Information Society.  
7  Mohammed Ibahrine, “The Internet and Politics in Morocco: The Political Use of the Internet by Islam Oriented Political 
Movements” (Dissertation, University of Hamburg, 2007), 1-338, http://bit.ly/1LPk8MC . 
8  ANRT, Rapport Annuel 2013. 

591

http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
http://www.anrt.ma/sites/default/files/Ra_Annuel_ Anrt2014.pdf
http://bit.ly/1P9z0pG


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Morocco

of ICTs in the next four years. The program aims to provide fiber-optic and other high speed connec-
tions throughout the country, to reinforce the existing regulatory framework, and to provide univer-
sal access. 

As a result of previous government efforts, internet use remains relatively affordable. For a 3G pre-
paid connection of up to 7.2 Mbps, customers pay MAD 223 (US$26) for initial connectivity fees and 
then MAD 10 per day (US$0.82) or MAD 200 per month (US$23.6). Internet users pay on average 
MAD 3 (US$0.35) for one hour of connection in cybercafes. 

Restrictions on Connectivity  

Authorities did not impose large scale restrictions on connectivity over the past year. However, the 
centralization of Morocco’s internet backbone facilitates the potential control of content and sur-
veillance. In terms of terrestrial regional connectivity, Maroc Telecom owns and controls a fiber-optic 
backbone of more than 10,000 kilometers (km) covering the whole territory. The national railroad 
company, Office Nationale des Chemins de Fer (ONCF), and the national electricity and water utility, 
Office National de l’Electricité et de l’Eau Potable (ONEE), have also built 2000 km and 4000 km fi-
ber-optic infrastructures, respectively. The state owns 30 percent of the shares of Maroc Telecom and 
controls the railway as well as electricity and water companies, hence giving it access to the entire 
regional internet backbone.

Morocco’s national and international connectivity has a combined capacity exceeding 10 terabits per 
second (Tbps).9 The three telecom operators (Maroc Telecom, Medi Telecom, and INWI) have access 
to international connectivity with Maroc Telecom controlling three submarine stations, Méditel (with 
redundant connectivity) controlling more than two submarine cables and stations, and INWI con-
trolling one cable.10 

ICT Market 

Maroc Telecom, Medi Telecom, and INWI are the three internet service providers (ISPs) and mobile 
phone companies in Morocco. Maroc Telecom (Ittissalat Al Maghrib, IAM) is a former state company 
that held a monopoly over the telecoms sector until 1999.11 That year, the National Agency for the 
Regulation of Telecommunications (ANRT) granted licenses for Medi Telecom and INWI. Medi Tele-
com is a private consortium led by Spain’s Telefónica, while INWI (formerly WANA, Maroc Connect) 
is a subsidiary of Ominum North Africa (ONA), the leading Moroccan industrial conglomerate also 
owned by the royal family. All three companies have submitted applications for 4G mobile phone 
licenses, following a call for tenders from the ANRT. 12

9  Natalija Gelvanovska, Michel Rogy, and Carlo Maria Rossotto, Broadband Networks in the Middle East and North Africa: 
Accelerating High-Speed Internet Access, (Washington, D.C.: World Bank, January, 29, 2014), 129, https://openknowledge.
worldbank.org/handle/10986/16680. 
10  Gelvanovska, Rogy, and Rossotto, Broadband Networks in the Middle East and North Africa: Accelerating High-Speed 
Internet Access. 
11  The State owns 30% of Maroc Telecom shares, 53% owned by the Emirate telecoms company Etisalat, and 17% is public. 
See Maroc Telecom, “Répartition du Capital,” accessed March 31, 2015, http://bit.ly/1L9tjET. 
12  ANRT, “Licences 4G : Dépôt de dossiers de candidature relatifs à l’appel à concurrence,” [in French]  news release, March 12, 
2015, accessed March 31m 2015, http://bit.ly/1YlCHPf.  
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Regulatory Bodies 

Service providers such as ISPs, cybercafes, and mobile phone companies do not face any major legal, 
regulatory, or economic obstacles.13 The ANRT is a government body created in 1998 to regulate 
and liberalize the telecommunications sector. Its board of directors is made up of government min-
isters and its head is appointed by the king. The founding law of the ANRT extols the telecommuni-
cations sector as a driving force for Morocco’s social and economic development, and the agency is 
meant to create an efficient and transparent regulatory framework that favors competition among 
operators.14 A liberalization of the telecoms sector aims to achieve the long-term goals of increas-
ing GDP, creating jobs, supporting the private sector, and encouraging internet-based businesses, 
among others. While Maroc Telecom, the oldest telecoms provider, effectively controls the tele-
phone cable infrastructure, the ANRT is tasked with settling the prices at which the company’s rivals 
(such as Medi-Telecom and INWI) can access those cables. Thus the ANRT makes sure competition 
in the telecoms market is fair and leads to affordable services for Moroccan consumers.15 Some 
journalists argue that the ANRT is a politicized body lacking independence, citing the fact that its 
director and administrative board are appointed by a Dahir (Royal Decree). However, international 
organizations such as the World Bank and the ITU have not expressed any major criticism about the 
ANRT’s neutrality.16 

The allocation of digital resources, such as domain names or IP addresses, is carried out by organiza-
tions in a non-discriminatory manner.17 According to the Network Information Centre, which manag-
es the “.ma” domain, there were 57,492 registered Moroccan domain names in April 2015.18

Limits on Content

After last year’s dramatic blocking of Lakome, this coverage period witnessed the restoration of the 
news website. However, since one of its editors-in-chief continues to await trial on terrorism charges, 
the move has created a lasting chilling effect on Morocco’s digital landscape. Although authorities do 
not block or filter online content, the general atmosphere of fear has increased self-censorship. This is 
particularly marked among professional journalists working in well established online news organiza-
tions, who remain the primary target of the authorities’ backlash. 

Blocking and Filtering 

The government did not block or filter any websites over the coverage period. The last instance of 
government blocking of online content dates back to October 2013 when the Attorney General or-
dered the ANRT to block the Arabic- and French-language websites of the investigative news site, 

13  Interviews with Dr. Hamid Harroud and Dr. Tajjedine Rachdi, director and former director of Information Technologies 
services of Al Akhawayn University in Ifrane, conducted on March 20 and 22, 2015. 
14  ANRT,  Loi No. 24-96, [in French, Trans.: Laws governing the post and telecommunications] http://bit.ly/1JTMCp6. 
15  ANRT,  Loi No. 24-96, [in French, Trans.: Laws governing the post and telecommunications] http://bit.ly/1JTMCp6.
16  Caroline Simard, “Morocco’s ANRT Guidelines Project Related to Fundamental Regulatory Aspects,” accessed 16 March 
2015, http://bit.ly/1LDbxtG; Björn Wellenius and Carlo Maria Rossotto, “Introducing Telecommunications Competition through a 
Wireless License: Lessons from Morocco,” Public Policy for the Private Sector, (1999), accessed April 3, 2-15, http://bit.ly/1KvpIq8. 
17  Network Information Centre, the service that manages the domain .ma, is owned by Maroc Telecom. There are calls for 
domain.ma to be managed by an independent entity, not a commercial telecoms company. 
18  This service is owned by Maroc Telecom. Network Information Centre, accessed 31 March 2015, http://www.registre.
ma/?page_id=71. 
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Lakome. Its Arabic-language editor in chief, Ali Anouzla, was arrested one month earlier for citing an 
article in the Spanish newspaper El País, which contained an embedded YouTube video attributed to 
Al Qaeda in the Islamic Maghreb (AQIM).19 Activists and observers believe Lakome was blocked for 
its critical stance towards the monarchy. 

Both the Arabic and the French versions of the site had published an investigative report on the ex-
ploitation of sand pits showing the extent of corruption and the culture of impunity deeply rooted 
in the highest level of the regime. The sites were also the first to announce the scandal surrounding 
the royal pardon granted to the convicted pedophile Daniel Galván Viña on July 31, 2013. This event 
garnered significant international media coverage from satellite television stations such as BBC, 
CNN, France24, Al Jazeera and others, all of whom relied heavily on Lakome for their information. As 
a result, the site achieved international fame and notoriety with the local authorities. Indeed, local 
bloggers and activists observed that Lakome had become a liability to the Moroccan regime, with its 
editorial independence, investigative stories, and relentless refusal to self-censor. Zineb Belmkaddem, 
a blogger and activist, noted the site’s “readership, as well as its impact, were growing” and cited the 
blocking of Lakome as an example of what happens when journalists do not acquiesce to calls (and 
even threats) to soften their tone when reporting on government affairs.20

Social media and communication services such as YouTube, Facebook, or Twitter and international 
blog-hosting services are available in the country. Websites are available which discuss controversial 
views or minority causes, such as the disputed territory of Western Sahara, the Amazigh minority, or 
Islamist groups. Despite numerous reports to the contrary, Google Earth was found to be accessible 
in tests conducted by Freedom House in several cities and on a range of different devices. The ser-
vice had been reportedly blocked in August 2009.21

Similarly there are no restrictions on anonymous proxy tools and Voice over Internet Protocol (VoIP) 
services. However, in February 2012 there was a report that Maroc Telecom briefly disrupted VoIP 
services such as Skype, TeamSpeak, and Viber in order to tamper with the quality of the calls. Some 
speculated that the actions were motivated by financial concerns over competition to traditional 
fixed-line services provided by the telecommunications company.22 

Content Removal 

While the government does not block online content, it maintains control over the information land-
scape through a series of restrictive laws that can require the shutting down of publications and re-
moval of online content. Under the 2002 Press Law, the government has the right to shut down any 
publication “prejudicial to Islam, the monarchy, territorial integrity, or public order,” and it maintains 
prison sentences and heavy fines for the publication of offensive content (see “Legal Environment”). 

19  The video entitled, “Morocco: Kingdom of Corruption and Despotism,” incites viewers to commit terrorism acts against the 
country:
Amnesty International, “Morocco/Western Sahara,” Amnesty International Report 2014/15, http://bit.ly/1EFAvfa. 
20  Interview with Zineb Belmkaddem, a Moroccan blogger, citizen journalist, and 20th February activist, conducted on January 
15, 2014.
21  Google, “Recent and ongoing disruptions of traffic to Google products,” Transparency Report, 2015, http://bit.ly/1EF0yCM. 
22  Hisham Almiraat, “Morocco: Historic Telecom Operator Blocks Skype,” Global Voices, February 9, 2012, accessed March 16, 
2015, http://bit.ly/1V125La; Brahim Oubahouman, “Maroc Télécom interdit Skype et d’autres services VoIP”,I bergag,  February 
20, 2012, accessed March 16, 2015, http://bit.ly/1PQhO8N.  
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The antiterrorism law23 gives the government sweeping legal powers to filter and delete content that 
is deemed to “disrupt public order by intimidation, force, violence, fear or terror.”24 Article 218-6 as-
signs legal liability to the author and anybody who in any way helps the author to disseminate the 
apology for acts of terrorism, a provision which would include site owners and ISPs. Intermediaries 
must block or delete infringing content when made aware of it or upon receipt of a court order.25  
While the law was ostensibly designed to combat terrorism, the authorities retain the right to define 
vague terms such as “national security” and “public order” as they please, thus opening the door for 
abuse. Many opposition news websites, such as Lakome and Febrayer are hosted on servers outside 
of the country to avoid being shut down by the authorities. 

The government also resorts to more ad hoc, extralegal means to remove content deemed contro-
versial or undesirable. For example, Hespress, which in the past featured content both supportive 
and critical of the government, has deleted videos of street protests and interviews with opposition 
figures from the site out of fear or pressure from authorities.26

Media, Diversity, and Content Manipulation  

Owing to self-censorship on key political topics, the Moroccan online media landscape lacks in di-
versity and investigative journalism.  Online news outlets receive unofficial directives not to report 
on controversial issues, or not to allow certain voices to be heard. In a state that punishes investiga-
tive reporting and whistleblowing, people with sensitive information tend to stay quiet to avoid pos-
sible retribution. Debates on issues related to the monarchy do not make news, both in traditional 
and online media. For example, the release of Prince Hicham’s “explosive”27 book, Journal d’un Prince 
Banni [Diary of a Banished Prince] in April 201428 surprisingly did not trigger any discussion or reac-
tion in the country, which many observers link to self-censorship and fear of reprisals. 29 

The existing atmosphere of fear among journalists online was strengthened with the arrest of Anou-
zla and the ensuing blocking of Lakome.30 Given Anouzla’s reputation for independence, nonviolence, 
and pushing boundaries, many saw the charges of “advocacy of acts amounting to terrorism of-
fenses” and “providing assistance to perpetrators or accomplices of acts of terrorism” as a clear at-

23  The Anti-Terrorism law, passed in 2003 after the 2003 terrorist attacks in Casablanca. On 16 May 2003, Morocco was 
subject to the deadliest terrorist attacks in the country’s history. Five explosions occurred within thirty minutes of each other, 
killing 43 people and injuring more than 100 in suicide bomb attacks in Morocco’s largest city, Casablanca. Morocco has 
been a staunch ally of the U.S. The 14 suicide bombers all originated from a poor suburban neighborhood in the outskirts of 
Casablanca.
24  OpenNet Initiative, Internet Filtering in Morocco, (2009) http://bit.ly/18GiHgW. 
25  Loi nº 03-03, Anti-terrorism law, available at, https://www.unodc.org/tldb/showDocument.
do?lng=fr&documentUid=1840&country=MOR, accessed October 6, 2015.
26  Interviews with Driss Ksikess, a well-known journalist and former editor in chief of Nichane and Reda Benotmane, a 
prominent activist and founding member of Freedom Now, conducted on April 2-3 2015. 
27  Sara Daniel, «INFO OBS. Maroc : les mémoires du ‘prince rouge, « L’OBS/Monde, December 10, 2013, accessed April 3, 
2015, http://bit.ly/1JTBiZV. 
28  First cousin of King Mohammed VI and third in the line of succession to the throne, Prince Moulay Hicham gained the 
nickname “Red Prince” because of his pro-democracy positions and his calls for reforms of the monarchy. The book is an 
account of a member of the royal family who expressed his views on the political system in Morocco, and called for the reform 
of the Mekhzen and the institution of the monarchy.
29  Interviews with digital activists and online journalists.
30  Interviews with Aboubakr Jamai, Hisham Almiraat, Zineb Belmkaddem, IbnKafka, Driss Ksikess, Reda Benotman, and two 
other interviews conducted with online activists who want to remain anonymous from February 2013 and April 2015. Hereafter, 
interviews with digital activists and online journalists.
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tempt to silence a dissenting voice.31 Many online and offline news outlets looked up to Lakome for 
maintaining a high ceiling for freedom of expression, especially in matters related to the monarchy, 
wherein most political power is concentrated.32 

Compounding self-censorship and fear are the personal attacks and derogatory comments received 
by activists and opinion makers online for openly criticizing government policies.33 Numerous ac-
counts are created on Twitter and Facebook with the sole purpose of harassing, intimidating, and 
threatening activists. Activists believe that these progovernment commentators are also equipped 
with direct or indirect access to surveillance tools, since they have often obtained private and per-
sonal information on other users.34 There is no clear indication regarding the identity behind the 
accounts and whether they are state-sponsored or simply overzealous private individuals. However, 
due to the amount of time and energy needed to engage in such activity, and the access they have 
to private information, there are serious doubts that these are private citizens acting on the basis of 
their own personal resolve.

The government also uses financial pressure to push the most outspoken print media publications 
into closure or bankruptcy. Advertising revenue provided by the government or government-linked 
companies is not split fairly between independent and progovernment publications.35 In addition 
to state-run and opposition news outlets, the Moroccan media contains a variety of “shadow publi-
cations,” nominally independent but editorially supportive of the state.36 The news outlets exist pri-
marily to divert airtime from more serious and engaging news portals and to compete over online 
advertising money and audience share. There is no evidence to link these publications to a larger 
state strategy to counter the growth of voices of dissent. However, it is important to note that these 
shadow publications receive large amounts of advertising, possibly in return for their progovern-
ment bias. Powerful business entities, such as the three telecommunication companies, are known 
to adhere to state pressure to withdraw advertising money from news outlets that run counter 
to the state-owned media narrative.37 In a recent example of this, the Office Chérifien des Phos-
phates (OCP) and Caisse de Dépôt et de Gestion (CDG),38 two state-owned companies that do not 
offer any particular products to Moroccan consumers, are now buying advertising time and space. 
This move is meant to obtain positive media coverage, avoid negative publicity, and secure media 
outlets for their press releases.   

The state, however, does not limit the ability of online media to accept advertising or investment 
from foreign sources, which is crucial for maintaining a profitable business and ensuring that citizens 
can access a range of different opinions and news sources. In addition, webhosting and free blog-

31  Interview with Aboubakr Jamai. 
32  Interview with Ali Anouzla.
33  Interview with Ali Anouzla.
34  Interview with Zineb Belmkaddem.
35  Interview with Driss Ksikess. 
36  Interview with Driss Ksikess.
37  According to The Report: Emerging Morocco 2013 by Oxford Business Group, Maroc Telecom, Medi Telecom, and WANA 
Corporate spent three times more the amount of the second sector in terms of advertising with 1.3 bn MAD (£115.6 M). In 
2011, according to l’Economiste.ma, telecommunications advertising spending represents 23% of the total advertising market 
share. See: 

“INVESTISSEMENTS PUBLICITAIRES LA TÉLÉ EN PERTE DE MARCHÉ,” L’ECONOMISTE, November 30, 2011, accessed March 29, 
2015, http://bit.ly/1KvtrE9. 
38  The OCP is the world’s largest exporter of phosphate and its derivatives. The CDG is a state institution in charge of 
collecting and managing specific state funds and savings. 
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ging services are freely accessible. ISPs are not known to limit bandwidth availability to discriminate 
on the basis of content. 

The most remarkable change in internet use among Moroccans continues to be the growing interest 
in social media and user-generated content, as well as domestic news portals. In 2010, the top ten 
most visited websites did not include any Moroccan news websites.39 By 2015, three online news 
portals made it to top 10 most visited site, with Hespress remaining as the most popular website in 
Morocco with estimated 600,000 unique visitors per day. It is ranked fourth after Google, Facebook, 
and YouTube. Besides Hespress, Alyaoum24, and Hibapress are now ranked seventh and ninth, re-
spectively. The Moroccan classified ads site avito.ma, is ranked fifth and Moroccan sports site Elbot-
ola is ranked 11th bypassing the pan-Arabic sports website Kooora which ranked top ten in previous 
years.40  Facebook users grew by 490 percent from 860,000 to more than 5.1 million between 2009 
and 2015, and the social network is the most visited website in the country.41 

Digital Activism 

Internet users take advantage of various social media tools to educate, organize, and mobilize peo-
ple around a wide variety of issues. One recent instance of online activism resulted in the sacking 
of Mohamed Ouzzine, the Minister of Youth and Sports. Morocco was host of the FIFA World Club 
finals in December 2014. The third game took place in the newly rebuilt stadium of the capital Rabat 
and due heavy rain, the pitch turned into a pool which created significant problems for the players 
of the Mexican club Cruz Azul and the Australian club Wanderers. Videos and commentary on the 
event were extensively shared on Facebook, YouTube, and Twitter. The videos mocking the event 
were also aired in many international TV stations. As in the previous instances of digital mobilization, 
Moroccan mainstream media including state controlled broadcasting could not ignore the event and 
they ended up reporting on it. As an outcome of these events, the King suspended the minister from 
his duties and later on officially dismissed him. It is not clear if the King’s decision was due to online 
pressure or if it was an isolated decision.  

Twitter has also been used as a tool for whistleblowing. Since October 2014, the account @chris_
coleman has been releasing hundreds of classified diplomatic documents from Morocco’s Ministry 
of Foreign Affairs.42 The account operates under the pseudonym “Le Makhzen,” a term used to 
designate the old form of government under the Alaouite dynasty which is still used to refer to the 
most traditional forms of governance in the country. The tweets consist of releasing documents 
such as confidential correspondences, money transfer orders, confidential emails, and other doc-
uments that cite members of the royal family, diplomats, members of civil society, and journalists. 
The documents accuse a number of French and American journalists of being corrupted by the 
Moroccan government to write favorable media coverage of the Western Sahara. The author of this 
campaign clearly aims at destabilizing the Moroccan regime and appears motivated by the Western 
Sahara conflict. According to journalist Jean-Marc Manach, co-founder of the Big Brother Awards, 

39  Bouziane Zaid and Mohamed Ibahrine, Mapping Digital Media: Morocco, Open Society Foundations, June 2011, accessed 
March 25, 2015, http://osf.to/1VCMRJ5.
40  Google, Facebook, YouTube, hespress, and Google Morocco were the five most visited sites in 2014. See, Alexa, “Top Sites 
in Morocco,” accessed March 31, 2015, http://www.alexa.com/topsites/countries/MA.  
41  “Internet users, population and Facebook statistics for Africa 2014 Q2,” Internet World Stats, accessed March 30, 2015, 
http://bit.ly/1f3mohY. 
42  “Un Wikileaks version marocaine sème le trouble... et le doute, ” France24, December 8, 2014, accessed March 31, 2015, 
http://f24.my/1KWqMU8.   
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some of these documents are authentic while others are manipulated. Mbarka Bouaida, deputy 
minister of foreign affairs, stated that the tweets are motived by pro-Polisario militants funded 
and supported by Algeria. Foreign Minister Salahdine Mezouar has launched an investigation into 
whether these classified government documents were willingly leaked or if it is a matter of hack-
ing.43 Given the general atmosphere of self-censorship and fear among journalists, these leaks did 
not trigger a public debate and there were no consequences other than the internal investigation. 

Violations of User Rights

Moroccan laws on criminal defamation and antiterrorism continue to pose a threat to free speech. A 
new press code containing several positive elements was released for public consultation in October 
2014. While the proposed law eliminates jail time for the press, it mandates the registration of online 
journalists in a move that could bring them further under the authorities’ control. Arrests and prosecu-
tions of ordinary social media users remained rare, but authorities targeted well known activists, news 
staff, and even rappers in order to silence those with significant influence over the public. 

Legal Environment 

The constitution contains provisions designed to protect freedom of expression, but there are short-
coming in their enforcement. The 2011 constitution, passed by referendum to curtail public protests 
at the onset of the Arab Spring, recognizes all Moroccan citizens as equals before the law and Article 
25 guarantees all citizens “freedom of opinion and expression in all its forms.”44 Although the 2011 
constitution strengthened the judiciary as a separate branch of government, the judicial system in 
Morocco is far from independent. The king chairs the High Council of Judicial Power and appoints its 
members. As such, the courts often fail to produce fair and balanced rulings, frequently basing their 
decisions on recommendations from security forces. 45    

The constitution also guarantees freedom of information. Article 27 states that Moroccan citizens 
have the right to access information held by the government, elected institutions, and all public 
service institutions, except in cases in which doing so would violate national security, the privacy 
of individuals, or constitutional freedoms. For this constitutional right to become reality, a series 
of public policy debates are taking place to devise policies that would guarantee citizens access to 
information. However, given the authoritarian nature of the state, many activists are pessimistic and 
believe the end result will most likely lead to a stifling of internet freedom under the guise of privacy, 
national security, and counterterrorism. As of mid-2015, no new outcomes have been reached.

The gravest legal threat to internet freedom in Morocco remains laws that restrict the type of materi-
al that can be communicated online. Chief among these are the 2002 press code and the 2003 anti-
terrorism law that outline criminal penalties for any criticism of “sacred” issues such as the monarchy, 
Islam, and territorial integrity. Crucially, these laws continue to be applied to online activity, resulting 
in the prosecution of several users for content posted online. Article 218-2 of the antiterrorism law 

43  Mohamed Etayea, “Affaire Chris Coleman: Mezouar convoqué au parlement, ” Telquel, January 22, 2015, accessed March 29, 
2015, http://telquel.ma/2015/01/22/affaire-chris-coleman-mezouar-convoque-au-parlement_1431150. 
44  Constitution of Morocco, Art. 25, adopted in 1962, reformed in 2011, accessed January 18, 2014, http://bit.ly/1M04kt8. 
45  Mohamed Madani, Driss Maghraoui, and Saloua Serhouni, The 2011 Moroccan Constitution: A Critical Analysis, (Stockholm, 
Sweden: International Institute for Democracy and Electoral Assistance, 2012).  
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also proscribes prison terms of 2 to 6 years and fines of MAD 10,000 to 200,000 for those convicted 
of apology for acts of terrorism, through offline as well as online speech.46 

Numerous articles within the press code are problematic. Article 38 defines “incitement to commit 
a crime” as any provocative speech that was uttered, written, printed, sold, or distributed in public 
places, meetings, as well in as any audiovisual and electronic media.  Article 41 stipulates that any-
one who offends the institution of the monarchy, king and the royal princes and princesses, Islam, 
and the territorial integrity will be imprisoned for three to five years and must pay a fine of MAD 
10,000 to 100,000 (roughly US$800 to 8,000). The publication can be suspended for up to three 
months or can be permanently banned. Articles 45, 46, and 47 of the 2002 press code stipulate that 
defamation against the courts, the military, public administrations, members of the government, and 
any public person are punishable by a prison term of one month to one year. Similarly, Article 52 
outlaws criticism of foreign heads of state, foreign ministers, and diplomatic envoys residing in Mo-
rocco by stipulating punishments of one month to one year imprisonment and a fine of MAD 10,000 
to 100,000 (US$800 to $8,000). Judges often apply these vague and oppressive laws to the online 
domain. 

In an attempt to modernize the press code, the minister of communication released an updated ver-
sion for review and consultation by civil society in October 2014.47 The code eliminates jail sentences 
for journalists and establishes a self-regulatory body. However, Articles 34 and 35 stipulate that on-
line news portals must register their domain names in Morocco to be able to obtain press cards and 
benefit from state support. News portals must also obtain three types of authorizations, valid for 
one year at a time: from the High Authority of Audiovisual Communication (HACA)48 to post online 
videos, from the Moroccan Cinema Center (CCM)49 to shoot film, and from the ANRT to host domain 
names under press.ma. These organizations are state-controlled and can easily be influenced to 
deny authorizations or reject renewals for political purposes. These measures will instill the culture 
of prior restraint and fortify self-censorship. In addition, while prison terms for journalists have been 
removed, guilty parties can be imprisoned if they fail to pay proscribed fines.50 

For many activists, another indication that the regime plans to stifle internet freedom was the re-
lease of a draft law on the internet called the Code Numérique (digital code) in November 2013.51 
The draft was prepared by the Ministry of Trade, Investment and Digital Economy and aimed to re-
inforce the legislative framework of digital communication in Morocco by addressing e-government, 
e-marketing, e-commerce, digital security, and trust.52 As such, some aspects of the law were pro-
moted by activists as positive. However, several of the bill’s provisions threatened internet freedom. 
For instance, Article 73 prohibited content deemed to be immoral, against public order, violent or 

46  Loi nº 03-03, Anti-terrorism law, available at, https://www.unodc.org/tldb/showDocument.
do?lng=fr&documentUid=1840&country=MOR, accessed October 6, 2015.
47  Ministry of Communication, Draft Law, accessed April 2, 2015, http://bit.ly/1KPvCkG.  
48  The High Authority for Audiovisual Communication (Haut Autorité de la Communication Audiovisuelle, HACA) was created 
in 2002 and mandated to establish the legal framework for liberalizing the audiovisual sector, and to oversee a public service 
broadcasting (PSB) sector.
49  Le Centre Cinématographique Marocain (CCM) is in charge of the organization and promotion of the film industry in 
Morocco and it oversees the application of the legislation and regulation of the sector.
50  Interview with Reda Benotmane, a prominent activist and founding member of Freedom Now, conducted on April 2-3 
2015. 
51  “Will Morocco Regulate the Internet? An Interview with Zineb Belmkaddem and @IbnKafka,” by Jillian York, Deeplinks 
(blog), Electronic Frontier Foundation, December 17, 2013, accessed  March 20, 2015, http://bit.ly/J4k0wA. 
52  Rime Ait El Haj, “Le code numérique avorté!,” L’ECONOMISTE , December 16, 2013, accessed March 20, 2015,  http://bit.
ly/1L9zx7E. 
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inciting violence, as well as any expression seen to undermine Islam, public policy or the privacy of 
individuals. The proposal’s broad wording thus would have led to a significant increase in blocking of 
websites.53 In response, a group of activists set out to crowdsource a new version of the digital code, 
critiquing aspects of the existing bill.54 The minister of industry, commerce, investment and digital 
economy announced in a tweet that he withdrew the draft bill in December 2013, arguing that the 
digital code is so important that it necessitates broad consensus.55  

Prosecutions and Detentions for Online Activities 

Moroccans continue to face the possibility of unjust arrest and prosecution for their online activities, 
particularly for material that is seen as critical of state officials. 

Seventeen-year-old rapper Othman Atiq, known as Mr. Crazy, was jailed from August to November 
2014 under charges of “insulting a state institution,” “incitement to consume drugs,” and producing 
material “harmful to public morality.” Atiq’s music videos—some of which feature more than a mil-
lion views on YouTube—depict the troubled lives of unemployed youth in Casablanca and were used 
as evidence in his trial.56

In June 2015, Hamid El Mehdaoui, editor of the news website Badil, was convicted of criminal defa-
mation and given a four-month suspended sentence by a Casablanca court for allegedly defaming 
the head of Morocco’s General Directorate of National Security, Abdellatif el Hammouchi.57 El Mehd-
aoui had published an article about the death of Karim Lachaqr, an activist who died in police custo-
dy in May 2014. Both he and his source (not a journalist) were ordered to pay combined damages of 
MAD 100,000 (US$10,000) or face imprisonment. 

That same month, a Casablanca court ordered the news site Goud to pay MAD 500,000 (US$52,000) 
for civil defamation charges. Goud was targeted for an article that accused the king’s private secre-
tary, Mounir El-Majidi, of corruption. The steep fine may bankrupt the independent news site.58

Journalist Ali Anouzla, who was arrested in September 2013, continues to face charges of “advocacy 
of acts amounting to terrorism offenses” and “providing assistance to perpetrators or accomplices 
of acts of terrorism.” Anouzla is the editor-in-chief of the French-language version of Lakome, a news 
site, who targeted for an article he had written on jihadist threats to Morocco in which he provided a 
link to a Spanish site, which in turn had embedded a jihadist video. He was released on bail on Octo-
ber 25, 2013 and his trial has been continually postponed.59 

53  “Will Morocco Regulate the Internet? An Interview with Zineb Belmkaddem and @IbnKafka.” 
54  See the crowdsourced document: “A Response to the new Digital Bill (#Code_Num),” http://bit.ly/1M0631G.  
55  Sophia Akhmisse, “Moulay Hafid Elalamy retire le code numérique, ” Le360, December 15, 2013, accessed March 23, 2015, 
http://bit.ly/1LPqhs3.
56  Human Rights Watch, “Morocco: Unjustly Jailed Rapper To Go Free,” November 11, 2014, https://www.hrw.org/
news/2014/11/11/morocco-unjustly-jailed-rapper-go-free. 
57  Committee to Protect Journalists, “News website convicted of defamation in Morocco,” June 30, 2015, accessed August 5, 
2015, https://cpj.org/x/64c3.  
58  Committee to Protect Journalists, “Moroccan editor, source convicted in defamation case,” June 30, 2015, accessed August 
5, 2015, https://cpj.org/x/64c3. 
59  Reporters Without Borders, “Human rights organizations call for charges against journalist Ali Anouzla to be dropped,” 
February 18, 2014, accessed March 23, 2015, http://en.rsf.org/morocco-human-rights-organizations-call-18-02-2014,45889.
html. 
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Surveillance, Privacy, and Anonymity 

Given the absence of blocking and filtering, Moroccan activists identified surveillance as the most 
dangerous instrument in the hands the regime.60 The awareness among activists that they are sys-
tematically monitored impacts the way activists perceive the risk they take and the margin of free-
dom that they have. Hisham Almiraat, the co-founder of the website Mamfakinch and one of the 
leaders of the February 20th Movement, explained that the state’s capacity to own and reconstruct 
one’s personal story, based on surveillance and monitoring, allows authorities to “assassinate your 
character and use your own information to hurt you.”61 According to Zineb Belmkaddem, “surveil-
lance entails the stealing of data and data is private property… it’s like the state coming to my home 
every day to steal my belongings.” Reports and interviews have revealed the use of malware prod-
ucts from Italian company Hacking Team to target activists.62 Activists have demanded that the state 
be more transparent about who conducts surveillance, who is targeted, and to what end.63

In December 2011, Reflets, a French news site, published an investigation on the purchase of spy-
ware from the French company Amesys Bull.64 The article refers to an investigation carried out by 
journalists from the Wall Street Journal who found that Amesys Bull sold spyware to the former Qa-
dhafi regime in Libya. 65 Reflets reports that the same spyware was sold to the Moroccan government 
and that engineers from Amesys Bull spent time in the country training government personnel for 
the use of such sophisticated spyware. The software, called Eagle, uses Deep Packet Inspection and 
is used to monitor emails, Skype conversations, and various encrypted materials.66 

Beyond these concerns, anonymity is broadly respected.  Internet users do not need to register or 
provide any kind of identification at cybercafes. There are no indications that the purchase and use 
of encryption software by private citizens or companies is restricted.67 However, free access to the 
technology is starting to change. In the past, pre-paid SIM cards were purchased anonymously and 
citizens could get them from the three telecom companies’ retail stores without having to show 
identification. Today, customers are asked for a copy of their ID. However, street vendors and other 
non-affiliated sales outlets continue to provide SIM cards without IDs. 

Intimidation and Violence 

The threat of legal prosecution is often used to intimidate critical voices and curtail organizing 
around political causes. After the publication of interviews and investigations into surveillance prac-
tices in Morocco, Morocco’s interior ministry announced that a criminal complaint had been filed 
against “persons who distributed a report containing grave accusations about spying practices.” The 
report was published by Privacy International and Digital Rights Association (ADN), its Moroccan 
partner.68 

60  Interview with Zineb Belmkaddem.  
61  Interview with Hisham Almiraat, conducted January 13, 2014.
62  Privacy International, Their Eyes On Me:  Stories of surveillance in Morocco, (April 7, 2015) http://bit.ly/1JTHBZ4. 
63  Interviews with digital activists and online journalists.
64  “Amesys: un Finger de Pop Corn pour le Croco,” Reflets, December 7, 2011, accessed March 20, 2015, http://bit.ly/1LPqNX2. 
65  Paul Sonne And Margaret Coker, “Firms Aided Libyan Spies,” The Wall Street Journal, August 30, 2011, accessed March 20, 
2015, http://on.wsj.com/1KvvJDg. 
66  Privacy International, Their Eyes On Me:  Stories of surveillance in Morocco, (April 7, 2015)  http://bit.ly/1JTHBZ4. 
67  Interviews with Dr. Fouad Abbou, professor of computer Science and Telecommunications and Dr. Hamid Harroud, director 
of the Information Technologies Services of Al Akhawayn University in Ifrane, conducted on 29 March 2015. 
68  Reporters Without Borders, “RSF Backs Moroccan NGO Targeted by Interior Ministry,” June 4, 2015, http://en.rsf.org/
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Authorities also use trumped up charges of drug possession, adultery, and others to intimidate well 
known activists and journalists. Ali Lmrabet was denied paperwork necessary to renew his passport, 
residency, and work papers in mid-2015. In April 2015, with the expiration of a ten-year ban from 
publishing, he unsuccessfully attempted to restart his satirical news site DemainOnline. He subse-
quently went on hunger strike in front of the United Nations building in Geneva until the interior 
minister indicated he could receive his new passport.69 

Technical Attacks

Reports and interviews70 with prominent activists reveal an ongoing campaign by anonymous hack-
ing groups to target outspoken voices. Groups such as the Monarchist Youth, the Moroccan Repres-
sion Force, the Moroccan Nationalist Group, and the Royal Brigade of Dissuasion have hacked into 
activists’ email and social media accounts, often publishing offensive content in a bid to harm their 
reputation.71

In addition to surveillance and malware attacks, online news portals that express dissenting voices 
are subject to continuous cyberattacks. In one instance, Almiraat stated that his website was sub-
jected to a cyberattack in July 2011 by a sophisticated computer virus.72 The site administrator had 
received an email that claimed to contain promising journalistic leads, such as videos of police mis-
conduct. An investigation into the source and nature of the virus revealed that it was a Trojan Horse 
developed by Hacking Team, a company based in Milan, Italy. The virus downloads itself and hides 
among files, and can access contents on the computer, monitor in real time the use of the computer, 
log all the keys that are being hit, therefore giving away any passwords that are typed, and can ac-
tivate the computer’s webcam and microphone and capture  pictures and videos.73 The price of the 
software is estimated at €200,000 (US$220,000) and the company deals principally with governments 
and law enforcement agencies, leaving little doubt that the attacker was a law enforcement agency 
in Morocco.

maroc-rsf-backs-moroccan-ngo-targeted-by-04-06-2015,47969.html. 
69  Paul Schemm, “Moroccan journalist ends hunger strike on passport promise, Associated Press, July 28, 2015, http://
bigstory.ap.org/urn:publicid:ap.org:9188413890354165a7199406e84a6b58. 
70  Interviews with Hishaam Almiraat, Samia Errazzouki, Yassir Kazar, and Ali Anouzla.
71  Privacy International, Their Eyes On Me:  Stories of surveillance in Morocco. 
72  Interview with Hisham Almiraat. 
73  Privacy International, Their Eyes On Me:  Stories of surveillance in Morocco. 
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Key Developments: June 2014 – May 2015

• International telecommunications companies Telenor and Ooredoo began providing 
mobile service in 2014, increasing the public’s access to affordable SIM cards outside the 
state-issued ration (see Availability and Ease of Access).

• The supply of SIM cards fell short of demand, fueling black market prices up to ten times 
the market rate; service quality remained poor (see Availability and Ease of Access).

• The Ministry of Communication and Information Technology released two regulatory laws 
but bureaucracy slowed enforcement, and even the state-owned firm failed to comply. 
Other promised legislation on cybersecurity has yet to materialize (see Regulatory Bodies 
and Legal Environment).

• The government detained and charged internet users for online activities, including three 
men jailed for two years each for insulting religion on Facebook (see Prosecutions and 
Detentions for Online Activities).

• Government officials pressured social media users not to distribute or share content that 
offends the military, or disturbs the functions of government (see Content Removals).

• Parliament temporarily suspended a five percent tax on mobile phone top-ups in May 
2015 following protests on social media (see Digital Activism). 

Myanmar
2014 2015

Internet Freedom Status Partly 
Free

Not 
Free

Obstacles to Access (0-25) 19 18

Limits on Content (0-35) 16 17

Violations of User Rights (0-40) 25 28

TOTAL* (0-100) 60 63

* 0=most free, 100=least free

Population: 53.7 million

Internet Penetration 2014: 2.1 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: No

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction
Internet freedom in Myanmar declined during the coverage period of this report in comparison with 
the progress made since the country undertook liberalization in 2011. 1 The government and security 
forces stepped up intimidation of internet users during social protests, intensifying conflict in ethnic 
minority regions, and during preparation for the 2015 national elections. 

Since the political reform in 2011, telecommunications has become one of the most dynamic sectors 
in Myanmar. In 2013, the government granted two international telecommunications companies the 
opportunity to provide services and infrastructure alongside local firms. Besides creating jobs, the 
move drove much-needed legal reform. The government passed a Telecommunications Law drafted 
with input from the international community,2 and Norway’s Telenor Group established the country’s 
first independent connection to the international internet in March 2014. Qatar’s Ooredoo was the 
first to launch and offer a mobile phone service to a large part of Myanmar in August 2014. The Min-
istry of Communication and Information Technology (MICT) released two regulatory laws: “License 
Provision” in October 2014 and “Networking and Linking” in January 2015. 

The government of former military leader President Thein Sein officially ended media censorship in 
2012, and internet freedom improved in 2013, but the situation began to deteriorate since late 2014 
as the practices of the old regime were revived. In addition to assaults and detentions, authorities 
employed legal, administrative, and other sanctions to influence content, and some clauses in the 
Telecommunications Law may allow censorship and surveillance.3 At the same time, the government 
amended, but failed to nullify, a 2004 Electronic Transaction Law which the junta notoriously used to 
criminalize political activism online.

Prior to 2014, internet access was only available through state-linked internet service providers (ISPs). 
They, too, are undergoing partial reform. The military-linked Yatanarpon Teleport (YTP) is trans-
forming into a public company, but local news reports say government and military interests have 
purchased significant shares. Plans to privatize the state-owned Myanmar Post Telecommunication 
(MPT) have not materialized since they were announced in 2012. 

Despite official commitments to good governance, military-owned conglomerates still appear to be 
manipulating the market. Since July 2014, the general public can access affordable SIM cards with-
out needing to go through a state sponsored lottery, thanks to the international telecom companies, 
and mobile penetration has increased, though not enough to meet demand. Yet the internet lacks 
bandwidth to support the surge in online activity, and service quality remains poor because of inad-
equate infrastructure.4 

Online communication reflected political polarization developing in advance of 2015 elections. Op-
position leader and Nobel Peace Prize laureate Aung San Suu Kyi of the National League for Democ-

1  Earlier Freedom House publications referred to Myanmar as Burma. The military-led government changed the country’s 
name from Union of Burma to the Republic of the Union of Myanmar without a referendum in 1989, a decision the opposition 
rejected as politicized. Myanmar became increasingly common, particularly after the regime adopted a more civilian form of 
government.
2  Shibani Mahtani, “Myanmar’s Telecom Revolution Bogs Down,” The Wall Street Journal, October 25, 2013. http://on.wsj.
com/1w4lTPD. 
3  “Interviews with three journalists and two web developers in Rangoon.” October 2013; Daily Eleven, August 31. News 
citations without links refer to hard copy editions. 
4  Naomi Gingold, “The roots of Myanmar’s internet woes,” Myanmar Times, December 1, 2013, http://bit.ly/1HSrH1d.    
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racy (NLD) party now serves in the parliament.5 However, she is barred from running for president in 
elections scheduled for 2015 under a clause in the constitution that excludes candidates who have a 
spouse or children who are foreign nationals. Aung San Suu Kyi had two sons with her late husband, 
Michael Aris, and both are British citizens. The 2008 clause was drafted with her in mind, her sup-
porters believe, and digital campaigns were waged by those who sought to amend the clause and 
those who wished to retain it. Other grassroots campaigns, such as a movement promoting educa-
tional reform, also employed mobile apps to spread information about protests and other activities. 
The most effective outcry in social media that forced the state to review its policy came from online 
protests against the government’s imposition of five percent commercial tax on mobile top-ups 
starting from June 1st. Thanks to massive campaigns on social media, especially on Facebook, the 
parliament passed an urgent proposal to delay the tax until at least the end of the next fiscal year, 
on March 31, 2016.6

The influence of rising religious nationalism also increased online. The government has maintained 
discriminatory policies against ethnic minorities like the Muslim Rohingya,7 who are denied citizen-
ship under Myanmar’s law. Anti-Muslim hate speech was rampant online during the coverage period, 
overwhelming opposing campaigns that promoted tolerance. Since February 2015, the military has 
launched a military offensive against the armed Kokang ethnic group, which is based in the north-
east along Myanmar’s shared border with China. This was accompanied by social media warfare 
framing the Kokang conflict as an infringement on state sovereignty from the outside power, China. 

Obstacles to Access

Internet access is improving in Myanmar, as increasing numbers of users go online via cell phones, 
which is growing comparatively more affordable. Yet internet penetration still ranks among the world’s 
lowest. The quality of service remains poor because of inadequate infrastructure, and poverty continues 
to limit citizens’ internet usage.

Availability and Ease of Access   

The number of internet users has notably increased over the past five years, but remains a fraction 
of the population, though precise figures are disputed. Internet penetration was at 2.1 percent in 
2014, up from 1.6 in 2013, according to the ITU estimate,8 which experts in Myanmar considered low. 
Users in most provincial towns have much worse access in comparison with the few urban cities, let 
alone rural villages. Power outages, service interruptions, and inadequate numbers of transmission 
towers have made the conditions onerous.

Private internet connections are prohibitively expensive, though there is significant regional variation. 
The one-time installation cost of home broadband access from the MPT, the dominant state-owned 
provider, is US$50, plus an annual fee of US$50, but monthly rates range from US$17 to US$80, 
depending on speeds, which range from 512 Kbps to 2.5 Mbps. For a faster fiber-optic internet 
connection, setup costs from US$200 to US$1,000 and monthly service, starting at US$100, can run 

5  “NLD Sweeps Parliamentary By-Elections,” Radio Free Asia, April 2, 2012, http://bit.ly/1IeJIpM. 
6  Ei Ei Toe Lwin, “Parliament suspends 5% tax on top-up,” Myanmar Times, May 28, 2015, http://bit.ly/1IjpjnD; San Yamin 
Aung, “Parliament Delays ‘Top Up’ Tax on Mobile Phone Use,” The Irrawaddy, May 28, 2015, http://bit.ly/1SCHkPg. 
7  Human Rights Watch, “Myanmar: Rohingya Muslims Face Humanitarian Crisis,” March 26, 2013, http://bit.ly/1HSsJdA.  
8  International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY.
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up to thousands of dollars per month for speeds up to 100 Mbps,9 in addition to an annual US$60 
fee. Redlink, a private company run by the son of a former military general-turned-house speaker, 
charges even more. Users pay US$500 in setup costs, plus US$125 monthly and US$60 annual fees 
for a fiber-optic connection of 2 Mbps. Prices have fallen during the coverage period in comparison 
with previous years. However, since Myanmar’s gross domestic product was just US$980 per capita 
in 2014, these costs keep personal internet access far out of reach for the majority.10 

More people connect to the internet via mobile phones. During the coverage period, over 90 per-
cent of internet users accessed the internet using a cellphone. Over 7 million people accessed the 
internet via mobile phone in December 2014, three times than the previous year. Just 120,000 in-
ternet users subscribed using ADSL or fiber-optic connections. In August 2014, the foreign telecom 
firm Ooredoo joined the market and sold its service charging US$1.50 per SIM card. In the following 
month, Norway-based Telenor started distributing its SIM cards in the market with the same price.

Mobile penetration in the country reached at least 30 percent in December 2014, an increase from 
13 percent in 2013.11 Ministry of Communications and Information Technology figures cited by the 
ITU put mobile penetration at 49 percent in the same period.12 The figures may be misleading, since 
many people use more than one SIM card and subscribe to different service providers in order to 
beat connection issues. Sales of dual-SIM handsets are increasing, as it is standard for mobile inter-
net users to purchase at least two SIM cards. Officials reported mobile penetration reached 55 per-
cent by March 31, 2015. This calculation was based on the number of active SIM cards, which totaled 
28.1 million.13  

Since the two foreign giants lack infrastructure compared to MPT, their underperforming services 
are often the impetus for users to spend more on dual connections, even while their presence in 
the market was expected to drive prices down. MPT has offered mobile phones since the 1990s, but 
charged from US$2,000 to US$5,000. The price dropped to US$200 in 2012 after the country entered 
a political and economic liberalization in 2011. In 2013, the military-owned MEC and MPT distribut-
ed a finite number of SIM cards per month for about US$1.50 each under a state-run lottery. 

The state-owned MPT offers this more reliable service and coverage at a premium, in violation of the 
state’s own pricing regulation. According to an MCIT directive, operators should not charge more 
than MMK 20 per minute for phone calls during peak hours and MMK 15 per minute off-peak. But 
the MPT charges its users MMK 50 per minute for a phone call. Ooredoo and Telenor charge MMK 
25 per minute, according to local news reports. 

An MPT promotional “Swe Thahar” (Friendship) plan introduced in January began pricing internet by 
volume rather than duration, but it cost users MMK 15  per MB compared to MMK 10 under Telenor 
and Ooredoo, while per-minute phone rates are still higher than Telenor and Ooredoo’s. MPT users 
who have not signed up for the new Swe Thahar plan are not receiving the promotional pricing.14 In 
addition, the MPT did not offer its new plan to CDMA phone users. Users with CDMA phones paid 

9  Based on an exchange rate of MMK 1,000 to US$1, fiber service for 100mbps was listed at MMK 7,000,000 in 2015. See, 
http://www.mpt.com.mm/en/product-services/fixed-line-internet/ 
10  International Monetary Fund, “World Economic Outlook Database,” October 2013, http://bit.ly/1DvPAd4. 
11  “The number of domestic mobile phone users increase to almost 17 million,” The Internet Journal, December 15, 2014, 
http://bit.ly/1ejxVyp.  
12  International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2014,” http://bit.ly/1cblxxY.
13  Htoo Thant, “Mobile penetration reaches half the country,” Myanmar Times, June 2, 2015, http://bit.ly/1DvPAd4. 
14  Aung Kyaw Nyunt, “MPT extends Swe Thahar promotion,” Myanmar Times, March 27, 2015, http://bit.ly/1MoIkb8. 
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from US$500, at the official rate, to as much as US$5000 on the black market since the connection 
option was first available in 2000, and view their exclusion from more affordable pricing plans as 
discriminatory.  

In total, a regular mobile internet user might spend MMK 10,000 to 20,000 (US$10 to US$20) per 
month, while those who rely on it for business spend from 30,000 to 50,000 (US$30 to US$50). This 
represents little change from last year and limits connectivity for a large percentage of the popula-
tion since one quarter of the people remains below poverty line.15 

Restrictions on Connectivity  

Until 2014, the Ministry of Communications and Information Technology (MCIT) essentially con-
trolled the country’s infrastructure via the state-owned MPT, which covers over 90 percent of the 
country and is continuing to expand with a US$2 billion investment from Japan’s KDDI Corp and 
Sumitomo Corp.16

 Myanmar is connected to the international internet via the SEA-ME-WE 3 submarine cable, and 
satellite and cross-border cable links with China and Thailand. China Unicom and MPT signed a 
Memorandum of Understanding in July 2013 to build a link from the SEA-ME-WE 5 cable through 
Mandalay and into China.17 The construction of the cable is in progress and expected to be in use 
by late 2015. Though both foreign firms are planning to establish their own cable links to Thailand, 
they so far share the MPT’s backbone to connect with the international internet. Even if they could 
connect to the international internet in 2015, they would only serve users with a 10 GB bandwidth 
connection, while the MPT now provides 32.32 GB to its users, a significant increase from 3.92 GB in 
2010-2011.18 Low bandwidth is largely responsible for the congestion experienced by local internet 
users, especially during peak afternoon hours. Power outages also frequently disrupt access.19

In late 2014, an MCIT spokesperson noted that there have been some discussions with international 
experts and consulting firms, including Price Waterhouse Cooper, about MPT privatization. Thus far, 
the connection to the international internet is essentially controlled by the state-owned MPT.

In October 2014, the MPT stopped accepting new applications for fiber-optic internet service. Since 
all ISP firms operate under the MPT, they also could not provide internet service to new customers. 
The stated reason for this service suspension for new users was that the MPT plans to expand band-
width, and the service will be extended to new customers in 2015.20 

In some areas, Mabatha monks attempted to disrupt installation of transmission towers by Ooredoo 
because the firm has its roots in a Muslim country. In one June 2015 incident in Rangoon, monks 
took down Ooredoo’s advertisement boards from public lampposts. The group announced a boycott 

15  Asian Development Bank, “Asian Development Bank & Myanmar: Fact Sheet,” December 31, 2014, http://bit.ly/1RU97j7. 
16  Teppei Kasai, “Japan’s KDDI, Sumitomo Corp to invest $2bln in Myanmar telecoms,” Reuters, July 16, 2014, http://reut.rs/
W9XIAR. 
17  Naomi, Gingold, “Fiber Fix Brings Burma’s Internet Back Up to Speed,” The Irrawaddy, July 30, 2013, http://bit.ly/1LFvxiR. 
18  “Ooredoo soon to own fiber internet service provider,” 7Day Daily, March 1, 2015, http://bitly.com/1mTkjOi; “In Order 
to boost Internet Telenor and Thailand will be connected to the international Internet traffic,” 7Day Daily, January 25, 2015, 
http://7daydaily.com/story/30242.  
19  Kyaw Hsu Mon, “Power Chief Pledges End to Rangoon Outages,” The Irrawaddy, April 8, 2015, http://www.irrawaddy.org/
burma/power-chief-pledges-end-to-rangoon-outages.html. 
20  Aung Kyaw Nyunt, “Fiber connection freeze from leading ISPs,” Myanmar Times, November 16, 2014, http://bit.ly/1JyS5x6. 
Interview with two managers from local ISPs in November 2014. 
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of the company after it was granted an operating license in 2013, denouncing anyone working for 
Ooredoo, or using their services, as a traitor. 

ICT Market 

Despite progress in diversifying the market, state-owned conglomerates continue to skew the tele-
communications playing field through two main ISPs,21 the state-owned Myanmar Post Telecommu-
nication (MPT), and the military-linked Yatanarpon Teleport (YTP). Redlink, SkyNet, and other FTTH 
providers operate under YTP. 

In 2012, the government announced plans to liberalize its telecom sector and invite foreign invest-
ment.22 In June 2013, the government awarded international licenses to Norway’s Telenor and Qa-
tar’s Ooredoo, allowing them to offer services and infrastructure alongside the state-owned MPT.23 
In April 2015, the MCIT announced that it would award an operator license to the fourth telecom 
firm, Royal Yatanarpon, which was once the military-linked local firm YTP that is now being trans-
formed into a public company. Royal Yatanarpon is reportedly planning to enter the market in part-
nership with Vietnamese military-linked Viettel Group, which is preparing to invest US$1.8 billion in 
the Burmese telecommunications sector.24 Up until late March 2015, the government has granted 
19 local and foreign firms licenses to provide telecommunication services.25 The government an-
nounced in 2012 that the MPT would be privatized in a few years, but nothing concrete was done in 
past few years.

Regulatory Bodies 

The Posts and Telecommunications Department regulates Myanmar’s telecommunications industry 
under the MCIT. Under the junta, the MCIT and intelligence agencies implemented arbitrary and 
ad hoc censorship decisions. Other state institutions tasked with information and communications 
technology (ICT) development and management are largely inactive.26 The Myanmar Computer 
Federation, formed under the 1996 Computer Science Development Law and comprised of industry 
professionals, is the designated focal point for coordination with the ITU. Critics say it failed to take 
advantage of the 2011 political change to play a more active role in the ICT sector. 

Clause 86 of the Telecommunications Law established an independent commission to take over 
regulatory functions within two years. The business community also welcomed the law’s creation of 
an appeal tribunal mechanism to adjudicate over administrative issues in the telecommunications 

21  Many still refer to the Ministry, formerly responsible for Communications, Posts and Telegraphs, by its old abbreviation 
MPT.
22  Martin Petty, “Insight: Disconnected for Decades, Myanmar Poised for Telecoms Boom,” Reuters, September 13, 2012, 
http://reut.rs/1riFQjI. 
23  Shibani Mahtani and Chun Han Wong, “Norway’s Telenor, Qatar Telecom Get Myanmar Telecom Licenses,” Wall Street 
Journal, June 27, 2013.
24  “Teleport and Royal Yadanarbon will be allowed to operate as a fourth operate as a fourth operator,” 7Day Daily, April 4, 
2015, http://bit.ly/1g8g9A9. 

“Fourth operator license issuing plans,” The Internet Journal, April 4, 2015, http://internetjournal.media/news/2237. 
25  “More communication services for business up to 19,” The Internet Journal, April 2, 2015, http://internetjournal.media/
news/2223. 
26  These include the Myanmar Computer Science Development Council, the e-National Task Force, the Myanmar Computer 
Federation, the Myanmar Computer Professionals’ Association, the Myanmar Computer Industry Association, and the Myanmar 
Computer Enthusiasts’ Association.
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industry. The MICT released two regulations expanding on the telecommunications law during the 
coverage period, a License Provision on October 14, 2014, and a separate one on Networking and 
Linking in January 6, 2015. The enactment of the by-laws and regulations is a good indication of the 
government’s willingness to further liberalize the country’s telecommunications sector. However, bu-
reaucratic processes are still blocking implementation. 

Limits on Content

During the coverage period, the military actively pressured online media users and outlets not tarnish 
its reputation and public image. While digital content was not subject to censorship, sensitive political 
and social topics were nevertheless underrepresented online. Myanmar’s failure to remove restrictive 
punishments for online content occurred in the context of a deliberate government campaign to mar-
ginalize balanced and dissenting voices. Tactics included economic pressure on independent media, 
manipulative political commentary, and tacit encouragement of nationalistic hate speech against the 
Muslim minority. 

Blocking and Filtering 

The government lifted systematic state censorship of traditional and electronic media in 2012. Since 
then, political content appeared to be almost universally available, and even social content, such as 
pornography, was not blocked as of mid-2015. 

Content Removal 

While content remained available and accessible for new readers in theory, authorities made a con-
certed effort to exclude certain topics from mainstream discourse in ways that lacked transparency 
and due process. 

Notably, the military pressured individual online users and media outlets not to damage the public 
image of the armed forces. In one instance, the military released a statement protesting the private 
weekly Myanmar Times journal for publishing a cartoon that “insulted the dignity of the armed forc-
es,” and prompted a takedown and apology from the journal. The cartoon, published in the March 
25 edition, featured a husband and wife talking about the ongoing conflict between the military and 
ethnic Kokang insurgents. The husband relays that the army had taken the hills, to which the wife 
replies “aren’t they satisfied with taking the farms?”27 The military also released a statement on April 
26 targeting the Eleven Media group for publishing a news article about military losses in a battle 
with the Kokang. The Armed Forces Accurate Information Team said the article breached journalistic 
ethics and harmed the dignity and spirit of military personnel. 

Media, Diversity, and Content Manipulation

In this climate, self-censorship remains common online on military and related issues. While some 
topics are discussed more freely since liberalization, internet users are reluctant to discuss past abus-

27  “The Irrawaddy: Myanmar Times cartoon prompts swift apology to military – Nobel Zaw,” BurmaNet News, April 6, 2015, 
http://bit.ly/1LuThaZ. 
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es for fear of jeopardizing the political opening. On May 3, the military sent a warning letter to the 
Myanmar Press Council stating that the local news media outlets were not to cover any statements 
released by Kokang ethnic armed group. The letter warned that any media outlet that fails to follow 
the instruction will face action in accordance with the existing laws.28 

Social media and communication apps, including Viber, Tango, Friendfinder, and Google+, are freely 
available. In September 2014, the speaker of the Upper House even arranged for members of par-
liament to install Viber to communicate with one another and with their constituencies. MPs in the 
same political party or with similar view on particular issues set up Viber groups to exchange infor-
mation.29 In June 2015, when the Burmese currency value dropped to a record low of MMK 1,105 to 
the dollar and MMK 1,235 on the black market, Thura Shwe Mann, who is the speaker of the Lower 
House, invited Facebook users to make suggestions—and actually implemented some of them. 

Facebook is the most popular social media platform, since many users developed the habit of using 
the platform to share information, initiate collective action on social and political issues, or follow 
exile media outlets when website blocking was still pervasive. According to one estimate, there were 
three million Facebook users in Myanmar in January 2015. (In better-connected Thailand, the num-
ber of Facebook users was estimated at 28 million.)30 For some users frustrated with the challenge 
of navigating between sites on poor connections, Facebook is the sole source of online news, po-
tentially depriving local outlets of the advertising revenue that would reduce their dependence on 
state-operated print outlets. 

Some progovernment blogs, such as OppositEye, actively manipulate online commentary to launch 
smear campaigns against Muslims or the political opposition. 

Ethnic Burman internet users also spread racially-charged comments across social media platforms 
throughout the coverage period.31 A radical group of Buddhist monks named Mabatha has inten-
sified its anti-Muslim campaign in this coverage period. In January, the best-known leader of the 
group, Ashin Wirathu, called a UN special envoy a “bitch” and a “whore,” comments which were 
widely shared by extremists and military-hired cyber troopers.32 A Facebook page in Wirathu’s name 
has thousands of supporters.33 He even created his own news app to propagate hate speech, but the 
authorities thus far have not taken any action against him or other hatemongers online. 

In contrast, the persecuted Rohingya minority lack a domestic online audience, though some Ro-
hingya bloggers and Facebook users have gained recognition overseas. Individuals or news outlets 
that provide even neutral coverage of religious tensions are accused of anti-Burmese bias.34 

Digital Activism 

28  “Military bans media outlets from publishing Kokang group’s statements,” Daily Eleven, http://bit.ly/1CVAkuY. 
29  “Parliamentarians in support of Viber,” The Internet Journal, December 24, 2014, http://www.internetjournal.media/
new/794. 
30  “Facebook domestic consumption more than the three neighboring countries and at six percent,” The Internet Journal, 
January 22, 2015, http://www.internetjournal.media/new/1254

“The number of Facebook users 3 million,” The Internet Journal, December 20, 2014, http://internetjournal.media/new/738. 
31  Sait Latt, “Intolerance, Islam and the Internet in Myanmar today,” New Mandala, June 10, 2012, http://bit.ly/1g6ktQr. 
32  “UN condemns Myanmar monk Wirathu’s ‘sexist’ comments,” BBC News, January 22, 2015, http://bbc.in/1E4GBDA. 

“Interview with a senior editor of the local weekly journal in March 2015. 
33 “Ashin Wirathu’s Facebook Page,” Facebook Public Figure Page, 2013, https://www.facebook.com/AshinWirathu. 
34  Asia Sentinel, “Myanmar’s Irresponsible New Media,” Irrawaddy, July 11, 2012, http://bit.ly/1Ig3D7B. 
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In 2014, Buddhist nationalists successfully campaigned to force the government not to allow the 
Rohingya minority to register their ethnic identity in a 2014 census sponsored by the United Nations 
Population Fund. In early 2015, the government also conceded to their demand to disenfranchise 
over one million people, largely Rohingya and other minority groups, by revoking their temporary 
registration certificates, known as white cards.35 In both online and off-line campaigns, nationalists 
also campaigned extensively during the coverage period to legislate bills to “protect” race and reli-
gion.  In March 2015, the Lower House passed the Population Control bill, which requires mothers to 
have their children three years apart. Observers feared it would be implemented selectively to with-
hold rights from children born in minority communities. The Buddhist Women’s Special Marriage 
bill, requiring Buddhist women to seek permission from local authorities before marrying a man of 
another faith, was also passed in the lower house.36 The Buddhist nationalist movement is also urg-
ing the government not to amend Clause 59F of the constitution, which bars Aung San Suu Kyi from 
becoming a presidential candidate in the 2015 election.37 

Campaigns to counter these negative online campaigns also had some success. The Panzagar, or 
“Flower Speech,” movement opposes the spread of anti-Muslim sentiment and has gained media 
attention and popular support.38 It was set up by Nay Phone Latt, the blogger and director of the 
technology and free speech advocacy organization Myanmar ICT for Development Organization 
(MIDO), who spent nearly four years in jail for writing about the crackdown on monk-led protests in 
2007.39 In February 2015, the movement distributed “Speak Panzagar” stickers of 24 cartoon charac-
ters voicing Burmese-language slogans such as “Don’t spread hate” and “Don’t fuel conflict” for free 
download on Facebook and Viber. These stickers became very popular among internet users, and 
MIDO plans to make more representing different ethnic culture and languages,40  and to make them 
available in six other countries with large minority populations from Myanmar, such as Singapore, 
Thailand, and the United States.41 In January 2015, MIDO and the U.S Agency for International Devel-
opment (USAID) jointly organized a three-day long forum called “Peace Tech Exchange” where more 
than 100 groups joined and discussed how to stop hate speech with the help of technology.42 

Online campaigners also opposed a government-initiated five percent tax on mobile phone top-up 
cards announced on May 18, 2015, with some success. The tax was suspended on May 27 until the 
next fiscal year. 

Violations of User Rights

The October 2013 Telecommunications Law transformed the industry, but failed to repeal harsh pun-
ishments for political dissent on electronic media. Journalists conducting online and off-line reporting 
on student protests and police crackdowns were harassed, attacked, and detained by police. Increasing 

35  Andrew R.C. Marshall, “In Rohingya camp, tensions mount over Myanmar plan to revoke ID cards,” Reuters, February 16, 
2015, http://reut.rs/1DAe73b. 
36  Nobel Zaw, “Lower House Approves Two ‘Race and Religion’ Bills,” The Irrawaddy, March 20, 2015, http://bit.ly/1H5vgVX.   
37  Min Zin, “Why Burma is Heading Downhill Fast,” Foreign Policy, March 28, 2014, http://atfp.co/1LxiH7T. 
38  “Speak Panzagar” Facebook Campaign Page, February 2015, https://www.facebook.com/panzagar. 
39  Thin Lei Win, “Myanmar activists launch anti-‘hate speech’ campaign,” Thomas Reuters Foundation, April 3, 2014, http://
tmsnrt.rs/1MKpet9. 
40  “Flower stickers will be distributed to countries/ or citizens living in Myanmar,” 7Day Daily, February 22, 2015, 
http://7daydaily.com/story/32267. 
41  Catherine Trautwein, “Sticking it to hate speech with ‘flowers’,” Myanmar Times, March 2, 2015, http://bit.ly/1CSo0vJ.  
42  Kyaw Hlaing, “Hate speech technology in order to deter more than 100 organizations to discuss collectively,” The Internet 
Journal, January 15, 2015, http://internetjournal.media/new/1155.  
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numbers of traditional media journalists were arrested during the year, contributing to a climate of in-
timidation online. Ten journalists were imprisoned in 2014 and 19 were facing trial, and Myanmar was 
the 10th worst jailor of media workers in 2014 according to the Committee to Protect Journalists. In 
addition, hackers targeted the Eleven Media news website for “slandering the government.” 

Legal Environment 

The current constitution, drafted by the military-led government and approved in a flawed 2008 ref-
erendum, does not guarantee internet freedom. It states that every citizen may exercise the right to 

“express and publish their convictions and opinions,” if “not contrary to the laws enacted for Union 
[of Myanmar] security, prevalence of law and order, community peace and tranquility or public order 
and morality.”43 

Parliament enacted the long-pending Telecommunications Law, drafted with the help of interna-
tional experts including the World Bank, in October 2013.44 Domestic and international investors 
applauded the consultative drafting process,45 along with the guidelines for the industry, which pro-
vided the foundation for improving access. In fact, the telecommunication law itself failed to repeal 
the notorious Electronic Transaction Law (ETL) of 2004, which has routinely been used to criminalize 
digital activism. Instead, parliament amended the ETL, reducing but not eliminating possible jail sen-
tences for ill-defined online actions. 

Under the newly-amended ETL, “any act detrimental to” state security, law and order, community 
peace and tranquility, national solidarity, the national economy, or national culture—including “re-
ceiving or sending” related information—is punishable by 3 to 7 years imprisonment, down from 7 
to 15 years. The Telecommunications Law itself also includes broadly-worded clauses that subject 
internet activity to criminal punishment. Clause 68 punishes “communication, reception, sending, 
distribution or sharing of incorrect information with dishonest intention” with imprisonment for up 
to a year, an unspecified fine, or both. Given Myanmar’s history of violating user rights, these broad-
ly-worded legal provisions are a matter of concern for internet freedom. In 2014, Thaung Tin, an 
MCIT deputy, acknowledged the need to fix repressive laws like the ETL and the Computer Science 
and Development Law, which criminalizes unauthorized use of a computer with a “fax-modem card.”46 
Laws regulating e-commerce and combatting cybercrime are also anticipated, though the timeframe 
is unclear. In December 2014, the MCIT said that they are revising the ETL in order to clarify confus-
ing language and will be presenting their draft to the public for discussion soon.47  

Prosecutions and Detentions for Online Activities

Dozens of political prisoners formerly jailed for electronic activities remain free after they were re-
leased en masse in 2011. Though the release was described as an amnesty, they were generally not 

43  Republic of the Union of Myanmar Constitution, Ch. VII, Defense Services, art. 354 sec. b.  http://www.Myanmarlibrary.org/
show.php?cat=1140.
44  The Pyidaungsu Hluttaw passage of The Telecommunication Law, No. 31, October 8, 2013, http://bit.ly/1g8hlU5.    
45  Shibani Mahtani, “Myanmar’s Telecom Revolution Bogs Down,” The Wall Street Journal, October 25, 2013. http://on.wsj.
com/1w4lTPD.
46  The State Law and order Restoration Council passage of The Computer Science Development Law, No. 10/96, September 
20, 1996, http://bit.ly/1CXw1zk. 
47  “A newly designed Electronic Contact Cooperation Law may be released soon,” 7Day Daily, December 14, 2014. 
http://7daydaily.com/story/26977. 
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acquitted, but rather released on condition that reoffenders will receive a new sentence in addition 
to previously unfinished sentences. At least three former military or government officials remain im-
prisoned after they were sentenced in early 2010 for leaking sensitive information about junta activi-
ties to overseas groups using digital tools.48 

In late February, police arrested freelance photojournalist Aung Nay Myo for uploading a satirical 
post on Facebook mocking the president’s relationship with the military. The Facebook post de-
picted President Thein Sein and military commander general Min Aung Hlaing photoshopped into 
a poster for a movie known as military propaganda.49 Though he was released after three days of 
detention, the interrogators forced him to turn over his password and take down the post. In news 
reports, authorities were quoted threatening those who shared the post with legal measures.  

In March, a court in Rangoon jailed one New Zealander and two Burmese for two years each on 
charges of “insulting religion” in a promotional Facebook post depicting a photoshopped picture of 
the Buddha wearing headphones and sunglasses. The men were arrested in 2014 after members of 
the Association for the Protection of Race and Religion (Mabatha) complained to authorities.50 The 
picture, which advertised a bar, was taken down the day it was posted. 

On March 10, 2015, at least two journalists were arrested while covering a crackdown on student 
protests in central Myanmar. In a separate incident, two reporters covering labor protests in Ran-
goon were also briefly detained on March 4.51 All four journalists reported for media organizations 
who publish in both print and online formats. The case of a citizen journalist who was fatally shot in 
military custody in October 2014 has yet to be solved. 

Increasing numbers of traditional media journalists were arrested during the coverage period. At 
least 10 journalists were imprisoned and 19 were facing trial in 2014, making Myanmar the 10th 
worst jailor of media workers worldwide.52 Journalists and online users who criticize or investigate 
military matters are frequently charged with national security-related laws such as the colonial-era 
1923 Official Secrets Act and defaming the state or the court. In July 2015, the government sued 17 
editors from the Eleven Media group with contempt of the court in the Mandalay Region Court.

Surveillance, Privacy, and Anonymity 

State surveillance, historically pervasive and politicized, abated after the political opening, but in-
tensified somewhat in 2013 due to religious unrest and the opposition-led constitutional reform 
movement, among other issues. Regrettably, the Telecommunications Law introduced greater scope 
for abuse. Clause 75 grants unspecified government agents the authority “to direct the organization 
concerned as necessary to intercept, irrespective of the means of communication, any information 
that affects the national security or rule of law.” The clause added that the government would do so 

48  In January 2010, a former military officer and a foreign affairs official were sentenced to death, and another foreign affairs 
official was sentenced to 15 years in prison, for leaking information and photographs about military tunnels and a general’s trip 
to North Korea. Interview with Bo Kyi, cofounder of the Association for Assisting Political Prisoners (Myanmar), July 2012. The 
executions have not been carried out. 
49  Deme Walls and Phoebe Seston, “Myanmar Photographer Released After Three Days in Jail,” Global Journalist, March 3, 
2015, http://globaljournalist.org/?p=476. 
50  Helen Clark, “New Zealander Jailed in Myanmar for Disrepecting Buddha,” The Diplomat, March 19, 2015, http://bit.
ly/1xE24wn. 
51  “Journalists assaulted, detained in Myanmar crackdown,” CPJ, March 12, 2015, http://cpj.org/x/5f47.
52  Aung Hla Tun, “Myanmar jails two journalists for defamation,” Reuters, March 19, 2015, http://reut.rs/1AInfyv. 
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without affecting the fundamental rights of the citizens, but included no privacy protections. Clause 
76 allows the government to inspect or seize this information on the premises of private telecommu-
nications enterprises. 

Telenor requires SIM card registration in compliance with local regulations. In November 2013, how-
ever, Telenor announced that it would protect its customers from government wiretapping, and 
asked information officials for clarification about interception rules and procedures. But the firm’s 
CEO, Petter Furberg, told media in May 2015 that Telenor was pressed by the authority to disclose 
phone records and locations of some users. Pending clarification to the law, the firm assessed re-
quests on a case by case basis, complying with 3 out of 15 intercept requests it described as “serious 
drug offenses, terror threats, and missing persons.”53 

Ooredoo told journalists it will prevent any wiretapping of its phone networks.54 But several inter-
national and local civil society representatives and some diplomats believe that the military has 
stepped up surveillance by means of wiretapping, hacking, and even intercepting Voice over Internet 
Protocol (VoIP) calls amid the intensifying social protests and political rivalries developing during the 
coverage period.55 

Intimidation and Violence 

Journalists and bloggers periodically face attacks in Myanmar, though no attacks targeting internet 
users were publicized during the reporting period. In one example on March 10, 2015, police beat 
several journalists with batons and stones, including a foreign photographer, as they covered a po-
lice crackdown on student protests in central Myanmar.56 

Technical Attacks

On October 2, 2014, hackers attacked the English-language site for The Irrawaddy magazine, in 
apparent reprisal for its coverage of meetings between Buddhist-nationalist groups, including 
controversial monk U Wirathu, and their Sri Lankan counterparts.57 In April 2015, Eleven Media’s 
website was attacked by hackers, who linked to Executive Editor Nay Htun Naing’s Facebook profile 
from the main page of the website. The attack took place after the publication uploaded Nay Htun 
Naing’s article responding to President Thein Sein’s top economic adviser, who had lambasted the 
journalist for “declaring jihad” on the government through his coverage of deteriorating economic 
conditions.58 

53  Petter Borre Furburg, “Telenor Myanmar,” London, slideshow, May 12, 2015, http://www.telenor.com/wp-content/
uploads/2015/05/Telenor-Group-Sustainability-Seminar-Telenor-Myanmar.pdf, linked in Deniz Duru Aydin, “More telcos 
join the transparency push to expose government surveillance,” Access Blog, June 15, 2015, https://www.accessnow.org/
blog/2015/06/15/more-telcos-join-the-transparency-push-to-expose-government-surveillance.  
54  “Telenor to protect its customers from bugging,” MM Business Blog, November 11, 2015, http://bit.ly/1OoBFLI.  
55  Interviews with three senior INGOs staff, five local NGOs chief, one senior ruling party leader and two diplomats.” 
November 2014 and April 2015.
56  “Journalists assaulted, detained in Myanmar crackdown,” CPJ, March 12, 2015, http://cpj.org/x/5f47. 
57  Kayleigh Long, “Black hat hackers hit Irrawaddy website,” Myanmar Times, October 3, 2014, http://bit.ly/1SEjqTz. 
58  “Hackers attack Eleven Media Group’s e-version website,” Daily Eleven, http://bit.ly/1ejeVQT. 
Interview with Nay Htun Naing in April 10, 2015. 
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Key Developments: June 2014 – May 2015

• The regulator shut down an SMS shortcode used by the All Progressives Congress oppo-
sition party to fundraise during the electoral campaign season in February 2015, which
critics saw as politically motivated (see Content Removal).

• Digital activism played a significant role during the March 2015 general elections, help-
ing candidate Muhammadu Buhari defeat incumbent President Goodluck Jonathan, who
was widely criticized on social media for his inefficacy (see Digital Activism).

• In February 2015, a local Reuters correspondent was arrested on trumped-up allegations
of espionage and planning to “send negative reports to the outside world,” which ob-
servers believe was part of the government’s efforts to obstruct international media from
covering the general elections (see Prosecutions and Detentions for Online Activities).

• The Cybercrime Act 2015 signed into law in May 2015 includes provisions that threaten
to violate citizens’ rights to privacy (see Surveillance, Privacy, and Anonymity) and free-
dom of expression (see Legal Environment).

• The independent news outlet Premium Times experienced a DDoS attack during its presi-
dential election coverage (see Technical Attacks).

Nigeria
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 10 10

Limits on Content (0-35) 8 8

Violations of User Rights (0-40) 15 15

TOTAL* (0-100) 33 33

* 0=most free, 100=least free

Population: 177.5 million

Internet Penetration 2014: 43 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: No

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Partly Free
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Introduction

In 2014 and 2015, a growing number of Nigerians had access to the internet and other information 
and communications technologies (ICTs) due to an increase in mobile phone data services and im-
proved broadband. Compared to the environment for traditional media in Nigeria, online media was 
relatively free from restrictions, with no blocking or filtering of online content reported during the 
coverage period. 

Social media played a significant role during the general elections held in March 2015, providing a 
platform for digital activism that drew widespread attention to President Goodluck Jonathan’s in-
efficacy. In response, government authorities tried to limit internet freedom in haphazard ways. In 
February 2015, for example, the regulator shut down an SMS shortcode used by the All Progressives 
Congress opposition party to fundraise during the electoral campaign season, which critics saw as 
politically motivated. Also in February, a local Reuters correspondent was arrested on trumped-up 
allegations of espionage and planning to “send negative reports to the outside world,” which ob-
servers believe was part of the government’s efforts to obstruct international media from covering 
the general elections. And in March, the independent news outlet Premium Times experienced a 
massive DDoS attack during its presidential election coverage. Meanwhile, an alarming number of 
violent attacks against traditional media journalists by both the Nigerian security forces and militant 
groups led online journalists to be more cautious than usual in their coverage of the elections. 

Nigerian users remained concerned about growing online surveillance in the past year, even as the 
government continued its push to make ICT tools more available to citizens. Suspicions of the gov-
ernment’s surveillance capabilities increased following the publication of leaked emails from the Ital-
ian surveillance company Hacking Team in July 2015, which revealed that the government of Bayelsa 
state had an active contract with the company from 2012 to November 2013. In May 2015, outgoing 
President Goodluck Jonathan signed the Cybercrime (Prohibition, Prevention, etc.) Act 2015 into law, 
providing a long-awaited framework for addressing the country’s notorious cybercrime epidemic. 
The law, however, includes provisions that threaten to violate citizens’ rights to privacy and freedom 
of expression.

Obstacles to Access

Access to ICTs continued to grow, despite high costs and frequent power cuts that disrupt network ser-
vices. There were no restrictions on connectivity, in contrast to the previous coverage period when mo-
bile phone networks were cut off in three northeastern states due to emergency rule. 

Availability and Ease of Access   

The internet in Nigeria has continued to spread rapidly, particularly with the proliferation of mobile 
phone data and Fixed Wireless Access (FWA) services.1 According to the Nigerian Communications 
Commission (NCC), the sector regulator, there were over 83 million active mobile internet subscrip-
tions on GSM and CDMA networks as of February 2015.2 The International Telecommunication Union 

1  Fixed Wire Access (FWA) is a type of high-speed internet access that uses radio signals as a connection to service providers 
instead of cables, enabling areas that lack fiber optic cables or DSL to access broadband internet. 
2  Nigerian Communications Commission, “Active Internet Subscriptions (GSM) and (CDMA),” accessed March 31, 2015, http://

616

http://bit.ly/1kAqyVk


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Nigeria

(ITU) estimates that 43 percent of Nigerians had access to the internet in 2014, up from 38 percent 
in 2013,3 while 78 percent had access to mobile phone services, increasing from 73 percent in 2013.4 
By contrast, the NCC reported a mobile phone teledensity of 102 percent as of February 2015. 

Increasing access to the internet is driven by internet-enabled mobile handsets that provide afford-
able bundled data services to mobile subscribers. For example, as of April 2015, BlackBerry service 
packages cost as low as US$7.50 a month, an option that attracts many young Nigerians. As tech-
nologies improve, prices are continuing to decrease; in 2015, for example, the average cost of a 
GSM plan cost US$0.26 per megabyte of data, compared to US$1 per megabyte in 2011, while FWA 
services cost an average of US$37 per month, down from US$63 per month in 2014. Accessing the 
internet at a cybercafe costs about US$0.55 per hour, down from US$0.63 per hour. Nevertheless, 
these costs are still a major impediment to internet access for many Nigerians, particularly those in 
rural areas. In addition, the quality of service remains poor, with users frequently complaining about 
their inability to enjoy seamless data services. Internet speeds are slow, averaging 2.8 Mbps (com-
pared to a global average of 4.5 Mbps), according to May 2015 data from Akamai’s “State of the 
Internet” report.5 

Power cuts frequently disrupt service and access, with many users reporting the need to use private 
generators to stay online during outages, despite the country’s status as an oil-rich country.6 In the 
first quarter of 2015, Nigerian households reportedly received an average daily cumulative power 
supply of between five and seven hours per day, leading over 77 percent of Nigerians to rely on al-
ternative electricity sources.7

Telecommunication companies also depend on diesel-powered generators to maintain consistent 
service amid sporadic power cuts, spending an estimated NGN 177 billion (US$1.14 billion) annually 
on fuel for the generators needed to provide back-up power for the country’s 22,000 base stations.8 
Moreover, the need to pay for expensive backup power generators has accelerated the closure of 
cybercafes that were already struggling with competition against the growing popularity of internet 
access on mobile devices.

Restrictions on Connectivity  

Nigeria is connected to the international internet via a number of submarine fiber-optic cables, 
and there are several competing national fiber-optic backbone networks in place, representing a 
vibrant and competitive telecommunications market that is not highly vulnerable to government 
interference.9 

Nevertheless, as part of an emergency directive imposed to fight Boko Haram in the northeastern 

bit.ly/1kAqyVk.
3  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2013, http://bit.ly/1cblxxY.  
4  International Telecommunication Union, ”Mobile-cellular subscriptions,” 2000-2013, http://bit.ly/1cblxxY. 
5  Akamai, “Average Connection Speed: Nigeria,” map visualization, The State of the Internet Report Q4 2014, http://akamai.
me/1OqvpoS. 
6  Clara Nwachukwu, “Nigeria maintains lead in generator imports in Africa…,” Vanguard, January 10, 2011, http://bit.
ly/1RKDVPI. 
7  Andrew Airahuobhor, “67 percent Nigerians saw no power supply improvement in 2 years,” Daily Independent, April 8, 2015, 
http://bit.ly/1EUlsvT. 
8  Amaka Eze, “Base Stations Gulp N178bn Worth of Diesel Annually,” This Day Live, August 27, 2012, http://bit.ly/1eCdTdf.  
9  Henry Lancaster, Nigeria – Broadband and Internet Market, Digital Economy,  BuddeComm, last updated July 8, 2014, http://
bit.ly/1RdcXPL. 
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states of Borno, Adamawa, and Yobe, the former government under President Goodluck Jonathan 
deliberately cut off access to mobile phone networks between May and December 2013 and again 
in March 2014 for about 20 hours.10 Residents complained of hardship due to the lack of telecom-
munications services and argued that the shutdown did little to stop the terrorist threat.11 Instead, 
the shutdown at times put citizens in harm’s way. For example, residents travelling to another city 
in search of mobile phone connectivity were reportedly ambushed and killed by Boko Haram mili-
tants.12 In November 2014, the government sought a six-month extension for emergency rule in the 
region13 but was rejected by both chambers of the National Assembly.14 

ICT Market 

The ICT market in Nigeria has expanded considerably over the past decade, with the number of li-
censed internet service providers (ISPs) rising from 18 in 2000 to 189 as of the end of March 2015.15 
There are also 11 FWA providers16 and 4 GSM mobile phone operators that provide internet access 
to their subscribers.17 Nevertheless, the growth of ISPs and FWA providers has slowed in recent years 
with the rise in mobile access. As of February 2015, the four privately owned GSM companies—MTN, 
Globacom, Airtel, and Etisalat—had a total of over 136 million subscribers between them.18 

Regulatory Bodies 

The 2003 Nigerian Telecommunications Act vests regulatory responsibilities over the ICT sector in 
the Nigerian Communications Commission (NCC). Although the government nominates the NCC’s 
nine-member board of commissioners, the regulator’s decisions have been viewed as relatively 
independent. However, recent incidents—namely, the suspension of an SMS shortcode used for 
opposition fundraising during the election (see “Content Removal”)—has called the regulator’s inde-
pendence into question. 

All ISPs must obtain a license from the NCC to operate, and there have been no reports of any ISP 
being denied a license or registration renewal. However, new ISPs seeking to enter the market have 
faced stiff competition from larger ISPs and investor focus on the mobile sector. Meanwhile, the pro-
cess of issuing GSM licenses is regarded as transparent. Unlike other auctions that are usually subject 
to political interference, most stakeholders have found GSM license auctions to be fair after those 
with political connections lost out in the process. 

10  “Nigeria Military Shuts Down Telephone Lines in Borno State,” CIO East Africa, March 13, 2014, http://bit.ly/1RKEfOa; Ola’ 
Audu, “Mobile networks restored in Borno,” Premium Times, March 24, 2014, http://bit.ly/1q770VB; “Telecoms shutdown in 
Borno, Yobe, Adamawa disrupts Trade,” Daily Trust, June 12, 2013, http://bit.ly/1k7YIkQ. 
11  “Military’s shutdown of NE Nigeria telecoms disrupts trade,” IRIN News, June 11, 2013, http://bit.ly/1NJVbWC. 
12  Ola’ Audu, “Borno residents want phone network restored as Boko Haram gets deadlier,” Premium Times, September 29, 
2013, http://bit.ly/KhC8DS. 
13  “Jonathan writes National Assembly, requests extension of emergency rule in Borno, Adamawa, Yobe,” Premium Times, 
November 18, 2014, http://bit.ly/1Hgzdp8. 
14  Chinenye Ugonna, “Nigerian Senate fails to extend emergency rule in northeast; summons military chiefs,” Premium Times, 
November 19, 2014, http://bit.ly/1HGL7ry.
15  75 of which have licenses in need of renewal, according to the NCC website, which could mean that renewed license 
details have yet to be uploaded to the website, or that the regulator is in the process of renewing licenses. See:  Nigerian 
Communications Commission, “Internet Services,” accessed March 31, 2015, http://bit.ly/1bc1Urw.    
16  Nigerian Communications Commission, “Fixed Wireless Access,” accessed December 31, 2013, http://bit.ly/1ckuLCB.  
17  Nigerian Communications Commission, “Digital Mobile License,” accessed March 31, 2015, http://bit.ly/1HC9Z4Q.   
18  Nigerian Communications Commission, “Operator Data,” accessed April 1, 2015. http://bit.ly/1Op2w9o.   
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Limits on Content

No blocking or filtering of online content was reported during the coverage period, though the commu-
nications regulator shut down an SMS shortcode used by an opposition party to fundraise during the 
elections period. The campaign season also saw an uptick in progovernment commentators who were 
suspected of deliberately manipulating the information landscape on social media networks. Hashtag 
activism became a highly influential tool for citizens to draw attention to important issues and de-
mand government accountability. 

Blocking and Filtering 

Online media is generally free from restrictions in Nigeria, and to date, the authorities have not car-
ried out any blocking or filtering of content. The complex nature of Nigeria’s internet infrastructure 
makes it difficult to carry out systematic filtering or censorship.19 Nonetheless, Blue Coat’s Packet-
Shaper appliance—a device that can help control undesirable traffic sent via online applications by 
filtering according to content category—was discovered in January 2013 on a private ISP in Nigeria,20 
which was disconcerting to observers given the use of Blue Coat technology by the authorities in 
countries such as China, Bahrain, and Russia. No abuses of the filtering device have been reported.

YouTube, Facebook, Twitter, and various international blog-hosting services are freely available and 
among the most popular websites in the country. In the past few years, however, a few high-level 
government officials have made statements calling for a clampdown on social media,21 ostensibly 
as a response to the growing influence of critical commentary on the internet. Some citizens have 
viewed these statements as signs of impending online censorship.22

Content Removal 

The government did not issue any takedown requests, nor did it force content to be removed from 
the internet during the coverage period. Nevertheless, with the rise of anti-gay sentiments following 
the passage of the repressive Same Sex Marriage (Prohibition) Act in January 2014, LGBTI individuals 
reported increasing concerns over having content related to sexual orientation and gay rights tar-
geted for removal by the NCC. As such, many LGBTI content creators have opted to host their web-
sites on platforms based in the United States and Europe to avoid potential censorship.23 

19  According to the last study by the OpenNet Initiative (ONI) conducted in 2007, several websites were inaccessible 
surrounding the 2007 presidential elections due to technical problems, not government intervention. OpenNet Initiative, 

“Nigeria,” October 1, 2009, http://bit.ly/1j6ff5u; OpenNet Initiative, Internet Watch Report: The 2007 Presidential Elections in 
Nigeria, November 2007, http://bit.ly/L1rWjs. 
20  Discussion between a Freedom House consultant and Citizen Lab.
21  On July 26, 2012, the President of the Senate of the Federal Republic of Nigeria, third in command after the president and 
vice president, called for a clampdown on the use of social media in Nigeria while speaking at a media retreat. Government 
representatives from the Oyo State House of Assembly made similar declarations in 2012. Phillip Eta, “Clamp down on Social 
Media now! “It is now an avenue for abusing government,” – David Mark,” Daily Post, July 28, 2012, http://bit.ly/1NeOwR3. 
22  Hauwa Gambo, “Get ready, guys: Legislator wants law against “abuse” of social media,” Naija, November 2, 2012, http://bit.
ly/1GfDV8T. 
23  “Publishing LGBTI content online is somewhat easier than in print media, but still poses challenges. Rashidi Williams 
explained, “If we want a website that talks about sexual orientation and gender identity, we can’t find a local host for it because 
the Nigerian Communications Commission has a problem with it, so we have to have the website hosted by a U.S.-based 
platform that is outside the NCC’s jurisdiction. If it is hosted in Nigeria, the NCC can find that host and tell them to take it down.” 
PEN Nigeria, PEN America, Leitner Center, Silenced Voices, Threatened Lives: The Impact of Nigeria’s Anti-LGBT Law on Freedom 
of Expression, June 29, 2015, http://bit.ly/1RddOjq. 
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In a murky case, the communications regulator in February 2015 shut down an SMS shortcode—a 
phone number with fewer digits to make it easier for users to remember—used by the All Progres-
sives Congress opposition party to fundraise in the lead-up to the March 2015 general elections, 
claiming a violation of its established guidelines.24 Though there was no evidence that the SMS 
shortcode block was politically motivated, Nigerian government agencies are known to align with 
the sitting president in order to retain the administration’s favor. In a positive step, a Federal High 
Court ruled in favor of the opposition party in March and awarded NGN 500 million (US$ 2.5 mil-
lion) as damages against the regulator “for unlawfully banning the party’s presidential campaign 
fund-raising platform.”25 

Media, Diversity, and Content Manipulation  

Nigeria is home to a diverse blogosphere, which has become an important platform for discussion 
and a source of reliable news for many users, providing a space for lengthy debate on a broad array 
of political and social issues among online commentators. Popular blogging platforms include Glob-
al Voices, Blogger, and WordPress. 

Diverse political viewpoints are represented on Nigerian websites and blogs. Government efforts to 
manipulate online content are sporadic, though observers have noted a sharp increase in the vol-
ume of progovernment responses to citizens’ comments on social media in recent years. In addition, 
the growing number of suspicious Twitter users that actively attack critical voices has led some to 
believe that the government may be financing an army of online trolls to influence the online in-
formation landscape. In November 2013, progovernment trolls were suspected of blocking links to 
articles posted on the Facebook page of the well-known investigative online news outlet, Premium 
Times, by repeatedly reporting the links as abusive. Efforts to unblock the Premium Times’ links suc-
ceeded months later in January 2014.26

Users practice a degree of self-censorship online but have become more open in discussing issues 
that were previously unpopular or taboo, such as gay rights, in recent years. In Nigeria’s growing an-
ti-gay climate, however, many LGBTI individuals have reported feeling unsafe expressing themselves 
online using their real names and instead engage with the internet anonymously.27 Online journalists 
were also more cautious than usual in their coverage of the March 2015 elections given the alarming 
number of violent attacks against traditional media journalists by both the Nigerian security forces 
and militant groups at the time.28  

Digital Activism 

As active social media users, Nigerians have increasingly initiated campaigns on social media to 
call for social or political change. Following the abduction of over 200 schoolgirls by Boko Haram 

24   Emmanuel Elebeke, “NCC justifies reason for shutting APC’s sms platform,” Vanguard, January 28, 2015, http://bit.
ly/1FU7PJr. 
25  “Campaign Blockage: Court orders NCC to pay N500m damages to APC,” Premium Times, March 24, 2015, http://bit.
ly/1FU7Ug2. 
26  Peter Nkanga, “Attacks on critical Nigerian website highlight vulnerability,” Committee to Protect Journalists (blog), March 
11, 2014, https://cpj.org/x/59a8. 
27   Silenced Voices, Threatened Lives: The Impact of Nigeria’s Anti-LGBT Law on Freedom of Expression.  
28  Peter Nkanga, “In election year, Nigeria’s press feeling the pressure,” Committee to Protect Journalists (blog), March 24, 
2015, http://bit.ly/18X01gI. 
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in April 2014, the hashtag #BringBackOurGirls became an international social media campaign that 
put a spotlight on the Nigerian government’s haphazard and ineffectual response to the crisis. The 
widespread attention on the government’s inaction garnered by the campaign led to a dramatic 
drop in President Jonathan’s already waning popularity, costing him in the 2015 elections. While the 
Jonathan government ultimately failed to rescue the abducted girls, the campaign illustrated how 
hashtag activism has become a highly influential tool for citizens to draw widespread attention to 
important issues, demand government accountability, and punish erring governments with defeat at 
the polls. 

Violations of User Rights

The Cybercrime Act 2015 signed into law in May 2015 includes provisions that threaten to violate cit-
izens’ rights to privacy and freedom of expression. A Reuters correspondent was arrested in February 
2015, which observers believe was part of the government’s efforts to obstruct international media 
from covering the general elections. The independent news outlet Premium Times experienced a DDoS 
attack during its presidential election coverage.

Legal Environment 

Nigeria’s 1999 constitution guarantees freedom of expression and the press, and the implementa-
tion of Sharia (or Islamic) law in 12 northern states has not affected internet freedom in those re-
gions to date. Nonetheless, libel remains a criminal offense in Nigeria and may be broadly applied to 
online content, with the burden of proof resting on the defendant. Print media journalists covering 
sensitive issues such as official corruption and communal violence are regularly subjected to criminal 
prosecution. 

In May 2015, outgoing President Jonathan signed the Cybercrime (Prohibition, Prevention, etc.) Act 
2015 into law, providing a long-awaited framework for addressing the country’s notorious cyber-
crime epidemic.29 The law, however, includes provisions that threaten to violate citizens’ rights to 
privacy (see “Surveillance, Privacy, and Anonymity”) and freedom of expression. Under section 26 of 
the law, individuals can be criminally penalized for expressing or distributing “racist or xenophonic 
material to the public through a computer system or network” with up to five years in prison, a fine 
of up to NGN 10 million (US$50,000), or both.30

State government officials in Nigeria have also made efforts to restrict freedom of expression within 
their jurisdictions. In March 2013, for example, the governor of the southern state of Bayelsa intro-
duced a bill to the state assembly that aimed to criminalize “rumor mongering” and the spread of 
false information.31 While the bill remained stalled as of mid-2015, it did not deter the state governor 
from cracking down against alleged rumor mongering online, arresting one individual in October 
2013 for a Facebook post criticizing the governor.32

29  “Nigeria’s President Jonathan Sign the Cybercrime Bill Into Law,” Techloy, May 16, 2015, http://bit.ly/1RdeipQ. 
30  Cybercrimes (Prohibition, Prevention, ETC) Act, 2015, http://bit.ly/1LHHhTh. 
31  “Governor Dickson Proposes Draconian Law Against Rumor Mongering,” Sahara Reporters, March 21, 2013, http://bit.
ly/1jr44I0. 
32  See Freedom House, “Nigeria,” Freedom on the Net 2014, https://freedomhouse.org/report/freedom-net/2014/nigeria. 
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In an effort to codify protections for internet freedom, a coalition of civil society organizations re-
leased a draft Digital Rights and Freedom Bill in April 2015 to be introduced to the 8th National As-
sembly in 2015. 

Prosecutions and Detentions for Online Activities 

The Nigerian authorities occasionally arrest online journalists and ordinary users for their online ac-
tivities. One arrest was reported during the coverage period. 

On February 15, 2015, state security officers broke into the home of Reuters correspondent Tife 
Owolabi, arresting him on allegations of espionage and planning to “send negative reports to the 
outside world.”33 The authorities also seized his electronic devices—including cameras, laptops, hard 
drives, and an iPad.34 Though he was ultimately released and dismissed of all charges, the timing of 
his arrest coincided with other government efforts to obstruct international media from covering the 
March 2015 elections.35

In September 2015,36 a blogger was arrested for a Facebook post that accused the wife of the Ogun 
state governor of laundering money. With a case set for late October 2015, blogger Ojo Emmanuel 
faces charges of criminal libel and conspiracy against the state government.37

Surveillance, Privacy, and Anonymity 

Thus far, there has been no evidence that the Nigerian authorities proactively monitor internet and 
mobile phone communications, but many online journalists have long suspected that they are be-
ing monitored by the state. News of the government’s acquisition of mass surveillance equipment 
over the past few years has deepened these suspicions. In July 2015, leaked emails from the Italian 
surveillance firm Hacking Team revealed that the company had a contract with the Bayelsa state 
government that expired in November 2013.38 The active period of the contract from 2012 to 2013 
coincides with the state governor’s efforts at the time to crackdown on so-called “rumor mongering” 
online that led to the arrest of one Facebook user (see “Legal Environment”).39 

Earlier in April 2013, the online newspaper Premium Times published a report revealing that the fed-
eral government had awarded a secret contract to Israel-based Elbit Systems to help monitor inter-
net communications in Nigeria.40 While the installation of the system was reportedly expected within 

33  Arodiegwu Eziukwu, “Nigeria’s secret police accuse Reuters journalist of spying,” Premium Times, February 16, 2015, http://
bit.ly/1AAmRHn. 
34  Mike Odiegwu , “DSS ransacks home of Reuters correspondent in Bayelsa,” The Nation, February 16, 2015, http://bit.
ly/1yC0EYZ. 
35  “Al Jazeera detention clouds Nigerian election,” Aljazeera, March 27, 2015, http://bit.ly/1BAfN99. 
36  Outside of coverage period. 
37  “Court Grants Bail To Nigerian Blogger Arrested Over Facebook Post On Ogun State Governor’s Wife,” Sahara Reporters, 
September 29, 2015, http://bit.ly/1RKGSzF. 
38  Ibukun Taiwo, “TL;DR: The Curious Case of Hacking Team And A Southern Nigerian State,” Tech Cabal, July 17, 2015, http://
bit.ly/1J8RYg4. 
39  Ogala Emmanual, “Nigeria: Hacking Team, Bayelsa’s Govt’s Internet Surveillance Contractor, Hacked,” Premium Times, July 
6, 2015, http://bit.ly/1GfmXYj. 
40  Ogala Emmanuel, “EXCLUSIVE: Jonathan awards $40 Million contract to Israeli company to monitor computer, Internet 
communication by Nigerians,” Premium Times, April 25, 2013, http://bit.ly/SSZ0ij. 
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two years,41 there has been no further news of the system’s implementation as of October 2015. In 
April 2013, Citizen Lab research also found a FinFisher “Command and Control” server, which com-
municates with malware that can be used for surveillance, located on a private ISP.42 As of mid-2015, 
the extent to which such surveillance systems have been implemented is still unknown. 

Other government surveillance efforts were revealed in the publicly available summary of the federal 
government’s 2014 budget proposal, which budgeted NGN 415 million (US$2.6 million) for a “Data 
Retention System,” NGN 359 million (US$2.2 million) for a “GSM Passive Off-the-air Interception Sys-
tem,” and NGN 350 million (US$2.2 million) for a “Strontium Sky Diligent Recon System” under the 
Directorate of State Security Services.43 While the exact purpose of these technologies is still unclear, 
and it remains unknown whether the systems have been purchased and installed as of mid-2015, the 
budgeted expenses increased suspicions of the government’s intent to enhance its surveillance ca-
pabilities, particularly amid frequent assertions by government officials of the need for technologies 
to fight the threat from Boko Haram.

Still under active discussion as of mid-2015,44 a draft Lawful Interception of Communications Regula-
tion, introduced by the communications regulator in February 2013,45 has been criticized for bypass-
ing the legislative process and lacking judicial safeguards against abuse or opportunities for redress, 
threatening to infringe on citizens’ constitutional right to privacy.46 If implemented, the regulation 
has conditions for interception both with and without a warrant and will require mobile phone com-
panies to store voice and data communications for three years. It will also direct licensees to, on 
demand, “provide the National Security Adviser and the State Security Service with the key, code, or 
access to the Protected or Encrypted Communication.”47 

Meanwhile, requirements on service providers to retain user data and intercept electronic commu-
nications are included in the latest Cybercrime Bill, implemented in May 2015.48 Under section 38 of 
the bill, providers are required to “keep all traffic data and subscriber information…for a period of 
two years” and comply with requests from law enforcement agencies to access this data.49 Judicial 
oversight of these requirements is unclear.50

41  Ogala Emmanuel, “EXCLUSIVE: Elbit Systems officials arrive; begin installation of $40 million Internet Spy facility for 
Nigeria,” Premium Times, November 26, 2013, http://bit.ly/1GIOTP4. 
42  Morgan Marquis-Boire et al., For Their Eyes Only: The Commercialization of Digital Spying, Citizen Lab, April 30, 2013, 
http://bit.ly/1amNwJ1.  
43  Office of the National Security Adviser, “2014 FGN Budget Proposal,” last accessed on January 11, 2014, http://bit.
ly/1k81fLW. 
44  Paul Adepoju, “Nigeria: communications regulator to legalise interception,” Web Africa, July 16, 2015, http://bit.ly/1RdfHN8. 
45  Nigeria Communications Commission, “Draft Lawful Interception of Communication Regulations,” accessed April 15, 
2015, http://bit.ly/1du7UKO; Ojo Madueke, “Revealed: SSS, Police Have Powers to Tap Phone Lines,” This Day Live, January 30, 
2013,http://bit.ly/1hH90GJ; Clement Ejiofor, “Mind That Conversation: Security Operatives To Tap Phones, Track E-mail,” Naij, 
February 5, 2013, http://bit.ly/1VUWPsL; Ken Nwogbo, “SSS, Police Get Powers to Tap Phones,” Nigeria Communications Week, 
January 29, 2013,  http://bit.ly/1RdfTfd.  
46  Kunle Azeez, “Concerns over proposed lawful interception law,” National Mirror Online, May 23, 2013, http://bit.
ly/1kARPa1; Katie Collins, “Nigeria embarks on mobile phone surveillance project,” Wired UK, September 4, 2013, http://
bit.ly/1PvCpl2; John Dada and Theresa Tafida, “Online surveillance: Public concerns ignored in Nigeria,” in Communications 
Surveillance in the digital age 2014, Global Information Society Watch, http://bit.ly/1PjVGXy. 
47  Nigeria Communications Commission, “Draft Lawful Interception of Communication Regulations.”
48  “Nigeria’s President Jonathan Sign the Cybercrime Bill Into Law.” 
49  Cybercrimes (Prohibition, Prevention, ETC) Act, 2015, Section 38. 
50  According to Section 38(4): “Any data retained, processed or retrieved by the service provider at the request of any law 
enforcement agency under this Act shall not be utilized except for legitimate purposes as may be provided for under this 
Act, any other legislation, regulation or by an order of a court of competent jurisdiction” (emphasis added). Cybercrimes 
(Prohibition, Prevention, ETC) Act, 2015, http://bit.ly/1LHHhTh. 
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The 2013 “Guidelines for the Provision of Internet Service” published by the NCC also require ISPs 
to cooperate with law enforcement and regulatory agencies in providing “any service-related infor-
mation… including information regarding particular users and the content of their communications” 
during investigations of cybercrime or other illegal activity.51 No details are provided in the guide-
lines regarding the oversight mechanisms required to prevent government authorities from acquir-
ing free access to user information. The guidelines also stipulate that ISPs must retain user data and 

“the content of user messages or routing data” for at least 12 months.52 

SIM card registration requirements instituted in June 2009 threaten users’ rights to anonymous 
communication and privacy,53 particularly in the absence of a data protection law.54 Anonymity is 
also compromised by user registration requirements in cybercafes under the new Cybercrime Law 
passed in May 2015. Under Section 7 of the law, cybercafes must make their registers “available to 
law enforcement personnel whenever needed,” with no clear measures for judicial oversight.55  This 
provision follows an October 2013 directive from the regulator that requires cybercafes to register 
customers and “maintain an up-to-date database of subscribers and users, including their full names, 
physical addresses, passport photos, and telephone numbers,” as part of the government’s efforts to 
combat cybercrime.56 The regulator was proactive in enforcing these requirements in 2014, finding 
128 illegal cybercafes operating in Kano state without a license.57 

Intimidation and Violence 

Compared to print and broadcast journalists, online journalists and internet users have not been 
subject to significant extralegal intimidation or threats for their activities. The Nigerian authorities 
have a history of harassing and arresting traditional media workers, who faced greater restrictions 
and attacks by security forces and militant groups in the lead up to the March 2015 elections.58 The 
precarious environment for Nigerian journalists is exacerbated by a culture of impunity for crimes 
against media workers.59 

Online users are occasionally harassed by the authorities for their online activities. On May 5, 2014, 
the State Security Service visited the office of a prominent digital media freedom activist, ‘Gbenga 
Sesan, after he had tweeted that citizens should hijack the hashtag for the 2014 World Economic 
Forum on Africa (#WEFAfrica) hosted in Nigeria to draw attention to the kidnapped Chibok girls 
and the #BringBackOurGirls campaign.60 The authorities summoned and questioned Sesan for a few 
hours before releasing him in an effort that stemmed from concerns that Sesan was embarrassing 
the country with his tweets.61

51  Nigerian Communications Commission, “Guidelines for the Provision of Internet Service,” accessed December 11, 2013, 2, 
http://bit.ly/1hVbmA2. 
52  “Guidelines for the Provision of Internet Service Published by the Nigerian Communications Commission,” 3.
53  Nigerian Communications Commission and National Identity Management Commission, “Design, Development and 
Delivery of SIM Card Registration Solution,” June 15, 2009, http://bit.ly/1clf91H. 
54  F. Franklin Akinsuyi, “Data Protection & Privacy Laws Nigeria, A Trillion Dollar Opportunity,” Linkedin, April 15, 2015, http://
bit.ly/1RdgvBs. 
55  Cybercrimes (Prohibition, Prevention, ETC) Act, 2015, Section 7. 
56  “NCC orders cyber cafes to register users,” Telecompaper, October 22, 2013, http://bit.ly/1LPOk7w. 
57  Nigerian Communications Commission, 2014 Q4 Compliance Monitoring and Enforcement Report,  http://bit.ly/1G3bwyX. 
58  Nkanga, “In election year, Nigeria’s press feeling the pressure.” 
59  Committee to Protect Journalists, “Nigeria,” Getting Away With Murder, October 8, 2015, http://bit.ly/1LPOGuF. 
60  “#WEFAfrica For #BringBackOurGirls,” GS Speaks (blog), May 4, 2014, http://gbengasesan.com/?p=1317. 
61  Ogechi Ekeanyanwu, “SSS quizzes #BringBackOurGirls advocate,” Premium Times, May 5, 2014, http://bit.ly/1EUFars; 
Bankole Oluwafemi, “Nigerian Secret Service Summons Gbenga Sesan,” TechCabal, May 5, 2014, http://bit.ly/1EcnrNl. 
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Technical Attacks

Cyberattacks are common in Nigeria, though most attacks are against government websites and car-
ried out by the Naija Cyber Hacktivists,62 a group that has claimed responsibility for almost all cyber-
attacks to date. During the 2015 presidential elections, a new group calling itself the Nigerian Cyber 
Army hacked the website of the Independent National Electoral Commission (INEC),63 claiming that 
it did so to ensure free and fair elections. One distributed denial of service (DDoS) attack against the 
independent news outlet Premium Times was reported during its presidential election coverage.64 

62  Daily Times,  “EFCC & NCC Websites Hacked,” Naija Log (blog), October 29, 2011, http://bit.ly/1amPau6. 
63  Micheal Abimboye, “INEC website hacked,” Premium Times, March 28, 2015, http://bit.ly/1JSmnwX. 
64  Ogala Emmanuel, “How PREMIUM TIMES survived massive cyber attacks during presidential election coverage,” Premium 
Times, April 5, 2015, http://bit.ly/1G41UH5. 
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Key Developments: June 2014 – May 2015

• In March 2015, Prime Minister Nawaz Sharif disbanded an inter-ministerial committee re-
sponsible for censorship and authorized the government regulator to undertake content 
management (see Blocking and Filtering).

• In November 2014, police in Lahore arrested a man who had evaded blasphemy charges 
related to his blog for three years (see Prosecutions and Detentions for Online Activities)

• In January 2015, the National Assembly introduced the draft Prevention of Electronic 
Crimes Bill, including overbroad definitions of criminal activity online (see Legal Environ-
ment).

• In August 2014, two journalists and an accountant were shot dead by unidentified 
gunmen in their offices of the Online International News Network in Balochistan (see In-
timidation and Violence). 

Pakistan
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 20 20

Limits on Content (0-35) 20 20

Violations of User Rights (0-40) 29 29

TOTAL* (0-100) 69 69

* 0=most free, 100=least free

Population: 194 million

Internet Penetration 2014: 14 percent

Social Media/ICT Apps Blocked: Yes

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

Pakistan saw a democratic change of power in May 2013, when citizens voted the social democratic 
Pakistan People’s Party (PPP) out of office, in favor of the conservative Pakistan Muslim League–
Nawaz (PML-N) party under Prime Minister Nawaz Sharif. The government became the latest in a 
line of military and civilian authorities to restrict information and communication technologies (ICTs). 
Human rights monitors accused them of bolstering military and police powers, instead of addressing 
past abuses. 

Though framed as necessary to combat terrorism and preserve Islam, censorship in Pakistan con-
tinues to reflect political motives, the influence of religious extremists, or a combination of the two. 
The video-sharing platform YouTube has been completely blocked in Pakistan since September 2012, 
when an anti-Islamic video sparked unrest around the Muslim world. Before the election, opposi-
tion politician Anusha Rehman criticized the ban, but has yet to lift it since her appointment as IT 
minister. Challenged in two high courts and the subject of persistent protests, this far-reaching ban 
continues to affect ordinary internet users, small businesses, and students, though many used digital 
tools to circumvent it or migrated to other online video services. 

Other efforts could cement government control of Pakistan’s internet. Civil society groups said a 
pending cybercrime bill drafted with inadequate civil society consultation would disproportionately 
criminalize some online activities. In 2015, the government regulator was authorized to undertake 
censorship decisions previously handled by a nontransparent inter-ministerial committee, a change 
which lacks a legal foundation. 

Obstacles to Access

Internet penetration is limited in Pakistan by a lack of resources, but mobile internet access is increas-
ing with the recent launch of faster 3G and 4G service. However, Pakistani authorities frequently dis-
able mobile internet access during times of perceived political or religious sensitivity. 

Availability and Ease of Access   

Internet penetration in Pakistan stood at 14 percent by early 2014, according to the International 
Telecommunication Union.1 A mobile survey company calculated the figure at 16 percent, half of 
which was through mobile phones.2 Pakistan’s telecommunications regulator reported mobile pene-
tration at 73 percent.3 Internet penetration is expected to increase with the recent launch of 3G and 
4G technology (see ICT Market). 

 Low literacy, difficult economic conditions, and cultural resistance have limited the proliferation of 

1  Internet World Stats, “Pakistan,” Asia Marketing Research, Internet Usage, Population Statistics and Facebook Information, 
http://bit.ly/1LDUj5m.  
2  “30m internet users in Pakistan, half on mobile: Report,” Express Tribune, June 24, 2013, http://bit.ly/1dydnKH. 
3  Shoaib Saleem, “Cellular subscribers reach 132.33m with 73.5pc record penetration,” Pakistan Today, February 10, 2014, 
http://bit.ly/1Nvtn8n. 
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ICTs in Pakistan.4 While the cost of internet use has fallen considerably in the last few years,5 with 
prices around US$12 a month for a broadband package in 2015, access remains out of reach for the 
majority of people in Pakistan. 

Though ICT usage by girls and women in Pakistan is gradually increasing, online harassment unfor-
tunately discourages greater utilization of ICTs by women, especially those under 30. 

Most remote areas lack broadband, and a large number of users depend on slow dial-up connec-
tions or EDGE, an early mobile internet technology. In such areas, meaningful online activity like mul-
timedia training can be challenging. 

Restrictions on Connectivity  

The PTCL owns the country’s largest internet exchange point, Pakistan Internet Exchange (PIE), which 
has three main nodes—in Karachi, Islamabad, and Lahore—and 42 smaller nodes nationwide. PIE 
operated the nation’s sole internet backbone until 2009, when additional bandwidth was offered by 
TransWorld Associates on its private fiber-optic cable, TW1.6

PTCL also controls access to the three international undersea fiber-optic cables: SEA-ME-WE 3 and 
SEA-ME-WE 4 connects Southeast Asia, the Middle East, and Western Europe; and I-ME-WE links 
India, the Middle East and Western Europe.7 The company signed an agreement to build the fourth 
one, considered to be one of the world’s largest, in 2014. The AAE-1 cable, projected to be complet-
ed by 2016, will connect countries in Asia, Africa, and Europe.8 

Damage to these cables did not cause access disruptions during the coverage period, as it had done 
in past years,9 but connectivity was still subject to physical interruption. In early 2015, villages in the 
northern Drosh Valley faced internet and telephone disconnection because of damage to the open 
main cable.10 

Several parts of western areas of Pakistan lack internet access, partly because of underdevelopment 
and party because of ongoing conflicts. More than 75 percent of tribal areas and 60 percent of Ba-
lochistan province didn’t have fiber optic cables as of 2013.11

As in previous years, Pakistan overall faced electricity shortages in 2014, especially when demand 
peaks during the summer months. Besides the usual load shedding and rolling blackouts, in 2014 
and 2015, much of the country was also plunged into darkness at least four times when the national 
electricity grid collapsed due to rise in demand or explosion at one of the sites.12

4  Arzak Khan, “Gender Dimensions of the Information Communication Technologies for Development,” (Karlstad: University of 
Karlstad Press, 2011) doi: http://dx.doi.org/10.2139/ssrn.1829989. 
5  “Average monthly Internet cost in Pakistan low,” Daily Times, October 3, 2015, http://bit.ly/1N4iCa3. 
6  OpenNet Initiative, “Country Profile—Pakistan,” August 6, 2012, http://bit.ly/1LDXNEX. 
7  “PTCL Expects 20pc Growth with Launch of IMEWE Cable: Official,” The News, December 22, 2010, http://bit.ly/1huHRXs. 
8  “PTCL to build largest int’l submarine cable consortium system,” Daily Times, January 30, 2014, http://bit.ly/1L4dxO6. 
9  Farooq Baloch, “Undersea Cable Cut Affects 50% of Pakistan’s Internet Traffic,” Express Tribune, March 27, 2013, http://bit.
ly/1FWOnSV.  
10  Gul Hamaad Farooqi, “Chitral villages lack phone, internet facilities,” The Nation, February 10, 2015, http://bit.ly/1GAOiPi. 
11  Zakir Syed, “Overcoming the Digital Divide: The Need for Modern Telecommunication Infrastructure in the Federally 

Administered Tribal Areas (FATA) of Pakistan,” Tigah Journal (2013) http://bit.ly/1LulYiV. 
12  “Massive power outage hits Lahore, Islamabad,” Dunya News, May 24, 2013, http://bit.ly/1QeyIhT; Shehzad Baloch and 
Irfan Ghauri, “Attack on Power lines in Balochistan causes nationwide blackout,” The Express Tribune, January 25, 2015, http://bit.
ly/1BYLLQW. 
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Security considerations continued to intrude on telecommunication services. In 2014 and 2015, as in 
previous years, the government suspended cellular services on some religious holidays in what the 
government termed “sensitive places.”13 The services, it is said, can be misused to undertake terrorist 
acts, but shutting them down limits access for the wider population. 

ICT Market 

The internet service providers (ISPs) association listed 50 operational ISPs in Pakistan in 2014, 10 of 
which provide DSL services.14 The government regulator, the Pakistan Telecommunication Authority 
(PTA), exerts significant control over internet and mobile providers through a bureaucratic process 
that includes hefty licensing fees.15

Broadband subscriptions, based on DSL—which uses existing telephone networks—or wireless 
WiMax technology, are concentrated in urban areas. The predominantly-state-owned Pakistan Tele-
communication Company Limited (PTCL) controls 60 percent of the broadband market.16 An inquiry 
report found that other DSL operators cannot compete with PTCL, due to which some were forced 
to quit. PTCL denies these charges.17 

After several years delay, Pakistan finally introduced internet-capable 3G mobile network and 4G 
spectrum, in April 2014. The 3G bid was won by four foreign-owned companies namely Mobilink, 
Zong, Telenor, and Ufone, whereas the 4G spectrum was won by Zong. In this bidding exercise, Pa-
kistan secured US$903 million from 3G mobile network and US$210 million from 4G spectrum auc-
tions, respectively. These networks will provide faster internet services to consumers in Pakistan.18 
Although these services are so far limited to urban centres, mobile companies claim to be rapidly ex-
panding the networks, with one company claiming to launch the 3G network in 32 cities.19 Since the 
launch of these services, their subscriber bases have been increasing, with over 9million subscribers 
by the end of January 2015.20

Mobile operators such as Mobilink, Ufone, Telenor, Warid, and Zong still struggle to attract custom-
ers due to high prices and poor coverage. Wireless service providers using the high-capacity data 
network WiMAX or high-speed broadband technology EVDO are also considered expensive.

Internet cafes do not require a license to operate, and opening one is relatively easy.21 Some child 
rights groups argue that cafes should be regulated to prevent inappropriate access to pornography 
and gambling sites.22

13  Iftikhar A. Khan, “Mobile phones to go silent in ‘sensitive places’,” Dawn, November 2, 2014, http://www.dawn.com/
news/1141947. 
14  Internet Service Providers Association of Pakistan, http://www.ispak.pk/.
15  Pakistan Telecommunications Authority, “Functions and Responsibilities,” December 24, 2004, http://bit.ly/1OpRm9c. 
16  Adam Senft, et al., O Pakistan, We Stand on Guard for Thee: An Analysis of Canada-based Net sweeper’s Role in Pakistan’s 
Censorship Regime, Citizen Lab, June 20, 2013, https://citizenlab.org/2013/06/o-pakistan/.    
17  Iftikhar A. Khan, “PTCL forces half of DSL operators to quit,” Dawn, June 20, 2012, http://bit.ly/1VJTOLT. 
18  Sohail Iqbal Bhatti, “$1.1 billion raised from 3G, 4G auction,” Dawn, April 24, 2014, http://www.dawn.com/news/1101760. 
19  “In demand: 3G user base expanding, market surges forward,” The Express Tribune, September 16, 2014, http://bit.
ly/1L4ebv8. 
20  “Pakistan passes 9mln 3G/4G subscribers milestone,” Telecompaper, February 20, 2015, http://bit.ly/1FWQaar. 
21  Sehrish Wasif, “Dens of sleaze,” Express Tribune, July 22, 2010, http://tribune.com.pk/story/29455/dens-of-sleaze/. 
22  Qaiser Butt, “Dirty business in sequestered cubicles,” The Express Tribune, February 16, 2015, http://bit.ly/1L4ekif. 
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Regulatory Bodies 

The PTA is the regulatory body for the internet and mobile industry, and international free expres-
sion groups and experts have serious reservations about its openness and independence.23 The 
prime minister appoints the chair and members of the three-person authority, which reports to the 
Ministry of Information Technology and Telecommunication.24 The repeated failure to make these 
appointments in the past year further undermined the PTA’s reputation. In March 2015, the PTA for-
mally took responsibility for internet content management (see Blocking and Filtering).

Limits on Content

In March 2015, Prime Minister Sharif disbanded the committee responsible for censorship decisions 
and authorized the PTA to undertake content management. Though the step was taken in part due to 
a petition questioning the committee’s authority, the regulator also lacks the necessary legal backing to 
undertake censorship. YouTube remains blocked, but other platforms, media, and communication tools 
are popular and contribute to a vibrant online space. 

Blocking and Filtering 

“Internet content management” lacks an adequate legislative framework. A range of overbroad provi-
sions in the 1996 Pakistan Telecommunications Act supports censorship for the protection of nation-
al security or religious reasons.25 Authorities also cite Section 99 of the penal code, which allows the 
government to restrict information that might be prejudicial to the national interest, to justify filter-
ing antimilitary, blasphemous, or anti-state content.26 Critics believe these issues can serve as cover 
for politically motivated censorship of dissenting voices. Information perceived as damaging to the 
image of the military or top politicians, for example, is also targeted. 

In past years, the task of ordering blocks was undertaken by the Inter-Ministerial Committee for 
the Evaluation of Web Sites (IMCEW), comprised of representatives from PTA and the government, 
along with “men from the Ministry of Religious Affairs, the Inter-Services Intelligence, and Military 
Intelligence.”27 In December 2014, however, the Islamabad High Court restrained the Committee 
from blocking websites until any conclusion on its role is reached, following a petition challenging 
IMCEW’s authority.28

In February 2015, the Ministry of Information asked the government to empower a new cell within 
the government regulator, the Pakistani Telecommunication Authority (PTA), to censor online con-
tent.29 Because the PTA is not legally authorized to block content, either the PTA Act would have 

23  Article 19, “Pakistan: Telecommunications (Re-organization) Act,” legal analysis, February 2, 2012, http://bit.ly/1Pl5OOR. 
24  Pakistan Telecommunications Authority, “Pakistan Telecommunication (Re-organization) Act 1996,” The Gazette of Pakistan,  
October 17, 1996, http://bit.ly/16sASJI. 
25  Article 19, “Pakistan: Telecommunications (Re-organization) Act.” 
26  “Pakistan: Code of Criminal Procedure,” available at the Organization for Economic Co-operation and Development, 
accessed August 2013, http://bit.ly/1R2Kyfg. 
27  Ali Sethi, “Banistan: Why Is YouTube Still Blocked In Pakistan?” New Yorker, August 7, 2013, http://nyr.kr/1WS2dtH. 
28  Malik Asad, “Inter-ministerial body restrained from blocking websites,” Dawn, January 11, 2015, http://bit.ly/1GAQiqP. 
29  Mehtab Haider, “PTA may be empowered to undertake Internet content management,” The News, February 22, 2015, 
http://bit.ly/1R2KLyZ.

630

http://bit.ly/1Pl5OOR
http://bit.ly/16sASJI
http://bit.ly/1R2Kyfg
http://nyr.kr/1WS2dtH
http://bit.ly/1GAQiqP
http://bit.ly/1R2KLyZ


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Pakistan

to be amended or executive directives would have to be issued to authorize the new function.30 In 
March 2015, Prime Minister Sharif complied, disbanding the Inter-Ministerial Committee and autho-
rizing the PTA to undertake content management.31 

Historically, blocking orders have directed ISPs and backbone providers to implement manual blocks 
on individual URLs or IP addresses, their compliance ensured by licensing conditions.32 Since 2012, 
successive administrations have sought to introduce technical filtering.33 The National ICT Research 
and Development Fund initially requested that companies develop nationwide blocking technology 
to “handle a block list of up to 50 million URLs,”34 though the status of that project was left in doubt 
after widespread civil society protests.35 News reports in 2013 and 2014 said PTA and government 
officials were still pursuing filtering solutions.36

However, in 2013, the University of Toronto-based research group Citizen Lab reported that tech-
nology developed by the Canadian company Netsweeper was already filtering political and social 
content at the national level on the PTCL network.37“In addition to using Netsweeper technology to 
block websites, ISPs also use other less-transparent methods, such as DNS tampering,” Citizen Lab 
noted.38 The report highlighted the lack of transparency and accountability surrounding censorship 
in Pakistan, as tactics become more advanced.

The same lack of transparency extends to the content affected by censorship, which is often incon-
sistent based on location or across ISPs.39 There are no published guidelines outlining why content is 
blocked or how to appeal. Individuals and groups can also initiate censorship by petitioning courts 
to enact moral bans on online or traditional media content.40 

Censorship targeting pornography can affect access to legitimate content like Scarleteen, a U.S.-
based sex education website for teenagers.41 Some users found Google Scholar search results for 
terms like breast anatomy or breast cancer also appeared to be blocked on the PTCL network in 
2014.

30  Haider, “PTA may be empowered.” 
31  Mehtab Haider, “PTA given powers for content management on internet,” The News, March 21, 2015, http://bit.ly/1ED2NjN. 
32  PTA Act 1996, art. 23.
33  Danny O’Brien, “Pakistan’s Excessive Internet Censorship Plans,” Committee to Protect Journalists (blog), March 1, 2012, 
https://cpj.org/x/4995.  
34   National ICT Research and Development Fund, “Request for Proposal: National URL Filtering and Blocking System,” 
accessed August 2012, http://bit.ly/1QeBBiD; “PTA determined to block websites with ‘objectionable’ content,” The Express 
Tribune, March 9, 2012, http://bit.ly/xEND9P.
35  Shahbaz Rana, “IT Ministry Shelves Plan to Install Massive URL Blocking System,” The Express Tribune, March 19, 2012, 
http://bit.ly/1MiIlIQ. 
36  Anwer Abbas, “PTA, IT Ministry at Odds Over Internet Censorship System,” Pakistan Today, January 3, 2013, http://bit.
ly/1N47IkG; ApurvaChaudhary, “Pakistan To Unblock YouTube After Building Filtering Mechanism,” Medianama, January 10, 
2013, http://bit.ly/TMmcvh; Abdul Quayyum Khan Kundi, “The Saga of YouTube Ban,” Pakistan Press Foundation, January 2, 
2013, http://bit.ly/1bhpMEP; “Ministry Wants Treaty, Law to Block Blasphemous Content,” The News, March 28, 2013, http://bit.
ly/16JP6yo. Associated Press of Pakistan, “IT Minister plans to ban ‘objectionable content’ across entire internet,” The Express 
Tribune, http://bit.ly/1VJApFx. 
37  Senft, et al., O Pakistan, We Stand on Guard for Thee: An Analysis of Canada-based Net sweeper’s Role in Pakistan’s 

Censorship Regime.
38  DNS tampering intercepts the user’s request to visit a functioning website and returns an error message.
39  OpenNet Initiative, “Country Profile—Pakistan,” 2012. 
40  “Internet censorship: Court asked to ban inappropriate content,” The Express Tribune, June 14, 2011, http://bit.ly/jOCZFP.
41  “Pakistan blocks access to teen sex-ed site,” The Express Tribune, March 20, 2012, http://bit.ly/1QeD0pE. 
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Blocking frequently targets social media and communication apps. Since 2012, the government has 
blocked YouTube in response to the anti-Islamic video “The Innocence of Muslims.”42 The site was 
briefly unblocked in December 2012 until a broadcast journalist demonstrated that the offensive clip 
was still available.43

Civil society groups protested against the ban, and in 2013, petitioners challenged it in the high 
courts in Lahore and Peshawar.44 Hearings in both cases are ongoing. Government officials encour-
aged Google to establish a version of YouTube in Pakistan’s jurisdiction, where it would be subject to 
government content management. News reports said Google, which owns the platform, declined to 
establish a local office because of the lack of intermediary liability protection for content providers 
under Pakistani law.45 In 2015, the Minister of Information told the Senate that the government is in 
the process of “providing Intermediary Liability Protection for internet content providers through 
Prevention of Electronic Crime Bill 2014”.46 However, details of the protection and its ultimate impact 
on the availability of YouTube remain unclear. 

Political dissent and secessionist movements in areas including Baluchistan and Sindh province, 
where a Sindhi nationalist movement advocates for political divisions along ethnic lines, is among 
the nation’s most systematically censored content.47 In November 2013, the PTA requested that ISPs 
block the international website IMDb (Internet Movie Database), an order they reversed after two 
days.48 Analysts said the apparent ban—which attracted widespread criticism on social media—was 
related to the upcoming release of a British short film, “The Line of Freedom,” a fictional depiction 
of Pakistani security agencies abducting Baloch separatists.49 In 2014, IMDb was largely accessible 
again, yet the page documenting “The Line of Freedom” was still blocked. Pages relating to the mov-
ie are also inaccessible on other sites.50 

Authorities also target users seeking to access blocked content. In 2011, the PTA sent a legal no-
tice to all ISPs in the country urging them to report customers using encryption and virtual private 
networks (VPNs)51—technology that allows internet users to interact online undetected and access 
blocked websites—to curb communication between terrorists.52 International and civil society orga-
nizations in Pakistan protested,53 and the tools remain widely used to access YouTube.54 Two of the 

42   Jon Boone, “Dissenting voices silenced in Pakistan’s war of the web,” The Guardian, February 18, 2015, http://gu.com/
p/45yba/stw.
43  Umar Farooq, “Pakistan Courts YouTube Comeback,” Wall Street Journal, August 14, 2013, http://on.wsj.com/1jiCfkv. 
44  “YouTube ban challenged in PHC,” Dawn,  May 14, 2013, http://bit.ly/1jTR2CQ; Sumaira Jajja, “YouTube Ban: Google to 
appear before Lahore High Court,” Dawn, May 15, 2013, http://bit.ly/1LE22Ax. 
45  Jajja, “YouTube Ban: Google to appear before Lahore High Court.”
46  “Impossible to block all objectionable content on YouTube, admits minister,” Pakistan Today, February 6, 2015, 
http://bit.ly/1OqJum6. 
47  “PTA letter blocking websites April 25, 06,” Pakistan 451 (blog), April 27, 2006, http://bit.ly/1Lmn18M. 
48  “Climbdown: PTA restores IMDb access after public outcry,” The Express Tribune, November 23, 2013, http://bit.
ly/1R2MVyv;Nighat Dad, “Why was IMDb blocked?” The Express Tribune, November 23, 2013, http://bit.ly/1QeE3Wz.  
49  IMDb, “The Line of Freedom,” http://www.imdb.com/title/tt2616400/. 
50  Digital Rights Foundation, “First Case of Selective / Targeted Online Censorship: Pakistani Government Successfully Blocks 
Specific Links,” press release, November 25, 2013, http://bit.ly/1Lmnjg7. 
51  Josh Halliday and Saeed Shah, “Pakistan to ban encryption software,” The Guardian, August 30, 2011, http://bit.ly/outDAD. 
52  Nighat Dad, “Pakistan Needs Comms Security Not Restrictions,” Privacy International (blog), September 12, 2011, 
http://bit.ly/1QeEvEi.
53  Barbora Bukovska, “Pakistan: Ban on internet encryption a violation of freedom of expression,” Article 19, September 2, 
2011, http://bit.ly/1Mlv3ja. 
54  The VPN blocking is authorized under section 5(2)(b) of the PTA Act 1996 and the “Monitoring and Reconciliation of 
Telephony Traffic Regulation. See, “Part II, S.R.O. Pakistan Telecommunication Authority Notification,” The Gazette of Pakistan, 
March 15, 2010, http://bit.ly/1Lby01z.  
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best-known services, Spotflux and HotSpot VPN, became inaccessible in January 2014, and Spotflux 
said the government had actively blocked its services.55 Both were later restored.

Content Removal 

Extralegal pressure on publishers and content producers by the state or other actors to remove 
content is not unknown in Pakistan, but frequently goes unreported. Takedowns by international 
companies are more high profile. Facebook and Twitter are among the companies publicly criticized 
for limiting access to content at the government’s request, “under local laws prohibiting blasphemy 
and criticism of the state.”56 Both reversed some such decisions and republished content they had 
previously restricted in mid-2014.57 

Official requests to remove content also lack transparency. Following a major terrorist attack in De-
cember, the government ordered material published by banned terrorist outfits to be removed from 
the internet, though published reports did not elaborate on the process involved.58 

Media, Diversity, and Content Manipulation  

Despite existing limitations on online content—and looming new ones—Pakistanis have relatively 
open access to international news organizations and other independent media, as well as a range of 
websites representing Pakistani political parties, local civil society groups, and international human 
rights organizations.59 ICTs, particularly mobile phones, promote social mobilization. Most of social 
networking, blogging, and VoIP applications were available and widely used during the coverage pe-
riod. Nevertheless, most online commentators exercise a degree of self-censorship when writing on 
topics such as religion, blasphemy, separatist movements, and women’s and LGBTI rights.

Digital Activism 

Human rights activists have also been able to galvanize public support against militancy through 
new technology. One such incident occurred in December 2014, when an influential cleric in Is-
lamabad refused to categorically condemn a terrorist attack on a school. Human rights activists 
gathered outside the cleric’s mosque, demanding an apology for the previous statement.60 The 
call to protest originated through social media and text messages using the #ReclaimYourMosque 
hashtag.61 Meanwhile, a Taliban spokesman called the protest organizer, threatening him to back off 
or “be ready for consequences.”62

55  “Creeping censorship: Spotflux claims its service is being ‘actively blocked’ in Pakistan,” The Express Tribune, January 28, 
2014, http://bit.ly/1dK9W3U.  
56  Facebook, “Pakistan,” Government Requests Report, January 2014 - June 2014, http://bit.ly/1VJEB8c . 
57  AFP, “Twitter restores access to blocked content in Pakistan,” The Express Tribune,  http://bit.ly/1qclshz; AFP, “Facebook 
blocks page of Laal music band at govt request,” The Express Tribune, June 6, 2014, http://bit.ly/1ojVt7Z. 
58   “Govt directs PTA to remove banned outfits’ hate-material from internet, “Dunya News, 16 January 2015, http://bit.

ly/1huNqoR
59  OpenNet Initiative, “Country Profile—Pakistan,” 2012.
60  Ikram Junadi, “Islamabad stands firm on Lal Masjid,” Dawn, December 20, 2014, http://www.dawn.com/news/1151985. 
61  Ikram Junadi, “Citizens arrive at Lal Masjid to ‘reclaim their mosque’,” Dawn, December 19,  2014, http://bit.ly/1v7dPtz. 
62  “Lal Masjid protest activist receives threatening phone call,” Dawn, December 22, 2014, http://www.dawn.com/
news/1152467. 
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Violations of User Rights

Violations of user rights continued at high levels during the coverage period, including fatal attacks on 
an online newsroom and at least one arrest in relation to allegations of blasphemy online. Problem-
atic laws were also under debate, including a law to combat cybercrime, which civil society groups say 
could criminalize online activity—though their involvement in the drafting process has been hampered 
by officials. Researchers uncovered compelling information about Pakistani agencies’ surveillance am-
bitions and capabilities during the coverage period. 

Legal Environment 

Article 19 of the Pakistani constitution establishes freedom of speech as a fundamental right, al-
though it is subject to several restrictions.63 Pakistan became a signatory to the International Cove-
nant on Civil and Political Rights in 2010.64

Existing laws also have the potential to restrict internet users. The 2004 Defamation Act allows for 
imprisonment of up to five years, and observers fear a chilling effect if it is used to launch court cas-
es for online expression. Section 124 of the penal code on sedition “by words” or “visible representa-
tion” is broadly worded, though it has yet to be applied in an online context.65

Section 295(c) of the penal code, which covers blasphemy, is frequently invoked to limit freedom of 
expression. Any citizen can file a blasphemy complaint against any other, and human rights groups 
say charges have been abused in the past to settle personal vendettas. The imputation of blasphemy 
leaves the accused vulnerable to reprisals, regardless of whether it has foundation. Some cases of 
reprisals have involved electronic media. 

Several laws to try terrorism can also been exploited against internet users. The Pakistan Protection 
Act, supposedly a reformulation of a problematic Pakistan Protection Ordinance in effect during the 
previous coverage period, passed in July 2014. Though it included some amendments, critics said it 
failed to address concerns expressed by lawyers and civil society groups, who said language crimi-
nalizing unspecified cybercrimes as acts of terror was vague and open to abuse.66 

Taking note of the absence of law to deal with cybercrime, the relevant authorities have pushed for 
passing an anti-cybercrime law. A draft Prevention of Electronics Crimes Act 2015, though it contains 
some procedural safeguards for cybercrime investigation by law enforcement agencies, could grant 
intelligence agencies unrestricted mass surveillance powers.67 Critics said it lacked clear definitions, 
while criminalizing some specific activity like “defamation of women.”68 Civil society groups recom-
mended its amendment in accordance with international standards.69 

63  The Constitution of Pakistan, accessed September 2012, http://bit.ly/pQqk0. 
64 “President signs convention on civil, political rights,” Daily Times, June 4, 2010, http://bit.ly/1fyK9Tl.
65 “Pakistan Penal Code,” accessed August 2013, http://bit.ly/98T1L8. 
66  Bolo Bhi, “Human Rights Experts: Pakistan Could Become a “Police State” Under Protection Ordinance,” Global Voices 
Advocacy, August 13, 2014, http://bit.ly/1OqLFGd. 
67  This data includes the “communication’s origin, destination, route, time, data, size, duration or type of underlying service.”
68  Article 19, “Pakistan: Draft Computer Crimes Law endangers freedom of expression,” http://bit.ly/1JXRzbE; Nighat Dad, 

“Pakistan: Draft computer crimes law violates human rights,” Index, April 17, 2014, http://bit.ly/1FWUwhU.  
69  Sohail Abid, “Call for comments: Prevention of Electronic Crimes Act 2015”, Digital Rights Foundation (blog), February 4, 
2015, http://bit.ly/1R2P4KK. 
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On May 25, 2015, the National Standing Committee on Information Technology and Telecom-
munication held a hearing to discuss the bill. Though it was characterized as a public hearing, 
only seven civil society stakeholders were invited, and two of those were uninvited at the last 
minute. Despite this miscommunication, the standing committee listened to critics and asked 
its members to hold consultations with experts to revise the bill, which was approved by the IT 
standing committee in September, though some committee members said they had not read the 
approved draft, and no major changes were incorporated as a result of the consultation. The na-
tional assembly must approve the bill before it becomes law.70 

The Surveying and Mapping Act, 2014, first introduced in 2012, limits digital mapping activity to or-
ganizations registered with the governmental authority Survey of Pakistan, with federal permission 
required for mapping collaboration with foreign companies. The Senate approved the Act in June 
2014.71

Prosecutions and Detentions for Online Activities 

New blasphemy accusations declined from the previous coverage period, but cases from the past 
continued to haunt the accused. In November 2014, in Chakwal, a Christian accused of blaspheming 
online, was arrested in Lahore. The man, who used to write on his personal blog, went into hiding 
three years ago when he was first accused.72

Even high profile individuals came under increased scrutiny on the internet. In January 2015, a pop-
star turned Islamic evangelist faced blasphemy accusations when his video making controversial 
remarks went viral online. The evangelist later filmed an apology, but mounting pressure forced him 
to leave for the United Kingdom.73 Separately, a private TV channel owner, host, and guests were 
charged with blasphemy in relation to a video from a morning show, which went viral online after its 
allegedly offensive content was publicized by a rival channel.74

Surveillance, Privacy, and Anonymity 

Government surveillance is a concern for activists, bloggers, and media representatives, as well as 
ordinary internet users. Pakistani authorities, particularly intelligence agencies, appear to have been 
expanding their monitoring activities in recent years, while provincial officials have been exerting 
pressure on the central government to grant local police forces greater surveillance powers and lo-
cation tracking abilities, ostensibly to curb terrorism and violent crimes.75

70  Fazal Sher, “Absence of comprehensive law against cybercrimes: NR3C of FIA unable to take action against criminals,” 
Business Recorder, February 10, 2015, http://bit.ly/1PlaioF; Digital Rights Foundation, “Standing Comm. Passes Draft of PECB, 
Unseen by Comm. Members,” September 21, 2015, http://bit.ly/1QeGTuA. 
71  Nighat Dad, “Pakistan Considering Bill that Would Ban Independent Mapping Projects,” Tech President, November 28, 
2012, http://bit.ly/1OpVqpK; Pakistan National Assembly, Bill to provide for constitution and regulation of Survey of Pakistan, 
No. 225/25/2012, November 14, 2012, http://bit.ly/1OpVwOc. 
72  Nabeel Anwar Dhakku, “Man held over blasphemy allegation,” Dawn, November 15, 2014, http://bit.ly/1jiISmN. 
73  Arafat Mazhar, “The untold story of Pakistan’s blasphemy law,” Dawn, January 15, 2015, http://bit.ly/1OqMlvp.  
74  Catherine Shoard, “Bollywood star Veena Malik handed 26 year sentence for ‘blasphemous’ wedding scene, “The Guardian,
November 27, 2014, http://bit.ly/124xGBd. 
75  Masroor Afzal Pasha, “Sindh Police to Get Mobile Tracking Technology,” Daily Times, October 29, 2010, http://bit.
ly/16TKfLY; “Punjab Police Lack Facility of ‘Phone Locator’, PA Told,” The News, January 12, 2011, http://bit.ly/1bRl6bx. 
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Details of these activities were documented by researchers in the past two years. In 2015, an inves-
tigation by U.K.-based Privacy International revealed that the practical surveillance capability of the 
Pakistani government, particularly the Inter-Services Intelligence Agency, now outstrips domestic 
and international law regulating that surveillance.76 “Mass network surveillance 
has been in place in Pakistan since at least 2005,” using technology obtained “from both domestic 
and foreign surveillance companies, including Alcatel, Ericsson, Huawei, SS8 and Utimaco,” according 
to the report.

In 2013, a report by Citizen Lab indicated that Pakistani citizens may be vulnerable to oversight 
through a software tool present in the country. FinFisher’s “Governmental IT Intrusion and Remote 
Monitoring Solutions” package includes the FinSpy tool, which attacks the victim’s machine with 
malware to collect data including Skype audio, key logs, and screenshots.77 The analysis found Fin-
Fisher’s command and control servers in 36 countries globally, including on the PTCL network in Pa-
kistan. This did not confirm that actors in Pakistan are knowingly taking advantage of its capabilities. 
In 2014, however, hackers released internal FinFisher documents indicating that a client identified as 

“Customer 32” licensed software from FinFisher to infect Microsoft office documents with malware to 
steal files from target computers in Pakistan.78

In 2015, in a separate hacking attack, internal documents were stolen from the Italy-based surveil-
lance software company Hacking Team, and released online. Analysis of the company’s interactions 
with individuals in Pakistan revealed they had been in touch with private sector representatives “for 
years,” and that police sought equipment that would work on older models of cellphone common in 
Pakistan, among other details.79 

The Fair Trial Act, passed in 2013,80 allows security agencies to seek a judicial warrant to monitor 
private communications “to neutralize and prevent [a] threat or any attempt to carry out sched-
uled offences.” It covers information sent from or received in Pakistan, or between Pakistani citizens 
whether they are resident in the country or not. Critics say that the act’s wording leaves it open to 
abuse, though none has been publicly reported.  Under the law, service providers face a one-year jail 
term or a fine of up to PKR 10 million (US$103,000) for failing to cooperate with warrants. While the 
requirement for a warrant is positive, one can be issued if a law enforcement official has “reason to 
believe” in a terrorism risk; it can also be temporarily waived by intelligence agencies. Digital Rights 
Group issued a white paper, analyzing the provisions of the Fair Trial Act contradictory to the Consti-
tution and contrary to the International Treaties Pakistan has signed in the past. 81

ISPs, telecommunications companies, and SIM card vendors are required to authenticate the Com-
puterized National Identity Card details of prospective customers with the National Database Regis-

76  Matthew Rice, “Tipping the Scales: Security and surveillance in Pakistan,” Privacy International, July 21, 2015, https://www.
privacyinternational.org/node/624. 
77  Morgan Marquis-Boire et al, For Their Eyes Only: The Commercialization of Digital Spying, Citizen Lab, May 1, 2013, 
http://bit.ly/ZVVnrb. 
78  Sohail Abid, “Massive Leak Opens New Investigation of FinFisher Surveillance Tools in Pakistan,” Digital Rights Foundation, 
via Global Voices Advocacy, August 22, 2014, https://advox.globalvoices.org/2014/08/22/massive-leak-opens-new-
investigation-of-finfisher-surveillance-tools-in-pakistan/.
79  Bolo Bhi, “Hacking Team in Pakistan,” http://bolobhi.org/hacking-team-in-pakistan/. 
80  “Investigation for Fair Trial Act 2013,” The Gazette of Pakistan,  February 22, 2013, http://bit.ly/18esYjq.
81  “Privacy rights: Whitepaper on surveillance in Pakistan presented,” The Express Tribune, November 16, 2014, http://bit.
ly/1L4h8Mc; Waqqas Mir, et al. “Digital Surveillance Laws in Pakistan,” eds. Carly Nyst and Nighat Dad, (a white paper by Digital 
Rights Foundation, November 2011) http://bit.ly/1jg2IzH. 
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tration Authority before providing service.82 A registration drive was launched following a December 
2014 attack on a school that killed more than 150 students. Investigators tracked three unregistered 
SIM cards used by the terrorists for communication during the attack.83 Following the attack, the 
government began a crackdown on “unregistered” SIM cards; asked citizens to verify numbers 
registered against their names; and finally, mandated all mobile customers to register their mobile 
numbers against their biometric thumb impression.84 In early 2015, the government launched a fresh 
SIM card registration drive, making biometric verification mandatory. Those SIM cards that did not 
register biometric identification protocols were warned of automatic disconnection, though the PTA 
chairman admitted the system was not foolproof.85  

A 2007 Prevention of Electronic Crimes Ordinance requiring telecommunications companies to retain 
user traffic data for a minimum of 90 days, and share logs of customer communications with security 
agencies when directed by the PTA, expired in 2009, though the practices reportedly continued.86

Intimidation and Violence 

Pakistan is one of the world’s most dangerous countries for traditional journalists.87 Violence has yet 
to affect online journalists in the same way, though they can also be vulnerable. In August 2014, two 
journalists and a network accountant were shot dead by unidentified gunmen in their offices of the 
Online International News Network in Balochistan.88 

Violence against women thought to have brought shame on their communities—including honor 
killings—has begun to involve ICT usage. In one high-profile case from 2012, the Pakistani Taliban 
claimed responsibility for shooting 15-year-old Malala Yousufzai in the head while she was traveling 
in a school van in the Swat region, partly in retaliation for blogging.89 She survived and was awarded 
the Nobel Peace Prize in 2014. 

Leaking explicit photos, threats of blackmail, and other incidences of online harassment are increas-
ing in Pakistan. More than three thousand cybercrimes were reported to the Federal Investigation 
Agency from August 2014 to August 2015.90 Of those cases, 45 percent targeted women on social 
media. The figures only represent reported cases—many victims do not come forward for fear of 
losing access to ICTs. No data has been provided for other provinces.

In June 2014, a local judge in Lahore asked the Federal Investigation Agency to probe whether a 

82  Bilal Sarwari, “SIM Activation New Procedure,” Pak Telecom, September 3, 2010, http://bit.ly/pqCKJ9. 
83  Akhtar Amin, “PTA fails to block unregistered SIMs despite court orders,” The News, December 26, 2014, http://bit.
ly/1P4zSyZ.  
84  Ahmad Fuad, “Biometric SIM verification: a threat or opportunity for cellular firms?” The Express Tribune, February 1, 2015, 
http://bit.ly/1LbAtJe. 
85  Aamir Attaa, “Biometric Verification of SIMs is not Fool Proof: Chairman PTA,” ProPakistani, March 16, 2015, http://bit.
ly/1QeImAZ. 
86  Kelly O’Connell, “INTERNET LAW – Pakistan’s Prevention of Electronic Crimes Ordinance, 2007,” Internet Business Law 
Services, http://bit.ly/1NvN1kw. 
87  Committee to Protect Journalists, “56 Journalists Killed in Pakistan since 1992/Motive Confirmed,” accessed January 2014, 
http://bit.ly/1LE6kYI. 
88  Committee to Protect Journalists, “Three shot dead at Pakistan’s Online International News Network,” August 28, 2014, 
http://cpj.org/x/5cb8. 
89 “Diary of a Pakistani School Girl,” BBC, February 9, 2009, http://bbc.in/1NvOl78; Marie Brenner, “The Target,” Vanity Fair, 
April 2013, http://vnty.fr/1R2RMQq. 
90  Noorwali Shah, “In the cyberspace: Technology illiteracy leads to online harassment,” The Express Tribune, August 12, 2015, 
http://bit.ly/1N4gWgJ.  
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Facebook page had been posting blasphemous content online.91 A month later, in Gujranwala, a 
mob burned five houses of Ahmadis, killing three Ahmedi women and injuring eight others who 
were accused of sharing blasphemous post on Facebook.92

Militant Islamic groups have launched attacks on cybercafes and mobile phone stores in the past for 
allegedly encouraging moral degradation.93 No attacks were documented during the coverage peri-
od of this report.94

Free expression activists and bloggers have also reported receiving death threats. Many publicize 
the threats—and sometimes attract more—on Twitter. Most are sent via text message from untrace-
able, unregistered mobile phone connections, often originating from the tribal areas of the country, 
and several include specific details from the recipient’s social media profiles or other online activity. 

Technical Attacks

Technical attacks against the websites of nongovernmental organizations, opposition groups, and 
activists are common in Pakistan but typically go unreported due to self-censorship. The websites 
of government agencies are also commonly attacked, often by ideological hackers attempting to 
make a political statement.95 In 2015, the website of the religious political party Jamaat-e-Islami was 
hacked for its alleged support of terrorists.96

Officials allege that most cyberattacks originate in India; on the other hand, many Pakistanis also 
hack Indian websites.97 

A center in the FIA known as the National Response Centre for Cyber Crimes (NR3C) is supposed to 
deal with cyber criminals involved in electronic theft, forgery, and other crimes. According to sources 
in NR3C, there has been 30 percent rise in complaints related to cybercrime.98  Yet, critics say the 
FIA’s actions are not uniform, and that attacks affecting regular internet users are frequently ignored. 
The FIA has responded that due to the absence of a law defining cybercrime, the body is unable to 
ensure that all criminals will be brought to justice.99

91  “Cyber crime: FIA director asked to investigate alleged blasphemy,” The Express Tribune, June 11, 2014, http://bit.ly/1JXTtZT. 
92  Iqbal Mirza, “Mob attack over alleged blasphemy: Three Ahmadis killed in Gujranwala,” Dawn,  July 28,  2014, http://bit.
ly/1o7tggo. 
93  “Blast in Nowshera destroys internet cafe, music store,” Dawn,  February 2, 2013, http://bit.ly/1jiOhdA; “Fresh Bomb 
Attacks Kill 2 Shias, wound 20 in Pakistan,” Press TV, January 13, 2013, http://bit.ly/Ssoth2; Associated Press, “Police: Bomb Blast 
at Mall in Northwestern Pakistan Kills 1 Person, Wounds 12,” Fox News, February 21, 2013, http://fxn.ws/YI5QCq. 
94  Two men died in a shooting attack on an internet café in Karachi which was later reported to be targeting a specific 
customer, not the venue. “Two killed in attack on internet café,” Dawn, November 1, 2013, http://bit.ly/1NvPdZq. 
95  Hisham Almiraat, “Cyber Attack on Pakistan’s Electoral Commission Website,” Global Voices Advocacy, April 1, 2013, 
http://bit.ly/1WSbWQL. 
96  Usman Khan, “Jamaat-e-Islami website hacked over ‘alleged support for terrorism,” The News Tribe, January 20, 2015,
http://bit.ly/1P4CvB5. 
97  “Cybercrimes: Pakistan lacks facilities to trace hackers,” The Express Tribune, February 1, 2015, http://bit.ly/1FWXTW7. 
98  Sher, “Absence of comprehensive law against cybercrimes: NR3C of FIA unable to take action against criminals.” 
99  Saqib Nasir, “Citizens complain Viber calls appear blocked across Pakistan,” The Express Tribune, October 11, 2013,
http://bit.ly/1R2SXPD. 
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Key Developments: June 2014 – May 2015

•	 In an unprecedented move, the government ordered telecommunication companies 
to block mobile signals in the capital region during a papal visit, temporarily depriving 
approximately 20 million subscribers of access (see Restrictions on Connectivity).

•	 In October 2014, a senator filed criminal libel charges against a journalist in relation to 
allegations of corruption published on a personal blog (see Prosecutions and Detentions 
for Online Activities).  

•	 Police are investigating the targeted assassination of a former journalist in April 2015 
for a possible connection to her online comments on social and political issues (see 
Intimidation and Violence).

Philippines
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 10 10

Limits on Content (0-35) 5 5

Violations of User Rights (0-40) 12 12

TOTAL* (0-100) 27 27

* 0=most free, 100=least free

Population:  100.1 million

Internet Penetration 2014:  40 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Partly Free
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Introduction

Internet freedom in the Philippines has been gradually declining since the country was first evaluat-
ed in 2012. Although still categorized as “free,” little progress has been observed in terms of improv-
ing access to the internet, limited by high subscription costs and service that barely reaches the pop-
ulation outside major cities. Access was undermined when authorities restricted network coverage 
during the papal visit in 2015. 

Libel cases accounted for 16 percent of “cybercrime” incidents documented by police in 2014, in the 
wake of the Supreme Court’s 2014 ruling stating that online libel is a crime under the Cybercrime 
Prevention Act of 2012. Countermeasures to this law, the Magna Carta for Internet Freedom and the 
Crowdsourcing Act of 2013, were stalled in the legislature during the coverage period of this report. 
On a positive note, the Senate approved a Freedom of Information bill in 2014, with its counterpart 
in the lower chamber awaiting second reading.

Protection of journalists working in the country has not improved, although online journalists have 
yet to experience the same level of violence as mainstream journalists. The killing of outspoken in-
ternet user Melinda Magsino on April 13, in a targeted shooting reminiscent of the frequent attacks 
on radio commentators and other media practitioners in the Philippines, caused concern that this 
situation may be changing for the worse, though police and press freedom groups are still investi-
gating to establish whether her murder was related to her online activities.

Obstacles to Access

Mobile phone subscribers experienced widespread blocking of network coverage in the capital region 
during the visit of the Catholic Church leader Pope Francis. For almost five days in January, service pro-
viders blocked network coverage for almost 20 million people living in the Manila metropolitan area 
on the direct order of the president through the National Telecommunications Commission. In a signif-
icant step to boost internet speed and affordability in the country, both houses of Congress initiated an 
inquiry into the poor performance of broadband amid high subscription rates, following a study by a 
private firm listing the Philippines as having the worst internet service in Southeast Asia.

Availability and Ease of Access   

Internet penetration increased to 40 percent by 2014, up from 37 percent in 2013.1 Connectivity is 
concentrated mainly in urban areas, while rural areas remain largely underserved.2 To address this 
divide, the government announced that it would be providing free Wi-Fi service to some 600 mu-
nicipalities in remote areas through TV White Space technologies with the help of telcos in 2015.3 
Dubbed “Super Wi-Fi,” this method of tapping unused TV channels for wireless data delivery was 
first introduced in the Philippines in 2013 to serve fishermen in the Visayas region.4 

1  International Telecommunication Union (ITU), “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY. 
2  John Carlos Rodriguez, “How many Filipinos are still not connected to Internet?” ABS-CBN News, October 3, 2014, http://bit.
ly/1Nkv4nd. 
3  Bernie Magkilat, “Free Internet for 600 towns in 2015,” Manila Bulletin, October 13, 2014, http://bit.ly/Zpy0Jq. 
4  Clarice Africa, “The Philippines rolls out TV White Spaces to Improve Fisherfolk Registration,” Asia Pacific Future Gov, July 30, 
2013, http://bit.ly/1QrkkmU. 
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Mobile phone subscriptions have increased significantly in recent years, with penetration reaching 
111 percent in 2014, indicating that some users have more than one device.5 By the third quarter of 
2014, leading telcos Philippine Long Distance Telephone Co. (PLDT) and Globe Telecommunications 
reported a combined 110 million mobile phone subscribers,6 in a country with a population of 100 
million.7 Despite this, there were only 3.1 million mobile broadband subscribers by late 2014,8 follow-
ing the deployment of 4G LTE and HSPA+ technologies in the previous year,9 slightly better than the 
2.5 million subscribing to fixed broadband.10 

The slow uptake of broadband internet in the country, and the consequently low internet pene-
tration, is largely due to steep subscription fees. The cost and slow speed of internet service was a 
prominent issue in the past year, with a couple of lawmakers initiating inquiries into steep charges 
and poor performance;11 telcos being summoned by the government to discuss minimum broad-
band speed12 – a move firmly rejected by telcos in a position paper;13 and the PLDT publicly blaming 

“abusive” internet users for the slow speeds.14 Akamai reported the average connection speed in the 
country at 2.5 Mbps in the third quarter of 2014, no change from the previous year.15 Not only does 
the Philippines have the slowest internet speed in the region, it also has the most expensive sub-
scriptions.16 In early 2015, PLDT was charging a minimum monthly subscription fee for fixed broad-
band at US$29 for up to 2Mbps, a significant increase from last year’s $22; while Globe’s charges 
remained at $24.17 

Restrictions on Connectivity  

In a departure from previous years, the government ordered a sporadic regional suspension of cellu-
lar services during the visit of Pope Francis from January 15 to 19, 2015.18 Telcos sent text messages 
to mobile phone subscribers announcing service interruption, citing a directive from the National 
Telecommunications Commission to block network coverage in areas visited by the Pope for security 
reasons.19 The government stated concerns over the potential for remote detonation of explosives 
via mobile phone, a justification criticized by at least one lawmaker.20 

According to latest government data from 2012, the Philippines has 360 operating ISPs.21 Many 

5  ITU, “Mobile-Cellular Telephone Subscriptions, 2000-2013,” http://bit.ly/1cblxxY. 
6  Quarterly reports to the Securities and Exchange Commission (SEC), as of September 30, 2014. 
7  “Philippine population officially hits 100 million,” Rappler, July 28, 2014, http://bit.ly/UCPsYB. 
8  Quarterly reports to the SEC, as of September 30, 2014.
9  Lawrence Agcaoili, “Smart, Globe race to put up more 4G LTE infra sites,” The Philippine Star, October 14, 2013, http://bit.
ly/1A8l0Ea. 
10  ITU, “Fixed (Wired)-Broadband Subscriptions, 2000-2013,” http://bit.ly/1cblxxY.
11  Ben Rosario, “Solons back probe of slow Internet connections,” Manila Bulletin, December 27, 2014,  http://bit.ly/1wfWuEN.  
12  “Telcos to explain expensive but slow Internet at NTC hearing,” Rappler, October 21, 2014, http://bit.ly/1KFEKcw.  
13  “Filipino telcos not keen on setting minimum broadband speeds,” Telegeography,  February 2, 2015, http://bit.ly/181a8Rf. 
14  Ruth Abbey Gita, “’Abusive users’ to blame for slow internet,” Sun Star Cebu, September 4, 2014, http://bit.ly/1qIufIG 
15  Akamai, State of the Internet Report, Q3 2014, March 8, 2015, http://www.akamai.com/stateoftheinternet/.  
16  Matikas Santos,  “PH Internet slowest in ASEAN,” Inquirer, July 26, 2014,  http://bit.ly/1CXpMre. 
17  PLDT Products, http://pldthome.com/; Globe Telecom, http://www.globe.com.ph/#. 
18  Mica Basa, “No network service? It’s for Pope’s safety, say telcos,” Rappler, January 16, 2015, http://bit.ly/18siEsm  
19  Danessa O. Rivera, “Telcos note govt has say in blocking network coverage for papal visit,” GMA News Online, January 16, 
2015, http://bit.ly/1MhdUTL. 
20  Aurea Calica, “Palace appeals for understanding over jammed signals,” The Philippine Star, January 18, 2015, http://bit.
ly/1BVrFGt. 
21  National Statistics Office, “Philippines in Figures 2014.”
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of these connect to PLDT, which owns the majority of fixed-line connections as well as the 10,000 
kilometer domestic fiber-optic network that connects to several international networks. Since the 
completion of a new cable linking the central provinces of Palawan and Iloilo in January 2014,22 the 
company now owns or partly owns five out of nine international cable landings.23 

ICT Market 

Companies entering the market go through a two-stage process. First, they must obtain a congres-
sional license that involves parliamentary hearings and the approval of both the upper and lower 
houses. Second, they need to apply for certification from the National Telecommunications Com-
mission. The constitution limits foreign ownership of local businesses to 40 percent. Internet service 
is currently classified as a value-added service and is therefore subject to fewer regulatory require-
ments than mobile and fixed phone services.

In the 1990s, government legislation allowed competitors a foothold in a market previously domi-
nated by the PLDT, a company that had been U.S.-owned and Philippine government-owned before 
its current incarnation as a private entity.24 However, in the absence of antitrust laws to promote 
healthy competition between businesses, the PLDT now controls 70 percent of the country’s ICT sec-
tor.25 House Bill 5286, or the Philippine Fair Competition Act, a bill that would dismantle monopolies, 
has been languishing in the House of Representatives for at least 23 years since it was filed in the 
8th Congress (1987-1992).26

Globe is the sole challenger to PLDT, after it purchased debts from struggling competitor Bayan 
Telecommunications in early 2013.27 The complete takeover of Bayantel by Globe has been heav-
ily contested by PLDT, alleging that the move would result into a disproportionate distribution of 
frequencies, on grounds that Globe would have significantly more frequencies per subscriber than 
PLDT.28 

Regulatory Bodies 

The National Telecommunications Commission has regulated the industry with quasi-judicial powers 
and developed tariff and technical regulations, licensing conditions, and competition and intercon-
nection requirements since its creation in 1979. 

In 2015, business groups urged the Senate to act on the still pending Senate Bill No. 50 to create a 
specialized Department of Information and Communications Technology, citing the need to boost 
the country’s competitiveness through a streamlining of ICT-related agencies.29 The bill has been 

22  Miguel R. Camus, “PLDT Completes Palawan-Iloilo Link,” Philippine Daily Inquirer, January 26, 2014, http://bit.ly/1BVowGD.  
23  “Submarine Cable Map,” TeleGeography,  last updated February 1, 2014,  http://bit.ly/181agjA.  
24  Mary Ann Ll. Reyes, “PLDT: From voice to multi-media (First of Two Parts),” The Philippine Star, http://bit.ly/1O45UKY. 
25  Winston Castelo, “Controversy on PLDT-Digitel Merger,” Winnie Castelo Reports, November 22, 2011, http://bit.ly/1FzZ2wT. 
26  Lira Dalangin-Fernandez, “Guess which legislation has been at the House of Representatives the longest? Nope, not RH 
bill,” Interaksyon, March 9, 2015, http://bit.ly/1babVVU. 
27  By October, it owned 39 percent of Bayan and is awaiting approval from the National Telecommunications Commission 
to assume full control. See, Lawrence Agcaoili, “Entry of Globe in Bayantel crucial to its rehab,” The Philippine Star, January 23, 
2015, http://bit.ly/18sos4W. 
28  Lawrence Agcaoili, “PLDT questions Globe bid to acquire Bayantel,” The Philippine Star, February 2, 2015, http://bit.
ly/1aUUpoB. 
29  Chelsea Cruz, “Business groups press Congress for Department of ICT,” InterAksyon, February 25, 2015, http://bit.
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pending before a bicameral conference committee since March 2012. Three years later, on March 11, 
2015, some members of the 16th Congress reintroduced the bill as Senate Bill No. 2686 and was ap-
proved during the third reading on June 1. It has been with the lower chamber awaiting concurrence 
since June 4.30

At present, institutions governing the ICT sector are highly bureaucratic, often with ambiguous or 
overlapping responsibilities that slow the pace of development. Successive government adminis-
trations—including that of President Benigno Aquino—have modified the structure of official ICT 
bodies. His Executive Order 47 of 2011 established an Information and Communications Technology 
Office (ICTO) under the Department of Science and Technology (DOST) tasked with conducting re-
search, development, and capacity-building in the ICT industry.  However, the division of labor be-
tween this office and the Department of Transportation and Communications, which also deals with 
ICT-related communications, as well as the National Computer Center and the Telecommunications 
Office, is hard to perceive. If an ICT department is approved, all other ICT-related agencies will be 
abolished and their powers and personnel transferred to its jurisdiction. 

All relevant government bodies are headed by presidential appointees. Critics believe this creates a 
dependence on the incumbent administration, which determines their budget. 

Limits on Content

Freedom of expression online was tested in the country after news of a deadly encounter between the 
national police and the Muslim insurgents made national headlines. A video of the actual killings went 
viral on YouTube and was shared multiple times on different social media platforms, which prompted 
the president to issue a takedown order and the National Bureau of Investigation to investigate the 
origin of the video as well as those sharing and liking it. Online activism was less prominent than in 
previous years, when activists organized street protests through online campaigning.

Blocking and Filtering 

No systematic government censorship of online content has been documented in the Philippines, 
and internet users enjoyed unrestricted access to both domestic and international sources of infor-
mation during the coverage period of this report. Internet users freely access social networks and 
communication apps including YouTube, Facebook, Twitter, and international blog-hosting services. 
Although rare, blocking and filtering of content is allowed under a law that requires ISPs to prevent 
access to pornographic sites.31 The Department of Justice briefly sought to block Canada-based on-
line dating site Ashley Madison after it launched in the country in November 2014.32 According to 
Department Secretary Leila De Lima, “The website is a platform that allows illegal acts to be eventu-
ally committed. A ban may be enforced,” referring to the website’s promotion of extramarital affairs, 
which are illegal.33 

ly/1BH3Phh. 
30  SB 2686 (2015), http://bit.ly/1SuUXFm. 
31  TJ Dimacali, “ISPs tasked to block just child porn, not all adult sites – NTC,” GMA News Online, March 17, 2014, http://bit.
ly/1FnJD5x. 
32  Agence France-Presse, “DOJ seeks to block adultery website Ashley Madison,” GMA News Online, November 30, 2014, 
http://bit.ly/1Emkir6. 
33  The Revised Penal Code of the Philippines states that concubinage is a crime committed by “any husband who shall keep 
a mistress in the conjugal dwelling, or shall have sexual intercourse, under scandalous circumstances, with a woman who is not 
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The justice department backtracked a month later, stating that it could only request that telcos and 
ISPs block the website, rather than mandate it. This followed the Supreme Court’s ruling earlier in 
the year against Section 19, the infamous “takedown” clause of the 2012 Cybercrime Prevention Act 
that would have allowed the Department of Justice to “restrict or block” overly broad categories of 
content without a court order.34 In February, however, the Supreme Court ruled the section unconsti-
tutional, while upholding other provisions criminalizing online libel (see Legal Environment). 

Content Removal 

In early 2015, 44 members of the Philippine National Police Special Action Force in Mamasapano, 
Maguindanao, in the southern Philippines, were killed, allegedly by Muslim insurgents. Video of the 
Mamasapano Massacre, as it was dubbed in media reports, went viral on YouTube, eliciting public 
anger against the uploader of the video as well as the perpetrators, on grounds that sharing the 
footage was insensitive to the families. The Office of the President ordered the uploader to take 
down the video.35 After the individual refused to comply, the National Bureau of Investigation (NBI) 
threatened to go after the individual, and those who subsequently shared or “liked” it on social me-
dia.36 This announcement was issued in spite of the fact that the Supreme Court had found in their 
2014 ruling against Section 5 of the Cybercrime law that it was unconstitutional to punish those who 
simply like or share a post or video online. The NBI later said they had identified the source of the 
video, but no criminal charges were reported.37

On July 1, 2013, Senator Miriam Defensor Santiago refiled the Magna Carta for Philippine Internet 
Freedom in the Senate. 38 The bill attracted widespread support and discussion on social media.39 
Democracy.Net.PH, a group of internet freedom advocates, was particularly active,40 and Santiago 
credited the group for spearheading citizen participation in drafting a provision that “provides for 
court proceedings in cases where websites or networks are to be taken down and prohibits cen-
sorship of content without a court order.”41 The bill is pending in relevant committees and awaiting 
endorsement. 

Media, Diversity, and Content Manipulation  

Many news websites are online versions of traditional media, which self-censor due to the level of 
violence against journalists in the Philippines. While the same attitude may be reflected in their on-

his wife, or shall cohabit with her in any other place…”
34  Rep. Act 10175 (2012), http://bit.ly/1wjGai4.  
35  Andrea Calonzo, “Palace: Take down video of Mamasapano clash,” GMA News Online, February 11, 2015, http://bit.
ly/1x5MrmH. 
36  Aie Balagtas See, “NBI to hunt people sharing raw footage of SAF massacre,” The Philippine Star, February 21, 2015, http://
bit.ly/1HTVBTO. 
37  Mark Mereuñas, “Man who uploaded Mamasapano video goes to NBI in Davao,” GMA News Online, February 18, 2015, 
http://bit.ly/1x5Vhkc. 
38  SB 53 (2013), “Magna Carta for Philippine Internet Freedom,” http://bit.ly/1NX8OQ5. 
39  “Pinoy netizens welcome Miriam’s online rights bill,” ABS-CBN News, July 4, 2013, http://bit.ly/1xp4iQ0. Its counterpart, 
House Bill No. 1086, was also filed in House of Representatives; Center for Media Freedom and Responsibility, “Update: the 
Cybercrime Prevention Act of 2012,” September 12, 2013, http://bit.ly/1BGpYez. 
40  Demokrasya, “Democracy.Net.Ph. Marks First Anniversary of the Drafting of the Magna Carta for Philippine Internet 
Freedom (#MCPIF),” http://bit.ly/1FjKAvk.  
41  Norman Bordadora, “Santiago Proposes Magna Carta for Internet,” Inquirer, December 1, 2012, http://bit.ly/18rVQt6; 
Louis Bacani, “‘Crowdsourcing’ bill allows citizens’ online participation in lawmaking,” The Philippine Star, July 4, 2013, http://bit.
ly/1DnofxQ. 
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line output, the degree is difficult to establish. State officials and private authorities are periodically 
reported using harassment to suppress online speech.

More generally, the Philippine blogosphere is rich and thriving. Both state and nonstate actors ac-
tively use the internet as a platform to discuss politics, especially during elections. There have been 
no explicit government restrictions in place against any social media or communication applications 
in the Philippines.

Digital Activism 

In the previous three years, digital activism in the country had a significant impact on addressing 
a number of contentious sociopolitical issues, making national and international headlines and 
prompting positive action from the government.  Past successes include a 2013 protest against the 
alleged misuse of PHP 10 billion (US$220 million) from a Priority Development Assistance Fund, lo-
cally dubbed the “pork barrel,” by senators and members of congress. A Facebook petition called for 
the abolition of the fund and the filing of criminal charges against the lawmakers,42 and helped fuel 
nationwide protests.43 The Supreme Court subsequently declared the fund unconstitutional.44 In 2015, 
three senators and several NGO officials were in detention on charges of alleged corruption, while 
other lawmakers are still being investigated.45 In comparison, this coverage period saw a relatively 
low level of online participation in activist causes. 

Violations of User Rights

The Philippines criminalized online libel in 2012, punishable by harsher penalties than offline libel, a 
rights violation that the Supreme Court failed to rectify when it considered the constitutionality of the 
law in 2014. During the coverage period, a senator filed a criminal lawsuit against a former aide who 
blogged about irregularities in the senator’s dealings with development projects. A former journalist 
who was active online was killed by armed men in broad daylight in April 2015, though whether it was 
in reprisal for digital activity remains unclear. On a positive note, the House of Representatives finally 
approved its counterpart Freedom of Information bill, 22 years after it was filed in Congress.

Legal Environment 

The Bill of Rights of the 1987 constitution protects freedom of expression (Section 4) and privacy of 
communication (Section 1).46 However, some laws undermine those protections. Libel is punishable 
by fines and imprisonment under Articles 353 and 360 of the Revised Penal Code. This has historical-
ly been challenging to prove in online cases which lack a physical place of publication—one of the 
requirements for an offline prosecution—and in 2007, a Department of Justice resolution established 
that the Articles do not apply to statements posted on websites.47 

42  David Lozada, “Aug 26 anti-pork barrel protests spread nationwide,” Rappler, August 24, 2013, http://bit.ly/1Og4yMw. 
43  “Thousands join Million People March vs pork,” ABS-CBN News, August 26, 2013, http://bit.ly/1Qrp8IT. 
44  Mark Merueñas, “Supreme Court Declares PDAF Unconstitutional,” GMA News Online, November 19, 2013, http://bit.
ly/1NkzXN2. 
45  Patricia Denise Chiu, “Govt lawyers block ex-solon’s request to be detained at Camp Crame,” GMA News Online, February 
25, 2015, http://bit.ly/1MCZD3Q. 
46  Cons. (1987), art. III, Bill of Rights, http://bit.ly/1Qrp8IT. 
47  Department of Justice, Resolution No. 05-1-11895 on Malayan Insurance vs. Philip Piccio, et al., June 20, 2007. Article 353 
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Section 4c (4) of the 2012 cybercrime law, however, classified libel as a cybercrime. Section 6 stip-
ulates a higher degree of punishment for online libel with imprisonment of up to eight years,48 al-
most double the maximum penalty for the identical offense perpetrated offline which is punishable 
by prison terms of six months to four years and two months under the revised penal code.49 The 
Supreme Court suspended implementation of the law after widespread protests, but in a February 
2014 decision the court ruled that the libel provision was constitutional, keeping the disproportion-
ate penalties on the books. However, it clarified that users reacting online to a libelous post—by “lik-
ing” it, for example—could not be held liable, and struck down Sections 12 and 19 that would have 
allowed law enforcers to monitor and collect real-time traffic data without a court order.50 On April 
8, 2014, the Department of Justice began the first round of public consultations for the formulation 
of the Implementing Rules and Regulations (IRR) governing the act in accordance with Section 28, 
which gave the department 90 days to produce the IRR.51 After seven public consultations,52 the jus-
tice department concluded its review on June 11, 2015.53 This followed a Congressional inquiry into 
the three-year delay in the release of the IRR.54 Prior to the announcement, the justice department 
released guidelines on bail wherein PHP 10,000 (US$219) is required of anyone charged with online 
libel.55

If passed, the Magna Carta for Internet Freedom would repeal the cybercrime law and treat online li-
bel as a civil, not a criminal act, with penalties determined by the courts and commensurate to actual 
damages suffered. It also requires a court order for authorities seeking to obtain any data pertinent 
to acts it defines as criminal.56 It would further mandate the dissemination of public information as 
long as such information does not go against provisions in existing laws.57 

The Magna Carta initiative was supported by Senator Teofisto Guingona III, who separately filed 
the Crowdsourcing Act of 2013. Also known as Senate Bill No. 73, the act would not only allow citi-
zens to participate in the legislative process through the use of ICTs, but also require lawmakers to 
include the people’s comments in committee reports concerning pending bills. If passed, it would 
make some important measures mandatory: People’s committee hearings to be held in Congress 
(Section 6); continuous online participation by citizens while debates are being held on the floor 
(Section 7); and a pre-approval consultation (Section 8) wherein the president of the Philippines 
must allow people to send online comments about a pending bill for five days, and subsequently 

states that, “libel is committed by means of writing, printing, lithography, engraving, radio, phonograph, painting, theatrical 
exhibition, cinematographic exhibition, or any similar means.” The Department also stated that the accused are not culpable 
because they cannot be considered as authors, editors, or publishers as provided for in Article 360. Critics have further noted 
that the Revised Penal Code, which dates from 1932, long predates digital technology, and therefore shouldn’t be applied to 
digital content. 
48  SC Decision, G.R. No. 203335, February 11, 2014, http://bit.ly/1EZnzAA ;“Concurring and Dissenting Opinion,” C.J. Sereno, 
http://bit.ly/1KHhICy. 
49  Purple Romero, “DOJ holds dialogue on ‘E-Martial Law’,” October 9, 2012, Rappler, http://bit.ly/1NXmTx2. 
50  SC Decision, G.R. No. 203335, February 11, 2014, http://bit.ly/1EZnzAA.
51  Republic of the Philippines Department of Justice, “Public Consultations on Cybercrime IRR begins,” April 8, 2014, http://bit.
ly/1BGB5nG. 
52  Kim Luces, “7th public consultation for Cybercrime Prevention Act IRR meant to be last,” May 17, 2014, GMA News Online, 
http://bit.ly/1FoneFk.
53  Republic of the Philippines Department of Justice, “DOJ endorses IRR of Cybercrime Prevention Act,” June 11, 2015, http://
bit.ly/1KIjToJ.   
54  Republic of the Philippines House of Representatives, “Committee Meetings, 09-June-2015, Tuesday,” http://bit.ly/1JF8Aw7. 
55  “DOJ sets guidelines on bail for cybercrime,” Rappler,  June 7, 2015, http://bit.ly/1KImYVK. 
56  Jillian York, “A Brief Analysis of the Magna Carta for Philippine Internet Freedom,” Electronic Frontier Foundation, July 8, 
2013, http://bit.ly/1Lk2LV4. 
57  SB 53 (2013), “Magna Carta for Philippine Internet Freedom,” http://bit.ly/1NX8OQ5. 
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consider those comments for at least another three days, before signing a bill into law.58  Both bills 
were still pending in the Science and Technology Committee as of May 2015.

Twenty-two years after it was first filed in Congress, the Senate approved the People’s Freedom of 
Information Act of 2013 in March 2014.59 In November, the lower chamber also approved the bill, 
which critics said was watered down.60 The bill passed the Committee on Appropriations on March 4, 
2015; the bill is awaiting second reading, the timeframe for which is not known.61 

Prosecutions and Detentions for Online Activities 

At least one concerning libel case was filed during the coverage period in the wake of the Supreme 
Court’s ruling that punishing online libel under the Cybercrime Prevention Act is constitutional. On 
October 10, 2014, Senate President Franklin Drilon filed charges against a journalist who blogged 
about the senator’s alleged misuse of public funds.62 Charges are pending following the journalist’s 
posting bail on February 20, 2015.63 Earlier in 2014, Senator Drilon had publicly supported another 
senator’s proposal to decriminalize online libel.64 

In a report released on March 15, 2015, the justice department cited 614 cybercrime incidents re-
corded by the Philippine National Police Anti Cybercrime Group in 2014, an increase of more than 
100 percent from the 288 cases in 2013. Libel accounted for 16 percent of cases in 2014, second only 
to internet fraud at 22 percent.65

Surveillance, Privacy, and Anonymity 

A 2012 Data Privacy Act established parameters for the collection of personal financial information 
and an independent privacy regulator.66 Other laws with privacy implications include the Anti-Child 
Pornography Act of 2009 which explicitly states that its section on ISPs may not be “construed to re-
quire an ISP to engage in the monitoring of any user,”67 though it does require them to “obtain” and 

“preserve” evidence of violations, and threatens to revoke their license for noncompliance; Section 
12 of the law also authorizes local government units to monitor and regulate commercial estab-
lishments that provide internet services. Under the Human Security Act of 2007, law enforcement 
officials must obtain a court order to intercept communications or conduct surveillance activities 

58  SB 73 (73), “Philippine Crowdsourcing Act,” http://www.senate.gov.ph/lisdata/1589313132!.pdf.  
The Guingona Project, http://theguingonaproject.com/. 
59  Center for Media Freedom and Responsibility, “Freedom of Information: Timeline of FOI Legislation in the Philippines,” 
http://bit.ly/1x81L21.  
60  Xianne Arcangel, “House panel approves FOI bill,” GMA News Online, November 24, 2014, http://bit.ly/1x6fdnh. 
61  Official Gazette of the Republic of the Philippines, “Freedom of Information Bill update,” http://www.gov.ph/foi/. 
62  Ernie Reyes, “Drilon slaps 4 counts of libel on Iloilo journo in Pasay City,” InterAksyon, October 5, 2014, http://bit.
ly/1MD9Ey2. 
63  Joel Locsin, “Former Iloilo administrator posts P40k bail,” GMA News Online, February 20, 2015, http://bit.ly/1K1L5xW. 
64  Charissa Luci, “Move to repeal Cybercrime Law gaining,” Manila Bulletin, March 3, 2014, http://bit.ly/1G89vk8. 
65  Department of Justice, Philippines 2014-2015 Cybercrime Report: The Rule of Law in Cyberspace, March 15, 2015, http://bit.
ly/1OWp6Ie. 
66  Alec Christie and Arthur Cheuk, “Australia: New tough privacy regime in the Philippines Data Privacy Act signed into law,” 
DLA Mondaq, October 27, 2012, http://bit.ly/1HVsGie; Rep. Act 10173 (2012), http://bit.ly/PcYtpj; Janette Toral, “Salient Features 
of Data Privacy Act of 2012 – Republic Act 10173,” Digital Filipino, December 17, 2012,  http://bit.ly/1Clq5hl/.
67  Rep. Act 9775 (2009), “Anti-Child Pornography Act of 2009,” http://bit.ly/1Nshm2Y. 

647

http://www.senate.gov.ph/lisdata/1589313132!.pdf
http://theguingonaproject.com/
http://bit.ly/1x81L21
http://bit.ly/1x6fdnh
http://www.gov.ph/foi/
http://bit.ly/1MD9Ey2
http://bit.ly/1MD9Ey2
http://bit.ly/1K1L5xW
http://bit.ly/1G89vk8
http://bit.ly/1OWp6Ie
http://bit.ly/1OWp6Ie
http://bit.ly/1HVsGie
http://bit.ly/PcYtpj
http://digitalfilipino.com/salient-features-of-data-privacy-act-of-2012-republic-act-10173/
http://bit.ly/1Nshm2Y


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Philippines

against individuals or organizations suspected of terrorist activity.68 To date, no abuse of this law has 
been reported.

There are no restrictions on anonymous communication in the Philippines. The government does 
not require user registration for internet and mobile access, and prepaid services are widely avail-
able, even in small neighborhood stores. However, reports about the increasing frequency of crimes 
committed on the internet, particularly rising incidents of child pornography, have prompted some 
government and law enforcement officials to call for a law requiring the registration of SIM cards for 
prepaid subscribers.69 

Intimidation and Violence 

Violence against journalists is a significant problem in the Philippines. As of March 2015, the Com-
mittee to Protect Journalists reported at least 77 Philippine journalists had been killed in relation to 
their work—most covering political issues like corruption—since 1992.70  Not one of these murders 
has been fully prosecuted—meaning that not everyone responsible for ordering and executing each 
killing has been tried and convicted—creating an entrenched culture of impunity that sends the 
message that individuals exercising free speech can be attacked at will. 

Fears that online journalists may experience the same violence were exacerbated early this year 
when two armed men shot and killed Melinda Magsino, a former broadsheet correspondent who 
later ran an online magazine, but who was no longer actively reporting.71 Some reports said she also 
wrote about current affairs on her personal Facebook page, but police were also investigating other 
possible motives.72 

In a case some observers described as harassment in response to online speech, university officials 
suspended a student for publicly protesting against increased school fees on Facebook in 2015.73

Technical Attacks

There have been no reports of politically motivated incidents of technical violence or cyberattacks 
perpetrated by the government toward private individuals. However, as in the previous coverage pe-
riod, hackers attacked several government websites. Responding to the Mamasapano massacre, the 
hacktivist group, Anonymous Philippines, claimed responsibility for altering government websites 
to display condolences for the families of the fallen Special Action Force unit, and criticism against 
President Aquino for mishandling the official response to the tragedy.74

68  “Rep. Act 9372 (2007), “Human Security Act,” http://bit.ly/1UJSzXj. 
69  Aurea Calica, Jose Rodel Clapano and Mike Frialde, “Pre-paid SIM registration Mulled,” The Philippine Star, January 19, 
2014, http://bit.ly/1UJSzXj. 
70  Committee to Protect Journalists, “77 Journalists killed in Philippines since 1992/Motive Confirmed,” Accessed March 16, 
2015, http://bit.ly/1DrMpre. 
71  “Ex-PDI reporter shot dead in Batangas,” April 14, 2015, Inquirer, http://bit.ly/1bKqMpz; International Federation of 
Journalists, “Melinda Magsino-Lubis,” April 13, 2015, http://bit.ly/1Og97q2. 
72  Rose-An Jessica Dioquino, “Slain journalist working on several possible stories before fatal shooting, says partner,” GMA 
News Online, April 16, 2015, http://bit.ly/1EwUIN6. 
73  “CHEd: No final decision on tuition hikes yet as consultations still ongoing,” InterAksyon, February 26, 2015, http://bit.
ly/19o5bTN. 
74  Charmaine De Lazo, “Gov’t sites hacked to protest ‘misencounter’,” The Philippine Star, January 31, 2015, http://bit.
ly/1LizYSH.   
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Key Developments: June 2014 – May 2015

•	 In June 2014, the president signed new amendments to the criminal code that increased 
penalties for disseminating materials online related to “extremism” or religious hatred, 
and criminalized the financing of extremist activity—a vague term that has been applied 
to the work of nongovernmental organizations and independent media outlets (see Le-
gal Environment). 

•	 The government continued to censor content related to the conflict in Ukraine and an-
tigovernment protests, and threatened to block entire platforms due to the increasing 
difficulty of blocking individual pages (see Blocking and Filtering).

•	 In July 2014, the president signed a new data localization law that required technology 
companies processing Russians’ data to host the information on local servers. As compa-
nies decided how and whether to comply with the law ahead of the September 1, 2015, 
deadline, privacy advocates raised concerns that the rule could make Russians more sus-
ceptible to government surveillance (see Media, Diversity, and Content Manipulation 
and Surveillance, Privacy, and Anonymity). 

Russia
2014 2015

Internet Freedom Status Partly 
Free

Not 
Free

Obstacles to Access (0-25) 10 10

Limits on Content (0-35) 22 23

Violations of User Rights (0-40) 28 29

TOTAL* (0-100) 60 62

* 0=most free, 100=least free

Population:  143.7 million

Internet Penetration 2014:  71 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Internet freedom in Russia has deteriorated steadily over the past few years, with a steeper decline 
from 2013 to 2014 following the Euromaidan protests in neighboring Ukraine and Russia’s subse-
quent annexation of Crimea. During this time, blocking of online content expanded significantly, and 
the government enacted a series of restrictive laws. Since mid-2014, the authorities have continued 
to constrict the environment for freedom of expression and information online by blocking or eco-
nomically targeting critical media outlets, increasing criminal penalties for online activities, and pros-
ecuting or arresting internet users for their posts.

In June 2014, the president signed new amendments to the criminal code that increased penalties 
for disseminating materials online related to “extremism,” setting prison terms of up to five years, 
as well as increasing penalties for “inciting hatred” to terms of up to six years. Other amendments 
criminalized the financing of extremist activity—a vague phrase that has been applied to the work 
of nongovernmental organizations (NGOs) and independent media outlets. For example, the on-
line news outlet Grani.ru, which had already suffered revenue losses after being blocked in March 
2014 for allegedly extremist content, was unable to receive donations or funding due to these new 
amendments. In addition, in May 2015 a new law on “undesirable organizations” included bans on 
disseminating information from the blacklisted groups.

The government has continued to target social media and technology companies, though with 
varying success. Laws passed in May and July 2014 required the registration of bloggers and the 
storing of all Russians’ data on servers located within Russia, but they have been difficult to enforce. 
Nevertheless, many are concerned that data-localization rules could make it easier for the Russian 
government to access internet users’ information, infringing on their right to privacy. Meanwhile, the 
authorities continue to expand their capacity for surveillance of communications by requiring all in-
ternet and mobile service providers to upgrade to SORM-3 technology, which provides intelligence 
agencies with greater access to the content of communications through deep packet inspection 
(DPI).

Obstacles to Access

The internet penetration rate in Russia continues to grow, and the majority of would-be users can find 
internet access at an acceptable speed and for an affordable price. At the same time, the market for 
information and communication technologies (ICTs) is still heavily regulated, and most services are un-
der direct or indirect state control.

Availability and Ease of Access   

Internet access in Russia continues to expand. According to data from the Public Opinion Founda-
tion, the internet penetration rate had reached 51 percent by the end of 2014, compared with 46 
percent by the end of 2013.1 The International Telecommunication Union (ITU) places the figure 
somewhat higher, reporting an internet penetration rate of 71 percent by the end of 2014, compared 

1  Public Opinion Foundation, “Internet in Russia: Dynamics of Penetration. Fall 2014” [in Russian], December 29, 2014, http://
bit.ly/1jR6MpM. 
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with 68 percent in 2013 and just 29 percent in 2009.2 More than half of internet users are under 
the age of 35. The speed of access is also increasing: According to Akamai, the average connection 
speed in Russia was 9 Mbps by the end of 2014, which is significantly higher than in most other 
post-Soviet states.3 In addition, the mobile phone penetration rate reached 155 percent in 2014,4 
meaning there were more subscriptions than inhabitants; for mobile broadband subscriptions, the 
rate was 65.9 percent.5 According to a poll by the Russia Public Opinion Research Center, 55 percent 
of Russian internet users access the internet through smartphones, 73 percent with desktop comput-
ers, 33 percent with mobile phones, 41 percent via tablets, and 61 percent with laptops.6

There is no significant gender divide when it comes to internet access in Russia.7 Nevertheless, there 
is variation in access among the regions, in terms of both speed and price. For instance, in Mos-
cow and St. Petersburg, the average download speeds range from 16 to 19 Mbps, and the price of 
a monthly unlimited plan starts at US$6; in the rest of the country the average download speed is 
not more than 4 to 6 Mbps, while the minimum price in remote areas of the Far East is US$12 per 
month.8 

The median monthly income of Russian citizens in 2014, according to the Ministry of Labor and So-
cial Protection, was US$680 (using the average annual conversion rate from the ruble).9 Therefore, 
the cost of internet access is about 1.3 percent of the average income, which indicates that access is 
relatively affordable. Indeed, according to figures cited by the authors of the study Economics of the 
Russian Internet 2013–2014, only 4 percent of Russians stated that they would like to use the internet 
but cannot afford it.10

In May 2014, the Federal Communications Agency awarded a 10-year, US$4.7 billion contract to 
Russia’s largest state-owned internet service provider (ISP), Rostelecom, under which the company 
has committed to provide all settlements with a population of 250 to 500 people with points of in-
ternet access at speeds of at least 10 Mbps, entailing the installation of 200,000 km of fiber-optic ca-
bles. Internet access points will be established in more than 13,600 towns, reaching a total of some 4 
million additional people.11

Restrictions on Connectivity  

During the coverage period, there were no government-imposed internet outages or disruptions 
to communication platforms. However, in two separate incidents in August 2015, the telecommu-
nications authority banned articles on Wikipedia and Reddit (both related to recreational drug use), 

2  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000–2014, http://bit.ly/1cblxxY. 
3  Akamai, State of the Internet Q4 2014 Report, http://bit.ly/1OPtdHC. 
4  International Telecommunication Union, “Mobile-cellular subscriptions,” 2014, http://bit.ly/1jR6MpM.
5  Broadband Commission for Sustainable Development, The State of Broadband 2015, http://bit.ly/1QTuNrB. 
6  Russian Association of Internet Communication and Higher School of Economics, Economics of Runet, 2013–2014 [in Rus-
sian], December 17, 2014, http://bit.ly/1zQ6bLz.
7  Yuri Serebrov, “RuNet is slowly growing old,” [in Russian] Telecom Daily, March 30, 2015, http://bit.ly/1XgEOCy. 
8  Yandex.ru, “Internet in Russian regions” [in Russian], http://bit.ly/1LHD7dv. 
9  Ministry of Labor and Social Protection, Annual report for 2014 and prospectives for 2015 [in Russian], March 30, 2015, 
http://bit.ly/1NRUHOb.
10  Russian Association of Internet Communication and Higher School of Economics, Economics of Runet. 
11  Rostelecom, “Rossvyaz and Rostelecom signed a contract to eliminate the digital divide” [in Russian], news release, May 14, 
2014, http://bit.ly/1LHDftB. 
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leading ISPs to temporarily block each platform in its entirety, since both employ HTTPS on their 
websites, which prevents ISPs from blocking individual pages.12

In the summer of 2014, the Ministry of Communications announced the completion of a joint exer-
cise with the Defense Ministry, the Interior Ministry, and the Federal Security Service (FSB), in which 
the authorities examined ways to disconnect Russia from the global internet. They tested the scenar-
io of switching off the servers of the domains .RU and .РФ, which are located in Moscow, Novosibirsk, 
New York, Amsterdam, and Hong Kong. The exercise also simulated the deployment of an alterna-
tive system of domain-name servers hosted by Rostelecom. Officials claimed that the tests were only 
intended to prepare for cases in which the Russian internet is disconnected from the outside, on the 
initiative, for example, of the United States,13 but journalists, referring to sources in the ICT industry, 
said that a test for switching off the internet in Russia from the inside was also considered.14 At the 
same time, President Vladimir Putin made public statements declaring that Russia had no intention 
of limiting access to the internet. Given that Russia has over 300 companies that have purchased 
connectivity with outside providers, each of which would have to be shut off in order to completely 
disconnect the country from the global internet, it would be much more difficult for the Russian 
government to implement a so-called “kill switch” than it has been for other governments whose 
countries only had a few connections to the international infrastructure.15

ICT Market 

The communications market in Russia is still relatively concentrated among a few companies. The 
five largest operators control 67 percent of the market for broadband internet access. The state-
owned Rostelecom controls 36 percent of the market, followed by TransTelecom, ER-Telecom, MTS, 
and Vimpel Communications (Beeline).16 The market for mobile phone access has become more 
concentrated over the past year: As of the fourth quarter of 2014, four major companies—Mobile 
TeleSystems, Megafon, Vimpel Communications, and Tele2—controlled 99 percent of the market, 
compared with 92 percent in 2013.17

Regulatory Bodies 

The ICT and media sector is regulated by the Federal Service for Supervision of Communications, 
Information Technology, and Mass Media (Roskomnadzor), under the control of the Ministry of 
Communications and Mass Media. The head of Roskomnadzor, Aleksandr Zharov, was appointed by 
executive decree on May 3, 2012. Roskomnadzor is responsible for carrying out orders issued by the 
Prosecutor General’s Office to block content that is extremist or contains calls for participation in 
unsanctioned public actions, according to a new law that went into effect on February 1, 2014. As a 
result, Roskomnadzor has become a primary player in the field of controlling and filtering informa-
tion on the internet.

12  Shaun Walker, “Russia briefly bans Wikipedia over page relating to drug use,” Guardian, August 25, 2015, http://bit.ly/1hbj-
dvn; Andrew Griffin, “Reddit banned in Russia because of one thread,” Independent, August 13, 2015, http://ind.pn/1PvYKzY. 
13  Nataliya Raibman, “Peskov: ‘Mad voices’ can demand to switch Russia off the internet” [in Russian], Vedomosti, October 1, 
2014, http://bit.ly/1KltRXa. 
14  “Putin and Security Council will discuss Russia’s shutdown of the internet from outside” [in Russian], Forbes Russia, October 
1, 2014, http://bit.ly/1LAqnSr.
15  Luke Johnson, “Explainer: Can Russia Disconnect From the Internet?” RFE/RL, October 2, 2014, http://bit.ly/1jy7mcC. 
16  Anastasiya Gavrilyuk, “Broadband is at the limit” [in Russian], Telecom Daily, January 21, 2015, http://bit.ly/1W1YWG6. 
17  Advanced Communication & Media, “Cellular Data, 4Q2014,” accessed May 19, 2015, http://bit.ly/1MQTvt6. 
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Limits on Content

The benefits of increases in access and the expansion of internet infrastructure have been offset by in-
creasing censorship. The government continues to block websites based on an expanding list of restrict-
ed content. The leading independent online news outlets that were originally blocked in the spring of 
2014 for their critical coverage of the Kremlin are still restricted, while others, facing economic pressure, 
have changed their editorial positions to become less critical of the government. In addition, the au-
thorities are increasingly pressing large foreign companies like Google, Twitter, and Facebook to com-
ply with content-removal demands. Meanwhile, the government actively manipulates public opinion 
through state-controlled media and paid commentators.

Blocking and Filtering 

Since June 2014, the government has continued to block content related to antigovernment pro-
tests, the conflict in Ukraine, or support of opposition figures. This campaign of censorship began 
in earnest in March 2014, when, in the run-up to the Crimean secession referendum, the prosecutor 
general issued an order to block access to three major opposition websites—Grani.ru, a news site 
known for its criticism of the Kremlin, particularly the crackdown on and subsequent prosecution of 
participants in the 2012 Bolotnaya Square protests; Ezhednevny Zhurnal (Ej.ru), a news and opinion 
site; and Kasparov.ru, the website of former chess champion and current opposition figure Gary 
Kasparov.18 The owners of the websites were not provided with an explanation as to what content 
had violated the law and prompted the blocking order. At the same time, the authorities blocked ac-
cess to the personal blog of opposition leader Aleksey Navalny and the website of the radio station 
Ekho Moskvy (Echo of Moscow), though these two were unblocked within a few days.19 

In December 2014, ahead of the sentencing of Navalny and his brother Oleg in what was widely 
seen as a trumped-up fraud case, Roskomnadzor issued a request to Facebook to block an event 
page for a planned protest on Moscow’s Manezh Square on January 15, which thousands of us-
ers had already indicated they would attend. Facebook initially complied with the request, though 
it refrained from blocking subsequent event pages.20 On December 30, when the sentencing was 
moved up in a bid to preempt the protests, Roskomnadzor issued warnings to four media outlets 
that reported on the sentencing and carried links to a video of Navalny calling for demonstrations. 
The agency claimed the sites had posted content that was inciting extremism.21 Similarly, the former 
technical director of the social-networking site VKontakte, Nikolay Durov, reported that on Decem-
ber 21 the company had received 53 requests from Roskomnadzor to “block all pages, groups, and 
events that mention the name ‘Navalny.’”22

From 2012 to 2013 the Russian government enacted legal amendments that gave several agen-

18  Access to a number of online resources calling for unauthorized mass events was blocked. Roskomnadzor, “Ограничен 
доступ к ряду интернет-ресурсов, распространявших призывы к несанкционированным массовым мероприятиям,” news 
release, March 13, 2014, http://bit.ly/1hfY7Gh. 
19  Steven Wilson, “The logic of Russian internet censorship,” Washington Post, March 16, 2014, http://wapo.st/1W30wwI.
20  Michael Birnbaum, “Facebook blocks Russian page supporting Navalny, Putin’s biggest critic,” Washington Post, December 
20, 2014, http://wapo.st/1hP9nPL.
21  Roskomnadzor, “Вынесены предупреждения ряду средств массовой информации” [Roskomnadzor issued warnings to 
a number of media outlets], news release, December 30, 2014, http://bit.ly/1ZSHkkw.
22  Zhanna Ulyanova, Vitaly Akimov, Darya Luganskaya, Svetlana Reiter, “Block unavailable: How they try to cut ‘people’s as-
sembly’ for Navalny off the social networks” [in Russian], RBC, December 22, 2014, http://bit.ly/1EDyn0k.
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cies—including Roskomnadzor, the Prosecutor General’s Office, the Federal Service for Surveillance 
on Consumer Rights and Human Wellbeing (Rospotrebnadzor), and the Federal Drug Control Ser-
vice—the authority to make decisions about blocking various categories of information. Currently, 
these agencies have the authority to block, without a court order, the following types of content: 
information about suicide, drug propaganda, child pornography, information about juvenile victims 
of crimes, materials that violate copyright, content related to extremism, and calls for unsanctioned 
public actions or rallies. Any other information may be blocked by a court decision, provided that 
the court finds the content illegal. 

According to the nonprofit project RosComSvoboda, which conducts ongoing monitoring of blocked 
content, the following were blocked by the end of May 2015:

•	 773 sites for extremism and calls for protests (by orders from the Prosecutor General’s 
Office)

•	 3,981 sites containing drug-related content (by orders from the Federal Drug Control 
Service) 

•	 82 sites containing suicide propaganda (by the decision of Rospotrebnadzor)

•	 2,613 sites for the distribution of child pornography (by the decision of Roskomnadzor)

•	 2,701 sites, based on other court decisions, for the publication of various banned 
information

In most cases the legal framework offers no clear criteria for evaluating the legality of content, and 
public authorities do not always offer a detailed explanation for blocking decisions. The lack of pre-
cise guidelines sometimes leads telecom operators, which are responsible for complying with block-
ing orders, to carry out the widest blocking possible so as to avoid fines and threats to their licenses. 
Telecom operators are obliged to regularly consult the “blacklist” of banned websites, updated by 
Roskomnadzor. Moreover, the law does not specify how ISPs should restrict access; for example, 
based on the internet protocol (IP) address, the domain name, or the URL of the targeted page. Of-
ten the authorities do not consider it necessary to clearly indicate the specific pages that are meant 
to be blocked on a given site. As a result, entire sites, against which the authorities do not have any 
formal complaints, are often blocked. According to RosComSvoboda statistics, there are currently 
262,991 websites that have been accidentally blocked due to blocking orders carried out on the ba-
sis of IP addresses.

Content Removal 

The existing process for blocking online content, which only gives website owners a few hours or a 
few days to comply with the request, often leads them to delete the banned information rather than 
risk having the entire site blocked.

In cases where websites are registered as mass media, Roskomnadzor has additional powers to issue 
warnings to the editorial board about “abuse of freedom of mass media.” Article 4 of the law “On 
Mass Media” implies that such abuse can include, for example, incitement to terrorism, extremism, 
propaganda of violence and cruelty, information about illegal drugs, and obscene language. If a me-
dia outlet receives two warnings within a year, Roskomnadzor has the right to apply for a court order 
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to shut down the media outlet. Usually, the warnings from Roskomnadzor contain instructions to re-
move or edit the offending material. For example, in August 2014, at least 14 media outlets received 
warnings for publishing reports on a protest movement calling for greater regional autonomy, or 

“federalization,” particularly in Siberia. For instance, the magazine New Times was forced to remove 
from its website a large overview of the federalization phenomenon by journalist Aleksandr Litoy.

On December 30, 2014, Roskomnadzor issued warnings against four media outlets—Polit.ru, Busi-
ness Online, BFM.ru, and Mediazona—for publishing materials containing “calls to change the consti-
tutional order.” The content was actually a video of Aleksey Navalny’s speech after the verdict in the 
fraud case.23 In January 2015, at least six media outlets received warnings for publishing materials on 
that month’s terrorist attack against the French satirical magazine Charlie Hebdo, with Roskomnadzor 
issuing a formal statement that any cartoons on religious themes would be treated as extremism.24 
Most of the media outlets that received these warnings chose to remove the materials.

According to Twitter’s Transparency Report covering July to December 2014, the company received 
91 requests to remove information from Russian authorities, of which 13 percent were satisfied—two 
accounts and nine tweets were withheld.25 After the publication of the report, the head of Roskom-
nadzor publicly expressed dissatisfaction with the fact that Twitter was not fully cooperating and 
had refused to disclose user data or delete information at the request of Russian authorities.26 In the 
second half of 2014, Facebook limited access to 55 pieces of content “under local laws prohibiting 
content that promotes drug use and self-harm, extremist activities, unsanctioned mass riots/marches, 
and for violating the integrity of the Russian Federation.”27

Media, Diversity, and Content Manipulation  

The online media environment is becoming more restricted as the government attempts to coun-
teract information that might undermine its authority. While Russians are still able to access a wide 
variety of outside sources, many independent online media outlets within Russia have been forced 
to shut down over the past two years due to increasing pressure from the government, and progov-
ernment trolling continues to be a problem. Self-censorship is encouraged by the vague wording 
of restrictive legislation, the seemingly arbitrary manner in which these laws are enforced, and the 
near-total ineffectiveness of judicial remedies. Laws prohibiting “extremist content” and the govern-
ment’s crackdown on several media outlets have resulted in a chilling effect on free speech, partic-
ularly with regard to such sensitive topics as governance failures by the authorities, corruption, war 
with Ukraine, the annexation of Crimea, violation of civil rights, religion, and the LGBTI (lesbian, gay, 
bisexual, transgender, and intersex) community.

Several online media outlets that were originally blocked in March 2014 remain restricted. A number 
of other media outlets have received warnings from Roskomnadzor for their coverage of protests, 
the attack on Charlie Hebdo, or the criminal cases of Aleksey Navalny, meaning they run the risk of 
receiving a second warning and losing their licenses. While individuals are still able to use circum-

23  Roskomnadzor, “Roskomnadzor issued warnings to a number of media outlets” [in Russian]. 
24  Roscomnadzor, “Explanation about the cartoons on religious issues” [in Russian], news release, January 16, 2015, http://bit.
ly/1ZSIJaO. 
25  Twitter, “Removal requests: Worldwide,” Transparency Report, July–December 2014, http://bit.ly/1wZlsZK. 
26  “Roscomnadzor unsatisfied with the way Twitter withheld negative comments: only 55 tweets” [in Russian], Newsru, March 
25, 2015, http://bit.ly/1M3Thjt.
27  Facebook, “Russia,” Transparency Report, July–December 2014, http://bit.ly/1klKnkS. 

655

http://bit.ly/1ZSIJaO
http://bit.ly/1ZSIJaO
http://bit.ly/1wZlsZK
http://bit.ly/1M3Thjt
http://bit.ly/1klKnkS


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Russia

vention tools to access blocked content, officials at various levels have repeatedly spoken about the 
need to block access to such tools, though legislation to that effect has not yet been adopted. De-
spite the continued availability of circumvention tools, all blocked resources have reported a signifi-
cant reduction in traffic.

In the spring of 2015, hackers published leaks of correspondence from the deputy head of the Office 
of Internal Policy of the Presidential Administration, which indicated that the administration is active-
ly involved in a number of media outlets’ editorial policies and uses Roskomnadzor and the Prosecu-
tor General’s Office to exert pressure on those who resist such directives.28

Russian authorities continue to use the assistance of paid commentators to influence online content. 
A 2013 investigation conducted by journalists at Novaya Gazeta showed that some members from 
the pro-Kremlin youth movements Nashi and Molodaya Gvardiya organized paid campaigns on 
social-networking sites.29 In January 2014, the editors of the German newspaper Die Zeit reported a 
wavelike increase in the number of anti-Western user comments, believed to be propaganda, on the 
paper’s website at the time of the Euromaidan protests in Ukraine.30 Other media outlets, including 
Forbes and the Guardian, reported a similar flood of “insulting, combative” comments on any articles 
related to Russia or Ukraine. In March 2015, journalists at Novaya Gazeta and the St. Petersburg out-
let Moy Rayon published an investigation into the activity of pro-Kremlin paid commentators, reveal-
ing more than 500 accounts on the LiveJournal blogging platform that specialized in the publication 
of progovernment views and harassment of opposition activists.

Several new laws enacted during the coverage period also had the potential to restrict the informa-
tion available online. In October 2014 Putin signed amendments to the law “On Mass Media” that 
prohibit foreign citizens and organizations from owning more than 20 percent stakes in Russian 
media; the changes are scheduled to take effect in January 2016, though outlets have until 2017 to 
reduce their existing foreign ownership. In May 2015, a new law on “undesirable organizations” in-
cluded bans on disseminating information from the blacklisted organizations.

Data-localization laws can also have an impact on companies’ ability to operate within a given 
jurisdiction, and in July 2014 the Russian government enacted a law requiring technology compa-
nies processing Russians’ data to host the information on local servers. As international companies 
decided how and whether to comply with the law ahead of the September 1, 2015, deadline, some 
chose to reduce their presence in the country. In September 2014 the Russian branch of Adobe ap-
plied for liquidation.31 In November, Microsoft announced that it was closing its engineering office 
in Zelenograd and moving part of its staff to Prague.32 One month later, Google announced that it 
would also be closing its engineering offices in Russia.33

Digital Activism 

Despite the continued government pressure, the internet in Russia remains the most versatile and 

28  “The modern history of the Russian policy told in SMS” [in Russian], Insider, April 1, 2015, http://bit.ly/1IRolhh. 
29  Aleksandra Garmazhapova, “Where the trolls live. How internet-provocateurs work in Saint Petersburg and who rules them” 
[in Russian], Novaya Gazeta, September 9, 2013, http://bit.ly/1RTq1dZ. 
30  Annika von Taube, “Russische Botschaft” [in German], Zeit Online, January 27, 2014, http://bit.ly/1GQlUJ7. 
31  Darya Trosnikova, “Adobe liquidates its office in Russia” [in Russian], Vedomosti, September 26, 2014, http://bit.ly/1jy8pJk. 
32  Pavel Kantyshev, “Zelenograd without Skype” [in Russian], Vedomosti, November 10, 2014, http://bit.ly/1XgGps9. 
33  Andrew Griffin, “Google engineers to leave Russia,” Independent, December 12, 2014, http://ind.pn/1XgGtbh.
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effective tool for activism. In 2014, social-networking sites were used successfully to organize public 
events. Some experts believe that the large groups that mobilized to demonstrate support for the 
Navalny brothers drove the courts to move up their sentencing date from January 15 to December 
30—to preempt planned protests—and influenced the eventual outcome, in which Aleksey Navalny 
was sentenced to probation instead of imprisonment. Information about the protests spread on 
Facebook, Twitter, Vkontakte, Odnoklassniki, Google+, and other platforms, and demonstrations 
were organized in Moscow, Yekaterinburg, Perm, Novosibirsk, Berlin, New York, and London.

In addition to organizing protests via social media, Russians have continued to use crowdfunding as 
a tool for activism and mobilization. The crowdfunding platforms Planeta.ru and Boomstarter.ru have 
collected approximately US$7 million over two years to fund various community projects.

Violations of User Rights
The Russian government continues to enact laws that restrict online activity and increase the penalties 
for violations. In June 2014, the government passed amendments to the criminal code that set penal-
ties of up to five years in prison for posting extremist content online. The amendments also made it il-
legal to finance an organization deemed extremist, with punishments including fines and prison terms. 
In addition, the authorities continue to expand their capacity for surveillance of ICTs, including through 
an update in April 2015 to the SORM surveillance system that incorporates DPI technology, allowing 
intelligence agents to access and search the content of online communications.

Legal Environment 

Although the constitution grants the right to free speech, this right is routinely violated, and there 
are no special laws protecting online modes of expression. Online journalists do not possess the 
same rights as traditional journalists unless they register their websites as mass media. Russia re-
mains a member of the Council of Europe and a party to the European Convention on Human 
Rights and Fundamental Freedoms, Article 10 of which enshrines the right to freedom of expression. 
However, over the past few years Russia has adopted a set of laws and other acts that, coupled with 
repressive law enforcement and judicial systems, have eroded freedom of expression in practice. 
Courts tend to side with the executive authorities, refusing to apply provisions of the constitution 
and international treaties that protect the basic rights of journalists and internet users.

Over the past year, the government passed amendments to significantly increase the penalties for 
online incitement to separatism or calls for extremism, with prison terms up to five years, and in-
citement to hatred, with prison terms up to six years. In addition to the criminal penalties, the mere 
opening of a criminal case could serve as a basis for the inclusion of the accused on a list of extrem-
ists maintained by the Federal Financial Monitoring Service. Individuals on this list, even if they have 
not been convicted, are restricted from certain professions, and their bank accounts can be frozen.

The law establishes criminal penalties for defamation (Article 128.1 of the criminal code), defamation 
against a judge or prosecutor (Article 298.1), insulting the authorities (Article 319), calls for terrorism 
or justification of terrorism (Article 205.1), insulting religious feelings (Article 148), calls for extrem-
ism (Article 280), calls for separatism (Article 280.1), incitement of hatred (Article 282), spreading 
false information on the activities of the Soviet Union in World War II, or insulting “symbols of Rus-
sian military glory” (Article 354.1). In addition, administrative prosecutions can be brought against 
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individuals for displaying Nazi symbols or symbols of organizations deemed extremist (Article 20.3 
of the administrative code), the dissemination of extremist materials (Article 20.29), or insult (Article 
5.61).

Prosecutions and Detentions for Online Activities 

According to the SOVA analytical center, dozens of activists, journalists, and online editors continue 
to be subjected to administrative and criminal prosecution for content they post online.34 The ma-
jority of cases result in penalties such as fines and suspended sentences. However, the possibility of 
criminal prosecution even for reposting an item deemed to contain extremist content has had a sig-
nificant chilling effect, with users apparently more inhibited in discussing political and social issues 
online. 

There were several arrests and sentences over the past year for online activities falling under Article 
280 (calls for extremism) and Article 282 (incitement of hatred):

•	 In December 2014, the chairman of the Tatar Public Center, Rafis Kashapov, was arrested 
in Kazan on charges of inciting hatred. The arrest was prompted by Kashapov’s posts on 
Vkontakte, which supported Ukraine and the Crimean Tatars while condemning the illegal 
annexation of Crimea and the actions of Russian authorities.35 In September 2015, Kashapov 
was sentenced to three years in prison.36

•	 Krasnodar activist Darya Polyudova was arrested in August 2014 and spent six months in 
pretrial detention for using Vkontakte to call for a march demanding the federalization of 
Kuban, which was never held. According to Radio Free Europe/Radio Liberty, Polyudova was 
charged with promoting separatism and faces up to five years in prison.37

•	 In May 2015, LGBTI activist and environmentalist Konstantin Golava was arrested on charges 
of incitement and extremism. The arrest stemmed from antigovernment posts on VKontank-
te that were deemed extremist. He was released pending trial.38

•	 Sergey Reznik, a freelance blogger imprisoned since November 2013, was charged for a 
second time in July 2014 for allegedly insulting authorities online. The prosecution did not 
specify which blog posts on his LiveJournal account were being investigated. In January 
2015, Reznik was sentenced to an additional three years in prison.39

There were a number of other cases related to the dissemination of banned symbols or extremist 
materials online. More than a dozen users from various regions of Russia were prosecuted in 2014 
under Article 20 of the administrative code for circulating a video, originally published in 2011, that 

34  Analytical center SOVA, “Illegal anti-extremism” [in Russian], http://bit.ly/1LHEKaX. 
35  “Taken to Kazan” [in Russian], Grani, December 29, 2014, http://bit.ly/1Ce07Jc. 
36  “Tatar Activist Kashapov Gets 3-Year Prison Sentence for Crimea Posts,” Moscow Times, September 16, 2015, http://bit.
ly/1klKSf1. 
37  Natalya Dzhanpoladova, “Darya Polyudova: Free pending trial” [in Russian], Radio Svoboda, March 5, 2015, http://bit.
ly/1PDNVuH.
38  Front Line Defenders, “Russia—Human rights defender Konstantin Golava facing charges,” May 18, 2015, http://bit.ly/1Pw-
MDmd. 
39  Committee to Protect Journalists, “Imprisoned Russian journalist sentenced to new three-year jail term,” January 22, 2015, 
http://bit.ly/1W3ltHV. 
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criticized the ruling United Russia party.40 The video was deemed extremist in 2013, and the prosecu-
tor’s office indicted individuals who “liked” or reposted the video in 2014, with some cases resulting 
in fines.

Several individuals have also been questioned or fined for posting material that references Nazi 
symbols. In March 2015, a court in Ulan-Ude fined Mariya Burdukovskaya RUB 1,000 (US$20) for 
posting an image on VKontakte of a Nazi-style eagle over the phrase “grammar will make you 
free”—a reference to a joke about “grammar Nazis.”41 Also in March 2015, Readovka.ru correspon-
dent Polina Petruseva was fined RUB 1,000 (US$20) for circulating a photograph on VKontakte of the 
German occupation of Smolensk during World War II. The photo depicted the house where the jour-
nalist is now living with a Nazi flag and swastika.42

Surveillance, Privacy, and Anonymity 

Over the past year, the Russian authorities have actively tried to limit internet users’ ability to remain 
anonymous online, while simultaneously expanding the government’s capacity for surveillance. The 
July 2014 data localization law, which requires all foreign internet companies to host Russians’ data 
on servers within the country, could facilitate the Russian government’s access to user data.43 In May 
2014, Putin had signed a law that considered any website with over 3,000 daily viewers, including 
blogs and social media accounts, to be “mass media,” requiring them to register with the govern-
ment; among other effects, this decreased the space for users to communicate anonymously online.44 
The measure also contained wording that would require any services hosting such outlets to main-
tain records of their data on servers located within Russia. As of May 2015, more than 700 popular 
bloggers were included on the list.

In July 2014, the Ministry of Communications issued an order regarding the new requirements for 
ISPs to update their equipment for the implementation of SORM, the system used by the security 
services to carry out surveillance.45 As of March 31, 2015, ISPs in Russia were required to upgrade to 
SORM-3, which uses DPI technology, enhancing the ability of the security services to monitor con-
tent on all telecommunications networks in Russia.

SORM, or “system for operational investigative measures,” has been gradually improved since it was 
first launched in the late 1990s. Indeed, there is evidence that the Russian government has signifi-
cantly increased its overall surveillance capabilities over the past few years. Procurement documents 
revealed the extent to which the government had expanded its domestic surveillance infrastructure, 
including upgrades to telephone and Wi-Fi networks, ahead of the February 2014 Winter Olympic 
Games in Sochi.46 Such technology has been used for political purposes in the past, including the 

40  Analytical center SOVA, “Tatarstan continues fight against Navalny’s video” [in Russian], December 9, 2014, http://bit.ly/
1JTZcFK. 
41  Nikita Likhachev, “‘Grammar-Nazi’ from Buryatiya got a penalty for a picture with the ‘Nazi eagle’ on VKontake” [in Rus-
sian], TJournal, March 17, 2015, http://bit.ly/1PDOdlw. 
42  Analytical center SOVA, “Smolensk journalist prosecuted for publishing photo of her yard from WW2” [in Russian], March 2, 
2015, http://bit.ly/1jRtuy0.
43  Paul Sonne and Olga Razumovskaya, “Russia Steps Up New Law to Control Foreign Internet Companies,” Wall Street Jour-
nal, September 24, 2014, http://on.wsj.com/1wylGQd. 
44  Neil MacFarquhar, “Russia Quietly Tightens Reins on Web With ‘Bloggers Law,’” New York Times, May 6, 2014, http://nyti.
ms/1slgNL3. 
45  Rublacklist, “SORM-3 shall be implemented by March 31, 2015” [in Russian], October 11, 2014, http://rublacklist.net/8827/. 
46  Shaun Walker, “Russia to monitor ‘all communications’ at Winter Olympics in Sochi,” Guardian, October 6, 2013, http://bit.
ly/196oL5B. 
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targeting of opposition leaders. In a Supreme Court case in November 2012 involving Maksim Petlin, 
an opposition leader in the city of Yekaterinburg, the court upheld the government’s right to eaves-
drop on Petlin’s phone conversations because he had taken part in “extremist activities,” namely 
antigovernment protests. Online surveillance represents somewhat less of a threat in the major cities 
of Moscow and St. Petersburg than in the regions, where almost every significant blog or forum is 
monitored by the local police and prosecutor’s office. Most of the harassment suffered by critical 
bloggers and other online activists in Russia occurs in the regions.

Under current legislation, in order to receive an operating license, ISPs are required to install equip-
ment that allows security services to monitor internet traffic. ISPs that do not comply with SORM 
system requirements are promptly fined, and may have their licenses revoked if problems persist. 
Russian authorities are technically required to obtain a court order before accessing an individual’s 
electronic communications data; however, the authorities are not required to show the warrant to 
ISPs or telecom providers, and FSB officers have direct access to operators’ servers through local 
control centers. Experts note that there is no information about any government efforts to punish 
security officers who abuse tracking methods.47 ISPs and mobile providers are required to grant 
network access to law enforcement agencies conducting search operations, and to turn over other 
information requested by the prosecutor’s office, the Interior Ministry, the FSB, or the Investigative 
Committee.

There are currently no explicit restrictions on the use of circumvention tools or anonymizers, though 
such tools may be banned in the near future. Russian officials have periodically proposed the idea of 
prohibiting the use of anonymizers and proxy servers, and in August 2013 it was reported that the 
FSB was developing a package of laws to block access to Tor and foreign proxy servers for Russian 
users.48 In April 2015, a court issued a decision to block the website of RosKomSvoboda, which pro-
vided instructions on how to use circumvention tools. The ruling stated that the website “is an ano-
nymizer,” which is incorrect, and anonymizing tools are not currently banned in any case.49

Presently, identification is needed to sign a contract for internet access or mobile service. In addition, 
owners of public Wi-Fi facilities are required to use content filters to protect children from potential-
ly “harmful” information. This requirement may force owners to implement age checks for users. As 
of April 2015, according to the Department of Information Technology in Moscow, identification was 
required for use of all public Wi-Fi networks in the city.50

Intimidation and Violence 

Impunity flourishes in Russia, and perpetrators of attacks on online activists and bloggers continue 
to avoid prosecution.51 The failure of the authorities to protect activists and uphold international hu-
man rights standards have set dangerous precedents that foster a climate of intimidation.52 Investi-
gations into past attacks, such as the 2011 murder of Chernovik founder Gadzhimurad Kamalov and 

47  Aleksey Alikin, ”SORM in public” [in Russian], Russkaya Planeta, July 29, 2013,  http://rusplt.ru/policy/policy_3890.html. 
48  “FSB conducts the law against anonymity on the net” [in Russian], Izvestia, August 16, 2013, http://izvestia.ru/news/555552. 
49  Tetyana Lokot, “Did Russia Just Effectively Outlaw Internet Anonymizers?” Global Voices Advocacy, May 28, 2015, http://bit.
ly/1Xhpplm. 
50  Rublacklist, “There will be no anonymous access to public Wi-Fi in Moscow” [in Russian], March 2, 2015, http://bit.ly/1GnG-
1DK. 
51  Index on Censorship, “Russia: End the cycle of impunity,” November 2, 2014, http://bit.ly/1J7VOXL. 
52  “A New Power Struggle in Dagestan?” Radio Free Europe/Radio Liberty, December 19, 2011, http://bit.ly/1Srp0ui. 
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the 2013 murder of Caucasian Knot journalist Akhmednabi Akhmednabiyev, have been suspended or 
remain ineffective.53 

In August 2014, Timur Kuashev, a blogger for Kavkazkaya Politika (Caucasian Politics), Caucasian 
Knot, and Dosh, was found dead on the outskirts of Nalchik.54 Kuashev’s writings criticized the ac-
tions of local government and law enforcement officials.55 In January 2015, Sergey Vilkov, a journalist 
for the independent news website Obshchestvennoye Mneniye (Public Opinion), was assaulted in 
Saratov. The attack was apparently motivated by Vilkov’s investigative reports on government cor-
ruption and organized crime in the region.56 Vyacheslav Starodubets, a Dagestan-based blogger and 
founder of My Derbent, a website reporting on local corruption, was kidnapped, badly beaten, and 
hospitalized in April 2015.57

The threat of harassment, violence, or criminal prosecution has forced some activists and bloggers to 
flee the country. In November 2014, Altai activist Andrey Teslenko, accused of provoking hatred on-
line, was granted asylum in Ukraine.58 Teslenko had reposted an article on VKontakte that criticized 
Russia’s call for Ukraine to crack down on protesters during the Euromaidan protests. In an earlier 
case, Maksim Yefimov, a human rights defender and journalist, was granted asylum in Estonia in 
2012. He is currently being investigated under Article 282.1 of the criminal code over an editorial he 
published that condemned corruption within Russia’s Orthodox Church.59

In August 2014, eight journalists were violently attacked or otherwise obstructed in Pskov, apparent-
ly in connection with their investigations into the burials of paratroopers who were allegedly killed 
in eastern Ukraine, despite the Russian government’s denial that any troops were deployed there. In 
one incident, four journalists—Vladimir Romensky of TV Dozhd, Ilya Vasyunin of Russkaya Planeta, 
Nina Petlyanova of Novaya Gazeta, and Irina Tumakova of the website Fontanka.ru—were attacked 
by unidentified assailants.60 The group was visiting the site of the secret burials when the attackers 
attempted to break their car’s windows and slit its tires.61 The assault was documented on video, and 
an investigation was launched following pressure from the Russian Council for Civil Society and Hu-
man Rights. 

Technical Attacks

Cyberattacks against independent media, blogs, and news portals continue to inhibit Russian inter-
net users’ ability to access such sites. In September 2014, Google notified several of its Russian users 

53  “At UN HRC session, ‘Article-19’ demands that Russian authorities reopen inquiry into Akhmednabiyev’s killing” [in Russian], 
Caucasian Knot, September 2014, http://eng.kavkaz-uzel.ru/articles/29361/ 
54  “Timur Kuashev found dead in Kabardino-Balkaria” [in Russian], Caucasian Knot, August 1, 2014, http://bit.ly/1GfZWoe. 
55  Orhan Dzemal, “The investigation of Timur Kuashev’s murder” [in Russian], Orhan Dzemal Blog, Caucasian Politics, Decem-
ber 23, 2014, http://bit.ly/1M4TNgU.
56  Committee to Protect Journalists, “Russian journalist beaten in Saratov, second from same site in five months,” January 14, 
2015, http://bit.ly/1HYK1to. 
57  “Journalist in Daghestan Beaten, Hospitalized,” Radio Free Europe/Radio Liberty, April 6, 2015, http://bit.ly/1ChklBU. 
58  Kseniya Gogitidze, “Ukraine grants asylum to Russian activist” [in Russian], BBC, November 17, 2014, http://bbc.in/1J4lnJi.
59  Front Line Defenders, “Russian Federation: Update – Supreme Court of Kareliya due to hear human rights defender Mr. 
Maxim Efimov’s appeal,” August 20, 2013, http://bit.ly/1Gg0kmQ. 
60  “Human Rights Council asks Bastrykin to investigate attack on journalists at graveyard near Pskov” [in Russian], Novaya 
Gazeta, August 26, 2014, http://bit.ly/1Gg0r1D. 
61  Elena Milashina, “Journalists investigating deaths of Russian soldiers are threatened and attacked,” Committee to Protect 
Journalists (blog), September 22, 2014, http://bit.ly/1GmSgtK. 
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that anonymous hackers from an unnamed state were trying to access their accounts.62 The news 
portal Kasparov.ru, which had already been blocked for internet users within Russia in March 2014, 
reported two massive distributed denial-of-service (DDoS) attacks against its website in May 2015.63 

In previous years, websites that suffered DDoS attacks included the internet project Demokrator.ru, 
Saint Petersburg news portals Zaks.ru and Lenizdat.ru, the website of the SOVA Center for Informa-
tion and Analysis, the website of the daily newspaper Moskovsky Komsomolets, the Murmansk-based 
portal Bloger51.ru, and the websites of Novaya Gazeta and TV Dozhd.

62  Irina Yuzbekova and Roman Dorokhov, “Google notified its Russian users about an attack” [in Russian], RBC, September 9, 
2014, http://bit.ly/1LAZa1X.
63  “Kasparov.ru under second DDoS attack” [in Russian], Grani, May 28, 2015, http://bit.ly/1OPYQku. 
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Key Developments: June 2014 – May 2015

•	 As a result of the government’s commitment to ICT development, the Alliance for Afford-
able Internet listed Rwanda as the top-ranked developing country in its 2014 Affordabili-
ty Index (see Availability and Ease of Access). 

•	 Three BBC websites were blocked in October 2014 in response to the BBC’s broadcast of 
the controversial documentary, “Rwanda, The Untold Story” (see Blocking and Filtering). 

•	 Popular singer Kizito Mihigo was sentenced to 10 years in prison in February 2015 after 
he was found guilty of conspiring to overthrow the government in a trial that used his 
private WhatsApp and Skype messages to alleged opposition critics in exile against him 
as evidence (see Surveillance, Privacy, and Anonymity).

Rwanda
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 12 11

Limits on Content (0-35) 19 20

Violations of User Rights (0-40) 19 19

TOTAL* (0-100) 50 50

* 0=most free, 100=least free

Population:  11.1 million

Internet Penetration 2014:  11 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Not Free
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Introduction

In the past year, the government of Rwanda under President Paul Kagame intensified its ambitious 
economic development strategy that aims to create a vibrant industry for information and commu-
nication technologies (ICTs) and position Rwanda as a regional ICT hub. Although internet penetra-
tion remained low—hampered primarily by poverty and a lack of appropriate infrastructure, espe-
cially in rural areas—access continually expanded due to public and private investments in broad-
band technology across the country, while mobile internet access increased at an impressive rate. 

Despite progress in ICT access, the country’s tenuous political environment and sensitive ethnic 
relations since the 1994 genocide has led the government to exert some controls over online con-
tent and expression. Throughout 2014 and 2015, a number of independent online news outlets and 
critical blogs remained unavailable, joined by three BBC websites in October 2014 following the gov-
ernment’s outcry against the television broadcast of the documentary, “Rwanda, The Untold Story.” 
Though the documentary had not been aired in Rwanda, the government immediately suspended 
the BBC radio and web services, accusing the media outlet of “genocide denial,” a crime under the 
country’s harsh media laws.

Given the country’s restrictive political environment, there is a strong sense that government sur-
veillance over online communications has been increasing with little oversight. In April 2014,the 
government’s abuse of its surveillance powers was revealed in the trial against popular singer Kizito 
Mihigo, who’s private WhatsApp and Skype messages with alleged opposition critics in exile were 
used against him as evidence to convict him of conspiracy to overthrow the government. The inci-
dent led to revelations among ordinary Rwandans that their private communications are not safe. He 
was sentenced in February 2015 to 10 years in prison.

Obstacles to Access

As a result of the government’s commitment to ICT development, the Alliance for Affordable Internet 
listed Rwanda as the top-ranked developing country in its 2014 Affordability Index. The regulator’s lack 
of independence was revealed in its decision to ban BBC broadcast radio and websites in October 2014.

Availability and Ease of Access   

Although Rwanda has made major strides in expanding access to ICTs across the country, poverty 
continues to be the primary impediment to ICT uptake, especially the internet. Over 90 percent of 
the population lives in rural areas, with the majority practicing subsistence agriculture and approxi-
mately 45 percent still living below the poverty line.1 Consequently, internet penetration in Rwanda 
is still low at 11 percent in 2014, up from 9 percent in 2013, according to the International Telecom-
munication Union (ITU).2 By contrast, official government statistics cite an internet penetration rate 
of over 28 percent as of March 2015, which includes internet subscriptions on mobile devices.3 In 

1  Latest estimate from 2011. Central Intelligence Agency, “Rwanda,” The World Factbook, accessed January 14, 2015, http://1.
usa.gov/1vNdzTo. 
2  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014, http://bit.ly/1cblxxY. 
3  Rwanda Utilities Regulatory Authority (RURA), “Statistics and Tariff Information in Telecom Sector as of March 2015,” 
accessed August 5, 2015, http://bit.ly/1VW3SMG. 
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fact, mobile internet comprises over 99 percent of all internet subscriptions, while fixed-line internet 
subscriptions make up less than 1 percent in Rwanda. 

Mobile phone penetration is significantly higher than that for internet access at 64 percent in 2014, 
according to the ITU, while government figures noted a penetration rate of 71 percent as of March 
2015.4 Rural populations have a relatively high mobile phone usage rate compared to rural internet 
access rates, as access has been made easier by a well-developed mobile phone network that covers 
nearly 100 percent of the population.5 Innovative initiatives targeting rural populations have encour-
aged increased mobile phone and internet usage, such as the e-Soko (“e-market”) program created 
by the Rwanda Development Board, which provides farmers with real-time information about market 
prices for their agricultural produce on their mobile devices.6 

Internet access is still concentrated primarily in Kigali, the capital city, and remains beyond the eco-
nomic reach of most citizens, particularly those in rural areas who are limited by low disposable in-
comes and do not have high levels of ICT awareness.7  In addition, only 11 percent of Rwandans are 
ICT literate,8 and over 70 percent of the population speaks only Kinyarwanda, making internet con-
tent in English inaccessible to the majority of Rwandans.9 Only 17 percent of Rwandan households 
have regular access to electricity.10 

In the face of such challenges, the Rwandan government has made ICT development a high priority. 
Fixed-broadband internet services are expanding across the country, resulting in increasing speeds. 
According to May 2015 data, from Akamai’s State of the Internet report, Rwanda’s average internet 
connection speed was 5.8 Mbps (compared to a global average of 3.9 Mbps), up from 1.4 Mbps the 
previous year.11 

As a result of Rwanda’s commitment to ICT development, the cost of access has continually de-
creased, leading the Alliance for Affordable Internet to list Rwanda as the top-ranked developing 
country in its 2014 Affordability Index.12 As of early 2015, a 128/64 Kbps package of wireless internet 
cost about RWF 64,900 (US$95).13 While still prohibitively expensive for average citizens, the cost 
is a significant reduction from before the country’s fiber-optic cable installation in 2011, when 1 
megabyte of internet access reportedly cost US$2,000.14 Meanwhile, the cost of using the internet in 
a cybercafe is approximately US$0.14 (RWF 100) for 1 hour.15 The cost of internet access via mobile 

4  RURA, “Statistics and Tariff Information in Telecom Sector as of March 2015.”
5  RURA, “Statistics and Tariff Information in Telecom Sector as of March 2015.”.
6  Ruth Kang’ong’oi, “Rwanda Telecenter Network introduces Web 2.0 to farmers,” CIO East Africa, November 15, 2011, http://
bit.ly/1jswgdE. 
7  Ministry of Youth and ICT, “Measuring ICT sector performance and Tracking ICT for Development (ICT4D), ”2014, http://bit.
ly/1NfV6Hb. 
8  Philippe Mwema Bahati, “Rwanda to develop a master plan for e-Government,” Rwanda Focus via All Africa, December 14, 
2013, http://bit.ly/1Loqu3j. 
9  Beth Lewis Samuelson and Sarah Warshauer Freedman, “Language Policy, Multilingual Education, and Power in Rwanda,” 
Language Policy 9, no. 3 (June 2010), http://bit.ly/1bmZW5X. 
10  The Independent, “Rwanda Signs a U.S. $40 Million Loan to Boost Electricity Rollout,” All Africa, January 14, 2015, http://bit.
ly/1G9m4AA. 
11  Akamai, “Average Connection Speed: Rwanda,” map visualization, The State of the Internet Q1 2015, http://akamai.
me/1OqvpoS. 
12  Alliance for Affordable Internet, The Affordability Report, 2014, http://bit.ly/1MHgHrl. 
13  RURA, “Statistics and Tariff Information in Telecom Sector as of March 2015.”
14  Frank Kanyesigye, “RURA, service providers to streamline Internet access,” The New Times, October 14, 2013, http://bit.
ly/1VW5qpP. 
15  Frank Kanyesigye, “Growth of mobile internet spells doom for cyber cafes,” The New Times, October 10, 2013, http://bit.
ly/1OyCGof. 
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phones has also declined, helping fuel the exponential growth of mobile internet users. As of March 
2015, mobile internet tariffs range from RWF 50 to 55 per Mb (US$0.03 to $0.08 per Mb).16 

Restrictions on Connectivity  

There were no restrictions on connectivity reported in Rwanda during the coverage period, though 
Article 52 of the 2001 Law Governing Telecommunications gives the government sweeping powers 
over telecommunications networks in the name of preserving “national integrity.” These powers in-
clude the ability to “suspend a telecommunications service for an indeterminate period, either gen-
erally or for certain communications.”17 Furthermore, the government possesses some control over 
the country’s internet infrastructure, which may provide the authorities with the ability to restrict 
access at will. According to the ITU, the level of competition for Rwanda’s international gateway is 
characterized as “partial.”18 

The local internet exchange point (IXP), the Rwanda Internet Exchange (RINEX),19 is managed by 
the Rwanda Information & Communications Technology Association, a non-profit comprised of ICT 
institutions and professionals.20 As of mid-2015, five of Rwanda’s nine ISPs exchange internet traffic 
through RINEX, and ISPs can also opt to connect via RINEX to the international internet.21 

ICT Market 

Rwanda’s ICT market is vibrant and competitive, with no reported interference from the government. 
Following the country’s market liberalization policies implemented in 2001,22 the number of compa-
nies providing telephone and internet services increased from one—the state-run Rwandatel23—to 
nine ISPs and three mobile phone companies in 2015,24 all of which are privately owned. The three 
main mobile phone operators are MTN, TIGO, and Airtel, whose respective market shares are 49 per-
cent, 35 percent, and 16 percent.25

In December 2014, the government of Rwanda launched a partnership with the Korean Embassy to 
initiate a 4G LTE network, which is expected to offer the fastest wireless communication on high-
speed data for mobile phones and internet-enabled devices.26

16  RURA, “Statistics and Tariff Information in Telecom Sector as of March 2015.”
17  Law No. 44/2001 of 30/11/2001 Governing Telecommunications, http://bit.ly/1G9mOG3. 
18  International Telecommunication Union, “Rwanda Profile (Latest data available: 2013),” ICT-Eye, accessed January 3, 2015, 
http://bit.ly/1LS1oJs. 
19  RINEX, accessed December 13, 2014, http://www.rinex.org.rw/about.html. 
20  R.I.C.T.A, “About Us,” http://www.ricta.org.rw/about-us/. 
21  Rwanda Internet Exchange (RINEX), “About Us,” http://www.rinex.org.rw/about.html. 
22  Albert Nsengiyumva and Emmanuel Habumuremyi, A review of telecommunications policy development and challenges in 
Rwanda, Association for Progressive Communications (APC), September 2009, http://bit.ly/1MtFpZY. 
23  In 2012, Rwandatel was liquidated; its assets were purchased by Tigo and Airtel, and the company was taken over by the 
Government of Rwanda. See, Shyaka Kanuma, “Bye Bye Rwandatel,” Rwanda Focus, February 20, 2012, http://bit.ly/1OyDaKR. 
24  These include fixed-line providers (Liquid Telecom and MTN Rwanda), mobile phone providers (MTN Rwandacell, TIGO 
and AIRTEL), and internet service providers (MTN Rwanda, Liquid Telecom, TIGO Rwanda, New Artel, ISPA, 4G Networks, BSC, 
Airtel Rwanda, and AXOIM). See: RURA, “Statistics and Tariff Information in Telecom Sector as of March 2014.” 
25  RURA, “Statistics and Tariff Information in Telecom Sector as of March 2015.”
26  Ivan R. Mugisha and Collins Mwai, “4G Internet launched,” The New Times, November 12, 2014, http://bit.ly/1GO9qUy. 
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Regulatory Bodies 

The Rwanda Utilities Regulatory Agency (RURA) oversees the regulatory frameworks and implemen-
tation of the county’s policies and strategies in the telecommunications sector.27 Officially, RURA is a 
national body with autonomy in its administrative and financial management. Nevertheless, the gov-
ernment audits RURA’s budget while the president nominates its seven board members, supervisory 
board, and director general who all work under full control of the government.28 

In 2015, RURA demonstrated its allegiance to the government in its decision to indefinitely ban the 
British Broadcasting Corporation’s (BBC) radio services and block BBC websites following the Octo-
ber 2014 broadcast of a controversial documentary titled, “Rwanda, The Untold Story” (see “Blocking 
and Filtering”).29 The incident also saw RURA’s silencing of the media self-regulatory body, the Rwan-
da Media Commission (RMC), which the government proposed to take over as a state-run entity af-
ter the then-RMC head, Fred Muvunyi, made vocal objections to the BBC ban. Muvunyi subsequently 
fled the country in May 2015 after months of threats and intimidation.30

Limits on Content

Three BBC websites joined the list of websites blocked in Rwanda, which includes numerous indepen-
dent news outlets and opposition blogs that have been blocked for years.

Blocking and Filtering 

While the Rwandan government has demonstrated a commitment to expanding access to ICTs 
across the country, it has also simultaneously endeavored to restrict the types of content that users 
can access, particularly content of oppositional nature. A study conducted in early 2015 found that 
the websites of numerous independent news outlets and opposition blogs that have been blocked 
for years—such as the websites of Inyenyeri News, Veritas Info, The Rwandan, and Leprophete—re-
mained inaccessible in Rwanda,31 among others.32 There is no transparency behind the government’s 
blocking decisions and no avenues for appeal.

In late 2014, the BBC was added to the list of websites blocked in Rwanda following the govern-
ment’s outcry against the television broadcast of the documentary, “Rwanda, The Untold Story,” in 
October 2014, which argued that the number of Hutus who died during the genocide was much 
higher than officially recognized. Though the documentary had not been aired in Rwanda, the 
government immediately suspended the BBC’s popular radio services, accusing the media outlet of 

“genocide denial,” a crime under the country’s harsh media laws.33 The regulator RURA indefinitely 

27  RURA, “About RURA,” accessed December 10, 2014, http://www.rura.rw/index.php?id=3. 
28  “Law N.09/2013 of 01/03/2013 Establishing Rwanda Utilities Regulatory Authority (RURA) and Determining its Mission, 
Powers, Organisation and Functioning,” Official Gazette n.14bis of 08/04/2013, http://bit.ly/1RMmWwg. 
29  RURA, “Decision N˚…/RURA/2015 of 29 May, 2015 on the Inquiry Into the Documentary Aired By BBC: ‘Rwanda’s Untold 
Story’,” news release, May 30, 2015, http://bit.ly/1MtG3GV. 
30  Sue Valentine, “Hopes of independent press in Rwanda fade as head of media body flees,” Committee to Protect 
Journalists (blog), July 8, 2015, https://cpj.org/x/64d5. 
31  Study conducted by Freedom House consultant, March 2015.
32  Other opposition blog websites that were unavailable as of May 2015 were: http://ww.iwacu1.com;  http://
ww.musabyimana.be; http://rwandarwabanyarwanda.over-blog.com, http://ww.banyarwandapoliticalparty.org. 
33  Reporters Without Borders, “BBC’s Kinyarwanda Broadcasts Suspended Indefinitely,” October 24, 2014, http://bit.
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banned BBC broadcasts in May 2015.34 BBC websites, including BBC Swahili, BBC Africa, and BBC Af-
rique were also blocked as part of the government’s crackdown on the BBC.35

Despite the increasing blocks on certain websites, social-networking sites such as YouTube, Face-
book, Twitter, and international blog-hosting services are freely available. Given the more restricted 
space for press freedom in the traditional media sphere, Rwandan media outlets are increasingly go-
ing online to bypass government control or suspension as well as heavy production costs.36 

Content Removal 

The extent to which the government forces websites to delete certain content is unknown, though 
anecdotal incidents over the past few years suggest that some degree of forced content removal by 
the state exists, and that such ad hoc requirements lack transparency.37

According to a 2010 law relating to electronic messages, signatures, and transactions, intermediaries 
and service providers are not held liable for the content transmitted through their networks.38 None-
theless, service providers are required to taken down content when handed a takedown notice, and 
there are no avenues for appeal. 

Media, Diversity, and Content Manipulation  

The Rwandan government’s heavy-handed repression of the media has severely limited the diversity 
of the information landscape in the country, both online and offline. Critical and independent online 
news generally stem from opposition supporters living outside Rwanda—mainly in Europe, the Unit-
ed States, and South Africa—and are blocked in Rwanda. Few Rwandans in the country are aware of 
the critical content that is unavailable to them. 

Online news outlets based in the country frequently contend with editorial interference by security 
officials and other government authorities who impose “red lines” on what can and cannot be pub-
lished.39 The recent spate of extrajudicial killings across the country was one of the main “red lines” 
drawn in the past year. Independent outlets also face economic challenges in comparison to their 
state-run counterparts that receive income from government advertisements and direct subsidies. 

As a result of the high degree of repression, online journalists based in the country are increasingly 
joining their print and broadcast colleagues in exercising self-censorship, particularly on topics that 
can be construed as disruptive to national unity and reconciliation.40 In addition, issues related to the 
military and national security are highly sensitive and subject to restrictions regarding the right to 

ly/1hIHBV2.  
34  RURA, “Decision N˚…/RURA/2015 of 29 May, 2015 on the Inquiry Into the Documentary Aired By BBC: ‘Rwanda’s Untold 
Story’.”
35  Rwanda Media Commission, The State of Media Freedom in Rwanda, May 2015, 40, http://bit.ly/1PwYbot. 
36  “Rwanda: Why We Went Online: Media Icons Speak Out,” Itangazamakuru, March 2012, http://bit.ly/18GUIy1. 
37  Two online news websites, Umusingi and Umurabyo, had reported experiencing such requests to delete content related to 
local political affairs and ethnic relations in previous years.
38  “Law No. 18/2010 of 12/05/2010, Relating to Electronic Messages, Electronic Signatures and Electronic Transactions, 
accessed October 24, 2014, http://www.wipo.int/wipolex/en/text.jsp?file_id=243157.
39  According to online journalists who were contacted for the study but who requested anonymity.
40  Katrin Matthaei, “Rwanda: Censorship or self-censorship?” Deutsche Welle, December 9, 2014, http://bit.ly/1G9oEGP. 
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access information.41 According to some journalists, self-censorship is viewed as a legitimate practice 
given the country’s sensitive social and political environment, though others believe that the ruling 
Rwandan Patriotic Front (RPF) uses “repression, social pressure, and self-censorship” to determine 
what is politically correct and to shape public opinion.42

Despite the lack of diversity in online content, Rwandans are active on Facebook and Twitter, which 
have become popular platforms for online interaction as a result of the increasing use of internet-en-
abled phones.43 President Kagame is an active supporter of social networking websites, occasionally 
using the platforms to engage in discussions with users and openly respond to issues concerning 
the current state of governance in the country. Various government officials are also very active in 
social media, especially on Twitter. 

The popularity of social media platforms has grown in tandem with the activity of progovernment 
trolls that work to harass independent journalists and manipulate online content. In 2014, revela-
tions of such surfaced when an international journalist for Radio France Internationale, Sonia Rolley, 
was repeatedly harassed on Twitter by a user known as @RichardGoldston.44 Rolley had been report-
ing on the mysterious January 1, 2014 assassination of Patrick Karegeya, a former top intelligence 
official in Kagame’s inner circle who had been living in exile in Johannesburg. It was later revealed on 
the official Twitter account of Paul Kagame’s office (@UrugwiroVillage) that “@RichardGoldson was 
an unauthorized account run by an employee in the Presidency.”45 Another foreign correspondent, 
Steve Terrill, who used Twitter to publicly call on @RichardGoldston to end the harassment, was sub-
sequently barred from entering Kigali in March 2014 to cover the 20th anniversary of the Rwandan 
genocide.46 

Digital Activism 

Digital activism over political and social issues is not common in Rwanda. Nevertheless, the use of 
mobile phones to engage with popular radio programs has become an important medium for citi-
zens to anonymously voice discontent with the authorities and expose abuses of power. For exam-
ple, the live-radio programs, “Good Morning Rwanda” and “Good Evening Rwanda,” are significant 
venues for citizens to criticize government malpractices via SMS messages and voice calls, which are 
broadcast on the radio. However, given SIM card registration requirements, users have become less 
intent on engaging in very critical or sensitive discussions out of fear of being identified.  

Violations of User Rights

Popular singer Kizito Mihigo was sentenced to 10 years in prison in February 2015 after he was found 

41  Rwanda Governance Board, Rwanda Media Barometer, August 2013, 49, http://bit.ly/1hIIih6. 
42  Kris Berwouts, “Elections are too important for Rwandan government to leave to the whims of voters,” African Arguments 
(blog), December 18, 2014, http://bit.ly/1jH8LNb. 
43  SocialBakers, “Rwanda Facebook page statistics,” accessed December 24, 2014, http://bit.ly/1NM1Hw9. 
44  Adam Taylor, “A stray tweet may have exposed Paul Kagame’s Twitter ghostwriter, and maybe much more,” Washington 
Post, March 7, 2014, http://wapo.st/1QAiy2q. 
45  Presidency | Rwanda, Twitter Post, March 8, 2013, 2:26 AM, https://twitter.com/UrugwiroVillage/
statuses/442184647863443456. 
46  Tom Rhodes, “Twitter war shines light on how Rwanda intimidates press,” Committee to Project Journalists (blog), March 
24, 2014, https://cpj.org/x/59d6. 
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guilty of conspiring to overthrow the government in a trial that used his private WhatsApp and Skype 
messages to alleged opposition critics in exile against him as evidence.

Legal Environment 

The Rwandan constitution, adopted in May 2003, provides for freedom of the press and freedom of 
information, but in practice, the government maintains tight control over the media. The Rwandan 
judiciary is not fully independent, and many journalists view the threat of imprisonment as a key 
constraint on their work.

In a positive step, the state adopted progressive amendments to the 2009 Media Law in March 2013, 
granting journalists the “right to seek, receive, give and broadcast information and ideas through 
media,” and explicitly provided for freedom of online communications in Section 3, Article 19.47 The 
new law was also commended for providing for media self-regulation under the new Rwanda Media 
Commission and was viewed favorably by local journalists, who hoped that its passage would spell 
the end of government interference in the work of journalists and boost media freedom in Rwanda.48 
However, the new law also increased the government ability to control the internet49 by giving the 
minister of ICTs unlimited powers to establish the conditions for both local and foreign media com-
panies to operate in Rwanda.50

While there are no laws that specifically restrict internet content or criminalize online expression, 
Rwanda’s generally restrictive legal provisions governing the traditional media can be applied to the 
internet. Penalties for criminal defamation may also be applicable to the internet, with defamation 
of the president or other public officials carrying a penalty of up to five years in prison.51 October 
2013 amendments to the law against “genocide ideology” similarly threatens freedom of expression 
both online and off, prescribing heavy prison sentences of up to 9 years and fines for any offender “…
who disseminates genocide ideology in public through documents, speeches, pictures, media or any 
other means.”52 The law also excludes a clear distinction between a private conversation and public 
speech.53 

Prosecutions and Detentions for Online Activities 

Arrests and prosecutions for online activities are not common in Rwanda, in large part due to the 
lack of critical commentary originating in the country and the high degree of self-censorship prac-
ticed by online journalists and ordinary users alike. The last arrest occurred in April 2014, when the 
editor of the independent news website Umusingi, Stanley Gatera, was arrested on trumped-up 
charges of attempted extortion. He was previously convicted and sentenced to one year in prison in 
November 2012 on charges of divisionism and sectarianism for an article he published in Umusingi.54 

47  “Law Regulating Media, No. 02/2013 of 08/02/2013,” Official Gazette 10, March 11, 2013, http://bit.ly/1X974XG. 
48  Eugene Kwibuka, “How Reforms Impacted on Media in 2013,” The New Times, December 27, 2013, http://bit.ly/1PwYTCc. 
49  Article 19, “Proposed media law fails to safeguard free press,” IFEX, January 5, 2012, http://bit.ly/1NfYemn. 
50  Article 19, “Rwanda: Media law does not go far enough,” press release, March 18, 2013, http://bit.ly/1LS2gUC.  
51  Freedom House, “Rwanda,” Freedom of the Press 2013, http://www.freedomhouse.org/report/freedom-press/2013/rwanda.
52  Art. 8, “Law No. 18/2008 of 23/07/2008 Relating to the Punishment of the Crime of Genocide Ideology,” http://bit.
ly/1LS2gUC. 
53  Emmanuel R. Karake, “Gov’t seeks to amend genocide ideology law,” The New Times, November 3, 2012, http://bit.
ly/1Pmb8T8. 
54  Committee to Protect Journalists, “Rwandan journalist sentenced to one year in jail,” November 12, 2012, https://cpj.
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He was released in July 2013 only to be targeted again for arrest less than a year later,55 which the 
journalist believed was linked to an interview he conducted on Al Jazeera’s People and Power pro-
gram—posted online and broadcast on television—in March 2014 in which he spoke about the diffi-
culties journalists face while working in Rwanda.56 Gatera was held for six hours in April and received 
death threats after his release.57

Surveillance, Privacy, and Anonymity 

The sophistication of the Rwandan authorities’ surveillance capabilities is unknown, but there is 
growing suspicion that surveillance is pervasive, particularly after increasing revelations of attacks 
and assassinations of exiled Rwandan dissidents by the Kagame regime, despite their efforts to pro-
tect their identities, over the past couple of years.58 In July 2015, email leaks from the Italian surveil-
lance firm Hacking Team revealed that the Rwandan government attempted to purchase the compa-
ny’s sophisticated spyware known as Remote Control System (RCS) in 2012.59 While the leaked emails 
did not confirm the sale, they point to the government’s intent to acquire such technologies that can 
monitor and intercept user communications. 

The government’s surveillance powers were expanded in October 2013 under amendments to the 
2008 Law Relating to the Interception of Communications, which authorizes high-ranking security 
officials to tap into the communications, both online and offline, of individuals considered potential 
threats to “public security.”60 Under the amendments, communications service providers are required 
to ensure that their systems have the technical capability to intercept communications upon de-
mand, though security officials also have the power to “intercept communications using equipment 
that is not facilitated by communication service providers,” which de facto allows the authorities to 
hack into a telecommunications network without a provider’s knowledge or assistance.61 While the 
law requires government officials to apply for an interception warrant, warrants are issued by the 
national prosecutor, who is appointed by the justice minister. The national prosecutor can also issue 
warrants verbally in urgent security matters, to be followed by a written warrant within 24 hours.62 

In April 2014, a glimpse into the government’s abuse of its surveillance powers was revealed in the 
trial against popular singer Kizito Mihigo, who’s private WhatsApp and Skype messages with alleged 
opposition critics in exile were used against him as evidence to convict him of conspiracy to over-
throw the government.63 The incident led to revelations among ordinary Rwandans that their private 
communications are not safe. Mihigo was sentenced in February 2015 to 10 years in prison.64

org/x/50bc. 
55  Committee to Protect Journalists, “Two journalists released from prison in Rwanda,” August 9, 2013, https://cpj.org/x/5687. 
56  Reporters Without Borders, “Wave of intimidation of Kigali media,” April 28, 2014, http://bit.ly/1lnJ0yM. 
57  “Breaking: Three senior journalists flee Rwanda,” Great Lakes Voice, April 21, 2014, http://greatlakesvoice.com/breaking-
four-senior-journalists-flee-rwanda/. 
58  Human Rights Watch, “Rwanda: Repression Across Borders,” January 28, 2014, http://bit.ly/1i9HihM. 
59  WikiLeaks, “Hacking Team,” July 8, 2015, http://bit.ly/1ReTbn0; Lorenzo Frankenstein, Twitter Post, July 9, 2015, 3:53 PM, 
http://bit.ly/1hIJLUs. 
60  “Law Relating to the Interception of Communications” Official Gazette nº 41 of 14/10/2013.
61  Art. 7, “Law Relating to the Interception of Communications” Official Gazette nº 41 of 14/10/2013. 
62  OpenNet Africa,  and Collaboration on Internet ICT Policy in East and Southern Africa, Online Freedoms in Rwanda, May 
2014, accessed January 15, 2015, http://bit.ly/1LovLbk. 
63  Theophile Harushyamagara, “Singer Kizito Mihigo sentenced to 10 years in jail,” The Rwanda Focus,  February 27, 2015,  
accessed February 13, 2015, http://bit.ly/1PwZUKK. 
64  “Rwanda singer Kizito Mihigo planned to kill Paul Kagame,” BBC, February 27, 2015, http://bbc.in/1LT97JS. 
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The ability to communicate anonymously is compromised by mandatory SIM card registration re-
quirements initiated in early 2013.65 Under the regulation establishing SIM card registration, the ICT 
regulator RURA is given unfettered access to SIM card databases managed by operators, while other 

“authorized” individuals or institutions may also be granted access.66 

The various legal provisions that enable surveillance and limit anonymity are particularly troubling in 
the absence of a comprehensive data protection law that can safeguard citizens’ private data. A data 
protection law was drafted in July 2013, though the draft law provides exceptions to user data pro-
tections in the vaguely defined interest of national sovereignty, national security, and public policy, 
which may pose a threat to individuals critical of the regime.67 There has been no movement on the 
passage of the draft law as of mid-2015.

Intimidation and Violence 

Critical journalists within the country frequently face violence and harassment when attempting to 
cover news stories, leading many to flee the country and report in exile.68 According to the Com-
mittee to Protect Journalists, Rwanda ranks among the top 10 countries from which journalists seek 
exile.69 Online journalists and ordinary users, however, have not yet experienced the same level of 
intimidation as traditional media journalists to date, likely as a result of high levels of self-censorship. 

No Rwandan journalists have been killed since 2011, when the editor of the independent news 
website Inyenyeri News, Charles Ingabire, was gunned down in Kampala.70 Worryingly, the brother 
of Umuvugizi news website editor John Bosco Gasasira (in exile in Sweden), Andrew Muhanguzi 
was reported missing in February 2014. His family claims that Muhanguzi was kidnapped by men in 
Ugandan police uniforms outside their home on February 16,71 but the Ugandan police stated they 
have no record of his arrest.72 Muhanguzi and his family had left Rwanda in 2012 to escape alleged 
harassment by the Rwandan authorities for their relationship to John Bosco Gasasira and the critical 
Umuvugizi online newspaper.73 

Technical Attacks

Technical attacks against online news outlets and websites of human rights organizations are not 
common but arise occasionally. The last reported attack occurred in April 2014, when the investiga-
tive news website, Ireme, experienced a seemingly targeted cyberattack, though the source of the 
attack was unknown.74 

65  “Rwanda Flags Off SIM Card Registration Exercise,” Chimp Reports, February 4, 2013, http://bit.ly/1jHd5fr. 
66  See Regulations on SIM Card Registration, art. 13 and 15, http://bit.ly/1VWMjBw.  
67  “Rwandan ICT experts discuss draft data protection policy,” telecompaper, July 16, 2013, http://bit.ly/1MtJkGd. 
68  Human Rights Watch, “Rwanda: Repression Across Borders.”  
69  Committee to Protect Journalists, “404 Journalists Forced Into Exile Since 2009,” accessed on December 30, 2014, http://
www.cpj.org/exile/. 
70  Reporters Without Borders, “Rwandan exile journalist gunned down in Kampala,” December 2, 2011, http://bit.ly/1LdUXmT. 
71  Risdel Kasasira and Solomon Arinaitwe, “Exiled Rwandan journalist brother feared kidnapped in Kampala,” Daily Monitor, 
March 7, 2014, http://bit.ly/1ozsrOR. 
72  Reporters Without Borders, “Authorities hound independent journalists at home and abroad,” March 19, 2014, http://bit.
ly/1eRsxwG. 
73  Risdel Kasasira and Solomon Arinaitwe, “Exiled Rwandan journalist brother feared kidnapped in Kampala.” 
74  Reporters Without Borders, “Wave of intimidation of Kigali media.”  
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Key Developments: June 2014 – May 2015

• The Saudi television channel Rotana ordered Google to take down a video of the satirical 
YouTube show “Fitnah” on copyright grounds, after the show had used footage from 
Rotana to criticize its owner, Prince Waleed bin Talal. The video was later restored by 
YouTube (see Content Removals).

• Human rights activists Waleed Abu al-Khair and Fowzan al-Harbi have had their prison 
sentences extended to 15 and 10 years, respectively, upon appeals by the public prose-
cutor (see Prosecutions and Detentions for Online Activities).

• Raif Badawi, who co-founded the website Saudi Arabia Liberals, had his 10-year sen-
tence suspended and later upheld by the Supreme Court and received the first set of 50 
lashes in January. He was sentenced to a total 1,000 lashes, to be carried out in public
(see Prosecutions and Detentions for Online Activities).

• During a funeral for the victims of an attack by Islamic State (IS) militants on a Shiite 
mosque, political activist Waleed Sulais was beaten by two men who accused him of in-
sulting them on social networks (see Intimidation and Violence). 

Saudi Arabia
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 15 15

Limits on Content (0-35) 24 24

Violations of User Rights (0-40) 34 34

TOTAL* (0-100) 73 73

* 0=most free, 100=least free

Population: 30.8 million

Internet Penetration 2014: 64 percent

Social Media/ICT Apps Blocked: Yes

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

The repression of Saudi Arabia’s online sphere showed no signs of letting up with the accession of 
King Salman bin Abdulaziz al-Saud to the throne in January 2015.1 The Saudi government continues 
to promote the internet use as a tool for economic development and e-government services, where 
it is ahead of many countries in the region.2 Mobile broadband penetration increased, Saudis remain 
the some of the most active users of social media in the world, and new tools for encrypting web 
traffic and circumventing state censorship have provided Saudi internet users with opportunities 
to access a greater array of information and to express themselves on certain topics. Following Sal-
man’s appointment, the Twitter account @KingSalman3 received some 2 million new followers in 
six months.4 While the internet remains the least repressive space for expression in the country, it is 
by no means free, as evidenced by the numerous violations of users’ rights that took place over the 
past year.

Given the significance and relevance that social media has taken on in the country, authorities have 
not turned a blind eye to critical voices or liberal commentary. While the state focuses on combat-
ting violent extremism and disrupting terrorist networks, it has clamped down on nonviolent liberal 
activists and human rights defenders with the same zeal, branding them a threat to the national 
order and prosecuting them in special terrorism tribunals. Waleed Abu al-Khair, Fowzan al-Harbi, Ab-
dulah al-Hamid, Mohammed al-Qahtani, and Raif Badawi are all serving prison sentences of 10 years 
or longer, with charges relating in part to their online activities. Many other prisoners of conscience 
have been held for years without trial, according to a recent law that removed restrictions on arbi-
trary detention.

The repression has been institutionalized under antiterrorism and cybercrimes that have instilled fear 
into activists and ordinary social media users alike, creating an environment of pervasive self-censor-
ship.5  Surveillance, too, has a chilling effect; social media is heavily monitored and law enforcement 
agencies have sought to break or bypass encryption in order to spy on users. While the internet has 
fundamentally changed the way that young Saudis interact with each other, the authoritarian ten-
dencies of the country’s political and religious establishments remain fully present in the minds of 
internet users, whose democratic aspirations remain blocked. 

Obstacles to Access

Overall, infrastructure is not considered a major barrier to access except in remote and sparsely popu-
lated areas. Internet penetration is highest in major cities such as Riyadh and Jeddah, as well as in the 
oil-rich Eastern Province. Young Saudis make up the majority of the user population throughout the 
country. Arabic content is widely available, as are Arabic versions of applications such as chat rooms, 
discussion forums, and social media sites.

1 “Saudi Arabia country profile,” BBC News, September 12, 2015, http://www.bbc.com/news/world-middle-east-14702705. 
2 United Nations, “United Nations E-Government Survey 2012,” E-Government for the People, 2012, https://bit.ly/1ofRCuu. 
3 As of April 2015: King Salman, Twitter profile, https://twitter.com/kingsalman. 
4 Rory Jones and Ahmed Al Omran, “New Saudi King Amasses Twitter Following,” The Wall Street Journal, January 28, 2015, 
http://on.wsj.com/1ChtOIo . 
5 Human Rights Watch, “Saudi Arabia: New Terrorism Regulations Assault Rights,” March 20, 2014, http://bit.ly/1HajYhQ. 
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Availability and Ease of Access   

Saudis have enjoyed a rapid growth of internet and communications technologies (ICTs) in recent 
years. Access increased to 63.7 percent of the population by the end of 2014, up from 38 percent 
in 2009.6 Saudi Arabia is home to around 19.6 million internet users. Fixed broadband subscriptions 
stood at 43.2 percent of all households, with a majority using ADSL connections. Monthly expendi-
ture on 4G broadband ranges from between SAR 55 (US$11) for a 2GB allowance to SAR 95 (US$25) 
for a 20GB allowance.7 Household internet plus television packages with fiber-optic connections 
range from SAR 300 (US$80) for speeds of 25 Mbps to SAR 800 (US$213) for 200 Mbps.8

Mobile broadband penetration has jumped from 47.6 percent to 94.5 percent from 2013 to 2014, 
with some 29 million mobile broadband subscriptions. Standard mobile phone subscriptions have 
risen to 53 million, resulting in a penetration rate of 171.4 percent.9 Finally, 87 percent of mobile sub-
scriptions are prepaid. The number of mobile subscriptions has dropped from a height of 56 million 
in 2011 as the government deported thousands of illegal workers and deactivated prepaid mobile 
accounts whose owners are not in the country legally.10

Restrictions on Connectivity  

Saudi Arabia is connected to the internet through two country-level data services providers, the 
Integrated Telecom Company and Bayanat al-Oula for Network Services, up from a single gateway 
in years past. These servers, which contain long lists of blocked sites, are placed between the state-
owned internet backbone and global servers. All user requests that arrive via Saudi internet service 
providers (ISPs) travel through these servers, where they can be filtered and possibly blocked. Inter-
national internet bandwidth has increased from 318 Gbps in 2010 to 1321 Gbps in 2014.11

ICT Market 

The two country-level service providers offer services to licensed ISPs, which in turn sell connections 
to dial-up and leased-line clients. The number of ISPs in the country rose from 23 in 2005 to 36 in 
2011.12 Broadband and mobile phone services are provided by the three largest telecommunications 
companies in the Middle East: Saudi Telecom Company, Mobily (owned by Etisalat of the United 
Arab Emirates), and Zain (from Kuwait).  Two newly licensed companies have started with limited op-
eration: Virgin Mobile in October 2014 and Lebara in December 2014.

Access to Wikipedia is provided free of charge by STC to all of its mobile data users,13 while Zain pro-

6 Communications and Information Technology Commission (CITC), “ICT Indicators Charts: End of Q4 2014,” 2015, http://bit.
ly/1RMZ5MR.   
7 Mobily, “Connect  4G,”  2015,  http://bit.ly/1tJ6Rch. 
8 Mobily,  “Package Prices,” 2015,  http://bit.ly/1sFClRf. 
9 CITC, “ICT Indicators Charts: End of Q4 2014,” 2015, http://bit.ly/1RMZ5MR.
10 Matt Smith, “Saudi mobile subscriptions shrink on labor crackdown, hajj limits,” Al Arabiya News, January 26, 2014 https://
bit.ly/1HaGC9I.  
11 CITC, “ICT Indicators Charts: End of Q4 2014,” 2015, http://bit.ly/1RMZ5MR.
12 CITC, “Annual Report, 2011, [in Arabic], Kingdom of Saudi Arabia, 2012, http://bit.ly/1VNxTQB. 
13 Kul Wadhwa, “Wikipedia Zero reaches 230 million mobile users with Saudi Telecom partnership,” Wikimedia blog, October 
17, 2012, http://bit.ly/1NYU4gZ.  
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vides unlimited access to YouTube as part of one of its prepaid mobile packages.14

Internet cafes, once prevalent, have become less popular in recent years due to the broad availabil-
ity and affordability of home broadband access. Internet cafes are mainly used by youth from lower 
socio-economic backgrounds to congregate and socialize. Due to a mandate issued by the Ministry 
of Interior (MoI) on April 16, 2009,15 all internet cafes must close by midnight, with compliance en-
forced by the police.16 These measures were ostensibly designed to crack down on internet use by 
extremists, but in practice they allow the police to deter any activity that the government may find 
objectionable. Conversely, coffee shops have grown in popularity among business people, young 
adults, and single males, who enjoy free Wi-Fi access with their paid beverages.

Regulatory Bodies 

Previously, all internet governance fell under the purview of the Internet Services Unit (ISU), a de-
partment of the King Abdulaziz City for Science & Technology (KACST). Established in 1998 and 
reporting directly to the Vice President for Scientific Research Support of KACST, the ISU now only 
provides internet access to government departments, as well as Saudi research and academic insti-
tutions.17 In 2003, the governmental Saudi Communication Commission was renamed to become the 
Communications and Information Technology Commission (CITC) and became responsible for pro-
viding internet access to the private sector, in addition to resolving conflicts among the private tele-
communication companies.18 The CITC is also responsible for controlling the price that telecommu-
nications companies are allowed to charge for cross-network calls.  For example, in February 2015, 
the maximum charge of local voice calls between different networks was lowered.19 Furthermore, 
the CITC sends content removal requests to social networks in political cases (see “Content Removal” 
section below). The board of directors of the CITC is headed by the Minister of Communications and 
Information Technology.20

Limits on Content

The Saudi government continued to employ strict filtering of internet content throughout 2014 and 
early 2015. Self-censorship remains prevalent when discussing topics such as politics, religion, or the 
royal family. Nonetheless, high levels of social media use have driven an immense diversification of 
online content, offering Saudis a multitude of perspectives beyond state-controlled media. These tools 
have also been used by ordinary citizens and human rights activists to raise awareness of issues sur-
rounding political reform, poverty, gender inequality, and corruption. However, numerous arrests and 
lengthy prison sentences have had an overall chilling effect on online activism.

Blocking and Filtering 

14 Zain, “Shabab Package,”  http://bit.ly/1NpWlWH. 
15 Arif Aledeilh Onaizah, “Secret Cameras Record the Identities of Internet Café visitors,” [in Arabic] Okaz, April 16, 2009, 
https://bit.ly/1DOXVha. 
16 Aaref Al-ODaila, “New hidden camera rule for Internet cafés”, Saudi Gazette, April 16, 2009, https://bit.ly/1IyMMSI.
17 CITC, “CITC Roles and Responsibilities”, accessed March 2, 2013, http://bit.ly/1g9sAuI. 
18 CITC, “Background,” accessed on June 10, 2015, http://bit.ly/1KE1eLk. 
19 “The Communication Commission Reduces the Charge Between Telecommunication Companies,” [in Arabic] Al Riyadh 
Newspaper, February 22, 2015, http://www.alriyadh.com/1024133. 
20 CITC, “Board of Directors”, accessed on June 10, 2015, http://bit.ly/1OcShbq. 
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Officially, sites that are judged to contain “harmful,” “illegal,” “anti-Islamic,” or “offensive” material are 
routinely blocked, including pages related to pornography, gambling, and drugs. Authorities also 
seek to disrupt violent networks and the dissemination of extremist ideology. Criticism of the Sau-
di royal family or that of other Gulf Arab states is not tolerated, and neither are sites that organize 
political opposition or question the ruling family’s strict conception of Islam.21 Websites that may be 
used to distribute copyrighted materials, such as the Pirate Bay,22 are blocked.23 In 2014, the commu-
nications ministry blocked dozens of websites for failing to obtain an online publication license.24 

Websites and social media pages belonging to human rights or political organizations, such as the 
Saudi Civil and Political Rights Organization (ACPRA) and the Arab Network for Human Rights In-
formation (ANHRI), are blocked.25 Sites belonging to several Saudi religious scholars and dissidents 
are blocked,26 as well as those related to the Shi’a religious minority, such as Rasid,27 Yahosein, and 
Awamia.28 Authorities also blocked the website of the Islamic Umma Party, the country’s only un-
derground (and illegal) political party, which has called for the royal family to step down. Website 
mirroring is often used to circumvent blockage, but mirrors are often detected and blocked in a cat-
and-mouse game.  For example, authorities blocked the official website for the “October 26th Wom-
en Driving campaign” on September 29th, 2013. One week later, a mirror site was also blocked.29

The CITC has also blocked individual social media pages that demand political reforms or civil rights. 
However, the move by many companies to standardize encrypted “HTTPS” communication has 
rendered much of this blockage useless, since it is technically very difficult for authorities to block 
individual pages on an HTTPS domain, rather than a standard HTTP domain. Authorities have occa-
sionally moved to block entire online products and services for breaching the country’s strict laws. In 
September 2012, the government threatened to block all of YouTube if Google, the site’s owner, did 
not restrict access to the controversial “Innocence of Muslims” video containing an offensive depic-
tion of the Prophet Mohammed. Google later blocked the video in Saudi Arabia.30

The CITC also has an aggressive stance toward Voice over Internet Protocol (VoIP) services that cir-
cumvent the country’s regulatory environment and, by some indication, the surveillance apparatus. 
So far only Viber has been blocked, though authorities have threatened to institute further restric-
tions on services such as Whatsapp or Skype.31 BlackBerry services were temporarily stopped on 
June 30, 2012 following glitches experienced by the BlackBerry maker Research in Motion, according 
to Saudi Telecom Company (STC). There was no evidence to suggest that the government was be-

21 “The censorship policy of websites that spread extremist ideologies has proven its success” [in Arabic] Al Arabiya News, 
December 22, 2012, https://bit.ly/1Fr25fm. 
22 Ernesto, “Saudi Arabia Government Blocks The Pirate Bay (and More),” TorrentFreak,  April 2, 2014, http://bit.ly/1KZwhQz. 
23  “Ministry of Culture and Information blocks 52 websites for infringing the rights of authors,” [in Arabic] Al Riyadh 
Newspaper, October 2012. https://bit.ly/1PrEspC
24 Rory Jones and Ahmed al-Omran, “Saudi Arabia Plans to Regulate Local YouTube Content,” The Wall Street Journal, April 24, 
2014, http://on.wsj.com/1JQuBEu. 
25 According to the Alkasir.com, which provides information on blocked websites, the URLs acpra6.org and anhri.net are 
blocked in Saudi Arabia: “Cyber-Censorship Map,” Alkasir, accessed on March 2, 2013, https://alkasir.com/map.
26 Blocked websites of Saudi religious scholars include: www.almoslim.net, www.albrrak.net, and islamqa.info/ar;“Blocking 
some sites because they violate rules and spread bold ideas and theses” [in Arabic] Al Arabiya, April 6, 2012, http://bit.
ly/1EUWChv. 
27 Adala Center, “A list of blocked sites from within Saudi Arabia” [in Arabic] accessed on December 22, 2012, http://bit.
ly/1NpMiAZ. 
28 “Cyber-Censorship Map,” Alkasir, accessed on March 2, 2013, https://alkasir.com/map.
29 Osama Khalid, “Saudi Authorities Block Women Driving Websites,” Global Voices, October 8, 2013, http://bit.ly/1QmGLti. 
30 “YouTube blocks ‘Innocence of Muslims’ in Saudi Arabia”, Al Arabiya News, September 19, 2012, http://bit.ly/1iv2VhN. 
31 “CITC blocks Viber”, Saudi Gazette, June 5, 2013, http://bit.ly/1VLVW28. 
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hind the short suspension.32

The government responds to blockage requests from members of the public, who can use a web-
based form to submit a complaint regarding undesirable material.33 Sites can also be unblocked 
through a similar process.34 Once an individual submits the form, a team of CITC employees de-
termines whether the request is justified. In 2014, the CITC received 466,863 blockage requests, 
and complied in 94.3 percent of cases.  Pornographic content accounted for 85.6 percent of these 
requests.  The CITC has been developing blocking tools based on IP address, in order to prohibit 
websites from circumventing blockage by changing their domain name.  Currently, this affects over 
2,500 websites.35 The manager of public relations at the CITC said the commission receives about 
200 unblocking requests each day, though he would not comment on how often the CITC unblocks a 
site based on such an appeal.36 In one example, the CITC unblocked the website Mustamel after the 
owners complied with a request from the CITC to remove illegal advertisements.37

The government is somewhat transparent about what content it blocks. While the list of banned 
sites is not publicly available, users who attempt to access a banned site are redirected to a page 
displaying the message, “Access to the requested URL is not allowed!” In addition, a green back-
ground is displayed on sites blocked by the CITC, whereas sites blocked by the Information Ministry 
for licensing violations or copyright infringement have a blue background. Still, a full list of banned 
sites is not publicly available. The country’s two data service providers must block all sites banned 
by the CITC,38 and failure to abide by these bans may result in a fine of up to SAR 5 million (US$1.33 
million), according to Article 38 of the Telecommunication Act.39 It should be noted, however, that 
many Saudi internet users have become savvy at using circumvention tools such as Hotspot Shield, 
which allows users to access a virtual private network (VPN) to bypass censorship,40 but many other 
tools to circumvent blockage, such as Tor and the major VPN providers, are actively blocked by the 
government.41

Content Removal 

Blocking and filtering are compounded by the self-censorship that online news moderators and site 
owners must exercise. Gatekeepers frequently delete user-generated content that could be deemed 
inappropriate or inconsistent with the norms of society, as they can be held legally liable for content 
posted on their platforms.42 This often results, for example, in keeping only progovernment user 
comments. It is unusual to find any antigovernment comments the websites of major Saudi newspa-
pers, which do not reflect the diversity of political views seen on social networks.

32 “STC: BlackBerry service stoppage problem solved and service to return progressively” [in Arabic] Al-Madina Newspaper, 
June 30, 2012, http://bit.ly/1PZwToE. 
33 CITC, “Block Request Form, “Internet.gov.sa, http://web1.internet.sa/en/block. 
34 CITC, “Unblock Request Form, “Internet.gov.sa, http://web1.internet.sa/en/unblock. 
35 CITC, Annual Report 2014, [in Arabic], pg 32 http://bit.ly/1L1xxCA. 
36 “About 300,000 requests to block sites in Saudi Arabia annually” [in Arabic]  Ajel, January 13, 2010, http://bit.ly/1K5G0zA. 
37 “For the second time Haraj site blocked in Saudi Arabia” [in Arabic] QBS News, March 26, 2013, http://bit.ly/1VNpw7s. 
38 CITC, “General Information on Filtering Service”, Internet.gov.sa, accessed on September 30,2012,  http://bit.ly/1MbhO5y
39 Telecommunication Act of Saudi Arabia, [in Arabic], http://bit.ly/16Jzjj5.
40 Saudis refer to this circumvention tool as a “proxy breaker.”
41 Examples include Hotspot Shield, Hide My Ass! and AirVPN.
42 “Raif Badawi’s wife provides “Anhaa” with the list of charges against her husband and calls for his release [in Arabic]  Anhaa, 
April 25, 2013, http://www.an7a.com/102662.
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The CITC also sends requests to social networks to remove content. Facebook’s Government Re-
quests Report of the first half of 2014 cites 7 processed requests that were “reported by the Com-
munications and Information Technology Commission (CITC) under local laws prohibiting criticism 
of the royal family.”43 On the other hand, Twitter reported no content removal requests from Saudi 
Arabia in the period from 2012 to 2015.44

Copyright takedown requests were also used to restrict political speech.  In September 2014, an ep-
isode of a satirical show on YouTube called Fitnah was censored when the Saudi TV channel, Rotana 
sent a Digital Millennium Copyright Act (DMCA) notice to take it down. The show used footage from 
the channel to criticize its owner, Prince Waleed Bin Talal, who was accused by the show of being re-
sponsible for the takedown request.45  The video was later restored.46 

Media, Diversity, and Content Manipulation  

Social media users are increasingly careful about what they post, share, or “like” online, particularly 
after the passage of a new antiterrorism law in 2014. Users who express support for extremism, lib-
eral ideals, minority rights, or political reforms, in addition to those who expose human rights viola-
tions, are closely monitored and often targeted by the government. Questioning religious doctrine 
is strictly taboo, particularly content related to the prophet Mohammed. Influential Twitter users, 
such as Essam al-Zamil, are growingly fearful of expressing support for outspoken activists who have 
been recently sentenced to jail time. Others have decided to leave Twitter.47 Government consultants 
have stopped contributing to foreign newspapers due to pressure from other government agency 
representatives.

With so much activity occurring on social networks, the Saudi government maintains an active pres-
ence online as a means of creating the illusion of popular support for its policies. It is believed the 
government employs an “electronic army” to constantly post progovernment views, particularly on 
social media. Progovernment trolls have taken to “hashtag poisoning,” a method of spamming a 
popular hashtag in order to disrupt criticism or other unwanted conversations through a flood of 
unrelated or opposing tweets. Through the use of a “bot,” such as those provided by Yoono.com, 
one individual can send thousands of tweets to a hashtag at the same time.48  While the tweet may 
contain the same message, the bot sends the tweet on behalf of numerous fabricated accounts, cre-
ated by combining random photos of faces with names culled from the internet. The government 
also influences online news reporting by offering financial support to news sites such as Sabq and 
Elaph in return for coordination between site editors and the authorities.49 Individuals may also be 
awarded upon praising the government online. In April 2015, the MoI awarded eight young people 
who had published a video responding to threats from the IS militant group with progovernment 

43 Facebook, “Saudi Arabia,” Government Requests Report, January-June 2014, accessed on November 4, 2014, http://bit.
ly/1VLX6ec. 
44 Twitter , “Saudi Arabia,”  Transparency Report,  https://transparency.twitter.com/country/sa. 
45 “YouTube Blocks Fitna Show In Response to a Request from Rotana.” [in Arabic] al-Tagreer, September 7, 2014. https://bit.
ly/1Tb7KKZ [offline]
46 Maira Sutton, “Copyright Law as a Tool for State Censorship of the Internet,” Electronic Frontier Foundation, December 3, 
2014, http://bit.ly/1rVSJmg. 
47 For example, see: Asmogbelt, Twitter post, November 28, 2014, 2:45 AM, http://bit.ly/1PZxPcx; Mohmd_AAlhodaif, Twitter 
post, March 8, 2014, 1:16 PM, http://bit.ly/1IWM5NP. 
48 “Fake accounts and drowning the hashtag in Twitter [in Arabic] Osama Al Muhaya, March 16, 2013, http://bit.ly/1Q13N8g. 
49  “Othman Al-Omair in Turning Point 8-5” [in Arabic] YouTube video, 8:11, published by Alnahry2009, May 31, 2010, http://
bit.ly/1LXn9um. 
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rhetoric.  The speaker was awarded 100,000 SAR (US$26,600), and those sitting with him were 
awarded 50,000 SAR (US$13,300).50

Whereas the authorities provide monetary support to progovernment websites, the owners of oppo-
sition websites can come under strong financial pressures as a result of the country’s environment of 
censorship. Revenue from third-party advertisers can be heavily impacted by a government decision 
to block a website. The government can also request advertisers cancel their ads on a particular 
website in order to pressure the website to close. Restrictions on foreign funding further inhibit the 
sustainability of websites that are critical of the ruling system. Numerous sites have been closed for 
copyright violations,51 or for featuring advertisements for drugs.52

While opposition blogs and online forums were once the main venue for discussing political and so-
cial matters, most Saudis now use social media to share information and express opinions. There are 
now dozens of comedic channels on YouTube, the most popular being “Sa7i,” “Eysh Elly,” “La Yekthar,” 
and “3al6ayer,” which respectively had around 351 million, 276 million, 85 million, and 68 million 
total views as of 2014. Omar Hussein, host of 3al6ayer, has touched on political issues and come out 
in support of a woman’s right to drive. On Eysh Elly, Badr Saleh compiles and makes fun of popular 
Saudi YouTube videos.53 One reason for the success of these videos is their engagement in cautious 
criticism and their restraint against pushing the limits of acceptable discourse. Saudi companies 
such as C3 (Creative Culture Catalyst) and Jeddah-based UTURN have sprung up to provide funding 
and support for video production in the kingdom, with great success.  Opposition figures overseas 
use YouTube as a platform for distributing their audio and video content, since their websites are 
blocked within the country.54

Similarly, Saudis are the largest adopters of Twitter in the Arab world, according to a 2014 report, 
with 4.8 million users55 and producing 40 percent of all tweets in Arab countries.56 Prominent reli-
gious scholars, such as al-Awdah, have even contributed to these debates on Twitter.57 

Digital Activism 

Saudis have employed online tools for holding government officials accountable, mainly through the 
use of smartphones to capture videos of corruption or improper behavior. On April 7, 2015, the Min-
ister of Health was filmed shouting at another citizen during a heated argument58 and was dismissed 
four days later. In May 2015, the head of the Royal Ceremonies office was recorded slapping a jour-
nalist who was trying to cover the reception of the king of Morocco, and was also dismissed.59  Local 

50 “Interior Minister honor poets,” [in Arabic], Al-Jazirah Daily, April 4, 2015, http://bit.ly/1hXnHpz. 
51 “CITC closed down Haraj site after advertising half kilo Hashish,” [in Arabic], AlSharq Newspaper, March 30, 2013,  http://bit.
ly/1LXn9um. 
52 “Saudi Arabia closes 52 sites violated intellectual property copyrights,” [in Arabic], Ameinfo, October 16, 2012, http://www.
ameinfo.com/ar-248952.html [offline]
53 Omar Ramzi, “Saudi Comedians test authorities’ limits online,” France24, February 24, 2014, http://f24.my/1XLmgeN. 
54 Examples include Sa’ad Al-Faqih, Mohammad al-Massari and Mohammad al-Mofarreh.
55 Lori Plotkin Boghardt,“Saudi Arabia’s War on Twitter,’’ Middle East Voices, December 12, 2013, http://bit.ly/1hdwdd7. 
56 Mohammed Bin Rashid School of Government, “Citizen Engagement and Public Services in the Arab World: The Potential 
of Social Media,” Arab Social Media Report, Issue 6, June 2014, http://bit.ly/1lr6QKL. 
57 Frederic Wehrey, “The Forgotten Uprising in Saudi Arabia, Carnegie Endowment for International Peace, June 14, 2013, 
http://ceip.org/1hXAbxy. 
58 “Saudi health minister sacked after leaked video shows heated row,” Al Arabiya, April 11, 2015, http://bit.ly/1IVxPa1. 
59 “In video....For that Mohammad al-Tubushi, Head of Royal Ceremonies, was dismissed,” Al Arabiya, May 5, 2015, https://bit.
ly/1Tc9zaM. 
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media took both cases as gestures of the new king’s intolerance for public officials’ moves to offend 
the “dignity” of citizens.60 

The campaign to defy the ban on women driving was less successful this year.61 Before the first an-
niversary of the October 26 Campaign, the spokesperson of the MoI threatened that the ministry 
would be “firm in enforcing the regulations against anyone who tries by any means to damage the 
societal harmony by spreading what splits and polarizes the society,” in reference to calls for women 
driving.62  This was followed by increased police presence on the day of the anniversary, and only a 
few videos were uploaded to YouTube showing women defying the ban.

The anonymous Twitter user @Mujtahidd continues to criticize high profile members of the royal 
family,63 and to provide detailed descriptions of state corruption.64 The popularity of the account 
has increased more than four times, from around 410,000 Twitter followers in June 2012 to over 1.8 
million as of June 2015. In 2013, the user shared the tweets of dozens of users who defended the 
government using the exact same wording, thus illustrating the presence of a MoI Twitter army.65  In 
March 2015, the account was suspended several times over the course of two days, but was reinstat-
ed without explanation.

The efficacy of security forces in dispersing public demonstrations has forced many Saudis to de-
vise more creative ways of organizing protests. Two Twitter accounts, in particular @e3teqal and @
almnaseron, played a major role in organizing small, distributed, low-level protests during 2012 and 
2013 with anonymous participants who were sympathetic to political prisoners and imprisoned reli-
gious scholars. YouTube was instrumental in documenting the demonstrations and attracting media 
attention.66 Videos documented a protest on June 6, 2012, in which a group of detainees’ families 
carried out a demonstration inside a shopping mall after initially pretending to be regular custom-
ers.67 Later that summer, demonstrators “marched” together in their cars on a highway.68 In March 
2013, 182 family members, including 15 women and 6 children, participated in a 12-hour sit-in in the 
central city of Buraidah. Police arrested 161 of the protestors and blamed social media for stirring up 
the protests.69 More recently, however, with the increased crackdown on protesters, these accounts 
have failed to gather momentum.  

60 “Salman stands for the dignity of the nation, and protects the freedom of the press...,” [in Arabic], Sabq, May 5, 2015, http://
sabq.org/uO5gde. 
61 “Saudi Arabia: obstacles in front of a women campaign to demand women driving on Sunday after firm warning from the 
Ministry of Interior”, [in Arabic], CNN Arabic,  October 26, 2014, http://cnn.it/1IYqrJ9. 
62 “MoI:  Regulations will be enforced against anyone that contributed to what allows the ill-intended to disturb societal 
harmony and polarizes society,” [in Arabic], Okaz, October 23, 2014,  http://www.okaz.com.sa/24x7/articles/20141023/
article20725.html. 
63 Worth,“Twitter Gives Saudi Arabia a Revolution of Its Own.”
64 “Saudi’s ‘Julian Assange’ returns to Twitter,” March 12, 2015, http://www.bbc.com/news/blogs-trending-31840424. 
65 Assaflovhotmail, Twitter post, February 28, 2013, 7:04 PM, http://bit.ly/1EOATbn. 
66 “Petitioning the Saudi government King Abdullah Al-Saud: Free Tariq Al-Mubarak,” http://chn.ge/1VNrVPJ.   
67 Amira al Husseini, “Saudi Arabia Arrests Writer for Supporting Women Drivers,” Global Voices, November 1, 2013, http://bit.
ly/1hXpJGn. 
68 Robert F. Worth,“Twitter Gives Saudi Arabia a Revolution of Its Own”, The New York Times, October 20, 2012, http://nyti.ms/
RmDtYD.
69 “’Mujtahidd’ exposes secrets of Saudi royal family on Twitter,” LBC International, June 24, 2012, accessed on February 12, 
2013,  http://bit.ly/1NpR1CS. 
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Violations of User Rights

Saudi courts have delivered some of the harshest prison sentences against online users in the world, 
with numerous human rights defenders jailed for periods of 10 to 15 years for their online activities. 
The legal environment surrounding online expression remains a significant impediment to internet 
freedom, and it has only worsened over the past year. The 2014 antiterrorism law, which equates “in-
sulting the reputation of the state” with terrorism, was used to prosecute peaceful activists. Further-
more, as legal limits on the detention of suspects were removed, numerous Saudis are now legally 
detained for periods of months—and sometimes years—without charge. 

Legal Environment 

Saudi Arabia has no constitution. The Basic Law of Saudi Arabia contains language that calls for free-
dom of speech and freedom of the press, but only within certain boundaries. The 2000 Law of Print 
and Press also addresses freedom of expression issues, though it largely consists of restrictions on 
speech rather than protections. Online journalists employed at newspapers and other formal news 
outlets maintain the same rights and protections as print and broadcast journalists, and like their 
counterparts, are also subject to close government supervision. Similarly, laws designed to protect 
users from cybercrimes also contain clauses that limit freedom of expression. The 2007 Anti-Cyber 
Crime Law criminalizes “producing something that harms public order, religious values, public mor-
als, the sanctity of private life, or authoring, sending, or storing it via an information network,” and 
imposes penalties of up to five years in prison and a fine of up to SAR three million (US$800,000).70

The antiterrorism law, passed in January 2014, defines terrorism in such vague terms that nonviolent 
acts, such as “insulting the reputation of the state,” “harming public order,” or “shaking the security 
of the state,” are criminalized as applicable offenses.71 Article 1 of the law defines “calling for atheist 
thought in any form” as terrorism.72 Article 4 prohibits support for banned groups by “circulating 
their contents in any form, or using slogans of these groups and currents [of thought], or any sym-
bols which point to support or sympathy with them” through audio, visual, or written format, includ-
ing websites and social media.73

Prosecutions and Detentions for Online Activities 

Saudi Arabia’s restrictive laws have been rigorously applied to silence critical voices and human 
rights defenders. Since traditional political organizing is banned in the country, many human rights 
activists conduct activities online given the reach of social media tools in the country. As a result, 
the authorities often prosecute activists for setting up websites, posting on Twitter, or appearing in 
YouTube videos documenting human rights abuses or calling for government action. For example, in 
December 2014, Loujain al-Hathloul was arrested at the border crossing between Saudi Arabia and 
the United Arab Emirates when she demanded to be allowed to drive in Saudi Arabia. She was re-
ferred to the Specialized Criminal Court, a terrorism tribunal, on charges related to political opinions 

70 Kingdom of Saudi Arabia, Royal Decree No. M/17, Anti-Cyber Crime Law, March 2007,  http://bit.ly/VWXEmI.
71 Human Rights Watch, “Saudi Arabia: New Terrorism Regulations Assault Rights,” March 20, 2014, http://bit.ly/1d3mLN9. 
72 Elliot Hannon, “New law in Saudi Arabia Labels All Atheists as Terrorists,” Slate, April 1, 2014, http://slate.me/1ifyNk9. 
73 Human Rights Watch, “Saudi Arabia: New Terrorism Regulations Assault Rights.” 
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she had expressed on Twitter and other social media sites74 and was held in detention for 73 days.75 

In July 2014, well-known human rights lawyer Waleed Abu al-Khair was sentenced to 15 years in 
prison by the Specialized Criminal Court. Abu al-Khair was targeted for his nonviolent activism, in-
cluding statements he made on Twitter and various media outlets related to the government’s de-
tention of prisoners of conscience.76 He had been arrested in April on numerous charges including 

“disobeying the ruler,” “disrespecting the authorities,” “offending the judiciary,” “inciting international 
organizations against the Kingdom,” “founding an unlicensed organization,” and violating the cy-
bercrime law. He is the head of the organization “Monitor of Human Rights in Saudi Arabia” and the 
husband of Raif Badawi’s sister, human rights activist Samar Badawi.77 He was also banned from trav-
el from 15 years after release and fined SAR 200,000 (US$53,000). Originally, five years of his prison 
sentence were suspended, but after an appeal by the prosecution in January 2015, the court ruled 
Abu al-Khair must serve all 15 years.78

Similarly, following an appeal from the public prosecutor, Fowzan al-Harbi was sentenced to 10 years 
in prison in November 2014, including a 10-year travel ban upon release.79 He had been detained 
in December 2013 on charges of “inciting disobedience to the ruler by calling for demonstrations,” 

“describing the Saudi Arabian state as a ‘police state’,” “accusing the judiciary of being incapable of 
delivering justice,” “signing documents that incite public opinion against the authorities,” as well as 
charges related his co-founding of the human rights organization ACPRA. Al-Harbi was sentenced to 
seven years in prison in June 2014 but was released pending an appeal after signing a pledge to re-
frain from using social media and socializing with others.80 However, he was accused of later publish-
ing the charges against him online in a violation of the terms of his release, leading to his immediate 
arrest and the increased sentence. 

A court in Riyadh disbanded the ACPRA in March 2013 and sentenced two of its members, Abdulah 
al-Hamid and Mohammed al-Qahtani, to 11 years and 10 years of jail time respectively, in addition 
to a travel ban equal in length to their jail sentences.81 Five years of their sentences were based on 
Article 6 of the Anti-Cyber Crime Law, relating to the creation of a website that could disturb social 
order.82 Six founding members of ACPRA are currently in detention.83 Two founding members of the 
Islamic Umma Party, al-Wahiby and al-Gamidi,84 have been in prison since February 2011.85 Both the 

74  AP, “Saudi Antiterrorism Court to Try Women Held for Driving,” The New York Times, December 25, 2014, http://nyti.
ms/1H17Jm2. 
75 Robert Mackey, “Saudi Women Free After 73 Days in Jail for Driving,” The New York Times, February 12, 2015, http://nyti.
ms/1F3UQcp.  
76 Human Rights Watch, “Saudi lawyer sentenced to 15 years in jail for reporting human rights violations,” IFEX, July 7, 2014, 
http://bit.ly/1OLyKz.  
77 Elham Manea, “Waleed Abdulkhair: Imprisoned!,” The World Post, May 6, 2014, http://huff.to/SNdwXT. 
78 “Saudi Arabia: Prominent Activist Marks Year Behind Bars,” Human Rights Watch, April 15, 2015, https://www.hrw.org/
news/2015/04/15/saudi-arabia-prominent-activist-marks-year-behind-bars. 
79 See ACPRA, “A statement on the re- arrestment of  ACPRA member, Fowzan al-Harbi,” [in Arabic] November 2014, http://
bit.ly/1g9CgoV and Amnesty International, “Saudi Arabia: Further information: Jail sentence of activist increased on appeal: 
Fowzan al-Harbi,” November  20, 2014, https://www.amnesty.org/en/documents/MDE23/033/2014/en/.
80 ACPRA, “A statement on the verdict session of the trail of ACPRA member, Fowzan al-Harbi” [in Arabic] June 2014, http://
bit.ly/1ix3esk. 
81 “10 years jail for Al-Qahtani and 11 for Al-Hamid in the ACPRA case” [in Arabic], Sabq, March 9, 2013, http://sabq.org/
onyfde.
82 CITC, “Anti-Cyber Crime Law,” March 2007  http://bit.ly/VWXEmI.  
83 Those members are Suliaman Al-Rushoody, Mansour Al-Awth, Mousa Al-Garni, Mohamed Al-Bijadi, Saleh Al-Ashwan and 
Fawzan Al-Harbi.
84 Islamic Umma Party, Twitter Page, accessed on December 22, 2012, http://twitter.com/islamicommapart.
85 Islamic Umma Party, Twitter Page, accessed on March 10, 2012, http://twitter.com/islamicommapart. 
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ACPRA and the Islamic Umma Party base many of their operations online.

Raif Badawi, the co-founder of the Saudi Arabia Liberals website who has been imprisoned since 
June 2012, had his sentence increased from 7 to 10 years in jail and from 600 to 1,000 public lash-
es, as well as a fine of SAR one million (US$266,000) in early May 2014.86 Badawi was charged with 

“setting up a website that undermines general security” and “ridiculing Islamic religious figures.” On 
January 9, 2015, Badawi received 50 lashings outside a mosque in Jeddah, following Friday prayer. 
Footage of the punishment was uploaded to YouTube, resulting in a massive international backlash.87  
Further lashings have been postponed.88 In February 2015, the sentence was suspended by the Su-
preme Court to be reevaluated,89 but later in June, the court upheld the verdict.90

Several others were arrested for criticizing the state-sponsored religious institution. On October 28, 
2014, Su’ad al-Shammari, co-founder of the Saudi Arabia Liberals website, was arrested over tweets 
that were described as offensive to the heritage of the prophet Mohammad.91  She was released on 
February 1, 2015 after signing a pledge to “reduce her activity”. Her Twitter account, however, is still 
critical of the religious institution.92  In late January 2015, Waheed al-Ghamdi was arrested over a 
series of articles in which he addressed sectarianism by blaming the same religious body.  He was 
released on March 2, 2015, after his case was assigned to the Ministry of Culture and Information.93

In April 2015, the Specialized Criminal Court sentenced a Saudi citizen from Riyadh to a year and 
four months in prison and a travel ban for three years for participating in protests that called for 
the release of the arbitrarily detained, for storing audio and video clips of protests on his computer, 
and for uploading them to YouTube. The court also ordered the closure of the citizen’s social media 
and email accounts, a common practice in Saudi Arabia.94 Another citizen, this time from Qatif, was 
sentenced by the same court in December 2014 to five years in prison for charges that included 

“creating nicknames on the social media websites Twitter and Facebook, and using them to publish 
forbidden articles”.95

While there were numerous cases of sentences being extended upon appeal, in at least one case, 
charges were dropped. In April 2015,96 the Court of Appeals overturned five to eight year prison 
sentences against three lawyers—Abdel Rahman al-Subehi, Bander al-Nakithan, and Abdel-Rahman 
al-Remaih—who were convicted of “insulting” and “interfering with the purview” of the ruler and the 

86 Ludovica Iaccino, “Saudi Arabian Online Liberal Activist Raif Badawi Sentenced to 1,000 lashes,” International Business Times, 
May 8, 2014, http://bit.ly/1NpU0Lu. 
87 Press Association, “Prince Charles raises Raid Badawi case with Saudi king,” The Guardian, February 10, 2015, http://
gu.com/p/45yxv/stw. 
88  AFP, “Saudi Arabia postpones flogging of Raef Badawi for third week,” The Guardian, January 30, 2015, http://gu.com/
p/45c4y/stw.  
89  “Again, the Supreme Court Returns Raif Badawi’s case to evaluation by Jeddah Criminal,” Sabq, February 2015, http://sabq.
org/qeygde. 
90 AP, “Saudi Arabia: Verdict on Blogger Stands,” The New York Times, June 7, 2015, http://nyti.ms/1IwJwYE. 
91 Human Rights Watch, “Saudi Arabia: Assault on Online Expression,” November 22, 2014, http://bit.ly/1idroZf. 
92 “Saudi Authorities Release Activist Close to Raif Badawi,” France 24, February 2015,  http://f24.my/1aQmQEs. 
93 Khalaf Alsuliman, Twitter post, March 2, 2015, 12:30 AM,  https://twitter.com/khalaf_suliman/status/572312994148839426. 
94  “Imprisonment for a year and four months for a Saudi who participated in protests calling for the release of security-
related detainees,” [in Arabic] Al Riyadh Newspaper, April 9, 2015, http://www.alriyadh.com/1037494. 
95 “5 years in prison for a riot participant in Qatif,” [in Arabic]  Al Riyadh Newspaper, December 10, 2014,  http://www.alriyadh.
com/1002051. 
96 “al-Qafari: The Ministry of Justice is No Enemy to the Lawyers,” [in Arabic],  Al-Riyadh Newspaper, April 26, 2015, http://bit.
ly/1NidSPc. 
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judiciary in October 201497 after criticizing the slow pace of judicial reform on Twitter.98

Surveillance, Privacy, and Anonymity 

Surveillance is rampant in Saudi Arabia; anyone who uses communication technology is subject to 
government monitoring, which is officially justified under the pretense of protecting national securi-
ty and maintaining social order. The authorities regularly monitor websites, blogs, chat rooms, social 
media sites, emails and mobile phone text messages. Evidencing the government’s determination 
to monitor its citizens, the American security expert Moxie Marlinspike published email correspon-
dence with an employee at Mobily who sought to recruit him to help the telecommunications firm 
intercept encrypted data from mobile applications such as Twitter, Viber, Vine, and WhatsApp.99

According to a report from the University of Toronto’s Citizen Lab, the government has coordinated 
with the company Hacking Team in order to target Saudis in the region of Qatif with surveillance 
malware. A legitimate news app titled Qatif Today, available to Android mobile devices through the 
Google Play store, was manipulated in order to spy on users with an interest in the Saudi region 
of Qatif, which has undergone numerous protests. A link circulated on Twitter directed users to a 
Dropbox file that downloaded the phony app developed by Hacking Team, an Italian company that 
sells intelligence products to governments. Among other things, the app appeared to be designed 
to grant authorities access to individuals’ mobile phone data, social network activity, as well as re-
al-time recording capabilities using the phone’s microphone and camera.100

New registration requirements have undermined the ability to use ICT tools anonymously and free 
from government interference. The Ministry of Culture and Information requires that all blogs, fo-
rums, chat rooms, and other sites obtain a license from the ministry to operate, thus putting more 
pressure on online writers to self-regulate their content.101 However, this rule is enforced only on 
popular online publications. Even anonymous users and writers who employ pseudonyms when 
making controversial remarks face special scrutiny from the authorities, who attempt to identify and 
detain them. 

Users are legally required to use their real names and register with the government when purchasing 
mobile phones. In 2012, the CITC introduced a new law making it mandatory to enter a user’s ID 
number to recharge a prepaid mobile card, rendering it virtually impossible to use prepaid mobile 
phones anonymously.102 Nevertheless, a black market has since emerged in which vendors sell new 
SIM cards and prepaid refill cards with pre-existing ID numbers.103 To stop this lucrative practice, the 
government is now considering linking these cards to fingerprints.104

In addition to direct government monitoring, access providers are required to monitor their own 
customers and supply the authorities with information about their online activities, often without 

97 Arabic Network for Human Rights Information, “Three Saudi lawyers sentenced to jail for tweeting,” IFEX, October 30, 2014, 
http://bit.ly/1UHfUc7. 
98 Abeer Allam, “Saudi Arabia cracks down on twitter,’’ Al Monitor, March 20, 2014, http://bit.ly/1JTCM38. 
99 Moxie Marlinspike, “A Saudi Arabia Telecom’s Surveillance Pitch”, Thought Crime (blog), May 13, 2013, http://bit.ly/101lYnw.
100 Doug Bernard, “Saudi App Appears to Target Residents With Surveillance,” Voice of America, June 27, 2014, http://bit.
ly/1EVcSPq. 
101 Reporters Without Borders, “Saudi Arabia,” Internet Enemies, 2012, http://bit.ly/JrLevJ.
102 “User’s ID number now required to recharge prepaid mobile phones”, Arab News, July 4, 2012, http://bit.ly/1azmvzS.
103 Faleh Al-Buyani, “Black market for SIM cards with ID thriving”, Saudi Gazette, December 31, 2012, http://bit.ly/1Q1amYu. 
104 “Study to link SIM cards with fingerprints”, Arab News Newspaper, June 20, 2013, http://www.arabnews.com/news/455594.
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due process. Since 2009, the MoI has made it mandatory for internet cafes to install hidden cameras 
and provide identity records of their customers. The security regulations also bar entrance to anyone 
under the age of 18.

Intimidation and Violence 

Most gravely, in May 2015, political activist Waleed Sulais was beaten during a funeral for the vic-
tims of an IS attack on a Shiite mosque. Two men accused Sulais of insulting them on social net-
works, and physically assaulted him. The attackers were also Shiites, and had been wanted by the 
authorities.105

Progovernment Twitter accounts often defame and harass political and social activists using 
hashtags calling for their arrest. The anonymous accounts often show photos of the king or the in-
terior minister as their avatars. In March 2014, the Ministry of Interior released a list of organizations 
classified as “terrorists,” which included the Muslim Brotherhood. Following that, the MoI contacted 
influential Twitter users containing the “Rabaa» logo in their avatar and ordered them to remove it; 
the logo refers to the square in which anti-coup protesters in Cairo held their sit-in, before a violent 
crackdown by the Egyptian army in August 2013. Those who refused were called in for interrogation 
and ordered to stop using their Twitter accounts.106

Technical Attacks

In April 2015, during the Saudi-led war against Houthi militants in Yemen, a group of Houthi sup-
porters called the “Yemen Cyber Army” hacked into the website of Saudi-sponsored newspaper 
al-Hayat, displaying the photo of Hezbollah Secretary General Hassan Nasrallah and writing in Ara-
bic: “We have few words to say to you, prepare your bomb shelters.”107 In May 2015, the same group 
attacked the mail service of the Foreign Ministry publishing thousands of email correspondences, 
claiming they were “top-secret”.108  The Ministry claimed that the attack was “limited.”109

105 “Two wanted men physically attack rights activist Waleed Sulais,” [in Arabic], Juhaina, May 30, 2015. http://www.juhaina.
net/?act=artc&id=23877
106 Basim Alim, Twitter post, January 4, 2015, 11:54 PM, https://twitter.com/BassimAlim/status/552010347796631552. 
107 “Pan-Arab newspaper al-Hayat hacked by Yemen ‘Cyber Army’,” Al Arabiya, April 14, 2015, http://bit.ly/1LXtN3H.  
108 “Yemeni group hacks 3,000 Saudi govt computers to reveal top secret docs – report,” RT, May 22, 2015, http://on.rt.com/
ncqjk6.  
109 Saudi Press Agency, “Head of the Media Administration in the Foreign Ministry: The computer of the Foreign Ministry had 
a limited attack,” [in Arabic], news release, May 22, 2015, http://www.spa.gov.sa/details.php?id=1364187.
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Key Developments: June 2014 – May 2015

• A political website was ordered to be shut down in the first ever use of the government’s
19-year-old licensing powers (see Content Removal).

• A new anti-harassment law, ostensibly introduced to protect ordinary citizens, was wield-
ed against critics of the government (see Prosecutions and Detentions for Online Activ-
ities).

• Three individuals were charged under the Sedition Act for postings allegedly promoting 
ill-will between Singaporeans and immigrants (see Prosecutions and Detentions for On-
line Activities).

• The prime minister sued an activist blogger, the first time a government leader has taken 
an individual to court for defamation over a blog post (see Prosecutions and Detentions 
for Online Activities).

• A prominent blogger was fined SGD$8,000 (US$5,800) for contempt of court (see Prose-
cutions and Detentions for Online Activities).

• A teenager was found guilty of penal code violations over an online tirade against the 
late Premier Lee Kuan Yew (see Prosecutions and Detentions for Online Activities). 

Singapore
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 6 6

Limits on Content (0-35) 14 14

Violations of User Rights (0-40) 20 21

TOTAL* (0-100) 40 41

* 0=most free, 100=least free

Population: 5.5 million

Internet Penetration 2014: 82 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: No

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

Singapore entered its 21st year of public internet access in 2015. Digital connectivity has grown 
quickly, with the People’s Action Party (PAP) government embracing the internet as essential infra-
structure for economic development. However, it remains wary of the technology’s potential for lib-
eralizing political debate and enhancing democratic participation. 

The government acknowledged that Singapore’s political culture became more disputatious after 
the 2011 general election. While it responded swiftly to address public grievances over various social 
and economic policies, it has not opened up space for dissenting views. It appears determined to 
contain public debate within what it considers to be acceptable boundaries. 

Indeed, during preparations for the elections in late 2015, the government showed heightened sen-
sitivity toward online dissent, resulting in a series of unprecedented actions during the coverage pe-
riod. It ordered the shutdown of a highly critical political website, marking the first time that a site’s 
license has been suspended. A new anti-harassment law, originally touted as a means of protecting 
ordinary citizens from cyber stalking and other social ills, was almost immediately wielded by the 
government itself against its critics. Another first was the prime minister’s defamation suit against an 
activist blogger.

The website shutdown and the charging of three individuals under the Sedition Act were all asso-
ciated with expression that the authorities claimed could inflame relations between locals and im-
migrants. The interventions were symptomatic of the government’s struggle to manage the highly 
charged debate over its unpopular immigration policies. The debate has been most vociferous on-
line.

The government’s restrictions on online debate have not been severe enough to neutralize the in-
ternet’s importance as a space for alternative and more authentic voices. Antigovernment views are 
routine in comment spaces, forums, and social media.

However, the government may succeed in slowing down the growth of independent news sites and 
in discouraging more organized activism. Since 2013, the government has used registration and 
fundraising regulations to stymie the emergence of professionally-run, independent online news 
organizations with the capacity for original daily reporting and regular investigative journalism – of 
which none exist in Singapore. 

Although there was much international speculation over whether the death of founding Prime Min-
ister Lee Kuan Yew in March 2015 would usher in more political openness, there is no sign that this 
will be the case. On the contrary, the outpouring of sentiment over Lee’s passing may have solidified 
Singapore’s conservative base, strengthening the hand of hardliners who argue that Singaporeans 
value good governance more than civil liberties.

Obstacles to Access

As a wealthy and compact city-state, Singapore has highly developed information and communication 
technology (ICT) infrastructure. Its Intelligent Nation 2015 master plan for an ultra-high-speed, perva-
sive network achieved the target of 90 percent home broadband penetration. A new government pro-
gram launched in September 2014 offers affordable broadband packages to low-income households. In 
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addition, the national wireless network offers free public access. In late 2014, the government launched 
a high-level Smart Nation program that will include education and training to boost Singaporeans’ 
skills in developing digital technologies and applications. 

Availability and Ease of Access   

Eighty-two percent of households had internet access in 2014, while mobile phone subscriptions 
outnumbered residents by 58 percent.1 The fiber-based Next Generation Nationwide Broadband 
Network (Next Gen NBN) reached 95 percent of homes and businesses by July 2013.2 Home owners 
are offered free installation for the first 15 meters of fiber running into their homes. In addition, the 
national wireless network offers free public access. 

Singapore’s Intelligent Nation 2015 master plan, its sixth consecutive masterplan for the sector, 
achieved the target of rolling out broadband connections to 90 percent of homes; smartphone pen-
etration has reached 85 percent.3 In November 2014, the government launched its next major thrust, 
called Smart Nation, to integrate technologies more seamlessly and improve Singaporeans’ skills in 
not just using but also creating new technologies. A Smart Nation Programme Office has been set 
up under the Prime Minister’s Office, to take a “whole-of-Government, whole-of-nation approach.”4 

The digital divide cuts mainly along generational lines. While close to 100 percent of residents aged 
7 to 34 reported in 2012 that they had used the internet in the past year, the percentage was 51 
percent for those in their 50s and 16 percent for those 60 and older.5 In September 2014, the gov-
ernment launched a Home Access program under its SGD 8 million (US$5.7 million) Digital Inclusion 
Fund, to make internet connectivity more accessible and affordable to lower-income Singaporeans. 
Eligible households are provided home internet access and phone services with a broadband pack-
age at SGD 6 (US$ 4.30) per month for 48 months. This includes fiber connectivity and a basic device 
such as a tablet.6

Restrictions on Connectivity  

No known restrictions have been placed on ICT connectivity or access to social media or communi-
cation apps, either permanently or during specific events. The Singapore Internet Exchange (SGIX), 
a not-for-profit established by the IDA in 2009, provides an open, neutral and self-regulated central 
point for service providers to exchange traffic with one another directly instead of routing through 
international carriers, thus improving latency and increasing resiliency when there are cable outages 
on the international network.7 

Singapore has adopted a National Broadband Network (NBN) structure, with the network built and 
operated by an entity that supplies telecommunications services on a wholesale-only, open-access 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014, http://bit.ly/1cblxxY. 
2  Infocomm Development Authority of Singapore (iDA), “Fact Sheet,” July 2013, http://bit.ly/1Lik3Cr. 
3  iDA, “Transcript of Prime Minister Lee Hsien Loong at Smart Nation Launch, 24 November 2014,” November 24, 2015,  
http://bit.ly/1v88lB2. 
4  iDA, “Transcript of Prime Minister Lee Hsien Loong.”
5  iDA, “Infocomm Usage – Households and Individuals,” http://bit.ly/1hrhTUO. 
6  iDa, “Home Access,” http://bit.ly/1VErf2p. 
7  Singapore Internet Exchange, “About SGIX,” http://www.sgix.sg/.  
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and non-discriminatory basis to all telecommunications carriers and service providers.8 To develop 
Singapore’s all-fiber Next Generation NBN, a structurally separated network company has responsi-
bility for the passive infrastructure, including the optical fiber. An operationally separate operating 
company is responsible for the active infrastructure, including routers, switches and access network 
equipment. These are in turn supposed to be separate from the retail service providers downstream, 
to avoid conflicts of interest. However, OpenNet, the builder-operator of the passive infrastructure, 
is currently controlled by a unit of government-linked Singapore Telecom (SingTel). Due to other 
players’ concerns that the acquisition was anticompetitive, regulators required that SingTel sell off 75 
percent of its stake in that unit by April 2018.9

ICT Market 

The dominant internet access providers are also the mobile telephony providers: SingTel, Starhub, 
and M1. SingTel, formerly a state telecom monopoly and now majority owned by the government’s 
investment arm, has a controlling stake in Starhub. The market is open to independent entrants. 
One of them, MyRepublic, rolled out a lower-cost 1 Gbps broadband service in early 2014 and an-
nounced its intention to bid for a 4G license that would make it the country’s fourth telco.10 In March 
2015, another newer player, ViewQwest, launched a 2 Gbps fiber-optic broadband service for house-
holds, offering what was touted to be among the world’s fastest home broadband plans.11

Regulatory Bodies 

The internet infrastructure is regulated by the Infocomm Development Authority (IDA). As a statutory 
body of the Ministry of Communications and Information (MCI), it takes instruction from the cabinet. 
In planning the all-fiber Next Gen NBN, the IDA has promised a competitive industry structure that 
would avoid conflicts of interest and allow retail service providers that offer services to end-users to 
purchase bandwidth connectivity at nondiscriminatory and nonexclusive prices. 

Limits on Content

The government has kept a 1996 promise not to block or filter any political content.12 However, in May 
2015, it took the unprecedented step of ordering a political website to shut down, on the grounds that 
it had violated the Internet Code of Practice. A licensing system introduced in 2013 has been used to 
limit the growth of independent online news start-ups by restricting their funding options. Also in oper-
ation are powers to issue takedown orders to large commercial online news media. Despite these limits, 
the internet remains significantly more open than print or broadcasting as a medium for news and 

8  iDA, “Building Singapore’s Next Generation Nationwide Broadband Network,” 2015, http://bit.ly/1LlvOnl. 
9  Tan Weizhen. “IDA approves OpenNet sale to CityNet, but with conditions,” Today, November 21, 2013, http://bit.
ly/1Om9Zcw. 
10  “MyRepublic to become Singapore’s fourth mobile operator,” Telecompaper, July 10, 2014, http://www.telecompaper.com/
news/myrepublic-to-become-singapores-fourth-mobile-operator--1024757. 
11  PR Newswire, “ViewQwest’s 2Gbps Fiber Broadband Now Commercially Available in Singapore, First in the World Outside 
of Japan,” press release, Telegraph India, March 16, 2015, http://www.telegraphindia.com/pressrelease/prnw/en55700.html#.
VhaaI_n4_Z4. 
12  In a now-defunct web page titled “Myths and Facts about MDA and the Internet”, the Media Development Authority 
stated: “Fact: MDA does not stop religious and political bodies from putting up web sites.” Cited in Cherian George, Contentious 
Journalism and the Internet, (Singapore: National University of Singapore Press, 2006), 73; Yip Yee Hui Josephine, “Internet 
Regulation – A Myth in Singapore?” The Singapore Law Review, (November 30, 2013), http://bit.ly/1Q8rHiy. 
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political discourse, which flow online largely unhindered. Restraints in online discourse are mainly due 
to fear of post-publication punitive action—especially through strict laws on defamation, racial and 
religious insult, and contempt of court (see Legal Environment). 

Blocking and Filtering 

The Broadcasting Act has included explicit internet regulations since 1996. Internet content providers 
and internet service providers (ISPs) are licensed as a class and must comply with the act’s Class Li-
cense Conditions and the Internet Code of Practice. Under this regime, ISPs are required to take “all 
reasonable steps” to filter any content that the Media Development Authority (MDA) deems “unde-
sirable, harmful or obscene.”13 

As a matter of policy, the MDA blocks only a list of 100 websites, for the purpose of signposting soci-
etal values. This floating list has never been made public, but no political site has been blocked. Oth-
er than a few overseas sites run by religious extremists, the list is known to comprise pornographic 
sites.14 Outside of this list, the Canada-based extramarital dating website, Ashley Madison, has been 
blocked since 2013, after it announced its plan to launch in Singapore.15 No other site was subse-
quently singled out for similarly targeted blocking. The use of regulation to signpost social values 
has been linked to the influence of religious conservatives (mainly evangelical Christians) asserting 
themselves more in public morality debates.16

Like the IDA, the MDA is a statutory MCI body and answers to the cabinet. The Broadcasting Act em-
powers the MCI minister to prohibit disclosure of any directions to censor content.17 This—together 
with the fact that most ISPs and large online media companies are close to the government—results 
in a lack of transparency and public accountability surrounding online content regulation.

Content Removal 

In May 2015, the MDA declared that The Real Singapore (TRS) website had violated the Internet 
Code of Practice,18 and that its Class License was therefore suspended.19 Its owners were required to 
disable access to the website. They have apparently complied: visitors to the site now see the mes-
sage, “The Real Singapore has been ordered to disable access to all our online services by the Media 
Development Authority (MDA) of Singapore.” This was the first time since the Class License system 
was introduced in 1996 that such action has been taken. A local network of digital freedom activ-
ists, FreeMyInternet, criticized the MDA’s action as “arbitrary and unsubstantiated,” and indicative of 

“disproportionate power vested in a statutory board, and unclear guidelines on actions to be taken 
against objectionable content.”20

13  Conditions of Class License, Section 2A (2), Broadcasting (Class License) Notification under the Broadcasting Act (Chapter 
28) Section 9, last revised May 29, 2013, http://bit.ly/1LlwOrw. 
14  Media Development Authority Singapore, “Internet,” accessed July 9, 2014, http://bit.ly/1Rufl5v. 
15  Ministry of Communications and Information Press Room, “MCI’s response to PQ on the Ashley Madison website,” 
November 11, 2013, http://bit.ly/1GwFJFh. 
16  Terence Chong, “Christian Evangelicals and Public Morality in Singapore,” ISEAS Perspective 17 (2014): 1-11. 
17  Broadcasting Act (Chapter 28) Section 3(5).
18  The Real Singapore, http://www.therealsingapore.com. 
19  Media Development Authority Singapore, “$82 million in RTV License Fee Refunds Completed Ahead of Time,” news 
release, April 26, 2011, http://bit.ly/1Zdmlsz. 
20  “FreeMyInternet calls on MDA to cease action on TRS, come clean on censorship rules,” The Online Citizen, May 4, 2015, 
http://bit.ly/1VEvwD2. 
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The MDA said that the TRS had “published prohibited material as defined by the Code to be objec-
tionable on the grounds of public interest, public order and national harmony.” It did not specify 
what content had crossed the line, but said that several articles had “sought to incite anti-foreigner 
sentiments in Singapore.” Some articles were “deliberately fabricated” and “falsely attributed.” It said 
that TRS, previously run from outside of the country, came within the jurisdiction of the Broadcast-
ing Act in December 2014, when two of the editors arrived in Singapore. The editors were given six 
hours to disable access to its site, and seven days to present arguments as to why their class license 
should not be cancelled. The two editors were also charged with sedition (see Prosecutions and De-
tentions for Online Activities).

The information minister said that this was only the 27th intervention against online content since 
1996, and the first time a site had been shut down.21 Previous cases apparently involved takedown 
notices for specific content. These are not made public. However, in 2013, the minister informed 
parliament that most takedowns were for pornographic content or solicitation; others were related 
to gambling or drugs. He told parliament that the MDA had never directed websites to take down 
content “just because it is critical of the Government.”22 

A separate notice-and-takedown framework exists for large online news sites. Introduced in June 
2013, it removes the identified sites from the class license and subjects them to individual licensing, 
under which they are required to comply with any takedown notice within 24 hours. The sites are 
required to put up a “performance bond” of SGD 50,000 (US$35,600) as an incentive to exercise best 
efforts.23 The bond is in line with the requirement for television niche broadcasters.24 

Ten news sites were on the initial list to be licensed under the new framework. Nine are run by Sin-
gapore Press Holdings or MediaCorp—which, as newspaper and broadcasting companies, are al-
ready subject to discretionary individual licensing and traditionally cooperate with the government. 
The new regulation was probably prompted by Yahoo Singapore’s news site, the only one of the ten 
not belonging to national mainstream media. However, although occasionally slightly bolder in its 
political coverage, neither it nor the other nine sites were likely to disobey a takedown request even 
without the new regulations. After it was licensed, Yahoo’s reporters were granted the official accred-
itation that they had sought for several years.

Although the government said the operations of the licensed sites would be virtually unaffected, the 
new framework raised concerns about the transparency and independence of regulation. The new li-
censing framework was made public through a press release three days before it was implemented.25 
Formally, the framework covers sites reporting an average of one article on Singapore’s news and 
current affairs per week over a continuous two-month period, and receiving visits from a monthly 
average of 50,000 unique IP addresses from Singapore over those two months. However, bloggers 
and other observers said that the criteria were unclear and inconsistently applied. The government’s 
assurances that commentary-driven blogs would not be subject to the new framework were not 

21  Chan Luo Er, “MDA was right to shut down The Real Singapore: Yaacob Ibrahim,” Channel News Asia, August 22, 2015, 
http://bit.ly/1Q8tNiw. 
22  Ministry of Communications and Information, “MCI’s response to PQs on Licensing Framework for online news sites,” July 
8, 2013, http://bit.ly/1MfdbGz. 
23  Broadcasting (Class License) Notification under the Broadcasting Act (Chapter 28) Section 9, revised May 29, 2013, G.N. No. 
S330/2013.
24  Media Development Authority Singapore, “Fact Sheet – Online news sites to be placed on a more consistent licensing 
framework as traditional news platforms,” news release, May 28, 2013, http://bit.ly/1L74oCd. 
25  Tessa Wong, “New MDA licensing scheme for new websites,” AsiaOne, May 28, 2013, http://bit.ly/1Q8uaJL. 
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written into the regulations and only deepened unease about their arbitrary application.26 In July 
2015, outside the coverage period of this report, two independent sites, Mothership.sg and Middle 
Ground, were subject to the same framework. 

Several bloggers have publicly acknowledged removing critical content under threat of criminal 
prosecution or defamation suits (see Prosecutions and Detentions for Online Activities), while others 
are widely believed to do the same behind the scenes.

Media, Diversity, and Content Manipulation  

Singapore’s highly targeted regulations have an impact on the diversity of its online landscape, both 
within the mainstream media sector as well as alternative media and blogs. The biggest online news 
players, in terms of resources and viewership, are the internet platforms of the mainstream newspa-
per and broadcast outlets of Singapore Press Holdings (SPH) and MediaCorp. They are subjected to 
the new notice-and-takedown framework, but the main avenue of control is the routine self-censor-
ship that also afflicts their parent news organizations. MediaCorp is 80 percent government-owned, 
with SPH holding the remaining 20 percent. SPH is a listed company, but through the Newspaper 
and Printing Presses Act, the government can nominate individuals to its board of directors. Since 
the 1980s, every SPH chairman has been a former cabinet minister. The government is known to 
have a say in the appointment of chief executives and chief editors. It also wields significant powers 
of patronage. Compared with authoritarian regimes that are more fractured and offer alternative 
sources of elite support, power and influence in Singapore are unusually centralized within the PAP’s 
top echelons. 

For all these reasons, news websites run by mainstream media tend not to deviate significantly from 
the official line on controversial political issues, even in their opinion columns. While self-censor-
ship is inherently difficult to monitor, bloggers have found evidence that mainstream news websites 
edited potentially contentious articles. In 2015, the SPH-owned national daily Straits Times deleted 
an online report quoting a cabinet minister, apparently because his comments were backfiring on 
the government.27 MediaCorp’s Channel NewsAsia online portal deleted a report on a public forum 
after a junior minister’s answer to a question about national servicemen’s pay proved controversial.28 
What was striking about these two cases is that they went beyond the expected downplaying of dis-
senting views, and involved manipulation of factual news reports on officials’ own public statements. 
This may be indicative of the extreme sensitivity to potential controversies in the run-up to the late 
2015 election.

Given the constraints that mainstream media work under, independent online media add signifi-
cantly to the diversity of content. However, most socio-political blogs generate negligible revenue 
and therefore lack the manpower to generate original reporting and commentary on a daily basis. 
Efforts to professionalize citizen media have been hamstrung by government regulations introduced 
in 2013, which targeted smaller start-ups with ambitions to go commercial. On a case by case basis, 
publishers are required to sign an undertaking not to receive funds from foreign sources other than 

26  Choo Zheng Xi, “MDA’s licensing regime: why YOU should care,” The Online Citizen, May 30, 2013, http://bit.ly/1GwGkqs;  
Choo Zheng Xi, “MDA’s belated “assurances”: Don’t let your guard down,” The Online Citizen, May 31, 2013, http://bit.ly/1JTj32f. 
27  Belmont Lay and Jonathan Lim, “The Straits Times censors Minister Chan Chun Sing’s ‘tikam’ & ‘enjoy a windfall’ quotes 
about Pinnacle@Duxton,” Mothership, February 26, 2015, http://bit.ly/1BXJnKB. 
28  Belmont Lay, “Channel News Asia secretly deletes article after Senior Minister of State Josephine Toe skewered online for 
NSmen comments,” Mothership, March 4, 2015, http://bit.ly/1AHfVBX. 
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commercial advertising and subscription revenue. In addition, each has had to submit to the MDA 
detailed personal information about its owner, editorial team, and source of funds, including the 
names and national identity card numbers of individual funders.29 These conditions were applied to 
three sites in 2013 and early 2014; as a result, one voluntarily closed down. In September 2014, the 
conditions were once again applied to a new company, The Opinion Collaborative, which was set up 
to run the leading independent site, The Online Citizen. The company complied with the request. 

Although a registration system for political and religious sites had been in place since the 1990s, the 
earlier version did not impose any restrictions on their operations. The revised registration process, 
with its ban on foreign funding, appears designed to close off the possibility of any Singaporean site 
replicating the formula of independent news website Malaysiakini across the border in Malaysia. Ma-
laysiakini had received startup grants and loans from overseas before becoming commercially viable. 
The websites that the government targeted with its new registration rules were not the most radical 
in Singapore’s cyberspace, but stood out for wanting to place citizen journalism on a financially sus-
tainable footing.

While the government may have succeeded in inhibiting the growth of more professional and orga-
nized online journalism, the more informal sector remains vibrant. YouTube, Facebook, Twitter, and 
international blog-hosting services are freely available, and most bloggers are able to operate open-
ly. In addition to sites devoted to politics and current affairs, there are several NGO sites contributing 
to debates within their respective spheres, such as TWC2 (promoting migrant worker rights) and 
Transitioning (opposing the PAP’s immigration policies).30 

All major opposition parties are active online. Social media discourse remains disproportionately 
critical of the government. Since the 2011 election, individual ministers and government agencies 
have ramped up and professionalized their social media capacity. Major government campaigns 
regularly and openly commission bloggers and creative professionals who are not ideologically op-
posed to such relationships. There is no evidence of large scale deployment of cyber troops. Howev-
er, PAP supporters appear to be shedding some of their former reticence and, encouraged by their 
leaders’ example, are expressing themselves more, especially on Facebook. The government’s efforts 
to increase its internet presence through websites like Factually31 and FiveStarsAndAMoon32 have at 
most narrowed the gap with its critics. It has not been able to extend its unfair offline advantage into 
the online space. 

Digital Activism 

The internet is regularly used for popular mobilization, the success of which is constrained less by 
online regulation than by offline restrictions on fundraising and public assembly. 

Online activism played a role in voicing public discontent over the government’s pension system, the 
Central Provident Fund (CPF). Activists who believe that the CPF lacked transparency and flexibility 
held a series of “Return Our CPF” protests at Hong Lim Park. The protest numbers appeared to have 

29  “The Independent explains time lag,” The Independent, November 28, 2013, http://theindependent.sg/independent-
explains-time-lag/. 
30  Transient Workers Count Too, accessed July 9, 2014, http://twc2.org.sg; Transitioning, accessed May 1, 2015, http://www.
transitioning.org. 
31  Government of Singapore, “Factually,” http://www.gov.sg/factually. 
32  Five Stars and A Moon, homepage for magazine, http://www.fivestarsandamoon.com/. 
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been buoyed by the controversy over the Prime Minister’s defamation suit against activist-blogger 
Roy Ngerng, who was one of the central figures in the protest movement (see Prosecutions and 
Detentions for Online Activities).33 Addressing public disquiet, the government moved to make CPF 
withdrawal rules more flexible. However, the government did not provide the level of transparency 
that critics had demanded.34

Another online campaign centered upon a controversial relationship workshop for junior college stu-
dents run by Focus on the Family Singapore, a Christian group. A junior college student publicized 
the workshop and its contents on Facebook, and the post eventually went viral, with many question-
ing the gender stereotypes in the workshop’s content. The junior college eventually did not renew 
the workshop for its students.35

Online activism was a major feature in the ongoing debate over LGBTI rights. The LGBTI community’s 
annual Pink Dot gathering on June 28, 2014 drew a record 26,000 participants, largely mobilized 
online.36 The event also attracted a counter-campaign by different religious groups. A group of Mus-
lims launched an online campaign to wear white to protest the LGBTI movement’s perceived threat 
to family values. They also took offense to Pink Dot being held on the first day of the holy month of 
Ramadan.37 The largest Wear White gathering comprised 6,000 worshippers at the Faith Community 
Baptist Church.38

Violations of User Rights

While citizens remain free from major human rights abuses and enjoy high levels of personal security 
in Singapore, the government places a premium on order and stability at the expense of civil liberties 
and political opposition. During the coverage period, the prime minister won a defamation lawsuit 
against a blogger, while another blogger was convicted on a contempt of court charge. A teenager who 
posted a political tirade was convicted for obscenity and for wounding religious feelings. Three individ-
uals were charged under the Sedition Act. A website and a blogger were charged under the new an-
ti-harassment law. The authorities are believed to exercise broad legal powers to obtain personal data 
for surveillance purposes in national security investigations. 

Legal Environment 

The republic’s constitution enshrines freedom of expression, but also allows parliament wide leeway 
to impose limits on that freedom.39 As the ruling party has consistently controlled more than 90 per-
cent of seats in the legislature, laws passed tend to be short on checks and balances. The Newspaper 

33  Yi Shu Ng, “Blogger Roy Ngerng’s ‘Return Our CPF’ rally draws large crowds,” Mothership, June 8, 2014, http://bit.
ly/1q8Uw1O; Nurul Azliah Aripin, “Organisers claim #ReturnOurCPF protest drew 6K despite initial drizzle, blazing sun,” Yahoo!, 
June 7, 2014, http://bit.ly/1Q8wfFJ. 
34  Lydia Lim, “CPF proposals: Tightrope on numbers, sentiments,” The Strait Times, February 5, 2015, http://bit.ly/1OmeLGP.  
35  Azim Azman, “HWA Chong Student’s Post Over ‘Sexist’ Relationship Workshop Goes Viral,” The New Paper, October 8, 
2014, http://bit.ly/1RuiaTU; Joy Fang, “Ministries, HCI studying feedback on Focus on the Family Singapore workshop,” Today, 
October 8, 2014, http://bit.ly/1JTmCFu. 
36  Kok Xing Hui, “Pink Dot goes off without a hitch,” Today, June 28, 2014, http://bit.ly/1MfhSQO. 
37  Ng Yi Shu, “A Group of Muslims Have Organised a ‘Wear White’ Movement to Protest against S’pore’s LGBT Movement,” 
Mothership June 19, 2014, http://bit.ly/1FXsXoi. 
38  “Thousands of Singaporean Christians wear white to protest Pink Dot gay rally,” Yahoo!, June 29, 2014, http://bit.
ly/1nW32ye. 
39  Constitution of the Republic of Singapore, Section 14.
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and Printing Presses Act and the Broadcasting Act, which also covers the internet, grant sweeping 
powers to ministers, as well as significant scope for the administrative branch to fill in the details 
through vaguely articulated subsidiary regulations, such as the website licensing and registration 
rules described earlier in this report (see Limits on Content). Other laws that have been used against 
online communication, such as the Sedition Act and Political Donations Act, are open to broad inter-
pretation by the authorities. 

The Sedition Act, dating from colonial times, makes it an offense “to bring into hatred or contempt 
or to excite disaffection against the Government” or “to promote feelings of ill-will and hostility be-
tween different races or classes of the population of Singapore,” among other things.40 Punishments 
for first-time offenders could include a jail term of up to three years. Newer provisions in the penal 
code (Section 298) provide for jail terms of up to three years for offenders who act through any 
medium with the “deliberate intention of wounding the religious or racial feelings of any person.”41 
Singapore’s first cases of imprisonment for online speech were under the Sedition Act in 2005, over 
postings insulting Muslims.42 This was also the first prosecution under the Sedition Act since inde-
pendence in 1965. One of the side effects of Singaporeans’ participation in social media, bypassing 
experienced mainstream media gatekeepers, is that members of the public now have more opportu-
nities to give and take racial or religious offense through content posted online. Police investigations 
into complaints of insult and offense appear to be a regular occurrence. In most known cases, police 
intervention at an early stage has been enough to elicit apologies that satisfy those who feel target-
ed by offending expression. Occasionally, however, charges are brought against the offenders.

Defamation is criminalized in the penal code, but to date, no charges have been brought under 
this law to punish online speech.43 Civil defamation law is fearsome enough. PAP leaders have been 
awarded damages in the range of SGD 100,000 to 300,000 each (US$71,000 to US$213,000) in defa-
mation suits brought against opposition politicians and foreign media corporations.44 Electronic me-
dia have been affected: in 2002, a libel suit was leveled at Bloomberg for an online column; it settled 
out of court and paid three leaders damages totaling SGD 595,000 (US$422,000). The government 
has not heeded recommendations by international human rights groups to introduce caps on com-
pensation for nonmaterial harm to reputation.45 There has also been no move to modernize Singa-
pore’s plaintiff-friendly defamation law in line with recent developments in British and other Com-
monwealth jurisdictions, which have sought to safeguard legitimate political debate in the broader 
public interest. Similarly, the offense of scandalizing the judiciary has been used in Singapore to 
punish criticism of the court that in most democracies would be considered to fall within the norms 
of political debate. In 2008, a blogger was sentenced to three months in prison for this offense.46

In April 2014, a new Protection from Harassment Act came into force.47 It was touted by the govern-

40  Sedition Act (Chapter 290) Section 3.
41  Penal Code (Chapter 224), Section 298.
42  Jaclyn Ling-Chien Neo, “Seditious in Singapore! Free speech and the offence of promoting ill-will and hostility between 
different racial groups,” Singapore Journal of Legal Studies (2011): 351-372, http://law.nus.edu.sg/sjls/articles/SJLS-Dec11-351.
pdf. 
43  Penal Code (Chapter 224), Sections 499-500. 
44  Michael Palmer, “Damages in Defamation: What is Considered and What is Awarded?” Law Gazette, May 2005, http://bit.
ly/1Q8zvRA. 
45  Article 19, Freedom of Expression and the Media, 2005, http://bit.ly/1Noax2W; Human Rights Watch, “Singapore: End Efforts 
to Silence Opposition,” October 17, 2008, http://bit.ly/1VFuzox. 
46  Committee to Protect Journalists, “Blogger sentenced to three months in jail; newspaper faces possible contempt charge 
for criticizing judiciary,” International Freedom of Expression Exchange, September 22, 2008, http://bit.ly/1hrm0QP.  
47  The Statutes of the Republic of Singapore, Protection from Harassment Act (Chapter 256a), 2014, http://bit.ly/1Mf0Y0m. 
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ment as a way to protect citizens from cyberstalking, bullying and other troubling social trends. Un-
der the law, a person who uses “threatening, abusive or insulting” expression likely to cause “harass-
ment, alarm or distress” can be fined up to SGD5,000 (US$3,500). If done intentionally to cause harm, 
the offender can also be imprisoned for up to six months. If it includes a threat of violence, the jail 
term can be raised to 12 months. A separate provision in the Act protects public servants and public 
service workers from “indecent, threatening, abusive or insulting” expression when carrying out their 
work. An offender is liable for a fine of up to SGD 5,000 and up to 12 months in jail. Similar penalties 
are provided for stalking – which would cover, for example, repeated suggestive e-mails that would 
be reasonably known to cause harassment, alarm or distress. For all these provisions other than the 
one covering public officers, the victim can seek damages through civil proceedings. Victims can 
also apply to the court for a protection order, which could include prohibiting continued publication 
of the offending communication. The government also inserted into the law a section providing civil 
remedies for “false statements of fact” published about a person. The affected party can seek a court 
order requiring that the publication of the falsehood cease unless a notice is inserted setting the 
record straight. Although the Act was presented in parliament as a means of protecting ordinary citi-
zens, it was quickly wielded by the government as a new instrument against critics (see Prosecutions 
and Detentions for Online Activities).

Prosecutions and Detentions for Online Activities 

The new Protection from Harassment Act was marshaled by the Ministry of Defense in January 2015 
in response to an online article written by an inventor with whom it was involved in a patent dispute. 
The Attorney General’s Chambers (AGC), acting for the ministry, invoked the law when it wrote to 
the writer and the website where the article appeared, The Online Citizen, to demand that they stop 
making and publishing “false statements.” Both the writer and the website challenged the govern-
ment’s demand, arguing that the ministry does not qualify as a victim of harassment, being a large 
organization with the capacity to defend itself.48 The case had not been resolved by the end of the 
coverage period. The anti-harassment law was also used to stop a satirical Facebook page, SMRT Ltd 
(Feedback),49 from insulting Wendy Cheng, a blogger who has become a celebrity in her own right. 
Cheng’s popular Xiaxue blog has been criticized by more progressive bloggers for its intolerant and 
reactionary views.50 She successfully applied for a protection order, stopping the satirical group from 
making more insulting or abusive comments against Cheng and her family.51  

A teenaged blogger, Amos Yee, was also charged under the new anti-harassment law over online 
postings celebrating the death of founding prime minister Lee Kuan Yew. However, prosecutors 
requested an acquittal on the harassment charge after the court found Yee guilty on two other 
charges in May 2015.52 During the week of national mourning, the 16-year-old had posted a video of 
himself arguing why Lee did not deserve respect. At one point, the expletive-ridden commentary lik-
ened the delusions around Lee Kuan Yew to the beliefs of Christians. He was found guilty, under Sec-
tion 298 of the penal code, of deliberately wounding religious feelings. Responding to a comment 
by the late British Prime Minister Margaret Thatcher that Lee was usually right, Yee had also posted a 

48  Jermyn Chow, “MobileStats and Online Citizen reject legal demands over Mindef claims,” The Straits Times, February 10, 
2015, http://bit.ly/1VECd8b. 
49  SMRT Feedback/ The Vigilanteh, Facebook Community Page, http://on.fb.me/1moPOZm. 
50  XiaXue (blog), http://xiaxue.blogspot.com/. 
51  “Blogger Xiaxue obtains Protection Order against SMRT Ltd (Feedback)” TodayOnline, February 6, 2015, http://www.
todayonline.com/singapore/blogger-xiaxue-takes-out-protection-order-against-smrt-ltd-feedback. 
52  Reuters, “Amos Yee pleads not guilty over blog critical of Lee Kuan Yew,” AsiaOne, May 7, 2015, http://bit.ly/1R044c3. 
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manipulated image depicting the two politicians having sex. For this, he was found guilty of obscen-
ity under Section 292. In view of his age, the prosecution proposed probation. Public opinion was 
sharply divided over this highly publicized case, with many arguing that Yee, as a child, should have 
just been ignored.53 Petitions and a public rally were organized in his support.54 However, the affair 
also revealed a strong reactionary streak within the Singapore public. Multiple complaints had been 
made to the police about Yee’s video. One man ran up to Yee outside the court and slapped him for 
insulting Lee Kuan Yew, for which he was sentenced to three weeks in jail.55

In February 2015, two administrators behind the anonymously run political site, The Real Singapore 
(TRS), were arrested under the Sedition Act over a report on an annual religious procession. A scuffle 
had broken out involving devotees who were playing drums.56 The Real Singapore published a report 
claiming that the complaint about noise had originated from a Filipino family.57 The widely shared 
article, which was never substantiated, drew many negative comments against Filipinos.58 The TRS 
editors, Yang Kaiheng and Ai Takagi, were charged in April on seven counts of publishing seditious 
material on the TRS website and Facebook page. They faced a fine of up to SGD 5,000 (US$3,500) 
and three years’ jail on each charge. The charge sheet said that the offending articles had the “ten-
dency to promote feelings of ill-will and hostility between different groups of people in Singapore”, 
namely, ethnic Indians and Philippine nationals.59 In May 2015, Yang was allowed to leave Singapore 
to visit his ailing father in Australia. 

The Sedition Act was also leveled at a Filipino nurse working in a Singapore hospital, for Facebook 
comments that the authorities said could promote feelings of ill will and hostility between Singapor-
eans and Filipinos in the country.60 Ello Ed Mundsel Bello allegedly said that he would be “praying 
that disators [sic] strike Singapore and more Singaporeans will die than I will celebrate;” and that he 
would “kick out all Singaporeans” and turn the country into a new “Filipino state.”61 As he initially 
denied posting the comments, he was also charged with providing false information to investigators. 
The sedition cases were indicative of the highly charged debates over immigration policy. Singapore 
has seen a trend of online xenophobia against Filipinos and other expatriates: in May 2014, the Fili-
pino community canceled a planned Philippine Independence Day celebration at a shopping mall af-
ter encountering heated online opposition, including threats by Singaporeans to disrupt the event.62

In November 2014, an activist blogger, Roy Ngerng, was judged to have defamed Prime Minister Lee 
Hsien Loong. The case marked the first time that an individual blogger has been sued for defama-

53  Kirsten Han, “COMMENT: What Amos Yee is going through is far bigger than just one boy,” Yahoo!, April 20, 2015, http://
bit.ly/1R048st. 
54  “Statement on the arrest of Amos Yee,” The Online Citizen, April 21, 2015, http://bit.ly/1VFv4z9; “Rally at Hong Lim Park 
calls for Amos Yee’s release,” Today,  July 5, 2015, http://bit.ly/1L0pbtk.  
55  Zaihan Mohamed Yusof, “Man jailed three weeks for slapping Amos Yee ‘lost control’,” AsiaOne, May 14, 2015, http://bit.
ly/1jdJ875.  
56  Lim Yi Han and Danson Cheong, “Cops arrest three for scuffle during Thaipusam festival,” AsiaOne, February 5, 2015, 
http://news.asiaone.com/news/singapore/3-nabbed-over-scuffle-cops-during-thaipusam-procession#sthash.hMFwhNHv.dpuf.  
57  “VIDEO: Local Singaporeans complain of Police Brutality at Thaipusam Procession,” February 4, 2015, accessed March 15, 
2015, http://bit.ly/1VFvcyq.  
58  “Duo from The Real Singapore arrested under Sedition Act,” The Online Citizen, February 18, 2015, http://bit.ly/1OmjeJw. 
59  Kimberly Spykerman, “The Real Singapore duo slapped with 7 charges under Sedition Act,” Channel News Asia, April 14, 
2015, http://bit.ly/1VEDETS.  
60  Elena Chong, “Former Filipino nurse charged with sedition, giving false info to police,” The Straits Times, April 7, 2015, 
http://bit.ly/1NocHQb.
61  “Filipinos disgusted by Ello Ed Mundsel Bello’s anti-Singaporean Comments,” The New Paper, January 10, 2015, http://bit.
ly/1Rul6Qs. 
62  “Organisers cancel Philippine Independence Day event: Police,” Today, May 27, 2014, http://bit.ly/1OmJ1D7. 
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tion by a government leader, and was seen by commentators as evidence of a souring of relations 
between the ruling party and critical segments of the public.63 Ngerng’s blog, The Heart Truths, had 
regularly accused the government of providing citizens with inadequate returns from the Central 
Provident Fund (CPF), a national pension scheme built on compulsory contributions from employ-
ees and employers.64 In one blog, he published a graphic illustrating the connections between the 
CPF Board, the government’s investment arms, and the prime minister, comparing this to a second 
graphic, from a news site, showing the organizational structure of a church whose leaders were in 
court charged with misappropriating funds. Lee’s lawyers said that the blog was thus claiming that 
the prime minister was guilty of criminal misappropriation of Singaporeans’ money.65 They rejected 
Ngerng’s initial apology and his offer of SGD 5,000 (US$3,500) in damages, pointing out that Ngerng 
emailed similar allegations to the media even after apologizing.66 In January 2015, the High Court 
ordered him to pay SGD 29,000 (US$20,700) in costs.67 As of May 2015, the damages in the civil suit 
had yet to be assessed.68

In early 2015, blogger Alex Au was convicted and fined SGD 8,000 (US$ 5,700) for scandalizing the 
judiciary.69 He is appealing the verdict. His offending 2013 blog had questioned the Supreme Court’s 
handling of a constitutional challenge to Section 377A of the penal code, which criminalizes sodomy. 
He was found not guilty on a second charge brought by the public prosecutor. 

Surveillance, Privacy, and Anonymity 

While many people communicate anonymously online in Singapore, registration is required for 
some forms of digital interaction. Government-issued identity cards or passports must be produced 
when buying SIM cards, including prepaid cards, and buyers’ details must be electronically recorded 
by vendors. Registration for the Wireless@SG public Wi-Fi network also requires ID. Website regis-
tration requirements, although imposed on only a small number of platforms, have raised concerns 
about unwarranted official intrusion into their operations. In late 2013, the owner of one site de-
clined to register because the MDA required the names of anyone involved in the “provision, man-
agement and/or operation of the website,” including volunteers.70 

Surveillance is “an accepted but hidden fact of life” and “few doubt that the state can get private 

63  Howard Lee, “Citizen Statement on Prime Minister Lee’s Defamation Action against Mr Roy Ngerng,” The Online Citizen, 
May 22, 2014, http://bit.ly/1OmJ2Hd; Catherine Lim, “An Open Letter to the Prime Minister,” Catherine Lim (blog), June 7, 2014, 
http://bit.ly/TvZDhV. 
64  Roy Ngerng Yi Ling, “It is Time for You to Inspire and be Our Heroes,” The Heart Truths, September 15, 2015, http://
thehearttruths.com. 
65  Tham Yuen-C, “Blogger Roy Ngerng asked to remove defamatory post about PM Lee,” The Straits Times, May 19, 2014, 
http://bit.ly/1FXyjzY. 
66  Nur Asyiqin Mohamad Salleh, “PM Lee rejects blogger’s offer of $5,000 as damages,” AsiaOnline, May 27, 2014, http://bit.
ly/1oJdmMV; Nur Asyiqin Mohamad Salleh, “Blogger misled PM Lee, public a second time: Davinder Singh,” The Straits Times, 
May 27, 2014, http://bit.ly/1RumSRF.   
67  “High Court orders Roy Ngerng to pay PM Lee $29,000 in costs for defamation suit,” The Straits Times, January 12, 2015, 
http://bit.ly/1FXyICk. 
68  Tham Yuen C, “ Blogger Roy Ngerng found to have defamed PM Lee,” The Straits Times, November 7, 2014 http://www.
straitstimes.com/singapore/courts-crime/blogger-roy-ngerng-found-to-have-defamed-pm-lee.  
69  Channel News Asia “ Blogger Alex Au fined S$8,000 for contempt of court, “ Lovely Singapore (blog), March 5, 2015, http://
bit.ly/1Ommrca; Alex Au, “AGC versus me, the 2013 round,” Yawning Bread (blog),  November 27, 2013, http://bit.ly/1OmmiWb; 
Kelly Ng, “Blogger Alex Au found guilty of scandalising contempt for S377A post, ” Today, January 22, 2015,  http://bit.
ly/1z1B3H5. 
70  Bertha Henson, “Singapore opinion news site Breakfast Network to shut down,” Breakfast Network, via Yahoo Singapore, 
December 10, 2013, https://sg.news.yahoo.com/blogs/singaporescene/kitchen-closed-161623269.html. 
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data whenever it wants.”71 Under the sweeping Computer Misuse and Cybersecurity Act, the minister 
for home affairs can authorize the collection of information from any computer, including in real 
time, when satisfied that it is necessary to address any threat to national security.72 Court permission 
need not be sought. Failure to comply with such orders is punishable with a fine of up to SGP 50,000 
(US$35,000), a prison term of up to 10 years, or both. Under the Criminal Procedure Code, police of-
ficers investigating arrestable offenses may at any time access and search the data of any computer 
they suspect has been used in connection with the offense.73 No warrant or special authorization is 
needed. Penalties for non-compliance can include a fine of up to SGP 5,000 (US$3,500), six months 
in prison, or both. With authorization from the public prosecutor, police can also require individuals 
to hand over decryption codes, failing which they are liable to fines up to SGP 10,000 (US$7,000), jail 
terms up to three months, or both. 

In 2013, international news reports said information leaked by former U.S. National Security Agen-
cy contractor Edward Snowden revealed SingTel had facilitated intelligence agencies’ access to the 
traffic carried on the major undersea telecommunications cable, SEA-ME-WE-3,74 but the news did 
not provoke an outcry among Singaporeans. Members of parliament and other commentators did 
appeal for more transparency regarding official surveillance efforts. Responding to a parliamentary 
question, the government said in October 2013 that, as part of the evidence gathering process, law 
enforcement agencies made around 600 information requests a year to Google, Facebook, and Mi-
crosoft between 2010 and 2012. Most were for Computer Misuse and Cybersecurity Act offenses, 
while the rest were for crimes such as corruption, terrorist threats, gambling, and vice. Although all 
requests were for metadata, agencies can request content data if required for investigating offenses, 
the government said.75 The Personal Data Protection Act enacted in 2012, which came into force in 
July 2014, exempts public agencies and organizations acting on their behalf.76 

Singapore has adopted a U.S. Defense Department concept, “Total Information Awareness,” to gath-
er electronic records en masse to look for digital footprints that might provide clues of impending 
security threats. The idea, which has proven controversial in the United States, has been incorpo-
rated into Singapore’s Risk Assessment and Horizon Scanning program. According to one analyst, 

“Singapore has become a laboratory not only for testing how mass surveillance and big-data analysis 
might prevent terrorism, but for determining whether technology can be used to engineer a more 
harmonious society.”77 

Intimidation and Violence 

There were no violent incidents targeting internet users in the past year, other than the assault on 
Amos Yee, for which the attacker was jailed (see Prosecutions and Detentions for Online Activities). 

71  Terence Lee, “Singapore an advanced surveillance state, but citizens don’t mind,” Tech In Asia, November 26, 2013, 
accessed July 10, 2014, http://bit.ly/1VeTzCX.  
72  Computer Misuse and Cybersecurity Act (Chapter 50A) Section 15A.
73  Criminal Procedure Code (Chapter 68) Section 39.
74  Phillip Dorling, “Australian spies in global deal to tap undersea cables,” Sydney Morning Herald, August 29, 2013, http://
bit.ly/1VEHzjz; Malay Mail Online, “Top-Secret expose: Singapore helping US spy on Malaysia,” Yahoo!, November 25, 2013, 
accessed July 9, 2014, http://bit.ly/1j9x9XC. 
75  Parliament of Singapore, “Singapore Government’s Requests to Web Services Companies for User Data,” Singapore 
Parliament Reports, October 21, 2013, http://bit.ly/1OZ07H7. 
76  Personal Data Protection Commission Singapore, “Personal Data Protection Act Overview,” last modified February 28, 2014, 
http://bit.ly/1OZ0iSJ. 
77  Shane Harris, “The Social Laboratory,” Foreign Policy, July 29, 2014, http://atfp.co/1jOKyVI.  
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However, there was one case of intimidation that led to the cancelling of an event. After Filipinos in 
Singapore publicized through Facebook their plans to organize a Philippine Independence Day cel-
ebration at a downtown mall, the news drew strong protests online. The prime minister came out in 
support of the planned event, which appeared only to increase the volume of xenophobic rhetoric 
and criticism of Singapore’s immigration policies. A week before the event, planned for June 2014, 
the organizers announced that they were calling it off, following advice from the police about public 
order and safety concerns at the venue.78 The authorities’ apparent surrender to online intimidation 
was surprising for a country that prides itself on law and order.

Technical Attacks

After several high-profile attacks on government and private-sector websites in recent years, as well 
as growing concern about cybercrime, more attention is being paid to cyber-security.79 A Cyber Se-
curity Agency was established in April 2015 to mitigate attacks and protect critical sectors such as 
energy, water, and banking.80 

78  “Organisers cancel Philippine Independence Day event: Police.” 
79  Irene Tham, Shielding govt websites in cyber attacks,” AsiaOne, October 6, 2014, http://bit.ly/1WNWS6X.  
80  “Cyber Security Agency, IDA maintain high level of vigilance over Govt networks: Yaacob,” Channel News Asia via 
StelNetwork, May 11, 2015, https://stelnetwork.wordpress.com/2015/05/12/cyber-security-agency-ida-maintain-high-level-of-
vigilance-over-govt-networks-yaacob-channel-newsasia/. 
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Key Developments: June 2014 – May 2015

• An active signal jammer was discovered in parliament at the president’s annual State of 
the Nation address in February 2015, which blocked mobile networks and internet sig-
nals for at least an hour before the president’s speech (see Restrictions on Connectivity). 

• Concerns over the independence of the telecommunications regulator, ICASA, arose in 
October 2014 when the minister of communications abruptly dismissed four of ICASA’s 
nine councilors (see Regulatory Bodies). 

• A March 2015 Equality Court ruled that singer Sunette Bridges should be responsible for 
moderating and removing hate speech from her public Facebook page, setting a wor-
rying precedent regarding liability for third party comments on websites and social net-
working platforms (see Content Removal).

• The Film and Publications Board introduced the Draft Online Regulation Policy in March 
2015 that aims to protect children from harmful online content by allowing the govern-
ment to pre-censor or take-down existing content that fails to meet the board’s new 
classification requirements (see Content Removal). 

• Leaked documents known as the “Spy Cables” reported by Al Jazeera in March 2015 led 
to increasing concerns over the government’s surveillance intentions and capabilities (see 
Surveillance, Privacy, and Anonymity).

South Africa
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 7 8

Limits on Content (0-35) 8 7

Violations of User Rights (0-40) 11 11

TOTAL* (0-100) 26 27

* 0=most free, 100=least free

Population:  53.7 million

Internet Penetration 2014:  49 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Partly Free
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Introduction
South Africa’s digital media environment is generally free and open. A culture of free expression 
exists online, and the online sphere remains diverse and active. Access is a core concern for both 
civil society and the private sector, which has led to collaborative efforts between public and private 
players to expand access to information and communication technologies (ICTs). In 2014-2015, how-
ever, ICT development was constrained by the restructuring of the communications ministry into two 
departments and questions regarding the independence and effectiveness of the communications 
regulator, the Independent Communications Authority of South Africa (ICASA).

While the South African government under President Jacob Zuma has not proactively restricted ac-
cess to ICTs or internet content, sporadic incidents in recent years caused concerns. During the pres-
ident’s annual State of the Nation address to parliament in February 2015, an active signal jammer 
was discovered in parliament, which blocked mobile networks and internet signals for at least an 
hour before the president’s speech. Opposition parties and civil society members suspected deliber-
ate government interference. 

Certain types of online content came under judicial or regulatory scrutiny during the coverage peri-
od. In March 2015, an Equality Court ruling that Afrikaans folk singer Sunette Bridges should be re-
sponsible for moderating and removing hate speech from her public Facebook page led to concerns 
that the case sets a dangerous precedent regarding liability for third party comments on websites 
and social networking platforms. Also in March, the Film and Publications Board (FPB) proposed the 
Draft Online Regulation Policy that aims to protect children from racist, harmful and violent content 
online by allowing the FPB to pre-censor online content or take-down existing content when it fails 
to meet certain classification requirements. The FPB regulations, as well as the Equality Court ruling 
on moderating social media comments, could mean a new stringent regime of intermediary liability 
and enforcement for South Africa’s internet users.

Meanwhile, persistent concerns over government surveillance increased following reporting by Al 
Jazeera in February 2015 on leaked documents dubbed the “Spy Cables,” which detailed the foreign 
surveillance activities of South Africa’s State Security Agency. The government’s efforts to deal with 
the fallout from the leaked documents led to renewed pronouncements to pass the shelved Protec-
tion of State Information Bill, which had been vetoed by President Zuma in 2013 due to questions 
over its constitutionality. The bill contains provisions to criminalize whistleblowers and some journal-
istic activity, and to allow for the classification of a large degree of state information as state secrets.

Obstacles to Access
An active signal jammer was discovered in parliament at the president’s annual State of the Nation ad-
dress in February 2015, which blocked mobile networks and internet signals for at least an hour before 
the president’s speech. Concerns over the independence of the telecoms regulator, ICASA, arose in Oc-
tober 2014 when the minister of communications abruptly dismissed four of ICASA’s nine councilors.

Availability and Ease of Access   

Internet penetration has expanded rapidly in South Africa, though many believe that the expansion 
has not kept up with the country’s socioeconomic development. According to the latest data from 
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the International Telecommunication Union (ITU), internet penetration reached 49 percent of the 
South African population in 2014, up from 46 percent in 2013.1 By contrast, mobile phone penetra-
tion reached 150 percent in 2014,2 with the majority of internet users accessing the internet on their 
mobile devices.3 Meanwhile, the country’s average internet connection speed is 3.2 Mbps (compared 
to a global average of 4.5 Mbps), according to Akamai’s fourth quarter “State of the Internet” report 
for 2014.4 

In a 2014 national household survey, the country’s statistics agency reported that 10 percent of 
South African households had access to the internet at home.5 Furthermore, according to the ITU, 
only 3 percent of South African households possess fixed-line broadband subscriptions.6 Another 
survey found that internet users were disproportionately white (50 percent), and speak either English 
(65.5 percent) or Afrikaans (39 percent).7 

A monopoly in the fixed-line market remains a challenge to reducing overall fixed-line broadband 
costs, and there remains a general perception that mobile operators overcharge to maximize profits. 
The passage of South Africa Connect—a new broadband policy that aims to connect 15 under-ser-
viced municipalities, and by 2030, the entire country—as well as a program providing tablets to 
schools suggest a positive trend in increasing internet access, especially for the poor.8 

South Africa is one of the few countries in the world that has failed to start the digital broadcasting 
migration process, missing the deadline of June 17, 2015 set by the ITU. Consequently, South Afri-
cans will have to wait much longer to make use of higher quality wireless broadband services such 
as LTE and WiMax that would be available on the spectrum freed up by the digital migration process.

Restrictions on Connectivity  

The South African government does not have direct control over the country’s internet backbone 
or its connection to the international internet. International internet connectivity is facilitated via 
five undersea cables—SAT-3, SAFE, WACS, EASSy, and SEACOM—all of which are owned and oper-
ated by a consortium of private companies.9 Several operators oversee South Africa’s national fiber 
networks, including partly state-owned Telkom and privately-owned MTN, Vodacom, Neotel, and 
FibreCo, among others.10 Internet traffic between different networks is exchanged at internet ex-
change points (IXPs) located in Johannesburg, Cape Town, and Durban, which are operated by South 
Africa’s nonprofit ISP Association (ISPA) and NapAfrica.11

1  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014, http://bit.ly/1cblxxY. 
2  As a result of separate subscriptions for voice and data services and the use multiple SIM cards in order to make use of 
multiple product offerings, common among prepaid users. International Telecommunication Union, “Mobile-Cellular Telephone 
Subscriptions,” 2000-2014, http://bit.ly/1cblxxY. 
3  As the Statistics South Africa survey also found, nearly 80 percent of households only have mobile phones. See: “South 
Africa’s Internet access states revealed,” MyBroadband, August 26, 2013.
4  Akamai, “Average Connection Speed,” map visualization, State of the Internet, Q4 2014 Report, accessed May 29, 2015, 
http://akamai.me/1LiS6KD. 
5  “internet access in South Africa: best and worst provinces,” My Broadband, May 27, 2015, http://bit.ly/1LlXKdD. 
6  International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions,” 2000-2014, 
7  “South African Internet users: age, gender, and race,” MyBroadband, September 19, 2014, http://bit.ly/XQtK5x. 
8  “South Africa Connect: Creating Opportunities, Ensuring Inclusion,” Government Gazette, November 20, 2013, http://bit.
ly/1LIt9s8. 
9  “This is what South Africa’s Internet actually looks like,” MyBroadband, March 9, 2014, http://bit.ly/1r5maRn. 
10  “This is what South Africa’s Internet actually looks like.”
11  Jan Vermeulen, “Here is who controls the Internet in South Africa,” MyBroadband, July 17, 2014, http://bit.ly/1oQTm8p. 
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While the diversity among South Africa’s gatekeepers to internet access ensures that the govern-
ment cannot easily shut-down access to internet or mobile phone networks, the current government 
under President Zuma recently demonstrated its willingness to restrict access during certain events. 
In February 2015, an active signal jammer was discovered in parliament at the president’s annual 
State of the Nation address, which blocked mobile networks and internet signals for at least an hour 
before the president’s speech. The jammer would have continued to operate if opposition parlia-
ment members did not stage a protest upon discovery of the device. The presidency claimed it was 
a mistake in the protocol of the State Security Agency (SSA), which had forgotten to turn it off, while 
the Minister of State Security stated that the jammer was being used to prevent drones from flying 
above parliament. These explanations were rejected by opposition parties, technical experts, and 
many members of civil society, who suspected deliberate government interference.12 Following the 
incident, a group of media houses petitioned a high court to prevent the further use of jamming, 
however in May 2015, the Western Cape High court ruled that the state security agency had acted 
lawfully and was within its rights to use the jammer.13

Meanwhile, scheduled power cuts as a result of load-shedding14 cause near daily interruptions of 
ICT access for most South Africans. Load-shedding is expected to last another two to three years, 
though carriers have made contingency plans in order to limit its effects on broadband services.15

ICT Market 

There are hundreds of ISPs in South Africa, with 174 ISPs belonging to the ISP Association (ISPA).16 
However, the fixed-line connectivity market is still dominated by Telkom,17 a partly state-owned com-
pany of which the government has a 39.8 percent share and an additional 12 percent share through 
the state-owned Public Investment Corporation.18 Telkom effectively possesses a monopoly, despite 
the introduction of a second national operator, Neotel, in 2006.19 In the mobile market, there are five 
mobile phone companies—Vodacom, MTN, Cell-C, Virgin Mobile, and 8ta—all of which are privately 
owned except for 8ta, which falls under the partly state-owned Telkom. 

Access providers and other internet-related groups are quite active in lobbying for better leg-
islation and regulations. The ISPA is recognized as a self-regulatory body by the Department of 
Communications.

Regulatory Bodies 

The autonomy of the regulatory body, the Independent Communications Authority of South Africa 

12  Nicola Mawson, “Jamming excuses won’t fly,”  ITWeb, February 20, 2015, http://bit.ly/1ARvzkR. 
13  “State security allowed to jam,” ITWeb, May 29, 2015, http://bit.ly/1NSu2AZ. 
14  Load-shedding is the scheduling of electrical outages over the distribution grid to avoid total blackouts due to under-
capacity.
15  RDM News Wire, “Load shedding ‘to be with us’ for the next three years: minister,” Sowetan, May 15, 2012, http://bit.
ly/1LItLOt. 
16  Internet Service Providers’ Association, “List of Members,” accessed June 14 2015, http://ispa.org.za/membership/list-of-
members/. 
17  Quinton Bronkhorst, “SA’s biggest ICT challenges,” BusinessTech, December 26, 2013, http://bit.ly/1W2ySdR. 
18  “Here is Government’s shareholding in South African telecoms companies,” MyBroadband, June 23, 2015, http://bit.
ly/1MS4Vgf.  
19  As reported in Freedom House 2013, Neotel has chosen to focus on providing wireless internet and telecom services, 
which has had minimal impact on last mile connectivity and the associated price of broadband.
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(ICASA), is protected by the South African constitution, although telecom observers contend that 
ICASA’s independence has weakened as a result of various incidents over the past few years.20 In May 
2014, South Africa’s ICT ministry was split into two departments—the Department of Communica-
tions (DoC) and the Department of Telecommunications and Postal Services (DTPS)— resulting in 
ICASA being engulfed by the DoC rather than the DTPS, which created confusion and concern that 
the government was seeking more control over the regulator.21   

Concerns over ICASA’s independence deepened in October 2014 when the minister of communi-
cations abruptly dismissed four of ICASA’s nine councilors with immediate effect and without the 
mandatory requirement that councilors remain in office for a period of under 45 days until they have 
been replaced by a new councilor.22 As of mid-2015, no replacement councilors have been appoint-
ed, leading to speculation that the communications minister intends to reduce the overall number of 
councilors.23 Furthermore, ICASA lacks financial control given its dependence on the Financial Trea-
sury for funding and perennially cites poor resources as one of its primary challenges.24 

The Film and Publications Board (FPB) also regulates media and internet content in South Africa, 
though it has departed dramatically from the censorship activities of its Apartheid-era predecessor. 
Today, the FPB focuses solely on content classification. Critics, however, have pointed to the FPB’s 
broadening powers following several amendments which increased the range of material classified 
by the Film and Publications Act (1996) and “reduced the independence of the Board and the trans-
parency of its appointment process.” In addition, ISPs are required to register with the FPB and must 
reasonably prevent and report the distribution of child pornography through their services. 

Limits on Content
A March 2015 Equality Court ruling that singer Sunette Bridges should be responsible for moderating 
and removing hate speech from her public Facebook page sets a worrying precedent regarding liabil-
ity for third party comments on websites and social networking platforms. The Film and Publications 
Board introduced the Draft Online Regulation Policy in March 2015 that aims to protect children from 
harmful online content by classifying content and allowing the government to pre-censor or take-down 
existing content that fails to meet the classification requirements.

Blocking and Filtering 

Neither the state nor other actors block or filter internet and other ICT content, and there is no 
blocking or filtering of content transmitted by mobile phones. 

20   See: Freedom House, “South Africa,” Freedom on the Net 2012, http://bit.ly/1LlYOOP; Open Society Initiative for Southern 
Africa, “South Africa,” 2010, http://bit.ly/GzyPq8. 
21  Martin Czernowalow, “Industry appalled at Zuma’s ICASA edict,” ITWeb, December 4, 2014, http://bit.ly/1LBbPCa.  
22  Bonnie Tubbs, “Four ICASA councillors ‘dismissed’,” ITWeb, October 14 2014, http://bit.ly/1W2z8tx.  
23  Sunil Gopal, “Muthambi’s first year as minister assessed,” TechCentral, May 8, 2015, http://bit.ly/1H5vSep. 
24  Bonnie Tubbs, “ICASA still fuzzy, one year on,”  ITWeb, May 27, 2015, http://bit.ly/1hQlegv; Siphiwe Hlongwane and 
Dumisani Moyo, “Regulatory Independence and the public interest,” Journal of African Media Studies 1, no. 2 (2009) http://bit.
ly/1GQSGtM; Bonnie Tubs, “ICASA’s independence remains moot,” ITWeb, July 8, 2015, http://bit.ly/1ZU4uXN.

706



FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

South Africa

Content Removal 

Non-technical measures such as legal, administrative, or other means have not been used to force 
the deletion of content from the internet. Access providers and content hosts are not legally respon-
sible for third party content, nor are they are required to censor content transmitted by their users. 

Nevertheless, a March 2015 court ruling against a prominent figure in South Africa may set a prec-
edent regarding intermediary liability for third-party comments made on social media and online 
news platforms. In late 2014, the South African Human Rights Commission took Afrikaans singer 
Sunette Bridges, known as a propagandist of (the discredited) “white genocide” in South Africa 
campaign, to the Equality Court on accusations that the singer was hosting hate speech comments 
on her public Facebook page, in violation of the Equality Act.25 In ruling that the comments from 
various fans indeed amounted to hate speech and harassment, the court ordered Sunette Bridges to 
regularly monitor her Facebook page and remove any content that could be considered hate speech, 
harassment, or incitement to violence.26

The Electronic Communications and Transactions Act of 2002 (ECTA) requires ISPs to respond to 
takedown notices regarding illegal content such as child pornography, defamatory material, or 
copyright violations. Members of the ISPA—the industry representative body—are not held liable 
for third-party content that they do not create or select, though they can lose their protection from 
liability if they do not respond to takedown requests. As a result, ISPs often err on the side of cau-
tion by taking down content upon receipt of a notice to avoid litigation, and there is no incentive for 
providers to defend the rights of the original content creator if they believe the takedown notice was 
requested in bad faith. Meanwhile, any member of the public can submit a takedown notice, and 
there are no existing or proposed appeal mechanisms for content creators or providers. 

In March 2015, the FPB proposed the Draft Online Regulation Policy, which will allow the FPB to 
pre-censor online content or take-down existing content that fails to meet certain classification re-
quirements. Drafted for the purpose of protecting children from racist, harmful, and violent content 
online, the proposed policy will regulate commercial content published online, such as games and 
films, through a classification system managed by the FPB. Problematically, online content to be 
classified under the proposed policy also explicitly extends to any self-generated content, including 
Facebook posts, tweets, YouTube videos, or any other user-generated content created in the coun-
try.27According to the policy, the FBP would have the power to “refer any self-generated video that 
is found to contain classifiable elements for classification to its classification committee, instruct the 
distributor to take down the unclassified content and only reinstate it after having complied with the 
FPB classification decision.” All new commercial content (for example, films and games) would be 
required to apply for classification by the FPB prior to publication, which if abused, could lead to the 
pre-publication censorship of political, social, or religious content.28 The regulations would also allow 
for the FPB to grant co-regulatory status to corporations, allowing them to classify their own content, 
and provides for a large budget for the training and deployment of “classifiers.” Public comments 

25  South Africa has an equality court, for cases involving discrimination and hate speech. The Equality Court functions in the 
High Court system, and Equality Courts are High Courts. 
26  South African Human Rights Commission, “Equality Courts orders Sunette Bridges to ensure she does not promote hate 
speech, harassment and violence on her Facebook page,” March 31, 2015, http://bit.ly/1GnMjDo; Jenna Etheridge, “Sunette 
Bridges reaches agreement in Equality Court,” News 24, April 1, 2015, http://bit.ly/1KmiuOw. 
27  PEN America, “South African Draft Online Regulation Bill Poses Censorship Threat,” (blog), June 2, 2015, http://bit.
ly/1jyNo19. 
28  “General Notice: Notice 182 of 2015,” Government Gazettee No. 38531, http://bit.ly/1MS7e2F. 
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on the draft online regulations were due in mid-July. In August 2015, the South African Cabinet ap-
proved the introduction of the draft policy to parliament as the Film and Publications Amendment 
Bill.29

Media, Diversity, and Content Manipulation  

Citizens are able to access a wide range of viewpoints and perspectives online. Web-only news 
platforms, such as the Daily Maverick, have attracted widespread attention in recent years. In some 
instances, key news stories have been broken online, illustrating how online media is growing as a 
primary source of news in the country. In line with this development, recent anecdotal evidence sug-
gests that the South African youth are increasingly reliant on the internet and radio for information 
and are less dependent on television and print news for current affairs.30 Similarly, there are indica-
tions that in rural areas with internet access, the online versions of community newspapers are being 
accessed ahead of their print versions.31 Nevertheless, while both English- and Afrikaans-language 
content is well represented online, 9 of South Africa’s 11 official languages are underrepresented, in-
cluding on government websites.

Online self-censorship is low in South Africa, and the government does not actively try to limit or 
manipulate online discussions. Nevertheless, ANC-aligned businessmen have made significant in-
roads into the media landscape by acquiring or launching new media products over the past few 
years, leading to concerns over increasing progovernment bias among prominent media outlets. 

Digital Activism 

The internet has become a successful tool for online mobilization and democratic debate in South 
Africa, and the use of the internet and other ICTs for social mobilization is uninhibited by govern-
ment restrictions.

In the past year, citizens actively took to Twitter to cover, respond to, and criticize the State of the 
Nation address in February 2015, particularly the signal-jamming incident cut off journalists’ access 
to mobile and internet networks during the event (see “Restrictions on Connectivity”). South African 
netizens also actively used Twitter to share information and revelations about the Al Jazeera “Spy 
Cables,” which reported on leaked documents revealing the government’s foreign surveillance and 
intelligence gathering activities (see “Surveillance, Privacy, and Anonymity”).

Violations of User Rights
Persistent concerns over government surveillance increased following reporting by Al Jazeera in Febru-
ary 2015 on leaked documents dubbed the “Spy Cables,” which detailed the foreign surveillance activi-
ties of South Africa’s State Security Agency.

29  Rebecca Kahn, “Scary new Internet censorship law for South Africa,” Huffington Post, August 9, 2015, www.huffingtonpost.
com/rebecca-kahn/south-africa-might-get-th_b_8102720.html; “Scary new Internet censorship law for South Africa,” 
mybroadband, October 20, 2015, http://mybroadband.co.za/news/internet/142980-scary-new-internet-censorship-law-for-
south-africa.html. 
30  Suggested by Anton Harber, Professor of Journalism and Media Studies at the University of Witwatersrand. 
31  Suggested in an access workshop held in East London in November 2013, run by Afesis-Corplan. 
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Legal Environment 

The South African constitution provides for freedom of the press and other media, freedom of in-
formation, and freedom of expression, among other guarantees. It also includes constraints on 

“propaganda for war; incitement of imminent violence; or advocacy of hatred that is based on race, 
ethnicity, gender, or religion and that constitutes incitement to cause harm.”32 Libel is not a criminal 
offense, though civil laws can be applied to online content, and criminal law has been invoked on at 
least one occasion to prosecute against injurious material.33 The judiciary in South Africa is regarded 
as independent. 

Prosecutions and Detentions for Online 

Aside from the legal proceedings launched against singer Sunette Bridges for hosting hate speech 
comments on her public Facebook page (see Content Removal), individuals were not prosecuted, 
detained, or sanctioned by law enforcement agencies for disseminating or accessing information on 
the internet or via other ICTs during the coverage period.

Surveillance, Privacy, and Anonymity 

Persistent concerns over government surveillance increased following reporting by Al Jazeera in Feb-
ruary 2015 on leaked documents dubbed the “Spy Cables,” which detailed the foreign surveillance 
activities of South Africa’s State Security Agency (SSA).34 While the leaked documents focused pri-
marily on the SSA’s foreign affairs intelligence, one document revealed a secret agreement between 
the SSA and Zimbabwe’s Central Intelligence Agency to monitor and share information about “rogue 
NGOs” and “media, including social networks,” with an eye towards “subversive media.”35 

In response to the Spy Cables scandal, government officials including the minister of state security 
announced renewed intentions to pass the Protection of State Information Bill (POSIB),36 which had 
been vetoed by President Zuma in 2013 based on questions regarding its constitutionality. Provi-
sions in POSIB—also known as the “Secrecy Bill”—pose a threat to freedom of expression, press 
freedom, and internet freedom. In an effort to regulate state information, POSIB would place harsh 
restrictions on the possession or distribution of classified state information with penalties of up to 
25 years in prison. Individuals who intentionally access leaked information, including internet users, 
could be held criminally liable and face up to 10 years in prison. 

Meanwhile, surveillance of domestic communications is regulated by the Regulation of Intercep-
tion of Communications and Provision of Communication-Related Information Act of 2002 (RICA), 
which requires ISPs to retain customer data for an undetermined period of time. RICA also bans any 
communications system that cannot be monitored, placing the onus and financial responsibility on 
service providers to ensure their systems have the capacity and technical requirements for intercep-

32  Constitution of the Republic of South Africa, Bill of Rights, Chapter 2, Section 16, May 8, 1996, http://bit.ly/1RUcGly. 
33  See: Freedom House, “South Africa,” Freedom of the Net 2011, http://bit.ly/1PEi9Oa. 
34  “The Spy Cables,” Aljazeera video, 1:58, http://www.aljazeera.com/investigations/spycables.html. 
35  Al Jazeera Investigative Unit, “Al Jazeera Investigative Documents,” http://bit.ly/1hQx7D2. 
36  David Smith, “South Africa scrambles to deal with fallout from leaked spy cables,” The Guardian, February 24, 2015, http://
bit.ly/1DQJnwn. 
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tion.37 While RICA requires a court order for the interception of domestic communications, the Gen-
eral Intelligence Laws Amendment Act (known locally as the “Spy Bill”) passed in July 2013 enables 
security agencies to monitor and intercept foreign signals (electronic communications stemming 
from abroad) without any judicial oversight.38 

RICA also compromises users’ right to anonymous communication, requiring mobile subscribers to 
provide national identification numbers, copies of national identification documents, and proof of a 
physical address to service providers.39 An identification number is legally required for any SIM card 
purchase, and registration requires proof of residence and an identity document.40 For the many 
South Africans who live in informal settlements, this can be an obstacle to mobile phone usage. 
Meanwhile, users are not explicitly prohibited from using encryption, and internet cafes are not re-
quired to register users or monitor customer communications.

Despite the legal framework for the interception of communications established under RICA, there 
have been worrying reports that the National Communications Centre (NCC)—the government body 
tasked with collecting intercepted signals—conducts surveillance without regard to RICA, thus extra-
legally. In June 2013, an investigative report by the Mail & Guardian revealed that the NCC monitors 
mobile phone conversations, SMS, and emails, “largely unregulated and free of oversight.”41Accord-
ing to the Mail & Guardian, the NCC also has the technical capacity and staffing to monitor both 
SMS and voice traffic originating from outside South Africa. Calls from foreign countries to recip-
ients in South Africa can ostensibly be monitored for certain keywords; the NCC then intercepts 
and records flagged conversations. While some interceptions involve reasonable national security 
concerns, such as terrorism or assassination plots, the system also allows the NCC to record South 
African citizens’ conversations without a warrant and is subject to abuse without sufficient oversight 
mechanisms.42 

The Protection of Personal Information (POPI) Act, signed into law in November 2013, provides 
measures to protect users’ online security, privacy, and data. No law ensuring the constitutional right 
to privacy existed previous to POPI, which allows an individual to bring civil claims against those who 
contravene the act.43 Penalties for contravening the law are stiff, including prison terms and fines 
of up to ZAR 10 million (over US$900,000). However, the president has yet to set a commencement 
date for the new legislation as of mid-2015, after which point companies will have one year to begin 
compliance with the law. 

Intimidation and Violence 

There were no cases of intimidation or violence reported against online users or journalists during 
the coverage period.

37  Section 30, Act No. 70, 2002, Regulation of Interception of Communications and Provision of Communication-Related 
Information Act, 2002, Government Gazette, 22 January 2003, http://bit.ly/1M5uQSD. 
38  “Zuma passes ‘spy bill,’” News24, July 25, 2013, http://bit.ly/1hQxVIf. 
39  Chapter 7, “Duties of Telecommunication Service Provider and Customer,” RICA, http://bit.ly/1W2EbKc. 
40  Nicola Mawson, “‘Major’ RICA Threat Identified,” ITWeb, May 27, 2010, http://bit.ly/16aWGqe. 
41  Phillip de Wet, “Spy wars: South Africa is not innocent,” Mail & Guardian, June 21, 2013, http://bit.ly/1jRPVD9. 
42  Moshoeshoe Monare, “Every Call You Take, They’ll Be Watching You,” Independent, August 24, 2008, http://bit.ly/1RmaimM. 
43  Lucien Pierce, “Protection of Personal Information Act: Are you compliant?” Mail & Guardian, December 2, 2013, http://bit.
ly/1ZUn16t. 
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Technical Attacks

South Africa is highly vulnerable to cybersecurity threats on many fronts, though independent news 
outlets and opposition voices were not subject to targeted technical attacks during the coverage pe-
riod. Government websites are often hacked.44 Most of the hacks are perpetrated by amateur hack-
ers with no apparent political motivations other than to advertise their skills, and consist of minor 
website defacements rather than incidents of data theft.   

44  Through the use of a simple Google search trick, it is evident that a large number of websites have previously been 
“hacked” in some way or another. This can be emulated by googling the following: “hacked by” site:gov.za, or “hacked by” 
site:org.za. This will reveal the presence of the term “hacked by” in either governmental or NGO domains. The term is often 
used in the defacements. The search trick does not reveal up-to-date data, and many sites revealed have been fixed since their 
indexing.
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Key Developments: June 2014 – May 2015

• The Public Prosecutors’ Office set up a special investigation unit for enhanced monitor-
ing of “online slanders and rumors” in September 2014, after the official response to an
April 2014 ferry accident provoked widespread criticism (see Prosecutions and Deten-
tions for Online Activities).

• Hundreds of thousands of smartphone messenger users switched from the most popular
domestic provider to an encrypted, foreign alternative due to fears of surveillance (see
Surveillance, Privacy, and Anonymity).

• In February 2015, the Seoul High Court jailed a former intelligence chief for three years
for orchestrating an online smear campaign against the president’s rivals prior to the De-
cember 2012 election (see Media, Diversity, and Content Manipulation).

• Cyberattacks allegedly originating from North Korea targeted nuclear power plants in
December 2014 (see Technical Attacks).

South Korea
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 3 3

Limits on Content (0-35) 14 14

Violations of User Rights (0-40) 16 17

TOTAL* (0-100) 33 34

* 0=most free, 100=least free

Population: 50.4 million

Internet Penetration 2014: 84 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Partly Free
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Introduction

Advanced digital infrastructure in South Korea’s vibrant democracy comes with a unique set of re-
strictions.1 Internet users face censorship rooted in political tensions with North Korea or traditional 
social values, and numerous laws restrict different aspects of digital activity. Observers point out that 
such restrictions have increased since the conservative party returned to power in 2008.2 Criminal 
investigations targeting online users are of particular concern. In 2013, the United Nations special 
rapporteur on the situation of human rights defenders called on South Korea to bring laws and 
practices affecting the right to freedom of expression in line with international standards.3 

During the coverage period, while Park Geun-hye of the conservative Saenuri Party was heading 
toward the halfway point in her five year presidential term, courts were still considering the case of 
online content manipulation by intelligence and military agents, which was allegedly conducting to 
aid Park’s victory in the 2012 election.4 Furthermore, the sinking of Ferry Sewol in April 2014, result-
ing in hundreds of deaths, provoked widespread criticism of the Park administration’s response to 
the disaster. In order to contain the criticism, public prosecutors sought heavy penalties for online 
defamation, which South Korean law punishes more severely than similar offenses offline. 

Online privacy has been another prevailing issue for South Koreans. Despite a landmark ruling by 
the Constitutional Court in 2012 that stopped websites from registering users’ national ID numbers 
and allowed for more anonymous interactions, cyberattacks and online theft have exposed millions 
of South Korean’s personal details in the past five years. Courts have refused citizens permission to 
obtain new, uncompromised ID numbers. Moreover, domestic service providers legally provide the 
authorities with user data even without a warrant, introducing scope for abuse. In 2013, police ac-
cessed private social network accounts and real-time location information while investigating a rail-
way union protest.5 In September 2014, a significant number of users left the country’s most popular 
mobile messenger, Kakaotalk, which was alleged to be cooperating in a post-Sewol crackdown on 
criticisms of the government. 

Obstacles to Access

South Korea boasts one of the world’s highest broadband and smartphone penetration rates. The in-
ternet service sector is relatively diverse and open to competition, while the mobile market could be 
subject to more state influence. Broadcasting and telecommunications activities are regulated by the 

1  Eric Pfanner, “Google jousts with wired South Korea over quirky internet rules,” The New York Times, October 13, 2013, 
http://nyti.ms/1e26xDE; 

“Why South Korea is really an internet dinosaur,” The Economist, February 10, 2014, http://econ.st/1epiIo6.
2  Frank La Rue, “Full text of press statement delivered by UN Special Rapporteur on the promotion and protection of the 
right to freedom of opinion and expression, Mr. Frank La Rue, after the conclusion of his visit to the Republic of Korea,” Office 
of the United Nations High Commissioner for Human Rights, May 17, 2010, http://bit.ly/9JplWa; Reporters Without Borders, 
Internet Enemies Report 2012, March 12, 2012, http://bit.ly/1f6efZP.  
3  Office of the United Nations High Commissioner for Human Rights, ““South Korea should widen the space for human 
rights defenders,” UN expert says,” June 7, 2013, http://bit.ly/1hsHZWz; Amnesty International, “Republic of Korea,” Amnesty 
International Report 2014/15, http://bit.ly/1DkoIB4. 
4  Lee Yoo Eun, “South Korea’s Spy Agency, Military Sent 24.2 Million Tweets to Manipulate Election,” Global Voices, November 
25, 2013, http://bit.ly/1jB00Sp; Chico Harlan, “In South Korea’s latest controversies, spy agency takes a leading role,” The 
Washington Post, July 6, 2013, http://wapo.st/1mO8QJQ; Aidan Foster-Carter, “Intelligence scandals, Seoul-style,” Asia Times, 
November 12, 2013, http://bit.ly/1b0WGb4. 
5  “Constitutional complaint against real-time tracking of the mobile phone locations of the railway union strikers [and their 
families]” (in Korean), Jinbonet, May 13, 2014, http://bit.ly/1zGUPs7.  
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Korea Communications Commission (KCC) and the content and ethical standards of such activities 
are monitored by the Korea Communications Standards Commission (KCSC). Both commissions are 
chaired by presidential appointees. 

Availability and Ease of Access   

South Korea is one of the most wired countries in the world, for both usage and connection speed.6 
Internet penetration was at 84 percent in 2014.7 Counting access via mobile phone, television, and 
game consoles, an estimated 97 percent of households had access by 2012.8  

Several factors have contributed to the country’s high degree of connectivity. First, high-speed ac-
cess is relatively affordable. Most residences have connections capable of reaching 100 Mbps for un-
der KRW 30,000 (US$27) per month.9 Second, the population is densely concentrated in urban areas. 
Roughly 70 percent of South Koreans live in cities dominated by high-rise apartment buildings that 
can easily be connected to fiber-optic cables.10 Finally, the government has implemented a series of 
programs to expand internet access since the 1990s, including subsidies for low-income groups.11 

Mobile phone penetration was at 116 percent in 2014—a sign that many users now have more than 
one device.12 Moreover, the smartphone ownership rate rose to 84 percent as of December 2014, 
surpassing that of computers at 78 percent according to data released by the Ministry of Science, 
ICT and Future Planning (MSIP).13 Wi-Fi coverage has increased rapidly to accommodate smart-
phones and tablet computers. Free Wi-Fi is offered in over 2,000 public spaces across the country, 
including train stations, airports, libraries, health centers, and community centers.14 The MSIP has 
also announced its plan to further the coverage to 12,000 public hotspots by 2017.15  

Omnipresent and affordable cybercafes have helped prevent a digital divide in South Korea. Known 
as “PC bang” (“computer rooms”), many offer broadband access for approximately US$1 per hour, 
and also serve as venues for social interaction and online gaming. There is no significant gap in ac-
cess to ICTs with respect to gender or income level, although differences persist across generational 
and professional lines.16 

6  Zoe Fox, “The 10 countries With the Fastest Internet,” Mashable, August 22, 2013, http://on.mash.to/1gs4CKk. 
7  International Telecommunication Union, “Percentage of individuals using the internet, 2000-2014,” http://bit.ly/1cblxxY. A 
government index reported 81 percent penetration, excluding mobile access. http://bit.ly/1ESUBvJ.  
8  South Korea has been on the top of the Organisation for Economic Co-operation and Development’s (OECD)  list of internet 
access rates in 34 member countries since 2000: OECD, “Households with access to the internet in selected OECD countries,” 
Key ICT Indicators, July 2012, http://bit.ly/19Xqbzx. 
9  John D. Sutter, “Why internet connections are fastest in South Korea,” CNN, March 31, 2010, http://cnn.it/1mOyYUT; Edward 
Wyatt, “U.S. Struggles to Keep Pace in Delivering Broadband Service,” The New York Times, December 29, 2013, http://nyti.
ms/1cBCkJb. 
10  J. C. Herz, “The Bandwidth Capital of the World,” Wired, August 2002, http://wrd.cm/1f2ENfX. 
11  Sutter, “Why internet connections are fastest in South Korea.”
12  International Telecommunication Union, “Mobile-cellular telephone subscriptions, 2000-2013.”  
13  Min-Jeong Lee, “Smartphone Usage Overtakes PCs in South Korea,” The Wall Street Journal, December 12, 2014, http://
on.wsj.com/15Wvs9X.  
14  Searchable at http://www.wififree.kr/en/service/map_search.jsp. 
15  Ministry of Science, ICT and Future Planning, Public Wi-Fi Free Service, http://bit.ly/1EfmhKz; Inyoung Choi, “Significant 
expansion of free public Wi-Fi by 2017,” (in Korean), Yonhap News, July 12, 2013, http://bit.ly/1GjEY5O. 
16  Ministry of Science, ICT and Future Planning, “The digital divide index, 2009-2013” (in Korean), IT Statistics of Korea, http://
bit.ly/1e2FfNb. 
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Restrictions on Connectivity  

The country’s internet backbone market is oligarchic, with Korea Telecom (KT) as the biggest provider. 
KT was founded in December 1981 and state-owned until privatization in 2002. The network infra-
structure is connected to the international internet predominantly from the southern cities of Busan 
and Keoje, through international submarine cables, to Japan and China. For national security reasons, 
police and the National Intelligence Service have oversight on the access points, but the govern-
ment is not known to implement restrictions on internet or mobile access for political reasons.17 

ICT Market 

The telecommunications sector in South Korea is relatively diverse and open to competition, with 
109 internet service providers (ISPs) operating as of March 2015.18 Nevertheless, it is dominated by 
three companies: Korea Telecom (42 percent), SK Telecom (25 percent), and LG Telecom (16 percent). 
The same firms also control the country’s mobile service market, with 27 percent, 46 percent, and 
19 percent, respectively.19 All three companies are publicly traded, but they are part of the country’s 
chaebol—large, family-controlled conglomerates connected to the political elite, often by marriage 
ties.20 This has given rise to speculation that favoritism was at play in the privatization process and 
in the selection of bidders for mobile phone licenses.21 Korea Mobile Internet (KMI), a consortium 
of mobile virtual network operators who rent capacity from the main players, made a sixth attempt 
to enter the market in May 2014. In July, the MSIP rejected their bid for a license for failing to meet 
financial requirements, which a KMI spokesman described as “excessively strict.”22 

Under the stated aim of easing the information asymmetry caused by the effective oligopoly of the 
mobile phone market, an act came into effect in October 2014 limiting service carriers’ subsidies for 
consumers. However, it ended up hiking up the prices of mobile handsets and subscriptions, leading 
to a public furor, and is currently under reconsideration.23 

Regulatory Bodies 

The conservative Lee Myung-bak government, which was in power from February 2008 to February 
2013, restructured the regulatory institutions overseeing the ICT sector. The Ministry of Information 
and Communication and the Korean Broadcasting Commission merged to create the Korea Com-
munications Commission (KCC) in February 2008, tasked with overseeing both telecommunications 
and broadcasting to improve policy coherence between the two sectors.24 The KCC consists of five 
commissioners, with the president appointing two (including the chairman) and the National As-

17  Interviews with ICT professionals, August 2015.
18  Korea Internet & Security Agency, “ISP statistics” (in Korean), Infrastructure Statistics, http://bit.ly/1bsW3qR. 
19  Ministry of Science, ICT and Future Planning, “Wire and wireless communication service subscribers, as of March 2015” (in 
Korean), IT Statistics of Korea: Statistical Resources, http://bit.ly/1LeP87G.   
20  Hyeok-cheol Kwon, “Is Chojoongdong one big family?” (in Korean), Hankyoreh, July 29, 2005, http://bit.ly/1lhqYQM. 
21  Hyun-ah Kim, “KMI criticizes selection criteria for the 4th mobile operator and sends out open inquiry [to KCC]” (in Korean), 
e-Daily, February 18, 2013, http://bit.ly/1fXe7y8. 
22  Kang Yoon-seung, “Gov’t nixes consortium’s application for new mobile carrier license,” Yonhap News, July 24, 2014, http://
bit.ly/1uTA4aR; Min-ki Kim, “Bidders for the position of 4th mobile operator complain of high opening bid of $260 million” (in 
Korean), Yonhap News Agency, January 20, 2014, http://bit.ly/1iy4Pf6.
23  Kwan-yul Cheon, “The birth of ‘that law’ that everybody hates” (in Korean), SisaIn, October 31, 2014, http://bit.ly/1Elq1vz. 
24  Jong Sung Hwang & Sang-Hyun Park, “Republic of Korea,” in Digital Review of Asia Pacific 2009-2010, eds. Shahid Akhtar 
and Patricia Arinto, (London: SAGE, 2009), 234-240.
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sembly choosing the remainder. The KCC struggled to earn credibility, as its first chairman, Choi 
See-joong, was a close associate of President Lee, causing some observers to view the restructuring 
as a government effort to tighten control over the media and ICT sectors.25 Lee reappointed Choi as 
chairman in 2011, despite the objections of opposition lawmakers, who said that Choi’s personnel 
choices politicized the agency and that his licensing decisions favored conservative-leaning media 
outlets. Choi resigned in 2012, and was later sentenced to two and a half years in prison and a fine 
of KRW 600 million (US$545,000) for influence peddling.26 Lee pardoned him at the end of his term 
in January 2013.27 

In 2013, President Park Geun-hye missed an opportunity to distance herself from this history of cro-
nyism, naming her close aide and four-term lawmaker Lee Kyeong-jae to head the KCC.28 She also 
transferred the KCC’s policy and strategy-related responsibilities to the new Ministry of Science, ICT 
and Future Planning. The KCC retains its regulatory remit and is currently led by a former judge, Choi 
Seong-joon.  

The content of broadcasting and internet communications is qualitatively monitored by the Korea 
Communications Standards Commission (KCSC). Established in 2008, the KCSC is nominally an in-
dependent organization, but its nine members are appointed by the president and the National 
Assembly.29 The current chair of the commission is Park Hyo-jong, a key figure of the country’s neo-
conservative movement. 

Limits on Content

Although South Korean cyberspace is vibrant and creative, there are a number of restrictions on the 
free circulation of information and opinions. Technical filtering and administrative deletion of content 
is particularly evident. Content that “praises or benefits” communist North Korea or that undermines 
the traditional social values of the country is blocked or deleted based on the recommendations of the 
Korea Communications Standards Commission. Systematic manipulation of online discussions is also 
being investigated. Won Sei-hoon, the former chief of the National Intelligence Service, was sentenced 
to three years in jail in February 2015 for directing an online smear campaign against the rivals of the 
current president in the December 2012 election. The top court, however, granted Won a retrial in July 
2015.30 

Blocking and Filtering 

Censorship is predominantly carried out on the orders of the Korea Communications Standards 
Commission (KCSC). In 2008, its first year of operation, 4,731 websites or pages were blocked, and 

25  Ji-nam Kang, “Who’s who behind Lee Myung-bak: Choi See-joong the appointed chairman of the KCC” (in Korean), 
Shindonga 583, (2008), http://bit.ly/1aYiNCd.  
26  Rahn Kim, “President’s mentor gets prison term,” The Korea Times, September 14, 2012, http://bit.ly/1esLXak. 
27  “South Korean president issues controversial pardons,” BBC News, January 29, 2013, http://bbc.in/L3ce7o. 
28  “Park appoints former veteran lawmaker as communications commission chief,” Yonhap News, March 24, 2013, http://bit.
ly/1gkauoV.  
29  Six members are nominated by the president and the party with a parliamentary majority, while three are nominated by 
the opposition. Jeong-hwan Lee, “A private organization under the president? The KCSC’s structural irony” (in Korean), Media 
Today, September 14, 2011, http://bit.ly/1aYr0GA. 
30  Jung-a Song, “South Korea orders retrial of former spy chief Won Sei-hoon,” The Financial Times, July 16, 2015, http://on.ft.
com/1hSOjrE. 
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6,442 deleted;31 its activities have increased since then. A total of 97,095 websites or pages were 
blocked and 24,581 deleted in 2014.32

A team of 20 to 30 monitoring officers flag possible offenses, including obscenity, defamation, and 
threats to national security. Commissioners meet every two weeks to deliberate over flagged cases, 
and then issue censorship orders to content hosts or service providers.33  Noncompliant service pro-
viders face up to two years’ imprisonment, or a fine of up to KRW 10 million (US$9,000), under the 
Comprehensive Measures on Internet Information Protection issued by the KCC in 2008.34 Observ-
ers criticize the KCSC’s vaguely defined standards and wide discretionary power to determine what 
information should be censored, allowing the small number of commissioners to make politically, 
socially, and culturally biased judgments, often lacking legal grounds.35 Moreover, in many cases, the 
commission blocks entire sites even though only a small portion of posts are considered to be prob-
lematic. In March 2015, for example, the commission blocked the entire platform of an adult cartoon 
service, saying that part of its content was obscene. However, the service provider argued that the 
content was provided through an age-authentication system in compliance with the law. Faced with 
a public furor, the commission withdrew the shutdown order after only two days.36 

Censored content is classified by categories including gambling, illegitimate food and medicine, ob-
scenity, violating others’ rights, and violating other laws and regulations. The last category includes 
websites containing North Korean propaganda or promoting reunification, based on Article 7 of the 
1948 National Security Act, which bans content that “praises, promotes, and glorifies North Korea.”37 
The police and other authorities can refer matters to the commission, and individuals can also sub-
mit petitions. Police referred 1,281 items to the KCSC between January 2013 and August 2014 for 
jeopardizing national security.38 

Content Removal 

Police approached users and service providers directly and requested them to delete 22,928 items 
on national security grounds between January 2013 and August 2014, according to official figures.39 

In 2011, the KCSC expanded their remit to social media, mobile applications, and podcasts, creating 
a team to systematically monitor platforms such as Twitter and Facebook for illegal content. 40 Since 

31  3,816 websites or pages were blocked for “encouraging gambling,” 549 for “disturbing social order,” and 366 for 
“obscenity;” 3,238 were deleted for “disturbing social order,”1,460 for “obscenity,” 1,201 for “violating others’ rights,” 424 for 
“violence, cruelty, and hatred,” and 119 for “encouraging gambling.”
32  Among those blocked, 40,029 were for “encouraging gambling,” 37,817 for “prostitution and obscenity,” 14,113 for 

“illegitimate food and medicine,” 3,425 for “violating other laws and regulations,” and 1,711 for “violating others’ rights.” 
Among those deleted, 8,804 for “violating other laws and regulations,” 7,290 were for “illegitimate food and medicine,” 6,193 
for “prostitution and obscenity,” 1,920 for “encouraging gambling,” and 374 for “violating others’ rights.” Statistics published 
quarterly by the Korea Communications Standards Commission at http://bit.ly/1iDTDgX (in Korean).
33  Author’s interview with Park Kyung Sin, who served as a commissioner until his resignation in 2014, at the KCSC office, 
April 4, 2013.   
34  Jung Ha-won, “Internet to be stripped of anonymity,” Korea JoongAng Daily, July 23, 2008, http://bit.ly/1eOpT9A. 
35  Jillian York and Rainey Reitman, “In South Korea, the Only Thing Worse Than Online Censorship is Secret Online 
Censorship,” Electronic Frontier Foundation, September 6, 2011, http://bit.ly/1gkiKFw. 
36  Yoon Sung-won, “Watchdog hit for excessive digital censorship,” The Korea Times, March 30, 2015, http://bit.ly/1IWCXcu. 
37  OpenNet Initiative, “South Korea,” August 6, 2012, http://bit.ly/19XA93S. 
38  Seul-ki Chang, “66 years on, the National Security Act evolves into one for cyberland” (in Korean), Media Today, December 
2, 2014, http://bit.ly/1Ja6p58. 
39  Chang, “66 years on, the National Security Act evolves into one for cyberland”.
40  Matt Brian, “South Korea may begin censoring social networking, mobile apps from next week,” The Next Web, December 
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selectively deleting posts from Twitter and Facebook is more difficult than from websites and blogs, 
the KCSC first warns users to voluntarily delete posts containing false or harmful information. If they 
refuse, the commission then asks ISPs to block other users from accessing the disputed accounts. 
Social media cases amount to roughly five percent of the total considered by the KCSC, according to 
a former commissioner. 41 

Until recently, a major cause for concern was that authors of blocked or deleted content were never 
notified of the KCSC’s decision, nor given an opportunity to defend their right to publish.42 Affected 
users are allowed to challenge the commission’s ruling in principle, but with no independent avenue 
for appeal available, only 0.07 percent have actually done so.43 In a welcome development, a legal 
amendment passed on December 29, 2014, to mandate notifying owners of censored content be-
fore and after deletion. The effect of the addition, Article 25(2) to the Act of the Establishment and 
Operation of the Korea Communications Commission, is yet to be seen. 

Under Article 44(2) of the Information and Communications Network Act, citizens who discover 
content they believe has violated their privacy or harmed their reputation can ask the intermediary 
company hosting the content to restrict it from view. On receiving a request, the company must hide 
the content in question away for the following 30 days. 44 The content is then permanently deleted if 
its owner does not revise it or appeal within those 30 days. The clause was under review during the 
coverage period.45        

Under Article 44(3) of the same act, intermediaries are encouraged to monitor and carry out proac-
tive 30-day takedowns of irregular content, even without a complaint.46 Companies who can demon-
strate proactive efforts to regulate content would be favorably considered by the courts, while those 
who do not are potentially liable for defamatory or malicious content posted by third parties.47 

A copyright law that restricts file sharing was passed in 2009. Often referred to as the “three strikes 
rule,” it allows the Minister of Culture, Sports and Tourism, acting through the Korea Copyright 
Commission, to shut down an entire forum for failure to comply with a third warning to take down 
pirated content. Internet companies and civil liberties advocates say the law threatens fair use and 
free expression.48 In 2013, a controversy arose when the commission and the KCSC blocked U.S.-
based music-streaming site Grooveshark, among other overseas torrent sites.49 Online freedom ac-

1, 2011, http://tnw.co/1hFQkCf. 
41  Interview with Kyung Sin Park. Ji-hyun Cho, “Criticism escalates over SNS censorship,” The Korea Herald, January 29, 2012, 
http://bit.ly/1jC5NHk.
42  Interview with Kyung Sin Park.
43  Open Net, “The KCSC now mandated to notify affected content owners before and after censorship orders” (in Korean), 
January 7, 2015, http://opennet.or.kr/7974. 
44  Kyung Sin Park, Guilty of Spreading Truth, (in Korean), (Seoul: Dasan Books, 2012), 125-130. 
45  “Comment on the government’s proposed amendment to the temporary takedown clause: the process for content 
restoration is desirable, the obligation of takedown is a step backwards” (in Korean), Open Net Korea, December 8, 2014, http://
opennet.or.kr/7884. 
46  Lee Yoo Eun, “Is South Korea Encouraging Portal Sites to Self-Censor?” Global Voices, November 23, 2013, http://bit.
ly/1ff3EhD. 
47  Hyeon-seok Kang, “Portal sites that neglected malicious comments liable for defamation,” (in Korean), Nocut News, April 
16, 2009, http://bit.ly/1kTPiqI.   
48  Cory Doctorow, “South Korea lives in the future (of brutal copyright enforcement),” Boing Boing, March 30, 2013, http://bit.
ly/1fxo4jZ; “International human rights organizations in support for the abolition of the three-strike rule,” (in Korean), Open Net 
Korea, April 1, 2013, http://opennet.or.kr/1529.   
49  Minoci, “How ‘Grooveshark’ got blocked: Interview with the KCSC’s Rights Violation Monitoring Team,” (in Korean), Slow 
News, November 7, 2013, http://slownews.kr/15204. 
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tivists and some users of the site submitted an administrative litigation against the order in February 
2014.50 

Media, Diversity, and Content Manipulation  

In December 2012, opposition lawmakers accused a National Intelligence Service (NIS) agent of ma-
nipulating 40 different online accounts to discredit opponents of then-presidential candidate Park 
Geun-hye. Police initially cleared the agent,51 but in 2013, prosecutors indicted former NIS director 
Won Sei-hoon on charge of authorizing agents to post thousands of online comments and 1.2 mil-
lion tweets characterizing members of the political opposition as sympathizers of North Korea.52 Park 
Geun-hye denies ordering or benefiting from digital manipulation.53 Won and his successor, Nam 
Jae-joon, admitted having refuted North Korean propaganda in online forums but deny political mo-
tives.54 In September 2014, Won was given a suspended sentence under a law that bars intelligence 
officials from political activity, but acquitted of trying to sway the election.55 In December 2013, the 
Defense Ministry’s cyber command unit, launched in 2010 to “combat psychological warfare in cy-
berspace,” announced that some officials had posted inappropriate political content online during 
the same period, but without the knowledge of the unit heads; like Won Sei-hoon, they denied the 
more serious charge of election meddling.56 

As of March 2015, while President Park was heading toward the halfway point in her single five year 
presidential term, the case was still far from a conclusion. Former chief of Seoul police, Kim Yong-
pan, was cleared by the Supreme Court in January 2015 of charges of obstructing an investigation 
into the scandal.57 Despite the lower court’s ruling, Won was sentenced in February 2015 to three 
years in jail for smearing political candidates,58 but the Supreme Court ordered a retrial in July 2015.59 
A sitting judge who had denounced Won’s earlier acquittal on an intranet was suspended for two 
months in December 2014.60 

50  “Submission of an administrative litigation against the shutdown of Grooveshark,” (in Korean), Open Net Korea, February 3, 
2014, http://opennet.or.kr/5695.  
51  In-ha Ryu, “Breaking news: Seoul Police already plots a scenario before releasing the interim report of investigation into 
the online comments scandal,” (in Korean), The Kyunghyang Shinmun, September 6, 2013, http://bit.ly/1aWCZkN; 
 “Seoul Police warns Kwon Eun-hee, who claims the police investigation into NIS was ‘downscaled and covered up,’” (in Korean), 
Chosun Ilbo, September 26, 2013, http://bit.ly/1v85Yjn.   
52  Harlan, “In South Korea’s latest controversies, spy agency takes a leading role;” Dong-hyun Lee, “Won Sei-hoon ordered 
operations against opposition candidates in every election, says prosecution,” (in Korean), Joongang Ilbo, June 6, 2013, http://
bit.ly/1aYLChK.Choe Sang-Hun, “South Korean Officials Accused of Political Meddling,” December 19, 2013, http://nyti.
ms/1ohP89w. 
53  Sang-Hun Choe, “Prosecutors Detail Attempt to Sway South Korean Election,” The New York Times, November 21, 2013, 
http://nyti.ms/1hvtiyf; Lee, “South Korea’s spy agency, military sent 24.2 million tweets to manipulate election;” Harry Fawcett, 

“South Korea’s political cyber war,” Al Jazeera, December 19, 2013, http://bit.ly/1cmfW86.  
54  Ho-jin Song et al., “Nam Jae-joon says online posting is the NIS’s legit work. Also insists the allegation of election 
interference is a political set-up” (in Korean), Hankyoreh, August 5, 2013, http://bit.ly/1aDobNp. 
55  Choe Sang-Hun, “Former South Korean spy chief convicted in online campaign against liberals,” The New York Times, 
September 11, 2014, http://nyti.ms/1qCE6xW. 
56  Choe, “South Korean officials accused of political meddling; “Former chiefs of S. Korean cyber command charged with 
political intervention,” Shanghai Daily, August 19, 2014, http://bit.ly/1v5n6pZ.
57  Kim Rahn, “Former Seoul police chief cleared of election law violation,” The Korea Times, January 29, 2015, http://bit.
ly/1yQwWx6. 
58  “South Korea spy chief sentenced to three years in prison,” BBC News, February 9, 2015, http://bbc.in/1dibHgP. 
59  Ju-min Park, “South Korea court orders retrial of ex-spy chief in vote-meddling case,” Reuters, July 16, 2015, http://reut.
rs/1PiPkVw. 
60  Yonhap News Agency, “Sitting judge slams court ruling on ex-spy chief,” Global Post, September 12, 2014, http://bit.
ly/1BakDtA; Sohee, Park, “Criticizing Won Sei-hoon ruling, Judge Kim Dong-jin suspended for two months” (in Korean), 
OhmyNews, 3 December 2014, http://bit.ly/1dic3UC. 
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Attempts to manipulate content were evident again in April 2014 following a ferry disaster that cast 
the government in a poor light. An investigation subsequently revealed the vessel was operating 
illegally after being decommissioned, and that over 300 passengers—mostly high school students—
died during an incompetent rescue operation. A newspaper reported the KCC had circulated an 
internal directive instructing ministries, broadcasting companies, ISPs, and the police to steer online 
discussions away from the topic.61 Out of 507 online items assessed by the KCSC in the two days fol-
lowing the directive, 72 were deleted, 25 were blocked, and 10 were referred to the police, according 
to news reports. The Ministry of Oceans and Fisheries separately issued a similar directive. 

In May 2014, conservative legislator Han Sun-kyo proposed amending the Information and Com-
munications Network Act to criminalize rumormongering on social networking sites “in times of 
disaster,” punishable by up to five years in prison or up to KRW 50 million (US$45,500) in fines.62 The 
proposed clause evolved from 47(1) of the 1983 Telecommunications Business Act, which was ruled 
unconstitutional in 2009. 

Commissioner Park Kyung Sin resigned from the KCSC in protest at the government’s handling of 
information related to the incident in May 2014, saying that journalists echoing official briefings led 
news outlets to incorrectly report that all passengers had been rescued. In an open letter published 
on his blog, he said that KCSC censorship discourages government criticism, limiting the public’s 
ability to ensure oversight and accountability. 

Digital Activism 

South Korea’s overall media environment is partly restricted.63 In 2012, journalists launched a se-
ries of strikes against government interference and censorship for the first time since the country’s 
transition to democratic rule in 1987.64 A variety of alternative and activist media outlets developed 
online, including Newstapa, a user-funded investigative journalism platform. Since its January 2012 
launch, it has accumulated about 35,000 regular donors, and became a leading source of infor-
mation on the electoral manipulation scandal in 2013.65 The platform’s YouTube channel had been 
viewed more than 10 million times by early 2014.66 However, the KCC called the work of Newstapa 
and a handful of other independent news websites “pseudo journalism” in 2013, warning their own-
ers not to report on issues outside their remit.67 

South Koreans have embraced online technology for civic engagement and political mobilization. 
When the Mayor of Busan opposed the screening of a documentary on the Sewol ferry tragedy at 
the southeastern city’s international film festival, and threatened to defund the festival, support was 

61  Byeong-ryul Park, “MoF’s manual orders to come up with a news item that will “outshock” in case of a ship accident,” 
(in Korean), The Kyunghyang Shinmun, April 25, 2014, http://bit.ly/1z7bmAU; Jang-jun Park, “Exclusive: Park Geun-hye 
administration’s “guidelines” on news reporting of Sewol” (in Korean), Media Today, April 28, 2014, http://bit.ly/1fn5TCq. 
62  Min-ha Kim, “In times of disaster, rumor-mongering through SNS should be punishable up to 5 years of imprisonment, 
says Han Sun-kyo” (in Korean), Mediaus, May 2, 2014, http://bit.ly/1sZO1mj.  
63  Freedom House, “South Korea,” Freedom of the Press, 2013: http://bit.ly/1fizTwe. 
64  “No news is bad news: Reporters complain of being muzzled,” The Economist, March 3, 2012, http://econ.st/1mPL1kL.
65  Newstapa, “South Korea spy agency’s illegal campaigning on SNS” (in Korean), YouTube video, 15:34, January 6, 2014, 
http://bit.ly/1gVTjap; Yoo Eun Lee, “South Korean authorities discredit dissenting voices as ‘not-real’ news,” Global Voices, 
January 2, 2014, http://bit.ly/1cpE2sy. 
66  Newstapa’s YouTube page, accessed January 2014, http://www.youtube.com/user/newstapa. 
67  Yoo Eun Lee, “South Korean authorities discredit dissenting voices.”
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mobilized online and the documentary became the most downloaded film on popular web portals 
in February 2015.68

Violations of User Rights

South Koreans faced increasing challenges safeguarding their privacy online. The Public Prosecutors’ 
Office enhanced monitoring of “online slanders and rumors” in September 2014, addressing the pres-
ident’s concern over the fast-spreading criticism of her administration after the Sewol ferry accident. 
A Japanese journalist who questioned the whereabouts of President Park during the accident was in-
dicted for defamation in October 2014 and barred from leaving South Korea. Apprehensive about the 
crackdown, numerous Korean users left domestic services and fled to foreign alternatives including 
Telegram, a messenger service developed in Germany which offers some encryption. Besides govern-
ment surveillance, citizens were exposed to cybersecurity threats as hackers targeted major infrastruc-
ture and personal data. 

Legal Environment 

The South Korean constitution guarantees freedom of speech, the press, assembly, and association 
to all citizens, but it also enables restrictions, stating that “neither speech nor the press may violate 
the honor or rights of other persons nor undermine public morale or social ethics.” South Korea 
has an independent judiciary and a national human rights commission that have made decisions 
upholding freedom of expression. Nonetheless, the continued prosecution of individuals for online 
activities has generated a chilling effect and international criticism.69 

Several laws restrict freedom of expression in traditional media as well as online. The 1948 National 
Security Act allows prison sentences of up to seven years for praising or expressing sympathy with 
the North Korean regime. In 2010, the Ministry of Unification issued a notice reminding citizens that 
the 1990 Act on Exchanges and Collaboration between South and North Korea applies to online 
communications as well as offline,70 and that any visit to websites or pages maintained by people of 
North Korea must be reported to the government in advance.71 Anyone failing to do so faces a fine 
of up to KRW 1 million (US$900).

Defamation, including written libel and spoken slander, is a criminal offense in South Korea, pun-
ishable by up to five years’ imprisonment or a fine of up to KRW 10 million (US$9,000), regardless 
of the truth of the contested statement. Insults charges, which unlike defamation offenses must be 
instigated directly by a complainant, are punishable by a maximum KRW 2 million (US$1,800) fine or 
a prison sentence of up to one year. Defamation committed via ICTs draws even heavier penalties—
seven years in prison or fines of up to KRW 50 million (US$45,500)—under the 2005 Information and 
Communications Network Act, which cites the faster speed and wider audience of online communi-
cation as a basis for the harsher sentencing.72 

68  Hoo-ran Kim, “Arts censorship a bad idea,” The Korea Herald, October 23, 2014, http://bit.ly/1FsFnlF; Seong-tae Ha, 
“’Diving Bell’ clears all download charts on portal sites” (in Korean), OhmyStar, February 2, 2015, http://bit.ly/1FmuVem. 
69  La Rue, “Full text of press statement.”
70  Ministry of Unification, “Notice on the use of North Korean internet sites,” (in Korean), April 8, 2010.
71  Reports of such contact, online and offline, are to be made through an online system at http://www.tongtong.go.kr/. 
72  Act on Promotion of Information and Communications Network Utilization and Data Protection, Art. 61 amended 
December 30, 2005, http://bit.ly/LoN97A. 
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Prosecutions and Detentions for Online Activities 

Prosecutions against individuals expressing North Korean sympathies have increased under conser-
vative rule. In the first year of the Park Geun-hye administration, national security arrests increased 
19 percent and detentions 37.5 percent.73 Between 2012 and 2014, 104 people were convicted for 
violation of the National Security Act in cyberspace, although a legislator of the ruling conservative 
party argued in April 2015 that the number should have been even larger considering an increase in 
the number of offenses being committed online.74 

Numerous online defamation cases have involved President Park Geun-hye. The month Park took of-
fice in 2013, a court in Incheon fined a citizen KRW 800,000 (US$720) for making libelous statements 
against her in the comments section of a news website six times during 2012.75 Another citizen, Huh, 
in Uijeongbu in Gyeonggi province, was given a one-year suspended jail sentence in the same year 
for 114 defamatory posts against Park on the conservative daily Chosun Ilbo’s website, including one 
calling her a “dictator’s daughter.”76 In a separate 2013 case, Pastor Cho Woong was sentenced to 18 
months in prison for online videos alleging that Park had made a secret deal with Kim Jong-il, the 
late ruler of North Korea.77 

The Sewol ferry disaster prompted a series of legal actions. On September 16, 2014, President Park 
told a cabinet meeting that “profanity towards the president had gone too far” and that “insulting 
the president is equal to insulting the nation.”78 Two days after this remark, the public prosecutors’ 
office set up a special investigation unit for an enhanced monitoring of “online slanders and rumors.” 
In March 2015, the Supreme Court sentenced a 31-year-old citizen, Kim, to one year in prison for 
posting a fake screenshot of a messenger conversation suggesting that the Sewol rescue operation 
had been deliberately held back, although he deleted it within 10 minutes.79 In May 2015, a man 
in his 50s named Wu, who had repeatedly posted a conspiracy theory about the ferry disaster on-
line between August and November 2014, was sentenced to 18 months in prison for defaming the 
coast guard.80 Separately, Japanese journalist Tatsuya Kato of the Sankei Shimbun newspaper was 
indicted for criminally defaming President Park in an August article that cited allegations about the 
president’s response to the disaster, though the same content was first published in a domestic daily, 
Chosun Ilbo, and spread across online media. The journalist was barred from leaving South Korea for 
eight months until April 2015 and faces up to seven years in prison.81 

73  Hong-du Park, “In Park’s first year, the number of violators of the National Security Act has leaped” (in Korean), 
Kyunghyang Shinmun, February 19, 2014, http://bit.ly/1fzIxmM; see also Amnesty International Report 2014/15.  
74  “Cho Hae-jin: “Online violation of the NSA increasing dramatically but mostly going unpunished”” (in Korean), Yonhap 
News, April 10, 2015, http://bit.ly/1PzwA89. 
75  The individual’s name and the website were not publicly disclosed. Kang-wook Cho, “Netizen fined 800,000 won for 
posting libelous comments against Park Geun-hye” (in Korean), Asia Economy, February 21, 2013, http://bit.ly/1byIfej. 
76  Yun-ho Cho, “Online user jailed for a libel against Park – what about the NIS?” (in Korean), Media Today, August 8, 2013, 
http://bit.ly/1byIt5g. 
77  “Pastor arrested for defaming president-elect,” Yonhap News, February 23, 2013, http://bit.ly/1b8fgOz; Cho-rong Park, 

“Pastor Cho Woong sentenced 1 year and 6 months for ‘defaming Park Geun-hye’” (in Korean), Nocut News, November 6, 2013, 
http://bit.ly/1d8gvNu. 
78  Full text of the president’s speech to the cabinet (in Korean) available at http://bit.ly/1ejqd8e. 
79  “A white-collar man who had distributed a fake Kakaotalk on Sewol found to be guilty of cyber defamation” (in Korean), 
Kyunghyang Shinmum, March 1, 2015, http://bit.ly/1F0Ii0s. 
80  “A man in his 50s sentenced for one and a half years for posting ‘malicious rumors about Sewol’ around 600 times” (in 
Korean), Yonhap News, May 16, 2015, http://bit.ly/1F1rBlB. 
81  Roy Greenslade, “South Korea urged to drop libel charges against Japanese journalist,” The Guardian, October 17, 2014, 
http://bit.ly/1xyYbZI; Nathan Park, “Is South Korea’s criminal defamation law hurting democracy?” The Wall Street Journal, 
December 15, 2014, http://on.wsj.com/16u0CFE. 
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In a non-political context, a plastic surgery patient who posted 46 complaints of malpractice online 
between April and June 2014 was fined 3 million KRW (US$2,700) in May 2015 for “cyber defama-
tion,” which free expression advocates say is not an appropriate charge.82 

Surveillance, Privacy, and Anonymity 

Within South Korea, anonymous communication typical of the internet was long compromised by 
the so-called “internet real-name system” first adopted in 2004 as part of an amendment to the Pub-
lic Official Election Act.83 Users were required to verify their identities by submitting their Resident 
Registration Numbers (RRNs) to join and contribute to web portals and other major sites. An RRN is 
a 13-digit number uniquely assigned to a Korean citizen at birth. In 2007, the real-name system was 
expanded to apply to any website with more than 100,000 visitors per day under Article 44(5) of the 
Information and Communications Network Act. 

In 2012, the Constitutional Court ruled Article 44(5) unconstitutional, citing privacy vulnerabilities 
from cyberattacks among other factors.84 In 2011, a cyberattack allegedly originating from China 
targeted the popular portal Nate and its social networking service Cyworld. Hackers reportedly stole 
the personal details of 35 million users, equivalent to 70 percent of the population, including names, 
passwords, RRNs, mobile phone numbers, and email addresses. The portal’s parent company, SK 
Communications, said RRNs and passwords were encrypted,85 but the incident renewed public con-
cern about internet users’ right to privacy.86 Around 2,900 users together filed a damage suit, but the 
Seoul High Court ruled in favor of the company.87 Fifteen citizens also filed a lawsuit to be able to 
change their RRNs, but the Seoul Administrative Court and the Seoul High Court ruled against them. 
In mid-2015, the case was being heard in the Constitutional Court. In December 2014, it was report-
ed that the Ministry of Government Administration and Home Affairs planned to consider citizens’ 
applications for new RRNs case-by-case in the near future.88 

The Personal Information Protection Act was amended in 2013 to reflect the Constitutional Court’s 
2012 ruling. Website administrators are now prohibited from collecting users’ RRNs, and must de-
stroy those already on record. Effective from August 2014, failure to protect an individual’s RRN is 
punishable by fines of up to KRW 500 million (US$455,000).89 Mobile service providers still require 
users to provide their RRNs. 

Other laws, such as the Public Official Election Act, the Children and Youth Protection Act, the Game 
Industry Promotion Act, and the Telecommunications Business Act, separately require internet users 
to verify their identities.90 To ensure compliance with these laws, the KCC is exploring identity ver-

82  Ju-won Kang, “Recent defamation cases 1,” Klawguru, May 16, 2015, http://bit.ly/1Hy97NC.  
83  The amendment became Article 82, Provision 6.
84  Kyung Sin Park, “Korean internet identity verification rule struck down unconstitutional; 12 highlights of the judgment,” K.S. 
Park’s Writings (blog), August 25, 2012, http://bit.ly/1nevLB7.  
85  AP, “Nate, Cyworld hack stole information from 35 million users: S Korea officials,” Huffington Post, July 28, 2011, http://huff.
to/1k9aiaf.
86  Eric Pfanner, “Naming Names on the internet,” The New York Times, September 4, 2011, http://nyti.ms/1ffDiLz. 
87  Jihoon Kim, “Court says SK Comms has no responsibility to compensate users for Cyworld personal information hack” (in 
Korean), Newsis, March 20, 2015, http://bit.ly/1F1vB5o. 
88  Gyeong-ho Son, “Possible to change RRNs as early as two years from now” (in Korean), ZDNet Korea, December 31, 2014, 
http://bit.ly/1rH8YDl.  
89  Yun-ji Kang, “Hide your RRN away! Ban on online collection of user RRNs” (in Korean), Policy News (blog, copyrighted by 
the Ministry of Culture, Sports and Tourism), February 21, 2013, http://bit.ly/1eefGaD. 
90  Bora Jeong, “Internet real-name system and its lingering remains” (in Korean), Bloter.net, September 13, 2013, http://bit.
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ification methods alternative to the use of RRNs, such as Internet Personal Identification Numbers 
(i-PINs, overseen by the Ministry of Government Administration and Home Affairs), authenticated 
certificates (issued by banks and other organizations permitted to collect RRNs by Article 23 of the 
Network Act), and SMS verification. However, large-scale hacking attacks into the i-PIN system in 
February 2015, generating 750,000 counterfeit numbers, called for rethinking of the security frame-
work at a more fundamental level.91 

While court-issued warrants are required to access the content of private communications, service 
providers may “choose” to surrender individuals’ metadata without a warrant to investigative agen-
cies,92 including police, prosecutors, and the National Intelligence Service, under Article 83(3) of the 
Telecommunications Business Act. However, at least one court ruling has encouraged companies to 
seek out more judicial oversight before complying with warrantless requests. In 2012, in a KRW 20 
million (US$18,000) suit by a user against a major web portal service who provided personal infor-
mation to police, the Seoul High Court overturned an earlier ruling and actually penalized the com-
pany for failing to demand a warrant to support the police request. The company was ordered to 
pay KRW 500,000 (US$460) in compensation.93 

The ruling does not appear to have strengthened privacy safeguards. According to the latest official 
press release in May 2015, service providers fulfilled 508,511 such requests in the second half of 
2014, a six percent increase over the number they executed during the same period in 2013.94 The 
number of requests to access the records or content of private communications has been decreased, 
from 132,070 to 127,153 and from 337 to 192 respectively.

User rights advocates say these numbers are misleading, since one request can affect many individ-
uals over a long period of time.95 Service providers are also criticized for not fulfilling their legal duty 
of informing affected individuals. In most cases they refuse to respond when users inquire whether 
their data has been requested by the authorities.96 During a union protest against the government’s 
rail privatization plans in 2013, leading members of the Korean Railway Workers’ Union were sought 
by the police for “obstruction of business” under Section 314 of South Korea’s penal code. In the 
course of the search, police obtained individuals’ personal details from accounts linked to the 
union’s virtual community space on Band, a group chat platform operated by the domestic web gi-
ant Naver. The company confirmed police had accessed the platform, but “did not inform us about 
the range of the search, so the bigger problem is that we do not know how much of our personal 
information was exposed,” a union representative told the media.97 

ly/1jKR4Hx. 
91  Sang-wook Ahn, “Hacking attacks result in 750,000 counterfeit public i-PINs” (in Korean), Bloter, March 5, 2015, http://bit.
ly/1AoxYne. 
92  Metadata here includes the user’s name, RRN, postal address, telephone number, user ID, and dates of joining or leaving 
the service. To access the actual content of communications, a warrant is mandatory.
93  Kang, “Portal sites that neglected malicious comments liable for defamation.”
94  Tae-jin Kim, “Communication information handover increases – 500,000 cases in the 2nd half of last year” (in Korean), 
ZDNet, May 21, 2015, http://bit.ly/1cRDcgu. 
95  Gwang Choi, “The public prosecutors request information from 67 accounts with one piece of document” (in Korean), 
Money Today, December 3, 2014, http://bit.ly/1ekA7Gy.  
96  See also a public campaign by Open Net: “Reclaim the right to be informed when telecom companies disclose personal 
information” (in Korean), http://bit.ly/1GRAX6e. 
97  Cheol-eung Bak & Seung-hyeon Choi, “Police force into KTX engineers’ lodging and threaten “arrest” without a warrant,” 
The Kyunghyang Shinmum, December 30, 2013, http://bit.ly/1hNz7H3; Amnesty International, “South Korea: Stop arrests of 
trade union leaders and respect the rights of striking workers,” Amnesty International News, December 24, 2013, http://bit.ly/
Jniwhj.  
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The April 2014 ferry disaster also prompted accusations of privacy violations and government sur-
veillance. When 43 teachers wrote on the presidential office’s website that Park Geun-hye should 
step down for the poor handling of the disaster, the Ministry of Education ordered education offices 
around the country to identify and discipline those involved, prompting further protests.98 

The most telling development was a closed-door meeting that public prosecutors held with major 
service providers in September 2014 to discuss how to curb rumormongering, including Kakaotalk, 
the country’s most popular mobile messaging application, according to news reports.99 The compa-
ny dismissed public concern about its cooperation with law enforcement agencies, saying its compli-
ance was prescribed by law.  

Public trust in the company, however, was undermined in October 2014 during a press conference by 
Jung Jinwoo, a vice representative of the Labor Party charged with “causing public unrest” during a 
post-Sewol protest. Jung said prosecutors had accessed two months’ worth of his private Kakaotalk 
conversations, along with the personal details of his 3,000 contacts, as part of the investigation.100 
Public prosecutors responded by asking the court to cancel Jung’s bail.101 Yong Hye-in, a university 
student who initiated a silence protest to show support and solidarity for Sewol victims and their 
families, also turned out to be another subject of Kakaotalk surveillance.102 

In the wake of these revelations, some 400,000 users left the service for foreign alternatives per-
ceived to be beyond the influence of the South Korean government, such as Telegram, a Germa-
ny-based messaging service which advertises encrypted connections.103 In order to regain user trust, 
Kakaotalk held an urgent press conference on October 13, 2014, where its CEO vowed to reject 
future data requests from the authorities, even those with warrants.104 The following month, it was 
reported that seven warrants were pending due to the company’s noncompliance. 

Intimidation and Violence 

There have been no reports of physical violence against online users.

Technical Attacks

A notable increase in technical disruptions in recent years has highlighted vulnerabilities in the coun-
try’s ICT infrastructure, a trend which continued during the coverage period. Reported violations of 
electronic data tripled between 2010 and 2013, from 54,832 incidents to 177,736, according to offi-

98  Min-sik Yoon, “Teachers protest ferry disaster response,” The Korea Herald, May 18, 2014, http://bit.ly/1tz292X. 
99  Jae-seob Kim, “KakaoTalk managers present at prosecutors’ meeting on countering ‘defamation of the president’” (in 
Korean), Hankyoreh, October 2, 2014, http://bit.ly/1vzr6Oy. 
100  “Jung Jinwoo: Police surveillance over 3,000 of my family and acquaintances” (in Korean), JTBC News, October 2, 2014, 
http://bit.ly/1PAH0nY. 
101  “Public prosecutors: Vice rep Jung Jinwoo’s ‘Kakaotalk press conference’ caused public unrest” (in Korean), Yonhap News, 
October 19, 2014, http://bit.ly/1F5I3lu.   
102  Myeong-soo Seon, “How was Kakaotalk surveillance ‘legally’ possible?” (in Korean), Pressian, October 1, 2014, http://bit.
ly/1LkpBJJ. 
103  Sam Judah & Thom Poole, “#BBCtrending: Why South Koreans are fleeing the country’s biggest social network,” BBC 
News, October 10, 2014, http://bbc.in/1MimzbB. 
104  Peter Micek, “South Korean IM app takes bold stand against police abuses,” Access, October 16, 2014, http://bit.
ly/1Q1as1f;  “7 warrants for Kakaotalk monitoring still disobeyed and prosecutors looking to enhance law” (in Korean), Yonhap 
News, November 12, 2014, http://bit.ly/1R9P8JC. 
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cial figures.105 Local and U.S.-based researchers alleged that North Korean authorities were behind 
the 2013 attacks on major banks, among other targets.106

In December 2014, the country’s monopoly nuclear power company was subject to cyberattacks 
apparently aimed at stealing internal data, including plant blueprints and employees’ personal in-
formation.107 The energy ministry and the company jointly stated that the damage was non-critical. 
The hackers, who claimed they could disable the control system of the plants, were initially believed 
to be antinuclear environmental activists, but a special investigation team concluded in March 2015 
that North Korea was once again the source. Three workers died of toxic gas inhalation at a con-
struction site for a plant three days after the attacks, but there was no connection between the two 
incidents, a spokesperson said.108 

105  Statistics Korea, “Incidents of personal information violation” (in Korean), e-National Indicators, http://bit.ly/1fcGxBK. 
106  Agence France-Presse, “S. Korea probe says North behind cyber attack,” The Straits Times, April 10, 2013, http://bit.
ly/1jKAUAt; CrowdStrike, CrowdStrike Global Threat Report, January 22, 2014, p.25, http://bit.ly/1ffcUUB. 
107  Jeyup S. Kwaak, “North Korea Blamed for Nuclear-Power Plant Hack,” Wall Street Journal, March 17, 2015, http://on.wsj.
com/1EYLbnB. 
108  The Associated Press, “3 S Korea Workers Die at Nuke Plant Construction Site,” The New York Times, December 26, 2014, 
http://nyti.ms/1HEqnNW.  
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Key Developments: June 2014 – May 2015

• The defeat of Mahinda Rajapaksa in the 2015 presidential election and the progressive
politics of his successor, Maithripala Sirisena, have strengthened internet freedom (see
Introduction).

• Political websites that were formerly censored are now freely accessible, including ex-
ile-run news website TamilNet, the first to be blocked by the previous regime (see Block-
ing and Filtering).

• Over the last year, there has been a considerable decline in rights violations, including
violence, prosecutions and intimidation (see Violations of User Rights).

• Digital activism and public engagement with critical political and socioeconomic narra-
tives has increased on social media as access increases each year (see Digital Activism).

Sri Lanka
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 15 14

Limits on Content (0-35) 20 13

Violations of User Rights (0-40) 23 20

TOTAL* (0-100) 58 47

* 0=most free, 100=least free

Population: 20.7 million

Internet Penetration 2014: 26 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested: No

Press Freedom 2015 Status: Not Free
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Introduction

Internet freedom improved considerably in Sri Lanka following the defeat of Mahinda Rajapaksa in 
the January 2015 presidential election. After almost 10 years in power, the United People’s Freedom 
Alliance (UPFA) now finds itself on the opposition benches. Soon after swearing in as the 6th Ex-
ecutive President of Sri Lanka, Maithripala Sirisena formed an interim government with the United 
National Party (UNP) and appointed its leader, Ranil Wickremesinghe, as prime minister.1 A com-
mitment to a fair and open society was clearly outlined at the inception of the interim government. 
Both President Maithripala Sirisena and Prime Minister Ranil Wickremesinghe promised to run a 
government that stays clear of blocking websites, intimidating journalists, and other draconian prac-
tices that characterized the previous government’s relationship with online and traditional media, 
including the curtailment of editorial freedom. 

In line with these assurances, all websites earlier blocked by the previous government were accessi-
ble by May 2015, including the exile-run news website TamilNet, blocked since 2007 for reporting on 
civilian casualties of the military campaign against the Liberation Tigers of Tamil Eelam (LTTE), which 
ended in May 2009.2 Digital activism through online news websites, blogs and citizen media initia-
tives continues to strengthen as more people use the internet to access news, opinion and engage 
with diverse sources of information. In the lead up to the presidential election, Facebook and Twitter 
were used to launch voter education campaigns. 

After months of political bargaining, the 19th Amendment to the Constitution was passed in parlia-
ment in April 2015. The amendment strengthened checks and balances on the executive presidency, 
restored term limits to the presidency, and empowered independent commissions. The Right to 
Information (RTI), which was included as an action point for President Sirisena’s first 100 days, was 
declared a fundamental right. However, RTI legislation – drafted, amended and approved by the 
cabinet following considerable public debate - was not presented and passed in parliament during 
the coverage period of this report. Moreover, concerns still exist about the transparency of the regu-
latory framework for ISPs and the independence of the Telecommunications Regulatory Commission 
(TRC). Legal and regulatory reform is still needed to consolidate the opening for internet and media 
freedom witnessed in the past year. 

Obstacles to Access

Internet penetration in Sri Lanka continues to increase every year due to affordable internet rates pro-
vided by ISPs.  Moreover, an increasing segment of the population has turned to smartphones in order 
to access the web. While low digital literacy continues to be an obstacle to widespread ICT use, it is 
encouraging to note that the number of people able to use a computer is increasing, with a rise from 
20 percent in 2009 to 24 percent in 2012. The independence of Sri Lanka’s Telecommunications Regu-
latory Commission (TRC) continues to be in question, even under a new government, after President 
Sirisena appointed his permanent secretary as the head of the commission.

1  Maithripala Sirisena is the 6th Executive President of Sri Lanka and the 7th Overall President.
2  “TamilNet Blocked in Sri Lanka”, BBC Sinhala, June 20, 2007, http://bbc.in/1YfSL5b. Local internet users reported it was 
patchily accessible through some fixed-line and mobile broadband networks. See, Sanjana Hattotuwa, “Tamilnet.com Accessible 
Once More in Sri Lanka via SLT ADSL,” ICT for Peacebuilding (blog), August 5, 2010, http://bit.ly/1iRKRP5. 
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Availability and Ease of Access   

Internet penetration was at 26 percent in 2014, up from 22 percent in 2013, as a continually expanding 
economic sector and growing youth population drove demand for online services.3 Mobile penetra-
tion rose from 96 to 103 percent in the same period. At the same time, according to the Central Bank 
of Sri Lanka, the country’s total internet connections grew by 68 percent due to an 86 percent increase 
in mobile internet connections in 2014.4 

Internet connectivity is becoming more affordable, with the cheapest broadband connections priced 
at just under US$5 a month. In September 2014, Dialog offered free access to its Wi-Fi network for a 
period of one month.5 As of 2015, Dialog operates over 2,500 pay-to-use Wi-Fi hotspots around the 
country exclusively for its subscribers.67 

Free access to the internet was a major campaign promise of President Sirisena and was featured in 
his manifesto for the presidential election. A few months after his election, the interim government 
announced the availability of free Wi-Fi at 26 public locations around the country. The Information 
Communications and Technology Agency (ICTA) – the state agency responsible for implementing 
the plan – announced that free Wi-Fi would eventually be available at over 1,000 public locations.8 

While Wi-Fi coverage appears to be increasing every year, technology experts have voiced concerns 
about the reliability of speeds delivered through public Wi-Fi spots.910 ISPs are attempting to ad-
dress the issue of speed with new and improved services. SLT introduced carrier-grade public Wi-Fi 
technology, allowing enterprises, institutions and other private sector entities to access island-wide 
hotspots with a username and password.11 While two IT parks are currently open in Jaffna and Man-
nar, in 2014 the Ministry of Information and Communication Technology announced that 10 more IT 
parks would be constructed around the country in order to boost the IT sector and public access to 
ICTs.12 

Increasingly affordable handsets and data packages have boosted mobile internet use, particularly 
among young people.13 In the third quarter of 2014, Sri Lanka’s mobile phone imports reached 1 
million units, while the shipments of smartphones increased by 100 percent. The overall growth rate 
for the market has been consistent year on year, which has in turn contributed to an increase in the 
use of smartphones to access the internet. At present, it estimated that over 20 percent of the pop-

3   International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY. 
4  “Sri Lanka’s mobile internet usage grows 85.8-pct in 2014:CB”, The Official Government News Portal of Sri Lanka, May 9th, 
2015, http://www.news.lk/news/business/item/7557-sri-lanka-s-mobile-internet-usage-grows-85-8-pct-in-2014-cb 
5  “Dialog announces free Wi-Fi offer,” DailyFT, Sept 22, 2014, http://www.ft.lk/2014/09/22/dialog-announces-free-wi-fi-offer/. 
6  “Wi-Fi Hotspots in Sri Lanka”, Dialog, http://www.dialog.lk/personal/broadband/wi-fi/ 
7  “Dialog’s Giving Everyone Free Wi-Fi. For 30 Days,” Readme, September 22, 2014, http://readme.lk/dialogs-giving-free-wi-fi-
30-days/. 
8  The Official Government News Portal of Sri Lanka, “Free Wi-Fi from today at 26 public locations in Sri Lanka,” news release, 
March 30th, 2015, http://bit.ly/1KjuEJj.  
9  Rohan Samarajiva, “Morning after: Thinking through Sri Lanka President’s free Wi-Fi promise,” LirneAsia, February 28, 2015, 
http://bit.ly/1iRO7Kr. 
10  Yudhanjaya Wijeratne, “Why Yahapalanaya’s Train Wi-Fi might not be as cool as you think,” Readme, February 28, 2015, 
http://readme.lk/free-wifi-train-stations/. 
11  “WLT Wi-Fi hotspots for the first time in Sri Lanka”, The Sunday Times, May 25, 2014, http://bit.ly/1KTB73m. 
12  Indunil Hewage, “Ten more ICT parks this year”, Daily News, May 2, 2014, http://www.dailynews.lk/?q=business/ten-more-
ict-parks-year. 
13  Bandula Sirmanna, “Smart phones catch the eye of Sri Lankan Youth”, The Sunday Times, October 20th, 2013, http://bit.
ly/1QIHp4G. 
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ulation in Sri Lanka use smart devices.14 Monthly subscriptions for mobile data packages can run as 
low as US$3 a month. In early 2014, Sri Lanka’s mobile market surpassed the 100 percent subscriber 
penetration milestone.15

Low digital literacy represents a major barrier to ICT use. Although Sri Lanka’s literacy rate is approx-
imately 91 percent,16 only 20 percent of the population was comfortable using computers in 2009.17 
However, the 2012 census reported that this figure had increased to 24 percent.18 A higher percent-
age of young people (47.2 percent among the 10-15 age group) used computers in comparison 
to older age groups, according to the census. Digital literacy is lower in rural areas, where the high 
cost of personal computers limits access for lower-income families, schools with digital facilities lack 
corresponding literacy programs, and software is often incompatible with the Sinhala and Tamil lan-
guages. The ICTA has sought to address this imbalance as part of an e-Sri Lanka project by establish-
ing rural community centers to promote ICT access and services.19 Some local journalists criticized 
aspects of the development, saying high-value contracts were awarded based on cronyism, while 
some facilities complained of faulty equipment.20 

Restrictions on Connectivity  

Sri Lanka has access to multiple international cables, but the majority of the landing stations for 
these cables is controlled by Sri Lanka Telecom (SLT), the majority state-owned ISP. Lanka Bell, a 
private operator, controls only one landing station. SLT does not allow other telecommunications 
companies to connect to landing stations using their own fiber network and instead imposes price 
barriers by making competing players lease connectivity from SLT at significantly higher prices.21 The 
state’s control over the internet architecture in the country is problematic, especially when non-price 
barriers emerge, such as delays in responding to private companies’ requests for increased capacity.

There were no large-scale connectivity interruptions during the coverage period of this report, al-
though they have occurred in the past. SLT temporarily severed internet and 8,000 mobile phone 
connections in the predominantly Tamil-speaking north and east in 2007, which was then the center 
of the conflict with the LTTE and is still a militarized zone.22 In April 2015, the military confirmed that 
it had released 1000 acres of land from high-security zones (HSZs) in the Northern province.23 How-
ever, militarization and the existence of other HSZs remains a serious concern.24

14  “Sri Lanka’s mobile phone shipments reached 1mn units in 3Q: Smart phone shipments up 100 pct: Report”, LBO, 
December 25th, 2014.
15  “Sri Lanka’s internet user penetration low, mobile broadband segment increasing – market report,” ColomboPage, 
November 11, 2014, http://bit.ly/1guhfW6.
16  UNICEF, “Sri Lanka Statistics,” accessed July 2013, http://www.unicef.org/infobycountry/sri_lanka_statistics.html.
17  Department of Census and Statistics, “Computer Literacy Survey – 2009,” http://www.statistics.gov.lk/CLS/
BuletinComputerLiteracy_2009.pdf.  
18  2011-2012 Sri Lanka Census, Department of Census and Statistics, http://statistics.gov.lk/PopHouSat?CPH2011/index.
php?fileName=FinalPopulation&gp=Activities&tpl=3 
19  Nenasala, “Establishment of Nenasalas,” accessed July 2013, http://bit.ly/1W4XODp. 
20   “ICTA Responds to Business Times report on e-government project,” The Sunday Times, January 6, 2013, http://bit.
ly/1bmHPwO. 
21  Helani Galpaya, Broadband in Sri Lanka: Glass Half Full or Half Empty? (Washington, D.C.: infuse/The World Bank, 2011), 
http://bit.ly/1izou0Y. 
22  “Cutting off Telecoms in Sri Lanka Redux…,” Groundviews, January 30, 2007, http://bit.ly/1OzcQ29. 
23  “Sri Lanka releases 1000 acres of land from high security zones in Jaffna,” ColomboPage, April 11th, 2015, http://www.
colombopage.com/archive_15A/Apr11_1428691768CH.php 
24  “Sri Lanka accused of waging ‘silent war’ as Tamil land is appropriated by army,” The Guardian, May 28th 2015, http://www.
theguardian.com/global-development/2015/may/28/sri-lanka-army-land-grabs-tamil-displacement-report-oakland-institute  
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The war also caused severe lags in infrastructure development for the northern and eastern provinc-
es. Since the war’s conclusion, the government has made up some of this ground, thereby boosting 
the regions’ economic growth. The process of development, however, has been criticized for causing 
issues with respect to land ownership that threaten to further marginalize the local Tamil commu-
nity.25 More positively, census data identified heavy internet usage in post-war minority districts in 
2011 and 2012, citing Vavuniya in the Northern Province as the district with the country’s highest 
household internet usage.26

ICT Market 

SLT commands more than 50 percent of the market and has the largest fiber-optic national back-
bone.27 While the broadband market is competitive, there is no legal requirement for SLT to sell 
backbone access to its competitors. The second largest player, Dialog Axiata, allows wholesale ac-
cess to its fiber-optic rings, which are concentrated in populated cities.28 

With over 9 million subscribers,29 Dialog Axiata is the largest mobile service provider, followed by 
Mobitel (over 5 million),30 Etisalat (3.8 million), Airtel-Bharti Lanka (1.8 million) and Hutchison Tele-
communications (1.4 million).31 So far, only Dialog Axiata, Mobitel, Sri Lanka Telecom and Lanka Bell 
offer 4G LTE broadband services.32 In November 2014, SLT, in partnership with Chinese telecom giant 
Huawei, launched the country’s first 100G network, which would provide 8 terabits per second trans-
mission capability through a fiber-optic network.33

Regulatory Bodies 

As a national regulatory body, the TRC’s actions have consistently lacked transparency and inde-
pendence.34 Over the years, the TRC’s interventions to restrict online content and pronouncements 
on strengthening online regulation have been partisan, extralegal, and repressive. 35  Under a con-
stitutional amendment forced through by the Rajapaksa regime and ratified in 2011—which also 
removed presidential term limits—the president was able to appoint the heads and members of all 

25  M.A. Sumanthiran, “Situation in North-Eastern Sri Lanka: A series of serious concerns,” dbsjeyaraj (blog), October 23, 2011, 
http://bit.ly/1Ozd3Cs. 
26  Rohan Samarajiva, “Sri Lanka census data show heavy household Internet use in post-conflict minority districts,” LirneAsia, 
December 30, 2013, http://bit.ly/1W4YqJh. 
27  Galpaya, Broadband in Sri Lanka: Glass Half Full or Half Empty. 
28  Galpaya, Broadband in Sri Lanka: Glass Half Full or Half Empty.
29  Dialog Axiata PLC, Q1 2015 Results, May 13, 2015, http://bit.ly/1JdtIEG. 
30  “Mobitel finalizes terms of Hutch takeover, report says,” TeleGeography, February 11, 2014, http://bit.ly/1izpDpo. 
31  The customer base figures for Etisalat, Airtel and Hutchison received from sources in each company (according to 
customer churn rates for June/July 2015).
32  “Dialog launches first mobile 4G-LTE service in Colombo,” Daily FT, April 2, 2013, http://bit.ly/1gukvRx; Duruthu Edirimuni 
Chandrasekera, “Etisalat to head start on 4G,” The Sunday Times, February 10, 2013, http://bit.ly/1KswESY; “Lanka Bell Launches 
4G Connectivity”, Explore Sri Lanka, April 2014, http://exploresrilanka.lk/2014/04/lanka-bell-launches-4g-connectivity/.
33  “Sri Lanka Telecom Builds 100G Network with Huawei,” Light Reading, November 10th, 2014, http://ubm.io/1KTDKC1. 
34  Under the Telecommunications Act No. 21 of 1994, the Minister of Telecommunications and Information Technology has 
sole discretion in issuing licenses and imposition of license conditions based on the recommendations of the TRC.
35  “Colombo Telegraph blockade: TRC clueless,” Daily FT, August 27th, 2013, http://www.ft.lk/2013/08/27/colombo-telegraph-
blockade-trc-clueless/; Sarath Kumara, “Sri Lankan government prepares new Internet restrictions,” World Socialist Web Site, 
February 15, 2010, http://bit.ly/1QkpyA3.  
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commissions, subverting legislative guarantees for the independence of the TRC and other statutory 
institutions.36 

In April 2015, President Sirisena and his interim government were able to undo this stranglehold on 
democratic processes by introducing and ratifying the 19th Amendment to the Constitution, which 
empowered independent commissions in the country and restored term limits to the presidency.37 
The passage of the amendment in parliament was considered a significant step toward strengthen-
ing democracy in the country and overturning the authoritarian politics of the Rajapaksa regime. 

During his presidency, Rajapaksa cemented control of the TRC by appointing his permanent secre-
tary as its chairman. Following his election victory, President Sirisena followed his predecessor’s foot-
steps by appointing his permanent secretary, P. B. Abeykoon, as the head of the TRC.38 In addition, 
President Sirisena appointed M. M. Zuhair—a former member of parliament and diplomat—as the 
Director-General of the TRC. While no blocks on news websites have taken place so far during Pres-
ident Sirisena’s administration, the political appointments to the TRC do give cause for concern.  In 
February 2015, after Rajapaksa’s defeat, a businessman lodged a complaint at the Financial Crimes 
Investigation Division (FCID) against the former chairman and former director-general of the TRC for 
the alleged misappropriation of TRC funds. At the end of the coverage period, evidence was being 
collected for further action.39

Limits on Content

News websites that were previously blocked under President Rajapaksa’s rule are now accessible. The 
loosening of content restrictions on online media came about after the election of President Sirisena 
and his promise to end the authoritarian practices of his predecessor. Encouragingly, the unblocking of 
websites extended to TamilNet—the first website to be blocked by the previous government—which is 
now accessible across all ISPs. Digital activism remains vibrant in Sri Lanka, with a number of citizen 
media sites and new sites freely publishing content on political and socioeconomic issues in the country.

Blocking and Filtering 

Local and international freedom of expression groups have documented dozens of websites blocked 
at different times in Sri Lanka since 2007, though the interventions lack a legal framework or judicial 
oversight.40 Following his victory in the 2015 presidential election, President Sirisena moved quickly 
to dismantle the censorship regime imposed by his predecessor. Prime Minister Ranil Wickremesign-
he assured journalists that they would be free to report on issues in the country without the fear of 
abduction and that authoritarian practices like internet censorship would not occur under the new 
government.41 

36  “Eighteenth Amendment to the Constitution,” October 2010, http://www.priu.gov.lk/Cons/1978Constitution/18th%20
Amendment%20Act(E).pdf. 
37  T. Ramakrishnan, “Sri Lanka adopts 19th Amendment”, The Hindu, April 29, 2015, http://bit.ly/1JzDlD1. 
38  Telecommunications and Regulatory Commission of Sri Lanka, “Chairman and the Director-General Assume Duties,” http://
bit.ly/1Qkqq7P. 
39  Nirmala Kanangara, “Alleged Misappropriation of TRC funds,” Sunday Leader, October 11th, 2015, http://www.
thesundayleader.lk/2015/10/11/alleged-misappropriation-of-trc-funds/ 
40  Centre for Policy Alternatives, “Chapter 4: Restriction of Content on the Internet” in Freedom of Expression on the Internet, 
(November 2011), http://bit.ly/1F4D1Mf.  
41  Jason Burke and Amantha Perera, “Sri Lanka’s new president promises ‘no more abductions, no more censorship’,” The 
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Despite consistent censorship under the previous government, blocks on websites were not prop-
erly coordinated or comprehensive, with some targeted websites available at times on one or more 
ISPs and at other times completely inaccessible. Officials cited ill-defined national security measures 
to legitimize this censorship, though websites were blacklisted for content related to human rights 
issues, government accountability, corruption, and political violence. During Mahinda Rajapaksa’s 
presidency, censors targeted opposition news sites and independent news, including Tamil websites, 
sites run by Sri Lankans in exile, and citizen journalism platforms, though usually without acknowl-
edging a political or legal motive. As with the previous government, the current political order re-
stricts access to pornography.42 

Officials have the power to direct the TRC to blacklist content. 43 Under the country’s telecommuni-
cations act, ISPs must apply to the Ministry of Mass Media and Information for a license according 
to specifications laid out by the TRC, who can make recommendations regarding whether or not a 
license is granted. The ministry can also impose conditions on a license, requiring the provider to 
address any matter considered “requisite or expedient to achieving” TRC objectives.44 It is not clear 
if the TRC can impose other financial or legal penalties on uncooperative telecommunications com-
panies. To date, however, no company is known to have challenged TRC requests or sought judicial 
oversight.45 

Examples of websites briefly blocked in the past under President Rajapaksa’s government include 
Tamil-language news websites and online content by Human Rights Watch and Transparency Inter-
national.46 During the coverage period of this report, two more websites, the Sri Lanka Mirror and 
the Independent, were temporarily blocked, apparently for publishing news items that were critical of 
the previous government.47 The Colombo Telegraph website was blocked several times,48 including in 
March 2014,49 and remained inaccessible until the end of 2014.50 Following assurances given by Pres-
ident Sirisena about the unblocking of websites, all three became accessible across ISPs, as did the 
exile-run news website TamilNet, censored since 2007 for its support of the Tamil rebels.51 

There is no independent body in Sri Lanka that content providers can turn to if they are censored. 
Instead, they must file a fundamental rights application with the Supreme Court to challenge block-
ing or other restrictions. Lack of trust in the country’s politicized judiciary and fear of retaliatory 
measures represent significant obstacles for the petitioner.52 In December 2011, one settled out of 

Guardian, January 10th, 2015, http://gu.com/p/44n3t/stw. 
42  Indika Sri Aravinda, “Police seek mobile porn ban,” Daily Mirror, May 12, 2010, http://bit.ly/1YgcC4b. 
43  Insights – Verité Research, “Is blocking websites making telecom share prices vulnerable?,” Daily Mirror Business, July 31st, 
2014, http://www.dailymirror.lk/50418/is-blocking-websites-making-telecom-share-prices-vulnerable. 
44  Centre for Policy Alternatives, Freedom of Expression on the Internet, 30. 
45  ‘Dialog CEO Hans Wijesuriya: “No surveillance program in Sri Lanka, but telecoms have to comply”,’ The Republic Square, 
September 28, 2013, http://bit.ly/1QkqZOZ. 
46  Reporters Without Borders, Internet Enemies, March 12, 2009, http://bit.ly/tus9bB. 
47  Ranga Sirilal, “Sri Lanka blocks two more websites critical of government: rights group,” Eds. Shihar Aneez and Ruth 
Pitchford, Reuters, May 21, 2014, http://reut.rs/1sVwKWV. 
48  Dave Rush, “TRC deny blocking Colombo Telegraph,” The Republic Square, August 27, 2013, http://bit.ly/1guo361. 
49  Article 19, “Sri Lanka: Colombo Telegraph Silenced, “press release, March 7th, 2014, http://bit.ly/1LAqAEz. 
50  “They need to reveal on what official instructions or court order they are implementing this illegal censorship.” – “UNP 
slams govt, service providers over internet censorship”, Ada Derana, March 8, 2014, http://www.adaderana.lk/news.
php?nid=26008&utm_source=twitterfeed&utm_medium=twitter. 
51  Local internet users reported it was patchily accessible through some fixed-line and mobile broadband networks during 
that time. See, Sanjana Hattotuwa, “Tamilnet.com Accessible Once More in Sri Lanka via SLT ADSL”.  
52  International Crisis Group, “Sri Lanka’s Judiciary: Politicised Courts, Compromised Rights,” Asia Report No.172, June 30, 
2009, http://bit.ly/1KsA8oz. 
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court, agreeing to several TRC conditions—such as removing links to blocked content—in return for 
restored access.53 

The absence of clear laws and conflicting official statements also complicate the process of launch-
ing legal challenges. In 2011, officials acknowledged blocking at least five locally hosted news web-
sites,54 including the Sri Lanka Mirror and Lanka-E-News, citing concerns about defamation in the 
wake of stories about corruption and human rights violations that implicated high-ranking officials. 
One official accused the sites of publishing “character assassinations” of the president, while another 
said they were blocked for failing to register with the media ministry.55 Members of the local Free 
Media Movement brought a fundamental rights petition challenging the Ministry’s grounds for 
blocking unregistered sites—which has no legal basis—but the Supreme Court rejected it in 2012.56

Content Removal 

Documented cases of content removal are few and far between. According to Google’s Transparen-
cy Report, the previous government made two requests for the removal of content over a five-year 
period. Google complied with the most recent, submitted in December 2013, which it categorized as 
hate speech.57 There were no requests from the government for the restriction of content on Face-
book during the coverage period of this report.

Media, Diversity, and Content Manipulation  

Despite the history of restrictions, there are still diverse, accessible sources of information online 
in English, Sinhala, and Tamil, including on socioeconomic and political issues. YouTube, Facebook, 
Twitter and international blog-hosting services were accessible and widely-used for the anonymous 
or pseudonymous critique of governance, development, and human rights abuses during the cov-
erage period of this report, though authorities have temporarily blocked website domains on blog 
platforms in the past.58 

Citizen media site Groundviews and its sister site Vikalpa—which feature opinion, news, investigative 
journalism, photography, art and short videos generated by citizens—publish content that would 
otherwise not be covered by the mainstream media.59 In 2014, Groundviews announced the launch 
of Maatram, a new citizen journalism initiative that publishes reportage and other content aimed at 
Tamil readers across Sri Lanka and within the diaspora.60 Another website, the Republic Square, which 
started up in mid-2013, was a widely-read news platform that appeared to stop reporting after the 

53  S.S. Selvanayagam, “Website previously blocked now permitted to operate by SC,” DailyFT, December 16, 2011, http://bit.
ly/1NFYH3Q. 
54  At least one of these sites – www.lankaenews.com - continues to be periodically blocked in the country.
55  Charles Haviland, “Sri Lanka blocks websites for ‘maligning’ president,” BBC News, November 7, 2011, http://bbc.
in/1W520Db. 
56  Bob Dietz, “Sri Lanka Supreme Court Slams Door on Websites,” Committee to Protect Journalists (Blog), May 17, 2012, 
http://cpj.org/x/4bb2. 
57  Google, “Sri Lanka,” Google Transparency Report, accessed June 10, 2015, https://www.google.com/transparencyreport/
removals/government/LK/?hl=en.  
58  “More Websites Including ghs.google.com Blocked in Sri Lanka?,” ICT for Peacebuilding (blog), July 29, 2009, http://bit.
ly/1JdwUjC/ 
59  “#UPRLKA: Complete Tweet Archive and Related Visualisation Around Sri Lanka’s UPR Review,” Groundviews, November 2, 
2012, http://bit.ly/1gupD89. 
60  “Announcing the launch of Maatram: Citizen journalism in Tamil,” Groundviews, January 20, 2014, http://bit.ly/1W52ngY. 
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presidential election in January. The Colombo Post—an online news platform run by journalists in Sri 
Lanka—started in late 2014 and has gradually become a popular source of news about politics and 
socioeconomic issues in the country. The platform appeared to have temporarily shut down opera-
tions in February 2015, but resumed reporting in mid-March.

In 2012, the media ministry under the previous government directed the cabinet to approve an 
amendment to the notorious Press Council Act No.5 of 1973, making news websites subject to the 
same draconian content regulation as traditional media. However, the amendment failed to define 
what constitutes “news,” providing leeway for authorities to scrutinize a wider range of online plat-
forms like blogs or social media.61 The act prohibits the publication of profanity, obscenity, “false” in-
formation about the government or fiscal policy, and official secrets. It also allows the president-ap-
pointed council to impose punitive measures on the violators of its provisions, including possible 
prosecution. The legislation was dormant under previous administrations until President Rajapaksa 
reactivated it after the end of the war. Strenuous objections from the international freedom of ex-
pression community failed to prevent the government from extending the restrictions to digital me-
dia.62 A week after this announcement, the media ministry also proposed an amendment to institute 
a hefty registration fee of LKR 100,000 (US$790), plus an annual renewal fee of LKR 50,000 (US$395), 
costs which threatened to inhibit the emergence of new websites and force existing ones out of 
operation.63 According to the final cabinet decision, the registration fee was approved at LKR 25,000 
(US$190) and the annual renewal fee at LKR 10,000 (US$75).64 In spite of media freedom guarantees, 
the current government has not rescinded the registration directive imposed by its predecessors. 
The media ministry still overlooks the registration of news websites, although it does not appear to 
be strictly enforced. 

In May 2014, former President Mahinda Rajapaksa reaffirmed his intent to regulate social media and 
stated that the government would take the necessary steps to prevent the internet from being used 
to cause “social and political unrest.”65 Under President Sirisena and the new interim government, no 
attempts had been made to regulate social media as of May 2015.

During Rajapaksa’s presidency, officials actively encouraged self-censorship “on matters that would 
damage the integrity of the island,” and many mainstream news websites complied, increasing the 
importance of citizen journalism and exile-run sites in the media landscape.66 Online platforms of 
the main state-run newspaper and broadcasting network supported former President Rajapaksa 
when he was in power and the UPFA government.67 These and official government websites have 
waged smear campaigns against UPFA critics in the past.68 Under President Sirisena, however, tra-

61  “On the registration of ‘news’ websites in Sri Lanka,” ICT4Peace, July 15, 2012, https://ict4peace.wordpress.
com/2012/07/15/on-the-registration-of-news-websites-in-sri-lanka/.  
62  Bob Dietz, “Defense tools for Sri Lanka’s online onslaught,” Committee to Protect Journalists Blog, July 25, 2012, http://cpj.
org/x/4edd; Electronic Frontier Foundation, “Media Skeptical over Press Council Act Amendments,” IFEX, July 30, 2012, http://bit.
ly/1F4FF4t. 
63  “Rs.100,000 to be Charged from News Websites,” Daily Mirror, July 12, 2012, http://bit.ly/1KoO9zk. 
64  Office of the Cabinet of Ministers – Sri Lanka, “Registration of News Casting Websites – Amendment to the Sri Lanka Press 
Council Act No 05 of 1973,” press brief, August 8, 2012, http://bit.ly/1W53wFf. 
65  P.K. Balachandran, “Social Media To Come Under Watch in Sri Lanka,” The New Indian Express, May 23, 2014, http://bit.
ly/1KsDtE1. 
66  Dinidu de Alwis, “Media should exercise self-censorship-Lakshma Yapa,” Ceylon Today, March 23, 2012, http://bit.
ly/1F4G9HU. 
67  Milinda Rajasekera, “Namal’s disclosure of family embarrassment,” The Island, December 21, 2011, http://bit.ly/1FPJgy8. 
68  World Organization Against Torture, “Sri Lanka: Smear campaign against Ms. Sunila Abeysekara, Ms. Nimalka Fernando, 
Dr. Paikiasothy Saravanamuttu and Mr. Sunanda Deshapriya,” March 27, 2012, http://bit.ly/1LAs55A; Committee to Protect 
Journalists, “In Sri Lanka, censorship and a smear campaign,” July 14, 2009, http://cpj.org/2009/07/in-sri-lanka-censorship-and-
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ditional and new media outlets have become vocal critics of both sides of the political divide, freely 
expressing opinions and publishing reports that would have never been tolerated under Rajapaksa’s 
administration. In reaction to reports published about the government and the economy, Minister 
of Finance Ravi Karunanayake requested that media institutions and journalists avoid abusing the 

“media freedom that prevails under the new government”.69 Overall, the practice of self-censorship by 
journalists and media institutions appears to be diminishing in response to the interim government’s 
commitment to media freedom.

In early 2013, hate speech against the Muslim community spread online when a Sinhala Buddhist 
extremist group gained a considerable following on social media.70 The group’s violent rhetoric led 
to attacks on mosques and Muslim-owned businesses, as well as isolated incidents of assault.71 No 
legal action was taken against the group’s members, and prominent public officials—including the 
president’s brother, Defense Secretary Gotabhaya Rajapaksa—openly supported them.72 Some of the 
relevant social media pages have since been removed, and the intensity of online hate speech de-
clined during the coverage period of this report, though without stopping altogether. There are still 
many pages on Facebook that continue to publish offensive material targeting Muslims and other 
groups.73

Digital Activism 

The internet has provided a great deal of scope for robust digital activism and engagement on 
political issues in Sri Lanka. In the lead up to the presidential election, the hashtag #IVotedSL was 
launched on Facebook and Twitter – a campaign that called on people to exercise their franchise on 
election day.74 Twitter and Facebook profile photos as well as digital posters were developed and 
shared by thousands of users, publicizing the campaign and encouraging other users to take the 
pledge. Following the conclusion of the presidential election, another independent campaign was 
initiated by citizens on Facebook and Twitter–#icanChangeSL and #wecanChangeSL–to carry for-
ward the interest of the #IVotedSL campaign and to sustain a meaningful dialogue about shaping a 
new country.75

Violations of User Rights

Apart from one journalist who was questioned by the CID about his reports on anti-Muslim violence 
and his association with Al Jazeera, there were no significant reports of intimidation, prosecution or 
assault. Physical attacks and threats against journalists, including many linked to government actors, 

a-smear-campaign.php. 
69  “Don’t abuse the prevailing media freedom – Ravi,” Daily Mirror, May 26, 2015, http://bit.ly/1FPJB3K. 
70  Sanjana Hattotuwa, “Anti-Muslim hate online in post-war Sri Lanka, ”Sanjana Hattotuwa (blog), February 1, 2013, http://bit.
ly/1F4GA53. 
71  Charles Haviland, “The hardline Buddhists targeting Sri Lanka’s Muslims,” BBC, March 25, 2013, http://bbc.in/1UYKiEe. 
72  D.B.S. Jeyaraj, “Defence Secretary Gotabhaya Rajapaksa Openly Supportive of “Ethno Religious Fascist” Organization 
Bodhu Bala Sena,” dbsjeyara (blog), March 10, 2013, http://dbsjeyaraj.com/dbsj/archives/17939. 
73  Shilpa Samaratunge and Sanjana Hattotuwa, “Liking Violence: A study of hate speech on Facebook in Sri Lanka,” Centre for 
Policy Alternatives, September 2014, 67-202, http://www.cpalanka.org/liking-violence-a-study-of-hate-speech-on-facebook-in-
sri-lanka/. 
74  “#IVotedSL | Exercise your vote on the 8th!,” Groundviews, January 2, 2015, http://groundviews.org/2015/01/02/ivotedsl-
exercise-your-vote-on-the-8th/.  
75  “icanChangeSL & #wecanChangeSL: Shaping a new Sri Lanka,” Groundviews, February 4, 2015, http://bit.ly/1zerhBo. 
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gradually decreased in the aftermath of the civil war. While the failure to investigate past incidents cast 
a long shadow during President Rajapaksa’s rule, the new government under President Sirisena has 
promised to initiate investigations into the murder and disappearance of journalists.

Legal Environment 

While the right to freedom of speech, expression, and publishing is guaranteed under Article 14 (1) 
(a) of Sri Lanka’s constitution, it is subject to numerous restrictions for the protection of national 
security, public order, racial and religious harmony, and morality. There is no constitutional provision 
recognizing internet access as a fundamental right or guaranteeing freedom of expression online. A 
culture of impunity, circumvention of the judicial process through arbitrary action, and a lack of ad-
equate protection for individuals and their privacy, compound the poor enforcement of freedom of 
expression guarantees.

The Supreme Court has called freedom of expression from “diverse and antagonistic sources” in-
dispensable to democracy.76 In 2012, however, it rejected a fundamental rights petition brought by 
members of the local Free Media Movement questioning the media ministry’s right to block web-
sites for failure to register.77 By doing so, it missed a critical opportunity to check the government’s 
use of vague directives to control online content. After a complaint was made to the Human Rights 
Commission of Sri Lanka about the blocking of two websites in May 2014, the commission said it 
would investigate, but that freedom of expression was subject to constitutional limits.78

Several laws with overly broad scope lack detailed definitions and can be abused to prosecute or re-
strict legitimate forms of online expression. Computer crimes and intellectual property laws allow in-
formation contained within computers to be admissible in civil and criminal proceedings. Publishing 
official secrets, information about parliament that may undermine its work, or “malicious” content 
that incites violence or disharmony could result in criminal charges.79 In 2011, the Ministry of Justice 
mooted a new obscene publications act to extend anti-pornography laws to electronic media, but 
did not correct the existing act’s failure to define “obscene.”80 As of mid-2015, the Ministry has made 
no announcements regarding the legislation’s implementation and it is unlikely that it will be carried 
forward given the change in government.

In April 2015, President Sirisena proposed new legislation to ban hate speech and material that could 
“exacerbate religious and ethnic tensions.”81 This is interpreted as a move to counter growing religious 
extremism in the country, which has led to sporadic incidents of communal violence over the last two 
years. The legislation, to be included in the penal code, carries penalties of a two-year jail sentence 
and a fine.82 There are considerable concerns about the proposed law. A critical point is that it is not 
clear how hate speech is defined. Moreover, the overbroad provisions of the legislation could be 

76  Centre for Policy Alternatives, Freedom of Expression on the Internet in Sri Lanka, (August, 2010), 54, http://bit.ly/1gutuCa. 
77  Bob Dietz, “Sri Lanka Supreme Court slams door on websites,” Committee to Protect Journalists (Blog), May 17, 2012, http://
cpj.org/x/4bb2. 
78  Waruni Karunarathne, “HRC To Study Complaint on Websites”, The Sunday Leader, May 25, 2014, http://bit.ly/1W55qWs. 
79  Respective legislation: Official Secrets Act No. 32 of 1955; Parliament (Powers and Privileges) (Amendment) 1997; 
Prevention of Terrorism (Temporary Provisions) Act No. 48 of 1979.
80  Sandun A. Jayaskera, “Tough new laws against porn,” Daily Mirror, October 24, 2011, http://bit.ly/1KjljDE. 
81  Sanjaya Jayasekera, “Sri Lankan government to pass laws banning “hate speech”,” World Socialist Web Site, April 20, 2015, 
http://bit.ly/1YglQxt. 
82  “Sri Lanka to revise Penal Code to punish Hate Speech,” ColomboPage, April 4, 2015, http://www.colombopage.com/
archive_15A/Apr04_1428130017CH.php.  
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manipulated to restrict legitimate forms of expression. As of May 2015 the legislation had yet to be 
drafted and presented to parliament. However, media activists and journalists believe a law will be 
drafted after the parliamentary election in August 2015.

Under the former president’s government, there was continuous obstruction to right to information 
(RTI) legislation, which would promote citizens’ access to documents held by government agencies 
and ministries. The Lessons Learnt and Reconciliation Commission—a post-war commission of in-
quiry appointed by former President Rajapaksa in May 2010—recommended RTI legislation as a 
necessary step towards addressing past and ongoing rights violations.83 However, UPFA parliamen-
tarians rejected an opposition-backed bill in 2011.84 As part of President Sirisena’s 100-day program, 
the new government promised to introduce RTI legislation in order to entrench good governance 
and transparency within the public sector. While the passage of the 19th Amendment to the Con-
stitution recognizes RTI as a fundamental right, the parliament had yet to pass the legislation for 
it during the coverage period, which has been drafted and approved by the cabinet.85 Civil society 
activists have flagged serious concerns about certain provisions of the act, specifically with regard to 
national security, protection for whistleblowers, and the lack of a clear provision with regard to what 
type of information, when revealed by authorities, could not be disseminated or published for public 
consideration.86

Prosecutions and Detentions for Online Activities 

No detentions were reported during the coverage period of this report, though in July 2014, the 
Criminal Investigations Department (CID) questioned Dinouk Colombage, a journalist who works 
online, for several hours about his coverage of anti-Muslim riots in the southern town of Aluthgama 
and his association with Al Jazeera. He was released without charge.87 

While the previous government was in power, internet users faced criminal charges in relation to 
their online activities. In one egregious 2012 example, CID officials raided the offices of the Sri Lanka 
Mirror and Sri Lanka X News on grounds of “propagating false and unethical news on Sri Lanka.”88 
The journalists were released on bail the day after their arrest, though investigators later said their 
computers contained further grounds for prosecution, including content that violated the Obscene 
Publications Act—although the alleged obscenity was unpublished89—failure to register the website, 
ridiculing the president, and evidence of an attempted coup.90 While the case was finally set aside 

83  The report further recommended that steps be taken to “prevent the harassment and attacks on media personnel and 
institutions.” See, The Official Website of the Government of Sri Lanka, Report of the Commission of Inquiry on Lessons Learnt 
and Reconciliation, (2011), 197-8, http://bit.ly/1ijEm78. 
84  “Govt. Rejects our Right to Know,” The Sunday Times, June 26, 2011, http://sundaytimes.lk/110626/Columns/political.html. 
85  Uditha Kumarasinghe, “Week in Parliament: 19th Amendment a victory for all”, Sunday Observer, May 3rd, 2015, http://bit.
ly/1KjMax7. 
86  Lionel Guruge, “The 20th Amendment, Right to Information, and Audit Act,” The Sunday Leader, May 31, 2015, http://bit.
ly/1guvURj. 
87  D.B.S. Jeyaraj, “Sri Lankan Journalist Dinouk Colombage Grilled by Police CID for 4 Hours About his Reportage 
of Aluthgama Violence and Relationship to Al Jazeera TV,” DBSJeyaraj (blog), July 8, 2014, http://dbsjeyaraj.com/dbsj/
archives/31635.  
88  “Websites propagating false news sealed—MOD,” Daily Mirror, June 30, 2012, http://bit.ly/1KTIWG0. 
89  Farook Thajudeen, “Pornographic material from Sri Lanka Mirror computers—CID,” Daily Mirror, July 23, 2012, http://bit.
ly/1KsHtVf. 
90  Binoy Suriyaarachchi, “SL Mirror computers returned,” Ceylon Today, September 18, 2012, http://www.ceylontoday.
lk/13044-print.html.
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due to the CID failing to conclude investigations, the journalists filed a fundamental rights petition 
with the Supreme Court citing illegal arrest and violations of their right to free expression.91 

Surveillance, Privacy, and Anonymity 

Extrajudicial surveillance of personal communications is prohibited under the Telecommunications 
Act No.27 of 1996. However, a telecommunications officer can intercept communications under the 
direction of a minister, a court, or in connection with the investigation of a criminal offence. There 
is no provision under the legislation that requires officials to notify users who are targets of surveil-
lance, and many journalists and civil society activists believe their phone and internet communica-
tions are monitored.  In late 2013, Dialog CEO Dr. Hans Wijesuriya denied the existence of a compre-
hensive surveillance apparatus in Sri Lanka but agreed that telecommunications companies “have to 
be compliant with requests from the government.”92 

Sri Lanka lacks substantive laws for the protection of individual privacy and data. Official statements 
lauding state surveillance make this absence a particular concern for internet users,93 as do policies 
like website registration, which civil society groups fear could be used to hold registered site owners 
responsible for content posted by users, or to prevent government critics from writing anonymous-
ly.94  Digital activists in Sri Lanka also believe Chinese telecoms ZTE and Huawei, who collaborated 
with Rajapaksa’s government in the development and maintenance of Sri Lanka’s ICT infrastructure, 
may have inserted backdoor espionage and surveillance capabilities.95 In spite of the new govern-
ment’s commitment to freedom of expression, transparency, and right to information, privacy advo-
cates are still cautious about how existing surveillance technology could be utilized and intensified 
in the future. This is particularly relevant given that security surveillance in the north and east still 
continues.96

A Ministry of Defense program to register mobile phone users for the purpose of “curbing negative 
incidents” was introduced in 2008 and revisited in 2010 after service providers failed to ensure that 
subscribers registered.97 Real-name subscriptions are already normal procedure, but the call for reg-
istration in 2010 required further information, including photo identification and up-to-date residen-

91  T. Farook Thajudeen, “Sri Lanka Mirror case set aside,” Daily FT, September 19, 2012, http://www.ft.lk/2012/09/19/sri-lanka-
mirror-case-set-aside/. 
92  ‘Dialog CEO Hans Wijesuriya: “No surveillance program in Sri Lanka, but telecoms have to comply”.  
93  “It’s ok for government to infiltrate online privacy of Sri Lankan citizens?,” ICT for Peacebuilding (blog), April 17, 2010, 
http://bit.ly/1UYLuaC. 
94  Centre for Policy Alternatives, “Arbitrary Blocking and Registration of Websites: The Continuing Violation of Freedom of 
Expression on the Internet,” press release, November 9, 2011, http://bit.ly/1guxKkU. 
95   ZTE Corporation signed an agreement with Mobitel to develop its 4G LTE network and carried out successful trials in May 
2011, while SLT’s ADSL infrastructure is supported by Huawei. See, ZTE, “Sri Lanka’s Mobitel and ZTE Corporation Carry Out 
the First Successful 4G(LTE) Trial in South Asia,” news release, May 17, 2011, http://wwwen.zte.com.cn/pub/en/press_center/
news/201105/t20110517_234745.html; Ranjith Wijewardena, “SLT Tie Up With Huawei to Expand Broadband Internet Coverage,”  
The Island, September 29, 2006, http://www.island.lk/2006/09/29/business11.html; Sanjana Hattotuwa, “Are Chinese Telecoms 
acting as the ears for the Sri Lankan government?,” Groundviews, February 16, 2012, http://groundviews.org/2012/02/16/
are-chinese-telecoms-acting-as-the-ears-for-the-sri-lankan-government/; “The President of Sri Lanka His Excellency Mahinda 
Rajapaksa holds discussions with Huawei Chairwoman Ms. Sun Yafang, Expressing thanks and acknowledgement on Huawei’s 
contribution to ICT industry and Education locally,” Lanka Business Today, May 27, 2014, http://pr.huawei.com/en/news/hw-
340356-ict.htm#.Vg2CUvlVhBc.   
96  Ruki Fernando, “Tamils in North & East remember those killed despite intimidation and surveillance,” Groundviews, May 
20, 2015, http://groundviews.org/2015/05/20/tamils-in-north-east-sri-lanka-remember-those-killed-despite-intimidation-and-
surveillance/. 
97  Bandula Sirimanna, “Sri Lanka to tighten mobile phone regulations,” The Sunday Times, October 31, 2010, http://bit.
ly/1UYM0FC. 
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tial details. Unregistered users risked disconnection if they failed to comply, though no cases were 
reported at the time. 

Intimidation and Violence 

There were no attacks on online journalists or internet users during the coverage period of this 
report. 

Online reporters, like their counterparts in traditional media, were attacked by forces on both sides 
during Sri Lanka’s civil conflict. Unsolved cases include the 2005 murder of TamilNet co-founder 
Dharmeratnam Sivaram, who was found dead in a high-security area outside parliament.98 The UN 
Human Rights Council adopted a resolution urging the government to investigate war crimes in 
2012, but the trend of violence against traditional journalists continued amid a culture of impunity. 

International news reports and rights groups say soldiers acting on the orders of high ranking offi-
cials in the previous government were responsible for the notorious “white van” abductions of critics 
and activists99—named after the vehicle often used to carry them out—a claim the previous admin-
istration denies.100 Lanka-E-News journalist and cartoonist Prageeth Ekneligoda has been missing 
since January 24, 2010, after the website backed the political opposition in elections.101 Officials say 
he sought asylum overseas.102 The inaction on his case, combined with other methods of intimida-
tion including arson attacks and legal harassment, forced Lanka-E-News and its editor out of the 
country.103 

In May 2015, President Sirisena restated that he intended to re-open investigations into all past mur-
ders and disappearances of journalists, including the case of Prageeth Eknaligoda.104

Technical Attacks

Cybercrime is a growing problem in Sri Lanka, with illegal breaches of social media and email ac-
counts becoming more common.105 Cyberattacks have also targeted critics of Rajapaksa’s regime in 
the past, though no incidents were reported during the coverage period. 

During anti-Muslim riots in Aluthgama, hackers disabled websites and released over 340 govern-

98  Committee to Protect Journalists, “Journalists Killed, Sri Lanka:  Dharmeratnam Sivaram,” April 29,2009, accessed January, 
2013,  http://bit.ly/1KsU0YC. 
99  “A disappearance every five days in post-war Sri Lanka,” Groundviews, August 30, 2012, http://bit.ly/1YgI6qV. 
100  Krishan Francis, “Abduction squads in Sri Lanka target foes of powerful, “The Washington Times, August 22, 2012, http://
bit.ly/1LAAeXF. 
101  T. Farook Thajudeen, “Prageeth Eknaligoda disappearance case still ongoing,” Daily FT, December 24, 2011, http://bit.
ly/1iSm39L;Bob Dietz, “UN Heard Eknelygoda’s cry for help; husband still missing,” Committee to Protect Journalists (Blog), May 
21, 2011, http://bit.ly/Gzv9o2. 
102  Chris Kamalendran, “Eknaligoda Case: Focus on ex-AG,” The Sunday Times, December 11, 2011, http://sundaytimes.
lk/111211/News/nws_24.html. 
103  Bob Dietz, “Sandhya Eknelygoda speaks for Sri Lanka’s disappeared,” Committee to Protect Journalists (Blog), September 4, 
2012, http://bit.ly/1UYM1JJ. 
104  “Want to Re-Open Investigations on Attacks on Media: Sri Lankan President Maithripala Sirisena,” NDTV/Press Trust of 
India, May 30, 2015, http://bit.ly/1QkO3NM. 
105  “681 SL cyber security incidents so far in 2011,” The Sunday Times, October 16, 2011, http://www.sundaytimes.lk/111016/
BusinessTimes/bt31.html.
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ment login details, including passwords, citing the unwillingness of the former president and his 
government to stop the riots and prevent violence.106 

The previous government recognized the need to strengthen its defensive capability, yet critics fear 
technology bought for this purpose could be used to restrict legitimate expression.107 Following the 
implementation of the Computer Crimes Act in 2007, the government at the time established the 
Computer Emergency Readiness Team and Coordination Center (CERT|CC) in order to protect Sri 
Lanka’s digital data. In July 2014, CERT|CC developed a security arm to protect the digital infrastruc-
ture of banks in the country.108 There have been no pronouncements about further securitization of 
the web under the new government. 

106  “Hackers hit Sri Lankan government websites after mob attacks”, Tamil Guardian, June 20, 2014, http://tamilguardian.
com/article.asp?articleid=11312. 
107  Centre for Policy Alternatives, Freedom of Expression on the Internet, 42. 
108  Data and Information Unit of the Presidential Secretariat of Sri Lanka, “CSIRT system launched in Sri Lanka to prevent 
cyber attacks on banks,” July 2, 2014, http://www.priu.gov.lk/news_update/Current_Affairs/ca201407/20140702csirt_system_
launched_sl_prevent_cyber_attacks_banks.htm. 
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Key Developments: June 2014 – May 2015

● Access	to	the	internet	became	more	challenging	for	Sudanese	citizens	as	internet	prices
surged	while	speeds	declined	dramatically	(see Availability and Ease of Access).

● Extremely	slow	internet	speeds	were	experienced	in	parts	of	the	country	during	several
politically	contentious	periods,	leading	to	strong	suspicions	of	government	throttling
(see	Restrictions on Connectivity).

● A	new	Freedom	of	Access	to	Information	Law	passed	in	January	2015	classifies	12	types
of	information	that	are	restricted	from	citizens.	Observers	believe	the	government
passed	the	new	law	to	legalize	the	withholding	of	information	and	its	censorship	powers
(see	Legal Environment).

● In	the	lead	up	to	the	April	2015	general	elections,	several	online	journalists	and	activists
were	arrested	while	numerous	online	news	outlets	were	hacked	(see	Prosecutions and
Detentions	and	Technical Attacks).

Sudan
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles	to	Access	(0-25)	 18 18

Limits	on	Content	(0-35)	 19 19

Violations	of	User	Rights	(0-40)	 28 28

TOTAL* (0-100) 65 65

* 0=most free, 100=least free

Population: 38.8 million

Internet Penetration 2014: 25 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: No

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

Internet	freedom	in	Sudan	remained	under	threat	in	2014	and	2015,	as	authoritarian	President	Omar	
al-Bashir’s	government	intensified	its	crackdown	on	critical	voices	in	the	lead-up	to	general	elections	
held	in	April	2015.	In	an	attempt	to	expand	control	over	the	political	space,	the	government	enacted	
numerous	laws	designed	to	increase	its	powers	while	minimizing	opportunities	for	opposition.	In	
January	2015,	for	example,	the	Sudanese	parliament	approved	constitutional	amendments	that	gave	
the	president	powers	to	appoint	and	remove	senior	officials,1	and	established	a	new	body	of	security	
forces	under	the	control	of	the	National	Intelligence	and	Security	Service	(NISS),	which	was	previous-
ly	limited	to	intelligence	gathering.2	

A	new	Freedom	of	Access	to	Information	Law	passed	in	January	2015	with	the	purported	aim	of	in-
creasing	transparency	has	instead	led	to	greater	limitations,	with	provisions	that	detail	12	types	of	
information	that	are	restricted	from	citizens,	such	as	national	security	and	foreign	policy	information.	
The	limits	effectively	leave	no	room	for	journalists	or	the	public	to	access	any	information	of	conse-
quence.	Observers	believe	the	government	passed	the	new	law	to	legalize	the	withholding	of	infor-
mation	and	its	censorship	powers.

Meanwhile,	government	authorities	made	other	concerted	efforts	to	restrict	critical	information	and	
silence	the	opposition,	including	proactively	manipulating	the	online	information	landscape	and	ar-
resting	several	journalists	and	activists	for	their	online	activities.	Several	hacking	attacks	against	crit-
ical	news	websites	and	activists’	social	media	webpages	were	reported,	escalating	around	the	April	
2015	general	elections.	While	no	critical	news	or	opposition	websites	were	blocked	during	the	cov-
erage	period,	Sudanese	officials	regularly	demanded	the	blocking	of	online	news	outlets,	particularly	
after	the	outlets	criticized	government	officials	or	published	articles	about	corruption.

Obstacles to Access

Access to the internet became more challenging for Sudanese citizens in 2014-2015 as a result of 
increasing costs and declining quality of services. Extremely slow internet speeds were experienced 
during several political contentious periods, leading to strong suspicions of government throttling.

Availability and Ease of Access   

Access	to	information	and	communications	technologies	(ICTs)	in	Sudan	slightly	increased	over	the	
past	year,	with	internet	penetration	reaching	25	percent	in	2014,	compared	to	23	percent	in	2013,	
according	to	the	International	Telecommunication	Union	(ITU).3	The	number	of	users	may	be	higher	
as	internet-enabled	mobile	phones	have	become	widespread	and	cheaper	in	recent	years.	

Despite	the	spread	of	ICT	services,	access	to	the	internet	became	more	challenging	for	Sudanese	
citizens	in	2014-2015	as	the	cost	of	access	surged	amid	declining	quality	and	speeds.4	Telecom	com-

1	 	“Sudan:	Constitutional	amendments	give	Bashir	new	powers,”	Asharq Alawsat,	January	5,	2015,	http://www.aawsat.
net/2015/01/article55340104/sudan-constitutional-amendments-give-bashir-new-powers.		
2	 	“Sudanese	constitution	to	be	amended	to	grant	more	powers	to	security	services:	official,”	Sudan Tribune,	April	30,	2015,	
http://bit.ly/1GBIqVh.		
3	 	International	Telecommunication	Union,	“Percentage	of	Individuals	Using	the	Internet,”	2000-2014,	http://bit.ly/1cblxxY.	
4	 	“Deterioration	of	telecommunication	services	in	Sudan	and	companies	complain	of	piracy,”[in	Arabic]	Sudan Tribune,	April	

743

http://www.aawsat.net/2015/01/article55340104/sudan-constitutional-amendments-give-bashir-new-powers
http://www.aawsat.net/2015/01/article55340104/sudan-constitutional-amendments-give-bashir-new-powers
http://bit.ly/1GBIqVh
http://bit.ly/1cblxxY


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Sudan

panies	introduced	new	bundles	at	higher	rates	that	did	not	deliver	speeds	as	advertised,	while	old	
bundles	experienced	worsening	speeds.	According	to	Akamai’s	2014	“State	of	the	Internet”	fourth	
quarter	report,5	Sudan’s	average	connection	speed	declined	by	73	percent	during	the	Septem-
ber-December	2014	quarter	alone,6	decreasing	from	3.6	Mbps	to	1.0	Mbps	(significantly	lower	than	
the	global	average	speed	of	4.5	Mbps).	Increasing	tensions	and	violent	clashes	between	government	
forces	and	rebel	factions	in	Sudan’s	conflict	regions	have	also	led	to	frequent	service	disruptions.

As	of	mid-2015,	monthly	mobile	internet	subscriptions	cost	between	SDG	2.62	to	68	(US$0.62	to	
$11),	up	from	SDG	2	to	9	in	2014—an	increase	of	31	percent	for	100MB	of	data	and	around	600	per-
cent	for	1GB	packages.	As	a	result,	mobile	phone	penetration	in	Sudan	decreased	slightly	from	73	
percent	in	2013	to	72	percent	in	2014.7	USB	internet	modems	for	personal	desktops	or	laptops	cost	
between	SDG	124	and	261	(US$22	to	$46)	per	month,	and	monthly	fixed-line	broadband	subscrip-
tions	range	from	SDG	26	to	200	(US$5	to	$35),	depending	on	the	package.	

Internet	access	at	cybercafes,	which	are	concentrated	in	market	areas	and	popular	around	universi-
ties	and	dorms,	has	also	become	more	expensive,	with	minimum	charges	ranging	between	SDG	3-15	
(US	$0.50-2.51)	per	hour,	up	from	SDG	2-5	(US	$0.35-0.87)	in	2014—a	50	and	200	percent	increase,	
respectively—though	the	number	of	cybercafes	in	Khartoum	state	has	decreased	noticeably	since	
the	early	2000s	as	mobile	internet	has	become	cheaper	and	more	accessible	to	the	public.	As	a	re-
sult	of	increasing	prices,	mobile	phone	and	internet	access	is	still	out	of	reach	for	the	majority	of	the	
population	in	Sudan.

Furthermore,	approximately	1.2	million	citizens	living	in	rebel-controlled	areas	in	South	Kordofan	
have	extremely	limited	access	to	the	internet.8	Nearly	two	million	internally	displaced	persons	(IDPs)	
living	in	camps	have	no	access	whatsoever.	

In	a	positive	step,	previous	obstacles	to	access	imposed	by	U.S.	economic	sanctions	in	place	against	
the	al-Bashir	regime	since	1997	were	mitigated	in	February	2015,	when	the	U.S.	Treasury	Depart-
ment	announced	it	was	easing	the	long-standing	sanctions.9	The	sanctions	banned	the	import	of	ICT	
hardware	and	original	software	made	by	American	companies,	such	as	anti-virus,	anti-malware,	an-
ti-tracking,	and	anti-censorship	software	and	more	secure	ICT	applications.	The	ban	had	been	partic-
ularly	punitive	on	Sudanese	activists	and	ordinary	citizens,	whose	use	of	outdated	technologies	and	
software	made	them	vulnerable	to	malware	and	other	technical	attacks.	Under	the	February	amend-
ments	to	the	sanctions,	these	vital	technologies	can	now	be	imported	into	the	country.10	

Restrictions on Connectivity  

Sudan	connects	to	the	global	internet	through	three	international	gateways—the	partly	state-owned	

2014,	http://bit.ly/1KkHeXp.		
5	 	Akamai,	“Average	Connection	Speed,”	map	visualization,	State of the Internet, Q4 2014, accessed	May	29,	2015,	http://
akamai.me/1LiS6KD.		
6	 	Akamai, State of the Internet, Q4 2014 Report,  2015,	http://bit.ly/1Lgq4AI.	
7	 	International	Telecommunication	Union,	“Mobile-Cellular	Telephone	Subscriptions,”	2000-2014,	http://bit.ly/1cblxxY.	
8	 	See	“Mayors	in	Sudan’s	South	Kordofan	demand	no-fly	zone,”	Radio	Dabanga,	February	24,	2014,	http://bit.ly/1RkJ8gf,	and		
UNHCR,	“Sudan,”	2015,	http://www.unhcr.org/pages/49e483b76.html.
9	 	“US	Eases	Sudan	Sanctions	to	Allow	Communications	Gear,”		Voice of America News,	February	17,	2015,	http://bit.
ly/1RSINSX.	
10	 	U.S.	Department	of	Treasury,	“Publication	of	Sudan	General	License-	Related	to	Personal	communications,”	February	17,	
2015,	http://1.usa.gov/1GeXnmr.	
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Sudan	Telecom	Company	(Sudatel),	Zain,	and	Canar	Telecom11—which	are	connected	via	four	sub-
marine	cables:	Saudi	Arabia-Sudan-2	(SAS-2),	Saudi	Arabia-Sudan-1	(SAS-1),	Eastern	Africa	Subma-
rine	System	(EASSy),	and	FALCON.12	Partial	control	over	the	international	gateway	has	enabled	the	
government	to	restrict	internet	connectivity	during	particular	events	in	the	past,	such	as	during	the	
September	2013	nationwide	protests	when	the	government	shut	down	service	of	all	telecom	provid-
ers	for	nearly	24	hours.13	

In	August	2014,	a	five-day	internet	blackout	was	reported	in	the	West	Darfur	region	of	Sudan,	nega-
tively	impacting	hundreds	of	students	who	were	unable	to	apply	for	university,	though	the	cause	of	
the	disruption	remains	unclear.14	In	many	other	parts	of	the	country,	extremely	slow	internet	speeds	
were	experienced	during	several	political	contentious	periods	in	2014-2015,	leading	to	strong	sus-
picions	of	government	throttling.	For	example,	in	the	lead-up	to	the	one-year	anniversary	of	the	
September	2013	protests,	broadband	connection	speeds	in	Khartoum	declined	significantly	from	
an	average	speed	of	3.2	Mbps	to	2.22	Mbps	in	September	2014,15	which	observers	believed	was	an	
intentional	effort	by	the	Sudanese	government	to	impede	anniversary	protests.16	In	October	2014,	
during	a	largescale	campaign	initiated	online	to	raise	awareness	about	the	mass	rape	of	200	women	
in	the	Darfuri	town	of	Tabit	(see	“Media,	Diversity,	and	Content	Manipulation”),	internet	connections	
were	reportedly	as	low	as	1.48	Mbps.	During	the	April	2015	elections,	speeds	were	also	slower	than	
average	at	2.34	Mbps.17	

ICT Market 

There	is	fairly	strong	market	competition	in	Sudan’s	telecoms	sector	among	four	licensed	telecom-
munications	operators:	Zain,	MTN,	Sudatel,	and	Canar.	All	four	providers	are	privately	owned	by	
foreign	companies,	with	the	exception	of	Sudatel,	which	has	22	percent	of	its	shares	owned	by	the	
government;	the	remaining	shares	are	held	by	a	foreign	entity.18	The	Sudanese	government	manip-
ulates	the	telecommunications	sector	indirectly	through	Sudatel’s	board	of	directors,	which	includes	
the	current	Minister	of	Finance	and	National	Economy	as	the	board’s	chairman19	and	the	current	
Governor	of	the	Central	Bank	of	Sudan	as	a	board	member.20	

MTN	and	Sudatel	both	offer	broadband	internet,	while	Zain	offers	fast	internet	through	its	USB	mo-
dem	and	mobile	internet	services.	Canar	offers	fixed	phone	lines	and	home	internet.	Major	internet	
providers	provide	3G	services.21	In	December	2014,	the	Minister	of	Communications	and	Information	

11	  Doug	Madory,	“Internet	Blackout	in	Sudan,”	Dyn	Research,	September	25,	2013,	http://bit.ly/1QN46V3.	
12	 	Check	interactive	,Huawei	Marine	Networks,	“Submarine	Cable	Map	for	Sudan,”	http://bit.ly/1ZRMhKz.		
13	 	See	Freedom	House,	“Sudan,”	Freedom on the Net 2014, http://bit.ly/1M2wVig. 	
14	 	“Online	registration	to	Sadness	Universities	and	Institutes,”	3ayin,	August	20,	2014,	http://bit.ly/1M1optw.	
15	 	Net	Index	“The	Global	Standard	in	Internet	Metrics,”	Sudan’s	map	visualization,	http://bit.ly/1GPBfK4.	
16	 	Author’s	interview.	
17	 	Net	Index	“The	Global	Standard	in	Internet	Metrics.”	
18	 	Rupa	Ranganathan	and	Cecilia	Briceno-Garmendia,	Sudan’s Infrastructure: A Continental Perspective,	Africa	Infrastructure	
Country	Diagnostic, (Washington,	D.C.): World	Bank,	June	2011)	http://bit.ly/1OOZoXz.	
19	 	“Dirar	named	Chairman	of	Sudatel’s	Board	of	Directors,	Tarig	as	a	CEO,”[in	Arabic]	Alintibaha, 	May	18,	2014,	http://bit.
ly/1jQCymW.	
20	 	Sudan	Central	Bank,	“The	Present	Board	of	Directors,”	http://bit.ly/1jxA7pG.		
21	 	3G	short	form	of	third	generation,	is	the	third	generation	of	mobile	telecommunications	technology.	International	
Telecommunication	union,	“IMT-2000	Project,”	http://www.itu.int/osg/imt-project/.	
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Technology	stated	that	4G	would	be	introduced	in	Sudan	mid-2015,22	though	as	of	June	2015,	4G	
had	not	been	installed.23

Increasing	prices	on	telecom	services	in	2014-2015	were	partially	due	to	tax	incentives	given	to	tele-
com	providers	alongside	higher	value	added	taxes	(VAT)	imposed	on	consumers.	In	2013,	the	gov-
ernment	of	Sudan	exempted	the	telecommunications	sector	from	a	30	percent	tax	on	all	profits	until	
the	end	of	2015.24	Despite	the	exemption,	the	government’s	revenue	from	the	telecommunications	
sector	grew	in	2014-2015	due	to	VAT	revenues	totaling	US	$600	million	per	year	from	consumers,25	
while	revenue	taxes	on	telecoms	did	not	exceed	US	$40	million	per	year.26	

Regulatory Bodies 

Founded	in	1996	and	housed	under	the	Ministry	of	Telecommunications	and	Information	Technol-
ogy,	the	National	Telecommunications	Corporation	(NTC)	is	tasked	with	producing	telecommunica-
tions	statistics,	monitoring	the	use	of	the	internet,	introducing	new	technology	into	the	country,	and	
developing	the	country’s	telecommunications	and	IT	industry.	It	is	also	responsible	for	deciding	what	
content	should	be	accessible	on	the	internet.	Although	it	is	a	state	body,	the	NTC	receives	grants	
from	international	organizations	such	as	the	Intergovernmental	Authority	on	Development	and	the	
World	Bank,	and	its	website	describes	the	body	as	“self-financing.”	

Limits on Content

Online self-censorship increased notably in 2014-2015 in response to the government’s heavy-handed 
crackdown against both print and online media in advance of the April 2015 elections. Government ef-
forts to manipulate the online information landscape also became more concerted and systematic. 

Blocking and Filtering 

News	websites	and	social	media	platforms	were	not	blocked	in	Sudan	during	the	coverage	period,	
though	access	to	Facebook	and	the	online	news	outlet	Al Rakoba	was	reportedly	very	slow	or	at	
times	virtually	inaccessible	to	many	users.27	Meanwhile,	Sudanese	officials	regularly	demanded	the	
blocking	of	online	news	outlets,	particularly	after	the	outlets	criticized	government	officials	or	pub-
lished	articles	about	corruption.28	

The	Sudanese	government	openly	acknowledges	blocking	and	filtering	websites	that	it	considers	
“immoral”	and	“blasphemous.”	The	NTC	manages	online	filtering	in	the	country	through	its	Internet	
Service	Control	Unit	and	is	somewhat	transparent	about	the	content	it	blocks,	reporting	that	95	

22	 	“Future	plans	to	reduce	telecommunication’	tariff,”[in	Arabic]	Alkhartoum,	December	23,	2014,	http://bit.ly/1MzSAbR.		
23	 	See	World	Time	Zone:	http://www.worldtimezone.com/4g.html
24	 	Matt	Smith,	“Sudan	shelves	telecom	profit	tax	for	three	years,”	Reuters,	June	16,	2013,	http://reut.rs/1MQ13w3.	
25	 	“An	interview	with	Alfatih	Erwah,”	[in	Arabic]	Alssayha,	March	11,	2015,	http://bit.ly/1OERWzU.	
26	 	“National	Council	stresses	the	need	to	revise	the	law	on	privatization,”	[in	Arabic]	Almighar,	December	22,	2014,	http://bit.
ly/1ZRNMIz.		
27	 	Author’s	interviews.	
28	 	“Tabita	Boutros	calls	for	closing	some	online	news	outlets,	specifically	Sudan	Motion,”	[in	Arabic]	Sudan Motion,	March	14,	
2014,	http://bit.ly/1W2w8ma.		

746

http://alkhartom.com/news-action-show-id-16140.htm
http://bit.ly/1MzSAbR
http://www.worldtimezone.com/4g.html
http://reut.rs/1MQ13w3
http://bit.ly/1OERWzU
http://bit.ly/1ZRNMIz
http://bit.ly/1ZRNMIz
http://bit.ly/1W2w8ma


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Sudan

percent	of	blocked	material	is	related	to	pornography.29	The	NTC’s	website	also	gives	users	the	op-
portunity	to	submit	requests	to	either	block	or	unblock	websites	“that	are	deemed	to	not	contain	
pornography,”30	though	it	does	not	specify	whether	the	appeals	extend	to	political	websites.	Users	
attempting	to	access	a	blocked	site	are	met	with	a	black	page	that	explicitly	states,	“This	site	has	
been	blocked	by	the	National	Telecommunications	Corporation,”	and	includes	links	to	further	infor-
mation	and	a	contact	email	address.31	

In	addition	to	the	NTC,	NISS	agents	reportedly	have	the	technical	capability	to	block	websites	
deemed	harmful	and	threatening	to	Sudan’s	national	security,32	while	the	General	Prosecutor	also	
has	the	right	to	block	any	site	that	threatens	national	security	or	violates	social	mores.33

During	a	June	2014	workshop	on	online	media,	the	Sudanese	Information	Minister	described	Face-
book	and	independent	online	news	outlets	Al Rakoba,	Hurriyat,	and	Sudanese Online	as	“anomalous”	
and	“mercenary”	and	stated	his	intention	to	censor	the	sites	for	tarnishing	Sudan’s	image	and	block-
ing	potential	foreign	investment	opportunities.34	The	minister	reiterated	the	same	official	position	
against	online	media	in	a	televised	interview,35	affirming	that	the	government	blocks	content	that	it	
perceives	as	immoral	or	a	threat	to	national	security.

Content Removal 

The	extent	to	which	the	government	forces	websites	to	delete	certain	content	is	unknown,	though	
anecdotal	incidents	in	2014-2015	suggested	that	some	degree	of	forced	content	removal	by	the	
state	exists,	and	that	such	ad	hoc	requirements	lack	transparency.	For	example,	in	March	2014,	the	
government	forced	three	news	outlets	to	delete	articles	from	their	websites	that	had	cited	a	gov-
ernment	press	release,	which	quoted	an	official	from	the	ruling	National	Congress	Party	(NCP)	using	
an	offensive	slur	to	characterize	the	opposition.36	Criticism	of	the	quote	went	viral	on	social	media,	
prompting	the	NCP—beleaguered	by	strong	pushback	from	the	opposition	in	the	lead	up	to	the	
April	2015	presidential	elections—to	delete	the	original	press	release	from	its	own	website,	in	ad-
dition	to	forcing	other	outlets	to	both	delete	the	stories	and	post	a	retraction.37	Furthermore,	the	
NCP	dismissed	its	Khartoum-chapter	webmaster	from	his	job	for	publishing	the	statement	that	had	
caused	the	social	media	uproar.38	

Media, Diversity, and Content Manipulation  

Despite	increasing	instances	of	internet	censorship	in	recent	years,	online	newspapers	in	Sudan	con-

29	 	National	Telecommunications	Corporation,	“Blocking	Or	Unblock	Websites,”	last	modified	October	22,	2014,	http://bit.
ly/1GnidzI.	
30	 	“Blocking	Or	Unblock	Websites.”
31	 	Image	of	a	blocked	site:	http://bit.ly/1GeYxyn.		
32	 	“Expert:	NISS	is	capable	of	blocking	websites	that	are	posing	a	threat	to	Sudan’s	national	security,”	Aljareeda,	November	7,	
2014.	
33	 	“Cybercrime	is	an	act	of	terrorism	that	threatens	the	sovereignty	of	the	state,”	[in	Arabic]	Alintibaha,	August	13,	2014,	
http://bit.ly/1NRfFg5.	
34	 	“Ahmed	Bilal:	These	websites	are	anomalous”	and	“mercenary,”	[in	Arabic]		Alrakoba,	June	30,	2014,	http://bit.ly/1RSLYKi.	
35	 	See	YouTube	video	in	Arabic,	Sudan national TV,	29:50	to	34:00,	June	20,	2013,	http://bit.ly/1RSM7gJ.	
36	 	“NCP:	those	who	call	for	abstention	are	riff	raff,”[in	Arabic]	 Alyoum Altali,	March	7,	2015	,	http://bit.ly/1LGV2Ro.	
37	 	“Clarification	form	NCP	about	the	statement	attributed	to	Yasser	Youssef,”Alyoum Altali, March	8,	2015,	http://bit.
ly/1jxBdBR.	
38	 	“Webmaster	expelled	from	his	position,”	Al-Tayar,	March	8,	2015.
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tinue	to	have	more	freedom	than	traditional	media	outlets,	which	are	frequently	subject	to	pre-pub-
lication	censorship,	confiscations	of	entire	press	runs	of	newspapers,	and	warnings	from	NISS	agents	
against	reporting	on	certain	taboo	topics,	which	include	human	rights	violations	linked	to	the	
country’s	conflict	regions,	state	corruption,	the	economic	recession,	and	criticism	of	national	security	
agents.39	Restrictions	on	print	and	broadcast	news	outlets	increased	following	the	National	Security	
Act	of	2010,	which	gave	the	NISS	permission	to	arrest	journalists	and	censor	newspapers	under	the	
pretext	of	national	security.	

Compared	to	the	highly	restrictive	space	in	the	traditional	media	sphere,	the	internet	remains	a	rela-
tively	open	space	for	freedom	of	expression,	with	bold	voices	expressing	discontent	with	the	govern-
ment	on	various	online	platforms.	Many	print	newspapers	circulate	censored	or	banned	material	on	
their	websites	and	social	media	pages,	leading	Sudanese	citizens	to	increasingly	turn	to	online	out-
lets	and	social	media	for	uncensored	information.	Continuous	pressure	on	traditional	media	has	led	
a	number	of	independent	journalists	to	establish	online	news	outlets	in	the	past	few	years,	though	
several	outlets	were	subject	to	frequent	technical	attacks	by	government	forces	throughout	2014-
2015	as	part	of	an	apparent	attempt	to	limit	access	to	independent	news	and	voices	in	the	lead-up	
to	the	April	2015	elections	(see	“Technical	Attacks”).

Blogging	is	an	important	platform	for	journalists	and	writers	to	publish	commentary	free	from	the	
restrictions	leveled	on	print	newspapers.	Blogs	also	give	ethnic,	gender,	and	religious	minorities	a	
venue	to	express	themselves.	As	of	mid-2015,	there	were	about	300	Sudanese	blogs	registered	with	
the	Sudanese	Bloggers	Network.	The	more	active	Sudanese	bloggers	write	in	the	English	language.

Nonetheless,	online	self-censorship	increased	notably	in	2014-2015	in	response	to	the	government’s	
heavy-handed	crackdown	against	both	print	and	online	media	in	advance	of	the	April	2015	elec-
tions.40		The	majority	of	journalists	writing	for	online	newspapers,	such	as	the	newly	established	Alta-
reeq	and	Altaghyeer,	write	anonymously.41	

Government	efforts	to	manipulate	the	online	information	landscape	have	become	more	concerted	
and	systematic.	During	the	coverage	period,	the	government’s	Cyber	Jihadist	Unit	continued	to	
spread	misinformation	on	news	related	to	human	rights	violations	and	corruption	allegations.	The	
unit,	which	falls	under	the	NISS,	proactively	monitors	content	posted	on	blogs,	social	media	websites,	
and	online	newspaper	forums	and	infiltrates	online	discussions	in	an	effort	to	ascertain	information	
about	cyber-dissidents.	

A	largescale	cyber	jihadist	campaign	was	launched	in	November	2014	in	response	to	global	online	
and	offline	activism	surrounding	the	mass	rape	of	over	200	women	and	girls	in	Tabit	town	in	North	
Darfur	by	Sudanese	soldiers,42	which	was	first	reported	by	Radio	Dabanga.43	Led	by	Khalid	Ewais,	a	

39	 	“Chairman	of	the	Sudanese	National	Press	Council:	security	services	intervene	when	“redlines	are	crossed”	and	threaten	
national	security,”[in	Arabic]	 Asharq Alawsat,	February,	15,	2015,	http://bit.ly/19IMgmC;	“President:	We	will	not	allow	the	press	
to	go	beyond	the	red	lines,”Ashorooq,	February	25,	2015,	http://bit.ly/1XfYExM.	
40	 	Author’s	interview.	
41	 	Altaghyeer	[Arabic	for	change	with	political	connotation]	was	established	in	2013	following	the	government’s	crackdown	
on	independent	journalists,	who	were	eventually	banned	from	practicing	traditional	journalism	in	Sudan	in	2012.	For	more,	
see	Reem	Abbas,	“Sudan’s	Shift	from	Print	to	Online	Newspapers,”	Doha	Centre	for	Media	Freedom,	May	16,	2013,	http://bit.
ly/1GniAKB.	Altareeg	was	established	in	January	2014,	and	its	“Who	we	are”	section	does	not	include	names	of	staff	but	rather	
the	institution’s	reporting	code	of	conduct.	
42	 	“Mass	rape	of	“200”	in	North	Darfur,”	Radio Dabanga,	November	2	,	2014,	http://bit.ly/1W2wEk9;	Human	Rights	Watch,	
“Sudan:	Mass	Rape	by	Army	in	Darfur,”	February	11,	2015,	http://bit.ly/1E9pI7e.	
43	 	Launched	from	the	Netherlands	in	November	2008,	Radio	Dabanga	focuses	on	reporting	on	Darfur	and	has	a	strong	
online	presence	and	wide	audience	in	conflicts	areas.	It	website	is	bilingual	and	runs	in	depth	reports	and	features.		It	is	a	
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Sudanese	journalist	based	in	the	United	Arab	Emirates,	the	social	media	campaign	to	raise	aware-
ness	about	the	mass	rape	led	to	several	demonstrations	around	the	world	and	in	Sudan.44	Various	
counter-campaigns	from	the	Cyber	Jihadist	Unit	were	subsequently	launched	on	both	government	
and	ostensibly	apolitical	social	media	pages	that	aimed	to	delegitimize	the	rape	atrocity	by	smearing	
Radio	Dabanga	and	Khalid	Ewais.45	For	example,	cyber	jihadists	circulated	a	message	on	WhatsApp	
claiming	that	Ewais	had	received	a	US	$1	million	bribe	from	the	African	Union/United	Nations	Hy-
brid	operation	in	Darfur	(UNAMID),46	which	Ewais	denied	in	an	interview	with	a	Khartoum-based	
newspaper.47

In	its	attempt	to	distort	the	facts,	cyber	jihadists	then	posted	a	video	on	YouTube	in	which	Tabit	
residents	were	interviewed	denying	the	Radio	Dabanga	report.48	Simultaneously,	the	government’s	
“Official	Page	of	the	Rapid	Response	Operations	Room”	Facebook	page	published	photos	show-
ing	a	women’s	rally	in	Tabit	denying	the	report	and	claiming	that	Radio	Dabanga	had	dishonored	
them.49	All	the	while,	members	of	the	Sudanese	parliament	openly	demanded	the	blocking	of	Radio	
Dabanga	in	Sudan.50	The	government	eventually	yielded	to	international	pressure	garnered	by	the	
campaign	and	allowed	officials	from	the	United	Nations	Mission	in	Darfur	(UNAMID)	to	conduct	an	
investigation,51	albeit	under	the	government’s	supervision.52	Unfortunately,	the	government	subse-
quently	blocked	the	investigation53	and	later	closed	down	the	UN	Human	Rights	office	in	Khartoum.54

Digital Activism 

Despite	numerous	obstacles	and	restrictions	on	ICTs	in	Sudan,	the	country’s	growing	population	of	
technologically	savvy	citizens	regularly	engages	in	digital	activism	to	demand	government	account-
ability	and	social	change.	Digital	activism	was	particularly	vibrant	in	the	lead-up	to	the	April	2015	
general	elections,	as	exemplified	by	the	“Leave!”	campaign	launched	in	February	2015	in	response	
to	President	Omar	Al-Bashir’s	statement	that	he	would	not	leave	the	presidency	unless	he	was	voted	
out,	which	citizens	rejected	given	the	Al-Bashir’s	record	of	rigging	elections	in	the	past.55	The	cam-
paign	encouraged	a	wholesale	boycott	of	the	election	as	a	form	of	protest	against	Al-Bashir’s	au-

project	of	the	Radio	Darfur	Network.	Dabnga,	“About	Us,”	http://bit.ly/1LkMr5H.	
44	 	“Sudan:	Worldwide	Protests	and	Social	Media	for	Darfur	Mass	Rape	Grow,”	All Africa,	November	23,	2014,	http://bit.
ly/1Pv2SjN;	Mark	Kerrison,	“Sudanese	protest	against	mass	rapes	in	Darfur	outside	Downing	Street,”	DEMOTIX,	November	14,	
2014,	http://bit.ly/1LGWLGr.	
45	 	Collection	of	the	cartons	included	in	this	PDF	http://bit.ly/1M2BF7p;	See	Facebook	post	[in	Arabic],	November	20,	2014,	
http://on.fb.me/1Gf02N8;	Khalid	Ibrahim	Ewais,	Facebook	Post,	November	23,	2014,	http://on.fb.me/1QN8y6i.		
46	 	Khalid	Ibrahim	Ewais,	Facebook	Post,	November	23,	2014,	http://on.fb.me/1QN8y6i.		
47	 	“khalid	Ewais	denies	receiving	money	for	the	United	Nations,”	[in	Arabic]	Almijhar,	November	25,	2014.
48	 	“Facts	about	Tabet,”	[in	Arabic]	YouTube	video,	9:54,	posted	by	Sudan’s	Hoopoe,	November	23,	2014,	http://bit.
ly/1RSOmk3.	
49	 		Photos	form	Official	Page	of	the		Rapid	Response	Operations	Room:		Facebook	Photo,	November	20,	2014,	http://on.fb.
me/1jxCusL;	Facebook	Photo,	November	22,	2014,	http://on.fb.me/1Xg0RJr;	Facebook	Photo,	November	22,	2014,	http://on.fb.
me/1M1uHcE;	Facebook	Photo,	November	22,	2014,		http://on.fb.me/1RSOH6q.	
50	 	“Confrontation	with	Radio	Dabanga,	and	the	search	for	means	to	hush	it,”[in	Arabic]		Alsaiha,	November	29,	2014,	http://
bit.ly/1RkOKqI.	
51	 	Jenn	Psaki,	“Government	of	Sudan	Delays	Access	to	Investigate	Reports	of	Mass	Rape	in	North	Darfur,”	press	statement,	
U.S.	Department	of	State,	November	12,	2014,	http://1.usa.gov/1EEFdp5.	
52	 	“Sudan:	Army	Filmed	UNAMID	Mass	Rape	Investigations	in	Tabit,”	All Africa,	November	12,	2014,	http://bit.ly/1KkNnTx.	
53	 	“Sudan	again	blocks	UNAMID	investigation	into	Darfur	mass	rape	claims,”	Sudan Tribune,	November	16,	2014,	http://bit.
ly/1RkOSqn.	
54	 AFP,	“Sudan	asks	UN	to	shut	human	rights	office	in	Khartoum	over	abuse	claims,”	The Guardian, November	27,	2014,	http://
bit.ly/1LkOIO9.	
55	 	“Sudanese	president:	I	will	not	leave	unless	people	decide	that	through	the	ballot	box,”	[in	Arabic]	Al-Youm Al-Sabie, 
February	26,	2015.	
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thoritarianism.56	Though	several	organizers	of	the	“Leave!”	campaign	were	arrested	around	the	coun-
try57	and	Al-Bashir	was	ultimately	re-elected	in	April,	voter	turnout	stood	at	between	30-35	percent	
compared	to	72	percent	in	the	previous	elections	in	2010,	reflecting	the	boycott’s	relative	success.58	

Violations of User Rights

A new Freedom of Access to Information Law passed in January 2015 classifies 12 types of information 
that are restricted from citizens, which observers believe was part of an effort to legalize the govern-
ment’s censorship powers. In the lead-up to the April 2015 general elections, the government took 
preemptive measures to restrict critical information and silence the opposition by arresting numerous 
online journalists and activists. Hacking attacks against critical news websites and activists’ social me-
dia accounts also escalated around the general elections.

Legal Environment 

Freedom	of	speech,	expression,	and	association	are	nominally	protected	under	the	2005	Interim	
National	Constitution	(INC)	that	was	adopted	as	part	of	the	2005	Comprehensive	Peace	Agreement	
(CPA)	between	the	government	of	Sudan	and	the	southern	rebel	group,	though	the	constitution	
officially	expired	following	the	independence	of	South	Sudan	in	July	2011.	In	January	2015,	the	
parliament	approved	new	amendments	to	the	constitution	regarding	the	elections;59	however,	a	
permanent	constitution	is	still	being	developed	as	of	mid-2015,	leaving	the	INC	as	the	country’s	
highest	binding	document.	Sudan’s	judiciary	is	not	independent,	though	it	recently	ruled	against	the	
government	in	support	of	press	freedom,	reversing	a	government	order	to	shut	down	the	Al-Tayar	
independent	daily	in	March	2014.60

Sudan	has	several	restrictive	laws	that	seek	to	limit	press	and	internet	freedom.	For	example,	the	In-
formatic	Offences	(Combating)	Act	(known	as	the	IT	Crime	Act,	or	electronic	crimes	law),61	criminal-
izes	the	establishment	of	websites	that	criticize	the	government	or	publish	defamatory	material	and	
content	that	disturbs	public	morality	or	public	order.62	Violations	involve	fines	and	prison	sentences	
between	two	to	five	years.	The	2009	revisions	to	the	highly	restrictive	2004	Press	and	Printed	Press	
Materials	Law	allows	for	restrictions	on	the	press	in	the	interests	of	national	security	and	public	order	

56	 	Fatima	Naib,	“Boycott	call	dampens	Sudan’s	election	spirit,”	Al Jazeera,	April	10,	2015,		http://www.aljazeera.com/
news/2015/04/sudan-gripped-election-fever-opposition-boycott-150410154035525.html.	
57	 		“Preemptive	arrests	before	the	second	public	event	for	the	Sudanese	opposition	for	“Leave!”	campaign,”	[in	Arabic]	Sudan 
Tribune,	February	5,	2015,	http://bit.ly/1M2Ejdt.		
58	 	“Sudan	elections:	Polls	close	after	low	turnout,”	BBC,	April	17,		2015	http://bbc.in/1HAm4aT;	International	Institute	for	
Democracy	and	Electoral	Assistance,	“Voter	turnout	data	for	Sudan,”		http://bit.ly/1Gf2eUI.	
59	 	AFP,“Sudan	amends	constitution	to	let	Bashir	name	governors,”	Daily Mail,	January	4,	2015,	http://dailym.ai/1M1w8b2.	
60	 	“Sudan’s	top	court	reverses	newspaper	closure	amid	continued	crackdown	on	press,”	All Africa,	March	5,	2014,	http://bit.
ly/1NkNtz4.	
61	 	The	Informatic	Offences	(Combating)	Act,	2007,	http://bit.ly/1NkNx1R.	
62	 	Abdelgadir	Mohammed	Abdelgadir,	Fences of Silence: Systematic Repression of Freedom of the Press, Opinion and 
Expression in Sudan,	(International	Press	Institute,	2012)	http://bit.ly/1Pv7nee.		According	to	Section	4,	crimes	against	public	
order	and	morality	Sudan	cyber	law,	of	Sudan’s	Cybercrime	Law	(2007),	intentional	or	unintentional	producing,	preparing,	
sending,	storing,	or	promoting	any	content	that	violates	public	order	or	morality,	makes	the	offender	liable	to	imprisonment	
of	4	to	5	years	or	a	fine	or	both.	The	maximum	penalty	for	committing	both	crimes	is	7	years	or	fine	or	both.		Also,	under	the	
same	section,	creating,	promoting,	using,	website	that	calls	for,	or	promote,	ideas	against	public	law	or	morality	is	punished	
by	3	years	in	prison	or	fine	or	both.	Cyber	deformation	crimes	necessitate	2	years	in	prison	or	fine	or	both.	Public	order	is	not	
defined	clearly	in	the	law.	Subsequently,	most	of	the	opposition	content	online	falls	under	this	section	making	online	activists	
liable	under	this	law.	
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and	holds	editors-in-chief	liable	for	all	content	published	in	their	newspapers.63	The	2010	National	
Security	Act	gives	the	NISS	immunity	from	prosecution	and	the	permission	to	arrest,	detain,	and	
censor	newspapers	under	the	pretext	of	national	security.64	Though	there	are	no	specific	references	
to	online	media,	the	press	and	national	security	laws’	broad	wording	allows	them	to	be	applied	to	
online	content.

In	January	2015,	the	government	passed	a	new	Freedom	of	Access	to	Information	Law65	with	the	
supposed	aim	of	improving	Sudan’s	last	place	ranking	on	Transparency	International’s	Corruption	
Perception’s	Index.66	While	the	government	claimed	that	the	law	would	increase	transparency	and	
the	public’s	access	to	information,67	the	law	itself	has	not	been	made	publicly	available	as	of	mid-
2015.	According	to	local	reports	and	observers,	the	law	is	in	practice	highly	limiting,	with	provisions	
that	reportedly	classify	12	types	of	information	that	are	restricted	from	citizens,	such	as	national	se-
curity	and	foreign	policy	information,	among	others.68	The	classification	system	effectively	leaves	no	
room	for	journalists	or	the	public	to	access	any	information	of	consequence.	Moreover,	freedom	of	
information	requests	will	be	overseen	by	a	minister	appointed	by	the	president,	giving	the	executive	
branch	exclusive	control	over	access	to	information,	while	arbitrarily	determined	fees	imposed	for	
each	inquiry	will	make	the	process	of	requesting	information	burdensome.	Furthermore,	according	
to	local	sources,	individuals	will	be	perversely	subject	to	penalties	under	other	laws	if	they	request	
certain	types	of	classified	information,	such	as	information	that	the	government	could	decide	is	a	
threat	to	national	security.69	Many	observers	believe	the	government	passed	the	new	law	to	legalize	
the	withholding	of	information	and	its	censorship	powers.70	Others	contend	the	law	provides	the	le-
gal	grounds	to	argue	for	more	access	to	information.71	

Meanwhile,	a	new	draft	press	law	introduced	in	December	2012	is	still	in	the	works	as	of	mid-2015.	
According	to	a	statement	by	the	head	of	the	Press	and	Publications	Council	in	November	2014,	the	
new	press	law	will	include	sections	governing	online	journalism.72	Also	in	November	2014,	the	Suda-
nese	police	department	stated	that	it	had	over	200	cybercrime	cases	open	against	250	defendants	
during	2014,	which	the	authorities	used	as	an	argument	for	including	online	journalism	in	the	new	
press	law.73	Activists	believe	that	the	government	exaggerated	the	number	of	cybercrime	cases	to	
justify	passing	more	restrictive	laws	to	regulate	the	internet.		

Online	journalists	have	no	legal	status	in	Sudan.74	While	this	legal	limbo	can	be	beneficial	for	online	

63	 	Committee	to	Protect	Journalists,	“Repressive	press	law	passed	in	Sudan,”	June	11,	2009,	https://cpj.org/x/2c67.	
64	 	Amnesty	International,	“Sudanese	security	service	carries	out	brutal	campaign	against	opponents,”	July	19,	2010,	http://bit.
ly/1OP3OOi.	
65	 	National	Council,	“Sudanese	Parliament	passes	new	laws,” January	28,	2015,	http://bit.ly/1M1wRJh.	
66	 	International	Transparency,	“Sudan	visualization,”		http://www.transparency.org/country#SDN.	
67	 		Lori	Baitarian,	“Sudan	passes	freedom	of	information	law	but	journalists	remain	wary,”	Committee	to	Protect	Journalists,	
February	5,	2015,	https://cpj.org/x/5ee7.	
68	 	Other	classified	information	restricted	from	access:	confidential	documents;	national	defense	secrets;	information	about	
laws	in	process;	personal	information	such	as	education,	profession,	and	finance;	personal	correspondence;	information	that	
could	affect	ongoing	negotiations;	information	related	to	police	investigations	or	judicial	committees;	confidential	political	
information;		and	information	that	is	scheduled	to	be	public.	See:	“Government	classifies	12	types	of	information	and	charges	
fees	obtain	the	information,”[in	Arabic]	Alyoum Altali, January	19,	2015,	http://bit.ly/1RSQB75.	
69	 	According	to	Freedom	House	interviews	with	an	anonymous	Sudanese	journalist,	March	2015.
70	 	Author’s	interview,	March	2015.	
71	 	Author’s	interview,	March	2015.
72	 	“Expert:	NISS	is		capable	of	blocking	websites	that	are	posing	a	threat	to	Sudan’s	national	security.”	
73	 	“Police:	Increase	in	cybercrimes	in	the	country,”	Alyoum Altali,	November	7,	2014.	
74	 		Press	and	Printed	Press	Materials	2009:	https://www.article19.org/data/files/pdfs/laws/sudan-draft-of-the-press-and-
printed-press-material-act-2008.pdf.	
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journalists,	freeing	them	from	the	limitations	of	the	restrictive	press	law,	they	forfeit	many	privileges	
available	to	print	journalists,	such	as	media	access	at	official	events.75	

Prosecutions and Detentions for Online Activities 

In	the	lead-up	to	the	April	2015	general	elections,	the	government	took	preemptive	measures	to	re-
strict	critical	information	and	silence	the	opposition	by	arresting	online	journalists	and	activists:

•	 In	December	2014,	police	detained	Altayyar	journalist	Tagelsir	Wadelhkhair	for	publishing	
on	the	newspaper’s	website	a	story	about	real	estate	corruption	that	involved	the	senior	
legal	advisor	to	the	Ministry	of	Justice	and	the	former	director	of	the	Land	Registry	Office.76	
He	was	held	for	one	day	and	charged	with	defamation.

•	 In	May	2015,	online	female	activist	Solafa	Saad	was	arrested	by	plainclothes	security	ser-
vices	following	a	Facebook	post	describing	her	personal	experience	with	racism,	which	was	
widely	disseminated.77	She	was	interrogated	for	seven	hours,	during	which	her	interrogators	
blamed	her	for	the	wide	circulation	of	her	Facebook	post.	The	interrogators	were	particu-
larly	furious	that	her	post	was	picked	up	by	the	satirical	Facebook	page	“Al-Bashir	Diary.”78	
Saad	was	beaten	by	her	interrogators,	who	used	racial	slurs	and	shaved	her	head	for	talking	
back	at	them.79

•	 In	July	2015,	Waleed	Al	Hussein,	the	creator	of	the	critical	online	news	outlet,	Al Rakoba,	
was	arrested	by	the	authorities	in	Saudi	Arabia,	where	he	had	been	residing	with	his	family.80	
As	of	September,	he	was	being	held	in	solitary	confinement	without	charges	and	subjected	
to	interrogations	about	his	work	with	Al Rakoba.	Family	members	believe	he	was	arrested	
at	the	request	of	the	Sudanese	government,	which	had	targeted	Hussein	for	his	work	in	the	
past	and	was	seeking	to	have	him	extradited	back	to	Sudan.81

Surveillance, Privacy, and Anonymity 

Unchecked	surveillance	of	ICTs	is	a	grave	concern	in	Sudan.	The	Sudanese	government	actively	mon-
itors	internet	communications	on	social	media	platforms,	particularly	targeting	online	activists	and	
journalists	during	political	protests,	and	the	NISS	regularly	intercepts	private	email	messages,	en-
abled	by	sophisticated	surveillance	technologies.	

According	to	Citizen	Lab	research	from	June	2013,	Sudan	possesses	high-tech	surveillance	equip-
ment	from	the	U.S.-based	Blue	Coat	Systems,	a	technology	company	that	manufactures	monitoring	
and	filtering	devices.	The	surveillance	system	was	initially	traced	to	three	networks	inside	Sudan,	in-

75	 	Author’s	interview,	March	2015.	
76	 	“Police	detains	journalist	Tagelsir	Wadelhkhair	and	keeps	him	in	Cybercrime	Procuratorate	Office,”	[in	Arabic]	Almshaheer, 
December	26,	2014,	http://bit.ly/1M2GTjH.	
77	 	Solafa	Saad,	Facebook	Post,	April	30,	2015,	http://on.fb.me/1NRkypr.		
78	 	Retrieved	from:	Al	Bashir	Diary,	Facebook	Photo,	May	4,	2015,	http://on.fb.me/1W1sdk5.	
79	 	Retrieved	from	the	activist	Facebook	account	-	her	status	was	set	to	public.		Solafa	Saad,	Facebook	Post,	April	30,	2015,	
http://on.fb.me/1NRkypr.		
80	 	Journalists	for	Human	Rights,	“Saudi	Authorities	Detains	Sudanese	citizen	in	Al-khobar	as	being	demanded	and	sleeked	by	
Sudanese	Intelligence	organs,”	September	1,	2015,	http://bit.ly/1LzJuw0.	
81	 	Amnesty	International,	“Sudanese	Activist	Arrested,	Risks	Deportation,”	urgent	action,	September	9,	2015,	http://bit.
ly/1LH10lk.		
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cluding	on	the	networks	of	the	private	telecom	provider	Canar.82	In	addition,	Citizen	Lab	also	located	
sophisticated	computer	spyware	technology	known	as	Remote	Control	System	(RCS)	by	the	Italian	
company	Hacking	Team	in	Sudan	in	early	2014.83	Advertised	by	Hacking	Team	as	“offensive	technol-
ogy”	sold	exclusively	to	law	enforcement	and	intelligence	agencies	around	the	world,	RCS	spyware	
has	the	ability	to	steal	files	and	passwords	and	intercept	Skype	calls	and	chats.84	Internal	emails	
leaked	by	hackers	in	July	2015	confirmed	that	Sudan’s	NISS	had	purchased	Hacking	Team’s	RCS	spy-
ware	in	2012,85	though	another	leaked	email	from	January	2014	revealed	that	training	of	intelligence	
agents	was	stymied	by	an	overwhelming	lack	of	computer	literacy	and	English-language	skills.86	
Other	leaked	emails	revealed	that	the	company	had	discontinued	business	with	Sudan	in	November	
2014.87	

Use	of	mobile	phones	has	become	increasingly	dangerous	for	activists,	given	widespread	suspicion	
that	the	authorities	possess	phone-tapping	and	location	tracking	tools.88	A	number	of	Sudanese	
journalists	and	activists	have	reported	fears	that	their	phones	are	tapped,89	and	there	is	a	strong	
belief	among	Sudanese	activists	and	journalists	that	the	government	has	advanced	capabilities	
to	remotely	activate	a	mobile	phone’s	microphone	to	eavesdrop	on	conversations	even	if	the	cell	
phone	is	switched	off.	According	to	anonymous	sources,	the	Iranian	Ambassador	once	requested	
journalists	to	place	their	inactive	cell	phones	far	away	from	their	conversation	with	the	Ambassador,	
who	had	admitted	that	they	[the	Iranians]	themselves	had	introduced	this	capability	to	the	Sudanese	
government.90		

SIM	card	registration	requirements	were	enacted	in	2008,	compromising	mobile	phone	users’	priva-
cy	and	anonymity,	particularly	given	the	strong	sense	among	observers	that	the	government	is	able	
to	access	user	communications	through	providers	without	due	process.91	In	a	renewed	effort	to	en-
force	SIM	card	registration—which	requires	an	official	identification	card	and	home	address	informa-
tion92—the	government	disconnected	all	unregistered	SIM	cards	in	June	2014	and	reportedly	plans	
to	link	SIM	cards	to	users’	national	identification	numbers	in	the	future.93	

Intimidation and Violence 

Security	agents	in	Sudan	regularly	employ	extralegal	intimidation,	harassment,	and	violence	against	
online	journalists	and	activists.	The	authorities	also	routinely	abuse	political	detainees	to	obtain	
access	to	private	communications	that	could	be	used	as	evidence	in	court.94	In	one	case	from	Sep-

82	 	Ellen	Nakashima,	“Report: Web	monitoring	devices	made	by	US	firm	Blue	Coat	detected	in	Iran,	Sudan,” Washington Post,	
July	8,	2013,	http://wapo.st/1Pv95fA.		
83	 	Bill	Marczak,	et	al.,	Mapping Hacking Team’s “Untraceable” Spyware, Citizen	Lab,	February	17,	2014,	http://bit.ly/1kPDo0Y.	
84	 	Hacking	Team,	“Customer	Policy,”	accessed	February	13,	2014,	http://bit.ly/1GnkbjG.		
85	 	PDF	of	a	receipt	that	shows	the	National	Intelligence	and	Security	Services	of	Sudan	purchased	Hacking	Team’s	services:	
http://bit.ly/1Pv9A9p.		
86	 	Email	from	Alessandro	Scarafile,	“Sudan	Follow-Up,”	Hacking	Team,	http://bit.ly/1jxGpWe.	
87	 	Cora	Currier	and	Morgan	Maqruis-Boire,	“A	Detailed	look	At	Hacking	Team’s	Emails	About	Its	Repressive	Clients,”	The 
Intercept,	July	7,	2015,	http://bit.ly/1jxGv0h.		
88	 	Interview	in	Khartoum,	Sudan,	August	1,	2012.
89	 	Lori	Baitarian,	“Sudan	passes	freedom	of	information	law	but	journalists	remain	wary,”	Committee	to	Protect	Journalists,	
February	5,	2015,	https://cpj.org/x/5ee7;	Author’s	interview,	March	2015.
90	 	Author’s	interview,	March	2015.
91	 	Freedom	House	interview,	March	2015.
92	 	“NTC	announces	the	end	of	grace	period	to	register	sim	cards,”	[in	Arabic]		Sudani Net,	June	1,	2014,	http://bit.ly/1W2A0n3.	
93	 	“Sudan:	Telecoms	companies	block	non-registered	SIM	cards,”	African Manager, June	1,	2014,	http://bit.ly/1NRlJ8x.	
94	 	“Sudan:	Telecoms	companies	block	non-registered	SIM	cards.”	
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tember	2014	reported	by	the	Sudanese	Human	Rights	Network,	NISS	officials	used	torture	to	force	a	
political	detainee	to	reveal	his	email	passwords.95	

Sudanese	women	are	regularly	targeted	for	harassment	and	cyberbullying	by	both	state	and	non-
state	actors	for	their	online	activities.	Throughout	2014-2015,	numerous	female	bloggers	received	
online	threats	for	activities	that	ranged	from	sharing	their	views	on	wearing	the	hijab	to	writing	fem-
inist	poetry.96	There	were	also	reports	of	security	agents	arbitrarily	detaining	female	online	activists	
for	periods	between	seven	hours	and	three	days	on	spurious	charges	of	defamation	and	spreading	
rumors.

Technical Attacks

Independent	online	news	outlets	are	frequently	subject	to	hacking	attacks	by	what	activists	believe	
is	the	work	of	the	Cyber	Jihadist	Unit.	A	group	calling	itself	Haras	al	Hudoud	(“soldiers	of	the	fron-
tier”)	also	claimed	responsibility	for	several	technical	attacks	throughout	the	year,97	advertising	itself	
on	screen	when	users	tried	to	access	hacked	sites	while	they	were	down.98	Some	online	newspapers	
reported	hacking	attempts	traced	to	hackers	in	India	and	Sudan.99		

Several	cyberattacks	against	critical	news	websites	and	activists’	social	media	accounts	occurred	
during	the	coverage	period,	escalating	around	the	April	2015	general	elections:

•	 The	website	of	Nuba Reports,	which	provides	in-depth	coverage	of	ongoing	conflicts	in	Su-
dan’s	war-torn	regions,	was	hit	in	September	2014	with	a	massive	DDoS	attack.	The	attack	
came	three	days	after	a	Nuba Reports	summary	of	human	rights	violations	in	the	conflict	
regions	since	2012	was	circulated	at	the	27th	session	of	the	UN	Human	Rights	Council	in	
Geneva.100	Since	then,	the	site	has	been	under	constant	attack.101

•	 In	October	2014,	during	the	campaign	to	raise	awareness	about	the	mass	rape	of	200	wom-
en	in	South	Darfur,	campaign	leader	Khalid	Ewais’s	Facebook	account	was	hacked	a	number	
of	times,	leaving	it	disabled	for	five	days	in	a	row	during	one	of	the	attacks.102	

•	 In	November	2014,	independent	outlet	Alrakoba	was	hacked	by	Haras	al	Hudoud	and	was	
offline	for	a	day.

•	 On	April	12,	2015,	the	eve	of	national	elections	in	Sudan,	online	news	outlets	SudaNile	and	
Hurriyat	experienced	simultaneous	Denial	of	Service	(DoS)	attacks.	The	outlet	3ayin	was	
attacked	two	days	later.	Consequently,	two	of	the	websites	were	disabled	for	over	ten	hours,	
while	SudaNile	was	down	for	five	consecutive	days.	

95	 	See	the	full	report	on	the	Sudanese	Human	Rights	Network,	بيذعتلا	لخاد	تلاقتعم	زاهج	,نملاا	2015,	http://bit.ly/1NkPgEo.	
96	 	Author	interviews.	“Hijab	is	a	head	covering	worn	in	public	by	some	Muslim	women” Oxford Dictionary.	Sudanese	Public	
Order	Law	orders	that	women	wear	head	cover	when	they	are	in	public	space.	
97	 	“Haras	al	Hudoud	refers	to	a	group	of	the	government’s	armed	forces	in	Darfur,	though	there	is	no	direct	evidence	that	
the	government	was	behind	the	hacking	attack.”		See	Freedom	House,	“Sudan,”	Freedom on the Net 2014. 
98	 	Alnilin	[in	Arabic],	http://www.alnilin.com/1183731.htm.	
99	 	Author’s	interview.
100	 	Reporters	Without	Borders,	“HACKERS	ATTACK	WEBSITE	THAT	COVERS	SUDAN’S	WAR-TORN	REGIONS,”	September	19,	
2014,	http://bit.ly/1BTrNnN.	
101	 	“NUBA	REPORTS	WEBSITE	UNDER	ATTACK,”Nuba Report,	September	18,	2014,	http://bit.ly/1LkSdUS.	
102	 	Author’s	interview.
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Facebook	user	Wad	Galuba,103	who	posts	news	about	corruption	and	insiders	insights	of	NISS	oper-
ations,	reported	frequent	hacking	attempts	and	death	threats	every	time	the	user	published	a	hot	
topic.104	

International	experts	and	commentators	on	Sudan	also	reported	massive,	and	repeated,	attacks	on	
their	online	accounts.105		

103	 	Facebook	Page,	https://www.facebook.com/Wdglibaa.	
104	 	Author’s	interview.	
105	 	Eric	Reeves,	Twitter	Post,	February	22,	2015,	http://bit.ly/1KkRf6X;	Eric	Reeves,	“I	Have	Been	Silenced,”	New	York	Times,	
February	25,	2015,	http://nyti.ms/1Gf5oYJ.		
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Key Developments: June 2014 – May 2015

•	 The war has devastated telecommunications infrastructure and disconnected around 
two-thirds of the country from Syrian internet service providers. As a result, internet ac-
cess has become highly decentralized with some relying on microwave links from Turkish 
cities or satellite connections serving cybercafes (See Availability and Ease of Access).

•	 At least 12 activists, bloggers, and citizen journalists were killed over the past year by 
both the regime and rebel forces, including the Islamic State. Blogger Assad Hanna left 
Syria following online threats stemming from his criticism of the regime, but was badly 
injured by knife-wielding assailants at his apartment in Turkey (see Intimidation and 
Violence). 

•	 Hackers affiliated with or supportive of the Islamic State have stepped up cyberattacks of 
Syrian citizen journalists or groups documenting human rights abuses, while the progov-
ernment Syrian Electronic Army continues to target Western media outlets (see Technical 
Attacks).    

Syria
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 25 24

Limits on Content (0-35) 26 26

Violations of User Rights (0-40) 37 37

TOTAL* (0-100) 88 87

* 0=most free, 100=least free

Population:  22 million

Internet Penetration 2014:  28 percent

Social Media/ICT Apps Blocked:  Yes

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Syria remained one of the most repressive and dangerous environments for internet users in 2015. 
Syrian cyberspace remains fraught with conflict, often mirroring the brutality of the war on the 
ground. Authorities employ sophisticated technologies to filter political, social, and religious web-
sites, and to conduct surveillance on citizens. Phishing, spear-phishing, malware, DDoS and other cy-
berattacks have grown dramatically over the past two years. This year, progovernment hackers have 
shifted tactics, now carrying out targeted attacks against Syrian opposition members or journalists, 
as well as operations against foreign websites. The aim of these attacks has been to gain sensitive 
information about opposition networks or reporters. Individuals are regularly detained and tortured 
for their online posts or digital activism, either by the Syrian government or by armed extremists 
such as the Islamic State of Iraq and the Levant (IS), whose power has increased over the past years. 
The situation for bloggers, journalists, and citizen journalists has only grown worse as a result; Syria 
recorded the highest number of deaths of citizen journalists in the world. Nonetheless, despite weak 
infrastructure, online restrictions, and harsh punishments for online activities, Syrians have made 
extensive use of social networks and online tools to document human rights abuses and mobilize 
protests.

The internet was first introduced to Syria in 2000, immediately after the transfer of power from Hafez 
al-Assad to his son, current president Bashar al-Assad. The internet came to portray the new presi-
dent’s ostensible emphasis on modernity and evolution. Inspired by regional events, a civic protest 
movement began in February 2011, calling for political reforms, the end of emergency rule, and 
basic freedoms. By early 2012, after brutal crackdowns on demonstrations in several cities, events 
descended into armed conflict. Authorities prevented foreign media from accessing the situation on 
the ground, prompting many ordinary Syrians to take up mobile phones and small cameras to cover 
the deteriorating situation and post videos on social media. These citizen journalists have become 
vital in the quest to document flagrant human rights abuses by all parties to the conflict. 

Since the start of the conflict, government censorship and retaliation against internet users has in-
tensified. Tactics have included periodic shutdowns of internet and mobile phone service, increased 
filtering of websites, sophisticated monitoring of users’ online activities, as well as the confiscation 
of laptops, mobile phones, and other equipment used by citizen journalists. Shelling and sabotage 
have led to heavy damage to infrastructure, affecting internet and power connections in seven prov-
inces. The poor state of internet service has led many opposition activists to use satellite connec-
tions, which can be tracked easily and have resulted in targeted bombings against media centers, as 
occurred in the 2012 death of journalist Marie Colvin.1 Combined, these developments make Syria 
one of the worst countries for internet freedom in 2014-15.

Obstacles to Access

The war has devastated telecommunications infrastructure and disconnected around two-thirds of the 
country from Syrian internet service providers (ISPs). As a result, internet access has become highly 
decentralized with some relying on WiMax microwave links from Turkish cities or pooled satellite con-
nections serving cybercafes.

1  Trevor Timm and Jillian York, “Satphones, Syria, and Surveillance,” Deeplinks Blog, Electronic Frontier Foundation, February 
23, 2012, http://bit.ly/1b48FIi.
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Availability and Ease of Access   

Syria’s telecommunications infrastructure is one of the least developed in the Middle East, with 
broadband connections among the most difficult and expensive to acquire.2 This worsened after 
2011, as inflation and electricity outages increased dramatically following public protests and the 
government’s corresponding crackdown. Damage to the communications infrastructure was partic-
ularly bad in the cities of Der Azzor, Aleppo, and al-Hasakah, as they were subject to severe shelling 
by both the Syrian armed forces and the opposition. This has led to a decentralized telecommunica-
tions infrastructure, whereby each and every part of the country has a different gateway to access. 

By the end of 2014, the International Telecommunication Union reported that 28 percent of Syrians 
had access to the internet, up from 17 percent in 2009.3 The number of fixed broadband subscribers 
remains small at 1.68 subscriptions per 100 inhabitants, while mobile phone penetration was 71 per-
cent, up from 56 percent last year. 

The price, speed, and availability of internet access vary depending on the region of the country. 
According to a pricelist published by the Ministry of Communication and Technology, the monthly 
cost for 1 Mbps connection was SYP 1400 (approximately US$5) as of April 2015,4 in a country where 
monthly gross domestic product per capita was US$274.5 While the Syrian lira (SYP) has lost a large 
amount of its value, prices have not changed dramatically over the conflict. However, around two-
thirds of the country is disconnected from Syrian ISP networks, instead relying on a WiMax micro-
wave link from Turkish cities6 or on satellite connections (VSAT).7 The former is prominent in Kurdish 
areas along the Turkish border, such as Qamishli, resulting in Wi-Fi connections of around US$80 
per month. Due to the prohibitive cost of VSAT connections, businesses in IS-controlled areas have 
established cybercafes where users split the cost of satellite infrastructure and purchase separate 
Wi-Fi connectivity. Based on Skype interviews with Syrians living under IS-controlled areas, the cost 
of buying a Wi-Fi access point is around SYP 5,000 (US$17), granting 64Kbps speeds and data at SYP 
400 ($1.25) per 100 MB. IS recently required cybercafes to obtain a license in order to operate.8

Furthermore, in mid-2015, IS released a statement requiring these cybercafes to “remove Wi-Fi 
boosters in internet cafes as well as private wireless adapters, even for soldiers of the Islamic State.”9 
The move is an attempt to limit private internet access in Raqqa and Deir Ezzor to public locations 
that can be policed by the extremists in order to restrict reporting by activists as well as GPS-track-
ing of militants using the services.10 

2  Kyle Wansink, Syria - Telecoms, Mobile, Broadband and Forecasts, BuddeComm, accessed March 8, 2012, http://bit.
ly/1OdycSD. 
3  Internet World Stats, “Syria,” Middle East, December 31, 2014, accessed August 7, 2015, http://bit.ly/1GR1cZN. 
4  Ministry of Communication and Technology, “ADSL Services and price” [in Arabic], accessed April 07, 2015, http://bit.
ly/1ixLCwD.
5  World Bank Databank, “GDP per capita (current US$),” 2008-12, accessed March 12, 2014, http://bit.ly/1eRbn2E.
6  “ Northern Syria, Internet cafes are everywhere in the North, Chatting, Smoking and Porn,” [in Arabic], Hunasaotak, http://
bit.ly/1Q4ieIU.   
7  “Internet  through satellite and Turkish providers as an alternative of Al-Assad network in the countryside of Idlib,” [in 
Arabic] Orient News, August 10, 2014, http://bit.ly/1PEllt8.  
8  Interview with Abu Ibrahim Raqqawi of Raqqa Is Being Slaughtered Silently, Skype. 
9  Erika Solomon, “Isis to cut private internet access in parts of Syria,” Financial Times, July 20, 2015, http://on.ft.com/1M4z2ff.
10  “ISIL is shutting down Internet Cafes around Deir ez-Zor Airport,” [in Arabic] Al-Arabiya,  December 8, 2014, http://ara.tv/
mhf43.
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Restrictions on Connectivity  

The country’s connection to the international internet remains centralized and tightly controlled by 
the government. This centralization has contributed to connectivity problems, as the weak and over-
burdened infrastructure often results in slow speeds and periodic outages. In addition to its regula-
tory role, the Syrian Telecommunications Establishment (STE), also serves as an ISP.11 Private ISPs like 
Aya, as well as mobile phone internet providers, are required to sign a memorandum of understand-
ing to connect via the gateways controlled by the Syrian Information Organization (SIO).12 

During late 2014 and early 2015, the Syrian government continued to obstruct connectivity through 
its control of key infrastructure, at times shutting down the internet and mobile phone networks 
entirely or at particular sites of unrest. Since January 2014, Syrians in Deir ez-Zor, Qamishli, and other 
cities faced a full internet blackout, mainly due to destroyed infrastructure.13 In other areas, many 
speculate outages are timed to coincide with a specific political or military purpose.14 Two shut-
downs occurred in November15 and December 2012.16 More localized, but longer lasting cut-offs 
were reported in seven provinces all across the country. This includes, for example, a full shutdown 
in Aleppo on August 11, 2012.17 

ICT Market 

The total number of Syrian ISPs was at 14 as of 2012. Independent satellite connections are prohib-
ited, although in reality, they are heavily employed due to the unreliability of government ICT infra-
structure.18 ISPs and cybercafes must obtain approval from the STE and pass security vetting by the 
Ministry of Interior and other security services.19 Moreover, cybercafe owners are required to monitor 
visitors and record their activities. There are two main mobile phone providers in Syria: Syriatel—
owned by Rami Makhlouf, a cousin of President Bashar al-Assad—and MTN Syria, a subsidiary of the 
South African company. 

Regulatory Bodies 

Syria’s ICT market and internet policy is regulated by the SIO and the state-owned STE, which owns 

11  Syrian Telecom, “Intelligent Network Project,” http://www.in-ste.gov.sy/inindex_en.html.
12  Jaber Baker, “Internet in Syria: experimental goods and a field of a new control,” White and Black Magazine, posted on 
Marmarita website, August 10, 2008, http://www.dai3tna.com/nuke/modules.php?name=News&file=article&sid=6019. (no 
longer available)
13  “Qamishli, VSAT and Turkish communication services as an alternative to the Syrian network,” [in Arabic] ARA News 
Network, July 11, 2014, http://bit.ly/1J0wpsX.
14  Lorenzo Franceschi-Bicchierai, “Syria Suffers Yet Another Internet Blackout,” Mashable, May 15, 2013, http://on.mash.
to/1NiGVSD. 
15  Darren Anstee, “Syria goes dark,” The Arbor Networks IT Security Blog, November 29, 2012, http://bit.ly/1K8J0ex . 
16  Darren Anstee, “Snapshot: Syria’s Internet drops, returns,” The Arbor Networks IT Security Blog, December 12, 2012, http://
bit.ly/1JUFZ28. 
17  “News From the Ground,” [in Arabic], Telecomix: Syria, August 13, 2012, http://syria.telecomix.org/   (no longer available)
Can this work: Andy Greenberg, “Web vigilantes,” Forbes, January 3, 2012, http://onforb.es/1NPaU6u. 
18  “Online Syria, Offline Syrians,” One Social Network with a Rebellious Message, The Initiative or an Open Arab Internet, 
accessed March 8, 2012, http://bit.ly/1NSCAHQ.
19  Ayham Saleh, “Internet, Media and Future in Syria” [in Arabic], The Syrian Center for Media and Free Expression, November 
14, 2006, http://bit.ly/1hfdwWl. 
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all fixed-line infrastructures. The STE is a government body established in 1975 as part of the Minis-
try of Telecommunications and Technology.20

Limits on Content

The Syrian government engages in extensive filtering of websites related to politics, minorities, human 
rights, and foreign affairs. Self-censorship is highly prevalent, particularly in areas under government 
control. Despite these limitations, citizen journalists continue to make use of video-uploading sites and 
social networks to spread information about human rights abuses and the atrocities of war. Their role 
has become particularly important at a time when traditional journalists operate in highly unsafe con-
ditions and foreign press visas are difficult to obtain. 

Blocking and Filtering 

In recent years, censorship has expanded; the blocking of websites related to government opposi-
tion, human rights groups, the Muslim Brotherhood, and activism on behalf of the Kurdish minority 
is very common.21 A range of websites related to regional politics are also inaccessible, including 
the prominent London-based news outlets Al-Quds al-Arabi and Asharq al-Awsat, as well as several 
Lebanese online newspapers and other websites campaigning to end Syrian influence in Lebanon. 
Access to the entire Israeli top-level domain “.il” was also restricted. However, the websites of most 
international news sources and human rights groups have remained accessible.

Censorship is implemented by the STE and private ISPs with the use of various commercially avail-
able software programs. Independent reports in recent years pointed to the use of ThunderCache 
software, which is capable of “monitoring and controlling a user’s dynamic web-based activities as 
well as conducting deep packet inspection.”22 In 2011, evidence emerged that the Syrian authorities 
were also using technology provided by the Italian company Area SpA to improve their censorship 
and surveillance abilities. The contract with Area SpA included software and hardware manufactured 
by companies such as Blue Coat Systems, NetApp, and Sophos. Blue Coat had reportedly sold 14 
devices to an intermediary in Dubai which then sent them to Area SpA, ostensibly with Blue Coat 
believing that the equipment would be given to the Iraqi government; however, logs obtained by 
the hacktivist group Telecomix in August 2011 revealed evidence of their use in Syria instead.23 In 
October of that year, Blue Coat acknowledged that 13 of the 14 devices had been redirected to the 
Syrian government, an inadvertent violation of a U.S. trade embargo, and that the company was 
cooperating with the relevant investigations.24 Analysis of the exposed Blue Coat logs revealed that 
censorship and surveillance were particularly focused on social-networking and video-sharing web-
sites.25 The Wall Street Journal identified efforts to block or monitor tens of thousands of opposition 

20  Ministry of Communication and Technology, “Overview,” [in Arabic], http://www.moct.gov.sy/moct/?q=ar/node/21. 
21 Reporters Without Borders, Internet Enemies, March 2011, http://bit.ly/eLXGvi. 
22  Reporters Without Borders, “Syria,” Enemies of the Internet: Countries under surveillance, March 12, 2010, http://bit.
ly/1OCZ0cS.
Platinum, Inc., “ThunderCache Overview,” accessed August 14, 2012, http://www.platinum.sy/index.php?m=91. 
23  Andy Greenberg, “Meet Telecomix, The Hackers Bent on Exposing Those Who Censor and Surveil The Internet,” Forbes, 
December 26, 2011, http://onforb.es/1Bu1tQx. 
24  Blue Coat, “Update on Blue Coat Devices in Syria,” news release, December 15, 2011, http://bit.ly/1FzFd8X. 
25  “Blue Coat device logs indicate the levels of censorship in Syria,” Arturo Filasto, accessed August 14, 2012, http://bit.
ly/1LZDZJ3. 
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websites or online forums covering the uprising. Out of a sample of 2,500 attempts to visit Facebook, 
the logs revealed that three-fifths were blocked and two-fifths were permitted but recorded.26

The Syrian government also engages in filtering mobile phone text messages. Beginning in February 
2011, such censorship was periodically reported around dates of planned protests. In February 2012, 
the news service Bloomberg reported that a series of interviews and leaked documents revealed that 
a special government unit known as Branch 225 had ordered Syriatel and MTN Syria to block text 
messages containing key words like “revolution” or “demonstration.” The providers reportedly imple-
mented the directives with the help of technology purchased from two separate Irish firms several 
years earlier for the alleged purpose of restricting spam.27 

The government continues to block circumvention tools, internet security software, and applications 
that enable anonymous communications. By enabling deep packet inspection (DPI) filtering on the 
Syrian network, authorities were able to block secure communications tools such as OpenVPN, Later 
2 Tunneling Protocol (L2TP), and Internet Protocol Security (IPsec) in August 2011.28 Websites used to 
mobilize people for protests or resistance against the regime, including pages linked to the network 
of Local Coordination Committees (LCCs)—groups that have formed since the revolution to organize 
the opposition—continue to be blocked.29 Websites that document human rights violations, such as 
the Violations Documentation Center, remain blocked,30  as does the Mondaseh website, an online 
initiative to gather information and raise public awareness.31 Authorities have repeatedly blocked the 
website and key search terms of SouriaLi, an internet radio station started by a group of pluralistic 
young Syrians.32

Facebook remains accessible in Syria after the government lifted a four-year block on the social-net-
working site in February 2011. Nonetheless, according to one Damascus-based activist, Facebook 
pages sometimes do not load correctly and display a Transmissions Control Protocol (TCP) error 
message. The video-sharing website YouTube was also unblocked, although it was not usable from 
mobile phone devices due to limits on data speeds.33 Some activists suspected, however, that rather 
than a sign of openness, the regime’s motive for unblocking the sites was to track citizens’ online 
activities and identities. As of March 2012, both were within the top-five most visited websites in the 
country. More recently, neither of the sites appear in the Top 25, perhaps due to users employing 
proxies that change their IP address to another country.34 Other social media platforms like Twitter 
are freely available, although the presence of Syrian users on them is minimal. 

Despite the free access to Facebook and YouTube, a range of other social media applications remain 
inaccessible in Syria. The Voice over Internet Protocol (VoIP) service Skype often suffers from disrup-
tions either due to low speeds or intermittent blocking by the authorities. In February 2012, the gov-

26  Jennifer Valentino-Devries, Paul Sonne, and Nour Malas, “U.S. Firm Acknowledges Syria Uses Its Gear to Block Web,” Wall 
Street Journal, October 29, 2011, http://on.wsj.com/t6YI3W. 
27  Ben Elgin and Vernon Silver, “Syria Disrupts Text Messages of Protesters With Dublin-Made Equipment,” BloombergBusiness, 
February 14, 2012, http://bloom.bg/1i0TOEU. 
28  Dlshad Othman, “Bypassing censorship by using obfsproxy and openVPN, SSH Tunnel,” Dlshad, June 22, 2013, http://bit.
ly/1KH3KjZ. 
29  Local Coordination Committees, “Home,”: http://www.lccsyria.org/en/. 
30  “Leaked list of all blocked websites in Syria,” Arab Crunch, May 19, 2013, http://bit.ly/1KGFPBm. 
31 “Home,” the-syrian, http://english.the-syrian.com/. 
32  Syria Untold, “Syrian Creativity: Radio SouriaLi Broadcasts over the Internet,” Global Voices, June 7, 2013, http://bit.
ly/1EQl2ZS. 
33  Interview with activist requesting anonymity, December 2011, Syria. 
34  Alexa, “Top Sites in SY,” accessed August 14, 2012, http://www.alexa.com/topsites/countries/SY.
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ernment also began restricting access to certain applications for mobile phone devices that activists 
had been using to circumvent other blocks. Additionally, other applications reportedly blocked were 
the live video-streaming service Bambuser,35 and WhatsApp, an application that allows users to send 
mobile phone text messages via the internet.36 Instant messenger services such as eBuddy, Nimbuzz, 
and mig33 have been disabled by blocking the SMS that users must receive in order to activate their 
accounts. In other cases, certain online services—such as Google Maps or the photo-sharing tool 
Picasa—have been rendered inaccessible from Syria by their U.S.-based service providers due to re-
strictions related to economic sanctions against the country.37 More applications, such as anti-virus 
software and updates to operating systems, remain blocked by sanctions, pushing many U.S.-based 
activists to ask for a reevaluation of the sanctions strategy.38

Decisions surrounding online censorship lack transparency and ISPs do not publicize the details of 
how blocking is implemented or which websites are banned, though government officials have pub-
licly admitted engaging in internet censorship. When a user seeks to access a blocked website, an 
error message appears implying a technical problem rather than deliberate government restriction. 
Decisions on which websites or keywords should be censored are made by parts of the security ap-
paratus, including Branch 225, or by the executive branch. 

Content Removal 

Controversially, both Facebook and YouTube have removed content related to the Syrian uprising 
under the justification that content posted to certain users’ accounts promotes violence or contains 
graphic content. According to digital security NGO SecDev, dozens of opposition pages, media cen-
ters, and independent NGOs have been closed by Facebook. These include numerous pages of LCCs 
and the London-based Syrian Network for Human Rights. Activists believe that Facebook users sym-
pathetic to President Assad may be reporting the pages as violating user guidelines en masse, there-
by provoking Facebook into action. One activist, Razan Zaitouneh of the Violations Documentation 
Center, shared a letter urging Facebook to keep the sites open, stating that “Facebook pages are the 
only outlet that allows Syrians and media activists to convey the events and atrocities to the world.” 
Representatives from Facebook have cited the difficulties in discerning between objective reporting 
and propaganda, particularly since many armed extremists have taken to using the site.39 

Media, Diversity, and Content Manipulation  

In an environment of extreme violence and arbitrary “red lines,” self-censorship is widespread. Sen-
sitive topics include criticizing President Assad, his late father, the military, or the ruling Baath party. 
Publicizing problems faced by religious and ethnic minorities or corruption allegations related to 

35  “Bambuser now blocked in Syria,” Bambuser, February 17, 2012, http://bit.ly/xu2HpI. 
36  Stuart Thomas, “Syrian government blocks access to WhatsApp,” Memeburn, March 3, 2012, http://bit.ly/1EQlpDy. 
37  On May 23, 2012, Google announced that it made Google Earth, Picasa and Chrome available for download in Syria. Yet, 
Google said that “As a U.S. company, we remain committed to full compliance with U.S. export controls and sanctions.” Activists 
and internet users in Syria describe Google’s step as insufficient, saying that there are tens of Google services still blocked in 
Syria including the entire Google Play App store on Android phones. See “Software downloads in Syria,” Google Official Blog, 
May 23, 2012, http://bit.ly/1gc8tMp. 
38  Mike Rispoli, “Access joins open letter to tech industry addressing overcompliance with U.S. sanctions,” Access, June 28, 
2012, http://bit.ly/1i0XdDM.  
39  Michael Pizzi, “The Syrian Opposition Is Disappearing From Facebook,” The Atlantic, February 4, 2014, http://theatln.
tc/1aojZAO. 
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the ruling family, such as those of Assad’s cousin Rami Makhlouf, are also off limits. Most Syrian us-
ers are careful not only to avoid such sensitive topics when writing online, but also to avoid visiting 
blocked websites.40 However, the period of May 2012 to April 2013 witnessed a large number of local 
Syrian users expressing opposition to Assad, his father, Makhlouf, the Baath party, and certain eth-
nic or sectarian groups.41 In 2014, users living in areas under control of IS or other extremist groups 
have stepped up their self-censorship in order to avoid criticizing the militants or Islam. 

Pro-regime forces have employed a range of tactics to manipulate online content and discredit news 
reports or those posting them, though it is often difficult to directly link those who are carrying out 
these activities with the government. Most notable has been the emergence of the Syrian Electronic 
Army (SEA), a progovernment hacktivist group that targets the websites of opposition forces, human 
rights websites, and even Western media outlets (see “Technical Attacks”). For news websites and 
other online forums based in the country, it is common for writers to receive phone calls from gov-
ernment officials offering “directions” on how to cover particular events.42 The Syrian government 
also pursues a policy of supporting and promoting websites that publish progovernment materials 
in an attempt to popularize the state’s version of events. These sites typically cite the reporting of 
the official state news agency SANA, with the same exact wording often evident across multiple 
websites. Interestingly, in 2012, the progovernment website Aksalser changed its stance to support 
the opposition and was subsequently blocked by the government.43 Since early 2011, this approach 
has also been used to promote the government’s perspective about the uprising and subsequent 
military campaign.44 

U.S. sanctions have resulted in the blocking of paid online services, making it difficult for Syrians to 
purchase a domain or host their websites in places like the United States or Europe. Restrictions on 
importing funds into Syria have had a significant impact on the ability to publish content. For in-
stance, recently, the website of the Syrian magazine Syrian Oxygen attempted to buy SSL certificates 
for their website. However, they were not able to obtain the certificates from U.S. providers as the 
domain syrianoxygen.com has the word Syria in it. 

Digital Activism 

Online tools have proven crucial for Syrians in and outside the country seeking to document human 
rights abuses, campaign for the release of imprisoned activists, and disseminate news from the front 
lines of the conflict. Syrians are very active on Facebook, using it as a platform to share news, discuss 
events, release statements, and coordinate both online and offline activities.45 A Facebook petition 
for the release of Youssef Abdelke, initiated by a group of Syrian intellectuals and artists, was signed 
by over 2,500 users.46 Abdelke, an illustrator and painter who has often expressed political dissent 
through his art, was arrested in July 2013 after he signed a declaration, posted online, which called 

40  Email communication from a Syrian blogger. Name was hidden.
41  Interview with a Syrian activist, November 2012, Damascus, November 2012. 
42  Guy Taylor, “After the Damascus Spring: Syrians search for freedom online,” Reason, February 2007, http://theatln.
tc/1aojZAO. 
43  The Syrian “Aksalser website with the revolution,“ [in Arabic] the-syrian, August 28, 2012, http://the-syrian.com/
archives/86170. 
44  Guy Taylor, “After the Damascus Spring: Syrians search for freedom online,” Reason, February 2007, http://theatln.
tc/1aojZAO.
45  Judith Dublin, “Syrian Fight Fire with Facebook,” Vocativ, September 23, 2013, http://voc.tv/1UJqcIP.
46  Clara Olshansky, “The Web Petitions to Free Syrian Artist Youssef Abdelke,” Artfcity, August 1, 2013, http://bit.ly/1VQezSS.
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for a democratic transition and the stepping down of President Assad.47 He was released one month 
later.48

In addition, one observer has called the conflict in Syria the first “YouTube War” due to the extraor-
dinarily high coverage of human rights violations, military battles, and post-conflict devastation that 
is contained in videos posted to the site.49 Indeed, as the Syrian government shifted to the use of 
heavy arms and missiles against opposition fighters, the role of citizen journalists has shifted from 
live event coverage to documenting the bloody aftermath of an attack. Hundreds of thousands of 
videos have been posted to YouTube by citizen journalists, rebel groups, and civil society groups, 
mostly documenting attacks. A Syrian group categorizing YouTube videos and sharing them via the 
platform OnSyria had posted almost 200,000 videos in 2013.50 Although many obstacles stand in the 
way of media coverage, citizen journalists have designed techniques to ensure media coverage of 
remote and conflict areas. “Local Media Offices” ensure that local journalists cover limited geograph-
ic areas, and then use a social network as a platform to collect, verify, and publish news stories. 

Violations of User Rights

Syria’s constitution provides for freedom of opinion and expression, but these are severely restricted 
in practice, both online and offline. Furthermore, a handful of laws are used to prosecute online users 
who express their opposition to the government. Citizen journalists and YouTube users are detained 
and often tortured by both government forces and, increasingly, fighters linked to extremist groups 
such Islamic State. Surveillance tools are used to identify and harass those who oppose the Assad gov-
ernment, often through targeted malware attacks against their computer systems and online accounts. 
Finally, the websites of opposition groups and human rights organizations are consistently targeted 
with cyberattacks from hackers linked to the government.

Legal Environment 

Laws such as the penal code, the 1963 State of Emergency Law, and the 2001 Press Law are used 
to control traditional media and arrest journalists or internet users based on vaguely worded terms 
such as threatening “national unity” or “publishing false news that may weaken national sentiment.”51 
Defamation offenses are punishable by up to one year in prison if comments target the president 
and up to six months in prison for libel against other government officials, including judges, the 
military, or civil servants.52 In addition, Syria’s cybercrime law allows prison sentences of up to three 
years and fines of up to SYP 250,000 (US$ 1,500) for anyone who incites or promotes crime through 
computer networks.53 The judiciary lacks independence and its decisions are often arbitrary. Some 
civilians have been tried before military courts.

47  “Déclaration pour Syrie democratique” [Declaration for a Democratic Syria], Babelmed, accessed March 14, 2014, http://bit.
ly/1izKKHU.
48  Khalil Sweileh and Omar al-Sheikh,“Syria: Youssef Abdelke Free, Resolved to Stay in Damascus,” Al-Akhbar, August 23, 2013, 
http://bit.ly/1XQaLmi. 
49  Christophe Koettl, “The YouTube War: Citizen Videos Revolutionize Human Rights Monitoring in Syria,” Mediashift (blog), 
PBS, February 18, 2014, http://bit.ly/1Nkfnw9.
50  The platform, http://onsyria.org/, is now offline and the related Facebook page has not been updated since 2013: Onsyria, 
Facebook Page, http://on.fb.me/1GnVymR.
51  Syrian Penal Code, art. 285, 286, 287. 
52  Syrian Penal Code, art. 378. 
53  Global Resource and Information Directory, “Legislation,” in “Syria,” http://www.fosigrid.org/middle-east/syria. 
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Prosecutions and Detentions for Online Activities 

Since antigovernment protests broke out in February 2011, the authorities have detained hundreds 
of internet users, including several well-known bloggers and citizen journalists. While it is very dif-
ficult to obtain information on recent arrests, 17 netizens remain in prison according to Reporters 
Without Borders. 54 Many of those targeted are not known for their political activism, so the reason 
for their arrest is often unclear. This arbitrariness has raised fears that users could be arrested at any 
time for even the simplest online activities—posting on a blog, tweeting, commenting on Facebook, 
sharing a photo, or uploading a video—if it is perceived to threaten the regime’s control. Veteran 
blogger Ahmad Abu al-Khair was taken into custody in February 2011 while traveling from Damas-
cus to Banias and was later released, though he has remained in hiding.55 More recently, in an effort 
to pressure al-Khair to turn himself in, security forces have twice detained his brother, once for a pe-
riod of 60 days.56 Bassel Khartabil, an open source activist and recipient of the 2013 Index on Censor-
ship Digital Freedom Award, remains in prison after he was taken by authorities without explanation 
in March 2012.57 

Human rights activists who work online are also targeted by the government and the rebels. Four 
members of the Violations Documentation Center (VDC) were kidnapped by an unknown group 
from a rebel-controlled area in December 2013.58 Authorities raided the offices of the Syrian Center 
for Media and Freedom of Expression (SCM) in February 2012, arresting 14 employees.59 One SCM 
member and civil rights blogger, Razan Ghazzawi,60 was detained for 22 days.61 Three others remain 
in prison and face up to 15 years for “publicizing terrorist acts” due to their role in documenting 
human rights violations by the Syrian regime.62 The organization’s founder and director, Mazen Dar-
wish, was reportedly released in August 2015 after three years in pretrial detention.63 His hearing had 
been rescheduled 24 times since 2013.64

Surveillance, Privacy, and Anonymity 

Surveillance is rampant on Syrian internet service providers, which are tightly aligned with security 
forces. Meanwhile, in IS-controlled territory, there are reports that militants have conducted unan-
nounced raids at cybercafes in which they force users to leave their machines, going through their 
open web browsing sessions and social media accounts to ensure users are not viewing or writing 
impermissible content.65   

54  Reporters Without Borders, “Netizens Imprisoned,” 2014-2015, http://bit.ly/1GuFfjv. 
55  Anas Qtiesh, “Syrian Blogger Ahmad Abu al-Khair Arrested This Morning,” Global Voice Advocacy, February 20, 2011, http://
bit.ly/1vxJk5g.  
56  Email communication with activist who wished to remain anonymous, April 2012, Syria.
57  William Echikson, “Supporting freedom of expression in all forms,” Google Policy Europe, March 23, 2013, http://bit.
ly/1UEwiPS. 
58  Hania Mourtada, “‘She Was My Mandela’ – Famous Syrian Activist Gets Abducted,” Time, December 11, 2013, http://
ti.me/1KcXrTc. 
59  Maha Assabalani, “My colleagues are in prison for fighting for free expression,” UNCUT - Index on Censorship, May 11, 
2012, http://bit.ly/1EYHMX9. 
60  Jared Malsin, “Portrait of an Activist: Razan Ghazzawi, the Syrian Blogger Turned Exile,” Time, April 2, 2013, http://
ti.me/1Q46vKi. 
61  An interview with Syrian blogger, February 2013, Skype.  
62  Sara Yasin,“Syrian free speech advocates face terror charges,” Index on Censorship, May 17, 2013, http://bit.ly/1VQg2IL. 
63  Prominent Syrian activist Mazen Darwish freed” SKeyes, August 10, 2015, http://bit.ly/1GgvGK5.
64  Free Syria’s Silenced Voices “Mazen Darwish,” May 2015, http://free-syrian-voices.org/mazen-darwich/. 
65  Interview with Abu Ibrahim Raqqawi of Raqqa Is Being Slaughtered Silently, Skype.
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The Law for the Regulation of Network Communication against Cyber Crime, passed in February 
2012, requires websites to clearly publish the names and details of the owners and administrators.66 
The owner of a website or online platform is also required “to save a copy of their content and traffic 
data to allow verification of the identity of persons who contribute content on the network” for a 
period of time to be determined by the government.67 Failure to comply may cause the website to 
be blocked and is punishable by a fine of SYP 100,000 to 500,000 (US$1,700 to $8,600). If the viola-
tion is found to have been deliberate, the website owner or administrator may face punishment of 
three months to two years imprisonment as well as a fine of SYP 200,000 to 1 million (US$1,500 to 
$7,500).68 In early 2014, however, the authorities were not vigorously enforcing these regulations.

In early November 2011, Bloomberg reported that in 2009 the Syrian government had contracted 
Area SpA to equip them with an upgraded system that would enable interception, scanning, and 
cataloging of all email, internet, and mobile phone communication flowing in and out of the country. 
According to the report, throughout 2011, employees of Area SpA had visited Syria and began set-
ting up the system to monitor user communications in near real-time, alongside graphics mapping 
users’ contacts.69 The exposé sparked protests in Italy and, a few weeks after the revelations, Area 
SpA announced that it would not be completing the project.70 No update is available on the project’s 
status or whether any of the equipment is now operational.

One indication that the Syrian authorities were potentially seeking an alternative to the incomplete 
Italian-made surveillance system were reports of sophisticated phishing and malware attacks target-
ing online activists that emerged in February 2012.71 The U.S.-based Electronic Frontier Foundation 
(EFF) reported that malware called “Darkcomet RAT” (Remote Access Tool) and “Xtreme RAT” had 
been found on activists’ computers and were capable of capturing webcam activity, logging key-
strokes, stealing passwords, and more. Both applications sent the data back to the same IP address 
in Syria and were circulated via email and instant messaging programs.72 Later, EFF reported the ap-
pearance of a fake YouTube channel carrying Syrian opposition videos that requested users’ login in-
formation and prompted them to download an update to Adobe Flash, which was in fact a malware 
program that enabled data to be stolen from their computer. Upon its discovery, the fake site was 
taken down.73 Due to the prevailing need for circumvention and encryption tools among activists 
and other opposition members, Syrian authorities have developed fake Skype encryption tools and a 
fake VPN application, both containing harmful Trojans.74 

A report from Kaspersky Labs, published in August 2014, revealed that some 10,000 victims’ com-
puters had been infected with RATs in Syria, as well as in other Middle Eastern countries and the 

66  “Law of the rulers to communicate on the network and the fight against cyber crime” art. 5-12.  Informal English 
translation: https://telecomix.ceops.eu/material/testimonials/2012-02-08-Assad-new-law-on-Internet-regulation.html.
67  “Law of the rulers to communicate on the network and the fight against cyber crime” art. art. 2. 
68  “Law of the rulers to communicate on the network and the fight against cyber crime” art. art. 8.  
69  Ben Elgin and Vernon Silver, “Syria Crackdown Gets Italy Firm’s Aid With U.S.-Europe Spy Gear,” Bloomberg Business, 
November 3, 2011, http://bloom.bg/1VQij6R. 
70  Vernon Silver, “Italian Firm Said  Exits Syrian Monitoring Project, Repubblica Says,” Bloomberg Business, November 28, 2011, 
http://bloom.bg/1igDnoL. 
71  Ben Brumfield, “Computer spyware is newest weapon in Syrian conflict,” CNN, February 17, 2012, http://cnn.it/1LZPQXn.  
72  Eva Galperin and Morgan Marquis-Boire, “How to Find and Protect Yourself Against the Pro-Syrian-Government Malware 
on Your Computer,” Electronic Frontier Foundation, March 5, 2012, http://bit.ly/xsbmXy. 
73  Eva Galperin and Morgan Marquis-Boire, “Fake YouTube Site Targets Syrian Activists With Malware,” Electronic Frontier 
Foundation, March 15, 2012, http://bit.ly/1XQhHzX. 
74  “Syrian Malware” Up-to-date website collecting the malware http://syrianmalware.com/. 
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United States. 75 The attackers sent messages via Skype, Facebook, and YouTube to dupe victims into 
downloading surveillance malware. One file was disguised as a spreadsheet listing names of activists 
and “wanted” individuals. 

Anonymous communication is possible online but increasingly restricted. Registration is required 
to purchase a cell phone, though over the past years, activists have begun using the SIM cards of 
friends and colleagues killed in clashes with security forces in order to shield their identities. Cell 
phones from neighboring countries like Turkey and Lebanon have been widely used since 2012, no-
tably by Free Syrian Army fighters. However, civilians in Syria are now also using these foreign cell 
phones due to the lack of cell service in the country. Meanwhile, activists and bloggers released 
from custody report being pressured by security agents to provide the passwords of their Facebook, 
Gmail, Skype, and other online accounts.76

Intimidation and Violence 

Once in custody, citizen journalists, bloggers, and other detainees reportedly suffered severe torture 
on behalf of government authorities. Although the precise number is unknown, it is estimated that 
dozens of individuals have been tortured to death for filming protests or abuses and then upload-
ing them to YouTube.77 In some cases around the country, the Syrian army appeared to deliberately 
target online activists and photographers. In response to such brutality, hundreds of activists have 
gone into hiding and dozens have fled the country, fearing that arrest may not only mean prison, 
but also death under torture.78 Blogger Assad Hanna left Syria following online threats stemming 
from his criticism of the regime, but was badly injured by knife-wielding assailants at his apartment 
in Turkey.79

Attacks on activists and citizen journalists were not limited to Syrian government forces. The Free 
Syrian Army (FSA), the opposition armed movement, have committed many attacks on videogra-
phers and citizen journalists, mainly in the suburbs of Aleppo. Since the “liberation” of Aleppo prov-
ince, some activists and photographers have complained of being targeted by FSA fighters more 
than they were targeted by the Syrian government, according to one anonymous source in the re-
gion.80 Further, the Al Nusra Front (Jabhat al Nusra), a group of armed extremists, have arrested tens 
of young citizen journalists for weeks at a time, and in one incident, opened fire on those filming a 
protest in Bostan al Qaser in Aleppo.81 

According to Reporters Without Borders, at least 12 netizens and citizen journalists were killed be-
tween June 2014 and May 2015.82 IS executed two Syrian activists, Bashar Abul Azzem and Faysal 
Abulhalim, and accused them of spying in mid-2015. Bashar and Faysal were undercover reporters 
for the website and citizen group Raqqa Is Being Slaughtered Silently (also known as RSS), and they 

75  Kaspersky Lab Global Research and Analysis Team, Syrian Malware, the evolving threat, August 2014, http://bit.ly/1pCJ0gK. 
76  Interviews with released bloggers, names were hidden. 
77  Interview A.A, Human Rights Lawyer, December 12, 2011, Damascus, Skype. 
78  Interviews with two photographers who have taken refuge in Turkey, December 2011.
79  Amira al Hussaini, “Syrian Blogger Stabbed in His Istanbul Home After Receiving Threats Online,” Global Voices Advocacy, 
April 21, 2015, http://bit.ly/1jS03fb.  
80  Interview with activist, January 2013, Aleppo, Skype.
81  Interview with lawyer from Aleppo, January 2013, Istanbul, Turkey. 
82  Reporters Without Borders, “2014: Netizens and Citizen Journalists Killed: Syria,” Press Freedom Barometer, http://bit.
ly/1JnlmuK.
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were documenting IS’s crimes.83 Al-Moutaz Bellah Ibrahim of Shaam News Network was killed in 
Raqqa in May 2014.84 

International journalists, including those whose work is mainly featured online, also risk being tar-
geted by Syrian militant groups, as three harrowing cases caught global media attention during the 
coverage period:

o In August 2014, James Foley, online journalist for the Global Post, was executed by IS.85 

o In August or September 2014, freelance journalist, Steven Sotloff, for Foreign Policy, The Me-
dia Line and Time, was beheaded by IS.86 

o In January 2015, a video surfaced showing the beheading Kenji Goto, a veteran Japanese 
reporter who founded the website Independent Press to cover humanitarian issues in 1996.87

In one case from December 2013, IS militants killed 50 prisoners, including many journalists and me-
dia activists such as Syrian journalist Sultan al-Shami.88 Abdulwahab Mulla, a Syrian journalist known 
for his satirical YouTube comedy show “3-Star Revolution,” was kidnapped by masked gunmen on 
October 8, 2013. He was taken from his home in rebel-controlled areas of Aleppo. Many have hy-
pothesized that extremist militants, such as IS, are behind the kidnappings.89 Many citizen journalists 
have lost their lives while documenting clashes. On May 21, 2013, 14-year-old citizen journalist Omar 
Qatifaan was killed while covering a battle between government forces and the Free Syrian Army 
near the city of Daraa in southern Syria, near the Jordanian border.90 

Technical Attacks

After the growth of IS in the region, many anti-IS media outlets have come under different types of 
attacks. 

•	 Al-Hal, a Syrian news website, claimed it came under a DDoS attack by pro-IS hackers in De-
cember 2014, bringing the website offline for 24 hours.91

•	 In December 2014, the University of Toronto’s Citizen Lab released a report entitled, “Mal-
ware Attack Targeting Syrian ISIS Critics,” focusing on groups such as Raqqa is Being Slaugh-
tered Silently (RSS), which documents IS human rights abuses committed by IS. Citizen Lab 

83  “ISIL released a video for a  new execution for 2 young Syrians using a new way” [in Arabic], Elbilad, July 6th, 2015, http://
bit.ly/1UELyMD.   
84  Committee to Protect Journalists, “Al-Moutaz Bellah Ibrahim,” 2014, https://cpj.org/killed/2014/al-moutaz-bellah-ibrahim.
php.
85  Committee to Protect Journalists, “James Foley,” Journalists Killed/Syria, 2014, https://cpj.org/killed/2014/james-foley.php. 
86  Committee to Protect Journalists, “Steven Sotloff,” Journalists Killed/Syria, 2014, https://cpj.org/killed/2014/steven-sotloff.
php. 
87  Committee to Protect Journalists, “Kenji Goto,” Journalists Killed/Syria, 2015, https://cpj.org/killed/2015/kenji-goto.php; 
I-fan Lin, “Hate Is Not What Humans Should Do: Slain Journalist Kenji Goto’s Words Live On Online,” Global Voices, February 7, 
2015, http://bit.ly/1MyBlt1. 
88  “ Al Qaeda Affiliate ISIL kills 50 hostages including media activists,” Zaman Alwasel, January 7, 2014, http://bit.ly/1MeqQyO. 
89  Nour Al Ali, “Syrian Journalist Abdulwahab Mulla Kidnapped in Liberated Aleppo,” Global Voices, November 10, 2013, 
http://bit.ly/1LZQLXR. 
90  Rami Alhames, “14-year-old Citizen Journalist Killed Covering Clashes in Syria,” Global Voices, May 22, 2013, http://bit.
ly/1O3UMh8. 
91  Al-Hal, Facebook post showing DDoS attack , December 12, 2014, http://on.fb.me/1EYVtph. The website is https://7al.me. 
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believes the malware was developed by IS or pro-IS hackers in order to discover more infor-
mation about the nonviolent group.92

•	 Another media group, Souritna, was hacked by pro-IS hackers in January 2015. Its website 
was hacked due to Souritna’s statement of solidarity with the victims of the Charlie Hebdo 
attacks in Paris. The attackers were able to log into a File Transfer Protocol (FTP) service and 
delete the content of the website while uploading a new index page with the logo of IS.

At the same time, the Syrian Electronic Army (SEA) continues to target Syrian opposition websites 
and Facebook accounts, as well as Western or other news websites perceived as hostile to the re-
gime. A huge shift in the level of hacking operations happened at the end of 2013, when the SEA 
was able to hack the New York Times website,93 the U.S. Marines website,94 Facebook,95 and many 
others. Most of the attacks occurred on the DNS level, which involved redirecting requests for the 
domain name to another server. The Twitter account of Barack Obama, run by staff from Organizing 
for Action (OFA), was briefly hacked by the SEA, resulting in the account posting shortened links to 
SEA sites.96 The hackers had gained access to the Gmail account of an OFA staffer. On March 17, 2013, 
the SEA hacked the website and Twitter feed of Human Rights Watch, redirecting visitors to the SEA 
homepage.97 These tactics continued with the high-profile hacking of Forbes in February 201498 and 
the Washington Post in May 2015.99

Though the hacktivist group’s precise relationship to the regime is unclear, evidence exists of gov-
ernment links or at least tacit support. These include the SEA registering its domain in May 2011 on 
servers maintained by the Assad-linked Syrian Computer Society;100 a June 2011 speech in which the 
president explicitly praised the SEA and its members;101 and positive coverage of the group’s actions 
in state-run media.102 

92  John Scott-Railton and Seth Hardy, Malware Attack Targeting Syrian ISIS Critics, CitizenLab, December 18, 2014, http://bit.
ly/1JbRwMW.
93  Christine Haughney and Nicole Perlroth, “Times Site Is Disrupted in Attack by Hackers,” New York Times, August 27, 2013, 
http://nyti.ms/17krXEO. 
94  Julian E. Barnes, “Syrian Electronic Army Hacks Marines Website,” The Wall Street Journal, September 2, 2013, http://on.wsj.
com/1KGVnFf. 
95  Adario Strange, “Syrian Electronic Army Hacks Facebook’s Domain Record,” Mashable, February 5, 2014, http://on.mash.
to/1EQuHPY. 
96  Gregory Ferenstein, “The Syrian Electronic Army Hacked Obama’s Twitter Links And Campaign Emails,” Tech Crunch, 
October 28, 2013, http://tcrn.ch/1Xi62bV.
97  Max Fisher, “Syria’s pro-Assad hackers infiltrate Human Rights Watch Web site and Twitter feed,” Washington Post, March 
17, 2013. http://wapo.st/1eU9nKI. 
98  Andy Greenberg, “How the Syrian Electronic Army Hacked Us: A Detailed Timeline,” Forbes, February 20, 2014, http://
onforb.es/MEWYiq. 
99  Brian Fung, “The Syrian Electronic Army just hacked the Washington Post (again),” Washington Post, May 14, 2015, http://
wapo.st/1jS0eY7.
100  The Syrian Electronic Army, http://sea.sy/index/en. 
101  Haroon Siddique and Paul Owen, “Syria: Army retakes Damascus suburbs-Monday 30 January,” The Guardian, January 30, 
2012, http://bit.ly/1LZSDQA; Voltaire Network, “Speech by President Bashar al-Assad at Damascus University on the situation in 
Syria,” June 20, 2011, http://bit.ly/1FzOUEp. 
102  “The Syrian Electronic Army Fights Rumors and Gives the True Picture of the Incident,” [in Arabic], Wehda,  May 17, 2011, 
http://bit.ly/1OfOsCp. 
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Key Developments: June 2014 – May 2015

•	 Military courts passed the longest sentences on record for insulting the monarchy online 
in 2015, including 56 years and 60 years in prison, reduced to 28 and 30 years on confes-
sion (see Prosecutions and Detentions for Online Activities).

•	 400 people have been summoned and subjected to interrogation in various military 
compounds, often revealing their social media passwords as a condition of release (see 
Intimidation and Violence).

•	 “Digital economy” legislation drafted during the coverage period would erode user pri-
vacy and free speech rights online (see Regulatory Bodies and Legal Environment).

Thailand
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 11 9

Limits on Content (0-35) 21 22

Violations of User Rights (0-40) 30 32

TOTAL* (0-100) 62 63

* 0=most free, 100=least free

Population:  66.4 million

Internet Penetration 2014:  35 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

More Thai internet users were harassed and arrested during the coverage period than ever before in 
the wake of the 2014 coup. On May 20, 2014, General Prayuth Chan-ocha, commander of the Royal 
Thai Army, declared martial law. Two days later, as head of the military junta calling itself the Nation-
al Council for Peace and Order (NCPO), the general cancelled the constitution, annulled the House 
of Representatives, and announced that the junta will rule the country for at least a year and five 
months before arranging a general election. The coup d’état was announced via all media, including 
Facebook and Twitter.1

In the following weeks, the junta issued orders forbidding traditional media broadcasts, cen-
sored online news, and arrested or monitored hundreds of critics. Many of these measures were 
justified as part of a “returning happiness to Thai people” campaign, on grounds that controlling 
freedom of speech was necessary while the situation remained “abnormal.” Yet the junta’s plans, 
which include amending significant laws and passing a slew of new ones, will have a lasting 
impact.2 It is attempting to pass a set of wide-ranging “digital economy” laws, including the 
country’s first cybersecurity and personal data laws. These draft laws came under heavy criti-
cisms from academics and internet freedom activists, who argued that they would heavily impact 
privacy, curtail freedom of speech, and hamper the growth of the digital economy, contrary to its 
name. 

Since the coup, academics and activists have been subject to overt surveillance, and more than 
400 people have been summoned and subjected to interrogation in various military compounds 
throughout Thailand. Many were coerced to give up their login passwords to email and Facebook, 
so that authorities could monitor their communication.

The state already had ample means to infringe on users’ online freedoms in the form of comput-
er-related crimes laws enacted after the 2006 coup, as well as criminal defamation charges, and 
oppressive lèse-majesté provisions in the penal code that punish criticism of the nation’s revered 
monarchy. Successive governments have blocked tens of thousands of individual websites and social 
media pages, and imprisoned several people for disseminating information and opinion online or via 
mobile phones under these laws. Anyone can lodge a lèse-majesté or defamation complaint based 
on any online content in Thailand, opening the door for various actors to use the charges against 
political opponents or to curb civic advocacy in the highly polarized political environment. Under 
the junta, these charges were heard by military tribunals, which have passed significantly longer sen-
tences with no avenue for appeal. Punishments for insulting the monarchy online in 2015 exceeded 
50 years in prison at least twice, though both the sentences were halved on the basis of subsequent 
confessions. 

Obstacles to Access

Internet penetration has increased steadily in recent years, in part thanks to affordable govern-
ment-run access programs, though usage remains concentrated in Bangkok and other urban centers, 
and speed and quality of service can vary. After the May 2014 coup, officials declared their intention to 

1  Aim Sinpeng. “Thailand’s cybercoup,” The Washington Post, May 27, 2014, http://wapo.st/1EQNeM2. 
2  “NCPO orders ministries to have speedy overhaul of regulations,” The Nation, June 4, 2014, http://bit.ly/1L4Xzow. 
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establish a single gateway to the international internet, potentially enabling them to control or even 
shut down access nationwide. 

Availability and Ease of Access   

Internet penetration was at 29 percent in 2014, up from 26 percent in 2013; mobile penetration rose 
from 140 to 144 percent in the same period.3 Most Thai internet and smartphone users reside in the 
Bangkok greater metropolitan and southern regions, which boast a higher average household in-
come. The lowest penetration is in the northeast, in part due to lack of service.4

During the coverage period, the junta government approved the Provincial Electricity Authority’s 
THB 1,980 million program to extend electricity to remote areas.5 Under the “Return Happiness to 
the Thai People” program, the NCPO continued the ICT Free Wi-Fi program initiated under the pre-
vious government. This program, funded by the Broadcasting and Telecommunications Research and 
Development Fund for the Public Interest, offers wireless connections in various government and 
private buildings, which allow up to 15 users at a time to register with their national identification 
numbers for 20 minutes of free access per session, up to two hours per day. In 2014, this program 
had installed 120,000 access points countrywide in collaboration with select ISPs, and aims to install 
130,000 more in 2015.67  

Partly as a result of efforts like this, official 2013 figures state 39 percent of Thai users accessed the 
internet free of charge, while another 23 percent paid less than THB 200 (US$6.73) a month.8 Con-
nections reportedly function at speeds around 12 Mbps,9 most reliably in the greater Bangkok area. 

Restrictions on Connectivity  

The government has not historically blocked or throttled internet and mobile connections for po-
litical or security reasons. Within a week of the May 2014 coup d’etat, however, the Deputy Minister 
of Information and Communication Technology disclosed that he would propose a “national digital 
internet gateway” for internet service providers (ISPs) to use in connecting abroad. This initiative 
would be a cooperation between TOT and CAT Telecom, two state-owned telecom operators that 
have their own gateways, and six other ISPs. The deputy minister stated that this initiative would 
make it easier for the Ministry of Information and Communication Technology (MICT) to interrupt 
access directly.10 There were no further developments announced during the coverage period, 
though news reports in late 2015 said government agencies were exploring the legal foundation for 

3  International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY. 
4  Telecommunications Data and Research Center, “Report on the Survey of Thai People’s Telecom Behavior 2012-2013,” 
National Broadcasting and Telecommunication Commission, http://www.nbtc.go.th/wps/PA_WCMLocalRendering/jsp/html/
NTC/download/NBTC-SurveyReport2556.pdf.
5  Committee to facilitate and accelerate implementation of government policy, “Six-month performance (12 September 2014 

– 10 March 2015) of Prayut Chan-Ocha Government,” [in Thai] March 2015, http://bit.ly/1J0UoZd. 
6  ASTV Editor, “Ploughing ahead for “ICT Free Wi-Fi” – additional 150,000 access points in 2014” [in Thai], Cyber Biz, August 
11, 2013, http://bit.ly/1KHjPq0. 
7  “ICT Free Wi-Fi 130,000 points nationwide, available in January 2015,” [in Thai], ICT Free Wi-Fi, December 27, 2014, http://bit.
ly/1EQNURK. 
8  National Statistical Office, “The 2013 Information and Communication Technology Survey in Household,” http://bit.
ly/1JZY01l. 
9  “Download Index,” Net Index, accessed June 21, 2012, http://www.netindex.com/download/2,23/Thailand/. 
10  Thai Netizen Network, “Looking back at LINE: Thai government’s attempts at surveillance,” [in Thai], January 7, 2015, http://
bit.ly/1JYknSF 
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a single gateway. 

Thailand’s international bandwidth usage amounted to 1,563 Gbps in May 2015, and domestic band-
width amounted to 2,323 Gbps, 195 percent and 132 percent higher than the previous year, respec-
tively. 11 

ICT Market 

The number of fixed-line internet users declined in 2014, while the number of mobile users contin-
ued to increase. As at the end of 2014, there were 97.10 million mobile numbers in Thailand, or an 
average of 1.4 numbers used per person. Thai people spend an average of THB 192 (US$ 5.6) per 
month on mobile expenses. 12

High-speed internet is still concentrated in a handful of large providers. According to statistics pub-
lished in 2014, True Internet remained the market leader with a 37 percent market share, followed by 
TOT, a state-owned enterprise, with 31 percent, and 3BB at 29 percent. All other providers combined 
only amount to a 4 percent share of the market.13

Regulatory Bodies 

Since the May 22 coup d’état, there has been very little news on the progress of policies and plans 
that the MICT previously announced. This is not only because the junta government has centralized 
power, but also because the ministry itself is in the midst of a transition that is likely to lead to a 
power reshuffle. In December 2014 and January 2015, the Thai Cabinet approved draft laws estab-
lishing a Digital Ministry for Economy and Society and a Commission for Digital Economy and So-
ciety (CDES). On January 6, 2015, the Cabinet approved changing the ICT Ministry’s name to Digital 
Ministry for Economy and Society, and a restructuring of it in accordance with the subcommittees 
outlined in the draft digital promotion law: hard infrastructure, soft infrastructure, service infrastruc-
ture, digital society, knowledge resources, and digital economy promotion. Yet the process stalled 
amid disputes over the placement of the word “Digital” in the title, and the ministry’s status was un-
clear at the end of the coverage period.14 

The 11-member National Broadcasting and Telecommunication Commission (NBTC), an independent 
regulator viewed as broadly fair,15 still managed the industry as of May 2015, but its role was under 
threat. A simultaneous revision to the National Broadcasting and Telecommunication Commission 
law would transform NBTC from an independent regulator to a government agency under the ju-
risdiction of CDES. Surangkana Wayuparb, Director of Electronic Transactions Development Agency 
(ETDA) as head of digital law drafting team, said that the NBTC would remain independent under the 
revised law; however, the state will be in charge of policy. The CDES will be empowered to penalize 
noncompliant government or private entities, and will take over the allocation of spectrum for state 

11  Internet Information Research Network Technology Lab, “Internet Bandwidth, National Electronics and Computer 
Technology Center,” http://bit.ly/1F3cbEd. 
12  NBTC, “Telecommunications industry: 2014 Q3 summary overview” (The National Broadcasting and Telecommunications 
Commission, September 2014).
13  NBTC, “Thailand Telecommunication Indicators Yearbook: 2013-2014” (Bangkok, Thailand: NBTC, 2014).
14  “Deputy ICT Minister prepares for digital ministry,” Than News, January 23, 2015.
15  Komsan Tortermvasana, “NBTC approves spectrum, broadcasting master plans,” Bangkok Post, March 22, 2012, http://bit.
ly/1XQUw8A. 
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and public interest uses, while the NBTC will only allocate spectrum for commercial use. 16 Many ana-
lysts believe this would hinder Thailand’s spectrum allocation. 

The legislation was part of a “digital economy” strategy which the government said would promote 
the economy. At the end of the coverage period, a total of ten new laws or revisions are pending 
review by the Council of State before further submission to the junta-appointed National Legislative 
Council, all of which have raised concerns.17 Civil society and private sector actors called the laws ob-
structive, and criticized the focus on creating new agencies with broad powers. The draft laws would 
also transfer assets belonging to the Broadcasting and Telecommunications Research and Develop-
ment Fund (BTRDF) under the existing NBTC law to a new “Fund for Developing Digital for Economy 
and Society” (FDDES). While the BTRDF is considered to operate in the public interest, the FDDES 
would be used to finance state or private “digital economy operators,” a potential conflict of inter-
est.18 Furthermore, the draft laws also stipulate that representatives from state-owned TOT and CAT 
Telecom—which, as telecommunications providers, operate under licenses from the NBTC—would 
be appointed to the CDES. This would effectively give the regulated companies powers over the reg-
ulator, undermining the principle of free and fair competition.19 

In July 2014, the NCPO issued an order to delay a pending 4G spectrum auction for a year.20 Somkiat 
Tangkitvanich, Chairman of Thailand Development Research Institute, said that the delay may have 
been designed to allow the new laws to pass more control to the CDES.21 The auction is not expect-
ed to take place in 2015 because of a lack of preparation.22 

Limits on Content

Since the May 2014 coup, both the NCPO and the junta-appointed government have issued many or-
ders and decrees that directly block online content that pertains to criticisms of the Thai monarchy, the 
NCPO, or the government. The form of censorship changed from obtaining a court order pursuant to 
Thailand’s existing computer crimes law, to verbal requests for “cooperation.” Despite more pervasive 
censorship and pressure from the authorities, online space remains the easiest venue for dissidents and 
activists.

Blocking and Filtering 

Although Thailand has long been heavily censoring websites, the censorship process became easier 
and faster after the coup. During the reporting period, the NCPO issued a number of decrees and 
orders governing content: 

16  Thai Netizen Network, “weekly feedback after Cabinet approved 10 draft digital economy-cybersecurity laws,” [in Thai], 
January 11, 2015, http://thainetizen.org/2015/01/digital-economy-cyber-security-bills-comments/. 
17  “Cabinet approved NBTC overhaul: reduced to one board-lessen spectrum role-confiscate income to digital fund,” 
Prachachat, January 6, 2015, http://www.prachachat.net/news_detail.php?newsid=1420548804. 
18  Thai Netizen Network, “Drafter insist: ‘security’ in draft cybersecurity bill is information security, not military security,” [in 
Thai], February 3, 2015, http://thainetizen.org/2015/02/seminar-nbtc-surangkana-somkiat/. 
19  Thai Netizen Network, “Want real digital economy+cybersecurity? National Legislative Council must disapprove the whole 
set of draft digital economy laws,” [in Thai] February 20, 2015, http://thainetizen.org/2015/02/seminar-cyberspace-law-security-
privacy/. 
20  Komsan Tortermvasana, “Regulator confirms delay in 4G auctions,” Bangkok Post, February 25, 2015, http://bit.ly/17VjGgf. 
21  “Exposed! ‘General P.” ordered 4G next year,” [in Thai], Cyber Biz, accessed February 28, 2015, http://bit.ly/1QGZboZ. 
22  Chavarong Limpattamapani, “4G auction mystery: delay is deemed corruption?” Thai Rath, February 27, 2015, http://bit.
ly/1KStM3O. 
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•	 NCPO Announcement 18/2014 banned news reporting that disrupts national security, peace 
and order; 

•	 NCPO Announcement 12/2014 asked social media users and operators to prevent content 
that incites violence or provokes protests, is illegal, or opposes NCPO rule.

•	 NCPO Announcement 17/2014 ordered ISPs to monitor for, and prevent dissemination of, 
any information that distorts facts, could provoke disorder, or affects national security;

•	 NCPO Announcement 26/2014 mandated surveillance and monitoring of social media by 
military agencies.23 

In addition to these orders, the NBTC, in its role as regulator, requested that every ISP monitor and 
censor online content that may cause conflict and disrupt peace and order.24

Prior to the 2014 coup, the process to block websites was more rigorous, though it still lacked 
transparency. The competent officer at the Ministry of Information and Communication Technology 
(MICT) had to obtain court warrant after approval from the minister in order to block websites in 
accordance with Thailand’s computer crimes law. After the coup, public officials at any level, as well 
as ISP employees, were empowered to block websites directly, using their own judgement, under the 
auspices of the above-cited NCPO orders. As a result, there are no longer official censorship statis-
tics.

Content that was most censored after the coup can be classified into two main categories: criticism 
of the Thai monarchy, and criticism of the NCPO or junta-appointed government. Blocked websites 
include foreign news websites such as Reuters and the UK-based Daily Mail newspaper; domestic 
news websites such as Prachatham; websites of human rights groups such as Human Rights Watch; 
academic websites such as Midnight University and Nitirat; personal websites of political bloggers 
and activists; and many Facebook and YouTube pages that contain anti-coup material.25 

Content Removal 

As with blocking, takedown requests were expedited and decentralized after the coup. The new 
process is highly unsystematic and uncoordinated to the point of seeming arbitrary. On February 6, 
2015, the ISP CS Loxinfo called the webmaster of the Isra Institute’s Isra News Agency to request that 
the website take down a news article disclosing assets belonging to the brother of the leader of the 
junta. CS Loxinfo told the site that the article was perceived as instigating dissent. When the website 
operators contacted the MICT, however, the ministry could not verify the source of the request.26

The NCPO also harasses individuals to remove content from social media pages. Thanapol Eaw-
sakul, the publisher of Fah Diaw Kan (“Same Sky Books”) magazine, was among many individuals 

23  iLaw, “Before-after coup: self-censorship, online media censorship, community radio shutdowns, and other incidents,” 
January 6, 2015, http://freedom.ilaw.or.th/blog/Other2014. 
24  Thai Netizen Network, “Looking back at LINE: Thai government’s attempt at surveillance,” [in Thai], January 7, 2015, http://
bit.ly/1JYknSF. 
25  iLaw, “The report on online media suspension after the 22 May 2014 coup d’etat,” 2014, http://freedom.ilaw.or.th/node/131. 
26  “CS Loxinfo said NCPO ordered ‘Isra’ to block Prayut’s brother’s news,”Isra News, February 9, 2015, http://bit.ly/1F3bjzg. 
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briefly detained in mid-2014 and forced to sign an agreement not to publicly criticize the coup as a 
condition of release. In July 2014, Thanapol published opinions on various NCPO and government 
policies on his personal Facebook account. An army officer telephoned ordering him to remove the 
content on grounds that he was to post no political content that may create misunderstanding or 
a “bad attitude” toward the coup. Thanapol removed the posts, but documented the conversation 
on Facebook instead.27 In October 2014, the Fah Diaw Kan Facebook page described army officers 
disrupting a book fair event with political writers and academics. Once again, an army officer asked 
Thanapol to erase the post, claiming it made him feel uncomfortable.28

Activists were also ordered to stop using Facebook for communication, including Krisdakorn Silal-
aksa, who was ordered by the army to cease his activities on Facebook in November 2014. He was 
a key advocate for the permanent opening of Pak Mun Dam sluice gates in Ubon Ratchathani prov-
ince to allow fishing, a contentious issue between grassroots movements and successive Thai gov-
ernments. The army also asked him to shut down his personal Facebook page because it contained 

“inappropriate” opinions.29

Facebook removed content deemed to be lèse-majesté 30 times in the second half of 2014 based on 
requests from the Ministry of Foreign Affairs or the Thai CERT (Computer Security Incident Response 
Team). This represents a sharp rise from the five times requests with which it complied in the first half 
of 2014; it removed no content in late 2013.30

Media, Diversity, and Content Manipulation  

The slew of orders regulating content increased self-censorship and undermined the diversity of 
information available on the internet in Thailand. NCPO Announcement 14/2014 banned media in-
terviews with any political actor who is not civil servant, yet the junta leader who appointed himself 
interim prime minister broadcast his own views nationwide on prime time TV several times a week. 

Journalists trying to bypass the restrictions were censured. Wassana Nanuam, one of Thailand’s most 
famous military correspondents, described the daily routine of ousted Prime Minister Yingluck Shi-
nawatra in narrative form in The Bangkok Post to avoid an interview format. She was reprimanded 
by the NCPO nevertheless, and apologized publicly. The article was removed from the Bangkok Post 
website.31 

Many media chose to self-censor in the oppressive atmosphere. Jaw Kaw Tuen (“Shallow News”), a 
popular satirical internet TV program, temporarily suspended broadcasts after the coup until Octo-
ber 2014.32 Separately, Pinyo Trisuriyathamma, a TV host, announced on June 9, 2014 that he decid-
ed to terminate the Amarin Newsnight program on one of the new digital TV channels, in order to 

27  “NCPO asked cooperation from ‘Thanapol – Fah Diaw Kan’ – don’t post statements that may mislead people,” [in Thai], 
Matichon Online, July 4, 2014, http://bit.ly/1ii6qI4. 
28  “Army not comfortable, asked Fah Diaw Kan editor to erase Facebook status, went to see ‘Prajak,’” [in Thai], Prachatai, 
October 19, 2014, http://prachatai.com/node/56088. 
29  iLaw, “Before-after coup: self-censorship, online media censorship, community radio shutdowns, and other incidents”. 
30  James Martin, “Thailand: Facebook content removal requests rise sharply after junta,” Asian Correspondent, March 16, 2015, 
http://bit.ly/1BrC2MW. 
31  Wassana Nanuam, “‘Wassana’ explained article on Yingluck’s life after coup,” [in Thai], Facebook post, November 24, 2014, 
http://on.fb.me/1YdnEat.
32  iLaw, “The report on online media suspension after the 22 May 2014 coup d’etat”. 
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preserve the staff’s professional principles.33 

There was no public documentation of paid actors manipulating political content on the internet 
during the coverage period, though officials encouraged citizens to monitor one another online (see, 
Surveillance, Privacy, and Anonymity), and many organized informally to harass the junta’s oppo-
nents (see Intimidation and Violence).

Digital Activism 

Despite the dramatic uptick in persecutions and arrests since the coup, the online space remains a 
powerful outlet for individuals to communicate and organize political activities. In February 2015, 
the Foundation for Internet and Civic Culture, which is popularly known under its old name, the Thai 
Netizen Network, gathered over 20,000 signatures from people opposing the junta’s 10 digital laws, 
on grounds that they restrict freedom of speech and infringe upon privacy, and that the drafting 
process lacks public participation.34  Following the protest, the government’s drafting team stated 
that they would listen to public opinion. However, though the Council of State held one public hear-
ing of one subsequent draft of these laws, the process remained as secretive as ever. 

A number of outspoken activists and academics fled Thailand post-coup, but remain active on social 
media. Somsak Jiamteerasakul, a prominent historian and ex-professor at Thammasat University, re-
located abroad and continues to publish his commentaries and political analysis via Facebook. Being 
physically outside the country allows these people to be more outspoken.

Violations of User Rights

An unprecedented number of internet users, bloggers, citizen journalists, and independent media were 
persecuted in 2014 and 2015. In addition to using existing laws such as the computer crimes law and 
lèse-majesté law harshly, the NCPO under martial law also issued numerous decrees and orders that 
severely infringe upon online rights. Moreover, the set of 10 draft digital laws that the Cabinet put for-
ward in late 2014 and early 2015 is likely to have a long-term impact on the Thai online community if 
they are passed, granting the government vast surveillance and censorship powers.

Legal Environment 

Article 45 of the Constitution of the Kingdom of Thailand 2007 guarantees broad freedom of speech, 
but was replaced with a 2014 interim constitution after the coup d’etat. Although it maintains the 
same safeguards, Thailand remains under martial law, which prohibits individuals and the media 
from any pubic political activity. 

As in past years, the main legal apparatus used to charge internet users remains the charge of “in-
fringing national security” under two laws, namely Clause 14 of the 2007 Computer related Crime 
Act (CCA) pertaining to content that affects national security, and Clause 112 of the criminal code 
pertaining to lèse-majesté. The CCA groups these online speech offenses with criminal activities like 

33  Pravit Rojanaphuk, “‘Amarin Newsnight’ Ends under Climate of Coup,” The Nation, June 11, 2014, http://bit.ly/1McDoUw.
34  “21,000 oppose new cyber laws,” Bangkok Post, February 3, 2015, http://www.bangkokpost.com/news/general/465262; 
Thai Netizen Network, “4 civil society organizations asked Constitution drafters, NLA, NRC to review ‘digital security’ laws,” [in 
Thai], February 3, 2015, http://thainetizen.org/2015/02/civil-society-groups-submit-letters-legislators-cybersecurity-concerns/. 
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hacking or posting obscene material. The NCPO separately issued many decrees and orders that di-
rectly curtail freedom of speech. 

The enforcement of existing laws and NCPO orders became more severe after NCPO Announcement 
37/2014 on May 25, 2014, which stated that civilians conducting political activity would be court 
martialed. The military court that tries these cases is a one-step court with no appellate or higher 
division. In cases involving internet users that have already been tried, the military court has hand-
ed down more severe punishments. In lèse-majesté cases judged between 2010 and 2014 (during 
which period the number of cases brought to trial showed a marked increase), the regular courts 
handed down average jail terms of 4.4 years out of a possible 3 to15 years. From the 2014 coup on-
ward, sentences issued by martial courts averaged 10 years imprisonment, reduced to 5 years after 
confession.35

The NCPO is pushing a “digital economy” policy through a set of 10 draft laws. The package would 
revise the e-commerce law, the computer related crimes law, the National Broadcasting and Tele-
communication Commission law, and the Electronic Transactions Development Agency law, and 
would create new laws for cybersecurity, personal data protection law, digital economy promotion, 
the Fund for Developing Digital for Economy and Society, the Commission for Digital Economy and 
Society, and the Ministry for Digital Economy and Society.36 

The appointment of a new commission, the Commission for Digital Economy and Society (CDES), is 
central to the policy, and would assume responsibility for every facet of digital and technology regu-
lation. Sittichai Pokai-udom, advisor to the deputy prime minister, justified granting the commission 
vast power, describing it as an attempt to improve on past, failed attempts to implement an e-gov-
ernment strategy. Yet the policy seemed geared toward consolidating control online. The draft CDES 
law stipulates that CDES would have authority over every other ministry and government agency, 
including the power to initiate disciplinary action to any government official or citizen who does not 
comply with their orders. 37 The laws would also grant authorities lawful interception powers without 
a warrant and based on a perceived “threat,” which is not properly defined in the draft cybersecurity 
law. 

The revised criminal procedural law—which is not included in the digital economy package, but is 
also pending before the National Legislative Council—separately grants surveillance powers to a 
police official on the authorization of a superior and a court. The draft stipulates a wide range of 
offenses for which surveillance powers are lawful: in addition to violations of national security and 
organized crime, it includes very broad categories like “complex” crimes.38 

Under a separate draft law on the “prevention and suppression of materials that incite dangerous 
behavior,” officials would require a warrant to access any private information that is deemed to 
provoke sexually deviant acts, child molestation, child suicide, child torture, mass suicide, drug use, 
terrorism, larceny, murder, or tortuous acts. Under this law, the creator and distributor of said infor-
mation faces one to seven years imprisonment and a fine of THB 700,000 (US$19,690) maximum; in 

35  iLaw, “2014 Situation Summary Report 2/5: Lèse Majesté Cases: One Step Forward, Three Steps Backward,” Freedom of 
Expression Documentation Center, April 21, 2015, http://bit.ly/1LyRwV5. 
36  Thai Netizen Network, “Thailand’s Digital Economy-Cyber Security Bills,” January 15, 2015, http://bit.ly/1yfb4qg. 
37  Thai Netizen Network, “Sittichai Pokai-udom: don’t worry, we based cybersecurity law on Homeland Security Act; 
government entity is guilty if it does not obey order of digital committee,” [in Thai], February 6, 2015, http://bit.ly/1ix4bkH. 
38  iLaw, “draft criminal procedural law amendment: add wiretap authority, anyone exercising Miranda right is to be 
speculated guilty,” [in Thai], January 17, 2015, http://ilaw.or.th/node/3400. 
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addition, any “access provider” (as defined by the existing computer related crime law) that knows 
such information exists in the computer system under their control but does not remove it also faces 
a maximum five year jail term and THB 500,000 maximum fine.39

Besides the problematic content of these laws, critics called the lawmaking process, which lacked 
participation from relevant stakeholders or public hearings, rushed and secretive. The Electronic 
Transactions Development Agency director who heads the legal drafting team said the top-down 
drafting process resulted from the urgency of the policy for the interim government.40 But they also 
harassed internet users and civil society groups who expressed alarm about the laws. On February 
1, 2015, when students hosted a seminar on rights and freedoms under the pending laws, a military 
officer threatened the organizers for not requesting prior permission for the event and inserted him-
self, uninvited, as one of the panelists.41 Later that month, in the wake of online protests, authorities 
conceded they may remove some clauses of concern, combine some laws into new ones, and host 
closed-door hearings before submitting revised laws to the National Legislative Council for a vote; 
however, the process remained opaque.42 

Prosecutions and Detentions for Online Activities 

After the coup, the NCPO summoned hundreds of people to report for questioning in order to 
suppress potential dissent, and formally arrested people who mobilized public protests. Most of 
the people who were arrested were detained for seven days, the maximum duration allowed un-
der martial law. Sombat Boonngam-anong, an anti-coup activist prominent since 2006, was one of 
those summoned to the NCPO right after coup. However, he refused to answer the summons on the 
grounds that the NCPO’s power was illegitimate and continued posting anti-coup statements on 
Facebook and Twitter. In June 2014, Thailand’s national security agency traced the IP address linked 
to the posts to his residence. Sombat was charged with three separate charges: not answering the 
NCPO summons, instigating dissent, and bringing computer information that affects national securi-
ty into the system.43 Sombat was released on bail, but his cases are pending court-martial.44

The authorities targeted independent news outlets that operate online from undisclosed locations 
to avoid reprisals. Nut Rungwong (pseudonym), editor of the Thai E-News blog and news aggre-
gator that has operated since the 2006 coup, was arrested for disseminating an article containing 
lèse-majesté content, although it was written by another writer based overseas.45 He was court-mar-
tialed and sentenced to nine years in jail in November 2014. The military court reduced the penalty 

39  Thai Netizen Network, “ICT Laws under NLA: wiretap powers in 4 laws not just ‘cybersecurity’; media academic insists 
“spectrum belongs to all of us”,” [in Thai], January 25, 2015, http://thainetizen.org/2015/01/seminar-ict-laws-nbtc-nida; iLaw, 
“draft prevention and suppression of materials that incite dangerous behavior law: child protection, or rights violation?,” [in Thai], 
February 10, 2015, http://ilaw.or.th/node/3485. 
40  Thai Netizen Network, “Drafter insist: ‘security’ in draft cybersecurity bill is information security, not military security,” [in 
Thai], February 3, 2015, http://thainetizen.org/2015/02/seminar-nbtc-surangkana-somkiat/. 
41  “Soldier joined on stage: ‘people’s rights and freedoms under cybersecurity law’ seminar,’” [in Thai],  Prachatai, February 1, 
2015, http://bit.ly/1UXfgg3. 
42  “Surangkana said drafters accepted criticisms on digital economy laws; will open closed door hearing next week,” [in Thai], 
Prachatai, February 25, 2015, http://prachatai.com/node/58092. 
43  “Bringing false computer information into the system” is a cybercrime which has been repeatedly misapplied to content in 
libel prosecutions. 
44  iLaw, “Sombat Boonngam-Anong : 116,” Case, accessed February 26, 2015, http://freedom.ilaw.or.th/en/case/604#detail.
45  Associated Press, “Thai news website editor jailed for ‘defaming king,’” The Guardian, November 24, 2014, http://gu.com/
p/43hy2/stw. 
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to four years and six months in prison after he confessed.46 In June 2014, Katawut (pseudonym), an 
online radio operator, was charged with broadcasting lèse-majesté content. A military court sen-
tenced him to 10 years in jail behind closed doors, reduced to 5 years because he confessed.47 In a 
separate case, Banpot (pseudonym), another online radio operator, was charged with using online 
media to instigate hatred and publish lèse-majesté content. In January 2015, the army arrested at 
least six people allegedly associated with Banpot, all of whom were charged with lèse-majesté. The 
defendants were detained, all of their electronic equipment was confiscated, and all were forced to 
divulge their personal Facebook username and password. All six were accused of using Facebook or 
YouTube to distribute lèse-majesté speech, photos, and video clips.48 The Thai public does not know 
the identity of the individuals behind Thai E-News, Banpot, or Katawut, but all of them have a signif-
icant fan base.

In addition to the media and citizen journalists, the NCPO also took numerous actions against politi-
cal speech by regular internet users:

•	 Akaradej, a university student, was arrested over his Facebook posts in June 2014 and 
charged with lèse-majesté. The court sentenced him to five years in jail, reduced to two 
years and six months after confession.49 

•	 Internet user Chaliew was accused of uploading Banpot radio clips to the website 4Shared. 
The content of this audio clip was deemed lèse-majesté. He was summoned by the NCPO 
in June 2014 and has since been detained. He confessed to the crime. In August 2015, the 
Criminal Court sentenced him to a three year jail term, suspended for two years.50

•	 Sirapob, accused of being the writer and poet behind the pseudonym “Roongsila,” was 
charged with posting three pieces of poetry deemed lèse-majesté  on the website Prachatai. 
Five army officers arrested him while he was travelling in July 2014. His case is currently be-
ing tried in secret by the military court.51 

•	 Thanes (pseudonym) was accused of sending an email linking to lèse-majesté content in 
2010. He has been in custody since July 2014. His case is being tried in secret by the Crimi-
nal Court.52

•	 Charuwan, a factory worker in Ratchaburi province, was accused of posting lèse-majes-
té content on Facebook. She denied posting the content to her account, saying she was 
framed, but was detained by the military from November 2014 to February 2015.53

•	 Piya (pseudonym) was accused of owning a Facebook account, which he denied. In Decem-
ber 2014, the authorities charged him for publishing lèse-majesté content on the account. 
The case is pending court decision.54 

46  “Web editor jailed for lese majeste,” Bangkok Post, November 25, 2014, http://bit.ly/1ii4sXX. 
47  Khatawut, iLaw (Military Court 2014).
48  “Progress of 6 defendants on 112 cases, ‘Banpot’s network’ on Facebook,” [in Thai], Prachatai, February 4, 2015, http://bit.
ly/1MrNh3o; Kawee, iLaw (Criminal Court 2014).
49  iLaw, “Akaradej: Student of Mahanakorn University of Technology,” Case, http://freedom.ilaw.or.th/en/case/577. 
50  iLaw, “Report on Lèse Majesté prisoners after 2014 coup,” July 16, 2014, http://bit.ly/1Ny677I. 
51  iLaw, “Siraphop: Article 112 (lèse majesté),” Case, http://freedom.ilaw.or.th/en/case/622.   
52  iLaw, “Tanet,” Case, http://freedom.ilaw.or.th/en/case/614. 
53  iLaw, “Jaruwan: Posting Lese Majeste message on Facebook,” Case, http://freedom.ilaw.or.th/en/case/641.  
54  iLaw, “Piya,” Case, http://freedom.ilaw.or.th/en/case/645#detail. 
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Sentences reached record lengths in August 2015, after the coverage period of this report. The 
29-year-old Sasivimol was jailed for 56 years, reduced to 28 on confession, for seven Facebook posts 
considered lèse-majesté;55 separately, Pongsak Sriboonpeng was jailed for 60 years, reduced to 30 
years on confession, for Facebook posts considered insulting to the monarchy.56

In addition to arresting multiple Facebook users, police used Facebook Messenger as a kind of “bait” 
to trick Facebook users to reveal their sentiments toward the monarchy. For example, a user named 
Pongsak (pseudonym) was invited to discuss matters over the monarchy on Facebook Messenger. 
He was invited to travel to another province, where he was arrested upon arrival. 

Later, police arrested Chayo (pseudonym) on the same charge, after Pongsak’s conversation log 
revealed that Chayo sent him statements and photos that are deemed lèse-majesté via Facebook 
Messenger.57

Cultural content was also subject to increased scrutiny. This is reflected in the recent court deci-
sion on the case of a satirical play, titled “Wolf’s Bride,” staged at Thammasat University in October 
2013. Two activists who starred in this play were later prosecuted and the court ruled them guilty 
of lèse-majesté. They both received two years and six months in prison. Typically the court would 
suspend sentences involving defendants who have never committed a crime, but the court refused 
in this case, ruling that this play was disseminated on the internet, which was deemed “egregious 
conduct.”58 Chakrawut, a musician, was accused of operating three Facebook accounts which posted 
nine incidents of lèse-majesté content between 2011 and 2014. He was summoned by the NCPO 
in July 2014 and tried at the Ubon Ratchathani Criminal Court. In July 2014, he was sentenced to 30 
years in jail, reduced to 15 years after confession. 59

Like any online environment, the Thai internet is fraught with misinformation, disinformation, fake 
news, and rumors, which are typically exposed and corrected by other internet users. Such content 
regarding the monarchy became cause for persecution after the coup. In February 2015, a fake Bu-
reau of the Royal Household announcement pertaining to the king’s health was posted and widely 
circulated online. The police arrested a user they claimed to be the original poster, as well as the 
editor of ASTV, a mainstream media news website that posted the announcement and attendant ar-
ticle.60

Besides lèse-majesté and political speech, libel is a longstanding problem in Thailand. Clause 14(1) 
of the current computer crimes law criminalizes “bringing false computer information into the sys-
tem.” Although false computer information and libel are completely different in the legal terminolo-
gy, suing people under both laws concurrently has become the norm. Attorney generals and judges 
have shown no understanding of the differences between the two laws, nor the fact that “false 
computer information” in the cybercrime parlance means technical crimes such as hacking, not the 

55  iLaw, “Sasivimol: Posted messages on Facebook,” Case, http://freedom.ilaw.or.th/en/case/681; Aubrey Belford and Pairat 
Temphairojana, “Thai courts hand down record sentences for royal insults,” Reuters, August 7, 2015, 
http://www.reuters.com/article/2015/08/07/us-thailand-lesemajeste-idUSKCN0QC1D620150807. 
56  Agence France-Presse, “Man jailed for 30 years in Thailand for insulting the monarchy on Facebook,” The Guardian, August 
7, 2015, http://gu.com/p/4bbaa/stw.  
57  iLaw, “Freedom of Expression Bulletin January 2015,” February 4, 2015, http://freedom.ilaw.or.th/blog/FOEBulletinJan2015.
58  Achara Ashayagachat, “Charged scenes as dramatist pair jailed for lese majeste,” Bangkok Post, February 24, 2015, http://
bit.ly/1iPTdXt. 
59  iLaw, “Jakkrawut: A Musician in Ubon Ratchathani,” Case, http://freedom.ilaw.or.th/en/case/354. 
60  “Police to charge ASTV Manager webmaster for disseminating fake royal announcement,” Thai PBS, February 7, 2015, 
http://bit.ly/1FNz0Gz. 
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veracity of online speech. The vast majority of plaintiffs in these cases are government officials. 

Examples of using computer crimes law to sue for libel in 2014 and 2015 include: 

•	 The Ministry of Energy sued M.L. Kornkasiwat Kasemsri, an independent energy academic, 
for posting on his Facebook account that some diesel oil from Thailand is transported to 
Laos and sold at a lower price. The case is still pending trial.61

•	 The Royal Thai Navy sued the Phuketwan website for re-publishing a Pulitzer prize-winning 
Reuters article accusing Navy officials of profiting from a smuggling ring bringing Rohingya 
refugees from Myanmar. The Navy refused interviews to Phuket-based media and prohibits 
Phuketwan reporters from entering Navy bases. The case was pending at the end of the 
coverage period. 62

•	 Natural Fruit, a canned fruit company, sued migrant labor rights activist Andy Hall over dis-
semination of research reports that allege violations of labor rights in the company’s plants. 
The company is suing him in three separate cases, one of which uses the computer crimes 
law because the report was disseminated in online media. The case is still pending trial.63

During the same period, a number of computer crimes charges against journalists or public persons 
for libel ended in the plaintiff’s decision to drop the lawsuit or in dismissal by the court, suggesting 
they lacked merit, but were filed to intimidate the defendant. In one example from August 2014, the 
Secretary General of the Office of the Administrative Courts sued the Thai Press Development Foun-
dation and Isra Institute, which published a news article about a memo from the secretary general 
to the police commissioner in support of an officer’s transfer. In November 2014, the Criminal Court 
dismissed the case on grounds that the plaintiff is a public person who must bear public scrutiny, 
and the defendant voiced opinion in good faith.64 In a separate September 2014 case, TV Channel 
3 sued Supinya Klangnarong, an NBTC Commissioner, over comments she made in interviews and 
tweets about internal conflict over the channel’s transition to the digital system. In December 2014, 
Channel 3 withdrew the case. 65

Surveillance, Privacy, and Anonymity 

In several cases where individuals were summoned or arrested, the authorities confiscated smart-
phones to peruse personal information and photos, or check for potential links to other people, be-
fore freeing the accused. 

The NCPO has announced a clear policy regarding surveillance of internet users. A number of NCPO 
decrees and orders specifically mandate surveillance of online media. On June 23, 2014, Somyot 
Poompanmuang, deputy commissioner of the Royal Thai Police, publicly invited Thai people to 

“serve as eyes and ears” of the state. He encouraged everyone to take photos of people who display 
anti-coup symbols in public and online spaces, and submit those photos to the police. A monetary 
reward of THB 500 (US$14) per photo will be paid if the police can arrest and prosecute the photo 

61  iLaw, “Ministry of Energy vs M.L.Kornkasiwat,” Case, http://freedom.ilaw.or.th/en/case/629. 
62  iLaw, “Thai Royal Navy vs Phuketwan news agency,” Case,  http://freedom.ilaw.or.th/en/case/554. 
63  iLaw, “Andy Hall: Computer Crime Case,” Case, http://freedom.ilaw.or.th/en/case/469. 
64  “Court dismissal of Direkrit’s lawsuit against Isra over alleged favour seeking,” [in Thai],  Isra News, December 4, 2014, 
http://bit.ly/1Qisuxk. 
65  iLaw , “Supinya Klangnarong: Defamation case against Channel 3,” Cases, http://freedom.ilaw.or.th/en/case/635. 
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subjects. He also urged the public to inform the police via the Jah Hook (“Owl Sergeant”) Facebook 
page.66 The MICT frequently said in interviews that the Thai government is monitoring private com-
munication, such as the Line chat application.67 The same authority also said on more than one 
occasion that it would send officials to offices of popular social media platforms such as Facebook, 
Google, and Line, to seek their cooperation on suspending some specific individuals’ accounts. There 
is no confirmation to date whether or not these companies agreed, 68 after the planned meeting 
between NCPO, Google, and Facebook in Singapore was called off in May 2014.69 NCPO Announce-
ment 26/2014 mandated surveillance and monitoring of social media by military agencies.70 

In September 2014, news reports said the MICT has ordered all ISPs to set up surveillance equip-
ment at their data centers, implemented in an experimental phase from September 15.71 Some users 
speculate that the equipment could facilitate man-in-the-middle attacks for use with popular plat-
forms Google and Yahoo, by setting up fake, unprotected sites which prompt users to enter their 
username and password before they reach the layer of encryption that protects the genuine login 
pages.72 

In February 2015, the Cabinet issued a resolution demanding that all users of pre-paid mobile 
phone cards and free Wi-Fi nationwide must be registered by July 31, 2015.73 

The Cyber Scout program, which began in 2011, continues unabated. The program, executed joint-
ly by the ICT and education ministries, trains students to monitor and report online behavior they 
deem a danger to national security. There are currently over 120,000 cyber scouts nationwide, span-
ning 88 schools. The curriculum stresses recruiting new members and training cyber scout leaders.74 

Intimidation and Violence 

Circumstances surrounding the NCPO summonses indicated that even those who cooperated were 
subject to pressure. Individuals were required to sign a written agreement promising not to voice 
political opinion or criticize the NCPO. A number of people were asked their Facebook passwords 
through a process of psychological harassment and were told by military officers that their personal 

66  Thai Netizen Network, “Looking back at LINE: Thai government’s attempts at surveillance”; Charlie Campbell, “Rewards for 
Photos of Anticoup Activity,” TIME, June 24, 2015, http://ti.me/1mgM4xK. 
67  Jon Russel, “Thailand’s Government Claims It Can Monitor The Country’s 30M Line Users,” TechCrunch, December 23, 2014, 
http://tcrn.ch/1CugzZK. 
68  Thai Netizen Network, “Looking back at LINE: Thai government’s attempts at surveillance.”; Darrel Etherington, “Thai Police 
Request Access to Line’s Messaging Records For Criminal Investigations,” TechCrunch, August 13, 2013, http://on.tcrn.ch/l/MIdy; 
Thaweeporn Kummetha, “Thai authorities reportedly to conduct mass surveillance of Thai internet users, targeting lèse majesté,” 
Prachatai, September 10, 2014, http://bit.ly/1FNypol. 
69  Newley Purnell and Nopparat Chaichalearmmongkol, “Thai Junta Says Facebook, Google Meetings Called Off,” The Wall 
Street Journal, June 2, 2014, http://on.wsj.com/1ii0rTr. 
70  iLaw, “Before-after coup: self-censorship, online media censorship, community radio shutdowns, and other incidents,” 
January 6, 2015, http://bit.ly/1DYAs95. 
71  “Thai Authorities Reportedly to Conduct Mass Surveillance of Thai Internet Users, Targeting Lèse Majesté,” Prachatai, 
September 10, 2014, http://prachatai.org/english/node/4331. 
72  Thai Netizen Network, “STARTTLS is not presented in SMTP server within Thailand,” Facebook Group, September 8, 2014, 
http://on.fb.me/1KnBcWu; “Google, Yahoo SMTP Email Severs Hit in Thailand,” Telecom Asia, September 12, 2014, http://bit.
ly/1u17zau.  
73  “Cabinet Approves Mandatory SIM Card Registration,” Khaosod English, February 20, 2015, accessed February 28, 2015, 
http://bit.ly/1grHdJM 
74  Ministry of Information and Communication Technology (MICT), “ICT Ministry continues expanding Cyber Scout network 
to help online society,” [in Thai], May 26, 2015, http://bit.ly/1Mczefe; MICT, “ICT Ministry joined forces with 88 schools, 
expanding Cyber Scout network to help take care of clean online society,” [in Thai],  March 6, 2015, http://bit.ly/1iwT0si.
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online conversations would be periodically monitored.75

In some cases, the military asked activists to post a statement on their Facebook account. This dic-
tated statement essentially says that they have been treated with due respect by the military, police, 
and government officers, and that they will cease all forms of political movements to cooperate with 
the government in developing the country and supporting reform efforts.76

Although the junta often claims that the coup was intended to fix deep-rooted problems in society 
and “return happiness” to the people, many new cases of intimidation arose in the social and po-
litical environment they established. Most were based on alleged violations of national security or 
lèse-majesté, which prompted persecution from fellow internet users as well as the state. Royalist 
groups organized online to report their opponents and file criminal charges against them. “Nation-
al Trash Collecting Coalition,” a group of self-proclaimed vigilantes, has sued many internet users 
over lèse-majesté, including Surachai Sae-dan, an activist they accused in January 2015 of hosting 
an online radio show with lèse-majesté content.77 Tanat Tanawatcharanon, a former actor known as 
Tom Dundee, was sued for lèse-majesté  by the “Network of Thai Subjects Who Volunteer to Protect 
the Monarchy in Facebook” over political speech he made on the red-shirt stage in November 2013, 
which someone taped and distributed on YouTube in June 2014. He was arrested in June 2014.78 

Facebook’s “report” feature, which allows users to flag content which violates the site’s terms, was 
used as a tool for harassment and intimidation. After rumors surfaced that Tang Acheewa (pseud-
onym), a red-shirt activist, was granted political asylum in New Zealand, the Facebook page of Unit-
ed Nations High Commissioner for Refugees (UNHCR) was bombarded with condemnation until the 
office temporarily suspended the page.79 

Technical Attacks

There have been sporadic reports of hacking attacks on online news outlets in Thailand in the past. 
None were documented during the coverage period of this report, though hackers did target gov-
ernment sites. 

75  iLaw, “Summary of freedom of speech 2014 part 1/5:  individual summons and retention under martial law,” January 6, 
2015, http://bit.ly/1grFRir. 
76  “Army called 17 activists to report-control Facebook posts for reform,” [in Thai],  Prachatai, November 8, 2014, http://
prachatai.com/node/56405. 
77  iLaw, “Freedom of Expression Bulletin January 2015,” http://freedom.ilaw.or.th/en. 
78  iLaw, “Tom Dundee: Make Lèse majesté Speeches,” Case,  http://freedom.ilaw.or.th/en/case/585. 
79  Prachachai English, “Thai royalists condemn UNHCR as “ungrateful to Thailand” after it grants refugee status to lèse 
majesté suspect,” Prachatai, January 12, 2015, http://prachatai.org/english/node/4673. 
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Key Developments: June 2014 – May 2015

●	 In	September	2014,	Tunisia’s	first	privately	owned	submarine	fiber-optic	cable	was	inau-
gurated,	thus	easing	the	state’s	monopoly	on	the	country’s	connection	to	the	internation-
al	internet	(see	Restrictions on Connectivity).

●	 Tunisia’s	telecoms	regulator,	the	INT,	took	steps	towards	greater	transparency	and	ac-
countability	through	the	introduction	of	new	regulations	surrounding	the	licensing	of	ISPs	
(see	Regulatory Bodies).

●	 A	surge	of	terrorist	attacks	has	led	to	calls	to	block	or	remove	extremist	content	online.	
Authorities	from	the	ICT	ministry	have	maintained	that	the	country	will	not	resort	to	
blocking,	although	the	ministry	has	sought	greater	cooperation	with	social	media	compa-
nies	to	take	down	content	that	incites	violence	or	extremism	(see	Blocking and Filtering 
and	Content Removal).

●	 A	handful	of	Tunisians	were	prosecuted	for	their	online	activities.	Rached	Khiari,	director	
of	the	Al Sada News	website,	received	a	three-month	suspended	sentence	for	defamation	
after	publishing	a	video	in	which	a	third	party	insulted	a	judge	(see	Prosecutions and De-
tentions).

●	 After	being	sentenced	in	absentia	to	three	years	in	prison	by	a	military	court,	blogger	
Yassine	Ayari	was	arrested	upon	returning	to	the	country.	In	a	retrial	and	subsequent	ap-
peal,	Ayari’s	sentence	was	ultimately	reduced	to	six	months	and	he	was	released	in	April	
2015.	Ayari	was	found	guilty	of	defaming	the	military	for	Facebook	posts	in	which	he	criti-
cized	the	minister	of	defense	(see	Prosecutions and Detentions).

●	 Amid	heated	presidential	elections,	the	website	of	the	Independent	Electoral	Commission	
was	attacked,	temporarily	suspending	voter	registration	(see	Technical Attacks).

Tunisia
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles	to	Access	(0-25)	 11 10

Limits	on	Content	(0-35)	 8 8

Violations	of	User	Rights	(0-40)	 20 20

TOTAL* (0-100) 39 38

* 0=most free, 100=least free

Population:  11 million

Internet Penetration 2014:  46 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Partly Free
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Introduction

The	internet	remains	partly	free	in	Tunisia.	Although	the	state-controlled	Tunisie	Télécom	(sometimes	
referred	to	as	TT)	maintains	a	monopoly	over	the	country’s	domestic	internet	backbone,	two	ISPs	
inaugurated	Tunisia’s	first	privately	operated	fiber	optic	submarine	cable.	Tunisia’s	telecoms	regulator,	
the	INT,	introduced	new	licensing	regulations	and	continues	to	make	strides	towards	ensuring	great-
er	transparency	and	accountability.

As	the	government	grapples	with	increased	terrorist	attacks,	authorities	have	resisted	calls	to	rein-
stitute	blocking	and	filtering.	Instead,	officials	have	declared	their	intention	to	work	together	with	
social	media	companies	to	remove	content	that	incites	extremism	or	violence.	Digital	rights	activists	
have	expressed	fears	over	surveillance	now	that	the	Technical	Telecommunications	Agency	(ATT)	is	
up	and	running,	despite	no	clear	mandate	and	oversight	mechanisms.	

Furthermore,	Tunisia’s	fragile	internet	freedom	remains	threatened	by	a	number	of	laws	dating	from	
the	Ben	Ali	era,	including	the	Telecommunications	Decree	and	the	Internet	Regulations.	The	judi-
ciary	continues	to	restrict	free	speech	through	the	prosecution	of	users	over	content	posted	online,	
mainly	regarding	defamation,	religion,	and	insults	to	state	bodies.	Blogger	Yassine	Ayari	was	tried	
by	a	military	court	and	served	prison	time	over	charges	related	to	the	defamation	of	the	military.	
The	editor	of	Al Sada News	received	a	three-month	suspended	sentence	for	defamation	regarding	a	
video	published	to	the	website	in	which	a	third	party	insulted	a	judge.	Several	other	Tunisians	were	
detained	or	suffered	legal	harassment	on	vague	charges.

The	internet	was	first	launched	for	public	use	in	Tunisia	in	1996,	and	the	first	broadband	connections	
were	made	available	by	the	end	of	2003.	The	online	landscape	changed	dramatically	with	the	ouster	
of	autocratic	president	Zine	El	Abidine	Ben	Ali	on	January	14,	2011.	His	repressive	censorship	ap-
paratus	largely	dissipated	and	internet	users	have	started	to	enjoy	an	unprecedented	level	of	open	
access.	After	the	passage	of	a	new	constitution	last	year,	Nidaa	Tounes	emerged	as	the	country’s	
largest	political	party	in	the	October	2014	parliamentary	elections.	The	first	round	of	presidential	
elections	followed	in	November,	with	a	run-off	held	one	month	later.	Béji	Caïd	Essebsi	defeated	
incumbent	Moncef	Marzouki	in	a	tightly	disputed	contest	that	spilled	over	into	the	online	media	
landscape.	

Obstacles to Access

Growth in mobile internet subscriptions has underpinned an increase in internet penetration in Tunisia 
over the past year. Private operators Ooredoo Tunisie and Orange Tunisie inaugurated their own inter-
national submarine cable, boosting bandwidth capacity. However, the telecommunications market re-
mains centralized in the hands of three major players, with state-controlled Tunisie Télécom continuing 
its monopolistic control over the internet backbone. Tunisia’s telecoms regulator has also taken steps 
towards greater transparency and accountability through the introduction of new licensing regulations.

Availability and Ease of Access   

According	to	the	International	Telecommunication	Union	(ITU),	internet	penetration	stood	at	46	
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percent	in	2014,	up	from	34	percent	in	2009.1	The	number	of	fixed	broadband	subscriptions	per	100	
inhabitants	dropped	from	4.86	to	4.44	over	the	past	year,	due	to	a	preference	for	mobile	broadband	
subscriptions.	As	of	March	2015	there	were	more	than	4.5	million	subscriptions	to	3G	mobile	data	
plans	compared	to	some	500,000	fixed	broadband	subscriptions.	Internet	connections	through	3G	
USB	keys	exceeded	1.1	million	subscriptions.2		

The	number	of	computers	per	100	inhabitants	rose	from	approximately	12	in	2009	to	nearly	22	as	
of	March	2015,3	while	the	number	of	internet	subscriptions	(fixed	and	3G	USB	keys)	is	estimated	to	
have	exceeded	1.7	million	as	of	March	2015.4	The	popularity	of	mobile	phones	is	also	on	the	rise,	
with	over	14	million	mobile	phone	subscriptions	and	a	penetration	rate	of	127.6	percent	as	of	April	
2015.5	

Nonetheless,	internet	access	remains	beyond	the	reach	of	a	large	segment	of	the	population.	Ac-
cording	to	a	World	Bank	report	released	in	January	2014,	“the	poorest	40	percent	of	the	population	
would	need	to	spend	over	40	percent	of	their	income	to	afford	high	speed	internet.”6	USB	keys	used	
for	3G	internet	cost	at	least	TND	40	(approximately	US$20.5),	while	the	service	costs	TND	25	(US$13)	
per	month	for	10GB	of	data.

Thus,	many	Tunisians	access	the	internet	at	their	workplace	or	at	privately	owned	cybercafes	known	
as	“publinets,”	where	one	hour	of	connection	costs	at	least	1	TND	(US$	0.51).	Before	2011,	wireless	
access	in	cafes	and	restaurants	was	not	permitted	by	law,	which	allowed	only	licensed	ISPs	to	offer	
access.	Nonetheless,	since	the	revolution	it	has	become	common	for	cafes	and	restaurants	in	major	
cities	to	offer	free	internet	access	without	any	registration	requirements,	attracting	mainly	young	
social	network	users.	The	ICT	ministry	issued	new	regulations	on	the	provision	of	internet	access	by	
cybercafes	on	July	29,	2013.7

Fixed-line	internet	subscribers	must	first	buy	a	landline	package	from	Tunisie	Télécom	(TT),	which	
manages	the	country’s	130	Gbps	bandwidth	capacity,	before	choosing	one	of	11	ISPs.		The	TT	land-
line	package	costs	45	TND	(US$23)	for	per	three-month	subscription	period.	ISP	prices	range	from	
TND	10	(US$5)	a	month	for	a	connection	speed	of	1	Mbps	to	TND	50	(US$25)	for	a	connection	
speed	of	20	Mbps.	Although	there	are	no	legal	limits	on	the	data	capacity	that	ISPs	can	supply,	the	
bandwidth	remains	very	low	and	connectivity	is	highly	dependent	on	physical	proximity	to	the	exist-
ing	infrastructure.

1	 	“Percentage	of	individuals	using	the	Internet,	fixed	(wired)	Internet	subscriptions,	fixed	(wired)-broadband	subscriptions,”	
International	Telecommunication	Union	(ITU),	2009	&	2014,	http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.	
2	 	Instance	National	des	Télécommunications,	“Suivi	des	principaux	indicateurs	du	marché	de	l’Internet	en	Tunisie”	[Monitoring	
of	main	indicators	regarding	the	Internet	market	in	Tunisia],	March	2015,	accessed	June	24,	2015,	http://bit.ly/1VD2Xm5.
3	 		Ministère	des	Technologies	de	la	Communication,”	ةرازو	ايجولونكت	لاصتإلا	و	داصتقإلا	:يمقرلا	تارشؤم	و	تايطعم	ةيئاصحإ	
	and	access	data:	and	indicators	statistical	Economy:	Digital	and	Technologies	Communication	of	Ministry]”,ربمتبس	رهش	تايطعم
infrastructure],	March	2015	,	accessed	on	June	24,	2015:	http://www.mincom.tn/index.php?id=315&L=1	.
4	 	Ministère	des	Technologies	de	la	Communication,”			ةرازو	ايجولونكت	لاصتإلا	و	داصتقإلا	:يمقرلا	تارشؤم	و	تايطعم	ةيئاصحإ	
	March	,[data	and	indicators	statistical	Economy:	Digital	and	Technologies	Communication	of	Ministry]”,ربمتبس	رهش	تايطعم
2015,	accessed	on	June	24,	2015,	http://www.mincom.tn/index.php?id=305&L=1.
5	 	Instance	National	des	Télécommunications	(INT),	“Suivi	des	principaux	indicateurs	du	marché	de	la	téléphonie	mobile	en	
Tunisie”	[Monitoring	of	main	indicators	regarding	the	mobile	phone	market	in	Tunisia],	April	2015,		accessed	June	24,	2015,	
http://www.intt.tn/upload/files/TB2_Mobile%20-%20Avril%202015.pdf	
6	 	Natalija	Gelvanovska,	Michel	Rogy,	and	Carlo	Maria	Rossotto,	“Key	Facts,”	Broadband Networks in the Middle East and North 
Africa: Accelerating High-Speed Internet Access, Washington,	D.C.:	World	Bank,	January,	29,	2014),	http://bit.ly/1UxeQrf.
7	 	Decision	of	July	29,	2013	on	the	conditions	for	the	exploitation	of	public	internet	centers:	http://bit.ly/1PkBfqq.	
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Restrictions on Connectivity  

The	Tunisian	government	does	not	impose	any	restrictions	on	ICT	connectivity.	However,	Tunisie	
Télécom	remains	the	sole	manager	of	the	country’s	10,000KM	fiber-optic	internet	backbone	covering	
the	entire	territory.	Tunisie	Télécom	also	acts	as	a	reseller	to	domestic	ISPs,	granting	it	an	oversized	
role	in	the	country’s	internet	governance.	However,	some	positive	signs	have	emerged	of	late.	In	
September	2014,	private	operators	Ooredoo	Tunisie	and	Orange	Tunisie	inaugurated	their	own	in-
ternational	submarine	cable,	thus	easing	the	monopoly	of	Tunisie	Télécom	on	Tunisia’s	international	
submarine	communications	cables.8	The	175km	long	cable	which	links	Tunisia	to	Italy	is	the	first	pri-
vately	owned	cable	to	enter	into	service	in	Tunisia.	

ICT Market 

The	main	providers	of	internet	service	are	Tunisie	Télécom,	Ooredoo	Tunisie,	and	Orange	Tunisie.	The	
state	controls	a	65	percent	stake	in	Tunisie	Télécom,	while	the	remainder	is	owned	by	Emirates	Inter-
national	Telecommunications	(ETI).	In	June	2013,	ETI	announced	its	plan	to	sell	its	Tunisie	Télécom	
shares,	citing	employees’	strikes	over	higher	salaries	as	a	reason	for	the	move.9	Ooredoo	Tunisie	is	
a	subsidiary	of	the	multinational	company	Ooredoo,	which	is	partially	owned	by	the	state	of	Qatar.	
Finally,	Orange	Tunisie	has	been	controlled	by	the	state	since	2011,	when	a	51	percent	stake	was	
seized	from	Marwan	Ben	Mabrouk,	son-in-law	of	fallen	dictator	Ben	Ali.		The	remaining	49	percent	
stake	is	owned	by	the	multinational	group	Orange.

Regulatory Bodies 

The	Ministry	of	Communication	Technologies	and	Digital	Economy	(ICT	ministry)	is	the	main	govern-
ment	body	responsible	for	the	ICT	sector.	The	National	Instance	of	Telecommunication	(INT)	is	the	
regulator	for	all	telecom	and	internet-related	activities	and	has	the	responsibility	of	resolving	techni-
cal	issues	and	disputes	between	actors.	

The	INT’s	governance	body	is	made	up	of	mainly	government	officials	nominated	by	the	ICT	Minister,	
which	activists	argue	leads	to	a	lack	of	regulatory	independence.	Nevertheless,	the	INT	has	initiated	
some	positive	changes	in	internet	policy,	namely	through	the	introduction	of	a	more	liberal	domain	
name	chart	and	an	invitation	to	independent	arbitrators	from	civil	society	to	help	develop	a	new	Al-
ternative	Domain	Name	Dispute	Resolution	Process.

Internet	policy	is	decided	by	the	INT	and	executed	by	the	Tunisian	Internet	Agency	(ATI),	a	state	
body	governed	by	a	board	of	trustees	comprised	of	representatives	from	the	main	shareholder,	Tu-
nisie	Télécom.	The	company	controls	37	percent	of	ATI	shares	and	the	state	owns	a	further	18	per-
cent,	while	the	remaining	45	percent	is	divided	among	private	banks.	The	head	of	the	ATI	is	appoint-
ed	by	the	ICT	ministry.	The	INT	and	ATI	manage	the	“.tn”	country	domain.	Under	Ben	Ali,	the	ATI	was	
a	government	organ	for	surveillance	and	censorship.	The	ATI	now	manages	the	internet	exchange	
point	(IXP)	between	national	ISPs	that	buy	connectivity	from	Tunisie	Télécom,	as	well	as	the	allo-
cation	of	internet	protocol	(IP)	addresses.	The	agency	also	provides	direct	internet	access	to	public	
institutions.

8	 	“Didon	cable	linking	Italy	and	Tunisia	enters	service”,	Telecom Paper,	September	22,	2014,	http://bit.ly/1L9DFV2.
9	 	Roger	Field,	“Emirates	International	Telecommunications	Sells	Its	35%	Stake	in	Tunisie	Telecom,”	Arabian Industry,	June	23,	
2013,	http://bit.ly/1IOKHgk.
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In	December	2014,	the	government	of	then-prime	minister	Mehdi	Jomaa	passed	decree	n°2014-
4773	which	regulates	the	granting	of	business	licenses	to	ISPs,	replacing	the	Telecommunication	
Decree	of	1997.10	Under	the	new	decree,	ISPs	are	subject	to	prior	authorization	from	the	ICT	min-
istry,	after	consulting	with	the	ministry	of	interior	and	the	INT.	Article	8	established	a	new	advisory	
board	tasked	with	examining	licensing	requests	and	advising	on	matters	related	to	infractions	and	
sanctions.	The	board	is	presided	over	by	the	ICT	minister	or	his	representative	and	is	composed	of	
representatives	from	the	ministries	of	defense,	interior,	ICT,	and	commerce;	the	INT;	and	the	Union	
for	Industry	and	Commerce	(UTICA).	Businesses	wishing	to	apply	for	a	license	need	to	have	a	stand-
ing	capital	of	at	least	TND	1	million	(approximately	US$520,000).	Licensing	applications	must	be	an-
swered	by	the	ministry	within	one	month.	

Limits on Content

As the authorities grapple with mounting terrorist attacks, attention has turned to the fight against 
online extremism. Government agencies have alluded to plans to block or remove extremist content 
online, although little action has been taken for now. Blocking and filtering have ceased since the top-
pling of the Ben Ali regime four years ago. Tunisian users continue to enjoy an open internet in the 
country. However, in the absence of legal reforms, laws regarding censorship and intermediary liability 
from the Ben Ali era continue to pose a threat to users. Many remain hesitant to cross red lines on sen-
sitive topics over fears of arrest and prosecution under harsh defamation laws.

Blocking and Filtering 

Censorship	remains	sparse	in	Tunisia,	with	no	instances	of	politically	motivated	blocking	over	
the	past	year.	Popular	social	media	tools	such	as	Facebook,	YouTube,	Twitter,	and	international	
blog-hosting	services	are	freely	available.	

In	September	2014,	the	country’s	telecommunications	industry	regulator	and	the	ICT	ministry	de-
nied11	media	reports	alleging	that	the	three	operators	would	soon	be	blocking	Voice	over	Internet	
Protocol	(VoIP)	services	like	Skype	and	Viber	for	3G	users	except	under	special	pre-paid	packages.12	
In	a	statement	published	on	September	16,	the	ministry	said	that	such	a	move	would	violate	the	
principle	of	network	neutrality	guaranteed	under	Article	26	of	the	Telecommunications	Law.13

Following	several	attacks	by	Islamist	extremists,	government	officials	have	called	for	the	filtering	of	
web	pages	affiliated	with	terrorism.	Speaking	after	an	attack	that	left	15	soldiers	dead	on	July	16,	
2014,	then-interior	minister	Lotfi	Ben	Jeddou	reiterated	his	calls	for	the	monitoring	and	the	filtering	
of	the	internet,	which	he	says	“remains	outside	the	control	of	the	State.”14	There	were	no	indications	

10	 	Presidency	of	the	Government,	رمأ	ددــع	4773	ةنسل	2014	خرؤم	يف	26	ربمسيد	2014	قلعتي	طبضب	طورش	تاءارجإو	دانسإ	
	allocating	for	procedures	and	conditions	the	fixing	2014	December	26	of	n°4773	Decree]	.تانرتنألا	تامدخ	دوزم	طاشن	صيخرت
authorizations	for	ISP	activities],	December	26,	2014,	http://bit.ly/1UrOYlW.
11	 	National	Instance	of	Telecommunications,“Avis	au	Public”	[Public	Notice],	September	16,	2014,	http://bit.ly/1PQkNxX.
12	 	Al	Walid	Chennoufi,	“Tunisia	Telcos’	plan	to	take	the	internet	hostage,”	Access	(blog),	October	1,	2014,	http://bit.
ly/1VD5Kf5.
13	 	the]	”,ربيافو	بياكس	تامدخ	فاقيإ	تالاصتالل	ةيمومعلا	تاكبشلا	يلغشم	مازتعا	نم	هلوادت	مت	ام	صوصخب	ةرازولا	تاحيضوت“	
ministry’s	clarifications	regarding	alleged	reports	on	plans	by	public	telecommunication	network	operators	to	suspend	Skype	
and	Viber	services]	Babnet Tunisie,	September	16,	2014,	http://www.babnet.net/rttdetail-91636.asp.
14	 	Afef	Abrougui,“Tunisia’s	war	on	terrorism	threatens	the	strive	for	democracy,”	The Dissident Blog,	September	10,	2014,	
http://bit.ly/1Kv4pje.	
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the	authorities	proceeded	with	these	calls,	however.	Telecommunications	Minister	Noomane	Fehri	
has	stated	he	“will	not	adopt	a	policy	of	blocking	websites	whatever	their	danger	to	us	because	we	
believe	this	solution	is	technologically	useless.”15

Content Removal 

While	authorities	admit	filtering	“won’t	solve	the	problem”	of	users	accessing	extremist	content,	the	
telecommunications	ministry	has	revealed	it	is	coordinating	with	social	media	companies	to	suspend	
pages	that	incite	violence	or	extremism.16

According	to	Article	9	of	the	1997	Internet	Regulations,	ISPs	are	required	to	continuously	monitor	
content	to	prevent	the	dissemination	of	information	“contrary	to	public	order	and	good	morals.”	
Laws	such	as	these	that	impose	legal	liability	on	intermediaries	have	been	used	to	take	down	polit-
ical	or	social	content	in	violation	of	free	speech	protections.	For	instance,	in	March	2015,	the	satire	
news	site	tounesnews.com	was	shut	down	for	a	few	days	by	the	web	hosting	service	OVH	following	
a	removal	request	from	the	Tunisian	authorities	for	spreading	false	news.	It	was	reported	that	the	
site	was	targeted	over	a	satirical	article	accusing	Wided	Bouchamaoui,	head	of	the	industry	and	
commerce	union,	of	tax	evasion.17

Media, Diversity, and Content Manipulation  

Tunisia’s	online	media	landscape	is	vibrant	and	open.	Since	the	revolution,	numerous	online	sources	
of	information	have	been	launched	alongside	new	newspapers,	radio	stations,	and	television	chan-
nels,	enriching	the	information	landscape	through	the	addition	of	viewpoints	from	a	diverse	range	
of	social	actors.		In	June	2014,	a	group	of	journalists	and	web	developers	launched	Inkyfada.com,	a	
‘slow	journalism’	web	magazine.	The	publication	makes	use	of	mapping	and	data	visualization	tools	
to	help	readers	understand	complex	stories.18

Nonetheless,	Tunisia’s	post-revolutionary	vibrancy	has	not	eliminated	all	self-censorship.	Some	on-
line	activists	still	avoid	crossing	red	lines	over	fears	of	legal	prosecution.	Still,	users	are	more	open	to	
discussing	religion,	the	army,	and	other	sensitive	issues	on	the	web	compared	to	traditional	media	
platforms.	

The	importance	of	online	news	sources	has	been	recognized	by	politicians.	In	the	country’s	new-
found	democracy,	partisan	groups	have	used	the	internet	to	campaign.	The	information	battle	
was	particularly	fierce	during	the	second	round	of	the	presidential	elections	in	late	2014,19	when	
the	respective	supporters	of	outgoing	president	Moncef	Marzouki	and	current	president	Beji	Caid	
Essebsi	accused	each	other	of	spreading	rumors.20	Nevertheless,	the	unprecedented	openness	of	
the	Tunisian	online	sphere	in	the	post-Ben	Ali	era	has	greatly	diluted	the	influence	of	such	content.	

15	 	“Tunisia	will	not	censor	internet,”	Middle East Monitor,	June	2,	2015,	http://bit.ly/1K7i0jJ.
16	 	“Tunis	24/7	Mokhtar	Khalfaoui/	Noomane	El	Fehri,”	Youtube video,	1:31:35,	published	by	Elhiwar	Ettounsi,	March	26,	2015,	
https://youtu.be/8iVo_m-wULE.
17	 	“Tunisia,”	Digital Citizen,	2,	no.	6,	(2015)	https://www.digcit.org/2015/04/01/volume-2-6-2/#Tunisia.		
18	 	Nejma	Rondeleuz,		“Inkyfada.com,	le	magazine	web	tunisien	qui	prend	le	temps”	[Inkyfada.com,	the	Tunisian	web	
magazine	that	takes	its	time]	Al Huffington Post, July	15,	2014,	http://huff.to/1QeiuFL.
19	 	two	the	of	supporters	the	between	conflict	electronic	an	Tunisia:]	”	نيحشرملا	راصنأ	نيب	ينورتكلإ	عارص	..سنوت“	
candidates]	Sky News Arabia,	December	19,	2014,		http://bit.ly/1hHJMIR.
20	 	,2014	27,	December	al-Araby al-Jadeed,	[too	conflicts	virtual	are	there	Tunisia,	In]	”ةيضارتفا	تاعارص	...ًاضيأ	سنوت	يف,“	
http://bit.ly/1LPubkJ.
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Candidates	also	made	positive	use	of	social	networking	sites	to	reach	out	to	voters	and	answer	their	
questions.21	

Digital Activism 

Tunisian	youth	and	civil	society	organizations	have	continued	to	use	digital	media	for	initiatives	
relating	to	political	and	social	issues.	Over	the	past	year,	a	number	of	organizations	used	new	tech-
nology	to	monitor	the	electoral	process.	The	nongovernmental	organization	(NGO)	Cahiers	de	La	
Liberté	launched	“Birrasmi”	(“Really?”),	a	platform	to	fact-check	the	veracity	of	statements	made	by	
candidates	in	the	country’s	legislative	and	the	presidential	elections.22	The	election	monitoring	group	
Mourakiboun	created	a	quick	vote-counting	platform	to	aid	in	election	observation.23	Relying	on	
data	provided	by	its	observers,	the	group	visualized	figures	related	to	the	elections	such	as	turnout	
rates	and	results.24

In	July	2014,	the	transparency	NGO	al-Bawsala	launched	“Marsad	Baladia,”25	a	project	that	collects	
and	publishes	data	related	to	local	municipalities.26	Published	data	includes	the	budget	and	resourc-
es	allocated	to	each	municipality,	as	well	as	information	on	the	progress	of	various	municipal	proj-
ects.	The	data	allows	the	NGO	to	rank	municipalities	according	to	their	commitment	to	transparency.	

Violations of User Rights

While Tunisia has taken significant steps to promote internet access and reverse online censorship, the 
country’s legal framework remains a significant threat to internet freedom. Despite the adoption of a 
new constitution hailed as “democratic,”27 the absence of legal reforms continues to hold Tunisia back. 
Most problematically, the judiciary continues to employ laws from the Ben Ali-era to prosecute users 
over online expression. Criminal defamation remains one of the biggest obstacles to independent re-
porting, while several users have been charged with insulting state bodies or religious values. At the 
same time, the creation of a new cybercrime investigative agency has led to fears that technology 
could once again be misused to perform unchecked government surveillance on Tunisian citizens in a 
return to Ben Ali-era practices.

Legal Environment 

The	2014	constitution,	the	first	to	be	passed	since	the	2011	revolution,	enshrines	the	right	to	free	
expression	and	freedom	of	the	press,	and	bans	“prior	censorship.”	Specific	articles	guarantee	the	
right	to	privacy	and	personal	data	protection,	as	well	as	the	right	to	access	information	and	commu-

21	 	Aymen	Gharbi,	“Tunisie:	Des	candidats	à	la	présidentielle	qui	misent	aussi	sur	les	réseaux	sociaux,”	[Tunisia:	Presidential	
candidates	also	bet	on	social	networks]	Al Huffington Post,	December	19,	2014,	http://huff.to/1JESmzk.
22	 	Abubakr	al-Shamahi,	“Fact-checking	the	Tunisian	elections,”	al-Araby al-Jadeed,	December	21,	2014,	http://bit.ly/1LPuex5.
23	 	Ikhlas	Latif,	“Tunisia’s	elections	under	scrutiny,”	trans.	Pascale	el-Khoury,	Al Monitor,	October	22,	2014,	http://bit.ly/1tiUQ2T.
24	 	Mourakiboun,	Facebook	post,	December	22,	2014,	http://on.fb.me/1Nfz4qB.
25	 	Al-Bawsala,	“Marsad	Baladia,”	July	2014,	http://baladia.marsad.tn/fr/.
26	 	Monia	Ben	Hamadi,,	“Tunisie:	Après	l’Assemblée,	Al	Bawsala	s’attaque	aux	municipalités	avec	“Marsad	Baladia,”	[Tunisia:	
After	the	assesmbly,	Al	Bawsala	tackles	municipalities	with	“Marsad	Baladia”]	Al Huffington Post, July	22,	2014,	http://huff.
to/1EFjm4N.
27	 	National	Democratic	Institute,	“Tunisia	finally	passes	democratic	constitution,”	news	release,	January	27,	2014,	http://bit.
ly/1ilUSnj.		
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nication	networks.28	However,	the	text	contains	vague	language	tasking	the	state	with	“protecting	
sanctities”	and	banning	“takfir”	(apostasy	accusations).	Such	language	could	act	as	a	constitutional	
restriction	on	internet	freedom,	where	religious	issues	are	currently	debated	more	openly	than	in	the	
mainstream	media	or	on	the	streets.

Despite	improvements	to	the	constitution,	the	repressive	laws	of	the	Ben	Ali	regime	remain	the	
greatest	threat	to	internet	freedom.	Article	86	of	the	Telecommunications	Code	states	that	anyone	
found	guilty	of	“using	public	communication	networks	to	insult	or	disturb	others”	could	spend	up	
to	two	years	in	prison	and	may	be	liable	to	pay	a	fine.	Articles	128	and	245	of	the	penal	code	also	
punish	slander	with	two	to	five	years’	imprisonment.	Article	121	(3)	calls	for	a	maximum	punishment	
of	five	years	in	jail	for	those	convicted	of	publishing	content	“liable	to	cause	harm	to	public	order	or	
public	morals”.	In	addition,	Tunisia’s	code	of	military	justice	criminalizes	any	criticism	of	the	military	
institution	and	its	commanders.29	

Tunisia’s	press	code	does	not	provide	bloggers	and	citizen	journalists	with	the	same	protections	
afforded	traditional	journalists.	Article	7	defines	a	“professional	journalist”	as	a	person	holding	a	BA	
degree	who	“seeks	the	collection	and	dissemination	of	news,	views	and	ideas	and	transmits	them	to	
the	public	on	a	primary	and	regular	basis,”	and	“works	in	an	institution	or	institutions	of	daily	or	pe-
riodical	news	agencies,	or	audiovisual	media	and	electronic	media	under	the	condition	that	it	is	the	
main	source	of	income.”

Prosecutions and Detentions for Online Activities 

Several	users	were	arrested	or	prosecuted	against	international	norms	of	free	speech	over	the	past	
year:	

●	 In	October	2014,	the	primary	court	of	Tunis	sentenced	Rached	Khiari,	the	director	Al Sada 
News	website,	to	a	suspended	jail	term	of	three	months	over	the	publication	of	a	video	
deemed	defamatory.30	The	public	prosecutor	filed	the	court	complaint	in	which	Khiari	was	
accused	of	insulting	others	through	public	communication	networks	under	Article	86	of	
the	Telecommunication	Code.	Although	he	is	the	director	of	a	news	publication,	Khiari	was	
not	prosecuted	under	the	2011	press	code.	In	the	video,	published	in	March	2014,	a	mother	
cursed	the	judge	who	sentenced	her	son,	a	controversial	Islamist	activist,	to	jail.	The	mother	
received	a	three	month	prison	sentence.	

●	 In	December	2014,	Tunisian	authorities	arrested	blogger	Yassine	Ayari	as	he	returned	to	
Tunis	from	a	trip	abroad,	six	weeks	after	he	was	convicted	in	absentia	of	defaming	the	mil-
itary	institution.31	Ayari	was	sentenced	by	a	military	court,	under	article	91	of	the	military	
justice	code,	to	three	years	in	jail.32	He	was	found	guilty	of	“defaming	army	officers	and	se-

28	 	Constitution	of	The	Tunisian	Republic,	trans.	Jasmine	Foundation,	January	26,	2014,	http://bit.ly/LErybu.
29	 	Maher	Chaabane	and	Lilia	Weslaty,	“Tunisie	:	Yassine	Ayari	ne	doit	pas	être	jugé	par	le	tribunal	militaire	selon	Rahmouni,”	
[According	to	Rahmouni,	Yassine	Ayari	should	not	be	prosecuted	by	the	military	court]	Webdo, December	25,	2014,	http://bit.
ly/1JTUtTC.
30	 	Tunis	Center	for	Press	Freedom,	“Jugement	sévère	envers	Rached	Khiari”	[A	severe	sentence	against	Rached	Khiari],	ctlj.org,	
October	11,	2014	http://www.ctlj.org/index.php/fr/communiques/301-11102014.	
31	 	“Tunisia	arrests	blogger	for	defaming	army	officers,”Alakhbar English,	December	26,	2014,	http://bit.ly/1EFMdGs.	.
32	 	Maher	Chaabane	and	Lilia	Weslaty,	“Tunisie	:	Yassine	Ayari	ne	doit	pas	être	jugé	par	le	tribunal	militaire	selon	Rahmouni,”	
[According	to	Rahmouni,	Yassine	Ayari	should	not	be	prosecuted	by	the	military	court]	Webdo, December	25,	2014,	http://bit.
ly/1JTUtTC.
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nior	defense	ministry	officials”	in	a	series	of	Facebook	posts	in	which	he	criticized	Minister	
of	Defense	Ghazi	Jeribi	for	refusing	to	appoint	a	new	head	of	military	intelligence	and	for	
weakening	military	institutions.33	In	a	retrial	held	on	January	20,	Ayari’s	verdict	was	reduced	
to	a	one-year	sentence.34	Ayari	appealed	his	conviction	and	on	March	3	the	military	court	of	
appeals	reduced	his	jail	term	to	six	months.35	Ayari	was	released	on	April	17.36

●	 On	May	7,	2015,	a	primary	court	sentenced	in	absentia	police	union	leader	Walid	Zarrouk	to	
one	year	in	jail	for	“insulting	others	through	public	communication	networks”	over	a	2013	
Facebook	post.37	In	the	post,	Zarrouk	accused	the	then-general	prosecutor	of	the	Tunis	Tri-
bunal,	Tarek	Chkioua,	and	minister	of	justice	Nourredine	Bhiri	of	“politicizing	prosecutions”.38

●	 On	September	21,	2014,	three	members	of	the	collective	blog	Nawaat	were	detained	for	
filming	without	authorization	on	the	premises	of	a	court	in	Bizerte,	in	northern	Tunisia.39	
Sami	Ben	Gharbia,	Henda	Chennaoui,	and	Callum	were	at	the	court	covering	the	trial	of	a	
comedian	and	were	released	the	same	day	without	charges.	

●	 In	early	January	2015,	the	Cassation	Court	acquitted	blogger	Hakim	Ghanmi	of	defamation	
charges	for	criticizing	the	staff	of	a	military	hospital	in	a	blog	post.40	The	case	dates	back	
to	May	2013	when	Ghanmi	stood	trial	before	a	military	court	in	Sfax	on	charges	of	“under-
mining	the	reputation	of	the	army”,	“defamation	of	a	public	official,”	and	“disturbing	others	
through	public	communication	networks.”	Under	the	initial	verdict,	Ghanmi	was	cleared	of	
two	of	the	charges,	but	fined	TND	240	(US$	130)	for	defamation	of	the	army.	

●	 Jabeur	Mejri	continues	to	face	legal	harassment	following	a	March	2014	presidential	par-
don	that	saw	him	avoiding	over	seven	years	of	prison	for	publishing	cartoons	depicting	
the	prophet	Mohammed	on	his	Facebook	page.41	One	month	later,	Mejri	was	sentenced	
to	eight	months	in	prison	for	“insulting	a	public	servant”	during	an	investigation	into	his	
alleged	embezzlement	of	funds.	He	stood	accused	of	stealing	TND	1,600	(US$870)	worth	of	
train	tickets	while	working	for	the	Tunisian	national	railway	company.	He	was	eventually	par-
doned	again	and	released	on	October	15,	2014.42	

33	 	Human	Rights	Watch,	“Tunisia:	Blogger	Convicted	by	Military	Court,”	January	6,	2015,	http://bit.ly/1AquQn9.
34	 	Amnesty	International,	“Tunisia:	Blogger	sentenced	to	one	year	in	jail	for	criticizing	army,”	January	20,	2015,	http://bit.
ly/1NSk8Pd.
35	 	“Military	court	sentences	Tunisian	blogger	to	six	months	in	jail,”	Middle East Eye,	March	3,	2015,	http://bit.ly/1KPNoUL.
36	 	“Tunisia	frees	blogger	jailed	for	defaming	army	in	Facebook	posts,”	Middle East Eye,	April	17,	2015,	http://bit.ly/1L9GAgq.
37	 	“Un	an	de	prison	pour	Walid	Zarrouk	pour	atteinte	à	un	procureur	de	la	république”	[One	year	in	prison	against	Walid	
Zarrouk	for	insulting	state	prosecutor]	Kapitalis ,	May	7,	2015,	http://bit.ly/1LPv7FH.
38	 	Human	Rights	Watch,	“Tunisia:	Spate	of	Prosecutions	for	Free	Speech,”	September	13,	2013,	http://bit.ly/1EFlucV.
39	 	À	propos	de	l’arrestation	de	notre	équipe	à	Bizerte	suite	à	la	couverture	de	l’affaire	Dhafer	Ghrissa,”	[About	the	arrest	of	
our	team	in	Bizerte	following	coverage	of	Dhafer	Ghrissa	case]	Nawaat, September	23,	2014,	http://bit.ly/1fZsaqC.
40	 	Perrine	Massy,	“Le	blogueur	Hakim	Ghanmi	acquitté	après	avoir	été	accusé	d’atteinte	à	la	dignité	de	l’armée,”	[Blogger	
Hakim	Ghanmi	acquitted	after	he	stood	accused	of	undermining	the	dignity	of	the	army]	Webdo,	January	8,	2015,	http://bit.
ly/1NSl9GY.
41	 	In	2012,	Mejri	had	been	convicted	along	with	his	friend	Ghazi	Beji	of	“insulting	others	through	public	communication	
networks”	under	Article	86	of	the	Telecommunications	Code,	and	publishing	content	deemed	offensive	to	Islam	and	“liable	to	
cause	harm	to	public	order	or	public	morals”	under	Article	121	(3)	of	the	Tunisian	Penal	Code.	Beji,	who	fled	the	country	and	
obtained	political	asylum	in	France	in	June	2013,	was	sentenced	in	absentia	to	seven	and	half	years	of	prison	for	publishing	an	
e-book	satirizing	Prophet	Muhammad’s	biography	on	Scribd.
42	 	“Tunisie:	Grâcié	par	la	présidence,	Jabeur	Mejri	a	été	libéré,”	[Tunisia:	Pardoned	by	the	presidency,	Jabeur	Mejri	has	been	
released]	Al Huffington Post,	October	15,	2014,	http://huff.to/1ilWJbS.
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Less	controversially,	authorities	have	also	arrested	several	individuals	for	advocating	extremism	or	
cyberattacks:

●	 On	July	25,	2014	the	Interior	Ministry	announced	the	arrest	of	a	Facebook	page	administra-
tor	who	“adopts	and	spreads	Takfiri-Salafi-jihadist	ideology”	and	confiscated	his	computer.43	
In	August	of	the	same	year,	police	arrested	six	more	individuals	for	“celebrating	the	murder	
of	Tunisian	soldiers”	and	“incitement	to	terror	acts”	on	social	networking	sites.44	Clear	details	
about	the	cases	were	not	available.	

●	 On	February	10,	2015	police	arrested	six	members	of	the	hacker	group	Fallaga	for	hacking	
national	and	foreign	websites.45	As	part	of	the	#JenesuispasCharlie	cyberattack	targeting	
French	websites,	the	group	hacked	the	website	of	the	National	Syndicate	of	Tunisian	Jour-
nalists	for	issuing	a	statement	in	support	of	Charlie	Hebdo.	They	also	hacked	the	website	of	
the	ATI.	The	group	stated	that	hacking	the	ATI	website	was	not	“politically	motivated”	but	
was	rather	aimed	at	highlighting	the	security	vulnerabilities	of	government-run	websites.46	
Though	the	Interior	Ministry	had	described	them	a	takfiri	group,	accusing	other	Muslims	as	
being	apostates,	Fallaga	denied	any	support	for	terrorism.47	Three	of	the	hackers	have	since	
been	released,	while	three	remained	in	detention	as	of	mid-2015.	

Surveillance, Privacy, and Anonymity 

Surveillance	remains	a	strong	concern	in	Tunisia	due	to	the	country’s	history	of	abuse	under	the	Ben	
Ali	regime.	While	there	have	not	been	any	reports	of	extralegal	government	surveillance	in	the	post-
Ben	Ali	period,	the	deep-packet	inspection	(DPI)	technology	once	employed	to	monitor	the	internet	
and	intercept	communications	is	still	in	place,	sparking	worries	that	the	technology	can	be	reactivat-
ed	if	desired.	

The	creation	of	a	new	government	surveillance	agency	in	November	2013	raised	concerns	among	
human	rights	and	privacy	groups,	particularly	given	the	lack	of	transparency	surrounding	its	duties.	
The	Technical	Telecommunications	Agency	(ATT)	was	established	by	decree	n°2013-4506	under	the	
former	administration	of	Ali	Laarayedh.	The	decree	tasks	the	ATT	with	“providing	technical	support	
to	judicial	investigations	into	information	and	communication	crimes,”	but	neither	defines	nor	spec-
ifies	these	crimes.48	Netizens	immediately	criticized	the	decision	for	its	lack	of	parliamentary	scrutiny,	
as	well	as	a	failure	to	provide	the	body	with	a	clear	and	limited	mandate,	with	independence	from	
government	interference,	and	with	mechanisms	to	guarantee	user	rights.49	According	to	Article	5	of	
the	decree,	the	ATT’s	activities	are	not	open	to	public	scrutiny.	

The	ICT	minister	is	charged	with	appointing	the	ATT’s	general	director	and	department	directors.	An	
oversight	committee	was	established	“to	ensure	the	proper	functioning	of	the	national	systems	for	

43	 	Tunisian	Interior	Ministry,	Facebook	post,	July	25,	2014,	http://bit.ly/1i1Uevm.	
44	 	Tunisian	Interior	Ministry,	Facebook	post:	a	statement	on	the	arrest	of	6	“takfiris”	over	incitement	to	terror	acts	on	social	
networking,	August	12,	2014,	http://on.fb.me/1XqSv2W.
45	 	Tunisian	Interior	Ministry,	Facebook	video	post::	the	arrest	of	Fallaga	hackers,	February	10,	2015,	http://on.fb.me/1EFNai7.
46	 	Bilel	Sfaxi,		“Fallagas,	an	Interview	with	Tunisia’s	Islamist	Hackers,”	Nawaat,	January	10,	2015,	http://bit.ly/1CbYKgF.
47	 	Safa	Ben	Said,		“Exclusive	Interview	with	Fallaga	Hacker	Before	Arrest,”	Tunisialive, February	11,	2015,	http://bit.ly/1JTVs1J.	
48	 	Reporters	Without	Borders,	“Authorities	urged	to	rescind	decree	creating	communications	surveillance	agency,”	December	
3,	2013,	http://en.rsf.org/tunisia-authorities-urged-to-rescind-02-12-2013,45531.html.
49	 	Afef	Abrougui,	“Will	Tunisia’s	ATT	Ring	in	a	New	Era	of	Mass	Surveillance,”	Global Voices Advocacy,	November	26,	2013,	
http://bit.ly/1JTXPpw.
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controlling	telecommunications	traffic	in	the	framework	of	the	protection	of	personal	data	and	civil	
liberties.”	The	committee	mainly	consists	of	government	representatives	appointed	from	the	minis-
tries	of	ICT,	human	rights	and	transitional	justice,	interior,	national	defense,	and	justice.

Despite	fierce	criticism,	the	ATT	started	operating	in	“full	capacity”	in	the	summer	of	201450	after	the	
appointment	of	Jamel	Zenkri,	who	previously	served	at	the	ATI	and	the	INT,	as	general-director.51	
Responsibilities	for	conducting	internet	surveillance	for	the	purposes	of	law	enforcement	have	thus	
been	transferred	to	the	ATT	from	the	ATI,	which	often	assisted	the	judiciary	in	investigating	cyber-
crime	cases	despite	the	absence	of	a	law	requiring	it	to	do	so.

Fears	over	the	ATT	have	been	boosted	by	the	fact	that	Tunisia’s	transitional	authorities	have	been	
slow	to	initiate	any	legal	reforms	that	would	protect	citizens	from	mass	surveillance.52	Draft	amend-
ments	by	Tunisia’s	Data	Protection	Authority	(INPDP)	to	amend	the	country’s	2004	privacy	law	have	
not	been	discussed	by	the	constituent	assembly	or	by	the	new	parliament	elected	in	October	2014.	

Laws	that	limit	online	anonymity	also	remain	a	concern	in	the	post-Ben	Ali	era.	In	particular,	Articles	
9	and	87	of	the	2001	Telecommunication	Code	ban	the	use	of	encryption	and	provide	a	sanction	of	
up	to	five	years	in	prison	for	the	unauthorized	use	of	such	techniques.	While	there	have	been	no	re-
ports	of	these	laws	being	enforced,	their	continuing	existence	underscores	the	precarious	nature	of	
Tunisia’s	newfound	and	relatively	open	internet	environment.

Intimidation and Violence 

In	addition	to	legalprosecution,	users	must	also	be	wary	of	extralegal	attempts	to	silence	online	
activists.	While	in	prison,	Jabeur	Mejri	had	reportedly	received	death	threats.53	In	a	statement	pub-
lished	on	September	23,	2014,	Mejri’s	support	committee	reported	that	one	prisoner	shouted:	“He	is	
an	atheist	[referring	to	Mejri],	and	I	will	kill	him	just	like	we	murdered	Chokri	Belaid,”	a	secular	politi-
cian	assassinated	in	2013.54	In	response	to	these	threats,	the	prison’s	administration	transferred	Mejri	
to	another	cell	to	ensure	his	safety.	

Online	threats	are	also	present	in	the	country.	On	January	5,	2015,	liberal	blogger	Lina	Ben	Mhenni	
received	death	threats	from	a	Twitter	user	under	the	handle	“@ISIStunisie.”55	The	account	has	since	
been	suspended.	This	was	not	the	first	time	she	has	been	harassed;	threats	led	to	Ben	Mhenni	being	
placed	under	police	protection	in	August	2013.56

50	 	Khalil	Abdelmoumen,”	Jamel	Zenkri,	DG	de	l’AT	des	Télécommunications	:	«Nos	agents	sont,	dès	le	départ,	soupçonnés	
d’être	malhonnêtes»,”	[Jamel	Zenkri	director	general	of	ATT:	“Our	agents	are	from	the	start	suspected	of	dishonesty”]	Webdo,	
June	4,	2014,	http://bit.ly/1PkCENF.
51	 	Al	Sarah	Ben	Hamadi,	“Tunisie:	Jamel	Zenkri	à	la	tete	de	l’Agence	Technique	des	Télécommunications,”	[Tunisia:	Jamel	
Zenkri	to	head	the	Technical	Agency	of	Telecommunications]	Al Huffington Post,	March	3,	2014,	http://huff.to/1EFND3Y.
52	 	Afef	Abrougui,	“Tunisia:	New	Big	Brother,	non-existent	reforms,”	Global Information Society Watch 2014: Communications 
surveillance in the digital age,	248,	http://bit.ly/1fZu4rn.
53	 	Maher	Chaabane,	“Jabeur	Mejri,	menacé	de	mort	en	prison,	alerte	son	comité	de	soutien,”	[Jabeur	Mejri	threatened	with	
death,	his	support	committee	warns]	Webdo,	September	23,	2014,	http://bit.ly/1IORXc5.
54	 	“Appel	Urgent	du	comité	de	soutien,”	[an	urgent	appeal	from	the	support	committee]	Jabeur	Mejri	and	Ghazi	Beji	Support	
Committee,	September	23,	2014	http://jabeurghazifree.blogspot.fr/2014/09/appel-urgent-du-comite-de-soutien.html.
55	 	Lina	Ben	Mhenni	Facebook	page,	Facebook	post,	January	5,	2015,	http://on.fb.me/1fZubTE.
56	 	“Lina	Ben	Mhenni	craint	por	sa	sécurité,”	Business News, September	18,	2013,	http://bit.ly/1XqXGzV.	
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Technical Attacks

Since	Ben	Ali’s	fall,	there	have	been	no	reported	incidents	of	cyberattacks	perpetrated	by	the	gov-
ernment	to	silence	ICT	users.	However,	other	groups	have	employed	these	methods	to	intimidate	
activists	and	organizations	with	whom	they	disagree.	

•	 On	July	10,	2014,	a	cyberattack	targeting	the	website	of	the	independent	electoral	commis-
sion	temporarily	suspended	voter	registration	via	SMS	and	the	online	registration	platform.57

•	 On	November	17,	2014,	the	video	page	of	Radio	Mosaique	FM	was	targeted	by	a	cyberat-
tack	aiming	to	remove	its	videos.	The	attack	was	reportedly	led	by	group	of	“revolutionary”	
hackers	targeting	sites	linked	to	the	Democratic	Constitutional	Rally	(RCD),	the	former	rul-
ing	party	of	Ben	Ali.58	

•	 On	December	31,	2014,	the	group	Fallaga	launched	cyberattacks	targeting	government	
websites	such	as	those	of	the	ministries	of	culture,	transportation,	and	women	to	call	for	
the	release	of	blogger	Yassine	Ayari.59	One	week	earlier,	the	group	also	targeted	the	website	
of	the	election	observer	NGO	Mourakiboun,	accusing	the	group	of	turning	a	blind	eye	to	
“gross	violations”	during	the	elections.60

57	 	“Tunisia’s	voter	registration	disrupted	by	hackers”,	BBC News,	July	10,	2014,	http://bbc.in/1ztJDxp.
58	 	“	Mosaique	FM	site,	victim	of	a	big	hack	attack”,	[in	French]	Tunisie Haut Debit, 		November	18,	2014,	http://bit.ly/1EFpJoX.		
59	 	Lilia	Weslaty,	“Les	pirates	Fallaga	attaquent	les	sites	gouvernementaux	pour	libérer	Yassine	Ayari”	[Fallaga	hackers	attack	
government	websites	to	call	for	the	release	of	Yassine	Ayari]	Webdo,	January	1,	2015,	http://bit.ly/1VDhRc1.
60	 	Mourakiboun,	Facebook	post,,	http://bit.ly/1OhZxkd.
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Key Developments: June 2014 – May 2015

•	 Law No. 5651 on Regulating the Internet was amended in September 2014, broadening 
the scope of administrative blocking and allowing the authorities to access user data with-
out a warrant. While the Constitutional Court overturned these provisions a month later, 
they were once again passed in March 2015 following the retirement of the court’s chief 
judge. As a result, Turkey’s regulator may ban content to secure the protection of life and 
private property, protection of national security and public order, prevention of crimes, and 
protection of public health without a prior court order (see Blocking and Filtering).

•	 Twitter, Facebook, and YouTube were temporarily banned in April 2015 until they complied 
with requests to restrict access to sensitive content, including material related to the ab-
duction and killing of a public prosecutor. In the first half of 2015, 92 percent of all court 
orders to remove content received by Twitter worldwide originated in Turkey (see Blocking 
and Filtering and Content Removal). 

•	 Dozens of Turkish users faced charges for criticizing the government or public officials, 
particularly on Twitter. Recep Tayyip Erdoğan has filed criminal complaints against more 
than 67 people for allegedly insulting him online since he moved from the premiership to 
the presidency in August 2014 (see Prosecutions and Detentions).

•	 Following corruption scandals and leaks of the telephone conversations of top govern-
ment officials, senior staff at Turkey’s telecommunications regulator were arrested for con-
ducting illegal wiretaps. In a separate incident, leaked emails revealed that Turkey’s civilian 
police force had contracted with the Italian company Hacking Team to spy on Turkish 
citizens from 2011 to 2014. Meanwhile, the Homeland Security Act, passed in March 2015, 
increased the amount of time for which investigators may conduct wiretaps and other sig-
nals intelligence operations without a court order from 24 to 48 hours (see Surveillance, 
Privacy, and Anonymity). 

Turkey
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 14 13

Limits on Content (0-35) 18 20

Violations of User Rights (0-40) 23 25

TOTAL* (0-100) 55 58

* 0=most free, 100=least free

Population:  77.2 million

Internet Penetration 2014:  51 percent

Social Media/ICT Apps Blocked:  Yes

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Elections, protests, and scandals marked the online sphere in Turkey over the past year. As the polit-
ical and social significance of social media has grown, so have legal restrictions on their use. Social 
media were reportedly listed as one of the main threats to national security in the National Security 
Council’s National Security Policy Document,1 and President Recep Tayyip Erdoğan was quoted as 
saying “I am increasingly against the internet every day” during a meeting with a press freedom del-
egation.2 Erdoğan won Turkey’s first direct presidential election in August 2014.3 That same month, 
former foreign minister Ahmet Davutoğlu replaced Erdoğan as prime minister and chairman of the 
ruling Justice and Development Party (AKP). 

During the highly publicized “Occupy Gezi” protests in May and June 2013, the number of Turkish 
Twitter users rose from 2 to 8 million.4 The role of social media in weakening the ruling party’s con-
trol over the flow of information has led to new laws to censor content. Amendments to Law No. 
5651 on Regulating the Internet were passed in February 2014, September 2014, and March 2015, 
broadening the scope of regulators’ powers to block content without a court order, increasing bur-
dens on intermediaries, and eroding the privacy of users’ personal data. In total, some 80,000 web-
sites were reportedly blocked in the country as of May 2015.5 

The Constitutional Court has served as a crucial check on executive authorities in the fight for inter-
net freedom, ruling in early 2014 that the wholesale blocking of Twitter and YouTube was unconsti-
tutional. Access to the platforms was eventually restored, but they were temporarily blocked again in 
April in order to force the companies to restrict access to certain content for Turkish users. Blocking 
orders tend to coincide with important political events, such as an election, intelligence leak, hos-
tage crisis, or corruption scandal. The Constitutional Court also overturned some of the most prob-
lematic aspects of the amendments to Law No. 5651 that were passed in September 2014.6 However, 
the AKP reintroduced the provisions as part of an omnibus bill in January, and they were passed in 
March 2015, thereby expanding Law No. 5651 to allow for the blocking of content on matters con-
cerning the protection of life and private property, protection of national security and public order, 
prevention of crimes, and protection of public health.7

Dozens of Turkish users were detained and prosecuted for their online activities over the past year, 
often arbitrarily singled out for content that was satirical in nature. The most common charge was 

“insulting” public officials, namely President Erdoğan, who has filed criminal complaints against more 

1  The National Security Council allegedly listed social media as one of the main threats to Turkey’s national security along 
with protests and civil disobedience; parallel state structures; communication security; cyber security; organizations exploiting 
religion, such as the Islamic State militant group; and ethnic-based terrorist groups, such as the Kurdistan Workers’ Party (PKK). 

“National Security Council under Erdogan updates top secret national security ‘book,’” Hurriyet Daily News, April 30, 2015, 
http://bit.ly/1UVBcCM. 
2  Commitee to Protect Journalists, “Turkey’s leaders defend press freedom record but agree to address delegation’s concerns,“ 
press release, October 3, 2014, http://bit.ly/1sR1wFP; and “Turkish President Erdoğan increasingly against Internet every day: CPJ,“ 
Hurriyet Daily News, October 3, 2014, http://bit.ly/1pNamfZ.
3  Umut Uras, “Erdogan wins Turkey’s presidential election,” Al-Jazeera, August 11, 2014, http://bit.ly/1rh70Eg. 
4  Mustafa Akgul, Ihsan Dogramaci, and Melih Kirlidog, “Internet Censorship in Turkey,” Internet Policy Review 4, no. 2 (June 3, 
2015) http://bit.ly/1QNZ3Cl.
5  Engelli Web is a website that documents information about blocked websites from Turkey. Engelli Web, “Kurum Bazinda 
Istatistikler,” accessed June 21, 2015, http://bit.ly/1g87pGE. 
6  Heini Jarvinen, “Turkey: Constitutional Court overturns Internet law amendment,“ European Digital Rights, October 8, 2014, 
http://bit.ly/ZRTGiM. 
7  “Turkish Constitutional Court strips Internet authority of right to close websites,” Hurriyet Daily News, October 2, 2014, 
http://bit.ly/1NHl6hz. 
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than 67 people for their online activities since he was elected in August 2014.8 While most receive 
suspended sentences that will not place them in jail unless they reoffend, the aggressive prosecu-
tions have had a significant chilling effect on ordinary social media users and well-known activists 
alike. The abuse of government surveillance, the bulk retention of user data, and measures to under-
mine encryption and anonymity also remain serious concerns, particularly after the passage of the 
Homeland Security Act in March 2015 and the leak of documents showing the use of malware tools 
by a Turkish civilian police force. Overall, internet freedom is highly imperiled in Turkey.

Obstacles to Access

Penetration rates have continued to increase over the last few years, but obstacles to internet access in 
Turkey remain. Investment is still needed to improve the infrastructure. The regulatory agency responsi-
ble for information and communication technologies (ICTs) is well staffed and has a dedicated budget. 
However, the fact that its board members are government appointees is a potential threat to its inde-
pendence, and its decision-making process is not transparent.

Availability and Ease of Access   

Penetration rates have continued to increase over the last few years, but obstacles to internet access 
in Turkey remain. According to the International Telecommunication Union, internet penetration 
stood at 51 percent at the end of 2014, up from 36 percent in 2009.9 The number of internet sub-
scribers in Turkey increased by 7.6 percent in the third quarter of 2014 as compared with the second 
quarter, according to Turkey’s Information and Communications Authority (BTK), the regulator re-
sponsible for ICTs. Turkey ranked 68th on the global ICT Development Index (IDI) for 2014, and 38th 
out of 40 European countries.10

Poor infrastructure and a lack of electricity in certain areas, especially in the eastern and southeast-
ern regions, have had a detrimental effect on citizens’ ability to connect to the internet, particularly 
from home. 

According to the results of the Turkish Statistical Institute’s Household Usage of Information Tech-
nologies Survey, the number of households with internet access has risen to 69.5 percent.11 For in-
dividuals aged 16–74, the primary location of access is home (87.1 percent), followed by work (42.5 
percent), and the homes of friends and relatives (37.7 percent). Wireless internet access in public 
places like shopping malls and airports was less frequently used (29.2 percent), followed by internet 
cafes (10.6 percent).

Mobile phone penetration in Turkey reached 95 percent in 2014, and all operators offer third-gener-
ation (3G) data connections.12 The mobile penetration rate exceeds 100 percent when the youngest 

8  Deniz Ayhan, “One person per day was sued on average for offending Erdogan,” [in Turkish], Sözcü, March 26, 2015, http://
bit.ly/1graKTX; Isobel Finkel, “Miss Turkey on Trial for Allegedly Insulting President Erdogan,“ Bloomberg Business, February 24, 
2015, http://bloom.bg/1vCv240. 
9  International Telecommunication Union, ”Statistics,” 2015, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx. 
10  International Telecommunication Union, Measuring the Information Society Report, 2014, http://bit.ly/1UWBjU5. 
11  Turkiye Istatistik Kurumu, “Household Usage of Information Technologies Survey of Turkish Statistical Institute, 2015,” [in 
Turkish] August 18, 2015, accessed October 13, 2015, http://bit.ly/1J2NwOq. 
12  International Telecommunication Union, “Mobile-cellular telephone subscriptions,” 2013, accessed July 12, 2014, http://bit.
ly/1eKDWOQ. 
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age group (0–9 years) is excluded. In the first three months of 2014, 58 percent of users accessed the 
internet via their phones. Computer and internet access rates for individuals aged 16–74 were re-
corded at 53.5 percent for computers and 53.8 percent for internet access in 2014. The rates among 
male participants were higher, at 62.7 percent and 63.5 percent, than among females, at 44.3 percent 
and 44.1 percent, respectively. Male users make up 56 percent of internet users in general. The an-
nual growth rate in the total number of internet subscribers reached 22.6 percent in the first quarter 
of 2015.13 Total mobile internet usage increased 16 percent, and the number of internet subscribers 
increased by 3.4 percent, in the second quarter of 2015.14

While prices have decreased, they do remain high in comparison with the minimum wage. Turkey 
does not report or share statistics on technical literacy, but data from the Turkish Statistical Institute 
(TUIK) hint at a lack of familiarity with ICTs, particularly among older citizens.

Restrictions on Connectivity  

Turkey’s internet backbone is run by TTNET, a subsidiary of Türk Telekom that is also the largest inter-
net service provider (ISP) in the country. Türk Telekom, which is partly state owned, has 202,098,723 
km of fiber-optic infrastructure, while other operators having a combined total of just 54,730 km. 
Nearly 124,186 km of this infrastructure is used as backbone, with the remainder dedicated to access 
distribution.15

Turkey does not have Internet Exchange Points (IXPs) that comply with international standards. How-
ever, there are two IXP models owned by private companies, both of which are in Istanbul: IST-IX, 
established by Terramark in 2009, and TNAP, established by seven leading ISPs in 2013. DEC-IX, a 
German internet exchange company, has announced that it will “open an internet exchange in Istan-
bul, to provide a neutral interconnection and peering point for internet service providers from Turkey, 
Iran, the Caucasus region and the Middle East.“16 According to the announcement, DEC-IX Istanbul 
will become operational within the third quarter of 2015.

On March 31, 2015, Turkey suffered a 10-hour power cut in almost all areas of the country. Authori-
ties, including the prime minister and the energy minister, stated that they were investigating wheth-
er the power outage was due to a technical failure or a cyberattack, but a thorough explanation was 
never provided.17

ICT Market 

There are 672 operators providing ICT services in the Turkish market, and a total of 1,105 were au-
thorized as of August 2015, according to the BTK.18 There are around 411 ISPs, though the majority 

13  Information and Communication Technologies Authority, “Electronic Communications Market in Turkey – Market Data 
(2015 Q1),” accessed October 13, 2015, slide 7,http://bit.ly/1hEr6cr.
14  Information and Communication Technologies Authority, “Electronic Communications Market in Turkey – Market Data 
(2015 Q2),” accessed October 13, 2015, slides 3 and 8, http://bit.ly/1PgAilS. 
15  “Electronic Communications Market in Turkey – Market Data (2015 Q2),” slides 13 and 34.
16  “DEC-IX Istanbul,” accessed June 21, 2015, https://www.de-cix.net/products-services/de-cix-istanbul/.
17  “Major power outage plunges Turkey into chaos for hours,“ Today’s Zaman, March 31, 2015, http://bit.ly/1iwnCKF.
18  “Electronic Communications Market in Turkey – Market Data (2015 Q2),” slide 4.
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act as resellers for Türk Telekom. TTNET, founded in 2006 by Türk Telekom, dominates the ISP market 
with 74.3 percent of subscribers.19

Turkcell is the leading mobile phone provider, with 47.1 percent of subscribers, followed by Vodafone 
and Avea.20 Although the BTK originally set a May 26 deadline for the auction of 4G spectrum, in 
April 2015 it was announced that the tender could be canceled due to President Erdoğan’s insistence 
that Turkey jump directly from 3G to 5G.21 An auction of 4G frequency bands was later held in Au-
gust, but the BTK dubbed it “4.5G” in what some said was an effort to placate President Erdoğan.22 

Though all legal entities are allowed to operate an ISP, there are some requirements to apply for 
authorization, pertaining to issues like the company’s legal status, its scope of activity, and its share-
holders’ qualifications. Furthermore, implicit obstacles may prevent newly founded companies with-
out political ties or economic clout from entering the market. ISPs are required by law to submit an 
application for an “activity certificate” to the BTK before they can offer services. Internet cafes are 
also subject to regulation. Those operating without an activity certificate from a local municipality 
may face fines of TRY 3,000 to 15,000 (US$1,335 to US$6,680). Mobile phone service providers are 
subject to licensing through the BTK. 

Regulatory Bodies 

Policymaking, regulation, and operation functions are separated by the basic laws of the telecommu-
nications sector. The Ministry of Transportation, Maritime Affairs, and Communications is responsible 
for policymaking, while the BTK is in charge of regulation.23

The BTK and the Telecommunication and Communication Presidency (TİB), which it oversees, are 
well staffed and have a dedicated budget. However, the fact that board members are government 
appointees is a potential threat to the BTK’s independence, and its decision-making process is not 
transparent. Nonetheless, there have been no reported instances of certificates or licenses being 
denied. The TİB also oversees the application of the country’s website blocking law and is often criti-
cized by advocacy groups for a lack of transparency and its apparent lack of independence from the 
executive.

The Computer Center of Middle East Technical University has been responsible for managing domain 
names since 1991. The BTK oversees and establishes the domain-name operation policy and its 
bylaws. Unlike in many other countries, individuals in Turkey are not permitted to register and own 
domain names ending with the country extension .tr, such as .com.tr and .org.tr, unless they own a 
trademark, company, or civil society organization with the same name as the requested domain.

Terms for providing landline service were hardened with some procedural changes published in the 

19  “Electronic Communications Market in Turkey – Market Data (2015 Q2),” slide 15.
20  “Electronic Communications Market in Turkey – Market Data (2015 Q2),” slide 10.
21  Ece Toksabay, “Turkey minister says might cancel 4G tender, switch to 5G: newspaper,“ Reuters, April 28, 2015, http://reut.
rs/1GBtvwO. 
22  Tulay Karadeniz, “Turkey’s 4G tender outstrips predictions with bids for 4.5 billion,” Reuters, August 26, 2015, http://www.
reuters.com/article/2015/08/26/us-turkey-telecoms-idUSKCN0QV1XI20150826. 
23  Information and Communication Technologies Authority, “Establishment,” accessed October 11, 2015, http://bit.
ly/1QsTRoE. 
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Turkish government gazette on December 30, 2014. Also included in the announcement was the fact 
that licenses would be invalidated for service providers that failed to integrate the new procedures.24

Limits on Content

Limits on content continued to increase in Turkey over the past year, with new amendments to the 
problematic Law No. 5651. Entire web platforms, including Facebook, Twitter, YouTube, and WordPress, 
were temporarily blocked and remain under intense pressure to promptly remove content when asked 
by Turkish authorities. Journalists, scholars, and public figures who are critical of the government faced 
coordinated harassment on Twitter. Despite these negative trends, users increasingly rely on online 
publications as a primary source of news, and a number of tools for citizen journalism and government 
accountability are gaining prominence. 

Blocking and Filtering 

Blocking continues to increase steadily in Turkey. According to the reports of the independent orga-
nization Engelli Web, as of May 2015 over 80,000 websites were banned based on civil code–related 
complaints and intellectual-property rights violations. The number of blocked websites has risen 
from 43,785 to 81,525 in two years.25 This figure includes numerous sites that were blocked for polit-
ical or social reasons, such as news outlets or online communities that report on LGBTI (lesbian, gay, 
bisexual, transgender, and intersex) issues, ethnic minorities, anti-Muslim content, or social unrest. 

A number of platforms were blocked during the coverage period, frequently for refusing to restrict 
Turkish users’ access to specific pages or posts. In some cases, companies were not informed of the 
order or were not given sufficient time to comply. For example, on March 19, 2015, a Turkish court 
banned access to a single post on the blog-hosting service WordPress. As the site employs HTTPS, 
a connection method that makes blocking a single page technically very difficult, a second order 
called for the blocking of the entire WordPress.com domain.26 Access was later reinstated, but a simi-
lar incident occurred in July 2015 over five WordPress-hosted sites on Kurdish politics. In a blog post 
on its transparency page, WordPress’s parent company, Automattic, explained that one of the sites 
targeted by the TIB for allegedly supporting terrorism actually featured content that was critical of 
the Kurdistan Workers’ Party (PKK), a Kurdish militant group that is classified as a terrorist organiza-
tion by Turkey, the United States, and a number of other governments.27

Facebook, Twitter, and YouTube were briefly blocked in April 2015 after two members of the left-
wing terrorist organization Revolutionary People’s Liberation Party–Front (DHKP/C) took a public 
prosecutor hostage in his office in Istanbul on March 31. Prosecutor Mehmet Selim Kiraz was held 
for several hours before a failed rescue effort by Turkish security forces ended in the death of both 
the hostage and the perpetrators. After a photo showing one of the terrorists pressing his gun 
against Kiraz’s head went viral, the government issued an immediate gag order on all news of the in-
cident. The Istanbul 1st Criminal Court of Peace banned access to 166 URLs that published the photo, 

24  The amendment was published in the Official Gazette on December 30, 2014. A copy of the amendment can be found at: 
Elektronik Haberlesme “Sektorune Ilishkin Yetekilendirme,”[Authorization for Electronic Communications Sector] Amendment 
No. 27 241, Official Gazette, December 30, 2014, No. 29221, http://bit.ly/1RbayFj. 
25  Engelli Web, “Kurum Bazinda Istatistikler.” 
26  Efe Kerem Sozeri, ”Ban against a single blog post leads Turkish ISPs to censor all of WordPress,” The Daily Dot, April 1, 
2015, http://bit.ly/1LkEJWM.
27  Kevin Koehler, “Trouble in Turkey,” WordPress Transparency Report, Automattic (blog), July 31, 2015, http://bit.ly/1joCg7a. 
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as well as news and videos on Kiraz. The order included 78 news items, 54 Twitter statuses, 10 Twitter 
accounts, 16 YouTube videos, and 4 Facebook photos.28

Twitter responded to the court order within five hours by sending emails to at least 60 users, stat-
ing that “in order to avoid being completely banned in Turkey, we have withheld your status / your 
account.” Users reported that Facebook and YouTube were also temporarily inaccessible in Turkey. 
However, Facebook and Google, which owns YouTube, complied with the court order quickly enough 
to avoid a significant service outage.29 Similarly, Facebook, YouTube, and Twitter were blocked briefly 
on July 22, 2015, until they complied with court orders to remove images and videos related to the 
deadly bombing of a pro-Kurdish protest in the southeastern city of Suruç.30

The blocking and removal of online content (see “Content Removal” below) is regulated under Law 
No. 5651, whose full name is “Regulation of Publications on the Internet and Suppression of Crimes 
Committed by Means of Such Publication.”31 It was initially established in 2007 to protect children 
and prevent access to illegal and harmful internet content. This includes material related to child 
sexual abuse, drug use, the provision of dangerous substances, prostitution, obscenity, gambling, 
suicide promotion, and crimes against Mustafa Kemal Atatürk, the founding father of modern Tur-
key.32 The responsibilities of content providers, hosting companies, public access providers, and ISPs 
are delineated in Law No. 5651. Domestically hosted websites with proscribed content can be taken 
down, while websites based abroad can be blocked and filtered through ISPs. The law has already 
been found to be in contravention of the European Convention on Human Rights.

One of the main legal developments over the past year in Turkey was the passage of amendments 
to Law No. 5651 that broadened the scope for censorship, increasing rather than addressing the 
law’s problems in the wake of public criticism.33 A set of amendments enacted in March 2015 autho-
rized cabinet ministers to order the TİB to block content when necessary to “defend the right to live, 
secure property, ensure national security and public order, prevent crime, or protect public health.” 
The orders are then taken up within four hours by the TİB, which must also submit the decision to a 
criminal court within 24 hours. If a judge does not validate the decision within 48 hours, the blocking 
order must be rescinded.34 A similar bill passed in September 2014 had been overturned by the Con-
stitutional Court in October of that year. 

Separate amendments to the law had been enacted earlier in 2014. While the original version of 
Law No. 5651 included only notice-based liability and takedown provisions for content that violates 
individual rights, changes passed in February 2014 extended this provision to include URL-based 

28  Efe Kerem Sozeri, ”Turkey censors Facebook, Youtube, Twitter, news sites over terrorist photo,” The Daily Dot, April 6, 2015, 
http://bit.ly/1YcOvn2. 
29  ”Turkey Twitter block lifted after image removed,” BBC, April 6, 2015, http://bbc.in/1aBTf1g; and Pen International,”Turkey: 
Facebook, Twitter and YouTube temporarily blocked as censorship grows,” April 7, 2015, http://bit.ly/1RIaSMB. 
30  Efe Kerem Sozeri, ”Turkey respond to deadly bombing by censoring social media, news sites,” The Daily Dot, July 22, 2015, 
http://bit.ly/1VSm6DS. 
31  Law No. 5651 was published in the Official Gazette on May 23, 2007, in issue No. 26030. A copy of the law can be 
found (in Turkish) at World Intellectual Property Organization, “Law No. 5651 on Regulating Broadcasting in the Internet and 
Fighting Against Crimes Committed through Internet Broadcasting,” http://www.wipo.int/wipolex/en/details.jsp?id=11035; 
Telekomunikasyon Iletisim Baskanligi (TIB), “Information about the regulations of the content of the Internet,” in “Frequently 
Asked Questions,” http://bit.ly/1PtuhBN. 
32  Human Rights Watch, “Turkey: Internet Freedom, Rights in Sharp Decline,” September 2, 2014, http://bit.ly/1r1kJ0F. 
33  World Intellectual Property Organization, “Law No.5651 on Regulating Broadcasting in the Internet and Fighting Against 
Crimes Committed through Internet Broadcasting,” May 4, 2007, http://www.wipo.int/wipolex/en/details.jsp?id=11035. 
34  “Approved article gives Turkish gov’t power to shut down websites in four hours,“ Hurriyet Daily News, March 20, 2015, 
http://bit.ly/1C3iuA8. 
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blocking orders to be issued by a criminal court judge. The February 2014 amendments also entrust-
ed the TİB with broad discretion to block content that an individual or other legal claimant perceives 
as a violation of privacy, while failing to establish strong checks and balances. These changes came 
after leaks of the alleged phone conversations of top government officials on December 17, 2013, 
and they laid the groundwork for the eventual blocking of social media platforms such as Facebook, 
Twitter, and YouTube. Access to Bitly, Imgur, and Tumblr was also temporarily blocked during the 
coverage period. TİB authorities later restored access to Bitly and explained that the site had been 
banned due to a technical error.35

The February 2014 amendments to Law No. 5651 also shield TİB staff if they commit crimes during 
the exercise of their duties. Criminal investigations can only be initiated through an authorization 
from the TİB director for TİB staff, and from the relevant minister for the TİB director. This process 
casts serious doubt on the functioning and accountability of the TİB. ISPs are required to set up a 
new Association for Access Providers, membership in which is compulsory in order to obtain an “ac-
tivity certificate” to legally operate in the country. ISPs must also comply with blocking orders from 
the TİB within four hours or face a penalty of up to TRY 300,000 (US$103,000). Failure to take mea-
sures to block all alternative means of accessing the targeted site, such as proxy sites, may result in a 
fine of up to TRY 50,000 (US$22,000).36

Currently, access to a number of well-known sites and services is blocked, including Metacafe. 
SoundCloud was blocked in January 2014 following the dissemination of audio leaks allegedly im-
plicating Erdoğan and his inner circle in corruption.37 An article by columnist Ezgi Başaran—in which 
she criticized the rector of Istanbul Technical University for ordering the removal of trees that were 
planted in memory of citizens who died during the Gezi Park protests in 2013, increasing the num-
ber of security guards on campus, and failing to open the social sciences faculty—was blocked on 
October 1, 2014, without notice to either Başaran or the article’s publisher, Radikal.com.38

The courts have indefinitely blocked access to the websites of several alternative news sources that 
report news on southeastern Turkey and Kurdish issues, such as Atilim, Özgür Gündem, Azadiya 
Welat, Keditör, Günlük Gazetesi, and Firat News Agency. Within the list of hundreds of blocked do-
mains and internet protocol (IP) addresses, there are also examples of websites that were targeted 
for unclear reasons, such as todocolleccion.net, a Spanish auction website; various foreign e-com-
merce websites featuring lingerie and bikinis; and roncalli.org, the website of a Catholic high school.39 
The minister of family and social policy has also stated that the highly popular game Minecraft 
should be investigated and banned for encouraging children to commit violence.40

Despite the fact that it is not illegal, sexually explicit content is often blocked by the authorities 
under the pretext of protecting minors, including 5Posta, a Turkish-language website that features 
writings of a sexual nature, and the Playboy website. 5Posta is blocked under two different decisions, 
and an appeal is ongoing.41 An individual petition was separately lodged with the Constitutional 

35  “Turkey Bans Bitly, Turns Out to be By Accident,“ BIAnet, April 19, 2015, http://bit.ly/1Mcikxb. 
36  For further information on this section, see Representative on Freedom of the Media, “Briefing on Proposed Amendments 
to Law No. 5651,” Organization for Security and Co-operation in Europe, January 2014, http://bit.ly/1X3Z4az; Center for Internet 
and Society, Stanford Law School, “WILMAP: Turkey,” accessed November 6, 2014, http://stanford.io/1YcN8EX. 
37  Marc Hogan, “Has Turkey Banned SoundCloud?” Spin, January 27, 2014, http://bit.ly/1MAN4du. 
38  “Access To Radikal article blocked by internet watchdog,“ Hurriyet Daily News, October 2, 2014, http://bit.ly/1KS7XkX.
39  Emre Kizilkaya, “Why is Turkey Censoring Lingerie, Antique Books?” Al-Monitor, January 29, 2015, http://bit.ly/1r1kJ0F. 
40  Imad Khan, “Turkey thinks Minecraft is dangerous for kids,“ The Daily Dot, March 12, 2015, http://bit.ly/1LyuKNj. 
41  Ankara 8th Administrative Court Decision No 2010/3103, dated 18 October 2012; Ankara 6th Criminal Court of Peace 
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Court by the owner of 5Posta in November 2013. Similarly, university professors Yaman Akdeniz and 
Kerem Altıparmak lodged an appeal at the Council of State against the Playboy blocking in early 
2014. The two professors had also appealed to unblock Scribd, which is now accessible. Grindr, a 
mobile application that uses location data to connect gay, bisexual, and bicurious men, became the 
first app to be rendered inaccessible from Turkey in August 2013. The Istanbul 14th Criminal Court of 
Peace blocked it as a “protection measure.” The ban also covers the application’s website. Grindr had 
over 125,000 monthly active users at the time.42 

Furthermore, Turkey has censored atheist and anti-Muslim websites deemed defamatory, according 
to a court order dated February 27, 2015.43 The latest bans came after the government appealed to 
a local court, citing blasphemy provisions in the criminal code. The Ankara Golbasi Criminal Court of 
Peace issued an order to ban 49 URLs, including atheist and anti-Muslim websites; the French satiri-
cal magazine Charlie Hebdo and its corresponding Wikipedia entry; and Turkish and foreign news ar-
ticles about a controversial Charlie Hebdo cover that caricatured the Muslim prophet Muhammad.44 
However, websites that support radical Islamist groups such as the Islamic State and Al-Qaeda have 
not been subject to blocking through court orders. For example, takvahaber.net, enfalmedya.com, 
and mustaqim.net, which call on Muslims to join these illegal organizations and openly disseminate 
their propaganda, are not blocked in Turkey.45

The vast majority (93.4 percent) of blocking orders are issued by the TİB,46 rather than court orders.47 
The procedures surrounding decisions are nontransparent in both cases, creating significant chal-
lenges for those seeking to appeal. Judges can issue blocking orders during preliminary investiga-
tions as well as during trials. The reasoning behind court decisions is not provided in blocking notic-
es, and the relevant rulings are not easily accessible. As a result, it is often difficult for site owners to 
determine why their site has been blocked and which court has issued the order. The TİB’s mandate 
includes executing judicial blocking orders, but it can also issue administrative orders for foreign 
websites, content involving sexual harassment of children, and obscenity. Moreover, in some cases it 
successfully asks content and hosting providers to remove offending items from their servers, in or-
der to avoid issuing a blocking order that would affect an entire website. This occurs despite the fact 
that intermediaries are not responsible for third-party content on their sites. 

In addition to these blocks, ISPs offer “child” and “family” filtering options under rules established 
by the BTK in 2011, though the filtering criteria have been criticized as arbitrary and discriminatory.48 
The BTK tried to mandate filtering for all users in 2011,49 but withdrew the proposal following a legal 

Decision No 2011/94 dated 24 January 2011.
42  Rakesh Ramchurn, “Gay hook-up app Grindr fights back against Turkish ban with threat of legal action,” Independent, 
September 20, 2013, http://ind.pn/1Qi2xh7. 
43  Golbasi Criminal Court of Peace Decision No 2015/191 D.Is, dated February 27 2015. 
44  Efe Kerem Sözeri, “Turkey quietly escalating online censorship of atheism,” The Daily Dot, March 4, 2015, http://bit.
ly/1M9kZpa. 
45  Tim Arango, “Islamist Websites in Turkey Manage to Evade Strict Internet Censorship,“ New York Times, March 13, 2015, 
http://nyti.ms/1McfcS5. 
46  Engelli Web, “Kurum Bazinda Istatistikler,” accessed March 8, 2015, http://engelliweb.com/istatistikler/. 
47  According to TİB statistics from May 2009, the last date these were available, the courts are responsible for 21 percent 
of blocked websites, while 79 percent are blocked administratively by the TİB. Reporters Without Borders, “Telecom Authority 
Accused of Concealing Blocked Website Figures,” May 19, 2010, http://en.rsf.org/turkey-telecom-authority-accused-
of-19-05-2010,37511.html.
48  Reporters Without Borders, “New Internet Filtering System Condemned as Backdoor Censorship,” December 2, 2011, 
http://bit.ly/1W3FNp7.
49  Decision No. 2011/DK-10/91 of Bilgi Teknolojileri ve İletişim Kurumu, dated February 22, 2011.
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challenge.50 The child filter obstructs access to Facebook, YouTube, Yasam Radyo (Life Radio), the 
Armenian minority newspaper Agos, and several websites advocating the theory of evolution,51 even 
as some anti-evolution websites remain accessible.52 The filtering database is maintained by the 
government without clear criteria. A “Child and Family Profiles Criteria Working Committee” was in-
troduced to address this problem in 2012, but it was largely made up of BTK members or appointees 
and does not appear to be active. 

Internet access is filtered at primary education institutions and public bodies. The Ministry of Educa-
tion received public criticism for blocking access to a number of minority news websites in January 
2012. In response to questions from lawmakers, the ministry acknowledged that it uses Fortiguard 
web filtering software at primary education institutions. In a separate written response to parliament 
member İbrahim Binici dated February 27, 2012, the administrators of the Turkish parliament stated 
that internet access within parliament was filtered and that access to gambling, pornographic, gam-
ing, and terrorist websites was blocked.53 In December 2012, they rejected claims that access to web-
sites pertaining to the Alevi Muslim minority was among the blocked content. However, the Alevi 
Culture Association’s website, alevikulturdernekleri.com, was filtered in the parliament in December 
2014. Sezgin Tanrıkulu of the opposition Republican People’s Party (CHP) asked the government 
about the filtering via a parliamentary question, and the assembly’s deputy chairman, Sadık Yakut, 
responded that the site was blocked due to an error of misclassification.54

Content Removal 

In addition to widespread filtering, state authorities are proactive in requesting the deletion or re-
moval of content. Social media platforms comply with administrative decisions and court orders as 
promptly as possible for fear of being banned. Twitter responded to a court order about the attack 
on Prosecutor Kiraz within five hours, and all online news sources deleted their tweets together with 
their articles about the incident at once. Popular Turkish websites are also subject to content remov-
al orders. Courts issued several orders pertaining to user-generated content websites such as Eksi 
Sozluk (Sour Dictionary), Inci Sozluk (Pearl Dictionary), and ITU Sozluk (Istanbul Technical University 
Dictionary).

In January 2015, Turkish officials threatened to shut down Twitter unless the company took down the 
account of Birgün, a left-wing newspaper, which had circulated documents about a military police 
raid on National Intelligence Organization (MİT) trucks that were traveling to Syria and allegedly car-
rying weaponry.55 The Adana Criminal Court of Peace issued an order stating that publication of the 
information about the trucks violated national security and interfered with a continuing investigation, 
and that the blocking was necessary for the purpose of “preventing the violation of the personal 

50  On September 27, 2011, the Council of State rejected the “stay of execution” request by BIAnet referring to the annulment 
of the February 22, 2011. 
51  Dorian Jones, “Turkey Blocks Web Pages Touting Darwin’s Evolution Theory,” Voice of America, December 23, 2011, http://
bit.ly/1Lh9DmR. 
52  Sara Reardon, “Controversial Turkish Internet Censorship Program Targets Evolution Sites,” Science Magazine, December 9, 
2011, http://bit.ly/1OfyitJ; Haber Merkezi, “Agos’u Biz Değil Sistem Engelledi,” [Agos was filtered through the Ministry of Education 
filter], BIAnet, January 23, 2012, http://bit.ly/1jzOWr4. 
53  See response to İbrahim Binici dated February 27, 2012, TBMM response no. A.01.0.K
KB.0.10.00.00-120.07(7/3747)-79795-50631.
54  “Meclis’te Alevi Sitesine Yanlışlıkla Sansür,” BIAnet, December 8, 2014, http://bit.ly/1FNfbzb. 
55  Sebnem Arsu, “Turkey Threatens to Block Social Media over Released Documents,“ New York Times, January 16, 2015, 
http://nyti.ms/14YMrXT. 
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rights of MİT as a legal entity by publishing such information.”56 Twitter and Facebook complied 
with the court order accordingly. Twitter removed the content and suspended accounts that shared 
the information about the trucks. However, several Twitter users, Birgün in particular, continued to 
challenge the ban by posting screenshots of their deleted tweets and leaked legal documents. While 
Twitter took steps to comply with the court decision, it refused to suspend Birgün’s account.

According to Twitter’s latest Transparency Report,57 requests by the Turkish authorities to remove 
content have increased dramatically since Twitter started publishing data in 2012. The total number 
of removal requests—by courts as well as government agencies and the police—rose from 2 in the 
period of July to December 2013 to 186 in the six months afterward, during the height of the cor-
ruption allegations and intelligence leaks. The figure continued to grow, reaching 477 in the second 
half of 2014 and 718 in early 2015. Incredibly, 92 percent of all court orders and 55 percent of ad-
ministrative requests that Twitter received around the world over the past six months originated in 
Turkey alone.58 Twitter reported that some content was duly withheld in 34 percent of cases.

Of 376 court orders seeking the removal of content, 328 came from Turkey in the period July 1 to 
December 31, 2014. Another 149 requests came from Turkish government, police, and other insti-
tutions in the same period, out of the global total of 420 from such entities. A total of 2,642 Turkish 
accounts were identified in the official requests, of a global total of 3,236. In response to the Turkish 
requests, Twitter withheld 62 accounts and 1,820 tweets. Overall, Twitter withheld 85 accounts and 
1,982 tweets from around the world.59 On January 20, 2015, two weeks before the publication of the 
late-2014 report, free speech activists and professors Kerem Altıparmak and Yaman Akdeniz sent a 
formal notice to Twitter,60 emphasizing the company’s obligation to respect human rights.61

According to Facebook’s Government Requests Report, in the second half of 2014 the company re-
stricted 3,624 pieces of content, on orders from both the BTK and Turkish law enforcement, particu-
larly in compliance with Law No. 5651.62 In recent years, Facebook has been criticized by pro-Kurdish 
movements for removing several pages related to the groups, as well as some used by antigovern-
ment activists.63

Media, Diversity, and Content Manipulation  

The climate of fear created by widespread government prosecution of online activities has led to 
an increase in self-censorship, particularly when it comes to criticism of the government or public 
officials. Speech on Islam or the prophet Muhammad can result in death threats and legal battles. 
Online posts about the “Kurdish problem” and Turkish-Armenian relations have become less con-
troversial in recent years, but they remain sensitive, particularly during periods of ethnic tension and 
violence in the southeast. 

56  Adana 5th Criminal Court of Peace Decision No. 2015/197 D.Is, dated January 14, 2015.
57  Twitter, ”Turkey,” Transparency Report, 2015, https://transparency.twitter.com/country/tr .
58  Twitter, “Removal Requests,” Transparency Report, 2015, https://transparency.twitter.com/removal-requests/2015/jan-jun. 
59  “Twitter transparency report: Turkey tops censorship list by wide margin,” Today’s Zaman, February 6, 2015, http://bit.
ly/1Qi8Sta.
60  Cyber Rights Turkey, “Formal notice for the termination of Twitter’s corporate practices that are in violation of human right 
in Turkey,” January 20, 2015, http://bit.ly/1PgE8M3. 
61  Sibel Utku Bila, “Is Twitter giving in to Turkish censorship?,“Al-Monitor, February 19, 2015, http://bit.ly/1ihxY0e. 
62  Facebook, “Turkey,” Government Requests Report, January to June 2014, accessed June 21, 2015, http://bit.ly/1LyAarr. 
63  “Censored on Facebook,” Adbusters (blog), June 5, 2013, https://www.adbusters.org/blogs/censored-facebook.html. 
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Turkish users increasingly rely on internet-based publications as a primary source of news, and 
despite the country’s restrictive legal environment and growing self-censorship, the Turkish blogo-
sphere is still surprisingly vibrant and diverse. There are a wide range of blogs and websites through 
which citizens question and criticize Turkish politics and leaders, including on issues that are gener-
ally viewed as politically sensitive. The majority of civil society groups maintain an online presence. 

Journalists and scholars who are critical of the government have faced orchestrated harassment 
on Twitter, often by dozens or even hundreds of users.64 Reports from Turkish media in September 
2013 indicated that the AKP had enlisted some 6,000 volunteers to set the agenda on social me-
dia, counter government critics, and drive discussions on important foreign policy issues. The AKP 
government has also allegedly hired thousands of Twitter users to intimidate antigovernment com-
mentators.65 CHP İzmir deputy Erdal Aksunger claimed in a parliamentary question in November 2014 
that the MİT is subcontracting a group of 150 people known as “Ak Troller” (white trolls) who are be-
lieved to work as Twitter trolls for the AKP. Despite its hostile attitude toward online speech, the AKP 
changed its digital strategy during the 2015 general elections campaign, creating a headquarters 
called the New Turkey Digital Office. AKP deputy chairman and spokesman Beşir Atalay described 
the party’s new digital office as “an important communication platform that will be useful after the 
elections, too.”66

Although a large number of websites are blocked, circumvention tools are widely available, en-
abling even inexperienced users to avoid filters and blocking mechanisms. Each time a new order 
is issued and a popular website is blocked, articles are published to instruct users on how to access 
it. YouTube was the eighth-most-accessed site in Turkey in 2010, at a time when it was officially 
blocked.67 However, when internet users employed Google’s Domain Name System (DNS) service 
and OpenDNS to evade blocks on both Twitter and YouTube in 2014,68 Google announced that it 
had received several credible reports and confirmed with their own research that Turkish ISPs had 
intercepted and hijacked the settings.69

According to IAB Turkey Internet Audience Measurement, the most visited online news source is 
milliyet.com.tr, the online edition of the newspaper Milliyet. Hurriyet, an influential newspaper with 
a readership of almost 2 million, is the second-most-visited online news source. Nonetheless, new 
models for citizen journalism and volunteer reporting are also gaining traction, such as 140journos, 
dokuz8haber (nine eight news), and Otekilerin Postasi (The Others’ Post). Independent news sources 
such as bianet.org, diken.com.tr, and t24.com.tr are also popular. In general, the online environment 
remains more free and diverse than traditional media. Turkish mainstream media largely failed to 
report on the Gezi Park protests; instead, YouTube, Facebook, and Twitter arose as some of the few 
outlets for reliable coverage on the protests, leading Erdoğan to describe social media as “the worst 
menace to society.”70 

64  Emre Kizilkaya, “AKP’s social media wars,” Al Monitor, November 15, 2013, http://bit.ly/1LhdTCG. 
65  “CHP asks if pro-gov’t trolls put on AK Party payroll,” Cihan, September 4, 2014, http://bit.ly/1UWSepJ. 
66  ”Turkey’s ruling AKP fields new ‘digital army,’” Hurriyet Daily News, May 14, 2015, http://bit.ly/1QGwTe7. 
67  Alexa, “Turkey,” in “Top Sites,” accessed August 26, 2010, http://www.alexa.com/topsites/countries/TR.
68  Emre Peker, Joe Parkinson, and Sam Schechner, “Google, Others Blast Turkey,” Wall Street Journal, March 31, 2014, http://
on.wsj.com/1KgtnVD.
69  “Google says Turkey intercepting its Web domain,” Hurriyet Daily News, April 31, 2014, http://bit.ly/1iPtvlX. 
70  Constanze Letsch, “Social media and opposition to blame for protests, says Turkish PM,” Guardian, June 3, 2013, http://bit.
ly/1KScML2. 
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Digital Activism 

After the highly popular Occupy Gezi protests in 2013, environmentalist demonstrations were 
mounted against government moves to construct a mosque in Istanbul’s protected area of Valide-
bağ Grove,71 and against the felling of 6,000 olive trees for the construction of a power plant in the 
village of Yirca in late 2014.72 Hashtags such as #validebag, #yirca, and #sendeanlat (tell your story)73 
were popular during the coverage period, with the third attracting over 500,000 tweets within two 
days to spread awareness of violence against women after the brutal rape and killing of 20-year-old 
university student Özgecan Aslan.74 Thousands of women posted pictures of themselves laughing 
after Deputy Prime Minister Bülent Arinç stated in July 2014 that women should not laugh out loud 
in public.75

Before important elections in 2014 and 2015, a number of initiatives were established to monitor 
ballot boxes and prevent election fraud. Among these was Oy ve Ötesi (Vote and Beyond), the first 
civic election-monitoring initiative, which managed to enlist more than 55,000 active volunteers 
from all walks of society via social media outreach. Most recently, the initiative monitored 128,620 of 
174,400 ballot boxes in 46 provinces and 173 counties during the general elections in June 2015.76

Violations of User Rights

As social media have gained prominence as a tool for activism and criticism of the government, legal 
cases against Facebook and Twitter users have skyrocketed. Prison sentences are rare, but the constant 
legal intimidation has a chilling effect on free speech online. Surveillance remains a key issue amid the 
fallout from high-level corruption scandals and intelligence leaks in 2013 and 2014, and leaks from 
mid-2015 revealed that a civilian police directorate possessed malware products from the Italian com-
pany Hacking Team. On a positive note, there were fewer instances of physical attacks against citizen 
journalists covering protests, although online harassment has persisted.

Legal Environment 

The Turkish constitution includes broad protections for freedom of expression. Article 26 states that 
“everyone has the right to express and disseminate his thought and opinion by speech, in writing 
or in pictures or through other media, individually or collectively.”77 Turkish legislation and court 
judgments are subject to the European Convention on Human Rights and bound by the decisions of 
the European Court of Human Rights. The constitution also seeks to guarantee the right to privacy, 
though there are limitations on the use of encryption devices, and surveillance by security agencies 

71  Avni Kantan, “Citizens protest against Mosque construction at Validebag Grove,” Demotix, November 2, 2014, http://bit.
ly/1k58pk8. 
72  Tulin Daloglu, “Destruction of olive trees in Turkey triggers protests,” Al-Monitor, November 10, 2014, http://bit.ly/1X41ea2.
73  For an interview with the creator of the hashtag, see Efe Kerem Sözeri, “#sendeanlat Tag Starter Speaks Up,” BIAnet, 
February 17, 2015, http://bit.ly/1Knmv5Q. 
74  Helen Davidson, “Rape and murder of young woman sparks mass Twitter protest in Turkey,” Guardian, February 16, 2015, 
http://bit.ly/17KbXSY. 
75  Haurt Sassounian, “Turkish Deputy Prime Minister Tells Women Not to Laugh in Public,“ Huffington Post, August 8, 2014, 
http://huff.to/1YcUFDx; “The women having a laugh in Turkey,“ BBC, July 29, 2014, http://bbc.in/1uGqCb2. 
76  Oy ve Ötesi Derneği, “55.000’İN ÜZERİNDE OY VE ÖTESİ GÖNÜLLÜSÜ 7 HAZİRAN’DA SANDIKLARA SAHİP ÇIKTI!” [in 
Turkish], news release, June 10, 2015, http://bit.ly/1cLxZ9q. 
77  The Constitution of the Republic of Turkey, accessed April 22, 2013, https://global.tbmm.gov.tr/docs/constitution_en.pdf. 
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is highly prevalent. There are no laws that specifically criminalize online activities like posting one’s 
opinions, downloading information, sending email, or transmitting text messages. Instead, many 
provisions of the criminal code and other laws, such as the Anti-Terrorism Law, are applied to both 
online and offline activity. 

One notable development from the coverage period was the passage of the Homeland Security Act 
on March 27, 2015. Although the final version of the bill did not contain some of the most exorbitant 
restrictions, civil society and free speech advocates still expressed fears that the law would be used 
to suppress online news sources, particularly ahead of important parliamentary elections.78

Prosecutions and Detentions for Online Activities Turkish users face widespread legal 
prosecution and detention for their online activities, though long prison sentences are less common. 
Over the past year, dozens of Twitter users, some with only hundreds of followers, were subject to 
prosecution, mostly on charges of insulting government officials. Erdoğan has filed criminal com-
plaints against at least 67 people for “insulting” him online since he was elected president in August 
2014.79 In addition to journalists, students have increasingly been prosecuted for defamation.

There were many ongoing investigations or trials during the coverage period, including the 
following:

•	 Journalist and anchorwoman Sedef Kabaş was detained and police raided her home after 
one of her tweets in December 2014 alluded to a cover-up of a governmental corruption 
scandal. She faced up to five years in jail for tweeting, “Do not forget the name of the pros-
ecutor who dismissed the Dec. 17 case.”80 Kabaş was released pending trial and eventually 
acquitted in October 2015 of “targeting individuals involved in the fight against terrorism.”81

•	 Journalist and writer Aytekin Gezici was detained in October 2014 in Adana after a police 
raid on his home. His recent tweets had criticized Erdoğan, Arinç, and former justice minister 
Bekir Bozdağ on Twitter.82 In September 2015, he received a prison sentence of five years 
and nine months, as well as a judicial fine equivalent to one year and nine months in prison, 
for “insulting” the three public figures.83

•	 Kamil Maman, a reporter for Bugün newspaper, faces 25 separate investigations for critical 
tweets published in the past six months about the government, particularly Davutoğlu and 
Erdoğan. Maman could receive a combined total of 130 years in prison.84

•	 Ten journalists were being prosecuted in mid-2015 for tweets that the government consid-
ered “propaganda in support of terrorist organizations” in connection with the attack on 

78  Reuters and Agence France-Presse, “Turkey approves tough new security law,” Deutsche Welle, March 27, 2015, http://bit.
ly/1NHsSIn. 
79  Finkel, “Miss Turkey on Trial for Allegedly Insulting President Erdogan.” 
80  “Twitter Transparency Report: Turkey Tops Censorship List by Margin,” Today’s Zaman, February 6, 2015, http://bit.
ly/1Qi8Sta. 
81  “Journalist Sedef Kabaş acquitted in trial over critical tweet by İstanbul court,” Today’s Zaman, October 6, 2015, http://bit.
ly/1joEtPW. 
82  “Turkey’s journalists challenged by growing judicial, political pressure,” Today’s Zaman, May 28, 2015, http://bit.ly/1iPzx61. 
83  “Gazeteci Aytekin Gezici’ye Erdogan’a hakareteen 6 yil hapis,” Birgün, September 17, 2015,http://bit.ly/1Lb26UR. 
84  Yakup Cetin, “Journalist faces 25 investigations for insulting president on Twitter,” Today’s Zaman, May 15, 2015, http://bit.
ly/1LyHFyI . 
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Prosecutor Kiraz by two militants. The journalists faced up to five years in prison if found 
guilty.85

•	 Yaşar Elma, a journalist from a local daily newspaper, received a suspended prison sentence 
in April 2015 for “liking” a Facebook post that was critical of Erdoğan and deemed “insulting” 
by the court.86

•	 Mehmet Baransu, a journalist linked with the Islamist movement of Fethullah Gülen, which 
has become an opponent of the AKP government, was subjected to a criminal case in late 
2014 for “insulting and blackmailing” Erdoğan on Twitter. He faces up to seven years in pris-
on if found guilty.87

•	 Prime Minister Davutoğlu sued U.S.-based analyst Cenk Sidar, a writer for the online news 
source diken.com.tr, over an opinion piece accusing Davutoğlu of hypocrisy for joining a 
freedom of expression march in Paris following the terrorist attack on Charlie Hebdo in Jan-
uary 2015.88

•	 On February 27, 2015, a 13-year-old student in western Turkey was taken from his class-
room to be questioned on suspicion that he “insulted” Erdoğan on Facebook. The prosecu-
tor had yet to decide whether he would file a criminal case.89

•	 Also in February, 19-year-old university student Arif Buğra Aydoğan was arrested for tweet-
ing “thief, murderer Erdoğan.” Two others, Kadir Yavaş and Şafak Kurt, were later arrested on 
similar charges while protesting against Aydoğan’s arrest.90

•	 In April, 20-year-old university student Meral Tutcalı received a suspended sentence of one 
year in prison for “insulting a public official” over a satirical tweet. Tutcalı quoted a satirical 
news article in the tweet, which referred to the governor of Adana as more important than 
the president.91 

•	 Former Miss Turkey Merve Büyüksaraç was put on trial in 2015 for using her Instagram 
account to share a satirical poem about Erdoğan’s corruption scandal that had originally ap-
peared in the Turkish comic Uykusuz.92 The model faces up to two years in prison.

•	 Turkish singer Atilla Taş was questioned for “insulting” Davutoğlu on Twitter on March 6, 
2015.93 

While the number of court cases against users is staggering, the majority of cases do not result in 

85  “Growing pressure on journalists in Turkey before the elections,” Journalists Union of Turkey, June 2, 2015, http://bit.
ly/1UX16M0. 
86  “Journalist receives jail sentence for ‘liking Erdoğan insult,’” Hurriyet Daily News, April 4, 2015, http://bit.ly/1OfQX8X. 
87  “Journalist Baransu faces 7 years for insulting Erdoğan on Twitter,” Facts on Turkey, November 13, 2014, http://bit.ly/1McsUo4.
88  “PM Davutoğlu sues US-based analyst Sidar for critical article,” Today’s Zaman, March 17, 2015, http://bit.ly/1KSfiky. 
89  “13-year-old boy testifies for ‘insulting’ Erdoğan on Facebook,“ Hurriyet Daily News, March 2, 2015, http://bit.ly/1F2T2Cl. 
90  Ismail Saymaz, “Cumhurbaşkanı’na hakaretten bir tutuklama daha: Suçun işlendiği ortama göre...,“ Radikal, February 16, 2015, 
http://bit.ly/1KnoYgw. 
91  Robert Mackey, “Turkish College Student Convicted for Tweeting Satirical News Story,” New York Times, April 23, 2015, 
http://nyti.ms/1PtwfSD. 
92  Adam Taylor, “How a single Instagram post could end up sending a former Miss Turkey to jail,“ Washington Post, February 
25, 2015, http://wapo.st/1LyEfMm. 
93  “Dissident pop singer Atilla Taş briefly detained over tweets criticizing PM,” Today’s Zaman, March 6, 2015, http://bit.ly/1BWqc4h. 
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jail time. For example, 29 individuals faced up to three years in prison for tweets that called on users 
to join the Gezi protests in 2013, often by simply providing the location of the protests.94 In the last 
hearing on September 22, 2014, 27 of the accused were acquitted of all crimes, one defendant was 
fined TRY 8,000 (US$2,750) for “insulting the prime minister,” and another’s file was set aside for a 
future date.95 

Nonetheless, journalists and government critics do face prison time in Turkey, often on trumped-up 
charges related to their offline activities. One such case centers on Sevan Nişanyan, an ethnic Ar-
menian writer and public intellectual who criticized the government’s attempts to prohibit criticism 
of the prophet Muhammad. Nişanyan has been in prison since January 2014 based on an earlier 
conviction for violating the Code of Protection of Cultural and National Properties by undertaking 
construction on his own property;96 he is currently the only person imprisoned in Turkey for violating 
the code.97 He faces further time behind bars in several pending cases on charges such as “disre-
specting the religious belief of a group,” under Article 216 of the criminal code. Other charges stem 
from posts on his personal blog about the Armenian genocide, and about Atatürk, whom the writer 
described as a “fascist dictator.” 

Surveillance, Privacy, and Anonymity 

The abuse of government surveillance, the bulk retention of user data, and measures to prevent en-
cryption and anonymity are all concerns in Turkey. Leaked emails revealed a contract between the 
Italian surveillance software company Hacking Team and the General Directorate of Security (GDS), 
a civilian police force, for the use of Hacking Team’s “Remote Control System” from June 2011 to 
November 2014.98 Under Turkish law, the interception of electronic communications falls under the 
purview of the TİB, and questions remain over the legality of the GDS using software that can infil-
trate targets’ computers. The prominence of so-called Gülenists in the police and judiciary has been 
a major point of discussion in the country in recent years, particularly after leaked wiretaps widely 
attributed to such officials led to the government corruption scandals of 2013 and 2014. 

The scandals have prompted high-level sackings and reshuffling within the police and judiciary, ap-
parently aimed at removing suspected Gülenist officials. On January 20, 2015, a public prosecutor’s 
office issued arrest warrants for 28 officials both from the TİB and the Scientific and Technological 
Research Council of Turkey (TÜBİTAK), including the former deputy chairman of TİB, Osman Nihat 
Şen, and former TÜBİTAK vice president Hasan Palaz. The officials were accused of “spying,” “destroy-
ing the union of the state,” and “unauthorized listening of cryptographic and ordinary phones,”99 as 
well as “being a member of armed terrorist organization, procurement of state secrets with aim of 
political and military espionage, attempting to remove the government of Republic of Turkey or 
preventing it from performing its duties, violation of the privacy of communications, and damaging, 
destruction of, or making inaccessible a system of data processing.”100 President Erdoğan, Minister 

94  Kevin Collier, “Turkey takes 29 dissidents to trial for protest tweets,” The Daily Dot, April 17, 2014, http://bit.ly/1kJpegC. 
95  Binnaz Saktanber, “‘Cease and censor’ in Turkey’s war on social media,“ Roar Magazine, February 20, 2015, http://bit.
ly/1z5B0pa. 
96  Amnesty International, “The Strange case of Sevan Nişanyan,” February 5, 2015, http://bit.ly/1iwM0M0. 
97  “Jailed Turkish-Armenian journalist Nişanyan’s sentence raised to 11 years,” BGN News, April 19, 2015, http://bit.ly/1QGH6XT; 

“Turkish Constitutional Court Rejects Sevan Nisanyan Appeal,” Massis Post, April 2, 2015, http://bit.ly/1OwN7r6. 
98  Efe Kerem Sözeri, “Turkey paid Hacking Team $600k to spy on civilians,” The Daily Dot, July 7, 2015, http://www.dailydot.
com/politics/hacking-team-turkey/. 
99  “Turkey: Former telecommunications deputy chairman detained,“ World Bulletin, January 21, 2015, http://bit.ly/1KnvlAy. 
100  “Turkish court accepts indictment of TIB over illegal spying,” TRT World, June 2, 2015, http://bit.ly/1FgTTyZ. 
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of Development Cevdet Yılmaz, former justice minister Sadullah Ergin, and former minister of family 
and social policies Fatma Şahin have been cited in the indictment as the complainants. According to 
the indictment, the suspects allegedly spied on encrypted phones without a court decision and held 
the recorded files in order to transfer them to the Gülen movement. Erdoğan had formerly denied 
the recordings’ authenticity. Osman Nihat Şen and other suspects were placed in pretrial detention. 

According to Article 22 of the constitution, “everyone has the right to freedom of communication, 
and secrecy of communication is fundamental.” This right can only be violated under a court order in 
cases of “national security, public order, prevention of crime commitment, protection of public health 
and public morals, or protection of the rights and freedoms of others, or unless there exists a written 
order of an agency authorized by law in cases where delay is prejudicial.”101 For the most part, any 
action that could interfere with freedom of communication or the right to privacy must be autho-
rized by the judiciary. For example, judicial permission is required for technical surveillance under the 
Penal Procedural Law. Before the passage of the Homeland Security Act, in urgent situations the law 
allowed Turkish security forces to conduct intelligence wiretapping for 24 hours without a judge’s 
permission. However, with the new law the time limit increased to 48 hours, though the wiretapping 
officials are required to notify their superiors. In addition, only the Ankara high criminal court is au-
thorized to decide whether the wiretapping is legitimate. Despite constitutional guarantees, most 
forms of telecommunication continue to be tapped and intercepted.102

In April 2014, the parliament enacted a law that expanded the powers of the MİT. Law 6532 on 
Amending the Law on State Intelligence Services and the National Intelligence Organization grants 
intelligence agents unfettered access to communications data without a court order. The law forces 
public and private bodies—including but not limited to banks, archives, private companies, and pro-
fessional organizations such as bar associations—to give the MİT any requested data, documents, 
or information regarding certain crimes, such as crimes against the security of the state, national 
security, state secrets, and espionage. Failure to comply is punishable by prison. In a clause related 
to the MİT’s ability to intercept and store private data on “external intelligence, national defense, 
terrorism, international crimes, and cyber-security passing through telecommunication channels,” no 
requirement to procure a court order is mentioned.103 The law also limits MİT agents’ accountability 
for wrongdoing. Courts must obtain the permission of the head of the agency in order to investigate 
agents, and journalists or editors who publish leaks on MİT activities via media channels may be im-
prisoned for three to nine years. Some observers have argued that the bid to shield the MİT from ju-
dicial investigations was intended to provide legal cover for the agency’s negotiations with the PKK, 
which is officially recognized as a terrorist organization; it also facilitated the crackdown on govern-
ment opponents such as the Gülenists.104 The CHP objected to the MİT law and filed an appeal with 
the Constitutional Court. 

In 2013, the daily newspaper Taraf filed a complaint at the Constitutional Court against the MİT for 
illegally tapping journalists’ phones. Lawyers had initially filed a complaint with the Istanbul Public 
Prosecutor’s Office in 2012, but since MİT agents can only be prosecuted with the permission of the 

101  The Constitution of the Republic of Turkey.
102  For a history of interception of communications, see Faruk Bildirici, Gizli Kulaklar Ulkesi [The Country of Hidden Ears] 
(Istanbul: Iletisim, 1999); Enis Coskun, Kuresel Gozalti: Elektronik Gizli Dinleme ve Goruntuleme [Global Custody: Electronic 
Interception of Communications and Surveillance] (Ankara: Umit Yayincilik, 2000).
103  Human Rights Watch, “Turkey: Internet Freedom, Rights in Sharp Decline,” September 2, 2014, http://bit.ly/1r1kJ0F. 
104  See Sebnem Arsu, “Turkish Leader Signs Bill Expanding Spy Agency’s Power,” New York Times, dated April 25, 2014, http://
nyti.ms/1McuXsn; 
Fehim Taştekin, “Is Turkey reverting to a ‘muhaberat’ state?” Al-Monitor, April 17, 2014, http://bit.ly/1NDF1h7. 
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prime minister, the prosecutor’s office decided not to pursue the case.105 In May 2015 the Constitu-
tional Court ruled that issuing such wiretapping orders was a violation of constitutional rights, par-
ticularly the right to privacy.106

The constitution states that “secrecy of communication is fundamental,” and users are allowed to 
post anonymously online. However, the anonymous purchase of mobile phones is not allowed; buy-
ers must provide official identification. According to a Council of Ministers decision dated 2000, only 
one mobile phone import per two years is permitted per person. Imported devices can be registered 
at mobile phone operators’ subscription centers and an e-government website, for a fee of TRY 
131.50 (US$45). Devices that are not registered within 60 days are shut off from communications. In 
2011, the BTK imposed regulations on the use of encryption hardware and software. Suppliers are re-
quired to provide encryption keys to state authorities before they can offer their products or services 
to individuals or companies within Turkey. Failure to comply can result in administrative fines and, in 
cases related to national security, prison sentences. Mobile phone companies are obliged to keep 
information on the number and identities of their users, call periods, and traffic data for one year.

Under Law No. 5651, hosting and access providers must retain all traffic information for one year 
and maintain the accuracy, integrity, and confidentiality of such data. In addition, access providers 
must file the data together with a time stamp and provide assistance and support to the TİB in 
monitoring internet traffic. Public-use internet providers hold different responsibilities depending 
on their status as either commercial or noncommercial. Commercial providers are defined as entities 
that provide internet service upon a certain payment, such as internet cafes. Noncommercial pub-
lic-use internet providers are defined as entities that provide internet service at a certain venue for a 
certain period of time, such as in hotels and restaurants. While all public-use internet providers are 
expected to take measures to prevent access to criminal content and store internal IP distribution 
logs, the commercial providers must also receive permission from the local administration, use a 
content-filtering service approved by the TİB, and keep accurate daily records of internal IP distribu-
tion logs using software supplied by the TİB, which must be stored for a period of one year. In addi-
tion, these commercial providers are required to install a video surveillance system so as to identify 
users, and retain such records for seven days. All data must be made available to the TİB upon re-
quest—and without the need for a court order—under penalty of TRY 10,000 to 100,000 (US$4,400 
to 44,000) in fines.107

Turkey has yet to adopt a data-protection law, though September 2010 amendments to the Turkish 
constitution included data-protection provisions. It was expected that a draft data-protection bill 
would reach the parliament after the 2015 elections.

Intimidation and Violence 

Citizen journalists and reporters for online news outlets did not face physical violence in this cover-
age period, unlike in previous years, when journalists were harassed or injured while covering pro-

105  ”Taraf daily to take MİT’s wiretapping to Constitutional Court,” Today’s Zaman, August 25, 2013, http://bit.ly/1KnwFDj. 
106  “Top court rules against Turkish intelligence over wiretapping journalists,” BGN News, May 10, 2015, http://bit.
ly/1OfTWhm. 
107  For further information on this section, see Representative on Freedom of the Media, “Briefing on Proposed 
Amendments to Law No. 5651,” Organization for Security and Co-operation in Europe, January 2014, http://www.osce.org/
fom/110823?download=true; Center for Internet and Society, Stanford Law School, “WILMAP: Turkey,” accessed November 6, 
2014, http://stanford.io/1YcN8EX.
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tests. However, social media users—particularly public figures, journalists, and intellectuals—faced 
online harassment. In February 2015, the prime minister’s guards attempted to detain Young Civil-
ians founder and academic Turgay Oğur outside a mosque due to his tweets criticizing their entry 
into the mosque while carrying machine guns as part of an escort for Davutoğlu.108 

Technical Attacks

Popular news organizations such as Zaman, Today’s Zaman, Cihan, Rotahaber, Radikal, Sözcü, and 
Taraf reported cyberattacks against their websites during the 2014 election period, a common occur-
rence in recent years. Internet access was suspended at the offices of Turkish-language Zaman and 
English-language Today’s Zaman for several hours.109 On March 31, 2015, a massive power cut oc-
curred in almost all 81 provinces. Many blamed the cut on a technical failure, while others attributed 
it to a cyberattack originating in Iran.110

In recent years, Turkish government sites have been attacked by hacktivist organizations like Anony-
mous.111 During 2012, the leftist Redhack group infiltrated several government websites and leaked 
confidential information. The group, which has over 675,000 followers on Twitter, hacked into the 
servers of the Ministry of Foreign Affairs, the Ministry of Finance, and the Turkish Higher Education 
Authority, among others, during 2012 and early 2013.112 Under a court order, Twitter made Redhack’s 
main Twitter accounts inaccessible from Turkey in 2014.

108  “PM’s guards attempt to detain academic outside mosque for his tweets,“ Today’s Zaman, February 27, 2015, http://bit.
ly/1UX6e2H. 
109  “Cyber attacks on news websites threaten freedom of press, expression,” Today’s Zaman, April 1, 2014, http://bit.
ly/1W3YV6g. 
110  Micah Halpern, “Iran Flexes Its Power by Transporting Turkey to the Stone Age,“ Observer, April 22, 2015, http://bit.
ly/1GjPpaB. 
111  “Anonymous Hacked BTK Database,” BIAnet, February 15, 2012, http://bit.ly/1NxVthd. 
112  Redhack, “Council of Higher Education of Turkey hacked and over 60.000 documents leaked,” news release, http://bit.
ly/1Lhmsh2. See also the Redhack blog Voice of the Oppressed! at http://bit.ly/1Qt28cn. 
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Key Developments: June 2014 – May 2015

•	 Four individuals were arrested for their alleged involvement with Facebook pages known 
for critical commentary (see Prosecutions and Detentions for Online Activities).

•	 Government efforts to draft a Data Protection and Privacy Bill were seen as a positive step 
towards promoting the right to privacy, but the draft was later criticized for its broad and 
vague conditions in which personal data may be collected, thus leaving it open to misin-
terpretation and abuse (see Surveillance, Privacy, and Anonymity).

•	 Intimidation, threats of violence, and technical attacks against vulnerable groups and 
marginalized communities, particularly the LGBTI community, were frequent online (see 
Intimidation and Violence and Technical Attacks).

Uganda
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 11 11

Limits on Content (0-35) 7 7

Violations of User Rights (0-40) 16 18

TOTAL* (0-100) 34 36

* 0=most free, 100=least free

Population:  38.8 million

Internet Penetration 2014:  18 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Partly Free
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Introduction

Internet penetration continues to grow in Uganda, connecting more citizens to new digital media 
tools and platforms, particularly on internet-enabled mobile devices, in urban and rural areas alike. 
In recognition of the internet’s powerful potential to enhance economic growth, the government has 
invested considerable resources in the development of information and communications technology 
(ICT) infrastructure and networks, resulting in increasing access for a growing community of netizens. 
Social media applications such as Facebook, WhatsApp, and Twitter have become significant plat-
forms on which Ugandans connect with each other, share information, and consume the news. 

While traditional press freedom in Uganda is persistently under pressure from the government, in-
ternet freedom has not been subjected to the same level of pressure or threat. Instead, threats to 
internet freedom in Uganda during the coverage period took the form of increasing arrests of users 
for their online activities. In November 2014, three activists in western Uganda were arrested for 
allegedly inciting violence on the Masindi News Network (MANET) Facebook group, which dissemi-
nates information about the western region of the country to over 16,000 members and often posts 
demands for political accountability from the government. In February 2015, a man named Robert 
Shaka was summoned by police and subsequently arrested on suspicions of running the popu-
lar Facebook account called Tom Voltaire Okwalinga (TVO), which is well known for its politically 
charged posts that often accuse the Ugandan president and other senior leaders of corruption and 
incompetence. Shaka was arrested again in June 2015 on charges of disseminating “offensive com-
munication” under the 2011 Computer Misuse Act for posts on the TVO Facebook page.

In mid-2015, the Uganda Police Force’s Cyber Crimes Unit, established in 2014, publicly stated that 
its efforts to crack down on cybercrimes include “threats that could destabilize the country” com-
mitted on social media platforms. Observers noted the government’s increased crackdown on online 
speech, particularly on social media platforms, in the past year may be an indication of restrictions to 
come in the lead up to the presidential election in 2016. Meanwhile, intimidation, threats of violence, 
and technical attacks against vulnerable groups and marginalized communities, particularly the LGB-
TI community, were frequently reported and remained a growing concern in Uganda in 2014-2015.

Obstacles to Access

ICTs continued to expand across Uganda over the past year, resulting in increased access to both inter-
net and mobile phone services. Despite increased industry competition the cost of access remains rela-
tively high for the majority of Ugandans, especially those in rural areas. 

Availability and Ease of Access   

In 2014-2015, internet access continued to grow in Uganda with a reported internet penetration 
rate of 18 percent, up from 16 percent in 2013, according to the International Telecommunication 
Union.1 Nonetheless, access to broadband internet is still rare and available mostly in urban areas, 
with less than 1 percent of the population estimated to have fixed-line broadband subscriptions in 
2014.2 Internet speeds are still slow, averaging just over 1.5 Mbps (compared to a global average 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014,  http://bit.ly/1FDwW9w. 
2  International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions,” 2000-2014, http://bit.ly/1FDwW9w. 
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of 4.5 Mbps), according to data from Akamai’s “State of the Internet” 2014 fourth quarter report.3 
Meanwhile, mobile phone penetration stood at 52 percent in 2014, a slight increase from 48 percent 
in 2013.4 

Many Ugandans access the internet at cybercafes where it costs less than US$1 for an hour of 
browsing. Internet access via mobile broadband is also becoming increasingly popular—reaching 12 
percent of the population in 2014—due to the growing availability of cheap mobile internet bun-
dles.5 An hour of mobile web browsing (equating to approximately 10 Mb of data) costs UGX 300 
(US$0.10), while a limited monthly bundle of 1 GB costs between UGX 35,000 and 42,000 (US$12-16). 
Meanwhile, 10 GB of an unlimited mobile broadband connection can cost UGX 125,000 (US$43) for 
one month and over US$259 for six months.6 

While increasing market competition has continued to drive down costs,7 particularly on mobile 
phones, internet-enabled devices cost an average of US$50, which is still high for the majority of 
Ugandans. A January 2015 survey by the regulator found internet access is still very expensive for 
both rural and urban users.8

Limited access to electricity further impedes access to ICTs. The national electricity distributor re-
ports a customer base of just over 650,000, most of whom are located in urban areas,9 and alterna-
tive power sources, such as fuel-powered generators and solar energy, are very costly. Meanwhile, 
only 18 percent of Ugandans live in urban areas,10 resulting in a significant urban-rural divide in 
access.11 

The government, through the Rural Communications Development Fund (RCDF), aims to establish 
computer centers in all of its educational institutions across the country, provide access to basic 
communications services to all Ugandans, leverage investments for rural communications, and 
promote overall ICT usage.12 The fund further supports the establishment of internet cafes, internet 
points of presence (which are rural wireless connectivity networks with a 5 to 10 km radius with costs, 
speeds and types of services comparable to those in the capital city, Kampala), ICT training centers, 
and web portals for local government districts. By the end of 2014, 100 school ICT laboratories had 
been established.13  

Restrictions on Connectivity  

There were no reported disruptions in ICT connectivity during the coverage period. 

3  Akamai, “Average Connection Speed: Uganda,” map visualization, The State of the Internet Q4 (2014), http://akamai.
me/1gSQoz7. 
4  International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions,” 2000-2014, http://bit.ly/1FDwW9w.
5  Cartesian, Broadband Internet Access from a Mobile Terminal, January 30, 2014, http://bit.ly/1Gn0Vmp. 
6  On the Vodafone Uganda Network. 
7  Cartesian, Broadband Internet Access from a Mobile Terminal. 
8  Uganda Communications Commission (UCC), “UCC Access and Usage Survey 2014,” January 30, 2015,  http://bit.
ly/1OOQ5ah. 
9  Umeme, Annual Report 2014, http://bit.ly/1kkxIP7. 
10  Uganda Bureau of Statistics, “2014 Statistical Abstract,” June 2014, http://bit.ly/1EclASb. 
11  Uganda’s national literacy rate stands at 71 percent among persons aged 10 years and above. See: Uganda Bureau of 
Statistics, “2014 Statistical Abstract.”
12  UCC, Rural Communications Development Policy for Uganda, January 2009, http://bit.ly/1GeOBVy.
13  UCC, Rural Communication Development Fund, Results and Impact 2013/2014,  http://bit.ly/1Lkxmkz.  
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Uganda’s backbone connection to the international internet is privately owned in a competitive mar-
ket.14 The country’s national fiber backbone is connected to the EASSy international submarine fi-
ber-optic cable system that runs along the east and southern coasts of Africa.15 Telecommunications 
providers are also hooked to TEAMS (The East African Marine System) and SEACOM marine fibers 
through Kenya. 

Since 2007, Uganda’s ICT ministry through the National Information Technology Authority – Uganda 
(NITA –U) has been developing the National Data Transmission Backbone Infrastructure, which aims 
to ensure the availability of high bandwidth data connections in all major towns at reasonable pric-
es.16 As of early 2015, the project has completed the installation of 1,400 kilometers connecting 27 
district headquarters.17

ICT Market 

The number of industry players has grown over the years, and many now offer comparable prices 
and technologies. There are no known obstacles or licensing restrictions placed by the government 
on entry into the ICT sector, and new players have entered the market with ease in recent years. Cur-
rently, there are 34 telecommunications service providers that offer both voice and data services.18 
Aside from the state-owned Uganda Electricity Transmission Company Limited, which is a licensed 
public infrastructure provider that has part ownership of Uganda Telecom, all of the licensed service 
providers are privately owned. 

In February 2015, Vodafone launched in Uganda,19 joining a competitive market dominated by big-
ger, well-established telecommunications brands, such as MTN Uganda, Uganda Telecom, Airtel, 
Smart Telecom, and Africell Uganda (former Orange Uganda). All of these telecoms offer 4G LTE net-
work speeds. Meanwhile, 17 ISPs were connected to the Uganda Internet Exchange Point (UIXP) as of 
mid-2015.20 

Regulatory Bodies 

Uganda’s telecommunications sector is regulated by the Uganda Communications Commission 
(UCC), which is mandated to independently coordinate, facilitate, and promote the sustainable 
growth and development of ICTs in the country. The UCC also provides information about the regu-
latory process and quality of service, and issues licenses for ICT infrastructure and service providers.21 

14  Econ One Research, “A Case Study in the Private Provision of Rural Infrastructure,” July 30, 2002, http://bit.ly/1jxsMXc. 
15  Eassy maps, accessed August 28, 2014, http://www.eassy.org/map.html#. 
16  Ministry of Information and Communications Technology, “National Data Transmission Backbone and e-Government 
Infrastructure Project,” Republic of Uganda, accessed June 29, 2012, http://bit.ly/1OEBpMj. 
17  “The Nation Backbone Infrastructure Project (NBI/EGI),” National Information Technology Authority – Uganda, accessed 
March 16, 2015, http://bit.ly/1RSwiGJ. 
18  UCC, “Licencees in Uganda,”  http://www.ucc.co.ug/files/downloads/licensedProviders.pdf. 
19  Ali Twaha, “Vodafone launches data services,” The Observer, February 13, 2015, http://bit.ly/1W1frSF. 
20  The Uganda Internet eXchange Point, “Connected Networks,” http://uixp.co.ug/networks. 
21  UCC, “Approved STB Operators and Vendors for Digital Broadcasting,” accessed July 31, 2013, http://bit.ly/1NkEeix. 
Pursuant to the telecommunications (licensing) regulations 2005, UCC issues two types of licences: Public Service Provider 
(PSP) and Public Infrastructure Provider (PIP). The application fee for both license types is $2,500 dollars (a PIP license requires 
a one-off initial fee of $100,000), and annual fees range from $3,000-$10,000. These licenses allow holders to either set up 
telecommunications infrastructure or provide telecommunications services. The UCC levies a 1 percent charge on providers’ 
annual revenue. (http://ucc.co.ug/files/downloads/fees%20structure.pdf) 
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The commission’s funds come mainly from operator license fees and a 2 percent annual levy on op-
erator profits. 

There is a general perception, however, that comprehensive and coherent information about the 
commission’s operations is not always accessible, and that the body is not entirely independent from 
the executive branch of the government. For example, the ICT minister has the authority to approve 
the new regulator’s budget and appoint members of its board with approval from the cabinet. There 
are no independent mechanisms in place to hold the regulator accountable to the public. 

Limits on Content

There were no reported incidents of direct government interference with internet content during the 
coverage period, though the government indicated its intent to shut down certain platforms in the face 
of growing criticism disseminated online. A popular opposition Facebook page was taken down in Jan-
uary 2015 for breaching Facebook’s terms of service; its members suspect government trolls may have 
been responsible. 

Blocking and Filtering 

There have been no reported incidents of government efforts to block or filter internet content since 
April 2011, when the national regulator issued a directive to ISPs to temporarily block citizens’ access 
to Facebook and Twitter in response to the “walk to work” protests over rising food and fuel prices. 
According to news reports, most ISPs did not comply with the directive. Online content remains un-
censored in Uganda as of 2015, and social media and blogging platforms are freely available. 

Nevertheless, with the growing popularity of social media and communications applications for 
critical commentary, the government has periodically indicated intentions to block certain web plat-
forms. Most recently in 2015, the government issued threats to shut down social media tools such as 
WhatsApp and Facebook in response to social media debates over the issue of revenge pornogra-
phy and other forms of “computer misuse.”22

Content Removal 

To date, there have been no known instances of takedown notices issued for the removal of online 
content and no problematic issues of intermediary liability for service or content providers.23 In Jan-
uary 2015, however, the popular “Ugandans At Heart” Facebook page known for its political activism 
and criticisms of the government was taken down for allegedly breaching Facebook’s terms of ser-
vice. The “Ugandans At Heart” administrator suspected the government’s hand behind the takedown, 
which would have required a coordinated effort by progovernment users to report the Facebook 
page as abusive.24 While denying involvement, anonymous government officials reportedly de-

22  Sylvia Tamale, “Sex tapes are part of pervasive levels of violence against women,” The Daily Monitor, February 10, 2015, 
http://bit.ly/17e3Ldj; Moses Ndhaye,  “UCC threatens to shut down social media platforms over abuse,” The Daily Monitor,  
February 10  2015, http://bit.ly/1CemC2i. 
23  Ashnah Kalemera, Lillian Nalwoga and Wairagala Wakabi, “Intermediary Liability in Uganda,” (research paper, Association 
for Progressive Communications) accessed August 28, 2014, http://bit.ly/1jxtXpz. 
24  Semuwemba A, Kibirege, “UAH Closure: 30 Seconds Of The Elephant In The Room!” Semuwemba (blog), January 7, 2015, 
http://bit.ly/1MzODnv. 
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scribed the takedown as “good news.”25 The page was eventually restored. Later in April, the group’s 
Google forum was shut down after being flagged for “containing spam, malware, or other malicious 
content,” which forum moderators believe may also have been due to government interference.26 

Meanwhile, the Anti-Pornography Law enacted in February 2014 threatens to hold service providers 
criminally liable for uploading or downloading vaguely defined pornographic material on their sys-
tems,27 with penalties of up to five years in prison and fines of US$4,000. The law also establishes a 
Pornography Control Committee tasked with developing blocking software, which, once procured, 
service providers must install to preemptively filter and block “pornographic” content.28 Increasing 
government interest in curbing pornography and prostitution in the past year could further place 
intermediaries in a tough position over content hosted on their networks.

Media, Diversity, and Content Manipulation  

Content available online in Uganda is somewhat diverse, though news websites provided by the 
Vision Group, a media company that is partly owned by the government, are only available in four 
local languages (out of 40 languages and 56 native dialects). Newspapers such as Bukedde, Etop, 
Rupiny and Orumuri have created online platforms. Other news sites of major privately owned news-
papers are only accessible in English, which is not widely spoken across Uganda. The Google Uganda 
domain is available in five local languages,29 while the Firefox web browser can be accessed in two 
languages, Luganda and Acholi.30 Blogging continues to be popular among young Ugandans who 
have boldly taken to the internet to push the boundaries on controversial issues such as good gov-
ernance and corruption.31

Routine crackdowns and threats from the government—such as shutting down media houses per-
ceived to be too critical of the government and reported police attacks on journalists32—have en-
gendered a culture of self-censorship among journalists both off and online. Taboo topics include 
the military, the president’s family, the oil sector, land-grabs, and presidential terms. Nonetheless, 
critical commentary and opposition voices have become more vibrant online in recent years.

Digital Activism 

Internet use is steadily enhancing citizen participation in democratic processes as well as increasing 

25  Giles Muhame, “Facebook Shuts Down ‘Ugandans at Heart’ Page,” Chimp Reports, December 02, 2014,  http://bit.
ly/1RSya2t; Unwanted Witness,  “Facebook succumbs to pressure and endlessly closes Ugandans At Heart page,” January 14, 
2015, http://bit.ly/1Gn4YiJ. 
26  Google Product Forums, April 28, 2015, http://bit.ly/1jQAsDk. 
27  “Pornography” defined in the law as “any representation through publication, exhibition, cinematography, indecent 
show, information technology or by whatever means, of a person engaged in real or stimulated explicit sexual activities or any 
representation of the sexual parts of a person for primarily sexual excitement.” The Anti-Homosexuality Act, 2014, http://bit.ly/
PeaDyk. 
28  James Wire, “Brace yourselves Ugandan Internet Users,” The New Vision, February 24, 2014, http://bit.ly/1W2sJUd; 
Association for Progressive Communications, “New laws in Uganda make internet providers more vulnerable to liability and 
state intervention,” May 19, 2014, http://bit.ly/1LzrH8c; CIPESA, State of Internet Freedoms in East Africa 2014, http://www.cipesa.
org/?wpfb_dl=76. 
29  Tabitha Wambui, “Google Uganda Launches Two New Local Language Domains,” The Daily Monitor, August 4, 2010, http://
bit.ly/1QMW3Yk. 
30  Mozilla, “Interview: Mozilla Uganda translates Firefox into Acholi,” February 16, 2013, http://mozilla-uganda.org/?p=173. 
31  Joseph Elunya, “Controversial Ugandan Blogger Won’t Budge,” All Africa, August 26, 2012, http://bit.ly/1W2t7Cb. 
32  Freedom House, “Uganda,” Freedom of the Press 2013, http://bit.ly/1M2mL0W. 
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public scrutiny of government actions. Crowdsourcing and crowd-mapping tools have given citizens 
the ability to monitor elections, and a number of civil society groups are increasingly using SMS plat-
forms and social media for advocacy and to call for protests. Nevertheless, digital media activism did 
not result in any largescale social or political change in Uganda during the coverage period.

Violations of User Rights

The number of individuals arrested for their online activities in Uganda increased in 2014-2015, com-
pared to the previous coverage period. Government efforts to draft a Data Protection and Privacy Bill 
were initially seen as a positive step towards promoting the right to privacy, though the bill was later 
criticized for its overly broad and vague conditions in which personal data may be collected. Intimida-
tion, threats of violence, and technical attacks against vulnerable groups and marginalized communi-
ties, particularly the LGBTI community, remained a growing concern.

Legal Environment 

The Ugandan Constitution provides for freedom of expression and speech, in addition to the right 
to access information. However, several laws—including the Press and Journalist Act, sections of the 
penal code, and the Anti-Terrorism Act—appear to negate these constitutional guarantees for free-
dom of expression. For example, the Press and Journalist Act of 2000 requires journalists to register 
with the statutory Media Council, whose independence is believed to be compromised by the gov-
ernment’s influence over its composition. The penal code contains provisions on criminal libel and 
the promotion of sectarianism, imposing penalties that entail lengthy jail terms. While none of these 
laws contain specific provisions on online modes of expression, they could arguably be invoked for 
digital communications and generally create a “chilling effect” on freedom of expression both online 
and offline. 

Meanwhile, the 2002 Anti-Terrorism Act criminalizes the publication and dissemination of content 
that promotes terrorism, vaguely defined, and convictions can carry the death sentence.33 Amend-
ments to the act were passed by parliament in June 2015 and are currently awaiting the president’s 
signature. These proposed updates to the antiterrorism law include broadly defined provisions crim-
inalizing the “indirect” involvement in terrorist activists and the “unlawful possession of materials for 
promoting terrorism, such as audio or video tapes or written or electronic literature.”34 

The 2011 Computer Misuse Act includes provisions that can specifically limit freedom of expres-
sion online. Under Act 2 of the law, the dissemination of “offensive communication” is prohibited 
alongside child pornography and cyber harassment, and is vaguely defined as the use of “electronic 
communication to disturb or attempts to disturb the peace, quiet or right of privacy of any person.” 
Offenses under this provision of the Act are considered misdemeanors and subject to fines, impris-
onment of up to one year, or both.35 

Persistent government efforts to criminalize homosexuality in Uganda further threaten to restrict 
internet freedom. The now nullified Anti-Homosexuality Act enacted in February 2014 prescribed up 
to life imprisonment for committing the “offense of homosexuality,” putting the lives of countless 

33  Art.9 (b), The Anti-Terrorism Act, 2002, http://bit.ly/1ZRELPH. 
34  Anti-Terrorism Amendment Bill (2015), http://bit.ly/1MzIQOV. 
35  Computer Misuse Act, 2011, http://www.ulii.org/content/computer-misuse-act. 
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Ugandan LGBTI individuals at risk of discrimination, persecution, and violence.36 Pertinent to internet 
freedom, Article 13 of the law criminalizes the use of electronic devices—including “internet, films, 
and mobile phones—for the purposes of homosexuality or promoting homosexuality.” A person 
or entity convicted under this offence could be subject to a fine of UGX 100 million (approximately 
US$40,000), imprisonment of five to seven years, or both.37 A judicial ruling struck down the law in 
August 2014 based on an administrative technicality, which enabled the law’s ardent advocates to 
reintroduce the law in November 2014,38 though as of mid-2015, it is unclear when it would be pre-
sented to Parliament for adoption.39 

The Ugandan judiciary has been known uphold press freedom and freedom of expression. In 2004, 
for example, the Supreme Court struck down a provision in the penal code criminalized the publica-
tion of false news, and in 2010, the Constitutional Court quashed the law on sedition. 

Prosecutions and Detentions for Online Activities 

The number of individuals arrested for their online activities in Uganda increased in 2014-2015, com-
pared to the previous coverage period when no arrests or prosecutions were reported. In November 
2014, three activists in western Uganda were arrested for allegedly inciting violence with posts writ-
ten in the Facebook group the Masindi News Network (MANET),40 which disseminates information 
about the western region of the country to over 16,000 members and often posts demands for 
political accountability from the government. The Facebook group had recently sought to collect 
one million signatures for a petition urging Parliament to investigate the alleged mismanagement 
of funds for the construction of a major road in the region.41 The three activists were released three 
days later in response to the demands of hundreds of people who demonstrated in front of the po-
lice station,42 though their case is still being investigated as of mid-2015.

In February 2015, a man named Robert Shaka was summoned by police and subsequently arrest-
ed on suspicions of running the popular Facebook account called Tom Voltaire Okwalinga (TVO),43 
which is well known for its politically charged posts that often accuse the Ugandan president and 
other senior leaders of corruption and incompetence.44 While in detention, the police searched Sha-
ka’s home without a search warrant and confiscated some of his electronic devices. He was released 
on bond shortly thereafter but arrested again in June 2015 on charges of disseminating “offensive 
communication” under the 2011 Computer Misuse Act, charges Shaka denied.45 Shaka was later re-
leased on bail and awaits trial as of mid-2015.46

Meanwhile, in May 2015, President Yoweri Museveni called for the arrest of three individuals whose 

36   Isaac Imaka & Mercy Nalugo, “Gays to spend life in jail as MPs pass Anti-Homosexuality Bill,” The Daily Monitor, December 
20, 2013, http://bit.ly/1fKPXWF. 
37  Anti-Homosexuality Act, 2014, http://bit.ly/1Gnd8Yl. 
38 The Prohibition of Promotion of Unnatural Sexual Practices, 2014, http://bit.ly/1jxw0Kp.  
39  AFP, “New anti-gay bill drawn up in Uganda,” Aljazeera, November 20, 2014, http://bit.ly/1r0LbbR. 
40  Masindi News Network,  https://www.facebook.com/groups/masindinewsnetwork/ 
41  Joseph Elunya, “Crackdown on Facebook in Uganda,” Waza Online, December 19, 2014, http://bit.ly/1v6RzzP. 
42  Unwanted Witness, “Over 10,000 Online Activists Petition Parliament,” February 2, 2015, http://bit.ly/1RkDYRs; “100 people 
raid, force Police to free MANET scribes,” The Insider, November 10, 2014, http://bit.ly/1MzJHPz. 
43  Tom Voltaire Okwalinga, Facebook Page, https://www.facebook.com/tom.okwalinga. 
44  Douglas Mpuga,“Social Media Critic Arrested in Uganda,” Voice of America, June 13, 2015, http://bit.ly/1RkEaQx. 
45  Joseph Kimbowa, “Uganda: Who’s Tom Voltarie Okwalinga – TVO?” All Africa, June 10, 2015, http://bit.ly/1OEIug0. 
46  Tony Bath, “Social Media Critic Robert Shaka Released on Bail,” Uganda Radio Network, June 15, 2015, http://bit.
ly/1RSBOcG. 
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voices were heard in an audio clip disseminated widely via WhatsApp that reportedly contained 
abusive and sectarian language.47 According to observers, the government’s increased crackdown 
on online speech, particularly on social media platforms, in the past year may be an indication of re-
strictions to come in the lead up to the presidential election in 2016.48

In 2014, the Uganda Police Force established a Cyber Crimes Unit to fight malicious technical at-
tacks49 but was criticized by observers as an effort to intimidate users and encourage self-censorship 

“given the shifting trends from the use of traditional media to online.”50 According to research by Un-
wanted Witness Uganda, the unit has profiled “dozens of internet users particularly those deemed to 
be opponents of the government,”51 which is a worrisome trend as the country gears up for general 
elections in 2016. In mid-2015, the Cyber Crimes Unit publicly stated its mandate includes “threats 
that could destabilize the country” committed on social media platforms.52

Surveillance, Privacy, and Anonymity 

There is strong sense that government surveillance of citizens’ communications has heightened 
in recent years, particularly in response to increasing government activity to address the threat of 
terrorism in the region. In July 2015, email leaks from the Italian surveillance firm Hacking Team 
revealed that the Ugandan government began talks in April 2015 with the company to purchase its 
sophisticated spyware known as Remote Control System (RCS).53 While the leaked emails did not 
confirm the sale, they point to the government’s intent to acquire such technologies that can moni-
tor and intercept user communications. 

The government expanded its surveillance powers with the hurried passage of the 2010 Regulation 
of Interception of Communication (RIC) Act following the July 2010 Al-Shabaab terrorist attack in 
Kampala. Under the RIC, telecommunication companies are required to install equipment that en-
ables real-time electronic surveillance of suspected terrorists. The RIC Act also gives the government 
permission to tap into personal communications for national security concerns,54 which can be 
requested by the security minister and granted after an order by a High Court judge.55 Service pro-
viders are further required to disclose the personal information of individuals suspected of terrorism 
to the authorities upon issuance of a court warrant or notice from the security minister on matters 

47  Kim Aine,“Museveni Orders WhatsApp Audio Probe” Chimp Reports, May 30, 2015, http://bit.ly/1NkGd6w. 
48  Lizabeth Paulat, “Uganda President Challenges Free Speech on Social Media,” Voice of America, June 4, 2015, http://
bit.ly/1HQh26u.  CIPESA, “Hunting Down Social Media ‘Abusers’ in Uganda as Elections Near,” July 2015,  http://www.cipesa.
org/?wpfb_dl=190. 
49  Taddeo Bwambale and Raymon Baguma, “Uganda sets up unit to fight cyber crime,” The New Vision Uganda, August 6, 
2013, http://bit.ly/1kkHaSA. 
50  Andrew Bagala, “Activists cry foul as police set up cyber crime unit,” The Daily Monitor, March 19, 2014, http://bit.
ly/1KkCzom; Unwanted Witness, “Police establishes cyber crimes unit to curtail online freedoms,” March 18, 2014, http://bit.
ly/1rDT1uz. 
51  Unwanted Witness Uganda, The Internet: They Are Coming For It Too, January 17, 2014, 38, http://bit.ly/1fTb1rH. 
52  Bagala Andrew, “Crackdown on social media crime starts,” The Daily Monitor, June 22, 2015, http://bit.ly/1LGN76A. 
53  Mujuni Raymond Qatahar, “Wikileaks Emails: Uganda To Buy 3bn Surveillance Equipment,” Qataharray (blog),  July 21, 
2015, http://bit.ly/1XfOAok;  Wikileaks, “Hacking Team,” July 8, 2015, http://bit.ly/1jQARWv; Sadab Kitatta Kaaya, “Police in Shs 
5bn spy deal,” The Observer, July 22, 2015, http://bit.ly/1NR8x3t. 
54  Amnesty International, “Uganda: Amnesty International Memorandum on the Regulation of Interception of 
Communications Act, 2010,” December 14, 2010, http://bit.ly/1MPUDx8. 
55  Lawful interception is granted after issuance of a warrant by a judge if “there is an actual threat to national security or to 
any national economic interest, a potential threat to public safety, national security or any national economic interest, or if there 
is a threat to the national interest involving the State’s international relations or obligations.” See , Regulation of Interception of 
Communications Act, 2010 Section 5, September 3, 2010,  http://bit.ly/1jQAVpl. 
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related to national security, national economic interests, and public safety.56 Failure to comply with 
the provisions in the RIC Act can entail penalties of up to five years in prison for intermediaries, in 
addition to license revocations.57 While it is not clear the extent to which the 2010 RIC Act has been 
implemented or operationalized, in March 2014, the government requested a supplementary budget 
of UGX 200 billion (over US$80 million) through 2019 to procure surveillance equipment and estab-
lish a monitoring center in accordance with the RIC Act.58

In addition to the RIC Act, clauses in the 2002 Anti-Terrorism Act give security officers, appointed by 
the interior minister, the power to intercept communications of individuals suspected of terrorism 
and to keep them under surveillance, without judicial oversight.59 

Telephone companies reportedly “face undue influence and pressure from [the] government de-
manding for print-outs of phone calls made by any citizen without court orders… [which] have been 
used against activists or human rights defenders to justify their arrests, arbitrary detention or at 
times used as evidence in courts of law.”60 Nonetheless, telecom industry observers have noted that 
vibrant competition between service providers makes them reluctant to hand over information to 
the government without going through legal channels. However, observers do not rule out the pos-
sibility that some companies may cooperate quietly with government requests.61 

Anonymous communication is compromised by mandatory registration for mobile phone SIM cards 
and mobile internet subscriptions. Launched in March 2012, the process requires subscribers to 
provide a passport photo and ID, both residence and workplace addresses, and next of kin, among 
other personal details.62 Civil society groups cited concerns that “the mandatory SIM card registra-
tion was carried out to enable the use of surveillance equipment purchased and installed by telecom 
companies.”63 

In response to growing concerns over infringements on users’ right to privacy in Uganda, civil soci-
ety pushed for data protection legislation in 2014,64 which led to the drafting of the Data Protection 
and Privacy Bill by year’s end.65 While the bill was initially well received, it was later criticized for 
being open to misinterpretation due to the broad and vague conditions in which personal data may 
be collected, such as for “national security” reasons.66 As of March 2015, reports emerged that the 
government lacks the funds needed to enact the data protection law,67 leaving user data without 
safeguards from unnecessary intrusion.

56  The Regulation of Interception of Communications Act, 2010,  Section 8. 
57  The Regulation of Interception of Communications Act, 2010,  Section 62. 
58  Unwanted Witness, “The Unwanted Witness (UW) News Brief: Government of Uganda is procuring surveillance equipment 
to spy on citizens,” news release,  May 19, 2014, http://bit.ly/1LkCLrR; “National Budget Framework Paper for FY 2014 / 15 – FY 
2018/19,” Republic of Uganda, March 2014, 833, http://bit.ly/1Gnbfuz.   
59  The Anti-Terrorism Act, 2002, Part VII—Interception of Communications.  
60  Unwanted Witness Uganda, The Internet: They Are Coming For It Too, January 17, 2014, 39, http://bit.ly/1fTb1rH. These 
allegations were denied by the security minister, who claimed that any phone tapping is done in compliance with the law, upon 
issuance of a court order, and for a limited period against users suspected of “subversive activities” and criminal activity. See: 
Deo Walusimbi, “Muruli Mukasa: I replace Sejusa,” The Observer, March 5, 2014, http://bit.ly/1kkKQUB. 
61  Freedom House interviews.
62  Unwanted Witness Uganda, The Internet: They Are Coming For It Too. 
63  Unwanted Witness Uganda, The Internet: They Are Coming For It Too. 
64  Solomon Lubambula, “Phone users demand for Data Protection law,” Unwanted Witness,  March 21, 2014, http://bit.
ly/1MPWxh6. 
65  Government of Uganda, The Data Protection and Privacy Bill, 2014, http://bit.ly/1GM36LD. 
66  CIPESA, “Reflections on Uganda’s Draft Data Protection and Privacy Bill, 2014,” February,  2015, http://bit.ly/1KkFgXg. 
67  Unwanted Witness, “Uganda government is lacking funds to enact a law on Data Protection and Privacy,” March 13, 2015, 
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Intimidation and Violence 

While print journalists have long faced a high degree of harassment and occasional violence for their 
reporting, these types of violations have begun to seep into the online sphere as well. 

LGBTI activists, in particular, have reported increasing harassment, both offline and online, in recent 
years, with hate messages often pervading targets’ Facebook walls.68 In July 2014, Magembe Norma, 
an individual who created a petition on Change.org for the prosecution of Uganda’s top three lead-
ers behind the anti-homosexuality movement in the country,69 reported that his life was in danger as 
a result of his online petition and activism.70 Also, increased cases of revenge pornography against 
female celebrities were reported in 2014-2015.71

Technical Attacks

In addition to intimidation and threats of violence, technical attacks against vulnerable groups and 
marginalized communities remained a growing concern in Uganda in 2014-2015. According to an 
LGBTI individual in Uganda,72 a Ugandan gay rights activist had his Yahoo email taken over by un-
known person(s) and all of his emails forwarded to a local mail host in 2014, though he was able to 
contact Yahoo and regain control over his email. Cases of blackmail were also reported, involving 
threats to expose the identities of several LGBTI individuals due to their perceived or real sexual ori-
entation. In some cases, the blackmailers requested for money in exchange for their silence. 

In addition, there were numerous reports of spyware and phishing attacks against several LGBTI indi-
viduals who received a large number of suspicious emails from familiar contacts. In another incident, 
one gay rights organization was hacked and defaced by unknown persons. 

http://bit.ly/1ClVeRR, 
68  Spyros E. Monastiriotis, “For LGBT Ugandans, physical security threats often translate into digital threats and vice versa,”  
Security in A Box (blog), March 13, 2015, http://bit.ly/1MzO7pE. 
69  Norman Mugambe, Petitioning Prosecutor Fatou Bensouda, “International Criminal Court: Investigate and Prosecute The 
Top 3 Homophobic Ugandans For Crimes Against Humanity,” http://chn.ge/1jQBlMl. 
70  Norman Mugambe, “Security Concern,” July 18, 2014, http://chn.ge/1GPy45d. 
71  Robert Mugabe (2014)
72  Anonymous interview with Freedom House in early 2015.
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Key Developments: June 2014 – May 2015

• Pressure from militants in eastern Ukraine resulted in temporary blocking of pro-Ukrainian 
content on servers hosted in the region (see Blocking and Filtering).

• In April 2015, 30,000 websites were temporarily shut down when Ukraine State Security 
Services seized servers from a data center believed to be hosting “anti-Ukrainian” content. 
Most of the websites were restored within a few weeks, though some remained offline (see 
Content Removal).  

• The arrest of a journalist charged with treason for posting a video denouncing mandatory 
conscription signaled the Ukrainian government’s growing intolerance for critical content 
online (see Prosecutions and Detentions for Online Activities).  

• Online journalists, activists, and bloggers in eastern Ukraine were subject to extralegal in-
timidation and were beaten, tortured, kidnapped, or otherwise assaulted during the period 
for their alleged pro-Ukrainian views (see Intimidation and Violence).

Ukraine
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 8 8

Limits on Content (0-35) 8 10

Violations of User Rights (0-40) 17 19

TOTAL* (0-100) 33 37

* 0=most free, 100=least free

Population:  42.9 million

Internet Penetration 2014:  43 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Partly Free
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Editor’s Note
On March 16, 2014, a referendum held in Crimea resulted in Russia’s annexation of the territory from 
Ukraine. On March 27, the General Assembly of the United Nations issued a non-binding resolution call-
ing the referendum invalid and urging member states and international organizations not to recognize 
any such change in Crimea’s status.

Freedom on the Net focuses on internet freedom developments as they pertain to internet users within 
each of the 65 countries under study. This report focuses primarily on the overall status of internet free-
dom in Ukraine from June 2014 through May 2015. Due to the ongoing crises in the region, events in 
Crimea during this time may be excluded from this report.

Introduction
The ongoing confrontation with Russia and the conflict in eastern Ukraine has led to an increase in 
censorship attempts on both sides in a bid to gain control over the information sphere. The tumultu-
ous end of the Euromaidan protests in early 2014 was followed by Russia’s annexation of Crimea and 
the start of the prolonged conflict in eastern Ukraine. This period was characterized by a continued 
increase in civic activity online and the widespread use of social networks for grassroots volunteer 
organizing, as well as coordinating information flows and fighting the information war with Russian 
and pro-Russian forces. 

The internet is fast becoming a major field in an information war with Russia, with activists and jour-
nalists cooperating to debunk Russian propaganda and verify key facts about the events in Ukraine 
for the rest of the world. Online discussion forums and social media were significantly impacted by 
partisan voices, paid mass commenting, and other manipulation attempts coming from Russia. The 
separatist uprisings supported by Russian forces in the Donetsk and Luhansk regions of eastern 
Ukraine led to further efforts on both the pro-Russian, separatist side and the Ukrainian side to crack 
down on undesirable content, including online, encouraging an atmosphere of fear and self-censor-
ship, especially in occupied regions.

The security of journalists and online users further deteriorated during the conflict in eastern Ukraine, 
where reporters, activists and bloggers faced extreme intimidation and physical violence as they 
were explicitly targeted for their work by Russian-backed militants. Additionally, independent online 
media and civic initiatives in eastern Ukraine faced multiple cyberattacks during the period. At the 
same time, Ukrainian officials and law enforcement targeted separatist websites and “extremist” con-
tent on social media in an attempt to restore control over the online information sphere.

Economic troubles in the country and the upheaval in eastern Ukraine contributed to a slump in the 
telecommunications market. Although internet penetration continued to grow, the contestation of 
control over communications in eastern Ukraine has created new obstacles to internet and mobile 
access for parts of the country. 

Online media outlets and social media platforms continue to play an important role as Ukraine faces 
new challenges, with activists using them for organizing and promoting ideas such as coordinating 
volunteer support for the military, aid efforts to internally displaced populations, government over-
sight, and corruption investigations of former (or current) officials. Government officials and civil 
servants continue to be more active online, and are becoming savvier in using the tools to indicate 
accountability in their everyday work. 
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Obstacles to Access
Ukraine’s telecommunications market has suffered during the reported period due to economic hard-
ships in the country and the crisis caused by Russia’s annexation of Crimea and later, the upheaval in 
eastern Ukraine. Although internet penetration continues to grow, other obstacles to access, such as 
damage to infrastructure in the eastern region, have obstructed internet and mobile access for parts of 
the country.  

Availability and Ease of Access   

Internet penetration in Ukraine continues to grow steadily, due in part to diminishing costs and the 
increasing ease of access, particularly to mobile internet. According to the International Telecommu-
nication Union (ITU), Ukraine had an internet penetration rate of 43 percent in 2014,1 compared to 
41 percent in 2013 and just 18 percent in 2009.2 At the same time, 2015 statistics from Pew Research 
Center show that of all Ukrainian adults, 53 percent access the internet at least occasionally or own 
a smartphone.3 Pew Research Center also found that 73 percent of Ukrainian adults who do have 
access to the internet use it on a daily basis.4 For fixed-line broadband subscriptions, the penetration 
rate was approximately 8.8 percent at the end of 2013,5 while mobile broadband had a penetration 
rate of just over 5 percent.6 Meanwhile, according to Akamai, the average broadband connection 
speed in Ukraine was 9.3 Mbps in the fourth quarter of 2014 (compared to 7.3 Mbps in the third 
quarter of 2013),7 and access to broadband internet in Ukraine is fairly affordable. A monthly unlimit-
ed data plan with a 1 Mbps broadband channel costs UAH 80–120 (US$3.80-5.70), while the average 
monthly wage in the country was UAH 3,998 (US$190) in April 2015.8  

Among current internet users, 82 percent live in urban areas, 37 percent of whom live in cities with 
a population over 500,000. However, internet penetration in rural areas has also been growing and 
is currently about 18 percent.9 The level of infrastructure differs between urban and rural areas, con-
tributing to the urban-rural divide. Most people access the internet from home or work, though 
many middle- and higher-end cafes and restaurants also provide free Wi-Fi. Access is also common 
in public libraries and schools. Internet cafes still exist but are gradually losing popularity.

Mobile phone penetration has plateaued, hovering around 131 percent in 2014.10 Use of mobile 

1  International Telecommunication Union, “Percentage of individuals using the Internet,” 2009, 2013, 2014,  accessed July 
2015, http://bit.ly/1cblxxY. 
2  International Telecommunication Union, “Percentage of individuals using the Internet,” 2009, 2013, 2014,  accessed July 
2015, http://bit.ly/1cblxxY. 
3  Pew Research Center, “Communications Technology in Emerging and Developing Nations,” March 19, 2015,  accessed on 
March 20, 2015, http://pewrsr.ch/18LK8tw. 
4  Pew Research Center, “Online Activities in Emerging and Developing Nations, Pew Research Center,” March 19, 2015, ac-
cessed on March 20, 2015, http://pewrsr.ch/1MR57bp. 
5  International Telecommunication Union, “Fixed broadband 2000-2013,” 2013, accessed March 2015, http://bit.ly/1cblxxY. 
6  Broadband Commission, The State of Broadband 2013: Universalizing Broadband, September 2013, http://bit.ly/ICdQnO. 
7  Akamai, “State of the Internet Data Visualization,” accessed March 25, 2015, http://akamai.me/1GkQ7zX. 
8  State Statistics Service of Ukraine, “Average monthly wage by region in 2015,” [in Ukrainian] accessed on May 5, 2015, 
http://bit.ly/1WA6ZvQ. 
9  Tymur Vorona, “В 2013 году аудитория уанета выросла на 1,5 млн и составила 17,5 млн человек — исследование,” [ 
In 2013, UaNet Audience Grew by 1.5 Million And Is Now 17.5 Million People – Study] AIN, February 21, 2014, http://ain.
ua/2014/02/21/513820. 
10  Olga Didukh, “К 2020 году 71% украинцев будет пользоваться смартфонами — исследование,”  [By 2020 71% of Ukrai-
nians will use smartphones —study] AIN, June 3, 2015, http://ain.ua/2015/06/03/583833. 
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internet is gaining in popularity, and an estimated 31 percent of Ukrainian mobile subscribers own 
smartphones.11 Cost continues to be the main barrier to higher mobile internet use. In February 
2015, mobile operators finally gained access to the military’s share of third-generation (3G) mobile 
phone frequencies, with the three major mobile providers all acquiring licenses for providing 3G 
services.12 All three companies started commercial exploitation of the frequencies in the summer of 
2015 and 3G mobile internet access is currently priced at 100-150 UAH ($4.50-7) for 2-3 GB of traffic 
per month.13   

Restrictions on Connectivity  

In late spring and summer of 2014, Russian and pro-Russian forces occupied the Crimean peninsu-
la, and later took control of parts of the Donetsk and Luhansk regions. Along with political control, 
those forces also attempted to disrupt or regulate access to telecommunications. While some dis-
ruptions in internet and mobile connectivity were caused by military activity, especially in eastern 
Ukraine (e.g., cell towers or internet cables damaged by explosions),14 in some cases there was direct 
pressure on ISPs from rebel militias and Russian-supported authorities, causing them to take offline 
or block particular services, such as city web cameras in Luhansk,15 or Ukrainian news websites in 
Donetsk16 and Crimea17 (see Limits on Content). In February 2015, armed men attacked the office 
of telecom provider Ukrtelecom in Simferopol, Crimea, and disconnected communication lines be-
tween Crimea and mainland Ukraine.18 As of May 2015, none of the Ukrainian mobile providers are 
operating in Crimea.19 

The backbone connection of UA-IX (Ukrainian internet exchange, a mechanism of traffic exchange 
and connection to the wider internet for Ukrainian ISPs) to the international internet is not central-
ized, and major ISPs each manage their own channels independently. Ukraine’s internet infrastruc-
ture is diverse, with more than 200 domestic autonomous systems purchasing direct international 
transit service (out of a total of more than 1,650 domestic autonomous system numbers). The coun-
try has a well-developed set of at least eight regional internet exchanges, as well as direct connec-
tions over diverse physical paths to the major Western European exchanges.20

11  Ibid. 
12  Olga Karpenko, “МТС Украина», «Киевстар» и life:) получили 3G-лицензии (обновлено)” [MTS Ukraine, Kyivstar and 
life:) receive 3G licenses (updated)] AIN, February 23, 2015, http://ain.ua/2015/02/23/565866. 
13  “Во сколько обойдется 3G-интернет: сравнение тарифов,”[How much will 3G Internet cost: comparing the prices] BigMir 
net, June 11, 2015, http://bit.ly/1LmpZMo. 
14  “Війна за зв’язок: що відбувається на сході України,” [War for connectivity: what is happening in eastern Ukraine] Tech 
Today, MTS Productions, September 19, 2014, http://bit.ly/1RiaEeO. 
15  “В Луганске отключены все веб-камеры,”[All webcameras switched off in Luhansk] Informator, June 25, 2014, http://
informator.lg.ua/?p=4125. 
16  “Боевики «ДНР» блокируют интернет-сайты, выступающие против терроризма и сепаратизма,” [“DNR” fighters block 
internet websites speaking against terrorism and separatism, CRiME, September 30, 2014, http://crime.in.ua/node/6462. 
17  “В Крыму отключают украинские новостные сайты,” [Ukrainian news websites blocked in Crimea] Hromadske Radio, Au-
gust 12, 2014, http://bit.ly/1L6Ym8j.  
18  Armed men in Crimea force Ukrainian telecom offline, Meduza, February 10, 2015, https://meduza.io/en/
news/2015/02/10/armed-men-in-crimea-force-ukrainian-telecom-offline. 
19  Vadym Karpus, “«Интертелеком» уйдёт из Крыма с 1 ма,”  [“Intertelecom” to leave Crimea starting on May 1] ITCua, April 
15, 2015, http://bit.ly/1P7x4QI. 
20  Jim Cowie, “Syria, Venezuela, Ukraine: Internet Under Fire,” Dyn Research, February 26, 2014, http://www.renesys.
com/2014/02/internetunderfire/.
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ICT Market 

The Ukrainian telecommunications market is fairly liberal and is currently undergoing gradual de-
velopment. The state previously owned 93 percent of the largest telecom company and top-tier 
ISP, Ukrtelecom, but the company was privatized in March 2011.21 Though no longer state-owned, 
Ukrtelecom is still the largest ISP in the country and possesses Ukraine’s primary network, trunk, 
and zone telecom lines.22 Other telecommunications providers are dependent on leased lines, since 
Ukrtelecom owns the majority of the infrastructure, and many alternative providers do not have suf-
ficient resources to build their own networks. However, Ukrtelecom does not exert any pressure or 
regulatory control over other ISPs. 

Among the major private ISPs in Ukraine are Volia, Triolan, Vega, and Datagroup; however, major 
mobile service providers, like Kyivstar and MTS, also provide broadband internet access.23 There are 
about 400 ISPs in Ukraine, according to the National Commission for the State Regulation of Com-
munications and Informatization (NCCIR).24 Regional ISPs are usually smaller local businesses, and 
regional dominance largely depends on business and other connections in a specific region, making 
the market prone to corruption.

Ukrchastotnagliad, the Ukrainian frequencies supervisory center, reports that 86 operators have li-
censes to provide satellite communication services in Ukraine. Companies providing internet access 
using satellite technologies in Ukraine include Ukrsat, Infocom-SK, Spacegate, Adamant, LuckyNet, 
Ukrnet, and Itelsat. With the exception of Infocom-SK,25 all of these companies are privately owned.26 
The three major players in the mobile communications market are Kyivstar (owned by Dutch Vimpel-
Com Ltd.), MTS Ukraine (owned by Russian AFK Sistema), and “life:)” (owned by Astelit, whose main 
shareholders are the Turkish company Turkcell and Ukrainian System Capital Management). Together, 
these companies hold 94.6 percent of the mobile communications market.27 

There are no obvious restrictions or barriers to entry into the ICT market, but any new business ven-
ture, whether an ISP or an internet cafe, faces obstacles including bureaucracy and corruption, as 
well as the legal and tax hurdles common to the Ukrainian business environment. In particular, the 
Ukrainian ICT market has been criticized for its difficult licensing procedures for operators, and un-
der the 2003 Law on Communications, operators are required to have a license before beginning 
their activities. 

Regulatory Bodies 

The ICT sector is regulated by the National Commission for the State Regulation of Communications 

21  92.8 percent of shares sold to ESU, a Ukrainian subsidiary of the Austrian company EPIC. See  “Укртелеком продан,” 
[Ukrtelecom Sold] Dengi.Ua, March 11, 2011, http://bit.ly/1Vq9ALT. 
22  OpenNet Initiative, “Ukraine,”  Country Profile,  December 21, 2010, http://opennet.net/research/profiles/ukraine. 
23  “Количество пользователей широкополосного доступа в Украине достигло 5,6 млн,” [Number Of Broadband Internet 
Users in Ukraine Reaches 5.6 Million] AIN, December 16, 2011, http://ain.ua/2011/12/16/68574.
24  “Во 2 квартале количество абонентов провайдеров Интернет увеличилось на 6,4%,” [In Second Quarter Number Of 
Subscribers Of Internet Providers Grew By 6.4%] Delo, July 26, 2007, http://bit.ly/18A2eL4. 
25  Infocom-SK was founded in 1991 jointly by state-owned Ukrtelecom and Controlware, a German telecommunications 
company. Infocom, “History,” accessed on June 15, 2012, http://bit.ly/1FIrp1N. 
26  OpenNet Initiative, “Ukraine.”  
27  Olga Karpenko, “В Украине почти 55 млн абонентов мобильной связи,” [Ukraine has almost 55 million mobile subscrib-
ers] AIN, July 31, 2012, http://bit.ly/1FKMuIE. 
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and Informatization (NCCIR). Members of the NCCIR are appointed by the president of Ukraine.28 
Due to widespread corruption in the political system and the lucrative nature of business in the ICT 
sector, appointments to the commission have lacked transparency. The NCCIR’s work has often been 
obstructed by claims of non-transparent decisions and operations. Furthermore, the 2003 Law on 
Communications does not guarantee the independence of the NCCIR. However, the newly appoint-
ed head of the NCCIR has vowed to reform the regulator in 2015, and is working on a bill that will 
guarantee both the financial independence of the NCCIR and its independence from the executive 
branch of state power.29

A parliamentary committee on informatization and information technologies was created in Decem-
ber 2012,30 ostensibly to promote the president’s promise of further development of the Ukrainian 
ICT market.31 So far, the committee has not made any significant decisions relating to the ICT 
industry.

A new Ministry of information Policy was created in December 2014,32 to promote information se-
curity and regulate information policy, including online. Although the concrete regulatory powers 
of the new ministry remain unclear, media advocates and journalists have branded the department, 
aimed at protecting Ukraine in the information war with Russia, “Orwellian,”33 and have expressed 
concern that the agency will only hinder freedom of speech and set a dangerous precedent, grant-
ing the new government a greater measure of control over Ukrainian media.

Limits on Content
The Russian annexation of Crimea in March 2014 led to an all-out information war, with Russian and 
Ukrainian TV channels taken off the air in mainland Ukraine and Crimea, respectively. Access to online 
content remained largely unaffected by these events, although online discussion forums and social me-
dia were significantly impacted by partisan voices, Russian-paid commenting, and self-censorship out 
of fear. The separatist uprisings supported by Russian forces in Donetsk and Luhansk regions of eastern 
Ukraine led to further efforts on both the pro-Russian and the Ukrainian sides to censor undesirable 
content, including online.

Blocking and Filtering 

There are no permanent blocks, filtering mechanisms, or blacklists for online websites in Ukraine. 
YouTube, Facebook, Twitter, and blog-hosting services such as Wordpress and LiveJournal are freely 
available and gained significantly more users since the Euromaidan protests in 2013-2014.34 Since 

28  National Commission on Regulation of Communications and Informatization, accessed on January 10, 2012, http://bit.
ly/1OaChbb. 
29  “НКРСИ должна стать независимой — глава ведомства,” [NCCIR must become independent—head of regulator] Delo, 
May 26, 2015, http://bit.ly/1Lmv5Iy. 
30  Official Parliamentary portal, “Верховна Рада України прийняла Постанову “Про комітети Верховної Ради України 
сьомого скликання,” [Ukrainian Parliament adopts Decree “On committees of Parliament of Ukraine, seventh session] Decem-
ber 25, 2012, http://bit.ly/1FIsOFv. 
31  Olga Karpenko, “В парламенте появился комитет, отвечающий за IT-отрасль,” [Parliament gets committee to regulate 
ITC sphere] AIN, December 25, 2012, http://ain.ua/2012/12/25/107173. 
32  Ministry of Information Policy of Ukraine, accessed on May 20, 2015, http://mip.gov.ua/en/. 
33  Tetyana Lokot, “Ukraine’s New “Ministry of Truth” Ridiculed on Social Media,” Global Voices, December 4, 2014, http://bit.
ly/1JGBkzD.  
34  Olga Minchenko, “Близько 6 млн українців в січні хоча б 1 раз відвідували Facebook та 11 млн – ВКонтакте,” [About 6 
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the start of the crisis in eastern Ukraine, Ukrainian authorities have attempted to put pressure on 
ISPs to introduce selective blocking of websites containing “separatist” or “terrorist” content, but the 
ISPs have refused wholesale blocking,35 and insist court orders must be provided in each case in or-
der for a website to be blocked or taken down. Individual accounts of social media users containing 
calls to “separatism” or “extremism” have also been targeted (see Prosecutions and Detentions for 
Online Activities).

Russian-backed separatist militants in eastern Ukraine have been more proactive in blocking 
Ukrainian resources, cracking down on Ukrainian news websites in Donetsk.36 In September 
2014, ISPs in Donetsk received letters from “officials” in the region demanding that they block 27 
Ukrainian news websites—at least some complied, as internet users reported that they were unable 
to access some of the sites. In May 2015, the self-proclaimed “Donetsk People’s Republic” followed 
Russia’s example in instituting an official blacklist of websites banned on its territory, though the list 
is not public and it is unclear to what extent DPR officials would be able to enforce it.37 

Content Removal 

In April 2015, in an attempt to block five allegedly anti-Ukrainian websites, the Ukrainian Security 
Service officers seized hosting servers at four data centers in Kyiv of the web-hosting company NIC.
ua, also the largest domain registrar in Ukraine.38 As a result, 30,000 Ukrainian websites that had 
nothing to do with the targeted websites were also taken offline. It turned out that all but one of the 
five websites suspected of separatism only used NIC.ua as a registrar, and hosted their content on 
servers in Russia. The Security Service claimed that it had officially requested that NIC.ua block the 
targeted websites, but the company did not comply. NIC.ua denied the fact that they received any 
official requests and noted that it is illegal in Ukraine to block websites based on a scanned request 
or warrant, and that proper procedure would require original court documents. Within a few weeks, 
over 90 percent of the websites had been restored.

There is no current regulatory framework for systematic censorship of content online, although prior 
to the change in government in 2014, there were several attempts at creating legislation that could 
censor or limit content. Many of these initiatives presented indirect threats to freedom of informa-
tion online. For example, in September 2012, members of parliament introduced a draft bill that 
suggested implementing jail sentences of three to five years for cybercrimes such as hacking, cyber-
scams, and information espionage.39 Additionally, there were calls to create a national cybersecurity 
system as part of the strategic law “On the main foundations of development of information society 
in Ukraine for 2007–2015.”40 In some cases, such laws obligate ISPs to remove or block the offensive 

mln Ukrainians in Jaunary visited Facebook at least once, 11 mln – Vkontakte] Watcher,  Feb 26, 2014, http://bit.ly/1JGBCGF. 
35  Oleg Pilipenko,“ИнАУ: блокировка сепаратистских сайтов «попахивает» провокацией или непрофессионализмом,” 
[InAU: Blocking separatists websites “smells” of provocation or unprofessionalism] imena (blog), August 8, 2014, http://bit.ly/1i-
OxW07. 
36  “Боевики «ДНР» блокируют интернет-сайты, выступающие против терроризма и сепаратизма,” [“DNR” fighters block 
internet websites speaking against terrorism and separatism] CRiME, September 30, 2014, http://crime.in.ua/node/6462. 
37  “В «ДНР» ввели цензуру в интернете,” [“DNR” Introduces Internet Censorship] ZN.ua, May 30, 2015, http://bit.
ly/1PQ7yO3. 
38  Anna Poludenko-Young, “Ukraine’s Security Service Takes Down 30,000 Websites to Fight ‘Pro-Russian Propaganda’,” Glob-
al Voices, April 28, 2015, http://bit.ly/1M47yqs. 
39  Olga Karpenko, “За компьютерные преступления депутаты предлагают сажать на 3 года,” [MPs suggest jail sentences 
for up to 3 years for cybercrimes] AIN, September 19, 2012, http://ain.ua/2012/09/19/95861. 
40  National Commission on Communications and Informatization, “НКРЗІ пропонує зміни до Закону України “Про Основні 
засади розвитку інформаційного суспільства в Україні на 2007-2015 роки”,” [NCCIR proposes changes to the Law of Ukraine 
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or illegal content within 24 hours or, if such content is found to be hosted outside of Ukraine, ISPs 
would have to limit Ukrainian users’ access to such content, effectively introducing a practice of fil-
tering content. 

Media, Diversity, and Content Manipulation 

Amid the conflict in eastern Ukraine, online journalists, commentators and internet users have been 
pressured to self-censor, especially on topics directly related to the Russia-backed insurgency in the 
east, and the themes of separatism, terrorism and patriotism. Self-censorship has been more pro-
nounced in the parts of eastern Ukraine occupied by pro-Russian forces and in Crimea, where inter-
net users and journalists have faced attacks,41 abuse, and intimidation for their pro-Ukrainian posi-
tions. However, the media landscape remains varied, and different viewpoints are readily available to 
users online, especially on social media. 

Journalists in Ukraine found themselves suddenly covering warfare, with limited access to occupied 
parts of Ukraine and unfamiliar and dangerous working conditions presenting a challenge. Online 
media outlets like Hromadske TV, Ukrainian Radio Svoboda, and Donbass News produced fearless 
photo and video coverage of military activity, civilian losses, and life in occupied territories, often re-
lying on help from undercover reporters and social media users in eastern Ukraine. Several journalist 
initiatives were also set up after the Russian invasion of Crimea to battle Russian media propaganda 
and debunk the myths distributed by Russian media outlets.42 

Attempts to manipulate the online landscape have mostly been external and come from the Russian 
side in the form of mass commenting and paid posts on social media,43 as well as fake websites,44 
and social media groups set up by pro-Russian internet users.45 The Ukrainian Ministry of Informa-
tion has attempted to respond in kind to the organized Russian information manipulation efforts by 
creating its own “internet army,”46 but its actions have not seen much praise from Ukrainian internet 
users.  

Digital Activism 

The Ukrainian social media sphere expanded dramatically during the Euromaidan protests, with new 
groups and communities popping up and the use of Facebook and Twitter growing rapidly. By the 
end of 2014, Twitter use in Ukraine grew 56 percent, and Facebook use grew 9 percent, compared to 
the end of 2013.47 

“On the main foundations of development of information society in Ukraine for 2007-2015”] news release, August 9, 2012, 
http://bit.ly/1PQ7PR9. 
41  “У Луганську сепаратисти викрали журналіста і пограбували офіс інтернет-сайту,” [In Luhansk, separatists kidnap jour-
nalist, rob internet website office] Radio Svoboda, July 16, 2014, http://bit.ly/1MKcSSA. 
42  Tetyana Lokot, “Ukraine’s Activists Debunk Russian Myths on Crimea,” Global Voices, March 5, 2014, http://bit.ly/1LTnRKO. 
43  Aric Toler, “Inside the Kremlin Troll Army Machine: Templates, Guidelines, and Paid Posts,” Global Voices, March 14, 2015, 
http://bit.ly/1j3kMNw. 
44  Aric Toler, “Fake ‘Ukrainian’ News Websites Run by Russian ‘Troll Army’ Offshoots,” Global Voices, November 19, 2014, 
http://bit.ly/1P7EkfB. 
45  “Росіяни створили фейкову сторінку прес-центру АТО,” [Russians created fake page for ATO press-center] Ukrainska Pra-
vda, July 29, 2014, http://bit.ly/1O5Sop1. 
46  Tetyana Lokot, “Ministry of Truth’ Recruits Ukrainians for ‘Internet Army,” Global Voices, February 25, 2015, http://bit.ly/1O-
JEyua.  
47  Maya Yarovaya, “Как растет аудитория соцсетей в Украине, России, Турции и других странах (инфографика),” [How the 
social network audience is growing in Ukraine, Russia, Turkey and other countries (infographic)] AIN, April 16, 2015, http://ain.
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With the annexation of Crimea and the start of the conflict in eastern Ukraine, activists and vol-
unteers mobilized during Euromaidan48 found new uses for online platforms and their networks,49 
switching their efforts over to help fundraise for the needs of the military and volunteer battalions, 
provide information and assistance to refugees, and help to those kidnapped by the pro-Russian 
militias or Crimean forces. Citizen journalists also used open-source tools and data to track the pres-
ence of Russian troops50 and military equipment in Ukraine.51 Many officials in the new Ukrainian 
government use Facebook and Twitter heavily to report on their actions, and regularly respond to 
comments and take into account public opinion in their work, helping to increase accountability.52

Violations of User Rights
The security of journalists and online users further deteriorated during the conflict in eastern Ukraine, 
where reporters, activists and bloggers faced extreme intimidation and physical violence as they were 
explicitly targeted by paramilitary groups for their work and views. Additionally, independent online 
media and civic initiatives in eastern Ukraine faced multiple cyberattacks during the period. At the 
same time, Ukrainian officials and law enforcement targeted separatist websites and “extremist” con-
tent on social media in an attempt to restore control over the online information sphere. 

Legal Environment 

The right to free speech is granted to all citizens of Ukraine under Article 34 of the constitution, al-
though the article also specifies that the state may restrict this right in the interest of national secu-
rity or public order. Part three of Article 15 of the constitution forbids state censorship. In practice, 
however, these rights have been frequently violated. Especially grave violations were observed in 
occupied parts of eastern Ukraine, where journalists and regular internet users faced attacks, kidnap-
pings and extralegal intimidation for their reporting or pro-Ukrainian views. In addition, Article 171 
of the criminal code provides fines and detention sentences for obstructing journalists’ activity, but 
in parts of eastern Ukraine controlled by Russian-backed militants, journalists were often unable to 
gain access or do reporting work. 

There is no specific law mandating criminal penalties or civil liability for online and ICT activities, but 
other laws, such as those penalizing extremist activity, terrorism or calls to separatism (based on 
Article 100, part 1 of the Ukraine Criminal Code – threats to territorial integrity and sovereignty of 
Ukraine, punishable with three to five years in jail), also apply to online activity. 

Prosecutions and Detentions for Online Activities 

Ukrainian authorities have detained and prosecuted a number of online users and journalists on ac-

ua/2015/04/16/575766. 
48  Tetyana Bohdanova, “How #EuroMaidan and War with Russia Have Changed Ukraine’s Internet,”Global Voices, January 9, 
2015, http://bit.ly/1M49gI8.
49  Tymur Vorona, “Украина — родина волонтеров, или как IT-добровольцы помогали стране в 2014 году,” [Ukraine—the 
land of volunteers, or how IT-volunteers helped the country in 2014] AIN, Jaunary 8, 2015,  http://ain.ua/2015/01/08/556357. 
50  Tetyana Bohdanova, “Outing the Russian Military in Eastern Ukraine,” Global Voices, March 19, 2015, http://bit.ly/1O5Tp0r. 
51  Aric Toler, “Fact Checking the Conflict in Eastern Ukraine,” Global Voices, March 3, 2015, http://bit.ly/1YRnKVo. 
52  “Каких украинских министров можно читать в Facebook,” [Which Ukrainian Ministers You Can Follow on Facebook] AIN, 
March 17, 2014, http://bit.ly/1OaG20h. 
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cusations of online extremist activity or related charges.  In July 2014, a Dnipropetrovsk citizen was 
sentenced to three years in jail for “calls to separatism” after he created and promoted a page for 

“Ukrainian autonomous Republic” (as part of the Russian Federation) on a social media website.53 

In February, Ukraine’s Security Service arrested journalist Ruslan Kotsaba on charges of treason after 
he posted a YouTube video calling viewers to boycott military mobilization in Ukraine.54 Kostaba’s ar-
rest caused heated debates about the balance between information security and freedom of speech 
online during an armed conflict, and he remains in detention while his trial is ongoing. 

In May 2015, Ukraine’s Security Service detained two internet users in eastern Ukraine who al-
legedly created and administered 26 groups on Vkontakte (a Russian social networking site) said to 
be “anti-Ukrainian.”55 The users were accused of “aiding terrorist activity” and are currently under 
investigation.

Surveillance, Privacy, and Anonymity 

The pervasiveness of extralegal surveillance of Ukrainian users’ activities is unclear. A new proposal 
by the State Service on Special Communications and Information Security mandates that all mo-
bile phone users, including those using prepaid packages, would have to register and disclose their 
personal data (such as their passport number) with mobile providers.56 The committee, which is 
working on the legal framework for the proposal, claims pressure from law enforcement to institute 
the measure, given the terrorist and security threats Ukraine currently faces. So far only a draft of 
the proposal has been published on the government website,57 but has caused widespread criticism 
from the industry and free speech advocates. There is currently no obligatory registration for either 
internet users or mobile phone subscribers.

From 2002 to 2006, mechanisms for internet monitoring were in place under the State Committee 
on Communications’ Order No. 122, which required ISPs to install so-called “black-box” monitoring 
systems that would provide access to state institutions. This was ostensibly done to monitor the 
unsanctioned transmission of state secrets. Caving to pressure from public protests and complaints 
raised by the Internet Association of Ukraine and the Ukrainian Helsinki Human Rights Union, the 
Ministry of Justice abolished this order in August 2006. 

In December 2013 the NCCIR released a new edition of “Rules for Activities in the Sphere of Tele-
communications,” which included a problematic paragraph about ISPs and telecom providers having 
to “install at their own cost in their telecommunications networks all technical means necessary 
for performing operative and investigative activities by institutions with powers to do so.”58 Some 
human rights groups and internet associations are concerned that this step will aid the Security Ser-

53  “На Дніпропетровщині засудили чоловіка за сепаратистські заклики у соцмережах,” [In Dnipropetrovsk region, man 
sentenced for calls to separatism on social networks] ZIK, July 14, 2014, http://bit.ly/1RijRE2. 
54  Aric Toler, “Ukraine Arrests Journalist on Treason Charges for Calls to Boycott Mobilization,” Global Voices, February 9, 2015, 
http://bit.ly/1VqhlRL. 
55  “В районе проведения АТО задержаны двое администраторов сообществ ВКонтакте,” [Two administrators of VKontak-
te communities detained in anti-terrorist operation area] Donbass News, May 22, 2015, http://novosti.dn.ua/details/251318/. 
56  Stas Yurasov, “Мобільний зв›язок буде за паспортами,” [Mobile communications to require passports] Ekonomichna Pra-
vda, April 9, 2015, http://bit.ly/1FKSa5b. 
57  State Service of Special Communications and Information Security of Ukraine, Проект постанови «Про внесення змін до 
Правил надання та отримання телекомунікаційних послуг [Draft decree “On introducing changes to Rules of providing and 
accepting telecommunications services”] accessed on May 1, 2015, http://bit.ly/1LmytDr. 
58  NCCI, Rules for Activities in the Sphere of Telecommunications.
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vices and the government in restricting internet freedoms by creating additional means of pressure 
that the government can exert over ISPs.59 

In June 2014, Russian-backed militants in the self-proclaimed “Donetsk People’s Republic” demand-
ed that local ISPs hand over all data on their users, including logins, email addresses, contact lists, 
and account activity.60 At least some of the ISPs reported that they were attempting to determine 
whether or not they had to comply, and there is no confirmed evidence to date that any of the ISPs 
turned over user data.

Intimidation and Violence 

The conflict in eastern Ukraine brought a fresh wave of intimidation against online activists and 
journalists, with multiple reports of kidnappings, threats, and physical violence.61 Activists, bloggers 
and regular internet users faced extreme intimidation and physical violence as they were explicitly 
targeted for their work or pro-Ukrainian views by Russian-backed militants. International journalists 
reporting on the conflict have also faced threats.

Sergey Sakadynsky, editor of Luhansk internet publication “Politika 2.0,” was kidnapped by pro-Rus-
sian militants in early August 2014 together with his wife, accused of being “a Euromaidan activist,” 
and spent months in captivity. Sakadynsky was only released in January 2015. Many other eastern 
Ukrainian journalists and bloggers have spent at least a few weeks “in the cellars,” and have usually 
been accused of aiding the Ukrainian side or publishing pro-Ukrainian content online.62

In April 2015, militants from self-proclaimed “Donetsk People’s Republic” attacked a freelance re-
porter working for online media outlet Hromadske TV Donbas,63 destroying his apartment and tak-
ing his hard drive.

Later in April, a local journalist in Kakhovka, southern Ukraine, faced intimidation from representa-
tives of the militarized right-wing volunteer group “Pravy Sector” over a Facebook post in which she 
suggested that civic activist groups shouldn’t wear camouflage.64 The reporter was accosted by the 
group members after a local government session, and says they tried to use force on her, but she 
was rescued by local MPs.

Luhansk online journalist and activist Maria Varfolomeeva has been detained by separatists since 
January 2015, and has been accused of aiding the Ukrainian army.65 Pro-Kremlin media outlet 
LifeNews recently released a video of the captive woman, where she begs to be released. 

59  Oleg Shynkarenko, Зашморг на інтернет [A Noose on the Internet], INSIDER, January 8, 2014, http://www.theinsider.ua/
business/52bac42dd8f4d/. 
60  “ДНР требует от интернет-провайдеров данные пользователей,” [DNR demands user data from internet providers] Liga.
Net, June 13, 2014, http://bit.ly/1jAFEM1. 
61  Institute of Mass Information (IMI), “Crimea: pressure on journalists (UPDATED),” March 15, 2014, http://bit.ly/1OaHwYA. 
62  “Маша Варфоломеева и другие журналисты-«укрошпионы,” [Masha Varfolomeeva and other “Ukrainian spy” journal-
ists] Informator, May 28, 2015, http://informator.lg.ua/?p=94183. 
63  IMI, “У Донецьку бойовики «ДНР» розгромили квартиру журналіста “Громадського ТБ Донбасу,” [In Donetsk “DNR” 
militants destroyed apartnment of “Hromadske TV Donbas” journalist] May 14, 2015, http://bit.ly/1VspcsZ. 
64  IMI, “У Каховці “Правий сектор” влаштував розборки з журналісткою через її пост у Фейсбук,” [In Kakhovka, “Pravy 
Sector” intimidates journalist over her Facebook post] April 30, 2015, http://bit.ly/1PQbxdv. 
65  “Заложница Маша Варфоломеева просит помощи у правительства Украины (видео),” [Hostage Masha Varfolomeeva 
asks Ukrainian government for help (video)] Informator, May 19, 2015, http://informator.lg.ua/?p=92381. 
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Technical Attacks

Cyberattacks became a more common tactic in Ukraine after the annexation of Crimea and during 
the conflict in eastern Ukraine, with both pro-Ukrainian and pro-Russian sites attacked and individ-
ual users hacked. Hacker collectives like the pro-Russian “Cyber-Berkut,” 66 and the pro-Ukrainian 

“Ukrainian Cyber Forces,”67 were active in penetrating websites, leaking documents, hijacking printers 
and web cameras,68 and blocking online payment accounts.69 

In June 2014, a Donetsk regional journalist union found their website hijacked by “Donetsk People’s 
Republic” activists.70 Having gained full control of the website, the pro-Russian separatists used it to 
publish their own announcements.

In February 2015, Ukrainian soldiers serving in the “anti-terrorist operation” zone in eastern Ukraine 
found their mobile phones flooded with provocative messages from unknown numbers. The mes-
sages said “We’ve been betrayed,” “All is lost,” “It’s time to run,” and other demoralizing sentiments.71 
The mass messaging likely involved special equipment, used to discover mobile signals in a geo-lo-
cated area, intercept numbers and send mass texts.

In May 2015, Ukrainian TV channel STB reported that hackers had taken control of their YouTube 
channel, deleted all the videos, and published a “propagandist pro-Russian video” about the conflict 
in Ukraine on the page instead.72 

 

66  “СМИ России распространили дезинформацию с подачи «Кибер-Беркута»,” [Russian media disseminate fake informa-
tion based on “Cyber-Berkut” data]  Krym.Realii, March 6, 2015, http://ru.krymr.mobi/a/26885240.html. 
67  “Украинские кибервойска “уложили” 48 сайтов боевиков,”[Ukrainian cyber forces “took down” 48 rebel militant web-
sites], TSN, November 3, 2014, http://bit.ly/1LTvLE1. 
68  Aric Toler, “Hijacked Printers in Eastern Ukraine and Russia Print Pro-Ukraine Messages,” Global Voices, December 30, 2014, 
http://bit.ly/1O5XzVT. 
69  Vijai Maheshvari, “Ukraine’s Lonely Cyberwarrior vs. Russia,” The Daily Beast, February 18, 2015, http://thebea.st/1L7f0EA.  
70  “В Донецке террористы захватили сайт областной организации журналистов,” [In Donetsk terrorists hijack website of 
regional journalist union] Donbass News, June 29, 2014, http://novosti.dn.ua/details/228667/. 
71  “Сепаратисты шлют бойцам ВСУ на передовой провокационные СМСки,” [Separatists send Ukrainian Army soldiers 
fighting on the frontline provocative text messages] The Insider, February 8, 2015, http://bit.ly/1jAGUyG. 
72  IMI, “СТБ заявив, що хакери зламали його YouTube-канали і розмістили пропагандистський фільм про АТО,” [STB says 
hackers broke into its YouTube channel and published a propagandist film about ATO] May 25, 2015, http://bit.ly/1JGLX5B. 
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Key Developments: June 2014 – May 2015

• The website of the Beirut-based Gulf Center for Human Rights, a nongovernmental orga-
nization, was blocked in January 2015 (see Blocking and Filtering).

• In August 2014, the president issued a new antiterrorism law containing overly broad de i-
nitions of terrorism—including undermining national unity, possessing materials counter 
to the state’s notion of Islam, and “publicly declaring one’s animosity or lack of allegiance 
to the state or the regime” (see Legal Environment).

• Nasser al-Faresi and Osama al-Najjar were each sentenced to three years in prison for 
criticizing the judiciary’s handling of the “UAE 94” trials against political dissidents. Several 
others were imprisoned for nonviolent speech that was critical of state institutions (see 
Prosecutions and Detentions for Online Activities).

• In October 2014, details emerged over the arrest and subsequent deportation of Iyad el-
Baghdadi—a Palestinian blogger, longtime UAE resident, and vocal human rights ad-
vocate —to Malaysia. A critic of both secular and Islamist political forces, el-Baghdadi was 
not formally charged with any crime and lacked the necessary travel papers to enter Ma-
laysia, where he spent several weeks in detention (see Prosecutions and Detentions for 
Online Activities).

• In February 2015, Omani blogger Muawiyah Alrawahi was arrested while crossing the UAE 
border and, as of publication, remained in detention on charges of insulting the country 
and its rulers via Twitter. Three sisters also disappeared for three months following tweets 
in support of their imprisoned brother (see Intimidation and Violence). 

United Arab Emirates
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 14 14

Limits on Content (0-35) 22 22

Violations of User Rights (0-40) 31 32

TOTAL* (0-100) 67 68

* 0=most free, 100=least free

Population: 9.4 million

Internet Penetration 2014: 90 percent

Social Media/ICT Apps Blocked: Yes

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

The United Arab Emirates (UAE) maintains an authoritarian grip on both politics and telecommunica-
tions. The country’s two mobile phone and internet service providers are either directly or indirectly 
owned by the state, reflecting a lack of checks and balances when it comes to surveillance and gov-
ernment requests to companies to hand over their customers’ personal data. Ongoing crackdowns 
on users have increased self-censorship on social media and online news outlets, of which the most 
prominent are government-owned. Numerous websites are blocked and search results are filtered 
in order to prevent access to local and international voices that differ from the state line, particularly 
on political, religious, and sexual matters. Current legal restraints, coupled with a judiciary that fun-
damentally lacks independence, create a highly problematic legal environment where users cannot 
be guaranteed that their constitutional and internationally recognized rights will be upheld. 

A new antiterrorism law was issued in August 2014, providing lengthy prison sentences for crimes 
such as undermining national unity, possessing materials counter to the state’s notion of Islam, and 

“publicly declaring one’s animosity or lack of allegiance to the state or the regime.” The country’s 
2012 cybercrime law already contains punishments for offending the state, its rulers, and its symbols, 
or for insulting Islam and other religions. As such, nonviolent opposition activists are often targeted 
under laws designed to counter terrorists and cybercriminals. At least five users are serving seven 
to ten-year sentences for their online activities as part of the so-called “UAE94” trials targeting 94 
alleged members and supporters of the banned political opposition group, al-Islah. Six social media 
users have since been sentenced to three to five years for criticizing the judicial process or calling 
attention to human rights abuses, often regarding their jailed family members. For instance, Osama 
al-Najjar was sentenced to three years in September 2014 for alleging that his father was tortured 
while in prison. Foreign nationals are also targeted under harsh laws regulating social media use, re-
sulting in their arrest and often deportation. 

The government has embraced information and communications technology (ICT) as a means of 
developing a competitive economy and improving citizen services. Indeed, the UAE is ranked 23rd in 
the World Economic Forum’s 2015 Networked Readiness Index.1 While remaining open to receiving 
large amounts of foreign investment and expatriate workers, the government has actively fought 
to deter political discussions, demands for reforms, and criticism of public officials online. The first 
reported instance of law enforcement bodies targeting ICT use for political motives occurred in July 
2010, when an 18-year-old named Badr al-Dhohri was held in Abu Dhabi for using his Blackberry to 
pass along a message that called for a protest against increases to the price of gasoline.2 Between 
2011 and 2015, dozens have been detained for their political discussions on online forums and so-
cial media. Many have reported that they were held without charge, denied the right to an attorney, 
and in some cases, tortured.

1  Soumitra Dutta,Thierry Geiger, and Bruno Lanvin, eds. ,The Global Information Technology Report 2015,World Economic 
Forum, 2015, http://bit.ly/1OxbqGC. 
2  Reporters Without Borders, “Wave of Arrests of Blackberry Messenger Users,” July 29, 2010,  http://bit.ly/1NecX19. 
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Obstacles to Access

Similarly to other Gulf States, Emirati users enjoy a robust information and communications tech-
nology (ICT) infrastructure and high connection speeds. The ITU’s Measuring the Information Society 
(MIS) 2014 report ranked the UAE 32nd in the world.3 Similarly, the UAE is ranked 23rd in the World 
Economic Forum’s 2015 Networked Readiness Index.4 However, market conditions are not free, with top 
telecoms fully or partially owned by state entities.

Availability and Ease of Access   

While the use of broadband is widespread, prices are extraordinarily high; the UAE has one of the 
most expensive broadband rates in the world, with high-end subscriptions costing more than AED 
8,000 (US$2,178) a year. However, the UAE ranks 22nd in the ITU’s 2014 ICT Price Basket Index, in 
which local broadband prices are measured against, gross national income (GNI) per capita.5 This re-
flects a sense that despite the high prices, the internet remains affordable for most Emiratis, though 
not necessarily to all migrant workers. 

The number of internet users has risen rapidly from a penetration rate of 61 percent in 2007 to 90.4 
percent in 2014 according to the Telecommunications Regulatory Authority (TRA).6 The expansion of 
wireless broadband penetration has doubled from 45 percent (in 2012) to 90 percent (in 2013).7 As 
of February 2015, there were 1,145,216 internet subscribers in the country, 99 percent of whom had 
broadband connections.8

The UAE has one of the highest mobile phone penetration rates in the region at nearly 178 percent 
representing 16.8 million subscriptions in 2014.9 In 2014, the Emirates ranked first in smartphone 
penetration in the Middle East region with 60.9 percent of total users.10

Etisalat upgraded broadband speed twice, once in September 2014 and again in April 2015 for 
100,000 business clients.11 In March 2015, Etisalat signed a partnership with Ericsson at the Mobile 
World Congress in Barcelona to implement 5G technology making the UAE the first in the region to 
take this step.12

According to UNICEF, literacy in the Emirates was reported at 94 percent among males and 97 per-

3  “UAE among most dynamic countries: ITU report.” Arabian Gazette. Nov 25, 2014.
4  Soumitra Dutta,Thierry Geiger, and Bruno Lanvin, eds. ,The Global Information Technology Report 2015,World Economic Fo-
rum, 2015, http://bit.ly/1OxbqGC. 
5  International Telecommunications Union, Measuring the Information Society Report 2014, http://bit.ly/1FlOBfF. 
6  International Telecommunication Union, “Percentage of individuals using the Internet,” 2001 and 2012, accessed June 2, 
2013, http://bit.ly/1cblxxY. 
7  International Telecommunication Union, “ICT Development Index (IDI),” in Measuring the Information Society Report 2015, 
http://bit.ly/1xrVMi8. 
8  Telecommunications Regulatory Authority, “Latest Statistics,” accessed July 10, 2015, http://www.tra.gov.ae/latest-statistics.
html. 
9  International Telecommunication Union, “Percentage of individuals using mobile-cellular subscriptions,” 2012, accessed 
June 2, 2013, http://bit.ly/1cblxxY 
10  eMarketer.,“United Arab Emirates Leads Middle East and Africa in Mobile Phone Penetration,” February 5, 2015, http://bit.
ly/1y0XCq9.  
11  “Etisalat freebie: 50% broadband speed boost,” Emirates 24/7, April 18, 2015, http://bit.ly/1OEvJk2. 
12  Joseph George, “5G coming to UAE soon with 115Gbps internet speed,” Emirates 24/7, March 6, 2015, http://bit.ly/1ARQw-
FI. 
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cent among females, and thus does not constitute a strong obstacle to internet use.13 UAE schools 
are now among the top 25 worldwide for online connectivity. There are now 123 smart-learning 
schools, compared with only 14 in 2012. The program benefits 11,402 students, who are also 
equipped with tablets. The ministry has also completed the e-content project in both English and 
Arabic. Principals are enrolled in international computer literacy training programs.14 By 2017, the 
country expects its Smart Learning Program to be installed in all K-12 government school classes; 
replacing textbooks with tablets and allowing students to interact with educators through an online 
platform.15

Restrictions on Connectivity  

In the Emirates, internet service providers (ISPs) are owned by the state. In 2008, Etisalat had an-
nounced the rollout of its nationwide fiber optic backbone. This May, Etisalat selected TeliaSonera In-
ternational Carrier (TSIC) as its preferred global internet backbone provider under a framework deal.16

The country’s two internet service providers—Etisalat and du—have launched their own carrier-neu-
tral international internet exchange points, Smarthub and Datamena, respectively.17 Cuts to undersea 
cables have disrupted internet access for Emirati users on several occasions, though government-in-
stituted outages are not known. In November 2013, du issued a statement that submarine cables 
were experiencing faults affecting their internet bandwidth.18 In March 2013, Etisalat warned that us-
ers would face slower speeds due to the cutting of a fiber-optic cable off of the Mediterranean coast 
of Egypt.19 Du suffered similar disruptions in April 2010 and March 2011 due to cuts to the SEA-ME-
WE 4 cable.20 In 2008, 1.7 million users in the UAE were affected by undersea damage to submarine 
cables occurring at five separate locations around the globe.21 

ICT Market 

Both Etisalat and du are, directly or indirectly, owned by the state. The UAE government maintains a 
60 percent stake in Etisalat through its ownership in the Emirates Investment Company,22 while a ma-
jority of du is owned by various state companies.23 In June 2015, the government announced a deci-
sion to allow up to 20 percent of Etisalat shares to be held by foreign investors.24 The two companies 
are also the major mobile phone operators. 

13  UNICEF, “United Arab Emirates: Statistics,” December 31, 2013, accessed at June 25, 2013. http://uni.cf/lgxga0. 
14  “2013 a banner year in UAE education,” The National, January 1, 2014,  http://bit.ly/JBsX1i . 
15  Roberta Pennington, “Smart Learning Programme transforms education in UAE’s government schools,” The National, Janu-
ary 13, 2014, http://bit.ly/1RcvDiz. 
16  “Etisalat selects TeliaSonera International Carrier as global internet backbone provider,” Telegeography,March 11,  2015, 
http://bit.ly/1LOBrKN. 
17  “Etisalat launches internet exchange hub,” CommsMEA, November 19, 2012, http://bit.ly/1hfcJEE. 
18  Abbas Jafar Ali, “Internet speed in UAE effected as du reports cable cut,” tbreak media, November 14, 2013, http://bit.
ly/1PiVoAd. 
19  Claire Valdini, “UAE Etisalat users face disruption after cable cut,” Arabian Business, March 28, 2013, http://bit.ly/1Oxcz0O. 
20  SeaMeWe-4 refers to the South East Asia – Middle East – Western Europe – 4 cable. Hassan Hassan,  “Cable cut may slow 
internet,” The National, March 27, 2011, http://bit.ly/1RJT6Zm.  
21  Asma Ali Zain, “Cable damage hits 1.7m Internet users in UAE,” Khaleej Times, February 5, 2008, http://bit.ly/1dS8tLD. 
22  Maher Chmaytelli, “Etisalat Plans to Allow Foreigners ‘Soon,’ Khaleej Says,” Bloomberg Business, July 29, 2012, http://bloom.
bg/1NJ7wdM. 
23  du, “Shareholders structure,” accessed June 7, 2013, http://www.du.ae/en/about/corporate-governance/shareholders. 
24  Rory Jones, “UAE to Allow Foreign Ownership of Etisalat Shares,” Wall Street Journal, June 23, 2015, http://on.wsj.com/1Lv-
nOo0.  
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Regulatory Bodies 

Providers fall under the laws and regulations set by the Telecommunications Regulatory Authority 
(TRA). The authority was established in 2003 and is responsible for the management of “every aspect 
of the telecommunications and information technology industries in the UAE.” Its objectives include 
ensuring quality of service and adherence to terms of licenses by licensees, encouraging telecom-
munications and IT services within the UAE, resolving disputes between the licensed operators, es-
tablishing and implementing a regulatory and policy framework, and promoting new technologies.25

In March 2015, the TRA and Dubai police launched the campaign “Digital Blackmail” calling on us-
ers to report incidents of cybercrime and blackmailing, which are punished with ten years in jail. An 
official from the Department of Cybercrime at Dubai Police said the police received 81 complaints in 
2013 and registered 59 cases. The figure went up in 2014 with 212 complaints received and 73 cases 
registered.26

In extension of its “My Number, My Identity” campaign launched back in June 2012, the TRA called 
on users to “reregister their SIM cards before documents expire” to avoid cancellations. The Author-
ity said the move was “the result of studies that suggested an increase in civil and criminal cases 
related to the misuse of SIM cards.”27

Limits on Content

Online censorship has increased in the UAE following the Arab uprisings of 2011 as authorities blocked 
numerous websites and web forums where users openly call for political reforms or criticize the gov-
ernment. While self-censorship is pervasive, the ongoing crackdown against online dissent points to the 
fact that a limited number of users continue to use their real names when addressing sensitive issues. 
The families of political detainees use social media to highlight human rights abuses and communicate 
on behalf of their loved ones. The refusal of state-run news sites to cover controversial issues and trials 
has increased the importance of Twitter. These factors contribute to a highly controlled online environ-
ment in which freedom of expression and the right to information is not respected. 

Blocking and Filtering 

The TRA instructs ISPs to block content related to terrorism, pornography, and gambling, as well 
as websites that contain political speech threatening to the ruling order. According to Herdict, the 
crowdsourcing tool that lets users report blocked content, internet users from the UAE have report-
ed several social, political, LGBTQ, dating, and proxy sites blocked in their country.28

In December 2014, a website run by anonymous employees of Emirates airlines was reported to 
be blocked in the country.29 The website of Beirut-based NGO Gulf Center for Human Rights was 

25  Telecommunications Regulatory Authority, “Brief History,” accessed Oct 1st, 2015, http://www.tra.gov.ae/brief-history.html. 
26  Matovu Abdallah Twaha and Mohan Vadayar, “Public urged to report cybercrimes,” Gulf Today, March 10, 2015, http://bit.
ly/1GIkksY.  
27  “Re-register your SIM cards before documents expire,” Khaleej Times, July 28, 2015, http://yhoo.it/1k6ZvT7. 
28  Herdict, “Quick Stats: United Arab Emirates,” accessed January 14, 2014, http://www.herdict.org/explore/indepth?fc=AE. 
29  Blog no longer active: Emirati Illuminati (blog), http://www.emirates-illuminati.org/uae-blocks-emirates-illuminati/. 
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blocked in January 2015.30 On Reddit, users reported the blocking of archive.today, a tool that keeps 
snapshots of URLs entered in case content disappears or gets modified.31 iHerb.com, an online re-
tailer of nutritional supplement and wellness products, was reported to have been banned in June 
2015.32 

The telecommunications company du details what criteria it used to block websites in a document 
available on its website. Prohibited content includes information related to circumvention tools, the 
promotion of criminal activities, the sale or promotion of illegal drugs, dating networks, pornogra-
phy, homosexuality, gambling, phishing, spyware, unlicensed VoIP services, terrorism, and material 
that is offensive to religion. 33 

No similar list was made available by Etisalat, although the company does have a space on its 
website where users can request that a website be blocked or unblocked.34 In 2005, an Etisalat 
spokesman stated that the company is not responsible for internet blocking and revealed that all 
complaints and requests are passed on to the Ministry of Information. He also claimed that a list 
of websites to be blocked is compiled by an American company and then implemented through a 
proxy server.35 Etisalat and du have responded to Twitter users about unblocking inquiries by asking 
them to fill certain online forms, yet there is no information on whether bans have been lifted in 
response.36 

The TRA, working with the Ministry of Communications, has also blocked five hundred search 
terms.37 An Emirati blogger tweeted that unblocking requests do not get responses from providers.38 
Users have also reported blocked Twitter content such as political hashtags relating to local detain-
ees.39 Blogger Ahmed Mansoor initiated a Twitter campaign using the hashtag #blocked_sites_in_uae 
to reveal which websites were blocked by the TRA. Most websites blocked were related to political 
dissent such as the Muslim Brotherhood or regional NGOs.40 According to the TRA, 82 percent of the 
websites blocked during the period from January to March 2015 were blocked for nudity and dating 
content, 8 percent for violating UAE laws, and 9 percent for containing phishing, hacking, and spy-
ware content.41

Skype’s download page and online forum continued to be blocked during the coverage period, 
alongside several proxy websites. In May 2015, several users reported the storytelling platform 
Wattpad blocked in the UAE.42 Earlier in 2015, the dating app Tinder was blocked.43 A similar app, 

30  Gulf Center For Human Rights (GC4HR), “United Arab Emirates: GCHR website blocked in UAE,” January 29, 2015, http://bit.
ly/1hGc1as. 
31  Reddit, “Archive.today blocked in UAE (United Arab Emirates,” November 21, 2014,  http://bit.ly/1VU6LTA. 
32  Expat Woman Forum, “iHerb website blocked?!” Forum Thread, June 18, 2015, http://bit.ly/1LQiE8m. 
33  Du, “Prohibited Content Categories,” July 29, 2008, http://bit.ly/1LmaBKL  
34  Etisalat, “Blocking and Unblocking Internet Content,” accessed on April 28, 2013, http://bit.ly/1Lc6l2u. 
35  Piers Grimley Evans, “Etisalat doesn’t block websites,” Gulf News, July 21, 2005, http://bit.ly/1Lc6piU. 
36  See Etisalat_Care, Twitter Post, December 30, 2015, 5:52 AM, http://bit.ly/1LmlQD2; and https://twitter.com/dutweets/
status/414787641620430848Evans [offline]
37  Reporters Borders, “Countries Under Surveillance: United Arab Emirates,” accessed in June 25, 2013, http://bit.ly/1LvCJyw.  
38  Hamoud Aissam, Twitter Post [in Arabic], October 28, 2014, 3:35 AM, http://bit.ly/1Nep9Pz. 
39  Salloh, Twitter Post [in Arabic], May 5, 2015, 7:01 AM, http://bit.ly/1hGrqYg. 
40  Twitter, Hashtag, #Blocked_sites_in_UAE, http://bit.ly/1RK5Q2a. 
41  Telecommunications Regulatory Authority, http://www.tra.gov.ae/iam.html. 
42  Yahoo! Answers, “Why is wattpad blocked in UAE?” http://yhoo.it/1Lc6Yt2. 
43  “Tinder app blocked by UAE’s Etisalat,” Arabian Business, January 19, 2015, http://bit.ly/1GeQuRG; “‘Tinder-like’: two expats 
launch new app for meeting people in the UAE,” Albawaba Business, April 3, 2015, http://bit.ly/19Sp3hs. 
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Jeltee, was launched by two Armenian expats and marketed as an app for forming friendships and 
connections rather than casual dating.44

The Lebanese queer and feminist e-magazine Bekhsoos45 and the U.S.-based Arab Lesbian e-maga-
zine Bint El Nas are both blocked.46 Many websites displaying religious content are blocked, includ-
ing an Arab-Christian online forum named The Church Network.47 A number of secular and atheist 
websites and forums in Arabic continue to be blocked such as 3almani.org, secularkuwait.freeforums.
org, nadyelfikr.net, alawan.org, ladeenyon.net, and ladeeni.net.48 

With the Emirates’ support for the military coup in Egypt, the website Cairo Portal reported being 
blocked in the UAE, alongside other unnamed Egyptian websites, following their critical reports of 
the Gulf country’s political stand.49 Authorities continue to ban inactive sites such as the political 
forum UAE Hewar and the blogs Secret Dubai Diary50 and UAE Torture.51 The latter had posted a tor-
ture video taken in 2004 in which a member of the ruling family was shown to have tortured an Af-
ghan man. The suspect was acquitted in 2010 in a case that was widely believed to be a show trial.52 
A request to unblock UAE Hewar was rejected by the Federal Supreme Court in July 2012, 53 and its 
Facebook page is also blocked due to its criticism of the regime and state corruption.54 

As part of a verdict in which five users were sentenced to 7 to 15 years on charges of violating the 
constitution and cooperating with foreign political organizations (see “Prosecutions and Deten-
tions”), a court also ordered the blocking of five websites that were already inaccessible in the coun-
try. These included the Emirates Media and Studies Center (EMASC); the Seven Emirates, which fo-
cuses on the seven activists who had their citizenship revoked for their political activities; the Watan 
news website; the Islah political group website; and the Yanabeea.net educational network.55

Over the past five years, political content has been the focus of state censorship. Examples include 
the secular pan-Arab online forum “Modern Discussion,”56 and the California-based Arabic online 
newspaper Watan, all blocked in September 2012.57 A website disseminating news of the trial of 
94 Emirati political detainees was also blocked in 2013.58 The anonymous website UAE Universi-
ty Watch59 and UAE Prison, which exposes violations against jailed expatriates, have both been 

44  “‘Tinder-like’: two expats launch new app for meeting people in the UAE.”  
45  Bekhsoos Magazine, http://www.bekhsoos.com/. 
46  Bin El Nas Magazine, http://www.bintelnas.org. 
47  Arab Church, http://www.arabchurch.com/. 
48 “Help us document blocket Internet Sites in UAE,”  http://bit.ly/1e00dxW. 
49  “The UAE Blocks Cairo Portal and Other Egyptian Websites,” [in Arabic] Cairo Portal, February 20, 2014, http://bit.
ly/1GeRtSb.  
50  Secret Dubai diary (blog), http://secretdubai.blogspot.com/. 
51  OpenNet Initiative, “Uniated Arab Emirates,” August 7, 2009, https://opennet.net/research/profiles/united-arab-emirates. 
52  Robert Mackey, “Abu Dhabi Royal Acquitted in Torture Trial,” The Lede (blog), New York Times, January 11, 2010, http://nyti.
ms/1ZFP1e1. 
53  Human Rights Watch, “UAE: Investigate Threats against ‘UAE 5’,” November 25, 2011, http://bit.ly/1RcVXsR; Human Rights 
Watch, “UAE: Trial of Activists ‘Fundamentally Unfair’,” October 2, 2011, http://bit.ly/1GIzEWw. 
54  Reporters Without Boarders, “Countries Under Surveillance: United Arab Emirates, ” March 11, 2011, http://bit.ly/1k7ek8a. 
55  “68 members of Islah jailed for terrorism,” [in Arabic] AlShahed Newspaper, July 3, 2013, http://bit.ly/1LQ3lfF.  
56  Modern Discussion, http://www.ahewar.org/. 
57  Arabic Network for Human Rights Information (ANHRI),  “News website blocked,” IFEX, March 23, 2012, http://bit.
ly/1Lmojxh. 
58  ANHRI, Facebook Post, April 18, 2013, https://www.facebook.com/AnhriHr/posts/506587829404624. 
59  UAE University Watch, http://www.uaeuniversitywatch.net/. 
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blocked.60 Emaraty Bedoon, the blog of the stateless individual Ahmed Abdulkhaleq who was de-
ported to Thailand in July 2012 for his political activism, is also blocked.61

Pages of political significance, such as the Arab-American news website Arab Times, the blog of an 
atheist Emirati man Ben Kerishan, and the anonymous Secret Dubai blog, continue to be blocked. In 
January 2014 alone, Twitter users have reported the blocking of ProxTube which unblocks censored 
YouTube content,62 the chatting website Omelga, and the image-based social network We Heart It.63

The availability of Voice-over-Internet-Protocol (VoIP) services in the UAE is shrouded in doubt and 
complicated by disputes between the country’s two telecommunications companies, Etisalat and 
du, and the TRA. In the past, many aspects of VoIP applications were blocked by both providers, and 
Skype was classified by the TRA as an “unlicensed VoIP.” When users landed on the Skype website, a 
notice appeared stating, “Access to this site is currently blocked. The site falls under the Prohibited 
Content Categories of the UAE’s Internet Access Management Policy.”64 In March 2015, providers 
blocked the Whatsapp voice calls feature a few hours after it was introduced.65 Two months later, 
Facebook’s video-calling feature was blocked as well.66 In April 2014, Etisalat’s Twitter account stated 
that Skype can only be used over Wi-Fi.67

Similar products such as Viber or Apple’s Facetime have been banned since 2013; 68 in fact, Apple 
agreed to sell its iPhone4 products to UAE mobile phone companies without the Facetime applica-
tion preinstalled.69 Users in the UAE reported that Viber only works over Wi-Fi and Apple’s Facetime 
video-calling feature can only be used if the iPhone was purchased outside the country. However, on 
numerous occasions the TRA has emphasized that it is up to the mobile phone providers to license 
these products. In September 2014, the TRA clarified that the use of Viber and Skype in the country 
is still not permitted.70 Initial reports from the TRA indicated that Skype users could face fines of AED 
1 million (US$272,000) or two years imprisonment, but the regulatory body denied that it had made 
these statements and reiterated that Skype was still an “unauthorized service.”71 

Etisalat and du currently offer their own prepaid VoIP cards, although their prices are higher than 
those listed by Skype. In January 2014, the VoIP service “Vippie by Voipswitch” tweeted that they 
were blocked in the Emirates.72 Despite these limitations, circumvention software and proxies are 
commonly used by Emiratis to access blocked content73 and VoIP services.74 However, the Dubai Po-

60  http://uaeprison.com. 
61  Emaraty Bedoon (blog), http://www.emaratybedoon.blogspot.com/. 
62  Dr. Cool, Twitter Post, January 11, 2014, 10:12 PM, http://bit.ly/1RK8nJx. 
63  Romina Chiara Torres, Twitter Post, January 14, 2014, 12:29 AM, http://bit.ly/1Lc8B9X. 
64  Kyle Sinclair, “Mobile subscribers in UAE get access to Skype calls, but for how long,” The National, March 20, 2013, http://
bit.ly/1Nerx8U. 
65  Vicky Kapur, “Still can’t get free WhatsApp voice calls in UAE? This is why,” Emirates 24/7, March 17, 2015, http://bit.
ly/1VU9hUw.  
66  Joseph George, “Facebook Messenger video calls blocked in UAE?” Emirates 24/7, May 21, 2015, http://bit.ly/1KbtMVG.  
67  Etisalat Care, Twitter Post, April 21, 2014, 11:58 PM, http://bit.ly/1LmpBIK.  
68  Dow Jones, “Viber seeks to circumvent ban in Midle East,” The National, June 10, 2013, http://bit.ly/1LQ4unr.  
69  Reporters Without Boarders, “Countries Under Surveillance: United Arab Emirates.” 
70  Aarti Nagraj, “VoIP Services Such As Skype, Viber Illegal In UAE, Clarifies Regulator,” Gulf Business, September 3, 2014,  
http://bit.ly/1hGvp7i. 
71  Colin Simpson, “UAE Skype users will not face jail or Dh1 million fine, confirms telecom regulator,” The National, May 12, 
2013, http://bit.ly/1OxlTlt.   
72  Vippie by Voipswitch, Twitter Post, January 14, 2014, 3:46 AM, http://bit.ly/1NJpZH4. 
73  Stuart Turton, “Dubai’s dubious internet “censorship”,” alphr, September 6, 2010, http://bit.ly/1Pjil6g. 
74  Triska Hamid, “Telecoms revenues threatened by Skype,” The National, April 10, 2013, http://bit.ly/1G7E1Qi. 
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lice declared the use of Virtual Private Networks (VPN) “illegal and punishable under the UAE law” in 
March 2015.75 

BlackBerry services have been restricted since 2010, when the government introduced a regulation 
allowing only companies with more than 20 BlackBerry accounts to access the encrypted BlackBerry 
Messenger service.76 Two weeks after launching Blackberry’s BBM channels social media service in 
November 2013, the country’s two companies stopped the service in response to guidelines from 
the Telecommunications Regulatory Authority.77 

According to a report from Citizen Lab in January 2013, ISPs in the UAE have used tools such as 
SmartFilter and NetSweeper to censor content. Citizen Lab also found five installations of Blue Coat 
ProxySG in the country’s network linked to Etisalat.78 Another report from CitizenLab in November 
2013 listed websites that are blocked in the UAE because both SmartFilter (used by Etisalat) and 
NetSweeper (used by du) have miscategorized them as nudity or pornographic content.79 Although 
YouTube, Facebook, Twitter, and international blog-hosting services are freely available, controversial 
terms are often filtered from search results within these sites. 

Content Removal 

The removal of online content often lacks procedural transparency or judicial oversight. Under the 
2012 cybercrime law, website owners and employees “may be held liable” for any violations occur-
ring on their sites, including defamation charges.80 

According to the Google Transparency Report for January to June 2014, the UAE authorities made 
two requests to remove Google+ posts that violated the 2012 cybercrime law. The posts were re-
moved locally because they “contained obscene language and political satire against members of 
the ruling family of the UAE.”81 The report indicated that Google removed 85 percent of the 13 re-
quests that were received in June 2014. Only two of those requests were court orders, according to 
the breakdown of data provided by Google.82 

The Twitter Transparency Report indicated that no removal requests were made during the 2015 
reporting period. However, one removal request was made during the January to June 2014 period 
specifying the removal of 13 accounts without a court order.83 In May 2012, Dubai police succeeded 
in shutting down 15 accounts on Facebook and Twitter for “defamation and abuse” by sending let-
ters to both companies outlining the offenses committed under the UAE law.84 

75  Joseph George, “VPN use punishable under law: Dubai Police, ” Emirates 24/7, March 12, 2015, http://bit.ly/1xeVgVI. 
76  Reporters Without Borders, “Use of Most Secure BlackBerry System Restricted, Blogger Arrested,” April 28, 2011, http://bit.
ly/1X6xNUG.  
77  “BlackBerry blow: Etisalat and du pull plug on new BBM services in UAE,” The National, December 10, 2013, http://bit.
ly/1RcNJB3. 
78  Greg Wiseman et. al., “Appendix A: Summary Analysis of Blue Coat ‘Countries of Interest’,” CitizenLab, January 15, 2013, 
http://bit.ly/1ZFRSna. 
79  Bennett Haselton, “Smartfilter: Miscategorization and Filtering in Saudi Arabia and UAE,” CitizenLab, Novermber 28, 2013, 
http://bit.ly/1P1PLas.  
80  Awad Mustafa, “Cyber-crime law to fight internet abuse and protect privacy in the UAE,” The National, November 13, 2012, 
http://bit.ly/1VUaATh. 
81  Google, “United Arab Emirates,” in Transparency Report,  January-June 2014, http://bit.ly/1OEYHQE. 
82  Google, “Download the Data,” in Transparency Report, June 2014, http://bit.ly/1KbuCln. 
83  Twitter, “United Arab Emirates,” in Transparency Report, http://bit.ly/1ME83Mx. 
84  Sara Gates, “Dubai Police Shut Down 15 Facebook and Twitter Accounts Involved in Defamation And Abuse,” Huffington 
Post, May 21, 2012, http://huff.to/1X6yY6H. 
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Media, Diversity, and Content Manipulation  

Local news websites, many of which are owned by the state, employ a large degree of self-censor-
ship in accordance with government regulations and unofficial “red lines.” Gulf News, The National, 
and Emirates 24/7 are among the different online media outlets facing restrictions. The overall press 
freedom environment in traditional media is dire, with foreign journalists and academics often de-
nied entry or deported for expressing their views on political topics.85 

Nonetheless, since the regional uprisings of 2011, Emiratis have begun to tackle sensitive issues 
more boldly over the internet, particularly on social media. Users express their opinions, share in-
formation on arrests and trials, and even attempt to organize protests. However, most users remain 
anonymous when criticizing state officials or religion out of fear of legal action or harassment. While 
there is no available evidence to prove the government’s involvement in hiring public relations firms 
or bloggers to spread propaganda, a large number of anonymous Twitter users appear dedicated to 
harassing and intimidating political dissidents and their families online. 

In addition to the threat of harassment and prosecution, Emirati authorities also use financial means 
to limit the ability of antigovernment websites to produce content online. For example, the govern-
ment reportedly pressured Dubai-based advertising agency Echo to end its advertising contract with 
the U.S.-based news outlet Watan. A complaint was also allegedly submitted to the FBI against the 
website, claiming it calls for the assassination of UAE rulers.86 Nonetheless, users have access to a 
variety of local and international news outlets, even if there are disparate reports of the blocking of 
specific UAE-related articles from these sites.87 

Digital Activism 

Some Emiratis have continued to push back against government repression and intimidation by 
channeling their strong digital literacy into online activism, writing blogs, and calling for political re-
form on social networks. In the face of prosecution, activists still use online tools to highlight human 
rights violations and pass on messages from relatives in prison. Families of political prisoners still 
rely on Twitter to speak on behalf of detainees, explaining their cases, spreading information about 
violations of their rights, and calling for their release. There are several examples of relatives who are 
active online, including Mariam al-Mansouri,88 the wife of detained blogger Rashid al-Shamsi, and 
Aysha al-Thufiri, the daughter of detainee Salih al-Thufiri.89 Nonetheless, the online environment in 
the UAE is not free, and users face many challenges to freedom of expression online. For instance, 
three sisters were secretly detained for three months for tweets calling for the release of their de-
tained brother Issa al-Suwaidi.90

85  See for example, “Egyptian journalist freed from UAE detention,” Aljazeera, August 4, 2013, http://bit.ly/1PjjQ4o; 
“Palestinian journalist detained at a secret prison in the UAE,” Middle East Monitor, December 4, 2013, http://bit.ly/1QwYlL7, Hrag 
Vartanian, “Artist Walid Raad Denied Entry into UAE, Becoming Third Gulf Labor Member Turned Away,” Hyperallergic, May 14, 
2015, http://bit.ly/1ME91Z3, and Migrant-Rights, “UAE Censors Author of Book Criticizing Migrant, Race Issues,” June 17, 2014, 
http://bit.ly/1Oxn2JH.  
86  ANHRI. “UAE Continues its Serious Violations Against the Freedom of Opinion and Expression due to Blocking “Watan” 
Website,” September 24, 2012, http://bit.ly/1GIvcH8.  
87  ECHRigts, Twitter Post, July 31, 2012, 9:10 AM, http://bit.ly/1RKb5Pf. 
88  Marian Mansori, Twitter Account, https://twitter.com/MariamMansori. 
89  Aysha_75, Twitter Account, https://twitter.com/Aysha_75. 
90  Amnesty International, “UAE: Three sisters released after three months in secret detention for tweeting,” May 15, 2015, 
http://bit.ly/1PvghYe.  
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Violations of User Rights

The rights of online users in the UAE are not protected by law, nor are they respected in practice. Sever-
al laws, including the penal code, the publishing law, and the cybercrime law, are commonly exploited 
to deter free expression and violate the rights of users. There is a general feeling among those who 
reside in the UAE that online tools are monitored and that surveillance is widely practiced with little 
judicial oversight. Several prominent online activists and ordinary citizens were detained in late 2012 
and early 2013 as part of the UAE 94 trials. In addition, 2014 and 2015 saw a number of cases of arrest, 
torture, and long prison sentences. 

Legal Environment 

Article 30 of the UAE constitution states that “Freedom of opinion and expressing it verbally, in 
writing or by other means of expression shall be guaranteed within the limits of law.”91 However, the 
judicial system in the Emirates lacks independence, and prosecutions are often pursued for political 
reasons.92 Since the 2011 Arab Arising, the Gulf region made a collective effort to pass legislation 
that criminalizes criticism.93 As a result of this, the internet is heavily regulated in an attempt to quell 
legitimate free expression. 

In August 2014, President Sheikh Khalifa bin Zayed al-Nahayan approved tougher antiterrorism 
measures. The passage of Terrorism Law No. 7 allows for severe punishments such as life impris-
onment, death, and fines up to AED 100 million (US$27 million) if convicted as a terrorist.94 Under 
the law, citizens may be charged with such broad crimes as undermining national unity, possessing 
materials counter to the state’s notion of Islam, and “publicly declaring one’s animosity or lack of al-
legiance to the state or the regime.”95 The law had a chilling effect on free speech and paves the way 
for nonviolent opposition activists to be targeted for their views. 

In a new decision by the country’s Federal Supreme Court issued in June 2015, insulting others via 
WhatsApp messages will be punished with an AED 250,000 (US$68,000) fine and jail time, with de-
portation for foreign violators.96

The cybercrime law issued in November 2012 continues to be used to prosecute online users that 
are critical of the government.97 While the introduction of the law was fundamental in providing a 
sounder legal basis to combat online fraud, money laundering, hacking, and other serious cyber-
crimes, the law also criminalizes a wide range of online activity commonly accepted within inter-
national norms. For example, hefty fines and jail sentences await users who engage in online gam-
bling, disseminate pornographic material, or violate another person’s privacy through posting their 
photograph or making statements about them online, regardless of the accuracy of the accusations. 
Intermediaries, such as domain hosts or administrators, are also liable if their websites are used to 

“prompt riot, hatred, racism, sectarianism, or damage the national unity or social peace or prejudice 

91  “Constitution of the United Arab Emirates,” Refworld, accessed August 1, 2013, http://bit.ly/1k7kUvC. 
92  Human Rights Watch, “UAE: Investigate Threats against ‘UAE 5’,” November 25, 2011, http://bit.ly/1ZFUdyh. 
93  Human Rights Watch, “GCC/US: Obama Should Press Gulf Rulers,” May 12, 2015, http://bit.ly/1IO8K2l. 
94  AFP, “UAE toughens anti-terrorism laws,” Al Arabiya, August 21 2014, http://ara.tv/j8cc4. 
95  Human Rights Watch, “UAE: Terrorism Law Threatens Lives, Liberty,” December 3, 2014, http://bit.ly/1NdV6st. 
96  “New UAE Online Law: Dh250,000 fine for swearing on WhatsApp,” Emirates 24/7, June 16, 2015, http://bit.ly/1MHqpJv. 
97  Human Rights Watch, World Report 2015: United Arab Emirates, http://bit.ly/1IOyERp. 
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the public order and public morals.”98 The cybercrime law also contains punishments for offending 
the state, its rulers, and its symbols, or for insulting Islam and other religions. Calls to change the 
ruling system are punishable by life imprisonment. Authorities have repeatedly warned foreign na-
tionals that they must also follow the country’s restrictive laws.99 

Articles 8 and 176 of the penal code are used to punish public “insults” of the country’s top officials, 
although these articles are also widely used to prosecute any users that express a desire for political 
reform.100 Articles 70 and 71 of the 1980 publishing law prohibit criticism of the head of the state 
and of Islam or any other religion.101 Defamation laws have been criticized by lawyers as “all-encom-
passing” and clouded with many grey areas. The burden of proof is also upon the defendant. Penal-
ties can be as high as two years imprisonment or a fine of AED 20,000 (US$5,444).102 

Prosecutions and Detentions for Online Activities 

Since the sentencing of the 69 political dissents in 2013, the UAE continues to arbitrarily detain blog-
gers, netizens, and internet users. Human rights groups have continuously criticized the UAE for vi-
olating the human rights of political detainees and failing to provide them with fair and transparent 
trials. Instead, many are denied access to a lawyer, held without cause for extended periods of time, 
or tortured.103 

Numerous Emirati users continue to serve long prison sentences for their online activities, mainly re-
lated to the UAE94 trials directed mainly against alleged members of the banned opposition move-
ment al-Islah. 104 Blogger Khalifa Al-Nuaimi105 and Twitter users Rashid al-Shamsi106 and Musabeh 
al-Rumaithy107 were arrested for their online activities and sentenced to 10 years imprisonment in 
July 2013. Blogger Abdullah al-Hajri108 and Twitter user Omran al-Radhwan109 are serving seven-year 
sentences.110 

Several Emiratis were sentenced to prison for criticizing state institutions, particularly over their criti-
cisms of the UAE94 trials. 

•	 In November 2014, online activist Osama Al-Najjar was sentenced to three years in prison 

98  See Federal Decree-Law no. (5) of 2012 on Combating Cybercrimes, August 13, 2012, http://bit.ly/1gDnVCj. 
99  “New UAE cyber crime laws: Jail for indecent posts,” Emirates 24/7, November 14, 2012, http://bit.ly/1EPrBtK.  
100  Human Rights Watch, “UAE: Free Speech Under Attack,” January 25, 2012, http://bit.ly/1k7mjSI. 
101  Federal Law No. 15 of 1980 Governing Publications and Publishing, http://bit.ly/1VUyHGE. 
102  Kevin Brass, “Defamation laws keep the aggrieved quiet,” The National, November 8, 2011, http://bit.ly/1LvIhsZ.  
103  Rori Donaghy, “Torture in the United Arab Emirates,” Huffington Post, September 24, 2012, http://huff.to/1OxobAU. 
104  Emirates Centre for Human Rights (ECHR), “Current political prisoners,” accessed March 18, 2014, http://www.echr.org.
uk/?page_id=207. 
105  Al-Nuaimi had previously written about “the UAE 5” and had been consistently threatened prior to his arrest: “درغملا ( 
( حبصموب  . . ! موي 35 لبق ميظنتلا نع فشكي  !” Kalnuaimi (blog), July 15, 2012,  http://bit.ly/1jqEuCW. 
106  Al-Shamsi had tweeted news of arrests and written blog posts related to politics and free speech See Rashed Al Shamsi 
(blog), http://bit.ly/1hGA88O.  
107  al-Rumaithy was arrested for his online writings in which he expressed support for the Islamist Islah party. He had been 
handed a travel ban one month before his arrest. See GC4HR, “UAE- Travel bans imposed against human rights activists as 
restriction on freedom of movement increases,” July 1, 2012, http://www.gc4hr.org/news/view/187. 
108  Al-Hajri was arrested over the contents of his blog, http://alhajria.wordpress.com, in which he called for more government 
action to combat public immorality. 
109  Al-Radhwan had tweeted about “the UAE 5” detainees and wrote several posts on his website,  http://omran83.tumblr.
com, promoting Islah and criticizing state violations of Shariah law. 
110  Amnesty International, “UAE: Grossly unfair trial of government critics,” July 2, 2013, http://bit.ly/1X6DVMP.  
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and fined US$136,000 for tweets alleging that his father, who was imprisoned as part of 
the UAE94 trials, was tortured by security forces. 111  Osama Al-Najjar had been arrested in 
March 2014 and was detained without trial until September 2014, after the passage of the 
new antiterrorism law. He was found guilty of belonging to banned political group al-Islah, 
spreading lies, and instigating hatred against the state through Twitter.112

•	 Similarly, in June 2015, Nasser al-Faresi was sentenced to three years in jail for a tweet in-
sulting the Federal Supreme Court and the ruler of Abu Dhabi. The court charged him with 

“spreading rumors and information that harmed the country.”113

This continues a trend from last year:

•	 Mohammed Salem al-Zumer is currently serving a three-year sentence since December 
2013 for his posts on Twitter and YouTube regarding the UAE94 trials.114 

•	 Abdulrahman Bajubair was sentenced to five years in jail for running a blog and Twitter ac-
counts reporting on the mistreatment of political detainees in December 2013.115 

•	 In March 2014, Khalifa Rabeiah and Othman al-Shehhi were fined and are currently serving 
a five-year sentence for tweets critical of the judiciary system.116 

Several noncitizens were arrested for social media posts under the country’s harsh cybercrime laws:

•	 In April 2014, authorities arrested and deported Palestinian refugee and human rights advo-
cate Iyad el-Baghdadi to Malaysia because of his Twitter activism.117 Details of el-Baghdadi’s 
ordeal only surfaced in October 2014, when he was finally able to leave Malaysia for Nor-
way to attend an event and apply for political asylum.118 

•	 In February 2015, Ryan Pate, an American contractor in the UAE was arrested upon arrival 
for a Facebook post insulting the country and his employers.119 

•	 In July 2015, Jodi Magi, an Australian national was deported from the UAE after posting a 
picture to Facebook showing a vehicle blocking disabled car spaces.120 Magi was arrested in 
March 2015 and released on bail before being convicted under the cybercrime law.121 

Other cases from the coverage period include: 

111  GC4HR, Hear their Voices: Alarming Times for Human Rights Defenders in the Gulf Region & Neighboring Countries, 
February 2015, http://bit.ly/1GIwKkA. 
112  Gulf Center for Human Rights, Torture and Abuse in Prisons in the United Arab Emirates, March 5, 2015, http://bit.
ly/1OF61f5; Human Rights Watch, “UAE: Terrorism Law Threatens Lives, Liberty,” December 3, 2014, http://bit.ly/1NdV6st. 
113  Reuters, “UAE man jailed for tweets critical of high court: newspaper,” Yahoo! News, June 30, 2015, http://yhoo.it/1VUf0cJ. 
114  Freedom House, Freedom on the Net: UAE 2014, https://freedomhouse.org/report/freedom-net/2014/united-arab-
emirates.  
115  Reporters Without Borders, “United Arab Emirates: Tracking “cyber-criminals”,” March 11, 2014, http://bit.ly/1OF6kXh. 
116  “Digital Citizen 1.5,” Global Voices, April 1, 2014, https://advocacy.globalvoicesonline.org/2014/04/01/digital-citizen-1-5/. 
117  Migrant-Rights, “Inside Emirati Deportation Prisons,” February 17, 2015, http://bit.ly/1G677dk.  
118  Murtaza Hussain, “How the UAE tried to silence a popular Arab Spring activist,” The Intercept, October 21, 2014, http://bit.
ly/1LQb4uo. 
119  Stephanie Gallman. “Florida man arrested in UAE for Facebook post: I’m sorry,” CNN, March 5, 2015, http://cnn.
it/1w85KuT. 
120  “Australian woman deported from UAE after Facebook post,” Aljazeera, July 15, 2015, http://bit.ly/1M5Y9Ck. 
121  Haneen Dajani, “Tough UAE social media law could see expats deported for saving someone’s photo,” The National,  July 
19, 2015, http://bit.ly/1L9kTT1.  
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•	 In March 2015, an Emirati man and woman were arrested after a pornographic video of 
them circulated online. Dubai court sentenced them both to one year in jail, while a third 
defendant was charged with an unspecified sentence for circulating the material.122 

•	 In October 2014, a man was fined AED 10,000 (US$2,700) by Sharjah court for insulting 
a woman on a news website. The court’s decision concludes that because the internet is 
available throughout the country, an online offense can be tried in any of the Emirates even 
though the website’s company is based in Dubai.123 

•	 In June 2015, the Federal Supreme Court used the 2012 cybercrime law to order the retrial 
of a man convicted of insulting his colleague via WhatsApp. The defendant might face a 
US$68,000 fine as authorities warned of imprisonment and deportation if similar cases hap-
pen in future.124 According to Dubai Police, in 2014, 212 cases of extortion and blackmail via 
social media had been reported compared to 80 in 2013.125

Surveillance, Privacy, and Anonymity 

The high amount of prosecutions and physical harassment of users in the UAE is, in part, due to the 
obstacles they face in using ICT tools anonymously. Mobile phone users re-registered their informa-
tion as part of a 2012 TRA campaign “My Number, My Identity.”126  In January 2013, the country’s two 
mobile phone providers issued a final warning to their users to register their SIM cards or have their 
lines cut for failing to comply.127 

Cybercafe customers are also required to provide their ID and personal information in order to surf 
the net.128 In April 2014, the Ministry of Interior announced plans to link ID cards with internet ser-
vices and cellphones “to crackdown on child abusers.” An official stated “by linking ID cards with 
internet service providers, people’s identities will be linked to the websites they visit.”129 In March 
2015, the TRA announced its establishment of an alert system that detects certain keywords relating 
to “nudity, sexual cyber-extortion and insulting members of the ruling families.” Ghaith Al Mazaina, 
acting manager at the security quality service at the TRA, stated: “We have started monitoring all the 
social media channels – all websites and profiles are monitored.” Another TRA official added: “We try 

122  Salam Al Amir. “Pair sentenced in Dubai after their sex video circulates on the internet,” The National, March 5, 2015, 
http://bit.ly/1OF73rs.  
123  Haneen Dajani. “Online verbal insults are punishable in any emirate, UAE Supreme Court rules,” The National, October 27, 
2014, http://bit.ly/1Pjpp2P.  
124  “UAE man faces $68,000 fine for swearing on WhatsApp,” BBC, June 16, 2015, http://bbc.in/1d0syDV.  
125  “UAE in crackdown on social media abuse,” Arabian Business, March 10, 2015, http://bit.ly/1FKCiuW. 
126  The TRA’s statement reads: “Your mobile phone number is an extension of your identity. Sharing or giving away 
your SIM-Card to others can cause unwanted consequences, including being held accountable for any improper conduct 
or misuse associated with the mobile phone subscription by the authorities as well as being liable for all charges by the 
licensees.” Telecommunications Regulatory Authority, “My Number My Identity,” accessed April 28, 2013, http://bit.ly/1LPbs66; 
and Nadeem Hanif, “Every mobile phone user in the UAE must re-register SIM card,” The National, June 28, 2012, http://bit.
ly/1k7pFoY. 
127  Nadeem Hanif, “Du and Etisalat brace for UAE users last chance to re-register Sim card,” The National, January 16, 2013, 
http://bit.ly/1GeZoig.  
128  Morgan Marquis-Boire, et. al., Planet Blue Coat: Mapping Global Censorship and Surveillance Tools, Citizen Lab, January 15, 
2013, http://bit.ly/1d0bWVr.  
129  Caline Malek, “UAE ministry to link ID cards with the internet to crack down on child abusers,” The National, April 5, 2014, 
http://bit.ly/1LPc4J0.  
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to get the page or profile down or remove the violation as soon as possible and report the case to 
police if it is a criminal case.”130

Internet and mobile providers are not transparent in discussing the procedures taken by authorities 
to access their data and users’ information. Incidents of providers demanding warrants or legal per-
missions for security bodies to gain access to user data are not known. Warnings from both the Abu 
Dhabi and Dubai police against spreading rumors through mobile messages may indicate the gov-
ernment’s overall surveillance on users.131 

Twitter users have been arrested for exchanging private messages with controversial accounts.132 
For example, Saeed al-Shamsi was detained on December 14, 2012 over suspicions that he ran the 
anonymous Twitter account called “Sout al-Haq” (@weldbudhabi). The account was targeted over al-
legations that it received leaked documents from the Interior Ministry, although the documents were 
never published. After al-Shamsi’s arrest, the Sout al-Haq account sent a tweet in which he claimed 
the authorities had arrested the wrong person. Al-Shamsi’s lawyer said that his defendant appeared 
distressed and disoriented in court with signs of intimidation and torture.133 He was reportedly re-
leased in March 2013. Two other users were also arrested for having messaged Sout al-Haq after 
authorities reportedly hacked into the account. Only days after, five more Twitter users were arrested 
for expressing political criticism and support for detainees.134 

Intimidation and Violence 

Online activists in the UAE face arbitrary detention, travel restrictions, and potentially torture. In 
February 2015, Emirati authorities arrested Omani blogger Muawiyah Alrawahi as he was crossing 
into the country by car. The blogger has been critical of both Omani and UAE authorities online 
and remains in arbitrary detention as of July 2015.135Human rights defender Ahmed Mansoor has 
faced continual harassment by the authorities, and is subject to a travel ban.136 Similarly, three sisters 
disappeared in February 2015 shortly after being questioned for posting tweets on behalf of their 
brother, Dr. Issa al-Suwaidi (part of the UAE 94), who is currently a prisoner of conscience.137 Asma 
Khalifa al-Suwaidi, Mariam Khalifa al-Suwaidi, and Dr. Alyaziyah Khalifa al-Suwaidi were released 
three months later in May.138 

Technical Attacks

Emirati activists have reported spyware and malware attacks against their computers. In October 

130  “UAE in crackdown on social media abuse,” Arabian Business, March 10, 2015, http://bit.ly/1FKCiuW. 
131  Abdulla Rasheed, “Misuse of instant messaging services punishable by law,” Gulf News, July 26, 2011, http://bit.
ly/1G7JSFd.  
132  Bill Law, “Eight online activists ‘arrested in UAE’,” December 19, 2012, http://bbc.in/1X6HkLs. 
133  Donaghy, “Torture in the United Arab Emirates.”  
134  Law, “Eight online activists ‘arrested in UAE’.”
135  GC4HR, “Oman / UAE: Mother of blogger Muawiya Al-Rawahi calls on authorities to provide medication for her son,” 
June 25, 2015, http://bit.ly/1LccI5W.  
136  GC4HR, Hear their Voices: Alarming Times for Human Rights Defenders in the Gulf Region & Neighboring Countries. 
137  Amnesty International, “Urgent Action: Sisters Subject to Enforced Disappearance,” February 18, 2015, http://bit.
ly/1ATiqX0; GC4HR, “UAE-Sisters of imprisoned UAE94 activist subjected to enforced disappearance as State Security Apparatus 
continues to violate human rights,” February 20, 2015, http://bit.ly/1MEhCLt. 
138  Amnesty International, “UAE: Three sisters released after three months in secret detention for tweeting,” May 15, 2015, 
http://bit.ly/1N7xd6P. 
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2014, the Twitter account of human rights defender Ahmed Mansoor was hacked, with some blam-
ing state security.139 In one case from January 2013, a user received an e-mail purportedly containing 
a link to a video of the Dubai police chief. Instead, the link contained spyware that could monitor the 
victim’s screen, enable the computer’s webcam, steal passwords, and conduct keylogging. It was be-
lieved the Emirati government was behind the attack.140

The UAE remains one of the top countries facing hacking attempts worldwide. According to a study 
by Kaspersky Lab, the UAE is the second most attacked country online in the Middle East and the 
15th most attacked worldwide.141 The country’s spam rate was recorded at 73 percent, and 46 per-
cent of the country’s social networking users fell victim to cybercrimes, compared to the global 
average of 39 percent.142 Kaspersky Lab has also reported that 51 per cent of users in the UAE faced 
financial cyber-attacks during 2014, with 10 per cent of respondents reportedly losing money as a 
result.143 

In August 2014, the Dubai Financial Services Authority said it has issued nine alerts warning firms 
about the scams, which use the internet to impersonate genuine investment companies and individ-
uals, adding that such abuse is on the rise.144 In January 2015, Abu Dhabi Police warned against scam 
bank reports received by email, claiming suspicious money transfers to users’ bank accounts.145 In 
July 2015, the technology company Symantec was able to uncover a new corporate espionage group 
that has compromised a string of major corporations in recent years, including three organizations 
located or headquartered in the UAE.146

139  GC4HR, Hear their Voices: Alarming Times for Human Rights Defenders in the Gulf Region & Neighboring Countries.  
140   Bill Marczak, “Hacked Website, Java Vulnerability Used to Target UAE Activist with Spyware,” Bahrain Watch (blog), 
January 15, 2013, http://bit.ly/1LmxeP6. 
141  Helen Gaskell, “UAE is top-two victim of regional cyber attacks,” Arabian Business, March 22, 2015, http://bit.ly/1EJaRC1. 
142  “UAE to Face Advanced Cybercrime in 2013,” Arabian Gazette, December 9, 2012, http://bit.ly/1OFb0MV. 
143  “51% of UAE users faced financial cyber-attacks in 2014,” Emirates 24/7, December 27, 2014, http://bit.ly/1GIywlI. 
144  Frank Kane, “Fraud alerts sounded by DFSA with scams on the rise in UAE,” The National, August 18, 2014, http://bit.
ly/1pU8mG0.  
145  “Bank scam calls UAE residents in for questioning,” Emirates 24/7, January 31, 2015,  http://bit.ly/1LvLYyI. 
146  Stephen McBride, “Three UAE firms targeted by ‘sophisticated’ cyber-bandits,” Arabian Business, July 12, 2015, http://bit.
ly/1LQge9G. 
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Key Developments: June 2014 – May 2015

•	 In February 2015, English and Welsh law was amended to criminalize pornographic images dis-
tributed online without the subject’s permission and with the intent to harm the subject, so-called 
“revenge porn.”  The law, which went into effect in April 2015, made the offense punishable by up to 
two years in prison, an increase from six months (see Legal Environment).

•	 In what seems to have been the first instance in the UK of a revenge porn prosecution, a 21-year-old 
was sentenced to 12 weeks in jail in November 2014 for threatening a woman and disseminating na-
ked photographs of her without her permission via social media (see Prosecutions and Detentions 
for Online Activities). 

•	 Alaa Esayed, an Iraqi national living in the UK, was charged with publishing and disseminating ter-
rorist material via Twitter and Instagram in December 2014, resulting in a three-and-a-half-year 
prison sentence in June 2015. While she argued she was simply “cutting and pasting” other people’s 
messages, the court held that their dissemination encouraged young people to travel to foreign 
countries in order to commit terrorist acts (see Prosecutions and Detentions for Online Activities). 

•	 In February 2015, the Investigatory Powers Tribunal ruled that the Government Communications 
Headquarters (GCHQ) had acted unlawfully in accessing information on millions of individuals 
collected by its U.S. partner, the National Security Agency (NSA), prior to December 2014 (see Sur-
veillance, Privacy, and Anonymity). As a result, Privacy International set up an online tool through 
which users can ask the tribunal if the GCHQ has illegally monitored their activities (see Digital 
Activism). 

•	 Shortly after the terrorist attacks in Paris in January 2015, Prime Minister David Cameron called for a 
ban on encryption in messaging apps. While the move was met with criticism from internet freedom 
and security activists who argued that it would be highly impractical, the government continued its 
plans and put forward a draft investigatory powers bill, dubbed the “snoopers’ charter” by activists 
(see Surveillance, Privacy, and Anonymity).

United Kingdom
2014 2015

Internet Freedom Status Free Free

Obstacles to Access (0-25) 2 2

Limits on Content (0-35) 6 6

Violations of User Rights (0-40) 16 16

TOTAL* (0-100) 24 24

* 0=most free, 100=least free

Population:  64.5 million

Internet Penetration 2014:  92 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Free
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Introduction

Online harassment, extremist speech, and privacy were the three main issues seen in internet policy 
in the United Kingdom (UK) over the past year. The UK was an early adopter of new information and 
communication technologies (ICTs), and internet access in the country has become near universal 
with competitive prices and generally fast speeds. Internet access through mobile phones is also 
becoming more prevalent as a result of the growing popularity of smartphones and the increasing 
availability of superfast networks. But the growth in technological capacities has simultaneously al-
lowed expanded surveillance, leading to mounting fears of abuse by police and intelligence agents.

In February 2015, the Investigatory Powers Tribunal ruled that the Government Communications 
Headquarters (GCHQ) had acted unlawfully in accessing information collected by its U.S. partner, the 
National Security Agency (NSA), prior to December 2014—before the GCHQ practices were made 
public. The decision marked the first time the tribunal has ruled against any of Britain’s three intelli-
gence agencies—GCHQ, MI5, and MI6—that it is entrusted to oversee. 

In another positive development, a government-commissioned report released in June 2015 found 
that the existing legislative framework on surveillance was “undemocratic, unnecessary and—in the 
long run—intolerable.” David Anderson QC, the author of the report, recommended halting any new 
legislative proposals on surveillance until they were assessed for “lawfulness, likely effectiveness, 
intrusiveness and cost.” However, continued statements by Prime Minister David Cameron highlight 
the government’s worries over improved encryption standards. The new director of GCHQ referred 
to U.S. technology companies such as Twitter, Facebook, and WhatsApp as “command-and-control 
networks…for terrorists and criminals” and called for greater cooperation between companies and 
security agencies.1

Obstacles to Access

Access to the internet is considered to be a key element determining societal and democratic participa-
tion in the United Kingdom (UK).2 ICT infrastructure in the country is generally strong, allowing high 
levels of access:  the overwhelming majority of UK citizens use the internet frequently on a widening 
variety of devices.  In recent years there have been substantial investments in superfast broadband, led 
by the government’s Rural Broadband Programme,3 which has led to better levels of service for many 
citizens and businesses. For financial and literacy reasons, however, there is still a small segment of the 
population that does not have internet access, specifically those over 75 and people in the lowest so-
cioeconomic groups.4 Policies and regulation in the country tend to favor access, although continuing 
revelations regarding extensive government surveillance practices may impact how citizens choose to 
access the internet. 

1  “GCHQ’s Robert Hannigan says tech firms ‘in denial’ on extremism,” BBC News, November 4, 2014, http://www.bbc.com/
news/uk-29891285. 
2  Ofcom, Internet Citizens 2014 (London: Ofcom), November 27, 2014, http://stakeholders.ofcom.org.uk/binaries/research/
telecoms-research/Internet_Citizens_Report_14.pdf, p 1
3  Department for Culture, Media and Sport (DCMS), 2010 to 2015 government policy: broadband investment, updated May 8, 
2015, https://www.gov.uk/government/publications/2010-to-2015-government-policy-broadband-investment 
4  Ofcom, Internet Citizens 2014, p.11
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Availability and Ease of Access   

Internet penetration has grown to 85 percent as of early 2015, with the share of homes with fixed 
and mobile broadband at 80 percent.5 Three in ten of all broadband connections are labeled as “su-
perfast,” meaning they have an advertised speed of at least 30 Megabits per second (Mbps).6 Nearly 
100 percent of all households are within range of ADSL connections. The government’s Rural Broad-
band Programme has now been incorporated within a larger Superfast Broadband Programme, and 
funding expanded to GBP 1.7 billion (US$ 2.62 billion) aimed at improving broadband speed and 
access.7 As of March 2015, an additional 2,411,395 premises had access to superfast broadband 
through the scheme, meaning a total of 80 percent of all UK premises had superfast broadband ac-
cess availability, in line with a target of 95 percent by 2017.8 So, while broadband access is effectively 
ubiquitous, steady progress continues towards the aim of superfast broadband in all areas, which is 
a stated priority.9

Mobile telephone penetration is extensive, with a reported penetration rate of 123.58 percent at the 
end of 2014.10 In 2014, 66 percent of all UK adults claimed to own a smartphone, reflecting a sub-
stantial growth of internet use on mobile phones.11 The fastest growth in mobile internet use was 
among people aged 55 to 64, which increased more than five-fold in four years. Fourth-generation 
(4G) mobile communication technology is now available from all four national mobile network oper-
ators, with more than 23 million subscriptions and over 89 percent of UK premises being able to ac-
cess outdoor 4G coverage from at least one network.12 Second-generation (2G) and third-generation 
(3G) networks are available in over 99 percent of all households. At 33 percent, smartphones were 
the most important device for internet access as of mid-2015, surpassing laptops (30 percent) and 
tablets (19 percent).13

Even where access is available, use and participation does not necessarily follow. Citizens with inter-
net access may choose not to participate if they lack technical understanding or adequate equip-
ment, if they are concerned about privacy online, or if they have no interest in being online. People 
in the lowest income groups are significantly less likely to have home internet subscriptions, with the 
gap between socioeconomic groups remaining the same for the past few years. People aged 75 and 
above are also less likely to use the internet, although internet use by this group has increased since 
2008.14 Of the UK households that do not have access to the internet, the majority have no intention 
to get connected.15  There is a no gender gap in internet use.

5  Ofcom, The Communications Market Report, August 6, 2015, http://stakeholders.ofcom.org.uk/binaries/research/cmr/cmr15/
CMR_UK_2015.pdf, p.340
6  Ofcom, The Communications Market Report, August 6, 2015, p3
7  DCMS, 2010 to 2015 government policy: broadband investment, Appendix 2
8  DCMS, 2.5 million more UK homes and businesses can now go superfast, https://www.gov.uk/government/news/25-million-
more-uk-homes-and-businesses-can-now-go-superfast 
9  For local area progress in broadband provision, see DCMS, Table of local broadband projects, October 2014, https://docs.
google.com/spreadsheet/ccc?key=0Ah3sVRjT82kKdEltX0lJNjNVWWhNbjBnNGwxeHhqMHc#gid=0
10  International Telecommunication Union , Mobile-cellular subscriptions 2000-2014, http://www.itu.int/en/ITU-D/Statistics/
Pages/stat/default.aspxhttp://www.itu.int/net4/itu-d/icteye/CountryProfile.aspx 
11  Ofcom, The Communications Market Report, August 6, 2015, p.339
12   Ofcom, The Communications Market Report, August 6, 2015, p.1
13  Ofcom, The Communications Market Report, August 6, 2015, p.346
14  Ofcom, The Consumer Experience of 2013: Research Report, p.22–26
15  Ofcom, The Communications Market Report, August 6, 2015, p.352
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The average broadband speed in November 2014 was 22.8 Mbps,16 continuing a trend of rising 
speeds and growing satisfaction among consumers served by faster fiber-optic based services. The 
introduction of 4G services for mobile in 2012 has allowed faster data downloads and uploads, 
streaming of video, and access to other data services. A total of 61 percent of adults said they used 
data services on their mobile phones, a four percent increase from 2014.17 The 7.1 million fixed 
broadband lines providing speeds of 30 Mbps or higher in the UK today account for 30 percent of 
all fixed broadband lines, compared to 0.2 percent in 2009.18 Superfast connections are increasingly 
deployed beyond the major urban centers, and the price of such connections is decreasing.19

The UK provides a competitive market for internet access, and prices for communications services 
compare favorably with those in other countries.20 Average fixed internet spending has continued 
to increase as a result of a growth in broadband uptake and the rise of superfast services. While 4G 
services were initially more expensive than non-4G services, the difference is shrinking, and in some 
cases disappearing. The price basket of mobile services continues to fall in real terms, specifically by 
0.4 percent in 2014, and is around GBP 14.30 (US$ 21.90).21 The difference between superfast and 
standard services in 2014 was between GBP 5 (US$7.66) and GBP 10 (US$15.31) per month.22  

Economic constraints do appear to negatively impact older and poorer users’ ability to participate 
online. While 85 percent of the UK population has access to internet in their homes, as of 2014 only 
63 percent of individuals over the age of 65 use the internet, and among those in the lowest socio-
economic group, including the unskilled manual labourers and long-term state dependents, only 64 
percent self-describe as internet users.23

Restrictions on Connectivity  

The government does not place limits on the amount of bandwidth ISPs can supply, and the use of 
internet infrastructure is not subject to direct government control. ISPs regularly engage in traffic 
shaping or slowdowns of certain services (such as peer-to-peer file sharing and television stream-
ing), and can also be made to block-access to specific sites via court orders. Mobile providers have 
cut back on previously unlimited access packages for smartphones, reportedly because of concerns 
about network congestion. 

ICT Market 

The five major internet service providers (ISPs) are British Telecom (BT) with a 32 percent mar-
ket share, Sky (22 percent), Virgin Media (20 percent), TalkTalk (14 percent), and EE (4 percent).24 
Through local loop unbundling—where communications providers offer services to households us-
ing infrastructure provided mainly by BT and Virgin—a large number of companies provide internet 

16  Ofcom, The Communications Market Report, August 6, 2015, p.15
17  Ofcom, The Communications Market Report, August 6, 2015, p.340
18  Ofcom, The Communications Market Report, August 6, 2015, p.15
19  Ofcom, The Communications Market 2014, p 346.
20  Ofcom, The Consumer Experience of 2013: Research Report. 
21  Ofcom, The Communications Market Report, August 6, 2015, p.317
22  Ofcom, The Communications Market 2014, p 311.
23  http://stakeholders.ofcom.org.uk/binaries/research/telecoms-research/Internet_Citizens_Report_14.pdf
24  Ofcom, The Communications Market Report, August 6, 2015, p.292 
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access. By 2013, unbundled telephone lines reached 9 million homes.25 Virgin has the highest share 
of superfast broadband subscribers at 56 percent as of 2014; BT has a 35 percent share, but is dom-
inant in the provision of wholesale access.26 ISPs are not subject to licensing but must comply with 
general conditions set by the communications regulator, Ofcom, such as having a recognized code 
of practice and being a member of a recognized alternative dispute-resolution scheme.27 

The telecommunications provider O2 leads the mobile operator market, with some 22 percent of 
market, followed by Vodafone (19 percent), Orange (11 percent), and Three (3) (10 percent) accord-
ing to information from Statista as of 2014.28 

Regulatory Bodies 

Ofcom is the primary regulator, by virtue of the broad definitions of responsibility for “citizens,” “con-
sumers,” and “communications matters” granted to it under the Communications Act 2003.29 

In July 2012, major ISPs published a “Voluntary Code of Practice in Support of the Open Internet”.30 
The code commits ISPs to transparency and confirms that traffic management practices will not be 
used to target and degrade the services of a competitor. The code was amended in May 2013 to 
clarify that signatories could deploy content filtering or provide such tools where appropriate for 
public Wi-Fi access.31 

In September 2013, the domain registrar Nominet launched a review of the “.uk” domain registration 
policy to focus on the extent to which it should restrict offensive or otherwise inappropriate words 
or expressions in domain name registrations.32 The Nominet Board agreed to all the recommended 
changes,33 which included a post-registration domain name screening to suspend or remove domain 
names that encourage serious sexual offenses.34

In addition, the Internet Watch Foundation (IWF), an independent self-regulatory body funded by 
the EU and the online industry, provides a UK internet hotline for the public and IT professionals to 
report criminal online content in a secure and confidential way.35 A range of other self-regulatory 
bodies—for example, the Video On Demand Association, a private self-regulatory body with respon-
sibility for regulating video content in keeping with the EU AudioVisual Media Services Directive, the 

25  Ofcom, “UK broadband competition reaches new milestone,” April 25, 2013, http://media.ofcom.org.uk/2013/04/25/uk-
broadband-competition-reaches-new-milestone/. 
26  Ofcom, The Communications Market 2014, p 311.
27  Ofcom, Consolidated Version of General Conditions of Entitlement (London: Ofcom), December 16, 2013, http://
stakeholders.ofcom.org.uk/binaries/telecoms/ga/GENERAL_CONDITIONS_AS_AT_26_DECEMBER_2013.pdf.
28  “Market share held by mobile operators in the United Kingdom (UK) as of June 2014,” Statista, 2014, http://www.statista.
com/statistics/375986/market-share-held-by-mobile-phone-operators-united-kingdom-uk/. 
29  Communcations Act 2003, Part 1, Section 3, http://www.legislation.gov.uk/ukpga/2003/21/contents
30  Broadband Stakeholder Group, “ISPs launch Open Internet Code of Practice,” July 25, 2012, http://www.broadbanduk.
org/2012/07/25/isps-launch-open-internet-code-of-practice/.
31  Broadband Stakeholder Group, “ISPs launch Open Internet Code of Practice,” May 2013, http://www.broadbanduk.org/wp-
content/uploads/2013/06/BSG-Open-Internet-Code-of-Practice-amended-May-2013.pdf.
32  Nominet is the domain registrar in the United Kingdom, and manages access to newly introduced .uk, .wales, and .cymru 
domains.
33  Lord Macdonald QC, Review of .uk Registration Policy, December 2013, http://www.nominet.org.uk/sites/default/files/
Lord%20Macdonald%20Report%20final.pdf.
34  Nominet, “Nominet to update registration policy in light of Lord Macdonald review,” 15 January 2014, http://www.nominet.
org.uk/news/latest/nominet-update-registration-policy-light-lord-macdonald-review.
35  The Internet Watch Foundation, https://www.iwf.org.uk/
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Advertising Standards Authority, and IPSO, which regulates newspaper websites—apply a combina-
tion of voluntary ethical codes and co-regulatory rules to internet content. With the exception of the 
filtering and blocking blacklists dealing with child abuse content (which are agreed upon by the IWF) 
these bodies eschew pre-publication censorship and operate post publication notice and takedown 
procedures within the E-Commerce Directive liability framework.

Limits on Content

The United Kingdom has no blanket laws covering internet blocking but various categories of criminal 
content such as depictions of child sexual abuse, promotion of extremism and terrorism, and copy-
right infringing materials are blocked by ISPs using filtering tools. Meanwhile parental controls over 
adult-oriented sites have become the default, requiring adults to opt-out of the filtering technology 
to access adult material. These measures have been considered controversial as they often result in 
over-blocking, and a lack of transparency persists regarding the sites blocked. 

Blocking and Filtering 

The government has thus far taken a proactive approach to restricting sites that have been found 
in violation of copyright protections, indicating possible further action to curb infringement.36 The 
UK High Court blocks sites based on copyright violations, but it recently held that publishing a link 
to copyright infringing material, rather than actually hosting it, does not amount to an infringe-
ment. This approach was confirmed by the Court of Justice of the European Union. There have been 
a number of cases in which courts have ordered sites, such as Newzbin and The Pirate Bay, to be 
blocked for infringing copyright, and to have their domain names seized based on legislation like 
the Copyright, Designs, and Patents Act. 

The CleanFeed system has also been expanded so the blocks can be enforced by ISPs. The list of vi-
olating websites has been growing continually. The Digital Economy Act (DEA) of 2010 states that a 
court order can block sites containing “substantial” violations of copyright. However, as a response 
to an Ofcom review, which determined that such copyright-related blocking provisions, stipulated 
in Sections 17 and 18 of the DEA, are unlikely to be effective alone and should rather be used in 
conjunction with other measures, representatives from the UK’s creative industries and major Inter-
net Service Providers (ISPs) have come together with the support of government to launch Creative 
Content UK.37 

Creative Content UK was launched in Spring 2015, and comprises a major multi-media education 
awareness campaign, that aims to create wider appreciation of the value and benefits of entertain-
ment content and copyright. The second component is a subscriber alerts program that will be 
co-managed and co-funded by ISPs and content creators and is due to begin at a later date.38  The 
UK’s Department for Culture, Media and Sport (DCMS) has indicated that the program will replace 
the unfavorable anti-piracy regime rushed through under the DEA where the Secretary of State for 

36  Sajid Javid’s speech at British Phonographic Industry AGM, Department for Culture, Media and Sport, 1 September 2014, 
http://bit.ly/1atulAP
37  UK ISPs and rights holders’ programme to tackle online piracy “imminent”, World Intellectual Property review, 12 May 
2014, http://bit.ly/1ec7PO9
38  UK CREATIVE INDUSTRIES AND ISPS PARTNER IN MAJOR NEW INITIATIVE TO PROMOTE LEGAL ONLINE ENTERTAINMENT, 
British Phonographic Industry, 26 June 2015, http://bit.ly/1mqxeAd
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Culture, Media and Sport is able to facilitate “blocking injunctions” by the courts in order to force 
ISPs to block access to pirated copyright content.39 Nonprofit groups like Open Rights Group (ORG) 
had criticized regulatory reliance on the DEA approach, as obtaining copies of the copyright injunc-
tions has proved challenging. Consequently, ORG has called for more transparency about what sites 
are blocked by court injunctions. 

UK blocking policy is instituted in accordance with a voluntary code of practice set forth by the 
Internet Services Providers’ Association. British ISPs are not required by law to implement the IWF 
blocking list, however since 2010, the Home Office has instituted rules prohibiting government bod-
ies from working with ISPs that fail to use the list. Consumer awareness of CleanFeed remains low, 
with the list of blocked sites kept from the public in an effort to deter access to unlawful materials. In 
January 2014, a human rights audit of the IWF recommended that an independent judicial review of 
IWF’s operations be conducted.

In November 2013, Google and Microsoft introduced new algorithmic filters that prevent search-
es for child abuse imagery. Around 100,000 terms for illegal material are programmed to yield no 
search results. At the same time, laws like the Protection of Children Act are used to prosecute indi-
viduals suspected of accessing or distributing content containing sexual abuse of children. Accord-
ing to reports by civil society groups, the filters raise transparency concerns and evade reporting re-
quirements under the Freedom of Information Act, particularly regarding how these filters work and 
why certain sites may be blocked without court orders. 

In the face of rapidly increasing mobile uptake in the UK, mobile filtering has also become in-
creasingly prevalent. Concerns have also grown over the unsupervised use of data-enabled mobile 
phones by children under the age of 18, which has led to mobile internet subscriptions being sold to 
customers with child filters enabled by default, and access to adult content requiring users to verify 
their age to ‘opt-in’. The May 2015 elections featured commitments made by the Conservative Party, 
which won a parliamentary majority, to strengthen internet porn filters.40  Blocked content categories, 
which include pornography, hate sites, and in some cases, web forums that could potentially allow 
minors to interact with older users, are set out in the 2004 code of conduct established by the Mo-
bile Broadband Group (MBG), consisting of the providers Vodafone, Three, EE, and O2. The code of 
conduct, last updated in July 2013, covers commercial and internet content, illegal content, malicious 
communications, and customer education. In September 2013 the British Board of Film Classification 
(BBFC) replaced the Independent Mobile Classification Body (IMCB) in categorizing content and cal-
ibrating internet filters. However, the process continues to be criticized for being too subjective and 
lacking transparency. 

In November 2013, Sky, TalkTalk, BT, and Virgin led a joint awareness campaign around child safety, 
launching the InternetMatters.org portal in May of 2014 with the aim to provide parents with ad-
vice regarding children’s online safety. The efficacy of these child-protection measures for filtering 
content on both mobiles and household access has been questioned. They can not only be easily 
circumvented with minimal effort, but have been known to lead to the over-blocking of legitimate 
content. For example, due to technical glitches at the ISP level, users were barred from accessing 
popular sites such as Wikipedia. In response, ORG created the site “Blocked.org.uk” to allow users 
to report over-blocking of content that poses little or no threat to child welfare, including sites on 

39   ‘ISPs collaborate with music and film industries on voluntary scheme to combat online piracy,” SnlPPts, 13 May 2014 
http://bit.ly/1KmteCl
40  ‘Tories promise to enforce age limits on online pornography’, The Guardian, April 4, 2015, http://bit.ly/1atulAP
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sexual education, homosexuality and drug awareness, and pages run by civil society and political 
parties. The website of the British National Party, an extreme right-wing political organization, was 
temporarily blocked for being classified by O2’s filter system as a “hate site.” As O2 is the only large 
ISP that operates an “URL checker” page that allows users to ascertain how a particular site has been 
classified, genuine concerns arise around owners and operators of sites not being notified that their 
sites have been blocked. ORG reports that some cases of sites blocked on mobile networks have tak-
en a month to be resolved, and that site operators often do not know where to report a wrongfully 
blocked site.

Content Removal 

The government has stepped up efforts to curb radicalization on the internet. The Terrorism Act calls 
for the removal of material hosted online in the UK if it “glorifies or praises” terrorism, could be use-
ful to conducting terrorism, or incites people to carry out or support terrorism. A Counter Terrorism 
Internet Referral Unit (CTIRU) was set up in 2010 to investigate internet materials and take down 
instances of “jihadist propaganda.” The government updated its “Prevent Anti-Terrorism Strategy” in 
2015, which calls for limiting access to “extremist” materials online through school and public library 
networks and increasing efforts to remove “harmful content” from the internet. The strategy involves 

“sharing unlawful sites for inclusion in commercial filtering products,” through the compiling of a list 
of extremist URLs by the CTIRU that are then blocked by ISPs.41 (see also, “Blocking and Filtering” 
above.)

The Internet Watch Foundation (IWF) compiles a blacklist of URLs with visual depictions of child sex-
ual abuse to prevent access to such illegal content. A citizen’s hotline combined with investigations 
by IWF analysts in accordance with the Sexual Offences Definitive Guideline published by the Sen-
tencing Council under the Ministry of Justice is used to discover and evaluate illegal sites. When the 
content in question is hosted by UK servers, where this constitutes a criminal offense, the IWF coor-
dinates with the police and local hosting companies to remove it. A similar system exists for websites 
containing child sexual abuse through non-photographic means, such as computer-generated imag-
es, as well as for websites with criminally obscene adult content. 

For content that is hosted by overseas servers, the IWF coordinates with international hotlines and 
police authorities to get the offending content taken down in the host country. In the meantime, 
British users are prevented from accessing content deemed illegal by British ISPs using the Clean-
Feed filtering system, which was developed by the IWF and BT. Similar processes are in place for the 
investigation of online materials inciting hatred under the oversight of TrueVision, a site that is man-
aged by the police.

According to the EU 2002 E-Commerce Directive, knowledge of illicit material, including libelous 
content, on a host website in conjunction with a failure to remove it is prosecutable. This has result-
ed in hasty takedowns by hosting companies, with little inquiry as to the legitimacy of the takedown 
notice. In April 2013, the government updated the Defamation Act. The updates came into effect on 
January 1, 2014, and provide greater protections for ISPs by limiting their liability for user-generated 
content. 

41  “2010 to 2015 government policy: counter-terrorism,” Gov.UK, May 8, 2015, https://www.gov.uk/government/
publications/2010-to-2015-government-policy-counter-terrorism/2010-to-2015-government-policy-counter-terrorism. 
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Although EU rather than UK-specific, the so-called “right to be forgotten” ruling from the European 
Court of Justice in May 2014, which gave search engines the task of removing links from their search 
results on the requests of individuals if the stories in question were deemed to be inadequate or 
irrelevant, has had an impact on the way content is handled in the country. According to Google’s 
Transparency Report on European privacy removal requests,42 Google had received 35,140 requests 
by July 2015, requesting the removal or 137,955 URLs from its search results. The rate of compliance 
was 37.5 percent. News publishers including the BBC43 and the Telegraph44 have retaliated by pub-
lishing lists of the stories which had been delisted by search engines. In May 2015, it was reported 
that the Information Commissioner’s Office was in talks with Google over 48 cases that it believed 
the search engine had not resolved effectively.45

Media, Diversity, and Content Manipulation  

Self-censorship is difficult to measure in the United Kingdom, but not a grave concern. After the 
January 2015 attack on the French publication Charlie Hebdo some publications refrained from 
publishing the controversial cartoons of the prophet Muhammad,46 but these were not government 
influenced or mandated. Due to the UK’s extensive surveillance practices, it is possible that certain 
online groups feel as though they must self-censor to avoid potential government interference. 

In June 2015 the UK’s Investigatory Powers Tribunal confirmed that GCHQ had been unlawfully sur-
veilling NGOs, including Amnesty International and Legal Resources Center in South Africa.47 The tri-
bunal made “no determination” on the claims brought by other NGOs, including Liberty and Privacy 
International, which could mean either that GCHQ is not surveilling the two NGOs, or that the sur-
veillance has been deemed lawful. Representatives from Amnesty International, Privacy International, 
and Liberty alluded to the possibility of self-censorship by stating that they could not appropriately 
do their job under such conditions of surveillance.48

Other than surveillance, and the government’s role in encouraging the filtering activities described 
above, there is no explicit evidence relating to the government manipulation of online content. On-
line media outlets face economic constraints that negatively impact their ability to remain financially 
sustainable. Publications have struggled to find a profitable system for their online news platforms 
as ad revenue continues to fall.

The UK telecoms regulatory, Ofcom, adopted a voluntary code of practice on broadband speeds in 
2008 and released a report in 2011 that called for a self-regulatory approach to network neutrality.49 
It described the blocking of services and sites by ISPs as “highly undesirable” but said that market 

42  Google Transparency report, https://www.google.com/transparencyreport/removals/europeprivacy/ Accessed July 7 2015
43  Neil MacIntosh, List of BBC web pages which have been removed from Google’s search results, BBC Internet Blog, June 25 
2015  http://www.bbc.co.uk/blogs/internet/entries/1d765aa8-600b-4f32-b110-d02fbf7fd379
44  Rhiannon Williams, Telegraph stories affected by EU ‘right to be forgotten’, The Telegraph, July 2 2015 http://www.
telegraph.co.uk/technology/google/11036257/Telegraph-stories-affected-by-EU-right-to-be-forgotten.html
45  Kevin Rawlinson, Google in ‘right to be forgotten talks with regulator’, BBC News, 13 May 2015 http://www.bbc.co.uk/
news/technology-32720944
46  http://www.politico.com/blogs/media/2015/01/news-orgs-censor-charlie-hebdo-cartoons-after-attack-200709.html#.
VK18tMDFVi5.twitter
47  http://www.theguardian.com/uk-news/2015/jun/22/gchq-surveillance-two-human-rights-groups-illegal-tribunal
48  http://rt.com/uk/271111-gchq-amnesty-international-spy/
49  Ofcom, Ofcom’s approach to net neutrality, November 11, 2011, http://stakeholders.ofcom.org.uk/consultations/net-
neutrality/statement/. 
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forces will address potential problems.50 Developments at European Union (EU) level are likely in the 
future to have an impact on net neutrality provisions in the UK, after agreement has been reached to 
ban paid prioritization across the EU as part of the Digital Single Market policy package.

There are a wide variety of news platforms available online, with 60 percent of people reporting that 
they consume news online, and 44 percent reporting that they consume news through apps. Blogs 
and social media also act as available news sources, but have seen a readership decline by four 
points to 23 percent. Diverse views are present online, but may not be widely read, as 59 percent ob-
tain their news from the BBC website or app, 18 percent obtain their news through Google, and 17 
percent obtain their news through Facebook.51 

Digital Activism 

Online political mobilization continues to grow both in terms of numbers of participants and num-
bers of campaigns, though the efficacy of online mobilization remains controversial and it is impos-
sible to explain success with reference to online campaigns alone.  Petition and advocacy platforms 
such as 38 Degrees and AVAAZ continued to grow, with AVAAZ claiming around 1.6million “mem-
bers” in 2015 in the UK.  All civil society organizations, charities and political parties now view online 
as an indispensable part of a wider campaign strategy.

As a result of Privacy International’s case against the Investigatory Powers Tribunal (IPT), British citi-
zens are now able to find out if they were illegally spied on by applying directly to the IPT, which is 
obligated to respond to any complaints and reveal if an individual was illegally monitored.52 If so, the 
individual can ask that the data be deleted. Privacy International has made this process even more 
accessible, by providing a form on its website for applicants, which it will submit on their behalf and 
fight in any resulting court battles. More than 6,000 people signed up in the first 24 hours after the 
form was launched, which topped 10,000 in the first two days.53 

Violations of User Rights

The government has placed significant emphasis on stopping the dissemination of terrorist and hate 
speech online and on protecting individuals from targeted harassment on social media. While, changes 
to civil liability laws implemented through the Defamation Act 2013 were meant to relieve content 
producers and website operators of the burden of ever-looming threats of libel action, the benefits 
have so far seemed unrealized. Furthermore, users’ rights still seem caught in the shadow of extensive 
surveillance measures used by the government to monitor the flow of information for law enforcement 
and foreign intelligence purposes. There were several notable legal changes over the past year in these 
areas. 

50 . See http://ec.europa.eu/digital-agenda/en/eu-actions. ; https://ec.europa.eu/commission/2014-2019/ansip/blog/making-
eu-work-people-roaming-and-open-internet_en
51  http://stakeholders.ofcom.org.uk/binaries/research/tv-research/news/2014/News_Report_2014.pdf
52  http://www.theguardian.com/uk-news/2015/feb/06/gchq-mass-internet-surveillance-unlawful-court-nsa
53  http://www.theguardian.com/technology/2015/mar/03/gchq-tech-giants-fight-for-personal-data

864

http://ec.europa.eu/digital-agenda/en/eu-actions


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

United Kingdom

Legal Environment 

The UK currently has no constitution or bill of rights, relying instead on the provisions of the Europe-
an Convention on Human Rights (ECHR), which have been adopted into law via the Human Rights 
Act 1998.  However, in the fall of 2014, Conservative Party officials, including the prime minister, an-
nounced their intentions to repeal the Human Rights Act in favor of a UK Bill of Rights in order to 
give British courts more control over application of human rights principles.54 Furthermore, following 
the election of a Conservative government in May 2015, the prime minister reiterated his position 
that he remains open to withdrawing from the ECHR entirely should parliament not successfully se-
cure the ability to veto decisions of the European Court of Human Rights.55 

In September 2015, with a new government in office after the general elections that year, the home 
secretary outlined a proposal for “extremism disruption orders”.56 The orders would allow judicial 
review of individuals and groups who “spread hate but do not break laws,” disallowing them from 
posting messages to social media without first gaining government approval.57 While much discus-
sion has centered around combating terrorism, officials have noted that the orders could be used to 
limit speech of those groups found to disseminate hatred based on gender, sexual orientation, re-
ligion, and disabilities. That proposal, supported by the prime minister, also included plans to grant 
Ofcom, the broadcast and telecommunications regulatory authority, powers to prevent broadcast of 

“extremist messages,” requiring pre-transmission monitoring of content.58 However, this proposal has 
met vocal opposition even from within the Conservative Party, including at least four cabinet minis-
ters in the newly elected government.59

Beyond targeting extremist and hate speech, the UK has focused on online harassment as well. In 
February 2015, the Criminal Justice and Courts Act 2015 amended section 1 of the Malicious Com-
munications Act 1988 to quadruple the possible time in prison to two years in the case of targeting 
individuals with abusive and offensive content online “with the purpose of causing distress or anx-
iety.”60 The new law, effective in England and Wales only, opened the crown court for more serious 
offenses, whereas previously only the magistrates’ courts may hear such cases.61 The changes also 
extended the time limit to bring charges for these offenses to three years from the date of the of-

54  Oliver Wright, “David Cameron to ‘scrap’ Human Rights Act for new ‘British Bill of Rights,’” The Independent, Oct. 1, 2014, 
http://www.independent.co.uk/news/uk/politics/conservative-party-conference-cameron-announces-plans-to-scrap-human-
rights-act-9767435.html. 
55  Nicholas Watt, “David Cameron prepared to break with Europe on human rights,” The Guardian, June 2, 2015, http://www.
theguardian.com/politics/2015/jun/02/david-cameron-prepared-to-break-with-europe-on-human-rights. 
56  Alan Travis, “What are Theresa May’s new ‘extremism disruption orders,’” The Guardian, Sept. 2014, http://www.theguardian.
com/politics/2014/sep/30/theresa-may-extremism-disruption-orders. 
57  John Bingham, “Sharia law or gay marriage critics would be branded ‘extremists’ under Tory plans, atheists and Christians 
warn,” The Telegraph, Oct. 31, 2014, http://www.telegraph.co.uk/news/politics/11202290/Sharia-law-or-gay-marriage-critics-
would-be-branded-extremists-under-Tory-plans-atheists-and-Christians-warn.html.
58  Rowena Mason and Alan Travis, “David Cameron backs proposal to block extremist messages on TV,” The Guardian, May 
22, 2015, http://www.theguardian.com/politics/2015/may/22/david-cameron-backs-plans-ofcom-block-extremist-messages-tv-
censorship. 
59  Alan Travis, “It wasn’t just Lib Dems who opposed Theresa May’s counter-extremism plans,” The Guardian, May 13, 2015, 
http://www.theguardian.com/world/2015/may/13/theresa-mays-counter-extremism-proposals-are-fraught-with-difficulties. 
60  Ministry of Justice and The Rt Hon Chris Grayling MP, “Internet trolls to face 2 years in prison,” Gov.uk, Press Release, Oct. 
20, 2014, https://www.gov.uk/government/news/internet-trolls-to-face-2-years-in-prison. 
61  “Internet trolls face up to two years in jail under new laws,” BBC.co.uk, Oct. 19, 2014, http://www.bbc.co.uk/news/uk-
29678989. 
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fense.62 An act also amended English and Welsh law to criminalize revenge porn.”63 The law, which 
went into effect on April 13, 2015, makes the offense punishable by up to two years in prison, an 
increase from six months under provisions in the Malicious Communications Act and the Protection 
from Harassment Act.64 

Going further, though, in order to combat such trolling, revenge porn, and other such cyber-bullying, 
a House of Lords committee recommended in a July 2014 report that websites allowing individuals 
to post content should be required to establish the actual identity of such individuals beforehand 
before permitting them to post under a pseudonym or anonymously.65 Critics argue that such a 
measure would chill important speech by removing the protections of anonymity from those oth-
erwise afraid to speak.66 While no specific action on this report’s recommendation has been taken, 
the Defamation Act 2013 offers protection to website operators from private libel suits based on 
third-party postings only if the alleged victim of defamation can find the user.67 While the act does 
not specify what sort of information the website operator must provide to plaintiffs, unauthenticated 
identity information may be falsified by users and prevent the operator from benefiting from the 
act’s liability protections, thus placing website operators in the position of requiring authenticated 
identity information or risk civil liability.68 

The Defamation Act 2013 was intended to reduce the amount of libel travel that has led to a large 
number of libel suits with only tenuous connection to the UK being brought in its courts, with rel-
evant sections becoming active in January 2014 that require claimants to prove that England and 
Wales is the most appropriate forum for the action, set a serious harm threshold for claims, and 
codify certain defenses such as truth and honest opinion. Such “libel tourism” had a chilling effect 
on the speech of content producers and ISPs in the UK. However, the number of such claims brought 
in London increased by 60 percent from 2013 to 2014, resulting in the highest figure since 2009.69 
While the reason for the increase is unclear, one cause could be a number of suits seeking the courts’ 
clarification of the meaning and scope of the changes to the Act.70

In a positive move, new exceptions to copyright protections came into force in October 2014. The 

62  Ministry of Justice and The Rt Hon Chris Grayling MP, “Internet trolls to face 2 years in prison,” Gov.uk, Press Release, Oct. 
20, 2014, https://www.gov.uk/government/news/internet-trolls-to-face-2-years-in-prison.  
63  “’Revenge porn’ illegal under new law in England and Wales,” BBC.co.uk, Feb. 12, 2015, http://www.bbc.co.uk/news/uk-
31429026. 
64  Louise Ridley, “Revenge Porn Is Finally Illegal: Who Are The Victims And Perpetrators Of This Growing Phenomenon?,” The 
Huffington Post, March 12, 2015, http://www.huffingtonpost.co.uk/2015/04/12/revenge-porn-law_n_6630730.html. 
65  Communications Committee – First Report: Social media and criminal Offences, House of Lords, July 22, 2014, ¶54, http://
www.publications.parliament.uk/pa/ld201415/ldselect/ldcomuni/37/3704.htm#a14. 
66  E.g., Danny O’Brien, UK’s Lords and EU Take Aim at Online Anonymity, Electronic Frontier Foundation, 5 Aug. 2014, https://
www.eff.org/deeplinks/2014/08/uks-lords-and-eu-take-aim-online-anonymity. 
67  Mike Masnick, “Did UK Gov’t Already effectively Outlaw Anonymity Online With Its New Defamation Law?,” TechDirt, Aug. 
11, 2014, https://www.techdirt.com/articles/20140807/17234928145/did-uk-govt-already-effectively-outlaw-anonymity-online-
with-its-new-defamation-law.shtml.  
68  Eric Goldman, “UK’s New Defamation Law May Accelerate The Death of Anonymous User-Generated Content 
Internationally,” Forbes, Sept. 9, 2014, http://www.forbes.com/sites/ericgoldman/2013/05/09/uks-new-defamation-law-
may-accelerate-the-death-of-anonymous-user-generated-content-internationally/; Mike Masnick, “Did UK Gov’t Already 
effectively Outlaw Anonymity Online With Its New Defamation Law?,” TechDirt, Aug. 11, 2014, https://www.techdirt.com/
articles/20140807/17234928145/did-uk-govt-already-effectively-outlaw-anonymity-online-with-its-new-defamation-law.shtml.  
69  Judicial Statistics: 2014, Defamation claims increase by 60%, the highest number since 2009, 9 June 2015, Inforrm (blog), 
https://inforrm.wordpress.com/2015/06/09/judicial-statistics-2014-defamation-claims-increase-by-60-the-highest-figure-
since-2009/. 
70  “Online platforms face growing risk of defamation claims, says expert,” Out-Law.com (blog), June 16, 2015, http://www.out-
law.com/en/articles/2015/june/online-platforms-face-growing-risk-of-defamation-claims-says-expert/. 
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new intellectual property framework included exceptions for making personal copies of protected 
work for private use, as well as for “parody, caricature and pastiche.”71 

Prosecutions and Detentions for Online Activities 

In what seems to have been the first instance in the UK of a revenge porn prosecution, the Crown 
Prosecution Service (CPS) charged 21-year-old Luke King for disseminating via social media naked 
photographs of a woman without her permission and making threats to her.72 The man pleaded 
guilty and was sentenced in November 2014 to 12 weeks in jail.73 

The Crown Prosecution Service (CPS) had published amended guidelines in October 2014 instructing 
that the most serious of harassment offenses should be prosecuted under the Sexual Offences Act 
2003, carrying a maximum of 14 years in prison where the intent is to coerce the subjects into sexual 
activity.74 In response to a House of Lords inquiry, the CPS also put forth amended guidelines to clar-
ify the application of its existing social media guidelines to other incidents of revenge pornography, 
which applied existing laws to such offenses.75 

Prosecutors have also targeted hate speech and incitement to violence based on Islamic extremism. 
In April 2015, for example, Alaa Esayed, an Iraqi national living in the UK, pleaded guilty to charges 
of publishing and disseminating terrorist material via Twitter and Instagram from June 2013 to May 
2014, resulting in a three-and-a-half year prison sentence.76 While she argued that the content was 
not hers but rather “cut and pasted” from messages of others, the court held that its dissemination 
encouraged the recruitment of young people to travel to foreign countries in order to commit ter-
rorist acts.77

Surveillance, Privacy, and Anonymity 

Over the past year, several inquiries have studied the UK’s surveillance environment and offered 
recommendations. In October 2013, the parliamentary Intelligence and Security Committee (ISC) 
launched an inquiry into the extent and scale of mass surveillance undertaken by Britain’s spy agen-
cies.78 The ISC’s report entitled “Privacy and Security: A modern and transparent legal framework” 
was released on March 12, 2015, and offered a review of the “intrusive capabilities available to the 

71  “Major reform of intellectual property comes into force,” UK Department for Business, Innovation and Skills, September 30, 
2014, https://www.gov.uk/government/news/major-reform-of-intellectual-property-comes-into-force. 
72  Press Association, “’Revenge porn’ offender jailed,” Daily Mail, Nov. 14, 2014, http://www.dailymail.co.uk/wires/pa/
article-2834847/Revenge-porn-offender-jailed.html. 
73  Id.
74  “Guidelines on prosecuting cases involving communications sent via social media,” Crown Prosecution Service, amended 
Oct. 2014, www.parliament.uk/documents/lords-committees/communications/socialmediaoffences/DPPLetter171014.pdf; 
Owen Bowcott, “Revenge porn could lead to 14-year-sentence, new guidelines clarify,” The Guardian, Oct. 7, 2014, www.
theguardian.com/law/2014/oct/07/revenge-porn-14-year-sentence-cps-guidelines. 
75  “Guidelines on prosecuting cases involving communications sent via social media,” Crown Prosecution Service, amended 
Oct. 2014, www.parliament.uk/documents/lords-committees/communications/socialmediaoffences/DPPLetter171014.pdf. 
76  Tom Whitehead, “Woman allegedly posted 45.600 terror messages on Twitter,” The Telegraph, Dec. 10, 2014,  http://www.
telegraph.co.uk/news/uknews/terrorism-in-the-uk/11285805/Iraqi-woman-charged-with-allegedly-posting-thousands-of-
terror-messages-on-Twitter.html; “’Twitter terrorist’ Alaa Esayed jailed for tweets,” BBC.co.uk, June 11, 2015, http://www.bbc.
co.uk/news/uk-england-london-33097609. 
77  Id.
78  Rowena Mason, “Top web firms urge more transparency over UK requests for user data,” The Guardian, October 18, 2013, 
http://www.theguardian.com/uk-news/2013/oct/17/uk-gchq-nsa-surveillance-inquiry-snowden.
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intelligence agencies.” Although finding that bulk interception does not equate to blanket or indis-
criminate surveillance, the report highlighted the tension between rights to individual privacy and 
collective security. The committee concluded that although the country’s intelligence agencies do 
not seek to circumvent the law, the complicated nature of the legal framework and the lack of trans-
parency surrounding it mean that current legislation would be better replaced by a new, single act of 
parliament. 

Similarly, a report released in June 2015 from the Independent Reviewer of Terrorism Legislation, 
David Anderson, called for a clean slate for government surveillance activities, lamenting the frag-
mentation and obscurity of current laws. A new law should be both comprehensive in scope and 
comprehensible in nature, the report said.79

There has been considerable concern over the use of the 2000 Regulation of Investigatory Powers 
Act  (RIPA) with regards to the surveillance of journalists and their sources. Protection of journalistic 
sources was under heated discussion during 2014-15 following two high profile cases of police ac-
cessing journalists’ communication records with the explicit aim of identifying sources, using RIPA to 
do so. In September 2014, the London-based Bureau for Investigative Journalism filed an application 
with the European Court of Human Rights to rule on whether UK legislation properly protects jour-
nalists’ sources and communications from government scrutiny and mass surveillance.80 The parlia-
mentary Home Affairs Committee’s inquiry into RIPA concluded in December 2014 that RIPA was 
not fit for purpose and that the legislation governing communications data is in need of complete 
overhaul.81  

Surveillance has become a major point of contention in the UK following the revelations by Edward 
Snowden on the activities of GCHQ and its international counterparts, which were published by the 
Guardian from June 2013 onwards. Garnering the most attention was a secret and extensive surveil-
lance project, codenamed Tempora, that stored the content of communications—phone calls, emails, 
social networking posts, private messages, and more—for three days, and stored metadata for thirty 
days, while it was processed by intelligence agents.82 Working with telecom companies, GCHQ in-
stalled intercept probes at the British landing points of undersea fiber-optic cables, giving the agen-
cy access to some 200 cables by 2012, each carrying a load of up to 10 Gbps of data.

Various legislative measures authorize surveillance,83 including RIPA84 RIPA includes provisions relat-
ed to the interception of communications; the acquisition of communications data; intrusive surveil-
lance; secret surveillance in the course of specific operations; the use of covert human intelligence 
sources like agents, informants, and undercover officers; and access to encrypted data. Under cur-
rent rules, RIPA allows national agencies and over 400 local bodies to access communication records 

79  David Anderson, “A Question of Trust,” 11 June 2015, https://terrorismlegislationreviewer.independent.gov.uk/wp-content/
uploads/2015/06/IPR-Report-Web-Accessible1.pdf
80  A summary of the Bureau’s application to the European Court of Human Rights https://www.thebureauinvestigates.
com/2014/09/14/a-summary-of-the-bureaus-application-to-the-european-court-of-human-rights/
81  Parliament.uk Commons Select Committee http://www.parliament.uk/business/committees/committees-a-z/commons-
select/home-affairs-committee/news/141206-ripa-rpt-pubn/
82  See The Guardian’s interactive site on the Snowden files, http://www.theguardian.com/world/interactive/2013/nov/01/
snowden-nsa-files-surveillance-revelations-decoded#section/1.
83  For a general overview of surveillance and the diverse parties involved in the UK, see “Surveillance Road Map: A Shared 
Approach to the Regulation of Surveillance in the United Kingdom,” ICO, February 14, 2014, http://ico.org.uk/~/media/
documents/library/Corporate/Practical_application/surveillance-road-mapV2.pdf.
84  Accessible: http://www.legislation.gov.uk/ukpga/2000/23/contents; See also, “Explanatory Notes” to RIPA, http://www.
legislation.gov.uk/ukpga/2000/23/notes/contents. 
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for a variety of reasons, ranging from national security to tax collection. The 2012 Protection of Free-
doms Act imposed new limits on surveillance powers by requiring local authorities to acquire the 
approval of a magistrate to access communications data.85  

A clause within Part I of RIPA supposedly serves as the legal basis for Tempora, allowing the foreign 
or home secretary to sign off on broad-scale surveillance if communications data is arriving from or 
departing to foreign soil.86 However, since the UK’s fiber-optic network often routes domestic traf-
fic through international cables, this provision essentially legitimized the GCHQ’s ability to conduct 
widespread surveillance over most, if not all UK citizens.87 

At the same time, the arrangement allows GCHQ to pass on information to its US counterparts in the 
NSA regarding U.S. citizens, thereby bypassing American restrictions on domestic surveillance. Doc-
uments revealed that the U.S. government has provided at least GBP 100 million (US$ 155 million) in 
funding to GCHQ over the past few years, leading observers to argue that the U.S. government was 
paying to use information obtained by the UK government.88 

In February 2015, the Investigatory Powers Tribunal ruled that the Government Communications 
Headquarters’ (GCHQ) had acted unlawfully in accessing information collected by its U.S. partner, 
the National Security Agency (NSA), prior to December 2014. The decision was welcomed by UK-
based Privacy International and Pakistan-based Bytes For All, two digital rights organizations that 
have submitted legal challenges to GCHQ practices. However, they remain in disagreement with an 
earlier ruling that GCHQ practices after December 2014 were not illegal since they were no longer 
secret, due to the forceful disclosure of information on the UK-U.S. intelligence relationship. The 
decision marked the first time the tribunal has ruled against any of Britain’s three intelligence agen-
cies—GCHQ, MI5, and MI6—that it is entrusted to oversee.89 

During 2014, 517,236 requests for communications data were submitted by public authorities as a 
whole (almost 90 percent from police forces and law enforcement agencies), a similar number to the 
514,608 received in 2013, while 2,795 lawful intercept warrants were issued, a slight increase from 
2760 in 2013.90  Of these, 68 percent were issued for the purpose of tackling serious crime, and 31 
percent for national security concerns. 

In terms of data protection mechanisms, regulations to implement the 2006 EU Data Retention Di-
rective were adopted in 2009.91 Under the regulations, providers had to retain communications data 
on all users for 18 months, including mobile phone locations and email logs, known as metadata, 
but excluding the content of the communications.92 In April 2014, however, the European Court of 

85  Protection of Freedoms Act 2012, accessible: http://www.legislation.gov.uk/ukpga/2012/9/enacted.
86  Ewen MacAskill, Julian Borger, Nick Hopkins, Nick Davies & James Ball, “GCHQ taps fibre-optic cables for secret access to 
world’s communications,” The Guardian, June 21, 2013, http://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-
communications-nsa.
87  Nick Hopkins, “NSA and GCHQ spy programmes face legal challenge,” The Guardian, July 8, 2013, http://www.theguardian.
com/uk-news/2013/jul/08/nsa-gchq-spy-programmes-legal-challenge.
88  Nick Hopkins & Luke Harding, “GCHQ accused of selling its services after revelations of funding by NSA,” The Guardian, 
August 2, 2013, http://www.theguardian.com/uk-news/2013/aug/02/gchq-accused-selling-services-nsa.
89  “GCHQ-NSA intelligence sharing unlawful, says UK surveillance tribunal,” Privacy International, February 2, 2015, https://
privacyinternational.org/?q=node/482. 
90  Rt Hon Sir Anthony May, 2014 Annual Report of the Interception of Communications Commissioner (London: House of 
Commons), March 201,5 http://www.iocco-uk.info/docs/IOCCO%20Report%20March%202015%20%28Web%29.pdf
91  The Data Retention (EC Directive) Regulations 2009 (SI 2009 No. 859), April 2, 2009, http://www.legislation.gov.uk/
ukdsi/2009/9780111473894. 
92  See The Retention of Communications Data (Code of Practice) Order 2003, accessible: http://www.legislation.gov.uk/

869

http://www.legislation.gov.uk/ukpga/2012/9/enacted
http://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
http://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
http://www.theguardian.com/uk-news/2013/jul/08/nsa-gchq-spy-programmes-legal-challenge
http://www.theguardian.com/uk-news/2013/jul/08/nsa-gchq-spy-programmes-legal-challenge
http://www.theguardian.com/uk-news/2013/aug/02/gchq-accused-selling-services-nsa
https://privacyinternational.org/?q=node/482
https://privacyinternational.org/?q=node/482
http://www.iocco-uk.info/docs/IOCCO Report March 2015 %28Web%29.pdf
http://www.legislation.gov.uk/ukdsi/2009/9780111473894
http://www.legislation.gov.uk/ukdsi/2009/9780111473894
http://www.legislation.gov.uk/uksi/2003/3175/made


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

United Kingdom

Justice struck down the EU directive as a serious breach of fundamental rights such as privacy.93 Act-
ing on fears that overseas companies would begin to delete data on UK users, thereby threatening 
counterterrorism work, the government drew up “emergency” legislation on data retention and 
placed it on a fast-track through parliament in July 2014.94 The UK Data Retention and Investigato-
ry Powers Act (DRIPA) requires telecommunication companies to retain users’ metadata for up to 
12 months. Shortly after it was passed, academics, journalists, and privacy advocates criticized the 
legislation for maintaining powers that were struck down by the European court.95 The new act was 
framed as a temporary fix and will expire at the end of 2016. At the time of writing, it was being 
challenged in court by two MPs, David Davis and Tom Watson, represented by human rights group 
Liberty, arguing that DRIPA is incompatible with both the UK’s Human Rights Act, in particular Article 
8, the right to respect for private and family life, and with Articles 7 and 8 of the EU Charter of Fun-
damental Rights, which call for respect for private and family life and protection of personal data.96

There are no public restrictions on the use of encryption technologies. However, under Part 3 of 
RIPA it is a crime not to disclose an encryption key upon an order from a senior policeman or a High 
Court judge.97 The Court of Appeal held in 2008 that such disclosure would not necessarily violate 
the privilege against self-incrimination.98 The provision has been used to obtain court orders to force 
disclosure of keys. Between April 1, 2014 and March 31, 2015, there were 37 court orders for decryp-
tion, 29 people charged with refusing to disclose their keys, and 3 convictions for refusal to disclose, 
with 9 cases still in progress.

Shortly after the terrorist attacks on Paris in January 2015, Prime Minister David Cameron called for 
a ban on encryption in messaging apps. This was met with criticism from internet freedom and se-
curity activists who argued that it would be highly impractical, leaving British communications highly 
vulnerable,99 as well as putting an end to e-commerce and introducing excessive filtering.100 Camer-
on reaffirmed his commitment to making sure that terrorists were not able to communicate safely 
via new digital technologies in late June 2015.101 The UK government plans to put forward a draft 
investigatory powers bill, dubbed the ‘snoopers’ charter’ by activists, in autumn 2015. It is expected 
to force tech providers to provide access to encrypted content. 

uksi/2003/3175/made.  
93  Court of Justice of the European Union, “The Court of Justice declares the Data Retention Directive to be invalid,” April 8, 
2014. curia.europa.eu/jcms/upload/docs/application/pdf/2014-04/cp140054en.pdf. 
94  Andrew Grice, “Emergency data law: David Cameron plots to bring back snoopers’ charter,” The Independent, July 11, 2014, 
http://www.independent.co.uk/news/uk/politics/emergency-data-law-government-railroading-through-legislation-on-internet-
and-phone-records-9596695.html. 
95  Kadhim Shubber, “Everything you need to know about surveillance law DRIP,” Wired UK, July 16, 2014, http://www.wired.
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Intimidation and Violence 

There were no reported incidences of overt intimidation or violence against users for their online ac-
tivities over the coverage period. 

Technical Attacks

While there have been incidents of cyberattacks in recent years, nongovernmental organizations, 
media outlets, or activists are not generally targeted by the government or nonstate actors. However, 
economically motivated fraud and hacking continue to present a challenge to authorities and the 
private sector. 
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Key Developments: June 2014 – May 2015

● In	February	2015,	the	Federal	Communications	Commission	approved	new	rules	that	al-
low	it	to	regulate	the	internet	as	a	public	utility,	including	provisions	to	protect	net	neu-
trality	(see	Media, Diversity, and Content Manipulation).

● Members	of	the	government	have	increasingly	called	for	restrictions	on	encrypted	com-
munications,	citing	national	security	and	intelligence	concerns,	while	some	legislators
have	taken	steps	to	rebuff	these	efforts	by	introducing	a	bill	that	would	prevent	the
government	from	requiring	private	companies	to	install	encryption	“backdoors”	(see
Surveillance, Privacy, and Anonymity).

● Online	journalists	and	protestors	filming	police	interactions	in	Ferguson,	Missouri,	were
subject	to	arrest,	intimidation,	and	harassment	by	police (see Prosecutions and Deten-
tions for Online Activities and	Intimidation and Violence).

United States
2014 2015

Internet Freedom Status Free Free

Obstacles	to	Access	(0-25)	 4 3

Limits	on	Content	(0-35)	 2 5

Violations	of	User	Rights	(0-40)	 13 14

TOTAL* (0-100) 19 19

* 0=most free, 100=least free

Population: 318 million

Internet Penetration 2014: 87 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: No

Bloggers/ICT Users Arrested: No

Press Freedom 2015 Status: Free
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Introduction
The	United	States	took	a	significant	step	toward	protecting	the	free	and	open	internet	in	February	
2015,	when	the	Federal	Communications	Commission	(FCC)	adopted	strong,	bright-line	network	
neutrality	rules,	which	limit	the	extent	to	which	internet	service	providers	(ISPs)	can	pick	and	choose	
the	content	that	reaches	their	subscribers.	Net	neutrality	has	dominated	internet	policy	debates	
in	the	United	States	for	the	better	part	of	a	decade,	but	truly	emerged	as	a	subject	of	widespread	
public	discussion	in	2014,	after	a	federal	court	vacated	most	of	the	FCC’s	2010	Open	Internet	Order	
in	response	to	a	lawsuit	led	by	Verizon,	one	of	the	nation’s	largest	telecommunications	companies.	
Following	the	court’s	January	2014	ruling,	thirteen	months	of	vigorous	public	debate	—	including	
the	submission	of	over	four	million	comments1	through	the	FCC’s	online	public	notice	and	comment	
process	—	culminated	in	the	FCC’s	decision	to	legally	classify	broadband	as	a	telecommunications	
service,	which	in	turn	enabled	it	to	approve	new	rules	that	prohibit	blocking	and	unreasonable	
discrimination	of	content	on	both	fixed	and	wireless	networks.2	Those	rules	are	currently	in	effect,	
although	several	broadband	companies	and	their	trade	associations	have	sued	the	FCC	in	federal	
court	once	again	to	overturn	the	rules.

Some	progress	has	also	been	made	on	important	issues	like	surveillance	reform.	After	months	of	
public	advocacy	from	privacy	watchdogs,	technology	companies,	and	legal	experts,	three	key	sec-
tions	of	the	PATRIOT	Act	expired	on	June	1,	2015,	which	prompted	Congress	to	finally	pass	the	USA	
FREEDOM	Act	the	following	day.	

At	the	same	time,	however,	2015	witnessed	the	development	of	some	concerning	new	threats	to	
secure	and	anonymous	speech	online.	Following	major	product	announcements	by	Apple	and	Goo-
gle	in	September	2014,	a	debate	emerged	between	law	enforcement	officials,	technology	experts,	
and	privacy	advocates	about	whether	companies	should	be	allowed	to	market	products	with	strong	
encryption	that	do	not	preserve	the	government’s	ability	to	access	decrypted	versions	of	those	
encrypted	communications.	High-ranking	officials	including	the	FBI	Director,	the	Attorney	General,	
and	the	Director	of	the	NSA	have	called	on	technology	companies	to	find	a	technical	solution	to	the	
problem,	threatening	to	seek	congressional	action	if	necessary.	There	have	been	no	actual	legislative	
changes	regarding	the	use	of	encryption	at	this	time,	but	the	debate	has	raised	serious	concerns	
about	the	security,	free	speech,	and	economic	impact	if	such	policies	were	to	be	put	into	place.	

Additionally,	more	reports	of	police	detaining,	harassing,	and	threatening	individuals—including	
professional	journalists—for	documenting	police	actions	on	smartphones	or	with	cameras	has	called	
into	question	the	degree	to	which	this	right	is	fully	protected.	Journalists	for	online	publications	
were	harassed	and	temporarily	detained	during	demonstrations	in	Ferguson,	Missouri,	where	people	
gathered	to	protest	police	violence	against	the	black	community	in	the	United	States.				

Obstacles to Access
Access to the internet in the United States is largely unregulated. It is provided and controlled in prac-
tice by a small group of private cable television and telephone companies that own and manage the 

1	 	Gigi	B.	Sohn	and	Dr.	David	A.	Bray,	“Setting	the	Record	Straight	on	Open	Internet	Comments,”	Official FCC Blog,	Federal	
Communications	Commission,	December	23,	2014,	http://fcc.us/1A6hhKx.	
2	 	Federal	Communications	Commission,	“Report	and	Order	on	Remand,	Declaratory	Ruling,	and	Order:	In	the	Matter	of	
Protecting	and	Promoting	the	Open	Internet,”	GN	Docket	No.	14-28,	February	26,	2015,	http://bit.ly/1NOC8bv.	
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network infrastructure. This model has been questioned by observers who warn that insufficient com-
petition in the ISP market could lead to some increases in the cost of access, thus adversely affecting 
the economy and individuals’ participation in civic life, which increasingly occurs online.3 In 2015, 
however, several important victories for consumers — including the historic net neutrality decision and 
the collapse of a proposed merger between internet service giants Comcast and Time Warner Cable — 
suggest that the climate may be improving.

Availability and Ease of Access   

Although	the	United	States	is	one	of	the	most	connected	countries	in	the	world,	the	speed,	afford-
ability,	and	availability	of	its	broadband	networks	has	fallen	behind	several	other	developed	coun-
tries.	According	to	the	International	Telecommunication	Union,	internet	penetration	in	the	United	
States	reached	87	percent	by	the	end	of	2014.4	Broadband	adoption	rates	are	high,	with	approxi-
mately	80	percent	of	Americans	subscribing	to	either	a	home-based	or	smartphone-based	internet	
service	as	of	2013.5	While	the	broadband	penetration	rate	is	high	by	global	standards,	it	still	puts	
the	United	States	significantly	behind	countries	such	as	Switzerland,	the	Netherlands,	Denmark,	and	
South	Korea.6	Moreover,	access,	cost,	and	usability	remain	barriers	for	many	Americans	—	particular-
ly	senior	citizens,	people	who	live	in	rural	areas,	and	low-income	households.	However,	recent	data	
from	the	Pew	Research	Center	shows	that	internet	access	rates	for	those	65	years	of	age	and	older	
has	steadily	increased	over	the	past	decade,	with	more	58	percent	of	individuals	in	this	age	bracket	
using	the	internet	as	of	2015.7

In	January	2015,	the	Federal	Communications	Commission	(FCC)	updated	its	definition	of	the	term	
“broadband”	to	a	new	benchmark	of	25	Megabits	per	second	(Mbps)	download	and	3	Mbps	upload,	
citing	advances	in	technology,	market	offerings,	and	consumer	demand.	This	change	is	an	increase	
from	the	previous	4	Mbps	download	and	1	Mbps	upload	standard	adopted	in	2010.	Under	the	new	
definition,	the	FCC	found	that	17	percent	of	the	population	lacks	access	to	broadband	service.	Lack	
of	access	is	especially	prevalent	in	rural	areas,	where	low	population	densities	make	it	less	appealing	
for	private	companies	to	make	large	investments	in	network	infrastructure.	As	a	result,	less	than	half	
of	residents	in	rural	areas	have	access	to	25	Mbps	broadband	service8	and	at	least	two	million	Amer-
icans	still	subscribe	to	dial-up	internet	in	2015.9

Despite	a	lack	of	penetration	in	rural	areas,	uptake	rates	for	internet-enabled	mobile	devices	have	
increased	dramatically	throughout	the	United	States	in	recent	years.	In	2014,	90	percent	of	adults	

3	 	Mark	Cooper,	“The	Socio-Economics	of	Digital	Exclusion	in	America,	2010,”	(paper	presented	at	2010	TPRC:	38th	Research	
Conference	on	Communications,	Information,	and	Internet	Policy,	Arlington,	Virginia,	October	1–3,	2010).	
4	 	International	Telecommunication	Union,	“Percentage	of	Individuals	Using	the	Internet,	2000-2014,”	July	2014,	http://bit.
ly/1FDwW9w.	
5	 	Kathryn	Zickuhr	and	Aaron	Smith,		Home Broadband 2013,	Pew	Research,	August	26,	2013,	http://pewrsr.ch/N8OznH.	
6	 	OECD	Broadband	Statistics,	“OECD	Fixed	(Wired)	Broadband	Subscriptions	per	100	Inhabitants,	by	Technology,	June	2014,”	
December	2014,	http://bit.ly/1cP4RGV;		“OECD	Terrestrial	Mobile	Wireless	Broadband	Subscriptions	per	100	Inhabitants,	by	
Technology,	June	2014.”
7	 	Andrew	Perrin	and	Maeve	Duggan,	Americans’ Internet Access: 2000-2015,	Pew	Research	Center:	Internet,	Science	&	Tech,	
June	26,	2015,	http://pewrsr.ch/1TRMM48.	
8	 	Federal	Communications	Commission,	“FCC	Finds	Broadband	Deployment	Not	Keeping	Pace,”	press	release,	January	29,	
2015,http://bit.ly/1hllXGf;	Federal	Communications	Commission,	2015 Broadband Progress Report and Notice of Inquiry on 
Immediate Action to Accelerate Deployment,	January	29,	2015,	http://bit.ly/1Lbtgbk.	
9	 	Alison	Griswold,	“2	Million	Americans	Still	Use	AOL’s	Dial-Up	Internet,”	Future Tense (blog),	Slate,	May	13,	2015,	http://slate.
me/1A0VuXj.	
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reported	that	they	own	a	mobile	phone,	and	64	percent	of	adults	own	a	smartphone.10	A	growing	
number	of	people	use	their	phones	to	check	email,	visit	social-networking	sites	such	as	Facebook,	
and	engage	in	online	commerce.	This	trend	has	prompted	many	companies	to	develop	special	ap-
plications	and	versions	of	their	websites	that	are	designed	for	mobile	phone	viewing.	Recent	reports	
by	Pew	Research	indicate	that	young	adults,	minorities,	and	those	with	lower	household	incomes	are	
more	likely	to	be	“smartphone-dependent,”	with	limited	options	for	internet	access	other	than	their	
phones.11	

Restrictions on Connectivity  

Internet	users	in	the	United	States	face	few	government-imposed	restrictions	on	their	ability	to	ac-
cess	content	online.	The	backbone	infrastructure	is	owned	and	maintained	by	private	corporations,	
including	AT&T	and	Verizon.	In	contrast	to	countries	with	only	a	few	connections	to	the	backbone	
internet	infrastructure,	the	United	States	has	numerous	connection	points,	which	would	make	it	
nearly	impossible	to	disconnect	the	entire	country	from	the	internet.		

At	the	same	time,	law	enforcement	agencies	in	the	United	States	are	known	to	have	and	occasionally	
wield	the	power	to	inhibit	wireless	internet	connectivity	to	respond	to	emergency	situations.	The	
federal	government	has	a	non-public	protocol	for	shutting	down	wireless	internet	connectivity	in	re-
sponse	to	particular	events,	some	details	of	which	recently	came	to	light	following	a	lawsuit	brought	
under	the	Freedom	of	Information	Act.12	The	protocol,	known	as	Standard	Operating	Procedure	
(SOP)	303,	was	secretly	established	in	2006	on	the	heels	of	a	2005	cellular-activated	subway	bomb-
ing	in	London.	SOP	303	codifies	the	“shutdown	and	restoration	process	for	use	by	commercial	and	
private	wireless	networks	during	national	crisis.”	However,	what	constitutes	a	“national	crisis,”	and	
what	safeguards	exist	against	abuse	remain	largely	unknown,	as	the	full	SOP	303	documentation	has	
never	been	released	to	the	public.13	State	and	local	law	enforcement	also	have	tools	to	jam	wireless	
internet.	For	example,	in	2011,	San	Francisco	public-transit	provider	Bay	Area	Rapid	Transit	(BART)	
interrupted	wireless	service	on	its	platforms	to	disrupt	protests	sparked	by	the	police	shooting	of	
a	homeless	man	named	Charles	Hill.14	In	December	2014,	the	FCC	issued	an	Enforcement	Advisory	
clarifying	that	it	is	illegal	to	jam	cell	phone	networks	without	a	federal	authorization,	even	for	state	
and	local	law	enforcement	agencies.15		

ICT Market 

There	are	few	obstacles	that	prevent	the	existence	of	diverse	business	entities	providing	access	to	
digital	technologies	in	the	United	States,	which	is	home	to	a	thriving	startup	community	of	innova-
tors	and	entrepreneurs	that	has	produced	many	low-cost,	globally	successful	online	platforms	and	
tools.

10	 	Aaron	Smith,	Smartphone Use in 2015,	Pew	Research,		http://pewrsr.ch/19JDwMd.	
11	 	Aaron	Smith,	Smartphone Use in 2015,	Pew	Research,		http://pewrsr.ch/19JDwMd.
12	 	The	Electronic	Privacy	Information	Center	(EPIC)	filed	suit	against	the	Department	of	Homeland	Security	(DHS)	in	2013	for	
information	about	the	protocol.	After	winning	an	appeal	in	the	DC	Circuit,	the	DHS	retained	exemption	from	disclosing	SOP	
303,	and	in	July	of	2015	released	a	redacted	version	of	the	protocol.	Electronic	Privacy	Information	Center,	EPIC v. DHS – SOP 
303, 	http://bit.ly/1GscPWS;	Electronic	Privacy	Information	Center,	SOP 303 Updated Release,	http://bit.ly/1WI9hZV.	
13	 	Electronic	Privacy	Information	Center,	EPIC v. DHS – SOP 303.	
14	 	Melissa	Bell,	“BART	San	Francisco	Cut	Cell	Services	to	Avert	Protest,”	The Washington Post,	August	12,	2011,	http://wapo.
st/1GscX8T	
15	 	Federal	Communications	Commission,	WARNING: Jammer Use Is Prohibited,	December		8,	2014,	http://fcc.us/1L1RV2O.	

875

http://pewrsr.ch/19JDwMd
http://pewrsr.ch/19JDwMd
http://bit.ly/1WI9hZV
http://wapo.st/1GscX8T
http://wapo.st/1GscX8T
http://fcc.us/1L1RV2O


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

United States

While	there	are	many	broadband	service	providers	operating	in	the	United	States,	the	industry	
has	trended	toward	consolidation.	Five	dominant	providers	—	Comcast,	AT&T,	Time	Warner	Cable,	
Verizon,	and	CenturyLink	—	own	the	majority	of	network	cables	and	other	infrastructure,	serving	a	
combined	65	million	customers	and	controlling	70	percent	of	the	market	for	4	Mbps	service.16	For	
customers	subscribing	to	service	that	meets	the	new	25	Mbps	benchmark	for	broadband,	the	mar-
ket	is	even	less	competitive,	with	a	single	provider	—	Comcast	—	controlling	over	50	percent	of	the	
market.17	

In	2005,	the	FCC	embraced	an	aggressive	deregulation	agenda	that	freed	network	owners	from	
a	longstanding	obligation	to	lease	their	lines	to	competing	providers.	Deregulation	proponents	
claimed	that	this	step	would	give	large	cable	and	telephone	companies	incentive	to	expand	and	
upgrade	their	networks,	while	opponents	worried	that	the	move	would	lead	to	higher	prices,	fewer	
options	for	consumers,	and	worse	service.	Although	average	broadband	speeds	have	increased	over	
the	past	decade,	the	majority	of	American	households	have	access	to	only	one	broadband	provider	
that	offers	download	speeds	of	at	least	25	Mbps,	and	nearly	20	percent	of	Americans	have	no	option	
at	all	for	internet	access	at	this	speed.18

Americans	increasingly	access	the	internet	via	mobile	technologies,	as	wireless	carriers	deploy	ad-
vanced	Long-Term	Evolution	(LTE)	networks.	Following	a	decade	of	consolidation,	the	U.S.	wireless	
market	is	dominated	by	four	national	carriers	—	AT&T,	Verizon,	Sprint,	and	T-Mobile	—	that	reach	
99	percent	of	Americans.19	The	U.S.	government	has	looked	unfavorably	on	further	consolidation,	
notably	when	regulators	blocked	AT&T’s	proposed	merger	with	T-Mobile	in	2011	and	when	regula-
tors	signaled	that	they	would	block	a	rumored	Sprint/T-Mobile	merger	in	2014.20	Moreover,	the	gov-
ernment	promoted	the	growth	of	mobile	broadband	through	a	series	of	recent	spectrum	auctions,	
including	a	successful	auction	in	late	2014	and	a	planned	auction	in	early	2016.			

Within	the	past	year,	the	U.S.	government	has	taken	steps	to	encourage	broadband	competition.	In	
April	2015,	federal	regulators	at	the	FCC	and	the	U.S.	Department	of	Justice	indicated	they	would	
block	a	proposed	merger	between	Comcast	and	Time	Warner	Cable,	citing	concerns	that	the	
combined	company	would	have	too	much	influence	over	the	broadband	market.21	The	companies	
subsequently	abandoned	the	transaction.	In	January	2015,	President	Barack	Obama	announced	an	
initiative	to	encourage	the	development	of	community-based	broadband	services	and	asked	the	FCC	
to	remove	barriers	to	local	investment.22	One	month	later,	the	FCC	“preempted,”	or	overturned,	state	
laws	in	Tennessee	and	North	Carolina	that	restrict	local	broadband	services,	arguing	that	such	laws	
create	barriers	to	broadband	deployment.23	However,	that	action	is	currently	being	challenged	in	

16	 	Leichtman	Research	Group,	“3	Million	Added	Broadband	From	Top	Providers	in	2014,”	press	release,	March	5,	2015,	http://
bit.ly/1WIa1hL.	
17	 	Jon	Brodkin,	“Comcast	now	has	more	than	half	of	all	US	broadband	customers”	Ars Technica,	January	30,	2015,	http://bit.
ly/1FPGOgI.	
18	 	Prepared	Remarks	of	Federal	Communications	Commission	Chairman	(FCC)	Tom	Wheeler	“The	Facts	and	Future	of	
Broadband	Competition”.	September	4,	2014	https://apps.fcc.gov/edocs_public/attachmatch/DOC-329161A1.pdf	.	
19	 	Federal	Communications	Commission,	Mobile Wireless Competition Report,	December	18,	2014,	http://bit.ly/1EJS5tz.	
20	 	Michael	J.	De	La	Merced,	“Sprint	and	Softbank	End	Their	Pursuit	of	a	T-Mobile	Merger,”	DealB%k (blog), New York Times,	
August	5,	2014,	http://nyti.ms/1KW0LBh.	
21	 	Federal	Communications	Commission,		“Statement	from	FCC	Chairman	Tom	Wheeler	on	the	Comcast-Time	Warner	Cable	
Merger,”	news	release,		April	24,	2015,	http://bit.ly/1OfzSug	;	U.S.	Department	of	Justice,	“Comcast	Corporation	Abandons	
Proposed	Acquisition	of	Time	Warner	Cable	After	Justice	Department	and	Federal	Communications	Commission	Informed	
Parties	of	Concerns,”	press	release,	April	24,	2015,	http://1.usa.gov/1Qrf57U.	
22	 	The	White	House,	Office	of	the	Press	Secretary,	“FACT	SHEET:	Broadband	That	Works:	Promoting	Competition	&	Local	
Choice	In	Next-Generation	Connectivity,”	press	release,	January	13,	2015,	http://1.usa.gov/1GUJIQ9.	
23	 	Federal	Communications	Commission,	“FCC	Grants	Petitions	to	Preempt	State	Laws	Restricting	Community	Broadband	in	
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federal	court	and	similar	laws	remain	valid	in	many	other	states.

Regulatory Bodies 

No	single	agency	governs	the	internet	in	the	United	States.	The	Federal	Communications	Commis-
sion	(FCC),	an	independent	agency,	is	charged	with	regulating	radio	and	television	broadcasting,	
interstate	communications,	and	international	telecommunications	that	originate	or	terminate	in	the	
United	States.	The	FCC	has	jurisdiction	over	a	number	of	internet-related	issues,	especially	in	light	of	
the	February	2015	decision	to	reclassify	broadband	as	a	telecommunications	service	under	the	Com-
munications	Act.	Other	government	agencies,	such	as	the	Commerce	Department’s	National	Tele-
communications	and	Information	Administration	(NTIA),	also	play	advisory	or	executive	roles	with	
respect	to	telecommunications,	economic	and	technological	policies,	and	regulations.	It	is	the	role	
of	Congress	to	create	laws	that	govern	the	internet	and	delegate	regulatory	authority.	Government	
agencies	such	as	the	FCC	and	the	NTIA	must	act	within	the	bounds	of	congressional	legislation.

Limits on Content
Access to information on the internet is generally free from government interference in the United 
States. There is no government-run filtering mechanism affecting content passing over the internet or 
mobile phone networks. Users with opposing viewpoints engage in vibrant online political discourse 
and face almost no legal or technical restrictions on their expressive activities online. Additionally, the 
FCC’s decision in February 2015 to approve net neutrality rules will ensure that ISPs cannot discrim-
inate against traffic based on content. At the same time, recent revelations about the extent of gov-
ernment surveillance of online communications and aggressive investigations into journalists in whis-
tleblower cases have led some to report an increase in self-censorship over the past few years.

Blocking and Filtering 

In	general,	the	U.S.	government	does	not	block	or	filter	online	content.	Some	states	require	publicly	
funded	schools	and	public	libraries	to	install	filtering	software	on	their	computers	to	block	obscene,	
illegal,	or	harmful	content.24	However,	the	rise	of	the	Islamic	State	has	sparked	intense	debate	about	
the	appropriate	role	of	social	media	companies	in	combating	the	use	of	mainstream	social	media	as	
a	tool	used	by	terrorist	organizations	for	recruitment	and	communication.	Some	government	offi-
cials	say	that	social	media	companies	are	being	exploited	by	terror	organizations,	and	that	the	com-
panies	have	an	active	responsibility	to	block	or	remove	terror-related	content.25	Various	companies	
maintain	their	own	internal	trust	and	safety	policies	with	regard	to	hate	speech	and	extremist	groups,	
and	in	July	2015,	the	Senate	Intelligence	Committee	approved	legislation	in	a	closed	hearing	that	
would	require	“electronic	communication	service	providers”	to	report	suspected	terrorist	content	to	
federal	authorities.26	

North	Carolina,	Tennessee,”	news	release,	February	26,	2015,	http://bit.ly/1Z3DrZO.	
24	 	National	Conference	of	State	Legislators,	“Laws	Relating	to	Filtering,	Blocking,	and	Usage	Policies	in	Schools	and	Libraries,”	
June	12,	2015,		http://bit.ly/1zvIfGT.	
25	 	Scott	Higham	and	Ellen	Nakashima,	“Why	the	Islamic	State	leaves	tech	companies	torn	between	free	speech	and	security,”	
Washington Post,	July	16,	2015,	http://wapo.st/1O9SVUQ.	
26	 	Ellen	Nakashima,	“Lawmakers	want	Internet	sites	to	flag	‘terrorist	activity’	to	law	enforcement,”	Washington Post,	July	4,	
2015,	http://wapo.st/1H9hEq9.	
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Content Removal 

Illegal	online	content—including	child	pornography	and	content	that	infringes	on	copyright—host-
ed	within	the	United	States	can	be	removed	through	a	court	order	or	similar	legal	process.	However,	
aside	from	these	examples	of	illegal	content,	government	pressure	on	ISPs	or	content	hosts	to	re-
move	content	is	not	a	widespread	issue	within	the	United	States.	

One	of	the	most	important	protections	for	online	free	expression	in	the	United	States	is	Section	230	
of	the	Communications	Decency	Act	(CDA	230),	which	generally	shields	online	sites	and	services	
from	legal	liability	for	the	activities	of	their	users,	thus	allowing	sites	and	services	with	rich	user-gen-
erated	content	to	flourish.27	However,	although	the	government	does	not	censor	any	particular	po-
litical	or	social	viewpoints,	legal	rules	do	restrict	certain	types	of	content	on	the	internet,	and	there	
have	even	been	some	attempts	to	step	back	the	broad	protections	of	CDA	230.	For	example,	con-
cerns	over	intellectual	property	violations,	child	pornography,	protection	of	minors	from	harmful	or	
indecent	content,	harassing	or	defamatory	comments,	publication	of	commercial	trade	secrets,	gam-
bling,	and	financial	crime	have	presented	a	strong	impetus	for	aggressive	legislative	and	executive	
action.	

Advertisement,	production,	distribution,	and	possession	of	child	pornography—on	the	internet	and	
in	all	other	media—is	prohibited	under	federal	law	and	can	carry	a	sentence	of	up	to	30	years	in	
prison.	According	to	the	Child	Protection	and	Obscenity	Enforcement	Act	of	1988,	all	producers	of	
sexually	explicit	material	must	keep	records	proving	that	their	models	and	actors	are	over	18	years	
old.	In	addition	to	prosecuting	individual	offenders,	the	Department	of	Justice,	the	Department	of	
Homeland	Security,	and	other	law	enforcement	agencies	have	asserted	their	authority	to	seize	the	
domain	name	of	a	website	allegedly	hosting	child	abuse	images	after	obtaining	a	court	order.28

Congress	has	passed	several	laws	designed	to	restrict	adult	pornography	and	shield	children	from	
harmful	or	indecent	content	online,	such	as	the	Child	Online	Protection	Act	of	1998	(COPA),	but	
these	laws	have	been	overturned	by	courts	due	to	their	ambiguity	and	potential	infringements	on	
the	First	Amendment	of	the	U.S.	Constitution,	which	protects	freedom	of	speech	and	the	press.	One	
law	currently	in	force	is	the	Children’s	Internet	Protection	Act	of	2000	(CIPA),	which	requires	public	
libraries	that	receive	certain	federal	government	subsidies	to	install	filtering	software	that	prevents	
users	from	accessing	child	pornography	or	visual	depictions	that	are	obscene	or	harmful	to	minors.	
Libraries	that	do	not	receive	the	specified	subsidies	from	the	federal	government	are	not	obliged	
to	comply	with	CIPA,	but	more	public	libraries	are	seeking	federal	aid	in	order	to	mitigate	budget	
shortfalls.29	Under	the	U.S.	Supreme	Court’s	interpretation	of	the	law,	adult	users	can	request	that	
the	filtering	be	removed	without	having	to	provide	a	justification.	However,	not	all	libraries	allow	this	
option,	arguing	that	the	decisions	about	the	use	of	filters	should	be	left	to	the	discretion	of	individu-
al	libraries.30

Congress	is	also	considering	passing	a	law	known	as	the	SAVE	Act,	which	would	help	protect	against	
sex	trafficking	of	children	by	making	it	a	serious	criminal	offense	to	knowingly	advertise	a	sex	traf-

27	 	47	U.S.C.	§230	(1998),	http://bit.ly/1hlnlbP;	see Electronic	Frontier	Foundation,	“Section	230	of	the	Communications	
Decency	Act,”	http://bit.ly/1EYGbk1.			
28	 	Treating	domain	names	as	property	subject	to	criminal	forfeiture,	18	U.S.C.	§2253.
29	 	American	Library	Association,	“Public	Library	Funding	Landscape,”	2011-2012,	accessed	June	4,	2015,	15,	http://bit.
ly/1KW2uql.	
30	 	See, e.g.,	Bradburn	v.	North	Central	Regional	Library	District	(Washington	state	Supreme	Court)	No.	82200-0	(May	6,	2010);	
Bradburn	v.	NCLR,	No.	CV-06-327-EFS	(E.D.	Wash.	April	10,	2013).
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ficking	victim,	or	to	benefit	from	such	advertising.31	A	number	of	civil	society	groups	have	pushed	
back	against	the	proposed	law,	arguing	that	the	associated	harsh	penalties	would	chip	away	at	CDA	
230	protections,	chill	a	robust	advertising	ecosystem	that	is	generally	content	neutral,	and	encour-
age	online	websites	and	services	to	self-censor.32	As	of	May	2015,	the	SAVE	Act	has	passed	in	the	
House	of	Representatives	and	is	under	consideration	in	the	U.S.	Senate.

The	government	has	in	recent	years	started	more	aggressively	pursuing	alleged	infringements	of	
intellectual	property	rights	on	the	internet.	Since	2010,	the	Immigration	and	Customs	Enforce-
ment	(ICE)	division	of	the	Department	of	Homeland	Security	has	engaged	in	several	rounds	of	do-
main-name	seizures,	with	targets	including	blogs	and	file-sharing	sites	that	allegedly	link	to	illegal	
copies	of	music	and	films,	as	well	as	sites	that	sell	counterfeit	goods.33	These	seizures	have	been	
criticized	as	overly	secretive	and	lacking	in	due	process,	Nevertheless,	ICE	continues	to	pursue	the	
project,	which	is	known	as	“Operation	In	Our	Sights.”34	In	December	2013,	ICE	announced	that	it	
partnered	with	10	international	law	enforcement	agencies	to	seize	706	domains	allegedly	selling	
counterfeit	goods	to	online	consumers.	The	U.S.	component	of	this	initiative	resulted	in	the	seizure	
of	297	domains.	In	December	2014,	the	partnership	announced	the	seizure	of	an	additional	292	do-
mains,	bringing	the	total	number	of	seizures	so	far	to	1,829.35

Not	only	is	the	ICE	now	involved	in	interfering	with	online	content	that	implicates	intellectual	prop-
erty	rights,	but	last	year	the	International	Trade	Commission	(ITC),	a	trade	agency	that	can	block	the	
importation	of	articles	that	infringe	intellectual	property,	joined	the	fray.	The	ITC	normally	deals	with	
the	importation	of	physical	articles,	but	in	an	unprecedented	move	in	2014,	the	ITC	declared	that	it	
had	the	authority	to	block	the	cross-border	transmission	of	data	violating	a	U.S.	patent.36	In	a	letter	
to	the	ITC,	a	number	of	civil	society	groups	and	academic	scholars	urged	the	ITC	to	reconsider	its	
stance	that	it	can	block	pure	data	transmissions,	cautioning	that	the	“decision	has	enormous	ramifi-
cations,	opening	the	door	to	internet	content	blocking	efforts	rejected	by	Congress	and	the	public.”37	
The	ITC	paused	on	action	pending	a	Federal	Circuit	ruling	on	the	case.38		

For	copyright	infringement	claims,	the	removal	of	online	content	is	dictated	by	the	safe	harbor	pro-
visions	created	in	Section	512	of	the	Digital	Millennium	Copyright	Act	(DMCA).39	Operating	through	
a	“notice-and-takedown”	mechanism,	ISPs	are	shielded	from	liability	if	they	remove	infringing	con-
tent	upon	receipt	of	a	DMCA	notice.	However,	because	ISPs	have	the	incentive	to	err	on	the	side	of	
caution	and	remove	any	hosted	content	subject	to	a	DMCA	notice,	there	have	been	occasions	where	
overly	broad	or	fraudulent	DMCA	claims	have	resulted	in	the	removal	of	content	that	would	other-
wise	be	excused	under	free	expression,	fair-use,	or	educational	provisions.40

31	 	H.R.	285,	https://www.congress.gov/114/bills/hr285/BILLS-114hr285rfs.pdf.	
32	 	Center	for	Democracy	&	Technology,	“Coalition	Statement	in	Opposition	to	Federal	Criminal	Publishing	Liability,”		January	
29,	2015,	http://bit.ly/1OSYquU.	
33	 	Agatha	Cole,	“ICE	Domain	Name	Seizures	Threaten	Due	Process	and	First	Amendment	Rights,	”	American	Civil	Liberties	
Union,	June	20,	2012,	http://bit.ly/1j9cXpl.	
34	 	U.S.	Immigration	and	Customs	Enforcement	“Operation	In	Our	Sites,”	May	22,	2014,		http://1.usa.gov/1WIeTn7.	
35	 	Europol,	“292	Internet	Domain	Names	Seized	for	Selling	Counterfeit	Products,”	December		1,	2014,	http://bit.ly/1Q1b6x5.
36	 	United	States	International	Trade	Commission,	“Certain	Digitals	Models,	Digital	Data,	and	Treatment	Plans	for	Use	in	
Making	Incremental	Dental	Positiong	Adjustment	Applicances,	The	Appliances	Made		Therefrom,	and	Methods	of	Making	the	
Same,”	commission	opinion,	April	10,	2014,	http://bit.ly/1Pf0nky.	
37	 	“Letter	to	the	International	Trade	Commission,”	Public	Knowledge,	April	10,	2015,	http://bit.ly/1Z3Ih9u.				
38	 	Public	Knowledge,	“Brief	of	PK	and	EFF	in	ClearCorrect	v.	ITC,”	October	16,	2014,	http://bit.ly/1VBdrQP.		
39	 	17	U.S.C.§	512,	https://www.law.cornell.edu/uscode/text/17/512.	
40	 	Electronic	Frontier	Foundation,	“Lenz	v.	Universal,”	https://www.eff.org/cases/lenz-v-universal.	
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In	recent	years,	a	number	of	internet	companies	have	taken	to	publicly	reporting	requests	to	remove	
content.	Many	of	these	reports	focus	on	trademark-related	requests	or	requests	alleging	copyright	
infringement	under	the	DMCA.	There	is	also	some	concern	regarding	the	intellectual	property	sec-
tions	of	the	Trans-Pacific	Partnership,	and	whether	the	proposed	trade	agreement	would	extend	por-
tions	of	U.S.	copyright	terms	internationally.41

In	2012,	Google	started	reporting	information	about	the	copyright	removal	notices	it	receives,	in-
cluding	how	often	notices	are	received,	the	names	of	the	copyright	owners	or	their	agents	who	
submit	the	requests,	and	the	websites	identified.42	The	company	also	reports	on	how	often	infring-
ing	links	are	removed	from	search	results.	A	number	of	other	major	internet	companies,	including	
Twitter,	Automattic	(publisher	of	Wordpress.com),	and	the	Wikimedia	Foundation,	similarly	report	
on	intellectual	property	takedowns.	Companies	have	also	expanded	their	practices	to	include	their	
compliance	rates	and,	in	some	cases,	information	about	the	links	or	content	the	company	did	not	re-
move	because	it	was	deemed	non-infringing.	Transparency	around	unactionable	DMCA	claims	may	
become	increasingly	popular	in	light	of	the	number	of	abuses	of	the	copyright	takedown	system.	

While	reporting	on	copyright	removal	requests	is	growing,	so	too	is	the	practice	of	reporting	on	
government	requests	to	remove	content.	Major	internet	companies,	including	Twitter,	Facebook,	
Yahoo,	and	Pinterest,	publicly	share	information	about	these	requests,	which	come	from	around	the	
world.	According	to	Twitter,	“[g]overnments	generally	make	removal	requests	for	content	that	may	
be	illegal	in	their	respective	jurisdictions,”	such	as	hate	speech,	defamatory	statements,	or	child	por-
nography.43	According	to	the	latest	data	publicly	released	by	Twitter,	between	July	and	December	
of	2014,	the	social	media	company	received	6	court	orders	and	26	U.S.	government	requests	to	re-
move	or	withhold	content,	although	the	company	also	reported	zero	percent	compliance	for	the	32	
requests.44	In	2014,	Yahoo	received	5	U.S.	government	removal	requests	for	a	total	of	11	items	and	
complied	with	4	of	the	5	requests.	The	company	reports	that	it	did	not	comply	with	“a	court	order	
from	a	U.S.	government	agency	to	remove	content”	because	the	company	“did	not	host	any	of	the	
domains	or	content.”45	

Media, Diversity, and Content Manipulation  

The	online	environment	in	the	United	States	is	vibrant,	diverse,	and	generally	free	of	economic	or	
political	constraints.	Anyone	can	start	a	blog,	forum,	or	social	media	site	to	discuss	opinions	and	
share	news	and	information.	Due	to	the	FCC’s	decision	to	protect	net	neutrality	regulations,	ISPs	can-
not	throttle,	block	or	otherwise	discriminate	against	internet	traffic	based	on	its	content.	Self-cen-
sorship,	however,	continues	to	exist	to	some	degree	due	to	the	extensive	government	surveillance	
revealed	over	the	past	two	years.

The	concept	of	network	neutrality	—	a	foundational	principle	of	the	internet	that	prohibits	network	
operators	from	giving	preferential	treatment	to	favored	content	or	from	blocking	disfavored	content	
—	has	dominated	internet	policy	debates	in	the	United	States	for	the	better	part	of	a	decade.	The	
issue	emerged	in	the	early	2000s	and	gained	widespread	attention	in	2008	when	the	FCC	penalized	

41	 	TorrentFreak,	TPP:	U.S.	May	Not	Force	DMCA	on	Other	Countries	https://torrentfreak.com/tpp-u-s-may-accept-partners-
own-isp-liability-frameworks-150707/.	
42	 	“Transparency	for	copyright	removals	in	search,”	Google Official Blog,	March	24,	2012,	http://bit.ly/1L1WABP.	
43	 	Twitter	,	“Removal	Requests,”	Transparency Report,	July-December,	2014,	http://bit.ly/1wZlsZK.	
44	 	Ibid.	
45	 	Yahoo!,	“Government	Removal	Requests,”	Transparency Report,		http://bit.ly/1GZ3HMU.	
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Comcast,	a	major	American	broadband	provider,	for	throttling	a	file-sharing	application	called	Bit-
Torrent.46	A	federal	court	later	overturned	the	FCC’s	action	against	Comcast	on	procedural	grounds,	
prompting	the	FCC	to	initiate	a	formal	rulemaking	process	to	codify	network	neutrality	principles	in	
U.S.	law.47	The	result	was	the	2010	Open	Internet	Order,	a	series	of	rules	protecting	lawful	online	con-
tent	from	blocking	or	unreasonable	discrimination.48	A	federal	court	vacated	most	of	the	2010	rules	
in	January	2014	in	response	to	a	lawsuit	led	by	Verizon,	one	of	the	nation’s	largest	telecommunica-
tions	companies.49	The	court	held	that	the	FCC	had	based	the	order	on	insufficient	legal	authority,	
eliminating	the	United	States’	only	legal	protections	for	network	neutrality.

The	success	of	Verizon’s	lawsuit	sparked	a	public	campaign	for	new	rules	that	lasted	more	than	a	
year	and	drew	support	from	President	Barack	Obama,	members	of	Congress,	technology	companies,	
consumer	advocates,	and	millions	of	Americans	who	contacted	the	FCC.	In	February	2015,	the	FCC	
approved	a	new	Open	Internet	Order	that	many	legal	experts	believe	is	based	on	stronger	legal	au-
thority	than	the	2010	order.50	The	order	prohibits	blocking	and	unreasonable	discrimination	on	both	
fixed	and	wireless	networks,	reflecting	the	growing	importance	of	mobile	broadband	in	the	United	
States.	However,	several	broadband	companies	and	their	trade	associations	are	once	again	suing	
the	FCC	to	overturn	the	rules.51	As	of	May	2015,	the	lawsuit	was	pending	in	federal	court	and	many	
technology	companies	and	public	interest	groups	had	formally	joined	the	case	to	oppose	the	lawsuit	
and	defend	the	FCC’s	rules.

Although	the	U.S.	Constitution	includes	core	protections	for	freedom	of	the	press,	the	U.S.	govern-
ment	does	bring	some	enforcement	actions	against	whistleblowers	and	journalists	that	may	lead	
to	self-censorship.	The	Attorney	General	has	said	that	the	government	would	not	prosecute	Glenn	
Greenwald,	the	journalist	who	first	published	documents	leaked	by	Edward	Snowden,	or	“any	jour-
nalist	who’s	engaged	in	true	journalistic	activities,”52	but	investigations	and	prosecutions	of	several	
other	whistleblowers	and	journalists	are	ongoing.	In	addition	to	the	ongoing	WikiLeaks	grand	jury	
investigation,	which	targeted	at	least	three	journalists’	Google	email	accounts	and	metadata,53	re-
porters	from	several	major	media	outlets	have	had	their	communications	collected	in	pursuit	of	oth-
er	whistleblower	investigations.	As	part	of	one	investigation,	for	example,	Fox	News	correspondent	
James	Rosen	was	listed	as	a	co-conspirator,	was	the	subject	of	a	warrant	for	his	personal	emails,	and	
had	his	phone	calls	and	appointments	with	a	State	Department	suspect	monitored.54	In	a	separate	
investigation,	the	Department	of	Justice	obtained	two	months’	worth	of	Associated	Press	journalists’	

46	 	Federal	Communications	Commission,	“Commission	Orders	Comcast	to	End	Discriminatory	Network	Practices,”	August	1,	
2008,	http://bit.ly/1OhQ4wN.	
47	 	Cecilia	Kang,	“Court	rules	for	Comcast	over	FCC	in	‘net	neutrality’	case,” Washington Post,	April	7,	2010,	http://wapo.
st/1L1WYjS.	
48	 	Federal	Communications	Commission,	“Report	and	Order,”	GN	Docket	No.	09-1919,	December	21,	2010,	http://bit.
ly/1OhQ4wN.		
49	 	Edward	Wyatt,	“Rebuffing	F.C.C.	in	‘Net	Neutrality’	Case,	Court	Allows	Streaming	Deals,”	New York Times,	January	14,	2014,	
http://nyti.ms/1fuX0WV.	
50	 	Federal	Communications	Commission,	“Report	and	Order	on	Remand,	Declaratory	Ruling,	and	Order:	In	the	Matter	of	
Protecting	and	Promoting	the	Open	Internet,”	GN	Docket	No.	14-28,	February	26,	2015,	http://bit.ly/1NOC8bv;	Shuli	Wang,	
“The	FCC’s	Net	Neutrality	Rules	on	Protecting	and	Promoting	Open	Internet,”	ed.	Yaping	Zhang,	JOLT Digest,	Harvard Journal of 
Law and Technology, 	March	23,	2015,	http://bit.ly/1Le1RtH.	
51	 	Jim	Puzzanghera,	“Opponents	of	FCC’s	net	neutrality	rules	ask	court	for	partial	stay,”	LA Times,	May	13,	2015,	http://lat.
ms/1KW5gvC.	
52	 	Sari	Horowitz,	“Justice	is	reviewing	criminal	cases	that	used	surveillance	evidence	gathered	under	FISA,”	Washington Post,	
November	15,	2013,	http://wapo.st/1jKgo5Z.	
53	 	Nick	Cumming-Bruce,	“WikiLeaks	Assails	Google	and	the	U.S.,”	New York Times,	Jan.	26,	2015,	http://nyti.ms/1MUi0n9.		
54	 	Anne	E.	Marrimow,	“A	rare	peek	into	a	Justice	Department	leak	probe,”	Washington Post,	May	19,	2013,	http://wapo.
st/1Z3Mqdp.		
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phone	records.55	In	July	2013,	in	response	to	serious	concerns	raised	by	these	investigations,	the	De-
partment	of	Justice	tightened	the	rules	governing	when	and	how	the	government	could	access	jour-
nalists’	records	in	investigations	to	ensure	journalists	could	no	longer	be	listed	as	co-conspirators,	
and	to	make	it	more	difficult	to	obtain	journalists’	records	without	advance	notice.56	In	October	2014,	
Attorney	General	Eric	Holder	also	acknowledged	that	the	investigation	into	Rosen	was	his	greatest	
regret.57

Until	January	2015,	James	Risen,	an	investigative	reporter	with	the	New York Times,	was	involved	in	
an	investigation	into	a	whistleblower	who	was	a	source	of	information	for	his	2006	book,	State of 
War.		At	some	point	between	2008	and	2015,	Risen’s	phone	and	email	records	were	collected,58	and	
he	faced	possible	imprisonment	for	refusing	to	disclose	the	name	of	his	source.	In	2015,	the	govern-
ment	relented	and	announced	that	it	would	not	force	Risen	to	testify	about	his	source.59

Despite	some	improved	protections,	journalists	report	that	their	ability	to	investigate	and	publish	
freely	is	chilled.	Several	recent	studies	have	concluded	that	the	aggressiveness	with	which	the	De-
partment	of	Justice	investigates	leaks	—	as	well	as	pervasive	government	surveillance	programs	
such	as	those	disclosed	by	Edward	Snowden	—	causes	journalists	and	writers	to	self-censor	and	rais-
es	concerns	about	whether	they	are	able	to	protect	the	confidentiality	of	their	sources.60	

In	January	2015,	the	free	expression	and	literature	advocacy	group	PEN	America	released	the	results	
of	an	updated	survey	showing	that	the	NSA	surveillance	revelations	and	other	government	actions	
had	resulted	in	increased	self-censorship	among	writers.	During	the	2014	year,	42	percent	of	respon-
dents	reported	having	altered	or	avoided	social	media	activities,	31	percent	reported	deliberately	
avoiding	certain	topics	in	phone	or	email	conversations,	and	34	percent	reported	avoiding	writing	or	
speaking	about	a	particular	topic.61	Additionally,	Human	Rights	Watch	and	the	American	Civil	Liber-
ties	Union	conducted	a	survey	of	journalists	and	lawyers	revealing	the	degree	to	which	surveillance	
has	impacted	their	ability	to	communicate	with	sources	and	clients	confidentially.	Journalists	report-
ed	that	government	officials	are	significantly	less	likely	to	speak	with	journalists	than	they	were	a	few	
years	ago	due	to	concerns	about	anonymity	and	the	ability	of	the	intelligence	agencies	to	access	
their	communications	information.	Lawyers	also	reported	facing	increasing	pressure	to	conceal	or	
secure	their	communications	with	clients,	particularly	in	cases	with	foreign	governments	or	prosecu-
tions	that	might	spark	an	intelligence	inquiry.62	

55	 	Sari	Horwitz,	“Under	sweeping	subpoenas,	Justice	Department	obtained	AP	phone	records	in	leak	investigation,”	
Washington Post,	May	13,	2013,		http://wapo.st/1NgFxSj.	
56	 	Charlie	Savage,	“Holder	Tightens	Rules	on	Getting	Reporters’	Data,”	New York Times,	July	12,	2013,	http://nyti.ms/1QUpeIK;	
See	also	Department	of	Justice,	Department of Justice	Report on Review of  News Media Policies,	July	12,	2013,	http://1.usa.
gov/1iZTxTo.		
57	 	David	A.	Graham,	“Does	Eric	Holder	Want	to	Prosecute	Journalists	or	Not?”	The Atlantic,	Oct.	29,	2014,	http://theatln.
tc/1zKrTjR.	
58	 	Charlie	Savage,	“U.S.	Gathered	Personal	Data	on	Times	Reporter	in	Case	Against	Ex-C.I.A.	Agent,”	New York Times,	Feb.	25,	
2011,	http://nyti.ms/1LtkrQi.		
59	 	Matt	Appuzzo,	“Times	Reporter	Will	Not	Be	Called	to	Testify	in	Leak	Case,”	New York Times,	Jan.	12,	2015,	http://nyti.
ms/1AVPPAY.			
60	 	Human	Rights	Watch	and	American	Civil	Liberties	Union,	With Liberty to Monitor All: How Large-Scale US Surveillance is 
Harming Journalism, Law and American Democracy, 2014,	http://bit.ly/1uz3CL1;	PEN	America,	Global Chilling: The Impact of 
Mass Surveillance on International Writers,	January	5,	2015,		http://bit.ly/1VBgCYT;	see	also	PEN	America,	Chilling Effects: NSA 
Surveillance Drives U.S. Writers to Self-Censor,	November	2013,	http://bit.ly/1rZ3LXt;	and	Jesse	Holcomb,	Amy	Mitchell,	and	
Kristen	Purcell,	Investigative Journalists and Digital Security: Perceptions of Vulnerability and Changes in Behavior,	Pew	Research	
Center,	February	5,	2015,	http://pewrsr.ch/1xqJh6i.		
61	 	PEN	America,	Global Chilling: The Impact of Mass Surveillance on International Writers. 
62	 	Human	Rights	Watch	and	American	Civil	Liberties	Union,	With Liberty to Monitor All: How Large-Scale US Surveillance is 
Harming Journalism, Law and American Democracy. 
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New	evidence	suggests	that	even	ordinary	American	citizens	are	changing	their	behavior	because	of	
extensive	government	surveillance.	A	March	2015	study	by	the	Pew	Research	Center	on	Americans’	
privacy	strategies	post-Snowden	noted	that	30	percent	of	people	surveyed	had	altered	their	behav-
ior	including	changing	privacy	settings,	being	more	selective	about	applications	they	use,	or	com-
municating	in	person	instead	of	online	or	over	the	phone.63

Digital Activism 

Political	activity	in	the	United	States	is	increasingly	moving	online.	According	to	a	2014	survey	by	the	
Pew	Research	Center,	between	the	2010	and	2014	midterm	elections,	the	proportion	of	Americans	
using	social	media	to	follow	politicians	more	than	doubled,	from	6	percent	to	16	percent.64	In	2013,	
another	Pew	survey	found	that	34	percent	of	American	adults	used	online	methods	to	contact	a	
government	official	or	to	speak	out	in	a	public	forum;	39	percent	participated	in	political	activity	us-
ing	a	social	networking	site	like	Facebook	or	Twitter	in	the	prior	year;	and	21	percent	of	email	users	
reported	regularly	receiving	calls	to	action	on	social	or	political	issues	by	email.65	In	addition,	politi-
cal	candidates	and	elected	officials	increasingly	use	email,	mobile	apps,	and	online	content	to	garner	
support	and	keep	their	constituents	engaged.	Researchers	have	come	to	a	general	consensus	that	
internet	use	is	now	deeply	linked	to	political	participation	and	citizenship.66

An	unprecedented	number	of	Americans	used	online	tools	to	mobilize	in	support	of	the	open	in-
ternet	in	2014,	resulting	in	the	FCC’s	passage	of	a	historic	network	neutrality	order.	Nearly	4	million	
Americans	contacted	the	FCC	about	its	proposed	net	neutrality	rules	—	a	record-breaking	number	
that	far	exceeded	the	number	of	comments	the	agency	had	received	on	any	topic	in	its	history.67	The	
FCC’s	website	crashed	several	times	as	a	result	of	the	influx	of	public	comments,	notably	after	come-
dian	John	Oliver	urged	Americans	to	contact	the	agency	in	a	televised	rant	that	went	viral	on	social	
networking	websites.68	A	broad	coalition	of	grassroots	organizations,	advocacy	groups,	and	technol-
ogy	companies	used	online	tools	to	mobilize	supporters	and	pressure	the	FCC	and	elected	officials.	
In	September	2014,	members	of	this	coalition	staged	an	“Internet	Slowdown	Day”	in	which	dozens	
of	high-profile	websites	displayed	a	spinning	wheel	to	indicate	what	the	internet	could	look	like	in	a	
world	without	net	neutrality	protections.69	When	the	FCC	approved	the	strongest	network	neutrality	
rules	in	its	history	in	February	2015,	policymakers	credited	the	millions	of	Americans	who	spoke	out	
in	online	forums.70

63	 	Lee	Rainieand	and	Mary	Madden,	Americans’ Privacy Strategies Post-Snowden,	Pew	Research	Center,	March	16,	2015,	
http://pewrsr.ch/1MIHWjv.	
64	 	Aaron	Smith,	Cell Phones, Social Media, and Campaign 2014,	November	3,	2014,	http://pewrsr.ch/1rTCqj1.	
65	 	Aaron	Smith,	Civic Engagement in the Digital Age,	Pew	Research	Center,	April	25,	2013,	http://pewrsr.ch/1nighxK.	
66	 	Karen	Mossberger	et	al.,	“Digital	Citizenship:	Broadband,	Mobile	Use,	and	Activities	Online,”	(paper	presented	at	
Internation	Political	Science	Association	conference,	Montreal,	Canada,	July	2014),	http://paperroom.ipsa.org/papers/
paper_36182.pdf.	
67	 	Chris	Welch,	“FCC	net	neutrality	debate	passes	Janet	Jackson’s	nip	slip	in	total	comments,”	The Verge,	September	10,	2014,	
http://bit.ly/1JOEbqg.	
68	 	Soraya	Nadia	MacDonald,	“John	Oliver’s	net	neutrality	rant	may	have	caused	the	FCC	website	to	crash,”	Washington Post,	
June	4,	2014,	http://wapo.st/1mzTd8j.	
69	 	Barbara	van	Schewick,	“Is	the	Internet	about	to	get	sloooooow?”	CNN,	September	10,	2014,	http://cnn.it/1hlqw37.	
70	 	Craig	Aaron,	“How	We	Won	Net	Neutrality,”	The Blog, Huffington Post,	February	26,	2015,	http://huff.to/18pvCYE.	
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Violations of User Rights
The United States has a robust legal framework that supports freedom of expression both online and 
offline, and the state does not typically prosecute individuals for online speech. The broader picture of 
user rights in America, however, has become increasingly complex as a series of U.S. government prac-
tices, policies, and laws touch on, and in some cases appear to violate, the rights of individuals both 
inside the United States and abroad. Government surveillance is a major concern, especially following 
revelations about NSA practices. Aggressive prosecution under the Computer Fraud and Abuse Act 
(CFAA) has also been criticized. In addition, the privacy of NGOs, companies, and individual users is 
threatened by a growing number of cyberattacks initiated by both domestic and international actors. 

Legal Environment 

The	First	Amendment	of	the	U.S.	Constitution	includes	protections	for	free	speech	and	freedom	of	
the	press,	and	in	1997	the	US	Supreme	Court	reaffirmed	that	online	speech	has	the	highest	level	of	
constitutional	protection.71	Lower	courts	have	consistently	struck	down	attempts	to	regulate	online	
content.	Two	federal	laws	also	provide	significant	protections	for	online	speech:	Section	230	of	the	
Communications	Act	of	1934	(as	amended	by	the	Telecommunications	Act	of	1996)	provides	immu-
nity	for	ISPs	and	online	platforms	such	as	YouTube	and	Facebook	that	carry	content	created	by	third	
parties.	The	Digital	Millennium	Copyright	Act	(DMCA)	of	1998	provides	a	safe	harbor	to	intermediar-
ies	that	take	down	allegedly	infringing	material	after	notice	from	the	copyright	owner.	These	statutes	
enable	companies	to	develop	internet	applications	and	websites	without	fear	that	they	will	be	held	
liable	for	content	posted	by	users.72

There	are	some	concerns,	however,	over	conflicts	about	the	right	to	remain	anonymous	in	online	
communications,	which	often	arise	in	cases	of	hate	speech,	defamation	or	libel.	For	example,	in	a	re-
cent	case	before	the	Supreme	Court	of	Virginia,	a	judge	ruled	that	a	Virginia	court	could	not	compel	
Yelp	to	reveal	the	identities	of	anonymous	users.73

Complementing	these	legal	protections,	a	number	of	U.S.	laws	attempt	to	protect	speech	from	
harmful	corporate	actions	as	well,	including	corporate	surveillance	that	may	lead	users	to	self-cen-
sor,	and	failure	of	private	actors	to	sufficiently	protect	internet	users’	personal	information	from	
unauthorized	access.	Section	5	of	the	Federal	Trade	Commission	Act	(FTCA)	has	been	interpreted	to	
prohibit	entities	operating	over	the	internet	from	deceiving	users	about	what	personal	information	
is	being	collected	and	how	it	is	being	used,	as	well	as	from	using	personal	information	in	ways	that	
harm	users	without	offering	countervailing	benefits.	In	addition,	the	FTCA	has	been	interpreted	to	
require	entities	that	collect	users’	personal	information	to	adopt	reasonable	security	measures	to	
safeguard	it	from	unauthorized	access.	State-level	laws	in	47	U.S.	states	and	the	District	of	Columbia	
also	require	entities	that	collect	personal	information	to	notify	consumers—and,	usually,	consumer	
protection	agencies—when	they	suffer	a	security	breach	leading	to	unauthorized	access	of	personal	
information.	Section	222	of	the	Communications	Act	prohibits	telecommunications	carriers	from	

71	 	Reno,	Attorney	General	of	the	United	States,	et	al.	vs.	American	Civil	Liberties	Union	et	al,	521	U.S.	844	(1997),	http://bit.
ly/1OT33VQ.	
72	 	Center	for	Democracy	and	Technology,	“Intermediary	Liability:	Protecting	Internet	Platforms	for	Expression	and	Innovation,”	
April	2010,	http://bit.ly/1hlr3Cj.	
73	 	Justin	Jouvenal,	“Yelp	won’t	have	to	turn	over	names	of	anonymous	users	after	court	ruling”	Washington Post,	16	April	
2015,	http://wapo.st/1MbcE48.	
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sharing	or	using	information	about	their	customers’	use	of	the	service	for	other	purposes	without	
customer	consent.	This	provision	has	historically	only	applied	to	phone	companies’	records	about	
phone	customers,	but	following	the	FCC’s	net	neutrality	order,	it	now	also	applies	to	ISPs’	records	
about	broadband	customers.

Prosecutions and Detentions for Online Activities 

In	the	aftermath	of	the	police	killings	of	Eric	Garner,	Freddie	Gray,	and	Michael	Brown	in	New	York,	
Baltimore,	and	Ferguson	respectively,	several	citizen	journalists	were	arrested	or	reported	police	
intimidation	while	attempting	to	record	police	activity	with	smartphones.	The	right	of	civilians	to	
film	or	record	the	police	is	protected	under	the	First	Amendment;74	however,	during	the	Ferguson	
protests	at	least	21	journalists	were	arrested,	including	reporters	for	the	Huffington Post	and	the	
Washington Post.	In	addition,	St.	Louis	Alderman	Antonio	French	was	detained	by	the	police	while	
covering	police	activity	through	live-tweets;	French	had	also	been	uploading	short	videos	and	imag-
es	to	the	social	media	platforms	Vine	and	Instagram.

Aggressive	prosecution	under	the	Computer	Fraud	and	Abuse	Act	(CFAA)	has	fueled	growing	criti-
cism	of	that	law’s	scope	and	application.	Under	CFAA,	it	is	illegal	to	access	a	computer	without	au-
thorization,	but	the	law	fails	to	define	the	term	“without	authorization,”	leaving	the	provision	open	to	
interpretation	in	the	courts.75	In	one	prominent	case,	programmer	and	internet	activist	Aaron	Swartz	
secretly	used	Massachusetts	Institute	of	Technology	servers	to	download	millions	of	files	from	a	ser-
vice	providing	academic	articles.	Prosecutors	sought	harsh	penalties	for	Swartz	under	CFAA,	which	
could	have	resulted	in	up	to	35	years	imprisonment.76	Swartz	committed	suicide	in	early	2013.	Short-
ly	after	his	death,	a	bipartisan	group	of	lawmakers	introduced	“Aaron’s	Law,”	draft	legislation	that	
would	prevent	the	government	from	using	CFAA	to	prosecute	terms	of	service	violations	and	stop	
prosecutors	from	bringing	multiple	redundant	charges	for	a	single	crime.77	The	bill	was	reintroduced	
in	2015,78	but	has	not	garnered	enough	support	to	move	forward.	Meanwhile	and	in	contrast	to	Aar-
on’s	Law,	the	Obama	Administration—rather	than	supporting	CFAA	reform—has	instead	proposed	
draft	legislation	that	would	broaden	the	scope	of	activities	covered	under	CFAA	and	make	its	penal-
ties	even	harsher.79

Many	states	also	have	their	own	laws	related	to	computer	hacking	or	unauthorized	access.	Several	
smaller	cases	in	the	past	year	highlight	the	shortcomings	and	lack	of	proportionality	of	these	laws.	
In	December	2014,	a	21-year-old	Georgia	Tech	student	named	Ryan	Gregory	Pickren	was	arrested	
on	felony	computer	trespass	charges	after	hacking	into	the	University	of	Georgia’s	online	calendar	
as	part	of	a	prank	leading	up	to	a	football	game.	The	prank	calendar	post,	which	was	titled	“Get	Ass	
Kicked	by	GT,”	was	live	for	approximately	an	hour	before	it	was	discovered	and	removed.	However,	
according	to	Georgia	state	law,	a	person	convicted	for	computer	trespass—defined	as	“alter[ing],	
damag[ing]	or	in	any	way	caus[ing]	the	malfunction	of	a	computer,	computer	network,	or	computer	

74	 	PEN	America,	Press Freedom Under Fire in Ferguson,	October	27,	2014,	http://bit.ly/1zDIsOl.	
75	 	Electronic	Frontier	Foundation,	“Computer	Fraud	and	Abuse	Act	Reform,”	accessed	May	14,	2014,	https://www.eff.org/
issues/cfaa.
76	 	“Deadly	Silence:	Aaron	Swartz	and	MIT,”	The Economist,	August	3,	2013,		http://econ.st/1L21COJ.	
77	 	Representative	Zoe	Lofgren,	official	website,	“Rep	Zoe	Lofgren	Introduces	Bipartisan	Aaron’s	Law,”	press	release,	June	20,	
2013,		http://1.usa.gov/1QUsnbx.		
78	 	Kaveh	Waddell,	“‘Aaron’s	Law’	Reintroduced	as	Lawmakers	Wrestle	Over	Hacking	Penalties,”	National Journal,	April	21,	
2015,	http://bit.ly/1Pf4m0u.		
79	 	Dana	Liebelson,	“Democrats,	Tech	Experts	Slam	Obama’s	Anti-Hacking	Proposal,”	Huffington Post,	January	20,	2015,	http://
huff.to/1hlrDzO.		
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program	regardless	of	how	long	it	occurs”—faces	a	maximum	penalty	of	15	years	in	prison	and	a	
$50,000	fine.80	Pickren	was	ultimately	accepted	into	a	pretrial	intervention	program,	and	his	charges	
will	be	dismissed	upon	his	satisfactory	completion.		Similarly,	in	early	2015,	Florida	authorities	arrest-
ed	a	14-year-old	middle	school	student	named	Domanik	Green	on	felony	cybercrime	charges	after	
the	boy	used	a	teacher’s	administrative	password	to	log	onto	a	school	computer	and	change	its	
desktop	background.81	

Surveillance, Privacy, and Anonymity 

Concerns	over	government	surveillance	have	grown	since	Edward	Snowden’s	June	2013	revelations	
about	NSA	access	to	domestic	and	foreign	communications.	In	response,	Congress	has	put	forth	
multiple	legislative	proposals	to	restrict,	or	in	some	cases	maintain,	NSA	surveillance	capabilities	
over	the	past	two	years.	In	January	2014,	President	Obama	announced	that	he	intended	to	end	the	
bulk	collection	of	telephony	metadata.82	In	January	2015,	the	president	also	issued	updates	to	the	
administration’s	2014	policy	directive	that	put	in	place	important	new	restrictions	on	the	use	of	in-
formation	collected	in	bulk	for	foreign	intelligence	purposes.83

Additionally,	in	December	2014,	Congress	passed	a	bill	that	included	a	requirement	that	the	NSA	
develop	“procedures	for	the	retention	of	incidentally	acquired	communications”	collected	pursuant	
to	Executive	Order	12333,	and	that,	except	when	subject	to	certain	broad	exceptions,	those	com-
munications	may	not	be	retained	for	more	than	five	years.84	This	is	the	first	time	that	Congress	has	
legislated	on	executive	activities	under	Executive	Order	12333.			

In	June	2015,	Congress	passed	the	USA	FREEDOM	Act	to	extend	expiring	provisions	of	the	PATRIOT	
Act,	but	with	significant	reforms	to	PATRIOT	Act	Section	215,	as	well	as	to	the	FISA	Pen	Register	and	
Trap	and	Trace	Device	and	National	Security	Letters	authorities,	both	of	which	were	also	used	for	
bulk	or	large-scale	collection	of	Americans’	information.	The	USA	FREEDOM	Act	was	broadly	sup-
ported	by	the	Attorney	General,	the	Director	of	National	Intelligence,	Democrats	and	Republicans	
in	Congress,	as	well	as	civil	society	and	the	private	sector.	Despite	this	broad	support,	it	took	several	
months	to	pass	the	act,	and	the	final	version	embodied	weaker	reforms	than	what	was	advocated	for	
by	many	supporters	of	surveillance	reform.	Owing	to	the	difficulty	of	getting	reform	through	Con-
gress,	reauthorization	did	not	occur	before	a	number	of	PATRIOT	Act	provisions	expired	on	June	1,	
2015.85	After	a	single	day	lapse	in	surveillance	authority,	Congress	finally	passed	the	USA	FREEDOM	
Act,	and	President	Obama	signed	it	into	law	the	same	night.86	The	USA	FREEDOM	Act	marks	the	
most	significant	reforms	to	U.S.	surveillance	law	since	the	PATRIOT	Act	passed	in	2001.

Prior	to	the	passage	of	the	USA	FREEDOM	Act,	as	Congress	was	still	debating	legislative	reforms,	the	

80	 	Joe	Johnson,	“Georgia	Tech	student	who	hacked	into	UGA	computer	network	gets	pretrial	diversion,”	Athens Banner-
Herald,	February	26,	2015,	http://bit.ly/1FSEllk.	
81	 	Josh	Solomon,	“Middle	school	student	charged	with	cybercrime	in	Holiday,”	Tampa Bay Times,	April	9,	2015,	http://bit.
ly/1ybpTBg.		
82	 	The	White	House,	Office	of	the	Press	Secretary,	“Remarks	by	the	President	on	Review	of	Signals	Intelligence,”	January	17,	
2014,	http://1.usa.gov/1L0eJTT;	The	White	House,	Office	of	the	Press	Secretary,	“FACT	SHEET:	The	Administration’s	Proposal	for	
Ending	the	Section	215	Bulk	Telephony	Metadata	Program,”	March	27,	2014,	http://1.usa.gov/1hls6lz.	
83	 	Presidential	Policy	Directive	–	Signals	Intelligence	Activities	PPD-28,	January	17,	2014,	http://1.usa.gov/1MUm5Yz.	
84	 	H.R.	4681,	Intelligence	Authorization	Act	for	Fiscal	Year	2015	Sec.	309,	113th	Cong.	(2014).
85	 	New	America	Open	Technology	Institute,	“Midnight	Expiration	of	USA	PATRIOT	Act	Adds	New	Pressure	for	Surveillance	
Reform:	OTI	Calls	on	Senate	to	Pass	USA	FREEDOM	Act	As	Soon	as	Possible,”	press	release,	June	1,	2015,	http://bit.ly/1WIqmD6.	
86	 Kevin	Bankston,	“Senate	Made	History	Today	With	Final	Passage	of	USA	FREEDOM	Act:	OTI	Celebrates	First	Major	Victory	
in	Battle	for	Surveillance	Reform,”	New	America	Open	Technology	Institute,	June	2,	2015,	http://bit.ly/1L24TO7.	
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courts	considered	three	cases	challenging	the	legality	and	constitutionality	of	the	NSA’s	bulk	col-
lection	program	under	PATRIOT	ACT	Section	215.	In	May	2015,	the	Second	Circuit	Court	of	Appeals	
ruled	that	the	program	was	illegal,	and	that	the	government’s	interpretation	of	the	term	“relevance”	
exceeded	what	was	authorized	by	statute.	The	court	did	not	comment	on	the	constitutional	ques-
tions	raised	by	bulk	collection.87	Two	other	cases	are	still	pending,	and	the	issue	may	eventually	be	
taken	up	by	the	Supreme	Court.

Finally,	in	April	2015,	it	was	revealed	that	since	the	1980s,	the	Department	of	Justice	and	the	Drug	
Enforcement	Agency	had	been	collecting	Americans’	phone	record	metadata	in	bulk,	amassing	
billions	of	records,	apparently	using	the	same	interpretation	of	the	term	“relevance”	that	was	the	
basis	for	the	bulk	collection	program	under	PATRIOT	Act	Section	215.	The	program	was	stopped	by	
Attorney	General	Eric	Holder	in	September	2013,	in	response	to	the	Snowden	leaks	which	began	
earlier	that	summer.88		Privacy,	civil	rights,	and	human	rights	organizations	have	spoken	out	in	strong	
opposition	to	the	program.	The	day	the	collection	became	public,	Human	Rights	Watch	filed	a	legal	
challenge	to	the	program	seeking	that	it	be	declared	unlawful.89

Although	some	of	the	most	popular	social	media	platforms	in	the	United	States	require	users	to	
register	and	create	accounts	using	their	real	names	through	Terms	of	Service	or	other	contracts,90	
there	are	no	legal	restrictions	on	user	anonymity	on	the	internet.	Constitutional	precedents	protect	
the	right	to	anonymous	speech	in	many	contexts.	There	are	also	state	laws	that	stipulate	journalists’	
right	to	withhold	the	identities	of	anonymous	sources,	and	at	least	one	such	law	has	been	found	
to	apply	to	bloggers.91	In	April	2011,	the	Obama	administration	launched	the	National	Strategy	for	
Trusted	Identities	in	Cyberspace	(NSTIC).	The	stated	goal	of	the	effort	is	to	support	the	creation	of	
an	“identity	ecosystem”	in	which	internet	users	and	organizations	can	more	completely	trust	one	an-
other’s	identities	and	systems	when	carrying	out	online	transactions	requiring	assurance	of	identity.92	
The	plan	specifically	endorses	anonymous	online	speech.93

While	there	are	no	legal	restrictions	on	anonymous	communication	online,	there	are	concerns	about	
cases	in	which	law	enforcement	has	required	social	media	companies	to	turn	over	user	information	
to	support	an	investigation,	and	forbidden	the	companies	from	disclosing	any	information	about	
the	subpoena	to	impacted	users.	There	is	also	evidence	to	suggest	that	the	intelligence	community	
in	the	United	States	has	been	working	to	undermine	the	security	of	anonymizing	tools.94	Documents	
leaked	by	Edward	Snowden	suggest	that	the	NSA	may	have	been	engaged	in	cyberattacks,	includ-
ing	a	project	to	develop	malware	targeting	users	of	Tor	(a	tool	that	enables	people	to	communicate	
anonymously	online),95	as	well	as	efforts	to	undermine	international	technical	standards	for	encryp-

87	 	Marty	Lederman,	“BREAKING:	Second	Circuit	rules	that	Section	215	does	not	authorize	telephony	bulk	collection	program,”	
Just	Security,	May	7,	2015,		http://bit.ly/1j9kTqO.	
88	 	Brad	Heath,	“U.S.	secretly	tracked	billions	of	calls	for	decades,”	USA Today,	April	8,	2015,	http://usat.ly/1NS1eDA.			
89	 	David	Ingram,	“Rights	group	sues	DEA	over	bulk	collection	of	phone	records,”	Reuters,	April	8,	2015,	http://reut.rs/1E7A0bj.			
90	 	Erica	Newland,	et.	al.,	Account Deactivation and Content Removal: Guiding Principles and Practices for Companies and Users,	
Global	Network	Initiative,	September	2011,	http://cyber.law.harvard.edu/node/7080.
91	 	“Apple	v.	Does,”	Electronic	Frontier	Foundation,	accessed	August	1,	2012,	http://www.eff.org/cases/apple-v-does.	
92	 	National	Strategy	for	Trusted	Identities	in	Cyberspace,	“About	NISTIC,”	accessed	May,	14,	2014,	http://1.usa.gov/1hluGbe.	
93	 	Jay	Stanley,	“Don’t	Put	Your	Trust	in	‘Trusted	Identities,’”	American	Civil	Liberties	Union,	January	7,	2011,	http://bit.
ly/1M7hILh;	See	also,	Jim	Dempsey,	“New	Urban	Myth:	The	Internet	ID	Scare,”	Policy Beta	(blog),	Center	for	Democracy	and	
Technology,	January	11,	2011,	http://bit.ly/1Oi3I2U.	
94	 	For	an	in-depth	discussion	of	NSA	efforts	to	undermine	Internet	security,	including	attacks	on	Tor	(a	popular	service	used	
to	anonymize	web	traffic)	and	attempts	to	undermine	international	encryption	standards	through	the	“Costs	to	Cybersecurity”	
in	Danielle	Kehl	et	al.,	“Surveillance	Costs:	The	NSA’s	Impact	on	the	Economy,	Internet	Freedom,	and	Cybersecurity,”		New	
America’s	Open	Technology	Institute,	July	2014,	http://bit.ly/1GsrIbD.	
95	 	James	Ball,	Bruce	Schneier	and	Glenn	Greenwald,	“NSA	and	GCHQ	Target	Tor	Network	that	Protects	Anonymity	of	Web	

887

http://bit.ly/1L24TO7
http://justsecurity.org/22799/breaking-circuit-rules-section-215-authorize-telephony-bulk-collection-program/
http://justsecurity.org/22799/breaking-circuit-rules-section-215-authorize-telephony-bulk-collection-program/
http://bit.ly/1j9kTqO
http://usat.ly/1NS1eDA
http://www.usatoday.com/story/news/2015/04/07/dea-bulk-telephone-surveillance-operation/70808616/
http://reut.rs/1E7A0bj
http://www.reuters.com/article/2015/04/08/us-usa-dea-lawsuit-idUSKBN0MZ1F720150408
http://cyber.law.harvard.edu/publications/2011/account_deactivation
http://cyber.law.harvard.edu/node/7080
http://www.eff.org/cases/apple-v-does
 http://bit.ly/1Oi3I2U. 


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

United States

tion.96	Moreover,	as	major	technology	companies	have	begun	enhancing	their	use	of	encryption	
technology	in	the	past	year,	it	has	reignited	a	debate	between	law	enforcement	officials,	technology	
experts,	and	privacy	advocates	about	whether	companies	should	be	allowed	to	market	products	
with	strong	encryption	that	do	not	preserve	the	government’s	ability	to	access	decrypted	versions	of	
those	encrypted	communications.

In	September	2014,	Apple	announced	that	it	would	be	moving	to	smartphone	encryption	by	default	
on	all	devices	running	its	new	iOS,	followed	a	few	days	later	by	a	similar	announcement	from	Goo-
gle	about	the	latest	version	of	the	Android	operating	system.97	In	addition	to	advances	in	hardware	
encryption,	a	number	of	companies	took	greater	steps	to	make	end-to-end	encryption	available	
for	email	and	messaging	services,	including	the	popular	mobile	messaging	service	Whatsapp	and	a	
joint	Google-Yahoo	effort	to	develop	an	easy-to-use	encryption	browser	extension	for	their	email	
services.98	The	added	protection	is,	at	least	in	part,	a	reaction	to	diminishing	trust	in	American	tech-
nology	products	following	the	2013	Snowden	leaks	and	increasing	pressure	from	advocacy	groups,	
individuals,	and	customers	who	are	concerned	about	the	security	of	their	data.99	In	the	year	after	the	
Snowden	disclosures,	encrypted	web	traffic	doubled	in	North	America.100

However,	the	Apple	and	Google	announcements	in	particular	have	prompted	serious	backlash	from	
the	law	enforcement	and	intelligence	communities	in	the	United	States.	The	FBI	Director	has	argued	
that	Apple’s	and	Google’s	new	privacy-enhancing	features	will	“allow	people	to	place	themselves	be-
yond	the	law”	and	that	default	encryption	could	seriously	hinder	criminal	investigations,	calling	on	
Congress	to	take	action	to	force	companies	to	maintain	some	kind	of	backdoor	to	allow	government	
access	to	communications	if	a	warrant	has	been	obtained.101	The	Manhattan	District	Attorney	called	
device	encryption	a	threat	to	public	safety,	while	the	former	Attorney	General	urged	tech	companies	
to	leave	backdoors	open	for	police.102	Their	arguments	have	received	support	from	the	National	
Security	Agency	and	the	Office	of	the	Director	for	National	Intelligence	as	well.103	In	the	subsequent	

Users,”	The Guardian,	October	4,	2013,	http://bit.ly/1cjtlsf.	
96	 	James	Ball,	Julian	Borger	and	Glenn	Greenwald,	“Revealed:	How	US	and	UK	Spy	Agencies	Defeat	Internet	Privacy	and	
Security,”	The	Guardian, September	6,	2013,	http://gu.com/p/3thvv/stw.	
97	 	Craig	Timberg,	“Apple	will	no	longer	unlock	most	iPhones,	iPads	for	police,	even	with	search	warrants,”	 Washington Post,	
September	18,	2014,	http://wapo.st/1o4AjIx;	Craig	Timberg,	“Newst	Androids	will	join	iPhones	in	offering	default	encryption,	
blocking	police,”	Washington Post,	September	18,	2014,	http://wapo.st/1Vzlcfp.	
98	 	Andy	Greenberg,	“Whatsapp	Just	Switched	On	End-to-End	Encryption	for	Hundreds	of	Millions	of	Users,”	Wired,	November	
18,	2014,	http://wrd.cm/1xTD5aY;	Andrea	Peterson,	“Yahoo’s	plan	to	get	Mail	users	to	encrypt	their	e-mail:	Make	it	simple,”	
Washington Post,	March	15,	2015,	http://wapo.st/1Oi5Tn9.	
99	 	Danielle	Kehl	and	Kevin	Bankston,	“NSA	Surveillance	Costs	and	the	Crypto	Debate:	Tech	Companies	Compete	on	Privacy	
Post-Snowden,”	New	America’s	Open	Technology	Institute, October	17,	2014,		http://bit.ly/1L294JC;	See,	e.g.,	the	Electronic	
Frontier	Foundation,	Encrypt the Web Report,	http://bit.ly/1r0ONPw;	Access,	“Encrypt	All	the	Things”	campaign,	which	promotes	
its	“Data	Security	Action	Plan,”	https://encryptallthethings.net/;	and	Fight	for	the	Future,	“Reset	the	Net”	campaign,	June	5,	2014,	
https://www.resetthenet.org/.	
100	 	Doug	Drinkwater,	“Encrypted	web	traffic	quadruples	in	Europe,”	SC Magazine,	May	19,	2014,	http://bit.ly/1QUznoL.	
101	 	Craig	Timberg	and	Greg	Miller,	“FBI	blasts	Apple,	Google	for	locking	police	out	of	phones,”	Washington Post,	September	
25,	2014,	http://wapo.st/1rg85As;	“Going	Dark:	Are	Technology,	Privacy,	and	Public	Safety	on	a	Collision	Course?:	A	
Conversation	with	FBI	Director	James	Corney,”	The	Brookings	Institution	video,	October	16,	2015,	http://brook.gs/1CqbsVT;	
David	E.	Sanger	and	Matt	Apuzzo,	“James	Comey,	FBI	Director,	Hints	at	Action	as	Cell	Phone	Data	is	Locked,”	New York Times,	
October	16,	2014,	http://nyti.ms/1WIxJKH;	“FBI	Director	Continues	Crusade	Against	Encryption,	Calls	on	Congress	to	Act,”	The 
District Sentinel,	March	25,	2015,	http://bit.ly/19mt79c.	
102	 	Cyrus	R.	Vance	Jr.,	“Apple	and	Google	threaten	public	safety	with	default	smartphone	encryption,”	Washington Post,	
September	26,	2014,	http://wapo.st/1hlxC7Y;	Craig	Timberg,	“Holder	urges	tech	companies	to	leave	device	backdoors	open	for	
police,”	Washington Post,	September	30,	2014,	http://wapo.st/1Oi7idn.	
103	 	Ellen	Nakashima	and	Barton	Gellman,	“As	encryption	spreads,	U.S.	grapples	with	clash	between	privacy,	security,”	
Washington Post,	April	10,	2015,	accessed	May	21,	2015	http://wapo.st/1KB3ZsB;		“VIDEO:	ODNI	General	Counsel	Robert	Litt	
Speaks	on	Intelligence	Surveillance	Reform	at	the	Brookings	Institute,”	Office	of	the	Director	of	National	Intelligence:	IC	on	the	
Record	video,	1:26:28,	February	4,	2015,	http://bit.ly/1VzmJCn.	
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months,	there	has	been	a	great	deal	of	debate	about	the	technical	feasibility	of	implementing	sur-
veillance	backdoors	without	undermining	the	overall	security	of	cryptographic	systems.104

On	the	other	side	of	the	spectrum,	there	have	been	efforts	to	codify	rules	that	would	bar	the	gov-
ernment	from	requiring	surveillance	backdoors.	In	the	summer	of	2014,	the	U.S.	House	of	Repre-
sentatives	approved,	with	overwhelming	bipartisan	support,	an	appropriations	amendment	to	ban	
spending	on	government-mandated	backdoors,	although	procedural	maneuvers	prevented	it	from	
being	adopted	into	the	final	bill.105	In	the	summer	of	2015,	the	House	again	approved	two	similar	
amendments.106	Building	on	that	support,	the	Secure	Data	Act	was	introduced	in	Congress	in	De-
cember	2014,	which	would	similarly	prohibit	the	government	from	requiring	that	companies	weaken	
the	security	of	their	products	or	insert	backdoors	to	facilitate	access.107	

Despite	a	vigorous	debate,	there	have	been	no	actual	changes	on	the	legislative	front	regarding	the	
use	of	encryption,	nor	is	there	any	indication	that	the	government	is	currently	planning	to	move	for-
ward	with	the	technical	solutions	it	has	proposed.108	While	the	Communications	Assistance	for	Law	
Enforcement	Act	(CALEA)	currently	requires	telephone	companies,	broadband	carriers,	and	intercon-
nected	Voice	over	Internet	Protocol	(VoIP)	providers	to	design	their	systems	so	that	communications	
can	be	easily	intercepted	when	government	agencies	have	the	legal	authority	to	do	so,	it	does	not	
cover	online	communications	tools	such	as	Gmail,	Skype,	and	Facebook.109	Calls	to	update	CALEA	to	
cover	online	applications	and	communications	have	not	been	successful.	In	May	2013,	a	group	of	
20	technical	experts	published	a	paper	explaining	why	such	a	proposal	(known	as	“CALEA	II”)	would	
create	significant	internet	security	risks.110	

Since	the	June	2013	surveillance	revelations,	internet	and	telecommunications	companies	have	
increasingly	taken	up	the	practice	of	“transparency	reporting”	in	an	effort	to	shed	light	on	the	gov-
ernment’s	surveillance	powers	and	how	the	companies	handle	requests.	Transparency	reports,	which	
are	voluntarily	published,	detail	requests	for	government	access	to	user	information,	user	commu-
nications,	and/or	requests	to	have	content	removed	or	filtered.	One	limit	to	the	reporting,	however,	
has	been	the	U.S.	Department	of	Justice’s	restrictions	on	disclosure	of	information	about	national	
security	orders.111	In	October	2014,	Twitter	filed	suit	against	the	DOJ,	arguing	that	the	government’s	
restrictions	on	what	information	companies	can	disclose	about	national	security	letters	are	unconsti-

104	 	Bruce	Schneier,	“Stop	the	hysteria	over	Apple	encryption,”	CNN,	October	31,	2014,	http://cnn.it/1sSk7RX;	Joseph	Lorenzo	
Hall,	“The	NSA’s	Split-Key	Encryption	Proposal	is	Not	Serious,”	Center	for	Democracy	&	Technology,	April	20,	2015,			http://bit.
ly/1M7nYm8;	Julian	Sanchez,	“What	NSA	Director	Mike	Rogers	Doesn’t	Get	About	Encryption,”	Cato	Institute,	February	24,	2015,	
http://bit.ly/17UaGYN. 
105	 	See	Amendment	to	H.R.	4870,	the	Department	of	Defense	Appropriations	Act,	offered	by	Representative	Massie	
of	Connecticut.	The	Amendment	“prohibits	funds	for	the	government	to	request	that	products	or	services	support	lawful	
electronic	surveillance”:	The	FY	2015	Department	of	Defense	Appropriations	Bill:	House	Adopted	Amendments,	H.R.	4870	
(2014),	http://1.usa.gov/1jDUJpd.	
106	 	Robyn	Greene,	“Representatives	Should	Vote	“Yes”	on	Three	Amendments	to	Prohibit	Bulk	Collection	and	to	Protect	
Encryption,”	New	America	Open	Technology	Institute,	June	2,	2015	[updated	June	3,	2015],	http://bit.ly/1M7pLHQ.	
107	 	Secure	Data	Act	of	2014,	S.2981,		113th	Cong.	(2014),	http://1.usa.gov/1Lc1Eme.	The	bill	was	reintroduced	in	2015,	
although	no	further	action	has	been	taken.
108	 	Cory	Bennett,	“Lawmakers	skeptical	of	FBI’s	encryption	warnings,”	The Hill,	April	29,	2015,	http://bit.ly/1bGPbwO.	
109	 	Charlie	Savage,	“U.S.	Tries	to	Make	it	Easier	to	Wiretap	the	Internet.”	New York Times,	September	27,	2010,	http://nyti.
ms/1WIzNlX;	See	also	Declan	McCullagh,	“FBI:	We	Need	Wiretap-Ready	Websites	–	Now,”	CNET,	May	4,	2012,	http://cnet.
co/1iRh6vA.	
110	 	Ben	Adida	et	al,	CALEA II: Risks of Wiretap Modifications to Endpoints,	Center	for	Democracy	&	Technology,	May	17,	2013,	
http://bit.ly/1Gsv12v.	
111	 	Craig	Timberg	&	Adam	Goldman,	“U.S.	to	Allow	Companies	to	Disclose	More	Details	on	Government	Requests	for	Data,”	
Washington Post, January	27,	2014,	http://wapo.st/LhuLxw.	
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tutional.112	Earlier	in	2014,	the	Justice	Department	had	reached	a	settlement	with	Facebook,	Google,	
LinkedIn,	Microsoft,	and	Yahoo	that	would	permit	the	companies	to	disclose	the	number	of	govern-
ment	requests	they	receive	–	but	only	in	aggregated	bands	of	0-249	or	0-999.113	Twitter,	not	a	party	
to	the	settlement,	has	refused	to	publish	data	in	these	aggregated	bands	because	the	company	
believes	the	DOJ	rules	amount	to	an	unconstitutional	prior	restraint	that	violates	the	company’s	First	
Amendment	rights.114	The	DOJ	has	called	for	dismissal	of	the	lawsuit.115	A	large	and	wide-ranging	
group	of	internet	and	telecommunications	companies,	including	Wikipedia	and	Automattic	(publish-
er	of	Wordpress.com),	have	shown	support	for	Twitter’s	challenge	to	the	DOJ	rules	by	filing	briefs	in	
court	in	support	of	Twitter.116	

The	U.S.	District	Court	for	the	Northern	District	of	California	may	no	longer	proceed	with	the	lawsuit,	
however,	given	new	legal	processes	implemented	by	the	USA	FREEDOM	Act.117	Under	the	new	law,	
companies	now	have	several	options	on	how	to	report	the	number	and	nature	of	national	security	
orders	and	other	government	requests,	and	can	also	do	so	in	a	more	granular	fashion	than	was	pre-
viously	permitted.	Yet,	depending	on	the	option,	these	reports	are	still	subject	to	time	delays	and	
have	limitations	on	the	frequency	of	reporting.118

In	addition	to	monitoring	private	communications,	law	enforcement	agencies	have	also	used	open,	
public	websites	and	social	media	platforms	to	monitor	different	groups	for	suspected	criminal	
activity.	The	New	York	Police	Department	(NYPD)	is	one	such	agency,	with	the	Associated	Press	re-
porting	that,	from	2006	onward,	the	NYPD	Cyber	Intelligence	unit	monitored	blogs,	websites,	and	
online	forums	of	Muslim	student	groups	and	produced	a	series	of	secret	“Muslim	Student	Associ-
ation”	reports	describing	group	activities,	religious	instruction,	and	the	frequency	of	prayer	by	the	
groups.119	Muslim	students	from	across	the	nation	expressed	concern	about	this	type	of	surveillance	
and	told	Freedom	House	that	they	often	self-censor	when	conducting	online	activities.	In	April	2014,	
the	NYPD	closed	down	one	unit	that	monitored	locations	associated	with	the	Muslim	community,	
including	mosques	and	businesses.120	Civil	liberties	advocates	welcomed	this	step	but	warned	that	
other	NYPD	units	may	still	be	using	discriminatory	practices.

Federal	intelligence	agencies	closely	monitor	social	media	as	part	of	their	terrorism	investigations.121	
This	monitoring	leads	to	the	identification	of	specific	targets,	who	are	then	contacted	by	FBI	infor-
mants.	This	was	the	case	in	the	January	2014	arrest	of	an	Ohio	man	whose	posts	on	Twitter	first	drew	

112	 	Alexei	Oreskovic,	“Twitter	Sues	U.S.	Justice	Department	for	Right	to	Reveal	Surveillance	Requests,”	Reuters,	October	7,	
2014,	http://reut.rs/1yLKbRe.	
113	 	Office	of	the	Deputy	Attorney	General,	email	correspondence	fto	Facebook,	Google,	LinkedIn,	Microsoft,	and	Yahoo	
general	counsels,	January	27,	2014,	http://1.usa.gov/1IuJYqL.		
114	 	Ben	Lee,	“Taking	the	fight	for	#transparency	to	court,”	Twitter Blog,	October	7,	2014,	http://bit.ly/Zc3Mtm.	
115	 	Ellen	Nakashima,	“Justice	Department	Seeks	to	Dismiss	Most	of	Twitter’s	First	Amendment	Lawsuit,”	Washington Post,	
January	20,	2015,	http://wapo.st/1Og5VKH.	
116	 	Jeff	Roberts,	“Tech	and	Media	Firms	Join	Twitter	in	Key	Test	of	FBI	Gag	Orders,”	Gigaom	Research,	February	18,	2015,	
http://bit.ly/1Gsvi5J.	
117	 	Dan	Levine,	“UPDATE	1-Judge	casts	doubt	on	Twitter	lawsuit	over	surveillance,”	Reuters,	June	11,	2015,	http://reut.
rs/1VBu4Mj.		
118	 	For	additional	information	on	reporting	standards,	please	reference:	USA	Freedom	Act,	H.R.	2048	(2015),	http://1.usa.
gov/1jKsHzc.		
119	 	Associated	Press,“AP’s	Probe	Into	NYPD	Intelligence	Operations,”	accessed	May	5,	2015		http://bit.ly/L3pdWB.	
120	 	Matt	Appuzzo	and	Joseph	Goldstein,	“NY	Drops	Unit	that	Spied	on	Muslims,”	New York Times,	Apr.	15,	2014,	http://nyti.
ms/1evekec.			
121	 	Kevin	Sullivan,	“Three	American	teens,	recruited	online,	are	caught	trying	to	join	the	Islamic	State,”	Washington Post,	
December	8,	2014,		http://wapo.st/1L2hEIz.	
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the	attention	of	the	FBI	and	who	was	ultimately	arrested	for	planning	to	attack	the	Capitol.122	While	
monitoring	open,	public	websites	and	social	media	platforms	has	yielded	some	arrests,	it	is	not	lim-
ited	to	targets	of	investigations,	but	rather	is	used	to	identify	targets,	and	includes	monitoring	of	
innocent	individuals’	online	activities.	Thus,	it	may	chill	online	speech.

In	comparison	to	real-time	communications,	the	status	of	stored	communications	is	more	uncertain.	
One	federal	appeals	court	has	ruled	that	the	Constitution	applies	to	stored	communications,	so	that	
a	judicial	warrant	is	required	for	government	access.123	However,	the	1986	Electronic	Communica-
tions	Privacy	Act	(ECPA)	states	that	the	government	can	obtain	access	to	email	or	other	documents	
stored	in	the	cloud	with	a	mere	subpoena	issued	by	a	prosecutor	or	investigator	without	judicial	
approval.124	Bills	to	update	ECPA	have	had	significant	support,	including	from	the	White	House,	but	
have	thus	far	failed	to	pass.	As	of	mid-2015,	advocates	continue	to	push	for	reform	to	ECPA	that	
would	require	government	officials	to	obtain	a	warrant	before	compelling	online	service	providers	to	
disclose	private	communications,	including	email	and	documents	stored	using	cloud	services.125

Intimidation and Violence 

In	addition	to	arrests	and	detentions	for	filming	police	activities,	individuals	have	been	subject	to	
intimidation	and	harassment.	Kevin	Moore,	the	man	who	used	his	cellphone	to	capture	and	upload	
footage	of	Freddie	Gray’s	arrest	by	the	Baltimore	police	to	YouTube,	was	also	detained	by	the	police	
after	releasing	the	video.	Additionally,	Moore	claims	he	was	followed	by	the	police	and	experienced	
other	forms	of	intimidation.126	Similarly,	Ramsey	Orta,	the	man	who	filmed	the	fatal	arrest	of	Eric	Gar-
ner	by	the	NYPD	—footage	in	which	Garner	repeatedly	states	“I	can’t	breathe”	after	being	placed	in	
a	chokehold	—also	claims	to	have	been	repeatedly	followed,	harassed,	and	intimidated	by	the	police	
after	his	role	in	documenting	the	killing.	Since	the	footage	was	released,	the	23-year	old	Orta	has	
been	arrested	on	three	separate	occasions	and	currently	awaits	trial	for	multiple	charges.127

Technical Attacks

Financial,	commercial,	and	governmental	entities	in	the	United	States	are	targets	of	significant	cy-
berattacks.	Government	policies	and	laws	are	in	place	to	prevent	and	protect	against	cyberattacks,	
though	many	question	their	impact,	effectiveness,	and	respect	for	civil	liberties.

In	August	2014,	reports	revealed	that	JPMorgan	Chase	and	several	other	major	U.S.	financial	institu-
tions	were	hit	with	a	cyberattack	that	“funneled	off	gigabytes	of	data.”128	Similar	attacks	were	carried	
out	against	the	retailers	eBay	and	Home	Depot	in	2014.	In	addition	to	the	attacks	resulting	in	data	
theft,	U.S.	banks	fell	victim	to	the	“Carbanak”	cyber-heist	that	siphoned	nearly	$1	billion	from	finan-

122	 	Sari	Horwitz,	“Ohio	man	arrested	in	alleged	plot	to	attack	Capitol,”	Washington Post,	January	14,	2015,	http://wapo.
st/1Rr8cml.			
123	 	United	States	v.	Warshak,	09-3176,	United	States	Court	of	Appeals	for	the	Sixth	Circuit.
124	 	Ibid.
125	 	Greg	Nojeim,	“Senate	‘Dream	Team’	Introduced	ECPA	Reform	Bill,”	Beta Policy Blog,	Center	for	Democracy	and	Technology,	
March	19,	2013,	http://bit.ly/1j9sRQE;	See	also	Digital	Due	Process,		“ECPA:	About	the	Issue,”	accessed	April	23,	2013,	http://bit.
ly/1d1VVAr.	
126	 	Mariah	Stewart,	“Man	Who	Filmed	Freddie	Gray	Arrest	Detained	By	Baltimore	Police,	Along	With	Ferguson	Video	
Activists,”	Huffington Post,		http://huff.to/1VBuAtR.	
127	 	Josh	Sanbur,	“The	Witness,”	Time,		http://time.com/ramsey-orta-eric-garner-video/.
128	 	Laura	Lorenzetti,	“JPMorgan	Chase,	other	U.S.	banks	hit	by	cyberattacks,”	Fortune,	August	28,	2014,	http://for.tn/1j0scQV.	
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cial	institutions	since	2013.129	Finally	a	high-profile	attack	on	Sony	Pictures	Entertainment’s	internal	
networks	extracted	private	data	and	leaked	it	to	the	public.	The	attack	on	Sony	Pictures	was	likely	
politically	driven,	as	the	attackers	attempted	to	blackmail	the	company	with	the	stolen	data	to	pre-
vent	it	from	releasing	a	controversial	comedy	about	North	Korea.

Financial	and	commercial	institutions	are	not	the	only	U.S.	institutions	subject	to	cyberattacks.	
Health	information	has	been	the	target	of	a	number	of	high	profile	attacks,	and	a	reported	90	per-
cent	of	healthcare	providers	experienced	a	breach	in	the	past	two	years.130	The	motive	for	breaches	
of	health	records	is	usually	financial,	as	those	records	can	in	turn	be	used	to	facilitate	medical	iden-
tity	theft.131	There	has	been	some	speculation	that	some	of	these	attacks	may	be	the	work	of	foreign	
state-sponsored	hackers	looking	to	uncover	information	about	defense	contractors,	government	
employees,	and	others	with	close	ties	to	the	U.S.	government.132

The	defense	sector	and	federal	government	are	also	frequently	under	attack.	In	April	2015,	the	public	
learned	that	Russian	hackers	had	breached	the	White	House’s	system,	accessing	the	email	archives	
of	President	Obama	and	other	sensitive	information,	including	real-time,	non-public	details	of	the	
president’s	schedule.133	In	June	2015,	news	broke	that	hackers	had	breached	the	U.S.	Office	of	Per-
sonnel	Management’s	records	system,	affecting	the	records	of	4.1	million	current	and	former	federal	
employees.	The	breach	was	linked	to	a	Chinese	state-backed	hacker	known	as	“Deep	Panda.”134	In	
response	to	these	incidents	and	others,	the	U.S.	has	begun	to	take	legal	and	policy	measures	to	ad-
dress	growing	cyber-threats.

In	particular,	the	U.S.	Congress	has	been	attempting	to	pass	a	law	to	facilitate	greater	sharing	of	
information	about	cyber-threats.	As	of	June	2015,	Congress	was	considering	the	Cyber	Information	
Sharing	Act	of	2015	(CISA).	Civil	liberties	advocates	have	heavily	criticized	the	bill,	in	particular	con-
tending	that	it	authorizes	too	much	information	sharing	between	companies	and	the	government,	
allows	companies	to	monitor	all	of	their	users’	activities	and	communications,	does	not	adequately	
restrict	use	of	CISA-derived	information,	has	poor	liability	protections	for	consumers,	and	authoriz-
es	companies	to	employ	potentially	dangerous	counter-measures	when	hacked.135	As	of	June	2015,	
Congress	was	also	considering	a	number	of	legislative	proposals	to	mandate	security	protections	for	
personal	information	held	by	private	entities.

In	addition	to	the	legislative	activity,	President	Obama	has	issued	two	Executive	Orders	aimed	at	
addressing	cyberattacks.	In	January	2015,	in	response	to	the	Sony	Pictures	hack,	Obama	issued	an	
order	authorizing	the	Treasury	Department	to	impose	sanctions	on	individuals	and	entities	associat-
ed	with	the	North	Korean	government.136	Then,	in	April,	the	White	House	issued	an	Executive	Order	

129	 	Virus	News,“The	Great	Bank	Robbery:	Carbanak	cybergang	steals	$1bn	from	100	financial	institutions	worldwide,”	
Kaspersky	Lab,	February	16,	2015,	http://bit.ly/1L5dnWl.	
130	 	Shannon	Pettypiece,	“Rising	Cyber	Attacks	Costing	Health	System	$6	Billion	Annually,”	Bloomberg Business,	May	7,	2015,	
http://bloom.bg/1JtqQpr.	
131	 	Ponemon	Institute,	“2014	Fifth	Annual	Study	on	Medical	Identity	Theft,”	8,	http://bit.ly/1JD1OIu;	Dan	Munro,	“New	Study	
Says	Over	2	Million	Americans	Are	Victims	Of	Medical	Identity	Theft,”	Forbes,	February	23,	2015,	http://onforb.es/1D3oNn8.		
132	 	Michael	A.	Riley	and	Jordan	Robertson,	“Chinese	State-Sponsored	Hackers	Suspected	in	Anthem	Attack,”	Bloomberg 
Business,	February	5,	2015,	http://bloom.bg/1AwKK24.	
133	 	Evan	Perez	and	Shimon	Prokupecz,	“How	the	US	thinks	Russians	Hacked	the	White	House,”	CNN,	April	8,	2015,	http://cnn.
it/1DiykuU.		
134	 	David	Perera,	“Researchers:	‘Deep	Panda’	Behind	Hacking	of	Federal	Data,”	Politico,	June	4,	2015,	http://politi.co/1OgcZad.		
135	 	Robyn	Greene,	“Cybersecurity	Information	Sharing	Act	of	2015	is	Cyber-Surveillance,	Not	Cybersecurity,”	New	America	
Open	Technology	Institute,	April	9,	2015,	http://bit.ly/1WIGSD4.	
136	 	Zeke	J.	Miller,	“U.S.	Sanctions	North	Korea	Over	Sony	Hack,”	Time,	January	2,	2015,	http://ti.me/1JP4EnL.	
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permitting	the	U.S.	Department	of	the	Treasury	to	levy	sanctions	against	individuals	or	companies	
that	conduct	“significant	malicious	cyber-enabled	activities.”137

Law	enforcement	has	also	played	a	role	in	creating	a	framework	to	deter	cyberattacks.	In	May	2014,	
the	Western	District	of	Pennsylvania	indicted	six	officers	in	Unit	61398	of	the	Third	Department	of	
China’s	People’s	Liberation	Army	(PLA),	alleging	economic	espionage	against	a	number	of	U.S.	based	
companies.138	In	July	2014,	the	Department	of	Justice	announced	that	it	charged	Su	Bin,	a	Chinese	
businessman,	with	hacking	the	computers	of	“Boeing,	Lockheed	Martin,	and	other	aerospace	com-
panies”	with	the	intent	to	gather	data	on	the	F-22,	F-35,	and	C-17	aircrafts.139	

137	 	The	White	House,	Office	of	the	Press	Secretary, “Executive	Order:	Blocking	the	Property	of	Certain	Persons	Engaging	in	
Significant	Malicious	Cyber-Enabled	Activities,”	April	1,	2015,	http://1.usa.gov/1F2sjPD.	
138	 	Department	of	Justice,	“U.S.	Charges	Five	Chinese	Military	Hackers	for	Cyber	Espionage	Against	U.S.	Corporations	and	a	
Labor	Organization	for	Commercial	Advantage,”	press	release,	May	19,	2014,	http://1.usa.gov/1pySTOP.	
139	 	Sean	Gallagher,	“Chinese	businessman	charged	with	hacking	Boeing,	Lockheed	Martin”,	Ars Technica,	July	13,	2014,	http://
bit.ly/1rvJk0y.	
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Key Developments: June 2014 – May 2015

• Internet access continued to improve slightly during the coverage period, with the in-
ternet penetration rate increasing to 43 percent by the end of 2014 (see Availability and
Ease of Access).

• A new regulatory body has consolidated state regulation of ICTs, including regulation of
access to the internet and online content dissemination (see Regulatory Bodies).

• Amendments to the Law on Informatization in September 2014 established legal liability
for bloggers and included requirements that they only report verified information (see
Content Removal).

• After 10 years of reporting, the independent news website Uznews closed down after
hackers leaked confidential information revealing the identities of some of its reporters,
putting those individuals at risk of government’s retaliation for their critical reporting
(see Intimidation and Violence).

Uzbekistan
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 20 19

Limits on Content (0-35) 28 28

Violations of User Rights (0-40) 31 31

TOTAL* (0-100) 79 78

* 0=most free, 100=least free

Population: 30.7 million

Internet Penetration 2014: 44 percent

Social Media/ICT Apps Blocked: Yes

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Uzbekistan

Introduction

Uzbekistan has one of the most tightly controlled online and media environments in the world, with 
restrictions on any content critical of the government, high levels of surveillance, and prosecutions 
with lengthy prison sentences for posting controversial content online.  Internet freedom registered 
few improvements during the coverage period of this report, which included the presidential elec-
tions on March 29, 2015 and parliamentary elections in December 2014. These political events may 
have influenced the adoption of legislative amendments targeting bloggers in September 2014. 
Viewed by many as a further attempt to curb any critical viewpoints and discourage news-oriented 
blogging, the new amendments force bloggers and other website or webpage owners to conform 
to stringent content regulations that previously applied only to professional journalists. Penalties 
for noncompliance include “limited access” to bloggers’ websites and liability under the law, pos-
sibly including house arrest, a sanction introduced by the legislators in the same period as blogger 
regulation. 

Obstacles to Access

Access to the internet continues to improve slightly, due to an increase in internet and mobile phone 
penetration rates. However, internet access is still mainly concentrated in a few large cities, and prices 
remain prohibitive for the majority of the population. 

Availability and Ease of Access   

According to data from the International Telecommunication Union (ITU), the internet penetration 
rate in Uzbekistan reached 43 percent by the end of 2014, compared to 38 percent in 2013 and 
just 17 percent in 2009.1 Digital divides exist between the capital of Tashkent and the country’s 12 
regions (viloyati) as well as across urban, rural, and remote areas. Tashkent has the highest internet 
penetration rate and is a nationwide leader in terms of FTTB and WiMAX broadband connectivity.2 
The lowest internet penetration rate is in the semi-autonomous republic of Karakalpakstan, home 
to the Karakalpak, Kazakh, and Uzbek ethnic groups.3 The usefulness of ICTs, especially in rural and 
remote areas, still depends on a stable electricity supply to the telecommunications infrastructure.4 
Factors including computer skills, household income, and availability of a computer in one’s house-
hold continue to determine how often individuals use the internet.

Internet access is based primarily on the use of ADSL connections. According to the latest ITU data, 
a mere 389,000 internet users had a fixed-broadband subscription in 2014.5 The construction of the 
fiber-optic network (FTTx) in Uzbekistan required US$9 million in Uzbek and Chinese investments 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2014, 2013, 2009, accessed July 
2015, http://bit.ly/1cblxxY. 
2  Uztelecom, “Зона покрытия FTTB” (2361 buildings),” accessed February 12, 2014, http://uzonline.uz/ru/services/
fttb/. Private mobile operator Beeline (Unitel) offers FTTB broadband in cities Zarafshan and Uchkuduk, see Beeline, “Зона 
обслуживания FTTB”, http://bit.ly/1LCe90Z. 
3  UzACI and UNDP Uzbekistan, “Анализ состояния и перспектив развития Интернет в Республике Узбекистан,” [Analysis 
of the Internet Development and its Prospects in Uzbekistan] 2009, accessed July 30, 2013, http://infocom.uz/wp-content/files/
otchet.pdf. 
4  International Telecommunication Union, “Sustainable supply of electricity to telecommunication facilities in rural and 
remote areas (Uzbekistan),” accessed February 10, 2014, http://bit.ly/1FV5uod. 
5  International Telecommunication Union, “ Fixed (wired)-broadband subscriptions,” http://www.itu.int/ITU-D/ict/statistics/. 
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from 2013-2014.6 By January 2014, the fibre-optic network was 2,100 km long.7 The government’s 
goal is to have 110,000 ports for broadband connection across the country by the end of 2015. Wi-
MAX broadband was first introduced on the Uzbek market by the state-owned operator Uztelecom 
in 2006 and a private operator in 2008. 

More people access the internet at work (state institutions and businesses) than in private house-
holds. In the wake of the fast-paced implementation of e-governance initiatives, internet coverage 
was extended to the entire state apparatus, reportedly also reaching all bodies of local governance 
(hokimiats) at the regional and city levels in Uzbekistan by the end of 2013.8 In 2013-2014, the state 
began to install computers in every mahallah committee—traditional local community councils that 
the government has turned into an official system for public surveillance and control.9 Still, civil serv-
ants’ access to the internet and social media channels for personal use is largely restricted by techni-
cal tools as a result of information security concerns.10 

Public access points such as internet cafes remain popular, particularly among young internet users. 
However, since December 2010, minors are officially prohibited from visiting internet cafes with-
out parents or adults between 10:00 p.m. and 6:00 a.m.11 Reportedly, since 2011, students are also 
not allowed to visit internet cafes between 8:30 a.m. and 7:00 p.m.12 Since September 2005, other 
public access points such as libraries, schools, universities, museums, and youth organizations must 
connect to the internet exclusively via the national intranet, a local access and information network 
called ZiyoNET.13 In July 2013, in a new attempt to limit and control internet access, the government 
allowed the state-owned telecommunications operator Uztelecom to serve as the exclusive provider 
of access to ZiyoNET across these target institutions nationwide.14 (Previously, any private ISP could 
exercise that right on a competitive basis). 15 Uztelecom provides unlimited traffic connections to the 
ZiyoNET intranet via xDSL, FTTx, and CDMA-450 technologies (in rural and remote areas) but limits 
traffic to the internet on a monthly basis. Currently, the highest internet access speed of 1 Mbps is 
available for a monthly tariff of UZS 1,441,101 (US$650).16

Expensive access prices, slow speeds, and limits on data volume also curb internet use, in addition to 

6  Resolution of the President RU “О государственной программе “Год благополучия и процветания,” [On the State 
Program “The Year of Wellbeing and Prosperity”] No. ПП-1920, February 14, 2013, SZRU (2013) No. 8 (560), item 99.
7  Uztelecom, Interveiw with Uztelecom General Director Abdurashid Adumuminov, http://www.uztelecom.uz/ru/press/
news/2013/1315/. 
8  The Single Portal of interactive state services, “the Single interactive state services portal: access to each area,” news release, 
October 18, 2013, http://bit.ly/1GyH2DB. 
9  See Resolution of the President RU No. ПП-1920.
10  UZ News, “Чиновникам Узбекистана запретили интернет на рабочем месте,” [Uzbek officials ban internet in the 
workplace]  RPG13 (blog), March 16, 2014, http://bit.ly/1jdJGt8. 
11  “O poriadke predostavlenia dostupa k seti Internet v obschestvennikh punktakh pol’zovania” [On Adoption of the Terms 
of Provision of Access to the Internet Network in Public Points of Use], promulgated by Order of the Communications and 
Information Agency of Uzbekistan No. 216, July 23, 2004, SZRU (2004) No. 30, item 350, art. 17 (e).
12  UZ News, “Lyceum students banned from e-cafes in Ubzekistan,” The Times of Central Asia, June 5, 2012, http://bit.
ly/1Qbx5Bw. 
13  Resolution of the President RU “О создании общественной образовательной информационной сети Республики 
Узбекистан” [On the Establishment of the Public, Educational, and Information Network of the Republic of Uzbekistan], No. ПП- 
191, 28 September 2005, SZRU (No. 40), item. 305, art. 4. 
14  Resolution of the Cabinet of Ministers RU “О мерах по дальнейшему развитию образовательной сети “ZiyoNET”,” [On 
the Further Development of the Educational Network “ZiyoNET”] No. 198, July 10, 2013, SZRU (2013) No. 28 (580), item 362, art. 
4.
15  Compare Resolution of the Cabinet of Ministers RU “O дальнейшем развитии информационной сети ‘ZIYONET’,” [On 
the Further Development of the Educational Network “ZIYONET”] SZRU No. 52, item 389,  art. 4 (no longer valid).
16  Uztelecom, Uzonline internet tariffs as of February 12, 2014, http://uzonline.uz/ru/services/internet/#life. 
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the centralized telecommunications infrastructure. Internet subscriptions in Uzbekistan conform to 
a two-tiered system: access to the TAS-IX peering center and content delivery network, and internet 
access routed via Uztelecom’s network. Uztelecom and private ISPs provide free access to the TAS-IX 
network at a maximum download speed of 2 Mbps to their customers. None of the ADSL/FTTB sub-
scriptions from private ISPs enable internet download speeds faster than 2 Mbps (subscriptions are 
available for an average of US$44 per month and with free traffic up to 12 GB). A basic ADSL sub-
scription for a 256 Kbps minimum download speed is currently available for US$14-$24 per month 
(with free traffic from 2.4 GB to 4.8 GB).17 

Uztelecom remains a leader in the provision of FTTB broadband internet to private households and 
businesses. However, neither Uztelecom nor private ISPs offer limitless capacities for data transmis-
sion on their networks. “Traffic without limits” ADSL/FTTB subscriptions advertised by all ISPs in fact 
entail quotas on traffic. If a quota is exceeded, the connection speed sharply decreases. For example, 
Uztelecom offers private households “unlimited” FTTB subscriptions for US$135 per month with a 4 
Mbps maximum download speed that drops to 128 Kbps after customers exceed the data volume 
quota of 30 GB.18

According to official statistics, at least eight leading private ISPs have transferred Uztelecom’s price 
reductions to their individual subscribers and dropped subscription prices between 15 and 80 per-
cent from 2011 to 2013.19 At the same time, according to the ITU, internet access prices are still pro-
hibitively expensive in comparison to the average household income.20 Actual speeds experienced by 
internet users are frequently much lower than advertised. Users experience frequent disconnections 
and generally complain about poor quality of connections and technical support on behalf of ISPs. 

Restrictions on Connectivity  

The state-owned national operator Uztelecom is the primary carrier of Uzbekistan’s telecommuni-
cations infrastructure and an upstream ISP. Since August 2005, Uztelecom has operated the nation-
al-level backbone network and requires private ISPs to route and transmit their international traffic 
through its International Centre for Packet Switching (“Mezhdunarodnyi tsentr paketnoyi kommu-
tatsii”). Uztelecom also sells internet traffic to private ISPs at a wholesale, U.S. dollar-denominated 
price.21 Uztelecom controls the country’s external internet gateway capacity, which allows the author-
ities to control access speeds for the entire country, if needed. As of May 2015, the average speed of 
internet access reached 19.25 Mbps, according to Uztelecom,22 although Akamai reported average 
speeds of only 2.6 Mbps for 2014.23  In 2011, the government prohibited private ISPs from bypassing 

17  See, e.g., a tariff list from the leading ISP provider: TPS, accessed April 26, 2013  http://www.tps.uz/tariffs/section/jet. 
18  See tariff “Record-6,” as of February 12, 2014, at http://uzonline.uz/ru/services/internet/#life. 
19  CCITT, “Анализ рынка и тарифов интернет-услуг в Узбекистане,” [Analysis of the market and tariffs for internet services 
in Uzbekistan] press release, January 22, 2014, at http://bit.ly/1L9kE5H. The 8 leading ISPs: TPS (Technoprosistem), Beeline, DosT 
Link, Sarkor Telecom, Unitech, NetCity, Amaliy Aloqalar Biznesi, and Skyline.
20  As reported by ITU in 2012, internet access prices were prohibitively high in Uzbekistan and exceeded the monthly GNI per 
capita level at the rate of approximately 188 percent. See ITU, “Measuring the Information Society: 2012.”

21  Uztelecom, “ О проектах по поэтапному расширению пропускной способности доступа к глобальным сетям 
Интернет” [On projects to phase capacity expansion of access to the global Internet networks], May 7, 2015, http://uztelecom.
uz/ru/press/news/2015/1839/.
22  Uztelecom,» АК «Узбектелеком» имеет техническую возможность увеличить скорость внешних каналов Интернет 
более чем в четыре раза» [JSC «Uzbektelecom» has the technical capability to increase the speed of external Internet 
channels in more than four times], January 8, 2014, http://www.uztelecom.uz/ru/press/news/2014/1327/. 
23  Akamai, State of the Internet Report  Q4 2014, http://akamai.me/1FI5Uhs. 

897

http://www.tps.uz/tariffs/section/jet
http://uzonline.uz/ru/services/internet/#life
http://bit.ly/1L9kE5H
http://www.uztelecom.uz/ru/press/news/2014/1327/
http://akamai.me/1FI5Uhs


FREEDOM 
ON THE NET 
2015

www.freedomhouse.org

Uzbekistan

Uztelecom’s infrastructure to connect to the internet, and from installing and maintaining their own 
satellite stations in order to establish internet connectivity. 

The TAS-IX peering center and content delivery network, established in February 2004, interconnects 
the networks of 37 private ISPs to enable traffic conveyance and exchange at no mutual charge and 
without the need to establish international internet connections via Uztelecom.24 TAS-IX ISPs are 
challenged to find the income streams for the investments needed to meet the capacity require-
ments of their customers.25 Private ISPs provide no traffic limitations to websites hosted within the 
TAS-IX networks, but filter and block content and applications to the same extent as Uztelecom.26 
Most censorship takes place at the country’s international internet connection, operated by Uztele-
com, which aggregates the private ISPs’ traffic at a single node within its infrastructure. 

ICT Market 

Currently, five mobile phone companies operate in Uzbekistan. The fewest number of subscribers 
belong to two CDMA operators—Uzmobile (a brand of the state-owned Uztelecom) and Perfectum 
Mobile (owned by the Uzbek company Rubicon Wireless Communication).27 There are two GSM 
operators: Beeline (owned by the Russian VimpelCom Ltd) and Ucell (owned by the Swedish-Finnish 
company TeliaSonera). In December 2014, UMS (Universal Mobile Systems) entered the domestic 
market. This company is a joint venture of the Uzbek government (which owns 49.99 percent) and 
the Russian company MTS, under an agreement reached before the International Centre for Settle-
ment of Investment Disputes of the World Bank.28 Previously, from July 2012 through April 2013, the 
government took steps to terminate the operations of the former leading GSM operator Uzdunro-
bita (a wholly owned subsidiary of the Russian MTS), which had a customer base of more than 9.5 
million subscribers. In December 2013, local authorities placed assets and equipment expropriated 
from Uzdunrobita into the custody of Uztelecom for an unspecified duration and without the right 
of use.29 

By 2017, competition within the mobile communications market in Uzbekistan may shrink further. 
On February 12, 2014, President Karimov signed a resolution that gave CDMA provider Uzmobile 
the legal status of a “national operator of mobile communications.” With the aim of ensuring a “re-
liable and stable operation of mobile communications networks given the requirements of informa-
tion security,” the company is entrusted with the nationwide “introduction of the most innovative 
technologies for high-speed data transmission, including internet broadband, mobile TV services, 
e-payments and e-commerce” based on GSM technology.30 From 2014-2017, Uzmobile will enjoy tax 
exemptions and licensing privileges in order to reach a target of 7,000 base stations and 8 million 

24  TAS-IX, “  List of Members,“ [in Russian] March 13, 2013, http://bit.ly/1G0hmEW. 
25  Eugeniy Sklyarevskiy, “Узбекистан: Кто платит за бесплатный  TAS-IX?,” 12 News, October 24, 2012, http://bit.ly/1P1bApE. 
26  TAX-IS participating ISP maintain a service to find out whether a website is in the TAS-IX network. See, e.g., TPS, 

“Проверить, находится ли сайт в сети TAS-IX,”  http://www.tps.uz/tasix/. 
27  “UZMOBILE subscribers’ number exceeds 200,000 users,” UzDaily, January 31, 2013, http://bit.ly/1Oo5tLY. Perfectum 
Mobile does not make public its customer base. Reportedly, the numbers reached an average of 500,000 subscribers in 
2012. See «Сколько же абонентов было у МТС- Узбекистан на самом деле?» Mobinfo.Uz, November 10, 2012,  http://bit.
ly/1N2bavZ. 
28  “Russia’s MTS will return to Uzbekistan by the end of 2014,” The Times of Central Asia, August 4, 2014, http://bit.ly/1Pk3pnv. 
29  RIA Novosti, «Активы узбекской «дочки» МТС переданы на баланс «Узбектелекома»,» December 16, 2013, http://bit.
ly/1L9lwYc. 
30  Resolution of the President RU “О мерах по организации деятельсности национального оператора мобильной связи” 
[On the Measures Establishing the Activity of the National Operator of the Mobile Communications], No. ПП-2126, February 12, 
2014, SZRU (2014) No. 7, item 73.
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subscribers by the end of 2017. The Chinese government has pledged US$500,000 in investments for 
Huawei Technologies to be an official supplier of telecommunications equipment to Uzmobile.31 

Service providers are required to have a license to operate, and in 2005, the Cabinet of Ministers 
adopted Resolution No. 155, which stipulates that telecommunications providers must first register 
as a legal entity before being issued a license. Thereafter, the licensing procedure is fairly straight-
forward but in practice is often encumbered by political interests, with applicants from outside the 
government’s inner circle regularly denied licenses for unjustifiable reasons.32 As of March 2014, no 
licenses can be given to an internet cafe if the business premises are located in the basement of 
multistory buildings.33

Regulatory Bodies 

In February 2015, the Cabinet of Ministers created the Ministry for the Development of Information 
Technologies and Communications (MININFOCOM) to consolidate state development and control 
of the ICT industry. The Ministry is responsible for internet content regulation in order to prevent, 
among other things, the internet’s “negative influence on the public consciousness of citizens, in 
particular of young people.” To do so, the Ministry implements measures on the further develop-
ment of the national segment of the internet (the intranet), as well as the provision of the necessary 
technical and favorable conditions for the development of “modern national websites on different 
issues, including information resources to satisfy informational and intellectual needs of the popula-
tion, particularly of the youth.”34 

The Computerization and Information Technologies Developing Center (Uzinfocom) under the Min-
istry administers the “.uz” top-level domain. There are seven private ISPs officially authorized to pro-
vide registry services in the “.uz” domain zone.35 Uzinfocom is also the largest provider of web host-
ing services, including for the e-government project, government-backed intranet, national search 
engine, and social-networking sites.36 Current rules for the assignment, registration, and use of the 
country’s top-level domain create an obstacle to internet access.37

Limits on Content

The government of Uzbekistan engages in pervasive and systematic blocking of independent news and 
any content that is critical of the regime, particularly that which is related to foreign and domestic 

31  See «Китай выделит Узбекистану $550 млн. на развитие оператора «Узмобайл» — СМИ,»Mobinfo.Uz, http://bit.
ly/1MgLzfV. 
32  IREX, “Uzbekistan.” 
33  Murat Sadykov, “Uzbekistan: Big Brother’s Newest Eye—In Internet Cafes,” Eurasianet, March 31, 2014, http://bit.
ly/1L9lDmG. 
34  See Resolution of the Cabinet of Ministers RU „Об утверждении Положения о Министерстве по развитию 
информационных технологий и коммуникаций Республики Узбекистан“ [On the Establishment of the Ministry for the 
Development of Information Technologies and Communications of the Republic of Uzbekistan], No. 87, April 10, 2015, SZRU 
(2015), NO 15 (671), item. 178. 
35  ccTLD.uz, „Администраторы,“ [Administrators] http://cctld.uz/reg/. 
36  Uzinfocom Data Centre, „Услуги веб-хостинга,“ [Web Hostimg Services] http://dc.uz/rus/hosting/. 
37  Law RU “On Telecommunications,” at Arts. 8, 11.
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affairs or the human rights situation in the country.38 Access to online information was relatively open 
until 2001, when the authorities began filtering politically sensitive websites and reportedly intercept-
ing email communications.39 Online censorship and surveillance significantly intensified after May 
2005, following the government’s violent crackdown on peaceful antigovernment protests in Andijan 
and the subsequent news blackout on this event in the traditional media.40  

Blocking and Filtering 

Websites permanently blocked in Uzbekistan do not appear on www.поиск.uz—the national search 
engine of Uzbekistan’s government.41 Blocked websites include most independent news websites 
with socio-political and human rights-related content on Uzbekistan. Websites of Uzbek human 
rights and opposition groups in exile are also blocked. The websites of the international broadcast-
ers Radio Free Europe/Radio Liberty, Deutsche Welle, and the Uzbek services of the BBC and Voice of 
America have been permanently inaccessible in Uzbekistan since 2005.42 Websites of the major in-
ternational human rights organizations, such as Amnesty International, Freedom House, and Human 
Rights Watch, among others, are also blocked.

Stringent limits on content also appear on the ZiyoNET information network, which is the only mode 
of internet access for libraries, educational and other cultural institutions, and youth organizations. 
In July 2013, the government adopted a resolution calling for the introduction of an official list or 
registry of information resources to be made available on ZiyoNET after having received approval 
by the respective state bodies.43 As of February 2014, there were 50,100 “approved” educational re-
sources, some of which are knock-offs of popular social media platforms, such as Utube.uz, which is 
similar to YouTube. 

Several government-linked entities monitor and control online communications, though the opaque 
system offers few details on how decisions are made or what websites are blocked at any given 
time. The Center for the Monitoring of the Mass Communications Sphere takes various measures to 
maintain compliance with national legislation that restricts free expression.44 Among its key objec-
tives are “to analyze the content of information disseminated online and ensure its consistency with 
existing laws and regulations.”45 Based on its systematic monitoring of online content, the center 

38  Reporters Without Borders, “ Uzbekistan,” Internet Enemies, March 12, 2012, http://bit.ly/1WPU1u2; Alexei Volosevich, 
“Journalism in Uzbekistan is not history. It has but moved to the Net,” Fergana, February 26, 2007, http://enews.fergananews.
com/article.php?id=1855. 
39  OpenNet Initiative, “Country Profile: Uzbekistan,” December 21, 2010, http://opennet.net/research/profiles/uzbekistan.
40  Organization for Security and Co-operation in Europe, “Coverage of the Events and Governmental Handling of the Press 
During the Andijan Crisis in Uzbekistan: Observations and recommendations,” June 15, 2005, http://www.osce.org/fom/15617; 
Alo Khodjayev, “The Internet Media in Uzbekistan,” in OSCE Representative on Freedom of the Media (ed.), Pluralism in the 
Media and the Internet (OSCE Representative on Freedom of the Media, Vienna, 2006), 144.
41  Resolution of the President RU “О дополнительных мерах по дальнейшему развитию информационных технологий” 
[Program on the Establishment and Development of a National Information Search System], No.ПП-117, signed July 8, 2005, 
Annex 3, SZRU (2005) No.27, 189.
42  Committee to Protect Journalists, „Attacks on the Press 2010: Uzbekistan,“ February 15, 2011, http://cpj.org/x/40d0. 
43  Resolution of the Cabinet of Ministers RU “О мерах по дальнейшему развитию образовательной сети “ZiyoNET”” [On 
the Further Development of the Educational Network “ZiyoNET”], No. 198, July 10, 2013, SZRU (2013) No. 28 (580), item 362, at 
Art. 4.
44  Zhanna Hördegen, “The Future of Internet Media in Uzbekistan: Transformation from State Censorship to Monitoring of 
Information Space since Independence,” in After the Czars and Commissars: Journalism in Authoritarian Post-Soviet Central Asia  
ed. Eric Freedman and Richard Schafer, (East Lansing: Michigan State University Press, April 2011), 99-121.
45  Regulation No. 555, On the Measures of Improving the Organizational Structures in the Sphere of Mass 
Telecommunications, adopted by the Cabinet of Ministers of Uzbekistan on November 24, 2004. See,  OpenNet Initiative, 

“Country Profile: Uzbekistan,” December 21, 2010, http://opennet.net/research/profiles/uzbekistan.
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has contributed to the takedown of independent websites (see Media, Diversity, and Content Ma-
nipulation).46 The Expert Commission on Information and Mass Communications, a secretive body 
established in August 2011, oversees the Monitoring Center.47 The commission is not independent 
and must submit quarterly reports to the Cabinet of Ministers.48 Furthermore, its membership is not 
public,49 although the body is reportedly comprised exclusively of government employees.50 The new 
commission is mandated to evaluate online publications and determine if they: have a “destructive 
and negative informational-psychological influence on the public consciousness of citizens;” fail to 

“maintain and ensure continuity of national and cultural traditions and heritage;” or aim to “destabi-
lize the public and political situation,” or commit other potential content violations.51 

The commission also assesses publications referred to it by the Monitoring Center or other state 
bodies, including the courts and law enforcement, drawing on a designated pool of government-ap-
proved experts.52 The experts submit reports to the commission, whose members then vote on 
whether or not a violation has been committed. If a violation is found, the decision becomes the 
basis for action to be taken by state bodies, including courts, and by “other organizations,” presum-
ably private ISPs.53 There are no procedures in place that require notification of those whose content 
is affected by the decision or that grant them an opportunity to defend the speech in question, nor 
is there a clear avenue to appeal the decision after it is made. The broadly defined violations and 
wide discretion granted to the commission raises concerns of how it could be used to suppress or 
punish free speech—including ordering ISPs to delete content or encouraging the arbitrary impris-
onment of bloggers—particularly given the Uzbek government’s track record of politically motivated 
censorship.54 

Content Removal 

Intermediaries can be held liable for third-party content hosted on their platforms and can be forced 
to remove such content. Following the 2007 amendments to the 1997 law “On Mass Media,”55 any 
website engaged in the dissemination of mass information periodically (at least once every six 
months) is considered “mass media” and is subject to official press registration.56 This procedure is 
generally known to be content-based and arbitrary, and inhibits editors and readers from exercising 

46  A news website Informator.uz was shut down in 2007. See, “Pochemu zakrito nezavisimoe SMI Uzbekistana—Informator.
Uz?” [Why the independent mass media of Uzbekistan, Informator.Uz, is closed?] UZ Forum (blog), September 20, 2007, www.
uforum.uz/showthread.php?t=2565. 
47  Resolution of the Cabinet of Ministers, О дополнительных мерах по совершенствованию системы мониторинга в 
сфере массовых коммуникаций,[On Supplementary Measures for the Improvement of the Monitoring System for the Sphere 
of Mass Communications] No. 228,  August 5, 2011, SZ RU (2011) No. 32-33, item 336.
48  Ibid, Annex II, art. 31.
49  Ibid, Annex I, contains a list of the Commission’s members that is not made public. 
50  Reporters Without Borders, “Uzbekistan.” 
51  Resolution of the Cabinet of Ministers RU, No. 228, at art. 1 and Annex II, art. 5. See note 50 above. 
52  Ibid, at art. 1 and Annex II, art. 14.
53  Ibid, at Annex II, art. 26 and 29.
54  For the detailed discussion of the governmental regulation of speech on ideological grounds, see: Zhanna 
Kozhamberdiyeva, “Freedom of Expression on the Internet: A Case Study of Uzbekistan,” Review of Central and East European 
Law  33, no. 1 (2008) 95-134.

55  Law RU, О средствах массовой информации, [On the Mass Media] No. 541-I, adopted December 26, 1997, as amended 
on January 15, 2007, SZRU (2007) No. 3, item 20, at art. 4.
56  Resolution of the Cabinet of Ministers RU, О дальнейшем совершенствовании порядка государствен ной регистрации 
средств массовой информации в Республике Узбекистан, [On the Further Development of the Procedure for State 
Registration of the Mass Media in the Republic of Uzbekistan] No. 214, October 11, 2006, in SP RU (2007) No. 14, item 141, at 
art. 8.
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their freedom of expression and right to access information.57 As of January 2015, 304 news-oriented 
websites, including online versions of traditional news media outlets, were registered as mass media 
in Uzbekistan.58.

In September 2014, amendments to the Law on Informatization were passed stipulating that owners 
of a blog or other news source published exclusively online, including citizen journalists unaffiliated 
with traditional news media outlets, fall under state regulation. By the law’s broad definition, any 
person may qualify as a blogger by engaging in the dissemination of any types of information (“of 
socio-political, socio-economic and other character”) to the public through a website, including for 
the purpose of its discussion by users.59 For the purpose of content restrictions, the law seems to 
equate blogs with traditional news media. In the process of gathering information, owners of a blog 
or website have to substantiate with evidence the credibility (dostovernost) of “generally accessible 
information” prior to its publication. This requirement would also apply to individuals reposting 
information, and would oblige them to “immediately remove” the posted information if it is not 
credible. In cases of noncompliance, the law entitles a special governmental body to limit access to 
the website. In cases of news-oriented blogging, bloggers may have difficulty in obtaining protec-
tion equivalent to that granted by the state to professional journalists, as these rights are elusive in 
practice. 

Media, Diversity, and Content Manipulation  

The online media environment in Uzbekistan is severely restricted. Self-censorship is pervasive, given 
the government’s tight controls over the media and harsh punishment of those who report on topics 
deemed “taboo,” including criticism of the president, revelations about corruption, or health edu-
cation.60 As a result of the government’s history of harassing traditional journalists, as well as their 
families, many online writers are cautious about what they post. The editorial direction of the online 
versions of state-run news outlets is often determined by both official and unofficial guidelines from 
the government. 

Several independent news sites have been shut down as a result of permanent and systematic mon-
itoring of the internet by the Monitoring Center. In May 2015, the court ordered the closure of the 
news media website Noviyvek, a weekly newspaper established in January 1992 and known for its 
balanced news reporting. In the past, there have been a few cases of independent news websites 
officially registered in Uzbekistan being closed or retroactively unregistered in arbitrary fashion (for 
example, Informator).61 As of May 2015, Olam remained closed after going offline for “technical rea-
sons” on January 19, 2013. By then, Olam was Uzbekistan’s second most-visited news site. Report-
edly, the Uzbek authorities had opened up proceedings against its editor-in-chief and the website 
owner, the Tashkent-based LLC Mobile Mass Media. Charges included infringement of copyright 

57  UN Human Rights Committee, “Mavlonov and Sa’di v. the Republic of Uzbekistan,”  Communication No. 1334/2004, Views 
adopted on April 29, 2009, UN Doc. CCPR/C/95/D/1334/2004, at par. 2.6, 2.11 and 8.3. 
58  See Uzbek Agency for the Press and Information, “Состояние и динамика развития СМИ, издательств и 
полиграфических предприятий Узбекистана (01.01.2015г.),” last accessed on 27 May 2015, http://www.api.uz/ru/#ru/content/
licence/statistics/. 
59  Law RU No. ЗРУ-373, SZRU (2014) No. 36, item 452.
60  Catherine A. Fitzpatrick, “Uzbekistan: AIDS Activist Released, But Other Human Rights Defenders Harassed,” Eurasianet, 
September 6, 2011, http://www.eurasianet.org/node/64131.
61  See “Pochemu zakrito nezavisimoe SMI Uzbekistana—Informator.Uz?” [“Why the independent mass media of Uzbekistan, 
Informator.Uz, is closed?”]. 

902

http://www.api.uz/ru/#ru/content/licence/statistics/
http://www.api.uz/ru/#ru/content/licence/statistics/
http://www.eurasianet.org/node/64131


FREEDOM 
ON THE NET 
2015

www.freedomhouse.org

Uzbekistan

and patent law, high treason, encroachment upon the constitutional order, espionage, subversive 
acts, loss of documents containing state or military secrets, and robbery. Prior to its closure, Olam 
had reported on state appropriation of an Uzbek subsidiary of the Russian MTS mobile company in 
2013-2014.

Under the 1999 Law on Telecommunications and several other government resolutions, the licenses 
of lower-tier ISPs may be withheld or denied if the company fails to take measures to prevent their 
computer networks from being used for exchanging information deemed to violate national laws, 
including ones that restrict political speech. Under Order No. 216 passed in 2004, ISPs and operators 

“cannot disseminate information that, inter alia, calls for the violent overthrow of the constitutional 
order of Uzbekistan, instigates war and violence, contains pornography, or degrades and defames 
human dignity.”62 Given these broad restrictions, many individuals and organizations prefer to host 
their websites outside the country.63 

The government has also placed political pressure on mobile phone operators. In March 2011, amid 
growing unrest in the Middle East, regulators demanded that operators notify the government of 
any attempts to circulate mass text messages with “suspicious content” and reportedly warned that 
the providers would be required to shut down internet connections provided to mobile users at the 
authorities’ request.64 

Facebook, YouTube, Twitter, and the Russian social networks Odnoklassniki and VKontakte continue 
to top the list of the most visited websites in Uzbekistan. In 2014, Facebook was the fourth most 
visited website in the country, followed by Odnoklassniki (available in Uzbek since December 2012), 
VKontakte, and YouTube. Twitter became particularly popular in the fall of 2013, when the president’s 
daughter Gulnara Karimova used her account to reveal inside secrets about her family and the cor-
rupt practices of the Uzbek national security service.65 

As social-networking sites and blogging platforms have grown in popularity, the government at-
tempts to influence the information circulated on them by creating and promoting Uzbek alter-
natives to popular global or regional brands. The most recent example is the microblog Bamboo, 
launched in February 2014 for exclusive use by the Uzbek people under the motto “one country, one 
network.” The platform is very similar to Twitter and is likely to have been developed by the state 
to reduce the use of Twitter in Uzbekistan.66 According to Bamboo’s terms of use, any information 
about its users can be forwarded to official bodies upon their “lawful and legitimate requests.” Also 
in February 2014, local IT specialists developed a messaging platform called Gap IM as an alternative 
to messaging services available via Skype, ICQ, Google Talk and Mail.ru.67 The service is available in 
Russian and Uzbek languages and can be used on mobile phones.

62  Regulation, О порядке предоставления доступа к сети Интернет в общественных пунктах пользования, [On 
Adoption of the Terms of Provision of Access to the Internet Network in Public Points of Use] promulgated by Order of the 
Communications and Information Agency of Uzbekistan No. 216, July 23, 2004, SZRU (2004) No. 30, item 350. 
63  According to government figures, only about 30 percent of websites with “.uz” domain names were hosted on servers 
based in Uzbekistan as of December 2011. See Uzinfocom, “Только цифры,” [Only Numbers] http://bit.ly/1jRuwui. 
64  Murat Sadykov, “Uzbekistan Tightens Control over Mobile Internet,” Eurasianet, March 15, 2011, http://www.eurasianet.org/
node/63076. 
65  See e.g., Murat Sadykov, “Uzbekistan: Gulnara off Twitter After Blaming Scandal on Mother,” Eurasianet, November 21, 
2013, http://bit.ly/1jeGsWM. 
66  Murat Sadykov, “After Cloning Facebook, Uzbekistan Launches Twitter Imitation,” Eurasianet,  February 13, 2014, http://bit.
ly/1ht1WgN. 
67  Info-android, “Uzbekistan has created an interesting alternative to Skype and ICQ,” February 10, 2014, http://bit.
ly/1N2dVgY. 
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The role of blogs as opinion-shaping media on political and social issues in Uzbekistan is minimal. 
The blogosphere is largely of entertainment character.68 A handful of blogs critical of the regime are 
run by Uzbek dissidents (for example, Jahonnoma, Turonzamin, and Fromuz) or are affiliated with 
independent online news websites and run by invited journalists. Since its establishment in January 
2012, the Choyxona forum has become somewhat popular, with over 1,500 threads, 58,000 posts, 
and 736 members as of February 2014. It is run by the former editors of Arbuz, a forum site that was 
suspended in 2011 after Uzbek authorities arrested several of its users. 

Digital Activism 

A handful of political activists and regime critics actively use the internet and social media as chan-
nels to reach supporters in and outside of Uzbekistan. Their efforts may have the effect of raising 
awareness about the issues at stake, but their actual impact on social mobilization is limited, largely 
due to the repressive environment for freedom of speech and the right of assembly within the coun-
try. Moreover, the stringent ideological policies of the government regarding the use of the internet 
and social media by Uzbek youth seem to discourage digital activism as a form of political engage-
ment among young people in particular.

In February 2015, the banned opposition group Birdamlik and human rights defender Mutabar Tad-
jibaeva protested against the unconstitutional presidential elections of March 29, 2015, by staging 
their own virtual alternative election. The organizers launched a virtual election committee’s website 
at Saylov2015.org, where people could cast a vote for eleven presidential candidates (excluding 
President Karimov). The major goal was to engage the public in Uzbekistan in the virtual exercise of 
free and fair elections and promote democracy.69 Unsurprisingly, prior to the official election date, 
hackers defaced the website with pornographic images and the website is no longer available.70 

Violations of User Rights

The extent of state interference with internet users’ rights, such as freedom of speech and the right to 
privacy, is a cause of serious concern. State measures to silence dissent include persecution and crim-
inal prosecution of regime critics and independent journalists, often on fabricated chargers, as well as 
systematic and permanent media censorship and constant surveillance of communications. A freelance 
reporter for an independent online media outlet was prosecuted and fined by a court in June 2014 for 
working without the appropriate license after he published an article about the government ordering 
the demolition of buildings in Tashkent and failing to compensate residents. The 10-year-old independ-
ent news website Uznews ceased operations after confidential information leaked by hackers exposed 
its reporters in Uzbekistan to possible retaliation from the government. As of May 2015, one Uzbek in-
ternet user was serving an eight-year prison sentence for violating constitutional order by establishing 
communication over the internet with an Uzbek opposition group in exile and for distributing materials 
on the group’s orders.

68  Sarah Kendzior, Digital Freedom of Expression in Uzbekistan, Sarah Kendzior (blog), New America Foundation, July 18, 2012, 
http://bit.ly/1LCqcLz. 
69  RFE/RL Uzbek Service, “Virtual Election’ Seeks To Give Uzbeks Real Choice,” Radio Free Europe Radio Liberty, February 10, 
2015, http://bit.ly/1P1fWx3.  
70 Узбекистан: Виртуальная избирательная комиссия прекратила работу в связи с хакерской атакой на веб-сайт,“ 
Fergana, March 24, 2015, http://bit.ly/1DTT3Xh.  
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Legal Environment 

Uzbekistan’s constitution protects the rights to freedom of expression and of the mass media, as 
well containing bans on censorship. However, the implementation of these protections is minimal 
under the current authoritarian regime with its weak attachment to democratic principles. National 
courts have generally failed to protect individuals, including professional journalists, against govern-
ment retaliation for exercising their free speech rights. Rampant corruption, particularly within law 
enforcement bodies, as well as weak legislative and judicial bodies, continue to have a deleterious 
impact on freedom of speech.

Article 29 of Uzbekistan’s constitution guarantees the right to gather and disseminate information. 
The Uzbek criminal code contains several provisions that have been used extensively to prosecute 
reporters and internet users for online activities. They include but are not limited to the crimes of 
threatening constitutional order (Article 159), production and dissemination of materials containing 
a threat to public security and order with foreign financial help (Article 244), slander (Article 139), 
insult (Article 140), and insult of the president (Article 158). Both slander and insult are punishable 
with fines ranging from 50 to 100 times the minimum monthly wage, correctional labor of two to 
three years, arrest of up to six months, or detention for up to six years.71 Further restrictions typically 
placed on journalists and internet users are based on vague information security rules.72 

Prosecutions and Detentions for Online Activities 

The regime’s hostility towards its critics, including independent journalists, human rights activists, 
and critically-minded internet users, is notorious in Uzbekistan.73 As of May 2015, two Uzbek online 
journalists remained in jail on criminal charges presumed to be fabricated.74 Solidzhon Abdura-
khmanov, a 63-year-old journalist and former reporter for Uznews (the independent news website 
forced to shut down in December 2014) continues to serve a 10-year sentence imposed in October 
2008 for allegedly selling drugs. Prior to his arrest, he had reported on human rights and economic 
and social issues, including corruption in the Nukus traffic police office, which fueled suspicions that 
the drug charges were trumped up in retaliation for his reporting.75 Dilmurod Saiid, a freelance jour-
nalist and human rights activist, is serving a 12.5 year sentence imposed in July 2009 on extortion 
charges. Before his detention, he had reported on government corruption in Uzbekistan’s agricultur-
al sector for local media and independent news websites.76

In a summary administrative trial on June 28, 2014, well-known freelance journalist Said Abdura-
khimov (pseudonym “Sid Yanyshev”) was found guilty of two administrative offenses and fined 
US$4,100 for an article about the government’s failure to compensate local residents in Tashkent for 
demolishing their houses. The article was published on Fergananews, a website blocked in Uzbeki-
stan. Abdurakhimov was convicted under Articles 165 and 184 of the code of administrative offens-

71  Criminal Code of the Republic of Uzbekistan, art. 139 and 140, http://bit.ly/1aA516n. 
72  Kozhamberdiyeva, “Freedom of Expression on the Internet: A Case Study of Uzbekistan.”
73  See Human Rights Watch,“the Very End,“ September 26, 2014, http://bit.ly/1IXpa50. 
74  Human Rights Watch, “Submission to the UN Human Rights Committee on Concerns and Recommendations on 
Uzbekistan,” August 13, 2014, http://bit.ly/1BgbHFw. 
75  Committee to Protect Journalists, “Government increases pressure on Uzbek journalists,” letter, February 17, 2010,  http://
cpj.org/x/37de. 
76  Committee to Protect Journalists, “Uzbek appeals court should overturn harsh sentence,” September 3, 2009, http://cpj.
org/x/34ea
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es for working as a journalist “without a license or permit” and “preparing or keeping information 
representing a threat to public security and order, with the aim of disseminating it.” Following the 
court’s reasoning, any persons who engage into the process of newsgathering are functionally indis-
tinguishable from traditional journalists operating without a license required by law;77 however, this 
court case took place before the legislation was amended in September 2014 to extend media liabil-
ity to bloggers and other website owners disseminating information to the public.

Since January 2012, the fate and whereabouts of Jamshid Karimov remain unknown. An independent 
journalist and human rights activist who also happened to be the president’s nephew, Jamshid Kari-
mov was known for his critical reporting under different pseudonyms for independent news web-
sites, including Fergananews, Uznews, and the Institute for War and Peace Reporting. In September 
2006, he was abducted in Djizak during a hospital visit to his mother, detained incommunicado for 
13 days, and was then confined to a Samarkand psychiatric hospital. Until his release in November 
2011, he was under forced psychiatric treatment for “sluggish schizophrenia,” a diagnosis invented 
and systematically used in the USSR to silence political dissent.78 Given these events, which are be-
lieved to have been in retaliation for his professional activity, there is a strong suspicion that Jamshid 
Karimov has been subject to involuntary disappearance for more than three years,79 which consti-
tutes torture and cruel and inhuman treatment under article 7 of the International Covenant on Civil 
and Political Rights, which has been ratified by Uzbekistan.80 

Cases of selective and arbitrary prosecution of both independent and licensed journalists for their 
online publications have taken place in the past. They include Abdumalik Boboyev, a reporter for 
Voice of America’s Uzbek Service, Vladimir Berezovsky, the editor of Vesti, Viktor Krymzalov, a report-
er for Centrasia and Fergananews, and Elena Bondar, a reporter for Uznews and Fergananews. Some 
of these journalists were convicted under criminal law and had to pay exorbitant fines as a punish-
ment. These cases have shown that recommendations by the internet state censorship authority, the 
Monitoring Center, which determines which online news articles violate national legislation, are be-
ing used to legitimate prosecution and conviction of online reporters. 

Surveillance, Privacy, and Anonymity 

The space for anonymous online communication in Uzbekistan is steadily shrinking, and govern-
ment surveillance of ICTs is extensive. Although Article 27 of the constitution guarantees the privacy 
of “written communications and telephone conversations,” there is no data protection legislation in 
Uzbekistan. Since 2006, the National Security Service (NSS) conducts electronic surveillance of the 
national telecommunications network by employing the “system for operational investigative mea-
sures” (SORM), including for the purposes of preventing terrorism and extremism.81 ISPs and mobile 
phone companies must install SORM and other surveillance equipment on their networks in order 

77   Reporters Without Borders, „Sham Trial Ends in Heavy Fine for Well-Known Freelancer,“ July 1, 2014, http://bit.ly/1nx8tUt. 
78   “Джамшид Каримов и его охрана,” a-volosevich (blog), February 23, 2002, at http://bit.ly/1VHAf1n; “Джамшид Каримов 
как человек, журналист и VIP-племянник,“ Fergana, November 28, 2011,  http://bit.ly/1RwzQ1m. 
79  Jarayon, “По случаю диалога Европейского Союза - Узбекистана,“  April 1, 2014, http://bit.ly/1VHArO6. 
80  See Manfred Nowak, U.N. Covenant on Civil and Political Rights: CCPR Commentary, 2nd revised edition,( N.P. Engel, 2005) 
163, 177. 
81  Resolution of the President RU, О мерах по повышению эффективности организации оперативно-розыскных 
мероприятий на сетях телекоммуникаций Республики Узбекистан, [On Measures for Increasing the Effectiveness of 
Operational and Investigative Actions on the Telecommunications Networks of the Republic of Uzbekistan] No. ПП-513, 
November 21, 2006, at Preamble and art. 2-3.
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to obtain a license.82 Telecommunications providers are prohibited by law from disclosing details on 
surveillance methods and face possible financial sanctions or license revocation if they fail to design 
their networks to accommodate electronic interception.83 

The NSS systematically eavesdrops on citizens’ communications over email, mobile phone and 
Skype, in online forums, and social networks. There is no independent oversight to guard against 
abusive surveillance, leaving the NSS wide discretion in its activities.84 If surveillance is part of a civil 
or criminal investigation, content intercepted on telecommunications networks is admissible as court 
evidence.85 

There are no explicit limitations on encryption, though in practice the government strictly regulates 
the use of such technologies.86 Proxy servers and anonymizers remain important tools to access 
content blocked in Uzbekistan. However, in September 2012, Uztelecom started a centralized and 
permanent blocking of proxy servers and websites listing free proxies without a web interface. At the 
same time, the use of both proxies and anonymizers require computer skills beyond the capacity of 
many ordinary users in Uzbekistan. 

In 2011, Arbuz, one of the country’s most important online forums for anonymous discussion, was 
shut down after the arrests of several users. The site’s founder told media that several people who 
had been active contributors to a forum about Kyrgyz-Uzbek ethnic clashes in 2010 had been de-
tained. According to some reports, the NSS had tracked them through their internet protocol (IP) 
addresses.87 Few options remain for posting anonymous comments on other online forums—such as 
Uforum,88 which is administered by the state-run Uzinfocom Center—as individuals are increasingly 
encouraged to register with their real names to participate in such discussions.89 Individuals must 
also provide a passport to buy a SIM card.90 

Since July 2004, operators of internet cafes and other public internet access points are required to 
monitor their users and cooperate with state bodies. Following regulatory amendments in March 
2014, the situation concerning respect for privacy and the protection of personal data of internet 
cafe users has deteriorated further.91 Operators of internet cafes and public access points must 

82  Ibid, art. 5.8. Infra., note 110. Also, tax and custom exemptions apply for import of the SORM equipment by domestic ISPs, 
see Tax Code of RU, art. 208, 211, 230 part 2, and 269.
83  See Law RU, “On Telecommunications”.
84  Resolution of the President RU, О мерах по повышению эффективности организации оперативно-розыскных 
мероприятий на сетях телекоммуникаций Республики Узбекистан, [On Measures for Increasing the Effectiveness of 
Operational and Investigative Actions on the Telecommunications Networks of the Republic of Uzbekistan] No. ПП-513, 
November 21, 2006, at Preamble and art. 2-3; See, Criminal Procedural Code of RU, Vedomosti Oliy Mazhlisa RU (1995) No. 12, 
item 12, at art. 339 part 2, “Tasks of Investigation,” and art. 382, “Competences of the Prosecutor.” Resolution of the President 
RU No. ПП-513, note 87 above, art. 4.
85  Law RU, Oб оперативно-розыскной деятельности, [On Operational and Investigative Activity] No. ЗРУ – 344, December 
26, 2012, SZ RU (2012) No. 52 (552), item 585, art. 16, 19.
86  Resolution of the President RU, О mерах по организации криптографической защиты информации в Rеспублике 
Узбекистан, [On Organizational Measures for Cryptographic Protection of Information in the Republic of Uzbekistan] No. ПП-
614, April 3, 2007, SZ RU (2007) No 14, item 140, at art. 1.
87  Institute for War & Peace Reporting, “Web Use Spirals in Uzbekistan Despite Curbs,” news release, January 3, 2012, http://
bit.ly/sqYKRF. 
88 , “Правила форума,” [Terms of Use] UZ Forum (blog),  http://uforum.uz/misc.php?do=cfrules.
89  U.S. Department of State, “Uzbekistan,” Counter Reports on Human Righst Practices for 2011 16, http://1.usa.gov/1L9qfsZ. 
90  MTC Uzbekistan, “How to subscribe,” http://www.mts.uz/en/join/.
91  See Resolution of the SCCITT RU, “О внесении изменений и дополнений в Положение о порядке предоставления 
доступа к сети Интернет в общественных пунктах пользования [On making amendments and additions to the Regulations 
on the procedure for providing access to the Internet in the public areas of use],” March 19, 2014, No. 79-мх, SZRU (2014)  NO. 
13, item 150.
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install surveillance cameras on their premises as a new measure to “ensure [the] safety of visitors.” 
Additionally, they are required to maintain a “registry of internet web-resources (logfiles)” used by 
customers and to retain this information for a period of three months. In practice, compliance with 
these measures can become burdensome and expensive for internet cafe businesses in Uzbekistan.

Intimidation and Violence 

While there have been no reports of government agents physically attacking bloggers or online 
activists, the National Security Service (NSS) has been known to employ various intimidation tactics 
to restrict freedom of expression online. For example, in June 2011, there were reports of NSS offi-
cers confiscating electronic media devices at the airport, checking browsing histories on travelers’ 
laptops, and interrogating individuals with a record of visiting websites critical of the government.92 
Further, on February 12, 2014, Marjam Ibragymova, a political scientist from Tashkent, was invited by 
prosecutors for a “prophylactic talk,” during which they threatened her with criminal charges of libel 
and the dissemination of materials threatening to public security and order. The materials included 
online articles she wrote for Uznews and Fergananews under the pseudonym “Gulsara Vafaeva,” as 
well as views she expressed during an Uznews talk-show online. She was compelled to sign a state-
ment on the “inadmissibility of such actions in the future.”93

Technical Attacks

In November 2014, hackers took over an email account linked to Uznews, a leading independent 
news media website that has been permanently blocked in Uzbekistan since 2006. Confidential fi-
nancial information from the email account of the website’s editor, Galima Bukharbayeva, was then 
leaked onto the internet. The confidential data also contained the names of Uzbek citizens engaged 
in newsgathering for Uznews. On December 19, 2014, the editors decided to close the site on the 
grounds of concern over the safety of its reporters in Uzbekistan whose identities were leaked.94 Gal-
ima Bukharbayeva received the Committee to Protect Journalists’ International Press Freedom Prize 
in 2005 for her Andijan coverage. Uznews had been engaged into critical reporting on Uzbekistan 
over the last 10 years.

Distributed denial-of-service (DDoS) attacks on independent news media websites reporting on Uz-
bekistan, including the websites Centrasia.ru, Fegananews.com, Uznews.net, UzMentronom.com, and 
Ozodlik.org (Uzbek service of Radio Free Europe/Radio Liberty), have been frequent in the past and 
continue to take place. 

In September 2013, a government resolution established the Information Security Centre as the 
new centralized arm of the State Committee on the CITT dealing with the security of “the national 
segment of the internet” and state information networks, including the e-governance infrastructure.95 

92  “Farg‘ona aeroportida yo‘lovchilar noutbuki tekshirilmoqda,” [At the Ferghana Airport, the Laptop Computers of 
Passengers Are Being Checked] Ozodlik, June 2, 2011, http://bit.ly/1FVgVMy. 
93  Uznews.net, “Ташкентскому политологу пригрозили статьей “клевета” [Tashkent political scientist threatened with 
slander],” February 2013, 2014, at http://www.uznews.net/news_single.php?lng=ru&sub=&cid=3&nid=25085. 
94  Reporters Without Borders, „Tribute to leading news site that was forced to close,“ January 14, 2015, http://bit.ly/1JVwVc8. 
95  Resolution of the Cabinet of Ministers of RU «О мерах по организации деятельности Центра развития системы 
Электорнное правительство и Ценра обеспечения информационной безопасности при Государственном комитетe связи, 
информатизации и коммуникационных технологий Республики Узбекистан» [On Measures Establishing the Development 
Centre on «E-governance» System and Cybersecurity Centre at the State Committee on the CITT], No. ПП-2058, September 16, 
2013, SZRU (2013) No. 38, item 492, art. 3.
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The Centre took over the functions and competences of the Uzbekistan Computer Emergency Readi-
ness Team (UZ-CERT), established in 2005.96 In particular, the Centre continues to alert internet users 
to security threats and give recommendations on the protection of digital information. The Centre 
interacts with domestic ISPs, mobile phone operators, and state bodies—including law enforce-
ment—on the prevention and investigation of “unsanctioned or destructive actions in information 
space.”97

96  See Resolution of the President RU No. ПП-2058, note 39 above (check cross-reference), at Annex 3, art. 1
97  See Criminal Code, art. 278-1 “Violation of the Rules of Informatization”; art. 278-2 “Illegal (Unsanctioned) Access to 
Computer Information”; art.  278-3 “Production and Dissemination of Special Tools for Illegal (Unsanctioned) Access to 
Computer Information”; art. 278-4 “Modification of Computer Information”; and art. 278-5 “Computer Sabotage.”
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Key Developments: June 2014 – May 2015

• In the wake of protests against the government, arbitrary arrests of social network users 
increased. At least eight Twitter users were arrested between August and October 2014, 
and most of these users remained detained without due process as of May 2015 (See 
Prosecutions and Detentions for Online Activities).

• In November 2014, only one month after numerous social media users were arbitrarily
arrested, the ruling party proposed an amendment to the country’s cyberterrorism law
that would make it a crime to use social networks to “disrupt public peace” (See Legal
Environment).

• Over 1,000 websites were blocked between November 2013 and October 2014. Although
most were sites that listed the black-market dollar exchange range, at least two prom-
inent news websites were also blocked during the coverage period (See Blocking and
Filtering).

• Venezuela, which has the slowest internet in the region after Cuba, was one of only two
countries globally that saw a decline in average internet speeds in 2014. Frequent elec-
tricity outages and unexplained, prolonged interruptions of internet service presented
further obstacles to access. (See Availability and Ease of Access and Restrictions on
Connectivity).

Venezuela
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 17 17

Limits on Content (0-35) 18 18

Violations of User Rights (0-40) 21 22

TOTAL* (0-100) 56 57

* 0=most free, 100=least free

Population: 30.2 million

Internet Penetration 2014: 57 percent

Social Media/ICT Apps Blocked: No

Political/Social Content Blocked: Yes

Bloggers/ICT Users Arrested: Yes

Press Freedom 2015 Status: Not Free
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Introduction

In the midst of a worsening economic crisis,1 declining popularity for President Nicolás Maduro, and 
upcoming parliamentary elections,2 the government has increased efforts to maintain control of 
the media. The National Telecommunications Commission (CONATEL) ordered arbitrary blocking of 
websites without due process, while the dominance of the government-owned internet service pro-
vider, CANTV, facilitated these blockings.3 

During the coverage period, at least eight online users were detained under sweeping laws that pro-
hibit any content that threatens public order or promotes anxiety in the public. In the wake of active 
protests on social media, the government has announced the possible enactment of new laws to 
limit digital activism and access to information online.4 

Less overt limitations on online freedom stem from financial restrictions that limit investments in 
telecommunications infrastructure. Poor access and low quality connections continue to plague the 
country. Although official government data shows that internet penetration was over 60 percent by 
the end of 2014, connection speeds are still very low, with an average connection speed of around 
1.4 Mbps.5 

Even as the government tightens its grip on the media by neutralizing media outlets, launching pro-
government outlets, and restricting access to foreign currency needed to import newsprint, citizens 
have continued to create vibrant communities and discussions through digital media and social net-
works.6 The past year marked the creation of new digital ventures, which will add diverse voices to 
the digital landscape. 7 Meanwhile, a number of new cell phone applications and Twitter feeds have 
adapted to help Venezuelans, some of the region’s most active social media users, battle continuous 
shortages in the midst of the economic crisis.8

1  Analysts show that Venezuela’s inflation rate could be as high as 120 percent. Carlos Alberto Montaner, “Venezuela, el 
paraíso convertido en ruinas,” [Venezuela, Paradise in ruins] ABC.es Internacional, February 9, 2015, http://goo.gl/J3mpFr; Also 
see: “Este año Vzla va para una inflación de al menos 120%, y en alimentos va a llegar al 150%  160%”: analista José Guerra,” 
[This year Vzla goes for inflation of at least 120%, and food will reach 150% or 160%”: analyst José Guerra] NTN24, March 30, 
2015, http://goo.gl/QFVfq3. 
2  In June 2015, officials announced that the legislative election is scheduled for December 2015.
3  William Castillo B, Twitter Post, “Siguiendo instrucciones, en razón a graves violaciones a las leyes vzlanas CONATEL ha 
ordenado el bloqueo dl portal http://ln.is/infobae.com/” [Following instructions, due to serious violations of the laws of 
Venezuela CONATEL ordered the blockade of infobae.com], October 10, 2014, 11:31 AM, http://goo.gl/wGWOL0. 
4  “Espacio Público, “Fiscal General: Existe la necesidad de regular redes sociales,” [General Attorney: It is necessary to regulate 
social networks] news release, March 26, 2015, http://bit.ly/1LXjeLE. 
5  Akamai, State of the Internet Report, Q4, 2014, 2015, http://goo.gl/glGbwP; Other sources provided slightly different 
estimates. For example, statistics from the United Nations Economic Commission on South America (CEPAL) show average 
download speeds of 2.3 Mbps and average upload speeds of 0.6 as of December 2014. United Nations, Estado de la banda 
ancha en América Latina y el Caribe 2015,July 2015, http://bit.ly/1SPjYeJ; Manuel Fernandez, the Minister of University 
Education, Science, and Technology claimed in a statement that Venezuela had average connection speeds of around 1.7 Mbps 
with plans to double the speed: Alfonso Freidder, “Cantv duplicará velocidad actual de conexión a internet en Venezuela,”Correo 
Del Orinoco, May 11, 2015, http://bit.ly/1ATMUVa;  
6  Dylan Baddour, “Periodistas en Venezuela se mudan a la red por aumento de presión del gobierno,” [Journalists in 
Venezuela Move to the Net Due To Increased Government Pressure] Blog Periodismo en Las Americas, The Knight Center at the 
University of Texas Austin, October 13, 2014, http://goo.gl/6yM3gY. 
7  Among the most important are:  elestimulo.com/ conzapata.com / efectococuyo.com/ Runrunes.es /contrapunto.com/ 
elpitazo.com/ notiminuto.com/ Armando.info /poderopedia.org/ve/ elcambur.com.ve/ prodavinci.com/ confirmado.com.ve/
8  Andres Schipani, “Social media offers salve for Venezuela’s pain,” Financial Times, March 30, 2015
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Obstacles to Access

Internet penetration in Venezuela remains extremely uneven, with a significant divide between rural 
and urban areas. The quality of internet access is also low, a problem exacerbated by the restricted ac-
cess to foreign currency, which has led to deterioration of telecommunication infrastructure. Blackouts 
of electricity are common, especially in smaller, rural cities where they frequently last many hours and 
sometimes even days. Although a number of private internet service providers (ISPs) operate, the state-
owned provider claims a majority of the backbone infrastructure and accounts for around 65 percent 
of all internet subscriptions. Some experts have raised the possibility that service failures on the part of 
the state-owned provider were purposeful, as they often coincided with moments of increased political 
tension.

Availability and Ease of Access   

Although internet penetration continued to increase in Venezuela, the quality of the connection is 
low. Excessively slow speeds, frequent service failures, and unreliable electricity leave many people 
with limited or no internet access.9 The problem is exacerbated in rural areas where internet penetra-
tion is much lower compared to the capital, despite some government initiatives to expand access. A 
complicated system of currency controls renders foreign currency inaccessible and hampers private 
investments in telecommunications infrastructure. 10

The International Telecommunication Union estimates that internet penetration increased from 33 
percent in 2009 to 57 percent at the end of 2014,11 which puts Venezuela’s penetration rate at the 
average for the region.12 Venezuela’s National Telecommunications Commission (CONATEL) provided 
a similar estimate, measuring internet penetration at 60 percent in 2014, with 3.7 million subscribers 
and close to 16 million users.13 Notably, last year CONATEL only measured internet penetration at 43 
percent.14 Although this appears to represent a 14 percent increase over the course of one year, the 
increase is actually the result of modification of CONATEL’s methodology, which now counts internet 
users seven years and older who have at least a data plan on their cellphones.15 

The vast majority of internet subscribers in Venezuela have broadband internet, although speeds 
typically fall below the normal broadband threshold. Out of 3.7 million internet subscriptions mea-
sured by CONATEL, 94 percent are broadband and seven percent are dial up connections.16 Of these 

9  Associated Press, “Widespread Balckouts Hit Venezuela,” The Guardian, June 27, 2014, http://gu.com/p/3qg5a/stw; See also 
“Venezuela Cuts Working Hours to Tackle Energy Crisis,” BBC News, April 29, 2015, http://bbc.in/1GDoPGL; See also ITProject,  
“Venezolano? Esto te podría interesar: Cómo tener Internet en lugares sin señal de Internet” [Venezuelan? This Could Interest 
You: How to Have Internet in Places Without Signal], http://bit.ly/1O4XZ0v. 
10 Daniel Pardo, “¿Por qué internet en Venezuela es tan lento?” [Why in Internet in Venezuela So Slow], BBC Mundo, 
September 22, 2014, http://bbc.in/1WtaWSU. 
11  International Telecommunications Union, “Percentage of Individuals Using the Internet,” accessed August 15, 2015, http://
bit.ly/1FDwW9w 
12  According to Internet World Stats, the average internet penetration in South America at the end of 2014 was 56.8 percent: 
Internet World Stats, “Internet Usage Statistics for all the Americas,” June 30, 2014, http://bit.ly/1fOzBhb. 
13  The National Telecommunications Commission (CONATEL), “Cuadros Estadísticos 2014,”  [Data from the 
Telecommunications Sector] Chart 16, http://goo.gl/zSy1RN. 
14  CONATEL, “Cuadros Estadísticos 2014.”  
15  CONATEL, “Ajuste a la Metodología para la estimación de Usuarios de Internet-2014,” [Adjustment of Methodology 
to Estimate the Number of Internet Users through the Inclusion of Access via Mobile Phones] December 2014, http://bit.
ly/1Rbr5cM. 
16  According to CONATEL data it is possible to calculate that around 14 out of every hundred people in Venezuela have 
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broadband connections, 71 percent are fixed and 29 percent are mobile connections.17  In recent 
years, growth in the fixed broadband market has slowed slightly as the economy has worsened and 
as more users turn to mobile phone connections for internet access.18 The increasing use of mobile 
connections, along with legislation banning violent videogames and the use of school uniforms in 
cybercafes, has also contributed to a decline in the number of cybercafes.19 

Penetration rates vary substantially across the country, with a striking disparity between urban and 
rural areas. According to the state-owned operator CANTV, 87 percent of Venezuela’s departments 
have some kind of connectivity.20 Penetration in the rural state of Apure, however, is less than 30 per-
cent, while in the capital, penetration reaches close to 100 percent.21

The government has made an effort to increase connections, launching the Wi-Fi Plan for All in 
2013 in order to introduce Wi-Fi in public spaces. Although this plan has introduced Wi-Fi in some 
areas, it has not met demand.22 Meanwhile, the National Transportation Network, an ambitious plan 
by CANTV to set up about 20,000 kilometers of fiber-optic cable is progressing very slowly.23 The 
government claims that the Simón Bolívar satellite has provided internet and mobile connectivity in 
even the remote reaches of the country, but independent sources could not yet verify these claims.24 

The quality of internet connections for the majority of the population remains low and has been 
exacerbated by deterioration in telecommunications infrastructure due to limits imposed on foreign 
currency.25 According to CONATEL, investment and earnings among private network providers have 
gone up when measured in the national currency VEF. When measured in terms of U.S. dollars, how-
ever, investment and earnings have declined by 64 percent and 54 percent respectively over the last 
13 years, with a noticeable impact on operations.26 The state-owned provider CANTV has not fared 
much better in terms of improving quality of service and access speeds.27 Poor national infrastruc-

an internet subscription in their name. Approximately 1 out of 100 people subscribes to a dial-up plan, while 13 out of 
every 100 people have a broadband subscription. Of these broadband subscribers, approximately 9 out of every 100 users 
has a fixed broadband subscription. CONATEL’s estimates for broadband penetration are roughly similar to those of the 
ITU, which estimates that there are approximately eight fixed broadband subscriptions per every 100 hundred people in the 
country. CONATEL, “Cuadros Estadísticos 2014,”  [Data from the Telecommunications Sector] http://goo.gl/zSy1RN; See Also 

“International Telecommunications Union, “Fixed Broadband Subscriptions,” accessed August 15, 2015, http://bit.ly/1FDwW9w 
17  CONATEL, “Cuadros Estadísticos 2014,”  [Data from the Telecommunications Sector] http://goo.gl/zSy1RN; International 
Telecommunications Union, “Percentage of Individuals Using the Internet,” accessed August 15, 2015, http://www.conatel.gob.
ve/resumen-del-sector-telecomunicaciones-2014/ 
18  Budde Comm, Venezuela-Broadband and Broadcasting Market-Overview, Statistics and Forecast, December 12, 2014, http://
bit.ly/1JyoVh7. 
19  The “Video Games” Law, passed in 2009, see: “Ley para la Prohibición de Videojuegos Bélicos 3 de marxo del 2009,” 
published by Fernando Fuentes on Scribd., March 3, 2015,  accessed March 30, 2015, http://goo.gl/jm0zRt.  
20  Agencia Venezolana de Noticias, “Cobertura de internet en Revolución ha crecido hasta abarcar 291 capitales de 
municipios,” [In revolution Internet coverage has grown to encompass 291 municipalities’ capitals] news reléase,  May 3, 2014, 
http://goo.gl/oLuqyy. 
21  CONATEL, “Cuadros Estadísticos 2014,”  [Data from the Telecommunications Sector] Chart 20. 
22  María Emilia Jorge,  “Redes públicas de Wi-Fi no alcanzan para todos,” [Public Wi-Fi Networks are not enough for 
everyone]  El Nacional, September 7, 2014, http://goo.gl/aEXgAI. 
23  Herbeto Alvarado, “Internet en Venezuela atraviesa peligroso atraso,” Últimas Noticias, March 23, 2014, http://bit.
ly/1NXacmb. 
24  Naylett Leonett García and  Ibis León Malavé, “Sin fibra óptica no hay Internet que “vuele”,” [Without Optic Fiber Internet 
Does Not “Fly”] Últimas Noticias June 8, 2014, http://goo.gl/QTauhK. 
25  Daniel Pardo, “¿Por qué internet en Venezuela es tan lento?”
26  Jorge Espinoza. En Bs. inversión e ingresos crecieron más de 2.300% en 13 años: En $, cayeron 64% y 54%. (In Bs, Investment 
and Revenue Grew More Than 2,300% in 13 years: In $, fell 64% and 54 %.). Inside Telecom Vol. XVI# 08. Caracas, Febrero 27, 
2015.
27  “Internet de Venezuela es el más lento de Sudamérica,” Últimas Noticias, August 25, 2014, http://bit.ly/1AU5HRE. 
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ture and a severe energy shortage have also contributed to electricity outages, which are frequent in 
rural areas outside of the capital.28 

Quality of access appears to be deteriorating. According to the Akamai State of the Internet Report, 
Venezuela, which has some of the slowest internet in the region was one of only two countries that 
saw a decline in average connection speeds between 2013 and 2014.29 The average internet connec-
tion on fixed broadband is around 1.4 Mbps.30 Faster internet connections are concentrated in the 
capital city and in wealthy areas. For example, a new WiMax provider and a small company that offer 
speeds up to 25 Mbps market their services in wealthy regions of the country’s capital.31 Among this 
small minority are elite with access to superior connections; some small initiatives of IPTV have also 
opened and gained users.32

With average speeds over 4 Mbps, mobile connection speeds tend to be much faster than fixed-in-
ternet connections in Venezuela,33 and the country is increasingly seeing people turn to mobile con-
nections to access the internet. According to CONATEL, the country has 32 million phone lines (a 106 
percent mobile penetration rate), and more than 11 million of these cell phone subscriptions had 
at least a basic data plan in 2014.34 Mobile connections are especially popular among men under 
25 who use their phones to access social media. 35 Of the 32 million cell phones in the country, 71.9 
percent are GSM, 27.5 percent are CDMA (offered by the state mobile provider, Movilnet), and 0.6 
percent are LTE.36  

Despite the faster speeds and popularity of mobile phones, the potential for mobile connections 
is severely constrained by scarcity and high prices of smartphones in the country. The 11 million 
phones with data plans represent only about 35 percent of the total number of cell phones in the 
country, and smartphones are increasingly expensive and scarce.37 Limits on foreign exchange have 
made it difficult for mobile companies to import phones, resulting in a significant shortage of cell 
phones and rampant speculation.38

In December 2014, the government granted concessions for the operation of 4G LTE networks to 
three telecomm operators (the state owned Movilnet, Movistar, and DirecTV); 39 prior to these con-
cessions only one company (Digitel) offered 4G to around 200,000 subscribers.40  As of May 2015, 
however, 4G options were still limited to Digitel and Movistar and only available in a few cities. Most 

28  Associated Press, “Widespread Balckouts Hit Venezuela.” 
29  Akamai, State of the Internet Report, 30. 
30  Akamai, State of the Internet Report, 30. 
31  The WiMax provider Vivo Play is a company created very recently that has about 40,000 subscribers; See also the internet 
provider IpNet, http://goo.gl/GKANW2. 
32  Karla Franceschi,  “La televisión en línea crece a pesar de las dificultades,” [Online TV Grows Despite Difficulties] El Nacional, 
Septiembre 21, 2014. http://goo.gl/BKFztm.
33  Akamai, State of the Internet Report, 48. 
34  CONATEL, “Venezuela registra más de 30 millones de suscriptores de telefonía móvil” [Venezuela registers more than 30 
million mobile telephone subscriptions], February 27, 2015, http://bit.ly/1LXt7sB; See also International Telecommunications 
Union, “Mobile-cellular telephone subscriptions,” accessed August 15, 2015, http://bit.ly/1FDwW9w 
35  ComScore. Futuro Digital Venezuela 2014 [Venezuela 2014 Digital Future], January 2015, http://bit.ly/1FwDI0Q 
36  “Venezuela registra más de 30 millones de suscriptores de telefonía móvil.”  
37  Arnaldo R. Espinoza, “The Whys and Wherefores of the $20,000 iPhone,” Caracas Chronicles (blog),  March 18, 2015,  
http://bit.ly/1ViOkYh;  See also Ingrid Rojas, “Producción de Orinoquia y Vtelca cayó entre 14% y 20%,” [Orinoco and Vtelca 
production fell between 14% and 20%] Últimas Noticias, March 18, 2015, http://goo.gl/9cLLCH. 
38 Espinoza, “The Whys and Wherefores of the $20,000 iPhone.” 
39  “Conatel otorgó concesiones a Telefónica, Cantv y Directv para red 4G,” [CONATEL Granted 4G Network Concessions to 
Telefónica, CANTV and DIRECTV] El Mundo, December 3, 2014,  http://goo.gl/xJ85x7. 
40  Somos412, Twitter Post, June 9, 2015, 8:26 AM, http://bit.ly/1RskWZp. 
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mobile subscribers still opt for a low bandwidth option (1 to 1.5 Mbps) because, at 3.5 percent of the 
minimum wage, these plans are almost half the price of mobile 4G plans,41 which cost approximately 
6 percent of the average monthly minimum wage.42  

Restrictions on Connectivity  

Although exact figures are not available, the state owns the majority of the national level backbone 
infrastructure through the state provider CANTV.43 In recent years, the possibility of establishing an 
internet exchange point (IXP) was discussed, but the government has not indicated whether it will 
move ahead with this plan in the future.44 Frequent service failures on the part of CANTV during po-
litically sensitive times have raised suspicions that the government has purposefully restricted inter-
net access to prevent social mobilization on certain occasions.

During the first third of 2015, internet service failures increased in frequency. From January 16-17, 
2015, the largest internet provider (ABA, from the state-owned CANTV) had failures at a national 
level that, in some regions, lasted up to 36 hours.45 CANTV apologized to the users via Twitter, but 
questions about the cause of the service interruption were never clarified. Experts have pointed out 
that although this interruption of service could be a result of the lack of maintenance and invest-
ment in the state’s telecommunication platform, it coincided with President Maduro’s return to the 
country after a trip abroad; an event that some authorities worried might trigger an escalation of 
street protests.46 During the same month, CANTV suffered two service failures in the Andean region, 
which the provider attributed to scheduled maintenance and cuts in the fiber-optic cable.47 Again, 
these service failures occurred in a region with high levels of protests. 

Although it was not possible to confirm that service failures during the coverage period were the re-
sult of purposeful government action, disruption of services during protests or politically important 
times is a continuing concern in Venezuela. In early 2014, CANTV experienced a 36-hour service in-
terruption in the city San Cristóbal that coincided with an announcement by the administration that 
the government would take steps to control protests, which had been raging for two weeks by the 
time service was blocked.48

41  See, 4G plans: Movistar, “Full 3.1,”  http://goo.gl/ONp6cB;  Digitel, “Planes y Servicios PERSONAS Móvil Pre-Pago,” [Pre-
paid Plans and Services for Mobile Phones]  http://goo.gl/3NyMUY. 
42  The monthly minimum wage: “Salario o Sueldo Mínimo 2015 Venezuela,” Actualidad-24, http://bit.ly/1KFJ34U. 
43  Personal interviews with a variety of telecommunications experts and information about the holdings of the state-owned 
Cantv seem to indicate that the government may control roughly 60 percent of the national-level backbone infrastructure.
44  Ysabel Briceño, Venezuela: NAP: ¿Oportunidad para mejorar el acceso universal de banda ancha? [Venezuela: NAP: An 
Opportunity for Improving Access Broadband?] Association for Progressive Communications, 17-28, http://bit.ly/1KOoq4p. 
45  Ipys-Venezuela, “Venezuela: CANTV no ofreció explicaciones por caída de Internet.,” [Venezuela: CANTV offered no 
explanation for Internet failures] January 22, 2015, http://goo.gl/TT5g26. 
46  Ellery Roberts Biddle, et al. Netizen Report: Venezuelans Question Disappearing Internet Service, Global Voices Advocacy, 
January 22, 2015, http://goo.gl/8eeYhR; See also Arnaldo Espinoza, “¿Por qué se cayó el internet de CANTV por 12 horas?” 
[Why did CANTV internet fail for 12 hours], El Estímulo, January 17, 2015, http://bit.ly/1Jyuhcl. 
47  Globovisión, “Continúa “restitución progresiva” del servicio de internet,” [Progressive Restoration” of Internet Service 
Continues] January 17, 2015. http://goo.gl/yyCtDj; See also: Leonardo León,  “Rompimiento de fibra óptica dejó sin servicio 
telefónico e internet a Mérida,” [Breaking of Optic Fiber Left Mérida without Phone and Internet Service] El Nacional, January 27, 
2015, http://goo.gl/FT6ia9. 
48  Meghan Neal, “Not Satisfied With Blocking Twitter and TV, Venezuela Shuts Off the Internet,” Motherboard, February 20, 
2014, http://bit.ly/NghYMj. 
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ICT Market 

Although there are a number of private providers, the state dominates the ICT market. Almost 69 
percent of users access the internet through the state-owned provider CANTV´s ABA or through the 
state-owned mobile provider, Movilnet.49 The strict foreign currency exchange control, in place since 
2003, prevents private companies from repatriating their earnings and accessing the foreign currency 
necessary for their investments, which has led to the deterioration of their services.50 It also creates a 
substantial barrier to new firms who might seek to enter the market. 

CANTV, the only provider to offer ADSL, dominates the fixed broadband market, providing service 
to more than 67 percent of users in this market.51 The rest of the population accesses the internet 
through one of several private telecommunications providers. Seven companies provide cable (pay 
television) service to 4.5 million subscribers, and three of them also offer internet access via cable 
modem. The second most widely used ISP, Intercable offers services in major cities. Although it used 
to offer a connection speed of 10 Mbps, this plan is no longer available; currently, this company is 
primarily selling its 1MB plan, which is more expensive than the plan offered by ABA.52

The state telecommunication provider is also dominant in the mobile market, with Movilnet, a sub-
sidiary of CANTV, leading the sector with over 16 million users and close to 51 percent of the market 
share. There are two private mobile providers: Movistar, a subsidiary of the Spanish firm Telefónica 
with approximately 11 million customers and Digitel, a domestic company, which comes in third with 
5 million customers.53 

Regulatory Bodies 

In addition to owning and operating Venezuela’s leading telecommunications operator, the state 
also controls CONATEL, the body responsible for regulating and licensing of the telecommunications 
sector. The Law on Social Responsibility on Radio, Television, and Digital Media (Resorte-ME Law) 
grants the regulatory body the power to rule over the blocking or deletion of content and to sanc-
tion service providers, an ability it has exercised without granting due process to the affected parties 
(see Blocking and Filtering).54 

While Article 35 of the Organic Law of Telecommunications provides for CONATEL’s operational and 
administrative autonomy, the president has the power to appoint and remove the agency’s director 
and the other four members of its board.55 A series of presidential decrees over the past decade has 
shifted oversight of the commission to various ministries, the vice presidency, and finally, in Decem-
ber 2013, to the Ministry of Communication and Information.56 In addition to making oversight near-

49  Andrés Herrera, “94,2% de las conexiones fijas a Internet en Venezuela son lentas,” Sumarium, June 11, 2015,  http://bit.
ly/1OCbV1Y. 
50  Pardo, “¿Por qué internet en Venezuela es tan lento?”. 
51  “CANTV registró un crecimiento nacional de 33.66% durante 2014” [CANTV registered 33.66% growth in 2014], 
Mediatelecom, March 4, 2015, http://bit.ly/1KhMhb6 
52  For Intercable’s plans, see http://bit.ly/1LX2HXF; For CANTV’s plans, see http://bit.ly/1NOAj0t 
53  CONATEL, “Cuadros Estadísticos 2014.” 
54  Ley de Responsabilidad Social en Radio, Televisión y Medios Electrónicos, 2012, http://bit.ly/1LK14B4. 
55  Ley Orgánica de Telecomunicaciones [Organic Law on Telecommunications] art.  35-48, http://bit.ly/1GcpLA4. 
56  AVN, “En Gaceta traspaso de Conatel al Minci,”  [In Gazette, CONATEL’s Transfer to Minci] El Nacional, December 10, 2013, 
http://bit.ly/1KFLN24. 
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ly impossible, these arbitrary shifts in control are evidence of CONATEL’s lack of independence from 
the executive. 

Limits on Content

The blocking of webpages in Venezuela follows three main patterns: those ordered directly by CONA-
TEL, those executed by CANTV, and those that are apparently implemented by private ISPs for fear of 
sanctions from the regulatory body. Although the government has blocked over 1,000 sites since No-
vember 2013,57 the blocking of the Argentine site Infobae and the main domains of the website of the 
television channel NTN24 drew particular public outcry and international condemnation. 58 Third-party 
liability encourages self-censorship and content removal, as does the threat of harassment of critical 
journalists by government sympathizers. Despite these limitations, the online landscape remains vi-
brant in Venezuela, with increasingly more people using the internet.

Blocking and Filtering 

The government regulatory body CONATEL blocked over 1,000 webpages between November 2013 
and October 2014 by way of sending a blacklist of sites to CANTV and private ISPs.59 A report by the 
journalist William Peña also suggests that the state provider CANTV may have independently decid-
ed to block certain sites without necessarily receiving instruction to do so from CONATEL.60

Pages publishing the black market dollar exchange rates constituted the vast majority of the blocked 
sites.61 Over the past decade the government has instituted a complex series of currency and price 
controls, granting the state control of almost all foreign exchange. As the crisis engulfing Venezuela’s 
economy has deepened in the past few years, dollars have become scarce and people have flocked 
to the black market in droves to access foreign currency.62 The government has waged a war on the 
site Dólar Today (Dollar Today), a prominent site run out of Florida which publishes the black market 
exchange rate,63 blocking hundreds of URLs in its effort to purge links and re-blogged content from 
the site. 

In March 2015, CONATEL tried to block the mobile app of the Dollar Today platform, and in the pro-
cess, ended up blocking all of Amazon’s cloud (S3 service) where the app was hosted. This resulted 

57  William Peña,  “Conatel  guillotinó la Web,”[CONATEL Guillotined the Web] Tal Cual, October 28, 2014, http://bit.
ly/1LXx9kR. 
58  Derechos Digitales, “The various paths of Internet censorship in Latin America,” IFEX, November 24, 2015, http://goo.gl/
gShRzj; See also Espacio Público, “Bloquean dominios de NTN24,” [Domains of NTN24 are blocked] September 17, 2014, http://
goo.gl/Ha4h4B. 
59  William Peña,  “Conatel  guillotinó la Web,”[CONATEL Guillotined the Web] Tal Cual, October 28, 2014, http://bit.
ly/1LXx9kR; The director of CONATEL confirmed blocking: “Castillo: Espacio Público, “Legalment” 1060 sitios han sido 
bloqueados por requerimiento de otras autoridades,” June 30, 2015, http://bit.ly/1L0nRIa; A representative from Venezuela’s 
telecommunications industry association CASETEL also confirmed that the government had a blacklist mechanism to block 
webpages, although she denied that this affected informative pages. See Maru Morales, “Conatel negó censura en Internet,” El 
Nacional, March 15, 2014, http://bit.ly/OgsN1C  
60  Peña, “Conatel  guillotinó la Web.” 
61  Peña, “Conatel  guillotinó la Web.” 
62  Danielle Renwick and Brianna Lee, “Venezuela’s Economic Fractures,” Council on Foreign Relations, December 26, 2014, 
http://on.cfr.org/1uTKdkg. 
63  Manuel Rueda, “Meet the Venezuelan rebel whose crime is publishing exchange rates,” Fusion, June 23, 2015, http://fus.
in/1O4ZMm5. 
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in the collateral blocking of many other applications. 64 The government has also proposed legisla-
tion to further expand its powers to block economic information and transactions. In late-2014, the 
ruling party proposed legislation that would require all e-commerce transactions in Venezuela to be 
in Bolivares, Venezuela’s national currency, and would grant the government expanded powers to 
block online commerce.65 

Government censorship also extended to news sites with political content.66 In September 2014, CO-
NATEL blocked all the domains—including websites, mobile application, and the Facebook page—of 
the television channel NTN24 in the wake of their critical coverage of a public health crisis in the 
country.  The channel did not receive any notification or explanation from the government.67 In Oc-
tober, William Castillo, the president of CONATEL, tweeted68 that—following the orders of the min-
ister of communication and information—he ordered the blocking of the news site Infobae for pub-
lishing images of the corpse of a murdered representative from the ruling party.69 Although NTN24 
was unblocked in October 2014, Infobae remains inaccessible within the country.70

In addition to directly ordering blocks, CONATEL successfully exerted pressure in the form of in-
formal emails and calls on private ISPs, who then blocked content in order to avoid potential sanc-
tions.71 Almost none of these blockings followed judicial or administrative procedures set out by law, 
and public entities have repeatedly denied information requests under the argument that informa-
tion about telecommunications is a state secret.72 

Even though there were complaints about the alleged blocking of social media applications, these 
were not confirmed, with the exception of the blocking of Pbs.twimg.com (the site that hosts images 
on Twitter) in February 2014, amid widespread protests against the government.73 The web applica-
tion Pastebin was also blocked during the protests and remained blocked as of May 2015.

Content Removal 

The Law on Social Responsibility on Radio, Television, and Electronic Media (the Resorte-ME law) 
establishes liability for third parties for content published on their site and grants CONATEL the dis-
cretional capacity to impose severe penalties for violations.74 This legal framework has resulted in 

64  “Bloquean aplicación móvil de Dólar Today,” [Mobile App of Dollar Today Was Blocked] El Nacional, March 12, 2015, http://
goo.gl/OCZVc3. 
65  Marianne Diaz, “Venezuela: E-Commerce Bill Would Give Authorities New Avenue for Online Censorship,” Global Voices 
Advocacy, November 13, 2014, http://bit.ly/1GcqSj8.  
66  Organization of American States (OAS), “Office of The Special Rapporteur Expresses Concern Over The Situation Of The 
Freedom Of Expression In Venezuela,” press release, September 22, 2014, http://goo.gl/jNUpxx. 
67  Espacio Público,  “Bloquean dominios de NTN24.” 
68  William Castillo B, Twitter Post. 
69  “Gobierno venezolano ordenó bloquear la página argentina Infobae.com,”  [Venezuelan government ordered to block 
Infobae.com] El Universal, October 10, 2014. http://goo.gl/xyFm6h. 
70  “Levantado bloqueo al portal web de NTN24” [Block on the Web Platform NTN24 Lifted] Noticiero Digital, October 22, 
2014, http://bit.ly/1OCdTjc 
71  Internet Society Venezuela, “Libro blanco sobre libertad en Internet,” [The white paper on Internet freedom] June 2014, 
http://bit.ly/1O4ZL1m. 
72  Espacio Público, “TSJ: Toda información sobre telecomunicaciones es secreto de Estado,” [TSJ: All information on 
telecommunications is a state secret] December 4, 2014. http://goo.gl/KlfwvU. 
73  Dennis Lynch, “Four Websites That Are Down In Venezuela and More,” International Business Times, February 21, 2014, 
http://bit.ly/1JywBQu. 
74  The text of the law is available here: Ley de Responsabilidad Social en Radio, Televisión y Medios Electrónicos, 2012, http://
bit.ly/1LK14B4. 
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self-censorship and preemptive censoring of content, as webmasters and editors may avoid publish-
ing information that contradicts the government.

Although there are no clear cases in which judicial or extralegal measures were used to force digital 
media to delete content, observers have commented on the disappearance of politically sensitive in-
formation from the digital version of the news site El Universal after the site changed owners in July 
2014.75 At least one YouTube user denounced receiving a takedown request, triggered by a privacy 
complaint, for a video of the president’s son dancing under a shower of dollar bills at a luxurious ho-
tel.76 The user appealed, and the video in question is now available on YouTube.77

Media, Diversity, and Content Manipulation  

The Venezuelan government dominates the digital media landscape.78 Facing the rise of new digital 
media,79 the government has amplified its own voice by launching state-controlled media enter-
prises,80 neutralizing alternative media through censorship, and encouraging progovernment social 
media users to harass the opposition.81 Meanwhile, censorship and self-censorship have constrained 
voices critical of the government. The detention of more than eight social media users, some for 
relatively innocuous posts, may have contributed to fear among online users (see Prosecutions and 
Detentions).82 

Many independent media outlets also suffer from serious financial difficulties, which are exacerbated 
by a shortage of foreign currency and a dependence on revenue from official and private advertising, 
which may be vulnerable to government pressure.83 Some cyber activists have expressed suspicion 
that the capital behind some new digital ventures might come secretly from the government or enti-
ties allied with the government.84 Other observers have noted that the previously very critical media 

75  Willy McKey. Twitter Post, “En Google: 3 noticias en @ElUniversal sobre visita de Pastrana a López. Las dos primeras 
que denuncian: 404 Not Found,” [On Google: 3 News in @ElUniversal about Pastrana’s visit to López. The first two including 
complaints: 404 Not Found] January 26, 2015, http://goo.gl/uNUI2R; See also: Mariengracia Chirinos, Twitter Post, “El antiguo 
equipo de Últimas Noticias había hecho un “impelable” del audio MarioSilva, y ahora se lo volaron de la web,” [The Old Últimas 
Noticias Team Made Published Work About Mario Silva’s Recording that You Cannot Miss and It Got Taken Off Its Webpage] 
February 20, 2015, http://goo.gl/pj5YbY. 
76  “Youtube pidió retirar el vídeo del hijo de Maduro,” [YouTube Asked to Withdraw Video of Maduro’s Son] El Nacional, 
March 17, 2015, http://goo.gl/JwtegD; See also “Gobierno teme escándalo, YouTube pidió retirar el víideo del hijo de Maduro,” 
Diario Las Américas, March 19, 2015, http://bit.ly/1GcrXHO. 
77  “#Exclusivo Hijo de Nicolás Maduro bailando en medio de lluvia de dólares,” YouTube video, 2:39, posted by 
VVperiodistas#SinCensura, March 15, 2015, http://bit.ly/1Lh1Hnh. 
78  Karina Sainz Borgo, “Las periodistas Laura Weffer y Luz Mely Reyes: “En Venezuela, el Estado tiene el control de la 
información,”  [“In Venezuela, The State Has Control Over Information”] Vozpopuli , February 28, 2015, http://goo.gl/hT06Jq. 
79  Maye Primera, “El periodismo venezolano se refugia en Internet ante la presión chavista,” [Venezuelan Journalism Takes 
Refuge on the Internet Because of Chavista Pressure]  El País, June 25, 2014, http://goo.gl/6TCmTF. 
80  “Gobierno estrena página web de información,” [Government Launches Information Website] Últimas Noticias, December 
8, 2014, http://goo.gl/OTFekI. 
81  Gaby Castellanos, La “nueva” estrategia publicitaria del gobierno,” [The “new” advertising strategy of the government]  El 
Nacional, March 23, 2015. http://goo.gl/rWDeI0; Hannah Dreier, “Venezuela Ruling Party Games Twitter for Political Gain,” AP, 
August 4, 2015, http://bit.ly/1MKOxhI. 
82  Marianne Díaz Hernández, “We Need to Be Careful Even of What We Think: Self-Censorship in Venezuela,” Global Voices, 
February 8, 2015, http://bit.ly/1LXAqk6. 
83  Cristina Silva, “Nicolás Maduro Press Censorship Threatens Venezuela Newspapers; Media Can’t Operate Because Of 
Government, Journalists Warn,” International Business Times, April 17, 2015, http://bit.ly/1DfETty. 
84  Luis Carlos Díaz, Twitter, post, “Nadie sabe RT @luisoliveros13 Aparecen medios electrónicos por montones ¿quiénes 
son los dueños? ¿quiénes tienen tanto capital disponible?” [Nobody Knows RT @luisoliveros13 new digital media appear in 
bunches. Who are the owners? How much capital do they have available?] November 6, 2014, http://goo.gl/9tvSAS. 
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outlet, El Universal, seems to have taken a softer tone towards the government under its new owner-
ship by an obscure Spanish investment firm.85

Although recent instances of online censorship and prosecution for online content show that the 
government is increasingly turning its attention to online content, in 2014 and 2015 the online 
sphere remained a vibrant space for political and social expression. Constraints imposed on offline 
media through buy-outs, restrictions on newsprint and foreign currency, and legal threats have 
pushed many journalists into the digital sphere, where they have launched approximately a dozen 
new digital ventures in recent years.86 Even in cases where editorial censorship or self-censorship has 
restricted content, some journalists note that they have somewhat more freedom on the web.87

As political discussions move to the web, the government has sought to expand its digital presence. 
Some social media specialists have detected and denounced the use of bots and fake accounts to 
disseminate progovernment tweets.88 It seems that this mechanism may have been used to further 
promote the hashtag #ObamaDerogaElDecretoYa (Obama Repeal the Executive Order), which de-
mands that the president of the United States nullify the executive order that suspends visas and 
freezes assets of government officials whom the U.S. government deems to be linked to cases of 
corruption and human rights violations.89 Researchers have also found evidence that government 
critics may use automatic platforms to disseminate tweets.90

Many users have criticized the digital sphere for its incredible polarization between opposition and 
government voices, leaving little room for independent commentary.91 Issues that are not actively 
politicized by one side or the other are often ignored entirely. Government supporters and critics 
have engaged in a hashtag war, with each side competing for attention in the digital sphere.92  

Digital Activism 

With over 12 million Facebook users and 4 million Twitter users, Venezuelans are very active on 
social media.93 Both progovernment supporters and opposition leaders have organized large social 

85  John Otis, “Venezuela’s El Universal criticized for being tamed by mystery new owners,” Committee to Protect Journalists 
(blog), December 30, 2014, http://cpj.org/x/5e7a. 
86  Dylan Baddour, “Journalists move online in Venezuela as government pressure on media companies grows,”Journalism in 
the Americas Blog, The Knight Center at the University of Texas Austin,  October 13, 2014, http://bit.ly/1nlNA4j; See also John 
Otis, “In Venezuela, online news helps journalists get their voices back,” Committee to Protect Journalists (blog), June 1, 2015, 
https://cpj.org/x/6124. 
87  Otis, “Venezuela’s El Universal criticized for being tamed by mystery new owners.” 
88  Gaby Castellanos, La “nueva” estrategia publicitaria del gobierno,” [The “new” advertising strategy of the government]  El 
Nacional, March 23, 2015. http://goo.gl/rWDeI0; Hannah Dreier, “Venezuela Ruling Party Games Twitter for Political Gain,” AP, 
August 4, 2015, http://bit.ly/1MKOxhI.
89  Hannah Dreier, “Venezuela Ruling Party Games Twitter for Political Gain,” AP, August 4, 2015, http://bit.ly/1MKOxhI; See 
also Telesur., “Segundo gran tuitazo mundial en rechazo al decreto de Obama,” [Second big tuitazo to reject the Obama´s 
decree] March 26, 2015, http://goo.gl/5jx4GG. 
90  Michelle Forelle, Phil Howard, Andrés Monroy-Hernández, and Saiph Savage, “Political Bots and the Manipulation of Public 
Opinion in Venezuela,” 2015, http://bit.ly/1GNaJB2 
91  Maria Luz Moraleda,“What Social Media Can Tell You About Venezuelan Politics,” trans. Jazz Dottin, Global Voices, June 27, 
2015,  http://bit.ly/1LXBch1  
92  The competition between the pro-government hashtag #ObamaYankeeGoHome versus the opposition hashtag 
#ElGobiernoEsLaAmenaza (the government is the threat) is one example of a hashtag dispute that filtered into Twitter´s 
Trending Topics.
93  Alex Castro, “Futuro Digital Venezuela 2014,” (comScore presentation, Caracas, Venezuela, January 2015) http://bit.
ly/1FwDI0Q. More than 12 million in Facebook and a little more than 4 million in Twitter are estimated; See also this video for a 
description of how social media is playing a key role in daily life in Venezuela: “Venezuela: surviving via social media,” Financial 
Times video, 6:26, March 27, 2015, http://on.ft.com/1KOs7XV. 
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media campaigns. Beginning with a series of protests in February 2014 and continuing through the 
following year during student and opposition protests, social media has taken on a key role in orga-
nizing mobilizations and drawing people out to the street. 

In February 2014, local opposition leaders, students, and journalists alike began to turn to social me-
dia to organize protests. Thousands of protesters rallied around the hashtags #LaSalida and #12F.94 
During the protests, thousands of people were detained and 43 people were killed in stand-offs 
between the government and protesters.95 In the aftermath of the violence, many of the hashtags 
associated with the protests fell out of use. Protests resurged in May 2015 as people marched for the 
release of jailed opposition leaders.96 One opposition leader, Leopoldo Lopez, released a video from 
his jail cell in which he urged people to protest in the streets, calling for an end to censorship and 
political persecution, as well as for a date to be set for the upcoming parliamentary elections. The 
video helped spark a protest on May 30, 2015.97

Violations of User Rights

The Venezuelan constitution guarantees freedom of expression, but simultaneously prohibits anonymity. 
After the massive protests of February 2014, the government cracked down on critical social media us-
ers. At least eight social media users were arbitrarily detained during the coverage period. At the same 
time, the digital sphere has been progressively more restricted through coercive laws and mechanisms 
of surveillance and control. 

Legal Environment 

The Venezuelan Constitution guarantees freedom of expression and freedom of speech even while it 
prohibits anonymity.98 Despite constitutional protections of free speech, the government has passed 
a number of laws and regulations that curtail this right online. 

In 2010, the National Assembly amended the Law of Social Responsibility in Radio and Television 
(Resorte-ME) to include regulation over online and electronic media.99 Vague prohibitions on content 
under this law provide authorities with sweeping discretion to restrict speech. Article 27, for example, 
forbids messages that promote anxiety among the population, alter public order, disregard legal 
authorities, or promote the violation of existing laws. The law also establishes third-party liability for 
content and requires online media to establish mechanisms to restrict prohibited content. Websites 
found in violation of these provisions may be heavily fined, and service providers that do not comply 
risk temporary suspension of operations.100  

Activists and journalists have also faced charges of defamation under the penal code, which criminal-

94  Gaby Arenas y Carlos Delgado. #12F la rebelión digital. (#12F the Digital Rebellion) Comunicación 166 (70-75) Caracas, 
2do trimestre de 2014.
95  Amnesty International. “Venezuela: Lack of Justice for Protest Abuses Gives Green Light to More Violence,” March 24, 2015, 
http://bit.ly/1KFQ9Gz. 
96  “Venezuela Opposition March Draws Thousands,” BBC News, May 31, 2015, http://bbc.in/1HE4sXV. 
97  Luz Moraleda,“What Social Media Can Tell You About Venezuelan Politics.”  
98  Constitution of the Bolivarian Republic of Venezuela, art. 57, http://www.tsj.gob.ve/constitucion. 
99  Espacio Público, “Ley Resorte restringe la libertad de expresión en internet y medios electrónicos,” [The Resorte Law 
restricts liberty and expression on the internet and electronic media] December 10, 2010, http://bit.ly/1RbGg5W. 
100  Ley de Responsabilidad Social en Radio, Televisión y Medios Electrónicos, 2012, http://bit.ly/1LK14B4.
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izes and sets out prison sentences for defamation against public officials and the publication of false 
information.101 Other laws provide additional avenues for limiting speech: for example, the Law of 
National Security, which was passed in January 2015, outlines prison sentences for individuals who 

“compromise the security and defense of the nation.”102 

In the past year, high-ranking government officials, including the president and the attorney gen-
eral, called for further legislation to regulate social media, particularly Twitter.103 In November 2014, 
officials in the ruling party introduced legislation to amend the Law on Organized Crime to include 
crimes for “cyberterrorism.”104 One of the proposed articles would establish penalties for actions 
against public order that were executed through electronic media or social networks.105 As of May 
2015, the amendment had not yet been passed.

The lack of institutional checks and balances, and in particular the weakness of the judiciary, gives 
the executive branch significant impunity in monitoring and harassing opponents. The imprisonment 
of the judge María Afiuni—who had ordered the release of a prominent banker on the grounds that 
he had been detained beyond the legally allowed time period—demonstrates the pressure faced by 
the judiciary to comply with political interests.106 Although the court granted María Afiuni condition-
al release due to health concerns in December 2014, it prohibited her from using her social media 
accounts.107

Prosecutions and Detentions for Online Activities 

Late 2014 and early 2015 saw a marked increase in arrests of social media users, with everyday users 
being targeted for seemingly minor infractions. In a period of approximately three months (Au-
gust-October 2014), security agents detained at least eight people for using Twitter to disseminate 
facts, images or opinions on social or political topics.108 Many of the users were arbitrarily detained 
for long periods of time without due process, and some remain in the custody of the country’s in-
telligence services. In May 2015, the government accused 22 media executives of defamation and 
banned them from travel outside of the country after three major media outlets republished an 
opinion piece, originally published in the Spanish newspaper ABC, that accused the president of the 
National Assembly of drug trafficking.109

101  Gaceta Oficial de La Republica Bolivariane de Venezuela N5.494, Código Penal de Venezuela, [Penal Code of Venezuela], 
art. 444, October 20, 2000, http://bit.ly/1hBfNfy.  
102  Espacio Publico, «Presidente Nicolás Maduro usó ley habilitante para legislar contra la libertad de expresión,» January 22, 
2015, http://bit.ly/1MUKnEN. 
103  Antonio María Delgado, “Nicolás Maduro y sus aliados ahora pretenden amordazar a Twitter,” [Nicolas Maduro and his 
Allies Now Seek to Muzzle Twitter]  El Nuevo Herald, March 27, 2015, http://goo.gl/j5YM0j. 
104  Marianne Díaz, “Venezuela: Draft Law Would Criminalize Online Protest, Remove Checks on Surveillance,” Global Voices, 
November 24, 2014, http://goo.gl/5XWk4U. 
105  Díaz, “Venezuela: Draft Law Would Criminalize Online Protest, Remove Checks on Surveillance.” 
106  “The Execution of Justice: The Criminal Trial of Judge María Lourdes Afiuni,” The International Bar Association’s Human 
Rights Institute, April 2014, http://bit.ly/1RiqYMa
107  This was not the only case where the courts ordered a prominent figure to stop using social media accounts after being 
released from prison. Iván Simonovis, a former security official convicted of involvement in the killing of demonstrators in a 
2002 coup, was also prohibited from using social media after he was released to house arrest. “Simonovis no podrá usar redes 
sociales,” El Nacional, September 20, 2014, http://bit.ly/1rpBc3o.; For the case of Afriuni, see: “Lawyer: Judge Afriuni has been 
professionally disabled,” El Universal, December 12, 2014, http://bit.ly/1KKAd2F. 
108  Colegio Nacional de Periodistas, “Estos son los siete tuiteros detenidos por el Sebin,” [These are the Seven Tweeters 
Arrested by the SEBIN] news release, October 22, 2014. http://goo.gl/hHnfzE. 
109  Silvia Higuera, “Presidente del Parlamento de Venezuela demanda a medios que replicaron información de diario 
español,” Blog Periodismo en Las Americas, The Knight Center at the University of Texas Austin, April 23, 2015, http://bit.

922

http://bit.ly/1hBfNfy
http://bit.ly/1MUKnEN
http://goo.gl/j5YM0j
http://goo.gl/5XWk4U
http://bit.ly/1rpBc3o
http://bit.ly/1KKAd2F
http://goo.gl/hHnfzE
http://bit.ly/1ViZlcd


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Venezuela

One of the most prominent arrests over the past year occurred in February 2014 when the gov-
ernment arrested the major opposition leader Leopoldo López. The government accused López of 
inciting violence during protests that same month. As evidence in his trial, prosecutors have ana-
lyzed over 700 tweets written by López110 and even accused him of using an online video to spread 
subliminal messages.111 Human rights organizations denounced the arrest and pointed out that the 
government failed to specify how the tweets and videos sent by López led to the actual commission 
of crimes.112 In September 2015, López was sentenced to nearly fourteen years in prison.113

In October 2014, at least six individuals were arrested for disseminating photographs and informa-
tion, or simply joking, about the death of Robert Serra, a member of parliament in the ruling party, 
who was murdered that month:

•	 Three users were arrested in association with the Twitter account @Hiipolita. On Septem-
ber 24, 2014, Lessi Marcano, who claimed to have abilities to predict the future, tweeted 
that the National Assembly would be in mourning. When Representative Serra was found 
stabbed a week later, Marcano was arrested and accused of creating panic and anxiety. Two 
other users, Ginette Hernández (Marcano’s niece), and Daniely Benítez, were also arrested 
for alleged connections to the @Hiipolita account. Both Hernández and Marcano remained 
behind bars as of August 2015.114

•	 Inés Margarita González Árraga (@inesitaterrible) was detained in October 2014 after she 
published tweets insulting the deceased representative Serra. She was accused of public 
incitement, violent defamation, and defamation of a public official. In February, she was sen-
tenced to three years in jail.115

•	 Abraham David Muñoz Marchán (@AbraahamDz), an 18-year-old Twitter user, was detained 
on October 9 for inciting crime for comments he made regarding the death of Deputy Rob-
ert Serra, but was later released on probation. 116 

•	 On October 13, Victor Ugas was arrested for disseminating images of Robert Serra’s corpse, 
and charged with improper disclosure of data or personal information and digital espio-
nage. He was released in July 2015.117

At least two other users were also arrested in the fall of 2014:

•	 Following the trend of social media users arrested for making predictions, María Magaly 

ly/1ViZlcd; See also “Venezuela court bars media executives from leaving the country,” Committee to Protect Journalists, May 
15, 2015, https://cpj.org/x/60f2. 
110  Priselen Martínez Haullier., “Así fue el análisis a los tuits de Leopoldo López,” [This Was the Analysis of Leopoldo López’s 
Tweets] Panorama, March 17, 2015, http://goo.gl/1yagn8. 
111  Daniel Lozano, “Leopoldo López seguirá en prisión por emitir mensajes subliminales,” El Mundo, June 5, 2014, http://mun.
do/1NXqPy9 . 
112  Human Rights Watch, “Venezuela: Letter to pope Francis,” June 5, 2015, http://bit.ly/1FwJ0tk. 
113  This event occurred outside the coverage period and therefore had no impact on the scores.
114  Alicia Hernández, “Venezuela Is Jailing Mystics Who Make ‘Predictions’ on Twitter,” Vice News, August 7, 2015, http://bit.
ly/1NXr9wU. 
115  Alicia Hernández, “Venezuela Is Jailing Mystics Who Make ‘Predictions’ on Twitter.”
116  Venezuela Awareness, “Encarcelado estudiante de la UC Abraham Muñoz por opinar en twitter,” October 12, 2014, http://
bit.ly/1OCiAsX.; See also: Sonia Doglio, “Venezuela: Twitter Users Detained After Socialist Party Deputy is Slain,” Global Voices 
Advocacy, October 22, 2014, http://bit.ly/1VmleC5.
117  Jesus Alberto Yajare, “Liberan al tuitero Victor Ugas, acusado por publicar foto del cadaver del diputado Robert Serra,” 
Runrunes, July 9, 2015, http://bit.ly/1Vj0HDQ. 
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Contreras (@marletmaga), a self-described soothsayer, was detained on October 29, 2014 
and accused of public incitement and public intimidation after she predicted that there 
would be water and electricity shortages in the country. She was released after months in 
detention. 118

•	 Leonel Sánchez Camero (@anonymuswar) was detained on August 22, 2014. He is accused 
of promoting hatred, conspiring, defamation, and unlawful access to electronic channels 
due to hacking the Twitter accounts of Jacqueline Faría (Minister of Communication and 
Information), Gabriela del Mar Ramírez (Ombudswoman), and Eduardo Lima (deputy from 
the government party, PSUV). He remained detained at the headquarters of the Bolivarian 
Intelligence Service (SEBIN) at the time of writing this report.119

Out of those still detained, most have not yet been sentenced. Victims of procedural delays, many of 
them remain detained in the SEBIN headquarters, an intelligence and counter-intelligence body that 
answers to the Ministry of Internal Affairs, Justice and Peace. The lack of independence in the judi-
ciary is a major concern in these cases. Lawyer Gonzalo Himiob, from the NGO Foro Penal, highlight-
ed that given the nature of their crimes under Venezuelan law, these social media users should have 
the right to await their trial in freedom.120 

Arrests have also occurred as a means to prevent users from recording information that might be 
embarrassing to the state. In January 2015, 11 people were detained for using their cellphones to 
take pictures of street protests and the queues in front of supermarkets, but they were immediately 
released.121 The government has tried to suppress information about the very long queues to buy 
basic goods in order to avoid publicizing the extent of the economic crisis.

Surveillance, Privacy, and Anonymity 

Government surveillance and counterintelligence activities have increased since 2013, when the 
government released its 2013-2019 Plan for the Homeland, which emphasized the strengthening of 
national defense among its priorities.122 Although the plan does not explicitly call for the monitoring 
of social media, after its passage the government began calling for this measure. In October 2013, 
the president issued a decree creating the Strategic Center for the Security and Protection of the 
Fatherland (CESPPA), a special body charged with monitoring and tracking of social media and other 
online information.123 In 2014 the government created the Special Brigade against the Acts of Violent 

118  Verónica Albarrán, “Vidente zuliana es la séptima tuitera detenida por opinar” [Soothsayer fom Zulia is the seventh 
person arrested for expressing their opinion] La Verdad, November 1, 2014. http://bit.ly/1QIxdsC; See also “Persisten 
aprehensiones: otra tuitera ‘vidente’ fue detenida por Sebin,” [Arrests persist: Another soothsayer twitter user was detained by 
Sebin] El Venezolano,  October 30, 2014, http://bit.ly/1VmlzEI. 
119  Jesus Alberto Yajure, “@Conatel elaboré informes para el @SEBIN_OFICIAL sobre tuiteros detenidos” [@Conatel 
developed reports for @SEBIN_OFICIAL about the detained Twitter users], July 3, 2015, http://bit.ly/1GXrDwA 
120  Oscar Medina, “Callen al tuitero,” [Shut Up the Twitter User] El Universal, November 16, 2014, http://goo.gl/W48LQQ. 
121  “Imputadas 11 personas por fotografiar colas y protestas,” [11 People for Charged Taking Pictures of Queues and 
Protests] Notitarde, January 13, 2015, http://goo.gl/5pRVCu. 
122  2013-2019 Plan for the Homeland: http://bit.ly/1ii5WKR 
123  Ipys-Venezuela, “Reglamento del CESPPA contiene disposiciones contrarias a la libertad de expresión,” [CESPPA 
Regulation contains provisions contrary to freedom of expression] news release, February 25, 2014, http://goo.gl/dTfFWm; 
See also Danny O’Brien, “Venezuela’s Internet Crackdown Escalates into Regional Blackout,” Deeplinks Blog, Electronic Froniter 
Foundation, February 20, 2014, http://bit.ly/1ffcDB4. 
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Groups with the goal of gathering coordinating information and activities from all the citizen securi-
ty and intelligence bodies of the states.124 

There are no known cases of government action to restrict information about or access to encryp-
tion technologies or other digital tools to ensure the privacy of communications. Furthermore, Ven-
ezuelan laws, such as the Law against Cybercrime and the Law to Protect Communication Privacy, 
guarantee the privacy of communications.125 In practice, however, authorities have failed to apply 
these laws evenly in cases where activists have sued for protection under the law.126 Although there 
have been no recent court cases on the matter, the constitution expressly prohibits anonymity.127 In 
order to buy a cellphone, a SIM card, or a USB modem to access mobile broadband, Venezuelan law 
requires customers to register using their personal ID number, address, signature, and fingerprints.128

The Law against Kidnapping and Extortion obliges the providers of telecommunications, banking, or 
financial services to supply data to prosecutors upon presentation of a judicial warrant.129 In practice, 
given the lack of judicial independence, there are few safeguards in place to limit government secu-
rity agencies’ access to user data and private communications. 

While the full scale of surveillance in Venezuela is unclear, the lack of independent oversight of the 
country’s media regulator has raised concerns about the ease with which systematic content filtering 
and surveillance could be implemented. A recent study by Citizen Lab provided evidence that Vene-
zuela is a client of Blue Coat Systems, a computer security company often used by authoritarian gov-
ernments for monitoring, spying, and censorship of networks.130 Some writers in international media 
outlets have raised concern about the possibility that a special division within the state-owned ISP 
CANTV may monitor and track communications.131

Although it is difficult to confirm surveillance, activists have denounced targeted tracking and spy-
ing by the government. In 2014, the editor of the digital publication Inside Telecom, William Peña, 
claimed that state security agents were tracking him because of his critical opinion of the govern-
ment.132 In May 2015, the Venezuelan NGOs Espacio Publico and Provea denounced government 
officials for intervening in their private communications after the President of the National Assembly 

124  “Se creó la “Brigada Especial contra Generadores de Violencia,” [Special Brigade against the Acts of Violent Groups was 
created] El Universal, June 26, 2014, http://goo.gl/Wel1iM. 
125  Ley contra los Delitos Informáticos [Law Against Cybercrime], http://goo.gl/VXywfA; Ley Sobre Protección a la Privacidad 
de las Comunicaciones [Law on Protection of Communications Privacy], http://goo.gl/RPzPYZ.
126  Internet Society Venezuela, “Libro blanco sobre libertad en Internet,” [The white paper on Internet freedom] June 2014, 
http://bit.ly/1O4ZL1m; see also Escuela LAtinoamericana de Redes, “Venezuela,” in Global Information Society Watch 2014: 
Communication surveillance in the digital age, Global Information Society Watch, Association for Progressive Communications 
and Humanist Institute for Cooperation with Developing Countries , 2014, http://goo.gl/B4G780. 
127  Constitution of the Bolivarian Republic of Venezuela, art. 57, http://www.tsj.gob.ve/constitucion.
128  Gaceta Oficial, No. 38.157, Providencia Administrativa Contentiva de las normas Relativas al Requirimiento de Infomación 
en el Servicio de Telefonía Movil, April 1, 2005, http://bit.ly/1MBmTBx. 
129  Gaceta Oficial, No. 39194, Ley Contra el Secuestro y la Extorsión, Article 127, June 5, 2009,  http://bit.ly/1RbJINP. 
130  Citizen Lab, Planet Blue Coat: Mapping Global Censorship and Surveillance Tools, January 15, 2013, http://goo.gl/C9VGUf; 
See also Ryan Gallagher, “Report: Silicon Valley Internet Surveillance Gear Use by Authoritarian Regimes,” Future Tense (blog), 
Slate, Jan 16, 2013 , http://slate.me/1O50jEv. 
131  Antonio María Delgado, “Venezuela gasta millones en espionaje electrónico de sus ciudadanos,” [Venezuela spends 
millions on electronic espionage of its citizens] El Nuevo Herald, November 2,  2015, http://goo.gl/xV21a2; See also Diana 
López Zuleta, “ ¿Por qué nadie sabe realmente lo que pasa en Venezuela? “ [Why Nobody Really Knows What Is Happening In 
Venezuela?]  Las 2 Orillas,  January 4, 2015. http://goo.gl/Rjo0Cn. 
132  Ipys-Venezuela, “ Miranda: Editor de portal web denunció que fue perseguido por funcionario de seguridad del Estado,” 
[Miranda: Web Editor Reported that He Was Persecuted By State Security Officer] December 10, 2014, http://goo.gl/XDzweP. 
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divulged information on his television show that NGO staff said was only possible to obtain by inter-
cepting private online communications.133

Intimidation and Violence 

Online journalists, bloggers, and social media activists face harassment in the form of verbal threats, 
attacks on social media, and potential job loss.  Much of the harassment of individuals perceived 
to be critical of the government does not come directly from the government, but instead from 
progovernment civilian groups.134 Although these groups do not necessarily coordinate with the 
government, they act within an accommodating environment as there are no known cases of state 
institutions prosecuting a government sympathizer for harassment against a media critic. In fact, 
government actions sometimes seem to encourage harassment. In March 2015, the president of 
the National Assembly posted photographs and personal information of human rights activists135 
(including some who work on free expression and digital rights issues) who attended a hearing of 
the International Assembly of the Human Rights Commission (IAHCR) in Washington D.C. The IAHRC 
released a public statement criticizing these actions.136

Journalists have reported that public officials and members of the media have lost their jobs after 
expressing controversial opinions on social media.137 Despite the worrisome precedent set by these 
layoffs by both public and private agencies, these cases have not been brought to the courts. On-
line users have also reported a number of instances or harassment via social media networks. The 
well-known journalist Celina Carquez, who works for the digital media outlet Contrapunto, received 
threats from unidentified users through Twitter in November 2014.138 Meanwhile, Carlos Flores, a col-
umnist for the Huffington Post and contributor for Newsweek in Spanish, denounced profane insults 
coming from the Twitter account of Tareck El Aissami, the governor of Aragua state.139 

Technical Attacks

Both established and new media outlets that criticize the government have stated that they are 

133  Estacio Publico, “Provea y Espacio Publico denuncian ante la Fiscalia intervención illegal de sus comunicaciones por parte 
de Diosdado Cabello,” May 27, 2015, http://bit.ly/1Lh7dpO; PROVEA, “Provea y Espacio Público denunciarion ante el MP la 
intervención illegal de sus comunicaciones por parte de Diosdado Cabello,” May 27, 2015, http://bit.ly/1h3ybmE. 
134  Observatorio Venezolano de Conflictividad Social e Ipys-Venezuela, Informe: Periodistas bajo la lupa paramilitar [Report: 
Journalists under paramilitary magnifying glass] February 2015, http://goo.gl/DgUfiM. 
135  Marco Antonio Ponce, from Observatorio Venezolano de Conflictividad Social (OVC); Rafael Uzcátegui, from Programa 
Venezolano de Educación-Acción en Derechos Humanos (PROVEA); Ligia Bolívar, from Centro de Derechos Humanos de la 
Universidad Católica Andrés Bello (CDH-UCAB); Carlos Nieto, from Una Ventana para la Libertad; Rocío San Miguel, from 
Control Ciudadano; Carlos Correa, from Espacio Público; Liliana Ortega, from Comité de Familiares de las Víctimas de los 
sucesos ocurridos entre el 27 de febrero y los primeros días de marzo de 1989 (COFAVIC).
136  Comisión Interamericana de Derechos humanos, “CIDH expresa su alarma ante intimidación en Venezuela contra personas 
que acuden al Sistema Interamericano de Derechos Humanos” [IACHR Alarmed After Intimidation in Venezuela Against People 
Attending The Inter-American Human Rights] press reléase, March 20, 2015, http://goo.gl/cuL5Af. 
137  Eugenio Martínez, Twitter post,  “Jesús Hurtado acaba de recibir la notificación de calificación de despido por criticar en 
su Facebook el manejo editorial de @UNoticias,” [Jesus Hurtado just received the notice of dismissal for criticizing @UNoticias 
editorial management in his Facebook] August 20, 2014, http://goo.gl/0pWW50; See also Oscar Medina, “Callen al tuitero,” 
[Shut Up the Twitter User] El Universal, November 16, 2014, http://goo.gl/W48LQQ.  
138  Espacio Público, “Periodista Celina Carquéz es amenazada vía Twitter,” [Journalist Celina Carquez is threatened via Twitter] 
November 4, 2014,  http://goo.gl/qR4wvg. 
139  Ipys-Venezuela, “Internet: Periodista fue insultado a través cuenta de Twitter del gobernador de Aragua,” [Internet: 
Journalist was insulted by the Aragua State Governor via his Twitter Account] March 29, 2015, http://goo.gl/rPno1t. 
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frequent victims of cyberattack attempts.140 The nonprofit Institute for Press and Society Venezuela 
released a report showing that 10 percent of members of the media surveyed stated that they had 
been a victim of illegal interventions (technical attacks) to their email and social media accounts. Al-
though it is suspected that progovernment entities are responsible for the attacks, this has not been 
confirmed. Also common are technical attacks wherein someone hacks and takes over the Twitter 
account of an outspoken activist with many followers. 141 On the other side, critics of the government 
have hacked the Twitter account of government officials,142 information sites of the state, such as the 
National Venezuelan Television143 (VTV by its initials in Spanish), and CANTV.144 

140  Espacio Público, “Intentan hackear www.runrun.es,”  [Someone attempted to hack www.runrun.es] February 5, 2015. 
http://goo.gl/BZ1a8b. 
141  Oli-Wan Kenobi, “Usan la app paga para promover una cuenta q usurpa la identidad de @NelsonBocaranda crear 
confusión y desinformar,” [They use a paid app to promote an account that usurps the identity of @NelsonBocaranda to create 
confusion and misinform] January 22, 2015, http://goo.gl/tGGR75. 
142  “Hackearon cuenta de twitter de la defensora del pueblo,” [Twitter Account of Ombudswoman Was Hacked] El Nacional, 
July 4, 2014, http://goo.gl/0uuIAg. 
143  Espacio Público, “Hackean cuenta en Twitter de VTV,” [The VTV Twitter Account Was Hacked] July 23, 2014, http://goo.gl/
n129Z9. 
144  ANTV, “Anonymous Venezuela “hackea” página web de CANTV,” [Anonymous Venezuela hacks CANTV website] June 22, 
2014, http://goo.gl/YjpD34. 

927

http://goo.gl/BZ1a8b
http://goo.gl/tGGR75
http://goo.gl/0uuIAg
http://goo.gl/n129Z9
http://goo.gl/n129Z9
http://goo.gl/YjpD34


www.freedomhouse.org

FREEDOM  
ON THE NET
2015

Key Developments: June 2014 – May 2015

•	 With 29 netizens imprisoned, Vietnam continues to be one of the worst jailers of blog-
gers in the world (see Prosecutions and Detentions for Online Activities).

•	 At least eight bloggers were arrested or prosecuted under Article 258 of the penal code 
for abusing democratic freedom to infringe on state interests (see Prosecutions and De-
tentions for Online Activities).

•	 Circular 09 tightened registration and licensing requirements for new social media sites, 
as well as intermediary liability for third-party content (see Content Removal).  

•	 Decree 174, administrating fines for critical content, was widely implemented to punish 
online speech (see Media, Diversity, and Content Manipulation).

Vietnam
2014 2015

Internet Freedom Status Not 
Free

Not 
Free

Obstacles to Access (0-25) 14 13

Limits on Content (0-35) 28 29

Violations of User Rights (0-40) 34 34

TOTAL* (0-100) 76 76

* 0=most free, 100=least free

Population:  90.7 million

Internet Penetration 2014:  48 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  Yes

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

The Communist Party was working towards its 2016 party congress during the coverage period of 
this report. A power reshuffle is anticipated prior to the emergence of a new government. In this en-
vironment, repression of critical netizens remained severe. Prisons operated a revolving door policy, 
with one prominent blogger arrested even as another was released. The period was characterized by 
ongoing application of Article 258 of the penal code against critics, a trend first noted in Freedom 
on the Net 2014. Two of the most important critical blogs, Anh Ba Sam, and Que Choa, were blocked, 
and then stopped operating for most of the coverage period, reducing the diversity and breadth of 
alternative content. 

Administrative fines for critical content, legalized by Decree 174 in 2014, have been increasingly used 
to threaten media outlets, coupled with disciplinary warnings and job losses. Furthermore, Circular 
09 issued in October 2014 made it more difficult for new social media sites to obtain a license and 
formalized intermediate liability that had been assumed but never codified, though without clear 
penalties for non-compliance. 

Vietnamese activists both in and outside of Vietnam, have long been the target of sophisticated 
cyberattacks. The malicious software used in the attacks is advanced enough to evade detection 
by almost all commercial antivirus programs, and sent from servers in locations worldwide. In 2015, 
cyberattacks became more personalized, indicating that attackers are familiar with the activities and 
interests of their targets. 

Obstacles to Access

Internet penetration is comparatively high, and almost universal among urban youth, due to low cost 
and high availability in semi-public spaces. Investment is still needed to improve speed, and the infra-
structure is vulnerable to physical damage. The telecom market is dominated by a few players, most of 
them state-owned, lacking fairness and autonomy by international standards. 

Availability and Ease of Access   

Internet access continued to increase during the coverage period of this report, with penetration 
reaching 44 percent in 2014, up from 39 percent in 2013.1

 
Vietnam ranked 101 on the global ICT De-

velopment Index in 2013, higher than regional neighbors with a larger gross domestic product like 
Indonesia and the Philippines.2

However, internet speed is among the lowest in Asia Pacific, having fluctuated during previous quar-
ters.3 High speed broadband adaption reached 22.4 millions subscribers, or about 40 percent of In-
ternet users, an 11 percent increase from 2012.4 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://bit.ly/1cblxxY. 
2  International Telecommunication Union, “Measuring the Information Society Report 2014,” http://bit.ly/1FlOBfF. 
3  “Vietnam’s Internet connection speed among Asia-Pacific’s lowest: report,” Tuoi Tre News, January 20, 2015, http://bit.
ly/1wnbnib. 
4  “Viettel dẫn đầu về di động, VNPT chiếm lĩnh thị phần Internet băng rộng,” [Viettel leads in mobile, VNPT gains in 
broadband market] ICT News, October 27, 2014, http://bit.ly/1YYnsfA. 
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Vietnam’s mobile penetration was estimated at 147 percent in 2014, indicating some users have 
more than one device or SIM card. Fifty-six percent of users accessed the internet via a mobile de-
vice in 2012, almost double the number in 2011.

 
The growth of mobile phone penetration slowed 

somewhat in recent years, as new policies discouraged people from buying new SIM cards.
 
Despite 

this, the 3G network operating since 2009 is growing fast. As of October 2013, Vietnam has 19 mil-
lion 3G users, up from 3 million in 2011.

 
Vietnam still has no strategy to introduce a 4G network. 

Vietnam does not report figures for computer literacy, but the literacy rate at 93 percent has helped 
equip the adult population to use computers.5

 
Wi-Fi connections are free in many urban spaces such 

as airports, restaurants, and hotels, and city-wide in some tourist destinations. Access via smart-
phones has increased, being the choice for 36 percent of internet users, compared to 44 percent 
who use a PC.6   

While access is more limited for 70 percent of the population living in rural areas, with ethnic mi-
norities and remote, impoverished communities especially disadvantaged, a remarkable 95 percent 
of citizens aged 15 to 24 nationwide have some degree of internet access. Monthly wired access has 
decreased, starting at around US$9 per month, which is considered affordable in cities,7

 
and pay-

per-use wireless packages are even more affordable, though less reliable. 

Restrictions on Connectivity  

While several companies have licenses to build infrastructure, military-owned Viettel, state-owned 
Vietnam Post and Telecommunications (VNPT), or their subsidiaries, are the dominant equipment 
providers in practice.8 VNPT operates the national-level backbone network. Four out of six internet 
exchange providers, which operate the internet exchange points (IXPs) and allow ISPs to intercon-
nect, are state- or military- owned.9

 
Although this suggests a concerning degree of state influence 

over the internet architecture, authorities in Vietnam did not employ noticeable throttling or restrict 
access to the internet for political reasons during the coverage period of this report, though such 
interference has been suspected in the past.10 Connections suffered when the Asia-America Gateway 
(AAG) submarine cable, one of several which carry international traffic, was damaged. In 2014 the ca-
ble was disconnected twice. In May 2015, the latest damage impacted Internet availability and speed 
for two weeks.11 Such outages are frequent and significantly impair the speed and quality of access. 

ICT Market 

The three biggest internet service providers (ISPs) are the state-owned VNPT, which controls 51 per-
cent of the market; Viettel (40 percent); and the private FPT (6 percent).

 
VNPT and Viettel also own 

the three largest mobile phone service providers in the country (MobiFone, VinaPhone, and Viettel), 

5  UNICEF, “Statistics,” in “At a glance: Viet Nam,” accessed July 2013, http://uni.cf/1ulT5zT. 
6  “One in three Vietnamese uses smartphone,” Tuoi Tre News, September 13, 2014, http://bit.ly/ZkS0h4.  
7  See FPT price list: Hostinger,   accessed May 2015, http://internetfpt.org/lap-dat-internet-fpt.html .   
8  Tran Minh Tuan, “Broadband in Vietnam: Forging its own Path,” infoDev, http://www.infodev.org/infodev-files/resource/
InfodevDocuments_1127.pdf. 
9  The four are: VNPT, Viettel, Hanoi Telecom, and VTC. 
10  Reporters Without Borders, “Vietnam,” in The Enemies of the Internet Special Edition: Surveillance, 2013, http://surveillance.
rsf.org/en/vietnam/.  
11  “Một tuần nữa bắt đầu sửa chữa cáp quang AAG,” [AAG cable repair starts next week] Vnexpress, April 30, 2015, http://bit.
ly/1j6FhsH. 
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which serve 93 percent of the country’s 2G and 3G subscriber base, while two private companies 
share the remainder.12 Though any firm is allowed to operate an ISP, informal barriers prevent new 
companies without political ties or economic clout from disrupting the market. 

Regulatory Bodies 

The Vietnam Internet Center (VNNIC) allocates internet resources such as domain names under the 
Ministry of Information and Telecommunication. Three additional ministries—information and cul-
ture (MIC), public security (MPS), and culture, sport, and tourism (MCST)—manage the provision and 
usage of internet services. On paper, the MCST regulates sexually explicit and violent content, while 
the MPS oversees political censorship. In practice, however, guidelines are issued by the VCP in a 
largely non-transparent manner. In 2008, the MIC created the Administrative Agency for Radio, Tele-
vision, and Electronic Information. Among other duties, the agency is tasked with regulating online 
content, which includes drafting guidelines for blogs and managing licenses for online media.13

Limits on Content

Political content on a range of sensitive topics is restricted online, especially in Vietnamese. Decree 
174, effective since January 2014, was widely used during the coverage period to levy harsh fines for 
government criticism on online media. Additionally, Circular 09, issued in October 2014, requires web-
site owners to respond immediately to authority’s request to take down content resulting in increased 
self-censorship. Commentators paid and officially acknowledged by the government in 2013, have 
grown in number and continue to manipulate online content.  

Blocking and Filtering 

With fewer resources devoted to online content control than in China, the Vietnamese authorities 
have nevertheless established an effective content filtering system. Censorship is implemented by 
ISPs rather than at the backbone or international gateway level. No real-time filtering based on 
keywords or deep-packet inspection has been documented. Instead, specific URLs are identified in 
advance as targets for censorship and placed on blacklists. The authorities are not known to have 
instituted restrictions on email or SMS content. 

Blocking in Vietnam primarily targets topics with the potential to threaten the Vietnam Communist 
Party’s (VCP) political power, including political dissent, human rights and democracy, as well as 
websites criticizing the government’s reaction to border and sea disputes between China and Viet-
nam. Content promoting organized religion such as Buddhism, Roman Catholicism, and the Cao Dai 
group, which the state considers a potential threat, is blocked to a lesser but still significant degree. 
Vietnamese sites critical of the government are generally inaccessible, whether they are hosted over-
seas, such as Talawas, Dan Luan, and Dan Chim Viet, or domestically, like Dan Lam Bao, Dien Dan Xa 
Hoi Dan Su or Bauxite Vietnam. 

ISPs use different techniques to inform customers of their compliance with blocking orders. While 

12 “Viettel dẫn đầu về di động, VNPT chiếm lĩnh thị phần Internet băng rộng,” [Viettel leads in mobile, VNPT gains in 
broadband market].  
13  Geoffrey Cain, “Bloggers the New Rebels in Vietnam,” SFGate, December 14, 2008, http://bit.ly/1bhBy1W.  
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some notify users when an inaccessible site has been deliberately blocked, others post an appar-
ently benign error message.14 Censors largely focus on Vietnamese-language content, so the New 
York Times and Human Rights Watch websites are accessible, while the U.S.-funded Radio Free Asia’s 
Vietnamese-language site is not; similarly, BBC websites are accessible in English but not Vietnam-
ese. Blocking is not consistent across ISPs. A 2012 OpenNet Initiative test of 1,446 sites found Viettel 
blocked 160 URLs, while FPT blocked 121, and VNPT only 77.15 There is no avenue for managers of 
blocked websites to appeal censorship decisions. 

Content Removal 

The party’s Department for Culture and Ideology and the MPS regularly instruct online newspapers 
or portals to remove content they perceive as problematic, through nontransparent internal, mostly 
verbal orders. 

Intermediary liability has long been implied in Vietnam, but was formalized in 2013 with Decree 
72 on the Management, Provision, Use of Internet Services and Internet Content Online. It requires 
intermediaries—including those based overseas—to regulate third-party contributors in cooper-
ation with the state, and to “eliminate or prevent information” prohibited under Article 5. It holds 
cybercafe owners responsible if their customers are caught surfing “bad” websites.16 This process 
was articulated in Circular 09/2014/TT-BTTTT, issued in October 2014, which requires website owners 
to eliminate “incorrect” content “within three hours” of its detection or receipt of a request from a 
competent authority in the form of email, text message, or phone call.17 The circular also tightened 
procedure for registering and licensing new social media sites.

It is not clear how much service providers removed content for fear of possible reprisals before the 
decree was introduced, so its immediate impact was not possible to gauge. Further, it did not out-
line what penalties non-compliant companies could face, and how the decree might be enforced 
remains unclear. 

Media, Diversity, and Content Manipulation  

Internet content producers face a range of pressures that affect the quality of online information. All 
content needs to pass through in-house censorship before publication. Editors and journalists also 
risk post-publication sanctions including disciplinary warnings, job loss, or imprisonment. In weekly 
meetings, guidelines are handed out by a Party Committee to editors about areas and themes to re-
port on or to, as well as the allowed depth and breadth of coverage. 

Decree 174, effective since January 2014, introduced administrative fines of VND 100 million 
(US$4,700) for anyone who “criticizes the government, the Party or national heroes” or “spreads 
propaganda and reactionary ideology against the state” on social media.18 These can be applied 
to offenses not serious enough to merit criminal prosecution. The decree outlined additional fines 

14  Irene Poetranto, “Update on Threats to Freedom of Expression Online in Vietnam,” OpenNet Initiative, September 10, 2012, 
http://bit.ly/1uC87Qs.  
15  Poetranto, “Update on Threats.  
16  Poetranto, “Update on Threats. 
17  Circular 09/2014/TT-BTTTT, http://bit.ly/1MS2MPD. 
18  Decree 174/2013/NĐ-CP, Central Database of Ministry of Justice, November 13, 2013, http://bit.ly/1H0jaxJ. 
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for violations related to online commerce.19 During the coverage period, Decree 174 has been used 
heavily. In February 2015, newspaper Nguoi Cao Tuoi received a total fine of about US$35,000 for 
several offenses.20 

These economic and social penalties, in addition to the risk of criminal prosecution, foster self-cen-
sorship. The unpredictable and nontransparent ways in which topics become prohibited make it 
difficult for users to know what might be off-limits, and bloggers and forum administrators routinel y 
disable commenting functions to prevent controversial discussions. 

Despite government restrictions, Vietnam’s internet is vibrant and offers a diversity of Vietnam-
ese-language content. Although most content addresses personal and apolitical topics, citizen jour-
nalism has emerged as an important source of information for many Vietnamese, particularly given 
the tightly controlled traditional media. People now recognize the parallel existence of official media 
and alternative counterparts operating exclusively online. In large cities, the internet has surpassed 
newspapers as the most popular source for information.21 In some cases such as the workers’ riots in 
Binh Duong province protesting a Chinese oil rig in the East China Sea in May 2014, Facebook users 
broke news faster and in more detail than mainstream media outlets restricted by tighter censorship. 

YouTube, Twitter, and international blog-hosting services such as Blogger or WordPress are freely 
available and growing in popularity, although Twitter is used to a lesser extent than in some other 
Asian countries. Tools for circumventing censorship are well-known among younger, technology-sav-
vy internet users in Vietnam, and many can be found with a simple Google search. Facebook, which 
faced sporadic—and officially unacknowledged—blocks in 2010 and 2011, was largely accessible 
and popular in 2015. Government agencies, such as the Ministry of Health, have started to reach out 
to citizens on Facebook, apparently signaling a shift away from the perception of such platforms as 
oppositional towards more digital engagement in combination with selective repression and block-
ing of contents, for propaganda purposes.22 

The government has also taken steps to manipulate public opinion online. In 2013, Hanoi’s Propa-
ganda and Education Department revealed that it runs at least 400 online accounts—without spec-
ifying what type—and 20 microblogs to fight “online hostile forces.”23 On March 14, 2015, alleged 
progovernment commentators insulted online activists and hindered them as they gathered offline 
to commemorate a battle against China although the Hanoi’s government denied that these people 
are under their management.24 Some blogs which criticize high-profile party members, such as Quan 
Lam Bao in 2013, or Chan Dung Quyen Luc in 2014, have attracted accusations that they reflect in-
ternal power dynamics rather than objective opinion. As such, critics say, they contribute little to the 
cause of freedom of expression. 

19  Anh-Minh Do, “Vietnam introduces two new internet fines: a $5,000 fine for social media and $5,000 fine for E-commerce,” 
Tech in Asia, November 28, 2013, http://www.techinasia.com/internet-fines-vietnam/.   
20  Website of Ministry of Information and Telecom, “Xử phạt hành chính Báo Người cao tuổi 699.700.000 đồng,” 
[Administrative fine of 699.7 millions VND handed to Nguoi cao tuoi newspaper] February 13,  2015, http://bit.ly/1M1qnik.  
21  “Tình hình sử dụng Internet tại Việt Nam 2011,” [The Situation of Internet Use in Vietnam in 2011] VNVIC, August 3, 2011, 
http://bit.ly/1LilH5S.   
22  Associated Press, “Vietnamese Leader Says Banning Social Media Sites Impossible,” Washington Times, January 15, 2015, 
http://bit.ly/1OTtavJ. 
23  Nga Pham, “Vietnam Admits Deploying Bloggers to Support the Government,” BBC, January 11, 2013, http://bbc.
in/1FQ9whu. 
24  “Dư luận viên phá lễ tưởng niệm Gạc Ma,” [Public opinion shapers harassed Gac Ma commemoration] BBC, 15 Mar 2015, 
http://bbc.in/1KWAu5M.  
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Digital Activism 

While important blogs such as Anh Ba Sam and Que Choa stopped operating during most of the 
coverage period due to the arrest of their owners, the easy accessibility of Facebook provided peo-
ple with opportunities to engage in social activism and share reactions to socio-political events. 
However, digital mobilization is local rather than national in scale, compared to some other countries 
in Asia. In 2012, blogs played an important role in rallying public opinion and providing evidence 
against local authorities who seized agricultural land from farmers.25 In 2013, LBGT activists used 
social media to show support for same-sex marriage.26 Most recently, in March 2015, social media 
provided the space for public outcry and helped to organize citizen’s protest against the Hanoi gov-
ernment’s large-scale deforestation plan, and eventually brought it to a halt.27   

Violations of User Rights

The interrogation, imprisonment, and physical abuse of bloggers and online activists, which intensified 
in 2013, continued during the coverage period. Harsh sentences are handed down in cursory trials 
often closed to the public and press. In late 2014 and early 2015, Article 258 of the penal code was 
used to convict at least 10 rights advocates and arrest 4 bloggers. Hackers have targeted Vietnamese 
anti-government activists since 2009. During the past year, cyberattacks got more personal with cam-
paigns designed to suppress criticism and diversified their targets. 

Legal Environment 

The constitution, amended in 2013, affirms the right to freedom of expression, but in practice the 
VCP has strict control over the media. Legislation, including internet-related decrees, the penal code, 
the Publishing Law, and the State Secrets Protection Ordinance, can be used to fine and imprison 
journalists and netizens. The penal code’s notorious Articles 79 and 88 are commonly used to pros-
ecute and imprison bloggers and online activists for subversion and propaganda against the state.28 
Article 258, which punishes “abuse of democratic rights to infringe upon the interests of the State, 
the legitimate rights and interests of organizations and citizens,” is also increasingly being used to 
arrest bloggers. The judiciary is not independent, and trials related to free expression are often brief, 
and apparently predetermined. Police routinely flout due process, arresting bloggers and online ac-
tivists without a warrant or retaining them in custody beyond the maximum period allowed by law. 

Since 2008, a series of regulations have extended controls on traditional media content to the online 
sphere, starting with Decree 97 which ordered blogs to refrain from political or social commentary 
and barred them from disseminating press articles, literary works, or other publications prohibited 
by the Press Law.29 Decree 02 followed in 2011, giving authorities power to penalize journalists and 

25  Stuart Grudgings, “Web Snares Vietnam as Bloggers spread protests over land,” Reuters, August 19, 2013, http://reut.
rs/1wBzjyr. 
26  “Hàng nghìn bạn trẻ ủng hộ LGBT nói tôi đồng ý,” [Thousands young people support LGBT] Vietnam Plus, October 27, 2013, 
http://bit.ly/1EQ3XKJ. 
27  Michael Peel, “Hanoi’s residents mobilise to save city’s cherished trees,” Financial Times, March 27, 2015, http://on.ft.
com/1WIKOUc. 
28  Reporters Without Borders, “Vietnam.”
29  OpenNet Initiative, “Vietnam,” August 7, 2012, http://bit.ly/1Z4zX9m; The Ministry of Information and Communication,  
Decree No 97/2008/ND-CP of August 28, 2008, Official Gazette,  August 11-12,  2008, http://bit.ly/1j9Ejf5; Ministry of 
Information and Communications, Circular No. 07/2008/TT-BTTTT of December 18, 2008, Official Gazette, January 6-7, 2009, 
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bloggers for a series of infractions, including publishing under a pseudonym. The decree differenti-
ated between journalists accredited by the government and independent bloggers, who are allowed 
far fewer rights and protections.30      

Decree 72 on the Management, Provision, Use of Internet Services and Internet Content Online, 
which came into effect in September 2013 and replaced Decree 97 of 2008, prolonged this repres-
sive trend of replacing “blogs” with “social networks” to encompass more online platforms.31 Article 5 
limits overbroad categories of online activity including “opposing the Socialist Republic of Vietnam,” 
inciting violence, revealing state secrets, and providing false information. 

In October 2014, The Ministry for Information and Telecommunication issued Circular 09/2014/TT-
BTTTT, which tightens the management of social networks, mostly through tougher requirements for 
licensing and registration. Among others, the person responsible for the platform should now have a 
university or higher degree. The website should have a “regime for elimination of incorrect contents 
within three hours from its detection or the request of a competent authority in the form of email, 
text or phone.”32

Prosecutions and Detentions for Online Activities 

According to Reporters Without Borders, 29 netizens were imprisoned in Vietnam as of December 
2014, compared to 17 in 2011, making the country one of the world’s worst jailers of bloggers and 
internet users.33 The increase was fueled by a 2013 court ruling that found 14 Catholic students, 
bloggers, and human rights activists guilty of subversion under Article 79, in part for their online ac-
tivities.3435 The sentences ranged from 3 years in prison followed by 2 years under house arrest to 13 
years’ imprisonment and 3 years’ house arrest.36 

In 2014, Vietnamese authorities used Article 258 to convict at least 10 rights advocates and arrest 4 
bloggers.37 Examples during the coverage period include:

•	 Prominent blogger Nguyen Huu Vinh, who writes Anh Ba Sam, and his collaborator, Nguyen 
Thi Minh Thuy, were arrested on May 5, 2014, for publishing online articles which “abuse 
democratic freedoms to infringe on the interests of the state.”38 

•	 On June 26, 2014, the Supreme People’s Court in Danang upheld a two-year prison sen-

http://bit.ly/1FSWgs7. 
30  Article 19, “Comment on the Decree No. 02 of 2011 on Administrative Responsibility for Press and Publication Activities 
of the Prime Minister of the Socialist Republic of Vietnam,” June 2011, http://bit.ly/1JPbb1x; Decree 02/2011/ND-CP,  [in 
Vietnamese] January 6, 2011, available at Committee to Protect Journalists, http://cpj.org/Vietnam%20media%20decree.pdf.
31  Decree No. 72/2013/ND-CP, Government on Management, Provision and Use of Internet Services and Online Information, 
July 15, 2013, http://bit.ly/1M7Pj7I. 
32 Mong Palatino, “Corporate Critics Say Vietnam’s New Tech Regulations Are Bad for Business,” Global Voice Advocacy, 
November 3, 2014, http://bit.ly/1LtKLK4. 
33  Reporters Without Borders, “Another blogger held, RWB calls for immediate release,” December 31, 2014, http://bit.
ly/1410Xhx. 
34  Committee to Protect Journalists, “Bloggers imprisoned in mass sentencing in Vietnam,” news alert, January 9, 2013, http://
bit.ly/1Nh8Q7i. 
35  Seth Mydans, “Activists Convicted in Vietnam Crackdown on Dissent,” New York Times, January 9, 2013, http://bit.
ly/1Nh8Q7i. 
36  Mong Palatino, “Long Prison Terms For ‘Dissident’ Vietnam Bloggers,” Global Voices, January 12, 2013, http://bit.ly/1j0L426. 
37  Human Rights Watch, “Vietnam:  Stop Using Absurd Laws to Imprison Critics,” December 10, 2014, http://bit.ly/1Q1VBVP. 
38  Human Rights Watch, “Vietnam: Arrests of Internet Activists Escalate,” May 7, 2014, http://bit.ly/1nt99fD. 
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tence handed down in March 2014 against blogger and former journalist Truong Duy 
Nhat for publishing critical articles on his blog “A Different Point of View.” The blogger has 
been detained since his arrest in May 2013.39

•	 Nguyen Quang Lap, the well-known writer and owner of Que Choa, one of Vietnam’s most 
visited political blogs, was arrested on December 6, 2014. A week earlier, Hong Le Tho, 
another independent blogger, was arrested in Ho Chi Minh City. Both were charged with 

“abusing democratic freedoms.”40 Nguyen Quang Lap was released on February 11, 2015, 
but the charges were not dropped.

•	 On February 12, 2015, a provincial court in Dong Nai sentenced three bloggers, Le Thi 
Phuong Anh, Do Nam Trung and Pham Minh Vu, who were arrested in May 2014 while 
covering anti-Chinese protests by workers. They received between 12 and 18 months in 
prison each for using Facebook to “disseminate content that incited and led to anti-state 
demonstrations.”41 

•	 On 12 May 2015, Kim Quoc Hoa, former editor in chief of the mainstream print and online 
newspaper Nguoi Cao Tuoi, was prosecuted for “abusing democratic freedoms to infringe 
on the state’s interest. Three months earlier, he lost his job and the online version of the 
newspaper was forced to shut down.42

Arrests and sentences were also documented on other charges: 

•	 On August 26, 2014, a court in the province of Dong Thap sentenced blogger and activist 
Bui Thi Minh Hang to three years in prison, and her co-defendants, religious workers Nguy-
en Van Minh and Thi Thuy Quynh, to 30 and 24 months respectively. All three were con-
victed of “causing public disorder” in public under Article 245 of the penal code. At the trial 
police prevented 200 people, including friends and relatives, from attending, and arrested 
40 supporters of the defendants.43

•	 Nguyen Dinh Ngoc, another well-known blogger who writes under the pen name Nguyen 
Ngoc Gia, was arrested in his home in Ho Chi Minh City on December 27, 2014, for illegal 
activities, with no specific charge given.44 

Photo journalist Dang Nguyen Minh Man, arrested four year ago and currently serving an eight year 
prison term with four subsequent years of house arrest for committing “activities aimed at over-
throwing the government” has been on hunger strike for prolonged periods to protest the ill-treat-
ment she has received while in detention. Minh Man’s treatment is not exceptional. Amnesty Interna-
tional noted in a 2013 report many political prisoners were held in harsh conditions that amounted 
to cruel, inhumane or degrading treatment.45

39  World Organization Against Torture, “Viet Nam: Blogger Truong Duy Nat’s two-year prison sentence upheld,”  June 30, 
2014, http://bit.ly/1vqH2iX. 
40  Human Rights Watch, “Vietnam:  Stop Using Absurd Laws to Imprison Critics.” 
41  Reporters Without Borders, “Three bloggers get jail terms for ‘abusing democratic freedom’,” February 17, 2015, http://bit.
ly/19zXDx9. 
42  “Nguyên tổng biên tập báo Người cao tuổi bị khởi tố,” [Former editor in chief of Nguoi cao tuoi is prosecuted] Tuoi Tre 
Online, May 12, 2015, http://bit.ly/1K3Lgsk. 
43  Reporters Without Borders, “Prominent blogger sentenced to three years in prison,” August 29, 2014, http://bit.
ly/1GsGOhe. 
44  “Vietnamese Police Arrest Prominent Blogger,” Radio Free Asia, December 28, 2014,  http://bit.ly/1Adi0d0. 
45  Media Legal Defense Initiative, “Vietnamese,” Global Voices, March 16, 2015, http://bit.ly/1Oikjnh.  
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Surveillance, Privacy, and Anonymity 

Limited information is available about advanced surveillance technology available to Vietnamese 
authorities. In 2013, Citizen Lab, a research group based in Canada, identified FinFisher software on 
servers in 25 countries worldwide, including Vietnam.46 Promoted by United Kingdom-based distrib-
utor Gamma International as a suite for lawful intrusion and surveillance, FinFisher offers the power 
to monitor communications and extract information without permission from other computers, such 
as contacts, text messages, and emails. Citizen Lab noted that the presence of such a server did not 
prove who was running it, though it is marketed to governments.47 

Decree 72 requires providers like social networks to “provide personal information of the users re-
lated to terrorism, crimes, and violations of law” to “competent authorities” on request, but lacks 
procedures or oversight to discourage intrusive registration or data collection.48 It also mandates 
that companies maintain at least one domestic server “serving the inspection, storage, and provision 
of information at the request of competent authorities.” The decree gave users themselves the am-
biguous right to “have their personal information kept confidential in accordance with law.” Imple-
mentation is at the discretion of ministers, heads of ministerial agencies and governmental agencies, 
the provincial People’s Committees, and “relevant organizations and individuals”, leaving anonymous 
and private communication subject to invasion from almost any authority in Vietnam in the future. 
There has been no known case where the Decree was applied so its consequences are unknown. 

Real-name registration is not required to blog or post online comments, and many Vietnamese do 
so anonymously. However, Vietnamese authorities do monitor online communication and dissident 
activity. Cybercafe owners are required to install software to track and store information about their 
clients’ online activities, and citizens must also provide ISPs with government-issued documents 
when purchasing a home internet connection.49 In late 2009, the MIC requested all prepaid mobile 
phone subscribers register their ID details with the operator and limited each to three numbers per 
carrier.50 As of 2015, however, the registration process is not linked to any central database and could 
be circumvented using a fake ID.51 Pay-per-use, called “throw away” or “one off” SIM cards, can be 
easily purchased without IDs.  

Intimidation and Violence 

In addition to imprisonment, bloggers and online activists have been subjected to physical attacks, 
job loss, severed internet, travel restrictions, and other rights violations. On November 2, 2014, for-
mer prisoner of conscience and freelance journalist Truong Minh Duc was ambushed and beaten 
until he lost consciousness by eight police officers in plain clothes, the third of such incidents target-

46  Morgan Marquis-Boire et al., “You Only Click Twice: FinFisher’s Global Proliferation,” Citizen Lab, March 13, 2013, http://bit.
ly/1grgVFd. 
47  “SIM rác vẫn vô tư bày bán,” [Throw away SIM cards still freely available] Lao Động Newspaper, October 16, 2014, http://bit.
ly/1M7RW9O. 
48  “Decree No. 72/2013/ND-CP.”
49  “Internet Censorship tightening in Vietnam,” Asia News, June 22, 2010, http://bit.ly/1yJgoHk. 
50  Phong Quan, “Sim Card Registration Now Required in Vietnam,” Vietnam Talking Points, January 16, 2010, http://bit.
ly/1M7SsVj. 
51  “Quản lý thuê bao di động trả trước: Chuyện không dễ,” [Managing Prepaid Mobile Subscribers Isn’t Easy] Vinhphuc, 
January 14, 2013, http://bit.ly/1EQ4f4r. 
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ing rights campaigners within a two month period.52 In January 2015, 12 bloggers and right activists 
were assaulted by anonymous thugs as they were visiting a fellow activist.53   

On April 30, 2015, the 40th anniversary of the end of the Vietnam War, bloggers and activists were 
placed under close surveillance, subjected to intimidation and, in some cases, assaulted. House 
arrest measures were reinforced; independent reporters—including Pham Chi Dung, who is on the 
Reporters Without Borders list of “information heroes” —were prevented from covering the celebra-
tions.54 Finally, on May 11, 2015, blogger and activist Nguyen Chi Tuyen, most recently active in pro-
tests against government’s tree felling in Hanoi, was beaten brutally by thugs, hospitalizing him.55 

Technical Attacks

Activists in Vietnam and abroad have been the target of systematic cyberattacks.56 When activity 
was first documented in 2009, the attackers used Vietnamese-language programs to infect comput-
ers with malicious software to carry out distributed denial-of-service (DDoS) attacks on blogs and 
websites perceived as critical of the government. Google estimated that “potentially tens of thou-
sands of computers” were affected,57 but Vietnamese authorities took no steps to find or punish the 
attackers.58

Activists today are subject to account takeovers, where spear-phishing emails disguised as legitimate 
content carry malware which can breach the recipient’s digital security to access private account 
information. In 2013, attackers seized control of a handful of important alternative blogs, including 
websites Anh Ba Sam, Que Choa, and blogs written by activists Xuan Dien, Huynh Ngoc Chenh, and 
others.59 It is common for sites to post a list of alternative URLs in case the current one is hacked.

Starting in 2013, attacks using malware to spy on journalists, activists and dissidents have become 
more personal. California-based Electronic Frontier Foundation (EFF) and Associate Press journalists 
have received infected emails inviting them to human right conferences or offering academic papers 
on the topic, indicating that the senders are familiar with the activities and interest of the receivers. 
According to EFF’s analysis, the detection rate for the malware is very low - only one anti-virus ven-
dor out of a possible 47 could detect it as of January 2014.60 In 2015, targeted personalized attacks 
were reported by several internet professionals in Vietnam.61 

52  Reporters without Borders, “Journalist beaten unconscious by eight policemen,” November 25, 2015, http://bit.ly/1L2zpHr. 
53  Human Right Watch, “Vietnam: Plainclothes Agents Target Rights Campaigners,” news release, January 25, 2015, http://bit.
ly/1CI0f6O. 
54  Reporters Without Borders “Police harass information hero on Vietnam war anniversary,” April 30, 2015, http://bit.
ly/1GsIirO. 
55  “Thugs Attack Vietnamese Anti-China Activist on Hanoi Street,” Radio Free Asia, May 11, 2015, http://bit.ly/1Ivee4a. 
56  “Human Rights Watch, “Vietnam: Stop Cyber Attacks Against Online Critics,” news release, May 26, 2010, http://bit.
ly/1LtNLWW. 
57  Neel Mehta, “The chilling effect of malware,” Google Online Security Blog, March 30, 2010, http://bit.ly/1OikX4a.  
58  Human Rights Watch, “Vietnam: Stop Cyber Attacks Against Online Critics.” 
59  David Brown, “Mysterious Attack on a Vietnamese Blog,” Asia Sentinel, March 18, 2013, http://bit.ly/1OTAiYV; “Cách vào 
Quechoa và HM blog khi bį chặn,” [Que Choa has been hacked] Hieu Minh Blog, February 14, 2014, http://bit.ly/1jKKHJV. 
60  Eva Galperin and Morgen Marquis-Boire, “Vietnamese Malware Gets Very Personal,” Electronic Frontier Foundation, 
January 19, 2014, http://bit.ly/1jtmpRJ.  
61  Personal interviews, 2015. 

938

http://bit.ly/1L2zpHr
http://bit.ly/1CI0f6O
http://bit.ly/1CI0f6O
http://bit.ly/1GsIirO
http://bit.ly/1GsIirO
http://bit.ly/1Ivee4a
http://bit.ly/1LtNLWW
http://bit.ly/1LtNLWW
http://bit.ly/1OikX4a
http://bit.ly/1OTAiYV
http://bit.ly/1jKKHJV
http://bit.ly/1jtmpRJ


www.freedomhouse.org

FREEDOM  
ON THE NET
2015

Key Developments: June 2014 – May 2015

•	 There were no websites blocked during the coverage period, compared to the previous 
period, when four independent news outlets were targeted for blocking (see Blocking 
and Filtering).

•	 Despite the unblocking of critical websites, government officials repeatedly issued threats 
to shutdown select websites and blogs (see Blocking and Filtering).

•	 Leaked emails from the Italian surveillance firm Hacking Team revealed that the company 
may have sold its sophisticated spyware known as Remote Control System (RCS) to the 
Zambian authorities (see Surveillance, Privacy, and Anonymity).

Zambia
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 12 11

Limits on Content (0-35) 13 12

Violations of User Rights (0-40) 18 17

TOTAL* (0-100) 43 40

* 0=most free, 100=least free

Population:  15.1 million

Internet Penetration 2014:  17 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  No

Press Freedom 2015 Status:  Not Free
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Introduction

Zambia was among the early adopters of the internet in sub-Saharan Africa with the installation of 
dial-up and satellite technology at the University of Zambia in the early 1990s. It was also inciden-
tally one of the first countries in the region to censor online content. In 1996, the government de-
manded the removal of a banned edition of The Post from the newspaper’s website by threatening 
to hold the internet service provider (ISP), Zamnet, criminally liable for the content. There were no 
other reported incidents of internet censorship until July 2013, when four independent online news 
outlets were blocked, purportedly by the government for their critical coverage of the Patriotic Front 
(PF) ruling party under President Michael Sata.

In 2014-2015, the Zambian government eased up on earlier efforts to restrict internet freedom, 
which included the blocking of news websites from July 2013 to April 2014 and arrests of several 
journalists suspected of their affiliation with the blocked news outlets. This continued under the new 
president, Edgar Lungu, who was elected in January 2015 in a presidential by-election following the 
death of President Michael Sata in October 2014. Nevertheless, government officials repeatedly is-
sued threats to shutdown select websites and blogs throughout the year, and the blocking of critical 
websites in the past suggests that this method of internet censorship may be practiced again in the 
future.

Concerns of government surveillance increased in 2015, particularly after leaked emails from the 
Italian surveillance firm Hacking Team revealed that the company may have sold its sophisticated 
spyware known as Remote Control System (RCS) to the Zambian authorities.

Obstacles to Access

Internet and mobile access rose steadily though remained low, hindered by high costs, poor infrastruc-
ture, and a large urban-rural divide.

Availability and Ease of Access   

Access to information and communication technologies (ICTs) in Zambia has increased steadily over 
the past few years, from a penetration rate of 10 percent in 2010 to over 17 percent in 2014, ac-
cording to the International Telecommunication Union (ITU).1 However, mobile phone penetration 
increased more rapidly, growing from 49 percent in 2010 to 67 percent in 2014 as most Zambian ICT 
users access the internet via mobile phones.2 As of March 2015, mobile internet users comprise 28 
percent of the Zambian population, increasing from a mere 3 percent in 2011.3 Meanwhile, internet 
connection speeds in Zambia are slow, averaging 1.3 Mbps compared to a global average of 3.9 
Mbps, according to May 2015 data from Akamai’s State of the Internet report.4

The costs of ICT ownership and access are very expensive and out of reach for the majority of citi-
zens in Zambia, where the average minimum wage is approximately US$75 per month. Blackberry 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014,  http://bit.ly/1cblxxY. 
2  International Telecommunication Union, “Mobile-Cellular  Subscriptions,” 2000-2014, http://bit.ly/1cblxxY. 
3  Zambia Information and Communications Technology Authority (ZICTA), “ICT Indicators,” http://bit.ly/1RKOUsl.  
4  Akamai, “Broadband Adoption ,” map visualization, State of the Internet Report, http://akamai.me/1LiS6KD. 
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devices are the most popular internet-enabled mobile phones in Zambia due to cheap subscription 
fees, which cost as low as US$10 per month for access. Nevertheless, high costs hinder most Zambi-
ans from accessing more advanced internet applications, with a standard smart phone costing about 
US$250 while broadband subscriptions cost an average of US$50 for a 10 GB of data. Less than 1 
percent of Zambians access the internet from their homes via fixed-line broadband subscriptions, 
which cost an average of US$62 as of February 2015. Zambians also access the internet at cybercafes, 
which cost slightly less than US$2 per hour. In recent years, however, cybercafes have become less 
popular as people increasingly access the internet via mobile devices. 

While access to ICTs is steadily increasing, it is only widespread in urban areas such as Lusaka (the 
capital), Copperbelt (the economic hub of the country), and Livingstone (the tourist capital). Access 
in rural areas has lagged behind due to the high costs of hardware and software, erratic and expen-
sive electricity, poor network coverage, and high levels of illiteracy. Moreover, the government has 
lacked the resources needed to prioritise the development of ICT infrastructure in rural areas, result-
ing in a significant urban-rural divide. 

Restrictions on Connectivity  

There have been no reports of the Zambian government restricting connectivity to internet or mo-
bile phone services to date, though partial state ownership over the country’s fiber backbone and 
control over connections to the international internet may enable the government to restrict con-
nectivity at will.5 

As a landlocked country, Zambia’s national fiber backbone is provided by three operators: state-
owned Zambia Telecommunications Ltd (Zamtel), state-owned Zambia Electricity Supply Corpora-
tion Ltd (ZESCO),6 and privately-owned Copperbelt Energy Corporation (CEC). Zamtel operates the 
fiber-optic connection to two international submarine cables the WACS and Sat-3.7 MTN and Airtel 
lease access to the undersea cables from Zamtel, while MTN also connects directly to the EASSy.8 
According to a July 2013 Zambian Watchdog report, the government may also control the country’s 
internet exchange point (IXP), which is reportedly housed in the same building as state-owned Zam-
tel in Lusaka.9 

ICT Market 

The Zambian market for ISPs is very competitive and characterized by a lack of a significant domi-
nant player.10 As of 2015, there are 23 ISPs, three of which are also the country’s mobile phone pro-

5  According to the ITU, the gateway to the international internet in Zambia is fully liberalized and competitive. See, 
International Telecommunication Union, “Zambia Profile (Latest data available: 2013),” ICT-Eye, accessed February 11 2015, 
http://bit.ly/1NEnLHk. 
6  Michael Malakata, “ZESCO begins leasing fiber communication backbone,” Network World, September 24, 2008, http://bit.
ly/1LcyRkN. 
7  Michael Malakata, “Zambia’s Zamtel connects to WACS, Sat-3 undersea cables,” PC Advisor, July 26, 2012, accessed February 
11, 2015 http://bit.ly/1OxJLFC.  
8  “MTN Zambia to invest USD3 million on connection to EASSy,” TeleGeography, March 29, 2012, accessed February 11, 2015, 
http://bit.ly/1k89kjF. 
9  In bid to spy on citizens, Sata gives Chinese complete access to Zambia’s military, OP files,” Zambian Watchdog, “July 23, 
2013, accessed February 11, 2015, http://bit.ly/1LczMlf. 
10  Shuller Habeenzu, “Zambia ICT Sector Performance Review 2009/2010,” (policy paper, Research ICT Africa, 2010) http://bit.
ly/1NK9LgU.  
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viders: MTN, Airtel, and state-owned Zamtel.11 All internet and mobile service providers are privately 
owned, with the exception of Zamtel, which was renationalized in January 2012 under the directive 
of the late President Michael Sata.12 Sata’s predecessor had sold the 75 percent share of Zamtel to 
Lap Green in 2010 for US$257 million.13 While Zamtel has the smallest share in the mobile phone 
market,14 it commands the largest share of internet subscriptions, with 61 percent of the market, as 
of February 2013.15

Regulatory Bodies 

The Zambia Information and Communications Authority (ZICTA) is the regulatory body for the coun-
try’s ICT sector. Established under the Information and Communication Technologies Act of 2009, 
ZICTA is known to be generally autonomous in its decision-making, although the government has 
some ability to influence ZICTA’s activities.16 The Minister of Information and Broadcasting Services 
is mandated to oversee ZICTA’s activities and appoint the members and chairperson of the ZICTA 
board.17 The minister is also entitled to issue general directives, which the regulator is obligated to 
carry out.18 

Some internet content is also regulated by the Independent Broadcasting Authority, which oversees 
the enforcement and compliance of regulations in broadcast programming. This includes program-
ming that is streamed and published online by TV and radio stations.19 

Limits on Content

Online content in Zambia was unrestricted during the coverage period, in contrast to the previous peri-
od when four independent online news outlets were blocked for several months. 

Blocking and Filtering 

In 1996, Zambia became the first country in sub-Saharan Africa to censor online content when the 
government demanded the removal of a banned edition of The Post from the newspaper’s website 
by threatening to hold the internet service provider (ISP), Zamnet, criminally liable for the content.  
There were no other reported incidents of internet censorship until July 2013, when four indepen-
dent online news outlets—Zambia Watchdog, Zambia Reports, Barotse Post, and Radio Barotse—were 
blocked until April 2014, purportedly by the government for their critical coverage of the Patriotic 

11  ZICTA “Internet Service Provider,” accessed February 10, 2015, http://bit.ly/1MsuzmW. 
12  Sata “deemed it desirable to acquire back the 75 percent shareholding of Libya’s Lap Green Network in Zamtel.” George 
Chellah “Press Statement: ZAMTEL Nationalization,” press release, January 24, 2012, accessed February 10, 2015, http://on.fb.
me/1OxKlmP.  
13  Matthew Saltmarsh, “Privitization of Zambian Phone Company Degenerates Into a Feud,” New York Times, October 3, 2010, 
http://nyti.ms/1VURg8z. 
14  “MTN Zambia is the country’s largest mobile operator – ZICA,” Lusaka Voice, March 2, 2015, http://bit.ly/1KbWlT2. 
15  Deloitte, Doing Business in Zambia – A unique flavour, March 2013, http://bit.ly/1NeSJUU. 
16  International Telecommunication Union, “Zambia Profile (Latest data available: 2013).” 
17  First Schedule (Section 4), The Information and Communication Technologies, Act [No. 15 of 2009], http://bit.ly/1KbWEx7.  
18  The Information and Communication Technologies Act , No. 15 of 2009, Part XI, art 91, http://bit.ly/1KbWEx7; See also, 
Shuller Habeenzu, “Zambia ICT Sector Performance Review 2009/2010,” (policy paper, Research ICT Africa, 2010) http://bit.
ly/1NK9LgU.  
19  Independent Broadcasting Authority, “About Us,” accessed May 18,2015,  http://www.iba.org.zm/about-us.html. 
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Front ruling party under President Michael Sata.20 The government had previously tried to ban Zam-
bian Watchdog in 2012.

No other websites were blocked during the coverage period; social media and communications plat-
forms such as YouTube, Twitter, Facebook, WhatsApp, and international blog hosting services were 
freely available. Nevertheless, government officials repeatedly issued threats to shutdown select 
websites and blogs,21 and the 2013-2014 blocking of critical news websites suggests that this meth-
od of internet censorship may be practiced again in the future.22 

There is no concrete evidence that the government was behind the blocking of websites in 2013 and 
2014, indicating a complete lack of transparency behind censorship decisions, in addition to an in-
effective complaints and appeals process through the regulatory body ZICTA. Testing conducted by 
the Tor Project’s Open Observatory of Network Interference (OONI) in July 2013 discovered the pres-
ence of deep packet inspection (DPI) filtering tactics as the source of the block.23 Zambian Watchdog 
accused Chinese company Huawei Technologies of installing DPI on Zambia’s ISPs to enable the 
blocking of internet content. While the government did not claim responsibility for the blocking, 
Vice President Guy Scott reportedly stated that the independent outlet deserved to be censored 
because it was “promoting hate speech” and disseminating false news.24 He also characterized the 
party responsible for the blocking as a “well-wisher” and thanked them for their work.25 

Content Removal 

The government has also been known to censor internet content by directing online media editors 
to remove material considered problematic or offensive upon request. However, the extent of this 
practice is unknown given the predominance of state-owned and progovernment news outlets in 
the country. Instances of takedown requests are likely unreported, while self-censorship may limit 
the volume of critical content that could be targeted. The only known incident comes from Zambia 
Reports, who publicly admitted to complying with a government takedown request in its July 2013 
open letter to the government, though the outlet did not reveal the nature of the content that was 
taken down or when it occurred.26 Otherwise, intermediaries are not held liable for content under 
the 2009 Electronic Communications and Transactions Act.27 

Media, Diversity, and Content Manipulation  

Online content producers face considerably less government pressure compared to their traditional 
media counterparts, though the majority of online news sources in Zambia are merely web versions 
of progovernment mainstream outlets. As a result, social media platforms and citizen journalists 

20  “Zambia blocks third website: Barotse Post,” Zambian Watchdog, September 10, 2013, http://bit.ly/1MFdqLs. 
21  Gershom Ndhlovu, “New Minister Threatens to Shut Down Zambian Independent News Site,” Global Voices, February 18, 
2015, accessed May 18, 2015, http://bit.ly/1jEv5Hl. 
22  Peter Adamu, “Zambia Reports, Watchdog ‘Unblocked’,” Zambia Reports, April 4, 2014, http://bit.ly/1KbWYfu; “The 
Watchdog has been released,” Zambia Weekly, March 27, 2014, http://bit.ly/1X7wVPP. 
23  Open Observatory of Network Interference (OONI), “Zambia, a country under Deep Packet Inspection,” July 15, 2013, 
http://bit.ly/1GgAU8r. 
24  Michael Chawe, “Zambia admits blocking critical online site,” Africa Review, July 25, 2013, http://bit.ly/1LQ3aLc. 
25  Michael Malakata, “Proposed Zambian law to ‘regulate’ online media,” Web Africa, January 16, 2014, http://bit.ly/1hHsdZ6. 
26  Editor, “Zambia Requested to Stop Blocking Access to Websites,” Zambia Reports, July 25, 2013, http://bit.ly/1Rdpkve. 
27  Electronic Communications and Transaction Act No. 21 of 2009, Part X, Limitation of Liability of Service Providers, http://
bit.ly/1Pk92TO. 
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have emerged as important sources of information, and Zambians now recognize the parallel ex-
istence of official media and alternative voices from online sources. The Zambian blogosphere is 
vibrant, representing diverse viewpoints and opposition voices, and many mainstream journalists 
have turned to blogs to express themselves more freely. Zambia’s internet offers content in five local 
languages, including English,28although it is difficult to find content produced or written strictly in 
local languages.

While blogs hosted on international platforms have proliferated in recent years, online publica-
tions face economic constraints that compromise their ability to remain financially sustainable. The 
government is the largest source of advertising revenue for traditional media outlets and has been 
known to withhold advertisements from critical outlets.29 Moreover, private companies often do not 
advertise in news outlets that seem antagonistic to government policies out of fear of the potential 
repercussions.30 These trends are likely mirrored online, though in general, online news platforms 
are much less developed than print and broadcast media. The two most popular independent online 
news outlets in Zambia—Zambian Watchdog and Zambia Reports—are both hosted abroad and re-
ceive advertising revenue from international businesses.  

Growing government pressure on the media in recent years has created a climate of self-censorship 
among journalists, both on and offline. Online journalists and bloggers are increasingly choosing 
to write anonymously due to harassment, the threat of legal action, or both,31 particularly on issues 
regarding politics and corruption involving government officials. Social media users tend to express 
themselves more freely online, but a growing belief that the government monitors social media 
activity has made users more cautious in recent years.32 Meanwhile, progovernment trolls are be-
coming increasingly common on social media platforms such as Facebook, typically flooding posts 
that are critical of the government with insults and comments on unrelated issues.33 Some observers 
suspect that the government may be paying the trolls to disseminate progovernment propaganda.34 

Digital Activism 

Social media outlets, particularly Facebook, have played an important role in mobilizing Zambian 
citizens around a variety of social and economic issues, such as land reform, the mining industry, and 
taxes. Digital activism efforts have yet to result in significant social or political change. In 2014, the 
poverty alleviation organization Action-Aid Zambia led a social media campaign to lobby for reform 
and transparency in the country’s mining taxation laws, persuading the Zambian government to be-
gin a review some of the contentious laws governing the mining sector.3536 

28  Google Zambia, http://bit.ly/1hHm9jf. 
29  Freedom House, “Zambia,” Freedom of the Press 2014, http://www.freedomhouse.org/report/freedom-press/2014/zambia.
30  “Zambia 2013,” African Media Barometer (Friedrich-Ebert-Stiftung: fesmedia Africa, 2013).
31  “Zambia 2013,” African Media Barometer (Friedrich-Ebert-Stiftung: fesmedia Africa, 2013).
32  Catherine de Lange, “Journalism in Zambia: Self-Censorship, Blocked Websites, and Social Media Monitoring,” International 
Reporting Project, Johns Hopkins University, July 26, 2013, accessed March 8, 2015, http://bit.ly/1MFfQJQ. 
33  Zambian Economist, Facebook Post, July 12, 2014, accessed September 23, 2014, http://on.fb.me/1GIYKED. 
34  Evans Mulenga, “Zambia’s Growing Censorship Problem,” Zambia Reports, May 6, 2014, http://bit.ly/1jriYOu. 
35  Cecilia Jamasmie, “Zambia scales back mining royalties to 9%,” Mining, April 20, 2015, accessed May 25, 2015, http://bit.
ly/1Jp7DVt.
36  Action-Aid Zambia, Facebook Campaign on Tax dodging in Zambia, https://www.facebook.com/AAZambia?ref=br_rs. 
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Violations of User Rights

The Zambian government was less restrictive on online journalists during this report’s coverage peri-
od compared to the previous period, when the authorities used both legal and extrajudicial measures 
to punish online journalists for critical media coverage. No arrests for online activities were report-
ed, while one journalist arrested in 2013 was acquitted of all charges. Leaked emails from the Italian 
surveillance firm Hacking Team revealed that the company may have sold its sophisticated spyware 
known as RCS to the authorities.

Legal Environment 

Freedom of expression is enshrined in the Zambian Constitution but is limited by broad interpre-
tations of other statutes that restrict expression in the interest of public order and safety, national 
security, morality, and health.37 The constitution does not explicitly guarantee press freedom but 
includes a provision stating, “no law shall make any provision that derogates from freedom of the 
press.”38 Some media observers have noted that the provision inadequately protects press freedom.39 
However, a new draft constitution was posted online for public review in October 2014.40 The draft 
constitution includes specific protections for print, broadcast, and electronic media freedom, and ex-
plicitly prohibits the government from exercising control or interfering with media activities.41 As of 
mid-2015, the review process for the draft constitution was still ongoing.

Nevertheless, freedom of expression and the media continue to be limited by clauses in the penal 
code that criminalize defamation of the president42 and give the president “absolute discretion” to 
ban publications regarded as “contrary to the public interest.”43 In April 2014, the government re-
portedly stated intentions to introduce legislation regulating online media, citing the problems of 

“internet abuse” and cybercrime.44 To date, no restrictive laws related to the regulation of ICTs and 
online activities have been introduced.

Judicial independence is guaranteed in the constitution but in practice this is not respected and un-
dermined by other laws that allow for executive interference in Zambia’s justice system. Notably, the 
Service Commissions Act—which establishes a Judicial Service Commission to advise the president 
on judicial appointments—provides the president with the power to give the commission “general 
directions as the President may consider, necessary” and obliges the commission to comply with the 
directions.45 

37  Zambia’s Constitution of 1991 with Amendments through 2009, art. 20 (1), Protection of Freedom of Expression, accessed 
March 3, 2015, http://bit.ly/1RKTYga. 
38  Zambia’s Constitution of 1991 with Amendments through 2009, art. 20 (2), Protection of Freedom of Expression.  
39  “Zambia 2013,” African Media Barometer (Friedrich-Ebert-Stiftung: fesmedia Africa, 2013).
40  Clement Malambo, “Government Releases Draft Constitution Ahead of Jubilee,” Zambia Reports, October 23, 2014, http://
bit.ly/1MFgYgM. 
41  DRAFT Constitution of Zambia, refer to article 36 Freedom of media, see: “The Constitution of Zambia,” Zambian Watchdog, 
January 2014, http://bit.ly/1GgHJ9L. 
42  The Penal Code Act, Chapter 7, art. 69, accessed March 3, 2015, http://www.unodc.org/res/cld/document/zmb/1931/
the_penal_code_act_html/Zambia_Penal_Code_Act_1930_as_amended_2005.pdf. 
43  The Penal Code Act, Chapter 7, art. 53. 
44  Michael Malakata, “Zambia rejects new constitution permitting online news freedom,” PC Advisor, April 11, 2014, accessed 
February 27, 2015, http://bit.ly/1MFhETh. 
45  Service Commissions Act, Cap 259, Part II, Service Commissions, http://bit.ly/1hHnYwq; See also: Richard Lee, “Executive 
interference undermines judiciary in Zambia,” Open Society Initiative for Southern Africa (blog), August 27, 2013, http://bit.
ly/1KbYIoY. 
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Prosecutions and Detentions for Online Activities 

The Zambian government was less restrictive on the press and Zambian internet users during this 
report’s coverage period compared to the previous period, when the authorities used both legal and 
extrajudicial measures to punish online journalists for critical media coverage. In 2013, three jour-
nalists suspected of working for Zambian Watchdog were arrested and handed trumped up charges 
of sedition and possession of obscene material.4647 In August 2015, one of the journalists, Clayson 
Hamasaka, who was charged with possession of pornography, was acquitted after a court ruled that 
the evidence against the journalist had been planted.48 The other two cases were still in the courts 
awaiting judgments as of October 2015, and no arrests for online activities were reported from June 
2014 to May 2015.

Surveillance, Privacy, and Anonymity 

Little is known about the Zambian government’s surveillance practices and capabilities. In July 2015, 
email leaks from the Italian surveillance firm Hacking Team revealed that the company may have 
sold sophisticated spyware known as Remote Control System (RCS) to the Zambian authorities.49 
While the leaked emails did not confirm the sale, they point to the government’s intent to acquire 
such technologies that can monitor and intercept user communications. 

The Electronic Communications and Transaction Act of 2009 details conditions for lawful interception 
of communications, which generally requires a court order.50 Yet, under the late President Michael 
Sata, numerous reports accused the government of conducting extensive illegal surveillance of citi-
zens’ ICT activities, such as the phone tapping of senior government officials who fell out of the rul-
ing party’s favor,51 civil society leaders,52 and journalists.53 

Otherwise, details of potential extralegal government surveillance stem mostly from Zambian 
Watchdog reports.54 According to the news outlet, the government contracted Chinese experts in 
2013 to install an internet surveillance system that could monitor, intercept, censor, and mine data 
from digital communications.55 The subsequent blocking of Zambian Watchdog and Zambia Reports 
in July 2013 corroborated the use of deep-packet inspection (DPI) technology as the mechanism 
behind the blocking.56 Zambian Watchdog also separately reported that President Sata had signed a 

46  See Freedom House, “Zambia,” Freedom on the Net 2014, http://bit.ly/1Lwi0dZ; “One journalist charged with sedition, one 
released without being questioned,” Zambian Watchdog, July 10, 2013, http://bit.ly/1LQ6BBv; AFP, “Zambian police charge 
investigative journalist,” Daily Nation, July 18, 2013, http://bit.ly/1X7AK7t. 
47  “Hamasaka released on police bond, may face more trumped-up charges,” Zambian Watchdog, July 30, 2013, http://bit.
ly/1VVhtck; AFP, “Reporter arrested for porn after criticizing Zambia’s president,” Mail & Guardian, July 30, 2013, accessed 
March 7, 2015, http://bit.ly/1Lwipx7; Nse Udoh “Zambia: Journalist Wilson Mpondamali Acquitted,” All Africa, August 1, 2014, 
http://bit.ly/1RdrhrA. 
48  “Journalist Clayson Hamasaka acquitted, evidence was planted,” Lusaka Times, August 11, 2015, http://bit.ly/1OGezSX. 
49  Ryan Gallagher, Twitter Post, July 6, 2015, 1:10 PM, http://bit.ly/1OGeQoW.  
50  Electronic Communications and Transaction Act No. 21 of 2009, Part XI, Interception of Communication.  
51  Evans Mulenga, “Sata Is Listening to Your Conversation,” Zambia Reports, October 9, 2013, http://bit.ly/1X7BJVc; Rebecca 
Chao, “Zambian President Admits to Spying on Fellow Officials,” TechPresident (blog), October 16, 2013, http://bit.ly/1GJ08ak. 
52  Peter Adamu, “Sata is Tapping Phones, says Fr Bwalya,” Zambia Reports, January 23, 2014, http://bit.ly/1VViJfq. 
53  “Airtel Zambia Facing Phone Tapping Allegations,” AfricaMetro, June 18, 2015, http://bit.ly/1VUX2Hh. 
54   Many of Zambian Watchdog’s news reports about surveillance could not be corroborated by a second source.
55  Michael Malakata, “China reportedly helping Zambia with eavesdropping technology,” Computer World, February 19, 2013, 
http://bit.ly/1VVkIAy; “PF govt to crack on internet users, targeting ZWD and Diplomats,” Zambian Watchdog, February 14, 2013, 
http://bit.ly/1LcEI9y. 
56  OONI, “Zambia, a country under Deep Packet Inspection.” 

946

http://bit.ly/1LQ6BBv
http://bit.ly/1X7AK7t
http://bit.ly/1VVhtck
http://bit.ly/1VVhtck
http://bit.ly/1Lwipx7
http://bit.ly/1RdrhrA
http://bit.ly/1OGezSX
http://bit.ly/1OGeQoW
http://bit.ly/1X7BJVc
http://bit.ly/1GJ08ak
http://bit.ly/1VViJfq
http://bit.ly/1VUX2Hh
http://bit.ly/1VVkIAy
http://bit.ly/1LcEI9y


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Zambia

presidential order in February 2013 authorizing the president’s office to interfere with ICT commu-
nications without oversight.57 According to the anonymous news article, ZICTA had directed all ISPs 
and mobile service providers in Zambia “to allow safe passage of Information Technology (IT) Spe-
cialists from the Office of the President and China.”58 Later in September 2013, Zambian Watchdog 
reported that China’s Huawei had installed email hacking devices on all ISPs in Zambia.59 No further 
reports of surveillance abuse have been reported under Zambia’s new president, Edgar Lungu, elect-
ed in January 2015. 

The ability for Zambians to communicate anonymously through digital media is compromised by 
SIM card registration requirements instituted in September 2012.60 Registration requires an origi-
nal and valid identity card such as a national registration card presented in person to a registration 
agent at a mobile service provider.61 While the government stated that the registration requirements 
were for the purposes of combatting crime,62 Zambian Watchdog reported a story in November 
2012 based on inside sources alleging that subscriber details were passed directly to the secret ser-
vice for the creation of a mobile phone user database.63 An official from ZICTA also publicly stated in 
November 2012 that registration would “enable law enforcement agencies [to] create a database to 
help identify the mobile SIM card owners,” according to a news report in Lusaka Times.64 

Registration for the .zm country code top-level domain (ccTLD) is managed by ZICTA as provided 
for under the 2009 Electronic Communications and Transaction Act, which may compromise the 
anonymity of .zm website owners given the murky independence of the regulatory authority.65 The 
act also provides a government minister the authority to create statutory agreements that determine 
further requirements for domain name registration, in addition to “the circumstances and manner in 
which registrations may be assigned, registered, renewed, refused, or revoked.”66 Such direct over-
sight of local web domains may allow the government to access user data belonging to local con-
tent creators and hosts. 

Intimidation and Violence 

In the past few years, journalists have noted an increased climate of intimidation for media workers 
who regularly face harassment and physical attacks for their independent reporting. While there 
were no reports of attacks on individuals for their online activities during the coverage period, on-
line journalists were frequently targeted for harassment and intimidation in 2013 and early 2014. 
Between June and September 2013, the government targeted individuals suspected of writing 
anonymously for the critical online news outlets, Zambian Watchdog and Zambia Reports, including 

57  “Sata signs order for OP to tap phones, emails,” Zambian Watchdog, February 18, 2013, accessed March 9, 2015, http://bit.
ly/1NKggQL. 
58  “Sata signs order for OP to tap phones, emails,” Zambian Watchdog, February 18, 2013, accessed March 9, 2015, http://
bit.ly/1NKggQL; Gershom Ndhlovu, “Zambia: Chinese Experts to Monitor Internet?,” Global Voices Advocacy,  February 23, 2013,  
http://bit.ly/1LcEXS5. 
59  Zambian Watchdog, Facebook Post, September 2, 2013, http://on.fb.me/1PkfUjQ. 
60  “Zambia switches off 2.4 million unregistered SIMs,” Lusaka Voice, February 6, 2014, http://bit.ly/1k8g15g. 
61  MTN Zambia, “SIM Registration,” accessed September 25, 2014, http://bit.ly/1NKgCXx. 
62  Gershom Ndhlovu, “Zambia: SIM Registration is For Security Reasons,” Global Voices Advocacy, November 30, 2012, http://
bit.ly/1ZGFOC9. 
63  “OP compiling Database from simcard registration exercise,” Zambian Watchdog, November 13, 2012, http://bit.
ly/1VUY9GZ. 
64  “SIM card registration is not a political issue-ZICTA,” Lusaka Times, November 25, 2012, http://bit.ly/1LcFfZ8. 
65  Electronic Communications and Transaction Act No. 21 of 2009,  Part IX, Domain Name Regulation.  
66  Electronic Communications and Transaction Act No. 21 of 2009, Part IX, Domain Name Regulation, art. 52. 
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Thomas Zyambo, Clayson Hamasaka, and Wilson Pondamali who were all harassed and subsequently 
arrested. Zyambo was reportedly threatened and physically assaulted by President Sata’s son for un-
known reasons in March 2014.67 Pondamali was attacked in April 2014 at a public event, allegedly by 
government “thugs” who took off with his digital equipment.68 

Technical Attacks

Government-sponsored technical attacks against opposition activists, ordinary users, or online jour-
nalists are not common in Zambia and were not reported during the coverage period. The last re-
ported technical attack occurred in April 2014 when the website of the Media Institute for Southern 
Africa (MISA) was hacked alongside a number of government websites by hackers from the Middle 
East.69 Zambian Watchdog was last attacked with a DDoS attach in May 2012 that brought the site 
down for about eight hours.70 

67  Gershom Ndhlovu, “Zambia: President’s Son Warns Journalist, ‘We Will Kill You”,” Global Voices Advocacy, March 12, 2014, 
http://bit.ly/1GgGBTH.  
68  “PF thugs beat up Journalist Wilson Pondamali,” Zambian Watchdog, April 11, 2014, http://bit.ly/1NKh8oB. 
69  Limbikani Makani, “100+ Zambian websites hacked & defaced: Spar, Postdotnet, SEC, Home Affairs, Ministry of Finance,” 
Tech Trends, April 15, 2014, http://bit.ly/1MFmY9c. 
70  Gershom Ndhlovu, “Zambia: Citizen News Website Hacked,” Global Voices, May 13, 2012, http://bit.ly/1VUYw45. 
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Key Developments: June 2014 – May 2015

•	 Frequent power outages disrupted ICT networks, resulting in cutoffs of both mobile net-
works and internet connections for hours at a time (see Availability and Ease of Access).

•	 The Facebook page of the anonymous whistleblower “Baba Jukwa” was deleted in July 
2014, though the manner in which it was taken down remains shrouded in mystery (see 
Content Removal). 

•	 In July 2014, criminal defamation was declared unconstitutional under the old constitu-
tion but left valid under the new 2013 constitution (see Legal Environment).

•	 Police arrested and charged two individuals with plotting to overthrow the government 
for their alleged association with Baba Jukwa (see Prosecutions and Detentions for On-
line Activities). 

•	 The leader of the “Occupy Africa Unity Square” movement initiated on Facebook was 
abducted in March 2015 and remained missing as of June 2015 (see Intimidation and 
Violence).

Zimbabwe
2014 2015

Internet Freedom Status Partly 
Free

Partly 
Free

Obstacles to Access (0-25) 15 15

Limits on Content (0-35) 15 16

Violations of User Rights (0-40) 25 25

TOTAL* (0-100) 55 56

* 0=most free, 100=least free

Population:  14.7 million

Internet Penetration 2014:  20 percent

Social Media/ICT Apps Blocked:  No

Political/Social Content Blocked:  No

Bloggers/ICT Users Arrested:  Yes

Press Freedom 2015 Status:  Not Free
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Introduction

Zimbabwe’s socioeconomic and political challenges deepened this past year, owing to continued in-
fighting over who will succeed President Robert Mugabe when he decides to step down. In response 
to the growing instability, the ruling party Zimbabwe African National Union—Patriotic Front (ZA-
NU-PF) took steps to crack down on criticism in general, and frequently targeted communications 
disseminated via information and communications technologies (ICTs) in particular. Most notably, 
the government succeeded in taking down the popular Facebook page of the anonymous whis-
tleblower, “Baba Jukwa,” and arrested two individuals suspected of administering the page in July 
2014. A university student was also arrested for a Facebook post on the Baba Jukwa page that al-
legedly undermined state security. Online journalists and ordinary users also faced more harassment, 
threats, and violence for criticizing the ruling party, especially President Mugabe, this past year. The 
opposition party, Zimbabwe African People’s Union—Federal Party (ZAPU-FP), reported experiencing 
a cyberattack in early 2015, in advance of various party congresses.

Obstacles to Access

New taxes on ICT gadgets and mobile airtime levied in 2014 made costs of access more expensive, 
disproportionately impacting the poor. Prolonged power blackouts disrupted ICT networks, resulting in 
cutoffs of both mobile networks and internet connections for hours at a time. The independence of the 
regulator POTRAZ was called into question following the cancellation of Telecel’s license over a politi-
cally charged shareholding dispute.

Availability and Ease of Access   

Zimbabwe’s internet access is expanding incrementally, growing from a penetration rate of 19 per-
cent in 2013 to 20 percent in 2014, according to estimates by the International Telecommunication 
Union (ITU).1 By contrast, official government statistics report an internet penetration rate of 50 per-
cent as of December 2014,2 up from 42 percent in 2013,3 which includes both fixed-line and mobile 
internet subscriptions. Approximately 99 percent of internet access is via mobile telephony, while 
access via fixed-line internet remains low at less than 1 percent. The mobile phone penetration rate, 
which is over 100 percent, includes users with multiple SIM cards, thus belying the actual number of 
Zimbabweans who have access to mobile services—estimated at only 60 percent.4

Increasing investments in the country’s telecommunications infrastructure in recent years have 
made service prices more affordable for consumers. In 2014, the leading internet service provider 
(ISP), Liquid, launched its Fiber-to-Home (FTH) service after laying fiber-optic cables in nearly all 
major towns and now offers a start-up price for homes of US$39 per month for up to 15GB per 
month.5 State-owned ISP TelOne also worked to extend ADSL broadband services across the coun-
try throughout 2014, reaching almost all small towns to provide broadband to its clients through a 

1  International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2014, http://bit.ly/1cblxxY. 
2  “Potraz defends mobile data tariffs,” Daily News, April 30, 2015, http://bit.ly/1GKKn2s. 
3  Postal and Telecommunications Regulatory Authority of Zimbabwe (POTRAZ), “Postal and Telecommunications Sector 
Performance Report – Fourth Quarter 2013, accessed August 20, 2014, http://bit.ly/1VWOC1Y. 
4  Ndakaziva Majaka, “Zim mobile penetration rate misleading: Potraz,”  Daily News, December 21, 2014, http://bit.ly/1ZJnKHv.  
5  For 5Mbps download and up to 1Mbps upload.
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prepaid service of 10GB for US$25.6 Despite improvements, effective broadband for home and indi-
vidual users has not been fully realized due to poor infrastructure and a lack of reliable electricity. In 
2014, fixed-broadband subscriptions remained low at a penetration rate of merely 1 percent.7 

While Zimbabweans have benefitted from low-cost, internet-enabled imitation mobile phones im-
ported from Asia, new taxes on ICTs levied in 2014 increased the cost of access, which dispropor-
tionately impacted the poor. In September 2014, Finance Mister Patrick Chinamasa introduced a 25 
percent import tax on all ICT gadgets on top of an already existing 15 percent value-added tax (VAT) 
to increase state revenues.8 He also implemented a 5 percent excise tax on mobile airtime.9 To help 
offset the new price increases, the regulator in January 2015 forced mobile phone companies to re-
duce the cost of voice calls from a peak period charge of 23 cents per minute to 15 cents, and those 
for SMS from 9-10 cents to 5 cents.10 

While most Zimbabweans access the internet via mobile phones, cybercafes are still playing a key 
role as internet access points. A combination of web surfing, gaming, and music and video down-
loads is attracting mostly urban youth back to internet cafes, which are increasingly found in nearly 
every rural district center.11 Nonetheless, there remains a significant urban-rural divide in access to 
both internet and mobile technologies, particularly as a result of major infrastructural limitations in 
rural areas, such as poor roads and electricity distribution. Even in urban areas, electricity is regularly 
rationed for six to seven hours a day, leading to uneven access to internet and mobile phone ser-
vices. In 2014-2015, frequent power outages affected both households and business entities such as 
cybercafes, resulting in cutoffs of both mobile networks and internet connections for hours at a time.

Restrictions on Connectivity  

No cases of deliberate disruptions in connectivity were recorded during the coverage period, com-
pared to the previous period, when the independent community radio station, Radio Dialogue, re-
ported frequent internet disconnections in its office in the lead-up to the July 2013 general elections, 
and internet cafe owners reported slow internet connectivity.12 While the government’s hand in the 
disruptions could not be confirmed, state control over two of the country’s five international gate-
ways, as well as the state’s ability to issue directives to private telecom providers, increase the likeli-
hood of deliberate government interference. 

Two of Zimbabwe’s five international gateways for internet and voice traffic are operated by the 
state-owned fixed network, TelOne, and mobile network, NetOne. The private mobile operators—
Econet, TeleCel, and Africom—operate the other three international gateways.13 In mid-2014, gov-
ernment officials expressed discontent with the country’s “sporadic international gateways” and stat-

6  “TelOne Improves Performance,” News Day, January 10, 2014, http://bit.ly/1kaQnx. 
7  International Telecommunication Union, “Fixed (wired)-broadband subscriptions,” 2000-2014, http://bit.ly/1cblxxY.
8  L.S.M. Kabweza, “Zim government introduces 5% tax on mobile airtime,” Techzim, September 11, 2014, http://bit.
ly/1RN6YC3. 
9  Ministry of Finance and Economic Development, Zimbabwe National Budget Statement. See file:///C:/Users/user/
Downloads/2015%20National%20Budget.pdf. 
10  “Potraz slashes mobile tariffs,” The Herald, January 1, 2015, accessed January 26, 2015, http://bit.ly/1jIH5Yw. 
11  From research via calls to relatives and friends who live near rural business centers as well as personal visits to some rural 
centers. 
12  George Mpofu and Nicolette Zulu, “FFZE: Zim Internet, Phones ‘Jammed’ Day Ahead of Vote,” Free & Fair Zimbabwe 
Election, July 30, 2013, http://zimbabweelection.com/2013/07/30/ffze-zim-internet-phones-jammed-day-ahead-of-vote/.
13  Op Cit, POTRAZ, “Postal and Telecommunications Sector Performance Report – Fourth Quarter 2013. 
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ed intentions to intervene with a national policy,14 leading to concerns that the government is trying 
to increase its control over the operations of Zimbabwe’s internet gateways.

ICT Market 

Zimbabwe currently has 28 ISPs,15 representing a competitive market for internet service provision. 
As set by the regulator, the license fees for ISPs range from US$2-4 million, depending on the type 
of service to be provided, and must be vetted and approved by the regulator prior to installation.16 
Providers must also pay 3.5 percent of their annual gross income to the regulator. By contrast, mo-
bile services are provided by three operators, two of which are privately owned—Econet Wireless 
and Telecel. The government has complete ownership of the third operator, NetOne, but is reported-
ly seeking to privatize up to 60 percent of company.17

Regulatory Bodies 

ISPs and mobile phone companies are regulated by the Postal and Telecommunications Regulatory 
Authority of Zimbabwe (POTRAZ), whose leaders are appointed by the president in consultation with 
the minister of transport and communication.18 While POTRAZ handles the official licensing process 
for telecoms, insider reports have revealed a growing interest of the military intelligence in the op-
erations of telecoms companies. The military intelligence and the Central Intelligence Organization 
are known to screen and approve license applications, demonstrating how the state regards ICTs as 
a security matter. 

POTRAZ has been widely accused of partisanship and politicized decision-making, as evidenced in 
early 2015 when the regulator revoked of the license of the country’s third largest mobile phone op-
erator, Telecel.19 At the time, Telecel was embroiled in a shareholding dispute that pit President Mug-
abe’s nephews Patrick Zhuwao and Leo Mugabe against other shareholders. The intervention was 
seen as part of a political move to protect and advance the interests of those close to the Mugabe 
family.20 On May 7, 2015, the High Court ordered POTRAZ to reinstate the Telecel license.  

Limits on Content

Civil society organizations reported having trouble disseminating bulk SMS text messages throughout 
2014 and 2015, particularly messages perceived as political by the state. In response, organized civic 
activism is finding space through WhatsApp groups made up of citizen journalists and ordinary users. 

14  Technomag, “Potraz spearheads Broadband policy,” News Day, June 4, 2014, http://bit.ly/1MIxdcN. 
15  Zimbabwe Internet Service Providers Association (ZISPA), “Current ZISPA members,”updated August 9, 2007, http://bit.
ly/1OJxLz7.  
16  L.S.M Kabweza, “Zimbabwe raises telecoms licence fees, migrates to converged licensing,” TechZim, March 12, 2013, http://
bit.ly/1PniwOb. 
17  NetOne, “About NetOne,” http://bit.ly/1LeJH9O; Henry Lancaster, Zimbabwe- Telecoms, Mobile and Broadband – Statistics 
and Analyses, http://bit.ly/1GKLDCJ. 
18  L.S.M. Kabweza, “POTRAZ now under Office of President & Cabinet. To improve regulatory independence,” TechZim, 
October 15, 2013, http://bit.ly/1Ga8Wv8. 
19  Op Cit, see L.S.M. Kabweza, “Zim ICT Minister ‘cancels’ Telecel’s license. Accuses Vimpelcom of speculation,” TechZim, 
February 22, 2015, http://bit.ly/1LSNGfN. 
20  L.S.M. Kabweza, “We interview with Supa Mandiwanzira on TeleCel license cancellation,” TechZim,  February 24, 2015, 
http://bit.ly/1AFADpk.  
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The Facebook page of the anonymous whistleblower “Baba Jukwa” was deleted in July 2014, though 
the manner in which it was taken down remains unclear. 

Blocking and Filtering 

No websites were blocked or filtered in Zimbabwe during the coverage period. Access to social me-
dia platforms such as Facebook, Twitter, and YouTube and international blog-hosting platforms are 
all freely available, though the government regards Facebook and other communications platforms 
as sources of political subversion and has indicated intentions to block the websites over the past 
few years.21 

By contrast, civil society organizations reported having trouble disseminating bulk SMS text mes-
sages throughout 2014 and 2015, particularly messages perceived as political by the state. A ban on 
bulk SMS services was originally implemented in the lead-up to the 2013 elections.22 The ban, which 
was not made known to the public, effectively obstructed the ability of civil society groups to send 
SMS messages with election-related information, and there were no mechanisms in place for ap-
peal.23 Meanwhile, ZANU-PF members routinely sent bulk SMS messages via all networks on behalf 
of President Robert Mugabe’s campaign and other ruling party candidates.

Content Removal 

Zimbabwean government authorities and opposition leaders frequently pressured users and content 
producers to delete content from social media platforms during the coverage period, reflecting a 
growing trend compared to previous years. 

Most notably, the Facebook page of the anonymous whistleblower Baba Jukwa was deleted in July 
2014, though the manner in which it was removed remains shrouded in mystery. Most accuse the 
Zimbabwean government, which had reportedly sent senior police officials to the United States in 
late 2014 to liaise directly with Facebook and convince the company to delete the page, which was 
followed by nearly half a million users.24 The president had also reportedly sought Chinese techni-
cal assistance in censoring the page and identifying its owner in previous years.25 Some believe the 
authorities had managed to hack into and take control of the Baba Jukwa page to delete the profile. 
Either way, the page was ultimately taken down in July 2014,26 after an editor at the Sunday Mail 
state newspaper, Edmund Kudzayi, was arrested in June on accusations of running the Baba Jukwa 
account (see “Prosecutions and Detentions for Online Activities”).27 

21  “Zimbabwe Gvt Set to Block Facebook, Twitter – Report,” ZimEye, November 27, 2013, http://bit.ly/1kaSCjG. 
22  Ephraim Batambuze III, “Bulk Text Messaging Service banded in Zimbabwe,” PC Tech Magazine, July 29, 2013, http://bit.
ly/1jISrvx; Gareth van Zyl, “Zimbabwean regulator ‘blocks’ bulk SMS as election nears,” IT Web Africa, July 29, 2013, http://bit.
ly/1RN8UdN; Kubatana, “POTRAZ bans bulk SMS,” July 26, 2013, http://bit.ly/1QBgwzb.   
23  One such ICT based Civic network Kubatana.net issued a statement stating that, “….in the run-up to Zimbabwe’s 2013 
election, our ability to send bulk text messages has been blocked. We have been informed by Econet that their regulator, Potraz, 
has issued a directive blocking the delivery of bulk messages from international gateways. “Potraz Bans Bulk SMSs,” News Day, 
July 26, 2013, http://bit.ly/1Ga9G3k. 
24  Tendai Rupapa, “Baba Jukwa investigators in US,” Chronicle, September 2, 2014,  http://bit.ly/1QBh73O. 
25  Jane Flanagan, “Mugabe hunts for internet mole ‘Baba Jukwa’ revealing his secrets,” The Telegraph, July 4, 2013, http://bit.
ly/1QBhb3L. 
26  Adam Taylor, “Has Baba Jukwa, Zimbabwe’s infamous anonymous whistleblower, really been caught?” Washington Post, 
June 25, 2014, http://wapo.st/1KetzRG. 
27  Charles Laiton, “Sunday Mail Editor ‘is Baba Jukwa,’” The Standard, June 22, 2014, http://bit.ly/1Lyv02G. 
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Social networking pages and chat groups were also targeted for removal by opposition leader Mor-
gan Tsvangirai, who in May 2015 ordered all WhatsApp and Facebook groups administered by any 
members of the Movement for Democratic Change (MDC) opposition party to shut down or face 
suspension.28 Tsvangirai, who heads the MDC, was allegedly irked by public debates held on social 
media platforms between the party’s senior officials. Following the ban, the party reportedly sus-
pended five of its officials based in the city of Bulawayo on May 10, 2015 for “allegedly abusing so-
cial media platforms to attack the party’s top leadership.”29 

A mobile money account belonging to the ZAPU-FP opposition party was shut down in early 2015, 
which some observers believe was politically motivated. Created for fundraising purposes, ZAPU-FP’s 
account with Econet’s mobile money service Ecocash was shut down with no explanation from the 
provider, leading ZAPU-FP party members to suspect Econet of acting on instructions from the secu-
rity sector.

Media, Diversity, and Content Manipulation  

Media surveys indicate a continuing decline in newspaper readership coinciding with the rising use 
of ICT-based platforms for news and other information.30 This trend has prompted newspapers to 
work on integrating online platforms. The popular Mobi News service for mobile devices launched 
by Alpha Media Holdings—the group publisher of The Standard, Newsday, Southern Times, and Zim-
babwe Independent—now attracts more subscription revenue than the firm’s print publications.    

Independent news websites and other digital media outlets based outside Zimbabwe provide crit-
ical sources of information for Zimbabwean citizens, especially on taboo subjects that local media 
groups are afraid of covering due to fears of government reprisal. These diaspora-based outlets, 
such as New.zimbabwe.com and Nehanda-radio.com, post reports on sensitive issues by local jour-
nalists and citizens who write under pseudonyms, a practice employed by many journalists to avoid 
harassment. Few independent news outlets are based in the country.

Ordinary citizens are also increasingly using pseudonyms online to discuss political topics,31 and 
following the arrest of the suspected owner of the anonymous Baba Jukwa account in July 2014 (see 

“Prosecutions and Detentions for Online Activities”), users have increasingly opted to self-censor out 
of concerns over the state’s capacity to seek out the identities of pseudonymous individuals.32 Suspi-
cions of pervasive state surveillance have also led to increasing self-censorship, particularly on issues 
that involve the military, the intelligence, President Robert Mugabe, and the first family. 

28  Gift Chirauro, “Is banning social media good for MDC,” Techno Mag, February 10, 2015, http://bit.ly/1NNa6PT. 
29  Luyanduhlobo Makwati, “MDC-T Suspends officials for abusing social media,” Southern Eye, May 10, 2015, http://bit.
ly/1LSORfd. 
30  See Zimbabwe Advertising Research Foundation (ZARF), “Zimbabwe All Media and Products’ Survey,” 2012, http://bit.
ly/1Lpi4IV. 
31  Tendai Chari, “Consumption and Networking,” in Online Journalism in Africa, ed. Hayes Mawindi Mabweazara, et al., (New 
York: Routledge, 2014) 192; Tendai Chari, “Ethical Challenges Facing Zimbabwean Media in the Context of the Internet,” Global 
Media Journal - Africa Edition,  3, no.1 (2009) http://bit.ly/1ZJt0L8;  Committee to Protect Journalists, “Sweeping Surveillance 
Law to Target ‘Imperialist-Sponsored Journalists,’” press release, All Africa, August 9, 2007, http://bit.ly/1Pxrjfv; Barbara Borst, 

“African Journalists Struggle to Find their Role in Building Democracies,” Perspectives on Global Issues 2, no. 2 (Spring 2008).  
32  “After the Baba Jukwa story broke a reader wrote on our NewsDay-Zimbabwe Facebook page: What if they hack into my 
account like they did with BJ? I am not sure if it is worth the risk to send in pictures of a failed service delivery system and they 
discover who I am.” John Mokwetsi, “Cyber freedom: Have we started to censor ourselves?”The Standard, July 13, 2014, http://
bit.ly/1jIMmPE. 
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Digital Activism 

Despite fears of being identified, organized civic activism is finding space through WhatsApp groups 
made up of citizen journalists and ordinary users sharing community information and seeking to 
influence local government decisions. Social media is increasingly used to engage with local author-
ities on service delivery and to mobilize communities around various issues. Nevertheless, various 
mobilization efforts have yet to manifest in any meaningful social, political, or economic change in 
Zimbabwe.

In late 2014, the Facebook group “Occupy Africa Unity Square” was launched, demanding President 
Mugabe admit failure and step down from power. The group, which has garnered hundreds of thou-
sands of followers, organized a series of peaceful protests in October and November, which were 
met with heavy-handed resistance by riot police who used violence to disburse the protests.33  The 
leader of the “Occupy Africa Unity Square” movement was later abducted for his activism in March 
2015; he remained missing as of June 2015 (see “Intimidation and Violence”). 

Violations of User Rights

The Zimbabwean Constitutional Court declared criminal defamation unconstitutional under the old 
constitution but left it valid under the new 2013 constitution. Numerous individuals were targeted for 
their alleged association with Baba Jukwa, leading to several arrests. Online journalists and ordinary 
users faced more harassment, threats, and violence for criticizing the government online in the past 
year. The opposition party, ZAPU-FP, reported experiencing a hacking attack in early 2015, in advance 
of various party congresses. 

Legal Environment 

The 2013 Zimbabwe constitution outlines rights for media, free expression, and access to informa-
tion and broadcasting for citizens, though numerous other pieces of legislation violate these con-
stitutional rights. Chief among such laws is the Access to Information and Protection of Privacy Act 
(AIPPA), under which all journalists are accredited and media houses registered. Among its limiting 
provisions, the AIPPA provides for a Media Commission that has powers to ban journalists and me-
dia organizations and places restrictions on reporting on a broad range of government information.34 
Bloggers, however, are not eligible for accreditation as journalists under the AIPPA.

Restrictions on certain types of speech under the Criminal Law Codification and Reform Act (CODE) 
remain on the books and apply equally to reporters in traditional media and online. The CODE crim-
inalizes defamation, punishing anyone who publicly undermines the authority of the president or 
insults him in any printed or electronic medium with a sentence of up to 20 years in prison.35 In an 
apparent sleight of hand, the Zimbabwean Constitutional Court struck down criminal defamation 

33  “61 Days: Police doing nothing about Dzamara,” Nehanda Radio, May 9, 2015, http://bit.ly/1LpiMWA. 
34  Access to Information and Protection of Privacy Act, Acts 5/2002, 5/20013, http://bit.ly/1LyAdYu. 
35  Criminal Law (Codification and Reform) Act [Chapter 9:23], Act 23/2004, Government Gazette, June 3, 2005, http://bit.
ly/1kaUWqQ. 
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under the CODE in July 2014,36 declaring it unconstitutional under the old constitution, but left it val-
id under the new 2013 constitution.37 

In April 2015, the government announced plans to draft the Cyber Crime and Data Protection Bill,38 
which purportedly aims to curb criminal activities.39 Given the state’s tendency to include civic and po-
litical activism as part of its broad definition of what is considered “criminal,” human rights defenders 
fear the law will be abused to crack down on social media activities.40 

The state’s legal restrictions are sometimes balanced by the judiciary, which has demonstrated a de-
gree of autonomy through several rulings that have not been favorable to the state, including some 
freedom of expression cases. Nevertheless, an appointment process that allows for high levels of 
executive interference compromises judicial independence. 

Prosecutions and Detentions for Online Activities

In 2014, the Zimbabwean authorities ramped up their efforts to silence the anonymous Baba Jukwa 
whistleblower, whose Facebook page posted frequent allegations of corruption against ruling party 
members and had nearly a half a million followers before it was shut down in July 2014 (see “Con-
tent Removal”). Numerous individuals were targeted for their alleged association with Baba Jukwa, 
including South Africa-based journalist Mxolisi Ncube, who was questioned by police at the Zimba-
bwean embassy in Pretoria, South Africa in June 2014 for his suspected connection to the Facebook 
profile.41 Police also questioned senior government ministers—including Information Minister Jona-
than Moyo, Environment Minister Savior Kasukuwere, and former ruling party spokesperson Rugare 
Gumbo—over the Baba Jukwa case.42 

On June 19, 2014, the authorities arrested the former editor of the state-owned The Sunday Mail 
newspaper, Edmund Kudzayi, on accusations of running the Baba Jukwa Facebook page.43 Five 
days later, police also arrested Kudzayi’s brother Phillip on allegations of being a co-administrator 
and charged both with plotting to overthrow the government.44 The government’s crackdown on 
Baba Jukwa continued with the arrest of University of Zimbabwe student Romeo Musemburi in late 
June 2014 for a Facebook post on the Baba Jukwa page that allegedly undermined state security.45 
Charges against the Kudzayi brothers were eventually withdrawn in May 2015 for lack of evidence,46 
as well as those against Musemburi in June 2015.47 

36  Thulani Ndlovu, “Zimbabwe court strikes down criminal defamation, implementation to be seen,” Committee to Protect 
Journalists (blog), July 28, 2014, https://cpj.org/x/5c35. 
37  Alex T. Magaisa, “The (Confused) State of Criminal Defamation Law in Zimbabwe,” Nehanda Radio, February 26, 2015, 
http://bit.ly/1Lpj3sC; Media Institute of Southern Africa (MISA), “Zimbabwe Update: Criminal defamation law still operative,” 
http://bit.ly/1LSQpFS. 
38  Simiso Mlevu, “Potraz Seeks to curb cyber Crimes,” The Herald,  April 15, 2015,  accessed May 24 2015, http://bit.
ly/1LywQAT.  
39  Zimbabwe National Chamber of Commerce (ZNCC), “Parliament to focus on realignment of law, economy – President 
Mugabe,” October 2014, http://bit.ly/1qewLV4.  
40  Interview with Human Rights Defender in Harare on February 27, 2015. 
41  See “Journalists Grilled Over Baba Jukwa,” Zim Now Daily (blog), July 2, 2014, http://bit.ly/1LpjL9x. 
42   “Police quiz Kasukuwere over Baba Jukwa,” Nehanda Radio, July 27, 2014, accessed January 24, 2015, http://bit.ly/1kaW0Lr.  
43  Faith Zaba, “Events leading to Kudzayis arrest,” The Zimbabwe Independent, July 4 2014, accessed February 27, 2015, http://
bit.ly/1GidTlu.  
44  “Baba Jukwa Suspect’s brother Arrested on appointment,” Bulawayo 24, June 25, 2014, http://bit.ly/1LSZkB0. 
45  “Two more arrested over Baba Jukwa Blob,” News Day, July 1 2014, accessed February 25, 2015, http://bit.ly/1LeNrIg.  
46  “Zim journo cleared of being Mugabe detractor,” ENCA, May 31, 2015, http://bit.ly/1NNdURe. 
47  Tarisai Machakaire, “UZ student freed in Baba Jukwa saga,” Nehanda Radio, June 28, 2015, http://bit.ly/1LSZHvf. 
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Meanwhile, the long running case against Shantel Rusike, who was arrested on December 24, 2012 
and accused of distributing a nude picture of President Mugabe on WhatsApp,48 was finally heard 
by the Constitutional Court in January 2015. Rusike faces charges of “causing hatred, contempt or 
ridicule of the president,” as delineated in the CODE.49 Court justices indicated that the case may be 
dismissed, with one justice stating that a WhatsApp message does not constitute public dissemina-
tion.50 The Constitutional Court’s judgment had not been released as of mid-2015. 

Surveillance, Privacy, and Anonymity 

There were numerous reports of surveillance abuse during the coverage period, beginning with the 
arrest of Phillip Kudzayi in July 2014 on suspicions of his connection to the Baba Jukwa Facebook 
whistleblower. Police claimed they tracked communications linked to Baba Jukwa to a mobile phone 
line registered under Kudzayi’s name. Meanwhile, state media employees and senior government 
officials were reportedly under constant surveillance throughout the year, as tensions remained high 
over post-Mugabe succession politics. Observers believe surveillance has allowed President Mugabe 
to expel several disloyal government officials who he accused of plotting his downfall. 

Such surveillance abuse is enabled by the government’s ability to monitor and intercept user data 
and communications without adequate oversight. Several laws provide the authorities with a legal 
mechanism to conduct surveillance of citizens’ activities online, including the Post and Telecommu-
nications Act of 2000, which allows the government to intercept suspicious communications and 
requires a telecommunications licensee, such as an ISP, to supply information to government officials 
upon request.51 The act also obligates telecoms to report any communications with “offensive” or 

“threatening” content. 

Under the Interception of Communications Act of 2007, the Monitoring of Interception of Commu-
nications Center has the power to oversee traffic in all telecommunications services and to inter-
cept phone calls, emails, and faxes under the pretext of national security.52 The Act further requires 
telecommunications operators and ISPs to install necessary surveillance technology at their own 
expense and to intercept information on the state’s behalf.53  Failure to comply is punishable with a 
fine and sentence of up to three years in prison. Warrants allowing the monitoring and interception 
of communications are issued by the minister of information at his discretion; consequently, there is 
no adequate judicial oversight or other independent safeguard against abuse,54 and the extent and 
frequency of monitoring remains unknown. 

Anonymous communication and the privacy of user data are compromised by SIM card registration 
regulations implemented in 2011, which require mobile phone users to submit personal identity 
details to mobile operators, ostensibly to combat crime and curtail threatening or obscene com-
munications.55 Encrypted communication applications such as Skype are accessible, though since 

48  Silas Nkala, “’Naked Mugabe’ case drags on,” Southern Eye, June 18, 2013, http://bit.ly/1NgtCBe. 
49  Section 33(2) (a) (ii) of the Criminal Law (Codification and Reform) Act/CODE Chapter 9:23.
50  Section 33(2) (a) (ii) of the Criminal Law (Codification and Reform) Act/CODE Chapter 9:23. 
51  Postal and Telecommunications Act 2000, Part XII, Section 98, “Interception of communications.” 
52  Reporters Without Borders, “All Communications Can Now be Intercepted Under New Law Signed by Mugabe,” August 6, 
2007, http://bit.ly/1MutsDf. The law is available, Interception of Communications Bill, 2006 Memorandum, http://bit.ly/1PxspI9. 
53  Nqobizitha Khumalo, “Zim Internet Service Providers Struggle to Buy Spying Equipment,” ZimOnline via Kubatana,  August 
10, 2007, http://bit.ly/1LyyfHq. 
54  Interception of Communications Act, No. 6/2007, Section 6, “Issue of warrant,” http://bit.ly/R5gPZO. 
55  “POTRAZ Issues Mobile Phone Registration Reminder,” TechZim, January 31, 2011, http://bit.ly/1MutN9g. 

957

http://bit.ly/1NgtCBe
http://bit.ly/1MutsDf
http://bit.ly/1PxspI9
http://bit.ly/1LyyfHq
http://bit.ly/R5gPZO
http://bit.ly/1MutN9g


FREEDOM  
ON THE NET 
2015

www.freedomhouse.org

Zimbabwe

September 2011, POTRAZ has maintained a ban—reportedly for security reasons—on the use of the 
BlackBerry messenger service that enables users to send free encrypted messages.56 

The scope of subscriber registration requirements expanded under the 2013 Postal and Telecommu-
nications (Subscriber Registration) Regulations (Statutory Instrument 142/2013) to include subscrip-
tions with any “…telecommunication licensees or designated agents who provides telecommunica-
tion services,” including internet subscriptions.57 Registration details require a full name, permanent 
residential address, nationality, gender, subscriber ID number, and national ID or passport number 
to be submitted to network operators, who are then required to retain such personal information 
for five years after either the subscriber or operator has discontinued service. In addition, the regula-
tions require ISPs to provide POTRAZ with copies of their subscriber records to be stored in a Central 
Subscriber Information Database to enable POTRAZ to “assist law enforcement agencies on safe-
guarding national security,” among other aims.58 Officials could petition POTRAZ for access to the 
subscriber database without a court order. 

In a positive step in June 2014, the government repealed the legal provision in the 2013 Subscriber 
Registration Regulations that allowed security agents to access user information from a central data-
base without a court-issued warrant, after the Parliamentary Legal Committee (PLC) found provisions 
of the new regulations unconstitutional.59 An amended version of the regulations—the Statutory In-
strument 95/2014—was subsequently enacted in July 2014, which requires law enforcement agents 
to obtain a court order to request information from the central database.60 Analysis by the Zimba-
bwean legal watchdog Veritas, however, found this amendment to fall short of judicial oversight, 
since it requires either a court order or a warrant, the latter of which “can be issued by police officers 
who have been designated as justices of the peace.”61 

Intimidation and Violence 

Online journalists and ordinary users faced more harassment, threats, and violence for criticizing the 
ruling party, especially President Mugabe, online in the past year. Incidents during the coverage pe-
riod included:

•	 University of Zimbabwe student Romeo Musemburi, who was arrested in June 2014 for a 
Facebook post on the Baba Jukwa page, reported being beaten while in police custody.

•	 In late 2014, residents of Mbare, a high-density neighborhood in the capital Harare, were 

56  The ban went into effect in response to unfounded fears that the service had facilitated the 2011 Arab uprisings as well 
as the violent protests that took place in England in August of the same year. In mid-2011, POTRAZ director general Charles 
Manzi Sibanda announced that the regulator was examining the compliance of BlackBerry’s encryption technology with the 
Interception of Communications Act, which requires that all telecommunication services allow official interception. The POTRAZ 
decision was still outstanding as of December 2013. BlackBerry formerly operated as Research in Motion.  See, “BlackBerry 
Messenger a dream,” The Zimbabwean, June 5, 2012, http://bit.ly/1Pxsz2i. 
57  Garikai Dzoma, “Zimbabwe’s new online “Spying law”,” Techzim, October 9, 2013, http://bit.ly/1ZJxaTv; Postal and 
Telecommunications (Subscriber Registration) Regulations, 2013, http://bit.ly/1Ngu8zd. 
58  Postal and Telecommunications (Subscriber Registration) Regulations, 2013, Section 8 (1) and (2). 
59  Paidamoyo Muzulu, “No more snooping into phone conversations,” News Day, June 25, 2014, http://bit.ly/1PnpOBs; 
Veritas, “PLC-Adverse Report on Telecommunications Subscriber Registration Regulations- SI 142-2013,” http://www.veritaszim.
net/node/1029. 
60  Postal and Telecommunications (Subscriber Registration) Regulations, 2014, http://www.cfuzim.org/images/si9514.pdf. 
61  “Bill Watch 29/2014 of 21st July,” The Zimbabwean, July 22, 2014, http://bit.ly/1Gae1nc. 
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reportedly harassed by ZANU-PF youths who forcibly searched the residents’ WhatsApp 
messages for anti-Mugabe texts. 

•	 In February 2015, photojournalists were forced to delete photos and videos from their de-
vices that had captured Mugabe falling to the ground at the airport.62 

•	 In March 2015, political activist Itai Dzamara was abducted near his Harare home,63 spawn-
ing an online wave of protests calling for his return and decrying the government’s inaction 
on the matter. Dzamara was known for his leadership of the “Occupy Africa Unity Square” 
protest group organized on Facebook and had received numerous threats from state 
security agents for his activism prior to his disappearance.64 He remained missing as of 
mid-2015.65

Technical Attacks

Technical attacks against critical websites and social media pages have increased in recent years. 
The Facebook page of anonymous whistleblower Baba Jukwa reportedly faced frequent hacking at-
tempts to take the page down throughout 2014, which may have succeeded in removing the page 
altogether in July 2014 (see “Content Removal”).66 The opposition party, ZAPU-FP, also reported ex-
periencing a cyberattack in early 2015. Its timing in advance of the party’s preparations for its youth 
and women congresses in April 2015 and the main congress in August led party members to suspect 
the hack was politically motivated.67

62  “Mugabe falls,” News Day, February 5, 2015,  http://bit.ly/1PnqnuX. 
63  “61 Days: Police doing nothing about Dzamara.” 
64  See Occupy Africa Unity Square, Facebook Page, http://on.fb.me/1OznpUe. 
65  See Bring Back Itai Dzamara Now, Facebook Page, http://on.fb.me/1Lpm503. 
66  “Julian Assange, Baba Jukwa and Cyberpunks,” ICT Africa, May 4, 2013, http://ictafrica.info/FullNews.php?id=9002. 
67  “ZAPU to sue Econet over closed Ecocash Biller account,” New Zimbabwe, February 27, 2015,  http://bit.ly/1VWWiBs. 
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Methodology

Freedom on the Net provides analytical reports and 
numerical scores for 65 countries worldwide. Assign-
ing scores allows for comparative analysis among the 
countries surveyed and facilitates an examination of 
trends over time. The country reports provide narra-
tive detail to support the scores. Freedom on the Net 
also documents censorship methods used by differ-
ent countries in an annual chart (see “Key Internet 
Controls By Country”). 

The countries were chosen to provide a representative 
sample with regards to geographical diversity and eco-
nomic development, as well as varying levels of political 
and media freedom. The ratings and reports included in 
this study particularly focus on developments that took 
place between June 1, 2014 and May 31, 2015.

Freedom on the Net is a collaborative effort between 
a small team of Freedom House staff and an exten-
sive network of local researchers and advisors in 65 
countries. Our in-country researchers have diverse 
backgrounds—academia, blogging, traditional journal-
ism, and tech—and track developments from their 
country of expertise. In the most repressive environ-
ments, Freedom House takes care to ensure research-
ers’ anonymity or, in exceptional cases, works with 
individuals living outside their home country. 

What We Measure
The Freedom on the Net index measures each coun-
try’s level of internet and digital media freedom based 
on a set of methodology questions developed in 
consultation with international experts to capture the 
vast array of relevant issues that enable internet free-
dom (see “Checklist of Questions”). Given increasing 
technological convergence, the index also measures 
access and openness of other digital means of trans-
mitting information, particularly mobile phones and 
text messaging services. 

Freedom House does not maintain a culture-bound 
view of freedom. The project methodology is ground-
ed in basic standards of free expression, derived in 
large measure from Article 19 of the Universal Decla-
ration of Human Rights:

“Everyone has the right to freedom of opinion 
and expression; this right includes freedom 

to hold opinions without interference and to 
seek, receive, and impart information and ideas 
through any media regardless of frontiers.”

This standard applies to all countries and territories, 
irrespective of geographical location, ethnic or religious 
composition, or level of economic development.  

The project particularly focuses on the transmission 
and exchange of news and other politically relevant 
communications, as well as the protection of users’ 
rights to privacy and freedom from both legal and 
extralegal repercussions arising from their online 
activities. At the same time, the index acknowledges 
that in some instances freedom of expression and 
access to information may be legitimately restricted. 
The standard for such restrictions applied in this index 
is that they be implemented only in narrowly defined 
circumstances and in line with international human 
rights standards, the rule of law, and the principles of 
necessity and proportionality. As much as possible, 
censorship and surveillance policies and procedures 
should be transparent and include avenues for appeal 
available to those affected.

The index does not rate governments or government 
performance per se, but rather the real-world rights and 
freedoms enjoyed by individuals within each country. 
While digital media freedom may be primarily affected 
by state actions, pressures and attacks by nonstate 
actors, including the criminal underworld, are also 
considered. Thus, the index ratings generally reflect the 
interplay of a variety of actors, both governmental and 
nongovernmental, including private corporations. 

The Scoring Process
The methodology includes 21 questions and nearly 
100 subquestions, divided into three categories:

•   Obstacles to Access details infrastructural and
economic barriers to access, legal and ownership
control over internet service providers , and inde-
pendence of regulatory bodies;

•   Limits on Content analyzes legal regulations on
content, technical filtering and blocking of web-
sites, self-censorship, the vibrancy and diversity of
online news media, and the use of digital tools for
civic mobilization;
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•   Violations of User Rights tackles surveillance,
privacy, and repercussions for online speech and
activities, such as imprisonment, extralegal harass-
ment, or cyberattacks.

Each question is scored on a varying range of points. 
The subquestions guide researchers regarding factors 
they should consider while evaluating and assigning 
points, though not all apply to every country. Under 
each question, a lower number of points is allotted for 
a more free situation, while a higher number of points 
is allotted for a less free environment. Points add up 
to produce a score for each of the subcategories, and 
a country’s total points for all three represent its final 
score (0-100). Based on the score, Freedom House 
assigns the following internet freedom ratings: 

• Scores 0-30 = Free
• Scores 31-60 = Partly Free
•  Scores 61-100 = Not Free

After researchers submitted their draft scores in 2015, 
Freedom House convened five regional review meet-
ings and numerous international conference calls, 
attended by Freedom House staff and over 70 local 
experts, scholars, and civil society representatives 
from the countries under study. During the meetings, 
participants reviewed, critiqued, and adjusted the draft 
scores—based on set coding guidelines—through 
careful consideration of events, laws, and practices 
relevant to each item. After completing the regional 
and country consultations, Freedom House staff did a 
final review of all scores to ensure their comparative 
reliability and integrity.

Key Internet Controls Explained
In the Key Internet Controls table (page 16-17), 
Freedom House staff document the prevalence of 
different censorship methods by marking incidents 
of their occurrence in each country. Incidents are 
based on Freedom on the Net research and verified by 
in-country researchers. Inclusion in the table indicates 
the internet control occurred at least once during 
the coverage period of the report, unless otherwise 
indicated.

1.  Social media or communications apps blocked: 
Entire platforms temporarily or permanently blocked
to prevent communication and information sharing.

2.  Political, social, or religious content blocked: 
Blocking or filtering of domains, URLs, or keywords,
to limit access to specific content.

3.  Localized or nationwide ICT shut down: Intentional
disruption of internet or cellphone networks in
response to political or social events, whether
temporary or long term.

4.  Progovernment commentators manipulate online 
discussions: Strong indications that individuals are
paid to distort the digital information landscape
in the government’s favor, without acknowledging
sponsorship.

5.  New law or directive increasing censorship or 
punishment passed: Any legislation adopted
or amended during the coverage period, or any
directive issued, to censor or punish legitimate
online activity.

6.  New law or directive increasing surveillance or 
restricting anonymity passed: Any legislation
adopted or amended during the coverage period, or
any directive issued, to surveil or expose the identity
of citizens using the internet with legitimate intent.

7.  Blogger or ICT user arrested, imprisoned, or 
in prolonged detention for political or social 
content: Any arrest or detention that is credibly
perceived to be in reprisal for digital expression,
including trumped up charges. Brief detentions for
interrogation are not reflected.

8.  Blogger or ICT user physically attacked or killed
(including in custody): Any physical attack
that is credibly perceived to be in reprisal for
digital expression, including kidnapping and
torture.

9.  Technical attacks against government critics and 
human rights organizations: Cyberattacks against
individuals sharing information perceived as
critical, with the clear intent of disabling content
or exposing user data, and motives that align with
those of agencies that censor and surveil the
internet. Targets may include critics in exile, but
not transnational cyberattacks, even with political
motives.

www.freedomhouse.org

Freedom House

961



• Each country is ranked on a scale of 0 to 100, with 0
being the best and 100 being the worst.

• A combined score of 0-30=Free, 31-60=Partly Free,
61-100=Not Free.

A. OBSTACLES TO ACCESS (0-25 POINTS)

1. To what extent do infrastructural limitations restrict
access to the internet and other ICTs? (0-6 points)

•  Does poor infrastructure (electricity, telecom-
munications, etc.) limit citizens’ ability to receive
internet in their homes and businesses?

•  To what extent is there widespread public access
to the internet through internet cafes, libraries,
schools and other venues?

•  To what extent is there internet and mobile phone
access, including data connections or satellite?

•  Is there a significant difference between internet
and mobile phone penetration and access in rural
versus urban areas or across other geographical
divisions?

•  To what extent are broadband services widely
available in addition to dial-up?

2. Is access to the internet and other ICTs prohibi-
tively expensive or beyond the reach of certain seg-
ments of the population? (0-3 points)

•  In countries where the state sets the price of inter-
net access, is it prohibitively high?

•  Do financial constraints, such as high costs of
telephone/internet services or excessive taxes
imposed on such services, make internet access
prohibitively expensive for large segments of the
population?

•  Do low literacy rates (linguistic and “digital lit-
eracy”) limit citizens’ ability to use the internet?

•  Is there a significant difference between internet
penetration and access across ethnic or socio-
economic societal divisions?

•  To what extent are online software, news, and
other information available in the main local lan-
guages spoken in the country?

3. Does the government impose restrictions on ICT 
connectivity and access to particular social media 
and communication apps permanently or during 
specific events? (0-6 points)

•  Does the government place limits on the amount
of bandwidth that access providers can supply?

•  Does the government use control over internet
infrastructure (routers, switches, etc.) to limit
connectivity, permanently or during specific
events?

•  Does the government centralize telecommuni-
cations infrastructure in a manner that could facili-
tate control of content and surveillance?

•  Does the government block protocols and tools
that allow for instant, person-to-person communi-
cation (VOIP, instant messaging, text messaging,
etc.), particularly those based outside the country
(e.g. Skype, WhatsApp, etc)?

•  Does the government block protocols, social me-
dia, and/or communication apps that allow for in-
formation sharing or building online communities
(video-sharing, social-networking sites, comment
features, blogging platforms, etc.) permanently or
during specific events?

•  Is there blocking of certain tools that enable cir-
cumvention of online filters and censors?

4. Are there legal, regulatory, or economic obstacles 
that prevent the existence of diverse business enti-
ties providing access to digital technologies? (0-6 
points)
Note:  Each of the following access providers are
scored separately:
1a.  Internet service providers (ISPs) and other back-

bone internet providers (0-2 points)
1b.  Cybercafes and other businesses entities that al-

low public internet access (0-2 points)
1c. Mobile phone companies (0-2 points)

•   Is there a legal or de facto monopoly over access
providers or do users have a choice of access
provider, including ones privately owned?

•  Is it legally possible to establish a private access
provider or does the state place extensive legal
or regulatory controls over the establishment of
providers?

•  Are registration requirements (i.e. bureaucratic
“red tape”) for establishing an access provider
unduly onerous or are they approved/rejected on
partisan or prejudicial grounds?

•  Does the state place prohibitively high fees on the
establishment and operation of access providers?

Checklist of Questions
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5. To what extent do national regulatory bodies over-
seeing digital technology operate in a free, fair, and 
independent manner? (0-4 points) 

•  Are there explicit legal guarantees protecting the 
independence and autonomy of any regulatory body
overseeing internet and other ICTs (exclusively or as 
part of a broader mandate) from political or com-
mercial interference?

•  Is the process for appointing members of regula-
tory bodies transparent and representative of
different stakeholders’ interests?

•  Are decisions taken by the regulatory body, par-
ticularly those relating to ICTs, seen to be fair and
apolitical and to take meaningful notice of com-
ments from stakeholders in society?

•  Are efforts by access providers and other internet-
related organizations to establish self-regulatory
mechanisms permitted and encouraged?

•  Does the allocation of digital resources, such as
domain names or IP addresses, on a national level
by a government-controlled body create an ob-
stacle to access or are they allocated in a discrimi-
natory manner?

B. LIMITS ON CONTENT (0-35 POINTS)

1. To what extent does the state or other actors block 
or filter internet and other ICT content, particularly 
on political and social issues? (0-6 points)

•  Is there significant blocking or filtering of internet
sites, web pages, blogs, or data centers, particu-
larly those related to political and social topics?

•  Is there significant filtering of text messages or
other content transmitted via mobile phones?

•  Do state authorities block or filter information
and views from inside the country—particularly
concerning human rights abuses, government
corruption, and poor standards of living—from
reaching the outside world through interception of
email or text messages, etc?

•  Are methods such as deep-packet inspection
used for the purposes of preventing users from
accessing certain content or for altering the con-
tent of communications en route to the recipient,
particularly with regards to political and social
topics?

2. To what extent does the state employ legal, 
administrative, or other means to force deletion of 
particular content, including requiring private access 
providers to do so? (0-4 points)

•  To what extent are non-technical measures—ju-
dicial or extra-legal—used to order the deletion of

content from the internet, either prior to or after 
its publication?

•  To what degree do government officials or other
powerful political actors pressure or coerce online
news outlets to exclude certain information from
their reporting?

•  Are access providers and content hosts legally
responsible for the information transmitted via the
technology they supply or required to censor the
content accessed or transmitted by their users?

•  Are access providers or content hosts prosecuted
for opinions expressed by third parties via the
technology they supply?

3. To what extent are restrictions on internet and 
ICT content transparent, proportional to the stated 
aims, and accompanied by an independent appeals 
process? (0-4 points)

•  Are there national laws, independent oversight
bodies, and other democratically accountable
procedures in place to ensure that decisions to
restrict access to certain content are proportional
to their stated aim?

•  Are state authorities transparent about what con-
tent is blocked or deleted (both at the level of public
policy and at the moment the censorship occurs)?

•  Do state authorities block more types of content
than they publicly declare?

•  Do independent avenues of appeal exist for those
who find content they produced to have been
subjected to censorship?

4. Do online journalists, commentators, and ordinary 
users practice self-censorship? (0-4 points)

•  Is there widespread self-censorship by online
journalists, commentators, and ordinary users in
state-run online media, privately run websites, or
social media applications?

•  Are there unspoken “rules” that prevent an online
journalist or user from expressing certain opinions
in ICT communication?

•  Is there avoidance of subjects that can clearly lead
to harm to the author or result in almost certain
censorship?

5. To what extent is the content of online sources of 
information determined or manipulated by the govern-
ment or a particular partisan interest? (0-4 points)

•  To what degree do government officials or other
powerful actors pressure or coerce online news
outlets to follow a particular editorial direction in
their reporting?

•  Do authorities issue official guidelines or direc-
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tives on coverage to online media outlets, blogs, 
etc., including instructions to marginalize or am-
plify certain comments or topics for discussion? 

•  Do government officials or other actors bribe or use 
close economic ties with online journalists, blog-
gers, website owners, or service providers in order to
influence the online content they produce or host? 

•  Does the government employ, or encourage
content providers to employ, individuals to post
pro-government remarks in online bulletin boards
and chat rooms?

•  Do online versions of state-run or partisan tradi-
tional media outlets dominate the online news
landscape?

6. Are there economic constraints that negatively im-
pact users’ ability to publish content online or online 
media outlets’ ability to remain financially sustain-
able? (0-3 points)

•  Are favorable connections with government offi-
cials necessary for online media outlets or service
providers (e.g. search engines, email applications,
blog hosting platforms, etc.) to be economically
viable?

•  Are service providers who refuse to follow state-
imposed directives to restrict content subject to
sanctions that negatively impact their financial
viability?

•  Does the state limit the ability of online media to
accept advertising or investment, particularly from
foreign sources, or does it limit advertisers from
conducting business with disfavored online media
or service providers?

•  To what extent do ISPs manage network traffic and 
bandwidth availability to users in a manner that is 
transparent, evenly applied, and does not discrimi-
nate against users or producers of content based 
on the content/source of the communication itself 
(i.e. respect “net neutrality” with regard to content)?

•  To what extent do users have access to free or
low-cost blogging services, webhosts, etc. to allow
them to make use of the internet to express their
own views?

7. To what extent are sources of information that are 
robust and reflect a diversity of viewpoints readily 
available to citizens, despite government efforts to 
limit access to certain content? (0-4 points)

•  Are people able to access a range of local and
international news sources via the internet or text
messages, despite efforts to restrict the flow of
information?

•  Does the public have ready access to media

outlets or websites that express independent, bal-
anced views?

•  Does the public have ready access to sources of
information that represent a range of political and
social viewpoints?

•  To what extent do online media outlets and blogs 
represent diverse interests within society, for 
example through websites run by community orga-
nizations or religious, ethnic and other minorities? 

•  To what extent do users employ proxy servers and
other methods to circumvent state censorship
efforts?

8. To what extent have individuals successfully used 
the internet and other ICTs as sources of informa-
tion and tools for mobilization, particularly regarding 
political and social issues? To what extent are such 
mobilization tools available without government 
restriction? (0-6 points)

•  To what extent does the online community cover
political developments and provide scrutiny of
government policies, official corruption, or the
behavior of other powerful societal actors?

•  To what extent are online communication tools
or social networking sites (e.g. Twitter, Facebook)
used as a means to organize politically, including
for “real-life” activities?

•  Are mobile phones and other ICTs used as a me-
dium of news dissemination and political organiza-
tion, including on otherwise banned topics?

C. VIOLATIONS OF USER RIGHTS 
(0-40 POINTS)

1. To what extent does the constitution or other laws
contain provisions designed to protect freedom of 
expression, including on the internet, and are they 
enforced? (0-6 points)

•  Does the constitution contain language that
provides for freedom of speech and of the press
generally?

•  Are there laws or legal decisions that specifically
protect online modes of expression?

•  Are online journalists and bloggers accorded the
same rights and protections given to print and
broadcast journalists?

•  Is the judiciary independent and do the Supreme
Court, Attorney General, and other representatives
of the higher judiciary support free expression?

•  Is there implicit impunity for private and/or state
actors who commit crimes against online journal-
ists, bloggers, or other citizens targeted for their
online activities?
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2. Are there laws which call for criminal penalties or 
civil liability for online and ICT activities? (0-4 points)

•  Are there specific laws criminalizing online expres-
sion and activity such as posting or downloading in-
formation, sending an email, or text message, etc.? 
(Note: this excludes legislation addressing harmful 
content such as child pornography or activities 
such as malicious hacking) 

•  Do laws restrict the type of material that can be
communicated in online expression or via text
messages, such as communications about ethnic
or religious issues, national security, or other sen-
sitive topics?

•  Are restrictions of internet freedom closely de-
fined, narrowly circumscribed, and proportional to
the legitimate aim?

•  Are vaguely worded penal codes or security laws
applied to internet-related or ICT activities?

•  Are there penalties for libeling officials or the state
in online content?

•  Can an online outlet based in another country be
sued if its content can be accessed from within
the country (i.e. “libel tourism”)?

3. Are individuals detained, prosecuted or sanc-
tioned by law enforcement agencies for disseminat-
ing or accessing information on the internet or via 
other ICTs, particularly on political and social issues? 
(0-6 points)

•  Are writers, commentators, or bloggers subject to
imprisonment or other legal sanction as a result of
posting material on the internet?

•  Are citizens subject to imprisonment, civil liability,
or other legal sanction as a result of accessing
or downloading material from the internet or for
transmitting information via email or text mes-
sages?

•  Does the lack of an independent judiciary or other
limitations on adherence to the rule of law hinder
fair proceedings in ICT-related cases?

•  Are individuals subject to abduction or arbitrary
detention as a result of online activities, including
membership in certain online communities?

•  Are penalties for “irresponsible journalism” or
“rumor mongering” applied widely?

•  Are online journalists, bloggers, or others regularly
prosecuted, jailed, or fined for libel or defamation
(including in cases of “libel tourism”)?

4. Does the government place restrictions on anony-
mous communication or require user registration? 
(0-4 points)

•  Are website owners, bloggers, or users in general

required to register with the government? 
•  Are users able to post comments online or pur-

chase mobile phones anonymously or does the
government require that they use their real names
or register with the government?

•  Are users prohibited from using encryption soft-
ware to protect their communications?

•  Are there laws restricting the use of encryption
and other security tools, or requiring that the gov-
ernment be given access to encryption keys and
algorithms?

5. To what extent is there state surveillance of 
internet and ICT activities without judicial or other 
independent oversight, including systematic reten-
tion of user traffic data? (0-6 points)

•  Do the authorities regularly monitor websites,
blogs, and chat rooms, or the content of email and
mobile text messages?

•  To what extent are restrictions on the privacy of
digital media users transparent, proportional to
the stated aims, and accompanied by an indepen-
dent process for lodging complaints of violations?

•  Where the judiciary is independent, are there pro-
cedures in place for judicial oversight of surveil-
lance and to what extent are these followed?

•  Where the judiciary lacks independence, is there
another independent oversight body in place to
guard against abusive use of surveillance technol-
ogy and to what extent is it able to carry out its
responsibilities free of government interference?

•  Is content intercepted during internet surveillance
admissible in court or has it been used to convict
users in cases involving free speech?

6. To what extent are providers of access to digital 
technologies required to aid the government in 
monitoring the communications of their users? (0-6 
points)
Note:  Each of the following access providers are
scored separately:
6a.  Internet service providers (ISPs) and other back-

bone internet providers (0-2 points)
6b.  Cybercafes and other business entities that allow 

public internet access (0-2 points)
6c. Mobile phone companies (0-2 points)

•  Are access providers required to monitor their
users and supply information about their digital
activities to the government (either through tech-
nical interception or via manual monitoring, such
as user registration in cybercafes)?

•  Are access providers prosecuted for not doing so?
•  Does the state attempt to control access provid-
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ers through less formal methods, such as codes of 
conduct?

•  Can the government obtain information about us-
ers without a legal process?

7. Are bloggers, other ICT users, websites, or their 
property subject to extralegal intimidation or physi-
cal violence by state authorities or any other actor? 
(0–5 points)

•  Are individuals subject to murder, beatings, ha-
rassment, threats, travel restrictions, or torture as
a result of online activities, including membership
in certain online communities?

•  Do armed militias, organized crime elements,
insurgent groups, political or religious extremists,
or other organizations regularly target online com-
mentators?

•  Have online journalists, bloggers, or others fled the
country or gone into hiding to avoid such action?

•  Have cybercafes or property of online commenta-
tors been targets of physical attacks or the confis-
cation or destruction of property as retribution for
online activities or expression?

8. Are websites, governmental and private enti-
ties, ICT users, or service providers subject to 
widespread “technical violence,” including cyberat-
tacks, hacking, and other malicious threats? (0-3 
points)

•  Are financial, commercial, and governmental enti-
ties subject to significant and targeted cyberat-
tacks (e.g. cyberespionage, data gathering, DDoS
attacks), including those originating from outside
of the country?

•  Have websites belonging to opposition or civil
society groups within the country’s boundaries
been temporarily or permanently disabled due to
cyberattacks, particularly at politically sensitive
times?

•  Are websites or blogs subject to targeted tech-
nical attacks as retribution for posting certain
content (e.g. on political and social topics)?

•  Are laws and policies in place to prevent and pro-
tect against cyberattacks (including the launching
of systematic attacks by nonstate actors from
within the country’s borders) and are they en-
forced?
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School of Communication, Hong Kong Baptist
University

•  South Africa: Alex Comninos, independent
researcher

•  South Korea: Dr. Yenn Lee, Doctoral Training Advisor,
School of Oriental and African Studies, University of 
London

•  Sri Lanka: N. V. Nugawela, independent writer and
researcher
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“Digital activism has 
been and remains 
a vital driver of 
change around the 
world, particularly in 
societies that lack 
political rights and 
press freedom.”



Freedom House is a nonprofit,  
nonpartisan organization that  
supports democratic change,  
monitors freedom, and advocates  
for democracy and human rights.

1850 M Street NW, 11th Floor
Washington, DC 20036

www.freedomhouse.org
facebook.com/FreedomHouseDC 
@FreedomHouseDC

202.296.5101  |  info@freedomhouse.org
120 Wall Street, 26th Floor
New York, NY 10005
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