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The Global Drive to Control Big Tech
Key Global Findings
Declines outnumber gains for the 11th consecutive
year. Since June 2020, 30 of the 70 countries assessed
in Freedom on the Net experienced a deterioration in
internet freedom. Myanmar’s 14-point score decline is
the largest registered since the project began. Significant
deteriorations were also measured in Belarus and Uganda.

State intervention must protect human rights
online and preserve an open internet. To counter
digital authoritarianism, democracies should ensure
that regulations enable users to express themselves
freely, share information across borders, and hold the
powerful to account.

18 countries register improvements, with Ecuador and
the Gambia recording the largest gains.

Free expression online is under unprecedented
strain. More governments arrested users for nonviolent
political, social, or religious speech than ever before.
Officials suspended internet access in at least 20
countries, and 21 states blocked access to social media
platforms. Authorities in at least 45 countries are
suspected of obtaining sophisticated spyware or
data-extraction technology from private vendors.

Internet freedom declines in the United States,
though the country remains Free. False, misleading,
and manipulated information continued to proliferate
online, even affecting public acceptance of the 2020
presidential election results. The new administration
took promising steps to enforce stronger protections for
internet users.
China is the world’s worst abuser of internet
freedom for the seventh consecutive year. Chinese
authorities imposed draconian prison terms for online
dissent, independent reporting, and mundane daily
communications. The COVID-19 pandemic remains one of
the most heavily censored topics.
Governments clashed with technology companies
on users’ rights. Authorities in at least 48 countries
pursued new rules for tech companies on content, data,
or competition over the past year. With a few positive
exceptions, the push to regulate the tech industry is being
exploited to subdue free expression and gain greater
access to private data.

GLOBAL INTERNET POPULATION
BY 2021 FOTN STATUS
Freedom on the Net assesses 88 percent of the
world’s internet user population.
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The Promise and Peril of State Regulation
In the high-stakes battle between states and technology companies, the rights of internet users have become the main casualties.
The laissez-faire approach to the tech industry has created opportunities for authoritarian manipulation, data exploitation,
and widespread malfeasance. In the absence of a shared global vision for a free and open internet, governments are adopting
their own approaches to policing the digital sphere. Some moves reflected legitimate attempts to mitigate online harms, rein in
misuse of data, or end manipulative market practices. However, many force businesses to comply with undue censorship
and surveillance.

New laws put free expression online at risk:
Authorities in at least 24 countries passed or announced new laws or rules governing how platforms treat content.
•

Several laws in countries like Turkey, Pakistan, India, and Indonesia include problematic requirements for social media companies
to remove broad categories of speech without court orders. The most problematic measures may result in increased
censorship of political dissent, investigative reporting, and expressions of ethnic, religious, sexual, or gender identity.

•

Other laws in countries like Brazil, Russia, and Mexico regulate what categories of content companies can remove, which
effectively tie the hands of social media companies to consistently enforce their terms of service and reduce the spread of
disinformation and hateful content.

•

More positively, some laws—like those in the European Union and Taiwan—bolster human rights by increasing transparency
over content moderation and recommendation systems. These laws also provide stronger due process protections to users
when their speech is removed.

Forcing companies to hand over user data:
In at least 38 of the 70 countries assessed this year, governments initiated legal or administrative reforms affecting tech
companies’ management of user data.
•

Governments seeking access to user data increasingly force companies to store data on servers based within their borders
and surrender personal data to law enforcement agencies with limited oversight. These localization requirements leave data
especially vulnerable in settings with weak rule-of-law standards. They also make it more difficult for companies to offer
transnational services with strong cybersecurity features.

•

Many new regulations, such as those in India, Pakistan, and Brazil, undermine encryption, which is essential for data privacy and
cybersecurity and a critical tool for journalists and human rights defenders around the world.

•

Some new data protection laws established meaningful constraints and oversight on how private companies access, store, and
use personal information, without further empowering the state to monitor its citizens.

Fostering competition to improve digital rights:
In at least 21 countries over the past year, authorities proposed action against companies to defend competition in the
digital market.
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•

Competition policy can help protect people’s personal data, strengthen the information space, and empower users with
greater choice.

•

However, in authoritarian states and other countries that lack effective due process guarantees, competition enforcement
carries a stronger risk of abuse. Anti-trust actions by Chinese regulators have raised concerns that the government
is more interested in reining in the country’s tech companies’ autonomy and influence than in fair competition and
consumer protection.

@freedomonthenet

#FreedomOnTheNet
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INTERNET REGULATION SWEEPS THE GLOBE
Internet Regulation Sweeps the Globe
Governments in at least 48 countries
pursuedinnew
rules48
forcountries
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content,
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on content, data, and competition over the past year.
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measures governing how
platforms treat content
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This infographic is from the Freedom on the Net 2021 report, as seen on www.freedomhouse.org.

The Continued Assault on Internet Freedom
Freedom on the Net identified additional factors driving the 11th consecutive year of global decline in internet freedom.

• Arrests and detentions for online activity: In 56 countries, a record 80 percent of those covered by Freedom on
the Net, people were arrested or convicted for their political, social, or religious speech. These cases are contributing to an
unprecedented level of strain on free expression around the world.

• Internet shutdowns and social media blocks: At least 20 countries’ governments shut off the internet this year,
and 21 states blocked social media and communication platforms, most often during times of political turmoil like protests
or elections. Such blunt censorship limits access to information and free expression, as well as mundane daily activities and
business transactions.
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• Intrusive surveillance and spyware: Authorities in at least 45 of the 70 countries covered by Freedom on the Net are

suspected of having purchased sophisticated spyware or data-extraction technology from secretive companies like NSO Group,
Cellebrite, Circles, and FinFisher. Governments now have more capacity than ever before to flout the rule of law and monitor
private communications with impunity.

• The long haul of COVID-19: Governments continued to cite the COVID-19 pandemic to suppress critical speech

and censor unfavorable news. Smartphone apps for contact tracing, vaccine management, and quarantine compliance also
continued to be deployed with few safeguards against abuse. In a welcome development, a small number of governments rolled
back problematic pandemic-related states of emergency that unduly restricted free expression, while others ended overly broad
data-sharing programs.

SNOOPING FOR SALE
A booming surveillance industry has allowed governments to flout the rule of law and monitor private communications at
their discretion.

Mexico

India

Since signing a $32 million contract with
Israel-based NSO Group in 2014, the Mexican
government has become one of the world’s
worst abusers of Pegasus spyware.

Commercial spyware systems like NetWire
and Pegasus have been deployed against
activists, journalists, and opposition figures.

Nigeria
In 2019, Nigerian security forces used
commercial extraction tools to identify the
sources of journalists reporting on military
operations.

Authorities in at least

45 countries

are suspected to have
access to targeted
spyware and extraction
technology purchased
from private companies.
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Morocco
The Moroccan government is suspected
of purchasing intrusive spyware from
multiple companies, including Germany’s
FinFisher and Israel’s Circles and NSO Group.

Hungary

Myanmar

Pegasus spyware compromised the phones
of two investigative journalists who
reported on corruption and the Hungarian
government’s relations with foreign states.

The military likely used extraction technology
purchased from Israeli, US, and Swedish
companies to access data from the devices
of people protesting the February 2021 coup.

#FreedomOnTheNet

Freedom House

Biggest Declines
• Myanmar’s 14-point decline is the largest ever recorded by Freedom on the Net. The military refused to accept the results of

the November 2020 general elections and launched a deadly coup in February 2021. To quell mass protests and limit the spread
of reliable information, officials repeatedly shut down the internet, blocked social media platforms, and revoked the licenses
of online news outlets. Activists, journalists, and ordinary users were detained for online speech and faced egregious physical
violence and torture.

•

In Uganda, authorities imposed sweeping digital restrictions during January 2021 elections that were marred by irregularities.
Days before the vote, the government shut down the internet and blocked social media platforms.

•

In Belarus, authoritarian incumbent Alyaksandr Lukashenka claimed victory in a fraudulent presidential election in August
2020. Residents responded with peaceful protests, and security forces embarked on a violent crackdown to quell the
demonstrations, which included internet shutdowns and deadly force. By the end of 2020, virtually all bloggers critical of the
government were in prison or had fled Belarus.

WORST OF THE WORST
Country

Score

BEST OF THE BEST
Country
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22
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80

Recommendations
Policymakers, companies, and civil society can protect human rights online and preserve
an open internet.

Foster a reliable and diverse information space

• Reject undue restrictions on access to information and free expression. Governments should address

any legitimate human rights or other risks posed by social media and messaging platforms through standard democratic
mechanisms. Technology companies should resist government orders to shut down internet connectivity or ban digital services.
If companies cannot resist demands in full, they should ensure that any restrictions or disruptions are as limited as possible in
duration, geographic scope, and the type of content affected.

• Address the digital divide by building internet infrastructure for underserved areas and populations, ensuring that
connectivity is affordable, and enacting strong legal protections for net neutrality.

@freedomhouse

freedomhouse.org
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Guarantee competition, transparency, and accountability

• Enshrine human rights principles and democratic oversight in laws that regulate online content.
Such requirements should prioritize broad transparency across core products and practices, including content moderation,
recommendation and algorithmic systems, collection and use of data, and targeted advertising practices.

• Preserve broad protections against intermediary liability and work together with technical, legal, and human
rights experts to establish meaningful oversight measures for technology companies.

• Fully integrate human rights principles in competition policy enforcement and ensure antitrust

frameworks can effectively be applied in the digital age, including by considering requirements for interoperability and data
portability.

BEST AND WORST PRACTICES FOR TECH REGULATION
Some new laws are designed to bolster human rights. Others feature provisions that can be exploited to subdue free
expression and increase surveillance.

BEST

WORST
Transparency on content
moderation, data use,
and advertising
practices

Requirements to
remove political,
social, or religious
content

Robust encryption
and privacy
standards

Obligations to hand over
data without judicial
oversight
Due process
safeguards and
avenues for appeal

Broad rules on data
localization and
retention

Mandates for
automated content
moderation

Strong protections
against intermediary
liability

Obligations tailored
to match companies’
type and size
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Protect privacy and security

• Strictly regulate the use of surveillance tools
and the collection of personal information by
government and law enforcement agencies.
Governments should have the ability to access individual
data only in limited circumstances as prescribed by law,
subject to judicial authorization, and only within a specific
time frame.

• Protect encryption and refrain from introducing

legislation that mandates the introduction of so-called
“back doors” or reduces intermediary liability protections
for providers of end-to-end encryption services.

• Enact robust data privacy legislation. Individuals

should have control over their information, including the
right to access it, delete it, and easily transfer it to the
providers of their choosing. Companies should be required
to limit the collection of consumer data and disclose
in plain language how they use it, as well as details on
third parties that may access the data and how they are
allowed to use it.

• Restrict the export of censorship and
surveillance technology, particularly for end

users that are known to have committed human rights
violations. When reviewing export-licensing applications,
governments should give extra scrutiny to applications
from companies exporting products to countries rated as
Not Free or Partly Free by Freedom House.

Protect global internet freedom

• Elevate cyber diplomacy and coordination
on global technology policy. US lawmakers should

pass legislation that elevates cyber policy within US foreign
policy institutions, fosters greater cooperation among
democratic allies, and establishes investment mechanisms
for US technology in third countries, such as the proposed
Cyber Diplomacy Act (H.R.1251).

• Prioritize defending and expanding internet
freedom as a vital form of democracy, rights,
and governance assistance. Governments should
further resource digital security and digital activism
trainings, and free software provision within existing
democracy assistance programs, as well as increase
support for technologies that allow individuals in closed
environments to circumvent government censorship,
protect themselves against surveillance, and overcome
temporary restrictions on connectivity.

GLOBAL INTERNET
USER STATS

3.8 billion

Over
people
have access to the internet.
According to Freedom House
estimates:

75

in countries where
% live
individuals were arrested

or imprisoned for posting content on
political, social, or religious issues.

72

in countries where
% live
individuals have been

attacked or killed for their online
activities since June 2020.

64%

live in countries where
authorities deployed
progovernment commentators to
manipulate online discussions.

56

in countries where
% live
political, social, or

religious content was blocked online.

46

in countries where
% live
access to social media

platforms was temporarily or
permanently restricted.

41

in countries where
% live
authorities disconnected

internet or mobile networks, often
for political reasons.

For more information, and to read the full report, please visit freedomonthenet.org.
@freedomhouse

freedomhouse.org
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For more information about the
report's geographical coverage,
visit freedomonthenet.org.
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