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Background

The US government has powerful tools at its disposal to take action against companies and executives for supplying technologies, such as commercial spyware, to regimes that use them to commit human rights violations and transnational repression. These technologies have also been exploited to surveil US government personnel and allied government officials, posing a grave threat to national security and sovereignty.

To address the problem, the US Commerce Department has added specified surveillance technology firms to its Entity List; the State Department has issued visa restrictions for individuals who misused or financially benefited from the misuse of surveillance technologies (and their families); and the Treasury Department has imposed financial sanctions on the enablers of the Intellexa commercial spyware consortium. The actions helped combat the proliferation and abuse of surveillance technologies, and they were largely made possible by civil society reporting.

The template below is intended to enhance collaboration on this topic between US government officials and civil society organizations from around the world. It outlines the information that US government decision-makers in the Commerce Department, State Department, and Treasury Department require from external stakeholders to pursue accountability measures. With further support, it could be adapted to meet the needs of other democratic governments that seek to curb the misuse of commercial spyware.

Frequently Asked Questions

Will this lead to action?
Freedom House cannot guarantee that the US government will act in response to the information collected through this template, but information submitted by civil society in the past has been helpful to government officials and resulted in US government action that successfully constrained the operations of harmful surveillance companies. It is also important to underscore that many companies based outside of the United States rely on US technologies (including hardware components) to build their respective surveillance tools, so US restrictions on exports of these materials can have a powerful global impact.



Regardless of the US government’s response, reporting is essential for combating the proliferation of surveillance technologies that are used to violate human rights. Civil society groups can share information about the US government’s handling of their submissions, its response, or its lack of response with the following actors:

· Journalists
· Policymakers
· UN special rapporteurs
· Organisation for Economic Co-operation and Development (OECD) National Contact Points
· Multilateral forums
· Regional human rights bodies
· Company investors via the Business and Human Rights Resource Centre’s reporting template (Note: It can be particularly fruitful to focus on government-affiliated institutional investors, such as state pension funds.)

What types of technologies can be reported?
Surveillance technologies may include commercial cyberintrusion capabilities, such as spyware (software used to covertly and remotely collect information about a person’s activities without their knowledge or consent) or digital forensic research tools, and biometric recognition technologies, such as iris- or facial-recognition systems.

While the focus of this template is surveillance technologies, it could be applied to other technologies that are used to violate fundamental rights, such as censorship tools. Ultimately, there should be a direct link between the technology in question and a human rights violation.

Do we have to answer all the questions in the template? 
No. The required information is marked with a red asterisk.*

What resources will help me fill out the template?
Several resources are referenced through notes in the left-hand column of the template. All are publicly accessible.

Will the template answers be made public? 
US government agencies can be required to release records, such as documents or communications with third parties, in response to a request under the Freedom of Information Act (FOIA). While these agencies routinely redact sensitive or classified information before releasing it, the publication of completed templates in response to a FOIA request remains a possibility.

What if some of the people associated with a template submission are at risk? 
Given the possibility that information in a template submission may become public, we would advise against including any information that could cause harm if released. If it is a risk even to name the local organization documenting a human rights violation, then we recommend asking an international partner organization to act as a proxy in submitting the template. And, when citing sources, the submitting party can use generalized references such as “a local human rights organization” instead of naming the at-risk organization. 

How do I submit the template?
Download and fill in the template as comprehensively as possible. When you are finished, submit it to all three departments listed below via email:

1. US Commerce Department: humanrights.embargoes@bis.doc.gov 
2. US State Department: publicspywarereports@state.gov (for reporting on spyware) or eb-glomagsanctions@state.gov (for reporting on all other technologies)
3. US Treasury Department: glomag@treasury.gov

To learn more about human rights and anticorruption sanctions and visa restriction programs that may also be applicable, please contact Human Rights First at globalmagnitsky@protonmail.com.


Template

	Information about your organization


	· Brief description of your organization—no more than one paragraph—that includes an explanation of the relevant link between your organization and the information in the case file.*
· If applicable, include reference to significant interactions that your organization has had with US government offices, e.g., relationship with the US embassy in country, previous briefings for State Department, testimony given before Congress, etc.
· If applicable, include information regarding partner organizations or other actors (e.g., foreign aid agencies, international banks, UN agencies, multistakeholder platforms, industry associations) that contributed to the case file. Importantly, submitting organizations should consider whether partners have approved being mentioned in this way given any safety concerns.

	Introduction
	· Name the country and government in question, identify the hardware, software, or technology used, and describe the human rights violation.*

	Country overview 

Note: This should be no more than one page long.
 
	· Political structure
· Heads of state and government
· Key state or proxy actors
· History of human rights violations
· Specific targeted groups, if any
· Link to more background information in State Department Country Reports on Human Rights Practices, Freedom on the Net country reports, Freedom in the World country reports, or similar resource.

	How the technology was used to violate human rights

Note: This should be a detailed description, with at least three sources required. The Surveillance Watch database, the Freedom on the Net country reports (specifically the C5 and C6 indicators for surveillance and the B1 indicator for censorship), and the Business and Human Rights Resource Center database are helpful tools for gathering additional sources if needed. It is most useful if you include sources that are not readily available online, such as primary source documentation (which should be anonymized) that can be corroborated by a secondary source. Non-primary-source documentation is considered credible if it is from a recognized civil society organization, media outlet, international or regional body, law enforcement litigation/filings, or the US government. The pieces of evidence should be independent from one another, not all drawn from the same source.

	· Describe how the item or technology was or is used to violate human rights. Reviewers are especially looking for connections between the technology deployed and serious violations, like extrajudicial killings, disappearances, torture, mass arbitrary detentions, etc.*
· Describe signs that the victim was targeted, i.e., why you suspect or how you know that a given technology was used against them, including the specific capability involved and what device was accessed.
· Provide 2–3 sources to support your claim, including original and archived links via Wayback Machine and/or Perma.cc.*
· Source 1:
· Source 2:
· Source 3:

	Why the perpetrator used the technology
	· Describe what you believe to be the impetus or motivation behind the targeting of the person, people, or organization in question. For example, were they investigating government corruption or criticizing the regime? 

	Statements from the government or company regarding the use of the technology

	· If applicable, include any statements the government or company in question has made regarding the use of the technology, even denials of its use.

	Technology of concern

Note: To find this information, search in corporate registries via Open Corporates.
	· Organization Name:* 
· Company Number: 
· Address: 
· Date of Establishment: 
· Status:
· Website: 

	Supplier and procurer

Note: A supplier could be the company in question or an intermediary. The procurer could be the government entity in question or a company “procuring” the product on behalf of the end user actually employing the tool. To explore suppliers in the commercial spyware ecosystem, use the Atlantic Council’s Mythical Beasts database and filter by “supplier” in the left-hand tab. In addition, many countries and jurisdictions have their own public procurement databases that can assist with research, including but not limited to the European Union, Ukraine, the United Kingdom, Canada, Australia, New Zealand, and China. Finally, the ImportYeti resource may be helpful when researching US exports.

	· Supplier:
· Procurer:

	End users of concern

Note: These are the actual perpetrators of the human rights violations in question. The Surveillance Watch database is a useful resource for tracking down the end users of concern.
	· Last Name: 
· First Name:
· Date of Birth:
· Nationality: 
· Citizenship:
· Place of Birth: 
· Passport Number:
· National ID:
· Address:
· Title or Position: 
· Past Travel to the United States: 
· Additional information: It can be helpful to explain where this person fits within the government organizational hierarchy and highlight any network dynamics with other government or private-sector actors.

	Family of end users of concern, including spouse and children


	· Last Name:
· First Name:
· Date of Birth:
· Nationality:
· Citizenship:
· Place of Birth: 
· Passport Number:
· National ID:
· Address:
· Title or Position: 
· Past Travel to the United States:
· Relationship:
· Known Benefit (if applicable):

	Individuals who derive financial benefit from technology in question

Note: The Surveillance Watch database and the Atlantic Council’s Mythical Beasts database are useful resources for tracking down individuals (investors) who derive financial benefit from the technology.

	· Last Name: 
· First Name:
· Date of Birth:
· Nationality: 
· Citizenship:
· Place of Birth: 
· Passport Number:
· National ID:
· Address:
· Title or Position: 
· Past Travel to the United States: 
· Known Benefit:

	Family members of individuals who derive financial benefit from technology in question, including spouse and children


	· Last Name:
· First Name:
· Date of Birth:
· Nationality:
· Citizenship:
· Place of Birth: 
· Passport Number:
· National ID:
· Address:
· Title or Position: 
· Past Travel to the United States:
· Relationship:
· Known Benefit (if applicable):

	Impact of US government action on company and/or individuals
	· Please explain how you think US government action (entity listings, visa restrictions, and/or sanctions) will affect the company and/or individual in question.

	Other information
	· Please share any other information you would like to provide that was not previously covered.



* Required information


Further Assistance

If you or others you know are affected by abuses of surveillance technology and require digital security support, please contact the Access Now Digital Security Helpline at help@accessnow.org. The Digital Security Helpline is a free-of-charge resource for civil society worldwide. It offers direct technical advice and rapid-response emergency assistance to various at-risk groups, including individual activists, researchers, media organizations, journalists, bloggers, and human rights defenders, as well as civil society collectives or organizations.
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