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Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2015 (ITU):

26 percent

Obstacles to Access (0-25)

12

12

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

10

9

Political/Social Content Blocked:

Yes

Violations of User Rights (0-40)

18

20

Bloggers/ICT Users Arrested:

Yes

TOTAL* (0-100)

40

41

Press Freedom 2016 Status:

1.311 billion

Partly Free

* 0=most free, 100=least free

Key Developments: June 2015 – May 2016
•

Authorities ordered service providers to temporarily shut down local mobile internet service in at least 23 separate reported cases, purportedly to prevent unrest or even cheating
in an exam (see Restrictions on Connectivity).

•

Regulators passed strong net neutrality regulations following sustained digital advocacy, prohibiting service providers from charging more for some data services (see Digital
Activism).

•

The Supreme Court upheld the constitutional validity of laws criminalizing defamation
(see Legal Environment).

•

At least 17 people were arrested for information circulated on WhatsApp, including group
administrators based on content shared by other group members (see Prosecutions and
Detentions for Online Activities).

•

In May 2016, the Central Monitoring System was reported to be operational in New Delhi
and Mumbai, allowing direct government surveillance of online traffic (see Surveillance,
Privacy and Anonymity).

•

In June 2015, journalist Joginder Singh died in Uttar Pradesh when assailants set him on
fire after he posted allegations about a local official’s wrongdoing on Facebook (see Intimidation and Violence).
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Introduction
Internet freedom declined slightly in 2016, offsetting gains made in 2014 and 2015. The number of
network shutdowns ordered by local authorities increased dramatically.
Internet penetration increased during the reporting period, as India overtook the United States to
become the world’s second largest internet consumer base behind China. Both government and
nongovernmental entities made efforts to bridge the digital divide. After effective digital campaigning, the Telecom Regulatory Authority of India (TRAI) introduced strong net neutrality protections in
2016, prohibiting differential pricing by service providers for different content or applications.
However, other developments undermined internet freedom. Local authorities ordered service providers to temporarily shut down internet access in at least 23 reported incidents in various states. In
2016, the Supreme Court dismissed a petition challenging the use of broad powers provided to state
governments under the criminal procedure code to shut down internet services.
The Supreme Court also upheld laws criminalizing defamation which apply to both online and offline
speech. Arrests for online activities declined in mid-2015. Many were based on Section 66A of the
IT Act, which the Supreme Court declared was unconstitutional in March. But arrests increased again
during the coverage period of this report under other sections of the IT Act and provisions of the
penal code. At least seventeen people were detained for content circulated on WhatsApp, including
group administrators who were not responsible for the content.
India continues to lack a codified law to effectively protect privacy. A Constitution Bench of the Supreme Court is considering whether privacy is a fundamental right at all. Although there were no
reported instances of unlawful surveillance during the reporting period of coverage, this may be due
to the extreme opacity of the regulatory framework governing surveillance. In May 2016, officials
said the government’s Central Monitoring System—an ambitious nationwide mass surveillance program—became operational through regional monitoring centers in New Delhi and Mumbai.

Obstacles to Access
Internet penetration in India continued to increase in 2016 with mobile penetration playing a significant role. Inadequate infrastructure remains a significant obstacle to access, especially in rural areas;
however, various governmental and nongovernmental efforts to improve access nationwide are underway. There was a sharp increase in both the frequency and duration of ICT shutdowns ordered by local
authorities. The top ten internet service providers (ISPs) still hold almost the entire market share, but
strong competition among them continues.

Availability and Ease of Access
India had the second largest number of internet subscribers in the world after China in 2016, having
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recently overtaken the United States.1 Official statistics recorded 331 million subscribers in December
2015,2 though only 20 million had fixed-line connections.3
However, internet penetration remains low, reaching 26 percent in December 2015,4 up from 21 percent in December 2014.5 Mobile penetration was much higher, reaching 82 percent by December
2015.6 India was ranked 155 out of 189 countries in terms of mobile broadband penetration by the
Broadband Commission.7
India’s average connection speed was 3.5 Mbps, one of the lowest in Asia,8 and far below the global
average, which Akamai documented at 6.3 Mbps in the first quarter of 2016.9 Fifty-nine percent of
all internet users had narrowband subscriptions in 2015,10 down from sixty-eight percent in 2014.11
Despite overall growth, India still has one of the world’s lowest adoption rates for high speed broadband (faster than 10 Mbps), at just 4.8 percent,12 though that rate grew by 180 percent during the
course of 2015.13 The minimum speed required to qualify as broadband in India has been 512 Kbps
since 2012,14 though the Telecom Regulatory Authority of India (TRAI) has recommended raising the
threshold to 2 Mbps.15

Harriet Taylor, “Mary Meeker: India now has more internet users than US”, CNBC, June 1, 2016,http://www.cnbc.
com/2016/06/01/mary-meeker-india-now-has-more-internet-users-that-us.html; Vlad Savov, “India rises past the US to become
the internet’s second biggest user”, The Verge, June 2, 2016, http://www.theverge.com/2016/6/2/11837898/india-internet-userpopulation-stats-mary-meeker-2016; “India Pips US in Number of Internet Users”, Huffington Post India, June 2, 2016, http://
www.huffingtonpost.in/2016/06/02/india-internet-usage_n_10259450.html.

1

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015,
May 18, 2016, p. ii, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf; the International
Telecommunication Union separately estimated penetration at 26 percent in 2015. International Telecommunication Union,
“Percentage of Individuals Using the Internet, 2000-2015,” http://bit.ly/1cblxxY.
2

3 Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015, May
18, 2016, p. ii, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf.
4 International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2015,” http://bit.ly/1cblxxY;
Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015, May 18,
2016, p. ii, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf.

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2014, May
8, 2015, p. ii, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator_Reports%20-%20Dec-14=08052015.pdf. .

5

6 Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015,
May 18, 2016, p. i, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf; Telecom Regulatory
Authority of India, Highlights of Telecom Subscription Data as on April 30th 2016, Press Release No. 49/2016, http://www.trai.gov.
in/WriteReadData/PressRealease/Document/Press_Release_No.49_20_june_2016_Eng.pdf. The ITU reported mobile penetration
at 79 percent in 2015: International Telecommunication Union, “Mobile-cellular subscriptions,” http://bit.ly/1cblxxY.

Broadband Commission (ITU & UNESCO), The State of Broadband 2015: Broadband as a Foundation for Sustainable
Development, September 2015, p. 89, http://www.broadbandcommission.org/Documents/reports/bb-annualreport2015.pdf
(2014 figure).

7

8 Akamai, The State of the Internet, Q1, 2016 Report, Vol. 9 No. 1, June 29, 2016, p. 28, https://www.akamai.com/us/en/
multimedia/documents/state-of-the-internet/akamai-state-of-the-internet-report-q1-2016.pdf.
9 Akamai, The State of the Internet, Q1, 2016 Report, Vol. 9 No. 1, June 29, 2016, p. 12, https://www.akamai.com/us/en/
multimedia/documents/state-of-the-internet/akamai-state-of-the-internet-report-q1-2016.pdf.

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015,
May 18, 2016, p. 28, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf.

10

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – Dec 2014, May 8,
2015, p. 29, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator_Reports%20-%20Dec-14=08052015.pdf.

11

Akamai, The State of the Internet, Q1, 2016 Report, Vol. 9 No. 1, June 29, 2016, p. 29, https://www.akamai.com/us/en/
multimedia/documents/state-of-the-internet/akamai-state-of-the-internet-report-q1-2016.pdf.

12

Akamai, The State of the Internet, Q1, 2016 Report, Vol. 9 No. 1, June 29, 2016, p. 29, https://www.akamai.com/us/en/
multimedia/documents/state-of-the-internet/akamai-state-of-the-internet-report-q1-2016.pdf.

13

Telecom Regulatory Authority of India, “TRAI’s Recommendations on the National Broadband Plan”, May 4, 2011, http://
www.trai.gov.in/WriteReadData/Recommendation/Documents/Reply_DOT_Broadband_modified[1].pdf.

14

Report on Need for Reviewing Definition of Broadband, May 24th 2016, TRAI, http://www.trai.gov.in/WriteReadData/
Recommendation/Documents/Letter_to_Secretary_DOT_24_may_2016.pdf.

15
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The Global Information Technology Report by the World Economic Forum and INSEAD ranked India
in eighth place out of 139 countries for affordable internet access in 2016.16 It was previously in first
place,17 and per minute cellular and fixed broadband tariffs are still among the lowest in the world.18
Fixed broadband internet service cost an average INR 1676 (US$ 25) per month.19
India ranked 81 out of 140 countries for infrastructure in 2016, according to the World Economic Forum’s Global Competitiveness Index.20 Though up from 87 the previous year, the results suggest poor
infrastructure is still an obstacle to access. India ranked a low 98 for electricity supply;21 and 120 for
technological readiness, the capacity of a country to fully leverage ICTs in daily activities.22 Only 26
percent of all Indian schools had a computer in 2015.23 That figure was higher in secondary schools
and above (66 percent),24 though of those, only 37 percent were connected to the internet.25
Public and private sector initiatives to improve access are underway. News reports announced government plans to provide free public Wi-Fi zones in mid-2015,26 targeting 25 top cities by population.27 Some public Wi-Fi zones have already been established in places like Delhi, Ahmedabad, Bangalore and Patna.28 During the coverage period of this report, Google partnered with public sector
company RailTel to provide free Wi-Fi at over 400 railway stations,29 starting with 100 by the end of
2016.30 At least 15 stations were already connected in May.31
The Digital India Programme launched in 201432 by the Department of Telecom (DoT) and the

Silja Baller, Soumitra Dutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2016, World Economic Forum
and INSEAD, p. 111, http://www3.weforum.org/docs/GITR2016/WEF_GITR_Full_Report.pdf.

16

Thierry Geiger, Soumitra Dutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2015, World Economic
Forum and INSEAD, p. 172, http://www3.weforum.org/docs/WEF_Global_IT_Report_2015.pdf.

17

Silja Baller, Soumitra Dutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2016, World Economic Forum
and INSEAD, p. 111, http://www3.weforum.org/docs/GITR2016/WEF_GITR_Full_Report.pdf.

18

Silja Baller, Soumitra Dutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2016, World Economic Forum
and INSEAD, p. 111, http://www3.weforum.org/docs/GITR2016/WEF_GITR_Full_Report.pdf. .

19

Klaus Schwab, The Global Competitiveness Report 2015–2016, World Economic Forum, p. 200, http://www3.weforum.org/
docs/gcr/2015-2016/Global_Competitiveness_Report_2015-2016.pdf.

20

Klaus Schwab, The Global Competitiveness Report 2015–2016, World Economic Forum, p. 201, http://www3.weforum.org/
docs/gcr/2015-2016/Global_Competitiveness_Report_2015-2016.pdf.

21

Klaus Schwab, The Global Competitiveness Report 2015–2016, World Economic Forum, p. 200, http://www3.weforum.org/
docs/gcr/2015-2016/Global_Competitiveness_Report_2015-2016.pdf.

22

Flash Statistics: School Education in India 2014-15, National University of Educational Planning and Administration, p. 26,
http://dise.in/Downloads/Publications/Documents/U-DISE-SchoolEducationInIndia-2014-15.pdf.

23

Flash Statistics: Secondary Education in India, National University of Educational Planning and Administration, p. 12, http://
dise.in/Downloads/Publications/Documents/SecondaryFlash%20Statistics-2014-15.pdf.

24

Flash Statistics: Secondary Education in India, National University of Educational Planning and Administration, p. 13, http://
dise.in/Downloads/Publications/Documents/SecondaryFlash%20Statistics-2014-15.pdf.

25
26

Digital India, DeitY, http://deity.gov.in/sites/upload_files/dit/files/Digital%20India.pdf.

Anirudh Vohra, “Free Wi-Fi: Digital Dilemma”, The Financial Express, February 21, 2015, http://www.financialexpress.com/
article/economy/free-wi-fi-digital-dilemma/45804/.

27

“25 Indian cities to get free public Wi-Fi by June 2015”, India Today, December 17, 2014, http://indiatoday.intoday.in/
technology/story/25-indian-cities-to-get-free-public-wi-fi-by-june-2015/1/407214.html.

28

Shruti Dhapola, “Explained: What is Google’s Wi-Fi at 100 railway station project and how will it work”, Indian Express,
December 17, 2015, http://indianexpress.com/article/technology/tech-news-technology/explained-what-is-googles-wifi-atrailway-station-project-and-how-will-it-work/.

29

Shruti Dhapola, “Explained: What is Google’s Wi-Fi at 100 railway station project and how will it work”, Indian Express,
December 17, 2015, http://indianexpress.com/article/technology/tech-news-technology/explained-what-is-googles-wifi-atrailway-station-project-and-how-will-it-work/.

30

“Google, RailTel’s Free Wi-Fi Service Comes to 5 More Railway Stations”, Gadgets 360 NDTV, May 10, 2016, http://gadgets.
ndtv.com/internet/news/google-railtels-free-wi-fi-service-comes-to-5-more-railway-stations-835810.

31

32 “Digital India – A programme to transform India into digital empowered society and knowledge economy”, August 20,
2014, http://pib.nic.in/newsite/erelease.aspx?relid=108926.
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Department of Electronics and Information Technology (DeitY) is expected to be implemented by
2018.33 It aims to connect India’s Gram Panchayats, institutions of self-government for rural areas,34
via fiber-optic cables,35 ensuring universal broadband access with accompanying e-literacy programs.
Internet-connected Common Service Centers (CSCs) aim to cover all 250,000 Gram Panchayats;36 as
of March 2016, 157,000 had been established, with 20,000 operated by women.37 The program proposes to use satellites, balloons, or drones to push faster digital connections to remote parts of the
country,38 as well as Multiple System Operators (MSOs) such as cable TV services, which already have
last-mile connectivity.39 As a result of the Digital India Programme, electronic transactions related
to e-governance projects almost doubled in 2015;40 citizen and public records are being digitized
through crowd-sourcing efforts;41 and Digi Locker, a service which provides secure online storage of
essential documents such as birth certificates, has more than 2 million registered users.42 Digital India also provides capital to develop new technologies.43
Language remains a barrier to access. With 22 official languages, only about 12 percent of the population of India speaks English,44 yet more than half the content available online is in English,45 and
over 100 languages were unrepresented online in 2013.46 Projects to encourage local language usage are underway, and there were nearly 127 million local language users on the internet by 2014.47
Hindi-language web content grew by 94 percent in 2015, compared to 19 percent growth in English

33

Digital India, DeitY, http://deity.gov.in/sites/upload_files/dit/files/Digital%20India.pdf.

34

Constitution of India, Article 243(d).

35 National Optic Fibre Network (NOFN), Bharat Broadband Network Limited, http://www.bbnl.nic.in/content/page/nationaloptical-fibre-networknofn.php.
36 CSC 2.0 Scheme, Common Service Centres Scheme, DeitY, Govt. of India, http://csc.gov.in/index.php?option=com_
content&view=article&id=174&Itemid=331.
37 Pranav Mukul, “Govt to set up 1 lakh common service centres in rural areas: Ravi Shankar Prasad”, Indian Express, March
23, 2016, http://indianexpress.com/article/india/india-news-india/govt-to-set-up-1-lakh-common-service-centres-in-ruralareas-ravi-shankar-prasad/.

“Centre ready to use satellites, drones to connect to rural India: Ravi Shankar Prasad”, Economic Times, February 4, 2015,
http://articles.economictimes.indiatimes.com/2015-02-04/news/58795885_1_digital-india-ravi-shankar-prasad-pilot-project.

38

“DoT to provide internet via MSOs, cable operators”, Times of India, February 16, 2015, http://timesofindia.indiatimes.com/
tech/tech-news/DoT-to-provide-internet-via-MSOs-cable-operators/articleshow/46261597.cms.

39

See http://etaal.gov.in/etaal/YearlyChartIndex.aspx; “Digital India: E-governance transactions double in 2015”, Times of
India, January 11, 2016, http://timesofindia.indiatimes.com/tech/tech-news/Digital-India-E-governance-transactions-doublein-2015/articleshow/50532400.cms?.

40

41 Neha Alawadhi, “Digital India: Government digitizes 2 million public records’ characters”, Times of India, December 15,
2015, http://timesofindia.indiatimes.com/tech/tech%20news/Digital-India-Government-digitizes-2-million-public-recordscharacters/articleshow/50185112.cms.

See https://digilocker.gov.in/; Muntazir Abbas, “Digital India: Government wants municipalities to replicate Rahuri’s
DigiLocker Model”, Economic Times, April 28, 2016, http://economictimes.indiatimes.com/telecomnews/Digital-IndiaGovernment-wants-municipalities-to-replicate-Rahuris-DigiLocker-model/articleshow/52026878.cms.

42

Ashish K Tiwari, “Government launches Rs. 2200 crore Electronics Development Fund”, DNA, February 16, 2016, http://
www.dnaindia.com/money/report-government-launches-rs-2200-crore-electronics-development-fund-2178223.

43

IMRB-INT, IAMAI Internet in India 2014, October 2014, p. 14; “Local language content to boost India’s internet penetration:
IAMAI”, August 4, 2015,http://timesofindia.indiatimes.com/tech/tech-news/Local-language-content-to-boost-Indias-internetpenetration-IAMAI/articleshow/48346892.cms.

44

45 Usage of Content Languages for Websites, W3Techs, http://w3techs.com/technologies; http://w3techs.com/technologies/
overview/content_language/all.

“Speakers’ strength of languages and mother tongues”, 2001 Census of India, http://www.censusindia.gov.in/Census_
Data_2001/Census_Data_Online/Language/Statement1.aspx; IMRB-INT, IAMAI Internet in India 2013, June 2013, pp. 15-16,
http://www.imrbint.com/downloads/Report-BB55685%20IAMAI%20ICUBE_2013-Urban+Rural-C1.pdf.

46

IMRB-INT, IAMAI Internet in Local Language 2014, October 2014, p. 14; “Local language content to boost India’s internet
penetration: IAMAI”, August 4, 2015,http://timesofindia.indiatimes.com/tech/tech-news/Local-language-content-to-boostIndias-internet-penetration-IAMAI/articleshow/48346892.cms.

47
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content.48 Google’s Indian Language Internet Alliance (ILIA) seeks to link all local language content
available to a single platform,49 making the content more visible and easier for consumers to navigate.50 Critics fear this could divert traffic from the original pages, resulting in loss of revenue and
readership,51 but so far ILIA has partnered with 30 organizations.52 In 2014, the National Internet Exchange of India (NIXI), which operates and manages Indian domain names, launched the Dot Bharat
domain for local language URLs.53 Indian start-ups, such as online marketplace Snapdeal, Quikr,
which offers online classified advertising, and Hike messenger, have also introduced services in local
languages.54
Studies have shown that economic and social conditions result in barriers to internet access for
women. In 2015, only 29 percent of Indian internet users were women,55 falling to 12 percent in rural
areas.56 Growth in the number of female internet users is higher than for men in urban areas, though
not overall.57 Google has partnered with Tata Trusts to launch the Internet Saathi scheme for promoting digital literacy among rural women.58 The initiative initially aimed to reach 45,000 villages.59 In
December 2015, Google CEO, Sundar Pichai said the project would expand to 300,000.60

Restrictions on Connectivity
The Indian government does not routinely block the protocols or tools that allow for instant, person-to-person communication, although local authorities can restrict ICT connectivity and usage

48 “Local language content will boost internet usage: IAMAI”, Times of India, February 17, 2016, http://timesofindia.indiatimes.
com/tech/tech-news/Local-language-content-will-boost-internet-usage-IAMAI/articleshow/51025569.cms.

“Google will Destroy Local Newspapers with Indian language Internet Alliance”, Firstpost, November 3, 2014, http://
www.firstpost.com/business/corporate-business/google-will-destroy-local-newspapers-with-indian-language-internetalliance-1995349.html; Nandagopal Rajan, “Big Boost for Hindi as Google Ropes in partners for Indian Language Internet
Alliance”, Indian Express, November 4, 2014, http://indianexpress.com/article/technology/technology-others/google-kickstartsindian-language-internet-alliance-focus-first-on-hindi/.
49

“Google will Destroy Local Newspapers with Indian language Internet Alliance”, Firstpost, November 3, 2014, http://
www.firstpost.com/business/corporate-business/google-will-destroy-local-newspapers-with-indian-language-internetalliance-1995349.html; Nandagopal Rajan, “Big Boost for Hindi as Google Ropes in partners for Indian Language Internet
Alliance”, Indian Express, November 4, 2014, http://indianexpress.com/article/technology/technology-others/google-kickstartsindian-language-internet-alliance-focus-first-on-hindi/.
50

“Google will Destroy Local Newspapers with Indian language Internet Alliance”, Firstpost, November 3, 2014, http://
www.firstpost.com/business/corporate-business/google-will-destroy-local-newspapers-with-indian-language-internetalliance-1995349.html; Nandagopal Rajan, “Big Boost for Hindi as Google Ropes in partners for Indian Language Internet
Alliance”, Indian Express, November 4, 2014, http://indianexpress.com/article/technology/technology-others/google-kickstartsindian-language-internet-alliance-focus-first-on-hindi/.
51

52 “Google to concentrate on local language content”, Hindustan Times, July 6, 2015, http://indiatoday.intoday.in/technology/
story/google-to-concentrate-on-local-language-content/1/449440.html.
53 Anoop Verma, “Internet domain names in Indian languages”, Financial Express, February 2, 2015, http://computer.
financialexpress.com/magazine/internet-domain-names-in-indian-languages/8613/.
54 Kunal Doley, “Looking local: Snapdeal, Quikr, Hike, others launch vernacular language support, Financial Express, January
24, 2016, http://www.financialexpress.com/article/industry/companies/looking-local-snapdeal-quikr-hike-others-launchvernacular-language-support/201082/.
55

Press Release on Internet in India 2015, IAMAI, November 17, 2015, http://www.iamai.in/media/details/4486.

56

Press Release on Internet in India 2015, IAMAI, November 17, 2015, http://www.iamai.in/media/details/4486.

57

Press Release on Internet in India 2015, IAMAI, November 17, 2015, http://www.iamai.in/media/details/4486.

Meghna Rao, “Google launches ‘Internet Saathi’ for women in rural India”, Business Standard, August 25, 2015, http://www.
business-standard.com/article/companies/google-launches-internet-saathi-for-women-in-rural-india-115082500329_1.html.

58

Meghna Rao, “Google launches ‘Internet Saathi’ for women in rural India”, Business Standard, August 25, 2015, http://www.
business-standard.com/article/companies/google-launches-internet-saathi-for-women-in-rural-india-115082500329_1.html.

59

60 “Google to partner with India’s ‘Internet Saathi’ program: Ravi Shankar Prasad”, DNA, December 16, 2015, http://www.
dnaindia.com/money/report-google-to-partner-with-india-s-internet-saathi-program-ravi-shankar-prasad-2156455.

www.freedomonthenet.org

FREEDOM
ON THE NET
2016

INDIA

during times of perceived unrest. The number of these shutdowns has increased significantly in the
past two years.61
During the coverage period of this report, local authorities issued orders to providers to shut off
specific services in 23 reported cases, including local mobile phone service, SMS, wireless, and occasionally fixed-line internet access, for periods ranging from a few hours to several days.62 In one
instance, the state government in northeastern Manipur blocked wireless internet and SMS services
for seven days following violent protests.63 Although the majority of shutdown orders cited security
or public order threats as reasons, mobile internet was blocked for four hours across Gujarat in February 2016 to prevent cheating in a state entrance exam.64
Local authorities increasingly used Section 144 of the Code of Criminal Procedure (1973) to justify
these orders, which permits broad state action to curb any violation of law and order;65 it does not
specify telecommunications.66 The use of this general law to order shutdowns was upheld by the
Gujarat High Court in September 2015,67 and the Supreme Court rejected a petition challenging it in
early 2016.68
Other laws used to justify shutdowns also lack specificity. Section 69A of the Information Technology
(IT) Act, which permits the central government to order website blocks (see Limits on Content) has
been considered to apply to blocking of service. Section 5 of the Indian Telegraph Act, which allows
state and central authorities to order that any message not be transmitted in public emergencies,
has also been cited in support of service disruptions.69
As in past years, Jammu and Kashmir had the highest number of documented incidents, including a

61 Sarvjeet Singh, “Incidents of Internet Shutdowns in India (2012 onwards)”, Centre for Communication Governance at
National Law University, Delhi, https://drive.google.com/open?id=0BycAZd9M5_7NOExCRnQ3Q1pqcm8.
62 Sarvjeet Singh, “Incidents of Internet Shutdowns in India (2012 onwards)”, Centre for Communication Governance at
National Law University, Delhi, https://drive.google.com/open?id=0BycAZd9M5_7NOExCRnQ3Q1pqcm8.
63 “Internet blocked in Manipur to quell violence”, Live Mint, September 3, 2015, http://www.livemint.com/Politics/
ZFX1zHdhZ827jnqirpzZqO/Internet-blocked-in-Manipur-to-quell-violence.html; Iboyaima Laithangbam, “Curfew continues
in Manipur; internet blocked”, The Hindu, September 2, 2015, http://www.thehindu.com/news/national/other-states/internetblocked-in-manipur-to-check-communal-flare/article7607186.ece; Binalakshmi Nepram, “Manipur violence: Why the protest
and what are the demands”, Indian Express, September 6, 2015, http://indianexpress.com/article/blogs/summer-of-revolt-whymanipur-is-one-of-the-worst-conflict-affected-states-in-south-asia/; “Manipur government lifts block on internet”, Economic
Times, September 9, 2015, http://articles.economictimes.indiatimes.com/2015-09-09/news/66363391_1_internet-servicesgaikhangam-manipur-government.
64 “To beat exam cheats, Gujarat to block mobile internet today”, Times of India, February 28, 2016, http://timesofindia.
indiatimes.com/india/To-beat-exam-cheats-Gujarat-to-block-mobile-internet-today/articleshow/51173461.cms.
65 Nakul Nayak, “The Anatomy of Internet Shutdowns – II (Gujarat & Constitutional Questions)”. CCG-NLU Blog, September 1,
2015, https://ccgnludelhi.wordpress.com/2015/09/01/the-anatomy-of-internet-shutdowns-ii-gujarat-constitutional-questions/;
Nakul Nayak, “The Anatomy of Internet Shutdowns – III (Post Script: Gujarat High Court Verdict)”, CCG-NLU Blog, Sept 19, 2015,
https://ccgnludelhi.wordpress.com/2015/09/19/the-anatomy-of-internet-shutdowns-iii-post-script-gujarat-high-court-verdict/.
66 Samanwaya Rautrey, “Supreme Court upholds Internet ban by States”, Economic Times Tech, February 12, 2016, http://
tech.economictimes.indiatimes.com/news/internet/supreme-court-upholds-internet-ban-by-states/50955292; Chinmayi
Arun, “Demarcating a safe threshold”, Indian Express, February 24, 2016, http://indianexpress.com/article/opinion/columns/
demarcating-a-safe-threshold/.
67 Nakul Nayak, “The Anatomy of Internet Shutdowns – III (Post Script: Gujarat High Court Verdict)”, CCG-NLU Blog,
September 19, 2015, https://ccgnludelhi.wordpress.com/2015/09/19/the-anatomy-of-internet-shutdowns-iii-post-scriptgujarat-high-court-verdict/
68 Samanwaya Rautrey, “Supreme Court upholds Internet ban by States”, Economic Times Tech, February 12, 2016, http://tech.
economictimes.indiatimes.com/news/internet/supreme-court-upholds-internet-ban-by-states/50955292.
69 Nakul Nayak, “The Anatomy of Internet Shutdowns – I (Of Kill Switches and Legal Vacuums)”. CCG-NLU Blog, August
29, 2015, https://ccgnludelhi.wordpress.com/2015/08/29/the-anatomy-of-internet-shutdowns-i-of-kill-switches-and-legalvacuums/; Apar Gupta, “Section 144 and the power to impose an internet curfew”, Economic Times, September 19, 2015, http://
articles.economictimes.indiatimes.com/2015-09-19/news/66706176_1_mobile-internet-section-144-central-government.
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shutdown that affected both mobile and fixed-line connections, in some cases for weeks at a time, in
summer 2016 (outside the coverage period of this report).70 During the coverage period:
•

On June 5, 2015, mobile and fixed-line internet services were suspended in the Jammu region in the wake of protests by Sikhs over the removal of posters of Sikh separatist leader
Jarnail Bhindrawale before the anniversary of his death.71

•

In August 2015, mobile phone and internet services were suspended for a few hours during
a state government function to celebrate independence day.72

•

In September 2015, police ordered the suspension of mobile internet services for 82 hours
during the Muslim festival of Eid.73The Jammu and Kashmir High Court had banned beef
based on a petition from hardline Hindus, a decision some Muslim groups said they would
protest.74 One news report said the decision to suspend the internet was made after ISPs
clarified that it was not possible to slow down internet speeds.75

•

In October 2015, mobile internet services were suspended for two days in Jammu and Udhampur amid tensions surrounding the recovery of cow carcasses in Udhampur district.76

•

In April 2016, mobile internet was blocked for almost six days in five districts in Kashmir,
following violent protests against the alleged molestation of a girl in Handwara on April
12.77

After Jammu and Kashmir, the highest numbers of shutdowns were recorded in the state of Gujarat78:
•

In September 2015, district commissioners banned mobile internet for almost seven days
in the cities of Ahmedabad, Vadodara, Surat and Rajkot after protests by the Patel commu-

http://www.hindustantimes.com/india-news/mobile-services-partially-restored-in-kashmir-shutdown-continues-for-43rdday/story-4bGgEKZbmXSiAJmLdlrvkJ.html

70

“Authorities Reach Agreement With Sikhs in Jammu, But Nervous Calm Prevails in City”, NDTV, June 6, 2015, http://www.ndtv.
com/india-news/authorities-reach-agreement-with-sikh-community-in-jammu-769205

71

“Mobile phone, internet services snapped in Valley on Independence Day”, Economic Times, February 9, 2013, http://
articles.economictimes.indiatimes.com/2015-08-15/news/65525213_1_mobile-internet-services-independence-day-bakshistadium

72

Mir Ehsan and Arun Sharma, “J&K suspends internet services in the state for 2 days”, Indian Express, September 25, 2015,
http://indianexpress.com/article/india/india-others/to-avoid-tension-during-eid-ul-zuha-govt-ban-internet-in-jk-for-two-daysfrom-tomorrow/; Two-day Internet ban in Kashmir Valley on Eid, The Hindu (Sept. 25, 2015), http://www.thehindu.com/news/
national/other-states/twoday-internet-ban-in-kashmir-valley-on-eid/article7687069.ece; Peerzada Ashiq, “82-hour internet ban
on Eid fuels anger in Kashmir”, The Hindu, September 28, 2015, http://www.thehindu.com/news/national/internet-ban-on-eidfuels-anger-in-kashmir/article7699176.ece.

73

“J-K high court asks state govt to strictly enforce beef ban”, Hindustan Times, Sept 13, 2015, http://www.hindustantimes.
com/india/j-k-high-court-asks-state-govt-to-strictly-enforce-beef-ban/story-QDhQyZv4VqUaQEm531pPTO.html.

74

Basharat Masood, “J&K govt plans three-day mobile internet ban in Valley”, Indian Express, September 24, 2015, http://
indianexpress.com/article/india/india-news-india/jk-govt-plans-three-day-mobile-internet-ban-in-valley/.

75

“Mobile internet services cut to calm tension in Udhampur”, Indian Express, October 9, 2015, http://indianexpress.com/
article/india/india-news-india/mobile-internet-services-cut-in-jammu-after-recovery-of-cows-carcasses/

76

“Mobile Internet Restored in Kashmir, Restrictions Lifted for a Few Hours”, The Wire, April 18, 2016, http://thewire.
in/2016/04/18/mobilet-internet-restored-in-kashmir-restrictions-lifted-for-few-hours-30024/.

77

Sarvjeet Singh, “Incidents of Internet Shutdowns in India (2012 onwards)”, Centre for Communication Governance at
National Law University, Delhi, https://drive.google.com/open?id=0BycAZd9M5_7NOExCRnQ3Q1pqcm8.
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nity;79 the ban was repeated for 24 hours in April 2016 when the protests resumed.80 Some
news reports said the shutdowns targeted specific applications like WhatsApp,81 but the
only orders documented related to the internet as a whole.
•

In September 2015, mobile internet was suspended for 24 hours in Godhra, Gujarat to prevent circulation of a derogatory message about Islam on social media.82

•

In February 2016, mobile internet was blocked for four hours across Gujarat to prevent
cheating in a state entrance exam.83

While shutdowns remained local to states, they were implemented in more of them than ever before. In December 2015, police blocked mobile internet to quell unrest after caste and communal
clashes in at least four districts in Rajasthan;84 in October, internet had been separately suspended
for 24 hours in one of those districts, Bhilwara, following communal clashes.85 Shutdowns were
also documented in Haryana in response to violent protests by the Jat community in February and
March 2016;86 and for one day in Bokaro, Jharkhand during the Hindu festival of Ram Navami.87 In
Azamgarh, Uttar Pradesh, both mobile and fixed-line internet services were shut down on May 17
and 18, 2016, due to communal tensions.88
Submarine cables connect India to the global internet. Ten are consortium owned; the rest are private.89 These undersea cables are mainstays of mobile and internet communications and any damage to them leads to service disruptions.
In January 2016, Agartala in Tripura became operational as a gateway to the international internet
via an optical fiber cable linking to Cox’s Bazar in southern Bangladesh, facilitating connectivity in
“Hardik Patel detained in Surat, mobile internet services suspended across the state”, Indian Express, September 19, 2015,
http://indianexpress.com/article/india/gujarat/hardik-patel-other-paas-leaders-detained-in-surat-ahead-of-planned-agitation/.

79

80 “Curfew in Mehsana, Patel agitation turns violent”, Business Standard, April 17, 2016, http://www.business-standard.
com/article/pti-stories/curfew-in-mehsana-patel-agitation-turns-violent-116041700486_1.html; Vadodara tense, mobile data
services suspended, Hindustan Times, Sept. 28, 2014, http://www.hindustantimes.com/india/vadodara-tense-mobile-dataservices-suspended/story-wVinjaYdxN8Eq2RONs0wsJ.html.
81

http://www.bbc.com/news/blogs-trending-34074466

“Gujarat: Internet services in Godhra suspended for 24 hours”, Indian Express, September 28, 2015, http://indianexpress.
com/article/india/gujarat/gujarat-internet-services-in-godhra-suspended-for-24-hours/
82

83 “To beat exam cheats, Gujarat to block mobile internet today”, Times of India, February 28, 2016, http://timesofindia.
indiatimes.com/india/To-beat-exam-cheats-Gujarat-to-block-mobile-internet-today/articleshow/51173461.cms.
84 Amit Anand Choudhary, “Government can block net for law and order: Supreme Court,” Times of India, February 12, 2016,
http://timesofindia.indiatimes.com/india/Government-can-block-net-for-law-and-order-Supreme-Court/articleshow/50950023.
cms; Ashish Mehta, “Rajasthan police to ban internet usage as per needs to maintain communal harmony”, Times of India,
December 20, 2015, http://timesofindia.indiatimes.com/india/Rajasthan-police-to-ban-internet-usage-as-per-needs-tomaintain-communal-harmony/articleshow/50258271.cms.
85 “Communal tension in Rajasthan cities”, The Hindu, October 24, 2015,http://www.thehindu.com/news/national/other-states/
communal-tension-in-rajasthan-cities/article7800532.ece
86 “Jat quota stir: Mobile internet services blocked in Rohtak after clashes over reservation”, The Indian Express, February 19,
2016, http://indianexpress.com/article/india/india-news-india/rohtak-jat-reservation-mobile-internet-blocked-haryana/; “Jat
reservation: Mobile internet services suspended in several Haryana districts”, The Hindu, March 18, 2016, http://indianexpress.
com/article/india/india-news-india/jat-reservation-agitation-mobile-internet-haryana/.
87 Alok KN Mishra, “Internet services blocked in Bokaro after communal tension”, Times of India, April 16, 2016, http://
timesofindia.indiatimes.com/city/ranchi/Internet-services-blocked-in-Bokaro-after-communal-tension/articleshow/51856786.
cms.
88 Sarvjeet Singh, “Incidents of Internet Shutdowns in India (2012 onwards)”, Centre for Communication Governance at
National Law University, Delhi, https://drive.google.com/open?id=0BycAZd9M5_7NOExCRnQ3Q1pqcm8.
89 The ten are: SeameWe-3; SeaMeWe-4; SeaMeWe-5; Asia-Africa Europe-1; Bay of Bengal Gateway; SAFE; Bharat Lanka
Cable System; SEACOM/Tata TGN-Eurasia; IMEWE; and Europe India Gateway. See Submarine Cable Map, TeleGeography, http://
www.submarinecablemap.com/#/country/india.
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north-eastern states.90 Mumbai and Chennai already serve as international internet gateways.91 There
are four cable landing stations in Mumbai, and three in Chennai; Digha, Kochi and Tuticorin also
have one cable landing station each.92 BSNL, the state-owned telecom operator, owns two cable
landing stations; the rest are privately owned. Tata Communications, the world’s largest owner and
operator of fiber network,93 and Bharti Airtel, both of which are also major telecom operators, own
three stations each.94 These cable landing stations, where submarine cables meet the mainland, have
imposed hefty fees on ISPs; however, lower charges came into effect in 2013.95
Over 80 percent of telecommunications towers are privately owned.96 Market share is split between
Indus Towers, a joint venture between Bharti Infratel, Vodafone, and Idea Cellular (31 percent); BSNL
(18 percent); and Reliance Infratel (12 percent), according to May 2015 figures.97 Bharti Infratel, a
subsidiary of Bharti Airtel, is one of the largest tower infrastructure providers, having a 42 percent
equity interest in Indus Towers and owning 10 percent of towers independently.98

ICT Market
There are 133 operational ISPs in India.99 While there is no monopoly, the top 10 ISPs control over
98 percent of the market.100 Bharti Airtel holds the highest market share, worth 25 percent, followed
by Vodafone with 20 percent. BSNL, Idea and Reliance have slightly over 10 percent market share
each.101 There are 14 mobile operators,102 with Bharti Airtel controlling almost 24 percent of the market,103 followed by Vodafone (19 percent), Idea (17 percent) and Reliance (10 percent).104

90 India’s new internet gateway via Cox’s Bazar to open late January, says minister, http://bdnews24.com/
neighbours/2016/01/13/india-s-new-internet-gateway-via-coxs-bazar-to-open-late-january-says-minister; “Agartala Becomes
India’s Third Internet Gateway”, NDTV Gadgets, March 23, 2016, http://gadgets.ndtv.com/internet/news/agartala-becomesindias-third-internet-gateway-817331.

Tripura to become 3rd international internet gateway of India, July 4 2015, http://news.webindia123.com/news/articles/
India/20150704/2634628.html.

91
92

India, Submarine Cable Networks, http://www.submarinenetworks.com/stations/asia/india.

“Tata Communications Invests in Seaborn Networks’ Undersea Cable”, NDTV Gadgets, January 19, 2015, http://gadgets.
ndtv.com/internet/news/tata-communications-invests-in-seaborn-networks-undersea-cable-650955.
93
94

India, Submarine Cable Networks, http://www.submarinenetworks.com/stations/asia/india.

“TRAI Specifies Access Facilitation Charges for Submarine Cable Landing Stations”, Ministry of Communication and
Information Technology, December 21, 2012, http://pib.nic.in/newsite/erelease.aspx?relid=91106.

95

96
Indian Tower Industry: The Future is Data, Deloitte, June 2015, p. 7, https://www2.deloitte.com/content/dam/Deloitte/in/
Documents/technology-media-telecommunications/in-tmt-indian-tower-industry-noexp.pdf.
97 Indian Tower Industry: The Future is Data, Deloitte, June 2015, p. 7, https://www2.deloitte.com/content/dam/Deloitte/in/
Documents/technology-media-telecommunications/in-tmt-indian-tower-industry-noexp.pdf.
98 Indian Tower Industry: The Future is Data, Deloitte, June 2015, p. 7, https://www2.deloitte.com/content/dam/Deloitte/in/
Documents/technology-media-telecommunications/in-tmt-indian-tower-industry-noexp.pdf.
99 Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015,
May 18, 2016, p. 103, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf.

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015,
May 18, 2016, p. 30, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf.

100

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015,
May 18, 2016, p. 30, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf.
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Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015,
May 18, 2016, p. 89, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf.

102

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015,
May 18, 2016, p. 8, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf.
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Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators October – December 2015,
May 18, 2016, p. 9, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf.
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The universal license framework, for which guidelines were published in November 2014,105 reduced
the legal and regulatory obstacles for companies by combining mobile phone and ISP licenses, instead of requiring separate licenses for each sector. Licensees must now pay a high one-time entry
fee, a performance bank guarantee,106 and annual license fees adjusted for revenue.107
In 2011, the Indian government introduced rules under Section 79 of the IT Act requiring cybercafes
to obtain a government-issued ID number in addition to a license, as well as to register and monitor
customers.108 Critics said the rules were “poorly framed,”109 but penalties for noncompliance are unclear, and enforcement has reportedly been patchy (Common Service Centers are exempt, and operate under separate guidelines).110

Regulatory Bodies
India’s principal ICT institution is the Ministry of Communications and Information Technology.111 It
consists of two departments – the Department of Electronics and Information Technology (DeitY)
and the Department of Telecommunications (DoT). DoT manages the overall development of the
telecommunications sector, licenses internet and mobile service providers, and manages spectrum
allocation;112 DeitY formulates policy relating to information technology, electronics, and the internet.113 In July 2016, the Ministry was divided in two. DeitY became the Ministry of Electronics and
Information Technology (MeitY), while the DoT and Department of Posts were placed under the Ministry of Communications.114
Internet protocol (IP) addresses are regulated by the Indian Registry for Internet Names and Num-

Guidelines for Grant of Unified License, Department of Telecommunications, November 13, 2014, http://www.dot.gov.in/
sites/default/files/Amended%20UL%20Guidelines%2013112014.PDF. Guidelines and General Information for grant of licence
for operating internet services, 24 August 2007, available at: http://www.dot.gov.in/data-services/internet-services.

105

Draft License Agreement for Unified License, Department of Telecommunications, Ministry of Communications and IT,
page 22, available at: http://dot.gov.in/sites/default/files/Unified%20Licence_0.pdf.

106

Draft License Agreement for Unified License, Department of Telecommunications, Ministry of Communications and IT,
page 22, available at: http://dot.gov.in/sites/default/files/Unified%20Licence_0.pdf.Guidelines and General Information for grant
of licence for operating internet services, 24 August 2007, available at: http://www.dot.gov.in/data-services/internet-services;
Guidelines and General Information for grant of licence for operating internet services, 24 August 2007, available at: http://
www.dot.gov.in/data-services/internet-services; The TRAI has recommended steps so as to incentivise telecom operators to
expand operations by suggesting that revenue generated by these companies from their non-telecom activities be excluded
while calculating their AGR. This would help to reduce the revenue share that these companies would have to pay to the
government as well as reduce their license fees and spectrum charges. Shauvik Ghosh, Trai recommends non-telecom activity
be excluded from AGR, Live Mint, 7 January 2015, available at: http://www.livemint.com/Industry/7ivGrxiayiOsumswo1KMlN/
Trai-recommends-nontelecom-activity-be-excluded-from-AGR.html.
107

Department of Information Technology, Information Technology (Guidelines for Cyber Cafe) Rules, 2011, http://deity.gov.
in/sites/upload_files/dit/files/GSR315E_10511(1).pdf; Notification, Ministry of Communications and Information Technology,
March 16, 2012, http://deity.gov.in/sites/upload_files/dit/files/GSR153E_242012.pdf.

108

Bhairav Acharya, “Comments on the Information Technology (Guidelines for Cyber Cafe) Rules, 2011”, Center for
Information and Society, March 31, 2013, http://bit.ly/13KCBY5.

109

Department of Information Technology, Guidelines for the Implementation of the Common Service Centre Scheme in
States, October 9, 2006, http://deity.gov.in/sites/upload_files/dit/files/downloads/policiesandguidelines/csc/cscguidelines.pdf.

110

Organizational Structure, Department of Telecommunications, Ministry of Communications & IT, Government of
India, http://www.dot.gov.in/about-us/organizational-structure; Organization Chart, DeitY, Ministry of Communications & IT,
Government of India, http://deity.gov.in/content/organization-chart.
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Profile, Department of Telecommunications, Ministry of Communications & IT, Government of India, http://www.dot.gov.
in/about-us/profile.
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Functions of Department of Electronics and Information Technology, Ministry of Communications & IT, Government of
India, http://deity.gov.in/content/functions-deit.
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http://economictimes.indiatimes.com/news/economy/policy/deity-becomes-a-new-ministry-leg-up-for-ravi-shankarprasad/articleshow/53285683.cms
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bers (IRINN).115 Since 2005, the registry has functioned as an autonomous body within the nonprofit
National Internet Exchange of India.116
The Telecom Regulatory Authority of India (TRAI), an independent regulator, was created in 1997 to
regulate the telecom, broadcasting, and cable TV sectors.117 The Telecom Regulatory Authority of
India Act mandates transparency in the exercise of its operations, which include monitoring licensing terms, compliance, and service quality.118 Its reports are published online, usually preceded by
a multi-stakeholder consultation.119 An amendment to the Act in 2000 established a three-member
Telecommunications Dispute Settlement and Appellate Tribunal chaired by a former senior judge.120
Yet appointment and salary decisions for members remain in the hands of the central government.
Further, while the TRAI Act initially barred members who had previously held central or state government office, amendments in 2014 diluted that prohibition, allowing them to join the regulator two
years after resigning that position, or earlier with permission from the central government. Members
may undertake commercial employment, except with telecom service providers.121
TRAI opinions, however, are generally perceived as independent and largely free of official influence.122 During the coverage period, it framed regulations prohibiting discriminatory tariffs for data
services (see Digital Activism).123

Limits on Content
Content blocking of pornographic and terrorism related material and copyright restrictions continued
to take place during the coverage period. There was a significant rise in digital mobilization, especially
over net neutrality, resulting in strong regulations against differential pricing for data.

Blocking and Filtering
Blocking of websites takes place under Section 69A of the IT Act and a 2009 subordinate legislation
called the Information Technology (Procedure and Safeguards for Blocking for Access of Information
by Public) Rules (“Blocking Rules”). The Blocking Rules empower the central government to direct
any agency or intermediary to block access to information when satisfied that it is “necessary or
expedient” in the interest of the “sovereignty and integrity of India, defense of India, security of the
115

IRINN, IRINN Policy Version 1.1, http://www.irinn.in/pages/static/IRINN_V1.pdf.

116

About Us, Indian Registry for Internet Names and Numbers, http://www.irinn.in/pages/static/about_us.html.

117

History, Telecom Regulatory Authority of India, http://www.trai.gov.in/Content/History.aspx.

118

Section 11(4), The Telecom Regulatory Authority of India Act, 1997.

“DTH operators should provide inter-operability of STBs, says TRAI Chairman”, The Economic Times, December 10, 2013,
http://articles.economictimes.indiatimes.com/2013-12-10/news/45035128_1_dth-operators-dth-licence-dth-service-providers;
TRAI released the draft of: ‘The Telecom Commercial Communications Customer Preference (Fifteenth Amendment) Regulations,
2014’ for comments from the Stakeholders, January 29, 2014, http://www.trai.gov.in/WriteReaddata/ConsultationPaper/
Document/draftTCCCP%2015%20AMEND%202014final.pdf.
119

Section 14, The Telecom Regulatory Authority of India Act, 1997; The tribunal was empowered to adjudicate between the
licensor (DoT) and the licensee; between two or more service providers; between a service provider and a group of consumers;
and to hear appeals against TRAI decisions.

120

121 Amendment to the TRAI Act, 1997, http://www.prsindia.org/uploads/media/Recent%20Acts/Telecom%20Regulatory%20
Act,%202014.pdf.

“Trai wants Auction of 3G Spectrum After Formation of New Govt”, The Indian Express, February 12, 2014, http://archive.
indianexpress.com/news/trai-wants-auction-of-3g-spectrum-after-formation-of-new-govt/1225198/.
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TRAI Lays Down Historic Order Protecting Net Neutrality, The Wire, February 8, 2016, http://thewire.in/2016/02/08/trailays-down-historic-order-protecting-net-neutrality-21090/.
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state, friendly relations with foreign states or public order or for preventing incitement to the commission of any cognizable offence relating to above.”124 Intermediaries failing to comply are punishable with fines and prison terms of up to seven years.125
The Blocking Rules apply to orders issued by government agencies, who must appoint a “nodal officer” to send in requests and demonstrate that they are necessary or expedient under Section 69A.126
These requests are reviewed by a committee which includes senior representatives of the law, home
affairs, and information ministries, and the nodal agency for cybersecurity, the Indian Computer
Emergency Response Team (CERT-IN).127 The “designated officer,” who chairs the committee, issues
approved orders to service providers; the committee must also notify the source or intermediary
hosting the content, who may respond to defend it within 48 hours.128
In emergencies and upon written recommendations from the designated officer, the secretary of DEITY may issue blocking orders directly, but the content must be unblocked if the designated officer
does not obtain the review committee’s approval within 48 hours.129
Indian courts can order content blocks without government approval. The designated officer is required to implement the court order after submitting it to the secretary of DEITY. Court orders can
be challenged in a higher court, but internet users are not consistently notified of their implementation.130 ISPs are not legally required to inform the public of blocks and the Blocking Rules mandate
that executive blocking orders be kept confidential.131 A 2014 transparency report issued by Verizon
stated that the Indian government required the company to block access to websites, but that it was
precluded by law from identifying how many blocking requests were received.132
The 2011 cybercafe rules stated that cybercafes “may” install commercial filtering software “to avoid
access to the websites relating to pornography, obscenity, terrorism and other objectionable materials.”133 It is not clear how many complied.
In the landmark Shreya Singhal case decided by the Supreme Court in 2015, the petitioners challenged the constitutionality of Section 69A citing opaque procedures among other issues.134 In
March 2015, the Supreme Court upheld Section 69A and the Blocking Rules,135 saying safeguards
within the section were adequate, narrowly constructed, and not in contravention of the provisions
of the Constitution of India.136 At the same time, the court read the Blocking Rules to include both

124

Section 69A(1), The Information Technology Act, 2008.
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Section 69A(3), The Information Technology Act, 2008.

126

Rule 6, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.

Members must be of the rank of joint secretary or above, see Rule 7, Information Technology (Procedure and Safeguards
for Blocking for Access of Information by Public) Rules, 2009.
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Rule 8, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.
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Rule 9, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.

Melody Patry, “Index on censorship digital freedom India: Digital freedom under threat?”, Xindex, November 2013, p. 9,
http://www.indexoncensorship.org/2013/11/india-online-report-freedom-expression-digital-freedom-1/; See also Jyoti Panday,
The Internet Has a New Standard for Censorship, The Wire, 29 January 2016, http://thewire.in/20386/the-internet-has-a-newstandard-for-censorship/.
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Rule 16, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009
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the right to be heard and the right to appeal, changing the way Section 69A has been interpreted.
It is now clear that blocking orders must provide a written explanation, allowing them to be challenged by writ petition, and that reasonable efforts must be made to contact the originator of the
content for a pre-decisional hearing before the blocking order is issued.137 However, given the requirement in the Blocking Rules that the orders and actions based on them be kept confidential,138 it
remains to be seen how and whether the judgment will be effectively implemented.139
According to a statement made in Parliament by the Minister of Communication and Information
Technology, the government blocked 844 social media pages between January and November 2015.
Among these, 492 URLs were blocked under Section 69A, and 352 were blocked in compliance with
court orders.140
In most cases, there is no information about the content targeted through these orders. However,
there were some reports of overbroad content blocking affecting legitimate online activity. In February 2016, the DOT ordered ISPs to block jihadology.net, an online academic repository curating
primary source material on the Arab Spring,141 even though news reports said ISIS recruitment videos remained easily accessible through Google search after a campaign by the anti-terrorism squad
resulted in 94 websites being reportedly blocked.142 In another case in May 2016, the domain names
marketplace BuyDomains.com was blocked by some ISPs and mobile internet providers. Visitors
were informed that the URL was “blocked under instructions of the Competent Government Authority or in compliance to the orders of Hon’ble Court,” with no further details given.143
Since 2011, courts have blocked content relating to copyright violations through broad John Doe orders, which can be issued preemptively and do not name a defendant.144 ISPs have occasionally implemented such orders by blocking entire websites instead of individual URLs, irrespective of whether the websites were hosting pirated material.145 In 2012, the Madras High Court ruled that John Doe
orders should not be used to block entire websites.146
These potentially overbroad orders continue to be issued.147 In July 2015, Phantom Films were granted a John Doe order by the Bombay High Court for blocking websites that may be used to pirate its
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movie ‘Masaan’. In October 2015, the Delhi High Court granted a John Doe order to Fox Star Studios
for the movie ‘Prem Ratan Dhan Payo.’ Similar orders were issued throughout the year by various
High Courts.148 Separately, in October 2015, the IT minister for the State of Telangana met with police officials, ISPs and representatives of the Telugu film industry to address movie piracy, citing loss
in industry revenue. Following this, ISPs were directed to block around 200 unspecified websites to
prevent piracy.149
The IT Act and the Indian Penal Code prohibit the production and transmission of “obscene material,”150 but there is no specific law against viewing pornography in India, except child pornography,
which is prohibited under the IT Act.151 In the case of Kamlesh Vaswani v. Union of India, the petitioner asked the Supreme Court to direct the government to block all online pornography in India.152 In
the past, the government has informed the Supreme Court that it is not technically feasible to block
pornographic sites and that doing so would violate the constitution.153
On July 31, 2015, however, the DoT ordered ISPs to block access to 857 URLs for allegedly pornographic content.154 The notification said that the websites were found to be violating morality and
decency under Article 19(2) of the Constitution of India, read with Section 79(3)(b) of the IT Act.155
There was widespread outrage over the ban on social media, and a few days later the government
reversed it.156 Subsequently, the government informed the Supreme Court in the Kamlesh Vaswani
matter that it would only block child pornography,157 on grounds that the government did not want
to indulge in “moral policing” or become a totalitarian state.158
While the ban was withdrawn, officials told ISPs that they were “free not to” disable any of the 857
URLs, as long as the URLs did not host child pornography,159 effectively putting the onus on the ISPs
to decide on the legality of the content on a case-by-case basis. Most ISPs continued to block the
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full list,160 calling the instruction “vague and un-implementable.”161 In January 2016, news reports
said telecom companies and ISPs were considering an agreement with New Zealand-based technology company Bypass Network Services to introduce parental controls over pornographic content.162

Content Removal
A 2008 IT Act amendment protected technology companies from legal liability for content posted to
their platforms by others, with reasonable exceptions to prevent criminal acts or privacy violations.163
Intermediaries Guidelines issued in 2011 under Section 79 of the IT Act required intermediaries to
remove access to certain content within 36 hours of a user complaint.164 In the 2015 judgment of
Shreya Singhal v. Union of India, the Supreme Court read down Section 79 and the intermediary
guidelines,165 and companies are no longer required to act on user complaints.166 Court and government takedown orders, furthermore, are only legitimate if they fall within the reasonable restrictions provided for under Article 19(2) of the constitution. Unlawful content beyond the ambit of
Article 19(2) cannot be restricted. Thus, the court restricted the earlier broad grounds for takedown
notices.167
Intermediaries can separately be held liable for infringing the Copyright Act 1957,168 under the law
and licensing agreements.169 The Shreya Singhal decision has had no impact on the legal framework
on intermediary liability for copyright infringement. A 2012 amendment limited liability for intermediaries such as search engines that link to material copied illegally, but mandated that they disable public access for 21 days within 36 hours of receiving written notice from the copyright holder,
pending a court order to remove the link.170 Rules clarifying the amendment in 2013 gave intermedi-
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aries power to assess the legitimacy of the notice from the copyright holder and refuse to comply.171
However, critics said the language was vague.172
Separately, private companies disabled content from being viewed within India during the coverage
period. Users disputed some of those interventions. In May 2015, the nonprofit organization Sikhs
for Justice said Facebook had blocked its Indian page;173 the page was accessible again in 2016. Administrators for the Facebook pages “Indian Atheists,” and “Indian Atheists Debate corner” said their
pages had been temporarily blocked by the platform in June.174 The reason for these interruptions
is not clear. In November 2015, Facebook users were temporarily unable to share news articles from
Facebook pages operated by websites The Wire,175 and Faking News,176 but the content was later reinstated. A Facebook spokesperson said that the content was mistakenly identified as spam.177
Several international companies reported receiving a high number of requests to remove content
from Indian courts or government representatives. Facebook reported removing over 30,000 pieces of content based on these requests in 2015, up from 11,000 in 2014,178 but said it would require
more formal notification to do so in 2016 based on the Supreme Court’s ruling in Shreya Singhal v.
Union of India.179
Google reported receiving 259 content removal requests affecting 1,606 items between July and December 2015, and said it complied with 38 percent of requests based on court orders and 10 percent
from government agencies and law enforcement. The reason most commonly cited for the request
was defamation.180
Twitter received 40 requests for content removal from July to December 2015, of which 1 was court
ordered and 39 were from police or government agencies, but said it did not comply.181

Media, Diversity, and Content Manipulation
Online media content is diverse and lively. The internet has given a voice to people in remote areas,
helping them become a part of the public discourse. During the coverage period, the Dalit Camera
171
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Action YouTube channel was established to address the lack of Dalit voices in the mainstream media.182 It provides original content and reposts media related to Dalits, a traditionally marginalized
group in the Hindu caste system. The mobile news service CGNetSwara allows people in rural areas
of central India to submit and listen to audio news reports, averaging 200 calls per day and driving
the emergence of online reports on local issues that do not reach the mainstream media.183 The Delhi-based company Gram Vaani operates a Mobile Vaani initiative using an interactive voice response
system to disseminate reports by mobile phone users to different audiences and stakeholders. It enables over 80,000 households across 12 states to create their own media.184
In general, self-censorship is not widespread. Internet users in conflict regions may avoid addressing
sensitive political or religious issues which other journalists and activists report freely. Some institutions and individual writers self-censor due to fear of reprisal from political organizations.185 No
noteworthy examples of self-censorship were documented during the coverage period, though the
issue was discussed. In July 2015, the Economic Times took down a news report published in the
June 30, 2015 edition of the paper from its website, titled, “Sec 377 maybe scrapped says Gowda.”186
Section 377 of the penal code criminalizes homosexuality. Law Minister Sadananda Gowda said on
Twitter that the Times had misquoted him in the article,187 but observers commented on the unusual
nature of the retraction, suggesting it indicated self-censorship amid a “drought of progressivism.”188
Writers and other public figures separately reported being subject to abuse on social media for criticizing what they described as religious intolerance.189 However, there were no reports of paid commentators manipulating political content.
Social media and communication apps drew some increased scrutiny. In February 2016, news reports said the government was setting up a special media cell, the National Media Analytics Centre
(NMAC), to monitor online narratives perceived to be against the government, and counter them
with positive press releases and other campaigns.190
In an unprecedented move, the District Magistrate of Kupwara, a district in Jammu and Kashmir, issued a notice in April 2016 requiring administrators of WhatsApp groups sharing news to register
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with the local District Social Media Centre.191 The administrators would be liable for “any irresponsible remarks/deals [sic] leading to untoward incidents” posted by group members, according to
the notice,192 which followed a week of violence after the alleged rape of an underage girl by army
personnel.193 Local media and student organizations objected,194 and how the notice will be enforced
remains unclear.

Digital Activism
Throughout 2015, civil society groups used digital tools to mobilize public opinion on net neutrality,
the principle that providers should not discriminate against certain content or data.
In December 2014, Bharti Airtel considered preventing customers with regular mobile data packages
from accessing Voice over Internet Protocol (VoIP) applications, angering consumers.195 Separately in
February 2015, Facebook launched Internet.org—later renamed Free Basics—in collaboration with
Reliance Communications and other corporations. The service offered limited offline access to certain websites at no cost for Reliance customers without full internet access.196 Facebook described
the program as a means to provide some experience of the internet to communities who would otherwise go without,197 but consumers feared it would erode net neutrality by establishing companies
as the arbiters of which content and services would be available for free.198 Others criticized the program as interest philanthropy, resulting in profits for participating companies under the guise of improving access,199 and questioned the security implications of routing users’ personal data and web
traffic through servers operated by a single company, making them more vulnerable to cyberattack
or surveillance.200 Facebook addressed some of these concerns, opening Free Basics to a wider range
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of content providers, among other measures, but Free Basics remained widely identified with the net
neutrality controversy unfolding in parallel over differential pricing.201
The TRAI initially supported service providers, and outlined a regulatory framework for consumers
to pay for communications applications such as Viber, Skype, and WhatsApp in a March 2015 consultation paper.202 More than a million people submitted comments opposing the measure, arguing
that it violated net neutrality principles.203 On December 9, 2015, the TRAI conducted a public consultation on the subject,204 and produced a second consultation paper.205 This second consultation
involved more than half a million people,206 including academic institutions207, civil society groups208,
digital activists, and the public,209 as well as telecommunications companies and a robust counter
campaign by Facebook.210 Following this, the TRAI issued a tariff order on February 8, 2016 explicitly prohibiting differential pricing for data services.211 This order meant that proposals to charge
consumers different prices for select content or applications, including Free Basics, were “effectively
declared illegal.”212

Violations of User Rights
There was a sharp increase in the number of arrests for online speech during the coverage period.
Seventeen people were arrested for content distributed on WhatsApp; other cases involved Facebook
content. The Supreme Court upheld laws criminalizing defamation, which will impact online speech.
The Central Monitoring System was reported to have become operational through regional monitoring
centers in New Delhi and Mumbai from May 2016.

Legal Environment
The Constitution of India grants citizens the fundamental right to freedom of speech and expres-
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sion,213 including the right to gather information and exchange thoughts with others within and
outside of India.214 Press freedom has been read into the freedom of speech and expression.215 These
freedoms are subject to certain restrictions in the interests of state security, friendly relations with
foreign states, public order, decency and morality, contempt of court, defamation, incitement to an
offense, and the sovereignty and integrity of India. However, these restrictions may only be imposed
by a duly enacted law and not by executive action.216 The right to privacy has been read into the
right to life guaranteed by Article 21 of the constitution.217
The Indian Penal Code (IPC) criminalizes several kinds of speech, and applies to online content. Individuals could be punished with a jail term ranging from two to seven years for speech that is found
to be seditious,218 obscene,219 defamatory,220 “promoting enmity between different groups on ground
of religion, race, place of birth, residence, language,”221 committing acts “prejudicial to maintenance
of harmony,”222 or consisting of statements, rumors, or reports that may cause fear, alarm, disturb
public tranquility, or promote enmity or ill will.223 Internet users are also subject to criminal punishment under the Official Secrets Act for wrongful communication of information that may have an
adverse effect on the sovereignty and integrity of India.224
The IT Act criminalizes certain online activity in particular. The act bans the publication or transmission of obscene or sexually explicit content in electronic form, and the creation, transmission or
browsing of child pornography.225
Section 66A of the IT Act, which criminalized information causing “annoyance,” “inconvenience,” or
“danger,” among other ill-defined categories, led to several arrests for social media posts from 2012
through early 2015 before it was struck down by the Supreme Court on March 24, 2015.226 The court
affirmed that freedom of speech online is equal to freedom of speech offline, and held that Section
66A was an arbitrary and disproportionate invasion of the right to free speech outside the reasonable restrictions specified in Article 19(2) of the constitution.227
A more recent Supreme Court judgment upheld laws criminalizing defamation (Sections 499 and
500 of the IPC and Section 119 of the Code of Criminal Procedure) as consistent with the Indian
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Constitution.228 This judgment has a significant impact on internet freedom, as the sections are often
invoked against online speech and dissent.229

Prosecutions and Detentions for Online Activities
In a new and worrying trend, multiple people were arrested across India for online speech, including
seventeen for content distributed on WhatsApp.230 This includes three WhatsApp group administrators who were arrested for material posted by third parties in their groups.231
Arrests based on social media content have been documented in India in the past under Section
66A of the IT Act, but outstanding prosecutions were dropped after the Supreme Court declared it
unconstitutional in March 2015.232 During the coverage period, charges were filed instead under the
penal code or other sections of the IT Act, such as Section 67, which prohibits the transmission of
obscene content via electronic media, or Section 66D, which prohibits use of computer resources to
impersonate someone else to commit fraud.
The following prosecutions involving posts shared on WhatsApp occurred during this coverage
period:
•

In June 2015, a WhatsApp group administrator was arrested in Nagpur, Maharashtra for
posting content that “hurt the religious sentiments” of another member of the group. He
was remanded to magisterial custody and later released on bail.233

•

In July 2015 police in Moradabad, Uttar Pradesh, arrested a school student for objectionable images and text on WhastApp which triggered communal tension; news reports said a

Subramanian Swamy v Union of India (2016), http://supremecourtofindia.nic.in/FileServer/2016-05-13_1463126071.pdf;
Nakul Nayak, “Supreme Court finds Criminal Defamation Constitutional”, CCG-NLU Blog, May 13, 2016, https://ccgnludelhi.
wordpress.com/2016/05/13/supreme-court-finds-criminal-defamation-constitutional/; Nakul Nayak, “Criminal defamation
survives: a blot on free speech”, Mint, May 22, 2016, http://www.livemint.com/Opinion/Zx8Qs60DFFqJ7bjYBoaGjO/Criminaldefamation-survives-a-blot-on-free-speech.html.
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229 Chinmayi Arun, “A question of power”, Indian Express, May 25, 2016, http://indianexpress.com/article/opinion/columns/
criminal-defamation-law-supreme-court-2817406/; SC upholds law on criminal defamation, The Hindu, May 13 2016 , http://
www.thehindu.com/news/national/criminal-defamation-does-not-have-chilling-effect-on-free-speech-sc/article8594163.ece.
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whatsapp-admin-held-for-hurting-religious-sentiment/06250951; Class XI student nabbed for objectionable post, The Times
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indianexpress.com/article/explained/across-the-board-vyapams-spread/; Siddharth Ranjan Das, 4 Arrested for WhatsApp
Messages on Shivraj Singh Chouhan Granted Bail, NDTV, July 28 2015, http://www.ndtv.com/india-news/4-arrested-forwhatsapp-messages-on-shivraj-singh-chouhan-granted-bail-1201375; Ishita Mishra, Maharashtra cops arrest UP teen
for Whatsapp text that stirred riot, The Times of India, November 8 2015, http://timesofindia.indiatimes.com/city/agra/
Maharashtra-cops-arrest-UP-teen-for-Whatsapp-text-that-stirred-riot/articleshow/49705130.cms; WhatsApp group admin
arrested for objectionable content, The Hindu , October 8 2015, http://www.thehindu.com/news/national/other-states/
whatsapp-group-admin-arrested-for-objectionable-content/article7738538.ece. .
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court sent the student to a remand home.234 In the same month, in Hadra, Madhya Pradesh,
police arrested four men for allegedly posting derogatory remarks against the Chief Minister on WhatsApp.235 They were charged with ‘promoting disharmony’ and released on bail a
day later.236
•

In November 2015, the Maharashtra police ordered the arrest of a 17-year-old from another
state for circulating a message on WhatsApp which they said had sparked a riot in the town
of Amravati. The boy was arrested in his home in Uttar Pradesh and brought to Maharashtra,
where he was charged with hurting religious sentiment under Section 295A of the IPC and
denied bail because his family could not prove his age.237

•

In December 2015, a textile shop owner in Tamil Nadu was arrested for sharing a satirical
image depicting the Chief Minister in an undergarment on WhatsApp. He was charged with
Section 346 of Indecent Representation of Women (Prevention) Act and Section 3 of Harassment of Women Act.238

•

In March 2016, a journalist was arrested in Chhattisgarh for allegedly posting an obscene
message about a senior police officer on a WhatsApp group. He was charged with publishing obscene material under Section 67 of the IT Act and Section 292 of the IPC. The journalist accused the police of abuse in custody.239 The journalist was released on bail in June.240

•

In May 2016, a person was arrested in Jharkhand for allegedly posting religiously inflammatory content in a WhatsApp group. Charges were filed under Section 295A of the IPC and
Section 66D of the IT Act. A case was also registered against the group administrator.241

A handful of Facebook users were also charged based on posts:
•

Eight charges based on Facebook content were reported in Uttar Pradesh in July 2015; news
reports did not specify the ages of those charged but described all eight as youths. One individual in Sambhal was arrested under Sections 153A, 505, and 504 of the IPC for allegedly
sharing an “objectionable” post about a politician on Facebook.242 Separately, charges were
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filed against seven people in Bahraich, Uttar Pradesh for hurting religious sentiment on
Facebook. At least one who posted the comment was detained; police were also investigating the other six who had liked or commented on the content. Charges were filed under
Sections 153B, 295A, and 504 of the IPC, and the IT Act.243
•

In February 2016, a Facebook user reported that he had been arrested two hours after posting about a local leader. Though the post did not name the leader, a politician from the Trinamool Congress, the ruling party in the state of West Bengal, said he planned to prosecute
the man for defamation.244 Police said the man had been arrested to maintain peace.245

All these cases are currently pending. Various prosecutions initiated in the previous reporting period
were dropped for lack of evidence.246

Surveillance, Privacy, and Anonymity
There is limited opportunity for anonymity on the internet in India. Prepaid and postpaid mobile customers have their identification verified before connections are activated.247 There is a legal requirement to submit identification at cybercafes248 and when subscribing to internet connections.
The effective implementation of privacy rights remains a significant issue. Communications surveillance may be conducted under the Telegraph Act,249 as well as the IT Act,250 to protect defense,
national security, sovereignty, friendly relations with foreign states, public order, and to prevent incitement to a cognizable offense. Section 69 of the IT Act appears to add another broad category,
allowing surveillance for “the investigation of any offence.”251
The home secretary at the central or state level issues interception orders based on procedural safeguards established by the Supreme Court and rules under the Telegraph Act.252 These are reviewed
by a committee of government officials of a certain rank, and carried out by intermediaries.253 A similar framework applies to the IT Act.254 Interception orders are not reviewed by a court and are lim-
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ited to 60 days, renewable for a maximum of 180 days.255 In emergencies, phone tapping may take
place for up to 72 hours without this clearance, but records must be destroyed if the home secretary
subsequently denies permission.256 Eight separate intelligence bodies are authorized to issue surveillance orders to service providers under these circumstances.257 Around 7,500 to 9,000 telephone
interception orders are issued by the central government alone each month, according to a 2014
report citing information revealed in a right to information request.258
Online intermediaries are required by law to “intercept, monitor, or decrypt” or otherwise provide
user information to officials.259 Where the Telegraph Act levied civil penalties for non-compliance with an interception order,260 while also creating the possibility of loss of license, the IT Act
carries a possible seven year jail term.261 Unlawful interception is punishable by just three years’
imprisonment.262
Some improvements to the framework have been made. On January 2, 2014, the government issued
“Standard Operating Procedures (SOP) for Lawful Interception and Monitoring of Telecom Service
Providers,” which were viewed by journalists but not publicly available.263 The procedures restricted
interception to a service provider’s “chief nodal officer,” and mandated that interception orders be
in writing.264 Rules issued in 2011 under the IT Act increased protection of personal data handled
by companies.265 However, they do not apply to the government; critics say they create a burden on
multinational companies, particularly in the context of the outsourcing industry.266
These improvements failed to address the framework’s inconsistencies. In 2012, a government-appointed group of experts said the Telegraph and the IT Acts are inconsistent with regard to “permitted grounds,” “type of interception,” “granularity of information that can be intercepted,” the degree
of assistance from service providers, and the “destruction and retention” of intercepted material.”
These differences, it concluded, “have created an unclear regulatory regime that is not transparent,
prone to misuse, and that does not provide remedy for aggrieved individuals.”267
255

Rule 419A, The Indian Telegraph Rules, 1951; S 69, Information Technology Act, 2000.

Privacy International, “Chapter III: Privacy Issues,” in India Telecommunications Privacy Report, October 22, 2012, https://
www.privacyinternational.org/reports/india/iii-privacy-issues#footnoteref1_ni8ap74.

256

Research and Analysis Wing, the Intelligence Bureau, the Directorate of Revenue Intelligence, the Enforcement Directorate,
the Narcotics Control Bureau, the Central Bureau of Investigation, the National Technical Research Organization and the state
police. See, Privacy International, “Chapter iii: Privacy Issues,” in India Telecommunications Privacy Report, October 22, 2012,
https://www.privacyinternational.org/reports/india/iii-privacy-issues#footnoteref1_ni8ap74.

257

258

“India’s Surveillance State”, SFLC, http://sflc.in/wp-content/uploads/2014/09/SFLC-FINAL-SURVEILLANCE-REPORT.pdf.

259

Section 69(4), Information Technology (Amendment) Act, 2008.

Sunil Abraham and Elonnai Hickok, “Government Access to Private Sector Data in India, International Data Privacy Law”,
2012, Vol. 2, No. 4, p. 307, http://idpl.oxfordjournals.org/content/2/4/302.full.pdf+html
260
261

Information Technology Act, 2000, Section 69(4).

262

Indian Telegraph Act, 1885, Section 26.

Shalini Singh, “Centre issues new guidelines for phone interception”, The Hindu, January 10, 2014, http://www.thehindu.
com/news/national/centre-issues-new-guidelines-for-phone-interception/article5559460.ece.
263

Divij Joshi, “New Standard Operating Procedures for Lawful Interception and Monitoring”, Centre for Internet and Society,
March 13, 2014, http://cis-india.org/internet-governance/blog/new-standard-operating-procedures-for-lawful-interceptionand-monitoring.

264

Bhairav Acharya, “Comments on the Information Technology (Reasonable Security Practices and Procedures and
Sensitive Personal Data or Information) Rules, 2011”, Centre for Internet and Society, March 31, 2013, http://cis-india.org/
internet-governance/blog/comments-on-the-it-reasonable-security-practices-and-procedures-and-sensitive-personal-data-orinformation-rules-2011.

265

Kochhar & Co., “2011 Indian Privacy Law”, Outsourcing.net, July 13, 2011, http://www.outsourcing-law.com/2011/07/2011indian-privacy-law/.

266

“Report of the Group of Experts on Privacy”, Planning Commission of India, 7: 19, p. 60-61, October 16, 2012, http://
planningcommission.nic.in/reports/genrep/rep_privacy.pdf.

267

www.freedomonthenet.org

FREEDOM
ON THE NET
2016

INDIA

In 2015, the government was finalizing the draft of the Privacy Bill to be tabled in the Parliament.268
This may be delayed pending another deliberation, however. In August 2015, a three-judge bench of
the Indian Supreme Court requested the Chief Justice to formulate a larger bench to decide whether
privacy is a fundamental right in India.269
License agreements require service providers to guarantee the designated security agency or licensor remote access to information for monitoring;270 ensure that their equipment contains necessary
software and hardware for centralized interception and monitoring; and provide the geographical
location, such as the nearest Base Transceiver Station, of any subscriber at a given point in time.271
Under a 2011 Equipment Security Agreement that did not appear on the DoT website, telecom operators were separately told to develop the capacity to pinpoint any customer’s physical location within 50 meters.272 “Customers specified by security agencies” were prioritized for location monitoring,
with “all customers, irrespective of whether they are the subject of legal intercept or not,” to be monitored by June 2014.273 The agreement remains effective, though various GSM operators lobbied for
the clause to be removed from the license agreement because of compliance issues.274 In 2014, an
amendment to licensing conditions mandated government testing for all telecom equipment prior
to use, effective in 2015.275
Cybercafe owners are required to photograph their customers, arrange computer screens in plain
sight, keep copies of client IDs and their browsing histories for one year, and forward this data to the
government each month.276
ISPs setting up cable landing stations are required to install infrastructure for surveillance and key-
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word scanning of all traffic passing through each gateway.277 The ISP license bars internet providers
from deploying bulk encryption; restricts the level of encryption for individuals, groups or organizations to a key length of 40 bits;278 and mandates prior approval from the DoT or a designated officer
to install encryption equipment.279
Since 2011, officials have sought to prevent international providers from encrypting user communications,280 and required some, such as Nokia and BlackBerry, to establish local servers subject to
Indian law under threat of blocking their services.281 In 2013, BlackBerry confirmed their “lawful access capability” met “the standard required by the Government of India,” though business customers
would not be affected.282
The Indian government also seeks user information from international web-based platforms. Google
reported that the government made 3,081 user data requests and 4,820 requests to access accounts
between January and June 2015, the highest number of requests from any single government.283
Google made disclosures in 44 percent of the cases.284 The government requested access to 5,115
Facebook accounts between January and June 2015 and data was produced by Facebook in 45 percent of cases.285 The government made 141 account information requests to Twitter between June
and December 2015, the highest by any government so far; Twitter said it produced data in 4 percent of cases.286
Besides retrieving data from intermediaries, the government’s own surveillance equipment is becoming more sophisticated. The Central Monitoring System (CMS) allows government agencies to
intercept any online activities, including phone calls, text messages, and VoIP communication directly using Lawful Intercept and Monitoring (LIM) systems on intermediary premises.287 In May 2016,
the Minister for Communications and IT stated that the monitoring centers in Delhi and Mumbai
are now operational, and that centers across the country are being put into operation in a phased
manner.288
In 2015, news reports said a lab under the Defence Research and Development Organisation (DRDO)
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was preparing to launch “NETRA,” short for Network Traffic Analysis, a system to sweep online content for keywords like “bomb.”289 The timing for the release is unknown.

Spotlight on Marginalized Communities
Freedom on the Net 2016 asked researchers from India, Indonesia, Kenya, Kyrgyzstan, Jordan, Mexico, Nigeria, and
Tunisia to examine threats marginalized groups face online in their countries. Based on their expertize, each researcher highlighted one community suffering discrimination, whether as a result of their religion, gender, sexuality,
or disability, that prevents them using the internet freely.
In India, Japleen Pasricha conducted a survey of 500 social media users and interviewed ten of the respondents to
highlight harassment of women on social media.1 The study found:
yy

Online abuse is a serious issue in India, affecting more than half of survey respondents, yet women and other
targets lack support and understanding to respond effectively.

yy

Thirty-six percent of respondents who had experienced harassment online took no action at all. Twenty-eight
percent reported that they had intentionally reduced their online presence after suffering online abuse.

yy

Some respondents found it hard to think of online harassment on par with violence, even though 30 percent
of those who had experienced it found it “extremely upsetting” and 15 percent reported that it lead to mental
health issues like depression, stress, and insomnia.

yy

Though avid users of social media, respondents lose trust in popular platforms because of harassment against
them or someone they know. Over half want stricter community standards for content, and the ability to escalate reports of abuse.

yy

Mechanisms to report abuse on social media platforms fall short. Victims are more likely to block abuse than
to report it, yet blocking is ineffective against organized, sustained campaigns using multiple accounts.

yy

Assailants readily exploit mechanisms to report abuse, alleging their victims have violated platform guidelines
to disable their accounts.

yy

Thirty percent of survey respondents said they were not aware of laws to protect them from online harassment.

yy

Only a third of respondents had reported harassment to law enforcement; among them, 38 percent characterized the response as “not at all helpful.”

1 Japleen Pasricha, “Violence” Online: Cybercrimes against Women and Minorities in India” research paper, August 2016, on file with Freedom
House.

Intimidation and Violence
While there was no systematic violence against internet users in the coverage period, some users
have been periodically targeted in reprisal for online activities. In June 2015, a murder related to
online content was reported in Uttar Pradesh. Joginder Singh, a freelance journalist who managed
two Facebook pages was set alight during a raid on his home by local police officers shortly after he
posted details of an investigative report accusing a state minister of involvement in illegal mining
and land seizure online. He died of burn injuries after giving a statement about the attack, saying
the officers questioned him about the posts, beat him, and poured petrol over him before setting
him on fire.290
Mackenzie Sigalos, “Has World’s Biggest Democracy got a Big Brother Problem?” CNN, February 17 2015, available at:
http://edition.cnn.com/2015/02/16/asia/india-internet-freedom/.
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Journalist Dies after Police Raid,” Global Journalist, http://globaljournalist.org/2015/06/indian-journalist-dies-after-police-raid/.
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On December 27, 2015, photographer Rafeeque Taliparamba’s studio in Kerala was burnt down after
he questioned certain Islamic practices in a WhatsApp group.291

Technical Attacks
According to one report, cybercrime affects nearly half of India’s net users.292 India had a conviction
rate of just 0.7 percent for cybercrime in 2014.293 However, most cybercriminals appear to act for
economic motives, rather than to suppress online speech.
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