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Tightening the Net: Governments Expand Online Controls
By Sanja Kelly, Madeline Earp, Laura Reed, Adrian Shahbaz, and Mai Truong

Internet freedom around the world has declined for the fourth consecutive
year, with a growing number of countries introducing online censorship and
monitoring practices that are simultaneously more aggressive and more
sophisticated in their targeting of individual users.
In a departure from the past, when most governments
preferred a behind-the-scenes approach to internet
control, countries are rapidly adopting new laws
that legitimize existing repression and effectively
criminalize online dissent.
As a result, more people are being arrested for their
internet activity than ever before, online media outlets
are increasingly pressured to censor themselves or
face legal penalties, and private companies are facing
new demands to comply with government requests
for data or deletions.
Some states are using the revelations of widespread
surveillance by the U.S. National Security Agency
(NSA) as an excuse to augment their own monitoring
capabilities, frequently with little or no oversight,
and often aimed at the political opposition and
human rights activists.
The growing restrictions at the national level are
also changing the nature of the global internet,
transforming it from a worldwide network into a fragmented mosaic, with both the rules and the accessible content varying from one country to another.

http://www.freedomhouse.org

Key Reasons for Decline in Internet Freedom, 2013–14:
• Proliferation of repressive laws
• Increased surveillance
•	New regulatory controls over
online media
•	More arrests of
social-media users

•	Intensified demands on
private sector
•	New threats facing women
and LGBTI population
•	More sophisticated and
widespread cyberattacks

Blocking and filtering—once the most widespread
methods of censorship—are still very common, but
many countries now prefer to simply imprison users
who post undesirable content, thereby deterring
others and encouraging self-censorship. This approach can present the appearance of a technically
uncensored internet while effectively limiting certain
types of speech. Meanwhile, physical violence against
internet users appears to have decreased in scope.
In 2013, Freedom House documented 26 countries
where government critics and human rights defenders
were subjected to beatings and other types of physical violence in connection with their online activity;
that number fell to 22 in 2014.
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Tracking the Global Decline
To illuminate the nature of the principal threats in
this rapidly changing environment, Freedom House
conducted a comprehensive study of internet
freedom in 65 countries around the world. This report
is the fifth in its series and focuses on developments
that occurred between May 2013 and May 2014. The
previous edition, covering 60 countries, was published
in October 2013. Freedom on the Net 2014 assesses a
greater variety of political systems than its predecessors, while tracing improvements and declines in
the countries examined in previous editions. Over
70 researchers, nearly all based in the countries they
analyzed, contributed to the project by examining
laws and practices relevant to the internet, testing
the accessibility of select websites, and interviewing
a wide range of sources.

Of the 65 countries assessed, 36 have
experienced a negative trajectory since
May 2013.
Of the 65 countries assessed, 36 have experienced a
negative trajectory since May 2013. The most significant declines were in Russia, Turkey, and Ukraine. The
Russian government took multiple steps to increase
control over the online sphere, particularly in advance
of the Sochi Olympic Games and during the ongoing crisis in Ukraine. In Turkey, the blocking of social
media, limits on circumvention tools, cyberattacks
against opposition news sites, and assaults on online
journalists were among the most prominent threats
during the year. Ukraine’s standing declined primarily
due to violence targeting social-media users and
online journalists during the Euromaidan protests,
an increase in cyberattacks, and new evidence revealing the extent to which the administration of ousted
president Viktor Yanukovych had been conducting
online surveillance of activists, journalists, and
opposition leaders.
Iran, Syria, and China were the world’s worst abusers
of internet freedom overall. Users in China were
intimidated and arrested during crackdowns on
online “rumors” as President Xi Jinping consolidated
control over social media. In September 2014, the
same month that students in Hong Kong used the
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world’s third-fastest internet connection to mobilize
prodemocracy demonstrations, mainland courts sentenced prominent Uighur academic and webmaster
Ilham Tohti to life imprisonment, the harshest punishment for online dissent in years. Syria was the most
dangerous country in the world for citizen journalists,
with dozens killed in the past year, while progovernment hackers reportedly infected 10,000 computers
with malware disguised as warnings against potential
cyberattacks. And despite early enthusiasm over
the election of reformist president Hassan Rouhani,
Iran maintained its position as the worst country for
internet freedom in 2014. Authorities continued to
hand down harsh punishments, sentencing people
to lengthy prison terms for promoting Sufism online,
among other digital activities.
Very few countries registered any gains in internet
freedom, and the improvements that were recorded
largely reflected less vigorous application of existing
internet controls compared with the previous year,
rather than genuinely new and positive steps taken
by the government. The year’s biggest improvement
occurred in India, where authorities relaxed restrictions on access and content that had been imposed
in 2013 to help quell rioting in northeastern states.
Another country that registered a notable improvement is Brazil, where after years of debate and
revision, lawmakers approved a bill known as the
Marco Civil da Internet that contains important
provisions governing net neutrality and ensuring
strong privacy protections. Freedom House also
documented an improvement in Belarus, mainly
because the political environment was less volatile
and the government eased enforcement of some
restrictions, even as citizens increasingly used the
internet to voice their views.

Freedom House
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Russia’s score declined by 11 points over the past 5 years. Since
Putin’s return to the presidency in 2012, the government has enacted
multiple laws to block online content, including critical or opposition
media outlets. Individuals are subject to prosecution and physical
violence for their internet activity and increasingly extensive surveillance of ICTs lacks sufficient judicial oversight.
Turkey declined 13 points as the government increased censorship,
granted state agencies broad powers to block content, and charged
more people for online expression. With social media growing as
a tool for public discourse, authorities have shut down YouTube,
Twitter, and other platforms for months—even years—at a time.
Online journalists and social media users are increasingly targeted
for assault and prosecution.
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Major Trends

New Legal Measures
Curb Internet Freedom
In December 2013, as antigovernment protesters
flooded the streets in Ukraine, Russian president
Vladimir Putin signed a bill authorizing the prosecutor
general to block any websites hosting “extremist”
content or calls to protest, without judicial oversight.
The law took effect on February 1, 2014, and was used
immediately to crack down on digital media that carried criticism of the Kremlin’s policy toward Ukraine.
Within six weeks, three major independent news sites
were blocked. A strikingly similar law was enacted
in Kazakhstan in April, signifying both the spreading
influence of repressive models for internet control—
a so-called snowball effect—and a growing trend
in which governments use the legal system to codify
and legitimize their restrictions.

Problematic new laws are emerging
in democratic and authoritarian
countries alike.
While the legal measures adopted in a range of
countries were intended to enable the development
of information and communication technologies
(ICTs) or protect individual rights, they also typically
included problematic provisions with explicit restrictions or ambiguous language that could be abusively
applied to legitimate online activities. These new rules
come at a time when technological innovations are
4

Between May 2013 and May 2014, 41 countries
passed or proposed legislation to penalize
legitimate forms of speech online, increase
government powers to control content, or
expand government surveillance capabilities.

evolving to circumvent older methods of control, such
as blocking and filtering.
In late 2013, for example, the research and advocacy
group Greatfire.org began hosting content that is
banned by the Chinese government on “unblockable”
domains owned by Amazon and other major companies, which officials cannot risk censoring because
of their large commercial footprint within China.
Separately, during the September-October 2014
prodemocracy protests in Hong Kong, concerns that
the authorities might shut down telecommunications
service led to widespread use of the mobile phone
application FireChat, which enabled protesters to communicate through a network of Bluetooth connections.
Unable to keep up with such developments on a
purely technical level, authorities are increasingly
turning to their legal systems to control online activity.
They are moving beyond the online application of
existing, generalized tools, such as criminal defamation laws, and crafting new measures that pertain
specifically to ICTs.
Problematic new laws are emerging in democratic and
authoritarian countries alike. Democratic states have

Freedom House

struggled to draft legislation that adequately
balances legitimate priorities like counterterrorism
with the protection of citizens’ rights online. Nevertheless, countries with effective democratic institutions
allow for public consultation and correction when
laws infringe on fundamental freedoms. By contrast,
the avenues for review of abusive laws are limited in
nondemocratic states, compromised by closed political systems and weak rule of law. In the most extreme
cases, authoritarian regimes simply issue executive
decrees or regulations that bypass any legislative or
judicial oversight.
Most of the restrictive new legal measures documented by Freedom on the Net 2014 fall into the
following categories.
Bans on online dissent: While some countries opt to
create laws with vague language that can be used to
stifle dissent when needed, others are much more
open about their goal of cracking down on any criticism. In many cases, the penalties for online expression are worse than those for similar actions offline.
In July 2013, for example, the Gambian government
passed amendments to the Information and Communication Act that specifically criminalized the use
of the internet to criticize, impersonate, or spread
false news about public officials. Anyone found guilty
could face up to 15 years in prison, fines of roughly
$100,000, or both—significantly harsher punishments
than what the criminal code prescribes for the equivalent offenses offline.
Restrictions targeting expression on social media
were particularly draconian in Vietnam. Decree 72,
enacted in September 2013, extended prohibitions
against political or social commentary from blogs to
all social-networking sites. Decree 174, issued that
November, introduced fines for spreading antistate
propaganda on social media.
Criminalization of online defamation: Measures to
criminalize defamation online emerged as a prominent trend. In May 2013, the government of Azerbaijan adopted legal measures that expanded criminal
defamation to online content, further constraining
criticism of government officials in the run-up to the
presidential election in October. Criminal defamation
laws are especially problematic given the ease with
which casual remarks on social-media platforms can
be targeted by officials for reprisal. In January 2014, a
Zimbabwean user was arrested for calling President
Robert Mugabe “an idiot” on his Facebook page.
http://www.freedomhouse.org

Broad national security laws: Several countries
used the pretext of national security to enact legal
measures that allowed the potential restriction of
legitimate speech online. In Ethiopia, a new cybersecurity law states that “social-media outlets, blogs, and
other internet-related media have great capabilities
to instigate war, to damage the country’s image, and
create havoc in the economic atmosphere of the
country.” The law empowers the government to
investigate computers, networks, internet sites,
radio and television stations, and social-media platforms “for any possible damage to the country’s social,
economic, political, and psychological well-being.”
In the Middle East, Jordan broadened its definition
of illegal terrorist activities to include acts that
could damage the country’s relations with foreign
countries, including the online publication of critical
commentary on foreign leaders.

In some countries, the penalties for
online expression are worse than those
for similar actions offline.
Expanded powers for state regulators: Other legal
measures provided government entities with unchecked discretionary authority over online media
and speech. In Kenya, a new information and communications law signed in December 2013 gave the
government-appointed regulator vaguely defined new
powers, including the authority to impose punitive
fines on both journalists and media houses for alleged
ethical violations. Similarly in Ecuador, the Organic Law on Communications enacted in June 2013
extended the communication regulator’s control over
content to “all media with an online presence.” It was
immediately applied to target numerous print and
online news outlets.
Content blocking without a court order: Measures
that empowered government agencies to block
content without judicial oversight and with little or
no transparency were especially notable in five
countries—Turkey, Thailand, Russia, Kazakhstan, and
Italy. In the less democratic countries, these laws have
coincided with political turmoil and an urgent government desire to suppress dissent.
In Turkey, after audio recordings implicating highlevel officials in a corruption scandal were leaked
on YouTube and SoundCloud, new legal measures
5

FREEDOM
ON THE NET
2014

Tightening the Net: Governments Expand Online Controls

empowered the state regulator to block websites
without a court order in cases that violate privacy or
are considered “discriminatory or insulting.” The regulator later blocked YouTube to suppress an unverified
recording of a national security meeting. Twitter was
also blocked after refusing to suspend user accounts.
President Recep Tayyip Erdoğan, who was prime minister at the time, has vowed to “wipe out Twitter” and
called social media the “worst menace to society.”
In Thailand, judicial oversight is legally required when
web content is blocked, but court orders from the
past year undermined that requirement, allowing
information officials to block web pages that are “similar” to those specified in the order without seeking
separate permission. The situation worsened following the May 2014 coup, as military leaders issued censorship directives under martial law, blocking more
than 200 pages in the week after they seized power.
Excessive intermediary liability: Some new laws
imposed criminal liability on intermediaries—such as
ISPs and content-hosting platforms—for objectionable content posted by others through their services.
In Uganda, the controversial Anti-Pornography Act
adopted in February 2014 imposed criminal penalties
on service and content providers whose systems are
used to upload or download broadly defined “pornographic” material. Although the law was annulled
in August on a technicality, it was representative of
a broader international trend in which companies or
individuals face prosecution merely for providing a
platform or network to be used by others.

Of the 65 countries studied in Freedom
on the Net 2014, 19 passed new legislation
that increased surveillance or restricted
user anonymity.
Intrusive surveillance: Following the revelations
about NSA surveillance practices, some governments have been working to pass legislation that will
improve surveillance policies by balancing the needs
of intelligence agencies with the protection of users’
rights. However, other states have enacted laws that
further restrict individuals’ ability to communicate
anonymously, a trend that is particularly concerning
in countries where surveillance is regularly used to
monitor and punish dissent.
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Of the 65 countries studied in Freedom on the Net
2014, 19 passed new legislation that increased
surveillance or restricted user anonymity, including
authoritarian countries where there is no judicial
independence or credible legal recourse for users
whose rights have been violated. In April 2014, for
example, Turkey passed amendments to the law on
the National Intelligence Organization that further
insulated the agency’s activities from judicial or media
scrutiny. The changes empower the intelligence
service to obtain information and electronic data from
public bodies, private companies, and individuals
without a court order.
The governments of Uzbekistan and Nigeria both
passed laws that require cybercafés to keep a log
of their customers, and in the case of Uzbekistan,
owners must also keep records of customers’ browsing histories for up to three months. In Russia, the
so-called “bloggers law,” passed in May 2014, increased government oversight of social-media users
by requiring anyone whose sites or pages draw over
3,000 daily viewers to register with the telecommunications regulator.
More democratic countries also drafted, and in some
cases passed, potentially harmful surveillance legislation. Despite a significant outcry in France over revelations that the national intelligence agency had been
cooperating with the NSA and its British counterpart,
in December 2013 the French legislature added an
article to an omnibus bill on the military budget that
extended the authorities’ legal powers to access
or record telephone conversations, e-mail, internet
activity, personal location data, and other electronic
communications. The legislation provides for no judicial oversight and allows electronic surveillance for a
broad range of purposes, including “national security,”
the protection of France’s “scientific and economical
potential,” and prevention of “terrorism” or “criminality.”
Efforts to reform surveillance legislation in the United
States gained momentum in the aftermath of the NSA
revelations, though at the end of the period covered
by this report, legislative changes were still pending.
Notably, some of the bills drafted in Congress would
have essentially codified existing surveillance practices. However, by mid-2014 one of the more positive
bills, the USA Freedom Act, had garnered significant
support from lawmakers, civil society, and the intelligence community.

Freedom House

Arrests and Reprisals Increase
for Social-Media Users
In tandem with the growing number of legal measures
designed to restrict online speech, more people were
detained or prosecuted for their digital activities in
the past year than ever before. Since May 2013, arrests for online communications were documented in
38 of the 65 countries studied in Freedom on the Net
2014, with social-media users identified as one of the
main targets of government repression.
Nowhere was this more prevalent than in the Middle
East and North Africa. Of the 11 countries examined
in the region, 10 featured detentions or interrogations
of internet users during the coverage period. Dozens
of social-media users were arrested in Bahrain, Saudi
Arabia, and the United Arab Emirates, with many
sentenced to jail terms of up to 10 years. Despite their
high levels of access, the countries of the Persian
Gulf remain some of the most restrictive for online
freedom of expression.
Social-networking sites—the new battleground for
governments seeking to quell protests and organized
dissent—spurred an unprecedented volume of legal
and extralegal detentions. Chinese police detained
hundreds of Weibo microblog users, and indicted
some of the most prominent, after top legal authorities established 5,000 views or 500 reposts as a new
threshold for prosecuting false, defamatory, or “harmful” comments online. China has imprisoned more
internet users than any other nation even without this
new justification. The change, however, gave authorities an additional tool to punish dissidents, while
also serving as a warning to celebrity bloggers with
millions of followers, including members of the business elite. Venture capitalist Charles Xue appeared
handcuffed on state television in September 2013 to
apologize for sharing unverified information online.
Officials in 11 countries took steps to proactively monitor social media for signs of dissent and to crack down
on users for political or social commentary. In Ethiopia,
where one blogger is serving an 18-year sentence
and six more face trial, the government’s Information
Network Security Agency began scanning social media
for “damage” to the country’s “well-being” under a November 2013 decree. Also that month, Bahrain’s state
media announced the establishment of a Cyber Safety
Directorate to monitor websites and social media
for content that threatens the unity and cohesion of
Bahraini society or that incites violence and hatred.
http://www.freedomhouse.org

Government attention and reprisals often focused on
social-media posts about political leaders. In Bangladesh, supporters of Prime Minister Sheikh Hasina
accused their opponents of defaming her on Facebook. In South Korea, where defamation comes with
a longer sentence when committed on the internet,
at least three people faced trial for online comments
about President Park Geun-hye. In some countries,
these developments have coincided with the growth
of online platforms and their user base.

More people were detained or prosecuted
for their digital activities in the past year
than ever before.
Internet users were tried not only for what they posted
online, but also for content found on their electronic
devices. In Thailand, a man was sentenced to seven
years in prison after police confiscated his computer
and discovered pictures that were deemed insulting
to the king. He was convicted of “attempting” to commit lèse-majesté—a charge with no legal basis—as
investigators argued that he intended to upload the
material to the internet eventually.

Online Journalists and Bloggers
Face Greater Pressure
The past year featured increased government pressure on independent news websites, which had
previously been among the few unfettered sources of
information in many countries. Bloggers and online
journalists covering antigovernment demonstrations
faced arbitrary detention and, at times, physical violence at the hands of police or progovernment thugs.
Dozens of citizen journalists were killed in Syria, and
an independent reporter was fatally shot while covering an antigovernment demonstration in Egypt. Citizen
journalists covering mass protests in Turkey and
Ukraine were also physically assaulted. Online journalists were arrested in 7 out of 12 sub-Saharan African
countries examined in Freedom on the Net 2014.
Authorities in Jordan, Singapore, and Russia introduced, updated, or enforced rules mandating that
news sites and popular blogs obtain licenses or
register with the government, a trend that may inhibit
independent reporting given the fear of government
retribution. In addition to licensing requirements,
7
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authoritarian governments used a variety of laws to
arrest and intimidate government critics who publish
stories online. In Morocco, Ali Anouzla, the Arabic editor of the news site Lakome, was arrested for inciting
terrorism after he published an article that contained
a hyperlink to a Spanish news site, which in turn had
embedded an extremist propaganda video. Lakome
was subsequently blocked in one of Morocco’s first
cases of politically motivated blocking in years.

In Iran, 16 employees of the gadget
review site Narenji were arrested over
alleged links to foreign governments
and “anti-Iranian media.”
Online journalists and others who publish independent reporting online were arrested in at least 25
countries during the coverage period. In Ethiopia,
six writers from the Zone9 news blog were arrested
in April 2014 and face charges related to accepting
foreign funding and inciting violence through social
media. In Iran, 16 employees of the gadget review site
Narenji were arrested over alleged links to foreign
governments and “anti-Iranian media,” with some
apparently charged due to their participation in
training programs run by the Persian service of the
British Broadcasting Corporation (BBC), which the
Iranian government linked to the British intelligence
agency MI6. Eleven of the defendants were later found
guilty, and the website’s founder received the heaviest
sentence—11 years in prison.
At times, authorities used trumped-up charges with
no link to actual reporting to punish independent journalists. In Uzbekistan, Sergey Naumov, an independent journalist who has contributed reporting for the
Ferghana News website, was arrested in September
2013 on charges of hooliganism and given a 12-day
jail sentence after he allegedly collided with a woman
on the street, who then accused him of harassing her.
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The charges came days after Naumov began recording video about forced labor practices during the
country’s annual cotton harvest. In Azerbaijan, several
news site editors were also arrested on apparently fabricated charges of drug possession or hooliganism. In
Belarus, a blogger who exposed police corruption was
forced to undergo a psychiatric evaluation and faced
harassment by police. And in Vietnam, lawyer and
’ Quân was sentenced to 30 months in
blogger Lê QuÔc
prison for tax evasion, a charge that is frequently used
by the government to silence dissidents. He had been
arrested in 2012, shortly after publishing an article on
the website of the BBC’s Vietnamese service.
Civil society activists who use ICTs to document
abuse or rally supporters, or simply as a part of their
daily lives, also faced threats. Two senior members of
Odhikar, a nongovernmental organization (NGO) in
Bangladesh, were arrested and charged under the ICT
Act for “fabricating” reports of a government crackdown on protesters to “enrage” the public. Alaa Abd
el-Fattah, a prominent Egyptian blogger and activist,
was sentenced to 15 years in prison in June 2014 for
organizing a protest against military trials for civilians.
He was not allowed to attend his own sentencing.
Although he was released on bail pending a retrial,
he was later rearrested. Abd el-Fattah has faced legal
harassment from every Egyptian regime since that of
former president Hosni Mubarak.

Freedom House

Emerging Threats

In addition to the clear infringements on internet
freedom caused by the proliferation of restrictive
laws and the rise in arrests and attacks on users and
online journalists, Freedom House has identified three
emerging threats that are placing the rights of internet users at increasing risk:
•	Data localization, by which private companies
are required to maintain data storage centers
within a given country to allow for greater
government control
•	A harsh environment for women and members
of the LGBTI (lesbian, gay, bisexual, transgender,
and intersex) community, who are both underrepresented online and disproportionately
harassed for their online activities
•	Lack of cybersecurity for human rights activists
and political opposition members, who have increasingly been targeted with technical attacks
and spying by repressive governments

Data Localization
As governments search for ways to maintain or
expand their jurisdiction over the online sphere,
internet companies are finding themselves under
increasing pressure, whether through court decisions
that increase intermediary liability or through government decisions to block access to their platforms.
Within this broader trend, proposed data localization
requirements—obliging companies to store communications data on servers located within the country in

http://www.freedomhouse.org

question—have multiplied over the past year, in some
cases gaining traction due to the NSA revelations.
While these policies could create prohibitive barriers
for companies seeking to operate in certain countries,
they also pose significant threats to internet users’
rights and ability to access information, for instance
by potentially limiting users’ choice of internet platforms and subjecting them to more surveillance by
their own governments.
Over the past year, the Russian government has significantly stepped up efforts to exert control over the
internet, partly by attempting to regulate the flow of
data itself. A law signed in July 2014 requires internet
companies to store Russian citizens’ data on servers
in Russia. An amendment in September moved up
the compliance date from September 1, 2016, to
January 1, 2015, which could present a significant
challenge for companies like Facebook and Twitter
that do not currently have servers within the country.
Many human rights advocates are concerned that the
new law will make it even easier for Russian intelligence agencies to access the communications data
of Russian users, particularly activists and opposition
figures who may then face arrests and prosecution for
their online activities.
In July 2013, the Vietnamese government issued
Decree 72, which, among other things, requires international internet companies to establish at least one
server in the country, subject to local law and oversight. Despite the fact that numerous international
organizations criticized the original draft of the decree
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as a significant threat to free speech and privacy, the
revised drafts maintained the data localization requirement, though it remains unclear how or whether
it will be enforced.
Many governments are understandably concerned
about how their citizens’ information makes its way in
and out of other countries’ jurisdictions, as the data
may be subject to surveillance abroad. But given the
decentralized structure of the internet, data localization requirements alone will not prevent crucial
information from flowing across borders. Indeed,
authoritarian regimes seem to be using these policies
for other goals, ranging from enhanced domestic
surveillance to reduced competition for domestic
internet companies. While data localization may
succeed in boosting the economic success of local
data centers, they could also have costly effects
for other domestic businesses that rely on foreign
internet companies.

Harassment of Women
and LGBTI Users
Internet freedom is particularly tenuous for LGBTI
people and women. Globally, women continue to
face immense cultural and socioeconomic barriers
to ICT access, resulting in a significant gender gap
in ICT use. While increasing access to digital media
has helped women to fight for political, social, and
economic equality, closing the digital gender gap is
not enough to guarantee women’s participation in the
online sphere. Increasingly, women around the world
are subject to harassment, threats, and violent attacks
for their online activities, which can lead to self-censorship among female internet users and significantly
inhibit their freedom of expression.

Internet freedom is particularly
tenuous for LGBTI people
and women.
In some countries where fundamental rights for
women are routinely flouted, they are increasingly targeted for merely accessing ICTs. In Pakistan, a woman
was stoned to death by local men in June 2013 after
a tribal court convicted her of possessing a mobile
phone. Also that month, a group of men fatally shot a
woman and her two daughters in the country’s north
10

after a video of the women laughing, which male
family members considered shameful, circulated on
local mobile networks.
In Azerbaijan, investigative journalist Khadija
Ismayilova has repeatedly been subjected to blackmail
and gender-based smear campaigns in an attempt to
silence her and discredit her work. In India, women’s
rights activist Kavita Krishnan was harassed online by
a person using the handle “@RAPIST.” Digital activists
were also penalized for documenting violence against
women; Mukhlif al-Shammari was jailed for five years
in June 2013, in part for posting a YouTube video on
the mistreatment of girls in Saudi Arabia.
Members of the LGBTI community have faced
targeted threats and harassment via ICTs, impeding
their ability to freely use certain tools. In Egypt, there
were reports that the authorities used the dating
application Grindr to entrap and prosecute gay men.
Following the adoption of Uganda’s Anti-Homosexuality Act in February 2014, numerous members of the
LGBTI community reported receiving e-mail spyware
known as “Zeus malware” that sought to access their
contact details and confidential information from
compromised computers. Similarly in Russia, where the
parliament passed a law against LGBTI “propaganda” in
June 2013, vigilante groups used online tools to bait
gay men, luring them to in-person encounters where
they were physically assaulted and threatened with
public exposure.

Lack of Cybersecurity
As users have become more privacy conscious, malware attacks against government critics and human
rights organizations have evolved to take on a more
personalized character. Technical attacks against such
targets were noted in 32 of the 65 countries examined
this year.
So-called spear phishing has emerged as one of the
most effective techniques for hijacking online accounts and collecting sensitive information. Victims
receive customized e-mail messages that typically
direct them to an official-looking page, run by the
hackers, where they are prompted to enter their
e-mail or social-media credentials. These sorts of
attacks were employed by the Syrian Electronic Army
against international news organizations such as the
New York Times, Global Post, CNN, and Forbes over
the past year.

Freedom House

Once in control of an opposition website or socialmedia account, hackers can post hyperlinks to online
petitions or exciting news stories to lure users into
clicking. These links often have hidden tracking capabilities that can ascertain a user’s location. According
to a report by BahrainWatch, malicious links have
been used to identify and arrest several anonymous
Twitter users who were outspoken against the government in that country. The increased use of “social
engineering”—essentially tricking users into revealing
information—and account hijacking has reinforced
the idea that one’s own digital security often depends
on the actions and judgment of those in one’s broader
social or professional network.
In many cases, assailants perform substantial research about a target’s interests, professional connections, and personal relationships in order to create
an individually tailored attack. For instance, bogus
Facebook, Google, LinkedIn, and Twitter profiles have
been set up by Iranian intelligence agents to “friend”
foreign targets. One LinkedIn profile under the name
of John Bolton, the former U.S. ambassador to the
United Nations, was created to ensnare pro-Israel
researchers and exiled members of Iran’s persecuted
Baha’i community. Attackers sometimes spend several
months building trust before sending a link to a relevant news story that contains malicious code.

http://www.freedomhouse.org

Spear-phishing victims are often prompted to download a particular file that then installs a malware
program. Hackers using this technique have targeted
members of the Ethiopian exile community, such as
opposition figure Tadesse Kersmo and staff at the
Virginia-based news outlet ESAT. Researchers at the
University of Toronto’s CitizenLab have traced the
attacks to individuals working for or in close coordination with the Ethiopian government.

In Pakistan, a woman was stoned
to death by local men in June 2013
after a tribal court convicted her of
possessing a mobile phone.
The Ethiopian example reflects a growing trend in which
progovernment hackers are expanding their operations
beyond national borders. In one case, attackers hijacked
the prodemocracy site of a Vietnamese blogger living
in California and used it to publish her personal photos and e-mails. Researchers noted that the malware
employed was detectable by only 1 in 47 antivirus programs at the time, reflecting an unusually high level of
sophistication that suggested state involvement.
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The Global Struggle
for Internet Freedom

Despite overall declines in global internet freedom, an
ongoing trend of pushback from civil society was amplified this year by reactions to the NSA surveillance
revelations. Awareness of the threats to fundamental
rights expanded beyond civil society, as ordinary users
around the world became more engaged in securing
their privacy and freedom of expression online. In select cases, long-running internet freedom campaigns
finally garnered the necessary momentum to succeed.
The most widely praised step forward for internet
freedom over the past year was the passage of
Brazil’s Marco Civil da Internet, thanks in large part to
pressure from activists and the public. The bill, which
had stalled in Congress after numerous debates and
revisions, gained fresh traction following the disclosure that the NSA and other intelligence agencies
had engaged in mass collection and storage of the
communications data of users around the world.
The widespread alarm inspired potentially negative
revisions to the bill, such as data localization requirements, but these were ultimately removed. In a more
positive response to the NSA scandal, a Brazilian
legislator included even stronger privacy provisions
for user data. The final bill also contains key provisions
restricting traffic discrimination in order to guarantee
net neutrality, and ensuring strong protections for
freedom of expression online. While there are still
some problems with the final text, including the mandatory retention of access data for six months, the
Marco Civil was widely regarded as a positive example
for other countries.
12

Popular uproar over government surveillance had
a positive effect elsewhere in Latin America, where
problematic proposals were halted. In Ecuador, lobbying efforts by the Internet Libre collective resulted
in the defeat of Article 474 of the penal code, which
would have forced ISPs to record all user activity for six
months. In Argentina, community members prevented
a government initiative to proactively monitor socialnetworking sites for potentially disruptive events,
which opponents deemed “preemptive surveillance.”
In Europe, outrage over the NSA revelations brought
the topic of user privacy to the center of discussions
in the European Parliament and EU member states.
In December 2013, the European Court of Justice
ruled that current requirements placed on ISPs to
indiscriminately store data on their customers were in
contravention of Articles 7, 8, and 52(1) of the Charter
of Fundamental Rights of the European Union. Civil
society critics had long argued that the requirements
of the European Data Retention Directive constituted
mass surveillance and far exceeded what was necessary for law enforcement purposes. However, the
decision to strike down the directive has prompted
a range of reactions among the member states, with
some drafting their own retention laws to ensure that
ISPs continue to store user data.
These legislative and judicial successes notably
occurred in democratic states, where the rule of
law prevails and governments are generally held accountable to citizens and civil society. In Brazil, for

Freedom House

example, the draft of the Marco Civil was the result of
a collaborative process that included input from civil
society and ordinary citizens, and it had support from
members of Congress and the president.
In more authoritarian settings, and in democracies
where needed reforms are still pending, individuals
and companies have taken matters of privacy and
freedom of expression into their own hands by using
anonymizing and encryption tools. Products that emphasize user privacy have logged a notable increase in
users since June 2013. On the anniversary of the NSA
revelations, civil society campaigns placed an emphasis on educating users about available privacy tools.
And internet companies that initially came under fire
for cooperating with intelligence agencies or not adequately protecting user data have since taken steps to
improve their encryption standards.
Internet freedom is important not just for its own
sake, but because it facilitates expression and
activism on other issues. Civil society organizations

http://www.freedomhouse.org

have continued to use ICTs to advocate for positive
change in their communities, such as the recognition
of women’s rights in the Middle East. In Lebanon,
online campaigns by the NGOs Nasawiya and Kafa
contributed to the passage of a law on domestic
violence. Since a 2013 UN report found that over
99 percent of Egyptian women had experienced
sexual harassment, websites such as Harassmap
have spread awareness about the issue while providing tools for victims to report incidents and obtain
psychological or legal support. In Saudi Arabia, a
campaign to allow women to drive cars gained
momentum after a dozen women posted videos of
themselves driving in a coordinated day of action
in October 2013.
In these and a growing number of other countries,
the internet is a crucial medium not just for personal
communication or news and information, but for political participation and civic engagement. The struggle
for internet freedom is consequently inseparable from
the struggle for freedom of every kind.
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65 Country Score Comparison
Freedom on the Net measures the level of internet and digital media
freedom in 65 countries. Each country receives a numerical score from
0 (the most free) to 100 (the least free), which serves as the basis for an
internet freedom status designation of free (0-30 points), partly free
(31-60 points), or not free (61-100 points). Ratings are determined
through an examination of three broad categories:

100

A. Obstacles to Access:
Assesses infrastructural and economic barriers to access; governmental efforts to block specific applications or technologies; and legal,
regulatory, and ownership control over internet and mobile phone
access providers.

80

B. Limits on Content:
Examines filtering and blocking of websites; other forms of censorship
and self-censorship; manipulation of content; the diversity of online
news media; and usage of digital media for social and political activism.
C. Violations of User Rights:
Measures legal protections and restrictions on online activity; surveillance; privacy; and repercussions for online activity, such as legal prosecution, imprisonment, physical attacks, or other forms of harassment.
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Freedom on the Net 2014 assessed 65 countries
around the globe. The project is expected to expand
to more countries in the future.
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Regional Graphs
Asia
Freedom on the Net 2014 covers
65 countries in 6 regions around the
world. The countries were chosen
to illustrate internet freedom
improvements and declines in
a variety of political systems.
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Internet Freedom vs. Press Freedom
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Digital media in several of the 65 countries covered was
relatively unobstructed when compared to the more
repressive or dangerous environment for traditional media.
This difference is evident from the comparison between a
country’s score on Freedom House’s Freedom on the Net
2014 and Freedom of the Press 2014 assessments.
The figure above shows the 37 countries in this edition
with a score difference of 10 points or greater. The bar graph
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characterizes a country’s Freedom on the Net 2014 score,
while the scatterplot () represents the country’s score in
Freedom of the Press 2014, which measures media freedom
in the broadcast, radio, and print domains. This difference
is cause for concern. Pressures that constrain expression
in print or broadcast formats have the potential to exert a
negative impact, in the short or long term, on the space for
online expression.
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The figure above depicts the relationship between internet penetration rates
and the level of digital media freedom in Freedom on the Net 2014. Each point
reflects a country’s internet penetration rate, as well as its overall performance
in the rest of the survey.
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The partly free countries in the middle are particularly noteworthy. As digital
access increases, they have a choice—to move right, and join the countries
that are high-tech but not free; or left, with the free countries that better
protect expression.
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Freedom on the Net 2014:
Overview of Score Changes
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Country
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Russia

54
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q

Partly Free

10

22

q
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q
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q
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28
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8

q

8

17

q
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20

31

q
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7
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32
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p

Free

7

Free

8

*

8

p

Not Free

23

p

28
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9

p

11
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*

30
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Ecuador

37

37

p

p

11

q

7

p

16

p

*

14

*

p

33

38

39

q

Partly Free

10

p

10

53
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q

Partly Free

17

q

18

Improvement

p

No change
New country in 2014

*

q

9

Mexico

q

q

28

Venezuela

Decline

24

FOTN
2013

q

17

q

19

q

21

*	Overall trajectories for the five new countries were based on a retroactive
analysis of internet freedom for those countries.
	A Freedom on the Net score increase represents a negative trajectory (q)
for internet freedom, while a score decrease represents a positive trajectory (p)
for internet freedom.
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*
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Internet Freedom Status
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Free

Partly
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Internet Penetration 2013:

Obstacles to Access (0-25)

15

15

Limits on Content (0-35)

6

Violations of User Rights (0-40)
TOTAL* (0-100)

21.6 million
19 percent

Social Media/ICT Apps Blocked:

No

7

Political/Social Content Blocked:

No

13

16

Bloggers/ICT Users Arrested:

Yes

34

38

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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Two individuals were charged with defamation for their alleged ties to articles posted on
the independent news website, Club-K (see Violations of User Rights).



Evidence from inside sources affirmed that a German company had assisted the Angolan
military intelligence in installing a sophisticated communications monitoring system on a
military base. Further evidence, as of November 2013, found that at least one major ISP
hosts a spyware system directly on its server (see Violations of User Rights).



A prominent investigative journalist was arrested while interviewing protesters for his
independent news blog in September 2013; he was also the target of a sophisticated and
customized malware attack on his computer that was traced to parties within the Angolan
government (see Violations of User Rights).
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Introduction
The Angolan government has invested heavily in improving access to information and
communication technologies (ICTs) since 2005. Today, Angola boasts one of the largest mobile
telecommunications markets in sub-Saharan Africa, and internet access is growing steadily. In
2013, Angola implemented the Strategic Plan for E-Governance for 2013-2017, which outlined
the government’s commitment to e-governance initiatives.1 In its 2014 state budget, the
government allocated over US$267.3 million for the development, upgrade, and maintenance of
the technological infrastructure for central and provincial e-government web portals, more than
doubling the 2013 ICT budget of US$100 million.2
Despite progress in ICT development, internet freedom in Angola is tenuous. Political rights and
civil liberties are tightly restricted by the ruling party under President José Eduardo dos Santos,
who has been in power for over 34 years. The telecom sector is effectively under state control, with
high ranking government officials owning large shares of the major telecommunications service
providers. Further, the president has legal powers to control and punish internet service providers
for unspecified content under the Electronic Communications and Information Society Services’ Law,
enacted in 2011.
While internet content and communications applications are freely accessible, the government
seems increasingly intent on cracking down against online dissent through legal and extralegal
means. In June 2013, the Attorney General’s Office charged two individuals with abuse of the press
and defamation for their alleged association with Club-K, an independent news portal operated by
the Angolan diaspora. Travel bans were imposed on the individuals until pressure built on social
media succeeded in overturning the restrictions.
Meanwhile, insider sources established that the Angolan military intelligence had implemented an
electronic monitoring system for the tracking of email and other digital communications sometime
in late 2013. Further evidence, as of November 2013, found that at least one major ISP hosts a
spyware system directly on its server. In addition, harassment, extralegal violence, and technical
attacks against online journalists increased during the coverage period, with the prominent
investigative journalist Rafael Marques de Morais arrested in September 2013 and beaten while in
custody, after being targeted for a customized malware attack on his computer earlier in the year.

Obstacles to Access
Access to ICTs in Angola has improved markedly with increasing investments in the
telecommunications sector since the end of the country’s decades-long civil war in 2002. In 2013,
the internet in Angola reached a penetration rate of 19 percent, up from 17 percent in 2012,

Governo de Angola, Plano Estratégico de Governação Electrónica 2013-2017, 2013, pp. 7. http://www.mtti.gov.ao/VerPublicacao.aspx?id=1194

1

See: In the budget under the sub-heading “Despesas por Função,” the line “09.06.02 - Tecnologias de Informação.”
Ministério das Finanças, “Orçamento Geral do Estado,” October 23, 2013, pp. 179, http://www.governo.gov.ao/download.aspx?id=1172&tipo=publicacao.
2
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according to the International Telecommunications Union (ITU).3 By contrast, access to mobile
phones is much higher with a penetration rate of 62 percent in 2013, up from 49 percent in
2012.4 Over 12 percent of Angolans have a mobile broadband subscription.5 Meanwhile, fixed-line
broadband subscriptions remain very low with a penetration rate of only 0.2 percent in 2013,6 and
are largely concentrated in the capital city, Luanda, due to the country’s high poverty rate and poor
infrastructure in rural areas.7
Luanda is reputed to be the second most expensive city in the world,8 and for those able to access
the internet in urban areas, internet subscriptions start at US$50 per month but can cost as high as
US$100 per month for connections via satellite or WiMax. Unlimited internet subscriptions cost an
average of US$150 per month, while USB dongle devices that provide wireless access cost between
US$50 and $60. Consequently, less than 8 percent of Angolan households have internet access at
home.9 Mobile internet packages come at a monthly cost of about US$45,10 while internet cafes
charge approximately US$1 for 30 minutes. Already expensive for the vast majority of Angolans,
whose median annual per capita income is US$720 according to a 2013 Gallup study,11 voice and
data services in rural areas can be twice as expensive and of much poorer quality, subject to frequent
cuts and extremely slow connection speeds as a result of poor infrastructure. Due to these high
prices, most internet users log online at their workplaces.
ICT access is further hindered by the country’s fractured electricity system that serves less than
40 percent of the population, mostly in urban areas.12 Consequently, radio, television, and print
outlets—which are subject to high levels of government interference—remain the primary sources of
information for the majority of Angolans.
Angola’s domestic backbone is currently comprised of microwave, VSAT, and fiber-optic cables.
Connection to the international internet goes through the West Africa Cable System (WACS) and
South Atlantic 3 (SAT-3) cable, the latter of which is operated by the state-owned Angola Telecom.13
In early 2014, Angola began construction on the South Atlantic Cable System (SACS),14 a submarine

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

3

4

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2013.”

International Telecommunication Union, “Angola Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.

5

6

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

More than 36 percent of Angolans live below the poverty line. See: “Angola,” African Economic Outlook, 2014, http://www.
africaneconomicoutlook.org/fileadmin/uploads/aeo/2014/PDF/CN_Long_EN/Angola_ENG.pdf.

7

8 Ami Sedghi, “Which is the World’s Most Expensive City? Cost of living survey 2012,” Guardian, June 12, 2012, http://www.
theguardian.com/news/datablog/2012/jun/12/city-cost-of-living-2012-tokyo.
9
10

International Telecommunication Union, “Angola Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014.
Interview with a source based in Angola, March 2014.

Glenn Phelps and Steve Crabtree, “Worldwide, Median Household Income About $10,000,” Gallup World, December 16,
2013, http://www.gallup.com/poll/166211/worldwide-median-household-income-000.aspx#1.

11

12 World Bank, “Access to electricity (% of population),” accessed July 31, 2014, http://data.worldbank.org/indicator/EG.ELC.
ACCS.ZS.

“Sistema de Cabos da África Ocidental entra na fase final” [Cable system in Western Africa in final phase] (in Portuguese),
Portalangop.co.ao, October 27, 2012, http://www.portalangop.co.ao/angola/pt_pt/noticias/ciencia-e-tecnologia/2011/9/43/
Sistema-Cabos-Africa-Ocidental-entra-fase-final,c7f3bfa7-9f7c-44d0-8912-fdc2e176d97d.html

13

“Construction of SACS cable to start in Q1 2014,” Telecompaper, January 28, 2014, http://www.telecompaper.com/news/
construction-of-sacs-cable-to-start-in-q1-2014--992586.

14
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fiber-optic cable connecting Brazil and Angola that aims to reduce the bandwidth costs associated
with the distance that internet traffic currently has to travel from Europe and the United States.15
Construction of SACS is expected to be completed by mid-2015.16
Broadband connection speeds in Angola are still slow, averaging 1.5 Mbps (compared to a global
average of 3.9 Mbps), according to May 2014 data from Akamai’s “State of the Internet” report.17 In
addition, Angola’s broadband adoption (characterized by connection speeds greater than 4 Mbps) is
only about 3 percent,18 while the country’s narrowband adoption (connection speed below 256 kbps)
is less than 2 percent.19
The ownership structure of internet service providers in Angola enables the government via senior
officials who double as businesspersons to control internet services through their direct and indirect
shareholder participation in many Angolan companies. For one, the state oil company, Sonangol,
owns 3 of the country’s 18 ISPs (MSTelcom, Nexus, and ACS) and is a major shareholder in 2 other
companies—UNITEL and Angola Cables, the former of which is the country’s largest ISP.20 The
national telecom company, Angola Telecom, an ISP itself, is also a major shareholder in Angola
Cables, with 51 percent.21
Two private operators, UNITEL and Movicel, provide mobile services,22 though both telecoms have
indirect ownership ties to the government. For example, 75 percent of UNITEL, the larger mobile
phone operator, is held by three entities: the state oil company, Sonangol; a business venture23 run
by the president’s lieutenant general, Leopoldino do Nascimento; and the president’s billionaire
daughter, Isabel dos Santos, according to investigative reports. Both the general and Ms. dos Santos
sit on the board of UNITEL.24 Meanwhile, 80 percent of Movicel is split between five ostensibly
private Angolan companies—Portmill Investimentos e Telecomunicações with 40 percent, Modus
Comunicare with 19 percent, Ipang – Indústria de Papel e Derivados with 10 percent, Lambda with
6 percent, and Novatel with 5 percent—that have majority shareholders who are senior officials
within the presidential office. For example, the majority shareholders of the Angolan investment
company Lambda include the Minister of Telecommunications and Information Technologies José
15

Estefania Jover et al., “Angola, Private Sector Country Profile.”

“SACS Angola-Brazil cable ready mid-2015; Telebras onboard, shelves US link,” TeleGeography, November 15, 2013, http://
www.telegeography.com/products/commsupdate/articles/2013/11/15/sacs-angola-brazil-cable-ready-mid-2015-telebras-onboard-shelves-us-link/.

16

Akamai, “Average Connection Speed: Angola,” map visualization, The State of the Internet, Q1 2014, http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.

17

Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Angola,” map visualization, The State of the Internet, Q1
2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

18

Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): Angola,” map visualization, The State of the Internet,
Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

19

Sonangol’s telecom subsidiary, MSTelcom, discloses its full ownership of Nexus and ACS in: Sonangol Notícias, “9º Aniversário da Mstelcom: Ligando o País e o Mundo,” August 2008, nº 17, Sonangol.

20

21 Angola Cables is a joint venture by the five main telecom operators in the country, established to manage and control
Angola’s participation (11.4 percent) in the West Africa Submarine System (WACS), as well as the national teleport. It commercializes access to fiber submarine cables for international voice and data circuits.
22 Intituto Angolano das Comunicacoes (INACOM), “Statistics,” accessed July 31, 2014, http://www.inacom.og.ao/Publica%C3%A7%C3%B5es/Estat%C3%ADsticas.aspx.
23

The investment company: Portmill, Investimentos e Telecomunicações.

Kerry A. Dolan, “Isabel Dos Santos, Daughter Of Angola’s President, Is Africa’s First Woman Billionaire,” Forbes, January
23, 2013, http://www.forbes.com/sites/kerryadolan/2013/01/23/isabel-dos-santos-daughter-of-angolas-president-is-africas-first-woman-billionaire/.
24
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Carvalho da Rocha, his deputy, and members of both their families.25 The remaining 20 percent of
Movicel’s capital is held by two state enterprises, Angola Telecom and Empresa Nacional de Correios
e Telégrafos de Angola, with 18 percent and 2 percent, respectively.26
The 2011 Law on Electronic Communications and Information Company Services further enhances
the government’s ability to control the country’s ICT sector.27 On paper, the law aims to ensure that
ICTs in Angola are developed to play a fundamental role in ensuring citizens’ universal access to
information, transparency in the public sector, and participatory democracy.28 It also sets broader
goals of poverty alleviation, the welfare of citizens, competitiveness, productivity, employment,
territorial and cultural cohesion, social inclusion and consumer rights.29 Nevertheless, this legislation
includes several provisions that constitute serious threats to online freedom. For one, although the
law provides for universal access to information through cyberspace, universal access is dependent
upon the state’s responsibility “in the creation and promotion of conditions that enable all citizens
to access ICT.”30 The law accordingly enables the president as head of government to “intervene
when internet service providers jeopardize their social functions or there are situations that gravely
compromise the rights of subscribers or users.”31 Because the law does not define “the social
functions” or “situations” that could be compromised or the scope of intervention allowed, analysts
believe that the law empowers the president to control the ICT sector at will.
The Ministry of Post and Telecommunications (MCT) is responsible for oversight of the ICT sector,
while the Angolan Institute for Communications (INACOM), established in 1999, serves as the
sector’s regulatory body. Reporting to the MCT, INACOM determines the sector’s regulations and
policies, sets prices for telecommunications services, and issues licenses. The regulatory body was
set up as an independent public institution with both financial and administrative autonomy from
the ministry,32 though in practice, its autonomy is fairly limited. According to reports by the ITU
and World Bank, INACOM is not autonomous in its decision making process,33 in part due to the
ministerial appointment of the director general who can be dismissed for any reason. In addition,
the MCT has been known to influence staff appointments, while other ministries are often involved
in sector policy, leading to politically influenced regulatory decisions.34

25 Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption,” Maka Angola (blog), accessed August
30, 2013, https://wikileaks.org/gifiles/attach/169/169476_Ao100805.pdf.
26

Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption,” Maka Angola (blog).

27

Assembleia Nacional, Lei das Comunicações Electrónicas e dos Serviços da Sociedade da Informação (Lei nº 23/11), Art. 5.

Assembleia Nacional, Lei das Comunicações Electrónicas e dos Serviços da Sociedade de Informação (Lei nº 23/11), Art. 14º,
a), k), 2011.

28
29

Ibid., Art. 15º.

30

Ibid., Art. 5º.

31

Ibid. Art. 26º, 2.

Russell Southwood, “The Case for ‘Open Access’ Communications Infrastructure in Africa: The SAT-3/WASC cable – Angola
case study,” Association for Progressive Communications, page 5, accessed August 30, 2013, http://www.apc.org/en/system/
files/APC_SAT3Angola_20080523.pdf.
32

International Telecommunication Union, “Angola Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.

33

“Private Solutions for Infrastructure in Angola: A Country Framework Report,” Public-Private Infrastructure Advisory Facility
and the World Bank Group, 2005, http://www.ppiaf.org/sites/ppiaf.org/files/publication/Angola-CFR.pdf: 92.

34
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Limits on Content
During the coverage period, online self-censorship became more prevalent, reinforced by recent
attacks on online journalists. One online news portal reported receiving calls from government
officials to self-censor on certain topics.
To date, there have been no known incidents of the government blocking or filtering ICT content
in Angola, and there are no restrictions on the type of information that can be exchanged through
digital media technologies, aside from child pornography and copyrighted material.35 Social media
and communications apps such as YouTube, Facebook, Twitter, and international blog-hosting
services are freely available.
Nevertheless, censorship of news and information in the traditional media sphere is common,
leading to worries that similar efforts to control the information landscape will eventually affect the
internet. The president and members of the ruling MPLA party own and tightly control a majority
of the country’s media outlets, including those that are the most widely disseminated and accessed.
Of the dozen or so privately owned newspapers, most are held by individuals connected to the
government. The state media sector is comprised of the only daily newspaper in the country, Jornal
de Angola, the broadcasting company Rádio Nacional de Angola, the Angolan Public Television (TPA),
and the news agency Angop. All of these media outlets have websites of their own, none of which
allow for comments from readers, enabling them to maintain their role as government mouthpieces.
Self-censorship is pervasive and commonly practiced by journalists in both state-run and private
print outlets, though there is more open criticism of the president and ruling party circulating on
blogs and social media platforms.36 In the past few years, the internet and social media have become
the last frontier for independent voices, with journalists, activists and opposition parties increasingly
turning to digital platforms as a means to sidestep the country’s longstanding restrictions on
traditional media. Bloggers and internet users have been generally less fearful in expressing
themselves and discussing controversial topics online than they might be offline. Nevertheless,
there have been anecdotal reports of online self-censorship becoming more prevalent, reinforced
by recent attacks on online journalists (see “Violations of User Rights”).37 In addition, taboo topics
related to corruption, abuse of power, land grabs, police brutality, and demolitions are often avoided.
Independent news outlets that are critical of the government do exist, with Folha8 being the
most prominent, though its audience is reached primarily through its print publication. A new
portal based in Portugal launched in 2013, Rede Angola,38 has become one of the main sources
of alternative and independent online news on Angola, though according to internal sources, the
portal has been subject to censorship calls.39 For example, in May 2013, Rede Angola’s newsroom

“Angola, Country Profile,” Global Resource & Information Directory, last updated June 14, 2014, accessed August 30, 2014,
http://www.fosigrid.org/africa/angola.

35

Danny O’Brien, “Using Internet ‘Crime’ Laws, Authorities Ensnare Journalists,” Attacks on the Press in 2011 (New York:
Committee to Project Journalists, February 2012), http://cpj.org/2012/02/attacks-on-the-press-in-2011-regulating-the-intern.
php; Louise Redvers, “Angola Victory for Cyber Activists?” BBC News, May 27, 2011, http://www.bbc.co.uk/news/world-africa-13569129
36

37

Based on interviews with internet users and bloggers.

38

Rede Angola website: http://www.redeangola.info/.

39

Based on information from internal sources at Rede Angola disclosed to the author.
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reportedly received instructions from the management not to publish any news on the kidnappings
and torture of more than 20 protesters by the Angolan Rapid Intervention Police on May 27, 2013.40
The economic viability of independent outlets, both online and print, is constrained by the lack of
advertising revenue from both state and private sources, since it is often denied to news outlets that
publish critical stories.41 Moreover, the online information landscape lacks diversity and is unable to
represent a variety of groups and viewpoints throughout the country due to both the concentration
of internet access in urban areas and the limited space for critical voices in Angola’s general media
sphere.
Meanwhile, Angola has seemingly embraced e-governance initiatives and is known as the first
country in sub-Saharan Africa to pass an access to information law in 2002. In 2014, most ministries
and provinces have their own web portals, and a citizen’s portal, Cidadao.gov.ao, exists to facilitate
the provision of public services to society. In practice, however, there is still a dearth of information
and services that citizens can access through government portals, which essentially serve as a
repository of state media news on related departments.42
In addition, numerous government websites are infrequently updated and often lack both basic
and essential information. The website of the vice president, Manuel Vicente, for example, does not
disclose his biography,43 while the ministry of telecommunications and ICT, which is in charge of
e-government projects, has not updated its public agenda on its website since May 2012,44 posting
solely news events. Journalists have found it baffling that the current minister of information, José
Luís de Matos, has not published his biographical information on the ministry’s portal, except
the date of his appointment in October 2013.45 Meanwhile, the presidential website has been
“temporarily unavailable” since 2012.46
Another aspect of the government’s mediocre engagement with the internet is its inability to
interact with citizens through social media. While the government’s main portal links to social media
accounts on Facebook, YouTube, Twitter, and Flickr, the accounts are rarely updated, likely due to an
unwillingness to employ full-time censors to monitor and moderate public comments, according to
some analysts. Consequently, the government’s apparent investments in e-governance and ICTs have
not guaranteed more access to information or enhanced citizens’ participation in decision-making
processes as promised. It has also failed to foster government accountability and transparency, and
improve interactions between public officials and citizens.
Nevertheless, social media has become the leading platform for citizens to criticize the government
“Angola: Police Disrupt New ‘Disappearances’ Protest,” Human Rights Watch, May 31, 2013, http://www.hrw.org/ar/
node/115988.

40
41

Freedom House, “Angola,” Freedom of the Press 2013, http://www.freedomhouse.org/report/freedom-press/2013/angola.

The citizen’s portal does not provide any direct or indirect online services but only basic information on bureaucratic requirements on how and where to apply for ID’s, driver’s licenses, and death certificates. It mostly provides addresses to services
in the capital, Luanda, although it claims nationwide coverage.

42

43

Vice-Presidencia, Republica de Angola, accessed September 4, 2014, http://www.savpr.gov.ao/.

Ministério das Telecomunicações e Tecnologias de Informação, Republica de Angola, accessed September 4, 2014, http://
www.mtti.gov.ao/

44

Ministério da Comunicação Social, Republica de Angola, accessed September 4, 2014, http://www.mcs.gov.ao/Institucionais/Perfil.aspx.

45
46
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Portal da Casa Civil do Presidente da Republica de Angola, last accessed in September 2014, http://www.casacivilpr.ao/
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and react to alleged wrongdoings. Youth groups have increasingly flocked to Facebook to call for
protests against government corruption, reflecting a weakening culture of fear within civil society.
In June 2013, when two individuals were issued travel bans after being indicted for their alleged
association with the independent news website, Club-K (see “Violations of User Rights”), activists on
social media played a significant role in pressuring the government to overturn the travel restrictions.
Online protests and mobilization efforts, however, have yet to result in major political or social
outcomes.

Violations of User Rights
During the coverage period, the police and public magistrates began aggressively prosecuting
individuals specifically for their online activities for the first time. Two individuals were charged
with abuse of the press and defamation for their suspected ties to the diaspora web portal, Club-K.
Evidence from investigative research affirmed that a German company had assisted the Angolan
military intelligence in installing a sophisticated communications monitoring system on a military
base. Further evidence, as of November 2013, found that at least one major ISP hosts a spyware
system directly on its server. In September 2013, two journalists were arrested while interviewing
protesters for the independent news blog Maka Angola and were beaten while in custody.
The Angolan constitution provides for freedom of expression and the press, though in practice, these
constitutional rights are routinely flouted by the government and authorities. Meanwhile, stringent
laws regarding state security and defamation run counter to constitutional guarantees, such as
Article 26 of the 2010 state security law that penalizes individuals who insult the country or president
in “public meetings or by disseminating words, images, writings, or sound” with prison sentences of
up to three years.47 The 2006 press law holds authors, editors or directors of a publication criminally
liable for libelous content.48 If the author does not reside in the country or the text is not signed,
the law establishes the circumstances in which the editor, director, or both may be held criminally
responsible for grievous content.49 Defamation is also a crime punishable by imprisonment, while
politicians enjoy complete immunity.
In 2002, Angola became one of the first African countries to enact a freedom of information law. In
practice, however, accessing government information remains extremely difficult. The judiciary is
subject to considerable political influence, with Supreme Court justices appointed to life terms by
the president and without legislative oversight. Nevertheless, the courts have been known to rule
against the government on occasion.50
A Law on Electronic Communications and Services of the Information Society was enacted in
August 2011 that provides for citizens’ rights to privacy and security online, among other provisions

47 “Angola: Revise New Security Law, Free Prisoners in Cabinda,” Human Rights Watch, December 9, 2010, http://www.hrw.
org/news/2010/12/08/angola-revise-new-security-law-free-prisoners-cabinda.
48

Art. 71, 2, Assembleia Nacional, Lei de Imprensa (Lei 7/06), 2006, http://www.wipo.int/wipolex/en/text.jsp?file_id=179557.

49

Art. 73, 1, Assembleia Nacional, Lei de Imprensa (Lei 7/06), 2006, http://www.wipo.int/wipolex/en/text.jsp?file_id=179557.

For example, in May 2012 the court rejected the appointment of the MPLA-favored candidate to head the National Electoral Commission in advance of the August parliamentary elections. See, “Angola Court Removes ‘MPLA’ Election Head Susana
Ingles,” BBC News, May 18, 2012, http://www.bbc.co.uk/news/world-africa-18117413.

50
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regulating telecommunications.51 Nevertheless, a draft Cybercrime Law (short for the Law to Combat
IT, Communications and Information Society Services’ Crimes) introduced in May 2011 attempted
to provide the government with legal measures to circumvent a slew of users’ rights online and
penalize certain online activities.52 For example, Article 16 of the draft law would increase penalties
prescribed for offenses laid out under Angola’s criminal code—such as defamation, libel, and
slander—committed via electronic media, thereby penalizing online conduct offenses more harshly
than offline.53
Introduced by the president’s office to the National Assembly in March 2011,54 the law was
ultimately withdrawn in May 2011 as a result of internal pressure and vocal objections from civil
society.55 Nonetheless, a government minister publicly stated the same year that special clauses
regarding cybercrimes would instead be incorporated into an ongoing revision of the penal
code,56 leaving open the possibility of internet-specific restrictions coming into force in the future.57
Meanwhile, the government has publicly stood by the constitutionality of the draft Cybercrime Law’s
controversial clauses.58
In recent years, a number of journalists in the traditional media sphere have been prosecuted for
criminal defamation in lawsuits initiated by government officials.59 Most recently, two individuals
AVM Advogados, “News from Angola,” newsletter, August 2011, http://www.avm-advogados.com/newsletter/2011.08/2011-08_avm-newsletter_eng.html#NFA-01.

51

If the draft law had passed, the law would also have empowered the authorities with the ability to intercept information
from private devices without a warrant and prosecute individuals for objectionable speech expressed via ICTs and on social
media platforms. Sending an electronic message interpreted as an effort to “endanger the integrity of national independence
or to destroy or influence the functionality of state institutions” would have yielded a penalty of two to eight years in prisons, in
addition to fines. The law would have further criminalized the dissemination of any “recordings, pictures and video” of an individual without the subject’s consent, even if produced lawfully, which could have impeded journalists’ ability to report on public
protests or instances of police brutality using digital tools. The bill additionally prescribed penalties between 8 and 12 years in
prison for espionage and whistle blowing activities, which would have included the act of seeking access to classified information on an electronic system “in order to reveal such information or to help others to do so.” The same penalty was provided for
accessing unclassified information that could be deemed as endangering state security. See: “Angola: Withdraw Cybercrime Bill,”
Human Rights Watch, May 13, 2011, http://www.hrw.org/news/2011/05/13/angola-withdraw-cybercrime-bill
52

53 The draft would also make it illegal to post online or to share photos, recordings or videos without the consent of those
appearing in the content. Those found guilty could serve from two to eight years in jail, though all state institutions, including
the state media, would be exempt from this legal demand. This would make it illegal to use social media to post photographs,
videos or even to publish satirical images of the president and members of the regime without their consent. The government
also wants to punish those who send or forward messages (email, text, tweet, etc.) that might “disturb the peace and tranquillity or the personal, familiar or sexual life of another person.” See: “Angola: Withdraw Cybercrime Bill,” Human Rights Watch,
May 13, 2011, http://www.hrw.org/news/2011/05/13/angola-withdraw-cybercrime-bill; Assembleia Nacional, Proposta de Lei de
Combate à Criminalidade no Domínio das TIC e dos Serviços da Sociedade da Informação, 2010.

The controversial bill passed its first approval with 145 votes in favor, 18 against, and four abstentions. Angop, “Reforma
Legislativa Visa Estabelecimento do Mercado,” March 31, 2011, http://www.portalangop.co.ao/angola/pt_pt/noticias/politica/2011/2/13/Reforma-legislativa-visa-estabelecimento-mercado,c2a96374-bc27-4610-b599-1ac0fa13d773.html.
54

55 Louise Redvers, “Angola Victory for Cyber Activists?” BBC News, May 27, 2011, http://www.bbc.com/news/world-africa-13569129.

The revised Penal Code has been in limbo for passage into law since 2006. It incorporates the abovementioned controversial articles of the Cybercrime Law into its penal sanctions within the framework of defamation. Ministério da Justiça e dos
Direitos Humanos, Anteprojecto de Código Penal, Arts. 200, 201, 2. www.saflii.org/ao/legis/num_act/cp76.pdf.

56

57 Angop, “Lei sobre Crime nas TIC Retirada para Conformar ao Futuro Código Penal,” May 24, 2011, http://www.portalangop.co.ao/angola/pt_pt/noticias/politica/2011/4/21/Lei-sobre-crime-nas-TIC-retirada-para-conformar-futuro-codigo-penal,ed750bbd-37be-48b0-bdc2-f79cc76c9601.html.

Angop, “Ministro Descarta Inconstitucionalidade da Lei de Combate à Criminalidade Informática,” May 9, 2011, http://www.
portalangop.co.ao/angola/pt_pt/noticias/politica/2011/4/19/Ministro-descarta-inconstitucionalidade-Lei-combate-criminalidade-informatica,51c12834-1cfc-4a05-b902-6f31e6ca5c9f.html.
58

“Angola: Defamation Laws Silence Journalists,” Human Rights Watch, August 12, 2013, http://www.hrw.org/
news/2013/08/12/angola-defamation-laws-silence-journalists.
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were prosecuted for their alleged ties to the diaspora web portal Club-K, the popular independent
news website hosted abroad by members of the Angolan diaspora. On July 9, 2013, the Attorney
General’s Office charged José Gama and Lucas Pedro Fenguele, a journalist and an activist, for
crimes of abusing the press, defamation, and slander against senior public officials based on
two articles published in Club-K, despite the fact that there was no evidence the individuals had
been responsible for either of the two articles.60 The first article alleged that the Attorney General
of the Republic, General João Maria de Sousa, owned a mansion in Portugal.61 The second was
merely a post of an article originally published by the Portuguese weekly newspaper Expresso
on investigations that General de Sousa had been facing in Portugal for money-laundering and
fraud.62 As of mid-2014, the authorities have kept the suspects in a judicial limbo without any further
information on the case.
There are no restrictions on anonymous communication such as website or SIM card registration
requirements. Nevertheless, in April 2013, a Club-K investigative report revealed that intelligence
and state security services were allegedly planning to implement an electronic monitoring system
that could track email and other digital communications. According to Club-K, the sophisticated
monitoring equipment had been imported from Germany, and the deal included the services of
German technicians who would assist in the system’s installation on a military base in Cabo Ledo,
home of the Technical and Operational Battalion (Batalhão Técnico Operacional–BATOPE).63 In early
2014, a follow up investigation by an anonymous researcher found corroborating information
from military sources, affirming that a German company had indeed assisted the Angolan military
intelligence in installing a sophisticated monitoring system at the BATOPE base around September
2013.64 There was further evidence, as of November 2013, of at least one major ISP hosting a
spyware system directly on its server, as part of the German company setup.
The blurred lines between the public and private sectors in Angola make it difficult to ascertain
the extent to which the government needs to require ICT providers to assist in the monitoring
of communications. For instance, the top adviser to the head of the Intelligence Bureau at the
Presidency, General Leopoldino do Nascimento, is also the chairman and shareholder of Unitel.
Meanwhile, the head of the Intelligence Bureau, General Manuel Hélder Vieira Dias “Kopelipa,” holds
a majority share (about 59 percent) in Movicel.65 The deputy CEO and Chief Technology Officer of
Unitel, Amílcar Safeca, is the brother of Aristides Safeca, the secretary of the state for ICT who in turn
is a shareholder of Movicel. Such interweaving of political and family connections with the private

60 On the charges, attorney Salvador Freire, who represents both activists, claimed, “My clients are neither editors of Club-K
or authors of the articles. Lucas Pedro is a freelance writer and José Gama is simply an activist.” See: “José Gama Interditado de
Sair do País,” Maka Angola, August 2013, http://makaangola.org/2013/08/23/jose-gama-interditado-de-sair-do-pais/.
61 “PGR compra mansão de 4 milhões de euros em Cascais,” Club-K, March, 5, 2013, http://www.club-k.net/index.php?option=com_content&view=article&id=14493:pgr-compra-mansao-de-4-milhoes-de-euros-em-portugal&catid=9:preto-e-branco&Itemid=143.

Rui Gustavo, “PGR Angolano Reage a Notícia do Expresso,” Expresso, February 25, 2012. http://expresso.sapo.pt/pgr-angolano-reage-a-noticia-do-expresso=f789314.

62

“Alemães montam sistema de escuta em Angola” [Germans assemble listening system in Angola], Club-K, April 23, 2012,
http://www.club-k.net/index.php?option=com_content&view=article&id=14932:alemaes-montam-sistema-de-escuta-em-angola&catid=11:foco-do-dia&Itemid=130.
63

64

Anonymous Freedom House researcher, March 2014.

65 General Kopelipa openly represents Portmill, Investimentos e Telecomunicações, which holds 40 percent of Movicel. He is
also a co-owner of Banco Espírito Santo Angola which is a major Movicel investor as well. In 2010, journalist Rafael Marques
de Morais found in an investigation that Portmill had been set up by Gen. Kopelipa, Gen. Leopoldino do Nascimento and the
current vice-president of Angola, Manuel Vicente.
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interests of the same individuals is compounded by the lack of a rule of law. As a result, the strong
presence of the state in the ownership structure of Angola’s telecoms, particularly of mobile phone
operators, suggests that the authorities are likely able to wield their influence over service providers
if desired. Cybercafes, however, are not known to be subject to such requirements.
Attacks and extralegal violence against journalists in the traditional media sphere are unfortunately
common in Angola,66 and online journalists are increasingly targeted. In one notable incident on
September 20, 2013, journalist Rafael Marques de Morais and Alexandre Solombe, a colleague who
was assisting him, were arrested while interviewing protesters for the independent news blog, Maka
Angola. They were beaten while in custody, threatened until they relinquished their mobile phone
PIN numbers, and subsequently released without charges.67 Marques de Morais’s mobile phone was
returned damaged beyond use, and the police kept the memory card with over 1,000 pictures and
videos. Several months later, the journalist discovered that Minister of the Interior Ângelo de Barros
Tavares had personally ordered the operation.68 According to the Marques de Morais’s sources, the
main objective of the operation was to seize his digital equipment for clues to his government
sources who were suspected of leaking information to the Maka Angola news blog.
Independent and diaspora news websites have also been subject to technical violence, such as
hacking and denial-of-service (DoS) attacks, particularly during periods of political contestation.
For example, in 2013, the personal laptop belonging to journalist Rafael Marques de Morais
was attacked with customized malware. Tests later conducted on his computer found that the
surreptitious malware worked by taking screenshots of Marques de Morais’s computer activity
every 20 seconds and transferring the images to a server in India.69 An international expert, Jacob
Appelbaum, traced the author of the malware to an Indian national.70 Appelbaum also found that the
Portuguese franchise of a Western multinational doing business in Angola with strong ties to some
of the above-mentioned generals had solicited the spyware service.

66 According to the Committee to Protect Journalists, at least 10 journalists have been killed in Angola since 1992. See, “10
Journalists Killed in Angola since 1992/Motive Confirmed”, Committee to Protect Journalists, accessed August 2014, http://www.
cpj.org/killed/africa/angola/; “Angola: Stop Stifling Free Speech,” Human Rights Watch, August 1, 2012, http://www.hrw.org/
news/2012/08/01/angola-stop-stifling-free-speech.

Kerry A. Dolan, “Angolan Journalist Rafael Marques Arrested, Roughed Up and Later Released,” Forbes, September 23, 2013,
http://www.forbes.com/sites/kerryadolan/2013/09/23/angolan-journalist-rafael-marques-arrested-roughed-up-and-later-released/.

67

68 “Ministro do Interior Comanda Repressão,” Maka Angola, May 29, 2014, http://www.makaangola.org/index.php?option=com_content&view=article&id=11301:ministro-do-interior-coordena-operacoes-de-repressao&catid=28:direitos-humanos&lang=pt.
69 There is a detailed account of how the malware was discovered during an international conference. See: Michael Moynihan, “Hackers are Spying On You: Inside the World of Digital Espionage,” Newsweek, May 29, 2013. http://www.newsweek.
com/2013/05/29/hackers-are-spying-you-inside-world-digital-espionage-237478.html.

Janet Gunter, “Digital Surveillance in Angola and Other ‘Less Important’ African Countries,” Global Voices Advocacy, February 26, 2014, http://advocacy.globalvoicesonline.org/2014/02/26/digital-surveillance-in-angola-and-other-less-important-african-countries/.
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2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

8

7

Limits on Content (0-35)

10

9

Violations of User Rights (0-40)

9

11

TOTAL* (0-100)

27

27

41.3 million
60 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014

38

•

In February 2014, Argentina’s Supreme Court ruled that the government—which
has ignored a string of previous directives—must comply with equitable allocation
of advertising. The government’s refusal to do so has jeopardized the existence of
independent online media outlets, which, like mainstream media, rely heavily on
advertising revenue to sustain daily operations (see Limits on Content).

•

In late 2013 and early 2014, a handful of contradictory court cases impacted Argentine
standards for intermediary liability, specifically regarding whether intermediaries,
including search engines, are required to monitor their platforms for illegal or restricted
content (see Limits on Content).

•

In December 2013, Juan Pablo Suarez, editor of the online news site Ultima Hora, was
detained for nine days for filming the arrest of a local police officer (see Violations of
User Rights).

•

In July 2013, the Secretariat of Communications issued Resolution 5/2013, the vague
wording of which could infringe on users’ right to privacy by potentially allowing
unfettered access to telecommunications infrastructure and user data (see Violations of
User Rights).

•

In October 2013, a glitch in the online electoral system enabled the photos of some
registered voters to be downloaded by others, violating data protection and privacy
standards (see Violations of User Rights).
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Editor’s Note:
In late 2014, members of the Argentine National Congress began working on legislation to replace the
1972 Telecommunications Law. Drafts of the proposed “Argentina Digital” bill, which the government
submitted to congress in October 2014 and which was subsequently debated and revised throughout
November, have contained worrisome provisions related to internet freedom. While the principle of
net neutrality was strengthened through revisions to the bill, there remain serious concerns over the
amount of power given to the regulatory authority, appointed directly by the executive branch and
authorized to grant or deny licenses to ICT companies, broadly defined. As this report was published,
however, legislation has yet to be passed.

Introduction
Internet penetration has increased at a steady rate since 2009, due in part to government policies
aimed at improving service and expanding broadband connections throughout the country.
Argentina now has one of the largest contingents of internet users in South America, and many
initiatives aimed at increasing internet access, such as the Argentina Connected Plan,1 have already
demonstrated success. The government’s latest statement reveals that 15,453 kilometers of fiberoptic cables have already been built for Argentina’s backbone, and infrastructure use agreements
have been made with various telephone companies to facilitate internet access.2
Although the Argentine legal framework protects free speech online and offline, in recent years, a
number of judicial decisions have negatively impacted the availability of online content. Between
2010 and 2013, several court judgments restricted access to websites on claims of defamation or
intellectual property rights violations, with one ruling leading to the accidental blocking of the entire
blog-hosting platform Blogger.
Personal data is generally protected by article 43 of the constitution; however, a handful of recent
events may be cause for concern. A July 2013 resolution issued by the Communications Secretariat
that regulates quality requirements for telecommunications services contains vague wording
regarding government access to infrastructure, which could endanger privacy given its potential
for broad interpretation.3 In October 2013, a serious breach of internet user privacy and anonymity
occurred when a glitch in the online electoral system allowed citizens’ photos to be downloaded.
Recent projects intended to combat online child pornography and cybercrimes against children
through the implementation of “child grooming” laws have also sparked criticism for overly broad
language.4 Two worrying initiatives pertaining to the regulation of social media were also launched
recently in the province of Entre Ríos and the city of La Plata.
During 2013 and 2014, many bills were discussed in Congress regarding high-stakes internet
challenges such as intermediary liability and net neutrality. The lack of a specific framework for the

1

Gob.Ar, Argentina Connected, http://www.argentinaconectada.gob.ar/contenidos/home.html

“Una Red de Fibra a Punto de Iluminarse,” [A Fiber Networket on the Verge of Enlightenment], p. 12, February 24, 2014,
http://www.pagina12.com.ar/diario/economia/2-240482-2014-02-24.html

2

3

Resolution 5/2013, http://www.infoleg.gob.ar/infolegInternet/anexos/215000-219999/216915/norma.htm

4

Gob.Ar, Law 26904, http://www.infoleg.gob.ar/infolegInternet/anexos/220000-224999/223586/norma.htm
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former has led to diverse case law in Argentina, and has, at times, resulted in orders specifying the
deletion of content. A new controversial regulation, enacted in March 2014, also requires annual fees
for the registration of domain names.
The Argentine government has a long record of discriminatory distribution of official advertising,
creating economic obstacles for critical media outlets. Despite multiple court rulings mandating fair
and equitable allocation, discriminatory practices have continued.5

Obstacles to Access
Over the past decade, internet access has consistently been on the rise in Argentina, with the
International Telecommunication Union (ITU) measuring the internet penetration rate at 60 percent
in 2013, compared to 56 percent in 2012 and just 28 percent in 2008.6 According to Argentina’s
national statistics institute, INDEC, as of September 2013 there were 12.4 million residential
subscriptions, the majority of which were broadband; only 35,975 subscriptions were for dialup connections. By September 2013, INDEC also counted 2.3 million organizations with internet
subscriptions (a 20 percent increase over the previous year), 537 of which benefited from free
internet access. Those institutions benefitting from free access included schools, libraries, and
nongovernmental organizations.7
Continuing expansion of internet access is a key facet of Argentina’s development strategy. In April
2013, legislation was passed guaranteeing access to web content for people with disabilities.8 Law
26.653, which concerns access to public information, was amended to comply with fair and equal
treatment for the disabled, extending access provisions to this portion of the population.9 In May
2013, Argentine newspaper La Nación published a map of Buenos Aires identifying locations with
free public Wi-Fi, such as hospitals, museums, libraries, and theaters.10
Measurements of Argentina’s average internet speed have varied considerably, making it difficult
to get an accurate reading. In February 2014, Netflix ranked the country among the slowest at both
the regional and global levels, with speeds of 1.2 to 1.88 Mbps depending on the internet service
provider (ISP), figures that come in below Akamai’s reading of 2.7 Mbps for the third quarter of

5 Supreme Court, A. 925. XLIX, Arte Radiotelevisivo Argentino S.A. c/Estado, February 11th, 2014, http://www.csjn.gov.ar/
confal/ConsultaCompletaFallos.do?method=verDocumentos&id=708579
6 International Telecommunication Union, “Percentage of Individuals Using the Internet, 2001-2013,” accessed July 14, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
7

Official website of INDEC, http://www.indec.mecon.ar

Gov.Ar, InfoLEG, Informacion Legislativa [Legislative Information], November 3, 2010, http://www.infoleg.gob.ar/
infolegInternet/anexos/175000-179999/175694/norma.htm; See also: Telam, Decree 355/2013 - http://www.telam.com.ar/advf/
documentos/2013/04/515f2f849ae43.pdf
8

9 Telam, “Reglamentaron la Ley que Facilita a las Personas con Discapacidad el Acceso a Paginas Web,” [Regulation of the Law
Makes Access to the Web Easier for the Disabled], May 4, 2013, http://www.telam.com.ar/notas/201304/12675-accesibilidadley-de-accesibilidad-que-es-accesibilidad.html

Jose Crettaz, “Internet: Los Argentinos, Hipercontectados, Pero con Mala Calidad y Precios Altos,” [Internet: Argentines,
Hyperconnected, But with Bad Quality and High Prices], La Nacion, May 16, 2013, http://www.lanacion.com.ar/1582435internet-los-argentinos-hiperconectados-pero-con-mala-calidad-y-precios-altos

10
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2013.11 By contrast, a study from the University of San Andrés measured speeds of 7 Mbps in the
metropolitan area, with speeds decreasing in rural areas and provinces.12 Argentina currently has ten
functioning Network Access Points (NAPs) to help with traffic.13
In Argentina, the state does not set the price of internet subscription fees.14 According to the
ITU, the average broadband plan costs US$36.50 per month, which represents 4.5 percent of the
country’s gross domestic product.15 In October 2013, Hernán Galperín, Director of the Technology
and Society Centre of San Andrés University, published a report stating that Argentina’s cheapest
internet access plan is among the most expensive in the region.16 Accordingly, affordability is one
of the most significant obstacles in Argentina, and has been cited by a reported 56 percent of
Argentines as the reason they lack internet access.17
Argentina also suffers from infrastructural weaknesses that limit internet penetration throughout the
country, particularly in rural areas. Connectivity of both residential and organizational subscriptions
is concentrated in urban areas, with the majority of both types found in Buenos Aires, Córdoba,
Santa Fe, and Mendoza.18 In order to address such regional disparities, the government has begun
promoting different policies such as the Argentina Connected Plan (Argentina Conectada), Connect
Equality (Conectar Igualdad), and the Digital Agenda (Agenda Digital), each of which aims to remedy
a different facet of the problem.
The Argentina Connected Plan, a five-year initiative created in 2010, is defined as an “integral
connectivity strategy” that aims to “generate a digital platform of infrastructure and services.”19 One
of the initiative’s most important components is the Federal Network of Optical Fiber (Red Federal
de Fibra Óptica), a project that is employing state-owned company AR-SAT to extend approximately
58,000 km of fiber-optic cable across the country as a means of facilitating internet access to 97
percent of the population.20 In response to concern over the pace of the project’s development, a

11 La Nacion, “Cuál es la Banda Ancha más Rápida de la Argentina, Según Netflix,” [The Fastest Broadband in Argentina,
According to Netflix], La Nación, February 10th, 2014, http://www.lanacion.com.ar/1662913-cual-es-la-banda-ancha-masrapida-de-la-argentina-segun-netflix; See also: Akamai, “State of the Internet,” Q3, 2013, Akamai, http://www.akamai.com/
stateoftheinternet/soti-visualizations.html#stoi-map.

Jose Crettaz, “Internet: Los Argentinos, Hipercontectados, Pero con Mala Calidad y Precios Altos,” [Internet: Argentines,
Hyperconnected, But with Bad Quality and High Prices], La Nacion, May 16, 2013, http://www.lanacion.com.ar/1582435internet-los-argentinos-hiperconectados-pero-con-mala-calidad-y-precios-altos

12

13

CABASE - http://www.cabase.org.ar/wordpress/naps-en-funcionamiento/

CNC (National Commission of Communications), Frequently Asked Questions, http://www.cnc.gov.ar/ciudadanos/internet/
faq.asp

14

ITU, “Medicion de la Sociedad de la Informacion” [Measures of the Information Society], ITU, 2013, http://www.itu.int/en/
ITU-D/Statistics/Documents/publications/mis2013/MIS2013-exec-sum_S.pdf

15

Galperín, Hernán, Broadband Prices in Latin America and the Caribbean, UDESA. Figure 1, p6, http://www.udesa.edu.ar/
files/AdmTecySociedad/15%20Gaperin-%20Eng.pdf.

16

“Internet: los Argentinos, Hiperconectados, pero con Mala Calidad y Precios Altos,” (Internet: Argentineans,
Hyperconnected, but with Bad Quality and High Prices), La Nación, May 16th, 2014, http://www.lanacion.com.ar/1582435internet-los-argentinos-hiperconectados-pero-con-mala-calidad-y-precios-altos

17

18

For information on connections, please see: http://www.indec.mecon.ar/nuevaweb/cuadros/14/internet_12_13.pdf

19

CELE’s Translation: http://www.argentinaconectada.gob.ar/contenidos/que_es_argentina_conectada.html.

Actions of the Argentina Connected Plan, pp 51-55, http://www.argentinaconectada.gob.ar/pv_obj_cache/pv_obj_id_
BBF1FD65215BF5C6569C425C3A40C9D624C01C00/filename/0000055630.pdf; See also: AR-SAT, http://www.arsat.com.ar/arsaten-las-politicas-de-estado-argentino/red-federal-de-fibra-optica
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2013 report assured the public that construction of the fiber-optic cable was on track.21 Recent
government disclosures have further revealed that 15,453 km of cable has already been built, with
an additional 4,500 km of existing infrastructure purchased and further contracts signed with
telephone companies assuring use of their infrastructure.22
The Connect Equality initiative—another positive government program begun in 2010—aims to
foster digital inclusion by providing a netbook to every student and teacher in public high schools.23
As of February 2014, more than 3.8 million netbooks had been delivered. The Digital Agenda
initiative, created in 2009, is also dedicated to facilitating access to ICTs for social connection
and development.24 The website Educ.ar further aims to expand opportunities for and equality in
education by granting access to digital platforms that host educational content.25
As of mid-2014, these policies have resulted in increasing internet access in rural areas, schools,
parks, and public spaces.26 Some provinces have also made arrangements with the national
government to build a wider fiber-optic network, which is being installed by rural cooperatives.
These projects have begun to show significant growth in local penetration rates and are allowing
provincial governments to plan for future “triple play” service.27 Discussions have also arisen
regarding the availability of “quad play” service (a bundled service package of broadband internet,
television, and telephone, along with wireless service provisions) in the near future. It is in this
context that the government has deemed the Federal Wireless Network an issue of public interest,

21 In 2012 a group of representatives presented a request for information in the Congress, http://www1.hcdn.gov.ar/proyxml/
expediente.asp?fundamentos=si&numexp=6108-D-2012; Diego Cabot, “AR-SAT Un Sueno Satelital Fuera de Orbita: Millones
sin Rumbo Claro [AR-SAT, A Dream Satellite Out of Orbit: Millions without Clear Direction], La Nación, July 21, 2013, http://www.
lanacion.com.ar/1602837-ar-sat-un-sueno-satelital-fuera-de-orbita-millones-sin-rumbo

For more on controversy over the project, as well as the government’s response to accusations of slow development,
see: “Una Red de Fibra a Punto de Iluminarse” [A Fiber Net on the Verge of Enlightenment], Pagina 12, February 24, 2014,
http://www.pagina12.com.ar/diario/economia/2-240482-2014-02-24.html; See also: Sigen, Report “Memoria Detallada del
Estado de la Nación” [Detailed Report of the State of the Nation] p.24, 2012, http://www.sigen.gov.ar/pdfs/memoria_Estado_
Naci%C3%B3n_2012.pdf

22

Gob.Ar, Decree 459/10, accessed January 27, 2014, http://www.conectarigualdad.gob.ar/archivos/archivoSeccion/
DecretoCreaci%C3%B3nCI.pdf; See also: Gob.Ar, “Conectar Igualdad” [Connect Equality], accessed January 15, 2014, http://www.
conectarigualdad.gob.ar/seccion/sobre-programa-6
23

24

Gob.Ar, Decree 512/2009: Digital Agenda, accessed January 28, 2014, http://www.agendadigital.gob.ar/agenda-digital

25

Gob.Ar, Ministerio de Educacion, Educ.ar, accessed January 28, 2014, http://www.educ.ar/sitios/educar/inicio/

Terra Noticias, “Inclusion Digital fue Eje de las Politicas Llevadas Adelante,” [Digital Inclusion Centeral to Policies], Terra
Noticias, December 19, 2012, http://noticias.terra.com.ar/inclusion-digital-fue-eje-de-las-politicas-llevadas-adelante,474
e7ceb0e2bb310VgnCLD2000000ec6eb0aRCRD.html; [The Equal Connection Plan Continues its Success in 2013], AE Tecno,
December 24, 2012, http://tecno.americaeconomia.com/noticias/programa-argentino-conectar-igualdad-continua-con-exitohacia-el-2013; “Rural Schools and Islands Will Connect to Internet Through Satellite Antennas,” Diario Victoria, August 3, 2012,
http://www.diariovictoria.com.ar/2012/08/escuelas-rurales-y-de-islas-contaran-con-conexion-a-internet-a-traves-de-antenassatelitales/; “Escuelas Rirales y de Islas Contarán con Conexión a Internet a Través de Antenas Satelitales” [Island and Rural
Schools will have Internet Connection via Satellite Dishes], July 30, 2012, http://www.argentinaconectada.gob.ar/notas/3266avanza-la-instalacin-internet-satelital-escuelas-rurales-y-frontera; Angeles Castro, “Ochenta Plazas Tendrán Acceso a Internet”
[Eighty Parks will have Internet Access], La Nacion, July 2, 2012, http://www.lanacion.com.ar/1486839-ochenta-plazas-tendranacceso-a-internet.
26

La Manana Neuquen, “El 91% de los Neuquinos Tiene Acceso a Banda Ancha en su Casa” [91% of Neuquen People Have
Broadband Access at Home] La Mañana Neuquen, January 21, 2013, http://www.lmneuquen.com.ar/noticias/2013/1/21/el-91de-los-neuquinos-tiene-acceso-a-banda-ancha-en-su-casa_175489; Diario El Comercial “Cooperativas Instalaron Fibra Optica
en el Sur Cordobes” [Cooperatives Install Fiber Optics in the South of Cordoba], El Comercial, December 27, 2012, http://
bit.ly/GzrS8W; iProfessional, “Provinces Will Offer their Version of Triple Play Hand in Hand with the Equal Connection Plan”,
iProfesional, February 2, 2013, http://bit.ly/13Ijpo3; El Esquiu, “Implementation of the Network that will Bring Internet to the
Whole Province Goes Forward,” El Esquiú, January 28, 2013, http://www.elesquiu.com/notas/2013/1/28/sociedad-269839.asp.
27
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a classification which will prioritize the expansion of national internet access.28 In keeping with its
growing ICT investment, the Argentine government has already built two communications satellites,
one of which, Arsat-1, is expected to be launched between August and September 2014; the other,
Arsat-2, will be launched in 2015.29
There are approximately 300 licensed ISPs in Argentina,30 indicating a diverse digital technology
spectrum free of onerous obstacles to entry. For a company to offer internet services, it must first
obtain a license from the National Communications Commission (CNC).31 The application fee is ARS
5,000, a fairly reasonable amount considering that the average monthly wage is ARS 7,500.32
Mobile phone penetration has also grown consistently in Argentina in recent years. According to the
ITU, as of November 2013, there were nearly 66 million mobile phones actively in use, indicating an
increase of over 1.5 million subscriptions from the previous year.33 The licensing process for mobile
phone providers is similar to that for ISPs; once approved, no additional fees are charged, although
providers are required to pay special taxes, such as those specified under the Universal Service Trust
Fund. Cybercafe licenses are processed like those of any other small business with no additional
requirements.34
In 2004, the government confiscated bands of the radio spectrum after mobile company Movicom
was sold to Telefónica (Telefónica was forced to relinquish the frequencies to avoid concentration of
the spectrum). After repeatedly postponing legal hearings, President Kirchner announced that Libre.
ar—a branch of state-owned company AR-SAT—would administer the frequencies. 35 This decision
was implemented through Resolution 71/2012 of the Communication Secretariat36 and justified with
the rationale that only one of the companies bidding for the bands met necessary requirements

28 Ambito, “Declaran de interés público la Red Federal Inalámbrica” [Federal Wireless Network Declared A Public Interest],
Ambito, December 17, 2012, http://ambito.com/noticia.asp?id=667793
29 El Diario 24, “Satélites Argentinos Finalizaron Exitosamente Nuevas Pruebas” [Argentinean Sattelites Finalized New
Tests Successfuly], ElDiario24.com, February 16th, 2014, http://www.d24ar.com/nota/313968/satelites-argentinos-finalizaronexitosamente-nuevas-pruebas-20140216-0102.html; See also: Cecilia Farre, “Cuenta Regresiva al Satélite de Telecomunicaciones
Argentino” [Countdown for Argentine Telecommunications Satellite], Perfil, April 20th, http://www.perfil.com/ciencia/Cuentaregresiva-al-satelite-de--telecomunicaciones-argentino-20140420-0066.html; and “Avanza el Satélite Arsat-1” [Arsat-1 Satellite
Moves Forward], Page12, February 10th, 2014, http://www.pagina12.com.ar/diario/economia/2-239525-2014-02-10.html
30 National Communications Commission, Informacion de las Empresas [Information Regarding Companies], accessed March
16, 2014, http://www.cnc.gov.ar/ciudadanos/internet/empresas.asp

National Communications Commission, Decree 764/2000: http://www.cnc.gob.ar/ciudadanos/internet/index.asp; National
Communications Commission, “Decree 764/2000 Annex 1” [in Spanish], accessed March 20, 2014, http://www.cnc.gov.ar/
normativa/Dec764_00-AnexoI.pdf.

31

National Communications Commission,“Guide for License Applications,” accessed March 20, 2014, http://www.cnc.gob.
ar/infotecnica/archivos/Guide_Licence%20Application[eng].pdf; See also: Infobae, “El Salario Promedio de la Economía se
Aproximó en Agosto a 7500 Pesos” [The Average Monthly Wage Rough Estímate is 7500 Argentine Pesos], Infobae, October
2013, http://www.infobae.com/2013/10/01/1512947-el-salario-promedio-la-economia-se-aproximo-agosto-7500-pesos
32

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions by Country, 2001-2013,” accessed
September 26, 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

33
34

Official website of INDEC, http://www.indec.mecon.ar

Marcelo Canton, “Ponen en Marcha la Empresa Estatal de Celulares” [Libre.ar, The State Mobile Company Started Working],
Clarin, December 14, 2012, http://www.clarin.com/politica/Ponen-empresa-estatal-celulares-Librear_0_828517184.html; Juan
Pedro Tomás, “Nuevamente Retrasan Licitación de Espectro Móvil” [Once More, Bid for the Mobile Spectrum is Delayed,” BN
Americas, June 8, 2012, http://bit.ly/1eUxPvl
35

Communications Secretariat, Contabilis, Resolution 71/2012, accessed March 20, 2014, http://contablis.com.ar/legislacion/
resoluciones/resolucion-71-2012-sec-comunicaciones.
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related to future investment and development.37 The decision also allowed the government to
regain control over the mobile sector,38 though fortunately such control has not extended to the
government overtaking ICTs.
As a result of the decision, Libre.ar will hold 25 percent of the radio spectrum and will provide mobile
services through small companies and cooperatives across the country.39 This plan will encourage
cooperatives to resell services,40 a development they view as an opportunity to gain recognition in
the mobile services arena.41 The new plan is also attractive to foreign investors looking to enter Latin
America’s mobile market, such as Chinese telecommunications firm Datang Mobile, which views
Argentina as the most profitable point of entry due to its large number of cell phones and potential
to embrace 4G services, which have yet to be launched.42
The national regulatory body that oversees digital technology—the CNC—was founded as a
relatively independent, public, decentralized body, whose functions are to regulate and supervise
ICTs.43 A 2002 presidential decree intended to increase efficiency, however, may have detracted from
the body’s independence by granting the executive the power to appoint an intermediary.44 This
intervention is ongoing, and may contribute to public mistrust of the regulator.45

Limits on Content
In February 2014, Argentina’s Supreme Court ruled that the government must comply with equitable
allocation of advertising. Additionally, in late 2013 and early 2014, a handful of contradictory court
cases impacted standards for intermediary liability, specifically regarding the liability of search
providers for removing content containing the unauthorized use of individual’s images.

Telam, “Planificación Anunció que ARSAT Explotará Frecuencias para Telefonía Celular” [It was Announced that ArSat Will
Exploit Cellular Phone Frequncies], TELAM, September 9, 2012, http://www.telam.com.ar/nota/37042/.

37

38 Media Telecom, “Estado Administrará 25% del Espectro para Servicios Móviles con ARSAT” [The State Will Administer 25%
of the Mobile Services Spectrum], Media Telecom, December 14, 2012, http://bit.ly/15F0VvO.

Argentina.Ar, “Libre.ar: Servicio de Internet y Telefonía Móvil de Arsat” [Libre.ar: Internet and Mobile Telephone Services
by Arsat], December 13, 2012, http://www.argentina.ar/temas/decada-ganada/2397-librear-servicio-de-internet-y-telefoniamovil-de-arsat; La Nacion, “Libre.ar, El Nombre de la Flamante Operadora Móvil Estatal” [Libre.ar, The Name of the State’s
Mobile Operator], La Nación, December 14th, 2012, http://www.lanacion.com.ar/1536943-librear-el-nombre-de-la-flamanteoperadora-movil-estatal
39

Alejandro Alfie, “El Gobierno Profundiza su Acuerdo con las Telefónicas” [The Government Deepens its Agreement with
the Cell Phone Companies], Clarin, January 4, 2013, http://www.clarin.com/politica/Gobierno-profundiza-acuerdotelefonicas_0_841115952.html

40

41 Telam, “Expectativa Entre las Cooperativas Para Poder Dar Servicio de Telefonía Móvil” [Expectations Amongs the
Telephone Cooperatives for Providing Mobile Telephone Service], Telam, September 9, 2012, http://www.telam.com.ar/
nota/38902/
42 Telam, “El Negocio de las Telecomunicaciones Atrae el Interés Chino” [Chinese Interest in National Telecommunications],
Telam, October 7, 2012, http://www.telam.com.ar/nota/40165/.
43

National Communications Commission, http://www.cnc.gov.ar/institucional/nuestro_org_introduccion.asp

National Communications Commission, Presidential Decree N° 521/2002 [in Spanish], March 20, 2002, http://www.cnc.gov.
ar/institucional/biblioteca/buscador/Normativa/pdf/Decreto-521_02.pdf.

44

The Economist, “Pressed: Argentina’s Media,” The Economist, August 25, 2010, http://www.economist.com/blogs/
americasview/2010/08/argentinas_media; “Federal Judge Freezes Order to Cancel Fibertel’s License, Govt to Appeal,” Business
News Americas, September 27, 2010, http://www.bnamericas.com/news/telecommunications/Federal_judge_freezes_order_to_
cancel_Fibertel*s_license,_govt_to_appeal.
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Argentine internet users have access to a wide array of online content, including international and
local news outlets, as well as the websites of political parties and civil society initiatives. Although
there is no automatic filtering of internet sites, web pages, blogs, or data centers, Law 25.690
tasks ISPs with the duty to provide software that limits access to specific websites.46 Law 2974 also
mandates the blocking of websites related to pornography in educational institutions, libraries, and
other public locations in Buenos Aires.47 Similar laws have been enacted in some of the provinces,
such as Santa Fe.48
YouTube, Facebook, Twitter, and international blog-hosting services are freely available in Argentina,
although social media sites have occasionally been blamed for coordinating vandalism and other
illegal activities. In December 2013, Minister of Justice Julio Alak stated that a wave of looting that
occurred in Entre Ríos and other Argentine provinces had been organized through social media
in response to a police protest.49 Consequently, in Entre Ríos there was a proposal to limit the use
of social networks.50 The proposed resolution stated that it was necessary to block “comments,
expressions, and information that fosters ‘apologia’ [incitement] of criminal acts and violence…”51
Although this would have been a blow to freedom of expression, the initiative was severely criticized
and the project did not succeed.52
According to Google’s Transparency Report, from January to June 2013, the Argentine government
submitted 35 court orders as well as 6 executive or police orders for content removal. Although
the number of requests declined from the previous term, the amount of content covered in these
requests increased greatly, encompassing 1,748 items. By contrast, from July to December 2012, 51
orders for content removal were issued, encompassing only 160 items. Although this increase is due
in part to a court order requesting the removal of 1,385 search results (Google did not remove these
results, but instead appealed the order, which was then reversed), excluding that particular order, the

46

Law 25.690, available at: http://infoleg.mecon.gov.ar/infolegInternet/anexos/80000-84999/81031/norma.htm

CEDOM, Law No. 2974, Argentine Federal Government, accessed June 12, 2014, http://www.cedom.gov.ar/es/legislacion/
normas/leyes/ley2974.html

47
48

Santa Fe Legal, “Codigo de Faltas, Ley 10.703, accessed June 12, 2014, http://www.santafelegal.com.ar/cods/cdf.html

49 La Nacion, “Trágicos Saqueos: Hubo Cinco Muertos en Chaco, Jujuy y Entre Ríos” [Tragic Plunders: Five Deceased in Chaco,
Jujuy and Entre Ríos], La Nación, December 10, 2013,
http://www.lanacion.com.ar/1646383-tragicos-saqueos-hubo-cinco-muertos-en-chaco-jujuy-y-entre-rios; See also: Infonews,
“El Gobierno va a La Justicia por Los Saqueos: “No Son Espontáneos, son Organizados” [The Government Goes Before The
Justice for the Plunders: ‘They Are Not Spontaneous, They Are Organized’], Infonews, December 9, 2013, http://www.infonews.
com/2013/12/09/politica-113433-el-gobierno-va-a-la-justicia-por-los-saqueos-no-son-espontaneos-son-organizadosprotestas-policiales.php; and La Nacion, “El Gobierno Aseguró que Los Saqueos Son “Fogoneados” por Setores Políticos
Ligados Al Massismo” [The Government Assures That The Plunders Are Encouraged by Political Sectors), La Nación, December
9th, 2013, http://www.lanacion.com.ar/1646194-el-gobierno-afirmo-que-los-saqueos-son-fogoneados-por-sectores-politicosligados-al-massismo

Infobae, “Insólito: Quieren Prohibir Los Mensajes en Twitter y Facebook Para Evitar Más Saqueos y Robos” [Unusual: They
Want to Forbid Messages on Twitter and Facebook to Prevent Plunders and Thefts), Infobae, December 18, 2013, http://www.
infobae.com/2013/12/18/1531663-insolito-quieren-prohibir-los-mensajes-twitter-y-facebook-evitar-mas-saqueos-y-robos

50

Infobae, “El Texto de La Resolución que Prohíbe el Uso de Twitter y Facebook Durante Crisis Sociales” [The Text of the
Resolution that Forbids the Use of Twitter and Facebook During Social Crisis], Infobae, December 18, 2013, http://www.infobae.
com/2013/12/18/1531720-el-texto-la-resolucion-que-prohibe-el-uso-twitter-y-facebook-crisis-sociales
51

52 Vía Libre Foundation, “Estado de Sitio Para Internet” [State Site for Internet], December 18, 2013 http://www.vialibre.org.
ar/2013/12/18/estado-de-sitio-para-internet/; Eduardo Bertoni, “Regular y Restringir Las Redes Sociales por Ley: ¿Una Idea
Demagógica o una Demostración de Falta de Conocimiento?” [Regulating and Restricting Social Media by Law: A Demagogic
Idea or a Sign of Ignorance?], December 18, 2013, http://ebertoni.blogspot.com.ar/2013/12/regular-y-restringir-las-redessociales.html
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number of items still doubled in the first half of 2013. In both the 2012 and 2013 terms, the majority
of the content was related to defamation.53
Among the most salient issues likely to impact internet access in Argentina are net neutrality
regulation and intermediary liability. The Senate Commission of Systems, Media, and Freedom of
Expression debated various projects related to these issues throughout 2013.54 One of the more
positive aspects to Resolution 5/2013, issued by the Secretariat of Communications, specifically
provides for net neutrality, mandating that providers “guarantee access to every user, that in no way
distinguishes, blocks, interferes, discriminates, hinders, degrades or restricts arbitrarily the reception
or sending of information.” 55
In recent years, controversy has emerged in Argentina over the blocking of allegedly defamatory
material, copyright protected content, and injunctions that invoke intermediary liability. In October
2012, for example, a judge ordered the CNC to mandate that ISPs block specific websites that
explain how to unblock netbooks from the government’s Connect Equality program in order to
use them for purposes other than education and digital literacy.56 The most recent—and highly
controversial—cases of blocking concerned sites that were illegally commercializing medicine
and electronic devices. The National Administration of Public Income (AFIP) blocked 37 such
sites in November 2013.57 In December, three additional websites were taken down, allegedly by
the National Direction of Registration of Internet Domains (NIC.ar), after a complaint from the
National Administration of Medicine, Food and Medical Technology (ANMAT) that the sites were
commercializing electronic cigarettes, which are prohibited in Argentina.58 The controversy around
these cases stemmed from a lack of clarity over whether the blocks and takedowns were, in fact,
court-authorized. In a public statement, ANMAT announced that it had worked with NIC.ar; however,
as the agency is an entity of the executive branch and not fully transparent, uncertainty remains over
whether a court order preceded the blocking and removal of the content in question.

Google, Transparency Report – Argentina, accessed July 1, 2014, https://www.google.com/transparencyreport/
userdatarequests/AR/

53

54 Gob.Ar, Senate Commission of Systems, Media and Freedom of Expression, http://www.senado.gov.ar/parlamentario/
comisiones/info/68; See also: S-2222/13 Senator Fellner; S-2291/13 Senator Pérsico; S-3618/12 Senators Estenssoro y Sanz;
S-1847/12 Senator Romero; S-1856/13 Senator Di Perna.
55

Gob.Ar, Resolution 5/2013, http://www.infoleg.gob.ar/infolegInternet/anexos/215000-219999/216915/norma.htm

Secretaría de Comunicación Pública, “Por Orden Judicial Bloquean El Acceso a Sitios de Internet” [Court Orders Blocking of
Access to Websites] November 12, 2012, http://www.prensa.argentina.ar/2012/11/12/35882-por-orden-judicial-bloquean-elacceso-a-sitios-de-internet.php
56

Telam, “La AFIP Hizo 13 Allanamientos y Bloqueó Sitios Web Por Venta Ilegal” [AFIP Carried Out 13 Searches and Blocked
Websites Due to Illegal sSales], Télam, November 22, 2013 http://www.telam.com.ar/notas/201311/41863-realizan-13allanamientos-y-bloquean-sitios-web-por-venta-ilegal.html; See also: Infojus, “La AFIP Cerró Webs que Vendían Productos de
Manera Ilegal” [AFIP Closed Down Websites that Sold Products Ilegally), Infojus, November 22, 2013, http://infojusnoticias.
gov.ar/nacionales/la-afip-cerro-webs-que-vendian-productos-de-manera-ilegal-2362.html; and Clarín, “La AFIP Comenzó a
Clausurar Sitios de Compra por Internet” [AFIP Started Shutting Down Online Shopping Websites], Clarín, November 23, 2013,
http://www.clarin.com/politica/AFIP-empezo-clausurar-compras-Internet_0_1034896685.html
57

58 ANMAT statement: http://www.anmat.gov.ar/comunicados/Cigarrillo_electronico_2013.pdf; See also: Programa Nacional de
Control del Tabaco, “Dieron de Baja Sitios Web en Los que se Ofrecia el ‘Cigarillo Electonico’” [Websites Where the ‘Electronic
Cigarette’ Was Offered Were Discharged], December 9, 2013, http://www.msal.gov.ar/tabaco/index.php/campanas-y-materialas/
archivo-de-noticias/343-dieron-de-baja-sitios-web-en-los-que-se-ofrecia-el-cigarrillo-electronico; Tiempo Argentino, “El
Cigarrillo Electrónico Ataca de Nuevo: Dan de Baja a Tres Sitios” [The Electronic Cigarette Strikes Again: Three Websites Are
Shut Down), Tiempo Argentino, December 7, 2013, http://tiempo.infonews.com/2013/12/07/sociedad-114484-el-cigarrilloelectronico-ataca-de-nuevo-dan-de-baja-a-tres-sitios.php
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Cases of blocking on grounds of copyright infringement have also surfaced from time to time.
In 2009, a court ordered the blocking of blog Que Te Pasa Clarin because of alleged copyright
infringement against newspaper Diario Clarín.59 Although the ruling was reviewed—and
subsequently overturned—by the National Federal Civil Court of Appeals in March 2014, the domain
was sold to another individual while it was blocked so that the owner could no longer make use of it.
Hence, although the ruling was overturned, the blog no longer exists.60
Another important case regarding copyright infringement and intermediaries concerns the popular
social platform and content sharing site Taringa!61 In 2011, copyright complaints were filed against
the site—which has over 24 million registered users—by the nonprofit organization Cámara
Argentina del Libro (CAL) and several editors. In response, the National Court of Criminal Appeals
prosecuted the owners as “necessary participants” in the violations committed by their subscribers,
who used Taringa! to share content protected by copyright law.62 Although the Supreme Court
confirmed the prosecution in August 2012, in March 2013 both parties reached an agreement
under which they would create a mechanism for CAL to monitor content shared over the platform.
Although this decision sparked criticism because it would entail content monitoring by private
entities, it was nonetheless approved.63
To date, there is no specific legislation regarding intermediary liability in Argentina. Due to the
absence of specific regulation, judicial rulings adjudicating liability to intermediaries or injunctions
ordering them to remove content are based on general rules, and decisions tend not to be uniform.
In 2013, numerous rulings regarding intermediary liability were issued, some of which were positive,
exempting hosting companies from disproportionate measures, and some of which were negative,
applying overly broad consumer protections that negatively impact the function of search engines.
In one late 2013 case, which had a positive ruling from a freedom of expression standpoint, the
production company Pampa Films filed a criminal lawsuit against YouTube administrators, Google,
and a YouTube user for allowing the movie “Un Cuento Chino” to be uploaded without legal
permission and hosted on YouTube.64 The movie, which was viewed by nearly 200,000 people in the
nine months it was available, was removed by the company after complaints from Pampa Films.65
The First Instance Criminal Court and the Criminal Court of Appeals each ruled that YouTube could
59

Arte Gráfica Editorial Argentino SA c/Castañeda Matías s/cese de uso de marcas, Daños y Perjuicios, July 29, 2009.

Telam, “Revocan un Fallo Por El Que Clarín Había Logrado Bloquear un Blog” [Ruling by Which Clarín Succeeded in
Blocking a Blog is Overturned], Télam, March 26, 2014, http://www.telam.com.ar/notas/201403/56847-revocan-un-fallo-porel-que-clarin-habia-logrado-bloquear-un-blog.html; See also: Infojus Noticias, “La Justicia Fallo Contra Clarin en una Demanda
Para Bloquear un Blog” [Justice Ruled Against Clarin in a Demand to Block a Blog], March 28, 2014, http://infojusnoticias.gov.ar/
nacionales/la-justicia-fallo-contra-clarin-en-una-demanda-para-bloquear-un-blog-3612.html
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Wikipedia, Taringa! Page, Wikipedia, accessed July 1, 2014, http://es.wikipedia.org/wiki/Taringa

CIJ, “Confirman Procesamiento de Responsables del Sitio de Internet Taringa!” [Confirmed Prosecution of Those Responsible
for the Taringa! Website], CIJ, October 25, 2011, http://www.cij.gov.ar/nota-8058-Confirman-procesamiento-de-responsablesdel-sitio-de-Internet-Taringa--.html
62

63 Vía Libre Foundation, “Control Privado y Libertad de Expresión en Internet: el Caso Taringa!” [Private Control and Freedom
of Expression on the Internet: the Case of Taringa!], May 25, 2013, http://www.vialibre.org.ar/2013/05/25/control-privadoy-libertad-de-expresion-en-internet-el-caso-taringa/; “Acuerdo entre la Cámara Argentina del Libro y Taringa” [Agreement
Between Cámara Argentina del Libro and Taringa], March 27, 2012, http://www.camaradellibro.com.ar/index.php/component/
content/article/42-socios/circulares/1457-circular-no2212-aclaracion-acuerdo-entre-la-camara-argentina-del-libro-y-taringa
64 TN, “YouTube y ‘Un Cuento Chino:’ un Fallo que Podría Sentar Precedentes,” [Youtube and ‘Un Cuento chino:’ A Ruling that
Could Set a Precedent], TN, November 26, 2013, http://tn.com.ar/tecnologia/youtube-y-un-cuento-chino-un-fallo-que-podriasentar-precedentes_423696
65 La Nación, “Subir Una Película a YouTube No es Un Delito Penal, Dice la Justicia Argentina” (Uploading a Movie to YouTube
is Not a Crime, says Argentine Justice], La Nación, November 26, 2013, http://www.lanacion.com.ar/1642229-subir-una-peliculaa-youtube-no-es-delito-dice-la-justicia-argentina
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not be held criminally liable for hosting the film since it does not prescreen content uploaded
by users, and praised the company for responding to the complaint by removing the content in
question.66
A handful of cases pertaining to the unauthorized use of images or videos have also come to
the fore in recent years. In one 2010 case, the artist Virginia Da Cunha sued Google and Yahoo
for the unauthorized use of her image by websites that offered sexual services. The National Civil
Court of Appeals ruled that intermediaries could only be held liable if they were nonresponsive to
complaints, establishing a subjective liability regime, under which liability is assigned if an actor is
deemed negligent. Although the case is awaiting a ruling by the Supreme Court, in August 2013, the
Attorney General issued an opinion confirming the ruling made by the Appeals Court, which stated
that satisfying Da Cunha’s request would be tantamount to requiring pre-emptive censorship.67 This
is a positive ruling for freedom of expression as it requires companies to respond to complaints but
does not force intermediaries to monitor content as it is created, which could place undue burdens
on intermediaries and lead them to censor legitimate content in order to limit legal liability.68
Two important rulings issued in 2013 are decidedly less positive for freedom of expression. In the
May 2013 case of Florencia Peña, an actress who was victim to the online publication of a stolen
video of her and her husband having intimate relations,69 the Court of First Instance issued a
precautionary measure ordering Google to block all search results containing the actress’ name
along with terms alluding to the video, rather than taking a more nuanced and proportionate
precautionary measure such as ordering the blocking of the specific URLs hosting the video.
Another example of a ruling with a potentially dangerous precedent occurred in the December
2013 case of Evangelina Carrozo, a model whose image was used without authorization in sexual
content websites. In its ruling, the National Civil Court of Appeals tasked Google and Yahoo with
the obligation to compensate Ms. Carrozo for the use of her image.70 The Court further stated that
search engines carry out an inherently risky activity, making them automatically liable for content.71
The Court’s findings are controversial as they imply that search engines ought to act as arbiters
of content. Such responsibility would effectively force intermediaries to engage in censorship,
negatively impacting freedom of expression and access to information.72
One March 2014 case stands as a positive counterexample to the concerning ruling in the Carrozo
case. In this suit, which also involved a model, Carolina Valeria, whose name and image were used
in sexual content websites, the National First Instance Civil Court ruled in favor of Google, the
66 See Court Ruling, Page 6: https://docs.google.com/viewer?url=http://especiales.lanacion.com.ar/multimedia/proyectos/
pdf/google.pdf&chrome=true
67

Available at: http://fiscales.gob.ar/procuracion-general/wp-content/uploads/sites/9/2013/09/D-544-46-DA-CUNHA.pdf

In May 2014, the Supreme Court called for an audience in a similar case (video here: http://www.cij.gov.ar/nota-13404Seguir--este-jueves-la-audiencia-p-blica-de-la-Corte-en-causa-por-responsabilidad-de-buscadores-de-internet.html); Many
Amicus Curiae briefs were presented by specialists advising the Court on how to rule. See: Rodriguez, María Belen c/ Google Inc.
s/daños y Perjuicios.
68

69 PEÑA MARÍA FLORENCIA c/ GOOGLE s/ ART. 250 C.P.C. INCIDENTE CIVIL -Expte. N° 35.613/2013 – Juzgado Nacional de
Primera Instancia en lo Civil N° 72

Carrozo, Evangelina c/ Yahoo de Argentina SRL y otro s/ daños y perjuicios: http://www.infojus.gov.ar/jurisprudencia/
NV6830-carrozo_yahoo_danos-nacional-2013.htm;jsessionid=1vc3ebb7zltsu1nuv2ndnkvopq?0

70
71

See Article 1113 pertaining to objective liability; See also Carrozo, p 7.

Vía Libre Foundation, “Carrozo vs. Google y Yahoo: Resarcimiento Para Una, Daño Para Todos” [Carrozo vs Google and Yahoo:
Compensation for One, Damage for All] http://www.vialibre.org.ar/2014/01/08/carrozo-vs-google-y-yahoo-resarcimiento-parauna-dano-para-todos/
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search engine being sued. In his ruling, the judge stated that the company had conducted no illegal
behavior, and further, that forcing Google to delete all entries with the model’s name would amount
to prior censorship.73
Two key legislative proposals that would have limited intermediary liability came to the fore in 2012,
although neither was passed. Proposal 2668-D-2012 would have excluded ISPs serving as technical
intermediaries from responsibility for content originating from a third party, as long as the ISP did
not alter the content in question.74 After this proposal was rejected in 2012 amidst criticism, its
author, Representative Pinedo, updated the draft bill and presented it again; it was rejected a second
time in March 2013.75 The other proposal, 8070-D-2012, would have excluded ISPs from liability for
all transmitted information, unless the ISP modified the information or was the original transmitter.
This initiative faced criticism for disregarding international standards when allowing third parties and
administrative bodies to ask ISPs to remove content without a judicial order.76
Self-censorship among bloggers and online users is not widespread in Argentina, yet in the interior
of the country, where the rule of law is weaker than in the capital district, some online journalists
refrain from writing about powerful local officials so as not to jeopardize their relationship with
private advertisers. According to the latest IFEX report, given Argentina’s polarized political
and press environment, public media is used as a tool to question journalists who criticize the
government.77 Some writers likewise adjust their reporting based on the partisan affiliation of their
publication.
One significant issue facing news outlets is discriminatory allocation of official advertising, a
practice for which the Argentine federal and local governments are known. Outlets whose reporting
has been critical of the government are often excluded from official advertisement, while those
who are supportive are rewarded with reallocation of advertisement opportunities.78 This biased
practice has inhibited freedom of expression, particularly in the print and broadcast media sectors.79
Although funds allocated to internet activities represent only three percent of the federal advertising
budget, the most recent publicly available statistics show that during the first semester of 2012, 42

Gimbutas Carolina Valeria c/Google Inc. s/Habeas Data and Gimbutas
Carolina Valeria c/Google Inc s/danos y perjuicios, http://scw.pjn.gov.ar/scw/viewer.
seam?id=jx%2FuvPA6Yt7ssT%2F04x6mo9lk7gNgYFb90Mxw0Klfkas53D&tipoDoc=despacho&cid=455864

73

H.Cámara de Diputados de la Nación, Proyecto de Ley, accessed July 1, 2014, http://www1.hcdn.gov.ar/proyxml/
expediente.asp?fundamentos=si&numexp=2668-D-2012

74

H.Cámara de Diputados de la Nación, Proyecto de Ley, accessed July 1, 2014, http://www1.hcdn.gov.ar/proyxml/
expediente.asp?fundamentos=si&numexp=2668-D-2012

75

Argentine House of Representatives, File 8070-D-2012, http://www1.hcdn.gov.ar/proyxml/expediente.
asp?fundamentos=si&numexp=8070-D-2012; Beatriz Busaniche, “Responsabilidad de Intermediarios de Internet: El Debate
Pendiente” [Internet Intermediaries’ Responsibility: A Pending Debate], La Nacion, November 30, 2012, http://www.lanacion.
com.ar/1532025-responsabilidad-de-intermediarios-de-internet-el-debate-pendiente

76

IFEX, Informe Anual de Impunidad 2013 [2013 Annual Report on Impunity], accessed July 1, 2014, http://ifex.org/alc/es/
impunidad2013/2013/pdf/informe_2013.pdf
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Poder Cuidadano, “Dimensión de la Publicidad Oficial en la Argentina” [The Dimension of Official Publicity in Argentina],
Poder Ciudadano, accessed March 20, 2014, http://poderciudadano.org/wp/wp-content/uploads/2011/12/Informaci%C3%B3npreliminar-PO-Poder-Ciudadano.pdf; Asociacion por los Derechos Civiles and Open Society Justice Initiative, “Buying the News:
A report on Financial and Indirect Censorship in Argentina,” Open Society Institute (2005), http://www.censuraindirecta.org.ar/
advf/documentos/48ee57ee263549.92961213.pdf.
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percent of that sum was assigned to only 10 beneficiaries, all of whom had clear ties to the federal
government.80
Despite multiple rulings by the Supreme Court and the Federal Court of Appeals in 2011 and 2012
stating that the government must utilize equitable measures in its distribution of state advertising,
to date, the government has been noncompliant and has faced no penalty for its disregard of
judicial orders.81 In June 2013, the National Civil Court of Appeals made yet another ruling urging
the government to distribute official advertising in an equitable and proportional way.82 In October,
the Supreme Court issued a further ruling regarding the constitutionality of the Telecommunications
Law in which it recommended “transparent public policy in terms of official advertising.”83 Finally,
in February 2014, the Supreme Court confirmed its ruling urging the government to comply
with equitable advertising allocation, emphasizing the importance of this principle to freedom of
expression.84 To date, however, the government does not appear to have changed its stance on
equitable allocation of advertising.
There are no restrictions on access to national or foreign news sources in Argentina. Argentines are
able to express themselves freely online; in recent years, many have also used social media as a tool
for political mobilization. In late 2012, Twitter and Facebook were used to mobilize protestors in a
major antigovernment demonstration known as 8N (November 8). Although official figures vary
widely, placing the size of the protests between 30,000 (according to the Buenos Aires police) and
100,000 (according to regional media), 8N succeeded in bringing tens of thousands of people out
to protest corruption, violent crime, declining freedom of expression, and inflation.85 In April 2013,
another public demonstration known as 18A (April 18) was organized using social media, and, like

80 Juan Pablo de Santis, “En Internet, el Dinero de la Publicidad Oficial También Queda en Pocas Manos” [On The Internet,
Official Advertising is Also in the Hands of a Few], La Nacion, March 21, 2013, http://www.lanacion.com.ar/1564903-en-internetel-dinero-de-la-publicidad-oficial-tambien-queda-en-pocas-manos.
81 Multiple rulings were issued throughout 2011 and 2012. See: IFEX, “Supreme Court Urges Government to Avoid Bias in
Allocating State Advertising,” news release, March 8, 2011, http://www.ifex.org/argentina/2011/03/08/omit_discriminatory_
criteria/; Committee to Protect Journalists, “Supreme Court Tells Argentina to Avoid Bias in Allocating Ads,” March 4, 2011,
http://cpj.org/2011/03/supreme-court-urges-argentina-to-avoid-bias-in-all.php; See also: “La Publicidad Oficial” [The Official
Advertising], Pagina 12, August 15, 2012, http://www.pagina12.com.ar/diario/elpais/1-201096-2012-08-15.html; Clarin,
“Publicidad Oficial: Otro Fallo en Favor de Perfil” [Official Advertising: Another Ruling Benefits Perfil], Clarin, August 15, 2012, http://www.
clarin.com/politica/Publicidad-oficial-fallo-favor-Perfil_0_755924464.html; Editorial Perfil SA c/ Federal Government – Chief of
Staff of Ministers – SMCs under Law 16.986, March 2011; Editorial Black River [Rio Negro] SA c/ Neuquén Province s/amparo,
Fallos 330:3907, September 2007; and: http://www.cij.gov.ar/nota-10404-Caso-Perfil--la-Corte-desestim--un-planteo-delEstado-Nacional-en-causa-sobre-distribuci-n-de-publicidad-oficial.html
82 La Nacion, “Obligan al Gobierno a Distribuir Equitativamente la Pauta Oficial” [Government Forced to Distribute
Official Advertising Equally), La Nación, June 7, 2013, http://www.lanacion.com.ar/1589474-obligan-al-gobierno-a-distribuirequitativamente-la-pauta-oficial; See also: “La Corte Equilibra con un Fallo Contra el Manejo de la Pauta Oficial” [Supreme
Court Balances A Ruling About Official Advertising Management], Perfil, November 3rd, 2013, http://www.perfil.com/politica/
La-Corte-equilibra-con-un-fallo-contra-el-manejo-de-la-pauta-oficial-20131103-0009.html
83 “La Corte Suprema Declaró la Constitucionalidad de la Ley de Medios” [Supreme Court rules Media Law as Constitutional)
http://www.cij.gov.ar/nota-12394-La-Corte-Suprema-declar--la-constitucionalidad-de-la-Ley-de-Medios.html
84 A.925. XLIX, Arte Radiotelevisivo Argentino S.A. c/Estado Nacional – JGM – SMC s/ amparo ley 16.986, http://www.cij.gov.
ar/nota-12889-La-Corte-orden--incluir-a-Canal-13-en-el-reparto-de-la-publicidad-oficial.html
85 Damian Pachter, “Argentines Protest in Huge Anti-Government March,” The Huffington Post, November 8, 2012, http://www.
huffingtonpost.com/huff-wires/20121108/lt-argentina-anti-government-march/.
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8N, gathered a great deal of attention on Twitter and Facebook.86 According to the Buenos Aires City
Government, 18A gathered over 1 million protesters—a figure that was challenged by the National
Government, which stated that only 178,000 people attended.87 The 18A protest took place in the
capital and in other Argentine cities such as Mar del Plata, Santa Fe, Rosario, and Salta.
A few other notable public demonstrations were also organized via social media during 2013. In
October 2013, a march was arranged on social media in support of President Cristina Fernández de
Kirchner, who was in the hospital recovering from an operation.88 In December 2013, after suffering
multiple power outages due to a heat wave and an energy deficit, social media was widely used as a
tool to organize protests. One of the resulting movements, known as 30D, invited citizens to gather
on December 30th for a march toward the Obelisc in protest of the power cuts.89 Although the
government did not respond to 30D, it stands as an example of the practical use of social media by
Argentines as a tool for real-world mobilization.

Violations of User Rights
A number of incidents over the past year threatened internet users’ rights to freedom of expression
and privacy online. In December 2013, Juan Pablo Suarez, the editor of the online news site Ultima
Hora, was detained for nine days after filming the arrest of a local police officer. In October 2013, a
glitch in the online electoral system enabled the photos of some registered voters to be downloaded
by others, violating data protection and privacy standards. Additionally, in July 2013, the Secretariat
of Communications issued Resolution 5/2013, which could infringe on users’ right to privacy by
potentially allowing unfettered access to telecommunications infrastructure and user data.
The Argentine Constitution and human rights treaties incorporated in 1994 guarantee freedom
of expression.90 Additional laws also exist to ensure that citizens have the liberty to express their
86 “Cacerolazo 18A: multitudinarias protestas contra el Gobierno en todo el país” (18A pot-banging protest: massive
demonstration against Government across the country), La Nación, April 18th, 2013, http://www.lanacion.com.ar/1573998cacerolazo-18a; See also: “Masiva marcha contra el Gobierno” (Massive demonstration against the Government), Infobae, April
18th, 2013, http://www.infobae.com/2013/04/18/706607-masiva-marcha-contra-el-gobierno; and: “El pulso del #18A en las
redes sociales” (#18A in social media), La Nación, April 18th, 2013. http://www.lanacion.com.ar/1573920-el-pulso-del-18a-enlas-redes-sociales
87 “Masiva marcha contra el Gobierno” (Massive demonstration against the Government), Infobae, April 18th, 2013 http://
www.infobae.com/2013/04/18/706607-masiva-marcha-contra-el-gobierno; See also: “Cacerolazo 18A: multitudinarias
protestas contra el Gobierno en todo el país” (18A pot-banging protest: massive demonstration against Government across the
country), La Nación, April 18th, 2013, http://www.lanacion.com.ar/1573998-cacerolazo-18a; See also: “Para el Gobierno, sólo
se movilizaron 178 mil personas en todo el país” (According to the Government, only 178 thousand people took part in the
mobilization), Clarín, April 20th, 2013, www.clarin.com/politica/Gobierno-solo-movilizaron-personas-pais_0_904709647.html
88 Terra Noticias, “Todos con Cristina,” La Convocatoria para El 17 de Octubre” [Everyone with Cristina, the Convocation for
October 17th], Terra Noticias, October 16, 2013, http://noticias.terra.com.ar/politica/todos-con-cristina-la-convocatoria-para-el17-de-octubre,95f82b8b551c1410VgnCLD2000000dc6eb0aRCRD.html; See also; El Intransigente, “Convocan a Apoyar a Cristina
Kirchner el 17 de Octubre en Plaza de Mayo” [Convocation to Support Cristina Kirchner on October 17th at Plaza de Mayo], El
Intransigente, October 16, 2013, http://www.elintransigente.com/notas/2013/10/16/convocan-apoyar-cristina-kirchner-octubreplaza-mayo-212160.asp
89 Diario Hoy, “Por Libertad a Callejeros y Por Los Cortes de Luz, Habrá dos Marchas al Obelisco” (There Will be Two
Marches to the Obelisc for the Callejeros Case and Power Cuts), Diario Hoy, December 30, 2013, http://diariohoy.net/politica/
por-libertad-a-callejeros-y-por-los-cortes-de-luz-habra-dos-marchas-al-obelisco-20082; See also; Perfil, “El #30D Tendrá
Dos Marchas en el Obelisco” [#30D Will Have Two Marches at the Obelisc], Perfil, December 29, 2013, http://www.perfil.com/
sociedad/El-30D-tendra-dos-marchas-en-el-Obelisco-20131229-0055.html,
90 Senate of the Argentine Nation, “Argentine Constitution,” Article 14, accessed March 20, 2014 http://www.senado.gov.
ar/web/interes/constitucion/english.php. The constitution was amended in 1994, and Article 75 (22) now accords numerous
international human rights treaties with constitutional status and precedence over national laws.
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views without fear of censorship or reprisal, a protection that was extended to the internet in 1997.91
Constitutional protection was also extended to “the search, reception and dissemination of ideas
and information of all kinds via internet services” in 2005 under Law 26032. 92
The Argentine judiciary is generally seen as independent, particularly in its higher echelons, such as
the Supreme Court of Justice. Not all regulatory bodies in Argentina benefit from the same level of
autonomy as the judiciary, however. In December 2011, NIC.ar, which regulates and registers domain
names, was placed directly under oversight of the executive branch of government, where it remains
to this day.93 In late 2012, controversy arose over denials of domain names related to President
Cristina Fernández de Kirchner and the progovernment youth group “La Cámpora.”94 Although some
blamed the close relationship between NIC.ar and the executive, there is no evidence of similar cases
in 2013.
In November 2009, the legislature decriminalized defamatory statements referring to matters of
public interest.95 Although there are no specific laws that criminalize online expression related to
political or social issues, recent cases have detracted from the ability of reporters to cover the arrest
of an elected official—an event that is arguably a “matter of public interest.” In one controversial
December 2013 case, Juan Pablo Suarez, the editor of news website Ultima Hora, was arrested on
felony charges of sedition (incitement to public disorder) for filming the arrest of a local police
officer in Santiago del Estero. Although he was released after nine days, there was a great deal of
criticism surrounding his arrest, as many believed that he had been punished simply for doing his
job.96 During the arrest, police officers also seized computers and documents from the website’s
headquarters.97 While there are no penalties for “irresponsible journalism,” a recent statement by
Chief of Cabinet Jorge Capitanich is worrisome. Mr. Capitanich claimed that Vice President Amado
Boudou—currently being processed in a criminal case of corruption98—is a victim of “media

91

Decreto 1279/97, http://mepriv.mecon.gov.ar/Normas/1279-97.htm

Law 26032 [in Spanish] (2005), Documentation and Information Center, accessed March 20, 2012, Available at: http://www.
infoleg.gov.ar/infolegInternet/anexos/105000-109999/107145/norma.htm.

92
93

Nic.Ar https://nic.ar/

Eduardo Bertoni and Atilio Grimani, “Nombres de Dominio: Una Expresion que merece ser Protegida” [Domain Names: An
Expression Worth Protecting], CELE – iLEI, November, 2012, http://bit.ly/1dSs1zC.
94

Reform Law 26551, See: CELE http://www.lanacion.com.ar/1512551-calumnias-e-injurias-dos-delitos-de-incomodavigencia.

95

Committee to Protect Journalists, “Argentina should release editor accused of sedition”, December 18th, 2013,
http://cpj.org/2013/12/argentina-should-release-editor-accused-of-seditio.php; See also: “Liberaron a Juan Pablo Suárez, el
periodista santiagueño que estaba detenido por instigar a la sedición” (Juan Pablo Suárez, the journalist accused of sedition,
was released), Infobae, December 19th, 2013, http://www.infobae.com/2013/12/19/1532035-liberaron-juan-pablo-suarez-elperiodista-santiagueno-que-estaba-detenido-instigar-la-sedicion;“Desde Fopea reclaman la libertad del editor Juan Pablo
Suárez” [FOPEA Demand the Freedom of Editor Juan Pablo Suárez], La Noticia 1, December 17, 2013, http://www.lanoticia1.
com/noticia/desde-fopea-reclaman-la-libertad-del-editor-juan-pablo-suarez-45656.html; La Nacion, “Santiago del Estero:
Detuvieron a Un Periodista y Lo Acsaron de Sedición” [Santiago del Estero: A Journalist Was Arrested and Accused of Sedition],
La Nación, December 12, 2013, http://www.lanacion.com.ar/1647153-santiago-del-estero-detuvieron-a-un-periodista-y-loacusaron-de-sedicion; Fopea.Org, FOPEA Statement, December 14, 2013: http://bit.ly/1r0E3RA
96
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CPJ, “Argentina Should Release Journalist Accused of Sedition” CPJ, December 18, 2013, http://cpj.org/x/57f2

La Nacion, “Pidieron la Indagatoria de Boudou y Echegaray y Se Acelera el Caso Ciccone” [They Called for The
Investigation of Boudou and Echegaray and the Ciccone Case is Accelerated), La Nación, February 7, 2014,
http://www.lanacion.com.ar/1662050-pidieron-la-indagatoria-de-boudou-y-echegaray-y-se-acelera-el-caso-ciccone
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persecution and lynching.”99 Such a statement could encourage censorship among investigative
journalists, as it contradicts the standard according to which discussions on matters of public interest
should be protected.
Although users must provide identification when purchasing a mobile phone or prepaid SIM card,100
to date, there are no restrictions on anonymity for internet users, nor are there restrictions on the
use of encryption. Users are able to post anonymous comments freely in a variety of online forums,
and bloggers are not required to register with the government. Any website ending in “.ar,” however,
must be registered with NIC.ar. In March 2014, the Legal and Technical Secretariat issued Resolution
19, a measure which mandates the creation of a section in the Official Bulletin (Boletín Oficial)
dedicated to publishing registered domain names, as well as the names of those registering them,
which could deter people from applying for domain names.101 Beginning in March 2014, registration
of any domain ending in “.com.ar” will also require an annual fee of between 65 and 450 Argentine
pesos per year. Although the fees are reasonable considering that the average monthly wage
is 7,500 pesos,102 domains were previously free, marking a change in domain name registration
policy.103 The rationale behind this change is that it will deter people from registering for domain
names they are not going to use.
A court order is officially required to intercept private communications, even in cases related to
national security, a precedent established by Argentina’s National Intelligence Law to ensure user
privacy.104 Such procedures appear to be followed, although there are no official figures detailing
the number of annual interceptions. According to Google’s Transparency Report, between January
and June 2013, Argentine authorities made 114 requests for user data spanning 132 accounts.
Google complied in 48 percent of cases.105 Microsoft’s Law Enforcement Request Report for the

99 Clarin, “Para el Gobierno, Boudou es Víctima de un ‘Linchamiento Mediático’” [According to the Government,
Vicepresident Boudou is a Victim of ‘Media Lynching’], Clarín, February 7, 2014,
http://www.clarin.com/politica/Gobierno-Boudou-victima-linchamiento-mediatico_0_1080492285.html; “El Gobierno Habla de
‘Persecución y Linchamiento Mediático’ de Amado Boudou” [The Government Speaks of the ‘Media Persecution and Lynching’
against Boudou], La Nación, February 7, 2014, http://bit.ly/1A0zdVs; “Capitanich: ‘Boudou es Víctima del Linchamiento
Mediático’” [Capitanich: ‘Boudou is a Victim of Media Lynching], Cronista.com, February 7, 2014, http://bit.ly/1r0Er2H

CNC, Law 19.798, Resolution 490/97 [in Spanish] (1997), http://www.cnc.gob.ar/normativa/sc0490_97.pdf; Secretaria
de Comunicasiones, “Apruebase de Relamento General de Clientes de los Servicios de Comunicaciones Moviles” [Text of the
General Terms for Users of Mobile Communication Services], CNC, accessed March 20, 2012, http://www.cnc.gob.ar/normativa/
sc0490_97.pdf
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Gob.Ar, Official Bulletin, http://bit.ly/1r7i9rs

“El Salario Promedio de la Economía se Aproximó en Agosto a 7500 pesos” [The Average Monthly Wage Rough Estímate
is 7500 Argentine Pesos], Infobae, October 2013, http://www.infobae.com/2013/10/01/1512947-el-salario-promedio-laeconomia-se-aproximo-agosto-7500-pesos
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first semester of 2013 states a total number of 455 requests for user data covering 675 accounts.
Microsoft complied with 371 requests. 106
Argentina tends to hold high privacy and data protection standards, and while there have
occasionally been local initiatives aimed at decreasing public unrest via the surveillance of online
platforms, to date, none have been put into practice. Following complaints about unruly parties
and other events in La Plata, Gustavo Luzardo, sub-secretary of the Urban Control Department,
announced that local government would monitor social networks to trace planned events, in order
to “advise” neighbors of potentially disruptive events. After allegations by community members
and specialists alike that such monitoring would amount to a form of “pre-emptive surveillance,”107
assurances were provided that such measures—which could endanger freedom of expression on
social networks—would not be taken.108
Despite a strong data protection framework, in July 2013, the Secretariat of Communications
passed a resolution that may impact user privacy. Resolution 5/2013109 governs the quality of
telecommunications services and states that providers should “guarantee the free access of the
CNC to installations… and [should] give them all the information that is required…”110 Although
the resolution mentions respect for personal data, the vague wording has the potential to lead to
violations of users’ privacy.111 Additionally, in October 2013, a glitch in the online electoral system
sparked significant concern when it enabled the photos of some registered voters to be downloaded
by others, violating data protection and privacy standards.112 In response, a local NGO filed a
collective habeas data suit—a constitutional legal action that claims that every citizen has the right
to see any information concerning himself or herself which appears in the public or private archives,
and that he or she may also request the deletion of incorrect or sensitive information. In keeping
with this rule, the NGO requested the elimination of citizens’ images from the electoral roll.113 To
date, there has been no ruling on this matter, although the online electoral roll is currently inactive.
Microsoft, Transparency Report, Argentia: http://www.microsoft.com/about/corporatecitizenship/en-us/reporting/
transparency/
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Although attacks against online journalists occur sporadically, they are not as common as violence
against those working for traditional media outlets, which has become a “noticeable problem.”114
According to the Argentine Journalism Forum (FOPEA), there were 194 attacks against 239 journalists
in 2013—mainly physical aggression, harassment and censorship—a slight rise as compared to the
172 attacks witnessed in 2012.115 Attacks specifically targeting digital media journalists have proven
more difficult to tally with accuracy but appear to have decreased over the past year. Although fear
of being attacked could lead to self-censorship, as of mid-2014, it did not appear to be a significant
barrier to freedom of online expression. While defamatory campaigns have occasionally targeted
bloggers,116 as of June 2014, such incidents did not appear to be widespread or on the rise.
The Argentine government passed a law on cybercrime (Law 26388) in 2008, which amended the
Argentine Criminal Code to prohibit distribution and possession of child pornography, interception
of communications and informatics systems, hacking, and electronic fraud.117 Some of the terms
used in the legislation have been criticized as too ambiguous, which could lead to expansive
application of the law. To date, however, this law has not been used to punish online expression.
Although cybercrime investigation units do not yet appear to exist on the national level,118 a oneyear pilot project aimed at investigating cybercrimes was activated in Buenos Aires in November
2012.119 A 2013 report about the pilot project revealed 172 ongoing cybercrime felony cases, 120 of
which correspond to child pornography cases.120
Many draft bills on the issues of child grooming and cybercrime have been presented in Congress in
recent years. The most recent bill was aimed at criminalizing electronic contact with minors that may
lead to harm of the minor’s sexual integrity.121 This proposal sparked criticism among academics and
legislators due to vague wording that would have criminalized any online interaction with minors,
issuing the same sentence that is mandated for cases of abuse.122 Despite the criticism, in November
2013, Law 26.904 was passed by the Congress, establishing penalties of six months to four years

Committee to Protect Journalists, Attacks on the Press in 2013: Argentina, accessed July 1, 2014, http://cpj.org/2014/02/
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imprisonment for online contact with a minor carried out “with the purpose of committing a crime
against [the minor’s] sexual integrity.” 123
In July 2011, the Executive Power established the National Program of Critical Infrastructure of
Information and Cybersecurity (ICIC).124 The program, which is comprised of four working groups,
aims to create a framework to foster identification and protection of strategic infrastructure. One of
its groups aims to reduce security breaches and to minimize information safety risks; another offers
assessment when emergencies arise as the result of such incidents.
In August 2013, the official Twitter account of the House of Government, @CasaRosadaAR, was
hacked and used to publish offensive posts about a journalist. In response, the account was
temporarily suspended; however as of May 2014 it is active.125 No suspects were named, and there
has been no news of further attacks; nonetheless, cybercrime is perceived to be a growing problem
in Argentina.
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2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

8

7

Limits on Content (0-35)

9

9

Violations of User Rights (0-40)

12

12

TOTAL* (0-100)

29

28

3 million
46 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Access to the internet improved during the coverage period, with internet penetration
increasing from 39 percent in 2012 to 46 percent by the end of 2013 (see Obstacles to
Access).

•

Improvements in the mobile market included the introduction of a mobile number
portability (MNP) system in April 2014, allowing consumers to switch more easily
between providers, and the licensing of a fourth mobile network provider, due to take
effect in 2015 (see Obstacles to Access).

•

On November 9, 2013, an amendment to the copyright law went into force that
requires print publications, online media, and other websites to cite the original source
of republished content, including the news outlet’s title and an active hyperlink to the
original content where appropriate. Journalists and editors hope the new regulation will
improve the quality of the media in Armenia (see Limits on Content).

•

An online campaign surrounding pension reforms succeeded in generating a national
policy change, eliminating the proposed requirement for mandatory pension
contributions (see Limits on Content).
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Introduction
The internet penetration rate in Armenia has continued improving over the past few years, accompanied by fewer restrictions on online content and increased efforts to make the communications
regulatory body, the Georgian National Communications Commission (GNCC), more independent.
Additionally, citizen groups and NGOs have made use of online communication tools to organize
campaigns and promote policy changes in the country.

Obstacles to Access
Internet access in Armenia has increased, particularly in the past few years. According to the International Telecommunication Union, the internet penetration rate in Armenia stood at 46 percent in
2013, compared with 39 percent in 2012 and just 6.2 percent in 2008.1 Other estimates place the
internet penetration rate somewhat higher: the Public Service Regulatory Commission estimated
internet penetration in Armenia at 60.6 percent,2 while the Internet Society chapter in Armenia (ISoc
Armenia) reported 56.9 percent,3 and the Caucasus Research Center placed the rate at 53 percent.4
These statistics generally vary due to differences in methodology used to calculate internet penetration rates.
The Armenian mobile phone penetration rate reached 112.4 percent in 2013, compared to 111.9
percent in 2012 and 48.4 percent in 2008.5 According to research conducted by Samvel Martirosyan,
approximately 1.5 million mobile phones were connected to the internet as of February 2014, out of
a total of 3.35 million mobile phone subscriptions.6 Technologies for wireless internet access in Armenia include 3G networks, WiMAX, and Wi-Fi. Access to mobile broadband is available throughout
the majority of the country and is affordable for much of the population. Mobile broadband tariffs
and limitations have become more affordable, and the networks more reliable, particularly for users
in rural areas.7
All three current mobile operators offer 2G and 3G+ networks, and one operator offers 4G (LTE)
network services. In contrast to the diverse market in Yerevan, the capital city, many villages have
only one or two mobile broadband services from which to choose. Approximately 60 percent of rural
towns are covered by landline broadband. According to official information from mobile operators,8

1 International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2008, 2012 & 2013, accessed
July 25, 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
2

Public Services Regulatory Commission of the Republic of Armenia, accessed April 25, 2014, http://www.psrc.am.

Internet Society of Armenia, Study on the Internet Penetration and Usage in Armenia, accessed April 26, 2014, http://www.
isoc.am/publ/penetration_ru.pdf.

3

4 Caucasus Research Resource Centers, “Internet Usage and Popularity in Armenia”, published September 2, 2013, http://crrccaucasus.blogspot.com/2013/09/internet-usage-and-popularity-in-south.html.
5 International Telecommunication Union, “Mobile-Cellular Subscriptions”, 2013, 2012, 2008, http://www.itu.int/en/ITU-D/
Statistics/Pages/stat/default.aspx.
6 Samvel Martir0osyan, “Mobile internet consumption in Armenia,” February 18, 2014, http://www.banman.am/2014/02/
mobile-concumption-in-armenia.html.

Mobile operators providing mobile internet plans with guaranteed speed up to 50 Mbps for limited data volume (up to 50
Gb) and reduced speed (up to 512 Kbit/sec) after exceeding the limit.

7

8 This information was derived from reports published on several mobile operators’ websites, including MTS (Mts.am),
Beeline (Beeline.am), and Orange Armenia (Orangearmenia.am).
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3G services are available to almost 100 percent of the population, covering 90 percent of the country
(excluding mostly unpopulated mountainous regions).
In 2013, there were 58,000 fiber-optic network (FTTx) subscribers. The geographical range of these
services mainly covers Yerevan and Abovyan. In 2012, the Russian-based company Rostelecom invested funds in “Fiber to the Home” technology in 11 towns across Armenia. In December 2013, it
launched services in three additional towns: Abovyan, Ashtarak, and Gyumri. Rostelecom’s fiber network covers nearly 80 percent of Armenia’s territory and is connected with Iran and Georgia. Landline broadband access provided using ADSL technology is available in most cities and some villages.
Strong competition among the three primary mobile service providers and internet service providers
in Armenia has resulted in fair market prices for both wireless and landline broadband services. ADSL
connections with speeds of 3 Mbps are available for US$15 per month, optical landline connections
with speeds of 12 Mbps are available for US$20 per month, and the price for a minimal volume (2
GB) package of mobile broadband service costs US$9 per month. Internet costs are relatively high
when compared to the minimum salary in Armenia, which is US$125 per month. At the same time,
considering that the average public utilities bill can vary from US$50 to US$100 in the summer and
US$100 to US$300 in the winter, the cost of internet access is affordable for the majority of the population, whose average income is approximately US$380 per month.9 Additionally, the availability of
free access points in the capital and almost all major cities makes internet services accessible for the
majority of the urban population.
There have been some efforts to improve community access to the internet in the regions of Armenia; however, digital literacy remains somewhat low. On October 31, 2012, GNC-Alfa CJSC, in
cooperation with the municipality of Yerevan, launched free public internet access in six public parks.
In 2011, the municipality, in cooperation with several telecom operators and internet providers, enabled free Wi-Fi access at many public transport bus stations. Mobile operators also provide limited
access in public spaces such as cafes and public transportation locations. Public access centers have
now been launched in 11 cities, the centers of each of Armenia’s administrative districts (marzes).10 All schools in the regions of Armenia operate as public access points for communities. Moreover, every day from 2 PM (after school hours), access to social networks, such as Facebook and
Odnoklassniki, are enabled for both schoolchildren and community representatives.
In practice, the Armenian government and the telecommunication regulatory authority, the Public
Services Regulation Commission (PSRC), do not interfere with or try to influence the planning of
network topology. Operators plan and develop their networks without any coordination with either
the government or the regulatory authority. Moreover, the regulatory authority requires service providers to indicate any technological restrictions in their public offers. Armenian internet users enjoy
access to internet resources without limitation, including peer-to-peer networks, voice and instant
messaging services such as Skype and Google Talk, and popular social networks such as Facebook,
YouTube, and Odnoklassniki.
The continuous spread of broadband and high-speed internet access in the regions of Armenia, and
the entrance of a new player in the mobile communications market, has increased the level of mar-

9

The RA National Statistical Service, accessed April 27, 2014, http://armstat.am/en/?nid=126&id=08001.

10

Armenian territorial divisions include 10 marzes and Yerevan, the capital of Armenia, which also has a status of marz.
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ket competition, although the market for internet access in Armenia is still mostly concentrated in
the capital city of Yerevan, which contains one third of the country’s population.
There are currently three mobile telephone network operators in Armenia: Armentel/Beeline, whose
owner is VimpelCom Ltd., one of the largest mobile network operators in Russia; VivaCell/MTS, a
brand of MobileTeleSystems; and Orange Armenia. In 2013, Ucom Telecommunications Company
was licensed as a fourth mobile network provider and is expected to launch on January 1, 2015.
Under the terms of the Public Services Regulatory Commission’s award, Ucom will deliver wireless
broadband internet coverage in the capital Yerevan and its adjacent areas, as well as cover 80 percent of Armenia’s provinces with mobile voice and mobile internet services in those areas.11 The
license came into effect in November 2013 and will be valid until August 6, 2018.
On January 31, 2014, the Public Service Regulatory Commission adopted a measure allowing for
customers to switch mobile operators while maintaining their current phone number. The Mobile
Number Portability (MNP) system, which went into effect on April 1, 2014, allows subscribers to
switch operators and keep their number free of charge, and has the potential to increase competition among mobile phone service providers by allowing customers to switch to better providers
more freely.12
The regulatory authorities in Armenia primarily focus on companies with significant market power.
Armenia was one of the first post-Soviet countries to privatize the telecommunication industry. In
1997, the incumbent Armenian operator was sold to a Greek state-owned company with a 13-year
monopoly on basic telephone and international data transmission services, including internet. In
2005, the Armenian government revised the incumbent’s license and granted a second GSM license;
by 2007, all exclusive rights of the incumbent had been abolished. Since then, Armenian users have
been able to choose from three mobile service operators and more than 100 ISPs, though an analysis of service providers’ official reports shows that the five leading operators together control approximately 90 percent of the market for internet access.
Armenian legislation requires that providers obtain a license for either the provision of internet services or the operation of a telecommunication network.13 Procedures for obtaining licenses differ: a
service license is obtained through a simplified licensing procedure (purchased for an amount equivalent to approximately US$250), while a network operation license requires verifying the professional
and technical capacity of the company and is issued six months after filing the application with the
regulatory authority. In 2012, the Armenian government undertook radical reforms of the telecommunication regulatory framework to simplify the market entry procedures of both network operation and services. According to the Amendments to the Law on Electronic Communication, adopted

TeleGeography, “Ucom to spend ‘millions of dollars’ in mobile network build-out”, November 6, 2013, http://www.
telegeography.com/products/commsupdate/articles/2013/11/06/ucom-to-spend-millions-of-dollars-in-mobile-network-buildout/.

11

Lragir.am, “Mobile number portability to be introduced in Armenia from 2014 April”, published February 1, 2014, http://
www.lragir.am/index/eng/0/economy/view/31847.

12

Public Services Regulatory Commission of the Republic of Armenia, “Law on Electronic Communication,” Article 15 of Law
of the Republic of Armenia on Electronic Communication, adopted by the national assembly on July 8, 2005, accessed April 29,
2014, http://psrc.am/en/?nid=69.

13
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in April 2013, service providers will no longer be required to obtain a license but will simply need to
notify the regulatory authority.14
Public access points such as cafes, libraries, schools, universities, and community centers are not required to obtain a license for offering internet access unless they offer services for a fee. In general,
according to the Licensing Law, nonprofit entities are not required to obtain a license for the provision of internet services regardless of their legal status.15
Mobile telecommunication companies are granted a license through regular network operation
licensing procedures, but are also required to obtain permission for the use of radio frequencies,
which is usually granted through an open auction. An exception can be made if no alternative applicant is interested in a particular frequency, or for frequencies and equipment that do not interfere
with other operators’ activities (such as radio relay communication). For cases in which an entity
applies for a non-auctioned frequency, the service provider is required to carry out a test for electromagnetic compatibility.
The concept of an independent regulatory authority was implemented in 2006 with the adoption of
the Law on Electronic Communication. Armenia has chosen a multi-sector regulatory model in which
there is one body, the PSRC, which is in charge of the regulation of energy, water supply, and telecommunications services. The PSRC’s authority, mechanisms of commissioners’ appointments, and
budgeting principles are defined under the Law on State Commission for the Regulation of Public
Services.16
The members or commissioners of the PSRC are appointed by the president of Armenia and in accordance with the recommendations of the prime minister. Once appointed, a commissioner can be
dismissed only if he or she is convicted of a crime, fails to perform his or her professional duties, or
violates other restrictions in the law, such as obtaining shares of regulated companies or missing
more than five PSRC meetings. The PSRC is accountable to the National Assembly in the form of an
annual report, but the parliament merely takes this report into consideration and cannot take any
action.
The Law on Electronic Communication contains provisions guaranteeing the transparency of the
decision-making procedures of the commission: all decisions are made during open meetings with
prior notification and requests for comments from all interested persons posted on the website.17
However, one of the weakest provisions of the Armenian regulatory framework is the absence of
term limits for commissioners: every commissioner can be appointed multiple times, making his or
her appointment dependent on current political leaders. In practice, the regulatory bodies in Armenia lack independence due to the strong dependence of the commissioners’ career on political

Law of the Republic of Armenia on Changes and Amendments to the Law on Electronic Communication. Adopted on April
29, 2013, entered into the legal force on June 15, 2013. Official Bulletin No 05/29(969), June 5, 2013.

14

15 Article 43 of the Law of the Republic of Armenia on Licensing. Adopted by the National Assembly of the Republic of
Armenia on May 30, 2001 with several amendments from 2002-2012.

The Law on Public Services Regulation Commission was adopted by the National Assembly of the Republic of Armenia on
December 25, 2003.

16
17
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leadership of the country.18 For example, in 1995, the broadcasting license of the independent television company A1+ was suspended for refusing to broadcast only pro-government material, and in
2002 its broadcasting frequency was awarded to another company. Despite a ruling by the European
Court of Human Rights in 2008, which stated that the regulatory authority’s refusal to reinstate the
company’s broadcasting license amounted to a violation of freedom of information, the license was
never reinstated.19 In September 2012, A1+ began broadcasting on the airwaves of Armnews. During
this time, A1+ was nonetheless able to continue publishing news content on its website.
In spite of three well-established ICT-related nonprofit associations, self-regulation of the industry
is significantly underdeveloped in Armenia. The oldest nonprofit institution is the Internet Society
(ISoc), which is the national chapter of the worldwide ISoc network. At the early stage of internet development in Armenia (1995 through 1998), ISoc Armenia was the primary internet policy advocate
and industry promoter. It served as a forum where internet service providers discussed their problems, developed policy agendas, and resolved industry conflicts. However, after the establishment
of the independent regulatory authority, ISoc no longer plays as much of a regulating role, as most
industry disputes are filed with the PSRC. Nevertheless, ISoc continues to maintain the registration
of domain names, and despite the lack of formal dispute resolution policies (such as, for example,
domain name disputes resolution procedures), it carries out the registry function effectively with
minimal influence from government authorities or the regulator.
The Armenian ICT market enjoys a liberal and non-discriminatory domain name registration regime.
ISoc Armenia registers domain names according to ICANN recommendations and best practices. Although formally, members of the Armenian Internet Society are individuals, the organization’s board
is composed of service providers’ managers, and in general, the Society’s policy agenda is strongly
influenced by the interests of traditional providers that started their business in the mid-1990s.
Another well-established industry association is the Union of Information Technologies Enterprises
(UITE).20 Though industry self-regulation is one of the main goals of the Union, so far it has not developed any significant policies for industry regulation. Both ISoc Armenia and UITE are founders of
a third notable nonprofit institution, the ArmEx Foundation, which was established with the sole purpose of creating a local data traffic exchange point. Other founders include leading ISPs, mobile and
landline telecommunication operators.

Limits on Content
The Armenian government does not consistently or pervasively block users’ access to content online.
The only significant case of online blocking was reported in March 2008 during post-elections events,
immediately after clashes between an opposition rally and police resulted in at least eight people

There are three independent regulatory authorities in Armenia that are part of the executive, but not a part of the
government. These three authorities are the public utilities regulator, the broadcasting regulator, and the competition authority.
There is also a civil service commission, which, however, is different from the concept of independent regulatory bodies.
18

Case No32283/04, Meltex LTD and Mesrop Movsesyan vs. Armenia, June 7, 2008, accessed April 26, 2014, http://echr.coe.
int/Documents/CLIN_2008_06_109_ENG_843572.pdf.

19

Union of Information Technology Enterprises, “UITE History,” accessed April 30, 2013, http://uite.org/en/about-us/uitehistory.

20

62

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Armenia

killed and hundreds of people injured.21 The government declared a state of emergency and restricted certain media publications, including independent internet news outlets. The security services
demanded that the Armenian domain name registrar suspend the domain names of opposition
and independent news sites, and requested that ISPs block certain outside resources, such as some
opposition pages on social network platforms (particularly LiveJournal, which was the most popular
social network used by opposition and civil society activists for blogging and reporting). Armenian
authorities were strongly criticized by international observers for their reaction to the post-elections
crisis, including the restrictions on access to internet resources.22 After the events of 2008, Armenian
authorities have been very cautious about restricting internet content, and no instances of politically-motivated filtering or blocking have been recorded since that time.
Due to the fact that some internet users in Armenia receive filtered traffic from Russian ISPs, there
have been a few cases where a website that is blocked in Russia is incidentally blocked for users in
Armenia. For example, in 2012, Armenian users reported that they were not able to access Kavkazcenter.com, a Chechen-based website that reports on events in the Islamic world, particularly the
ongoing conflict in the North Caucasus. The website was added to the Russian federal list of extremist materials by a court decision in September 2011. However, after Armenian bloggers and journalists reported on this issue, the telecom operator implemented measures to unblock the website
within Armenia.23
During 2014 there were reports of five other websites being blocked due to filtering in Russia by
Roskomnadzor, the Russian telecommunications regulator.24 There was no explanation provided or
information found about the reasons these websites were blocked in Armenia, and there are no apparent political reasons behind the blockings; ISPs explained the blocks as a technical problem and
consistently took steps to remedy the issue after it was reported. Blocked websites usually contain
no politically-sensitive information for Armenia or about Armenia, and usually websites that are
blocked in Russia are available in Armenia.
According to article 11 of the Law on Police,25 law enforcement authorities have the right to block
particular content to prevent criminal activity; in practice, such blocking cases have been limited to
locally-hosted, illegal content such as illegal pornography and copyright-infringing materials. For example, in 2012 the Armenian police blocked the website Armgirls.am for disseminating pornographic content and for hosting bulletins of women working in the Armenian sex industry.26
Service providers involved in transmitting illegal content (such as child pornography, or content
related to online crime or cyberterrorism) are not liable for the content they make available to their
“Special Mission to Armenia,” Council of Europe Commissioner for Human Rights, Reports on the number of people killed
vary; according to the official report from the Council of Europe, eight people were killed. March 12-15, 2008, https://wcd.coe.
int/ViewDoc.jsp?id=1265025.

21

22 Parliamentary Assembly of the Council of Europe, “Observation of the Presidential Election in Armenia,” published April 8,
2008, http://www.assembly.coe.int/ASP/Doc/XrefViewHTML.asp?FileID=11961&Language=EN.

Media.am, “Armenia Subject to Censorship from Russia,” December 25, 2012, http://media.am/en/blocked-website-inarmenia.

23

The five blocked websites included Spigotmc.org (a forum website), www.35jobsworth.com (a jobs site), Electra.am
(unknown), Rutor.org (a forum website), and Centrasia.ru (a news aggregating website). The website blockings were reported by
blogger Samvel Martirosyan.

24

25 According to Article 11 of the Law of the Republic of Armenia on Police (adopted on 16 April 2001, Official Bulleting No
15(147) of 31 May 2001) the police authorities have a general obligation to undertake measures to prevent crime.

News.am, “Owners of contacts published on armgirls.am were called to the police station,” published March 27, 2012,
http://news.am/arm/news/98714.html.
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customers, provided that they had no prior knowledge of the content. Any decision of a law enforcement body to block particular content can be challenged in court by the resource or content owners,
and if the court rules that the measure was illegal or unnecessary, the resource or content owners
may claim compensation. Additionally, Armenia is a signatory to the European Convention on Human Rights; therefore, any such decision can also be challenged at the European Court of Human
Rights.
While currently intermediaries are not liable for the content they host or transmit, in March 2014,
members of parliament introduced draft legislation that could establish legal liability for websites
that republish or host defamatory comments from anonymous or fake users. Drawing from the
European Court of Human Rights ruling in October 2013 that established intermediary liability for
third-party comments,27 the proposed legislation aimed to minimize the number of fake accounts
on social networks whose defamatory or offensive content is often republished in media outlets.
Members of parliament argued that the bill would reduce the frequency with which media outlets
reproduce and disseminate slanderous or offensive comments from anonymous users. Critics of this
measure, on the other hand, believe it amounts to censorship and that the pressure exerted on media outlets would restrict press freedom. The legislation was ultimately postponed for one year.
Currently, self-censorship is not a widespread practice in the online sphere. The Armenian government and the ruling political elite have avoided the application of any extralegal measures to
prevent political opponents or independent internet resources from publishing online content. However, similar to traditional media outlets such as television or printed press, Armenian internet news
resources are exposed to political pressure. In some cases, for example, journalists of a particular
online media outlet are not allowed to deviate from the editorial policy of the outlet, which is often
linked to one of the political parties. Such pressure has the potential to affect the overall situation of
freedom of speech in the country, but it is worth noting that online publishers and individual bloggers strongly resist self-censorship. Indeed, there is a wide diversity of opinion in social media, and
virtual battles between pro- and anti-government bloggers are often observed. A variety of independent and opposition web resources provide Armenian internet audiences with politically non-biased, neutral, or oppositional opinions.
Two Armenian journalists—Kima Yeghiazaryan (of the newspaper Hayots Ashkharh) and Armen
Dulyan (from Shant TV)—were fired from their jobs for Facebook posts in March and June of 2013,
respectively. In both cases, the journalists expressed personal opinions that did not correspond with
the policy of the media outlet that they represented. Kima Yeghiazaryan criticized the government,
and Hayots Ashkarh is considered to be pro-governmental newspaper.28 Armen Dulyan criticized the
Russian television media and made parallels with Armenian media, characterizing the representatives
of both sides as “primitive.” Neither of the media outlets have a social media policy. Shant TV issued
a statement — incidentally, also published on Facebook29 — saying that future collaboration with
commentator Armen Dulyan could not be considered acceptable, since he displayed a “disrespectful

27 European Court of Human Rights, “Case of Delfi AS v. Estonia”, published October 10, 2013, http://hudoc.echr.coe.int/sites/
eng/pages/search.aspx?i=001-126635#{%22itemid%22:[%22001-126635%22]}.

Media.am, “Facebook Posts Reason for Firing Journalist”, published April 03, 2013, http://media.am/en/social-mediapolicy-for-journalists.

28

Shant TV Facebook page, published June 13, 2013, https://www.facebook.com/photo.
php?fbid=571266172916723&set=a.378359588874050.87196.127471660629512&type=1
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attitude” toward the TV station.30 Both journalists’ employers either overtly or indirectly stated that
their employee’s behavior on social media ran counter to their editorial policies. However, aside from
these two incidents, the behavior of journalists on social media is generally not regulated in Armenian media.31
An amendment to the law on Copyright and Related Rights took effect on November 9, 2013 and
regulates the procedure and conditions32 for online news media to republish content.33 The legislation requires print media and websites to cite the original source when republishing excerpts
of news and other content. The law also states that content providers must print the name of the
original media outlet and, if the original content is from a website, include an active hyperlink. Compensation for damages is defined as 100 to 200 times the amount of the minimum salary (or approximately US$245 to US$490).
The Armenian government is very cautious about media freedom issues and tries to avoid direct
pressure that may raise criticism from international organizations and local civil society activists.
However, both the ruling political elite and the opposition party do have some influence over traditional and new media outlets. According to accounts from media professionals and civil society
activists, most media outlets are either linked with a particular political party or periodically receive
financial support from politicians, aside from two or three online media resources funded by foreign
and international donor organizations.34 However, the extent to which this has a direct influence over
the content of these media outlets cannot be easily assessed.
The financial model of Armenian online news resources is very similar to the model of the traditional
print and broadcast media, in that the political elite may lend support to certain outlets through
the channeling of advertising of government-loyal businesses. At the same time, websites such as
the A1+ news editorial (A1plus.am) and Lragir Daily (Lragir.am), both of which publish articles that
are critical of the government, are quite popular and have been able to survive economically. There
are neither formal nor practical barriers to receiving domestic or foreign aid or advertisements, but
foreign financial support is usually limited to modest grants, and foreign advertisers are usually not
interested in the Armenian media market. A significant portion of advertising comes from mobile
operators, banks, car dealers, and consumer electronics sellers.
The emergence of online media has caused a significant increase in journalistic activities in Armenia.
Armenian media has traditionally been economically unsustainable due to the limited audience, high
operational costs, and small advertising market. Even at the peak of media production in Armenia,
daily newspapers usually published around 5,000 copies per day and few weekly outlets had more

Media.am, “News Anchor Armen Dulyan Fired for Facebook Post”, published June 11, 2013, http://media.am/en/ArmenDulyan-fired-from-Shant-TV.

30

Media.am, “On the Lack of Social Media Policies in Armenian News Organizations,” published June 12, 2013, http://media.
am/en/social-media-guides-need-for-armenian-media.

31

32 Media.am, “Armenian Online News Media Set Rules of the Game,” published June 21, 2013, http://media.am/en/armenianonline-media-statement.

Media.am, “Law on Regulating Copyright in Armenian News Media Passed,” published November 14, 2013, http://media.
am/en/Copyright-law-passed.

33

Based on the interviews carried out with representative of Internews Armenia and the Center for Information Law and
Policy.

34
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than 10,000 readers.35 The audience for television and radio was larger but still limited to the leading
producers: five of the almost thirty television channels accounted for 76 percent of viewers.36 Early
online news outlets such as A1+ enjoyed significant growth in the number of daily visitors during
the first few years of production.
Armenian online news resources started growing from 2001 to 2005 when internet services became
relatively affordable. However, the main increase in production of online content—particularly video
and audio content—started in 2008 after the liberalization of the market and the decrease in the
cost of broadband. Today, there are at least 30 leading online news outlets covering political, economic, and social issues. Since 2011, Armenia has seen the emergence of Armenian-language online
television programs. Although online video news services are still underdeveloped and underused in
Armenia, the public’s interest toward online video content is growing, and today at least three leading web resources—A1+ Online, Civilnet.am, and Azatutyun.am—offer on-demand video news and
live-air reporting on major political and social events.
The majority of the population uses the internet mainly for social networking and as a cheaper alternative for voice and visual communication with relatives abroad. While those who use the internet in
Armenia mainly visit news websites or social networks, given the overall low levels of daily internet
use among the Armenian population, most Armenians still receive their news from television programs.37 Nevertheless, the population’s interest toward online news resources is growing, and the
number of visitors to the leading news websites exceeds the number of the leading newspapers’
readers.38 Print copies of the leading Armenian newspapers—Aravot, Hraparak, and Iravunk—usually
do not exceed 4,000 issues, whereas online news websites collect more than 700,000 unique visitors
per day.
Armenian blogs and online communities are highly politicized and are likely to respond to most
political events. During the last three years, social media—Facebook in particular—has been actively
used for political and civil mobilization by the opposition and civil society activists. Besides Facebook, tools such as Livestream and Ustream are used by media outlets, NGOs, and online television stations (such as Civilnet.am, Azatutyun.am, and A1plus.am). These tools were used effectively
during civic movements and protests against the rise in public transportation prices in July 2013 and
during the ongoing movement against pension reforms, initiated by Dem.am in November 2013,
which succeeded in changing the mandatory components in the legislation.39 NGOs have also used
live-streaming tools to broadcast press conferences, discussions, debates, and other public events.40
For example, Levon Barseghyan, the director of the media NGO “Asparez,” live-streams sessions as
a member of the local government’s city council, enabling the public to access information that was
not previously available.
Another positive example of online mobilization is the iDitord (iObserver) project, a crowdsourced
35 1996–1998 could be referred to as a peak of Armenian post-Soviet print press production according to press activities and
establishment of new press enterprises. Afterward the development of both television and press slowed down significantly.
36

AGB Nielsen Media Research, Armenia, 2011, http://www.agbnielsen.am.

All 10 top websites in Armenia are either online news services or television news video portals. “Armenian web resource
ratings,” Circle.am, accessed April 30, 2014, http://circle.am/.

37
38

“Armenian web resource ratings,” Circle.am, accessed April 23, 2014, http://circle.am/.

39

The website of Dem.am Civic Initiative, accessed April 23, 2014, http://dem.am/.

40

Media Center, accessed April 26, 2014, http://media-center.am/en.
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election monitoring project launched in advance of parliamentary elections in May 2012.41 The website received about 400 reports during the presidential elections of February 2013 and more than
400 reports from citizens, NGOs, and political parties during the Yerevan municipal elections of May
2013, mostly related to bribes, problems with the activities of local electoral commissions, violations
of advertisement laws, and mistakes in electoral lists. The police and the Central Electoral Commission officially responded to some reports and claimed that others were not confirmed or were
misinformed.42

Violations of User Rights
Article 27 of the Constitution of the Republic of Armenia guarantees freedom of speech irrespective
of the source, person, or place. The constitutional right to freedom of speech is universal and applicable to both individuals and media outlets, with some restrictions. In 2005, Armenian media legislation changed significantly with the adoption of the Law of the Republic of Armenia on Mass Media
(also referred to as the Media Law).43 One the most positive changes in Armenian media legislation
was the adoption of unified regulation for all types of media content irrespective of the audience,
technical means, or dissemination mechanisms. The Television and Radio Law contains additional
requirements toward content delivery, but it does not regulate news delivery and only addresses the
issues of broadcasting erotic or violent programs, as well as the time frame for advertising, the mandatory broadcast of official communications, and the rules on election coverage and other political
campaigns. Content delivered thorough a mobile broadcasting platform or the internet is subject to
the same regulations.
Armenian criminal legislation grants journalists certain protections related to their profession. According to Article 164 of the criminal code, hindering the legal professional activities of a journalist
or forcing a journalist to disseminate information or not to disseminate information, is punishable
by fines of 50-150 times the minimum salaries, or correctional labor for up to one year. The same
actions committed by an official abusing their position is punishable by correctional labor for up to
two years, or imprisonment for the term of up to three years, and a ban on holding certain posts or
practicing certain activities for up to three years.44 However, neither criminal law nor media legislation clearly defines who qualifies as a journalist or whether these rights would apply to online journalists or bloggers.
In May 2010, the Armenian National Assembly passed amendments to the administrative and penal
code to decriminalize defamation, including libel and insult, and introduced the concept of moral
damage compensation for public defamation.45 The initial result was an increase in civil cases of defInternews, “Armenian elections monitoring: Crowdsourcing + public journalism + mapping”, published August 28, 2012,
https://innovation.internews.org/blogs/armenian-elections-monitoring-crowdsourcing-public-journalism-mapping.

41

Reports from municipal elections available on the main page http://iditord.org and reports during presidential elections
available here: http://iditord.org/2013-presidential-elections/.

42

43 The Law of the Republic of Armenia on Mass Media. Adopted by National Assembly on December 13,
2003. Official Bulletin, 29 January 2004 No 29/6(25), accessed April 23, 2014, http://www.parliament.am/drafts.
php?sel=showdraft&DraftID=312&Reading=0.

Special Investigatory Service of the Republic of Armenia, Article 164, Criminal Code of the Republic of Armenia as
amended on January 6, 2006, accessed April 30, 2014, http://www.investigatory.am/en/criminal/.

44

Concept of compensation for moral damage caused by defamation was introduced by adding Article 1087.1 to the Civil
Code of the Republic of Armenia. Official Bulletin of the Republic of Armenia, 23 June 2010 No 28(762).
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amation, often with large fines as penalties. In November 2011, the Constitutional Court ruled that
courts should avoid imposing large fines on media outlets for defamation, resulting in a subsequent
decrease in the number of defamation cases. Defamation is widely used by Armenian politicians to
restrict public criticism, but it has not necessarily been used to combat oppositional viewpoints or
media independence. However, the principle of requiring politicians to be more tolerant of public
criticism is not a widely adopted legal practice in Armenia. According to the Committee to Protect
Freedom of Expression (CPFE), in 2013 there were 26 civil defamation and insult suits against journalists (including as a third party) and the media. Of these 26 cases, 17 included media outlets that
also have an online presence.
Since 2003, when the concept of cybercrime was first introduced in the Armenian criminal code,46
criminal prosecution for crimes such as illegal pornography or copyright infringement on the internet demonstrates that Armenian law enforcement authorities generally follow the practices of
the European legal system, and neither service providers nor content hosts have been found liable
for illegal content stored on or transmitted through their system without their actual knowledge
of such content. Armenia is a signatory to the Council of Europe’s Convention on Cybercrime, and
further development of Armenian cybercrime legislation has followed the principles declared in the
Convention.
Armenian criminal legislation also prohibits the dissemination of expressions calling for racial, national, or religious enmity, as well as calls for the destruction of territorial integrity or the overturning
of a legitimate government or constitutional order.47 As mentioned previously, the Armenian legal
system is based on the principle of universality, meaning that laws are applicable online as they are
offline. Therefore, all crimes conducted on the internet are prosecuted similarly to those that are
conducted offline. Regarding liability for content published on websites hosted in other jurisdictions,
Armenian legal theory and practice follows the principle of “place of presence,” meaning that the
person is liable if he or she acts within the territory of that country.
No cases of imprisonment or other criminal sanctions or punishments for online activities were
recorded over the past year. However, cases of civil liability, such as moral damages compensation
for defamation, have been recorded several times over the past few years.48 The downloading of illegal materials or copyrighted publications is not prosecuted under Armenian legislation unless it is
downloaded and stored for further dissemination, and the intention to disseminate must be proved.
Anonymous communication and encryption tools are not prohibited in Armenia; however, the use
of proxy servers is not that common due to the fact that since 2008, internet users have not faced
problems with website blocking or traffic filtering. Individuals are required to present identification
when purchasing a SIM card for mobile phones. No registration is required for bloggers or online
media outlets, though tax authorities may question bloggers or media outlets on revenue-related
issues (advertisements or paid access).

Cybercrime was defined under the new Criminal Code of the Republic of Armenia, adopted on April 18, 2003. The first
prosecution case for the dissemination of illegal pornography via the internet was recorded in 2004.

46

47 Special Investigatory Service of the Republic of Armenia, Articles 226 and 301 of the Criminal Code of the Republic of
Armenia, accessed April 30, 2014, http://www.investigatory.am/en/criminal/.
48 Media.am, “Demanding Financial Compensation from Armenian News Outlets is Becoming Trendy,” published March 3,
2011, http://media.am/en/media-attacks.
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The collection of an individual’s personal data by the government is allowed only in accordance with
a court decision in cases prescribed by the law. The monitoring and storing of customers’ data is
illegal unless it is required for the provision of services. Personal data can be accessed by law enforcement bodies only with a court decision. Nonetheless, the courts support most data requests
from law enforcement bodies, which usually file motions on data requests while investigating crimes;
however, motions must be justified, and if not, the defense attorney may insist on the exclusion of
evidence obtained as a result of such action.
Armenian legislation does not require access or hosting service providers to monitor transmitted
traffic or hosted content. Moreover, the Law on Electronic Communication allows operators and
service providers to store only data required for correct billing. Cybercafes and other public access
points are not required to identify clients, or to monitor or store their data and traffic information.
Cases of physical violence toward online journalists or other staff have not been recorded, though
such instances have occurred with journalists from traditional media outlets.
DDoS attacks were not prevalent in Armenia until the start of the campaign period for the 2012
parliamentary elections. Blognews.am, an Armenian blogosphere aggregator, was attacked on the
morning of April 20, 2012. Later, the iDitord.org website that covered election violations suffered
from a DDoS attack. As a result, iDitord.org went down for several hours on election day; however,
as a result of external DDoS mitigation services, the website was able to resume normal functioning
after four hours of inaccessibility while attacks continued. The culprits of the DDoS attack are still
unknown. During election day, iDitord was the only Armenian web site which came under DDoS
attack.49 Additionally, during the presidential election on February 18, 2013, the opposition media
website Galatv.am suffered from a DDoS attack.50 The staff at Haynews.am believed their website
suffered from a DDoS attack on December 24, 2013 after they published a series of stories related to
internal political life of Armenia, though the DDoS attack was not confirmed. The website was back
online shortly thereafter.

49 Media.am, “DDoS attacks becoming customary in Armenia?” published May 8, 2012, http://m.media.am/en/DDos-attackson-websites.
50 ArmInfo, “Website of Gala TV undergoes DDoS attack,” published February 18, 2013, http://arminfo.am/index.
cfm?objectid=A313ACE0-79EA-11E2-83EBF6327207157C.
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2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

2

2

Limits on Content (0-35)

5

5

Violations of User Rights (0-40)

10

TOTAL* (0-100)

17

23.1 million
83 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

10

Bloggers/ICT Users Arrested:

No

17

Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Broadband access continued to expand for online users as the National Broadband
Network reached more rural and remote communities (see Obstacles to Access).

•

Concerns over ISP filtering practices continued in response to the government’s
consideration of a graduated response scheme and the blocking of piracy websites (see
Limits on Content).

•

Revelations regarding global surveillance and the retention of communications data by
intelligence agencies, and legislative proposals in the Australian parliament that could
increase government surveillance, raised concerns regarding internet users’ right to
privacy and freedom of expression (see Violations of User Rights).
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Introduction
Australia enjoys affordable, high-quality access to the internet and other digital media, and this
access has continued to expand over the past few years with the rollout of the National Broadband
Network. However, recent amendments to surveillance legislation and proposals to implement
censorship through directives to internet service providers (ISPs) have raised concerns about privacy
and freedom of expression.1
Additionally, in late 2012 Australia acceded to the Council of Europe’s Convention on Cybercrime,
which brought into effect a number of obligations for ISPs to monitor, preserve, and store user
data. However, Australia’s legislation goes beyond the requirements set out in the Convention by
requiring longer retention timelines for foreign preservation notices, and requiring ISPs to cooperate
with any serious crime being investigated in Australia or overseas.

Obstacles to Access
Australia had an internet penetration rate of approximately 83 percent as of December 2013,
according to the International Telecommunication Union.2 From 2012 to 2013, there was a 2 percent
increase in internet subscriptions, with 12.4 million internet subscribers in Australia (excluding
internet connections enabled through mobile phone handsets) and 19.6 million mobile handset
subscribers.3 The internet penetration rate is expected to steadily increase over the next five years
with the implementation of the National Broadband Network (NBN), which includes expanded
wireless and satellite services in rural communities. Although internet access is widely available in
locations such as libraries, educational institutions, and internet cafes, Australians predominantly
access the internet from home, work, the homes of friends and families and increasingly through
mobile phones.4
Access to the internet and other digital media is widespread in Australia. Australians have a number
of internet connection options, including ADSL, ADSL 2+, wireless, cable, satellite, and dial-up.5
Wireless systems can reach 99 percent of the population, while satellite capabilities are able to
reach 100 percent.6 As of December 2013, over 98 percent of internet connections were broadband,
while the number of dial-up connections has declined to 2 percent.7 Once implemented, the NBN
For a comprehensive overview of the legislative history of censorship in Australia see Libertus.net, “Australia’s Internet
Censorship System,” accessed June 2010, http://libertus.net/censor/netcensor.html. See also Australian Privacy Foundation,
accessed June 2010, http://www.privacy.org.au.

1

International Telecommunication Union, “Percentage of Individuals Using the Internet,” accessed July 2014, http://www.itu.
int/en/ITU-D/Statistics/Pages/stat/default.aspx

2

3 Australian Bureau of Statistics, “8153.0 – Internet Activity, Australia, December 2013: Mobile Handset Subscribers,” May 1,
2014, http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/8153.0Chapter8December%202013.

Australian Bureau of Statistics, “Household Use of Information Technology, Australia, 2012-2013,” accessed May 2014,
http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/DE28AB7779067AACCA257C89000E3F98?opendocument.

4

Australian Communications and Media Authority (ACMA), Communications Report, 2008–09 (Canberra: ACMA, 2009), http://
www.acma.gov.au/webwr/_assets/main/lib311252/08-09_comms_report.pdf.
Australian Communications and Media Authority (ACMA), Communications Report, 2010-11 (Canberra: ACMA, 2011), http://
www.acma.gov.au/webwr/_assets/main/lib410148/communications_report_2010-11.pdf.
5

6 Australian Bureau of Statistics, “8153.0 – Internet Activity, Australia, December 2013: Type of Access Connection,” May 1,
2014, http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/8153.0Chapter3December%202013.
7
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will eliminate the need for any remaining dial-up connections and make high-speed broadband
available to Australians in remote and rural areas.8
Roughly half of all Australians have access to broadband speeds of 256 Kbps or greater. While there
are still parts of Australia experiencing slower broadband speeds (1.5 Mbps to 8 Mbps), there has
been a steady increase since 2012 in connections with faster speeds.9 Under the revised NBN rollout, it is expected that two-thirds of Australian’s will have download speeds of nearly 100 Mbps by
2019.10
Age is a significant indicator of internet use: 97 percent of Australians between the ages of 15 and 17
are internet users, compared to only 46 percent of those over 65 years old.
According to the 2011 Census, 63 percent of Aboriginal and Torres Strait Islanders report having
an internet connection, compared with 77 percent of other households.11 Of those with internet
access, 85 percent access the internet through broadband connections.12 The overall mobile phone
penetration rate in Aboriginal communities is unknown.
According to the International Telecommunication Union, Australia had a mobile phone penetration
rate of 108.6 percent, or 24.9 million subscriptions, in 2013.13 Third generation (3G) mobile services
are the driving force behind the recent growth, with 25.8 million mobile subscriptions operating in
2013.14
Internet access is affordable for most Australians. The government subsidizes satellite phones and
internet connections for individuals and small businesses in remote and rural areas, where internet
affordability is not comparable to that in metropolitan areas.15 Major ISPs such as Telstra also
continue to offer financial assistance for internet connections to low-income families.16
There are no limits to the amount of bandwidth that ISPs can supply. While the government does
not place restrictions on bandwidth, ISPs are free to adopt internal market practices of traffic
shaping. Some Australian ISPs and mobile service providers practice traffic shaping (also known
as data shaping) under what are known as fair-use policies. If a customer is a heavy peer-to-peer
8 Australian Government National Broadband Network, “NBN Key Questions and Answers,” accessed June 2010. http://www.
nbn.gov.au/content/nbn-key-questions-and-answers-faqs.
9 Australian Bureau of Statistics, “8153.0 – Internet Activity, Australia, December 2013: Type of Access Connection”, accessed
15 May 2014, http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/E9B5934F326E48EECA257CB300132152?opendocument

Australian Government Department of Communications, National Broadband Network, accessed May 1, 2014, http://www.
communications.gov.au/broadband/national_broadband_network#nbnreview.
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11 Australian Bureau of Statistics, “Census of Population and Housing: Characteristics of Aboriginal and Torres Strait Islander
Australians, 2011,” accessed May 2014, http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/2076.0main+features702011.
12 Australian Bureau of Statistics, “Census of Population and Housing: Characteristics of Aboriginal and Torres Strait Islander
Australians, 2011,” accessed May 2014, http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/2076.0main+features702011.

International Telecommunication Union (ITU), “Mobile-cellular subscriptions,” 2013, http://www.itu.int/en/ITU-D/Statistics/
Pages/stat/default.aspx.
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Australian Communications and Media Authority (ACMA), Communications Report, 2012-2012 (Canberra: ACMA,
2013), http://www.acma.gov.au/~/media/Communications%20Analysis/Comms%20Report%202012%2013/PDF/ACMA%20
Communications%20report%20201213_WEB%20pdf.pdf.
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Rural Broadband, “Welcome,” accessed June 2010, http://www.ruralbroadband.com.au.

Telstra, Telstra Sustainability Report 2011, accessed March 2013, http://www.telstra.com.au/abouttelstra/download/
document/2011-sustainability-report.pdf.
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user, the internet connectivity for those activities will be slowed down to free bandwidth for other
applications.17
Like most other industrialized nations, Australia hosts a competitive market for internet access, with
76 providers as of December 2013, nine of which are very large ISPs (over 100,000 subscribers),
another 19 large ISPs (with 10,001 to 100,000 subscribers), and 48 medium ISPs (with 1,001 to
10,000 subscribers).18 Additionally, there are a number of smaller ISPs that act as “virtual” providers,
maintaining only a retail presence and offering end users access through the network facilities
of other companies; these providers are carriage service providers and do not require a license.19
Larger ISPs, which are referred to as carriers, own network infrastructure and are required to obtain
a license from the Australian Communications and Media Authority (ACMA) and submit to dispute
resolution by the Telecommunications Industry Ombudsman (TIO).20 Australian ISPs are co-regulated
under Schedule 7 of the 1992 Broadcasting Services Act (BSA), meaning there is a combination of
regulation by the ACMA and self-regulation by the telecommunications industry.21 The industry’s
involvement consists of developing industry standards and codes of practice.22
The ACMA is the primary regulator for the internet and mobile telephony.23 Its oversight is generally
viewed as fair and independent, though there are some transparency concerns with regard to the
classification of content. Small businesses and residential customers may file complaints about
internet, telephone, and mobile-phone services with the TIO,24 which operates as a free and
independent dispute-resolution service.

Limits on Content
Australian law does not currently provide for mandatory blocking or filtering of websites, blogs,
chat rooms, or platforms for peer-to-peer file sharing. Access to online content is far-reaching, and
Australians are able to explore all facets of political and societal discourse, including information
about human rights violations. The ability to openly express dissatisfaction with politicians and to
criticize government policies is not hindered by the authorities, and complaints may be sent directly

17

Telstra, page 19.

Australian Bureau of Statistics, “8153.0 – Internet Activity, Australia, December 2013: Type of Access Connection,” accessed
May 1, 2014, http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/8153.0Chapter5December%202013.
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Australian Bureau of Statistics, “Internet Activity, Australia, Dec. 2009,” http://www.abs.gov.au/AUSSTATS/abs@.nsf/0/58F65
E39FB7E1064CA2577A10015467F?opendocument
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Australia Communications and Media Authority, “Carriage & Service Provider Requirements, accessed March 2013, http://
www.acma.gov.au/WEB/STANDARD..PC/pc=PC_1622.

20

Australian Communications and Media Authority Act 2005, http://www.austlii.edu.au/au/legis/cth/consol_act/
acamaa2005453/;
Broadcasting Services Act 1992, http://www.austlii.edu.au/au/legis/cth/consol_act/bsa1992214/;
ACMA, “Service Provider Responsibilities,” accessed June 2010, http://www.acma.gov.au/WEB/STANDARD/1001/pc=PC_90157.
21

22 Chris Connelly and David Vaile, “Drowning in Codes: An Analysis of Codes of Conduct Applying to Online Activity in
Australia,” Cyberspace Law and Policy Centre, March 2012, http://cyberlawcentre.org/onlinecodes/report.pdf.
23 ACMA, “The ACMA Overview,” accessed March 2012, http://www.acma.gov.au/WEB/STANDARD/pc=ACMA_ORG_OVIEW;
ACMA, “About communications & media regulation,” accessed March 2012, http://www.acma.gov.au/WEB/STANDARD/pc=PUB_
REG_ABOUT.
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to the Telecommunications Industry Ombudsman.25 However, the legal guidelines and technical
practices by which ISPs filter illegal material on websites have raised some concerns in the past years.
Controversy struck in May 2013 when it was revealed that a number of legitimate Australian
websites that did not host any type of illegal or even controversial material had been blocked.
Investigations revealed that the Australian Security and Investment Commission was using an
obscure provision (section 313) of the Telecommunications Act to request the blocking of a
fraudulent website.26 The notice by ASIC to the ISPs specified an IP address that contained the
fraudulent website along with a number of legitimate websites, including that of Melbourne Free
University. This is the first known incident of ASIC using section 313 to issue notices to ISPs to block
non-Interpol material. While access to the affected websites was quickly restored, the use of section
313 in this matter was contentious.
It has meanwhile been reported in the news that the federal cabinet is considering two proposals
that address piracy and the illegal downloading of content protected by intellectual property rights.
The first proposal will require ISPs to issue warnings to users who repeatedly download illegal
content (predominantly songs, movies, and TV shows) within a “graduated response scheme” where
repeat offenders may have their internet accounts temporarily suspended.27 The second proposal
will force ISPs to block file-sharing sites such as Pirate Bay.28 However, neither initiative has been
formalized into a proposal or bill at this point.
As of May 2014, parliament is considering a bill that would allow automated classification tools to
be used in lieu of or to aid the classification of publications, films, and computer games.29 The bill
is mainly procedural at this point. There is no information as to the type or nature of “classification
tools” that would be used, or how they would change the workflow and human input into the
classification process. In the bill’s current wording, the minister of communications would have wide
discretion to approve any tool. The bill has been criticized for not requiring transparency in the
selection of classification tools, and for not having a sunset clause that would require reviewing the
use of tools after a trial period.30
There are no examples of online content manipulation by the government or partisan interest
groups. Journalists, commentators, and ordinary users have generally not been subject to censorship
so long as their content does not amount to defamation or breach criminal laws, such as those
against hate speech or racial vilification.31 Nevertheless, the need to avoid defamation and, to a
lesser extent, contempt of court has been a driver of self-censorship by both the media and ordinary

25

Ibid.

LeMay, R., “Interpol Filter Scope Creep: ASIC Ordering Unilateral Website Blocks,” May, 15, 2013, accessed July 16, 2014,
http://delimiter.com.au/2013/05/15/interpol-filter-scope-creep-asic-ordering-unilateral-website-blocks/

26

27 Hefferman, M., Sydney Morning Herald, “Online Piracy crackdown looms,” May 5, 2014, http://www.smh.com.au/business/
online-piracy-crackdown-looms-20140505-37r3g.html.

Knot, M., Sydney Morning Herald, “George Brandis signals internet filter rebirth,” February 15, 2014, http://www.smh.com.
au/it-pro/government-it/george-brandis-signals-internet-filter-rebirth-20140214-hvchm.html.

28

29 Classification (Publications, Films and Computer Games) Amendment (Classification Tools and Other Measures) Bill 2014
(Cth).

Cyberspace Law and Policy Community, UNSW Law, Submission to Senate Legal and Constitutional Affairs Legislation
Committee Inquiry into the Classification (Publications, Films and Computer Games) Amendment (Classification Tools and Other
Measures) Bill 2014 (file on copy with the author, May 15, 2014).

30

31

74

Jones v. Toben [2002] FCA 1150 (17 September 2002), http://www.austlii.edu.au/au/cases/cth/FCA/2002/1150.html.

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Australia

users (see “Violations of User Rights”). For example, narrowly-written suppression orders are often
interpreted by the media in an overly broad fashion so as to avoid contempt of court charges.32
There remains a lack of adequate legislative protection for the confidentiality of journalist’s sources.33
However, on a positive note, on January 15, 2014, the Commonwealth Public Interest Disclosure Act
came into force providing protection to whistleblowers. Previously, whistleblowing protection was
only for those disclosing information from State government initiatives; the protection now extends
to the Commonwealth government.
Aside from the restrictions on prohibited content, including the incitement of violence, racial
vilification, and defamation, Australians have access to a broad choice of online news sources
that express diverse, uncensored political and social viewpoints. Individuals are able to use the
internet and other technologies both as sources of information and as tools for mobilization. One
interesting development has been the announcement by the new attorney general, George Brandis
of his desire to repeal S 18C of the Racial Discrimination Act 1975 (Cth). Section 18C, otherwise
known as the hate speech provision, currently makes it unlawful to commit an act (by any medium
of communication) that is likely to offend, insult, humiliate or intimidate another party based on
race, colour, or national or ethnic origin of another party. The announcement was met with strong
public backlash from organizations and entities dedicated to combating racism online.34 Ultimately
the Abbott administration announced that it would not move forward with the proposal to remove
section 18C of the legislation.35
Advanced web applications like the social-networking sites Facebook and MySpace, the Skype
voice-communications system, and the video-sharing site YouTube are neither restricted nor blocked
in Australia. Digital media such as blogs, Twitter feeds, Wikipedia pages, and Facebook groups
have been harnessed for a wide variety of purposes ranging from elections to campaigns against
government corporate activities, to a channel for safety-related alerts where urgent and immediate
updates were required.36

Violations of User Rights
While online users in Australia are generally free to access and distribute materials online, free
speech is limited by a number of legal obstacles, such as broadly applied defamation laws and a
lack of codified free speech rights. Over the past year, revelations regarding global surveillance and
retention of communications data by the NSA and other intelligence agencies have raised concerns
regarding users’ right to privacy and freedom of expression. However, the Australian government has

32 Nick Title, “Open Justice – Contempt of Court” (paper presentation, Media Law Conference Proceedings, Faculty of Law,
The University of Melbourne, February 2013).

Jackson, S., The Australian, “Australia slips down press freedom rankings” February 12, 2014, http://www.theaustralian.com.
au/media/australia-slips-down-press-freedom-rankings/story-e6frg996-1226824874302.

33

The Online Hate Prevention Institute “OHPI Submission on racial Discrimination and s18C,” April 30, 2014, http://ohpi.org.
au/ohpi-submission-on-racial-discrimination-and-s-18c/.

34

35 Heath Aston, “Tony Abbott dumps controversial changes to 18C racial discrimination laws,” The Sydney Morning Herald,
August 5, 2014, http://www.smh.com.au/federal-politics/political-news/tony-abbott-dumps-controversial-changes-to-18cracial-discrimination-laws-20140805-3d65l.html.
36 Digital media, for example, is readily used for political campaigning and political protest in Australia. See Terry Flew, “Not
Yet the Internet Election: Online Media, Political Content and the 2007 Australian Federal Election,”(2008) Media International
Australia Incorporating Culture and Policy, pp. 5‐13. Also available at http://eprints.qut.edu.au/39366/1/c39366.pdf
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taken few steps to remedy these concerns, and in October 2014, the parliament passed amendments
to the national security legislation that increase penalties for whistleblowers and could potentially
allow intelligence agents to monitor an entire network with a single warrant.
Australians’ rights to access internet content and freely engage in online discussions are based less
in law and more in the shared understanding of a fair and free society. Legal protection for free
speech is limited to the constitutionally-implied freedom of political communication, which only
extends to the limited context of political discourse during an election.37 There is no bill of rights or
similar legislative instrument that protects the full range of human rights in Australia, and the courts
have less ground to strike down legislation that infringes on civil liberties. Nonetheless, Australians
benefit greatly from a culture of freedom of expression and freedom of information, further
protected by an independent judiciary. The country is also a signatory to the International Covenant
on Civil and Political Rights (ICCPR).
The Australian press, however, has consistently expressed concerns about a “culture of secrecy” that
continues to inhibit reporting.38 A 2007 report commissioned by Australia’s Right to Know (ARTK), a
coalition of media companies formed to examine free press issues, found that there were over 350
pieces of legislation containing “secrecy” provisions to restrict media publications.39 As revealed
in the Media Entertainment & Arts Alliance report on press freedom in Australia, secrecy and
surveillance remain a critical issue.40
The Anti-Terrorism Act 2005 (Cth) revived laws against sedition and unlawful association. The
unlawful association provisions have been used widely since their enactment to ban several
organizations perceived to be potentially dangerous in terms of their links to violent acts.41 The
sedition provisions, however, have not been used. Further, insults against government institutions or
officials would not fall within the sedition provisions.42
Australian defamation law has been interpreted liberally and is governed by legislation passed by
the states as well as common law principles.43 Civil actions over defamation are common and form
the main impetus for self-censorship,44 though a number of cases have established a constitutional
defense when the publication of defamatory material involves political discussion.45 Court costs and
Alana Maurushat, Renee Watt, “Australia’s Internet Filtering Proposal in the International Context,” Internet Law Bulletin 12,
no. 2 (2009).

37

David Rolph, Matt Vitins, and Judith Bannister, Media Law: Cases, Materials and Commentaries (South Melbourne: Oxford
University Press, 2010): 44. See also Irene Moss, Report of the Independent Audit into the State of Free Speech in Australia
(Surry Hills, New South Wales: Australia’s Right to Know Coalition, 2007), http://www.smh.com.au/pdf/foIreport5.pdf.. See also
LexMedia Australia, “Journalist Shield Laws in Australia” (2010) http://www.lexmedia.com.au/2010/10/journalist-shield-laws.
html#.UTfUOHnh2F8.

38

Australia’s Right to Know, “Submission to the Australian Law Reforms Commission’s Review of Secrecy Laws” (2007) http://
www.australiasrighttoknow.com.au/files/docs/ALRC-Secrecy-Submission.pdf.

39

40 Federal Secretary Warren, C., Press Freedom – Secrecy and Surveillance: The report into the state of press freedom in
Australia in 2014 “(2014), page 8, accessed May 8, 2014, http://www.pressfreedom.org.au/.
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Andrew Lynch and George Williams, What Price Security? (UNSW Press: Sydney, 2006), 41-59.
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Principles of online defamation stem from the High Court of Australia, Dow Jones & Company Inc v. Joseph Gutnick, [2002]
HCA 56.
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Human Rights Constitutional Rights, “Australian Defamation Law,” http://www.hrcr.org/safrica/expression/defamation.html,
accessed June 2010.
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the stress associated with defending against suits under Australia’s expansive defamation laws have
caused organizations to leave the country and blogs to shut down.46
Under Australian law, a person may bring a defamation case to court based on information posted
online by someone in another country, providing that the material is accessible in Australia and that
the defamed person enjoys a reputation in Australia. In some cases, this law allows for the possibility
of libel tourism, which allows individuals from any country to take up legal cases in Australia because
of the more favorable legal environment regarding defamation suits. The right to reputation is
generally afforded greater protection in countries like Australia and the United Kingdom than the
right of freedom of expression. In Australia this is especially so as freedom of expression is limited
to political speech. While the United States and the United Kingdom have recently enacted laws to
restrict libel tourism, Australia is not currently considering any such legislation.
In the recent case of Mickle v Farley,47 a young man in New South Wales was fined AUD 105,000
plus costs for posting defamatory statements on Twitter and Facebook about his music teacher. The
student’s father was also a teacher at the school. The father left his position due to health reasons
but the student grudgingly blamed the new teacher, Ms. Mickle, who took his father’s position. The
comments greatly distressed Ms. Mickle, forcing her to take sick leave shortly after the allegedly
hateful comments were posted to social media. The case is novel for the amount of damages
incurred on the defendant and for being the first Australian decision where a tweet was held to
be defamatory.48 In the case Judge Elkaim stated that “when defamatory publications are made
on social media it is common knowledge that they spread. They are spread easily by the simple
manipulation of mobile phones and computer. Their evil lies in the grapevine effect that stems from
the use of this type of communication.”49
There have been several cases in the states of New South Wales and Victoria of individuals being
sentenced to jail terms for publishing explicit photos of women, typically former girlfriends or
boyfriends. By way of example, Australian citizen Ravshan Usmanov pled guilty to publishing an
indecent article and was originally sentenced to six months of home detention after he posted nude
photographs of an ex-girlfriend on Facebook.50 The sentence was appealed and the court commuted
the original sentence in favor of a suspended sentence.
Users do not need to register to use the internet, nor are there restrictions placed on anonymous
communications. The same cannot be said of mobile phone users, as verified identification
information is required to purchase any prepaid mobile service. Additional personal information
must be provided to the service provider before a phone may be activated. All purchase information
is stored while the service remains activated, and it may be accessed by law enforcement and
emergency agencies provided there is a valid warrant.51

46 Asher Moses, “Online Forum Trolls Cost me Millions: Filmmaker,” Sydney Morning Herald, July 15, 2009, http://www.smh.
com.au/technology/technology-news/online-forum-trolls-cost-me-millions-filmmaker-20090715-dl4t.html.
47

Mickle v Farley [2013] NSWDC 295.
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A 2011 case involving writer and TV personality Marieke Hardy reached a legal settlement in 2012.
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Ibid. Line 21.

Heath Astor, “Ex-Lover Punished for Facebook Revenge,” April 22, 2012, Sydney Morning Herald, http://www.smh.com.au/
technology/technology-news/exlover-punished-for-facebook-revenge-20120421-1xdpy.html.
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51 ACMA, “Pre-paid Mobile Services—Consumer Information Provision Fact Sheet,” accessed June 2010, http://www.acma.gov.
au/WEB/STANDARD/pc=PC_9079.

77

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Australia

Law enforcement agencies may search and seize computers and compel an ISP to intercept and
store data from those suspected of committing a crime. Such actions require a lawful warrant.
The collection and monitoring of the content of a communication falls within the purview of the
Telecommunications (Interception and Access) Act 1979 (TIAA). Call-charge records, however, are
regulated by the Telecommunications Act 1997 (TA).52 It is prohibited for ISPs and similar entities,
acting on their own, to monitor and disclose the content of communications without the customer’s
consent.53 Unlawful collection and disclosure of the content of a communication can draw both
civil and criminal sanctions.54 The TIAA and TA expressly authorize a range of disclosures, including
to specified law enforcement and tax agencies, all of which require a warrant. ISPs are currently
able to monitor their networks without a warrant for “network protection duties,” such as curtailing
malicious software and spam.55
On August 22, 2012, the Australian Senate passed the Cybercrime Legislation Amendment Bill,
allowing Australia to accede to the Council of Europe Convention on Cybercrime.56 Unlike the
legislation of many other countries that have already ratified the convention, Australia’s legislation
goes beyond the treaty’s terms by calling for greater monitoring of all internet communications
by ISPs. Under the Convention, an ISP is only required to monitor, intercept, and retain data when
presented with a warrant, and only in conjunction with an active and ongoing criminal investigation
restricted to the areas in the Convention: child pornography, online copyright (intellectual property),
online fraud and forgery, and computer offenses. The new Australian legislation compels ISP
cooperation for any serious crime being investigated in Australia or overseas; it is not limited to the
crimes set out in the Convention.
The Convention also requires expeditious preservation of data by the person in possession or control
of data, which means ISPs will often be the ones called upon to store data. Articles 16 and 17 of the
Convention state that ISPs can be compelled to preserve internet traffic data logs for a maximum
period of 90 days, whereas the Australian legislation mandates that ISPs store data for 180 days
for foreign preservation notices. However, the Convention does not compel ISPs to monitor stored
communications, only traffic data. In the case of an active criminal investigation, the Convention
obligates an ISP to preserve the data that is already stored but would otherwise be deleted. This
could include preservation of what IP addresses connect to and from other IP addresses, or what
phone numbers connect to a Voice over Internet Protocol (VoIP) number. This may also include
information about what types of protocols a customer uses, the size and use of packets, and so forth.
Data preservation remains a controversial point but most notably in relation to the obligation to
provide mutual assistance to a foreign entity.
In July 2012, the Commonwealth Attorney-General’s Department released a discussion paper titled

52

Telecommunications Act 1997, Part 13, http://www.austlii.edu.au/au/legis/cth/consol_act/ta1997214/.

Part 2-1, section 7, of the Telecommunications (Interception and Access) Act 1979 (TIAA) prohibits disclosure of an
interception or communications, and Part 3-1, section 108, of the TIAA prohibits access to stored communications. See
Telecommunications (Interception and Access) Act 1979, http://www.austlii.edu.au/au/legis/cth/consol_act/taaa1979410/.
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54 Criminal offenses are outlined in Part 2-9 of the TIAA, while civil remedies are outlined in Part 2-10. See
Telecommunications (Interception and Access) Act 1979, http://www.austlii.edu.au/au/legis/cth/consol_act/taaa1979410/.
55 Alana Maurushat, “Australia’s Accession to the Cybercrime Convention: Is the Convention Still Relevant in Combating
Cybercrime in the Era of Obfuscation Crime Tools?” (2010) University of New South Wales Law Journal 16.1.
56 Council of Europe, Convention on Cybercrime, http://conventions.coe.int/Treaty/Commun/QueVoulezVous.
asp?NT=185&CL=ENG.
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“Equipping Australia against emerging and evolving threats.”57 Under the proposal, Australian ISPs
would be required to monitor, collect, and store information pertaining to all users’ communications,
including storing communications, for a period of two years. This activity would be done without a
warrant and enforced against all users regardless of whether there is a criminal investigation.58 The
Attorney-General has failed to discuss the significant differences between the EU, American, and
Australian legal environments. In other countries, citizens’ rights are protected under a Bill of Rights
or a Charter of Human Rights and Freedoms. Like the U.S. courts, European courts can strike down
laws or directives that offend these guarantees of fundamental human rights and civil liberties.
There is no Bill of Rights or Charter of Human Rights and Freedoms in Australia. As such, the courts
have no effective means to strike down proposals that violate civil liberties. Once a proposal is
enacted, the only way to have it changed is through legislation, which often requires a change of
government. This compulsory data retention policy, if enacted, could become a significant threat to
internet freedom in Australia. The proposal is not yet official policy in Australia, nor has it evolved to
a bill. At this point in time it remains a proposal only.
Following the leaks of U.S. National Security Agency documents by former contractor Edward
Snowden in June 2013, it was reported that Australian law enforcement has received information
from the NSA surveillance programs. It is further believed that the attorney general’s department is
seeking the power to “break into anonymization and encryption software like Tor.”59
The NSA surveillance revelations have further impacted the way in which Australia views its
obligations around classified data. On October 1, 2014, the parliament enacted amendments to the
National Security Legislation Amendment Act, including provisions that threaten journalists and
whistleblowers with a ten year prison term if they publish classified information.60 These provisions
have already come into force. Other worrying provisions that will come into force in 2015 include
changes to the scope of warrants. The definition of a “computer” has been broadened to allow law
enforcement to access data to multiple computers connected to a network with a single warrant.
Cyberattacks and hacking incidents remain a common and growing concern in Australia. Several
universities sustained denial-of-service (DoS) attacks lasting close to a week, disrupting all facets
of online university research, teaching, and administration. Private corporations such as those in
the mining industry continue to be attacked on a regular basis. The overall rate of cyberattacks has
remained steady over the past few years.

57 Commonwealth Attorney-General’s Department’s Discussion Paper, Equipping Australia against emerging and
evolving threats, 2012, accessed February 1, 2013, http://www.aph.gov.au/Parliamentary_Business/Committees/House_of_
Representatives_Committees?url=pjcis/nsl2012/additional/discussion%20paper.pdf.

Asher Moses, “Web Snooping Policy Shrouded in Secrecy,” The Age, June 17, 2010, http://www.theage.com.au/technology/
technology-news/web-snooping-policy-shrouded-in-secrecy-20100617-yi1u.html.
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59 Bernard Keane, Crikey, “The Greatest Threat to our Rights is the Attonrey-General’s Department,” June 5, 2013, http://www.
crikey.com.au/2013/06/05/the-greatest-threat-to-our-rights-is-the-attorney-generals-department/.
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Azerbaijan
2013

2014

Population:

9.4 million

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

59 percent

Obstacles to Access (0-25)

13

14

Limits on Content (0-35)

17

17

Violations of User Rights (0-40)

22

24

TOTAL* (0-100)

52

55

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Internet cafes were reportedly forced to temporarily shut down in the Nakhchivan region
as part of a ban on gatherings ahead of the presidential election (see Obstacles to
Access).

•

An increasing number of journalists and activists who are active online were given harsh
prison sentences on trumped-up charges (see Violations of User Rights).

•

In May 2013, amid a growing crackdown on press and online freedoms ahead of the
presidential election, the parliament passed amendments to the criminal code that
extended criminal penalties for defamation to online content (see Violations of User
Rights).
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Introduction
During the opening remarks at the third International Humanitarian Forum hosted in Baku on
October 31, 2013, President Aliyev spoke proudly of how far Azerbaijan has come in developing
internet technologies.1 In his speech he referred to the “totally free” environment of the internet
in Azerbaijan with a growing penetration rate of 70 percent, assuring his audience that “any
intervention is out of [the] question here.”2
And yet according to the local advocates, the reverse trend is under way, with an increase in
restrictions on online activities witnessed ahead of the presidential elections. On October 9, just
a few weeks before the humanitarian forum, Azerbaijani voters went to the polls to elect their
next president. In what was yet another in a series of contested elections, Ilham Aliyev won the
overwhelming majority of the votes with 84.6 percent, with international observers noting a range
of violations including ballot box stuffing and limitations to freedom of expression, freedom of
assembly, and freedom of association in the run-up to the election.3 In particular, on May 14, 2013,
the authorities extended criminal defamation provisions to online content.4 According to the new
amendments to the criminal code, which were signed into law in June by President Aliyev, penalties
could include fines as high as AZN 1,000 (approximately US$1,300), community service, corrective
labor and prison sentences for up to three years in certain cases.
The Azerbaijani government continues to practice minimal filtering and online censorship; however,
in contrast to the government-disseminated image of a free and open internet, in 2013 and 2014 the
government imposed harsher sentences on bloggers and online activists, with offline intimidation
also increasing. Reports of internet cafes shut down in the autonomous region of Nakhchivan
ahead of the elections to avoid any protests, were also disturbing. While the local officials denied
any such instances,5 there have been previous attempts to close down internet cafes in Garachuxur
and Guneshli districts of Baku and in the Ismayilli region during the January 2013 protests. The
crackdown on internet cafes in Nakchivan began on August 23, 2013, less than two months prior to
the presidential elections in Azerbaijan.
Despite these limitations, the internet remains a platform for information-sharing and a medium
for alternative voices and popular political dissent, particularly as the government maintains tight
control over traditional media outlets.

1

Official website of the forum, http://www.bakuforum.org/en/about/

2

President’s address at the opening session of the forum, http://www.bakuforum.org/en/speech2013/

OSCE Office for Democratic Institutions and Human Rights, “Republic of Azerbaijan Presidential Elections 9
October 2013, OSCE/ODIHR Election Observation Mission Final Report,” December 24, 2013, http://www.osce.org/
institutions/110015?download=true.

3

Azərbaycan Respublikasının Cinayət Məcəlləsində dəyişikliklər edilməsi haqqında, May 14, 2013 http://www.meclis.gov.az/?/
az/legislation/view/2360 [in Azerbaijani]

4

‘Azerbaijan: Local ‘khan’ in rights and internet ban’, September 4, 2013, bbc.co.uk, http://www.bbc.co.uk/news/blogs-newsfrom-elsewhere-23957805

5
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Obstacles to Access
There have been several improvements to the internet infrastructure in Azerbaijan over the past
year, including plans to introduce a countrywide broadband connection, a decrease in internet
costs, and a growing internet penetration rate. Despite these developments, the overall quality of
internet access remains low, especially outside the capital and larger towns where dial-up is still
the most common method of online access. In addition, the state security forces are free to visit
internet service providers (ISPs) whenever they like. The Ministry of Communication and Information
Technologies continues to hold a significant share in a few of the leading ISPs, and the government
is authorized to instruct companies to cut internet service under very broadly defined circumstances,
including war, emergency situations, and national disasters.6
Based on the most recent report on the percentage of individuals using the internet released by
the International Telecommunication Union (ITU), by the end of 2013 Azerbaijan had an internet
penetration rate of 58.7 percent, compared to 54.2 percent in 2012 and 17 percent in 2008.7 Mobile
phone subscriptions reached a penetration rate of 107.6 in 2013,8 while rates for mobile broadband
penetration were at 33.3 percent.9 However, statistics for internet penetration rates vary according to
the source. For example, according to official statistics referred to by government officials, internet
penetration in Azerbaijan reached 70 percent in the last two years.10 This number includes mobile
internet users as well as anyone who has accessed the internet, including one-time users.11 Another
statistic from the Delta Telecom technical director, Raed Alakbarli, holds Azerbaijan’s internet
penetration rate at only 44.4 percent as of May 2014.12
Access to the internet in rural areas remains difficult. Although there are a variety of ISPs in the
country, few have the infrastructural capacity to provide access to rural areas, leaving many
residents to access the internet through dial-up or mobile connections. The quality of access is also
below average, especially anywhere outside the main cities. In September 2013,13 the government
announced an ambitious plan worth US$131 million to build the infrastructure for countrywide
broadband internet and to cover all areas of the country with high-speed internet access by 2017.
The initiative seems to have stalled, however, as the selection of technologies for implementation of

6 According to clause 4.2(a) of the “Rules for Using Internet Services,” internet providers can unilaterally suspend services
provided to subscribers in cases that violate the rules stipulated in the law “On Telecommunications.” Furthermore, a provider
can suspend the delivery of internet services in certain circumstances including in times of war, events of natural disasters, and
states of emergency, though none of these legal provisions were employed in 2013-2014. “Searching for Freedom: Online
Expression in Azerbaijan,” The Expression Online Initiative, November 2012, http://www.irfs.org/wp-content/uploads/2012/12/
Report_EO_1.pdf

“Percentage of individuals using the Internet,” International Telecommunication Union, 2013, 2012, 2008, http://www.itu.int/
en/ITU-D/Statistics/Pages/stat/default.aspx

7

8 “Mobile-cellular telephone subscriptions per 100 inhabitants,” International Telecommunication Union, 2013, http://www.itu.
int/en/ITU-D/Statistics/Pages/stat/default.aspx
9 “Azerbaijan leads CIS states for internet penetration”, October 21, 2013, azernews.az, http://www.azernews.az/
azerbaijan/60817.html

‘Number of Internet users to be increased to 85% in Azerbaijan’, December 25, 2013, apa.az, http://en.apa.az/xeber_
number_of_internet_users_to_be_increased_204854.html

10
11

“Internet penetration rate reaches 70% in Azerbaijan,” ann.az, January 16, 2013, http://ann.az/en/?p=109281

12

“Azerbaijan has over 4 billion unused Internet resources”, abc.az, May 19, 2014, http://abc.az/eng/interview/96.html.

‘Registration of state program Fiber to Home under way in Azerbaijan’, September 26, 2013, abc.az, http://www.azernews.
az/business/62871.html.

13

82

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Azerbaijan

the project still continues.14 In addition to infrastructural obstacles, there is a gender gap in internet
access rates as women across the country, particularly in the rural regions, face a number of barriers
to access, from cultural norms disapproving of women using the internet to a lack of education and
access to technology.
In order to make internet service available countrywide at lower costs, on December 24, 2013, the
Ministry of Communications and Information Technologies (MCIT) announced their plan to reduce
tariffs on internet services. While the overall price charged by the providers has increased, the plan
suggests further cost reductions.15 However, any cost reductions depend on ISPs ensuring quality
delivery of content. According to Ramazan Valiyev, the CEO of the primary Azerbaijani provider Delta
Telecom, the only obstacle to improving internet access is the need to replace all existing copper
cable infrastructure with fiber-optic lines. With new fiber-optic cables, the connection speed can
reach a minimum of 10 Mbps rather than the current 2-3 Mbps.16 According to Akamai, the average
connection speed in 2013 was 2.85 Mbps. The comparison with previous years shows very little
growth, thus calling into question government statements on the growth and improvement of the
ICT sector.
Based on official data, the cost of internet access has dropped over the past five years. Currently,
according to the minister of ICT, the cost for internet access is about 2 percent of the average
monthly wage.17 However, according the Azerbaijan Internet Forum, internet access remains an
expensive commodity for many Azerbaijanis, especially in comparison with neighboring countries.18
The most recent indicators provided by the Azerbaijan Internet Forum indicate an average cost of
US$25-75 for an unlimited 4-8 Mbps ADSL connection.19
The growth in mobile phone usage continued over the past year. Azercell remained the leading
mobile service provider, although its overall market share fell from 50 percent to 43 percent. Azerfon
and Bakcell, the other two largest mobile operators, maintained market shares of 24 percent and
33 percent, respectively. In August 2013, both Azerfon20 and Bakcell21 launched a Mobile Number
Portability (MNP) service. This service allows mobile operator users to switch from one network
to another without having to lose their numbers, thus potentially increasing competition among
providers.

‘Azerbaijan continues selection of technologies for “fiber to home” project’, January 7, 2014, abc.az, http://abc.az/eng/
news/79240.html.

14

‘Azerbaijan: Internet tariff reduction plan prepared’, December 24, 2013, http://www.unpan.org/PublicAdministrationNews/
tabid/115/mctl/ArticleView/ModuleID/1467/articleId/40119/default.aspx

15

‘Internet fees expected to go down by year-end’, September 2, 2013, azernews.az, http://www.azernews.az/
azerbaijan/58847.html

16

‘Minister Ali Abbasov: Internet prices make 2percent of average salary in Azerbaijan’, May 17, 2013, topnews.az, http://
topnews.az/en/news/57709/Minister-Ali-Abbasov-Internet-prices-make-2-percent-of-average-salary-in-Azerbaijan.html

17
18

https://www.facebook.com/multimediaosman/posts/349178915221658

“Müxtəlif növ bağlantılar vasitəsilə göstərilən İnternet xidmətlərin qiymətlərinin ölkələr üzrə MÜQAYİSƏSİ”,
Azerbaijan Internet Forum, Januart 29, 2014, http://aif.az/muxt%C9%99lif-nov-baglantilar-vasit%C9%99sil%C9%99gost%C9%99ril%C9%99n-internet-xidm%C9%99tl%C9%99rin-qiym%C9%99tl%C9%99rinin-olk%C9%99l%C9%99r-uzr%C9%99muqayis%C9%99si-2/
19

‘Another mobile operator in Azerbaijan launches number portability service’, August 2, 2013, http://en.trend.az/regions/
scaucasus/azerbaijan/2176533.html

20

‘Azerbaijani mobile operator launches Mobile Number Portability Service, August 1, 2013, http://en.trend.az/regions/
scaucasus/azerbaijan/2176097.html

21
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Introduction of 3G services and changes in mobile phone data packages provided by the phone
companies lowered the average costs of mobile internet from AZN 40.50 (approximately US$50)
in 2011 to AZN 7.75 (approximately US$10) in 2012. The average connection speed improved
significantly in 2011, increasing from 3.48 Mbps to 7.05 Mbps.22 According to Reporters Without
Borders, 31 percent of mobile subscribers access the internet on their phones.23 In addition,
bureaucratic obstacles have led to delays in the introduction of a 4G LTE network. The only provider
of 4G LTE in Azerbaijan is Azercell, but access is limited to certain areas.
In the run-up to the presidential elections, several internet cafes were reportedly closed down
by the Azerbaijani authorities in Azerbaijan’s Autonomous Republic of Nakhchivan. The Institute
for Reporters’ Freedom and Safety (IRFS) reported that beginning on August 23, internet cafes
were subject to closure. According to the report, internet cafe owners said the Ministry of
Communications and Information Technology of Nakhchivan issued these orders in an attempt to
curb online dissent ahead of the elections. In a region with a poor human rights record, political
liberties are highly restricted, and with residents living in an information blockade, the shutdown of
internet cafes was seen as a calculated decision on behalf of the regional authorities.24
Delta Telecom (previously AzerStat) maintains the largest share of the market, bringing about 99
percent of internet traffic into the country. In addition, it sells traffic to over 30 internet providers
including three state-owned providers: AzTelekomnet (Azertelecom), BakInternet and Azdatakom.25
Delta Telecom is also the owner and operator of the largest fiber-optic backbone in the country.
It was the first company to implement a WiMAX technology project in February 2010, laying
the foundation for the use of wireless, broadband, and unlimited internet access. The largest ISP
operating outside of Baku is the state-owned Azertelecom, with ownership ties to the MCIT26
and whose shareholders include Azerfon, with links to the president’s daughters.27 Azertelecom
completed its fiber-optic network in 2011 and is now competing for Delta Telecom’s business.28
More recently, Azertelecom’s revenues have dipped as Azerbaijani users are increasingly turning to
Skype for cheaper phone calls.29
Since 2000, ISPs are no longer required to obtain a license.30 While the MCIT reports that there are
over 40 ISPs in the country, Net Index categorizes only 20 of these as “main” ISPs.31 Delta Telecom
and Azertelecom are two private companies that provide access to the international internet.
“Mobile internet tariffs in Azerbaijan and explanations”, mobiz.az, October 2012, http://mobiz.az/n909/Azerbaycandamobil-internet-tarifleri-+-tehlil [in Azerbaijani]

22
23

Expression Online, ‘False Freedom: internet freedom in Azerbaijan after the 7th Internet Governance Forum’, October 2013

24 “Internet cafes shut down in Azerbaijan’s Nakhchivan Autonomous Republic,” Ifex.org, August 30, 2013, http://www.ifex.
org/azerbaijan/2013/08/30/internet_cafe/.

“Nə üçün İnternet qiymətləri bahadır və nə üçün İnternet keyfiyyətsizdir?,” Aif.az, March 11, 2014, http://aif.az/n%C9%99ucun-internet-qiym%C9%99tl%C9%99ri-bahadir-v%C9%99-n%C9%99-ucun-internet-keyfiyy%C9%99tsizdir-2/#more-1520.

25
26

Yashar Hajiyev, “Azerbaijan,” European Commission, accessed August 30, 2012, http://bit.ly/1fz6jF9.

27 Khadija Ismayilova, “Azerbaijani President’s Daughter’s Tied to Fast-Rising Telecoms Firm,” Radio Free Europe/Radio Liberty,
June 27, 2011, http://www.rferl.org/content/azerbaijan_president_aliyev_daughters_tied_to_telecoms_firm/24248340.html.
28

“Azerbaijan Network,” Azertelecom.az, accessed September 5, 2012, http://www.azertelecom.az/en/aznetwork/.

“Azerbaijan: Baku moving to restrict online free speech?,” May 25, 2011, Eurasianet.org, http://www.eurasianet.org/
node/63554

29

The Republic of Azerbaijan Ministry of Communications and High Technologies, accessed May 2014, http://www.mincom.
gov.az/activity/information-technologies/internet/ .

30

31 Net Index, “Household download index, Azerbaijan,” accessed May 2014, http://www.netindex.com/download/2,110/
Azerbaijan/
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Apart from holding a monopoly over the sale of the “.az” domain, the Ministry of Information and
Communication Technologies also performs the basic regulatory functions pursuant to the 2005
Law on Telecommunications. On February 14, 2013, the Azerbaijani Press Council established a
commission under the government-controlled National Television and Radio Council to handle
citizens’ complaints about ethical violations online, hacking attacks on web pages, and other issues
related to online media.32 As of May 2014, however, the Press Council has filed no such reports and
has raised no concerns over the state of media freedom in Azerbaijan. In fact, on May 2, 2013, the
Press Council came together with the National Television and Radio Broadcasting Council and the
Foundation of State Support for the Development of Mass Media under the President of Azerbaijan
to celebrate the current state of “free and fair online and offline media” in Azerbaijan.33

Limits on Content
There is no systematic or widespread blocking or filtering of websites or social networks, as the
government relies mainly on other means of control through intimidation and arrest of users. In the
past, some sites experienced temporary access issues, especially during protests in specific areas
of the country. The image-uploading site Imgur was blocked in January 2013 after hackers from
Anonymous obtained and posted 1.7 GB worth of documents from the Special State Protection
Service of Azerbaijan;34 as of May 2014 the site remains inaccessible.35 Sporadic filtering has also
become a problem for opposition websites from the Azerbaijani diaspora, such as Azdiaspora.org.
Other websites, such as Tinsohbeti.com, a website with satirical articles, caricatures, and videos
about government and government corruption, and Susmayaq.biz, a website for public campaigning,
were both shut down in 2011 and 2007, respectively.36
There are few examples of forced deletions of online content based on a takedown notice system,
and these cases are primarily related to personal data. Subject to Articles 5.7 and 7.2 of the law “On
Personal Data,” personal data published without the consent of an individual must be removed from
websites following a written demand from the individual concerned, a court, or the executive branch.
The personal data law regulates the collection, processing, and protection of personal data (name,
surname, patronymic, date of birth, racial/ethnic background, religion, family, health and criminal
record), the formation of the section of personal data in the national information space, as well as
issues related to the cross-border transfer of personal data to define the rights and obligations of
public bodies and local authorities, individuals, and legal entities operating in this area.37 Additionally,

32 “Press Council created commission for internet media,” Mediaforum.az, February 14, 2013, http://bit.ly/18eZnGI [in
Azerbaijani]

“Azerbaijan aims to shape free media and freedom of speech: official,” May 2, 2013, Azernews.az, http://www.azernews.az/
azerbaijan/53286.html.

33

“1.7GB Documents leaked from Special State Protection Service of Azerbaijan,” Cyberwarmews.info, January 19, 2013,
http://www.cyberwarnews.info/2013/01/19/1-7gb-documents-leaked-from-special-state-protection-service-of-azerbaijan/

34

35 “Imgur.com blocked in Azerbaijan?,” Globalvoicesonline.org, February 7, 2013, http://advocacy.globalvoicesonline.
org/2013/02/07/imgur-com-blocked-in-azerbaijan/

“Focus on Internet and Human Rights in Azerbaijan: Interview with Vugar Gojayev”, Global Information Society Watch,
giswatch.com, http://www.giswatch.org/en/focus-internet-and-human-rights-azerbaijan-interview-vugar-gojayev

36

The Republic of Azerbaijan Ministry of Communications and High Technologies, “Personal Data,” accessed August 8, 2014,
http://www.mincom.gov.az/activity/information-technologies/personal-data/
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both the MCIT and the Ministry of Education run a hotline program to uncover allegedly illegal and
dangerous content.38
There is still no established process through which affected entities can appeal in cases where
opposition websites or other materials have been blocked. Decisions to block online content are not
transparent, and when users try to access blocked websites (such as Imgur) they simply receive an
error message, rather than information stating that the site has been blocked. There is no law that
includes an exact definition of what stipulates the reasons for blocking or shutting down websites.
Libel and defamation are the most commonly used charges, as they remain a criminal offense.
As journalists, activists, and those critical of the government have increasingly turned to the internet
to express their views, the Azerbaijani authorities have amplified their efforts to clamp down on
online activities and stifle opposition voices through tactics such as internet cafe raids, netizen
arrests, and other extralegal intimidation (see Violations of User Rights). Some state universities
warn students that they will encounter problems, including threats of bad grades or detention, if
they participate in online political activism. Students are instead urged to be very active in defending
the government and its positions in their posts and comments on Facebook and other social media.
These efforts have had a chilling effect on internet users who may be practicing self-censorship out
of fear of government reprisals, although the extent of self-censorship online is not as widespread as
in the traditional media.
To further discourage Azerbaijani youth from using the internet and social networks, members of
the government have implemented a number of different tactics in the past few years. Early in 2011,
the country’s chief psychiatrist, Garay Geraybeyli, described “people who prefer communication on
social networks [as] having mental problems.”39 Not surprisingly, the statement came four days prior
to the March 11 Great People’s Day in Azerbaijan, an online initiative organized through Facebook
calling people to join in the struggle for freedom and democracy in Azerbaijan in a civil way, without
provocations, in villages and cities across the country.40 In another attempt, a television program
featured stories of “severe Facebook trauma” and “illness” as a result of use of social media. On
April 2, 2013, an article published online on Xezerxeber.com described social networks as “cholera
of the 21st century.” The paper claims that social networks create jealousy among its users.41 On
May 6, 2013, Azerbaijani Communication and IT Minister Ali Abbasov expressed his concern with
social networks, characterizing them as platforms for insult and claiming that five to ten percent of
divorces are caused by the negative impact of the internet.42 In another attempt to discourage the
use of internet and social networks, one local paper wrote that using the internet creates a harmful
habit of internet dependency. The article describes the results of some unknown research, according
to which one out of every 10 internet users is bound to acquire the “harmful” habit.43
Yaman Akdeniz, “Freedom of Expression on the Internet,” Organization for Security and Cooperation in Europe, 2010,
http://www.osce.org/fom/80723.
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“Social network users have ‘mental problems’,” Trend.az, March 7, 2011, http://en.trend.az/news/society/1841409.html.

Facebook page for “March 11, Great People’s Day in Azerbaijan” public event https://www.facebook.com/
events/192209267477787/
40

“Social networks create jealousy”, Xezerzeber.com, April 2, 2013, http://xezerxeber.com/XeberOxu.aspx?id=55717#.
UV33UxlhOaI [in Azerbaijani]

41

“Minister: Illegal behavior on Internet needs regulating in Azerbaijan,” May 6, 2013, En.trend.az, http://en.trend.az/capital/
business/2147219.html

42

“Ciddi təhlükə yaradan internet asılılığı,” April 24, 2014, Azadxeber.net, http://www.azadxeber.net/ciddi-thlk-yaradaninternet-asll_h26577.html.
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Government-friendly online media outlets are the main beneficiaries of the advertising market. As
is the case in the traditional media sphere, state-owned and private companies tend to refrain from
advertising their products in independent or opposition online media. Furthermore, independent
or opposition media outlets face additional pressure from the authorities in the form of fines and
lawsuits.
The opposition newspaper Azadliq has been subject to fines and harassment from the authorities
over the past few years,44 and the crackdown on the media outlet appears to be intensifying. In
September 2013, the newspaper suffered a lawsuit after it reprinted content from a Facebook post.
The subject of the post considered the content to be libelous, and sued the newspaper for AZN
50,000 (US$63,000) after they reprinted it.45
On May 13, 2013, the founder and editor of the online newspaper Veteninfo.az, Nahid Janbakhisli,
reported that a lawsuit had been filed against him by the head of the Imishli District Executive
Power, Vilyam Hajiyev. On April 11, Janbakhisli had published an article titled, “Businessman arrested
because of Vilmay Hajiyev,” on the publication’s website. In the lawsuit, Hajiyev demanded AZN
100,000 (approximately US$127,405) for “humiliation of his honor and dignity and retraction of
the false information damaging his business reputation.”46 On June 28, 2013, following two court
hearings, the presiding judge rejected Hajiyev’s claims.
Blogging in Azerbaijan began gaining popularity in 2007. With the introduction of Azerbaijanilanguage blogging platforms, active bloggers writing in the native language provide an alternative
source of information on many subjects that are ignored or distorted by traditional media. There are
over 150,000 bloggers and microblog-users in Azerbaijan.47 Most of these blogs are written in the
Azerbaijani language, and only about 1,000 blogs are written in English, Russian, or other languages.
Many bloggers, such as Ali Novruzov, Emin Milli, Emil Bagirov, Etibar Salmanli, Arzu Geybullayeva,
and Zaur Gurbanly, are well known for their independent views, and an estimated 50,000 to 70,000
users read blogs online. Additionally, according to the head of the Press Council in Azerbaijan, more
than 10 internet radio stations and television channels operate within the country, and over 100,000
users watch television online. There are also more than 40 online news websites.48
Access to social media applications such as Facebook and Twitter is unrestricted, and such sites
are increasingly used to disseminate content critical of the government. Facebook, in particular,
has become a key source of information on rallies, protests, and social issues such as housing
demolitions. The number of registered Facebook users grew from approximately 700,000 in
December 2011 to over 1,000,000 users in 2013.49 As of October 2013, 1,250,000 Azerbaijanis have

“Exorbitant fines put Azeri newspaper at risk,” Reporters Without Borders, February 28, 2013, http://ifex.org/
azerbaijan/2013/02/28/damages_newspaper/

44

“Azerbaijan’s main opposition daily sued over Facebook post,” IFEX.org, September 13, 2013, http://www.ifex.org/
azerbaijan/2013/09/13/lawsuit_azadliq/

45

“Local governor seeks 100,000AZN damages from an online newspaper,” Irfs.org, May 13, 2013, http://www.irfs.org/newsfeed/local-governor-seeks-100000-azn-damages-from-an-online-newspaper/.
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“Bloggers are passive: in Azerbaijan blog users are not active,” Video, YurdTV, March 5, 2013, http://yurd.tv/
yurdxeber/20130302085717673.html [in Azerbaijani]
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“The number of Internet users in Azerbaijan is 45% of the population,” Regnum News Agency, February 3, 2011. http://
regnum.su/news/fd-abroad/azeri/1379705.html [in Russian].
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an existing account on Facebook. The majority of Facebook users in Azerbaijan are youth, at 74
percent.50
Youth activists, organizations, and political movements are widely represented in social media,
providing information, organizing activities and events, and arranging protests via the internet.
Inspired by the Arab Spring uprisings in early 2011, young activists in Azerbaijan continue to use
social media to organize demonstrations against the government’s authoritarian rule, calling for
democratic reforms and an end to pervasive government corruption.51
In September 2012, Elshad Abdullayev, the former director of the now-defunct Azerbaijan
International University, began uploading videos to YouTube that exposed corruption on the part
of Gular Ahmedova, a high-ranking figure and member of the ruling party.52 The first video footage
of this scandal, referred to as “GularGate,” exposed Ahmadova attempting to sell a parliamentary
seat to Abdullayev for AZN 500,000 (approximately US$636,000). Ahmadova was stripped of her
parliamentary mandate, expelled from the ruling party, and placed under house arrest. On February
13, 2013, the Prosecutor General’s Office announced that Ahmadova had been charged under Article
178.3.2 for fraud (embezzlement) and Article 307.2 for concealment of a serious crime without
agreement.53 In what was described by human rights advocates in Azerbaijan as a deliberate turn of
events, Ahmadova was released by the decision of the Baku Court of Appeals on May 5, 2014. The
court replaced the original sentence with a three year suspended sentence.54
A series of protests were organized starting in January 2013, including at least one through the
Facebook page that translates as “End Soldiers’ Deaths.”55 Held in Baku, this unsanctioned rally was
organized to protest the death of military conscript Ceyhun Qubadov. According to local reports,
hundreds to thousands of people gathered at the Fountain Square holding signs with slogans about
the mistreatment of military conscripts in Azerbaijan. While there were no arrests, police issued
fines to 29 protestors. Facebook was quickly put to use once again to organize an online fundraiser
through the “Five Cents” campaign. The campaign managed to raise AZN 12,500 (approximately
US$16,000) from 7,000 people over a two week period. Thirteen activsts paid their fines from this
amount, while the rest was donated to the family of the conscript. Those who refused to pay their
fines began a civil disobedience campaign.56
Most likely in response to this fundraising campaign, a new sub-article was added to the Code
on Administrative Offenses in Feburary 2013, which requires anyone providing or donating
monetary assistance of more than AZN 200 (approximately US$255) to political parties, civil society

50

“False Freedom: Netfreedom in Azerbaijan, after the 7th Internet Governance Forum,” October 2013

51 Natasha Schmidt, “Freedom of expression online,” Chapter 8, Running Scared: Azerbaijan’s Silenced Voices, Article 19:
Global Campaign for Free Expression, 2012, http://www.article19.org/data/files/medialibrary/3003/12-03-26-azerbaijan.pdf.
52

As of February 2013, eight videos have been released.

53 “Azerbaijani Politician Arrested on Corruption Charge,” rferl.org, February 14, 2013, http://www.rferl.org/content/
azerbaijan-corruption/24901860.html.
54 “The Court of Appeal releases Guler Ahmadova,” Contact.az, May 5, 2014, http://contact.az/docs/2014/
Social/050500077650en.htm.
55
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Khadija Ismayil, “Civil Disobedience Campaign,” Facebook note, updated February 15, 2013, accessed August 8, 2014,
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organizations, or international NGOs to register the donation with the Ministry of Justice.57 Those
who fail to do so will receive fines ranging from AZN 250 to AZN 7,000 (approximately US$3009,000).58 Institutions that accept these donations are also subject to fines, ranging from a minimum
of AZN 1,000 to a maximum of AZN 10,000 (approximately US$1,300-13,000).

Violations of User Rights
The Azerbaijan government continues to arrest and harass online users, particularly young activists
and journalists who post information and opinions critical of the government. In May 2013, the
parliament passed amendments to the criminal code that extended existing criminal penalties for
defamation to the online sphere, and began to prosecute individuals under this law for content
posted on social media sites. The government increased its crackdown on civil society by arresting
more activists and inflicting harsher sentences, including the sentencing of eight youth activists to
prison terms ranging from six to eight years.59
Articles 47 and 50 of the constitution guarantee freedom of speech, provide the right to distribute
information, and prohibit state censorship of the mass media.60 In addition, as a signatory of the
International Covenant on Civil and Political Rights (ICCPR), Azerbaijan is obliged to respect the right
to freedom of expression. In practice, however, the authorities aggressively use various forms of
legislation to stifle free speech in print and broadcast media. The judiciary lacks independence and is
largely subservient to the executive branch.
Libel is the most common criminal offense used by the authorities against journalists in Azerbaijan.61
While the online sphere was previously considered a form of mass media and was regulated under
the Law on Mass Media, as of May 14, 2013, defamation committed online is prosecutable under the
criminal code. With the new amendments, online defamation is now punishable by up to six months
in prison, or up to three years in prison in cases of aggravated defamation.62 In a further move, one
likely to curb free speech and intimidate activists, the same amendments increased the maximum
sentence for “administrative arrests” from 15 days to three months. Administrative arrests, under
charges such as disorderly conduct, have been used to target activists and journalists over the past
few years.63
An alternative bill—the Draft Law on Protection from Defamation—was designed in cooperation

57 Mina Muradova, “Azerbaijan Restricts NGO Funding,” The Central Asia-Caucasus Analyst, February 20, 2013, http://www.
cacianalyst.org/publications/field-reports/item/12654-azerbaijan-restricts-ngo-funding.html
58 “Those who give cash to political parties and NGOs in Azerbaijan will receive high fines,” apa.az, February 8, 2013, http://
az.apa.az/news/287879 [in Azerbaijani]

Eight activists were sentenced in this court case: seven members of the youth movement N!DA, and one member involved
in another youth movement.
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The constitution is available in English at http://en.president.az/azerbaijan/constitution.

“Azerbaijan Criminal Code: Article 147. Defamation,” Council of Europe, December 12, 2003, accessed August 30, 2012,
http://www.coe.int/t/dghl/standardsetting/media/Doc/DH-MM(2003)006rev_fr.asp#P281_18801.
61

62 “Azerbaijan: New legislative amendments further erode rights to freedom of expression and peaceful assembly,” ARTICLE
19, May 16, 2013, http://www.article19.org/resources.php/resource/3753/en/azerbaijan:-new-legislative-amendments-furthererode-rights-to-freedom-of-expression-and-peaceful-assembly.
63 ‘Azerbaijan Criminalizes online libel and insult’, May 22, 2013, rferl.org, http://www.rferl.org/content/journalists-in-troubleazerbaijan-criminalizes-online-libel-and-insult/24993743.html
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with civil society institutions and the OSCE office in Baku in 2012. However, the original text was
not taken into account and was instead watered down behind closed-door discussions among
government actors. Provisions were removed from the bill that would have repealed criminal
liability for defamation and reduced the maximum monetary penalties to match that of other civil
violations.64 By leaving these clauses out, the authorities maintained the threats to freedom of
expression inherent in the legislation.
Over the past year, more bloggers, human rights defenders, and activists have been detained or
prosecuted for their online activities. On May 6, 2014, a court sentenced eight activists, including
seven members of the N!DA civic movement, to prison sentences varying from six to eight years.
Originally the group faced charges ranging from drug possession to illegal possession of explosives;
on September 12, 2013, they were also charged with planning to organize acts of public disorder
and intending to use Molotov cocktails. Ilkin Rustamzade, a 21-year-old activist and member of
the Free Youth movement, was tried along with the group. Rustamzade was initially charged with
“hooliganism” for allegedly filming and uploading a version of the global internet meme “Harlem
Shake” to YouTube, though he denies any involvement in the video. He was also later charged with
using Facebook to assist the N!DA activists in organizing the March 10, 2013 protests. Rustamzade
was convicted and sentenced to eight years in prison.65 The other activists on trial were also
convicted; during their hearing, the presiding judges provided their Facebook posts and online
correspondence as evidence of their actions.
The prison sentences that individuals have received over the past year have signaled a substantial
crackdown on freedom of expression by the authorities. Other activists and journalists arrested or
sentenced during the coverage period for their online activities include:
•

Nijat Aliyev, editor-in-chief of the news website Azadxeber.net, was arrested in May 2012
on charges of drug possession and was later given additional charges of unlicensed
distribution of religious literature, making public calls to overthrow the constitutional
regime, and incitement of ethnic hatred.66 On December 9, 2013, he was sentenced to 10
years in prison. The editor- in-chief denied the charges, saying it was Azadxeber’s reporting
on the government’s religion policies that prompted his arrest.

•

Rashad Ramazanov (Rashad Hagigat Agaaddin), a blogger and Facebook user critical of
the government and some of its high-ranking officials, was detained near a metro station
on May 9, 2013 and taken to the Department for Combating Organized Crime. Ramazanov
was charged with drug trafficking after police reportedly found nine grams of heroin in his
pocket; however, Ramazanov rejected the charges and insisted that the drugs were planted
on him.67 Furthermore, although Ramazanov was legally supposed to be transferred to an
Investigative Detention Center within 24 hours of his arrest, he was held at the organized
crime unit for 11 days. When his lawyer was finally allowed to see him, he reported that

64 “Azeri government removes key clauses from draft defamation bill,” Ifex.org, May 27, 2013, http://www.ifex.org/
azerbaijan/2013/05/27/joint_statement_azerbaijani/.
65

“Harlem Shakedown in Azerbaijan,” May 22, 2013, Iwpr.net, http://iwpr.net/report-news/harlem-shakedown-azerbaijan

66 “Editor of critical news website given 10-year-jail sentence in Azerbaijan,” Committee to Protect Journalists, December 10,
2013, http://ifex.org/azerbaijan/2013/12/30/new_years/.
67 “Azeri blogger and activist allegedly tortured,” Institute for Reporters’ Freedom and Safety, May 21, 2013, http://ifex.org/
azerbaijan/2013/05/21/statement_azerbaijani/
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Ramazanov had suffered serious head injuries while in detention.68 On November 13,
Ramazanov was sentenced to nine years in prison for drug trafficking under article 234.4.3
of the criminal code.
•

Hilal Mammadov, a human rights defender and editor of the newspaper Tolishi Sado, was
arrested on June 21, 2012 for illegal drug possession, treason, and incitement to national,
racial, social and religious hatred and hostility. Mammadov was arrested after he shared
a video on YouTube called “Ti kto takoy, davay dosvidaniya!” (Who are you? See you,
goodbye!). In the video, two brothers perform a meykhana—a literary and folk rap tradition
that involves improvising on a particular topic. The main jingle, which is in Russian, was first
introduced by a Russian Car Owners Federation official who posted on Twitter: “Putin, who
are you? See you, goodbye.” The jingle, which was transformed into just “Who are you? See
you, goodbye,” was later used by other groups in Russia, Georgia, and Armenia in political
contexts. The video of the two brothers received many clicks and grew in popularity due to
the nature of verses. Shortly after, Mammadov posted a comment under the video where
he wrote that the video had made Azerbaijan more popular than the government had
been able to despite all the money spent on the Eurovision song contest. He was arrested
following this comment.69 On September 27, 2013, Mammadov was sentenced to five years
in prison.

•

On August 2, a district court in Baku ordered the detainment of Sardar Alibeyli, editorin-chief of the independent online news outlet P.S. Nota, for two months pending an
investigation based on hooliganism charges. Alibeyli has also faced trumped-up charges
against him in the past. In April 2007, Alibeyli was convicted and sentenced to 18 months of
corrective labor for defaming Minister of Interior Ramil Usubov. Two years later, in July 2009,
he spent three months behind bars on criminal defamation charges. Alibeyli wrote critical
pieces about President Aliyev and his administration, in addition to posting commentaries
by exiled politicians accusing the president of corruption, human rights abuses, and
authoritarianism. Prior to his arrest in August, he shared a collage on Facebook depicting
Aliyev in handcuffs.70 In November, Alibeyli was convicted of hooliganism and sentenced to
four years in prison.

•

Taleh Bagirov (Bagirzade), a religious scholar and activist, was arrested on March 31, 2013.
Bagirov is known to be critical of the Azerbaijani government in his sermons (some of
his sermons are available on YouTube. His final video received over 36,000 hits).71 He
was charged with illegal drug possession with intention to sell under Article 234.1 of the
Azerbaijani criminal code. According to Bagirov’s lawyer, Anar Gasimli, he was unable
to see his client for a week. When Gasimli finally did see Bagirov, the activist told him
he was abused and beaten while in custody. During their meeting, the defendant was
heavily bruised and unable to move three of his fingers. Requests for immediate medical
examination were never met. In March, Bagirov was sentenced to two months in pre-

68 “Azerbaijan: Journalist and writer jailed as ruthless crackdown continues,” November 13, 2013, Amnesty International,
http://www.amnesty.org/en/news/azerbaijan-journalist-and-writer-jailed-ruthless-crackdown-continues-2013-11-13
69 National Framework for Internet Freedom in Azerbaijan, 2013, Institute for Reporter’s Freedom and Safety, http://www.irfs.
org/wp-content/uploads/2014/01/National-Framework-for-Internet-Freedom-in-Azerbaijan.pdf

‘Critical editor charged with “criminal hooliganism” in Azerbaijan’, Committee to Protect Journalists, August 13, 2013,
http://ifex.org/azerbaijan/2013/08/13/editor_charged/
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trial detention. His sentenced was extended on May 24. In November 2013, Bagirov was
convicted of drug possession and sentenced to two years in a strict regime prison.72
•

On March 26, 2013, 22-year-old activist and member of the Azerbaijani Popular Front Party
Dashgin Malikov was arrested on spurious drug charges following a number of Facebook
posts in which Malikov openly criticized the government.73 During a search at the police
station, Malikov contends that drugs were planted in his wallet and that he was forced to
sign a confession, which he later retracted. Malikov suffers from a medical condition that
requires him to undergo bi-annual medical checks, none of which indicated any previous
instances of drug use. In July 2013, Malikov was convicted and sentenced to two-and-a-half
years in prison.

•

Parviz Hashimli, a journalist from the local paper Bizim Yol and a director of the online
platform Moderator.az, was detained on September 17, 2014. The following day, Hashimli
received a two-month pre-trial detention sentence under articles 206.3.2 (smuggling
of firearms on preliminary arrangement by an organized group) and 228.2.1 (illegally
obtaining, storing, or carrying firearms and their spare parts on preliminary arrangement by
an organized group) of the criminal code. On May 15, 2014, the journalist was sentenced to
eight years in prison.

•

Abdul Abilov, an online activist, was arrested on November 22, 2013 on charges of drug
trafficking. On November 23, the activist received a three-month pre-trial detention
sentence. Abilov is the founder of the Facebook page, “Let’s Say Stop to Flatterers.” The
page was closed shortly after Abilov’s arrest. Adilov was also behind another Facebook page
called “Election Fraud.” On May 27, 2014, the blogger was sentenced to five-and-a-half
years in prison.

•

Mikayil Talibov, an employee at a private bank, was convicted of libel in May 2013 for
criticizing his former employer, AccessBank, on Facebook. Tabilov had created a page
on Facebook called “AccesBank-HaqsizBank” (AccessBank-Unfair Bank),74 which the bank
considered to be libelous content. This case was the first time the new defamation law for
online content had been applied. Talibov, a resident of the Astara region, was sentenced
to one year of hard labor and retention of 20 percent of his salary. However, on January
24, 2014, the Astara District Court re-examined his case and made a decision to acquit the
defendant.75

•

On January 27, 2014, Omar Mammadov, a 19-year-old cofounder of the youth movement
Axin (“the Current”) was detained and charged with illegal drug possession. Mammadov was
using his personal Facebook page to criticize the authorities. An active blogger, Mammadov
is also a former administrator of a satirical Facebook page “Selections from AzTV,” with

Felix Corley, “Azerbaijan: ‘Tragicomedy and mockery of justice,’” Forum 18 News Service, www.forum18.org/archive.
php?article_id=1894.
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“Azerbaijan: Bogus Drug Charges to Silence Critics,” Human Rights Watch, May 27, 2013, http://www.hrw.org/
news/2013/05/27/azerbaijan-bogus-drug-charges-silence-critics.
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“A resident of Astara is the first victim of defamation in internet,” Contact.az, August 14, 2013, http://www.contact.az/
docs/2013/Social/081400045887en.htm#.UtRP5vYmylx
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“Astara resident acquitted by Astara District Court in the “Facebook” case,” Media Rights Institute, January 6, 2014, http://
www.mediarights.az/index.php?lngs=eng&id=86
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some 57,000 followers. He is currently serving his three-month pre-trial detention. If
convicted, he is facing up to three years in jail.
•

On April 3, 2014, Baku Court of Grave Crimes found 20-year-old online activist Elsever
Mursalli guilty under article 434.4.3 (illegal drug trade in large proportions) and sentenced
Mursalli to five years in prison. Mursalli had criticized the Azerbaijani authorities on
Facebook and was arrested on October 3, 2013.76 Another young man, Elvin Karimov, was
detained shortly after and charged with illegal drug possession while his computer and
phone were confiscated. He was running a Facebook page called “Azad Soz” (Free Speech)
that posted political satire and had around 11,000 followers. If convicted, Karimov faces up
to 12 years in prison.

In addition to detentions and prosecutions, the authorities have increasingly placed restrictions on
individuals’ anonymity and privacy online. In December 2011, the Cabinet of Ministers endorsed a
plan—without parliamentary approval—that would require registration for all mobile devices. The
plan requires the registration of IMEI codes (the unique serial number given to each phone), SIM
cards, and mobile network numbers. Unregistered devices are listed on a “black page,” and mobile
service providers are required to limit service to all devices under this category.77 The registration
process began on March 15, 2013, and a statement from the Deputy Minister of Communication and
Information Technologies indicated that service would be affected for phones on the “black page”
beginning May 1, 2013.78
It is unclear to what extent security agencies monitor ICT activity or track user data in Azerbaijan,
though the experience of activists and bloggers who are detained by the authorities points to a high
likelihood that the government is engaging in extensive online surveillance. Most users do not have
licenses for the software on their computers, which leaves them vulnerable to security threats such
as viruses and other malicious programs that could be implanted to monitor their activity. While
the law explicitly prohibits the arbitrary invasion of privacy, and court orders are required for the
surveillance of private communications, the law “On operative-search activity” (article 10, section
IV) authorizes law enforcement agencies to conduct surveillance without a court order in cases
regarded as necessary “to prevent serious crimes against the person or especially dangerous crimes
against the state.”79 The unclear parameters for what constitutes preventive action leave the law
open to abuse. As such, it has long been believed that the Ministry of National Security and Ministry
of Internal Affairs monitor the phone and internet communications of certain individuals, especially
foreigners, known activists, and business figures.
Suspicions that the authorities monitor users’ online activity were confirmed by many of those
detained for their involvement in the March 2011 protests, who reported that the authorities
had referred to their Facebook activities and private communications during interrogations. This
monitoring continues today, with arrested activists reporting seeing their Facebook message
exchanges printed out. On February 27, 2014, Turkel Alisoy, a member of Popular Front Party’s youth

“Facebook activist sentenced to 5 years imprisonment,” Contact.az, April 3, 2014, http://www.contact.az/docs/2014/
Politics/040300074365en.htm#.U4e9HS_c0Xw.

76
77
78

“Article 10. Operative-search measures,” Law of the Azerbaijan Republic, On operative-search activity, accessed September
5, 2012, http://taxes.caspel.com/qanun/728_eng.pdf.
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branch, was taken from his home to the Khatai District Police Office no. 35. From there, he was
taken to the Baku City Main Police Office, where the head of the criminal investigation department
showed him screenshots of his Facebook post in support of the Students’ Day of Boycott Facebook
event page. Alisoy reported that he was accused of intentionally calling students and other citizens
to protest. During his temporary detention, Alisoy was threatened with criminal prosecution if he
continued to call for protests on Facebook.80
In April 2012, a month before Azerbaijan was set to host the Eurovision Song Contest, a Swedish
investigative documentary revealed evidence of a blanket mobile phone surveillance system
employed by the telephone company Azercell.81 With help from the Stockholm-based telecom
TeliaSonera, Azercell has reportedly installed “black box” devices on its networks that allow
government security services and the police to monitor all mobile phone communications—
including text messages, internet traffic, and phone calls—in real time without any judicial oversight.
In addition, in an interview with a former employee of the technical team at the mobile company,
it was revealed how Azercell has set aside special offices in their headquarters for government
authorities to conduct surveillance activities.82 While it is unclear exactly when the monitoring system
was installed and put into practice, one source working for TeliaSonera noted that “the Arab Spring
prompted the regimes to tighten their surveillance…There’s no limit to how much wiretapping is
done, none at all.”83
In February 2014, Citizen Lab reported that Azerbaijan, along with 20 other governments, is
suspected of using RCS (Remote Control System) spyware sold by the Milan-based company
Hacking Team.84 RCS spyware allows anyone with access to activate a computer’s webcam and
microphone and steal videos, documents, contact lists, emails, or photos from that particular
computer. The spyware has been used in the past by the Moroccan government to spy on the media
outlet Mamfakinch, by UAE authorities to spy on human rights activist Ahmed Mansoor, and more
recently was used to target Ethiopian journalists in Washington, D.C.85
Netizens and their family members have also been subject to instances of extralegal intimidation
and harassment through surprise police visits to their homes, summons to local branches of the
Ministry of National Security for questioning, and arbitrary job losses.
Investigative journalist Khadija Ismayilova has been the victim of harassment multiple times. Known
for her reporting on corruption in the country, including investigations into the president’s conduct
and business activities, Ismayilova regularly disseminates her reports on social-networking sites such
as Facebook, where she has a wide following. In May 2013, Ismayilova, along with other outspoken
figures and opposition politicians, were the victims of a smear campaign when a pornographic
website was launched just six months prior to the presidential elections and featured videos that
80 “Monthly Internet Freedom Report February 20, 2013- March 15, 2013,” Expressionline.net, http://expressiononline.net/
monitoringresearch/monthly-internet-freedom-report-february-20-2013-march-15-2013
81

“Video: The Black Boxes,” SVT.se, April 26, 2012, http://www.svt.se/ug/video-the-black-boxes-3.
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Ryan Gallagher, “Your Eurovision Song Contest Vote May Be Monitored: Mass Surveillance in Former Soviet Republics,”
Slate.com, April 30, 2012, http://slate.me/IQPhyO.
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84 “Mapping Hacking Team’s ‘Untraceable Spyware,’” Citizen Lab, February 17, 2014, https://citizenlab.org/2014/02/mappinghacking-teams-untraceable-spyware/.
85 “Mapping Hacking Team’s “Untraceable” Spyware,” Citizen Lab, February 17, 2014, https://citizenlab.org/2014/02/
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allegedly showed Ismayilova, opposition leader Ali Karimli, and others engaged in sexual acts
(though in reality they are not the individuals in the videos). Called “Ictimayi Palatka” (Public Tent)
the site is constantly updated, and no measures by the authorities have been taken to address the
libelous content.86 In another incident on February 17, 2014, Ismayilova was questioned about a
document she shared on her personal Facebook page, which exposed evidence of spies placed in
political parties by the orders of the Ministry of National Security (MNS). The document originally
was leaked to Ismayilova in 2011 by a former employee. On February 19, Ismayilova was informed
of a criminal case opened against her under article 284.2 of the criminal code, “disclosure of state
secret.” As of late 2014, she is not allowed to leave the country.
On October 2, 2013, just a few days before the presidential elections, photographer and video
reporter Mehman Huseynov, who is also the founder of a popular satirical Facebook page “Sancaq,”
was detained by the local police. Prior to his arrest, Huseynov posted a video mash-up of the voices
of two presidential candidates from the televised pre-election campaign with a scene from the
movie 300.87 The prosecutor general’s office explained the detainment as part of an investigation
into the “dissemination of information of a criminal nature on social networks,” specifying that the
criminal information in this case was the “call” in the video that the “government must go.” Held and
interrogated for over six hours, Hueynov was asked not to disseminate videos of such nature. On
October 6, Huseynov’s own personal Facebook profile was blocked as a result of a series of violation
reports sent from fake accounts. While Huseynov’s page was quickly restored, similar attempts took
place on the day of the elections, when a popular Facebook page88 on elections was blocked.89
Wrongful access to a computer, such as through the implantation of viruses or security breaches, is
punishable under Chapter 30 of the criminal code.90 Internet security is also dealt with in the Law on
National Security of 2004 and the Law on Protection of Unauthorized Information of 2004. Hacking
attacks aimed at Azerbaijani internet users typically coincide with politically sensitive dates related
to the unresolved territorial conflict between Azerbaijan and Armenia. Sometimes attacks occur after
high-profile political statements. Some of these ostensibly Armenian-based attacks have targeted
the websites of entities such as the MCIT, the National Library, and the public television broadcaster.
The Anti-Cybercrime Organization is the main body working against cyberattacks in Azerbaijan, and
the country ratified the Council of Europe’s Convention on Cybercrime in March 2010, which took
effect in July 2010.
While certain opposition news websites such as Yeni Musavat, Radio Azadliq, and the personal
blog of the Popular Front Party’s chairman Ali Kerimli have been subject to constant attacks that
resulted in temporary shutdowns throughout the past few years,91 more recent attacks were also
86 “Azerbaijan: Porno- Political Portal Targets Government Critics,” Eurasiannet.org, May 3, 2013, http://www.eurasianet.org/
node/66920
87 YouTube Video, “Prezident seçkiləri 2013 - Cəmil Həsənli hamını məhv elədi” “Presidential Election 2013 – Destroying
Hasanli,” accessed August 2014, http://www.youtube.com/watch?v=-48PP8Ixk9A. In the video, the voice of Jamil Hasanli, the
candidate running against Aliyev , is saying through the voice of the main character “the government of Ilham Aliyev is up to its
knees in corruption and Ilham Aliyev himself is up to his throat” ending with Hasanli saying “this government must go.”
88

Elections 2013 Facebook page, https://www.facebook.com/secki.az.

“Azerbaijan’s Presidential Election marred by free expression violations,” Irfs.org, October 11, 2013, http://www.irfs.org/
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documented. On August 15, 2013, the web-editor of the Azadliq newspaper announced that the
website Azadliq.info had been hacked. The DDoS attack was detected by the host server’s security
service.92 In the past, opposition papers subject to attack have speculated that the cyberattacks
were launched by the Ministry of Defense. The ministry, however, denies these allegations.93 The
deputy editor of Olaylar.az, which has also suffered from cyberattacks, stated that the attacks
increased in the months before the election.94 The Institute for Reporters’ Freedom and Safety (IRFS)
also reported a cyberattack on their website on August 13, 2013. According to the institution, the
website was targeted by a wide range of DDoS attacks, including Layer 7, UDP, SYN flooding, and
DNS reflection attacks.95 Additionally, the sites of state bodies and state-controlled media have
been subject to an increasing number of cyberattacks over the past year, with hackers targeting and
defacing sites belonging to the Interior Ministry, the State Security Service, the Ministry of Education,
and the ruling New Azerbaijan party, among others.96
In December 2013, the Computer Emergency Response Team (CERT) in Azerbaijan announced that it
would begin filtering the country’s incoming internet traffic in order to “protect the entire perimeter”
of the internet in Azerbaijan from cyberattacks and other malicious threats. CERT is a body that
functions under the State Agency for Special Communication and Information Security of Special
State Protection Service.97

‘Azadiliq newspaper reports DDOS attacks on its website’, August 15ht, 2013, Institute for Reporter’s Freedom and Safety,
http://www.irfs.org/news-feed/azadliq-newspaper-reports-ddos-attacks-on-its-website/.
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2013

2014

Population:

1.1 million

Internet Freedom Status

Not
Free

Not
Free

Internet Penetration 2013:

90 percent

Obstacles to Access (0-25)

11

12

Limits on Content (0-35)

26

27

Violations of User Rights (0-40)

35

35

TOTAL* (0-100)

72

74

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

ISPs restricted access to Whatsapp, Viber, and Skype in advance of the August 14, 2013
‘Tamarod’ demonstrations, disrupting online mobilization. Internet speeds were also
throttled ahead of the three-year anniversary of country-wide protests on February 14,
2014 (see Obstacles to Access).

•

A government initiative to censor “terrorist materials” resulted in the blocking of at least
70 websites, including many that feature content from political opposition or Shiite
religious groups. Orders were also issued to monitor and filter text messages coming
from abroad (see Limits on Content).

•

At least 23 online users were arrested for offenses such as calling for protests or
insulting the king on social media. Twelve have been found guilty thus far, with
courts sentencing users to longer jail sentences in comparison to last year. A 10-year
sentence was given to Abdali Khair for forwarding a Whatsapp message containing a
statement of the opposition February 14th Coalition, now branded a terrorist group (see
Violations of User Rights).

•

A Cyber Safety Directorate was established, consisting of employees from government
ministries and telecom companies, to monitor websites and social media for content
that instigates violence or terrorism or disseminates lies and fallacies that pose a threat
to the kingdom. Authorities sent links to opposition social media accounts which traced
the user’s IP address when clicked (see Violations of User Rights).
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Introduction
Over the past year, renewed calls for protest and a tamarod (“rebellion”) led to the throttling of
internet speeds around key events, the temporary blocking of social media and communication apps,
and the blocking of websites linked to the political opposition and Shiite groups. New regulations
that would restrict online freedom are underway, including a cybercrimes law that would criminalize
establishing a website to promote “the disruption of public order”. A combined total of 360 months
(30 years) of prison sentences have been passed down on twelve Bahraini citizens as a result of their
ICT activities, of which the longest was ten years. Users were handed one-year jail terms; similar
cases the year before resulted in six-month sentences.
Surveillance of online activity and phone calls, combined with the continued crackdown on users,
is pushing more Bahrainis toward self-censorship. Numerous users arrested for social media posts,
particularly on Twitter, reported being subject to physical or psychological torture while held by
authorities. Blogger Mahamed Hasan fled the country and applied for political asylum after his arrest
and torture. Finally, online activists are subject to consistent cyberattacks, including targeting with
spy links to expose their identity using fake accounts operated by the government.
In the absence of a representative government, many Bahrainis look to the internet as an outlet
for expressing political, economic, and social frustrations in the country. Unfortunately, as the
importance of online tools has grown, so too has the desire of the Bahraini authorities to extend
censorship and government repression practices from the real world into the online domain. In 1997,
only two years after the internet was introduced in the country, a Bahraini internet user was arrested
for the first time after sending information to a political opposition group outside of the country.1
Crackdowns on Bahraini internet users escalated in 2011, following widespread protests against the
ruling family of King Hamad bin Isa al-Khalifa. The authorities engaged in mass arrests, military trials,
torture, and widespread intimidation tactics in an attempt to silence popular demands for greater
political rights and democratic freedoms, including a new constitution and an elected government.2
One online activist died from torture while in police custody in April 2011, and the court failed
to hold anyone accountable for it, amid a culture of impunity.3 The Ministry of Information made
its first official attempt to block websites containing content critical of the government in 2002,
and as of 2009 at least 1,000 websites were blocked, including individual pages on certain socialnetworking sites.4

Initiative For an Open Arab Internet, “Bahrain,” Implacable Adversaries: Arab Governments and the Internet, December 2006,
http://old.openarab.net/en/node/350.

1

“Document – Bahrain: Two die as protests are violently repressed: ‘Ali ‘Abdulhadi Mushaima’, Fadhel ‘Ali Matrook,” Bahrain
Center for Human Rights, February 15, 2011, http://bahrainrights.org/en/node/3731.

2

“Journalists Killed in Bahrain,” Committee to Protect Journalists, April 9, 2011, http://cpj.org/killed/2011/zakariya-rashidhassan-al-ashiri.php.

3

“Bahrain: Government orders over 1,000 websites blocked,” Index on Censorship, September 25, 2009, http://www.
indexoncensorship.org/2009/09/bahrain-government-orders-over-1000-websites-blocked/.

4
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Obstacles to Access
From a technological perspective, Bahrain is one of the most highly connected countries in the
world. In 2013, Bahrain ranked third in the Arab region on the Information and Communications
Technology Development Index.5 Internet access is widely available at schools, universities, shopping
malls, and coffee shops, where Bahrainis often gather for work and study. Language is not an issue,
with many applications available in Arabic, and a high level of English language knowledge. The
number of internet users has risen rapidly, from a penetration rate of 33 percent in 2007 to 90
percent in 2013.6 As of the first quarter of 2014, there are approximately 1.7 million broadband
subscriptions in the country, of which 90 percent were mobile broadband.7 Dial-up connections
disappeared in 2010 and ADSL use has declined with the growth of mobile broadband. Broadband
prices fell by nearly 53 percent between 2011 and 2012,8 and are among the lowest in the region for
low usage mobile broadband.9 However, prices are high for residential broadband in comparison to
countries in the Organization for Economic Cooperation and Development (OECD).10
Bahrain also has one of the highest mobile phone penetration rates in the region at 166 percent
as of the end of 2013, representing over 2.2 million subscribers.11 BlackBerry phones are popular
among young people and the business community and account for around 13 percent of mobile
subscribers,12 even though authorities banned BlackBerry users from sending news bulletins through
text messages in 2010.13 In June 2013, the Minister of State for Communications announced that
Bahrain would introduce new regulations for Voice over Internet Protocol (VoIP) applications, such
as Skype, WhatsApp, Viber and Tango, currently popular in Bahrain. Authorities stated the move was
made for “security considerations” and to preserve moral values.14
On August 14, 2013, the day when Bahrain’s Tamarod (“rebellion”) protests were planned to take
5 International Telecommunication Union (ITU), “Measuring The Information Society”, 2013 http://www.itu.int/en/ITU-D/
Statistics/Documents/publications/mis2013/MIS2013_without_Annex_4.pdf.
6 International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2006 & 2012, accessed June 24, 2013, http://www.itu.int/ITU-D/ICTEYE/
Indicators/Indicators.aspx#.

Telecommunications Regulatory Authority (TRA), Telecommunications Market Indicators in the Kingdom of Bahrain (Manama:
TRA, Q1 2014), slide 5, http://www.tra.org.bh/media/document/Quarterly%20Market%20indicators%20-%20Q1%202014%20vF.
pdf.

7

8 Telecommunications Regulatory Authority (TRA), Telecommunications Market Indicators in the
Kingdom of Bahrain (Manama: TRA, September 2013), slide 33, http://tra.org.bh/media/document/
Telecommunicationsmarketsindicatorsreport2013PublicversionvF_en1.pdf
9 Telecommunications Regulatory Authority (TRA), 2012 Telecommunications Retail Price
Benchmarking Report for Arab Countries, (Manama: TRA, March 2013), slide 122, http://tra.org.bh/media/
document/2012PriceBenchmarkingofTelecommunicationsServiceintheArabCountriesvF.pdf .

Telecommunications Regulatory Authority (TRA), 2012 Telecommunications Retail Price
Benchmarking Report for Arab Countries, (Manama: TRA, March 2013), slide 88, http://tra.org.bh/media/
document/2012PriceBenchmarkingofTelecommunicationsServiceintheArabCountriesvF.pdf

10

International Telecommunication Union (ITU), “Mobile-cellular subscriptions” 2013, accessed September 30, 2014, http://
www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#.

11

TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, September 2013, slide 3, http://tra.org.bh/media/
document/Telecommunicationsmarketsindicatorsreport2013PublicversionvF_en1.pdf

12

“Authorities Ban Blackberry Users from Sending News Bulletins,” IFEX, April 15, 2010, http://ifex.org/bahrain/2010/04/15/
blackberry_ban/.

13

“Bahrain mulls new rules for VoIP applications”, Gulf News, June 25, 2013 http://m.gulfnews.com/news/gulf/bahrain/
bahrain-mulls-new-rules-for-voip-applications-1.1201599 and “New Regulations for Skype and Viber in Bahrain “, Global Voices,
June 25, 2013 http://globalvoicesonline.org/2013/06/25/new-regulations-for-skype-and-viber-in-bahrain/
14
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place, reports indicated that Whatsapp, Viber and Skype were temporarily blocked on multiple
internet service providers (ISPs) for several hours. Users also reported abnormally slow internet
speeds.15 Authorities also throttled internet speeds on February 13, 2014,16 in conjunction the
anniversary of the February 14 protests, as well as a Twitter campaign calling on U.S. President
Barack Obama and the UN Secretary-General Ban Ki-moon for support.17
Mobile phone services and ISPs are regulated by the Telecommunications Regulation
Authority (TRA) under the 2002 Telecommunications Law. The TRA is responsible for licensing
telecommunication providers and for developing “a competition led market for the provision of
innovative communications services, available to all.”18 The TRA fined a main operator VIVA in August
2013 for exceeding the bandwidth limitations set out in its frequency license.19 The TRA has also
issued several regulations that have not been welcomed by consumers, including measures that
violate individual privacy.20 (See “Violations of User Rights”)
Although the TRA is theoretically an independent organization, in practice its members
are appointed by the government and its chairman reports to the Minister of State for
Telecommunications. Until June 2013, this minister also occupied the post of President of the
Information Affairs Authority (IAA).21 The IAA, which replaced the Ministry of Information in 2010,
oversees both traditional and online media outlets in Bahrain and is responsible for decisions to
block websites, which are then enforced by internet service providers (ISPs).
There have been no reported instances of ISPs being denied registration permits. Indeed, over 31
licenses have been granted since 2003, with 14 providers currently in business. Two marginal ISPs
stopped providing internet services in 2013; the reason is unclear.22 In March 2013, the TRA limited
a tender for additional frequency bands to support the launch of 4G LTE to major ISPs Batelco, Zain
and VIVA that also act as the only mobile operators in Bahrain.23 In April, a court accepted an appeal

“On #Bahrain Tamrrod day: Internet slow, Chatting apps blocked”, Bahrain Index, August 2014 http://bahrainindex.tumblr.
com/post/58264073435/on-bahrain-tamrrod-day-internet-slow-chatting-apps

15

“Slow internet reported on the eve of the revolution anniversary”, Bahrain Index, February 2014 http://bahrainindex.tumblr.
com/post/77604642724/slow-internet-reported-on-the-eve-of-the-revolution

16

“Campaign in Bahrain calls on Obama to intervene in favor of the opposition” [in Arabic], Radio Sawa, February 14, 2014
http://www.radiosawa.com/content/%D8%AD%D9%85%D9%84%D8%A9-%D8%AA%D8%B7%D8%A7%D9%84%D8%A8%D8%A3%D9%88%D8%A8%D8%A7%D9%85%D8%A7-%D8%A8%D8%A7%D9%84%D8%AA%D8%AF%D8%AE%D9%84-%D9%84%D8%B5%D8%A7%D9%84%D8%AD-%D8%A7%D9%84%D9%85%D8%B9%D8%B1%D8%A7%D8%B6%D8%A9-%D8%A
7%D9%84%D8%A8%D8%AD%D8%B1%D9%8A%D9%86%D9%8A%D8%A9-/243612.html
17

18

TRA Mission, accessed March 30, 2014, http://tra.org.bh/en/about-us/vision-mission.html

19

“Bahrain TRA fines Viva on non-compliance”, Gulf News, August 6, 2013 http://www.tradearabia.com/news/IT_240672.html

Geoffrey Bew, “‘Big Brother’ Move Rapped,” Gulf Daily News, March 25, 2009, http://www.gulf-daily-news.com/Print.
aspx?storyid=246587.

20

In June 2013, Mohamed al-Rumaihi was named President of the IAA, replacing Fawaz al-Khalifa who remained Minister of
State for Telecom.

21

Ascentech telecoms and Kulacom Communications S.P.C, compare TRA, Telecommunications
Market Indicators in the Kingdom of Bahrain, December 2012, slide 10, http://tra.org.bh/media/
document/2012TelecommunicationsmarketsindicatorsvFforpublic1.pdf
With TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, September 2013, slide 8,
http://tra.org.bh/media/document/Telecommunicationsmarketsindicatorsreport2013PublicversionvF_en1.pdf

22

“Bahrain’s 4G auction further delayed by dispute “, CommsMEA, April 7, 2013 http://www.commsmea.com/13166bahrains-4g-auction-further-delayed-by-dispute/

23
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from Menatelecom, a major ISP, to be included in the tender,24 forcing the TRA to cancel it in June.25
Subsequently, in September, the TRA started providing LTE frequencies to all requestor operators.
Two ISPs, VIVA and Menatelecom are also licensed to provide the increasingly popular WiMax
technology for accessing wireless broadband from one’s computer through a USB device.
The government has a controlling stake in Bahrain’s largest telecommunications company, Batelco,
while other ISPs are owned by investors from the private sector, including non-Bahraini investors.
Although there is no centralized internet backbone in Bahrain, all ISPs are indirectly controlled by
the government through orders from the TRA. This tight control over the country’s ICT sector has
allowed the Bahraini authorities to enforce strict limits on online content.

Limits on Content
Over the past year, the scale of censorship increased, while the level of sophistication remained
stable. At least 70 websites were blocked and new orders were given to service providers to filter
text messages. Increased self-censorship caused a notable drop in the number of Bahraini social
media users.
Multiple state organizations, including the IAA, Ministry of Interior and Ministry of State for
Telecommunication can order the blocking of a website without referring the case to a court. The
IAA blocks websites that violate Articles 19 and 20 of the country’s Press Rules and Regulations.
This includes material judged as “instigating hatred of the political regime, encroaching on the
state’s official religion, breaching ethics, encroaching on religions and jeopardizing public peace or
raising issues whose publication is prohibited by the provisions of this law.”26 Any site that criticizes
the government, the ruling family, and the country’s status quo is subject to blocking by the IAA.
According to an online community-based survey, 39 percent of all sites reported blocked in 2014
were related to politics, while 23 percent were related to the use of various internet tools, such as
anonymizers and web proxies.27
Websites are filtered based on keyword density, the manual entry of URLs, and certain website
categories. An updated list of blocked websites is regularly sent to ISPs, which are instructed to
“prohibit any means that allow access to sites blocked by the ministry.”28 Through IAA notification,
the TRA can revoke the license of any operator that does not cooperate with IAA blocking
orders.29 Batelco, Bahrain’s main ISP, filters the web using McAfee SmartFilter software and Blue

“«Mena Telecom» wins a court order to stop an auction procedures of the fourth generation until the company is allowed
to enter“, alwasat news, April 17, 2013 http://www.alwasatnews.com/3875/news/read/764831/1.html

24
25

“Bahrain’s TRA cancels LTE auction”, ITP.net, July 1, 2013 http://www.itp.net/593929-bahrains-tra-cancels-lte-auction

Please see “Decree-by-Law No. (47) for the year 2002 regarding organizing the press, printing and publishing,” available at:
http://www.iaa.bh/policiesPressrules.aspx.

26
27

“Herdict: At a Glance - Bahrain” Herdict, accessed on January 03, 2014, http://www.herdict.org/explore/indepth?fc=BH.

Reporters Without Borders, “Authorities Step Up Offensive Against Journalists and Websites,” news release, May 14, 2009,
http://en.rsf.org/spip.php?page=article&id_article=33042.

28

Reporters Without Borders, “Authorities Step Up Offensive Against Journalists and Websites,” news release, May 14, 2009,
http://en.rsf.org/spip.php?page=article&id_article=33042. A copy of the law can be seen on [Arabic] http://www.legalaffairs.gov.
bh/viewpdf.aspx?ID=RCLIF0109

29
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Coat technology.30 In March 2011, plans were announced to switch to technology from Palo Alto
Networks that can block certain elements and activities within websites, such as video or photo
uploading, and make it more difficult for users to circumvent censorship. It is unclear whether or
not the tools have been implemented, but in December 2013 the company signed a deal with a
distributor that covers Bahrain’s market.31
According to estimates dating from 2009, the IAA had blocked or shut down at least 1,000 websites,
including human rights websites, blogs, online forums, and individual pages from social media
networks.32 Many more websites were blocked after the 2011 protests, which was called for and
heavily covered by online channels, resulting in a significant rise of blocking and filtering measures
by the Bahraini authorities.33 The websites of the Arab Network for Human Rights Information
(ANHRI) and the Bahrain Center for Human Rights (BCHR) have been blocked since 2006. In
November 2013, following a campaign by the BCHR to expose officials and royal family members
involved in violations, an alternative link to the center’s website was blocked as well.34
Although there are a number of news websites providing a plurality of viewpoints distinct from
the narrative of Bahraini state media, most of these are blocked by the government and require
circumvention tools to access. Bahrain Online, a prominent online forum, has been blocked since
its launch in 1998.35 The Arabic web portal and blog-hosting service Al-Bawaba has also been
blocked since 2006. Online newspapers have been banned from using audio and video reports on
their websites since 2010, apart from the state-owned Bna.bh, which broadcasts video from state
television.36
In August 2013, the communications minister ordered ISPs to block 70 websites,37 supposedly
those “affiliated with internationally recognized organizations that fund and promote terrorism.”38
The minister also ordered telecom companies to take measures against text messages sent from
abroad that promote violence.39 A hotline and an email account were established to receive reports

Paul Sonne and Steve Stecklow, “U.S. Products Help Block Mideast Web,” Wall Street Journal, March 27, 2011, http://online.
wsj.com/article/SB10001424052748704438104576219190417124226.html.

30

“Westcon ME signs distie deal with Palo Alto”, ITP.net, December 2, 2013 http://www.itp.net/595856-westcon-me-signsdistie-deal-with-palo-alto

31

“Countries Under Surveillance: Bahrain,” 2011, Reporters Without Borders, accessed July 16, 2012, http://en.rsf.org/
surveillance-bahrain,39748.html.

32

“Bahrain: ‘Internet’ the biggest victim of the war launched by the authorities on the general freedom ANHRI condemns
blocking Al-Quds Al-Arabi newspaper website following its publishing of an editorial article criticizing the Saudi intervention in
Bahrain,” The Arabic Network for Human Rights Information, May 24, 2011, http://www.anhri.net/en/?p=2544.

33

34 “Bahrain Center for Human Rights website 2nd link blocked”, Bahrain Index, November 2013 http://bahrainindex.tumblr.
com/post/67966573723/bahrain-center-for-human-rights-website-2nd-link

Ben Birnbaum, “Bahrain continues crackdown on Shi’ite opposition,” The Washington Times, September 14, 2010, http://
www.washingtontimes.com/news/2010/sep/14/bahrain-shiites-fear-arrests-detention-torture/?page=2 and “WebStatsDomian
- Mail.bahrainonline.org,” WebStatsDomain, accessed March 19, 2013, http://www.webstatsdomain.com/domains/mail.
bahrainonline.org/.
35

“Ban on audio programs on daily newspaper Al-Wasat’s website,” Bahrain Center for Human Rights, September 9, 2010,
http://www.bahrainrights.org/en/node/3327.

36

“Blocking a number of websites that promote terrorism, as per the recommendations of the National assembly”, Bahrain
News Agency, August 3, 2013 http://www.bna.bh/portal/news/573943

37

“Ministry of State for Communications To Regulate Websites Linked to Internationally Recognized Terrorist Organizations”,
Bahrain News Agency, August 3, 2013 http://www.bna.bh/portal/en/news/573944

38

“Bahrain telcos told to block online terror forums”, Trade Arabia, August 14, 2013 http://www.tradearabia.com/news/
MEDIA_240968.html

39

102

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Bahrain

on abusive and terrorist social media pages.40 While some sites affiliated with Hezbollah, al-Qaeda,
and other groups were blocked, others remained accessible, giving a sense that the fight against
terrorism is being used as an excuse to censor online content from dissidents.41 Although the full
list of blocked websites was not made available, news sites affiliated with Bahrain’s popular February
14th Coalition protest movement, and online forums linked to the political opposition and the main
religious group “Olamaa Islamic Council,” were also affected.42
YouTube, Facebook, Twitter, and international blog-hosting services are freely available. However,
certain applications are permanently blocked and specific content on social networks can be
inaccessible. For example, since the 2011 protests, most live-broadcasting websites that were
popular among protesters have been blocked.43 PalTalk, a chatting service that was used to conduct
political seminars for wide online audiences, has been blocked since June 2011.44 This intensified
in November 2013. Matam.tv, a website that broadcasts live religious events and sermons from
Shi’a religious centers across Bahrain, was reported blocked prior to religious commemorations
surrounding the predominantly Shi’a anniversary of Ashura.45 Following the circulation of photos
online showing Bahraini schoolyards filled with water after heavy rainfall, the Ministry of Education
banned all school directors from publishing any photos online without permission.46 Separately, a
website that broadcasts public events of political opposition groups was blocked on November
23, 2013, during a conference on the implementation of recommendations from the Bahrain
Independent Commission of Inquiry.47
Authorities also use extralegal measures to forcibly remove online content. Through the use of
arrests,48 detentions, and torture,49 security forces coerced many online forum moderators into

“Ministry of State for Communications To Regulate Websites Linked to Internationally Recognized Terrorist Organizations”,
Bahrain News Agency, August 3, 2013 http://www.bna.bh/portal/en/news/573944

40

The websites of Al-Qaeda and Al Nusrah Front remain accessible as of 10 Jan 2014, http://bahrainindex.tumblr.com/
post/57447600168/ministry-of-state-for-communications-to-block-70

41

42 In September 2013, one month after the blocking order, a court ruled that the February 14th Coalition is a terrorist group.
The Olamaa Islamic Council was dissolved by a court in January 2014 for allegedly inciting violence.

These sites include livestream.com, bambuser.com, ustream.tv, justin.tv, and other websites that stream directly to Twitter
like twitcasting.tv and twitcam.livestream.com. See, “Attacks on media continue across Middle East,” Committee to Protect
Journalists, February 16, 2011, http://cpj.org/2011/02/attacks-on-media-continue-across-middle-east.php; “Despotic regimes
continue to obstruct coverage of revolutions,” Reporters Without Borders, September 1, 2011, http://en.rsf.org/bahraindespotic-regimes-continue-to-01-09-2011,40886.html.
43

44 “Crackdown continues in Bahrain, Bloggers go on trial in Emirates,” Reporters Without Borders, June 16, 2011, http://en.rsf.
org/bahrain-crackdown-continues-in-bahrain-16-06-2011,40467.html.

“Bahrain: The “Cyber Safety Directorate” Monitors Internet Activity In Style Similar to Big Brother “, Bahrain Center for
Human Rights, November 25, 2013 http://www.bahrainrights.org/en/node/6624

45

“Bahrain: Schools ‘need ministry approval’ to publish news”, BBC, November 25, 2013 http://www.bbc.co.uk/news/blogsnews-from-elsewhere-25088333

46

“Bahrain: The “Cyber Safety Directorate” Monitors Internet Activity In Style Similar to Big Brother “, Bahrain Center for
Human Rights, November 25, 2013 http://www.bahrainrights.org/en/node/6624

47

Non exhaustive list of forum moderators who were subject to arrest found at: https://spreadsheets.google.com/
pub?hl=en&hl=en&key=0ApabTTYHrcWDdEk0Q0pWYnlSa3JmbS1RbThtUkZrNkE&output=html; accessed via: “Bahrain: After
destruction of the actual protesting site at “the Pearl,” the government shifts to eliminate virtual protests,” Bahrain Center for
Human Rights, May 17, 2011, http://bahrainrights.hopto.org/en/node/4101.

48

49 “Bahrain: Twitter User Jailed for 66 Days for Tweeting “, Global voices, December 5, 2011 http://globalvoicesonline.
org/2011/12/05/bahrain-twitter-user-jailed-for-66-days-for-tweeting/

103

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Bahrain

permanently shutting down their sites following the 2011 crackdown.50 This resulted in the loss of
a large amount of information on Bahrain’s history that had been documented by online users and
made available only through local forums and websites. Website administrators face the same libel
laws that apply to print journalists and are held jointly responsible for all content posted on their
sites or chat rooms.
In May 2013, progovernment users led a mass campaign to compel Instagram to close the page run
by al-Wefaq by submitting complaints to the photo-sharing app and website. Al-Wefaq is the largest
political group in Bahrain and uses its account page to publish photos of attacks on protestors by
security forces.51 According to Google, Bahrain requested the removal of one YouTube video for
“security and privacy” reasons in the period between January and June 2013, but the company did
not comply.52 Twitter’s Transparency Report reveals no requests from Bahraini authorities.53
The decision-making process and government policies behind the blocking of websites are not
transparent. The list of all blocked websites is not available to the public. In addition, webmasters
do not receive notifications or explanations when their websites are banned. When trying to access
a blocked site, users are presented with the message, “This web site has been blocked for violating
regulations and laws of Kingdom of Bahrain,” with no particular laws specified. Although the law
does technically allow affected individuals to appeal a block within 15 days, no such case has yet
been adjudicated.
Authorities also manipulate online content in order to fabricate greater public support. The
independent group Bahrain Watch lists 18 PR firms known to have been hired by the government
for promotional campaigns since February 2011, representing at least $32 million in contracts.54
Hoax journalists55 spread propaganda on Twitter and progovernment blogs such as Bahrain Views
and Bahrain Independent.56At least one PR agency was contracted to provide “web optimization
and blogging” services,57 while others were hired for online reputation management.58 Multiple
Wikipedia entries linked to Bahrain were changed in favor of the government.59 Similarly, an “army

50 Moderator of the AlDair Forum talks about his detention, saying he was forced to show the interrogation officer how to
close the website: “Ahmed al-Dairi Moderator of AlDair Forums in the first episode of his testimony: thus eased voice of Zakaria
AlAsheeri forever” [in Arabic], Bahrain Mirror, January 4, 2012, http://bhmirror.no-ip.org/article.php?id=2678&cid=117.

“Citizens slapped “Alwefaq” electronically by shutting down its Instagram page” [in Arabic], Alwatan News, May 17, 2013
http://alwatannews.net/NewsViewer.aspx?ID=TTDNTYfg272GBOanCyppSg933339933339

51

52 Google Transparency Report, “Government requests to remove content: Bahrain”, accessed March 31, 2014 http://www.
google.com/transparencyreport/removals/government/BH/
53

See https://transparency.twitter.com/.

54

“PR Watch – keeping an eye on the Kingdom’s PR,” Bahrain Watch, http://bahrainwatch.org/pr/.

Marc Owen Jones, “Hoax Journalist Liliane Khalil Returns, This Time as Habiba Dalal,” MarcOwenJones, (blog), January 29,
2012, http://marcowenjones.wordpress.com/2012/01/29/the-return-of-liliane-khalil/.
55

Marc Owen Jones, “Busted! Journalist Liliane Khalil Exposed,” MarcOwenJones, (blog), August 2, 2011 http://www.
marcowenjones.hostbyet2.com/?p=364 and Justin Gengler, “Media Jihad: If Ya Can’t Beat ‘Em, Sue ‘Em!“, Religion and Politics
in Bahrain, June 15, 2011 http://bahrainipolitics.blogspot.com/2011/06/media-jihad-if-you-cant-beat-em-sue-em.html# Dr
Majeed AL Alawi, Twitter post, January 2, 2012, 2:51am, https://twitter.com/#!/DrMajeedAlalawi/status/153790396231716865.

56

57 “Trippi & Associates Manipulate Internet Content on Behalf of Bahrain Government,” Bahrain Freedom Index (blog), July 20,
2011, http://bahrainindex.tumblr.com/post/15188201300/trippi-associates-manipulate-internet-content-on.

Marcus Baram, “Lobbyists Jump Ship in Wake of Mideast Unrest,” Huffington Post, March 25, 2011, http://www.
huffingtonpost.com/2011/03/24/lobbyist-mideast-unrest-departures_n_840231.html;

58

Marc Owen Jones, “Truth Massages & the Intelligence Unknown,” MarcOwenJones, (blog), December 7, 2011 http://www.
marcowenjones.hostbyet2.com/?p=401.

59
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of trolls” has been active on Twitter60 since February 2011, when hundreds of accounts suddenly
emerged to collectively harass and intimidate online activists,61 commentators, and journalists
who voiced support for protests and human rights.62 The government trolls have been moderately
effective in silencing or reducing the activity of opposition voices inside Bahrain63 and abroad.64 The
trolls have also played a vital role in spreading information that is controversial, offensive, or false,65
in order to distort the image of protesters, spread hate and conflict, or discredit information posted
on social networks.66 These troll accounts usually have few followers (or sometimes none at all) and
tend to appear and disappear in coordination with one another.
In August 2013, Bahrain Watch revealed evidence of connections between the Bahraini government
and “extremist” accounts on Twitter and Facebook that advocated violence against both the
government and protesters.67 It was also revealed that the government impersonates opposition
figures on social media in order to send malicious links, such as IP trackers, to anonymous
government critics that can be used to identify and prosecute them.68 (See “Violations of User
Rights.”) In September 2013, a fake WikiLeaks cable was published on a Bahraini progovernment
forum with the objective of defaming a Bahrain member of parliament (MP) who had spoken out
against the crackdown on protests.69 The Chamber of Deputies (Majlis an-nuwab) was prepared to
take action against the MP for violating his parliamentary duties, until it was revealed that the cable
was fake.70 In January 2014, the prime minister and the minister of telecommunications held several
public meetings with progovernment users to encourage them to “defend Bahrain’s ruling system.”71
Despite these numerous attempts to manipulate the online information landscape, government
restrictions on online advertising have not forced the closure of any opposition websites. While it

60 “Bahrain’s Troll Army,” Web 3.0 Lab (blog), February 17, 2011, http://web3lab.blogspot.com/2011/02/bahrains-troll-army.
html.
61 Brian Dooley, “‘Troll’ Attacks on #Bahrain Tweets Show Depth of Government Attempts to Silence Dissent,” Huffington Post
(blog), November 17, 2011, http://www.huffingtonpost.com/brian-dooley/troll-attacks-on-bahrain_b_1099642.html.
62 J. David Goodman, “‘Twitter Trolls’ Haunt Discussions of Bahrain Online,” The Lede (blog), New York Times, October 11,
2011, http://thelede.blogs.nytimes.com/2011/10/11/twitter-trolls-haunt-discussions-of-bahrain-online/.
63 iManamaa, Twitter post, May 13, 2011, 7:39am, http://twitter.com/imanamaa/status/69049206215684097; Sultan AlQassemi, “Pioneer Bloggers in the Gulf Arab States,” Jadaliyya, December 20, 2011, http://www.jadaliyya.com/pages/index/3643/
pioneer-bloggers-in-the-gulf-arab-states; “Disturbing Drop in Tweeting in Bahrain,” Web 3.0 Lab (blog), March 22, 2011, http://
web3lab.blogspot.com/2011/03/disturbing-drop-in-tweeting-in-bahrain.html.
64 Jillian York, “Twitter Trolling as Propaganda Tactic: Bahrain and Syria,” JillianCYork.com (blog), December 10, 2011, http://
jilliancyork.com/2011/10/12/twitter-trolling-as-propaganda-tactic-bahrain-and-syria/.
65 Marc Owen Jones, “So Many Trolls but so Few Leaders: The Information War in Bahrain,” MarcOwenJones (blog), March 14,
2011 http://www.marcowenjones.hostbyet2.com/?p=176.
66 David Wheeler, “In the Arab Spring’s Wake, Twitter Trolls and Facebook Spies,” The Chronicle of Higher Education,
November 29, 2011, http://chronicle.com/blogs/planet/2011/11/29/in-the-arab-springs-wake-twitter-trolls-and-facebookspies/.

“Is Bahrain’s Government running extremist accounts?”, Bahrain Watch, August 5, 2013 https://bahrainwatch.org/
blog/2013/08/05/is-bahrains-government-running-extremist-accounts/

67

68 “Bahrain Govt using fake Twitter accounts to track online critics”, Bahrain Watch, July 31, 2013 https://bahrainwatch.org/
blog/2013/07/31/bahrain-govt-using-fake-twitter-accounts-to-track-online-critics/
69 Bill Marczak ,“The “Trivially Fake” Wikileaks Cable that Fooled Bahrain’s Press and Parliament”, Bahrain Watch, September
12, 2013 https://bahrainwatch.org/blog/2013/09/12/the-trivially-fake-wikileaks-cable-that-fooled-bahrains-press-andparliament/

“«House of Representatives»: legal action against a MP based on the Wikileaks files”, September 11, 2013 http://www.
alwasatnews.com/4022/news/read/808912/1.html

70

“HRH Premier calls for the need to use social networks to defend the nation”, Bahrain News Agency, January 14, 2014
http://www.bna.bh/portal/en/news/597534
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is difficult for blocked websites to secure advertising, popular sites such as Bahrain Online have not
faced significant financial pressures. This is due to the fact that most Bahraini opposition websites
are run with limited and sometimes personal resources. Furthermore, the websites continue
to receive large amounts of traffic from users within Bahrain through the use of proxy services,
dynamic IP addresses, and virtual private network (VPN) applications. However, the government
does regularly block access to circumvention tools, including techniques such as using Google Page
Translate, Google cached pages, and online mobile emulators. Adaptive and internet savvy Bahrainis
tend to find ways around these restrictions.
The government crackdown in March 2011 led many regular internet users to exercise a higher
degree of self-censorship, particularly after investigations of users’ online activities were launched at
work places and universities.72 Twitter and online forum users, and even those who leave comments
on online editions of newspapers, use pseudonyms due to fear of being targeted by the authorities.73
Many have modified their privacy settings on social media or ‘protected’ their Twitter pages.
Some temporarily stopped tweeting after receiving threats to their personal safety.74 The number
of Bahraini users on Facebook dropped 16 percentto 345,520 as of May 2013,75 representing a
penetration rate of 25 percent.76 The number of activeBahraini Twitter users also continued to
drop,77 from 72,468 reported in June 2012,78 to 64,300 in March 2013,79 and 62,200 in March
2014.80 Following the prosecution of four internet users in 2012,81 use of the #Bahrain hashtag also
dropped.82 Despite this, the hashtag remains one the most popular topics on Twitter across the
Arab region, with around 710,000 tweets on the English hashtag and 1,000,000 tweets on the Arabic
hashtag of Bahrain (# )نيرحبلاin March 2014 alone.83
Indeed, the internet is also the main source of information and news for many Bahrainis, particularly
those active on Twitter. Given restrictions on press freedom, the lack of international media coverage,

Simeon Kerr, “Manama fights back in cyberspace,” Financial Times, May 23, 2011, http://www.ft.com/intl/cms/
s/0/7bce94b8-8560-11e0-ae32-00144feabdc0.html#axzz1lLZwkuOF.

72

Nancy Messieh, “Online anonymity: A gateway to freedom or abuse?” The Next Web, August 14, 2011, http://thenextweb.
com/me/2011/08/14/online-anonymity-a-gateway-to-freedom-or-abuse/.

73
74

See http://bahrainindex.tumblr.com/post/35897159633/bahraini-doctor-bahraindoctor-threatened-with-arrest

Dubai School of Government, “Transforming Education in the Arab World: Breaking Barriers in the Age of Social Learning,”
Arab Social Media Report, Issue 5, June 2013, Figure 20 http://www.dsg.ae/cms/News/ASMR_5_Report_Final.pdf

75

Dubai School of Government, “Facebook in the Arab Region” Arab Social Media Report, accessed March 31, 2014 http://
www.arabsocialmediareport.com/Facebook/LineChart.aspx?&PriMenuID=18&CatID=24&mnu=Cat

76
77

As officially defined by Twitter, an “active user” is someone who logs in (but does not necessarily tweet) once a month.

Dubai School of Government, “Mapping Twitter: Twitter Users,” Arab Social Media Report, Issue 4, July 2012, http://www.
dsg.ae/en/Publication/Pdf_En/826201211212209347849.pdf

78

Dubai School of Government, “Transforming Education in the Arab World: Breaking Barriers in the Age of Social Learning,”
Arab Social Media Report, Issue 5, June 2013 http://www.dsg.ae/cms/News/ASMR_5_Report_Final.pdf

79

80 Dubai School of Government, “Citizen Engagement and Public Services in the Arab World: The Potential of Social Media,”
Arab Social Media Report, Issue 6, June 2014, Figure 32 http://www.mbrsg.ae/getattachment/e9ea2ac8-13dd-4cd7-9104b8f1f405cab3/Citizen-Engagement-and-Public-Services-in-the-Arab.aspx
81

See http://bahrainindex.tumblr.com/post/41025930298/a-drop-in-level-of-tweets-on-bahrain-hashtag

“Arab Social Media Report: Twitter in the Arab Region”, Dubai School of Government, accessed March 31, 2014 http://www.
arabsocialmediareport.com/Twitter/LineChart.aspx?&PriMenuID=18&CatID=25&mnu=Cat
82

83 Dubai School of Government, “Citizen Engagement and Public Services in the Arab World: The Potential of Social Media,”
Arab Social Media Report, Issue 6, June 2014, Figure 40 http://www.mbrsg.ae/getattachment/e9ea2ac8-13dd-4cd7-9104b8f1f405cab3/Citizen-Engagement-and-Public-Services-in-the-Arab.aspx.
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and the inability of many prominent journalists to enter the country,84 activists use digital tools to
bring attention to protests and human rights violations.85 The resilient social protest movement titled
the “Coalition of February 14 Youth” continues to use social networks,86 both to organize protests
and bring international mainstream media attention to local causes.87 For example, on February 17,
2014 the BBC reported 13,000 followers for an Arabic hashtag “bloody_Thursday,” referring to the
violent attack on protestors at Bahrain’s Pearl Roundabout on February 17, 2011.88 YouTube videos
are also uploaded to document police attacks on civilians and torture testimonies,89 though some
are promptly blocked.90 Relatives or friends of detainees regularly use Twitter to campaign for their
release and provide updates about prison conditions.91 Overall, by uploading videos and sharing
images on social media, protesters have maintained the spotlight on their struggle.

Violations of User Rights
The past year has witnessed an increase in violations of user rights. Authorities stepped up arrests
of Twitter users for expressing criticism of the government or calling for protests online. Also
increasing is the practice of targeting activists with surveillance malware in order to monitor their
online activities and collect personal information. The legal environment remains an impediment
to freedom online, although authorities also make use of extralegal measures such as arbitrary
detention and torture to intimidate and prosecute users. Bahraini authorities have continuously
called for more restrictions on internet freedom in recent years.
Bahrain’s legal environment presents many obstacles to internet freedom in its current form.
According to Article 23 of the Bahraini constitution, freedom of expression is guaranteed, “provided
that the fundamental beliefs of Islamic doctrine are not infringed, the unity of the people is not
prejudiced, and discord or sectarianism is not aroused.”92 Article 26 states that all written, telephonic,
and electronic communications “shall not be censored or their confidentiality be breached except
in exigencies specified by law and in accordance with procedures and under guarantees prescribed
by the law.”93 The Press and Publications Law of 2002 promises free access to information “without
prejudice to the requirements of national security and defending the homeland.” Bahraini journalists
have argued that these qualifying statements and loosely-worded clauses allow for arbitrary
84 “Access Denied,” a project of the independent research and advocacy organization Bahrain Watch, chronicles the many
journalists, researchers, academics, and NGO workers that were expelled from or denied access to Bahrain from the 2011
uprising until now. Available at: http://bahrainwatch.org/access/.
85 Amira al Hussaini, “Bahrain: Tweeting Appalling Conditions at Jaw Prison,” Global Voices, July 19, 2013, http://
globalvoicesonline.org/2012/07/19/bahrain-tweeting-appalling-conditions-at-jaw-prison/.
86

See https://twitter.com/COALITION14

Toby C. Jones and Ala’a Shehabi, “Bahrain’s revolutionaries,” Foreign Policy, January 2, 2012, http://mideast.foreignpolicy.
com/posts/2012/01/02/bahrains_revolutionaries and “Demonstration Notice 3 – January 17, 2013, “ U.S. Embassy Bahrain,
January 17, 2013, http://photos.state.gov/libraries/adana/5/2013PDFfiles/CONS-DemonstrationNotice3-13.pdf .
87

88 “«BBC»: 13 thousand followers for «Hashtag» «Bloody Thursday» in Bahrain”, [in Arabic], Alwasat News, February 24, 2014
http://www.alwasatnews.com/4188/news/read/860167/1.html
89 “Blocking the Documentary ‘Systematic Torture in Bahrain’ on YouTube,” Bahrain Center for Human Rights, February 8,
2011, http://bahrainrights.hopto.org/en/node/3710.
90 Jillian York, “Bahrain Blocks YouTube Pages and More,” Global Voices, February 14, 2011, http://advocacy.
globalvoicesonline.org/2011/02/14/bahrain-blocks-youtube-pages-and-more/.
91

See: https://twitter.com/FreedomPrayers/lists/bahraindetainees

92

Constitution of the Kingdom of Bahrain, available at http://www.shura.bh/en/InformationCenter/Pages/Documents.aspx.

93

Constitution of the Kingdom of Bahrain, available at http://www.shura.bh/en/InformationCenter/Pages/Documents.aspx.
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interpretation and, in practice, the negation of the many rights they seek to uphold.94 In addition,
there is no law that defines clear penalties for violating the privacy of internet users, a concern for
many bloggers who believe this allows for abuse.95
Numerous regulations related to the internet proposed since 2011 signal a negative trend in the
country’s legal environment. Official announcements in 2012 signaled preparations to introduce
tough new laws to combat the “misuse” of social media,96 after information spread online about
the identities of security officers involved in human rights violations.97 In July 2013, a special
national assembly of the House of Representatives recommended toughening penalties for social
media users who “disseminate false information to foreign actors.”98 Fulfilling a commitment for a
unified GCC system to combat cyber-crimes,99 in September 2013 the cabinet green-lighted new
legislation that would criminalize anyone who establishes a website, publishes information online,
or uses any information technology tool to assist or aid communications with terror cells or to
promote the disruption of public order or morale.100 The Ministry of Interior is currently drafting the
law.101 A proposed computer crimes law has been under review since 2005 and is currently going
through final review by a Shura Council committee, before releasing it for votes at lower house of
parliament.102
Online censorship and criminal penalties for online speech are currently enforced under the 2002
Press and Publications Law,103 which does not specifically mention online activities but was extended
to mobile telephones in 2010.104 The law allows for prison sentences of six months up to five years
for repeat offenders, for publishing material that criticizes Islam, its followers, or the king, as well as
content that instigates violent crimes or the overthrow of the government.105 In addition, the 2002
Telecommunications Law contains penalties for several online practices such as the transmission of
94 “Bahrain,” in Media Sustainability Index 2008 (Washington, DC: IREX, 2009), http://irex.org/programs/MSI_MENA/2008/
MSIMENA_bahrain.asp.
95 “Ali al-Moussawi, “On the occasion of the World Day to combat electronic surveillance,” [in Arabic], Al Wasat, March 12,
2012, http://www.alwasatnews.com/3474/news/read/642338/1.html.
96 Matt J. Duffy, “Bahrain shouldn’t pass new laws to regulate social media,” Gulf News, June 26, 2012, http://gulfnews.com/
opinions/editorials/bahrain-shouldn-t-pass-new-laws-to-regulate-social-media-1.1040382.
97 “Minister of Justice Uses Coercive Force against Preachers and Looms Further Procedures that Affect Freedom of
Expression,” Bahrain Center for Human Rights, October 17, 2012, http://www.bahrainrights.org/en/node/5476.

“Recommendations of the Extraordinary Session of the National Assembly”, Bahrain news Agency, July 28, 2013 http://bna.
bh/portal/en/news/573207

98

99 A unified system to combat cyber-terrorism and enhance cyber-security in the GCC was approved by the GCC Supreme
Council in its 33rd session in Bahrain in December 2012.

“HRH the Prime Minister Chairs the Weekly Cabinet Meeting”, Bahrain News Agency, September 15, 2013 http://www.bna.
bh/portal/en/news/579650

100

“Cybercrime law amendment set”, Gulf Daily News, September 16, 2013 http://gulf-daily-news.com/NewsDetails.
aspx?storyid=361137

101

“Shura committee discusses computer-related crimes”, Bahrain News Agency, January 12, 2014 http://www.bna.bh/portal/
en/news/597268

102

For cases where the authorities have used the 2002 press law to censor online websites, see “Website accused of violating
press code, BCHR concerned that move is aimed at silencing critical voices,” Bahrain Center for Human Rights, October 1, 2008,
http://www.bahrainrights.org/en/node/2446 and “Closing a blow to freedom of opinion and expression,” [Arabic] Al Wasat,
April 25, 2010, http://www.alwasatnews.com/2920/news/read/472942/1.html and “Blocking users ‘Twitter’ caused by a violation
of the Copyright Act,” [in Arabic] Al Wasat, January 3, 2010, http://www.alwasatnews.com/2676/news/read/358169/1.html.
103

Habib Toumi, “Bahrain imposes blackout on BlackBerry news sharing,” habibtoumi.com (blog), April 8, 2010, http://www.
habibtoumi.com/2010/04/08/bahrain-imposes-blackout-on-blackberry-news-sharing/.

104

Press and Publications Law of 2002 of the Kingdom of Bahrain (No.47 of 2002). A copy can be found at: http://www.
legalaffairs.gov.bh/viewhtm.aspx?ID=L4702 or http://www.iaa.bh/policiesPressrules.aspx.
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messages that are offensive to public policy or morals.106 However, sentences can be longer if users
are tried under the penal code or terrorism laws. For instance, under the penal code, any user who
“deliberately disseminates a false statement” that may be damaging to national security or public
order can be imprisoned for up to two years.107 The government has used these vague clauses to
question and prosecute several bloggers and online commentators.
After the March 2011 crackdown, the government conducted a mass arrest campaign of online
activists and bloggers. Arrests and prosecutions continued throughout 2012 and 2013. Between
May 2013 and April 2014, at least 23 online users were arrested, detained and prosecuted for
their ICT activities.108 Collectively, 360 months (30 years) of prison sentences were passed down to
twelve Bahraini users in cases directly related to online posts between May 2013 and April 2014. As
photos and videos of police brutality continue to emerge online, more measures are being taken
against citizens who are seen holding cameras, including smartphones, in protest areas. Bloggers,
moderators, and online activists are systematically detained and prosecuted by authorities for
expressing views the government regards as controversial.
Many prosecutions during the coverage period involved Twitter. In March 2013, six Twitter users
were arrested, in nighttime raids,109 for using terms such as “dictator” or “fallen one” when referring
to the king in anonymous posts.110 None of the users had a large base of followers. Instead, it
seemed that the authorities selected them in order to instill fear locally, without provoking criticism
from the international community. In May, five were sentenced to one year imprisonment under
article 214 of the penal code, which relates to defaming the king and symbols of the kingdom.111
One, Ammar Makki, said he was threatened with torture in order to force a confession.112 On June
25, 2013, the sixth user, 17-year-old Ali al-Shofa, received the same sentence on the same charge.113
Al-Shofa said he had only retweeted others’ messages. He appealed the verdict, but was arrested on
October 4, 2013; his sentence was upheld in December.114 Sentences passed in 2012 for the same

106

Telecommunications Law of the Kingdom of Bahrain, http://www.tra.org.bh/en/legal-instruments/telecommunications-

law/
107

Bahrain Penal code, 1976, article 168, http://bahrainrights.org/BCHR/wp-content/uploads/2010/12/Bahrain-Penal-Code.

doc.
List of prosecuted online users: https://docs.google.com/spreadsheet/
ccc?key=0ApabTTYHrcWDdGxXUXhya19DbnNLNmxaNDE2czVXN0E&usp=sharing , accessed via bahrainrights.org.

108

“Prosecution: the imprisonment of 5 for a year for misuse of the right to freedom of expression against His Majesty the
King through “Twitter” and acquittal of the sixth” [in Arabic], Alwasat News, May 15, 2013 http://www.alwasatnews.com/3903/
news/read/772574/1.html
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The detainees include 33-year-old Hassan Abdali Isa, 26-year-old Mohsen Abdali Isa, 36-year-old Ammar Makki
Mohammed Al-Aali, 34-year-old Mahmood Abdul-Majeed Abdulla Al-Jamri, and 25-year-old Mahdi Ebrahim Al-Basri. See
“Bahrain: The Authorities Celebrate the World Day against Cyber-censorship by Arresting 6 Twitter Users,” Bahrain Youth Society
For Human Rights, March 12, 2013, http://byshr.org/?p=1324.
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Bahrain Penal Code, Article 214 “A prison sentence shall be the penalty for any person who offends the emir of the
country [the King], the national flag or emblem” http://www.bahrainrights.org/sites/default/files/Bahrain-Penal-Code.doc
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“The IP Spy Files: How Bahrain’s Government Silences Anonymous Online Dissent”, Bahrain Watch, accessed March 31,
2014 https://bahrainwatch.org/ipspy/viewreport.php#arrests
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“Bahrain: High School Student Sentenced to One Year Imprisonment for a Tweet”, Bahrain Center for Human Rights, June
28, 2013 http://www.bahrainrights.org/en/node/6198
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“Bahrain: Children in a maze of injustice”, Amnesty International, December 2013 http://www.amnesty.org/en/library/
asset/MDE11/057/2013/en/80b7e23b-1296-4620-b66c-a1ee5fec94d8/mde110572013en.pdf
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charge did not exceed six months.115 Worryingly, in April 2013, the parliament introduced legislation
to increase penalties related to insulting the king to a maximum of five years.116
The six users ran their social media accounts anonymously. Their identities were discovered using
malicious spy links which tracked the users’ IP address when clicked and were sent from Twitter and
Facebook accounts that impersonated well-known opposition figures or other friendly individuals.117
However, IP tracking is unreliable, as it targets the owner of an internet connection, rather than
the operator of a specific social media account. In 2014, after the anonymous operator of the @
karranah14 Twitter account clicked a malicious link, authorities raided the home of Mahdi al-Basri.
The operator told Bahrain Watch he had used al-Basri’s connection. Al-Basri was not associated with
the account, but served a one year prison sentence nonetheless.118
At end of July 2013, two weeks before the planned tamarod protests, the security forces carried out
a campaign of arrests to intimidate online and offline activists. Blogger Mohamed Hasan (@safybh)
had his house raided at 3am on July 31, 2013 by masked security agents. With no warrant, he was
arrested, had his electronic devices confiscated, and was held incommunicado for over three days.119
During that period he was subjected to torture at the criminal investigation department in a bid to
force his confession. He was reportedly “beaten with fists and a plastic hose, kicked, threatened with
electric shocks, forced to strip naked and had his clothes taken away.” The agents threatened to rape
his sisters and prevented him from sitting down, sleeping or eating.120 His lawyer, Abdul Aziz Moussa,
was unable to see him until August 7, 2013, during interrogation by the public prosecutor. Moussa
was detained that same day, shortly after he had tweeted of seeing signs of torture on Hasan’s
arms.121 He was released on bail and, as of May 2014, was awaiting trial on charge of publishing a
“defendant’s names without permission and the disclosing of investigation secrets.”122
Mohamed Hasan was released on bail on October 3, 2013. His charges include “calling for illegal
gatherings, inciting hatred against the regime, inciting people to ignore the law, and misuse of
social media.”123 This was the second time Mohamed was interrogated for his online activity; in 2012
he was interrogated for “writing for websites and newspapers without a license, protesting, and

“Bahrain: Twitter users sentenced to prison as authorities seek to extend their crack-down on social media websites,”
Bahrain Center for Human Rights, November 8, 2012, http://www.bahrainrights.org/en/node/5507.
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“Bahrain must release Twitter users jailed for allegedly insulting the King,” Amnesty International, May 16, 2013, http://
www.amnestyusa.org/news/news-item/bahrain-must-release-twitter-users-jailed-for-allegedly-insulting-the-king.
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2014, https://bahrainwatch.org/ipspy/viewreport.php
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2013 http://bahrainrights.org/en/node/6296
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“NGOs Submit Letter of Allegation Concerning The Detention Of Journalist Mohammed Hassan, Photographer Hussain
Hubail And Cameraman Qassim Zain Aldeen”, Bahrain Center for Human Rights, December 16, 2013 http://bahrainrights.org/
en/node/6657
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Hubail And Cameraman Qassim Zain Aldeen”, Bahrain Center for Human Rights, December 16, 2013 http://bahrainrights.org/
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tweeting,”124 although there is no law in Bahrain that requires a license for blogging. He suspended
his blogging activity in April 2013. In February 2014, it was revealed that he has left Bahrain and
sought political asylum in the UK.125
On May 27, 2014, the public prosecutor announced an investigation into two individuals suspected
of involvement with the Twitter account @mnarfezhom, a progovernment account with 97,000
followers, on charges of “instigating hatred against the regime, threatening public peace and
security, insulting state institutions, disseminating confidential security reports, and defamation
of several persons.” The prosecutor said that the two users were arrested from an office preparing
videos to post online. The main operator of the account is a royal family member, Mohamed Salman
Saqer al-Khalifa.126 The account began by reporting on protestors and defaming opposition figures,
but eventually evolved, attacking other progovernment groups of differing opinions. It consistently
published important news before any official source, including the move to revoke 31 Bahrainis’
citizenship and the death of an Emirati citizen working with the Bahraini riot police.127 Although
many have lodged complaints with the public prosecution against the account, no action had been
taking during the past three years. Things appear to have changed when @mnarfezhom posted
that the Ministry of Interior had tried to hack the account, and threatened to publish a list of Twitter
accounts operated by the ministry and the national security apparatus, as well as the names of
ministry staff who participated in the 2011 online campaign against the protests.128 The users were
released the same day,129 and the account disappeared from Twitter one day later.
One of Bahrain’s most prominent human rights defenders, Nabeel Rajab,130 was released in May
2014 after completing a two-year sentence for “calling for illegal gatherings over social networks.”
Rajab is the president of the Bahrain Center for Human Rights, a non-governmental organization
that remains active despite a 2004 government order to close it.131 On December 2, 2013, the Court
124

See https://twitter.com/safybh/status/210005542406598657 (@safybh)

“Detention of High Profile Bahraini Activists Upon Arrival in the UK Sets a Worrying Precedent”, Bahrain Watch, February
27, 2014 https://bahrainwatch.org/blog/2014/02/27/detention-of-high-profile-bahraini-activists-upon-arrival-in-the-uk-sets-aworrying-precedent/
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Bahrain Mirror, May 27, 2014 http://bahrainmirror.com/news/16249.html

128
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news, May 28, 2014 http://www.alwasatnews.com/4281/news/read/889613/1.html
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to a criticism directed at the Ministry of Interior over Twitter. On June 9, 2012, he was arrested again after tweeting about the
unpopularity of the Prime Minister (also a member of the royal family) in the city of Al-Muharraq, following the sheikh’s visit
there. A group of citizens from the city promptly sued Rajab for libel in a show of obedience to the royal family. On June 28,
2012, he was convicted of charges related to his first arrest and ordered to pay a fine of BHD 300 ($800). Shortly after he was
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of Appeals rejected a request for his early release without providing any grounds. His lawyers had
argued that, in accordance with Bahraini law, he should be free to leave for good conduct after
completing three quarters of his sentence.132 The Court of Cassation took over a year to set a date
to look into his appeal, which it rejected in March 2014. Rajab, who tweets under the name ‘@
NabeelRajab,’ was ranked the “most connected” Twitter user in Bahrain according to a survey, with
over 150,000 followers at the time of his arrest in May 2012.133 He continued to issue calls to protest
over Twitter, even from prison.134 By May 2014, Rajab’s followers had reached 231,000 and the tweet
that originally led to his arrest had been retweeted at least 2,333 times.135
Bahraini photographers who are active in documenting protests online have also faced reprisals.
Award-winning photographer Ahmed Humaidan, who published photos over Flickr and Instagram,
was jailed on December 29, 2012.136 He was placed in solitary confinement for a week and subjected
to ill-treatment and psychological torture.137 In March 2014, he was sentenced to 10 years in prison
for allegedly participating in an attack on a police station in the district of Sitra,138 though it is
believed that his arrest is in fact due to him photographing protests.139
Photographer Hussain Hubail and blogger Jassim al-Noaimi were arrested on July 31, 2013. Hubail
was held incommunicado for over four days and was subject to torture at the criminal investigation
department, where he was reportedly beaten with a plastic hose, kicked, deprived of sleep and food,
and forced to listen while the blogger Mohamed Hasan, his friend, was tortured.140 Hubail suffers
from a heart condition and has been denied adequate medical care in detention.141 On April 28,
2014, Hubail and al-Noaimi each received a five-year prison sentence on charges of “inciting hatred
against the regime through social media, and calling for illegal protests” after a trial that lasted
around five months.
On December 4, 2013, a Bahraini court held a hearing over the case of a defendant who was

“The Observatory: Bahrain: The court’s decision not to grant Nabeel Rajab an early release is flawed”, The Observatory,
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cpj.org/2013/01/bahrain-arrest-photographer-who-documented-dissent.php.
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arrested for holding illegal gatherings and “insulting the king using photos over Instagram.” The
public prosecution claimed that the defendant “confessed” the latter crime during interrogation.142
Photographer Ahmed Al-Fardan, who uses photo-sharing platforms like Instagram and Demotix, was
briefly arrested at a cafe on August 8, 2013, by plainclothes police. He was subsequently beaten and
threatened with death unless he cooperated in providing photos of demonstrators.143 In the early
hours of December 26, 2013 he was again arrested without a warrant and disappeared for over a
week. He was subject to torture that resulted in two broken ribs,144 and interrogated without a lawyer
present on charge of “intending to participate in illegal gatherings.”145 On January 9, 2014 he was
released, following pressure from international media watchdogs.146 His trial began in May 2014.
Other users were prosecuted for text messages over mobile chatting applications like Whatsapp.
On March 2014, a man was sentenced to one year in prison for insulting the prophet’s companion
over a Whatsapp message, a form of sectarian hate speech against Sunni Muslims’ who honor these
religious figures. He was reported to the police by the receiver of the message.147 Online hate speech
against religious figures dignified by Shia Muslims often takes place with impunity.148 On a different
case, the political opposition society al-Wefaq was ordered to pay a compensation of BHD 1,500
(US$ 3,980) in March 2014 to a lawyer who claimed that he was “psychologically hurt” after receiving
a text message from al-Wefaq calling him to join the protests at the pearl roundabout in February
2011.149
One of the harshest sentence during the reporting period was passed on September 29, 2013, when
a Bahraini court sentenced Abdali Khair to 10 years in prison under the terrorism law for forwarding
a message on Whatsapp that contained a statement from the opposition youth movement, the
February 14th Coalition.150 He was put on trial along with a group of 50 people on charges related to
their involvement in the Coalition, including terrorism, without having interrogated or even notified

142 “The court orders «prosecution» to offload the Instagram account of a defendant accused of «insulting the king»” [in
Arabic], December 4, 2013 http://www.alwasatnews.com/4106/news/read/834657/1.html

“Use of arrest and torture in bid to stifle protests in Bahrain”, Reports Without Borders, August 13, 2013 http://en.rsf.org/
bahrain-use-of-arrest-and-torture-in-bid-13-08-2013,45045.html
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144 “Photographer Al-Fardan: I was tortured and beaten at «Criminal Investigation Department»” [in Arabic], AlWasat News,
January 11, 2014 http://www.alwasatnews.com/4144/news/read/846318/1.html

“Bahrain: Photojournalist arrested and tortured: Ahmad Fardan”, Amnesty International, January 7, 2014 http://amnesty.
org/en/library/info/MDE11/002/2014/en
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amnesty.org/en/library/info/MDE11/002/2014/en
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com/post/78659749504/man-sentenced-to-prison-for-insulting-prophets
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See: a snapshot of a tweet by pro-government account (@Mnarfezhom) referring to Imam Hussain grandson of Prophet
Mohamed as “pig” [in Arabic] https://twitter.com/BuHSN/status/158147589609504768
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in «the roundabout»”, AlWasat News, March 31, 2014 http://www.alwasatnews.com/4223/news/read/871407/1.html
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Khair of the charges.151 According to local and international human rights observers, the trial fell far
short of international standards.152
Bloggers also faced prosecution. In April 2014, blogger Ali Miaraj was sentenced to two years’
imprisonment for insulting the king and an additional six months for misusing telecommunication
tools.153 He was detained in January 2014 for writing and posting articles on the antigovernment
website luluawal.no-ip.org, which has been blocked since its launch in 2012. The trial took only three
hearings and no defense witnesses were allowed to testify.
The two harshest sentences ever passed on Bahraini bloggers remain in place, after the Higher
Court of Cassation upheld a 2011 ruling by a military court in January 2013. Two bloggers, Abduljalil
al-Singace and Ali Abdulemam, were charged with possessing links to a terrorist organization
aiming to overthrow the government,154 disseminating false news, and inciting protests against
the government. Al-Singace, a prominent human rights defender and blogger, has been serving a
life sentence since March 2011,155 and his blog has been blocked since 2009.156 Abdulemam, the
owner of Bahrain’s popular blocked online forum, Bahrain Online, received a 15-year sentence in
absentia and is currently a political refugee in the UK. He had previously spent two years in hiding in
Bahrain.157 Both have been subject to torture.158
In other cases, the government has used extra-legal methods to punish users for their online posts.
On August 10, 2013, Bahrain deported Erin Kilbride, a U.S. citizen working as a teacher, because
of her online activity. Two days earlier, an article written by Kilbride under a penname had been
published on Voice of America.159 The Bahraini authorities claimed that Kilbride’s multiple posts
“incite[d] hatred against the government and members of the Royal family” and that she was
spreading misinformation and encouraging divisions in Bahraini society based on religious sect.”160
The Bahraini authorities are remarkably responsive when enforcing the country’s tight online
restrictions. At around 3am on June 20, 2013, Twitter user Jafar Al-Demstani (@alidemstani) was
subject to arbitrary arrest during a house raid performed by armed and masked security forces in
Abdali Khair went to the hearing on July 25, 2013 only after seeing his name published in a wanted list by the Ministry of
Interior. He was quickly arrested.
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plain clothes. Twelve hours earlier, he had tweeted that his imprisoned father suffers from a back
injury due to the torture he received at the hands of Colonel Mubarak ben Huwail,161 an officer
known for being protected by the prime minister.162 Al-Demstani was kept in detention until July 15,
2013, initially without anyone’s knowledge, and was released without charge.163
Since 2011, students and employees have received disciplinary action for comments they have
communicated via private text messages and social media.164 On November 23, 2013, a court fined
a user BHD 100 (US$ 265) for “insulting his work manager” over Twitter. He had posted anonymous
tweets accusing his manager of corruption and calling him a thief. The manager filed a complaint
with the police who traced his IP address.165
Given that the authorities have been quick to identify social media users who operate under a
pseudonym, many users are concerned about restrictions on using ICT tools anonymously. The TRA
requires users to obtain licenses to use Wi-Fi and WiMax connections, and the government prohibits
the sale or use of unregistered prepaid mobile phones.166 Cybercafes are also subject to increasing
surveillance. Oversight of their operations is coordinated by a commission consisting of members
from four ministries, who work to ensure strict compliance with rules that prohibit access for minors
and require that all computer terminals are fully visible to observers.167 In May 2014, the government
announced that it is considering new restrictions on cybercafes, including the enforcement of
surveillance cameras as well as storage of user’s personal identification and activity.168
Since March 2009, the TRA has mandated that all telecommunications companies must keep a
record of customers’ phone calls, emails, and website visits for up to three years. The companies
are also obliged to provide the security services access to subscriber data upon request.169 After
the application of the National Safety Status emergency law in March 2011, security personnel
began searching mobile phones at checkpoints, behavior that was documented on YouTube.170 On
December 19, 2013, Mohamed Mushaima was interrogated over “banned pictures and videos of the
revolution” that were found on his mobile phone. He was released but was informed his case would
be taken to the public prosecutor.171 According to Facebook’s Transparency Report, the Bahraini
“Bahrain: Twitter User Kidnapped by Secret Police 12 Hours After Posting Tweets on Torture”, Bahrain Center for Human
Rights, June 23, 2013 http://bahrainrights.org/en/node/6188
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government requested data about one user account in the last six months of 2013, but no data was
produced.172
In November 2013, a new Cyber Safety Directorate at the Ministry of State for Telecommunications
Affairs was launched to monitor websites and social media networks, in order to “ensure they are
not used to instigate violence or terrorism and disseminate lies and fallacies that pose a threat to
the kingdom’s security and stability.”173 The monitoring of Instagram resulted in the arrest of four
users accused of running an account that defamed religion in February 2014. They were charged
with misusing telecommunication and defaming Prophet Mohammed’s comrades through “the use
of abusive images of the caliphs of Islam and by posting immoral photos.”174 The IAA also created a
unit to monitor social media and foreign news websites to “respond to false information that some
channels broadcast” in 2011, when it was run by the telecommunications ministry.175
Although Bahraini cyberspace is highly monitored, less action is taken against the dozens of
progovernment users who make threats online against activists, and even the U.S. ambassador to
Bahrain.176 Some identify protestors and circulate lists of “traitors” on social media.177 No action
has taken against them by the public prosecution, though their targets have accused them of
defamation.178 It is common for users tied to the opposition movement to receive this type of
harassment in a bid to disrupt their activities. Activist Said Yousif al-Muhafdha chose exile after
receiving death threats over Twitter. 179
In July 2012, researchers discovered malicious software concealed in seemingly innocent emails
sent to Bahraini activists in April and May. The surveillance software, FinFisher, is developed by the
Munich-based Gamma International and distributed by its U.K. affiliate, Gamma Group. One aspect
of the software, FinSpy, can remotely take control of a computer, taking screen shots, intercepting
VoIP calls, and transmitting a record of every keystroke.180 The company denied selling to the
Bahraini government, saying that the version of FinSpy deployed on activists was “old” and for
172
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demonstration purposes only. However, research published in 2013 shows that a newer version of
the FinSpy software is also in use in Bahrain, suggesting the government is receiving paid updates
from the company.181 Evidence has also been documented about the use of spy gear maintained
by Nokia Siemens Networks and its divested unit Trovicor, to monitor and record phone calls and
text messages.182 In July 2013, links to a website apparently soliciting signatures in support of the
rebellion were distributed over social media. In reality, the website was collecting identification user
data, including IP addresses.183
Cyberattacks against both opposition and progovernment pages, as well as other websites, are
common in Bahrain. For example, in July 2013, multiple Twitter accounts affiliated with the
opposition were hacked.184 According to official statistics, there were 208 daily cyberattacks during
January 2014 on government websites in attempt to take over the sites or manipulate content.
Additionally, at least 40 sources of malicious email were identified inside Bahrain by MacAfee. 185
Government-associated websites are frequently targeted with distributed denial of service (DDoS)
attacks, with the most recent instance occurring on August 14, 2013 the day of planned rebellion
protest in Bahrain.186 The main perpetrator of such attacks has been the group “Anonymous,” which
launched “Operation Bahrain” through a press release published on February 17, 2011.187
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Bangladesh
2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

13

12

Limits on Content (0-35)

12

12

Violations of User Rights (0-40)

24

25

TOTAL* (0-100)

49

49

156.6 million
6.5 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

The government amended the controversial ICT Act to allow warrantless arrests and
maximum 14-year jail sentences for violations on social, political, and religious issues
online (see Violations of User Rights).

•

In June 2013, a court condemned an absconding university lecturer to two years in
prison under the penal code for threatening the prime minister—and an additional five
years under the ICT Act for doing so on Facebook (see Violations of User Rights).

•

In September, a court formally indicted four bloggers for harming religious sentiment
under the ICT Act (see Violations of User Rights).

•

Police arrested an additional eight journalists, Facebook users, and civil society activists
who criticized the government under the ICT Act (see Violations of User Rights).
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Introduction
Digital campaigning increased in Bangladesh prior to a national parliamentary election on January 5,
2014. The government of the Bangladesh Awami League party under Prime Minister Sheikh Hasina
officially encourages open internet access and communication as core tools for development. Its
2009 “Digital Bangladesh by 2021” program seeks to integrate internet access with development
efforts in national priority areas, such as education, healthcare and agriculture.1 Private commercial
stakeholders have also helped in the proliferation of net usage. Bangladesh further benefits from a
vibrant—though often partisan—traditional media industry, though journalists face threats and legal
constraints.
Checks on bloggers and online activity are arguably harsher due to the 2006 Information and
Communication Technology (ICT) Act. In June 2013, a court in the capital, Dhaka, sentenced a former
university lecturer to two years in jail in absentia for threatening to kill the prime minister and an
additional five years under the ICT Act for making the threat on Facebook; he is currently in hiding.
The act was used for the first time in April 2013 to arrest four bloggers who had been vocal on
different social issues and mostly wrote against religious extremism. They were formally indicted
in September for alleged anti-Islamic comments. By then, however, the penalties they faced had
increased to a maximum 14 years in prison under an amendment passed in August 2013 without
regard for civil society criticism.2 Police no longer need a warrant to make arrests under the
amended act, and used it to detain at least eight bloggers, Facebook users, journalists, and civil
society activists for criticizing the government or the prime minister during the coverage period of
this report.
The crackdown came in the wake of demonstrations which some observers compared to the 2011
protests in Egypt’s Tahrir Square.3 These began in early 2013 when a domestic war crimes tribunal
sentenced Abdul Quader Mollah, leader of the country’s largest political Islamic party Jamaat-eIslami, to life imprisonment for crimes committed during the country’s 1971 war of independence
with Pakistan.4 Tens of thousands of protesters gathered for several weeks around the Shahbag
intersection in Dhaka, where they were joined by different social, cultural and political forces. The
Shahbag Movement, as it became known, was facilitated by blogs and social networks,5 which
Mollah’s supporters characterized as a conspiracy by “atheist bloggers.”6 After a pro-Jamaat-e-

1 “Digital Bangladesh Strategy Paper, 2010,” Access to Information Program, Prime Minister’s Office, The People’s Republic of
Bangladesh, http://www.a2i.pmo.gov.bd/tempdoc/spdbb.pdf.
2 Mohosinul Karim, “Punishment Increased in Amended ICT Act,” Dhaka Tribune, August 20, 2013, http://www.dhakatribune.com/
technology/2013/aug/19/draft-ict-act-gets-cabinet-nod.
3 Saurabh Shukla, “Shahbag Square Cheers for Change: Dhaka’s Young Protesters Demand Ban on Extremism and Death for War
Criminals,” Daily Mail, February 28, 2013, http://www.dailymail.co.uk/indiahome/indianews/article-2286185/Shahbag-Square-cheerschange-Dhakas-young-protesters-demand-ban-extremism-death-war-criminals.html#ixzz2WmUsWWiP.
4 Tamima Anam, “Shahbag Protesters Versus the Butcher of Mirpur,” Guardian, February 13, 2013,
http://www.guardian.co.uk/world/2013/feb/13/shahbag-protest-bangladesh-quader-mollah.
5 The movement’s demands were diverse, including the death sentence for the war crimes conviction, and banning the Bangladesh
Jamaat-e-Islami party from politics. See, “Shahbag Grand Rally Demands Hanging to War Criminals, Banning Jamaat (Updated),” The
Independent (Dhaka), February 8, 2013,
http://www.theindependentbd.com/index.php?option=com_content&view=article&id=154739:protesters-set-to-stage-grand-rally-forquader-hanging-at-shahbagh&catid=187:online-edition&Itemid=223.
6 Al Jazeera, “Bangladesh Opposition Protests turn Deadly,” February 22, 2013, http://www.aljazeera.com/news/asia/2013/02/2013222
103554838445.html.
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Islami blog identified blogger Ahmed Rajib Haider as a Shahbag ringleader, armed assailants
attacked and killed him outside his home in February 2013.
While no internet users were murdered in the past year, two teenagers were beaten by a mob in
Chittagong for allegedly blasphemous comments on Facebook. Police intervened to rescue the
teenagers, but arrested them under the ICT Act. Separately, multiple groups continued a disturbing
practice of manipulating Facebook pages to suggest minority communities were insulting Islam, first
used to incite violence against Buddhists in 2012.7 In November 2013, a Hindu in Pabna district was
accused of maintaining an offensive Facebook page which was photocopied and distributed to incite
a mob to destroy Hindu-owned residences, businesses and temples.8
Censorship did not increase in the past year, but the arrests created a climate of intimidation
that fostered self-censorship and mistrust. When controversial online data about personal wealth
amassed by politicians up for re-election became inaccessible, many accused the Bangladesh
Election Commission of purposely throttling their own webpage at the government’s behest. The
Commission attributed the disruption to technical error.

Obstacles to Access
The International Telecommunication Union reported internet penetration in Bangladesh at 6.5
percent in 2013.9 Government estimates were closer to 20 percent.10
Approximately 96 percent of users access the internet via mobile phone, which only recently began
offering faster 3G service. The remainder subscribe to fixed lines, either through a traditional internet
service provider (ISP), the fixed telephone network (around 3 percent), or via one of the three
wireless WiMax operators (1 percent).11 In 2014, 61 ISPs were operating nationwide as members of
the official industry body, the ISP Association of Bangladesh.12
Although no statistics are available, the higher concentration of economic activities and critical
infrastructure in urban areas indicates there are likely to be more internet users in cities. By 2011, the
government established 4,501 centers around Bangladesh providing cost-effective internet access
and related e-services in poorer communities.13

7

“A Devil’s Design,” Daily Star, October 14, 2012, http://archive.thedailystar.net/newDesign/news-details.php?nid=253751.

8 Ahmed Humayun Kabir Topu, “Hindus Attacked in Pabna,” Daily Star, November 3, 2013, http://archive.thedailystar.net/beta2/news/
hindus-attacked-in-pabna/.
9 International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/ITU-D/
Statistics/Pages/stat/default.aspx.
10 Association of Mobile Telecom Operators of Bangladesh, “Telecom and ICT: Key Enablers for Economic Development,” presentation,
March 25, 2013, www.amtob.org.bd.
11 Faheem Hussain, “License Renewal of Mobile Phone Services: What a Country Should Not Do (A Case Study of Bangladesh)”,
Telecommunication Policy Research Conference, George Mason University, VA, USA, September 21-23, 2012, http://papers.ssrn.com/
sol3/papers.cfm?abstract_id=2032127; Abdullah Mamun, “New Player in WiMAX,” Daily Star, July 15, 2013, http://archive.thedailystar.net/
beta2/news/new-player-in-wimax/; Bangladesh Telecommunication Regulatory Commission, accessed April, 2014, http://www.btrc.gov.
bd/content/internet-subscribers-bangladesh-february-2014
12

Internet Service Providers’ Association Bangladesh, accessed March, 2014. http://ispab.org/members/

13 Faheem Hussain, “ICT Sector Performance Review for Bangladesh,” LIRNEasia, 2011. Abstract available: http://papers.ssrn.com/sol3/
papers.cfm?abstract_id=2013707.
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Mobile penetration was at 67 percent in 2013, with connections provided by six operators.14
Grameen Phone, owned by Telenor, is the market leader with 42 percent of the total customer base,
followed by Orascom’s Banglalink with 25 percent, and Robi, under the Axiata company, with 23
percent. The remaining three, Airtel, Citycell, and the state-owned Teletalk have a total customer
base of 10 percent. As of 2014, all except Citycell offered 3G services.15
While ICT usage is increasing fast, Bangladesh is lagging behind globally. The World Economic
Forum’s 2013 global IT report ranked Bangladesh 114 out of 144 countries worldwide, with
infrastructure and regulatory environment scoring poorly, though overall communication service
was comparatively affordable, a factor that is driving growth.16 In addition, the ability to access
localized information and create content in Bengali has contributed to the popularity of local blog
hosting services.17
Bangladesh’s physical internet infrastructure was historically vulnerable, relying on the undersea
cable SEA-ME-WE-4, which connects Southeast Asia, the Middle East, and Western Europe, for its
backbone.18 Since late 2012, however, Bangladesh is also connected via an international terrestrial
cable managed by private companies, reducing the risk of being completely cut off from the
information superhighway.19
The Bangladesh Telecommunication Regulatory Commission (BTRC), established under the
Bangladesh Telecommunications Act of 2001, is the official regulatory body overseeing
telecommunication and related ICT issues in Bangladesh. However, the current administration
amended the act in 2010, passing telecommunications regulation to the Ministry of Post
and Telecommunications and making the BTRC an auxiliary organization.20 This move created
administrative delays in a number of basic processes like the announcement of new tariffs or license
renewals.21 Recently, the Ministry of ICT merged with the Ministry of Post and Telecommunications,
with the goal of streamlining many ongoing projects and related industries.22 In addition, the Prime
Minister’s office has an Access to Information (A2I) program supported by the United Nations
Development Program, which has considerable influence over top-level ICT-related decision
making.23

14 International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2013;” Bangladesh Telecommunication
Regulatory Commission, accessed January, 2014, http://www.btrc.gov.bd/.
15 “Bangladesh Holds Auction to Open 3G Services,” Reuters, September 9, 2013, http://www.reuters.com/article/2013/09/08/
bangladesh-3g-auction-idUSL3N0H405W20130908.
16 Beñat Bilbao-Osorio, Soumitra Dutta, and Bruno Lanvin, “The Global Information Technology Report 2013,” World Economic Forum,
http://reports.weforum.org/global-information-technology-report-2013/.
17

Interview with Syeda Gulshan Ferdous Jana, founder of Somewhereinblog, 2013.

18

Hussain, “ICT Sector Performance Review for Bangladesh.”

19 “Bangladesh Connected with Terrestrial Cable,” BDNews24, December 8, 2012, http://biz-bd.bdnews24.com/details.
php?id=237802&cid=4.
20 S.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Bangladesh Telecommunication (Amended) Act, 2010,” Manual of Cyber Law
in Bangladesh, (Dhaka: Central Law Book House, 2011), 241-264.
21 Faheem Hussain, “Telecom Regulatory Environment in Digital Bangladesh: Exploring the Disconnects Between Public Policies/
Regulations and Real World Sector Performance,” Sixth Communication Policy Research South Conference by LIRNEasia and
Chulalongkorn University, Bangkok, 2011.
22 “Telecoms, ICT ministries merge,” Telegeography, February 11, 2014. http://www.telegeography.com/products/commsupdate/
articles/2014/02/11/telecoms-ict-ministries-merge/
23 “Access to Information Programme,” UNDP in Bangladesh, accessed June 2013,
http://www.undp.org.bd/projects/proj_detail.php?pid=31.
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Limits on Content
The BTRC unblocked YouTube at the start of the coverage period after blocking it in 2012 in relation to
the Innocence of Muslims video clip. Campaigners across the political spectrum embraced digital tools
in advance of the January election, but news reports accused the Bangladesh Election Commission of
slowing or throttling access to online data about assets belonging to Awami League politicians. There
were no reports of state manipulation of online content, but a Facebook page containing a religious
insult led to violent attacks on a Hindu community in Pabna district at the end of 2013.24 A 2013
amendment to the ICT Act discussed in Violations of User Rights also increased self-censorship online.25
The BTRC censors content relating to religious issues or offending state leaders primarily by issuing
informal orders to domestic service providers, who are legally bound through their license and
operations agreements to cooperate. Service providers describe official censorship as ad hoc in
nature, without proper follow up mechanisms in place to ensure compliance.26 In addition, internet
news providers do not have the government recognition granted to traditional, licensed press
organizations, leaving them in a regulatory limbo. International companies are also subject to
requests. In the second half of 2013, Facebook restricted access to three different pieces of content,
“reported under local laws prohibiting criticism of the state.”27
International social media and communication apps are regular victims of government censorship
in Bangladesh. Facebook was blocked for periods ranging from a few hours to a few days at a time
in 2012, though the process by which these decisions are made and implemented is not known.
Government officials justify such actions as necessary to “contain negative campaigns” on social
networks.28 Google services, particularly its search engine and YouTube, also enjoy a high volume
of user traffic. Despite its popularity, the BTRC blocked access to YouTube from September 2012
to early June 2013 after an offensive video clip, “The Innocence of Muslims,” incited violent antiAmerican protests in Bangladesh, among other predominantly Muslim nations.29 Some critics said
the length of the ban in Bangladesh indicates the disputed video was a pretext for officials to gain
control over the video-sharing platform, which they have blocked in the past for politically sensitive
content.30 However, in practice some ISPs informally unblocked the platform after just a few weeks.
Other internet users continued to retrieve it using proxy servers or virtual private networks (VPNs)
which allow internet users greater anonymity and access to blocked websites. So far, the BTRC has
not sought to block these tools. According to the “Government Requests Report” of Facebook, at
24 “Ramu Attack a Santhia Rerun,” BD News 24, November 8, 2013, http://bdnews24.com/bangladesh/2013/11/08/ramu-attack-asanthia-rerun.
25

Interviews with four industry experts in Bangladesh who requested anonymity, 2013.

26

Interviews with seven experts in Bangladesh who requested anonymity, 2013.

27 Facebook, Bangladesh Content Restrictions (July-December, 2013), https://govtrequests.facebook.com/country/
Bangladesh/2013-H2/.
28 Ariful Faisal, “Facebook Opens After a Short Period Block,” Priyo, February 28, 2012,
http://news.priyo.com/2013/02/28/facebook-opens-after-short-period-block-67915.html.
29 Abdullah Mamun, “YouTube Blocked in Bangladesh,” Daily Star, September 18, 2012,
http://archive.thedailystar.net/newDesign/news-details.php?nid=250214; Arun Devnath and Haris Anwar, “Pakistan, Bangladesh
Block YouTube; Saudis May Follow,” Bloomberg News, September 20, 2013, http://www.bloomberg.com/news/2012-09-18/pakistanbangladesh-block-youtube-to-restrict-anti-islam-film.html; Muhammad Zahidul Islam, “YouTube Ban Lifted After 260 Days,” Dhaka
Tribune, June 5, 2013. http://www.dhakatribune.com/bangladesh/2013/jun/05/youtube-ban-be-lifted.
30 Zafar Sobhan, “YouTube is Still Banned in Bangla,” Sunday Guardian, October 27, 2012, http://www.sunday-guardian.com/analysis/
youtube-is-still-banned-in-bangla. Authorities have instigated politically-motivated, though temporary blocks on YouTube in the past.
See, BBC News, “Bangladesh Imposes YouTube Block,” March 9, 2009, http://news.bbc.co.uk/2/hi/7932659.stm.
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the second half of 2013, the social media site restricted access to three pieces of content reported
by the Bangladeshi government under local laws, which prohibits criticism of the state.31
In December 2013, local news reports accused the Election Commission, an independent
constitutional body of commissioners appointed by the president, of deliberately disrupting
traffic to a contested section of its website. Since 2008, the commission has been required to
publicize personal information about all candidates for parliamentary office, including personal
assets. Anticorruption activists called for an investigation after newly-posted figures revealed
many ruling party politicians had increased their wealth by more than 500 percent during their five
years in power, and several news reports said an Awami League delegation asked the commission
to withdraw the information.32 The following week, people reported that efforts to access the
candidates’ affidavits were met with error messages; the rest of the site was unaffected. The Election
Commission characterized the disruption as a technical error caused by overwhelming public
interest, and the information was soon accessible again.33
Domestic websites, including the most popular news sites, Prothom Alo, BDNews24, and
Banglanews24, are yet to face any targeted blocking. However, in March 2013, the government
formed an official committee to identify bloggers who had allegedly demeaned the spirit of Islam.34
The committee participated in discussions with clerics to produce a list of bloggers and Facebook
users they alleged had published anti-Islamic blasphemy.35 Though there were more than 80 names
on the list, the BTRC subsequently directed domestic blog hosting platforms to close the accounts
of just four bloggers it identified as “antireligious elements.” All four were prominently involved
in the Shahbag movement, which had come into conflict with ultrareligious groups as well as the
administration, which they accused of poor governance. They were subsequently arrested (see
Violations of User Rights). The owners of the host platforms reported that officials never used court
orders to support the action.36 At present, only Asif Mohiuddin’s account remains closed.37
Officially, the legal system ensures the right to appeal against most government decisions, but
the lack of a warrant, as well as the risk of losing a license or legal permission to operate, makes
mounting such an appeal challenging, and so far none have been documented in response to
censorship directives. Such opaque content regulation has resulted in self-censorship by social
media users, bloggers, and online news media. In particular, the Shahbag movement made
discussion of religious issues more sensitive.
Major political parties significantly increased their online activity in the run-up to January elections,
which were boycotted by the main opposition party, the Bangladesh Nationalist Party (BNP). The

31

Facebook Government Requests Report, July-December, 2013, https://govtrequests.facebook.com/country/Bangladesh/2013-H2/.

32 Syed Zain Al-Mahmood, “Investigation Sought into Bangladesh Politicians’ Wealth,” Wall Street Journal, http://online.wsj.com/news/
articles/SB10001424052702304483804579284472425219860.
33

“‘Glitch’ in EC website,” Daily Star, December 26, 2013, http://www.thedailystar.net/glitch-in-ec-website-4035.

34 Global Voices Advocacy, “Bangladesh Authorities Go After ‘Anti-Muslim’ Bloggers,” April 1, 2013,
http://advocacy.globalvoicesonline.org/2013/04/01/bangladesh-authorities-go-after-anti-muslim-bloggers/.
35 “Churashi Bloggerer Talika Shorastro Montronaloye,” [Home Ministry has the List of Eighty-four Bloggers], NatunBarta, March 31,
2013, http://www.natunbarta.com/si-tech/2013/03/31/18939/.
36

Global Voices Advocacy, “Bangladesh Authorities Go After ‘Anti-Muslim’ Bloggers.”

37

Email interviews with Asif Mohiuddin, 2014.
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incumbent Awami League had a dedicated new media team to reach out to voters.38 However, no
commentators with undeclared sponsorship were documented manipulating online debate in favor
of one side or the other.
Unknown actors have incited religious violence based on alleged Facebook activity. On November 2,
2013, a group in the Shanthia area of northern Pabna district accused a Hindu high school student
of making anti-Islamic comments on a Facebook page, spurring attacks on the minority Hindu
population. The boy’s family denied he was responsible for the page, which was photocopied and
circulated, and the Daily Star newspaper said there was no evidence he was responsible for the
content. Though unable to locate the boy, a mob beat his father, destroyed more than 25 local
homes, and set fire to two temples before police subdued the crowd using teargas.39 In September
2012, members of the local Muslim majority community in southeastern Chittagong similarly
accused a Buddhist of displaying an anti-Islamic image on his Facebook profile, and launched
retaliatory attacks that destroyed a dozen temples. The Daily Star said the Facebook profile had
been tampered with.40
Despite recent restrictions and uncertainties, the number of active bloggers in Bangladesh is
growing. The BTRC has identified 48 active domestic blog hosting platforms. Leading examples,
based on subscriber figures, include SomewhereinBlog, Amarblog, and Shocholayoton.41
The Shahbag movement, which was initiated by the Bangladesh Online Activists’ Network, is the
country’s most significant example of online activism to date. The protests coalesced around the
February 2013 war crimes tribunal verdict but quickly took on a political element.42 In its early
stages, the movement spread through blogging, Facebook, and mobile telephony.43 Twitter, use
of which had been rare in Bangladesh, gained popularity as a tool to broadcast information about
Shahbag.44 During the coverage period of this study, no significant instances of online activism
took place in Bangladesh, though groups in the capital, Dhaka, used digital tools to arrange
protests against unpopular decisions made by the national cricket board and an affluent housing
society management, garnering nationwide attention.45 In both cases the authorities gave in to
popular demands, proving social media a viable tool for mass scale socio-political mobilization in
Bangladesh.

38 Sumon Mahbub, “Awami League’s Digital Campaign,” BD News 24, October 15, 2013, http://bdnews24.com/politics/2013/10/15/
awami-league-s-digital-campaign.
39

Ahmed Humayun Kabir Topu, “Hindus Attacked in Pabna;” “Ramu Attack a Santhia Rerun.”

40

“A Devil’s Design,” Daily Star, October 14, 2012, http://archive.thedailystar.net/newDesign/news-details.php?nid=253751.

41 “Blog”, Daily Manab Zamin, April 4, 2013,
http://www.mzamin.com/archive_details.php?nid=NDkyNzc=&ty=MA==&s=MTg=&c=MQ==&seco=MjAxM3w0fDR8MA.
42 Mohammad Shahid Ullah, “Shahbagh People’s Movement: New Generation Challenging the Unjust Structure,” Voice of the
Oppressed, February 18, 2013, http://www.voiceoftheoppressed.in/tag/bangladesh-online-activist-network/.
43 Tamanna Khan, “Shahbag Beyond Boundaries,” Daily Star, March 29, 2013,
http://www.thedailystar.net/beta2/news/shahbag-beyond-boundaries/.
44 Faheem Hussain, Zyma Islam, and Mashiat Mostafa, “Proliferation of Twitter for Political Microblogging in a Developing Country: An
Exploratory Study of #Shahbag,” (unpublished research funded by the Asian University for Women Faculty Research Fund, 2013).
45 Sulaiman Niloy, “HC Rules After ‘Lungi March,’” BDNews24, April 16, 2013, http://bdnews24.com/bangladesh/2013/04/16/hc-rulesafter-lungi-march; “Thousands Bangladesh Cricket Fans Take to Street to Protest “Big 3 Plan” Placed to ICC,” Shanghai Daily, January 26,
2014, http://www.shanghaidaily.com/article/article_xinhua.aspx?id=196310.

124

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Bangladesh

Violations of User Rights
In June 2013 Bangladesh saw its first sentence under the 2006 ICT Act, which prescribed harsh
sentences for ill-defined categories of online expression, when a university lecturer was condemned in
absentia to seven years’ imprisonment for threatening the prime minister on Facebook. In August, the
authorities amended the act, making seven years the minimum possible jail term, while the maximum
increased from 10 to 14 years. Police no longer need a warrant to make arrests under the act, and
detained at least eight more internet users, human rights activists, and journalists for criticizing the
government or offending Prime Minister Sheikh Hasina during the coverage period of this report. In
September four bloggers who were the first people detained for violating the ICT Act in April 2013 were
formally indicted for making allegedly anti-Islamic comments online.
Article 39 (1, 2) of Chapter 2 in the Constitution of the People’s Republic of Bangladesh recognizes
freedom of thought, conscience, and speech as a fundamental right.46 Online expression has been
traditionally considered to fall within the scope of this provision. The judicial system of Bangladesh is
independent from the executive and the legislative branches of government, but critics say it can be
partisan. Police and regulators generally bypass the courts to implement censorship and surveillance
without oversight.47
The Information and Communication Technology Act of 2006 is the primary legal reference for
addressing issues related to internet usage, and defining as well as protecting freedom of expression
online.48 It introduced punishments for citizens who violate others’ rights to communicate
electronically: Section 56 of the act defined hacking as a crime punishable by up to three years in
prison, a fine of BDT 10,000,000 ($125,000), or both. However, under Section 57, different types of
violations on social, political, and religious issues made electronically are punishable by a minimum
of 7 and a maximum of 10 years imprisonment and fines up to BDT 10,000,000 ($125,000).49
Sections 68 and 82 respectively contain provisions for a Cyber Tribunal and Cyber Appellate Tribunal
to expedite judicial work related to any cybercrime. The tribunal, to be established in consultation
with Bangladesh’s Supreme Court, will be led by a government-appointed judge. The Appellate
Tribunal can dissolve the Cyber Tribunal’s verdicts.50
In August 19, 2013, the ICT act was amended and subsequently approved by the cabinet. Far from
strengthening the law to protect political speech on the internet, the amendment made prison terms
considerably harsher, increasing the maximum prison term to 14 years.51 Before the amendment

46 S.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Right to Information Act, 2009,” Manual of Cyber Law in Bangladesh, (Dhaka,
Central Law Book House, 2011) 1-47.
47 “The Historic Masdar Hossain Case and the Independence of Judiciary of Bangladesh: A Compilation,” Wahab Ohid Legal Aid,
March 12, 2013, http://wahabohidlegalaid.blogspot.com/2013/03/the-historic-masdar-hossain-case-and.html; M. Moneruzzaman,
“Judiciary Independence Still on Paper,” The Bangladesh Chronicle, January 15, 2013, http://www.bangladeshchronicle.net/index.
php/2013/01/judiciary-independence-still-on-paper/.
48 S.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Information and Communication Technology Act, 2006”, Manual of Cyber
Law in Bangladesh, (Dhaka, Central Law Book House, 2011) 90-91.
49

Information and Communication Technology Act, 2006.

50

Information and Communication Technology Act 2006, amended in 2013.

51 “ICT (Amendment) Act, 2013: Right to Information and Freedom of Expression under Threat,” ASK, October 9, 2013, http://www.
askbd.org/ask/2013/10/09/ict-amendment-act-2013-information-freedom-expression-threat/.
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came into effect, police had to seek permission before making ICT-related arrests.52 Now no warrant
is required, and offences under the act are non-bailable, meaning suspects must apply for bail at
a court.53 The harsher provisions in the ICT Act may reflect the government’s insecurity regarding
internet activism and security.
The amendment followed the first arrests ever made under the existing ICT act. In April 2013, as
regulators were shutting down their websites, police detained bloggers Rasel Parvez, Mashiur
Rahman Biplob, and Subrata Ashikari Shuvo. Two days later they also detained Asif Mohiuddin,
author of a renowned blog on sensitive sociopolitical issues that won a user-nominated award
from German broadcaster Deutsche Welle in 2012.54 All four bloggers were charged with harming
religious sentiment under Section 57(2) of the ICT Act 2006, and conservative political forces
branded them as anti-Islamic atheists, though activists defended them.55 The first three bloggers
were released on bail, but Asif Mohiuddin’s application was denied until he appealed on medical
grounds in June.56 A judge declined to extend bail beyond one month; he was re-arrested and
released again on bail later in the year. In September, all four were formally indicted.57 On February
16, 2014, the High Court of Bangladesh put the cases on hold for three months and asked the
government to explain why those cases should not be scrapped.58 On March 2014, the High Court
issued a stay order on Asif’s case until May 2014, which was later extended for a further period of six
months.59
Also in April 2013, police arrested Mahmudur Rahman, acting editor and majority owner of the
pro-opposition newspaper Amar Desh, on charges that included defaming religion under ICT Act
sections 56 and 57.60 The case was the latest in dozens of investigations involving Rahman that his
supporters characterize as politically motivated. In 2012, he was charged with sedition in relation to
his paper’s publication of private Skype communications involving a war crimes tribunal judge that

52 Ellery Roberts Biddle, “Bangladesh’s ICT Act Stoops to New Lows,” Global Voices Advocacy, September 18, 2013, http://advocacy.
globalvoicesonline.org/2013/09/18/bangladeshs-ict-act-stoops-to-new-lows/.
53 “Changes To ICT Law: ICT Act Against Freedom of Speech: Rizvi,” Bangladesh Chronicle, September 10, 2013,
http://www.bangladeshchronicle.net/index.php/2013/09/changes-to-ict-law-ict-act-against-freedom-of-speech-rizvi/; Hasan Jahid
Tusher and Abdullah Mamun, “Changes to Info Technology Law: Ominous Draft Cleared by Govt,” Daily Star, August 20, 2013, http://
archive.thedailystar.net/beta2/news/ominous-draft-cleared-by-govt/.
54 Emran Hossain, “Bangladesh Arrests ‘Atheist Bloggers,’ Cracking Down on Critics,” Huffington Post, April 3, 2013,
http://www.huffingtonpost.com/2013/04/03/bangladesh-bloggers_n_3009137.html; Arafatul Islam, “Bangladesh Gags Award-winning
Blogger,” Deutsche Welle, March 25, 2013, http://dw.de/p/183px.
55 “‘Bloggers’ to be Charged under ICT Act,” BDNews24, April 4, 2013, http://bdnews24.com/bangladesh/2013/04/02/bloggers-to-becharged-under-ict-act. See also, Rezwan, “Bloggers in Bangladesh Face Threats Online and Off,” Slate, Future Tense (blog), April 4, 2013,
http://www.slate.com/blogs/future_tense/2013/04/04/ahmed_rajib_haider_asif_mohiuddin_farhana_ahmed_bloggers_in_bangladesh_face.
html.
56 “Bloggers Shuvo, Parvez Released,” Daily Star, May 12, 2013, http://www.thedailystar.net/beta2/news/bloggers-shuvo-parvezget-bail/; Md Sanaul Islam Tipu, “Blogger Moshiur Granted Bail,” Dhaka Tribune, June 2, 2013; http://www.dhakatribune.com/
bangladesh/2013/jun/02/blogger-moshiur-granted-bail; “Blogger Asif Mohiuddin Gets Bail”, BDNews24, June 27, 2013, http://www.
bdnews24.com/bangladesh/2013/06/27/blogger-asif-mohiuddin-gets-bail.
57 “4 Bloggers Indicted,” Daily Star, September 8, 2013, http://archive.thedailystar.net/beta2/news/4-bloggers-indicted-for-anti-islamcomments/.
58 “Four bloggers’ cases on hold”, BDNews24, February 16, 2014, http://bdnews24.com/bangladesh/2014/02/16/four-bloggers-caseson-hold.
59

Email interview with Asif Mohiuddin’s legal counsel, July 2014.

60 “Mahmudur Rahman Arrested Under ICT Act: MK Alamgir,” The Independent (Dhaka), April 11, 2013,
http://theindependentbd.com/index.php?option=com_content&view=article&id=164276:mahmudur-rahman-arrested-under-ict-actmk-alamgir&catid=187:online-edition&Itemid=223.
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cast doubt on the integrity of the tribunal’s judgments;61 the judge issued a court order against the
United Kingdom-based Economist magazine in the same case, though much of the material was
leaked online in Bangladesh.62 As of May 2014 he was jailed pending trial.63
The year 2013 also saw the first sentence under the ICT Act. In June, a Dhaka court sentenced Hafizur
Rahman Rana, a former Bangladesh University of Engineering and Technology lecturer who is now
in hiding, to seven years in jail for threatening to kill Prime Minister Sheikh Hasina in an April 2012
Facebook post, based on a criminal complaint lodged by an Awami League political activist. The
post compared Sheikh Hasina to a hyena. “I will shoot you [Hasina] in the head and in the stomach”
as a warning to other hyenas, it said, according to news reports citing the prosecution.64 The court
sentenced him in absentia to five years under Section 57 of the ICT Act and two years under the
penal code for criminal intimidation. ICT law expert Tanjib-ul Alam told the national New Age daily
that the sentence seemed harsh for a Facebook post and “may be perceived by general people as a
sign of the government’s intolerance.”65
At least eight more arrests were made in relation to online activity during the coverage period of this
report.
In August 2013, police arrested Adilur Rahman Khan, secretary of the human rights organization
Odhikar, and charged him under ICT Act Section 57 and Section 505 of the penal code.66 His
bail petitions were rejected three times before he was released on October 11. Nasiruddin Elan,
Odhikar’s director, was also named in the charge sheet, which accused Odhikar of “distorting images
by using Photoshop and publishing a fabricated report, which enraged public sentiment” while
documenting a government crackdown on protests in May.67 Elan surrendered to an arrest warrant in
November and was later released on bail. In January they were charged under Section 57 of the ICT
Act;68 the trial is ongoing.69
In October 2013, the same political activist that complained against Hafizur Rahman Rana filed
a defamation case against a National University geography lecturer A.K.M. Wahiduzzaman for

61 T.J., “Press Freedom in Bangladesh: “In the Best Interest of the Media,”” Banyan (blog), The Economist, May 25, 2013, http://www.
economist.com/blogs/banyan/2013/05/press-freedom-bangladesh.
62 Economist, “The Trial of the Birth of a Nation,” December 15, 2012, http://www.economist.com/news/briefing/21568349-weekchairman-bangladeshs-international-crimes-tribunal-resigned-we-explain.
63 Md Sanaul Islam Tipu, “Mahmudur Sent to Jail after Remand”, Dhaka Tribune, December 9, 2013,
http://www.dhakatribune.com/law-amp-rights/2013/dec/09/mahmudur-sent-jail-after-remand.
64 “Bangladeshi Jailed for Facebook Death Threat on PM,” Agence France-Press, Jakarta Globe, June 27, 2013, http://www.
thejakartaglobe.com/international/bangladeshi-jailed-for-facebook-death-threat-on-pm/
65 “Former BUET Teacher Gets 7yrs in Jail,” New Age, June 28, 2013, http://www.newagebd.com/detail.php?date=2013-0628&nid=54778#.Uu0Eeezvl5I.
66 “Adilur’er Mamlar Karjokrom Sthogito”, [Case against Adilur is on hold], Daily Prothom Alo, January 21, 2014, http://tinyurl.com/
pwb4h3g; “Adilur Rahman Khan: Human Rights Watch Condemns Bangladesh Activist Arrest,” BBC, August 12, 2013, http://www.bbc.
co.uk/news/world-asia-23662908.
67 FIDH, “BANGLADESH: The Release on Bail of Odhikar Secretary Adilur Rahman Khan Must be the First Step to Respect and Protect
Human Rights Defenders!” October 11, 2013, http://www.fidh.org/en/asia/bangladesh/14117-The-release-on-bail-of-Odhikar-SecretaryAdilur-Rahman-Khan-must-be-the-first-step-to-respect-and-protect-human-rights-defenders.
68 “Charge Framed Against Human Rights Organization Odhikar’s Director, Secretary,” Bangladesh Chronicle, January 8, 2014, http://
www.bdchronicle.com/detail/news/32/3537.
69 “Cyber Crime Case Against Adilur, Elan Stayed,” New Age, January 22, 2014, http://www.newagebd.com/detail.php?date=2014-0122&nid=81139#.Ut9wTvtxXIU.
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allegedly insulting Prime Minister Sheikh Hasina and her family on Facebook.70 After a month on bail,
Wahiduzzaman was jailed on November 6 and obtained a year’s bail on November 24.71 On February
25, 2014, the high court issued a six-month stay order on the case. Meanwhile, the police filed
another case against Wahiduzzaman under Section 57 of the ICT Act in March 2014.72
On November 5, police in northern Mymensingh district arrested 28-year-old Shafiqul Islam Safiq
for allegedly posting distorted pictures of Hasina and her father, Sheikh Mujibur Rahman, who is
known as the founder of independent Bangladesh.73 On November 10, police in Dhaka arrested Md.
Nurunnabi Shujan, a political activist from Jamaat-e-Islami’s student wing, for allegedly sharing and
commenting on anti-Bangladesh content through Facebook.74 It is not clear if either individual was
charged.
On January 16, 2014, police raided the Dhaka offices of national Bengali-language newspaper Daily
Inqilab over a report investigating social media rumors that the Indian military helped quell preelection violence in southwestern Satkhira district.75 The report was disputed by the Foreign Ministry.
Rabiulla Robi, Inqilab’s news editor, Rafiq Mohammad, deputy chief reporter, and reporter Ahmmed
Atiq were arrested and cases were filed against them under the ICT Act.76 The paper was temporarily
shut down but continues to publish an online edition.77 On February 20, all three journalists were
released on bail.78
Separately, in April 2014, the war crimes tribunal initiated contempt proceedings under the ICT Act
against a British journalist based in Bangladesh, for criticizing the court in blog articles published in
2011 and 2013.79
There is no specific privacy or data protection law in Bangladesh. However, according to Article 43 of
the country’s constitution, Bangladesh recognizes its citizens’ right to privacy and correspondence.80
The youth population has turned out to be the most vulnerable group against any privacy violations,
predominantly through the voluntarily sharing of information via mobile phones and the internet.81

70 Md Sanaul Islam Tipu, “Arrest Warrant Against NU Teacher for Demeaning PM,” Dhaka Tribune, October 9, 2013, http://www.
dhakatribune.com/law-amp-rights/2013/oct/09/arrest-warrant-against-nu-teacher-demeaning-pm.
71 Nazmus Sakib, “Teacher Bailed in PM Facebook Defamation Suit,” Dhaka Tribune, November 24, 2013, http://www.dhakatribune.
com/bangladesh/2013/nov/24/pm-defamation-3-months%E2%80%99-bail-teacher.
72

Email interviews with AKM Wahiduzzaman, 2014.

73 “Prodhanmontrir Chobi Bikriti’s Obhijoke Jubok Grephtar”, [Young man arrested for defiling Prime Minister’s picture], Desher Potro,
July 6, 2014, http://desherpatro.com/2013/page/404/.
74 “Facebook’e Rastro-birodhi Montobbo Korai Atok”, [Arrested for posting anti-state comments on Facebook], November 11, 2013,
http://www.poriborton.com/post/37605/ফেসবুকে-রাষ্ট্রবিরোধী-মন্তব্য-করায়-আটক.
75 Committee to Protect Journalists, “Bangladesh Arrests Three Journalists, Raids News Outlet,” news alert, January 17, 2014, http://
www.cpj.org/2014/01/bangladesh-arrests-three-journalists-raids-news-ou.php.
76 Kailash Sarkar, “Inqilab Press Sealed, 3 Journos Arrested,” Dhaka Tribune, January 16, 2014, http://www.dhakatribune.com/
bangladesh/2014/jan/16/case-against-inqilab-drives-arrest.
77 Syed Tashfin Chowdhury, “Journalists Fear Crackdown in Bangladesh,” Al Jazeera, January 27, 2014, http://www.aljazeera.com/
indepth/features/2014/01/journalists-fear-crackdown-bangladesh-201412616190974287.html.
78

“3 Inqilab Journos Get Bail,” UNBConnect, February 20, 2014, http://unbconnect.com/journalists-bail/#&panel1-1.

79 Bangladesh War Crimes Tribunal, “Tribunal’s Written Order: ‘Contempt Proceedings Commenced,’” April 25, 2014, http://
bangladeshwarcrimes.blogspot.com/2014/04/tribunals-written-order-contempt.html.
80

Constitution of the People’s Republic of Bangladesh.

81 Faheem Hussain and Mohammad Sahid Ullah, “Mobile Communication and Internet in Bangladesh: Is Privacy at Risk for Youth
Population?” Media Watch, Centre for Communication Studies, 2013.
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People are slowly realizing the importance of protecting their online presence against any outside,
unlawful intrusion.
The government allows anonymous access and web posting, and does not require website owners,
bloggers, or internet users to register, though citizens must provide their national identity card and
related personal information to obtain a mobile connection. However, the amended Bangladesh
Telecommunication Act of 2010 allows government mechanisms to intercept electronic voice or data
communications from any individual or institution to ensure the security of the state without a court
order; the act also requires domestic service providers to cooperate, though without clear provisions
detailing procedures or penalties for noncompliance.82 While the BTRC uses deep-packet inspection
to monitor for unlicensed Voice over Internet Protocol (VoIP) applications using granular online
data,83 no abuse of this capacity for broader surveillance has been reported.
In April 2014, the UK-based nonprofit Privacy International reported Bangladesh’s Rapid Action
Battalion, a special forces unit implicated in human rights abuses, was seeking to purchase mobile
surveillance technology from a company based in Switzerland. The technology would allow police to
“indiscriminately gather data from thousands of mobile phones in a specific area and at public events
such as political demonstrations,” according to Privacy International.84
Facebook reported it did not cooperate with government requests for information on 12 Facebook
users in the first half of 2013.85 The government made seven more requests to Facebook during the
period from January to June 2014, looking for information on 17 Facebook users, and Facebook
rejected those requests as well.86
Individuals have been subject to physical violence for online activity in Bangladesh. In March 2014,
a mob attacked two teenagers in the city of Chittagong for allegedly posting blasphemous content
on their personal Facebook accounts. Their attackers beat the two students in the street until police
intervened, but the pair were subsequently arrested under the ICT Act and denied bail. One of the
students wrote a blog and had criticized Jamaat-e-Islami and its student wing, and some bloggers
speculated the blasphemy accusation came in retaliation for these comments or a personal enmity.87
Bloggers were also violently targeted in 2013. Before blogger Asif Mohiuddin was detained later in
the year, armed assailants hospitalized him in January 2013 with serious stab wounds.88 After his

82 Bangladesh Telecommunication (Amended) Act, 2010; Abu Saeed Khan, presentation in “Third South Asian Meeting on the Internet
and Freedom of Expression,” Dhaka, Bangladesh, 14-15 January 2013.
83 Ashraf Khan, “Cyber Crime Niyontrone Paanch Koti Takar Device” [The Device Forth Five Crore
to Control Cyber Crime], Daily Manab Zamin, April 20, 2013, http://www.mzamin.com/archive_details.
php?nid=NTE0Mzg=&ty=MA==&s=MTg=&c=MQ==&seco=MjAxM3w0fDIwfDA.
84 “Who is Selling Surveillance Equipment to a Notorious Bangladeshi Security Agency,” Privacy International, April 29, 2014, https://
www.privacyinternational.org/news/blog/who-is-selling-surveillance-equipment-to-a-notorious-bangladeshi-security-agency.
85 “Bangladesh Sought Data on 12 Users: Facebook,” BD News 24, August 28, 2013, http://bdnews24.com/bangladesh/2013/08/28/
bangladesh-sought-data-on-12-users-facebook.
86 “Bangladesh Sought Data on 17 Facebook Users”, Dhaka Tribune, November 5, 2014, http://www.dhakatribune.com/
bangladesh/2014/nov/05/bangladesh-sought-data-17-facebook-users.
87 Tarek Mahmud, “Two Bloggers Sent to Jail”, Dhaka Tribune, March 31, 2014, http://www.dhakatribune.com/bangladesh/2014/
mar/31/two-bloggers-sent-jail-chittagong; Global Voices Advocacy, “Teenage Bloggers in Bangladesh Arrested-For Blasphemous
Facebook Posts,” March 31, 2014, http://advocacy.globalvoicesonline.org/2014/04/01/teenage-bloggers-in-bangladesh-arrested-forblasphemous-facebook-posts/.
88
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arrest, Mohiuddin reported verbal harassment from other prisoners and believes he remains on a
hit list.89 In February 2013, leading Shahbag activist Ahmed Rajib Haider was brutally murdered by
suspected religious extremists.90 Police found a series of posts targeting Rajib and other key figures
in the movement on the blog Sonar Bangladesh, which the BTRC subsequently blocked.91 The first of
such posts singled out Rajib for his critical stance against religious extremism. On January 28, 2014,
police formally charged Mufti Jasim Uddin Rahmani, the head of a radical Muslim extremist group,
and seven university students for his murder.92 The same group is accused of involvement with the
attack on Asif Mohiuddin.
Cyberattacks on online news sites and blogs have been documented in Bangladesh, though
primarily government websites were targeted during the coverage period. ISPs informally organized
a Cyber Emergency Response Team to deal with malicious online threats.93

89 Pantha and Rezwan, “Bangladeshi Blogger Writes About Prison Experience,” Global Voices, July 28, 2013,
http://globalvoicesonline.org/2013/07/28/bangladeshi-blogger-writes-about-prison-experience/; Austin Dacey, “Bangladesh’s Atheist
Blogger Still Wants to Talk,” Religion Dispatches, August 27, 2013, http://www.religiondispatches.org/archive/politics/7271/bangladesh_s_
atheist_blogger_still_wants_to_talk/.
90

“Blogger Brutally Killed,” Daily Star, February 16, 2013, http://archive.thedailystar.net/newDesign/news-details.php?nid=269336.

91

“12 Blogs, Facebook Pages Blocked,” BDNews24, February 20, 2013, http://dev-bd.bdnews24.com/details.php?id=240964&cid=2.

92 “Eight implicated in Rajib murder,” BDNews24, January 28, 2014, http://bdnews24.com/bangladesh/2014/01/28/eight-implicatedin-rajib-murder
93
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2013

2014

Population:

9.5 million

Internet Freedom Status

Not
Free

Not
Free

Internet Penetration 2013:

54 percent

Obstacles to Access (0-25)

16

15

Limits on Content (0-35)

22

20

Violations of User Rights (0-40)

29

27

TOTAL* (0-100)

67

62

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Belarus experienced dynamic growth in internet access despite continued economic
stagnation. In contrast to previous years, the government did not block access to social
media platforms or communications apps (see Obstacles to Access).

•

Diversity of online content is growing, and more Belarusians are using online sources of
news and information (see Limits on Content).

•

While there were fewer cases of prosecutions against internet users than in previous
years, prosecutions and detentions continued and are likely to increase ahead of the
presidential election in 2015 (see Violations of User Rights).
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Introduction
The situation regarding internet freedom in Belarus was mixed in 2013-2014. The government, run
by the autocratic president Alexander Lukashenka, moved to expand control over the online sphere
in anticipation of presidential elections in 2015. There were fewer high-profile cases of prosecution
against independent media as ongoing economic woes led the government to consider improving
ties with the West. Additionally there were fewer instances of blocked websites, although harassment
and detentions of activists for their online activities continued. One Belarusian media expert spoke
of the government both “loosening and tightening the screws.”
Over the past year, the use of the internet continued to grow. In terms of ICT development, Belarus
was the most dynamic country in the Commonwealth of Independent States (CIS) region during this
period. The country’s external gateway capacity was expanded to 450 Gbps, the internet penetration rate continued to grow, and broadband access was the highest in the CIS region. All of Belarus’
mobile operators offer internet access, and the number of mobile internet users is growing. However, while access may be improving, the government continued to regulate, control, and restrict the
scope of online content. Leading experts have found that Belarus continues to have one of the most
restrictive media environments in Europe.
The authorities continued to administer a blacklist of websites whose access should be blocked
in state-run facilities and cybercafes. The procedure for consigning sites to this secret list remains
non-transparent and without an appeals process. As of February 2013, the last time the government
acknowledged official figures, the list contained 119 websites, including some leading political, news,
and human rights websites. At least 12 new sites were added to the blacklist in 2013-2014, although
the actual number of sites to date remains unknown. The government continues to occasionally
block certain independent websites under specific circumstances. In early 2014, for example, sites
were blocked during the March 23 local elections and March 25 Freedom Day demonstrations.
In 2013-2014, there were about two dozen cases of detentions of online journalists, political and
civic activists conducting online campaigns, and members of social networks. Instances of extralegal
harassment of online activists, especially those involved in political communities on social networks,
continued to take place. Meanwhile, the number of instances of technical attacks against independent websites fell in comparison to previous years.

Obstacles to Access
From 2013-2014, the number of internet users in Belarus continued to grow and the quality of internet connections improved, despite another year of economic stagnation. Continuing economic
challenges did not dramatically affect government investment in the internet nor significantly increase internet costs, allowing more citizens to begin using the internet as a source of information
and a tool for social interaction. The government’s inability to rebuild its popularity and restore its
credibility after the 2010-2011 political and economic crises continued to spur demand for alterna-
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tive sources of information.1 With the authorities controlling all broadcast and most print outlets, the
internet continues to serve as the country’s only island of independent media.
The Measuring the Information Society (MIS) 2013 Report of the International Telecommunication
Union (ITU) found Belarus to be among the world’s most dynamic countries in terms of growth of
household connectivity, households with a computer, households with internet access, and fixed and
wireless broadband penetration. Belarus ranked 41st out of 157 countries on the ITU’s 2013 ICT development index, second only to Russia in the CIS region.2
The National Statistical Committee reported that Belarus had an internet penetration rate of over 88
percent at the start of 2013,3 while an independent organization, Gemius, reported a penetration
rate of 63 percent at the end of 2013.4 In contrast, the ITU placed the internet penetration rate lower
at about 54 percent by the end of 2013, compared to nearly 47 percent in 2012 and just 23 percent
in 2008.5 Still, a jump of over 7 percentage points in one year is significant. The National Statistical
Committee noted that 97 percent of Belarusian companies and organizations and 48 percent of
households had access to the internet in 2012.6 In 2014, almost 73 percent of Belarusian internet users visited social media sites.7
The key divide in levels of access is not between rural and urban populations—since almost 75 percent of Belarusians live in urban areas—but between the country’s capital and other regions. However, the share of users in the capital city of Minsk has decreased from 40 percent six years ago to
28 percent as of November 2013, and internet users in other cities with a population of more than
50,000 now account for almost 20 percent of all internet users.8
In November 2013, the country’s external internet gateway capacity was expanded to 450 Gbps, a
growth of 80 percent capacity compared to a year earlier.9 By the end of 2013, Belarus’ wireless network had increased to some 50,000 hotspots, including over 6,000 in Minsk.10

Alyaksandr Klaskowski, “Private media gain credibility,” Belapan, January 9, 2013, http://en.belapan.com/archive/2013/01/09/
en_598444_598445. See also, “Alyaksandr Klaskowski, The horns of the authorities rusted. What’s instead?” [in Russian],
Belorusskie Novosti, Naviny.by, January 11, 2013, http://naviny.by/rubrics/society/2013/01/11/ic_articles_116_180482.

1

“Measuring the Information Society (MIS) 2013 Report” International Telecommunications Union, http://www.itu.int/en/
ITU-D/Statistics/Documents/publications/mis2013/MIS2013_without_Annex_4.pdf.

2

“Almost Half of Belarusians Use the Internet,” Naviny.by, translated and posted by the Belarusian Association of Journalists,
May 17, 2013, http://baj.by/en/node/20910.

3

Online Landscape: Russian Speaking Markets, Gemius, posted June 2014, Online Landscape: Russian Speaking Markets,
Gemius, posted June 2014, http://www.e-belarus.org/docs/gemiusKnowledge_RussianSpeaking.pdf, p. 2.

4

5 International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2013, 2012, and 2008, accessed
August 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
6 Maryna Nosava, “Official statisticians say that 7.5 million Belarusians have web access,” May 17, 2013, Belapan, http://
en.belapan.com/archive/2013/05/17/en_17051631b.

Andrei Aliaksandrau and Andrei Bastunets, “Belarus: Time for media reform,” Index on Censorship, February 2014, http://
www.indexoncensorship.org/wp-content/uploads/2014/02/IDX_Belarus_ENG_WebRes_FINAL.pdf, p. 10.

7

8 Alena Spasyuk, “Internet users in Belarus said to have increased in number by 13.3%,” Belapan, November 23, 2012, http://
en.belapan.com/archive/2012/11/23/en_19271123m, and Mikhail Doroshevich, “Белорусская интернет-аудитория: Ноябрь
2013” [The Belarusian Internet Audience: November 2013], December 29, 2013, Minsk presentation, http://www.slideshare.net/
gemius_belarus/2013-29592762, slide 15.
9 “Belarus expands international internet gateway to 450Gbps,” E-Belarus.org, November 15, 2013, http://www.e-belarus.org/
news/201311151.html.
10

133

“Beltelecom sums up 2013 achievements,” E-Belarus.org, January 6, 2014, http://www.e-belarus.org/news/201401061.html.

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Belarus

As of January 1, 2014, Belarus had over 11 million mobile telephone subscribers, 438,000 more than
the year before, with a total penetration rate of nearly 120 percent.11 Belarus has three operators
utilizing GSM; a fourth, which employed a CDMA network, ceased operating when the government
cancelled its license for noncompliance in January 2014.12 At the beginning of 2014, the operators
reported a total of 16,800 base stations covering over 98 percent of the country’s area where nearly
100 percent of the population resides. All three mobile operators offer internet access; roughly onethird of all subscriptions are 3G-capable.13
In 2012, almost 70 percent of Belarusian users reported having broadband access.14 This figure has
increased rapidly since 2010, when Belarus had Europe’s lowest level of high speed access, at only 10
percent of the population. Wireless use was up 26 percent in 2013 compared to the previous year.15
The largest selection and best quality of internet access is available in Minsk, where some 40 companies offer internet access through ADSL, ethernet, cable TV, and mobile networks. Smaller cities
have a significantly narrower selection of options. Rural dwellers are largely dependent on the stateowned telecommunications company Beltelecom, which provides IPTV16 and internet access through
ADSL (if phone lines are available), or via mobile internet, which is quite slow in remote locations. Internet connections are the slowest in the sparsely-populated areas of the southeastern and northern
parts of the country.
The share of smartphones in the mobile market is approximately 40 percent.17 By October 2012,
about 12 percent of internet users were accessing websites via mobile telephones, half of them with
smartphones.18 According to one report, more than 2 million Belarusians have access to the internet via mobile devices, and more than 4 percent of online page views from Belarus now come from
smartphones and tablets.19 More than 60 percent of Belarusian youth are reportedly using mobile
internet.20

“Total number of mobile telephone subscribers in the republic is over 11 million” [in Russian], Ministry of Communications
and Informatization of the Republic of Belarus, January 24, 2014, http://www.mpt.gov.by/ru/content/2591. The ITU also placed
the mobile phone penetration rate for Belarus at 118.8 percent by the end of 2013.

11

The operator was said to have failed to attain a population coverage of 90 percent. See “BelCel to lose wireless spectrum,”
E-Belarus.org, January 14, 2014, http://www.e-belarus.org/news/201401171.html.

12

Belarus Telecommunications Report 2014, cited by E-Belarus.org, December 16, 2013, http://www.e-belarus.org/
news/201312161.html; Alyaksay Areshka, “Number of mobile subscribers in Belarus reached 11.1 million by January 1,
communications ministry says,” Belapan, January 27, 2014, http://en.belapan.com/archive/2014/01/27/en_19290127H.

13

14

“Internet audience in Belarus increased by 14%,” IT.tut.by, October 24, 2012, http://it.tut.by/317249.

“Almost Half of Belarusians Use the Internet, Belarusian Association of Journalists, May 17, 2013, http://baj.by/en/
node/20910.

15

IPTV refers to “internet protocol over television”, a manner of providing television viewing through the internet rather than
through traditional terrestrial, satellite, or other technologies.

16

“IT figures - statistics for Belarus” [in Russian], IT.tut.by, accessed January 27, 2013, http://it.tut.by/numbers/#cell. One of
the three mobile phone operators, TeleGeography Mobile Digital Communications (Velcom), declared that as of December 31,
2012 its 3G/3G+ mobile networks were available to 100% of the urban population, while voice services coverage extended to
98.9% of the total population, E-Belarus.org, January 10, 2013, http://www.e-belarus.org/news/201301101.html.

17

Alena Spasyuk, “Internet users in Belarus said to have increased in number by 13.3%,” Belapan, November 23, 2012, http://
en.belapan.com/archive/2012/11/23/en_19271123m.

18

Andrei Alexandrau, “Belarus: Pulling the Plug,” Index on Censorship, January 2013, http://www.indexoncensorship.org/wpcontent/uploads/2013/01/IDX_Belarus_ENG_WebRes.pdf.

19

“Over 60% of youth in Belarus use mobile Internet,” E-Belarus.com, August 8, 2013, http://www.e-belarus.org/
news/201308081.html.

20
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The cost of broadband access via DSL and cable is generally tied to volume, reflecting the pricing
structure that Beltelecom uses when selling bandwidth to downstream internet service providers.
This makes it somewhat expensive to download large items like music or movies, while for common
activities such as email and web browsing, the volume surcharges do not create a barrier for most
users. An unlimited internet access service was launched by Beltelecom in 2007. Initially quite expensive, it has become more affordable: currently prices are approximately $5–$45 per month for
individuals, depending on the speed. While mobile phone and internet access prices in Belarusian
rubles increased several times in 2013-2014, the prices in dollars remained roughly the same due to
Belarus’ chronic inflation.
According to Akamai Technologies, the average internet connection speed in Belarus was 2.6 Mbps
in the third quarter of 2013.21 Belarus’s neighbors—Poland, Russia, and Ukraine—had average
speeds ranging from 7.4 to 7.8 Mbps, while Latvia’s average was 11.1 Mbps. The global average was
3.6 Mbps, according to the same report. Ookla’s Household Download Net Index ranked Belarus
70th of 190 countries, with a download speed of 11.29 Mbps, in April 2014. One year earlier Belarus
ranked 91st with average speeds of 5.46 Mbps.22 On average, Belarusian providers were selling 2
Mbps internet subscriptions without a traffic cap for around $10 per month. Such connections were
more or less acceptable for comfortable web browsing, yet still slow for video streaming services like
YouTube.23
While Belarus has two official languages—Belarusian and Russian—the majority of citizens use Russian in daily life. In fact, Russian-language broadcast, print, and online outlets dominate Belarus’ media and information space. As a result, a particular feature of the Belarusian internet is its domination
by portals, services, and social media sites based in neighboring Russia. Only two or three Belarusian
sites are in the top 10 most popular internet sites in Belarus.24 Most Belarusian media consumers and
internet users get their news and information in Russian from Russian websites. This situation became more problematic at the end of 2013 and the beginning of 2014 due to the Kremlin’s “information war” surrounding the Euromaidan protests in Ukraine and Russia’s occupation of Crimea. Most
internet software used in Belarus is also in Russian, although some popular software is also available
in Belarusian, often due to translation by local enthusiasts. In March 2014, the number of registered
domain names in the Belarusian part of the internet (.by, often called the BYnet) exceeded 100,000,
making it one of the top five fastest expanding domains.25
Beltelecom and the National Center for Traffic Exchange, established by the government in 2011,
remain the only entities permitted to handle connections with ISPs outside of Belarus. Beltelecom,
which was created in 1995, also holds a monopoly on fixed-line communications and internet services inside Belarus. In 2012, the Center for Traffic Exchange replaced Beltelecom in providing access

21 Akamai, “Average Connection Speed: Belarus,” map visualization, The State of the Internet 6:3 (2013), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html.
22

Ookla Net Index Explorer, April 2014, http://explorer.netindex.com/maps?country=Belarus.

“Europe & Eurasia Media Sustainability Index 2013: The Development of Sustainable Independent Media in Europe and
Eurasia,” IREX, 2013, http://www.irex.org/sites/default/files/u105/EE_MSI_2013_Belarus.pdf, p. 193.

23

Ryhor Astapenia, “How Russian Culture and Media Shape Belarusian Politics,” Belarus Digest, February 6, 2014, http://
belarusdigest.com/story/how-russian-culture-and-media-shape-belarusian-politics-16833; Online Landscape: Russian Speaking
Markets, Gemius, posted June 2014, http://www.e-belarus.org/docs/gemiusKnowledge_RussianSpeaking.pdf, p. 6.
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to the points of sharing national traffic (peering).26 The Ministry of Communications and Information
Technology has issued 180 licenses for secondary ISPs, though only about 60 are currently active in
Belarus. The Beltelecom subsidiary Belpak remains the largest ISP; through it, Beltelecom controls
84 percent of the Belarusian internet market.27 While the government does not limit the amount
of bandwidth that access providers can supply, all ISPs depend on the facilities of the state-owned
Beltelecom, which allows the authorities to control access speeds for the entire country.
There is no independent regulator overseeing ICTs in Belarus. The Ministry of Communications and
Information Technology handles regulatory functions. In addition, the presidential administration’s
Operations and Analysis Center (OAC) has the authority to oversee ISPs, conduct online surveillance,
and manage Belarus’ top-level domain (.by).28 Other bodies with authority over this sector include
the State Telecommunications Inspectorate, State Control Committee, and Prosecutor General’s
Office.

Limits on Content
In 2013 and 2014, there were generally fewer attempts to limit content than there have been in
previous years. With the general decline in repression against the independent media, including the
dropping of criminal charges in several high-profile cases against internet users originally launched
in 2012, there was also a decrease in self-censorship. The authorities continued to practice occasional blocking of certain independent websites with political, economic, or social content under specific
circumstances. Because 2013 was not an election year, there was less blocking than during the previous year, when parliamentary elections took place. However, there was an uptick in blocking around
the local elections on March 23, 2014 and on the March 25 “Freedom Day,” a traditional day of protest for the country’s democratic opposition.
The online human rights project conducted by Belarusian LGBT groups—Gaybelarus.by—has been
blocked in Belarus, including from private computers and mobile phones, since June 2013. When
accessed from Belarus, web browsers indicated that they could not connect to the website.29 At the
same time, Gaybelarus.by is accessible in other countries. In August 2013, Alexievich.info, the official
website of the internationally acclaimed Belarusian writer Svetlana Alexievich, who was nominated for the 2013 Nobel literature prize, was blocked. The website, hosted in Germany and available
abroad, remains inaccessible in Belarus.30
In October 2013, the leading independent trade union website Praca-by.info was blocked for three
days. At that time the website was covering the hunger strike of independent trade union leaders at
the state-run Mozyr Oil Refinery. The editor was contacted by a representative of the hosting com26 “National Center for Traffic Exchange replaced Beltelecom in providing peering services” [in Russian], TechOnliner.by, April
3, 2012, http://tech.onliner.by/2012/04/03/nacionalnyj-centr-obmena-trafikom-zamenil-beltelekom-v-chasti-uslug-piringa.

“Will you be telling me about dialogue?!”, Belarusian Association of Journalists, February 15, 2013, http://baj.by/en/
node/19566.

27

28 See “Instructions on the order domain names registration in the space of the hierarchical names of the national segment
of the Internet network” at http://cctld.by/eng/rules.html.

Unsuccessful attempts to access Gaybelarus.by from Belarus were made on June 8, 2013 and April 11, 2014. On the latter
day, it was not accessible via Tor.

29

“Website alexievich.info blocked in Belarus,” Viasna, August 20, 2013, http://spring96.org/en/news/65305. The website
remained inaccessible in Belarus as of April 11, 2014.
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pany, who claimed that the website’s account had been hacked, was distributing spam, and therefore
had to be blocked by the provider while it conducted troubleshooting and identified the cause of
the problem.31
In March 2014, the webpages of a number of regional internet media, political parties and activists,
and civil society leaders were hacked, presumably due to their coverage of or participation in local
election campaigns.32 Several websites were blocked nationally as Belarusians went to the polls on
March 23 to elect local government officials. The sites of the Belarusian Christian Democracy political
party, the Tell the Truth civic movement, and the monitoring initiatives Right to Choose and “Election
Observation: Theory and Practice” were inaccessible during parts of the election day.33 During the
traditional Freedom Day demonstration on March 25, the live broadcast from Radio Free Europe/
Radio Liberty’s Belarusian service was blocked. The website of Nasha Niva (Nn.by), a leading independent media outlet, was also blocked during the protest march. The incident regarding Nn.by was
the first time in which a blocked Belarusian website could not be accessed by the circumvention
software Tor.34
The Lukashenka government has been blocking websites since the 2001 presidential election. To
date, however, it does not appear to possess the capacity to employ sophisticated internet blocking
techniques, and therefore resorts to more basic approaches like IP filtering and disabling DNS records.35 Also, it seems that the authorities do not perform regular or automated monitoring of the
accessibility of banned sites, and it generally takes from 4 to 16 hours for a new IP address to be
blocked. No documented instances of deep-packet inspection (DPI) filtering have been recorded so
far.
Decree No. 60, which came into effect in July 2010, remains in force. The decree, which is designed
“to protect the interests of citizens, society and the state in the information sphere,” introduced provisions by which ISPs are required to block access to restricted information, such as pornography and
material inciting violence. By law, the authorities can only institute this blocking in state institutions
or when requested by individual users. In practice, however, the government engages in ad hoc efforts to limit access to internet content deemed contrary to its interests, though Belarusian telecoms
typically cite technical problems rather than admitting to blocking. The authorities have regularly
blocked certain websites on specific days when there are elections, days symbolically important to
the democratic opposition, or scheduled protests.
In June 2010, the Ministry of Telecommunications and the presidential administration’s Operations
and Analysis Center (OAC) issued a regulation calling for the creation of two lists to catalog the URLs
of all websites whose access should be blocked in state-run facilities and internet cafes; one list is

31 “Trade union’s website, reporting on the Mozyr hunger strike, is blocked” [in Russian], Salidarnast i gazetaby.com, October
18, 2013, http://gazetaby.com/cont/art.php?sn_nid=63085.

“Hackers and anonyms proliferate ahead of local elections,” Belarusian Association of Journalists, March 21, 2014, http://
baj.by/en/node/24464.

32

“Belarus Local Elections Update – March 23, Election Day 08:00-20:00,” NDI Belarus Media Digest Special Edition, National
Democratic Institute, March 23, 2014.

33

34 “Online blocking in Belarus and how to fix it,” Radio Svaboda, translated and posted by Belarusian Association of
Journalists, March 26, 2014, http://baj.by/en/node/24510.

“In Belarus access to Change.org website is blocked” [in Russian], Providers.by, August 13, 2012, http://providers.
by/2012/08/news/v-belarusi-zablokirovan-dostup-k-change-org.
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public, while the other is accessible only to ISPs.36 As of May 2014, the publicly-accessible list did
not contain any URLs, while the number of URLs on the restricted list remains unknown.37 According to Uladzimir Rabavolaw, the first deputy head of the OAC, the list contained 119 websites as of
February 2013.38 The 2014 Report of the UN Special Rapporteur on the situation of human rights in
Belarus suggests that 40 websites were blacklisted in 2013.39 At least 12 new sites, allegedly those
advertising and promoting the use of narcotic and psychotropic drugs, were added to the blacklist
in 2013-2014.40 The Prosecutor General’s office confirmed that two of the country’s most popular
independent news and information websites, Charter97.org and Belaruspartisan.org, as well as the
website of the Viasna Human Rights Center, Spring96.org, are on the restricted list.41 State bodies
authorized to add sites to the blacklist include the Ministry of Internal Affairs, the Prosecutor General’s office, and the KGB.
The procedure for adding websites to the restricted list remains unclear and non-transparent. Civil
society activists note that the government’s decisions are made arbitrarily, do not require judicial approval, and allow no course for appeal.42 After filing numerous complaints to identify the state body
that made the decision to ban the Viasna website, the deputy chairman of the human rights organization received a reply from the Prosecutor General’s Office on December 10, 2013 (International
Human Rights Day). The official letter stated that because Viasna was not registered by the Ministry
of Justice, actions by an unregistered organization are punishable under Article 193.1 of the criminal
code, and since Viasna’s website posted information promoting acts prohibited by law (i.e. acting
on behalf of an unregistered NGO, organizing or participating in the activities of political parties religious organizations and foundations, which do not have official state registration), the Prosecutor
General’s office had issued a decision to include this website in the list of those restricted in August
2011.43
In response, Viasna’s board issued a statement stressing the legitimacy of the organization’s activities, which are guided by provisions of the Belarusian Constitution and international human rights
standards ratified by Belarus. It also cited the UN Human Rights Committee’s Communication No.
1296/2004 of August 7, 2007, which found the decision of the Supreme Court to officially dissolve
Viasna in November 2003 to be a violation of the right to freedom of association and recommended
that the government reregister the organization.44 According to the OAC, the two popular indepen“State Supervisory Body for Telecommunications Started Forming the “Black List” [in Russian], Electroname, July 9, 2010,
http://www.electroname.com/story/7329.

36

“Lists of Restricted Access” [in Russian], Ministry of Telecommunications, accessed on April 11, 2014, http://belgie.by/
node/216. For the online version of the law, see http://bit.ly/14TskaI.

37
38

“OAC to blocked websites: Write appeals” [in Russian], Viasna, February 17, 2013, http://spring96.org/be/news/61348.

“Report of the UN Special Rapporteur on the situation of human rights in Belarus,” Human Rights Council, 26th Session,
United Nations General Assembly, April 22, 2014, A/HRC/26/44, p. 14, http://daccess-dds-ny.un.org/doc/UNDOC/GEN/
G14/138/48/PDF/G1413848.pdf?OpenElement.

39

“Access to websites promoting drugs will be restricted” [in Russian], Belorusskiye novosti, April 4, 2014, http://naviny.by/
rubrics/computer/2014/04/04/ic_news_128_434407.

40

41 Vyacheslaw Budkevich, “Government begins blocking access to opposition websites,” Belapan, April 11, 2011, http://
en.belapan.com/archive/2011/04/11/en_20240411.

Tanya Korovenkova, “Edict No. 60 less restrictive than feared, but authorities can tighten screws,” Belapan, July 1, 2013,
http://en.belapan.com/archive/2013/07/01/en_634587_634588.

42

43 “General’s Prosecutor Office explains why spring96.org was blacklisted,” Viasna, December 16, 2013, http://spring96.org/
en/news/67955.
44 “Board of the Human Rights Center ‘Viasna’ once again stresses the legitimacy of the organization’s activities in Belarus,”
Viasna, December 16, 2013, https://spring96.org/en/news/67892 .
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dent news websites, Charter97.org and Belaruspartisan.org, are on the blacklist because of alleged
“copyright and journalism ethics violations.”45
Under amendments dating from November 2011, which stipulate the fines for violating Decree No.
60, ISPs that provide access to blacklisted websites are required to pay a small fine. In practice, ISPs
seem to be inconsistent in blocking access to these sites; some have blocked access to blacklisted
sites without any user requests, which is technically illegal under the decree, while others have ignored the blacklist.46 ISPs block the blacklisted websites by web address or in combination with IP
filtering. In December 2012, Index on Censorship conducted field research using a sample group of
blacklisted sites to assess the scope of the filtering. The results indicated varying degrees of blocking. While the sites were available via internet cafes in Minsk and through Belarus’ mobile operators,
some or all were blocked in places where the state had greater control over the internet connection,
such as government buildings and universities.47
Through its selective use of oppressive laws and threats, the government actively promotes self-censorship, which over the past few years has been a pervasive phenomenon for web-based media, especially state and commercial outlets. However, with the general decline in repression against online
media, including the dropping of criminal charges in several high profile cases against online journalists and internet users originally launched in 2012, there has been a notable decrease in self-censorship over the past year. In the absence of acute social, political, or economic confrontations, Belarusian internet users generally felt safer in expressing their opinions online, despite the continued
repression of critical journalism in print and broadcast media. Media experts have observed an increase in the quality and quantity of online discussions, including on social networks, offering anecdotal evidence to support the notion that people perceive the internet as a safer environment. This
trend is also indirectly confirmed by the strong growth in the national (.by) internet domain, despite
its more heavily regulated nature.
In December 2013, President Lukashenka issued a decree stating that his aide, Usevalad Yancheuski,
would oversee and coordinate the operations of the country’s television channels and news websites. Yancheuski, who is head of the Presidential Administration’s Main Ideological Department, was
directed to ensure that “government agencies and organizations conduct a single state policy in
the spheres of information technology development, information and communication technologies,
telecommunications and high technologies.”48
Media experts and website moderators see trolling—the use of inflammatory, extraneous or provocative messages—as one of the government’s less-direct methods of controlling the internet. Since
the 2010-2011 protests, the number of trolls and paid commentators has significantly increased on
independent websites, the blogs of civic activists and commentators, and popular opposition com-

Tanya Korovenkova, “Edict No. 60 less restrictive than feared, but authorities can tighten screws,” Belapan, July 1, 2013,
http://en.belapan.com/archive/2013/07/01/en_634587_634588.
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Volha Prudnikova, “Authorities use both legal and illegal methods to control internet, expert says,” Belapan, June 24, 2011,
http://en.belapan.com/archive/2012/01/11/en_522094_522095.
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Andrei Alexandrau, “Belarus: Pulling the Plug,” Index on Censorship, January 2013, pp. 12-13, http://www.
indexoncensorship.org/wp-content/uploads/2013/01/IDX_Belarus_ENG_WebRes.pdf.
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“Yancheuski appointed chief of Belarusian internet,” E-Belarus.org, December 5, 2013, http://www.e-belarus.org/
news/201312051.html; Tanya Korovenkova, “Government may tighten control over Internet before presidential race,” Belapan,
December 12, 2013, http://en.belapan.com/archive/2013/12/16/en_669092_669093.
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munities on social networks. Obscenities and rudeness continue to be a challenge for the BYnet, often making discussions on forums difficult.49
Yuri Zisser, the founder and co-owner of Belarus’ largest internet-portal Tut.by, has identified at least
three different groups of trolls. The first group is made up of Belarusian users expressing their opinions on various internet forums using the clichés and language of state propaganda, participating
only in discussions on political or social topics, and intentionally being rude to their opponents. The
second consists of Russian citizens, mostly participating in online debates about Belarus-Russia relations. This group has become more active on Belarusian news sites since the Euromaidan protests in
Ukraine and the Russian occupation of Crimea.50 The third group includes representatives of Belarusian opposition websites who sharply criticize and personally attack their political and ideological
opponents.
As an increasing number of Belarusian internet users switch from forums to social networks, trolls
have also migrated to popular online communities. While it is difficult to prove that trolls are being
paid for their services, one can assume that there is some coordination behind their activities given
the fact that they are constantly present on popular internet forums and social networks, immediately react to new developments, and frequently work in teams.51 In October 2013, the Ministry of
Information refused a citizen’s request to act against trolls spreading false and malicious information
on websites in his name.52
Since 2008, the government has employed stringent requirements for accreditation to restrict nonstate journalists’ access to information.53 The Law on Mass Media requires journalists to obtain
authorization before they can become accredited, and it does not allow individuals to appeal the
decision in cases where their accreditation is refused. Journalists, including those publishing online,
are not allowed to work professionally if they are not accredited.54 There were multiple instances
of warnings issued to non-accredited journalists, including those reporting online, in 2013-2014.
In March 2014, for example, two Belarusian stringers working for the Poland-based Radio Racyja
received a prosecutorial warning for their reporting and blogging on the station’s website, Racyja.
com.55

49 Volha Prudnikava, “Bynet: rudeness is an issue,” Belapan, August 8, 2012, http://en.belapan.com/archive/2012/08/08/
en_566422_566423.

“Tanya Korovenkova, “Media liberalization seen as effective response to information security challenge from Russia,”
Belapan, March 18, 2014, http://en.belapan.com/archive/2014/03/18/en_688457_688458.

50

51 “Yuri Zisser: Popularity of the opposition websites grows thanks to censorship” [in Russian], Eurobelarus, October 10,
2013, http://eurobelarus.info/special-project/meeting/2013/10/07/yuriy-zisser-blagodarya-tsenzure-rastet-poseschaemostoppozitsionnyh-saytov.html.
52 “State agencies refuse to assist Pinsk resident in struggle against Internet offenders,” Viasna, October 2013, http://spring96.
org/en/news/66547.

The Law on Mass Media envisages an authorization-based procedure of accreditation. Moreover, it does not allow the
possibility to appeal against a refusal of accreditation. A journalist is forbidden to carry out professional activities, if he or she is
not accredited. “Comments on Suggestions to Media Law,” Belarusian Association of Journalists, January 24, 2013, http://baj.by/
en/node/19255.
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“Comments on Suggestions to Media Law,” Belarusian Association of Journalists, January 24, 2013, http://baj.by/en/
node/19255.
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55 “Mass Media Week in Belarus,” Belarusian Association of Journalists, February 17 – March 10, 2014, http://baj.by/sites/
default/files/monitoring_pdf/rassylka17_02-09_03_2014en.pdf, p. 3.
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While Belarus’ 2009 Law on Information, Informatization and Protection of Information guarantees
access to, and the distribution of, information of interest to the public, the government routinely restricts information from independent journalists and the media, including online websites. Some 60
state bodies can classify their information as secret, state officials cannot speak with journalists without the approval of their bosses, and media can only gain information from official press services or
state ideological departments.56
The government continues to influence online content through significant financial support to
pro-government media outlets, despite continuing economic woes. While the total amount of
funding provided to progovernment online media is unknown, the 2014 state budget allocated €52
million ($71 million) in direct support for all state media, including €42 million ($57 million) to television and radio. Over €1.1 million ($1.5 million) alone was allocated to finance the internet portal of
the president. These funds will be used to “collect, prepare and disseminate state orders on official
information.”57 These sums are in addition to favorable advertising (70 percent of the economy is
controlled by state-run companies), distribution contracts, and operating costs that are subsidized
by the state such as preferential rent.
In contrast, non-state media receive no government subsidies and suffer from a constant lack of
funding. The government employs direct and indirect economic pressure to limit financial support
for free media, including independent online media outlets, making it nearly impossible for these
sites to be profitable. A series of restrictive amendments to the Law on Public Associations and the
criminal code were passed secretly in October 2011 and came into force a month later. Of note were
provisions that made it a criminal offense for NGOs to receive foreign funding. Since most non-state
online outlets are run as NGOs, the amendments pose a grave threat to Belarusian independent media.58 Additionally, many independent online newspapers suffer from the negative financial impact of
their print versions being regularly repressed and economically discriminated against.59
Forced to operate in semi-underground conditions and facing constant pressure from the authorities, independent online media and opposition websites are unable to monetize their increasing
audiences and growing popularity, despite the expansion of the market for online advertising. In
2013, Belarus’ internet advertising market increased by almost 50 percent over the previous year and
reached about $10.5 million by the end of 2013, surpassing that of 2010 and indicating that the market had recovered from the financial crash of 2011. Experts predicted that online advertising would
grow by 25 to 30 percent in 2014.60 Yet the share of internet advertising with regard to the total advertising market in Belarus remains one of the smallest in Europe.

“Europe & Eurasia Media Sustainability Index 2013: The Development of Sustainable Independent Media in Europe and
Eurasia,” IREX, 2013, http://www.irex.org/sites/default/files/u105/EE_MSI_2013_Belarus.pdf, p. 182.
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“52 million Euro state support to mass media for 2014,” Belarusian Association of Journalists, December 16, 2013, http://
baj.by/en/node/23270.
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See: “Belarus: Open Joint NGO Letter to the Parliament of Belarus,” Human Rights Watch, October 20, 2011, http://www.
hrw.org/news/2011/10/20/belarus-open-joint-ngo-letter-parliament-belarus.
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59 For details regarding the government’s economic leverage over the independent print media, see Andrei Aliaksandrau and
Andrei Bastunets, “Belarus: Time for media reform,” Index on Censorship, February 2014, http://www.indexoncensorship.org/
wp-content/uploads/2014/02/IDX_Belarus_ENG_WebRes_FINAL.pdf, pp. 6-8.
60 “Internet advertising continues to lead the growth in the advertising market” [in Russian], January 31, 2014, http://
marketing.by/main/market/analytics/0065301.
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Most independent news websites remain at an economic disadvantage because state and private
companies are afraid to advertise on them. There is an unwritten rule advising state agencies and
private companies not to advertise in the independent media, including internet outlets. When interviewed regarding the media market, one advertising executive said: “I have great respect for the independent media and what they are doing. But I don’t have a right to put at risk the interests of my
clients and therefore I won’t place any serious amount of commercial advertising with independent
newspapers or websites called the ‘fifth column’ by Belarusian authorities.”61 There were also cases
when even foreign companies, especially those cooperating with state agencies, avoided placing ads
on leading independent sites due to political concerns. As a result, even the most popular independent or opposition websites generate little or no advertising revenue.
The government continues its attempts to increase its own virtual presence and influence. In December 2013, the Minister of Information announced that a new portal bringing together the websites
of all state-run (national, regional and local) newspapers would be launched under the aegis of the
largest, progovernment daily newspaper SB-Belarus Segodnya. The editor of online projects at the
paper confirmed that such a portal exists and is expected to start functioning in 2014.62
Despite these and other efforts, government websites in general continue to underperform in
comparison to their non-state peers. A 2013 independent review found that the websites of 45
government bodies did not comply with Belarusian law; not one met all the requirements regarding
disclosure of information to the public. While the average site provided about 31 percent of the information required by law, the lowest performer, with a score of 12 percent, was the Operations and
Analysis Center, the body tasked with policing Belarus’ internet.63
The number of readers of print newspapers in Belarus is declining, and the government employs
administrative controls and discriminatory economic measures to limit the growth of independent
papers. As a result, the internet has emerged as the second-most popular mass media source of
information, behind television, in Belarus. According to a mid-2013 survey, 63 percent of the population reported using the internet as a news source (including those who had heard about news
items from friends or relatives who had read them online).64 Since 2010, in terms of audience growth,
the best performing media in Belarus have been non-state online media. A majority of the country’s
most popular news and information websites are either independent or opposition-run. According
to the Belarusian ranking service Akavita.by, most of the top 20 and a majority of the top 50 news
and information websites are run by independent or opposition groups,65 while the readership of
state-controlled media sites has lagged behind. In terms of visits and page views, the readers of
61 “Independent media in Belarus: Achievements, challenges and perspectives,” Belarusian Association of Journalists, Minsk,
November 23, 2013.
62 Maryia Savushkina, “United online portal and IP TV to be launched with SB-Belarus Segodnya,” Belarusian Association of
Journalists, December 17, 2013, http://baj.by/en/node/23280.
63 Aleksei Kozliuk, Marina Sokolova and Andrei Shushko, “Государственные органы Республики Беларусь: 15 лет онлайн”
[Government bodies of the Republic of Belarus: 15 years online], Center for Legal Transformations, December 11, 2013, link to
report provided in Center’s LawTrend Monitor #3, http://lawtrend.org/ru/content/about/news/govonline.

From a SAITO survey cited by the Belarusian Association of Journalists, October 18, 2013, http://baj.by/en/node/22587.
In earlier 2012 surveys, independent and state research bodies found that some 34 percent of Belarusians use the internet as
a source of news. See Andrey Vardomatsky, “The Media Behavior of the Belarusian Population,” Belarus Reality: Getting to the
heart of the matter, Issue No. 5, November 2012; and “Information minister concerned about growing role of Internet as source
of political and economic news,” Belapan, July 14, 2013, http://en.belapan.com/archive/2013/07/14/en_18580714m.
64

65 “Top Ranker” Akavita.by, accessed on April 11, 2014, http://akavita.by/ru/top/All/Mass_Media_and_News/today/visitors/
desc/Belarus/All.
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independent online media are more loyal and consume more information than those of progovernmental websites.66
Social networks and blogs have also emerged as important sources of information. For example, a
recent survey found that 24.3 percent of respondents had garnered information about developments in Ukraine from social media sites.67
According to the digital marketing agency Ashwood Creative, as of February 2014, 28 of the top
30 Belarusian media communities on Facebook were run by independent media and civil society
groups.68 Recent comparative analysis of the media communities in popular social networks demonstrate that information posted and shared by independent media is much more in demand than
content published by state media. Links from the social network accounts of independent media are
actively clicked, shared and discussed by users, while the social network accounts of the state media
are lifeless, with almost no comments or cross-posted links, indicating that they cannot compete
with their independent counterparts.69 Progovernment sites have few readers, and state officials do
not use social networks.70
Greater numbers of Belarusians are also reading independent news online because they find it more
credible than the government’s version of developments in the country and abroad. A December
2013 survey found that more Belarusians trust independent media than the state media (41.1 versus 31.6 percent). Trust in the state media has dropped by 21.3 percent since December 2010. More
than half of the population (55.3 percent) does not trust state media. Of the country’s 25 leading
state and public institutions, non-state media ranked third in public trust, behind only the Orthodox
Church and Army.71
Since the 2006 presidential election, independent websites, blogs, internet forums, and online
communities have been playing a growing role in educating citizens, increasing voter turnout, monitoring the polls, and mobilizing protests against electoral irregularities. Beginning in 2010, social
networks became an important tool for carrying out actions of solidarity and organizing peaceful
protests. With the rapid growth of new media, independent online sources were able to compete
with state-controlled newspapers, radio, and television during the 2010 presidential and 2012 parliamentary elections. Independent online media played an important role in documenting and reporting numerous violations committed by the state during the March 2014 local elections.

66 “Independent media in Belarus: Achievements, challenges and perspectives,” Belarusian Association of Journalists, Minsk,
November 23, 2013.
67 Presentation at “Ukraine through a Belarusian lens: weighting the social and economic costs and benefits,” European
Council on Foreign Relations, Warsaw, June 9, 2014, http://www.ecfr.eu/events/event/ukraine_through_a_belarusian_lens_
weighing_the_social_and_economic_costs_an.
68 “The Rating of Belarusian pages on Facebook in February” [in Russian], Ashwood Creative, accessed on April 11, 2014,
https://www.facebook.com/ashwoodcreative/app_152031511604374.
69 “Independent media in Belarus: Achievements, challenges and perspectives,” Belarusian Association of Journalists, Minsk,
November 23, 2013.

Artsyom Shraybman, “Authorities control but do not gag Internet,” Belapan, February 8, 2013, http://en.belapan.com/
archive/2013/02/08/en_604397_604398.
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“Negative Dynamics of Trust to Institutions,” Independent Institute of Socio-Political and Economic Studies, January 6, 2014,
http://www.iiseps.org/analitica/564/lang/en, Tables 1 and 2.
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The opposition’s dominance in the online media sector is proving alarming to the government, especially with presidential elections slated for 2015. As a result, the authorities appear to be moving to
tighten control over the internet. As one media expert noted, the end of 2013 was “characterized by
a more active persecution of internet-commentators and bloggers. These are still single cases, but
it’s evident that the authorities are paying more attention to the Internet… It can be easily predicted
that the closer the presidential election campaign, the stricter repression against social and political
media we’ll observe…”72
Increasing internet penetration over the last several years has resulted in the continued growth of
citizens’ activity on social networking sites. The Russian site VKontakte (vk.com) remains the most
popular social network service; as of May 2013, it had 3 million accounts registered and was the
most accessed website in the country.73 As of February 2014, more than 1.4 million Belarusians were
using the Russian social network Odnoklassniki.ru.74 By contrast, the total number of Facebook users
in Belarus was 900,000 by December 2013 (about 10 percent of the total population).75
In 2013, Belarusian civil society expanded its online activism in comparison to the year before. In one
sense, this was a response to the rapid expansion of the internet and its active use by the opposition.
But it was also the result of the government’s success in preempting most other forms of traditional,
offline activism. In particular, online petitioning as a form of civic activism increased in 2013. More
than 50 petitions addressing a gamut of issues were created and carried out by Belarusian rights
groups and individuals on the Change.org platform alone. These online campaigns achieved varying
degrees of success. When President Lukashenka floated the idea of an “exit tax” on Belarusians traveling abroad to shop, for example, or when his government suggested instituting a tax on the unemployed, civil society and media groups responded with strong online campaigns. An internet petition
against the “exit tax” generated some 27,000 signatures. The online petitions were accompanied by
a great deal of scorn and derision directed at the inane ideas, which dominated social networks. In
the end, President Lukashenka was forced to publically denounce the “exit tax” and the government
abandoned both taxes. These online campaigns were, according to one observer, “the brightest examples of civic action in 2013.”76
Another tax, one on motor vehicles, did pass parliament, despite a similar online campaign which
gathered more than 81,000 signatures in a matter of weeks. Through social networks and popular
internet forums, activists attempted to organize offline protests against the new tax in December
2013. Although more than 100 cars and 200 pedestrians took part, police were able disperse the first
protest in an hour. Participants were punished with fines and administrative arrests, an online community campaigning against the tax was deleted, and its administrator was briefly detained. On the
eve of the second protest, related social network communities were invaded by trolls who worked
Aliaksandr Starykevich, Vice President of the Belarusian Association of Journalists, quoted in “Mass Media in Belarus
E-Newsletter,” October-December 2013, Belarusian Association of Journalists, http://baj.by/sites/default/files/monitoring_
pdf/5342013_mass_media_in_belarus_en.pdf, p. 2.
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“IT figures - statistics for Belarus” [in Russian], http://it.tut.by/numbers/#internet, accessed April 11, 2014.
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“Top 10 Websites,” gemiusAudience, http://www.audience.by, accessed on April 13, 2014.

Online Landscape: Russian Speaking Markets, Gemius, posted June 2014, http://www.e-belarus.org/docs/
gemiusKnowledge_RussianSpeaking.pdf, p. 6.
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Yauheni Preiherman, “Belarusian Domestic Politics in 2013: Cautious Authorities and Divided Opposition,” Belarus
Digest, January 4, 2014, http://belarusdigest.com/story/belarusian-domestic-politics-2013-cautious-authorities-and-dividedopposition-16557; “Belarus Exit Fee: The Authorities Back Down,” Belarus Digest, October 10, 2013, http://belarusdigest.com/
story/belarus-exit-fee-authorities-back-down-15719.
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to persuade others not to take part in the protest. When checked, the personal pages of these commentators proved to be fake, with no updates, photos or followers. But the pressure succeeded; only
about 10 vehicles took part in the second protest amid tight police security.77
In January 2014, some 4,000 people signed an online petition calling on President Lukashenka and
the Minister of Health to at least double the pay and improve the working conditions of emergency
medical service providers. While the government pressured the initiators to withdraw the petition
and put one of them on unpaid leave, it also agreed to a pay raise for ambulance workers.78

Violations of User Rights
In 2013-2014, prosecutions against internet users decreased, though harassment and detentions
continued. According to Viasna, there were more than 50 cases of politically-motivated administrative persecution (arrests, detentions, and fines) documented in 2013, but this was significantly fewer
than the 233 recorded in 2012.79 The Belarusian Association of Journalists registered approximately
50 cases of detentions of journalists (including online and offline journalists), independent press distributors, and members of social networks by different law-enforcement bodies in 2013, a decrease
of 20 cases in comparison to the year before. Detained media practitioners were usually released
within a few hours.
While the rights to freedom of expression and information are guaranteed by the Belarusian constitution, they remain severely restricted and violated in practice. Formally, there are no laws ascribing
criminal penalties or civil liabilities specifically for online activities, but since 2007, the government
has employed a series of repressive laws—mainly defamation laws—that target traditional media to
stifle critical voices online.
In October 2011, the parliament approved an “anti-revolutionary” package of amendments to laws
regulating civic organizations and political parties, as well as to the criminal code. These amendments—which also apply to internet-based media outlets—further criminalize protest actions, make
receiving foreign funding a criminal offense, and extend the authority of the KGB. Under the amendments, the KGB is freed from the oversight of other state bodies and was given powers that were
previously granted only during a state of emergency, including the right to enter the homes and
offices of any citizen at any time without a court order.80
In 2013, there were several cases of the government prosecuting online users for critical comments
on the internet, though fewer than in previous years. In July 2013, Andrei Karelin was found guilty of
offending a police officer and fined $1,050 for two critical comments he had posted on an internet
forum a few months earlier. The comments reflected negatively on the Belarusian police and their
“Given how active the trolls are, road police didn’t come up with any good plan” [in Russian], Salidarnast i Gazetaby.com,
December 27, 2013, http://gazetaby.com/cont/art.php?sn_nid=67164; Syarhey Karalevich, “Authorities nip street protests in the
bud, disregard online initiatives,” Belapan, January 3, 2014, http://en.belapan.com/archive/2014/01/03/en_672246.
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Alena Spasyuk, “Pay for ambulance service staff in Minsk expected to be raised,” Belapan, January 9, 2014, http://
en.belapan.com/archive/2014/01/09/en_21090109H.
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Situation of Human Rights in Belarus in 2013: Review-Chronicle, Viasna, Minsk, 2014, http://spring96.org/files/reviews/
en/2013_review_en.pdf, p. 3.
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80 “Belarus has adopted ‘anti-revolutionary’ amendments to the legislation,” Belarusian Human Rights House, October 20,
2011, http://humanrightshouse.org/Articles/17082.html.
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professionalism, and declared that “all normal citizens” hate them. The case was monitored personally by the Minister of the Interior Ihar Shunevich. In August, Mr. Karelin was forced to quit his job as
a playwright at a drama theater. He has launched his own crowdfunding website to pay the fines.81
The authorities continue to detain and prosecute citizen journalists and bloggers for their watchdog
activities. In July 2013, Ruslan Mirzoeu, a Minsk worker (and a former drug user on parole), became a
BYnet celebrity after shooting a series of clips about everyday life at his factory and posting them on
YouTube. Full of black humour and inconvenient insights about one of Belarus’ leading industries, his
“Chronicles of the Plant” videos were reposted by leading independent websites and viewed by hundreds of thousands online. In July, he was fired from his job at the Minsk Automobile Plant (MAZ).
In August, he released two new films representing urban life in one of Minsk’s suburbs, including
depictions of poverty, drug addicts, alcoholics, and prostitutes. He was arrested, tried for using curse
words “in public” in the videos, and sentenced to seven days in prison for hooliganism. An official
commented on the evening news that the case was not about using crude language but punishing
someone for becoming popular by “manipulating social problems.”82 In September, district police in
Minsk brought a criminal case against Mr. Mirzoeu for violating his parole. On December 13, he was
sentenced to one year in prison.83
In October 2013, Aleh Zhalnou, a well-known blogger in Bobruisk who exposes instances of illegal
police actions, was arrested with his son for allegedly attacking traffic police. Zhalnou claims that
he and his son were the victims of police retaliation after some 2012 incidents in which he allegedly
slandered the police and a September 2013 incident in which he filmed police being unresponsive
to a complaint and posted the evidence online. Zhalnou was forced to undergo a psychiatric exam
and was unable to update his webpage after the raid. In February 2014, he was detained again and
questioned by the police for 12 hours on suspicion of planning a bombing. During both arrests, the
police confiscated his computer and electronic equipment. A criminal case was launched against him
for allegedly insulting the police through online posts. In March 2014, Zhalnou was fined for posting
on his YouTube channel a video recording of a meeting he had with a police official.84
In December 2013, several activists were detained in connection with the “Stop Tax” online campaign
against a new tax on vehicles (see Limits on Content). Police in Mogilev demanded that Anton Kastou, a political activist and member of the “Stop Tax” online campaign, delete the “Stop Fear” site
from social networks. After the “Stop Tax” group discussed the possibility of holding a protest on
the social network VKontakte, Kastou was sentenced to three days in jail for “organizing and holding
81 “Convicted for insulting police playwright Karelin: ‘I was tried twice for one comment!” [In Russian],” Tut.by, August 13,
2013, http://news.tut.by/society/361429.html ; “Playwright Karelin, who offended the police, was fired” [In Russian], “ Radio
Svaboda, August 28, 2013, http://www.svaboda.org/content/article/25088925.html; Andrei Aliaksandrau, “Two people
sentenced for online insults in Belarus,” Index on Censorship, August 14, 2013, http://www.indexoncensorship.org/2013/08/
two-people-sentenced-for-online-insults-in-belarus; “Man Fined for Insulting a Policeman in Comments on a News Website,”
Belarusian Association of Journalists, August 14, 2013, http://baj.by/en/node/21944.
82 Artyom Shraibman, “Punishing Citizen Journalism: A New Trend in Belarus?,” Belarus Digest, August 22, 2013, http://
belarusdigest.com/story/punishing-citizen-journalism-new-trend-belarus-15137.
83 “Criminal case brought up against the author of videos about Minsk Automobile Plant and the suburb of Kurasoushchyna,”
Viasna, September 12, 2013, http://spring96.org/en/news/65798; and “Author of District Chronicles Ruslan Mirzoyeu
imprisoned for 12 months,” Viasna, December 17, 2013, http://spring96.org/en/news/67911.
84 “Babruisk blogger Aleh Zhalnou litigates with traffic police, Viasna, November 11, 2013, http://spring96.org/en/
news/66487; Uladzimir Laptsevich, “Mahilyow Regional Court upholds fine for Babruysk blogger,” Belapan, December 6, 2013,
http://en.belapan.com/archive/2013/12/06/en_06121200b; “Mass Media Week in Belarus: January 27-February 16, 2014,”
Belarusian Association of Journalists, http://baj.by/sites/default/files/monitoring_pdf/rassylka27_01-16_02_2014en.pdf, pp. 2-3;
“Babruysk Blogger Fined for YouTube Video,” March 18, 2014, Belarusian Association of Journalists, http://baj.by/en/node/24389.
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a mass event.” His laptop was confiscated.85 Dzmitry Paliyenka, a political activist and the alleged
administrator of the “Stop Tax” social network in VKontakte, was jailed for 15 days for alleged “disorderly conduct.”86 It is important to note that these crackdowns were ostensibly of a preventative nature as they took place before the scheduled protests were carried out. Other activists involved with
the “Stop Tax” campaign were also fined or briefly jailed for their online calls for protests against the
tax.
The government also levied fines for “online picketing” to stifle Belarusians’ attempts to express
solidarity with their Ukrainian neighbors protesting in Kyiv. In February 2014, at least two fans of the
Belarusian soccer champion team BATE Borisov were jailed for up to five days for participating in
an unauthorized mass event. The individuals had allegedly posed with other fans for a photograph
with an opposition flag and banners displaying solidarity with Ukrainian anti-government protesters,
which was then posted on the internet. The faces of the some two dozen fans in the photo had been
blurred out.87 In April, three activists were fined for having photos taken of themselves with Belarusian and Ukrainian symbols in historic places and posted on the internet.88
These incidents demonstrate several important trends in 2013-2014. Experts point to a new type
of repression against online activists, particularly those focused on holding officials accountable.89
Rather than blocking individual sites, the government is punishing citizen journalists and activists
for their online activities.90 Observers noted that the government has adopted the same strategy of
targeted repression that has proved effective in suppressing dissent in other civic and media sectors.
And it is increasingly doing this by taking laws originally designed to limit traditional activism and
applying them to online cases. As the 2014 Report of the UN Special Rapporteur on the Situation of
Human Rights in Belarus noted, “The online media continued to be severely affected by a new trend
of applying extra-journalistic regulations to web activities.”91
Another trend that has become prominent is the government’s use of materials obtained online as
“evidence” to punish individuals for alleged offline crimes or misdemeanors. Additionally, while most
cases of prosecution in 2012 were based in Minsk or larger cities, a majority of the 2013 cases took
place in the country’s regions. This is partially due to the rise in the quantity, quality, and impact of
independent regional online media.

85 “Authorities afraid of communities ‘Stop Fear’ and ‘Stop Tax,’” Charter 97, January 3, 2014, http://charter97.org/en/
news/2014/1/3/83079; “UCP Mahiliou activist sentenced to 3 days of arrest,” Viasna, December 27, 2013, http://spring96.org/
en/news/68119;
86 Situation of Human Rights in Belarus in 2013: Review-Chronicle, Viasna, Minsk, 2014, http://spring96.org/files/reviews/
en/2013_review_en.pdf, p. 231.
87 “BATE fan: “At the police station I was shown a photo and told that I was in it,”” Viasna, February 4, 2014, http://spring96.
org/en/news/68863.
88 “Fines for Online Photos of Solidarity with Ukraine,” from Radio Svaboda, translated and posted by Belarusian Association
of Journalists, April 3, 2014, http://baj.by/en/node/24633.
89 Artsyom Shraybman, “Authorities hold show trials for online criticism,” Belapan, August 23, 2013, http://en.belapan.com/
archive/2013/08/23/en_644696_644697.
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“Report of the UN Special Rapporteur on the situation of human rights in Belarus,” Human Rights Council, 26th Session,
United Nations General Assembly, April 22, 1014, A/HRC/26/44, http://daccess-dds-ny.un.org/doc/UNDOC/GEN/G14/138/48/
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Since Belarusian users have regular access to most online resources under normal circumstances—as
blacklisted sites are blocked only in public facilities, not private offices or households—users generally have not employed proxy servers or other circumvention tools, leaving them vulnerable during
politically sensitive periods when targeted disruptions occur. Circumvention tools have not been
blocked by the authorities. Most often, people are reminded about blocking, hacking, trolling, and
phishing only when it takes place.92
Individuals are still required to present their passports and register when they buy a SIM card and
obtain a mobile phone number. All telecommunication operators are obliged to install real-time surveillance hardware, which makes it possible to monitor all types of transmitted information (voice,
mobile text message, and internet traffic) as well as obtain other types of related data (such as user
history, account balance, and other details) without judicial or other oversight. Mobile phone companies are required to turn over personal data of their customers at the government’s request.
Since 2010, the Belarusian government has allocated resources for online surveillance technologies.93
In 2012, there were reports of Western firms supplying telecommunications hardware and software
that would allow the state to expand its surveillance of citizens.94 Russian surveillance technologies,
including SORM (System for Operative Investigative Measures, an electronic intercept system) are
also employed by the Belarusian government.95 Decree No. 60 requires ISPs to maintain records of
the traffic of all internet protocol (IP) addresses, including those at home and at work, for one year.
As a result, the state can request information about any citizen’s use of the internet.
The authorities claim that the protection of personal data is a priority. On July 26, 2013, the Law on
the Population Register finally came into force after delays caused by the 2011 financial crisis. The
register, which is aimed at making information exchange between state agencies more efficient, is
a central database that contains the personal data of all Belarusian citizens, including name, gender,
personal identity number, date and place of birth, a digital photo, marital status, employment and
education, tax obligations, etc. 96 In order to avoid any leaks of personal data, the register is being
created on internal networks of the Ministry of Internal Affairs. While similar registers exist in more
than 60 countries, independent Belarusian experts are concerned due to the repressive nature of the
Ministry and because Belarus remains the only post-Soviet state that has no proper legislation regulating the protection of personal data; the country also has not joined the Convention of the Council
of Europe “For the Protection of Individuals with regard to Automatic Processing of Personal Data.”
Moreover, the Law on the Population Register does not allow citizens to obtain information about
which state agencies are viewing their personal data.97 In general, independent experts conclude

92 Yahor Kanapkin, “Through the bug in Skype protection accounts have been massively stolen” [in Russian], Generation.by,
November 14, 2012, http://generation.by/news5764.html.

“Measures on implementation of the National program of accelerated development of information and communication
technologies for 2011-2015” [in Russian], http://www.mpt.gov.by/File/Natpr/pril1.pdf.

93

Andrei Alexandrau, “Belarus: Pulling the Plug,” Index on Censorship, January 2013, pp. 16-17, http://www.
indexoncensorship.org/wp-content/uploads/2013/01/IDX_Belarus_ENG_WebRes.pdf.
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95 Andrei Soldatov and Irina Borogan, “Russia’s Surveillance State,” World Policy Institute, Fall 2013, http://www.worldpolicy.
org/journal/fall2013/Russia-surveillance.
96 “Law on the Population Register” [in Russian], Pravo.by, accessed on April 11, 2014, http://www.pravo.by/main.
aspx?guid=3871&p0=H10800418&p2={NRPA}.
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that “Belarusian legislation does not provide satisfactory basis for the proper balance between freedom and security online.”98
As of 2007, internet cafes are obliged to keep a year-long history of the domain names accessed
by users and inform law enforcement bodies of suspected legal violations.99 In December 2012, the
Council of Ministers abolished the requirement that customers must present their passports at internet cafes. Instead, employees are now required to take pictures of or film visitors.100 Meanwhile,
restaurants, cafes, hotels, and other entities are obliged to register users before providing them with
wireless access, whether free of charge or paid.101
In the absence of elections and other major socio-political events in 2013, there were fewer recorded
instances of extralegal intimidation and harassment for online activities on social networks than in
previous years, though this was still a prominent trend.
Over the course of 2012-2013, Ihar Pastnou, a psychiatrist at the Vitebsk Center for Narcology
and Psychiatry, posted a series of videos on YouTube that were critical of the health care system in
Vitebsk. In particular, he highlighted medical errors, mismanagement, and misuse of funds by the
head of the regional government. On August 16, 2013, Dr. Pastnou was forcibly taken to the psychiatric ward at his place of work for treatment. On August 23, a Vitebsk District Court ordered that he
attend compulsory psychiatric treatment.102 Dr. Pastnou was diagnosed with “psychopathic personality disorder with a mania for persecuting the authorities,” kept in isolation, and banned from having
any visits, correspondence, or telephone calls. On September 30, Dr. Pastnou was discharged from
the hospital, but is required to visit a psychiatrist regularly. He has demanded an independent examination, considers his case to be an example of punitive psychiatry, and is appealing to the Supreme
Court.103 Dr. Pastnou’s case will be considered by the UN Human Rights Committee.
On December 24, 2013, police searched the apartment of Anton Kastsou, a member of the United
Civic Party in Mahiliou. The police demanded that he remove the “Stop Fear” community from the
VKontakte site, despite the fact that the activist had written a statement denying he was a creator
of this community, though he agreed to delete his own comments from the group. The “Stop Fear”
community was created in order to organize weekly protests against a proposed motor vehicle tax
(see Limits on Content).104
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In June 2013, Siarhej Androsenka, the leader of the online human rights project conducted by Belarusian LGBT groups—Gaybelarus.by—left the country following a long campaign of persecution and
psychological pressure against him and his family by Belarusian law enforcement agencies.105
In August 2013, police raided the apartment of Henadz Zhuleba, a blogger in Svetlahorsk, and
confiscated his computer after he had posted a video online spotlighting the luxury home of the
head of the local administration. The official’s wife complained about the clip and accused him of
libel. The police told the activist that they would examine the files on his computer before deciding
whether to launch criminal proceedings against him. Earlier, the blogger had posted other critical
videos online showing the poor state of roads and other social infrastructure in his town.106
In November 2013, the apartment of Dzianis Dashkevich, the editor-in-chief of the website Vrogachev.ru in Rahachau, was searched and two computers were confiscated. The inspection was
based on a criminal case related to allegations of insulting a local official. The activist and his independent website had previously received official warnings regarding the publishing of “inaccurate
information about the political and economic situation in the country.”107
In January 2014, an online petition designed to increase salaries and secure better working conditions for the workers of Belarus’ emergency medical services, appeared on Change.org and collected
over 5,000 signatures, including those of thousands of medical professionals, in less than two days.
But after this period, the initiator, Aliaksei Ipatau, announced that the petition had to be withdrawn
without any explanation.108 The petition was removed from the website, presumably due to government pressure. Another organizer of the campaign, Vital Aheyenka, was forced take unpaid leave
from his ambulance job.109
There were some instances of technical attacks against the websites of independent media and
civil society groups during the coverage period. On April 25, 2013, the websites of Belarus Partisan
(Belaruspartisan.org) and the Viasna Human Rights Center (Spring96.org) were hacked. Threatening
messages were left on the sites, calling them “traitors” and “slanderers” of the Belarusian people.110
Both sites are on the government’s list of web resources banned at state institutions.
On December 8, 2013, the websites of the Belarusian, Ukrainian and other services of Radio Free Europe/Radio Liberty (RFE/RL) were unavailable following a massive DDoS attack. Cyberattacks against
RFE/RL have occasionally occurred since the beginning of mass protests in Ukraine in November.111
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release-rferl-target-of-internet-attack/25172249.html.
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On December 18, 2013, the leaders of Belarus’ largest civic campaign “Budzma” (“Let’s be Belarusians”) distributed a statement reporting that they had lost access to the campaign’s website domain
Budzma.org and its administrative system, and asked all users to switch to a reserve website at Budzma.by. The causes of the problems are being investigated by “Budzma” leadership.112
Belarusian criminal law prohibits these types of technical violence. Specifically, Article 351 of the
Criminal Code, covering “computer sabotage,” stipulates that the premeditated destruction, blocking,
or disabling of computer information, programs, or equipment is punishable by fines, professional
sanctions, and up to five years in prison.113 A special department at the Ministry of Internal Affairs is
tasked with investigating such crimes. In reality, a number of the attacks on the independent websites and personal accounts of opposition activists have been linked to the authorities. The government has stated its intention to accede to the Council of Europe’s Convention on Cybercrime, but
it has made no move to sign on to the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data.114

“Attackers seized the site of “Budzma” campaign” [in Russian], Belarusian Association of Journalists, December 18, 2013,
http://baj.by/be/node/23301.

112

“Beltelecom: Independent websites could be blocked by other organizations” [in Russan], Charter 97, January 10, 2008,
http://www.charter97.org/ru/news/2008/1/10/2905.

113

114 Council of Europe, “Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data,”
January 1, 1981, http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=108&CL=ENG.
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Brazil
2013

2014

Population:

195 million

Internet Freedom Status

Partly
Free

Free

Internet Penetration 2013:

52 percent

Obstacles to Access (0-25)

7

7

Limits on Content (0-35)

8

7

Violations of User Rights (0-40)

17

16

TOTAL* (0-100)

32

30

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In December 2013, President Dilma Rousseff issued a decree exempting certain
categories of smartphone from taxation. Included were those with national content, Wi-Fi
connectivity, email access, and open source code (see Obstacles to Access).

•

In April 2014, Brazil’s highly anticipated Marco Civil Bill, a so-called “Constitution for the
Internet,” was signed into law, ensuring privacy protection for users, net neutrality, and
several other positive measures (see Violations of User Rights).

•

In September 2013, the Superior Electoral Court authorized the use of Twitter during
electoral campaigns, while amendments to Brazil’s electoral law in December 2013
established additional restrictions to online publishing of electoral content, as well as
fines for potential violators (see Violations of User Rights).

•

Beginning in April 2014, cyberattacks against Brazilian government websites and
infrastructure increased markedly ahead of the FIFA World Cup games (see Violations of
User Rights).

•

Social media played a key role in the June 2013 Free Fare Movement, both as a tool for
mobilizing protestors (see Limits on Content) and as a means of documenting abuse of
reporters covering the protests (see Violations of User Rights).
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Introduction
After years of debate and revision, Brazil’s highly discussed Marco Civil da Internet bill, hailed as
a civil rights framework for the internet, was approved by the lower house of Congress in March
2014, without onerous requirements related to localization of data storage. The final text of the
Marco Civil—which was approved by the Senate and signed into law by the president in April—also
contains key provisions governing net neutrality and ensuring strong privacy protections, and
further touches on regulation for intermediary liability. The Marco Civil law has received significant
international attention as a new type of legislation predicated on ensuring individuals’ rights as they
pertain to the internet.
Brazil, which was first connected to the internet in 1990, has enacted a handful of initiatives in recent
years to expand and enhance broadband and mobile phone usage. With programs ranging from tax
incentives for suppliers of information and communications technology (ICT), to the installation of
LAN houses (public and private internet access points) throughout the country, to the introduction
of 4G services in April 2013, Brazil is making concerted efforts to facilitate continued investment
in infrastructure and to increase the number of citizens with internet access. Despite its notable
progress in increasing ICT availability, however, Brazil still faces challenges in its quest to reach
internet penetration rates commensurate with its economic wealth.
While internet penetration rates have been increasing modestly, social media interactivity and
related activism are taking center stage in Brazil. Issues that have garnered particular interest over
the past year range from increasing public transportation fares to FIFA´s initiatives for the 2014
World Cup (hosted in Brazil), to concerns over security, education, and public health. In some cases,
such as the Free Fare Movement, online debate has catalyzed real-world protests.
Brazil still faces challenges to internet users’ rights in distinct areas, such as defamation charges,
violence against bloggers and journalists, and an increasing number of proceedings before domestic
courts and governmental bodies. Reporters Without Borders no longer ranks Brazil as among the
world’s five deadliest countries for media personnel.1 Five journalists were assassinated in 2013,
representing a continuation of the previous year’s trend; however, retaliatory violence against
journalists and bloggers does appear to be on a decline.
Additionally, Brazil’s Electoral Act—which faced criticism for broad language that posed a threat
to freedom of speech—was amended in September 2013 to establish the use of Twitter as an
acceptable medium in political campaigning. The Act was amended again in December 2013,
however, with additional restrictions to online content concerning candidates and political parties.2

Reporters Without Borders, “2013 World Press Freedom Index: Dashed Hopes After Spring,” Reporters Without Borders,
December 19, 2013, http://en.rsf.org/press-freedom-index-2013,1054.html

1

2 Presidency of the Republic, Civil House for Legal Affairs, Law No. 12.891 of 2013, http://www.planalto.gov.br/ccivil_03/_
Ato2011-2014/2013/Lei/L12891.htm#art3.
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Obstacles to Access
According to the most recent figures from the International Telecommunication Union (ITU), despite
its burgeoning economy, Brazil’s internet penetration rate remains below the average for North
American and European countries.3 According to the International Telecommunication Union (ITU),
Brazil’s internet penetration rate increased from 49 percent in 2012 to 52 percent in 2013.4 Almost 60
percent of Brazilian residences lack internet access; a reality resulting from various obstacles, such as
high prices—a problem that extends to fixed broadband, wireless, and 3G/4G technologies—limited
availability of services, and persistent social inequalities. 5
The 2013 Web Index ranks Brazil 33rd globally in terms of internet access, freedom, openness,
relevant content, and empowerment; Chile, Mexico, and Uruguay are all ranked higher regionally6
Internet penetration varies greatly in Brazil, with noteworthy infrastructural disparities evident
between various geographical regions, as well as between urban and rural areas.
Fixed broadband technology, such as DSL and cable, accounts for 68 percent of household internet
connections in Brazil.7 Although mobile broadband is still in the minority with 18 percent of the
market, such technology now accounts for most new household broadband connections, indicating
that Brazil is following global broadband growth trends. As of the third quarter of 2013, Akamai
measured Brazil’s average internet connection speed at 2.6 Mbps.8 According to figures published by
the ITU, over 20 million Brazilians have fixed-broadband connections,9 22 percent of which are high
speed, 26 percent of which are medium speed; the remaining 52 percent are low speed.10
Public paid access centers—also known as local area network, or LAN, houses—remain the primary
means of internet access for low income Brazilians in many regions, providing access to nearly 68
percent of those from the lowest economic brackets.11 Although household access is becoming the

3 ITU, ICT Facts and Figures 2014, Statistics, Aggregate By Country – Percentage of Individuals Using the Internet, accessed
June 10, 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx?utm_source=twitterfeed&utm_medium=twitter.
co.jp.
4 ITU, ICT Facts and Figures 2014, Statistics, Aggregate By Country – Percentage of Individuals Using the Internet, accessed
June 10, 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx?utm_source=twitterfeed&utm_medium=twitter.
co.jp.

Cetic.br, Coordination for ICT strategies, “No Brasil, 60% das Casas Ainda não Yêm Internet” [In Brazil, 60 Percent of
Households Still do not Have Internet], Cetic.br, July 1, 2013, http://coeti.seplag.ce.gov.br/?m=20130701

5

6 World Wide Web Foundation, 2013 Web Index, accessed February 16, 2014, http://thewebindex.org/data/index/#sthash.
BVHqk4GI.dpuf.

ITU, The World in 2013: ICT Facts and Figures, p.2, ITU, accessed January 28, 2014, http://www.itu.int/en/ITU-D/Statistics/
Documents/facts/ICTFactsFigures2013-e.pdf.

7

8 Akamai, The State of the Internet: Q3 2013, Akamai, accessed march 5, 2014, http://www.akamai.com/stateoftheinternet/
soti-visualizations.html#stoi-map.

ITU, ICT Facts and Figures 2014, Statistics, Aggregate By Country – Fixed Broadband_2000-2013, accessed June 10, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx?utm_source=twitterfeed&utm_medium=twitter.co.jp

9

ITU, The World in 2013: ICT Facts and Figures, p.2, ITU, accessed January 28, 2014, http://www.itu.int/en/ITU-D/Statistics/
Documents/facts/ICTFactsFigures2013-e.pdf

10

Brazilian Internet Steering Committee (CGI.br), “Survey on the Use of Information and Communication Technologies in
Brazil 2012,” pg. 486, Brazilian Internet Steering Committee, accessed February 14, 2014,http://op.ceptro.br/cgi-bin/cetic/ticdomicilios-e-empresas-2011.pdf.

11
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most common means of connection for those with slightly higher incomes, LAN houses remain
relevant to digital inclusion in Brazil, particularly in the country’s impoverished northern regions. 12
Internet growth has been slower than expected in Brazil, yet mobile penetration has grown
significantly over the past five years, increasing by an average of 19 percent annually and
reaching 134 percent by the end of 2013.13 As of January 2014, there were 271 million mobile
phone subscriptions in Brazil, an increase of 3.5 percent from 2013. Smartphone sales increased
significantly in 2013 as well, growing by 147 percent,14 a figure consistent with the country’s recent
expansion of mobile broadband access. As of December 2013, 103 million Brazilians had mobile
broadband access, suggesting an increase of nearly 42 percent as compared to November 2012.15
Nearly 95 million users (approximately 35 percent) now have 3G service16 and over one million utilize
4G technology.17 Such advanced connections are so heavily concentrated in São Paulo that if the city
itself were considered a country it would be the fifth largest market in Latin America.18
The development of mobile technologies supporting 4G services was greatly hastened by the
anticipated demand leading up to and during the June to July 2014 World Cup. While national
wireless networks are still small compared to other countries—as of December 2013, the National
Agency of Telecommunications (ANATEL) had registered approximately 160,000 hotspots within
Brazilian territory19—mobile service providers were working to increase the number in the first half
of 2014 as a means of accommodating anticipated increases in 3G/4G network traffic during the
World Cup.
Although the development of 4G services would appear to be a positive step in the enhancement of
Brazil’s technological capacity, consumer advisory entities are skeptical, contending that 4G service is
expensive and is unlikely to live up to its potential until infrastructure is improved. Furthermore, 3G
users will have to acquire new handsets to begin using 4G, indicating additional costs for individuals
seeking to upgrade to the latest technology.20

Brazilian Internet Steering Committee (CGI.br), “ICT Households and Enterprises 2012 - Survey on the use of Information
and Communication Technologies in Brazil” pg. 386, Brazilian Internet Steering Committee, accessed Feburary 14, 2014, http://
op.ceptro.br/cgi-bin/cetic/tic-domicilios-e-empresas-2011.pdf.

12

Budde.com, “Brazil - Telecoms, Mobile, Broadband and Forecasts 2012,” Budde, accessed February 2014, http://www.budde.
com.au/Research/Brazil-Telecoms-Mobile-Broadband-and-Forecasts.html?r=51.

13

Teleco, “Vendas de Telephone Celular e Smartphone no Brasil” [Sales, Exports and Imports of Mobile Phones], Teleco,
accessed February 16, 2014, http://www.teleco.com.br/celprod.asp.

14

Globo, “Accesos 4G Crescaram 41 Por Cento em Dezembro e Somavam 1,31 Milhoes no Final do 2013” [4G Access Grew
41 Percent in December and Reached 1.31 Million at the End of 2013], Globo, January 27, 2014,
http://oglobo.globo.com/economia/acessos-4g-cresceram-41-em-dezembro-somavam-131-milhoes-no-finalde-2013-11414696.

15

Teleco, “Estatisticas de Celulares no Brasil” [Statistics on Mobile Phones in Brazil], Teleco, accessed Fabruary 16, 2014,
http://www.teleco.com.br/ncel.asp.

16

Teleco, “Estatisticas de Celulares no Brasil” [Statistics on Mobile Phones in Brazil], Teleco, accessed Fabruary 16, 2014,
http://www.teleco.com.br/ncel.asp.

17

18 Globo, “Cidade de SP e O 5 Major Mercado da America do Sul, diz Fecomerico,” [City SP is the 5th Largest Market in South
America, says Fecomercio], Globo, January 22,2014, http://g1.globo.com/economia/noticia/2014/01/cidade-de-sp-e-o-5-maiormercado-da-america-do-sul-diz-fecomercio.html.

Globo, “Operadoras Ampliam Pontos de Wi-Fi para Desafogar Rede 3G e 4G” [Mobile Companies Expand Wi-Fi Hotspots
to Ease 3G and 4G Networks], Globo, January 16, 2014, http://oglobo.globo.com/tecnologia/operadoras-ampliam-pontos-dewi-fi-para-desafogar-rede-3g-4g-11323040#ixzz2tFlD0OFH.

19

Proteste,“Brasil não Está Preparado para a Rede 4G” [Brazil is not Prepared for 4G Networks], Proteste, July 15, 2013, http://
www.proteste.org.br/tecnologia/celular/dica/brasil-nao-esta-preparado-para-a-rede-4g.

20
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Brazil’s federal government initiated a number of targeted internet expansion and improvement
programs in 2010. One of these initiatives, the National Broadband Plan (Plano Nacional de Banda
Larga or PNBL) aims to triple broadband access by the end of 2014.21 According to statistics from the
Brazilian Telecommunications Association, nearly 134 million internet connections were facilitated by
broadband in 2013, suggesting an increase of 55 percent for that year.22 Another initiative concerns
the Special Taxation Regime of the National Broadband Program (Tributação do Programa Nacional
de Banda Larga, or REPNBL), a new framework establishing tax incentives for the ICT sector, which
was passed in February 2013. REPNBL complements the 2010 National Broadband Plan (PNBL) and
is intended to encourage investment in existing telecommunications networks in order to expand
and modernize broadband and mobile internet capabilities.
New policies have also been enacted to facilitate the sale of mobile phones within the domestic
market in an attempt to expand the use of portable devices with 3G/4G technology. In December
2013, President Rousseff issued Decree No. 7,981/2013, which amended a portion of REPNBL by
exempting certain categories of smartphones from taxation, namely those produced with national
content, Wi-Fi connectivity, email access, and open source code for developers.23
In keeping with the country’s push to modernize and expand access to ICTs, Brazil’s digital
information landscape remains largely unrestricted. There are no indications that Brazilian authorities
are filtering messages or engaging in widespread censorship online, nor do there appear to be limits
on access to online content. Brazilians freely gather and disseminate information via the internet
and mobile phone technologies. They have access to a wide array of national and international
news sources, blogs, social networking platforms, and citizen journalism, the latter of which has
proliferated over the past year. E-commerce has also been growing in recent years, with 20 percent
of online payments conducted by smartphones or tablets in 2013.24 Economists expect e-commerce
in Brazil to grow nearly 12 percent in 2014, reaching US$13 billion by year’s end.25
Although there are no significant legal or economic barriers for companies competing in the
ISP, mobile, or digital technology sectors, the Brazilian ICT market is characterized by high
concentration. As of December 2013, the market share of four companies—Oi, NET, Telefonica, and
GVT—corresponded to almost 90 percent of the country’s broadband market.26 In January 2014, the
Brazilian antitrust authorities approved the merger of Oi and Portugal Telecom into CorpCo, which
ranks as the leading telecommunication company in Brazil and in Portuguese-speaking countries

21 Ministry of Communications, “Um Plano Nacional para Banda Larga” [A National Plan for High Bandwidth], accessed
August 30, 2013, http://www.mc.gov.br/programa-nacional-de-banda-larga-pnbl.

Agência Brasil, “Brasil Registra 133 Milhões de Acessos à Internet Banda Larga em 2013,” [Brazil Registered 133 Million
Broadband Internet Access Points in 2013], accessed February 25, 2014, http://agenciabrasil.ebc.com.br/geral/noticia/2014-01/
brasil-registra-133-milhoes-de-acessos-internet-banda-larga-em-2013.

22

23 Presidencia da Republica, Decree No. 7,921, accessed February 25, 2014, http://www.planalto.gov.br/ccivil_03/_ato20112014/2013/Decreto/D7921.htm.
24 E-Commerce Brazil, “20 Por Cento dos Pagamentos Online Foram Feitos em Smartphones e Tablets em 2013” [20 Percent
of Online Payments Were Made Through Smartphones and Tablets in 2013], February 4th, 2014, http://www.ecommercebrasil.
com.br/noticias/20-dos-pagamentos-online-foram-feitos-em-smartphones-e-tablets-em-2013/.

EMarketer, “Retail Ecommerce Sales in Brazil to See Double-Digit Growth This Year,” E Marketer, January 24, 2014, http://
www.emarketer.com/Article/Retail-Ecommerce-Sales-Brazil-See-Double-Digit-Growth-This-Year/1010556.

25

Teleco, “Seção: Banda Larga—Market Share de Banda Larga no Brasil” [Section: Broadband—Market Share of Broadband
in Brazil], January 20, 2013, http://www.teleco.com.br/blarga.asp.

26
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worldwide.27 Recent data regarding Brazil’s mobile market indicates that four large companies—
Vivo, TIM, Claro, and Oi (the latter is also among the companies with the largest percentage of the
broadband market)—hold 99 percent of market share.28 Such high market concentration could
make it very difficult for other providers such as CBTC and Nextel to compete in the mobile sector.29
Despite such concentration, Brazil’s mobile industry has been booming, and appears to be the
largest such market in Latin America. 30
Two regulatory agencies oversee Brazilian ICTs: ANATEL, viewed by some Brazilians as inefficient
and relatively slow, and the Administrative Council for Economic Defense (CADE), an antitrust body
that is perceived as more effective in addressing merger reviews and anticompetitive practices
in telecommunications markets. While both agencies are tasked with ensuring free, fair, and
independent operation of ICTs, the General Telecommunications Act (Law No. 9.472/1997) also
empowers CADE to issue decisions on matters such as price setting and collusion.31 In May 2012,
the new Brazilian Antitrust Act (Law No. 12.529 of November 30, 2011) came into force, introducing
a pre-merger control regime in Brazil. Under this Act, mergers must have pre-approval by CADE
before they can proceed. The Act also expands CADE’s substantive enforcement power regarding
cartel and unilateral business practices that affect competition as well as consumer rights and
benefits.32
The Brazilian Internet Steering Committee (CGI), a multi-stakeholder organization created in
1995, plays a substantive role in Brazilian internet governance and regulation debate, and was
particularly influential in the June 2009 adoption of the “Principles for the Governance and Use of
the Internet”—which include the goals of online freedom, privacy, human rights, and net neutrality.33
In May 2013, the Committee announced its intention to expand its policymaking activities in these
areas.34 CGI’s contributions include comprehensive and reliable annual reports on the status of
internet adoption in Brazil, as well as funding for internet governance-related research and academic
publications. Committee members are elected from the government, the private sector, academia,
and nongovernmental organizations. The latest group of delegates was chosen in 2010 in relatively

Reuters, “Brazil Competition Watchdog Approves Oi, Portugal Telecom Merger,” January 14, 2014, http://www.reuters.com/
article/2014/01/14/oi-portugaltelecom-cade-idUSL2N0KO0HQ20140114.

27

28 Teleco, “Seção: Telefonia Celular—Operadoras de Celular, Jun/10” [Section: Cellular Telephony—Cellular Operators, June
2010], accessed February 25, 2014, http://www.teleco.com.br/mshare.asp.
29 Teleco, “Operadores de Celulare – 2T14” [Celular Operators – 2T14], Teleco, accessed February 25, 2014, http://www.teleco.
com.br/opcelular.asp.

Sergio Spagnuolo, “Brazil Launches 4G Wireless Service with Few Smartphone Options,” Reuters, April 17, 2013, http://www.
reuters.com/article/2013/04/17/brazil-telecom-smartphones-idUSL2N0D32ON20130417.

30

Maria Cecília Andrade, Ubiratan Mattos, and Pedro C. E. Vicentini, “Reforms in Brazilian Telecommunications Regulations
and their Impact on Sector Competition,” in The Antitrust Review of the Americas 2009 (London: Global Competition Review,
2009), http://bit.ly/1fRMA0S; See also: Teleco, “Guia de Legislacao” [Regulation: Legislation Guide], accessed February 25, 2014,
Teleco, http://www.teleco.com.br/legis.asp.
31

Vinicius Marques de Carvalho, “Brazil: CADE, in The Antitrust Review of the Americas 2014 (London: Global Competition
Review, 2014), http://globalcompetitionreview.com/reviews/54/sections/184/chapters/2151/brazil-cade.

32

CGI.br, Principles for the Governance and Use of the Internet, accessed February 13, 2014, http://www.cgi.br/english/
regulations/resolution2009-003.htm.

33

For more information on the activities of the Brazilian Internet Steering Committee, see the official website of CGI.Br,
http://www.cgi.br.
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democratic and open elections.35 The most recent elections, which were largely viewed to be free
and fair, were concluded in early April 2014.36

Limits on Content
Brazilians’ use of social media tools for civic action and activism significantly expanded over the
past year. In keeping with the country’s push to modernize and expand access to ICTs, Brazil’s
digital information landscape remains largely unrestricted. There are no indications that Brazilian
authorities are filtering or blocking messages online, nor do there appear to be limits on access to
online content, although the country’s strict electoral laws have resulted in allegations of censorship
due to their impact on content critical of candidates and other public figures. While content removal
requests filed before local courts and disputes related to intermediary liability continue to pose
significant challenges in Brazil, affecting social media activity, social networking providers such as
Google and Twitter, and video-sharing websites such as YouTube, a notice-and-takedown provision
in Brazil’s newly passed Marco Civil da Internet law is intended to clarify the situation.
Brazilians freely gather and disseminate information via the internet and mobile phone technologies.
They have access to a wide array of national and international news sources, blogs, social networking
platforms, and citizen journalism, the latter of which has proliferated over the past year. Social
networks, communication apps, and video-sharing websites such as Facebook, Twitter, and YouTube
are freely accessible and widely used in Brazil. As of November 2013, over 60 million Brazilians had
Facebook accounts. This figure, which represents one third of all Latin American Facebook users,
has been growing at a rate of approximately 15 percent annually, placing Brazil just behind the
United States and India in terms of Facebook adoption rates.37 Brazil is also home to the fifth largest
contingent of Twitter users in the world; among non-English speaking countries, it is tied with Spain
for the highest percentage of users.38
According to the Google’s Transparency Report, between January and June 2013, Brazil issued 237
court orders and 84 executive requests to remove content,39 the majority of which cited defamation
or privacy and security concerns. There were 10 executive requests and 13 court orders for the
removal of material that allegedly infringed upon electoral law. One such court order called for
the removal of 107 blog posts and search results related to allegations of corruption in a public
procurement process in which a candidate was criticized. Google also received court orders to
remove 68 blog posts accusing a local judge of corruption and 220 blog posts that criticized a city

CGI.Br, “CGI.br Anuncia Nomes dos Representantes Eleitos da Sociedade Civil” [CGI.br Announces Names of Elected
Representatives], accessed February 13, 2014, http://www.nic.br/imprensa/releases/2011/rl-2011-05.htm

35

36 CGI.BR, “Processo Eleitoral” [Elections Scheduled for 2014-2016], accessed February 13, 2014, http://cgi.br/eleicao2013/
cronograma.htm; See also: Imprensa, “CGI.Br Announces Final Results of Election for Cicvil Society Representatives,” Imprensa,
April 22, 2014 http://www.nic.br/imprensa/releases/2014/rl-2014-10.htm.

Valor Econômico, “Até 2017, Facebook Terá 273 Milhões de Usuários na América Latina” [“By 2017, Facebook Will have 237
Million Users in Latin America”], November 21, 2013, http://www.valor.com.br/empresas/3347216/ate-2017-facebook-tera-273milhoes-de-usuarios-na-america-latina#ixzz2sYpXKl8V.

37

New Media Trend Watch, “Brazil: European Travel Commission (ETC),” New Media Trend Watch, accessed February 2013,
http://www.newmediatrendwatch.com/markets-by-country/11-long-haul/42-brazil.

38

Google Transparency Report, Brazil, Google, accessed February 17, 2014, https://www.google.com/transparencyreport/
removals/government/
countries/.
39
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mayor.40 A small portion of cases also pertain to infringement of copyright, nudity, and incitement
to hate and violence. Although Brazilian requests for content removal issued to Google have
been hovering at a steady level over recent years, those issued to Twitter are declining.41 With the
exception of emergency situations or legal prohibitions related to a specific case, Twitter notifies
users of requests for account information.
State-initiated censorship continues to be an ongoing trend in Brazil in the context of electoral
disputes. Many such instances deal with defamation and result in the imposition of fines and the
removal of content related to elected officials. The Electoral Act of 1997 has been under intense
congressional revision, court scrutiny, and public debate, particularly because its broad terms harbor
the potential to constrain freedom of expression both online and offline. The electoral law—which
restricts content that could be viewed as injurious to a candidate, prohibiting such material from
publication for three months prior to election day—once pertained primarily to offline materials;
however, a 2009 amendment extended its application to the internet and social media platforms,
placing restrictions on the online publication of materials pertaining to political candidates.42
Journalists and bloggers who disregard the directive are subject to fines and potentially even prison
sentences, and numerous articles or posts are often implicated in removal requests issued by
electoral courts for material which may infringe upon the law.
Despite the broad restrictions on content inherent in the Electoral Act, in September 2013, the
Superior Electoral Court authorized the use of Twitter during electoral campaigns.43 The leading
opinion stated that messages exchanged between Twitter users are restricted to those who wish to
receive the information; accordingly, it was decided that Twitter does not fall into the category of
mass media (which includes radio and television). In December 2013, however, the Brazilian National
Congress passed a new amendment to the Electoral Act (Law No. 9.054/97), establishing additional
restrictions to online publishing of electoral content, as well as fines for potential violators.44 Such
restrictions include: liability of servers with regard to early online campaigning; unsubscribing
mechanisms of electoral advertising; elevation of fines due to violations of online electoral conduct;
and the criminalization of hiring people in order to perform online bashing of candidates. Given
that the amendment was approved less than a year before the 2014 elections, legal controversy has
surrounded the scope of its application.45 Although the effects of these recent changes to electoral

Google Transparency Report, Brazil, Google, accessed February 17, 2014, https://www.google.com/transparencyreport/
removals/government/
countries/.
40

Twitter, Transparency Report, “Government Requests Received to Withhold Content,” Twitter, accessed on February 6, 2014,
https://transparency.twitter.com/removal-requests-ttr2.

41

Superior Electoral Court, “TSE Restabelece Multa Contra Deputado Estadual por Sao Paulo por Propaganda Irregular na
Internet” [TSE Re-Impose Fines Against a State Representative in Sao Paulo by Irregular Internet Campaign], November 11,
2013, http://www.tse.jus.br/noticias-tse/2013/Novembro/tse-restabelece-multa-contra-deputado-estadual-por-sao-paulo-porpropaganda-irregular-na-internet.
42

Agência Brasil, “TSE Libera Propaganda Eleitoral Antecipada no Twitter” [TSE releases early electioneering on Twitter],
September 19, 2013, http://memoria.ebc.com.br/agenciabrasil/noticia/2013-09-13/tse-libera-propaganda-eleitoral-antecipadano-twitter.
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Gov.Br, Law No. 12.891, of 2013, http://www.planalto.gov.br/ccivil_03/_Ato2011-2014/2013/Lei/L12891.htm#art3; See
also: Tudorondonia, “TRE-RO sera o Primeiro Tribunal a Analisar a Aplicabilidade da Mini Reforma Eleitroal pasa as Eleicoes
2014” [Rondonia’s Regional Electoral Court of Appeals Will be the First to Analyze Applicability of the Mini Electoral Reform in
the 2014 Elections, Tudorondonia, February 4, 2014, http://www.tudorondonia.com/noticias/tre-ro-sera-o-primeiro-tribunal-aanalisar-a-aplicabilidade-da-mini-reforma-eleitoral-para-as-eleicoes-2014-,42300.shtml.
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laws remain to be seen, Brazil will likely witness the impact of new legislation beginning in late
summer of 2014, as presidential elections are slated for October.
Intermediary liability has been a highly visible issue in Brazil. Social networking platforms such as
Facebook and Orkut (owned by Google) have been involved in intermediary liability disputes and
are the main target of civil liability claims regarding content removal and defamation. State courts
have largely been divided on the issue of intermediary liability, however, with some attributing the
legal burden directly to the intermediary, and others adopting notice-and-takedown approaches
that impose liability only if an intermediary fails to remove content after judicial notice.
In late 2013 and early 2014, however, the Brazilian Superior Court of Justice (STJ) issued several
decisions on the matter. In most cases, it ruled that while ISPs are not responsible for prescreening
content, they are liable for complying with court-issued notice-and-takedown requests within
24 hours.46 Failure to fulfill this requirement can result in fines and damages.47 Accordingly, in a
September 2013 case, the STJ issued a decision imposing fines on Google for not immediately
complying with an order to remove content.48 Similar decisions have confirmed the notice-andtakedown procedure, which was likewise strengthened by the 2014 passage of the Marco Civil da
Internet legislation.49 The Marco Civil law creates a “safe harbor” for intermediaries via the official
establishment of a judicial notice-and-takedown framework.50 Due to its emphasis on clarifying
previously murky legal questions concerning intermediary liability, this provision should also prevent
pre-emptive censorship by parties uncertain about their legal obligations.
Standards of access to public information in Brazil have evolved in recent years, particularly since
the November 2011 enactment of the Access to Public Information Law (No. 12.527/2011). Among
the main goals of the statute are to achieve greater transparency at the governmental level, to
optimize civic participation and social action, and to allow the exposure of corrupt practices at the
federal, state, and municipal levels.51 Citizens are also entitled to request governmental information
via the internet. In this vein, state bodies are working to adopt online platforms for the disclosure of
information relating to public administration, governmental procurements, projects, and finances.
Such information must be disclosed in a user-friendly, accessible, and current manner, enabling
community access free of technical barriers.52
One key mechanism of the Access to Public Information Law is the Electronic Information System
Service to the Citizen (e-SIC), which allows any individual or legal entity to submit a request to

Brazilian Superior Court of Justice (STJ), Appeals to the Superior Court No. 1407271 / SP (November 21, 2013), 1338214 /
MT (November 21, 2013), 1398985 / MG (November 19, 2013), 1396417 / MG (November 7, 2013), 1406448 / RJ (October 15,
2013), 1328706 / MG (October 15, 2013), 1175675 / RS (August 9, 2013).
46

Brazilian Superior Court of Justice (STJ), Appeal to the Superior Court No. 1338214 / MT (November 21, 2013); See also:
Brazilian Superior Court of Justice (STJ), Appeal to the Superior Court No. 1407271 / SP (November 21, 2013).

47

Superior Court of Justice (Superior Tribunal de Justiça), Interlocutory Appeal No. 334.496 – RS, September 12, 2013,
https://ww2.stj.jus.br/revistaeletronica/ita.asp?registro=201301265630&dt_publicacao=12/09/2013.

48

Superior Court of Justice (Superior Tribunal de Justiça), Interlocutory Appeal No. 225.088 – RS, September 9, 2013, https://
ww2.stj.jus.br/revistaeletronica/ita.asp?registro=201201857568&dt_publicacao=09/09/2013.

49

Diego Spinola, “Brazil Leads Efforts in Internet Governance with its Recently Enacted ‘Marco Civil da Internet.’ What’s
In It for Intermediary Liability?” The Center for Internet and Society, Stanford, April 30, 2014, http://cyberlaw.stanford.edu/
blog/2014/04/brazil-leads-efforts-internet-governance-its-recently-enacted-marco-civil-da-internet
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Article 19, “Brazil Adopts Access to Information Law,” Article 19, November 22, 2011, http://bit.ly/sCLNZH.

United Nations Online Training Centre, “Learner’s Submission: Access to Information in Brazil” UNPAN, February 11, 2013,
http://unpanelearning.wordpress.com/tag/freedom-of-information-act/.
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governmental bodies or entities of the Federal Executive Branch for access to public information.53
As of December 2012, the Federal Government had received 55,000 requests for information, most
of which were addressed to regulatory agencies and publicly held companies.54
Brazil is also a founding member of the Open Government Partnership (OGP)—a global effort
to increase government transparency, efficacy, and accountability.55 According to a recent OGP
report, to date, Brazil has secured 32 commitments by 5 governmental bodies, 18 of which have
already been completed.56 Another OGP report states that the Brazilian Open Data Portal (Portal
Brasileiro de Dados Abertos) has published 82 sets of data and approximately 1,000 resources.57 Its
institutional goal is to be the main reference for public searches and access to governmental data in
Brazil.58
Social media platforms such as Facebook and Twitter are increasingly used for civic activism in Brazil.
Social media has been instrumental in the launching of campaigns for better and cheaper public
transportation59 and reducing electoral campaign waste,60 as well as for protests against the 2014
World Cup (which were fairly significant prior to the games but less impactful than expected during
the actual event), and the Olympic games, to be hosted in 2016.61
Although it is unclear whether it began online, in June 2013, the Free Fare Movement (Movimento
Passe Livre) utilized social media for organization and mobilization of protestors. The movement,
which originally demanded free bus fares for students and workers, also called for universal access
to transportation and a shift in the transportation system from private to public management.62
WhatsApp, Facebook, Twitter, and Instagram were widely used to convene demonstrations by
internet users and to disseminate information in real-time regarding associated protests in Brazil’s
main capitals. Uprisings received immediate coverage by anonymous users who uploaded videos,
photographs, and information to social networks.63

Gov. Br, Accesso a Informacao – Governo Federal [Access to Information – Federal Government], accessed June 10, 2014,
http://www.acessoainformacao.gov.br/.

53

Federal Government, “Executive Summary 2011-2012: one year after the passing of the Acess to Information Bill”, p. 25.
http://www.acessoainformacao.gov.br/acessoainformacaogov/publicacoes/SumarioExecutivo_1anoLAI.pdf.

54

Open Government Partnership, Mission and Goals, accessed June 12, 2014, http://www.opengovpartnership.org/about/
mission-and-goals.

55

56 Open Government Partnership, “Brazil’s Country Commitment to the Open Government Partnership,” Open Partnership.org
September 20, 2011, http://www.opengovpartnership.org/countries/brazil.

Open Government Partnership Brazil, “Progress Reports,” 2014, p. 54 http://www.opengovpartnership.org/country/brazil/
progress-report/report.

57

Open Government Partnership Brazil, “Progress Reports,” 2014, p. 66 http://www.opengovpartnership.org/country/brazil/
progress-report/report.

58

59 Jonathan Watts, “Fury and Frustration in Brazil asFares Rise and Transport Projects Flounder,” The Guardian, February 6,
2014, http://www.theguardian.com/world/2014/feb/06/brazil-bus-chaos-fare-rise.
60 The “Quem Suja Agora” Facebook page was created to monitor and denounce the refusal to collect electoral campaign
waste: https://www.facebook.com/quemsujaagora
61 Folha de São Paulo, “Manifestacoes contra a Copa Planejam ate Apagao Durante Jogo” [Protests Against the World
Cup Plan to Blackout During the Games], February 20, 2014, http://www1.folha.uol.com.br/cotidiano/2014/02/1414901manifestacoes-contra-a-copa-planejam-ate-apagao-durante-jogo.shtml.
62 Daniel Guimarães, Graziela Kunsch, Mariana Toledo e Luiza Mandetta, “Rumo a Tarifa Zero,” [Towards the Zero Tariff], July 5,
2013, http://tarifazero.org/2013/07/05/rumo-a-tarifa-zero/comment-page-1/#comment-49599.
63 Hannah Waldram, “Brazil Protests Continue as Story Develops Over Social Media”, The Guardian, June 21, 2013, http://
www.theguardian.com/world/2013/jun/21/brazil-protest-social-media
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Violations of User Rights
Brazil made noteworthy progress in establishing a foundation for internet user rights with the
passage of Marco Civil da Internet, a so-called constitution for the internet (Bill No. 2.126/11), which
was signed into law in April 2014.64 The groundbreaking legislation establishes the rights to freedom
of speech, communication, and expression online, offers detailed privacy protections pertaining to
personal data, guarantees net neutrality and functionality, and promises to uphold the participatory
nature of the internet.65 As the first overarching internet legislation of its kind, it is expected to serve
as a model for other nations as they navigate this dynamic—and pervasive—new frontier.
The Brazilian Federal Constitution forbids anonymity but protects freedom of speech, including
cultural and religious expression. Specific statutes and regulations also ensure freedom of the
press.66 Cybercrime initiatives, cross-border cyberattacks, surveillance, and court rulings related to
the internet made headlines in 2013 and 2014 for their impact on regulation of computer intrusion,
brand infringement, discriminatory content, and governmental espionage. Brazil also continued to
see instances of local officials bringing defamation suits against bloggers and online journalists. One
blogger faced a prison sentence for a fictional story he posted online, although his sentence was
converted to community service.
In recent years, various legislative initiatives have directly affected freedom of expression rights. The
Azeredo Bill (Lei Azeredo, Law #12.735/2012), which pertains to regulation of online content, was
approved in April 2013 after major changes to its original, highly controversial proposal. In its final
form, the Azeredo Law establishes the creation of specialized teams and sectors structured by the
judicial police to combat cybercrimes and to take down racist content (other defamatory content is
not directly covered by the bill). Takedowns require judicial notice, but can be issued before police
investigations have begun.67 Another initiative still under consideration in the Senate since 2008 (Bill
494/08) aims to impose a series of obligations on ISPs, websites, and blogs to ensure cooperation
with the police in pedophilia investigations.68
Several recent court cases concerning defamation may pose threats to freedom of expression
online. In 2012, blogger Ricardo Antunes was sued and arrested in the state of Pernambuco, under
accusations of charging BRL 2 million (approximately US$880,000) in order to refrain from publishing
a corruption story about a businessman on his blog, Leitura Crítica (Critical Reading). He was
granted a writ of habeas corpus and released in March 2013. While there has not yet been a judicial

64 Brazilian House of Representatives, Draft Laws and Other Propositions, accessed February 14, 2014, http://www.camara.
gov.br/proposicoesWeb/fichadetramitacao?idProposicao=517255.
65 Presidency of the Republic of Brazil, Civil House, Legal Affairs Subsection, Text of Law No. 12.965 (in print only),
Government of Brazil, April 23, 2014.
66

An English translation of the Constitution is available at: http://www.v-brazil.com/government/laws/constitution.html.

67 Rafaella Torres, “Aprovação de Leis sobre Crimes Cibernéticos” [Approval of Cybercrime Laws], A2K Brazil (blog) January 17,
2013, http://www.a2kbrasil.org.br/wordpress/2013/01/aprovacao-de-leis-sobre-crimes-ciberneticos/.
68 Website of the Brazilian Senate, PLS Senate Bill #494/2008, submitted for review March 24, 2013, http://www.senado.gov.
br/atividade/materia/detalhes.asp?p_cod_mate=88862.
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decision, he has been prevented from commenting on the case on his webpage.69
In another, more highly publicized case, defamation charges were filed against journalist and
blogger José Cristian Góes in December 2012 for a fictional story about the confession of a corrupt
colonel that he posted on his blog Infonet. The charges, which were both civil and criminal, were
initiated by high court judge Edson Ulisses, who claimed that both he and his brother were subject
to defamation in the story. It is worth noting that while the story in question mocks political
corruption in Brazil, it does not name or describe any particular person.70 In July 2013, the author
was sentenced to seven months and sixteen days in prison. The sentence has since been converted
to community service. Góes plans to appeal the ruling.71
In October 2013, São Paulo appeals court judge Miguel Ferrari Júnior ordered the removal of
information regarding slave labor accusations against Pinuscam, a wood supplier, posted online by
media organization Repórter Brasil. The materials published by Repórter Brasil concerned a 2012
inspection in which the Department of Labor Justice rescued 15 workers who had been subject to
slave-like conditions. The judge ordered the removal of the content posted online and banned the
outlet from publishing anything further related to the case, as such posts could tarnish Pinuscam’s
image. Given that the court order essentially prohibited investigative journalism, the judge later
reconsidered its decision, allowing news about Pinuscam to be posted on Repórter Brasil’s website.72
As previously mentioned, several legal provisions, including Article 57-D of the recently amended
Electoral Act, place restrictions on anonymity. Real-name registration is required in order to purchase
mobile phones or open private internet connections, although the use of pseudonyms in discussion
forums is common. Despite the potential for such user registries to be employed to punish users for
critical online speech, as of June 2014 there were no reports of such actions, nor were there reports
of government efforts to track netizens participating in discussions critical of the government.
Further restrictions on anonymity have been urged by lawmakers in regard to public access points
such as LAN houses, with the suggestion that internet communications be recorded in order to
prevent cybercrimes. Such surveillance, lawmakers say, would also allow LAN houses to avoid
liability for wrongful acts committed by users. Legislation of this kind already exists in São Paulo73
and Rio de Janeiro.74 A bill regarding “Centers of Digital Inclusion,” which includes mandatory
69 Associação Brasileira de Jornalismo Investigativo (Abraji), “Posição da Abraji em relação ao caso do blogueiro Ricardo
Antunes, do Recife (PE),” [Abraji’s Stance with Regard to the Case of Blogger Ricardo Antunes, from Recife (PE)], October 29,
2013, http://www.abraji.org.br/?id=90&id_noticia=2657; See also: Observatorio General, “Jounalista Ricardo Atunes Censorado
e Preso Desafia a Injustica e fala ao Observatorio Geral” [Censored and Imprisoned Journalist Ricardo Antunes Challenges
Injustice and Speaks to Observatorio Geral], October 10, 2013, http://observatoriogeral.com/2013/10/10/jornalista-ricardoantunes-censurado-e-preso-desafia-a-injustica-e-fala-ao-observatorio-geral/.

Isabela Fraga, “Brazilian Prosecutor Files Criminal Charges Against Journalist for Writing Fictional Blog Post,” Knight Center
for Journalism in the Americas, February 15, 2013, https://knightcenter.utexas.edu/blog/00-12953-brazilian-prosecutor-filescriminal-charges-against-journalist-writing-fictional-blog-; See also: Reporters Without Borders, “Journalist gets ‘Judicially
Insane’ Jail Term for Fictional Short Story,” July 8, 2013, http://bit.ly/12SU1Pr

70

Rafael Spuldar, “Brazilian Writer Convicted for Fictional Story,” Index on Censorship, July 15, 2013, http://www.
indexoncensorship.org/2013/07/brazilian-writer-convicted-for-fictional-story/

71

Folha de São Paulo, “Justice Reconsiders its Decision after Prohibiting Website of Associating Wood Supplier with Slave
Labor”, October 3, 2013, http://www1.folha.uol.com.br/poder/2013/10/1351436-justica-volta-atras-apos-proibir-site-deassociar-madeireira-a-trabalho-escravo.shtml.
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Sáo Paulo State Law No. 12.228/2006: http://governo-sp.jusbrasil.com.br/legislacao/133832/lei-12228-06
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Rio de Janeiro Municipal Decree No. 36.207/2012: http://smaonline.rio.rj.gov.br/legis_consulta/42990Dec%2036207_2012.
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registration of LAN users, is currently under study by the Senate where it has been approved by
several commissions and is now awaiting a final vote in plenary session.75 If finalized, the statute will
regulate LAN houses as “multi-purpose entities of special interest for digital inclusion,” requiring
them to register all users and to keep a directory of individual identification. The bill does not define
how long such data must be kept, nor does it specify procedures for data requests.
While there is no evidence of extralegal surveillance online, government efforts to collect user data
have increased significantly in recent years. With a total 1,085 data requests sent to Google between
July and December 2013 and 44 such requests sent to Twitter, Brazil is ranked by both companies as
third worldwide in number of requests for user data, following the United States and Japan.76 Brazil
also claims third place (following Turkey and the United States) in Google’s ranking of countries
issuing requests for content removal.77
Threats, intimidation, and violence against online journalists and bloggers have continued in recent
years. In late April 2012, Décio Sá, a longtime political journalist and blogger who wrote for the
newspaper O Estado do Maranhão and ran a blog by the name of Blog do Décio, was shot to death
while sitting in a bar. Police suspect that he was targeted for his reporting. Sá was killed two months
after the murder of Mario Randolfo Marques Lopes, a combative blogger who ran a local news
website in Barra do Piraí, a town about 90 miles northwest of Rio de Janeiro.78 Defendants in the
Décio Sá case—currently pending—have yet to face trial by jury.79
Both cases are emblematic of a common plight for provincial journalists in Brazil. Since they are not
linked to major urban media outlets, these journalists lack visibility and the support of colleagues
on a national level. Under such circumstances, authorities feel little pressure to solve attacks
on the provincial press. Unsolved attacks on journalists may also dissuade provincial reporters
from investigating crime and corruption in their regions, resulting in pockets of self-censorship
throughout the country.80
In May 2013, federal policemen seized Ruy Sposati’s computer and sound recording equipment
without a warrant while he was documenting the forced removal of an indigenous population in the
state of Mato Grosso do Sul from land the government had decided to repurpose for development.81
Sposati, who worked as a journalist for the Indigenous Missionary Council (Conselho Indigenista

Federal Senate of Brazil, Portal Atividade Legislativa, Projeto de Lei da Camara, No 28 de 2011 [Camara Bill, No. 28/2011;
former Bill 4361/2004], http://www.senado.gov.br/atividade/materia/detalhes.asp?p_cod_mate=100025.

75

Google, “Transparency Report - Brazil: Summary of Requests,” Google, accessed February 25, 2014, https://www.google.
com/transparencyreport/userdatarequests/BR/

76

Google, “Transparency Report,” Google, accessed February 17, 2013, https://www.google.com/transparencyreport/
removals/government/countries/.

77
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Committee to Protect Journalists,” Décio Sá,” April 23, 2012, CPJ online, http://cpj.org/killed/2012/decio-sa.php.

Marco Aurelio D’eca, “Piaui: Ministerio Publico ve Apenas Bolinha, Jhonata e Elker Veloso Como Assassinos de Fabio Brasil”
[Piaui: Ministerio Publico ve Just Polka Dot, and Jhonata Elker Veloso How Killers Fabio Brazil ], Marco Aurelio D’eca (blog), July
25, 2014, http://www.marcoaureliodeca.com.br/category/decio-sa/
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John Otis, „Bloggers Targeted as Murders Spike in Brazil,“ CPJ, February, 14, 2013. http://cpj.org/2013/02/attacks-on-thepress-deadly-trend-in-brazil.php.
81 Associação Brasileira de Imprensa, “PF Apreende Material de Jornalista Sem Justificativa Legal,” [“Federal Police Seize
Journalist’s Equipment Without Legal Grounds”], May 5, 2013, http://www.abi.org.br/pf-apreende-equipamentos-de-reportersem-justificativa-legal/
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Missionário), has often spoken out against violence targeting journalists, specifically those covering
sensitive topics.82
Brazilian journalists and photographers frequently faced intimidation during the June 2013 Free
Fare Movement protests, especially by police officers. Social media proved crucial in reporting such
abuse. 83 Journalist Fernando Mellis, who was covering the street demonstrations for the Portal R7
website, was attacked by police officers with clubs in São Paulo. Reporter Leandro Machado, of
Jornal Folha de Sao Paulo, and photographer Leandro Morais, of the news site UOL, were brought
into custody for supposedly “disrupting police operations” during the protests, despite having
identified themselves as journalists.84 Reporter Giuliana Valloni of Jornal Folha de Sao Paulo and
photographer Sérgio Andrade da Silva of Futura Press were each shot in the eye with rubber bullets
while reporting.85 Tear gas and stun grenades were also used to constrain protesters, reporters, and
passersby in São Paulo, Rio de Janeiro, Belo Horizonte and Fortaleza.86 Many other attendees were
taken into custody.
In August 2013, two unidentified gunmen shot at the house of journalist Ângelo Rigon, known in the
state of Paraná for publishing accusations against local politicians on his personal blog. Despite five
shots having hit the house, no one was injured. Ângelo constantly receives death threats, however.87
In February 2014, attorney Joel Caetano da Silva Filho Neto attacked Ribeiro Souza, a journalist at
the radio station Paiaia FM, and his 15-year-old son in their home. Both were punched and kicked,
and their lives were threatened. According to Souza, he had uncovered a malpractice scheme being
led by Neto that targeted retirees in the city.88 In April 2014, reporter Bruno Amorim, who was
working for O Globo newspaper in Rio de Janeiro, was beaten and arrested. Bruno was covering
the eviction of residents from a private building in a slum in the northern part of the city and was
accused by the police of disrupting their work and throwing rocks at policemen. No charges were
made against him and he was released on the same day.89
In April 2013, a Brazilian cybercrime law commonly referred to as “Lei Carolina Dieckman” came into
force. The law’s adopted nickname comes from actress Carolina Dieckman due to the fact that the
legislation took center stage after nude photos of her were distributed online in early 2012.90 The law
82 Raphael Tsavvko Garcia, “Brazil’s Indigenous Fight Back Against State Development,” Global Voices Online, May 24, 2013,
http://globalvoicesonline.org/2013/05/24/brazils-indigenous-fight-back-against-state-development/
83 Luciana Lima; Pablo Ortellado; Marcelo Pomar. “Vinte Centavos A Luta Contra o Aumento,” Veneta, 2013 [20 Cents: The
Fight Against the Increase]; See also: Andrés Monroy-Hernández; Emma Spiro, “How Brazilian Protesters are Using Twitter”, The
Guardian, July 4, 2013, http://www.theguardian.com/news/datablog/2013/jul/04/brazilian-protesters-twitter-microsoft.
84 Associação Brasileira de Imprensa, “PM Agride Jornalista que Cobria Protestos em SP,” [Police Officers Attack Journalist
Covering Demonstrations in SP], June 12, 2013, http://www.abi.org.br/policia-militar-agride-jornalista-que-cobria-protestosem-sao-paulo/.
85 Rafael Spuldar, “Brazilian Police Target Protesters – and Journalists”, Index on Censorship, June 17, 2013, http://www.
indexoncensorship.org/2013/06/brazilian-police-target-protesters-and-journalists/.
86 CNN, “Brazilian Protests Surge Again After Bus Fare Victory,” June 21, 2013, http://edition.cnn.com/2013/06/20/world/
americas/brazil-protests/.
87 Associação Brasileira de Imprensa, “Casa de Jornalista é Alvo de Disparos no Paraná,” [Journalist’s House is Targeted at
Shooting in Paraná], August 12, 2013, http://www.abi.org.br/casa-de-jornalista-e-alvo-de-disparos-no-parana/.
88 Associação Brasileira de Imprensa, “Jornalista e Filho Agredidos Dentro de Casa, no Interior da Bahia,” [Journalist and Son
Attacked at Home, in Bahia’s Countryside], February 4, 2014, http://www.abi.org.br/jornalista-e-filho-agredidos-dentro-de-casa/
89 Brazilian Press Association, “ABI repudiates police violence against journalist”, http://www.abi.org.br/abi-repudia-violenciapolicial-contra-jornalista/
90 The News Desk, “After 13 Years, Brazil Approves Two Cybercrime Laws at Once,” Linha Defensiva, November 7, 2012, http://
www.linhadefensiva.com/2012/11/after-13-years-brazil-approves-two-cybercrime-laws-at-once/.
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criminalizes breaches of digital privacy such as computer intrusion, the “installation of vulnerabilities,”
and editing, obtaining, or deleting information—including credit card numbers—without
authorization. The distribution, sale, production, or offer of programs or devices meant to facilitate
the aforementioned actions or to interrupt ICT services are also categorized as crimes. Associated
punishments vary from fines to up to five years imprisonment.
Cyberattacks have also been raising concerns in Brazil, with targets ranging from online banking
websites to governmental agencies and energy plants. As of mid-2013, the country was listed
among 10 nations most targeted by cyberattacks.91 Although there were 208 distributed denialof-service (DDoS) attacks in the first quarter of 2013 (as compared to 200 during the same time
period in 2012) the attacks targeted only 154 companies, meaning that many of those affected were
hit more than once. Of these, 35 percent were large corporations, 32 percent were retail stores, 22
percent were media or entertainment outlets, 7 percent were IT companies, and 4 percent were
governmental agencies. Cyberattacks affecting Brazil’s banking sector have been on the rise in
recent years, and Brazil is now ranked among the top three target countries for such attacks, along
with the United States and Japan.92 In the first three quarters of 2013, the country had the second
largest malware detection system for online banking, second in scope only to the United States.93
In early 2014, the hacker group Anonymous announced that official websites linked to the FIFA
World Cup Games in Brazil would be targeted by future cyberattacks.94 The Brazilian chapter of
Anonymous followed through on its threats, boasting on Facebook and Twitter about website
defacements and DDoS attacks compromising government servers, and providing a running tally
listing the number of attacks it had perpetrated against FIFA.95 While the Anonymous attacks were
preceded by public warnings, the threat of cyberattacks from other countries was not publicly
forseen.
While experts agree that in general, too little attention has been given to cybersecurity and
related investments in telecommunications infrastructure in Brazil, 96 Brazilian authorities seem
to have accurately assessed the threat level surrounding the World Cup. A handful of companies,
including Italian digital firm Tiger Security, were hired specifically to identify and fend off threats
from domestic and international actors during the June to July 2014 games. Tiger CEO Emanuele
Gentili noted that cyberattacks predicated on damaging Brazilian infrastructure spiked in late April
2014, “with an exponential growth to almost 2,000 daily targets.”97 The cyber assault—which grew to
include DDoS attacks against government websites, as well as leaks of sensitive information from Rio
91
IT WEB, „Brazil is the 8th largest source of cyber attacks,” IT Web, June, 23, 2013, http://itweb.com.br/111836/brasil-ficaentre-os-tres-maiores-alvos-de-ataques-bancarios/
92 Trend Micro, “Cashing in on Digital Information: An Onslaught of Online Banking Malware and Ransomware,” Trend Labs
SM 2013 Annual Security Roundup, accessed February 25, 2014, http://www.trendmicro.com/cloud-content/us/pdfs/securityintelligence/reports/rpt-cashing-in-on-digital-information.pdf.
93 IT WEB, „Brazil is the 8th largest source of cyber attacks,” IT Web, June, 23, 2013, http://itweb.com.br/111836/brasil-ficaentre-os-tres-maiores-alvos-de-ataques-bancarios/.
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BBC, “World Cup Threat from Web Activists,” BBC, February 26, 2014, http://www.bbc.com/news/technology-26357374

Kate Vinton, Hacktivist Group Anonymous Targets World Cup, Forbes, June 18, 2014, http://www.forbes.com/sites/
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de Janeiro’s military police—appeared to be coming primarily from outside Brazil, namely from India,
Turkey, Europe, Mexico, and the United States.98

Federico Guerrini, “Brazil’s World Cup of Cyber Attacks: From Street Fighting to Online Protest,” Forbes, June 17, 2014,
http://www.forbes.com/sites/federicoguerrini/2014/06/17/brazils-world-cup-of-cyber-attacks-from-street-fighting-to-onlineprotest/
98
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

14

14

Limits on Content (0-35)

15

15

Violations of User Rights (0-40)

18

18

TOTAL* (0-100)

47

47

14.4 million
6 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

A draft Cybercrime Law leaked in 2014 threatens to criminalize poorly-defined categories of online expression under a committee led by the prime minister (see Violations of
User Rights).

•

As social media fuelled support of the political opposition in advance of July 2013 elections, the National Election Committee warned internet users not to post “wrong information” online (see Limits on Content).

•

Police used the threat of criminal defamation charges to compel two separate Facebook
users to delete posts containing allegations about corrupt officers (see Violations of
User Rights).

•

Imprisoned land rights activist Yorm Bopha was released on bail in November 2013 after
sustained civil society campaigns raised her profile online and overseas; her appeal is
pending (see Limits on Content).

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Cambodia

Introduction
The internet is partly free in Cambodia, and is therefore a rare source of uncensored information
in comparison to other media, though it still reaches a limited portion of the population. The July
2013 National Assembly elections saw the widespread use of digital tools, especially amongst young
voters, to exchange views, debate, and organize. Notably, the main opposition Cambodia National
Rescue Party (CNRP) embraced social networks to campaign, which offset their virtual exclusion
from state-controlled media coverage. News that CNRP leader Sam Rainsy would return from exile
to campaign for the first time since 2009 was broken on social media,1 and subsequently ignored by
every television station in the country.2
Despite incremental gains by the CNRP and others, the incumbent Cambodian People’s Party (CPP)
won by a narrow margin and Prime Minister Hun Sen retained power, according to the National
Election Committee (NEC). Their count was heavily contested by the opposition as well as independent observers.3 Elected CNRP parliamentarians refused to take their seats in the National Assembly
for the duration of this coverage period,4 and their supporters used on- and offline methods to call
for Hun Sen’s resignation and an independent investigation into voting irregularities.5 This activity
prompted fears of increased censorship and unconfirmed reports that one internet service provider
(ISP) temporarily blocked Facebook in August. “We have nothing to gain by closing Facebook, and
we have no criminal law regarding the internet,” Information Minister Khieu Kanharith said, after access to the platform was restored.6
The government has been in the process of drafting an anticybercrime law, however, since 2012.
Draft provisions leaked in April 2014 penalized poorly-defined categories of online expression.7 Even
without such a law, internet freedom has begun to erode. At least three blogs hosted overseas are
blocked on multiple ISPs for perceived antigovernment content. In 2013, police in two different cities
threatened Facebook users with criminal defamation charges for posts alleging corruption in traffic
enforcement. Death threats and negative rhetoric, particularly targeting those speaking out for Vietnamese migrants in Cambodian society were another troubling development of the past year. These
cases of intimidation help encourage self-censorship online among bloggers and the wider population. The overall climate for political expression looked set to deteriorate further after demonstrations by CNRP supporters along with garment workers arguing for a higher minimum wage sparked

1 Marta Kasztelan, “Cambodia: Social media fuels new politics,” Asia Times Online, August 6, 2013, http://www.atimes.com/
atimes/Southeast_Asia/SEA-01-060813.html. Rainsy chose exile overseas to avoid imprisonment on charges international
observers described as politicized. See, Prak Chan Thul, “Cambodian Opposition Leader Sam Rainsy Returns Home, Joins
Poll Campaign,” Reuters, July 19, 2013, http://www.reuters.com/article/2013/07/19/us-cambodia-election-rainsy-idUSBRE96I0C620130719.
2 The Electoral Reform Alliance, “Joint Report on the Conduct of the 2013 Cambodian Elections,” November 9, 2013, http://
www.comfrel.org/eng/components/com_mypublications/files/684510eERA_Joint_Report_on_Cambodian_Elections_2013_Final.
pdf.
3

The Electoral Reform Alliance, “Joint Report.”

4 Radio Free Asia, “Cambodian Opposition Leader Set to Join Parliament,” July 24, 2014,
http://www.rfa.org/english/news/cambodia/leader-07242014164325.html.
5 Kevin Doyle, “Challenging Cambodia’s strongman Hun Sen,” Al Jazeera, January 1, 2014, http://www.aljazeera.com/indepth/
features/2014/01/challenging-cambodia-strongman-hun-sen-20141184836510703.html.
6 Phak Seangly and Shane Worrell, “Facebook Safe: Government,” Phnom Penh Post, August 12, 2013, http://www.phnompenhpost.com/national/facebook-safe-government.
7

“Draft Cybercrime Law,” available at Sithi, http://sithi.org/temp.php?url=law_detail.php&lg=&id=258
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a violent crackdown resulting in the death of five people, dozens of injuries, 23 arrests, and an arbitrary ban on demonstrations in January 2014.8

Obstacles to Access
The International Telecommunication Union reported internet penetration in Cambodia, while increasing steadily, remained comparatively low at 6 percent in 2013.9 Cambodia’s Ministry of Posts
and Telecommunications (MPTC) reported 3.8 million Internet users as of December 2013.10 Mobile
phone penetration was at 134 percent due to the fact that many Cambodians own more than one
low cost phone.
Historically, the absence of an extensive fixed landline network restricted internet penetration in rural
Cambodia. Wireless broadband is helping to bridge a significant digital divide between rural and urban internet users, though a striking economic disparity persists. About 98 percent of internet users
today have wireless access via satellite or Wi-Fi, according to the MPTC.11
As in 2013, more than 20 ISPs were operating in the Cambodian market—government accounts cite
as many as 2712—offering competitive rates for high-speed internet, at around US$12 a month.13 In
June 2013, the country’s largest ISP, EZECOM, announced that it plans to construct Cambodia’s first
submarine fiber-optic internet cable.14 The cable will connect Cambodia with the rest of the world
via the Asia-American Gateway. Scheduled for completion in October 2014, it is expected to greatly
improve internet speeds and reduce costs for end users.
In the meantime, poor infrastructure still limits access. Insufficient electricity, often resulting in nationwide blackouts, imposes additional constraints on computer and internet use. Connections can
also be extremely slow, especially in rural areas.
Language is another barrier, since few online applications are coded in Khmer. However, technology
companies and information and communication technology (ICT) experts have made significant investments into the development of Khmer language applications. The Khmer Unicode font became
widely available after the government recognized it as a standard in 2010.15 Both Google’s Khmer

8 Cambodian Center for Human Rights, “Ban on Assemblies, Marches and Demonstrations in Cambodia,” case study, January
10, 2014, http://www.cchrcambodia.org/index_old.php?url=media/media.php&p=factsheet_detail.php&fsid=60&id=5.
9

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://bit.ly/14IIykM.

10 Ben Sokhean, “Mobile Users Top 20 Million, Internet Usage Still Rising,“ Cambodia Daily, http://www.cambodiadaily.com/
business/mobile-users-top-20-million-internet-usage-still-rising-55024/, March 27, 2014.
11 Suy Heimkhemra, “Cheap Data, Better Tech Putting More Cambodians Online,” Voice of America, March 25, 2013, http://
www.voanews.com/content/cheap-data-better-tech-putting-more-cambodians-online/1628531.html.
12 O.U. Phannarith, Head of CamCERT and Permanent Member of Cybercrime Law, Working Group of National ICT Development Authority, “Cambodia Effort in Fighting Cybercrime in the Absence of Law,” slideshow presented at the Asia Pacific Regional Mock Court, Jakarta, Indonesia, September 18-19, 2012.
13

Heimkhemra, “Cheap Data, Better Tech Putting More Cambodians Online.”

14 Arno Maierbregger, “Cambodia to Speed Up Internet with $80m Submarine Cable,” Investvine, June 26, 2013, http://
investvine.com/cambodia-to-speed-up-internet-with-submarine-cable; “Cambodia, M’sia Sign $80 mln Agreement for Telecom Improvement in Cambodia,” The Cambodia Herald, June, 25 2013, http://www.thecambodiaherald.com/cambodia/detail/1?page=13&token=YTk2YmQxNDJlNDR.
15 Sebastian Strangio and Khouth Sophak Chakrya, “Unicode Opens Door for Khmer Computing,” May 2, 2008, http://www.
phnompenhpost.com/special-reports/unicode-opens-door-khmer-computing.

170

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Cambodia

translation tool and an English-Khmer translation system by local developers Sous Samak and Kim
Sokphearum were launched in 2013.16 With these efforts, it is hoped that Khmer speaking netizens
will be able to read non-Khmer content and vice versa, connecting Cambodian netizens to a broader
audience and a wider pool of information.
With poor transportation and electricity coverage, mobile phones offer the most convenient access
to a range of services including radio, music, and video, as well as web access. Mobile phone users
surpassed the number using fixed landlines surprisingly early in Cambodia, and have gained popularity since 2000 even at the bottom of the economic pyramid, thanks to the free SIM cards, affordable handsets, and bonuses offered by service providers to attract consumers.17
There are currently 7 such providers operating in 2014, down from 10 the previous year following
several mergers and the addition of some newcomers.18 The market remains competitive despite two
attempts by the MPTC to set the price of mobile calls in 2013, which observers said were designed
to protect companies with links to officials from losing out to their competitors. The ministry banned
mobile providers from offering bonuses in April, but withdrew the restriction after a public outcry.19 On November 28, 2013, the MPTC ordered all mobile network providers to comply with prices
outlined in a 2009 government directive.20 Mobile users and the business community again voiced
objections, and the ban was revoked in December following a meeting of relevant stakeholders, including the MPTC and mobile network providers. It was the second time in seven months that the
ministry was forced to cancel an order within 20 days of issuing it.21
With the exception of one short-lived attempt by the NEC to ban SMS nationwide in advance of a
2007 election under a law prohibiting campaigning immediately before a vote,22 no government
shutdowns of internet or mobile access have been documented in Cambodia.
In theory, the government welcomes and supports technology and infrastructure developments.
However, despite public claims to support freedom of expression by Information Minister Khieu
Kanharith and others,23 officials at both local and national levels have taken steps to curtail internet
16 Arne Mauser, “Google Translate now Supports Khmer,” Official Google Translate Blog, April 18, 2013, http://bit.ly/18efRin;
Prak Chanseyha, “Two Young Cambodian Women Develop an Automatic Translation System” [In Khmer], March 26, 2013, http://
news.sabay.com.kh/articles/391769.
17

Sopheap Chak, “Mobile Technology gives Cambodians a Voice,” UPI Asia Online, 23 April 2010, http://bit.ly/a6vs0S.

18 Ben Sokhean, “Mobile Users Top 20 Million, Internet Usage Still Rising,“; May Kunmakara and Anne Renzenbrink, “Mfone
to End ‘Difficult Time,” Phnom Penh Post, January 14, 2013, http://www.phnompenhpost.com/business/mfone-end-%E2%80%98difficult-time%E2%80%99; Joshua Wilwohl, “Hello, Smart Mobile Operators Agree to Merge,” Cambodia Daily, December 14,
2012, http://www.cambodiadaily.com/archive/hello-smart-mobile-operators-agree-to-merge-6673/; Eddie Morton and May
Kunmakara, “Telcos to form association,” Phnom Penh Post, December 20, 2013, http://www.phnompenhpost.com/business/
telcos-form-association.
19 Kaing Menghun and Joshua Wilwohl, “Ban on Generous Mobile Top-Up Offers Lifted,” Cambodia Daily, May 7, 2013,
http://www.cambodiadaily.com/archive/ban-on-generous-mobile-top-up-offers-lifted-22713/; Kaing Menghun and Joshua Wilwohl, “Mobile Bonuses Axed after Firm Complaint,” Cambodia Daily, May 2, 2013, http://bit.ly/16zRyyd.
20 Calls would cost a minimum of 4.5 cents per minute on the same network and 5.95 cents per minute on different networks. Joshua Wilwohl, “Despite Ban, Operators Offer Bonuses,” Cambodia Daily, December 19, 2013, http://www.cambodiadaily.com/archives/despite-ban-operators-offer-bonuses-49483/.
21 Hul Reaksmey and Joshua Wilwohl, “Council of Ministers Nullifies Telecom Law,” Cambodia Daily, December 23, 2013,
http://www.cambodiadaily.com/business/council-of-ministers-nullifies-telecom-law-49573/.
22 Norbert Klein, “Civil Society Organizations Said That The National Election Committee Caused Fear To The Citizen Who
Are The Electorate,” Cambodia Mirror, April 1, 2007, http://www.cambodiamirror.org/2007/04/01/saturday-3132007-civil-society-organizations-said-that-the-national-election-committee-caused-fear-to-the-citizen-who-are-the-electorate/.
23
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access through ad hoc circulars and announcements.24 Challenges to these have yielded mixed results. A 2010 plan to strengthen internet security through a state-run exchange controlling all local
ISPs was shelved due to popular opposition.25 A 2012 circular equated online gaming with terrorism, economic crime, and pornography, and ordered all internet cafes within a 500-meter radius of
educational institutions in the capital, Phnom Penh, to close—an order which observers said would
affect almost every venue in the city.26 Penalties for failing to comply with the circular include forced
closure, the confiscation of equipment, and even arrest, though it has yet to be implemented. Most
recently, in December 2013, on the other hand, authorities in northwestern Siem Reap province
threatened access for the wider population when they announced the closure of more than 40 internet cafes for supposedly distracting youth with online games.27 Owners must gain official permission
to reopen and, if denied, there is no known mechanism for appeal.
In September 2012, the Telecommunication Regulator of Cambodia was established by royal decree and charged with formulating fair and transparent policies, strengthening market competition,
and encouraging the further development of Cambodia’s ICT market outside the direct control of
the government.28 It has yet to act publicly on its remit and whether it will be able to operate independently and effectively is not known.

Limits on Content
Commentators noted an increase in online political discourse around the 2013 election—especially
on social networks like Facebook and media-sharing platforms such as YouTube—and heralded the
continued development of digital democracy in Cambodia.29 The sites continued to play a significant
role after the polls as users spread videos and information alleging voting fraud, though these have
yet to result in an investigation. While only a handful of political blogs hosted overseas are blocked
in Cambodia, several officials made statements warning internet users not to misuse social networks
in the past year, prompting fears that censorship could yet be extended online. Online activism saw
more success on social and human rights issues, helping to achieve the release of a jailed land rights
activist on bail.
Websites showing pornography or sexually explicit images are subject to blocking in Cambodia on
moral grounds. Politically motivated blocking has not yet been systematically applied, although it
has been observed on a case by case basis. Implementation in either case is nontransparent, apparently based on informal communications between government officials and service providers, which
24 A circular is a measure endorsed by a minister or the prime minister to explain a point of law or to provide guidance with
regards to a point of law. It is advisory in nature, and does not have binding legal force, though it can include penalties for
non-compliance.
25 Brooke Lewis and Sam Rith, “Ministers Differ on Internet Controls,” Phnom Penh Post, February 26, 2010, http://www.
phnompenhpost.com/index.php/2010022632744/National-news/ministers-differ-on-internet-controls.html; Sopheap Chak,
“Cambodia’s Great Internet Firewall?” Global Voices Online, March 2, 2010, http://bit.ly/brP14M.
26 LICADHO, “New Circular Aims to Shut Down Internet Cafes in Cambodia,” press release, December 13, 2012, http://www.licadho-cambodia.org/pressrelease.php?perm=298; Urban Voice Cambodia, “Save the Internet Cafes Campaign,” March 15, 2013,
http://bit.ly/1bR8pxp.
27 Thik Kaliyan, “Internet Cafes Closed Because Kids ‘Absorbed,’” Phnom Penh Post, December 5, 2013, http://www.
phnompenhpost.com/national/internet-caf%C3%A9s-closed-because-kids-%E2%80%98absorbed%E2%80%99.
28

Telecommunication Regulator of Cambodia, “Background,” http://www.trc.gov.kh/index.php/en/newsCategory/view?id=32.

29 Sophat Soeung, “Social Media’s Growing Influence On Cambodian Politics,” Asia Pacific Bulletin 222 (July 13, 2013), http://
www.eastwestcenter.org/sites/default/files/private/apb_222.pdf.
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provide no avenue for appeal. In early 2011, for example, Minister of Posts and Telecommunication
So Khun asked mobile phone operators to “cooperate” in blocking websites “that affect Khmer morality and tradition and the government,” according to The Phnom Penh Post, citing internal MPTC
minutes.30
As a result, censorship is hard to verify. In 2009, the Cambodian Center for Human Rights (CCHR)
reported the AngkorNet ISP was blocking access to a report by the UK-based NGO Global Witness,
because it criticized government corruption. AngkorNet confirmed the content was temporarily inaccessible to subscribers, but said it was due to a technical error.31 Since then, international NGO and
news websites have been widely available.
In 2011, several ISPs briefly blocked the international hosting service Blogspot after the popular
overseas-run Cambodian blog KI-Media ran a post calling the prime minister and other high-level
officials “traitors.”32 While Blogspot was restored, a handful of individual sites hosted on the service,
including KI-Media, critical citizen journalist blog Khmerization, and a blog by the Khmer political
cartoonist Sacrava, were blocked again the following month. The government denied involvement,
but one ISP posted error messages saying the sites were blocked on MPTC orders, and The Phnom
Penh Post leaked the contents of an email sent by an MPTC official thanking 10 ISPs for implementing the blocks.33 At least three of the sites remained inaccessible on some ISPs without the use of
circumvention tools in 2014.
Partly as a result of events like these, self-censorship remains an issue amongst many Cambodian
bloggers (or “cloggers”), who often fear the repercussions of sharing political views online.34 Events
like Barcamp, a networking gathering for technology professionals, attest to the increasing number
of bloggers, especially well-educated people in their twenties. 35 But the majority blog about personal, rather than political events.36 Nevertheless, there are a number of political websites available to
Cambodian youth, and many continue to read even blocked content using privacy tools such as virtual private networks (VPNs), which disguise online activity via an uncensored connection overseas.
The government has not tried to curb access to these tools, although there is no data indicating how
widely they are used.
In the run up to the July 2013 national election, there was a marked increase in the use of SMS and
the internet by political parties and young Cambodians alike, to discuss, debate, and share information and opinions about the upcoming polling. With technical support from the Cambodian NGO
30 Thomas Miller, “Ministry Denies Blocking Website,” Phnom Penh Post, February 16, 2011, http://www.phnompenhpost.
com/national/ministry-denies-blocking-website.
31 Sebastian Strangio and Vong Sokheng, “NGO Site Barred by Local ISP,” Phnom Penh Post, February 9, 2009, http://www.
phnompenhpost.com/national/ngo-site-barred-local-isp; VOA Khmer, “Provider Denies Blocking Watchdog’s Web Site,” February 9, 2009, http://www.voacambodia.com/articleprintview/1354564.html.
32 Cambodian Center for Human Rights, “Fundamental Freedoms Series: Internet Censorship,” factsheet, June 2011, http://
www.cchrcambodia.org/admin/media/factsheet/factsheet/english/Internet_Censorship_Factsheet_Dove_en.pdf.
33 T. Miller, “Tangled Web Revealed,” Phnom Penh Post, February 16, 2011; Voice of America, “Cambodia Blocks Anti-Government Websites,” February 16, 2011, http://bit.ly/16zRlel.
34 Cambodian Center for Human Rights, “Findings from Round Table Discussions on Freedom of Expression,” policy brief,
September 2012, http://www.cchrcambodia.org/admin/media/analysis/analysis/english/2012_09_03_Brief_Findings_from_
Round_Table_Discussions_FoEx_eng.pdf.
35

Bar Camp Phnom Pehn 2013, http://2013.barcampphnompenh.org/.

36 Department of Media and Communication, “Empowering Cambodian Women Psychologically Through Blogging,” Cambodia Communications Review 2010, December 2010, 18.
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Open Institute and the International Foundation for Electoral Systems, the NEC launched a voicebased information service for voters.37 Perhaps most significantly, the opposition used Facebook to
communicate with supporters and to coordinate rallies, despite remaining marginalized in public
discourse due to strict media controls.38 Some of these controls affected websites run by media outlets, though possibly through internal pressure rather than technological censorship. One reporter
said his Khmer-language newspaper article about a May 2013 opposition rally was “mysteriously
removed” after he uploaded it.39 Overall, however, many observers credited the CNRP’s 55 seats to
their online popularity; the CPP lost some seats but retains a majority with 68.40
While politicians abused their opponents online,41 there was no noticeable deployment of paid
commentators distorting discussions according to a political agenda during this period. Still, many
fear the CPP could yet restrain political expression online. In May 2013, the NEC told social media
users not to “create fear, confusion or a loss of confidence in the secrecy of the vote.”42 On the same
day, in remarks made to students, Information Minister Khieu Kanharith warned them not to use
Facebook to impugn the reputation of others.43 On August 7, many Facebook users reported the
site was unavailable for several hours on the popular Metfone ISP, prompting fears the government
had blocked it to suppress online activism.44 Khieu Kanharith denied responsibility for the disruption,
which Metfone attributed to technical error.45
In the aftermath of the election, opposition supporters continued to use social media to spread evidence of alleged voting fraud and call for an independent investigation, but these efforts have yet
to see results. When antigovernment protests swelled in the capital in December and were violently
suppressed in January 2014, online networks helped challenge the censored state media account of
events,46 even as a ban on public gatherings attempted to prevent such information from mobilizing
effective political challenges.
A range of netizens and grassroots activists have used new media and other online tools to make an
impact on less overtly political issues. Online activism like this has raised awareness of compelling issues in the public interest, such as the environment and traffic safety, and contributed to Cambodia’s
social and political development. In one recent success, land rights activist Yorm Bopha was released
on bail in November 2013 after a year and a half behind bars in relation to allegations that she was
37 Open Institute, “IVR-based Information for the 2013 National Assembly Election Available,” March 18, 2013, http://www.
open.org.kh/en/node/528.
38

The Electoral Reform Alliance, “Joint Report,” 10.

39 Cambodian Center for Human Rights et al, “Submission to the UN Universal Periodic Review of Cambodia,” June 24, 2013,
5, http://www.cchrcambodia.org/admin/media/analysis/analysis/english/2013_08_22_Cambodia_Joint_UPR_Submission_Freedom_of_Expression_eng.pdf.
40 Faine Greenwood, “Social Media Drives Youth Involvement in Cambodia’s National Elections,” Tech President, July 31, 2013,
http://techpresident.com/news/wegov/24223/rising-social-media-use-drives-youth-involvement-cambodias-national-elections.
41

The Electoral Reform Alliance, “Joint Report,” 11.

42 National Election Committee of Cambodia, “Statement on the Usage of Social Media” [In Khmer], May 23, 2013, http://
www.necelect.org.kh/nec_khmer/index.php?option=com_content&view=article&id=1064&Itemid=340; “NEC Says Statement
on Bloggers Not Attack on Free Speech,” Cambodia Daily, May 27, 2013, http://bit.ly/15aHXsj.
43 Cambodian Express News, “Khieu Kanharith Reminds Facebook users to be Careful Writing Misinformation and Affecting
Others’ Reputations” [In Khmer], May 23, 2013, http://bit.ly/1biONCZ.
44 Mong Palatino, “Why was Facebook Blocked in Cambodia?” Global Voices Advocacy, August 24, 2013, http://advocacy.
globalvoicesonline.org/2013/08/15/why-was-facebook-blocked-in-cambodia/.
45

Seangly and Worrell, “Facebook Safe: Government.”

46

http://www.cambodiadaily.com/news/social-media-challenges-official-version-of-events-47012/

174

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Cambodia

involved in the assault of two motorbike taxi drivers, which her supporters characterized as politically
motivated. The Supreme Court ordered her case to be reinvestigated and reheard by the Phnom
Penh Court of Appeal following sustained local and international campaigns for her release, including online petitions and general awareness-raising via social media and NGO websites.47

Violations of User Rights
In April 2014, digital freedom activists expressed concern over a leaked cybercrime law which was
drafted without public consultation. While it is not known if the draft will be passed in its current
form, it criminalizes a range of ill-defined activities such as generating “instability,” would punish online slander worse than the same crime committed offline, and allows prosecutors rather than judges
to order the retention of computer data in criminal investigations. Implementation of the law would
be at the discretion of a government committee headed by the prime minister. During the coverage
period, police questioned Facebook users who had posted allegations of misconduct related to enforcement of motorcycle registration rules, though the criminal defamation charges the individuals
were threatened with never materialized. Accounts of death threats circulating online also rose. The
climate of intimidation was reinforced by a harsh security response to offline demonstrators, which
resulted in several deaths.
Freedom of expression and freedom of the press are upheld under Article 41 of the Cambodian
Constitution. The constitution also upholds the provisions in the International Covenant on Civil and
Political Rights, ratified by Cambodia in 1992, and the Universal Declaration of Human Rights, both
of which guarantee the right to freedom of expression and information.
Despite these protections on paper, freedom of expression is not upheld in practice. Provisions
in the 2010 penal code governing criminal defamation and incitement have been used to punish
journalists who criticize the government.48 The authorities regularly punish dissent through threats,
judicial harassment, and sometimes violence. In 2012, Human Rights Watch reported “at least 35
political and social activists and residents involved in defending human rights, opposing land grabs,
and demanding better working conditions were killed, wounded, arbitrarily arrested, threatened with
arrest, or kept in exile by Cambodian People Party (CPP)-led security forces and the CPP-controlled
judiciary.”49 These punishments are a powerful disincentive to individuals and organizations that wish
to express their own views.
The election and the contested result served as a catalyst for intensified restrictions on political association. In early January 2014, opposition supporters protesting against the election result joined
garment workers campaigning for a higher wage in the capital.50 Security forces responded violently

47 Free Yorm Bopha, https://freethe15.wordpress.com/; Cambodian Center for Human Rights, and World Organization
Against Torture, “CCHR and OMCT Welcome Today’s Supreme Court Decision to Temporarily Release Yorm Bopha and Call
Upon the Court of Appeal to Promptly Hear her Case and Clear her Name,” press release, November 22, 2013, http://cchrcambodia.org/index_old.php?url=media/media.php&p=press_detail.php&prid=446&id=5.
48 Human Rights Watch, “Cambodia: New Penal Code Undercuts Free Speech,” press release, December 23, 2010, http://www.
hrw.org/en/news/2010/12/22/cambodia-new-penal-code-undercuts-free-speech.
49 Human Rights Watch, “Cambodia,” in World Report 2013: Events of 2012, (Human Rights Watch: 2013) http://www.hrw.org/
world-report/2013/country-chapters%20/112370.
50 Sean Teehan, “Cambodia Garment Worker Strike Unravels,” Al Jazeera, January 8, 2014, http://www.aljazeera.com/indepth/
features/2014/01/cambodia-garment-worker-strike-unravels-20141755530526443.html.
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and banned demonstrations until “public order and security are restored.”51 A number of land activists, CNRP political activists, and media freedom advocates were subsequently detained or dispersed.
Draft laws to regulate nongovernmental organizations and unions pending since 2010 and 2011
respectively contain repressive provisions that threaten to further chill freedom of association,52 and
could have a negative impact on online expression in future political movements.53 The draft law
on unions, for example, contains provisions that would make trade unions vulnerable to dissolution,
and provides too much discretion for the government to regulate the process. The laws are expected
to be reintroduced in 2014.54
A cybercrime law currently being drafted by the government could add another tool to the legislative arsenal used by officials to repress their critics. While the legislation will ostensibly combat
cybercrime, the use of existing laws to limit free expression along with the ad hoc, opaque efforts to
regulate internet access and content set troubling precedents for the law’s potential abuse by the
state.
A lack of transparency and consultation over the law’s development since it was proposed in May
2012 is further cause for concern.55 A ministerial press unit initially characterized it as a law to “prevent ill-willed groups from spreading false information” that could “affect national security,” citing
2012 SMS rumors of a violent political clash in Phnom Penh as an example.56 Officials later said it
would be modeled on European Union legislation to “protect formal, private and copy-righted data
from hacking, or the destruction of users’ formal data, especially banks and related institutions.”57
Civil society organizations have been denied a chance to formally review or provide input for a draft.
In April 2014, the freedom of expression advocacy group Article19 obtained a copy of the Cybercrime Law Draft V.1 and published an unofficial translation.58 Some of its worrying provisions include
Article 28(3), which prohibits publications “deemed to generate insecurity, instability and political cohesiveness [sic];” Article 28(4), which prohibits “undermining the integrity of any governmental agencies;” and Article 28(5), which prohibits publications “deemed damaging to the moral and cultural
values of the society,” including those which are considered “manipulation, defamation and slanders
[sic].” The draft carries potential prison sentences of one to three years and fines ranging from KHR
51 Cambodian Center for Human Rights, “Ban on Assemblies, Marches and Demonstrations in Cambodia,” case
study, January 10, 2014, http://www.cchrcambodia.org/index_old.php?url=media/media.php&p=factsheet_detail.php&fsid=60&id=5.
52 Human Rights Watch, “Cambodia: Withdraw Flawed Draft NGO and Association Law,” press release, April 7, 2011, http://
www.hrw.org/news/2011/04/07/cambodia-withdraw-flawed-draft-ngo-and-association-law.
53 “Draft Law on Trade Unions,” available at Sithi, accessed August 2013 http://www.sithi.org/temp.php?url=law_infrastructur.
php&tab_id=&type=1&lg; and “Draft Law on Non-governmental Organizations and Associations,” available at Sithi, accessed
August 2013 http://www.sithi.org/temp.php?url=law_infrastructur.php&tab_id=&type=1&lg.
54 Cambodian Center for Human Rights, “Freedom of Expression and Association,” Fundamental Freedom Series Factsheet,
January 2014, http://cchrcambodia.org/index_old.php?url=media/media.php&p=factsheet_detail.php&fsid=61&id=5
55 Cambodian Center for Human Rights, “Human Rights Chronology,” Sithi, December 10, 2012, http://sithi.org/temp.
php?url=crono_era.php&lg.
56 Bridget Di Certo and Kim Yuthana, “The ‘Ill-Willed’ Spark Cyber Law: Officials,” Phnom Penh Post, May 24, 2012, http://
www.phnompenhpost.com/national/%E2%80%98ill-willed%E2%80%99-spark-cyber-law-officials; Cambodian Centre for Human Rights, “Cambodian Governmentis drafting the first ever Cyber Law,” alert, May 24, 2012, http://www.cchrcambodia.org/
index_old.php?url=media/media.php&p=alert_detail.php&alid=21&id=5.
57 Faine Greenwood, “As the Internet Raises Civic Voices in Cambodia, a Struggle Brews over Net Control,” Techpresident,
March 27, 2013, http://techpresident.com/news/wegov/23659/internet-civic-voices-cambodia-struggle-net-control.
58 Cybercrime Law Formulation Working Group of Council of Ministers, “Cybercrime Law Draft V:1” http://www.article19.org/
data/files/medialibrary/37516/Draft-Law-On-CyberCrime_Englishv1.pdf.
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2 to 6 million ($490 to $1,480). By contrast, offline slander is punishable by a maximum of one year
behind bars.59 The lack of adequate definitions in the law is especially concerning considering the
proposed make-up of a National Anti-Cybercrime Committee to enforce, investigate, and regulate
cybercrime laws, established in Article 6, which will consist of high-ranking members of government
under the chairmanship of the prime minister. The draft further grants prosecutors authority to issue
court orders to preserve computer and traffic data for purposes of criminal investigation, rather than
judges. The timeframe for revisions of the draft and passage of the law is not known.
Some authorities have already extended existing defamation and incitement laws to online content.
In 2010, the Phnom Penh Municipal Court used Article 495 of the new penal code to sentence UN
Food Program employee Seng Kunnaka to six months’ imprisonment and a fine of KHR 1 million
($250) on a charge of incitement to commit a felony after he printed articles from KI-Media for a
handful of colleagues.60 In 2013, police twice threatened Facebook users who had posted allegations
of misconduct related to the enforcement of motorcycle registration rules. Teacher Phel Phearun was
questioned and threated with a defamation charge in May after his account of an encounter with
Phnom Pehn traffic police, posted on Facebook in January, sparked an online debate about police
corruption.61 Six months later, in the northwestern city of Stueng Treng, police detained 23-year-old
marketing manager Cheth Sovichea for a day after he used his Facebook profile to accuse local officers of confiscating unregistered motorcycles to solicit bribes. He avoided a defamation charge by
removing the offending post and publicly apologizing.62
Phnom Pehn-based freelance journalist Rupert Winchester faced a defamation suit during the coverage period for an article about a businessman published on his personal blog in June 2013. In July
2014, outside the coverage period of this report, he was fined KHR 8 million ($2,000) and ordered to
pay KHR 1 hundred million ($25,000) in damages, in a verdict local and international press groups
called detrimental to online freedom of expression.63
The internet has itself become a medium for threats and intimidation of public figures in Cambodia.
In December 2013, members of the CNRP said their deputy leader Kem Sokha had received a death
threat containing photographs of a gun and ammunition via Facebook, apparently from an account
belonging to a police officer, who denied sending it.64 Also in December, the leader of NGO the
Cambodian Center for Human Rights Ou Virak was targeted with a barrage of online abuse via Facebook and email after he criticized the leader of the CNRP for using discriminatory language about

59 Article 19, “Cambodia: Secret Draft Cybercrime Law Seeks to Undermine Free Speech Online,” press release, April 9, 2014,
http://www.article19.org/resources.php/resource/37516/en/cambodia:-secret-draft-cybercrime-law-seeks-to-undermine-freespeech-online.
60 International Federation for Human Rights, “Cambodia: Assault on Freedom of Expression Continues with Conviction of
UN Staff,” December 23, 2010, http://www.fidh.org/Cambodia-Assault-on-freedom-of-expression.
61 Cambodian Center for Human Rights, “Special Edition – Phel Phearun – Case Study,” factsheet, March 2013, http://cchrcambodia.org/index_old.php?url=media/media.php&p=factsheet_detail.php&fsid=54&id=5.
62 Lieng Sarith, “Facebook User Busted Over Posts,” Phnom Penh Post, November 20, 2013, http://www.phnompenhpost.com/
national/facebook-user-busted-over-posts.
63 Reporters Without Borders, “Heavy Damages Award Against Blogger Threatens All Netizens,” press release, July 29, 2014,
http://en.rsf.org/cambodia-heavy-damages-award-against-29-07-2014,46714.html; Committee to Protect Journalists, “Harsh
defamation ruling in Cambodia has broader implications,” press release, July 24, 2014, https://cpj.org/2014/07/harsh-defamation-ruling-in-cambodia-has-broader-im.php; Overseas Press Club of Cambodia, “OPCC Concerned Over Defamation Case,”
press release, July 23, 2014, https://www.cpj.org/JUL%2023%20OPCC%20concerned%20over%20defamation%20case.pdf.
64 Heng Reaksmey, “Policeman Denies Threatening Opposition Official via Facebook,” Voice of America, December 6, 2013,
http://www.voacambodia.com/content/policeman-denies-threatening-opposition-official-via-facebook/1804390.html.
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Vietnamese immigrants.65 Though negative rhetoric spiked, however, and physical harassment of traditional journalists continued unabated,66 there were no accounts of violence in retribution for online
activity during the coverage period of this report.
Government surveillance of citizens’ digital activity is not known to be technologically advanced or
widespread in Cambodia. However, in February 2012, a joint Ministry of Interior and MPTC circular
ordered internet cafes to set up surveillance cameras and store footage for three months; phone
shops and telecommunications operators were told to register subscribers’ national ID cards or
international passport and visas on the grounds that such measures would “better promote protection of national security, safety and social order.”67 The operators “are obliged to provide necessary
documents including users’ identity cards and used data”—which must be stored for six days—to
designated officials “for purposes of investigation of any offense which is involved in issues of national security, safety and social order.” Under the internal circular—which only came to public notice
in August 2012—providers must also notify existing subscribers of the new requirements and are
entitled to temporarily suspend service if they fail to produce ID within a month. As of April 2014, in
accordance with Cambodia’s habitually slow pace of adopting new regulation, the requirements had
yet to be implemented, though civil society groups fear the impact of such supervision for public
debate and social activism. The circular’s vague definition of what constitutes an offense, the lack of
judicial oversight over officials’ requests for user data, and the threat of unspecified fines or licensing
restrictions for telecommunications operators who fail to comply, all represent a lack of respect for
digital rights.
While experts say technical attacks frequently go unreported in Cambodia, civil society groups and
government critics have not been systematically targeted by criminal hackers. Government websites
are vulnerable to technical violence, which increased during the 2013 election period. In July 2013,
the NEC website was temporarily disrupted following allegations that the government was trying to
register illegal immigrants to vote.68 In September, the global hacking group Anonymous posted an
online declaration of war against the Cambodian government following the fatal shooting of a bystander, Mao Sok Chan,69 at a clash between military police and opposition protesters.70 Several websites belonging to ministries, the police, educational institutions, and other organizations with ties
to the government were briefly disabled in attacks attributed to the group. However, four alleged
members of the hacking group Anonymous Cambodia were reportedly arrested during the cover-

65 Cambodian Center for Human Rights, “Open Letter from CCHR Expressing Grave Concern Over Discriminatory Language
Reportedly Used by the CNRP,” December 12, 2013, http://cchrcambodia.org/index_old.php?url=media/media.php&p=press_
detail.php&prid=455&id=5; Cambodian Center for Human Rights, “CCHR Issues Clarification on its Open Letter to CNRP Leadership on the Subject of Discrimination,” press release, December 18, 2013, http://cchrcambodia.org/index_old.php?url=media/
media.php&p=press_detail.php&prid=456&id=5.
66

Cambodian Center for Human Rights et al, “Submission to the UN,” 6.

67 John Weeks, “Cambodia’s Default Internet Law – Draft Translation,” Jinja.Apsara, July 5, 2012, http://jinja.apsara.
org/2012/07/cambodias_default_internet_law-%E2%80%93-draft_translation/.
68 Alex Willemyns, “Local Hacking Group Sabotages NEC Websites,” Cambodia Daily, July 9, 2013, http://www.cambodiadaily.
com/archive/local-hacking-group-sabotages-websites-belonging-to-nec-34015/.
69 Phnom Penh Post, “Protest Takes Dark Turn,” September 16, 2013, http://www.phnompenhpost.com/national/protesttakes-dark-turn; Lauren Crothers and Mech Dara, “King Sihamoni and Queen Mother Donate to Sunday’s Victims,” Cambodia
Daily, September 18, 2013, http://www.cambodiadaily.com/elections/king-sihamoni-and-queen-mother-donate-to-sundaysvictims-42582/. Cambodia is a constitutional monarchy; King Sihamoni succeeded his father as head of state in 2004.
70 Joshua Wilwohl, “Global Hacking Group Anonymous Warns Government in Video,” Cambodia Daily, September 17, 2013,
http://www.cambodiadaily.com/elections/global-hacking-group-anonymous-warns-government-in%E2%80%88video-42544/.
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age period of this report.71 Although the timing could be a coincidence, the arrests could help the
government build a case for the public in favor of a restrictive cybercrime law that fails to distinguish
adequately between illegal acts and legitimate expression.

71 Kuch Naren and Joshua Wilwohl, “Two Members of Hacking Group Anonymous Arrested,” Cambodia Daily, May 3, 2014,
http://www.cambodiadaily.com/news/two-members-of-hacking-group-anonymous-arrested-58000/.
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Obstacles to Access (0-25)

n/a

3
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n/a

3
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n/a

9
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Social Media/ICT Apps Blocked:
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Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:
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Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In October 2013, parliament introduced Bill C-13, which was intended to remedy
concerns over cyberbullying but which also contains troubling provisions regarding
warrantless disclosure of user data (see Violations of User Rights).

•

Bill S-4, also known as the Digital Privacy Act, was introduced by parliament in April
2014 and includes requirements for organizations to disclose security breaches that put
Canadians at risk. However, this bill could also reduce court oversight in cases related to
copyright infringement (see Violations of User Rights).

•

A Federal Court of Appeals ruling on January 31, 2014 found that section 13 of the
Canadian Human Rights Act (CHRA), the legislation that provides for hate speech
penalties, does not violate the constitutional right to freedom of expression. However,
prior to this decision, parliament voted to repeal section 13 in June 2013; the repeal
officially took effect in June 2014. Currently, hate speech can still be regulated under
section 320.1 of the criminal code (see Violations of User Rights).
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Introduction
Internet access in Canada is reliable and affordable for a majority of the population and is generally
free of government restrictions. Canadians enjoy strong protections for freedom of expression, in
addition to a well-developed set of rules regulating intermediary liability in cases of copyright infringement. Canada’s communications regulator has avoided regulating “new media” entities, which
encompasses a broad range of internet-based companies offering video and other content services.
Further, Canada’s privacy commissioner has aggressively focused on internet-related concerns, particularly those involving search functions and social media.
Despite these strengths, there remains considerable unease among many Canadians with respect
to online rights. Proposed legislative reforms, including the Digital Privacy Act (Bill S-4) and the
Protecting Canadians from Online Crime Act (Bill C-13, also known as the “cyberbullying” bill), have
generated concern among many Canadians with regard to potentially negative provisions included
within the bills, such as plans to expand the scope of voluntary disclosures of personal information
without court oversight. Additionally, Canada’s role in global surveillance activities was revealed over
the past year through the NSA documents leaked by Edward Snowden, causing many to question
the sufficiency of surveillance oversight in Canada.
The vertically integrated telecommunications market, in which a handful of companies dominate
broadcast, telecom, wireless, and internet access, has also raised considerable fears about the state
of competition within Canada and the potential for those companies to use their privileged position
to violate net neutrality, increase access costs, or engage in uncompetitive behavior. The Canadian
Radio-television and Telecommunications Commission has developed vertical-integration policies,
but their effectiveness is open to question.

Obstacles to Access
According to the International Telecommunication Union (ITU), Canada had an internet penetration
rate of nearly 86 percent in 2013, compared to 83 percent in 2012 and 77 percent in 2008.1 Similarly,
Statistics Canada reported in 2013 that 83 percent of Canadians use the internet.2 DSL broadband
internet access service is available in all provinces and territories. By the end of 2010, 85 percent of
households were located within the DSL broadband footprint, and 15 percent of households were
served by either fiber-to-the-node or fiber-to-the-home connections.3
Broadband internet access through cable modems is available in all provinces and territories except
the northernmost territory of Nunavut, and by the end of 2013, approximately 33 percent of the

1 International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2013, 2012, 2008, accessed
August 1, 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/default.aspx.

Statistics Canada, Table 358-0152: Canadian Internet use survey, Internet use, by age group and household income
for Canada, provinces and census metropolitan areas (CMAs), Occasional (percent), CANSIM, accessed September
17, 2014, http://www5.statcan.gc.ca/cansim/a26?lang=eng&retrLang=eng&id=3580152&pattern=358-0152..3580158&tabMode=dataTable&srchLan=-1&p1=-1&p2=31 (hereafter cited as Table 358-0152).
2

3 Canada, Canadian Radio-television and Telecommunications Commission. Broadband Report November 2011. [Ottawa],
2012. http://www.crtc.gc.ca/eng/publications/reports/broadband/bbreport1111.htm.
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population had fixed broadband subscriptions.4 Although satellite broadband internet access service
is available throughout Canada, it is generally used to provide broadband internet service in the
more rural and remote areas of the country. Wireless internet access is the fastest growing sector
for internet service in Canada: over 48 percent of Canadians used wireless internet services in 2012,
compared to about 26 percent in 2010.5
According to the ITU, Canada had a mobile phone penetration rate of over 78 percent in 2013.6 Mobile carriers have deployed a number of newer technologies to provide mobile broadband service,
including HSPA+ and LTE.
While internet access is widely available in Canada, there is a gap in access related to income: the
highest income bracket has a penetration rate of nearly 95 percent, while the penetration rate within the lowest income bracket has an internet penetration rate closer to 63 percent.7 Use of public
access points such as libraries is declining but is still an important resource, particularly for younger
Canadians or those with lower household incomes.
There is a wide range of content available in both of Canada’s official languages (English and French)
as well as many other languages. All major media organizations feature extensive websites with articles, audio, and video. The public broadcaster maintains a very comprehensive website that includes
news articles and streamed video programming. Paywalls have become increasingly popular among
newspaper organizations, but there remains considerable choice (including alternate, independent
media) that is freely available.
There are no government restrictions on bandwidth, although access providers frequently offer services with caps on bandwidth that result in increased fees. The government has not centralized the
telecommunications infrastructure in Canada. However, given the vertical integration of the Canadian marketplace, the telecom infrastructure is controlled by a small number of companies, which
could facilitate greater control of content and the use of surveillance technologies.
To operate as a Canadian telecommunications carrier, a company must meet the requirements in
section 16 of the Telecommunications Act. In 2012, Canadian telecommunications revenues amounted to $43.9 billion. Ten companies and their affiliates accounted for 93 percent of this total revenue,
with the remaining smaller companies earning combined revenues of less than $2.9 billion. Each
company’s revenue falls within the 10 percent maximum of total Canadian telecommunications revenues, as required by subsection 16(6) of the Telecommunications Act.8
Canadians have a choice of wireless internet providers, virtually of which are privately owned (the
notable exception being SaskTel, a government-owned provider in the Province of Saskatchewan).
International Telecommunication Union (ITU), “Fixed (-wired) broadband subscriptions,” 2013, accessed August 1, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/default.aspx.

4

5 Statistics Canada, Table 358-0219: Canadian Internet use survey, Internet use, by location and frequency
of use, Occasional (percent), CANSIM, accessed September 17, 2014, http://www5.statcan.gc.ca/cansim/
a26?lang=eng&retrLang=eng&id=3580219&paSer=&pattern=&stByVal=1&p1=1&p2=31&tabMode=dataTable&csid.
6 International Telecommunication Union (ITU), “Mobile-cellular telephone subscriptions per 100 inhabitants,” 2013, accessed
August 1, 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/default.aspx.

Statistics Canada, Table 358-0152: Canadian Internet use by age group and household income for Canada, provinces, and
metropolitan areas, CANSIM, accessed September 17, 2014, http://www5.statcan.gc.ca/cansim/a05?lang=eng&id=3580152.

7

8

Statistics Canada, Table 358-0152.
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There are at least three providers in all markets. Restrictions on foreign investment establish some
controls, though Canada has seen some foreign companies enter the marketplace in recent years.
The provision of access services is subject to regulation with rules on tower sharing, domestic roaming agreements, and a consumer regulator to address consumer concerns.
For wireless services, the market is dominated by three companies: Bell, Telus, and Rogers. Those
same companies are leaders in the provision of internet services, along with Shaw, Cogeco, and
Videotron. The government’s Minister of Industry, James Moore, has emphasized the need for more
competition in this market.
The Canadian Radio-television and Telecommunications Commission (CRTC), the regulatory body
that oversees the communications industry, operates largely independently from the government. In
1976, the federal government created the CRTC by consolidating multiple federal regulatory bodies
that had jurisdiction over electronic communication media. The CRTC’s authority is derived from two
federal acts: the Broadcasting Act and the Telecommunications Act. Section 7 of the Telecommunications Act outlines the broad policy objectives pursued by the Act and, by extension, the CRTC, in
the ﬁeld of telecommunications. Section 7 enumerates nine speciﬁc objectives that feature two key
themes: consumer telecom services and a strong domestic telecom industry. Regulation is intended
to be limited and focused on instances where the market is patently unable to achieve the intentions
and goals of the Act.
The chair and commissioners of the CRTC are appointed by the government, and there is no public
consultation on the appointment. The government also has, in some cases, provided guidance on
their policy expectations regarding telecommunication regulations. Moreover, CRTC decisions can
be appealed to the courts, or a government review can be requested. The government has (on rare
occasions) overturned CRTC decisions and directed it to reconsider the issue. For example, the government required the CRTC to reconsider its approach to usage-based billing for internet services in
2011.9

Limits on Content
The Canadian government does not generally block websites or filter online content. Illegal content
may be removed by private legal action taken through the court system.10 YouTube, Facebook, Twitter, and international blog-hosting services are freely available.
There are few legal mechanisms that may lead to the blocking or removal of online content in Canada. Canada’s largest ISPs participate in Project Cleanfeed Canada, an initiative that allows ISPs to
block access to child pornography images that are hosted outside of Canada (as opposed to content
hosted within Canada, which is subject to removal).11 Accessing child pornography is illegal in Cana-

Steven Chase, “CRTC will rescind ‘unlimited use’ Internet decision - or Ottawa will overturn it,” The Globe and Mail, February 2, 2011, http://www.
theglobeandmail.com/technology/tech-news/crtc-will-rescind-unlimited-use-internet-decision---or-ottawa-will-overturn-it/article565223/#dashboard/
follows/.

9

“Regional Overviews United States and Canada,” OpenNet Initiative, accessed September 19, 2014, https://opennet.net/
sites/opennet.net/files/ONI_UnitedStatesandCanada_2010.pdf (hereafter cited as OpenNet initiative).

10

“Canadian Center for Child Protection Inc.,” Cleanfeed Canada, accessed September 19, 2014, 370, https://www.cybertip.ca/
app/en/projects-cleanfeed#projects-cleanfeed.
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da under section 163.1(4.1) of the criminal code.12 The initiative is targeted at international sites that
the Canadian government does not have the jurisdiction to shut down.
Under Project Cleanfeed Canada, an individual may issue complaints about content to the ISP or
directly to Cybertip.ca, which will assess the site and, if necessary, obtain an independent, binding
judgment from the National Child Exploitation Coordination Centre.13 An appeals process has also
been put into place for cases in which content providers believe that their content has been wrongly
blocked (though the list of blocked sites is not public since it would essentially provide a directory of
child pornography).14 The project blocks approximately 1,000 child pornography images each year.
With respect to removal of content due to copyright infringement, in 2004 the Supreme Court of
Canada ruled that ISPs are not liable for violations committed by their subscribers.15 Canadian copyright law features a notice-and-notice provision, which, unlike a notice-and-takedown system, does
not make intermediaries legally liable for removing content upon notification by the copyright owner. Rather, copyright owners are permitted to send notifications alleging infringement to ISPs. The
providers are then required to forward the notifications to the implicated subscriber. Any further legal action is the responsibility of the copyright owner. No content is removed from the internet without a court order, and the internet provider does not disclose subscriber information without court
approval. ISPs qualify for a legal safe harbor if they comply with the notice-and-notice requirements.
Defamation claims may also result in the removal of content, as providers fear potential liability as a
publisher of the defamatory content. Unlike legal protections against liability for copyright infringement by its users, providers may face liability for alleged defamation once alerted to the publication.
A court may also order the removal of the content.
With the exception of the topics discussed above (child pornography, hate speech, copyright) there
does not appear to be widespread self-censorship in Canadian online publications. There is no
evidence of government manipulation of online content. Some sites are affiliated with a particular
partisan interest, but there are representative sites from all sides of the political spectrum available
online.
To date, economic constraints such as net neutrality concerns have not been a significant factor in
the success or failure of online media outlets and platforms in Canada, though the debate over net
neutrality continues. The Canadian Radio-Television and Telecommunications Commission (CRTC)
oversees the regulation and provision of internet services, and section 36 of the Telecommunications
Act states that “a Canadian carrier shall not control the content or influence the meaning or purpose
of telecommunications carried by it for the public,” unless otherwise approved by the CRTC. Complaints can be filed with the CRTC for alleged violations. The provision is relevant in the net neutrality
context since the CRTC has ruled that section 36 could be raised to counter an ISP controlling the
content that it carries. The provision forms part of the net neutrality safeguards in Canada, which are
called Internet Traffic Management Practices, or ITMPs. The CRTC has used the ITMPs to stop ISPs

12

Criminal Code, RSC 1985 c C-46 s 163.1(4.1).

13

OpenNet Initiative.

Michael Geist, “Project Cleanfeed Canada,” Michael Geist (blog), November 24, 2006, accessed September 19, 2014, http://
www.michaelgeist.ca/content/view/1548/125/.

14
15
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from throttling internet traffic, and the policies are currently being considered in the context of mobile video services.
Social media and communication applications have been widely used in Canada for the mobilization
of political and social movements. For example, a social media campaign in 2012 successfully stalled
a government proposal that would have allowed for increased monitoring and tracking of Canadians’
activities online. On February 13, 2012, then-Public Safety Minister Vic Toews infamously told the
House of Commons that critics of his forthcoming lawful access bill could either stand with the government or “with the child pornographers.”16 Bill C-30 was introduced the following day, but within
two weeks, a massive public outcry—much of it online—forced the government to quietly suspend
the bill. A year later, the government openly acknowledged that the bill had been dropped.
The Twitter-based #tellviceverything campaign, invoking the idea that the government already has
too much access to one’s private communications data, provided a perfect illustration of how the
internet can fuel awareness and action at remarkable speed.17 Through thousands of tweets, Canadians used humor to send a strong message against Bill C-30. Alongside the Twitter activity were dedicated websites, hundreds of blog postings from commentators on the left and right of the political
spectrum, thousands of calls and letters to MPs, and nearly 100,000 signatures on the Stop Spying
petition hosted by the organization Open Media.
There are undoubtedly many factors that led to the successful fight against the bill. Toews’ comments placed the government on the defensive from the outset, and the substance of the bill generated criticism from both sides of the political spectrum. Yet the bigger story was the emergence
of the public voice on digital policy. Justice Minister Rob Nicholson’s comments in announcing the
defeat of Bill C-30 highlighted the impact of the public outcry:
“We will not be proceeding with Bill C-30 and any attempts that we will continue to have to
modernize the Criminal Code will not contain the measures contained in C-30, including
the warrantless mandatory disclosure of basic subscriber information or the requirement
for telecommunications service providers to build intercept capability within their systems.
We’ve listened to the concerns of Canadians who have been very clear on this and responding to that.”18
The emphasis on responding to public concern highlights the public campaign’s effectiveness
and the recognition of the need to incorporate broader perspectives into legislative and policy
developments.

16 Postmedia News, “Vic Toews accuses online surveillance bill C-30 opponents of siding with ‘child pornographers’,” February
14, 2012, http://news.nationalpost.com/2012/02/14/online-surveillance-bill-critics-are-siding-with-child-pornographers-victoews/.

Laura Payton, “‘Tell Vic Everything’ tweets protest online surveillance” CBC News, February 16, 2012, http://www.cbc.ca/
news/politics/tell-vic-everything-tweets-protest-online-surveillance-1.1187721

17

Laura Payton, “Government killing online surveillance bill,” CBC News, February 11, 2013, http://www.cbc.ca/m/touch/
news/story/1.1336384.
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Violations of User Rights
Despite having a generally positive record for freedom of expression, Canada has, in recent years,
taken some regressive steps, driven by court decisions that weakened confidentiality for journalists’
sources, and the introduction of several bills that could have negative implications for the protection
of internet users’ data. Activists have also criticized Conservative Prime Minister Steven Harper’s government for tightening access to information and its slow response time to requests. The country’s
30-year-old Access to Information Act (ATIA) is also highlighted as an obstacle given the long delays
and regular use of exceptions to redact large amounts of information from released documents.
The Canadian Constitution includes strong protections for freedom of speech and freedom of the
press. Freedom of speech in Canada is protected as a “fundamental freedom” by section 2 of the Canadian Charter of Rights and Freedoms. Section 1 of the Charter allows the government to pass laws
that limit free expression so long as the limits are reasonable and can be justified. These laws and
protections apply to all forms of speech, whether online or offline.
Two 2010 court cases—Globe and Mail v. Canada19 and R. v. National Post20—have dealt with journalistic privilege directly. While Canada’s Supreme Court Justices have stopped short of offering blanket
confidentiality, they have stressed that compelling journalists to reveal sources should be extraordinary and not the rule, recognizing that investigative reporting plays an important role in society.
Instead, tests should be applied on a case by case basis. In addition, the court ruled that journalists
have the right to publish confidential material from a source, even when the source has no right to
divulge the information or has obtained it by illegal means.
Copyright legislation in Canada includes specific protections for non-commercial, user-generated
content (UGC). The drafting of this legislation was particularly focused on online mashups and other
forms of remix expression. The non-commercial UGC provision, which took effect in 2012, legalizes
both the creation and distribution of user-generated content provided that the work meets four
criteria, including that it is non-commercial, there is attribution where reasonable, the original work
was not infringing copyright, and the new work does not have a substantial adverse effect on the
original.
Hate speech is also regulated under the Canadian criminal code. According to section 320.1, a judge
may order that publicly available hate propaganda be made unavailable.21 In the past, the Canadian
Human Rights Commission could investigate and settle complaints regarding online hate speech
through section 13 of the Canadian Human Rights Act (CHRA), which prohibits the repeated communication of hate speech over the phone or internet. On June 26, 2013, the parliament passed legislation (Bill C-304) that repealed section 13 of the CHRA, slated to take effect in June 2014. However,

Globe and Mail v. Canada (Attorney General), [2010] 2 SCR 592, 2010 SCC 41 (CanLII), accessed September 19, 2014, http://
www.canlii.org/en/ca/scc/doc/2010/2010scc41/2010scc41.html.

19

20

Supreme Court judgement, R. v. National Post, May 7, 2010, http://scc-csc.lexum.com/scc-csc/scc-csc/en/item/7856/index.

do.
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in January 2014, a Federal Court of Appeals ruling found section 13 to be constitutionally valid and
not a violation of the right to freedom of expression.22
There are no specific online restrictions on sensitive topics. Anti-spam legislation, enacted in July
2014, requires opt-in consent to send commercial electronic messages. Critics of the legislation have
argued that it is overly broad and seeks to overregulate commercial speech. The constitutionality of
the law has not yet been tested.
Defamatory libel is punishable under the criminal code with imprisonment for a term not exceeding
five years (s. 301 of the criminal code). Human rights complaints regarding any potentially defamatory statements could also be decided through the mechanisms provided by the Human Rights Code
(Ontario) and the Canadian Human Rights Act, in situations where a potentially defamatory statement could also be construed as a violation of the provisions that protect a number of enumerated
groups.
Judicial rulings related to freedom of expression and defamation online have varied. In 2011, an
Ontario Supreme Court decision in the case of Baglow v. Smith established that the threshold for
prosecuting defamatory content from political blogs should be higher than in traditional forms of
media, since the blogosphere is “a place where readers expect to encounter disrespectful comments
and visceral rejoinders.”23 This case was originally decided by a summary judgment, or expedited
ruling, in September 2011, as the judge deemed it to be a relatively straightforward case; however,
the summary judgment was overturned by appeal in June 2012, and the full trial began on March 24,
2014. As of May 2014, the trial was still ongoing.
Libel tourism, or the practice of taking up a libel case in a jurisdiction considered to be more favorable to the plaintiff, is not a significant problem in Canada, although recent court rulings have
called into question whether there are adequate legal protections against such actions. In the case of
Breeden v. Black in 2012, the Supreme Court issued a ruling confirming that defamation takes place
where the content is published; however, as this pertains to the internet, the place where the content
is published could mean anywhere the content can be accessed, not just the jurisdiction in which it
was uploaded. The court recognized that this interpretation could lead to libel tourism, and indicated a willingness to consider applying the law according to where the most harm was done to the
plaintiff’s reputation, which in most cases would be the jurisdiction of their home country.
Citizens can be subject to legal sanction depending on the material that is being accessed. They
can be found guilty of possessing, accessing or even distributing child pornography if they post
images of it on the internet.24 This also extends to text messages, such as in a January 2014 case of
a teenager who had sent texts containing explicit images of another teenager and was convicted

22 Joseph Brean, “Court finds Internet hate speech law Section 13 to be constitutionally valid, doesn’t violate freedom of
expression,” National Post, February 2, 2014, http://news.nationalpost.com/2014/02/02/court-finds-internet-hate-speech-lawsection-13-to-be-constitutionally-valid-doesnt-violate-freedom-of-expression/.
23 Mark A.B. Donald, “Baglow v. Smith and online defamation in the blogosphere,” Canadian Journalists for Free Expression,
April 9, 2013, https://cjfe.org/resources/features/baglow-v-smith.

Kevin Bissett, “Douglas Hugh Stewart, New Brunswick Man, Gets 5 Years In Prison For Millions Of Child Porn Images,”
Huffington Post, November 14, 2011, accessed September 19, 2014, http://www.huffingtonpost.ca/2011/11/14/douglas-hughstewart-child-porn-sentence_n_1092964.html.
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of possession of child porn.25 Generally, writers, commentators, or bloggers are not subject to legal
sanction because of what they post on the internet.
Website owners, bloggers, and internet users in general are not required to register with the government. However, identification is required in order to purchase a mobile phone through a telecommunications company. Pay-as-you-go phones can be purchased without ID, since no contract is
required.
In a decision related to privacy protections for user’s identifying information, the Divisional Court in
2010 overturned an order in the case Warman v. Fournier requiring the named defendants, who run
an internet message board, to produce documents identifying several users who posted allegedly
defamatory comments on the message board. The Divisional Court found that the case engaged
both freedom of expression and privacy interests under the Charter, and that these interests should
be balanced against the public interest. It held that courts should adopt a process that provides
for a balancing of the interests at stake before identity information is disclosed by a party, noting
that otherwise, a plaintiff with no legitimate claim could, for example, misuse the court rules by
bringing a frivolous action against an ISP for the sole purpose of identifying an anonymous internet
commentator.26
In the past year, the Canadian parliament proposed two pieces of legislation—Bill C-13 and Bill S-4—
with implications for privacy and freedom of expression. Bill C-13, known as the Cyberbullying Bill,
would make it illegal to circulate explicit images online without the subject’s consent, but would also
grant legal immunity to telecommunication service providers who voluntarily hand over user’s information to the authorities.27 Bill S-4, the Digital Privacy Act, contained certain provisions that could
enhance users’ privacy online, including making it mandatory to notify consumers when a company
experiences a data protection breach. However, the bill could remove the court order requirements
in cases of copyright infringement lawsuits, effectively moving to a notice-and-takedown system.
Both pieces of legislation contain positive attempts to protect individual’s privacy online; however,
negative or vaguely worded provisions in the legislation require further consideration regarding
their implications for individual’s rights online. By May 2014, the end of this report’s coverage period,
both bills were still pending in parliament.
Users are allowed to use encryption software to protect their communications. Canadians are free
to develop, import, and use whatever cryptography products they wish.28 There are no laws in Canada that restrict the use of encryption or other security tools,29 although Ottawa offices have told
telecommunication companies that one of the conditions of obtaining a license to use wireless spectrum is to provide the government with the capability to bug the devices that use the spectrum. In

Dirk Messier, “Sexting B.C. teen found guilty of child pornography,” CTV News Vancouver, January 10, 2014, http://
bc.ctvnews.ca/sexting-b-c-teen-found-guilty-of-child-pornography-1.1633678 .

25
26

Warman v Fournier, 2010 ONSC 2126, 100 OR (3d) 648.

Evan Dyer, “Cyberbullying bill draws fire from diverse mix of critics,” CBC News, October 2, 2014, http://www.cbc.ca/news/
politics/cyberbullying-bill-draws-fire-from-diverse-mix-of-critics-1.2803637.

27

28 Industry Canada. Digital Policy Branch. Summary of Canada’s Policy on Cryptography: [Ottawa], 2013. http://www.ic.gc.ca/
eic/site/ecic-ceac.nsf/eng/gv00118.html.

Industry Canada. Digital Policy Branch. Cryptography, [Ottawa], 2013. http://www.ic.gc.ca/eic/site/ecic-ceac.nsf/eng/h_
gv00085.html.
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addition, as part of the requirements Ottawa has demanded companies to scramble encryption so
that it can be accessed by Canada’s law enforcement agencies.30
The June 2013 revelations about the online surveillance practices of the U.S. National Security
Agency (NSA) had a significant impact on discussions surrounding the practices and policies of the
Canadian government as well, particularly as Canada is a member of the Five Eyes alliance (along
with the United States, the United Kingdom, Australia, and New Zealand). It is difficult to know precisely what occurs with respect to online monitoring. The Communications Security Establishment of
Canada (CSEC) maintains that it does not monitor Canadians; however, leaked documents revealing
that U.S. and British intelligence agencies may have been able access to their citizens’ data through
the Five Eyes alliance calls this statement into question.
In Canada, Part VI of the criminal code governs the powers of law enforcement to engage in electronic surveillance of private communications when conducting criminal investigations. The criminal
code requires the production of annual reports on the details of the interceptions that occur, though
the information is aggregated and provides only limited insight into actual interception practices.
Canadian electronic surveillance for foreign intelligence is primarily undertaken by the National
Defense’s secretive Communications Security Establishment (CSEC), which operates in close cooperation with its U.S. counterpart and other allied intelligence networks. A commissioner is appointed
to review the actions of the CSEC and produce annual reports commenting on the adherence of the
agency to its legislative mandate in the National Defense Act of 1985. The commissioner’s annual
reports, while providing some oversight, offer little additional transparency, as no statistics on the
number of communications interceptions are reported.
Canada’s private sector privacy law (PIPEDA) requires consent for the collection, use, and disclosure
of personal information along with appropriate disclosure of privacy practices. The law features a
complaints mechanism that allows for individuals to direct complaints to the Privacy Commissioner
of Canada, who is independent of the government. While this process provides some measure of
oversight with respect to the collection, use, and disclosure of personal information by the private
sector, the activities of law enforcement are less well known. The Supreme Court of Canada has ruled
on the need for a court order or warrant for the disclosure of personal information by ISPs.
While oversight and review mechanisms exist regarding government surveillance, there are concerns
about the sufficiency of the system. For example, past statements by the head of the CSEC indicate
that the intelligence agency does not consider metadata to be subject to the same privacy protections accorded to content.31 Canadian privacy commissioners have also highlighted the privacy implications of metadata and information that is not typically classified as “content.” In May 2013, the
Privacy Commissioner of Canada released a report on the privacy value of IP addresses, noting that
one data point could lead to information on website habits that include sites on sexual preferences.32

Ron Deibert, “To protect Canadians’ privacy, telcos must shut the ‘back door’,” Globe and Mail, September 16, 2013, http://
www.theglobeandmail.com/globe-debate/to-protect-canadians-privacy-telcos-must-shut-the-backdoor/article14333544/ .

30

Canada. Parliament. Senate. Standing Senate Committee on National Security and Defence. Minutes of Proceedings. 1st
sess., 39th Parliament, Meeting Nos. 26, 27, 2007, http://www.parl.gc.ca/Content/SEN/Committee/391/defe/15evbe.htm?comm_
id=76&Language=E&Parl=39&Ses=1.

31

“What an IP address can reveal about you: a report prepared by the Technology Analysis Branch of the Office of the Privacy
Commissioner of Canada,” May 2013, https://www.priv.gc.ca/information/research-recherche/2013/ip_201305_e.asp.
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In July 2013, Ontario Privacy Commissioner Ann Cavoukian issued a primer on metadata for consumers, asserting that such data may be more revealing than content.33
In a decision on the case R. v. Vu in November 2013, the Supreme Court ruled that authorities must
obtain specific authorization to search computers or other electronic devices located on the premises outlined in a search warrant, noting that the “privacy interests implicated by computer searches
are markedly different from those at stake in searches of receptacles such as cupboards and filing
cabinets.”34
There were no documented cases of violence or physical harassment of internet users in Canada for
their online activities during the reported period.
There have been several high profile cyberattacks and data breaches in Canada, including some that
have involved the government. In 2011, a cyberattack apparently launched from China targeted several government agencies, including Defence Research and Development Canada, the civilian branch
of the Department of National Defence.35 Canadian universities have also reported a rise in cyberattacks over the past year.36 In May 2013, a study released by the U.K.-based International Cyber
Security Protection Alliance stated that nearly 70 percent of Canadian businesses had experienced
cyberattacks.37

Canada. Information and Privacy Commissioner. A Primer on Metadata: Separating Fact from Fiction. Ottawa, Ont., 2013.
http://www.privacybydesign.ca/content/uploads/2013/07/Metadata.pdf.

33

Supreme Court of Canada, R. v. Vu, 2013 SCC 60, [2013] 3 S.C.R. 657, November 7, 2013, http://www.canlii.org/en/ca/scc/
doc/2013/2013scc60/2013scc60.html?searchUrlHash=AAAAAQALMjAxMyBTQ0MgNjAAAAAAAQ.

34

Greg Weston, “Foreign hackers attack Canadian government,” CBC News, February 16, 2011, http://www.cbc.ca/news/
politics/foreign-hackers-attack-canadian-government-1.982618.

35

Eric Andrew-Gee, “Cyber attacks a growing problem for Canadian universities,” Toronto Star, September 22, 2013, http://
www.thestar.com/news/gta/2013/09/22/cyber_attacks_a_growing_problem_for_canadian_universities.html.

36

“Nearly 70 percent of Canadian businesses hit by cyber attacks, says year-long survey,” CTV News, May 8, 2013, http://
www.ctvnews.ca/sci-tech/nearly-70-of-canadian-businesses-hit-by-cyber-attacks-says-year-long-survey-1.1272687.

37

190

www.freedomhouse.org

FREEDOM
ON THE NET
2014

China
2013

2014

Population:

1.36 billion

Internet Freedom Status

Not
Free

Not
Free

Internet Penetration 2013:

46 percent

Obstacles to Access (0-25)

19

19

Limits on Content (0-35)

29

29

Violations of User Rights (0-40)

38

39

TOTAL* (0-100)

86

87

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

President and CCP General Secretary Xi Jinping framed the internet as a battlefield for
ideological control and appointed himself the head of a top-level internet security committee (see Introduction).

•

The State Internet Information Office consolidated content restrictions with a harsh
crackdown on rumors under newly appointed “Internet Tsar” Lu Wei (see Limits on Content and Violations of User Rights).

•

A September 2013 judicial interpretation criminalized a range of online content viewed
more than 5,000 times or shared by 500 internet users (see Violations of User Rights).

•

High-profile businessmen were among hundreds detained or interrogated for supposedly abusing their online influence as controls on microblogs tightened (see Violations
of User Rights).

•

Legal activist Xu Zhiyong was jailed for four years for disturbing order and “public spaces
on the internet” in April 2014 (see Violations of User Rights).

•

Telecommunications were shut off in a restive area of Xinjiang; and Uighur academic
Ilham Tohti was charged with antistate activity via his website (see Obstacles to Access
and Violations of User Rights).

•

A court in Hainan jailed an internet police officer for accepting bribes to issue takedown
notices via instant message to web platforms in his jurisdiction (see Limits on Content).
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Introduction
On September 21, 2014, the Sina corporation’s Weibo microblog blocked mainland Chinese users
from searching for the terms “boycott classes” and “Hong Kong.”1 The following day, students in the
territory launched a week-long strike and occupied city intersections to protest against a Chinese
government decision to screen candidates for chief executive in 2017 elections. Democracy activists
swelled their numbers, and by early October, tens of thousands of people had taken to the streets.
Observers feared the Chinese Communist Party (CCP) would extend internet restrictions implemented on the mainland to Hong Kong in order to suppress the demonstrations. Rumors that police
would shut down telecommunications networks spread on September 28. Protesters responded by
downloading applications like FireChat, a tool from a San Francisco-based developer which establishes a mesh network between smartphones, allowing them to communicate within a given range
without a cellular or internet signal.
In fact, this act alone illustrates the access, information, and digital rights enjoyed by Hong Kong
residents under the “one party, two systems” framework in place since the city reverted from British
to Chinese rule in 1997.2 The download page for FireChat is blocked in China, along with dozens of
apps that could facilitate political assembly.
Hong Kong’s internet shutdown never took place.3 Mainland authorities shut off access via stateowned enterprises which dominate the mainland telecommunications market. But service providers
in Hong Kong operate in a competitive environment that sustains an international financial sector, as
well as the political and corporate groups who support Beijing. Internet in Hong Kong is faster than
anywhere in the world except Japan and South Korea,4 and the chief executive must issue a warrant
under a state of emergency to disconnect it.5
Hong Kong protesters launched Facebook pages to facilitate communication with both police and
supporters overseas,6 and shared visuals of the umbrellas protestors used to shield themselves from
tear gas and pepper spray.7 In mainland China, Facebook is blocked and censors shut off access to
its photo-sharing platform Instagram on September 19 to stop the iconic images from spreading. In
Hong Kong, the South China Morning Post documented unfolding events in real time on its website.8

“On Eve of Student Strikes, Sina Weibo Censors “Hong Kong Boycott Classes,”” Fei Chang Dao, September 21, 2014, http://
blog.feichangdao.com/2014/09/on-eve-of-student-strikes-sina-weibo.html.

1

Freedom on the Net 2014 does not provide a ranking and analysis of internet freedom in Hong Kong. Noteworthy incidents
from the coverage period may be cited in the China report but are not considered in China’s score assessment.

2

inmediahk.net, “Hong Kong Protesters Shore Up Mobile Communications Tools in Face of Technical Threats,” Global Voices,
October 2, 2014, http://globalvoicesonline.org/2014/10/02/hong-kong-protesters-shore-up-mobile-communications-tools-inface-of-technical-threats/.

3

4

See, http://www.akamai.com/dl/akamai/akamai-soti-q114-infographic.pdf

inmediahk.net, “Fears of a Network Blackout Still Loom for Hong Kong’s Pro-Democracy Protesters,” Global Voices, October
2, 2014, http://globalvoicesonline.org/2014/10/02/fears-of-a-network-blackout-still-loom-for-hong-kongs-pro-democracy-protesters/.
5

6

See, https://www.facebook.com/hkpoliceanonymous; https://www.facebook.com/standbyyouoc.

Samanthi Dissanayake, “How the Humble Umbrella Became a HK Protest Symbol,” BBC News, September 29, 2014, http://
www.bbc.com/news/world-asia-china-29407067.

7

8 Danielle Belopotosky, “Updates From Hong Kong Protests,” New York Times, October 5, 2014,
http://news.blogs.nytimes.com/2014/10/05/live-updates-from-hong-kong-protests-on-oct-5/?_r=0.
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In mainland China, the outlet was added to the list of international media websites that are blocked
or filtered on October 5.9
Hong Kong’s robust internet freedom was eroded during the demonstrations. Sina cancelled the
Weibo accounts of some Hong Kong protesters, as did Tencent for its messaging service Weixin.10
Supporters of Occupy Central who downloaded an app supposedly connected with the movement
found it had installed malware on their devices. Security experts pointed out that even FireChat and
similar resources could potentially expose a user’s identity or location. Police detained several people, including a 13 year old, for allegedly conducting cyberattacks on government websites.11
But the impact was much more significant in China, which Freedom on the Net ranked third worst
in the world for internet freedom during the coverage period of this report, May 2013 through May
2014. Observers said censorship was more intense in October 2014 than it had been in June, during
the 25th anniversary of the military crackdown on 1989 protests in Beijing. An estimated twenty activists were detained for expressing support for the movement online.12 Information authorities distorted popular discourse online by amplifying state media commentary and nationalist voices. These
portrayed the rally as anything but a popular prodemocracy movement, including a foreign plot, and
in at least one case, a demonstration of support for Beijing.
Similar tactics were used throughout the past year as China’s internet freedom deteriorated. In May
2013, the State Internet Information Office (SIIO) launched an unusually broad crackdown on rumors
under newly-appointed CCP hardliner Lu Wei.13 In an internal speech at the National Propaganda
and Ideology Work Conference on August 19, first publicized by military and party commentators,
and later revealed in full by China Digital Times,14 President and CCP General Secretary Xi Jinping
described online information control using stronger rhetoric than Hu Jintao’s “guidance” and “channeling.” “The Internet has become the main battlefield for public opinion struggle,” he said in the
speech, which provided the ideological underpinning for the internet freedom decline.15 A month
later, Lu Wei articulated his approach in concrete terms, proposing more licensing for online platforms, more real name registration, more information management training for government and
private sector agents, and tighter controls on undesirable content.16
The emphasis on continuity disguised an important shift. The party’s Central Propaganda Department is traditionally considered the bastion of censorship, but the SIIO, established in 2011, is an

9

See, https://twitter.com/george_chen/status/518931908542341121 . It was later unblocked.

10

Weixin is the domestic version of an application Tencent launched globally as WeChat.

“Five Arrested Over Cyber Attacks,” RTKH English News, October 6, 2014, http://rthk.hk/rthk/news/englishnews/news.htm?main&20141006&56&1043317; “Security bolstered after hacking attempt,” news.gov.uk, October 4, 2014,http://www.news.
gov.hk/en/categories/admin/html/2014/10/20141004_143719.shtml; http://advocacy.globalvoicesonline.org/2014/10/22/authorities-are-abusing-hong-kongs-computer-crimes-law-to-stifle-protests/

11

12

See, https://pao-pao.net/article/199.

See, http://www.eeo.com.cn/ens/2013/0502/243372.shtml; http://renshi.people.com.cn/n/2013/0510/c139617-21438454.
html.

13
14

China Digital Times, http://bit.ly/1weBugI.

Qian Gang, “Parsing the “Public Opinion Struggle,” China Media Project, September 24, 2013, http://cmp.hku.
hk/2013/09/24/34085/.

15

China Copyright and Media, “State Internet Information Office Director Lu Wei outlines stronger focus on Internet governance,” September 17, 2013, http://chinacopyrightandmedia.wordpress.com/2013/09/17/state-internet-information-office-director-lu-wei-outlines-stronger-focus-on-internet-governance/.
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organ of the state.17 Lu Wei appears increasingly central to Xi Jinping’s internet strategy, and was
appointed in February 2014 to a panel on information technology and security policy which the
president himself heads, a role usually played by the premier.18 This high-level committee positions
internet development, governance, and cybersecurity as fundamental issues for Xi’s administration,
along with national security and economic reform.19
Xi’s renewed focus on cyberspace comes as China lobbies to change internet governance on a global
scale. The Internet Corporation for Assigned Names and Numbers (ICANN) is a non-profit organization responsible for internet protocol (IP) addresses and URLs, operating with input from nongovernmental stakeholders. In recent years, China has pushed to disempower these nongovernmental
groups by transferring ICANN’s regulatory powers to a governmental body, the United Nations International Telecommunication Union.20 The Chinese political system found new ways to suppress internet freedom domestically in 2014, even while technical, commercial, and legal constituents helped
sustain it in Hong Kong. More authoritarian influence over digital resource allocation could tip that
balance irrevocably in favor of the state.

Obstacles to Access
China reported 618 million internet users in January 2014.21 Average connection speeds were comparatively slow at 3.2 Mbps.22 Obstacles to access include poor infrastructure, particularly in rural
areas; a telecommunications industry dominated by state-owned enterprises; centralized control
over international gateways; and sporadic, localized shutdowns of internet access to quell social unrest. Nationwide blocking, filtering, and monitoring systems delay or interrupt access to international
websites.
Since 2011, internet adoption rates have slowed as the urban market approaches saturation, according to the China Internet Network Information Center (CNNIC), an administrative agency under the
Ministry of Industry and Information Technology (MIIT).23 Though the digital divide between urban
and rural areas narrowed marginally in 2013, 71 percent of users were based in cities, and more were
documented in Eastern China than in the less developed Central and Western regions combined.24
David Bandurski, “Ali Baba’s Cave and Pandora’s Box,” China Media Project, November 5, 2014, http://cmp.hku.
hk/2014/11/05/36885/.

17

Cindy, “Xi Jinping to Head Reform Panel,” China Digital Times, January 2, 2014, http://chinadigitaltimes.net/2014/01/xi-jinping-head-reform-panel/.

18

Amy Li, “Chinese Worried About More Censorship as Xi Jinping Heads New Web Security Panel,” South China Morning
Post, February 28, 2014, http://www.scmp.com/news/china-insider/article/1437031/chinese-worried-about-more-censorshipxi-jinping-heads-new-web; Paul Mozur, “In China, Internet Czar Is Taking a Blunt Tone,” Bits (blog) New York Times, October
31, 2014, http://bits.blogs.nytimes.com/2014/10/31/in-china-internet-czar-is-taking-a-blunt-tone/?_r=1; Shannon Tiezzi, “Xi
Jinping Leads China’s New Internet Security Group,” The Diplomat, February 28, 2014, http://thediplomat.com/2014/02/xi-jinping-leads-chinas-new-internet-security-group/.
19

Stacie L. Pettyjohn, “Net Gain,” Foreign Affairs, April 10, 2014, http://www.foreignaffairs.com/articles/141122/stacie-l-pettyjohn/net-gain.

20

21 CNNIC, “The CNNIC Released the 33rd Statistical Report on Internet Development in China,” News Release, January 16,
2014, http://www1.cnnic.cn/AU/MediaC/rdxw/hotnews/201401/t20140117_43849.htm.

http://www.akamai.com/dl/akamai/akamai-soti-q114-infographic.pdf . http://cn.chinacache.com/ueditor/php/upload/20130808/13759259482880.pdf

22

CNNIC, [The 28th Report on the Development of the Internet in China] (Beijing: CNNIC, 2011), http://www.cnnic.cn/research/bgxz/tjbg/201107/P020110721502208383670.pdf.

23
24
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Penetration rates vary by province, from Beijing (75 percent) to southeast Jiangxi (32 percent).25
Overall internet penetration was 46 percent.26 The Center reported a gender divide of 56 percent
male to 44 percent female.
Mobile replaced fixed-line broadband (which has dwarfed dial-up since 200527) as China’s preferred
means of accessing the internet for the first time in 2012. By December 2013 the 500 million mobile internet users reported by the CNNIC was more than double the 210 million fixed broadband
subscriptions.28
Authorities exercise tight control over cybercafes and other public access points, which are licensed
by the Ministry of Culture in cooperation with other state entities.29 By 2012, chains had absorbed
around 40 percent of cybercafes.30 More than 10,000 locations closed between 2011 and 2012,31 and
cybercafes provided access for less than 20 percent of internet users in 2013.32
Costly, inefficient broadband service helps to account for the shift toward mobile. The Beijing-based
research company Data Centre of China Internet reported that the average cost of 1 Mbps of bandwidth was 469 times more on the mainland than in Hong Kong in 2011.33 The same year, an antimonopoly investigation accused state-owned China Telecom and China Unicom of abusing their market
dominance to manipulate broadband pricing in the first use of a 2008 antimonopoly law against
state enterprises.34 The telecom giants revised their internetwork pricing structures to allow rivals
access to their infrastructure,35 and customers can now choose from among scores of private internet service providers (ISPs).36 The MIIT ordered homes constructed within reach of public fiber-optic

25

CNNIC, http://www1.cnnic.cn/IDR/ReportDownloads/201404/U020140417607531610855.pdf

CNNIC, [The 31st Report on the Development of the Internet in China]. http://www1.cnnic.cn/IDR/ReportDownloads/201404/U020140417607531610855.pdf

26

“CNNIC Releases Internet Report: China’s Internet Users Exceed 100 Million,” Xinhua News, July 22, 2005, http://news.xinhuanet.com/newmedia/2005-07/22/content_3251081.htm.

27

28 163.com web portal visualization of CNNIC, [The 31st Report on the Development of the Internet in China], http://tech.163.
com/special/cnnic30/#full.

These include the Public Security Bureau and the State Administration for Industry and Commerce. “Yi Kan Jiu Mingbai
Quan Cheng Tu Jie Wang Ba Pai Zhao Shen Qing Liu Cheng” [A look at an illustration of the whole course of the cybercafé license application process], Zol.com, http://detail.zol.com.cn/picture_index_100/index997401.shtml.
29

“China’s 2013 Internet Café Market Down 13% YoY,” 17173.com, April 28, 2013, http://www.marbridgeconsulting.com/marbridgedaily/2013-04-28/article/65634/chinas_2013_internet_caf_market_down_13_yoy.
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http://games.qq.com/z/zt/2013cybercafe/index.htm
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CNNIC, [The 31st Report on the Development of the Internet in China], 21.

“Zhong Guo Kuandai Yong hu Diaocha” [Survey of China’s Broadband Users], Data Center of China Internet, 2011-2012,
http://www.dcci.com.cn/media/download/905430773daab3f27453929ee140539fdc12.pdf. The center has not released data for
2012.
33

Jan Holthuis, “War of the Giants – Observations on the Anti-Monopoly Investigation in China Telecom and China Unicom,
HIL International Lawyers & Advisers, March 2, 2012, http://legalknowledgeportal.com/2012/03/02/war-of-the-giants-observations-on-the-anti-monopoly-investigation-into-china-telecom-and-china-unicom/; “Tighter Rules for Telecom Costs,” Shanghai
Daily, April 26, 2012, http://www.china.org.cn/business/2012-04/26/content_25241615.htm.

34

35 Lu Hui, “China Telecom, China Unicom Pledge to Mend Errors after Anti-monopoly Probe,” Xinhua News, December 2,
2011, http://news.xinhuanet.com/english2010/china/2011-12/02/c_131285141.htm; “Guo Jia Guang Dian Wang Luo Gong Si
Jiang Qiang Cheng Li Zhong Yi Dong Wei Can Yu Chu Zi” [State Radio and Television Networks Will be Set Up], Sina, November
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networks be connected via a selection of service providers from April 2013 onward.37 A “Broadband
China” government strategy issued in August 2013 aims to boost penetration to 70 percent nationwide by 2020, 3G mobile internet penetration to 85 percent, and increase connection speeds to 50
Mbps in cities and 12 Mbps in rural areas, with Gbps speeds promised in bigger cities.38 In 2013,
however, the average speed in Shanghai was 5.4 Mbps, compared to 2.6 Mbps in the slowest province, Qinghai.39
State-owned China Mobile, China Telecom, and China Unicom dominate the mobile market, but in
December 2013 and January 2014, the MIIT issued licenses to 19 companies to provide telecommunications service by leasing network infrastructure.40 The MIIT issued 4G licenses to the three providers in December 2013.41 High prices have slowed 3G adoption in China, especially as some social
networks allow users to exchange messages at low cost via 2G handsets, which accounted for 31
percent of mobile internet access in 2013, according to one report.42 In May 2014, the government
formally authorized the three major players to set pricing for services according to market forces,
resulting in price cuts.43
Despite these signs of liberalization, six state-run operators maintain China’s gateways to the international internet, giving authorities the ability to cut off cross-border information requests.44 All service providers must subscribe via the gateway operators under MIIT oversight.
The government has shut down access to entire communications systems in response to specific
events, notably imposing a 10-month internet blackout in the Xinjiang Uighur Autonomous Region—
home to 22 million people—after ethnic violence in the regional capital, Urumqi, in 2009.45 Since
then, authorities have enforced smaller-scale shutdowns, including one in Xinjiang’s southern Hotan
city in June 2013 which affected cellphone service, internet and the messaging app Weixin for several weeks in the wake of a clash between police and locals over the detention of a religious leader.46
In January 2014, analysts said a massive internet outage affecting most of the country may have
been caused by censorship technology mistakenly redirecting the nation’s traffic to specific internet
addresses instead of blacklisting them. The volume of traffic quickly overwhelmed the addresses,
crashing their host servers and effectively shutting down internet service for around eight hours.47

37 Shen Jingting, “New Residences Required to Provide Fiber Network Connections,” China Daily, January 9, 2013, http://usa.
chinadaily.com.cn/business/2013-01/09/content_16099801.htm.
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http://www.miit.gov.cn/n11293472/n11293832/n13095885/15586409.html

“China’s Broadband Speeds Show Shanghai Zooming Ahead [INFOGRAPHIC],” Tech in Asia, September 20, 2012, http://
www.techinasia.com/china-broadband-speeds-2012-infographic/; http://www.chinawebreport.com/images/PDF/2013CIR.pdf
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See, http://www.asiaott.com/2014/04/14-5753.html.
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See, http://www1.cnnic.cn/IDR/ReportDownloads/201404/U020140417607531610855.pdf.

See, https://gsmaintelligence.com/analysis/2014/06/half-a-billion-chinese-citizens-have-subscribed-to-the-mobile-internet/432/.
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See, http://www.bjreview.com.cn/business/txt/2014-05/26/content_621017.htm; http://online.wsj.com/news/articles/SB100
01424052702304655304579551373204515160. Prices were previously regulated by the government.
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CNNIC, [The 31st Report on the Development of the Internet in China], 21.
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See, http://www.foreignpolicy.com/articles/2014/04/21/life_on_chinas_censored_uighur_web.

46 See, http://www.nytimes.com/2013/08/27/world/asia/over-news-of-clash-a-shroud-of-silence-in-xinjiang.html?pagewanted=all&_r=1&.
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Several government and CCP agencies are responsible for internet censorship at the local and national level. The State Internet Information Office was created in 2011 to streamline regulation of
online content, punish violators, and oversee telecommunications companies.48 Two regulatory bodies, the State Administration of Radio, Film, and Television (SARFT) and the General Administration
for Press and Publications (GAPP), merged in March 2013 to form the State Administration of Press,
Publications, Radio, Film and Television.49

Limits on Content
The CCP propaganda department, government agencies and private companies employ thousands
of people to monitor, censor, and manipulate content. Routine censorship is reinforced during
politically sensitive events or breaking news. Even this manipulated online environment, however,
provides more space for average citizens to express themselves criticize the state than any other medium in China.
A range of issues are systematically censored, including independent evaluations of China’s human
rights record, and treatment of ethnic minorities and the banned Falun Gong spiritual group.50
Criticism of individuals, policies or events considered integral to the one-party system is tightly controlled, but the nature of that control is subject to change. In June 2013, Sina Weibo briefly stopped
banning searches for the “June 4th incident,” instead hiding results that referenced the 1989 military
crackdown on student-led protests in Beijing; it also removed the candle emoticon often used to
indicate sympathy, and, when users complained, blocked searches for the word “candle.”51 In 2014,
censorship intensified in advance of the 25th anniversary of the protests to encompass phrases like
“return to Tiananmen.”52 In May, one blog reported that a user-generated encyclopedia hosted by
Baidu had entries for 1988 and 1990, but not 1989.53
Yet political discourse can be vigorous online, even about democracy and constitutional government.54 This is partly because leaders redefined democratic governance as “the Chinese Communist

The State Internet Information Office operates under the jurisdiction of the State Council Information Office. “China
Sets Up State Internet Information Office,” China Daily, May 4, 2011, http://www.chinadaily.com.cn/china/2011-05/04/content_12440782.htm. See also “New Agency Created to Coordinate Internet Regulation,” China Media Bulletin, May 5, 2011,
http://www.freedomhouse.org/article/china-media-bulletin-issue-no-21#3.

48
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http://www.atimes.com/atimes/China_Business/CBIZ-01-300114.html

A study conducted in 2011 by scholars at Carnegie Mellon found that up to 53 percent of microblog posts generated
from Tibet were deleted. Byron Spice, “Carnegie Mellon Performs First Large-Scale Analysis of ‘Soft’ Censorship Media in China,”
Carnegie Mellon University, March 7, 2012, http://www.cmu.edu/news/stories/archives/2012/march/march7_censorshipinchina.
html.
50

See,http://offbeatchina.com/subtle-censorship-at-its-finest-weibo-took-out-candle-icon-ahead-of-tiananmen-anniversary;
https://en.greatfire.org/blog/2013/may/sina-testing-subtle-censorship-ahead-tiananmen-anniversary-0.

51

52 See, http://blog.feichangdao.com/2014/02/2014-tiananmen-censorship-season-begins.html; http://blog.feichangdao.
com/2014/05/as-25th-anniversary-of-june-4-1989.html.
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See, http://blog.feichangdao.com/2014/05/25-years-after-tiananmen-baidus.html.

See, english.caijing.com.cn/2013-07-16/113046054.html; King, Pan, and Roberts, “How Censorship in China Allows Government Criticism but Silences Collective Expression.” http://gking.harvard.edu/publications/randomized-experimental-study-censorship-china; Ashley Esarey and Xiao Qiang, “Digital Communication and Political Change in China,” International Journal
of Communication 5 (2011), 298–319, http://ijoc.org/index.php/ijoc/article/view/688/525. Xiao Qiang was an advisor for this
report.
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Party governing on behalf of the people” in 2005.55 But officials also want to monitor public sentiment, debunk enemy ideology without triggering censorship,56 and conduct internal power struggles. Censors employed by Sina allowed “more room for discussions on democracy and constitutionalism because there are leaders who want to keep the debate going,” according to one report.57
At the same time, forums on “constitutionalism” were banned on at least one platform in 2014 after
it became associated with a fledgling civic movement,58 suggesting social movements are perceived
as more of a threat than opinion.59 According to one 2014 study, “even posts that praise the government are censored if they pertain to real-world collective action.”60
Censors will downplay civic crusades even at the expense of public health. In March 2014, censorship
of protests against a local chemical plant in Maoming may have helped perpetuate disinformation,
according to one commentator.61 Similarly, officials were investigating “rumors” about water pollution in Lanzhou, the capital of Gansu province, a month before they acknowledged it was unsafe to
drink.62
Names of dissenters with social capital are often censored. Examples during the coverage period
include “Tan Zuoren,” when the freelance journalist who investigated schools damaged in the 2008
Sichuan earthquake ended a five year jail term,63 and “Cao Shunli,” after the human rights activist
died in jail.64 Blocks on “Xu Zhiyong” implemented during the lawyer’s detention for antigovernment
protests were lifted to publicize a negative verdict,65 though a speech he made during his appeal
was censored.66
In 2013, the trend of targeting influencers broadened to encompass “Big V,” Weibo’s term for VIP users with millions of followers. Hundreds of users were questioned or detained across the country in
a government campaign to stamp out rumors,67 and use of Weibo dropped.68 Outspoken users had
55

Richard McGregor, The Party: The Secret World of China’s Communist Rulers (New York: Harper Collins, 2010), 20.
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See, http://www.qstheory.cn/zxdk/2013/201321/201310/t20131030_284158.htm.

See, http://www.reuters.com/article/2013/09/12/us-china-internet-idUSBRE98A18Z20130912?feedType=RSS&feedName=technologyNews.
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See, http://blog.feichangdao.com/2014/01/global-times-says-ok-to-advocate-new.html; http://opinion.huanqiu.com/editorial/2014-01/4781693.html.

58

59 “Preventing the organization of protests is as important, if not more important, than preventing users from reading unapproved content.” Jedidiah R. Crandall et al., “ConceptDoppler: A Weather Tracker for Internet Censorship,” Conference Paper
for the 14th ACM Conference on Computer and Communications Security, October 29-November 2, 2007, http://www.csd.uoc.
gr/~hy558/papers/conceptdoppler.pdf; King, Pan, and Roberts, “How Censorship in China Allows Government Criticism but
Silences Collective Expression.”
60

See, http://gking.harvard.edu/files/gking/files/experiment_0.pdf.

61

See, http://qz.com/195040/in-recent-protests-chinas-censorship-fueled-dissent-instead-of-quashing-it/.

62 See, http://globalvoicesonline.org/2014/04/12/cancer-causing-chemical-pollutes-chinese-city-lanzhous-water-supply/;
http://politics.caijing.com.cn/2014-04-11/114091469.html.
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See, http://chinadigitaltimes.net/2014/04/sensitive-px-protests-tigers/.

See, http://blog.feichangdao.com/2014/03/hours-after-cao-shunli-reportedly-dies.html; http://blog.feichangdao.
com/2014/03/united-nations-statement-on-cao-shunli.html.
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See, http://blog.feichangdao.com/2014/01/xu-zhiyong-sentenced-to-4-years.html.
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See, http://cmp.hku.hk/2014/04/11/35265/.

67 See, http://www.washingtonpost.com/world/china-launches-clear-sky-campaign-to-purge-internet-of-porn-rumors-dissent/2014/04/17/62ad2e7d-494e-4d10-bd29-d8dc828b3dcb_story.html?wprss=rss_technology.
68 See, http://www.forbes.com/sites/ccuster/2014/02/04/the-demise-of-sina-weibo-censorship-or-evolution/; http://offbeatchina.com/as-beijings-online-rumor-crackdown-intensifies-chinese-bloggers-seek-to-un-verify-themselves.
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their accounts cancelled on Weibo and other platforms. Novelist Hao Qun, who writes as Murong
Xuecun, told The New York Times all his social media sites were deactivated in May.69
Anti-pornography and anti-rumor campaigns are a longstanding cover for censorship of social and
political content. The SIIO shut down more than 100 grassroots news websites between May and
June 2013.70 In April 2014, another 3,300 social media accounts were deleted in an anti-pornography
sweep.71
The government is not transparent about content controls, telling international reporters in September 2013 that “the perception that the government has placed any restrictions on the Internet is
untrue.”72 Blacklists periodically leak online, but are not officially published. Censorship decisions are
arbitrary, opaque, and inconsistent, in part because so many individuals and processes are involved.
There are no formal avenues for appeal. Criticism of censorship is censored.73
In January 2014, a handful of global news websites were inaccessible for two days after they reported the findings of an International Consortium of Investigative Journalism report about elite politicians using offshore tax havens.74 Censorship like this is a result of the automated, technical blocking
of foreign websites commonly referred to as China’s “Great Firewall.” In some cases, whole domain
names or IP addresses are blocked with an explicit message about illegal content. Other interventions are less visible. Slow speeds characteristic of throttling, which delays the loading of webpages,
has also been documented.75
Authorities also use deep packet inspection to scrutinize both a user’s request for content and the
results returned for blacklisted keywords. Once detected, the technology signals both sides of the
exchange to temporarily sever the connection. This granular control is less noticeable to users because specific pages can be blocked within otherwise approved sites, and because the interruption
appears to result from a technical error.76 Security forces can also monitor who is accessing banned
content.77
Filtering is heterogeneous, depending on timing, technology, and geographical region. ISPs reportedly place filtering devices differently, in the backbone and even in provincial-level internal networks,
a development that would potentially allow interprovincial filtering.78 The University of Macau’s new
69 See, http://www.nytimes.com/2013/09/11/world/asia/china-cracks-down-on-online-opinion-makers.html?pagewanted=2&_r=1&partner=rssnyt&emc=rss.
70

See, http://news.china.com.cn/2013-07/31/content_29584025.htm.
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See, http://www.bloomberg.com/news/2014-04-24/sina-stock-falls-on-anti-porn-crackdown-china-overnight.html.
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King, Pan, Roberts “How Censorship in China Allows Government Criticism but Silences Collective Expression.”

See, http://en.rsf.org/chine-china-censors-reports-about-elite-24-01-2014,45781.html; http://www.theguardian.com/
world/2014/jan/09/guardian-website-unblocked-china.
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“In Tandem with Slower Economy, Chinese Internet Users Face Slower Internet This Week,” China Tech News, November 6,
2012, http://www.chinatechnews.com/2012/11/06/18835-in-tandem-with-slower-economy-chinese-internet-users-face-slowerinternet-this-week.
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Ben Wagner, “Deep Packet Inspection and Internet Censorship: International Convergence on an ‘Integrated Technology
of Control,’” Global Voices Advocacy, June 25, 2009, http://advocacy.globalvoicesonline.org/2009/06/25/study-deep-packet-inspection-and-internet-censorship/.
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Villeneuve, Breaching Trust.

X. Xu, Z. Mao, and J. Halderman, “Internet Censorship in China: Where Does the Filtering Occur?” Passive and Active Measurement, Springer, 2011, 133–142, http://pam2011.gatech.edu/papers/pam2011--Xu.pdf.
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campus in southern Guangdong province, meanwhile, advertised unfiltered internet access.79 However, reports that the same would apply in a special economic zone in Shanghai proved inaccurate.80
As political upheaval flared in Taiwan and Hong Kong in 2014, censors sought to shut off interaction
with the mainland, disrupting mainland access to chat applications like KakaoTalk and LINE those
communities used to mobilize, and censoring vocabulary specific to political developments. 81
Mobile service providers also monitor text messages and delete pornographic or other “illegal” content.82 Users report receiving blank messages in place of banned keywords, though what content is
banned appears to vary.83
Select web applications are totally blocked, isolating the Chinese public from an international network of user-generated content. The video-sharing platform YouTube and social media sites like
Facebook, Twitter, Google+, and Foursquare are consistently inaccessible, but popular among Chinese users who employ circumvention tools.84 Document-sharing applications like Google’s cloud
storage service, Drive, are also blocked,85 and other Google applications like Calendar and Translate
became inaccessible in June 2014, just outside the coverage period of this report.86 Domestic internet firms are quick to fill the void, but must prevent banned content from circulating as part of their
licensing requirements. Chinese company executives also benefit from political patronage.87
Many social media applications produce sanitized versions for the mainland Chinese market:
In late 2013, researchers at the University of Toronto-based Citizen Lab reported that the Japanese
messenger service Line automatically censored keywords typed by users who set their country to
China while installing the application. Messages containing the banned words would be disabled before sending, and replaced by asterisks when received, the research revealed.88

Li Xueying, “Uncensored Internet for Macau university’s new campus,” The Straits Times/ANN via The Jakarta Post, August
2, 2013, http://www.thejakartapost.com/news/2013/08/02/uncensored-internet-macau-universitys-new-campus.html.

79

80 Andrew Leonard, “China’s Facebook Concession,” Salon, September 25, 2013, http://www.salon.com/2013/09/25/chinas_facebook_concession/.
81 See, http://advocacy.globalvoicesonline.org/2014/05/31/censors-on-china-still-doesnt-want-anyone-talking-about-tiananmen/.
82 “China Mobile Users Risk SMS Ban in Porn Crackdown,” Agence France-Presse, January 13, 2010, http://www.google.com/
hostednews/afp/article/ALeqM5jF6dl0QS_1q8Eub7W73BSRNwdJWQ; Elaine Chow, “So About that Sexting Ban in China,”
Shanghaiist, January 20, 2012, http://shanghaiist.com/2010/01/20/okay_so_that_sexting_ban_in_china.php.
83 Elaine Chow, “An Alleged List of Banned SMS Terms from China Mobile and Co.,” Shanghaiist, January 4, 2011, http://
shanghaiist.com/2011/01/04/an_alleged_list_of_banned_sms_terms.php#photo-1.
84 Rebecca MacKinnon, “China Blocks Twitter, Flickr, Bing, Hotmail, Windows Live, etc. Ahead of Tiananmen 20th Anniversary,”
CircleID, June 2, 2009, http://www.circleid.com/posts/20090602_china_blocks_twitter_flickr_bing_hotmail_windows_live/
85 Mo Zhixu, “The Advent of a National LAN in China,” Independent Chinese PEN Center, July 3, 2014, http://www.penchinese.
org/english/mo-zhixu%EF%BC%9Athe-advent-of-a-national-lan-in-china. Steven Musil, “Google Drive Crashes into China’s
Great Firewall,” Cnet, April 25, 2012, http://news.cnet.com/8301-1023_3-57421540-93/google-drive-crashes-into-chinas-greatfirewall/.
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See, http://www.nytimes.com/2014/06/03/business/chinas-battle-against-google-heats-up.html.

87 “Tech Company Leaders Join Legislative, Advisory Bodies,” China Media Bulletin, March 7, 2013, http://www.freedomhouse.
org/cmb/82_030713#3.
88 Seth Hardy, “Asia Chats: Investigating Regionally-based Keyword Censorship in LINE,” Citizen Lab, November 14, 2013,
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Apple removed anticircumvention apps Open Door from its app store in October 2013;89 and FreeWeibo in December.90 The company had rejected another app for sharing books that are banned in
China in April.91
LinkedIn, which censors briefly blocked in 2011,92 launched a Chinese-language version in early 2014.
“We are opposed to censorship…[but] that’s going to be necessary for us to achieve the kind of scale
that we’d like to be able to deliver to our membership,” Chief Executive Jeff Weiner told The Wall
Street Journal. LinkedIn informed users when their content would not be visible in China.93
In February 2014, the censorship watchdog nonprofit organization Great Fire said Microsoft’s search
engine Bing was censoring results for search terms banned in China, like “Dalai Lama,” even outside
China.94 Microsoft denied intentionally manipulating the results, but internet researcher Rebecca
Mackinnon reported that the error was a result of the company’s algorithm sorting content by popularity.95 The number of users in mainland China accessing government-approved results about the
Tibetan spiritual leader caused Bing to reflect the same censorship elsewhere.
In August 2013, Weixin’s international version WeChat suspended the account of a popular overseas
Chinese-language web portal that is blocked in China, even on its supposedly uncensored international version.96
Instant-messaging services such as Tom-Skype and QQ include programming that downloads updated keyword blacklists regularly.97 Other companies employ people to delete posts, sometimes
before they appear to the public.98 Experts say staff members receive as many as three censorship
directives per day by text message, instant message, phone call, or e-mail.99 Most of these directives
come from local propaganda agents. However, the CCP established party branches in four microblog
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Keith B. Richburg, “Nervous Unrest, Chinese Authorities Block Web Site, Search Terms,” Washington Post, February 25, 2011,
http://www.washingtonpost.com/world/nervous-about-unrest-chinese-authorities-block-web-site-search-terms/2011/02/25/
ABPdw5I_story.html.
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company offices in 2012 to improve compliance, according to news reports.100 In a November 2013
article published in Tibet, the local party leader pledged to establish CCP units or send political instructors to conduct ideological education in website offices.101
Provincial police also have authority to issue takedown notices to local companies. In April 2014, local and international media reported that Wei Yining, an internet police official in Hainan province,
was jailed for 10 years for accepting more than 280 bribes to issue such notices to Hainan-based
web forums Tianya and Kaidi. The bribes were paid by internet police in other jurisdictions, who
should have submitted their deletion requests to Wei’s department for approval, but instead paid
him to contact the companies directly via instant message. One colleague in Hubei paid 483,000
yuan ($78,000) in one year. 102
Other content has been suppressed by private actors. In June, Beijing-based Caixin Magazine reported that a China Central Television executive under investigation for bribery had asked website operators to delete posts on behalf of other companies.103 Search engines also remove or highlight results,
possibly including negative ones about their own performance, according to one analysis.104

Microblog vs Micromessage
More than half of China’s internet users had registered for a microblog account by January
2013.105 Many companies offer services, but the most prominent are Sina’s Weibo (“microblog”)
and Tencent’s Weixin (“micromessage”). In April 2013, news agencies were told to register official microblog accounts with their government sponsor.106
Weibo’s distinct feature is the comment thread developed in response to individual posts,
which are lost if that post is censored; the feature can also be shut off to prevent posts from
gaining traction.107 In March 2014, Sina’s prospectus to the U.S. Securities and Exchange Commission reported 129 million Weibo users active every month and 61 million active daily,108
though a research study from Hong Kong said the majority of posts were generated by just
ten percent of users, while thousands of others were zombie accounts created for marketing
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or spam.109 Sina’s efforts to manage Weibo content are well documented. Staff, reportedly 150
of them working 12-hour shifts at a time,110 delete individual posts or accounts, often with 24
hours of an offending post, but sometimes long after publication;111 make published posts
visible only to the account owner; and personally warn individuals.112 Hundreds of terms have
been automatically filtered from Weibo search results over time.113
Weibo was punished with restrictions on some of its functions in 2012 for failing to curb rumors.114 In November 2013, following the intensified antirumor campaign, Weibo said 1,000
accounts were shuttered for posting false information out of a total 100,000 accounts disabled
for harassment and other violations.115 Activity on the platform dropped an estimated 70
percent.116 By January 2014, the CNNIC report reported that 38 percent of Weibo users had
migrated to Weixin.117
In 2014, Tencent reported a combined 396 million monthly active users for Weixin and its
international equivalent, WeChat. Users have the option to restrict updates to a closed circle
of connections, and can send audio messages that bypass keyword censors, so some activists
prefer it.118 Yet the service still polices political content. In what users described as a “massacre”
in March 2014, Tencent’s Weixin closed dozens of accounts, including one run by investigative
journalist Luo Changping.119 Dissidents Hu Jia and Bei Feng both reported their accounts deleted during the coverage period.120

Propaganda officials also manipulate online content, instructing internet-based outlets to amplify
content from state media. In one example from the coverage period, the State Council Information
Office reportedly instructed: “Media that report on the knife attack incident that occurred March 1
Patrick Boehler, “Almost All Weibo Messages are Generated by Just 5 Per Cent of Users,” South China Morning Post, April 8,
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pone.0058356#pone.0058356-China1.
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at the Kunming railway station must strictly adhere to Xinhua News Agency wire copy or information provided by local authorities. Do not treat the story with large headlines; do not publish grisly
photos.”121 In April 2013, regulators instructed journalists operating online not to post articles from
overseas websites or independently upload information obtained while reporting.
Since 2005, propaganda units at all levels have trained and hired web commentators to post progovernment remarks and lead online discussions.122 They also report users who have posted offending statements, target government critics with negative remarks, or deliberately muddy the facts
of a particular incident.123 Coordinated smear campaigns aim to discredit high profile government
critics.124
These methods are not always effective. Many commenters are more concerned about filling their
quota than mounting a convincing argument, and web users are wary of content manipulation.
Companies also pay for astroturfing—positive comments promoting products or services—which
further erodes public trust in online content. Commercial commenters are colloquially known as the
“internet water army.”125
In March 2014, state news agency Xinhua announced the latest round of internet supervision
training courses for officials across government institutions, including the police and the judiciary. The courses, which offer five qualifications from assistant to senior manager, cost 6,800 yuan
($1,108).126 Government employees also openly engage citizens in online discussions. In October
2013, an opinion monitoring official at the People’s Daily newspaper said that the quantity of posts
by government-run and traditional media Weibo accounts had overtaken those by the Big V online
personalities.127
Despite the technical filtering, enforced self-censorship, and manipulation, the internet is a primary
source of news and forum for discussion, particularly among the younger generation. Chinese cyberspace is replete with online auctions, social networks, homemade music videos, a large virtual
gaming population, and spirited discussion of some social and political issues. Overtly political organizations, ethnic minorities, and persecuted religious groups remain underrepresented, though
they have used the internet to disseminate banned content, and overseas media and human rights
groups report sending e-mail to subscribers in China with news, instructions on circumvention tech-

121
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nology, or copies of banned publications. Civil society organizations involved in charity, education,
health care, and other social and cultural issues often have a vigorous online presence.
The word “netizen”—a direct translation of the Chinese wangmin, or citizen of the internet—conveys
the legitimate sense of civic engagement associated with online exchanges. Microblogs have amplified these dynamics and generated a strong sense of empowerment among many Chinese users,
censorship notwithstanding.128 Whereas Chinese citizens traditionally trek to the seat of power to
present their grievances, digital technologies offer a way to overcome the geographic, financial, and
physical challenges of such petitioning. Moreover, despite the leadership’s dread of collective action,
officials do yield to public pressure. Low-level government wrongdoing is kept in check, with officials
frequently exposed for overspending on entertainment or designer watches, a sign of possible corruption.129 As the public opinion monitoring trend shows, officials do seek to gauge, and are influenced by, the public’s response.
The transformative effect of online activism in China is undeniable, and yet the solutions that result
from these high-pressure encounters typically fall short of systemic reform or democratic decision
making. Consequently, they fail to ensure meaningful accountability.130 Censors intervene if campaigns gain too high a profile or implicate overall CCP governance. In the past year, some NGOs
found their ability to fundraise using e-commerce platforms obstructed, including a rural library
project which was forced to close in September 2014.131
Mobilization can also have a negative impact. Nationalism and xenophobia are prominent components of Chinese cyberspace, though censorship targeting rational dissent instead of inflammatory
discourse arguably magnifies their impact. In March 2014, when students in Taiwan occupied the
legislature to protest against a free trade pact with the mainland, Weibo said 60 percent of microbloggers polled called the action “irrational,” but censored posts that compared it with June 4.132
Users combat censorship by opening versions of the same blog on different sites and circulating
banned information directly through peer-to-peer networks, which bypass central servers. Text rendered as image, audio, or video files evades keyword sensors. Humorous neologisms substitute for
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banned keywords,133 forcing censors to filter seemingly innocuous vocabulary like “tiger.”134 This version of the Chinese internet does not resemble a repressed information environment so much as “a
quasi-public space where the CCP’s dominance is being constantly exposed, ridiculed, and criticized,
often in the form of political satire, jokes, videos, songs, popular poetry, jingles, fiction, Sci-Fi, code
words, mockery, and euphemisms.”135
Software developers, both domestic and overseas, offer virtual private networks (VPNs), which encrypt the user’s traffic and reroute it through a server outside the firewall to circumvent technical filtering. Users tend to adopt these tools at politically important moments when censorship is heaviest,
but continue to use them thereafter.136137 In 2011, internet security experts noticed activity indicating
that Chinese ISPs may have been testing a new system for identifying the type of encryption indicative of circumvention.138 In 2012, China Unicom was reportedly cutting connections when it detected
VPN usage.139 Even when not actively disrupted, encryption may attract surveillance.140 In December
2013, censors disrupted access to peer-to-peer circumvention tool, Lantern.141 In May 2014, government officials announced plans to mandate inspections of international technology products and
services.142

Violations of User Rights
Article 35 of the Chinese constitution guarantees freedoms of speech, assembly, association, and
publication, but such rights are subordinated to the CCP’s status as the ruling power. In addition,
the constitution cannot, in most cases, be invoked in courts as a legal basis for asserting rights. The
judiciary is not independent and closely follows party directives, particularly in politically sensitive
freedom of expression cases. China lacks specific press or internet laws, but government agencies
issue regulations to establish censorship guidelines. Regulations—which can be highly secretive—
are subject to constant change and cannot be challenged by the courts. Prosecutors exploit vague
provisions in China’s criminal code, laws governing printing and publications, and state secrets legislation to imprison citizens for online activity.
The legal grounds for these charges was bolstered during the coverage period. On September 9, the
Supreme People’s Court and the prosecutorial body, the Supreme People’s Procuratorate issued a ju133 Jason Q. Ng, “Censoring a Commemoration: What June 4-related Search Terms are Blocked on Weibo Today,” Citizen Lab,
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dicial interpretation “Regarding the Interpretation of Various Laws Concerning the Handling of Cases
of Using the Internet to Carry out Defamation and other Crimes” which formally defined digital defamation, as well as online manifestations of other crimes, creating disturbances, illegal commercial activities, and extortion.143 Local officials have detained online whistle-blowers for criminal defamation,
which carries possible three-year prison terms “serious” circumstances under the penal code, in the
past.144 The new interpretation defined those circumstances as more than 5,000 views or more than
500 reposts on the internet.145 Online messages deemed to incite unrest or protest are also subject
to criminal penalties under the interpretation.
The announcement came out of a campaign to curtail protests. The Procuratorate instructed Chinese
prosecutors to combat crimes that “disturb social and public order” in June,146 and police around the
country detained at least 55 activists between February and August 2013 for participating in collective action.147 Many were formally arrested, notably lawyer Xu Zhiyong on August 2 on charge of
disturbing public order.148 When prosecutors outlined their case against him in December, it included
three disruptions to “public spaces on the internet” based on the September judicial interpretation,
apparently based on the act of uploading photos taken at 2012 civic protests.149 A Beijing court sentenced Xu to four years in prison in April 2014.150 Other online dissidents detained during the coverage period include Huang Qi and Wang Zhenhua.151
The scope of this campaign widened from established political activists to well known online commentators at the Beijing China Internet Conference of August 13-15, 2013.152 The conference established seven baselines, or limits, for bloggers and internet users. Though framed as an attempt to
combat rumor, the list began with instructions to respect laws and regulations, the socialist system,
and national interest; accuracy came in last.153
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Journalists and international human rights groups estimate that hundreds of internet users were
detained in the crackdown.154 On August 23, police detained Charles Xue, a naturalized American
businessman with more than 12 million Weibo followers, where he appears as Xue Manzi.155 While
he was charged with soliciting a prostitute, state media cited his case as a warning to other Big Vs.156
The connection between the prosecution and his microblogging success was underscored when
state TV broadcast two separate confessional interviews with him--one, in August, on his alleged
crimes,157 and another in September about his online following. ““It’s not right for [popular bloggers]
to behave higher than the law,” he said in the broadcast, in which he wore handcuffs.158 The People’s
Daily also published his confession.159 Xue was held without trial until his release on medical grounds
in April 2014.160
Other outspoken members of the business elite were targeted amid the crackdown, including venture capitalist Wang Gongquan, who was arrested in September for disturbing public order after
calling for Xu Zhiyong’s release. He was released in January after police used his testimony in Xu’s
trial.161 Billionaire Pan Shiyi, who led social media calls for the government to address air pollution in
a major example of successful online activism in 2013, was shown in a CCTV interviews in September
2013 apparently designed to pressure him into publicly endorsing the new restrictions for Big V.162
Some individuals were punished for actual rumor mongering, including online marketer Qin Zhihui,
who was jailed for three years after confessing to spreading false information.163 One blogger was
detained after allegedly fabricating an incidence of H1N1 in northern Hubei province.164 Of these
cases, some were targeted after publishing muckraking reports. Wu Dong, whose online analysis
of official Yang Dacai’s high-end timepieces lead to Yang’s conviction for corruption on Septem-
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ber 5, 2013, was himself detained for a day later that month.165 Investigative journalist Liu Hu was
detained in August 2013 and formally charged with defamation in September after publishing allegations of corruption on his microblog.166 He was released without trial a year later pending further
investigation.167
While observers documented a decline in outspoken posts following a rise in arrests, one detention
was less successful in suppressing online activism. Police in Gansu arrested 16-year-old Yang Hui in
September for probing the account of a suspicious death at a local karaoke parlor on Weibo. He was
released seven days later after web users rallied in his defense and publicized scandal allegations
implicating local police.168
As in past years, religious and ethnic minorities faced particularly harsh treatment for online activity.
In October 2013, state media reported that 400 people were being investigated in Xinjiang for alleged rumormongering, 110 of whom had been detained.169 In January, professor and Uighur rights
activist Ilham Tohti was detained in a raid on his Beijing home. He was later charged and indicted
with separatism, in part for allegedly spreading rumors, inciting ethnic hatred and conducting separatist activities on a website he founded.170 Separatism charges carry a possible death penalty in
extreme cases. In September 2014, outside the coverage period of this report, a court sentenced Ilham Tohti to life imprisonment.171 At least two Tibetans were reported detained in relation to images
of the Dalai Lama stored on their cellphones. Police found one had been sharing the images during
a random search of his device; another was additionally accused of expressing anti-China sentiment
on Weixin.172 One news report said two monks had been jailed for documenting self-immolation
protests on Weixin in summer 2013, one for six months, one for a possible life sentence.173
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Reporters Without Borders documented a total of 74 netizens in Chinese jails as of August 2014.174
Dissident Liu Benqi was sentenced for online expression during the coverage period after his arrest
in 2012.175 Long-term detainees include 2010 Nobel Peace Prize winner Liu Xiaobo, who is serving
an 11-year sentence on charges of “inciting subversion of state power” for publishing online articles,
including the prodemocracy manifesto Charter 08.176 At least two Uighur website managers, Memetjan Abdulla and Gulmire Imin, were jailed for life in the aftermath of ethnic violence in Tibet in 2008
and Xinjiang in 2009, when local courts imprisoned at least 17 individuals involved in websites that
reported on Tibetan or Uighur issues, often in closed trials.177
Though these represent a tiny percentage of the overall user population, the harsh sentences have
a chilling effect on the close-knit activist and blogging community and encourage self-censorship
in the broader public. Trials and hearings lack due process, often amounting to little more than sentencing announcements, and detainees frequently report abuse in custody, including torture and
lack of medical attention.178
Chinese authorities abolished the extrajudicial sentence known as reeducation through labor in November 2013 after domestic calls for reform.179 However, individuals can be detained in similarly poor
conditions in drug rehabilitation centers and “legal education classes” without trial.180 Internet users
have also fallen victim to forced psychiatric detention. The whereabouts of at least one detainee, Li
Qidong, who officials hospitalized in Liaoning in 2009 after he criticized the government in online
articles, are not known.181
State agents also abduct and hold individuals in secret locations without informing their families or
legal counsel. In 2012, the National People’s Congress enacted an amendment of the Criminal Procedure Law that strengthened the legal basis for detaining suspects considered a threat to national
security in undisclosed locations, among other changes. In response to public feedback, a clause
was added requiring police to inform a suspect’s family of such a detention, though they need not
disclose where and why the suspect is being held. Despite this improvement, the amendment main-
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tained vague language that is open to abuse by police and security agents.182 In March 2014, Tan
Zuoren, who was jailed in 2009 for publishing research about the collapse of school buildings in
the 2008 Sichuan earthquake, was taken to a secret location after his release from prison, instead
of being returned to his family.183 In April 2014, the families of 17 Sina employees responsible for
screening the company’s e-publication content were informed they were abroad on business for a
month, but a local news outlet reported in May they had been detained as part of the pornography
crackdown.184
Internet users also risk being held under house arrest. Internet and mobile phone connections are
often severed to prevent the individual from contacting supporters and journalists. While there are
several cases of long-term house arrest, it can be adjusted arbitrarily over time. Some groups tally
the number of dissidents known to be held under house arrest, but there are no statistics showing
how many were targeted for online activity.185
Law enforcement officials frequently summon individuals for questioning in relation to online activity,
an intimidation tactic referred to euphemistically online as being “invited to tea.”186 Activists have
also been instructed to travel during times of political activity.
Bloggers and activists periodically use the law to defend their right to online expression. In August
2013, microblog user Zhang Guanghong sued police after his repost of content that challenged
Communist Party history resulted in a seven day detention and the confiscation of his computer.187
Many lack the resources or the political will to succeed in legal challenges, but there are occasional
successes. In April 2014, a court in Guangdong ordered the local health and family planning to commission to re-process a request submitted under open government regulations dating from 2007.
The commission had declined to release records about resource allocation from a lawyer based in
Zhejiang, who successfully sued for them to reconsider.188
Users hoping to avoid repercussions for their online activity face a dwindling space for anonymous
communication as real name registration requirements expand online, among mobile phone retailers, and at public internet facilities. The authorities justify real name registration as a means to prevent cybercrime, though experts counter that uploaded identity documents are vulnerable to theft

The amendment took effect on January 1, 2013. Observers praised other aspects of the measure, including tentative
steps toward increasing police accountability for surveillance “China’s New Law Sanctions Covert Detentions,” Committee to
Protect Journalists, March 14, 2012, http://cpj.org/2012/03/chinas-new-law-sanctions-covert-detentions.php..

182

Human Rights in China, “Released Sichuan Rights Activist Tan Zuoren Reportedly Taken to Undisclosed Location in
Chongqing,” March 27, 2014, http://www.hrichina.org/en/press-work/released-sichuan-rights-activist-tan-zuoren-reportedly-taken-undisclosed-location.

183

184

http://www.infzm.com/content/101017

“Deprivation of Liberty and Torture/Other Mistreatment of Human Rights Defenders in China,” Chinese Human Rights
Defenders (CHRD), June 30, 2013, http://chrdnet.com/wp-content/uploads/2013/03/FOR-WEB_Partial-data-6-30-2013-updt-7-5_VC-7-10-R-2.pdf.

185

China Blog Staff, “‘Sorry, No Comment - We Might Get Invited to Tea,’” BBC News China Blog, December 9, 2013, http://
www.bbc.com/news/blogs-china-blog-25299062.

186

Qiao Long, Luisetta Mudie, “Chinese Tweeter Held for ‘Defaming’ Communist Heroes Sues Police,”
Radio Free Asia, http://www.rfa.org/english/news/china/retweet-12032013132701.html.

187

David Bandurski, “Lawyer Wins Open Information Case in Guangzhou,” China Media Project, April 4, 2014,
http://cmp.hku.hk/2014/04/04/35170/.

188

211

www.freedomhouse.org

FREEDOM
ON THE NET
2014

China

or misuse,189 especially since some verification is done through a little-known government-linked
contractor.190
In 2012, the CCP’s governing Standing Committee approved new rules to strengthen the legal basis
for real name registration by websites and service providers.191 The rules threatened violators with
“confiscation of illegal gains, license revocations and website closures,” largely echoing the informal
arrangements already in place across the sector.192 Comment sections of major news portals, bulletin
boards, blog-hosting services, and e-mail providers already enforce some registration.193 The MIIT
also requires website owners and internet content providers to submit photo identification when
they apply for a license, whether the website is personal or corporate.194 Nevertheless, the rules extended regulation to the business sector who must gain consent for collecting personal electronic
data, as well as outline the “use, method, and scope” of its collection. The rules offer no protection
against law enforcement requests for these records.195
Microblog providers have struggled to enforce identity checks. Online reports of Sina Weibo users
trading defunct identification numbers to facilitate fake registration indicated that the requirements
were easy to circumvent.196 Sina’s 2014 report to the U.S. Securities and Exchange Commission noted
the company’s exposure to potentially “severe punishment” by the Chinese government as a result
of its noncompliance.197 Implementation of the real-name policy also makes it harder for the state’s
hired commentators to operate undetected. One study reported officials encouraging commentators to use pseudonyms and fake ID to hide their affiliation with the propaganda department.198 In
summer 2014, outside the coverage period of this report, the SIIO issued interim rules for anyone
“employing instant messaging tools as public information services,” requiring service providers to
verify user identities and register them with a government agency.199
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Internet commerce is undermining online anonymity. Many users voluntarily surrender personal
details to enable financial transactions on social media sites. Mobile phone purchases have required
identification since 2010, so providing a phone number is a common way of registering with other
services.200 One analyst estimated that 50 percent of microblog users had exposed their ID numbers
to providers by 2012, simply by accessing the platform from their mobile phone.201 China’s “second
generation” national ID cards--which are administered by police--are required to be digitally embedded with fingerprints in China since the first generation of cards became defunct in January 2013.202
The State Council aims to link credit, social security, and other personal information to these biometric databases. Writer Mo Zhixu laid out some possible implications from Beijing, saying “ID numbers
culled online will soon become useless for repeated use;” “relatives and friends will not … dare, to
lend their ID numbers to anyone else;” and “personal credit information will necessarily include
information about internet use.”203 In May 2013, a Uighur blogger reported he was unable to join a
Weixin page about sport using his national ID number, which identifies his birthplace as Xinjiang; he
was only able to register through a Han Chinese friend.204
Regulations for the Administration of Commercial Encryption dating from 1999, and related rules
from 2006, require a government regulator to approve encryption products used by foreign and domestic companies.205
Chinese providers are required to retain user information for 60 days, and provide it to the authorities upon request without judicial oversight or informing the user.206 In 2010, the National People’s Congress amended the State Secrets Law,207 obliging telecommunications operators and ISPs
to cooperate with authorities investigating leaked state secrets or risk losing their licenses.208 An
amendment to the Criminal Procedure Law that took effect in 2013 introduced a review process for
allowing police surveillance of suspects’ electronic communications, which the Public Security Ministry allows in a range of criminal cases, but the wording of the amendment was vague about the
procedure for that review.209
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Privacy protections under Chinese law are minimal. In the words of one expert, the law explicitly authorizes government access to privately held data, and “systematic access” to “data held by anyone”
is a realistic possibility once e-government strategies are fully implemented.210
Real name registration is just one aspect of pervasive surveillance of internet and mobile phone
communications in place in China. The deep packet inspection technology used to censor keywords
can monitor users, and personal text and instant message exchanges have been cited in court documents. One academic study reported that queries for blacklisted keywords on Baidu automatically
sent the user’s IP address to a location in Shanghai affiliated with the Ministry of Public Security.211
Cybercafés check photo identification and record user activities, and in some regions, surveillance
cameras in cybercafés have been reported transmitting images to the local police station.212 Given
the secrecy surrounding such capabilities, however, they are difficult to verify.
As with censorship, surveillance disproportionately targets individuals and groups perceived as
antigovernment. Reports citing anonymous government officials noted that a camera grid system
known as “Skynet” may have “a camera on every road in Tibet” as part of the effort to contain
self-immolations.213 A June 2013 report by Human Rights Watch put these activities in the context
of a three-year campaign by 5,000 teams of CCP personnel conducting surveillance throughout the
Tibetan Autonomous Region.214 In November 2013, local party chief Chen Quanguo reasserted the
party’s commitment to real name registration for web and cellphone users in Tibet.215 Beyond regional flashpoints, the national “Safe Cities” program offers security officials an advanced system for
monitoring public spaces across China.216
China is a global source of cyberattacks, responsible for 41 percent of attack traffic worldwide observed by Akamai in early 2014.217 The survey traced the attacks to computers in China using IP addresses, meaning the machines themselves may have been controlled from somewhere else.
The scale and targets of illegal cyber activity lead many experts to believe that Chinese military and
intelligence agencies either sponsor or condone it, though even attacks found to have originated in
China can rarely be traced directly to the state. However, the geographically diverse array of political,
economic, and military targets that suffer attacks reveal a pattern in which the hackers consistently
align themselves with Chinese national goals. In February 2013, U.S.-based cybersecurity firm ManZhizheng Wang, “Systematic Government Access to Private-Sector Data in China,” (2012) 2/4 International Data Privacy
Law 220, http://idpl.oxfordjournals.org/content/2/4/220.full.
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diant traced sophisticated attacks to a military unit in Shanghai.218 In 2014, the company said that
attacks had continued even after public exposure.219
Hackers, known in Chinese as heike (dark guests), employ various methods to interrupt or intercept
online content. Both domestic and overseas groups that report on China’s human rights abuses have
suffered from distributed denial-of-service (DDoS) attacks, which temporarily disable websites by
bombarding host servers with an unmanageable volume of traffic.
Another well-documented tactic is spear-phishing, in which targeted e-mail messages are used to
trick recipients into downloading malicious software by clicking on a link or a seemingly legitimate
attachment.220 In a 2012 analysis, the U.S.-based computer security firm Symantec linked the group
responsible for the 2010 Google breach—dubbed “the Elderwood gang” after a signature coding
parameter—to a series of “watering hole” attacks, in which the hackers lay in wait for a self-selecting group of visitors to specific websites. The targeted sites included defense companies as well as
human rights groups focused on China and Tibet; one of the sites was Amnesty International Hong
Kong.221 Most concerning, according to Symantec, were the gang’s frequent “zero day” attacks,
which exploit previously unknown vulnerabilities in the source code of programs that are widely
distributed by software giants like Adobe and Microsoft. Groups that can pull off these attacks are
scarce, since uncovering security loopholes requires huge manpower and technical capability, or
internal corporate access to the source code itself. Yet the Elderwood gang “seemingly has an unlimited supply” of zero-day vulnerabilities at its fingertips.
Chinese web users have also been victims of cybercrime. Tibetans, Uighurs and others subject to
monitoring are frequently targeted with e-mailed programs that install spyware on the user’s device.222 Other attacks affect the broader population.223
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8

Limits on Content (0-35)

n/a

8

Violations of User Rights (0-40)

n/a

14

TOTAL* (0-100)

N/A

30

48 million
52 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In September 2013, the government announced that it would install internet connections
in 100,000 houses for low income families as a means of expanding internet access (see
Obstacles to Access).

•

In a 2013 court case against Google, a judge ruled that the search engine was not
liable for the third-party content to which it linked, establishing a positive precedent for
intermediary liability in Colombia (see Limits on Content).

•

In June 2013, revelations came to light of a large government investment in a new, realtime surveillance apparatus for monitoring and analysis known as PUMA (see Violations
of User Rights).

•

In February 2014, allegations surfaced that the Colombian army had engaged in secret
surveillance of the FARC peace talks in Havana, Cuba, under Operation Andromeda (see
Violations of User Rights).

•

In February 2014, the Supreme Court issued its first libel conviction for a comment
posted by an anonymous user on a newspaper’s website (see Violations of User Rights).
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Introduction
The internet first came to Colombia in June 1994, when a connection was established between Los
Andes University and the United States, enabling connectivity to a handful of universities, institutions,
and corporations.1 For the first fifteen years, internet connection in Colombia was primarily limited
to these bodies; however, access has been expanding and improving steadily since 2010. Despite
this improvement, significant challenges still hamper widespread internet access in Colombia. The
main obstacles are poor infrastructure, lack of development, and high costs. When users manage
to surmount access and affordability issues, however, they are able to view and disseminate content
freely on the internet. While there are occasional cases of content removal, takedowns are isolated
rather than systematic and stem mostly from muddy legislation rather than onerous governmental
policies.
Although Colombia’s internet atmosphere is largely unrestricted, the country is plagued by violence
and impunity, and it is in this environment that internet freedom is exercised. Since 1977, 142
journalists have been murdered and hundreds have been threatened, with little response from the
judiciary. In this context, self-censorship both online and offline becomes a prophylactic measure for
self-protection, particularly in rural areas where violence and impunity are more pervasive than in
cities.
In late 2013 and early 2014, internet freedom issues in Colombia were primarily related to
intermediary liability and surveillance scandals. In an instance of the former, the judiciary addressed
a case regarding Google’s threshold of responsibility and found that the company was not liable
for providing links to third-party content. This stands as a positive decision from a freedom of
expression standpoint, especially as there are no set laws governing intermediary liability in
Colombia. The media also exposed evidence of irregular surveillance carried out by the military
against public officials and political leaders. The most recent scandal concerned unauthorized
surveillance of the highly-sensitive peace talks in Havana, which were organized to negotiate an end
to the longstanding armed conflict between the government and the Revolutionary Armed Forces
of Colombia (FARC). Revelations of illegal surveillance activity during such heightened negotiations
revitalized a conversation about ongoing misconduct in the surveillance sector and rekindled
concerns about governmental regulation of intelligence.
In recent years, Colombian NGOs—namely the Foundation for Freedom of the Press in Colombia
(FLIP), Karisma, Dejustica, and Colinodo—have begun campaigning about internet-related issues
unfolding in the public debate, such as online privacy, net neutrality, the quality of mobile internet,
and online copyright enforcement. NGOs have also begun calling for more information regarding
the scope of government surveillance and threats to user privacy, issues that will likely gain greater
traction in Colombia as internet use becomes more widespread.

Tania Lu (blog), “Historia de Internet en el Mundo y Su Llegada a Colombia,” [History of the Internet in the World and
Its Arrival in Colombia] January 12, 2010, http://tanialu.co/2010/01/12/historia-de-internet-en-el-mundo-y-su-llegada-acolombia/; See also: Diego Molano Vega, “Inforgrafia, Historia de Internet en Colombia,” [Infograph, History of the Internet in
Colombia] May 17, 2012, Slideshare (website), http://www.slideshare.net/DiegoMolanoVega/infografa-historia-de-internet-encolombia
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Obstacles to Access
Colombia’s main obstacles to internet access stem primarily from socioeconomic factors. Lack
of basic utilities and affordable internet access are the chief challenges, and amount to informal
barriers to information and communications technologies (ICTs). According to the National
Department of Statistics (DANE), 98 percent of Colombian homes have electricity, 96 percent have
sanitary service, and 36 percent have local phone connections.2 In contrast to these figures, the 2013
Human Development Report states that only 11 percent have personal computers.3
According to the most recent statistics from the International Telecommunications Union (ITU)
Colombia’s internet penetration was measured at 51.7 percent in 2013, compared to 49 percent
in 2012 and just 26 percent in 2008.4 Although broadband service is offered in Colombia, internet
access is facilitated primarily by DSL and cable connections. According to a 2014 study from Akamai,
Colombia’s average internet speed is 3 Mbps—a figure that places it between Brazil and Argentina
in terms of speed.5 Apart from household use, Colombians access the internet through cybercafes
and other public access points, such as libraries, schools, and universities, none of which require
identification for use.6 Local municipalities have also begun offering internet access in public squares
and buildings.7 In 2010, 29 percent of those using the internet outside their homes did so through
cybercafes, although the number had dropped to 20 percent by 2012, evidence of an increase in
home and mobile connections. Approximately four percent of Colombians still utilize the web from
public access points such as libraries and schools.8
According to DANE, approximately 38 percent of the population has mobile internet service of some
kind, ranging from basic data plans to full access, although official numbers do not specify the
proportions. Mobile internet is divided between subscription plans, with roughly 4 million users, and
on-demand (or pay-as-you-go) plans, with almost 14 million users. High-speed mobile broadband
penetration (3G and above), however, is measured at a rate of only 9 percent.9
As in many Latin American nations, there is significant geographical disparity in internet
penetration rates in Colombia. While the capital, Bogotá, has a rate of 17 percent, the southern
rural departments of Amazonas, Vaupés, Vichada, Guainía, and Guaviare have a penetration rate

2

DANE, Quality of Life Survey: 2012, http://190.25.231.249/metadatos/index.php/catalog/313, accessed February 24, 2014

3

UNDP, “Human Development Report 2013 - The Rise of the South: Human Progress in a Diverse World,” p 199.

4 ITU, Time Series by Country—Individuals Using the Internet, 2000-2013, accessed June 15, 2014, http://www.itu.int/
en/ITU-D/Statistics/Pages/stat/default.aspx; Editor’s note: It is worth noting that Colombia’s Ministry of Information and
Communications Technology (MinTIC) measures internet penetration at significantly lower rates, coming in at 9.5 percent in
2013. The reason behind such disparity in measurement between the ITU and MinTIC, however, remains unclear. For more on
this issue, please see: ICT Ministry sector statics as compared to Colombia’s most recent population census, http://colombiatic.
mintic.gov.co/estadisticas/stats.php?id=48
5 Akamai, State of the Internet Visualization, 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html,
accessed July 15, 2014
6

DANE, Basic Indicators on ICT in Colombia, 2011, Press release, July 2012.

Alta Consejería Distrital de TIC, ‘Zona Wi-Fi en Bogota,” [Wi-Fi in Bogota], accessed February 24, 2014, http://tic.bogota.gov.
co/index.php/k2-component-2/item/43-zonas-wifi-bogota

7

8 ICT Ministry, Digital Consumers Survey, 2012, http://www.slideshare.net/DiegoMolanoVega/encuesta-de-consumo-digital,
accessed February 24, 2014
9 ICT Ministry, ICT Trimestral Bulletin: December 2013, http://colombiatic.mintic.gov.co/602/w3-article-4992.html, accessed
February 24, 2014
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of less than 1 percent combined.10 Only four to five percent of Colombia’s population lives in this
region; however, the land accounts for approximately 55 percent of the country’s geographical
area.11 Although many indigenous languages are spoken here, there do not appear to be any efforts
to offer online content in these languages. Even the official websites of Amazonas, Vichada, and
Guajira—each of which lays claim to a large indigenous population—are in Spanish rather than
Quechua or other local languages.
Digital literacy also presents a substantial obstacle to internet access in Colombia. A 2012 Digital
Consumers Survey revealed that 28 percent of those not using the internet cite their lack of
computer knowledge as the primary reason. Although this statistic is high, it is worth noting that the
number was 48 percent in 2010, evidence that Colombians’ comfort with computers is increasing.12
Official programs such as Vive Digital (MinTIC) and Colombia Aprende (Education Ministry) have
begun breaking down barriers to digital literacy. Vive Digital aims to drive technological progress
in Colombia via the encouragement of internet use for job creation and poverty reduction. The
project’s goals are to expand infrastructure, services, internet applications, and the number of
Colombian internet users.13 Colombia Aprende, the Education Ministry’s platform for the promotion
of literacy, also aims to expand the use of digital applications and devices, training some 16,000
teachers across the nation.14
Despite the success of efforts to increase literacy, high prices still pose a challenge to access. The
ITU’s scale of fixed-broadband prices lists Colombia in 78th place (first place is most affordable; last
is most expensive) with an average price of US$18.70 per month.15 For comparison, Colombia’s
minimum legal monthly wage is US$320.16 The Private Council for Competitiveness, a national
think tank devoted to exploring competition, recommends reducing internet connection fees by 50
percent in order to make access more affordable.17
Colombia’s population is segmented into six socioeconomic strata. According to the ICT ministry
(MinTIC), strata one and two, the lowest income brackets encompassing almost half the population,
have an average fixed internet penetration rate of only eight percent.18 In order to remedy this
situation, the government is including internet connections in 100,000 government-subsidized

ICT Ministry, ICT Trimestral Bulletin: December 2013, accessed February 24, 2014, http://colombiatic.mintic.gov.co/602/w3article-4992.html

10
11

Based on DANE population projection for 2012 and the geographic area of the departments.

ICT Ministry, Digital Consumers Survey, 2012, http://www.slideshare.net/DiegoMolanoVega/encuesta-de-consumo-digital,
accessed February 24, 2014

12
13

MinTIC.gov, Vive Digital, http://www.mintic.gov.co/portal/vivedigital/612/w3-channel.html, accessed July 14, 2014

Education Ministry, Colombia Aprende, http://www.colombiaaprende.edu.co/html/home/1592/w3-channel.html, accessed
July 14, 2014
14

ITU, World Telecommunications Database, Statistics Page, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx,
accessed June 10, 2014

15

ITU, Measuring the Information Society 2013, p. 82, http://www.itu.int/en/ITU-D/Statistics/Documents/publications/
mis2013/MIS2013_without_Annex_4.pdf.

16

Private Council for Competitiveness, National Competitiveness Report, 2013-2014, p 129, http://www.compite.com.co/site/
informe-nacional-de-competitividad-2013-2014/, accessed February 24, 2014

17

ICT Ministry, ICT Trimestral Bulletin: December 2013, accessed February 24, 2014, http://colombiatic.mintic.gov.co/602/w3article-4992.html
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houses for low income families.19 Although this is a positive step, it remains to be seen whether
these families will be able to afford monthly service fees, which do not appear to be included with
the houses.
While the aforementioned obstacles are significant, there are no legal provisions imposing
connectivity restrictions in Colombia. The government does not place limits on bandwidth, nor does
it impose control over infrastructure, except in emergency situations when internet service providers
(ISPs) are required to make their infrastructure available for official response.20 In keeping with this
lack of restriction, the government does not have centralized telecommunications infrastructure, nor
has it established blocking protocols for instant, person-to-person communication, or tools to filter
or block social media applications or content.
Colombia is home to 58 ISPs, and while 89 percent of the market is concentrated in the hands of
four companies, there are nonetheless multiple market options from which to choose.21 Market
entry is straightforward, and it is possible for anyone to establish an ISP by following the general
requirements of the ICT Law (No.1341), which establishes free competition and “technological
neutrality,” and prioritizes efficient use of infrastructure and access to the use of ICTs.22 Registration
requirements are neither excessive nor onerous. Business owners must provide personal and tax
identification as well as a description of services, but no fee is required. This information is published
in an open registry, and the ICT ministry (MinTIC) then has 10 days to verify the data, after which
the business may begin operating. Based on the required criteria, registration can be denied when
information is incomplete or false, or when an ISP does not have the proper commercial status
to offer such services.23 Service providers are obligated to pay a contribution of 0.01 percent of
their annual income to an ICT Ministry Fund (Fontic) devoted to the development of nationwide
ICT projects. ISPs must also apply for licenses to utilize the spectrum, though there have been no
complaints of difficulties or bias with this process.
With six mobile providers, but only two companies—Claro and Movistar—controlling two-thirds of
the mobile internet market, the mobile landscape is characterized by greater concentration than
the ISP market. This situation mirrors the mobile phone sector—although there are five providers,
82 percent of the market is in the hands of the two aforementioned companies.24 In 2009, the
government declared the dominant position of Claro, subjecting it to ex ante (prior) regulation
on such issues as pricing and service bundling. The structure of the company, however, remains
unchanged.25 As with ISPs, mobile service providers must also contribute 0.01 percent of their annual
income to Fontic.

Public statement of President Juan Manuel Santos, http://wsp.presidencia.gov.co/Prensa/2013/Septiembre/
Paginas/20130927_03-viviendas-gratis-tendran-acceso-internet-ninos-cuenten-igualdad-de-oportunidades-Presidente-Santos.
aspx, accessed February 24, 2014

19

20

Law 1341 of 2009, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=36913, accessed February 24, 2014

ICT Ministry, ICT Trimestral Bulletin: December 2013, accessed February 24, 2014, http://colombiatic.mintic.gov.co/602/w3article-4992.html

21
22

Law 1341, accessed February 24, 2014, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=36913

23

Decree 4948 (2009), accessed February 24, 2014, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=38478#0

ICT Ministry, ICT Trimestral Bulletin: December 2013, accessed February 24, 2014, http://colombiatic.mintic.gov.co/602/w3article-4992.html

24

Cortés, C. “Mobile Internet in Colombia - Challenges and Opportunities for Civil Society: The 2013 Spectrum Auction,”
Open Society Foundation.
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Colombia’s ICT sector is subject to numerous regulatory bodies, all of which are part of the executive
branch of government to varying degrees. The three main regulatory bodies—each of which has
little independence—are the ICT ministry (MinTIC), the Communication Regulation Commission
(CRC), and the National Spectrum Agency (NSA). The Superintendency of Industry and Commerce
also has some control duties as part of its consumer protection obligations. The president appoints
the ICT minister, who leads the oversight function via MinTIC. The CRC, which is responsible
for ensuring efficient service and promoting competition in the telecommunications sector, is
then chaired by the minister and formed by three commissioners who are also appointed by the
president. The ICT minister then designates the head of the NSA. While some have suggested that
such an executive-driven design prevents objective oversight of the sector, affording the president
a great deal of influence in its operation,26 to date, there are no clear examples of executive bias in
rulings.
Nonetheless, the Organization for Economic Co-Operation and Development (OECD) recently
issued a set of recommendations for improving the autonomy of the various bodies involved in ICT
regulation. The OECD’s two principal suggestions were that the CRC develop more independence
from Colombia’s central government (the body can make recommendations but cannot currently
enforce them), and that MinTIC refrain from regulating the sector, and instead, focus solely on
promoting the development and use of ICTs.27
In addition to regulating ISPs, MinTIC establishes public selection mechanisms for mobile service
providers.28 A 2013 spectrum auction resulted in two new players entering the market. While this
is a step in the right direction, diminished market concentration has not yet been seen. In March
2013, MinTIC renewed the spectrum licenses of Claro and Movistar for a new 10 year term without
major alterations, suggesting that little is likely to change in terms of market dominance in the next
decade.29 Since 2010, a government-appointed concessionaire has been responsible for allocating
the .co domain. For the domains org.co, edu.co, mil.co, and gov.co, applicants must comply with
specific requirements; for edu.co, for example, the applicant must be an educational institution.30

Limits on Content
Blocking or filtering of content—other than child pornography—is not common in Colombia.
Despite the fact that the country has suffered from a violent conflict between the government, the
FARC, and other paramilitary and guerilla groups for over 50 years, there are, perhaps surprisingly,
no restrictions on publishing materials about the ongoing conflict online.
While deletion of online content is not common in Colombia, periodic court cases have resulted
in judicial orders requiring the removal of specific information found to violate fundamental rights.

Cortés, C. “Mobile Internet in Colombia - Challenges and Opportunities for Civil Society: The 2013 Spectrum Auction,”
Open Society Foundation.

26

27 OECD, Review of Telecommunications Policy and Regulation in Colombia, April 2014, http://www.oecd.org/internet/
colombia-telecom-review.htm.
28

Law 1341 of 2009, Article 11.

29

Resolution 597 of 2014, ICT Ministry.

Dominio, “Historia del Dominio Co,” [History of the Domain .Co], Cointernet, http://www.cointernet.com.co/administrador/
historia-del-dominio-co and http://www.cointernet.com.co/dominios/uso-restringido, accessed February 24, 2014,
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Recent cases pertaining to content disputes have also determined that intermediaries are not liable
for posting links to content in their search results.31 The most important recent ruling concerned
the January 2013 case of Guillermo Martínez v. Google and the daily newspaper El Tiempo. In 1997,
El Tiempo reported that Mr. Martínez was part of a mafia group. In 2003, charges against Martinez
were dropped, but eight years later, when Martinez searched for his name on Google, the original
news still appeared.
In response to Martinez’s suit, the Constitutional Court ruled that Google was not responsible for
the content of the journalistic pieces that were linked to the plaintiff’s name. The Court’s rationale
was that although “Google offers a search service…[it] is not the party editing or publishing such
information and [as such] it cannot assume responsibility for the truthfulness or impartiality of
the content [to which it links].”32 While such a ruling is not a substitute for a law governing online
content and conduct, it is an important precedent for future cases concerning intermediary liability.
The ruling suggests that the responsibility of similar services, such as access providers and content
hosts, may be limited and does not extend to the opinions expressed by third parties.
There are no significant records of blocking or filtering of political or social content in Colombia.
There are, however, legal rulings and proposed laws that could have such an effect, such as data
protection and child pornography regulations containing overly broad language. In one August 2013
case pertaining to data protection and privacy, the Superintendency of Industry and Commerce
ordered MinTIC to block the websites Cuidomifirma and Udfirmolarevocatoria because the sites
disclosed the personal information of those people backing a motion for the removal of the
mayor of Bogotá, Gustavo Petro. MinTIC denied the request, citing a lack of legal and technical
capabilities.33 The administrators of the websites eventually removed the pages in question,
reportedly for public relations reasons, thus precluding further debate in this case.
Although it is an important protection mechanism, child pornography regulation in Colombia is
vague and has, at times, exerted an overly broad effect, negatively impacting other types of content.
Decree 1524 (2002) requires ISPs to undertake technical measures to prevent the online availability
of child pornography.34 Such measures—which include blocking and filtering—can easily be
triggered by means of a complaint or an official request, and are executed promptly by ISPs. Under
this rule, legal sites such as Cleverbot and Ask.fm have accidentally been blocked at times. Such
overreach poses a problem not only in terms of the accidental restraint of legal content, but also in
terms of transparency, as there is no appeals process for accidental blocks.
In October 2013, the Foundation for Press Freedom (FLIP) requested that MinTIC explain its process
and submit the list of websites blocked due to child pornography complaints. The Ministry replied
that such information was classified and that the mechanism was in the hands of the police, closing

Constitutional Court judgments: T-040 (2013), http://www.corteconstitucional.gov.co/relatoria/2013/t-040-13.htm,
accessed February 25, 2014; T-453 (2013), http://www.corteconstitucional.gov.co/relatoria/2013/T-453-13.htm, accessed
February 25, 2014; T-634 (2013), http://www.corteconstitucional.gov.co/relatoria/2013/t-634-13.htm, accessed February 25,
2014
31

32

T-040 (2013), http://www.corteconstitucional.gov.co/relatoria/2013/t-040-13.htm, accessed February 25, 2014

Law 1581 (2012), Article 21C, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=49981, accessed February 25,
2014; See also: Communication 7452, ICT Ministry to Superintendence of Industry and Commerce; and Communication 5245,
ICT Ministry to the Foundation for Press Freedom.
33

34 Law 679, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=18309, accessed February 24, 2014; and Decree
1524 (2002), http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=5551, accessed February 24, 2014
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any avenue for civil oversight or judicial control.35 Advocates of internet freedom have suggested
that a general constitutional remedy appeal (known as a tutela) may be the best way to challenge
the standing of opaque criteria and a nonexistent appeals process for censored content.
Although Colombia has regulations that prohibit filtering, the wording is vague and could lead
to arbitrary practices. Resolution 3502 (2011) provides that ISPs can make segmentation plans
“according to the needs of the segment or the user.” There are no known cases of systematic filtering
of text messages or mobile phone content, but mobile service providers offer several kinds of data
plans, many of them obscure in terms of the kind of content and applications that can be used and
the network management being applied.36 Fixed internet service is subject to the same transparency
and regulation issues.
Although difficult to measure, self-censorship is a notable problem for journalists in the realm of
traditional media— and likely spills over into online media as well.37 According to a national survey
of journalists conducted in 2013 by Proyecto Antonio Nariño (PAN), an alliance of organizations
focused on freedom of expression and access to information, 47 percent of respondents avoided
publishing information due to fear of aggression; 35 percent feared losing their jobs or having their
media outlets closed; and 25 percent feared pressure from state actors. The survey also revealed
that 57 percent of respondents believe that local government pressures the media with allocation of
official advertising. This practice is also carried out by the private sector. Of those who participated
in the survey, 60 percent believe that media outlets in their region modify their editorial positions in
order to gain political favor.38
Given that financing is often extremely difficult, official advertisement can make a significant
difference in an outlet’s long-term existence, a reality that is especially true in provinces and rural
settings. According to the aforementioned Javeriana Study, 23 out of 61 online media outlets
received advertising revenue. Among them, 14 included official (government) advertisement.39
Although objective reporting may be compromised if government funds are essential to the
sustainability of a business, the situation in the online environment is much less pronounced than
that of traditional media. In the traditional setting, official advertisement facilitates the existence of
many outlets, and favorable connections with government officials can be the difference between
keeping a media outlet open or watching it close. This is especially true in the Colombian provinces.40
While this landscape also applies to online journals, there are no detailed studies regarding the
practices of Colombian journalists on the internet, which is by all means a recent phenomenon
in Colombia. A 2012 Digital Media Study published by Javeriana University indicates that there

Communication 5245, ICT Ministry to Foundation for Press Freedom; See also: Decree 1524 (2002), http://www.
alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=5551, accessed February 25, 2014

35

36 Law 1450 (2010), Article 56, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=43101, accessed February 25,
2014; and Resolution 3502 (2011), Article 9, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=45061, accessed
February 25, 2014

Although there are studies concerning journalists, to date, there are none concerning self-censorship among general
internet users.

37
38

Proyecto Antonio Nariño, Second National Survey on Freedom of Expression and Access to Information, p. 32-35, 38.

39

Proyecto Antonio Nariño, Second National Survey on Freedom of Expression and Access to Information, p. 32-35, 38.

40 Foundation for Press Freedom, “Indirect Censorship Project,” http://www.censuraindirecta.org/web/articulos/publicidadoficial/reforma-legal/colombia, accessed February 26, 2014,
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are 489 online media outlets, most of which are run by individuals.41 Keeping these numbers and
the national survey in mind, it would be safe to say that online sources of information can be
manipulated by the government or a particular partisan interest in much the same way offline
sources are; however, such control does not appear to be systematic. Authorities do not issue official
guidelines or directives on coverage to online media outlets or blogs, nor does the government
employ or encourage individuals to defend official actions in online forums.
Many professional media enterprises are undertaken in Colombia’s largest cities and, in general,
the government does not interfere with operations. A wide range of sources of information with
different viewpoints is available online. Politics is the main subject of online coverage, followed by
regional information, culture, and international news. Some 62 online outlets exist for commentary,
with 34 devoted to hyper-local coverage, and an additional 202 publishing municipal information.42
As the Colombian state does not appear to be censoring online media, none of these efforts
requires the employment of proxy servers or other methods to circumvent state censorship. Free
or low-cost blogging services are available and are very popular. Along with Google, Facebook,
YouTube, Yahoo, and Twitter, the Alexa ranking features Blogspot and Wordpress among the top 15
websites in Colombia.43
The internet is also becoming an important tool for social movements in Colombia. A study from
the NGO Somos Defensores (We Are Defenders) indicates that during the first decade of the 21st
century, social movements used the internet primarily to display official information, but within the
last five years, as the popularity of the internet has grown, these movements have embraced the
online environment to campaign and investigate issues of interest to their members.44 The most
important example of online mobilization in Colombia occurred in 2008, with a rally against the
FARC guerrillas known as “One Million Voices Against FARC – I am Colombia.” Oscar Morales, then
a civil engineer, created a Facebook group to invite people to join the movement. Traditional media
and government agencies quickly picked up the cause, which gave the rally significant exposure.
According to media estimates, 12 million people in 200 cities worldwide took to the streets to call
for a peaceful end to the conflict. In 2010, a similar rally was organized online, although with less
impact.45 Recent mobilizations organized online, such as peasants’ protests in the countryside and
demonstrations against education and health bills, have not yet been assessed in terms of real-world
influence.

Rey, G. and J. Novoa, Digital Media in Colombia, Centro Ático, Facultad de Comunicación Universidad Javeriana, Consejo
de Redacción, p.7-8; 29, 32, http://consejoderedaccion.org/documentos/emprendimiento/estudio_medios_digitales_2012.pdf,
accessed February 26, 2014

41

Rey, G. and J. Novoa, Digital Media in Colombia, Centro Ático, Facultad de Comunicación Universidad Javeriana, Consejo
de Redacción, p.7-8; 29, 32, http://consejoderedaccion.org/documentos/emprendimiento/estudio_medios_digitales_2012.pdf,
accessed February 26, 2014

42

43

Alexa, Top Sites in Colombia, http://www.alexa.com/topsites/countries/CO, accessed June 12, 2014

Somos Defensores, ‘Revelando’ Magazine, No. 4., p 87, http://issuu.com/gulcuec/docs/revelando_no_4_
web/1?e=2369650/4403378, accessed February 25, 2014,

44

El Tiempo, “Marcha Contra Las Farc, Mayor Movilización en la Historia del País” [Rally Against FARC, Biggest Mobilization
in the Country’s History], February 4, 2009, http://www.eltiempo.com/archivo/documento/CMS-3945957; See also: El
Espectador, “Yo Organicé la Primera Marcha Contra el Secuestro” [I Organized the First Rally Against Kidnapping], December 27,
2008, http://www.elespectador.com/articulo102432-yo-organice-primera-marcha-contra-el-secuestro
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Violations of User Rights
Over the past year, multiple revelations came to light regarding the intelligence agency’s surveillance
of ICT communications, sparking broader conversations about privacy and security concerns in
Colombia. Additionally, in February 2014, the Supreme Court issued its first libel conviction for a
comment posted by an anonymous user on a newspaper’s website.
Article 20 of Colombia’s National Constitution guarantees freedom of information and expression
and prohibits prior restraint. This article was developed by the Constitutional Court in accordance
with the standards of the Inter-American Court of Human Rights. Article 73 further provides for
the protection of “the liberty and professional independenc[e]” of “journalistic activity.” Although
there are no specific provisions protecting freedom of expression online, a blogger has the same
liberties and protections as a print or broadcast journalist.46 The Constitutional Court confirmed the
application of such protections to the internet in a 2012 ruling.47 In its decision, the Court stressed
the Joint Declaration on Freedom of Expression and the Internet, which states that “freedom of
expression applies to the internet, as it does to all means of communication,” and that “restrictions
on freedom of expression on the internet are only acceptable if they comply with established
international standards…are provided for by law, and…are necessary to protect an interest which is
recognized under international law (the “three-part” test).”48
While there are no specific penalties in place for libel, defamation, irresponsible journalism, or
rumormongering online, cases pertaining to online defamation have occasionally been brought
before the court with varying outcomes. In one 2012 case, the Supreme Court acquitted a journalist
for insult and slander despite the fact that the complainant was a well-known and powerful
politician.49 Following an appeal from the politician, in March 2014 the Constitutional Court
reopened the case; the complainant lost the appeal.50
Although this case seemed to have raised the defamation threshold against journalists, establishing
further protections for journalistic freedom, one notable February 2014 ruling has called into
question the range of legally acceptable online speech and privacy protections. In order to better
understand the ruling, it is important to note that Colombia has no restrictions on online anonymity.
In February 2014, private citizen Gonzalo Lopez was convicted of libel for insulting a public officer
in the online edition of newspaper El Pais de Cali. Lopez, who in 2008 used an anonymous profile to

Several decisions of the Constitutional Court state that Freedom of Expression is a universal right. See, for example, Ruling
C 442 (2011), http://www.corteconstitucional.gov.co/relatoria/2011/C-442-11.htm, accessed February 26, 2014,

46

Constitutional Court, Ruling T-550 (2012), http://www.corteconstitucional.gov.co/relatoria/2012/t-550-12.htm,accessed
February 26, 2014

47

UN Special Rapporteur on Freedom of Opinion and Expression, OSCE Representative on Freedom of the Media, et
al, Joint Declaration on Freedom of Expression and the Internet, http://www.oas.org/en/iachr/expression/showarticle.
asp?artID=849&lID=1,accessed February 28, 2014

48

FLIP Annual Report 2012, FLIP.org, http://flip.org.co/content/de-las-balas-los-expedientes-informe-sobre-el-estado-de-lalibertad-de-prensa-en-colombia-0, accessed February 26, 2014; See also: Carlos Cortés, “Ganar es Perder un Poco” [Winning is
Losing a Bit], http://carloscortes.co/blog/2013/9/2/ganar-es-perder-un-poco, accessed February 26, 2014

49

Constitucional Court, decision of March 17 of 2014, Justice Luis Guillermo Guerrero; see also: FLIP Files Intervention in El
Espectador Case, http://flip.org.co/content/la-flip-presenta-intervenci%C3%B3n-ante-corte-constitucional-en-caso-de-tutelacontra-el-diario, accessed February 26, 2014; See also: El Espectador, “Contralora Pierde Tutela Contra Bejarano” [Comptroller
Loses ‘Tutela’ Against Bejarano], February 9, 2014, http://www.elespectador.com/noticias/judicial/contralora-pierde-tutelacontra-bejarano-articulo-473900; and Constitutional Court, Ruling T-904, 2013. For more on Colombia’s Criminal Code, see:
http://legismediosinstel.wordpress.com/leyes/delitos-de-injuria-y-calumnia/, accessed February 26, 2014
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accuse Gloria Escalante, head of public utility company Emcali, of being both a “rat” and a “thief” in
the comments section of the newspaper’s website, was the first Colombian to be convicted of libel
for content posted online. Lopez—who was allegedly identified as the author of the anonymous
comment by his IP address—was sentenced to 18 months and 20 days in prison and was issued a
fine of US$5,200. He has announced that he will appeal the conviction.51
As evidenced by the conflicting rulings in the cases above, Colombia has yet to enact specific
regulation for the online environment other than legislation regarding child pornography and
cybercrimes such as hacking. Although there are no specific penalties for online libel, if Colombia’s
criminal code begins to be applied to the internet, it could negatively impact freedom of expression
online. Of potential concern for intermediaries is a provision regarding online publication or
reproduction of insults against others, which could result in charges of indirect insult and slander.52
To date, however, there have been no such cases, although the climate surrounding online freedom
of expression rulings appears to be shifting.
Prosecution, imprisonment, or detention for ICT activities is quite rare in Colombia. While
isolated cases have occasionally been exposed by organizations, there are no records of writers,
commentators, or bloggers being subject to imprisonment or fines as a result of posting material on
the internet.53 Neither are citizens subject to imprisonment or civil liability for posting, accessing, or
downloading material from the internet or for transmitting information via email or text messages.
Colombia has no restrictions against anonymous communication or encryption, and there are no
registration requirements for bloggers, cybercafe owners, or users. There are some registration
requirements for cell phones—sellers must be licensed with the government and owners are
expected to register their phones—however, it is largely possible to have a mobile phone
anonymously.54
Apart from the occasional public bidding or contract that sheds some light on the matter, getting
an accurate picture of Colombia’s surveillance activities is very difficult. The issue is aggravated by
the fact that information related to intelligence activities is classified under Law 1621 (2012). Further
complicating the matter, there is no independent body to supervise such activities or to hold those
in charge accountable. Congress receives a yearly intelligence report, but as there is no independent
oversight, partial or biased information can be submitted.55
Episodes of illegal surveillance (known in Colombia as “Las Chuzadas”) carried out by intelligence
agencies, the army, or the police, constitute an ongoing scandal in Colombia. In 2009, the magazine
Semana exposed a secret wiretapping operation carried out by a governmental agency known as the

El Comercio, “Colombia: Primera Condena por Injuria en un Foro de Internet,” [Colombia: First Conviction for Libel on
Internet Forum], July 21, 2014, http://elcomercio.pe/mundo/latinoamerica/colombia-primera-condena-injuria-foro-internetnoticia-1744624.

51

For more on Colombia’s Criminal Code as it may pertain to the online environment, see: http://legismediosinstel.
wordpress.com/leyes/delitos-de-injuria-y-calumnia/.

52

53 The only documented case took place in 2010, well before the timeframe of this report. See, La Silla Vacía, “Crónica del
‘Falso Positivo’ de Facebook en Nueve Episodios,” http://lasillavacia.com/historia/9091, accessed February 26, 2014,

Decree 1630 (2011), Articles 6 to 9, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=42907, accessed
February 26, 2014

54

Law 906 (2004), Articles 235 and 237, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=14787, accessed
February 26, 2014
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Administrative Security Department (DAS) that intercepted the private communications of journalists,
politicians, and NGOs. Although DAS was later disbanded, many of the public officials who staffed
the project were transferred to the new federal security agency that replaced DAS—a policy that has
engendered concern over the scope of the new agency’s activities.56
In June 2013, reports surfaced that the government was establishing a centralized platform for
monitoring and analysis, known as PUMA. The government reportedly invested upward of US$100
million in the platform, which is to become operational by the end of 2014 as a “fundamental tool
for criminal investigation to ensure public safety” and, according to official reports, is not to be used
as a general intelligence-gathering apparatus. PUMA is intended to provide the government with
the capacity to intercept communications in real-time, extending to social media, email, telephone
networks, and internet data traffic.57 Following reports about the government’s new surveillance
platform, Senator Juan Lozano called on the government for increased transparency and regulation
surrounding the country’s surveillance programs. 58 To date, no information on PUMA’s processes
or oversight has been released. Because the environment is so opaque, it is difficult to assess the
scope of surveillance carried out under PUMA; however, the lack of transparency and oversight raise
serious privacy concerns.
In February 2014, Semana exposed another round of wiretappings, this one an illegal operation
carried out by the army on government representatives taking part in peace talks with the FARC
guerrillas in Havana, Cuba.59 According to the media, the military set up a fake internet cafe under
the code name Andrómeda, which it used to illegally target government and guerilla representatives.
In addition to conducting illegal surveillance, hackers recruited by the army also forged multiple
emails between representatives on both sides of the peace talks.60
The scandal has since escalated. In May, one of the alleged hackers, Andrés Fernando Sepúlveda,
was arrested, but was later shown to have been working for the presidential campaign of Oscar Ivan
Zuluaga, a frontrunner against President Juan Manuel Santos, rather than the army.61 Given that
both surveillance and the peace talks were expected to be contentious issues during the May 2014
presidential election—in which President Juan Manuel Santos won re-election—the involvement of a
campaign aid hints at an underlying political market for intelligence information.

Agencia de Noticia UN, “Inteligencia y Contrainteligencia Necesitan Reglamentación Clara” [Intelligence and CounterIntelligence Require a Clear Regulation], July 3, 2013, http://www.agenciadenoticias.unal.edu.co/ndetalle/article/inteligencia-ycontrainteligencia-necesitan-reglamentacion-clara.html
56

57 Daniel Valero, “Policía Podrá Interceptar Facebook, Twitter y Skype en Colombia” [Police Will be Able to Tap Facebook,
Twitter y Skype in Colombia], El Tiempo, June 22, 2013, http://www.eltiempo.com/justicia/ARTICULO-WEB-NEW_NOTA_
INTERIOR-12890198.html
58 Daniel Valero, “Policía Podrá Interceptar Facebook, Twitter y Skype en Colombia” [Police Will be Able to Tap Facebook,
Twitter y Skype in Colombia], El Tiempo, June 22, 2013, http://www.eltiempo.com/justicia/ARTICULO-WEB-NEW_NOTA_
INTERIOR-12890198.html
59 Semana, “Las Cuza-DAS,” [No English Translation – Refers to Surveillance Scandal], December 19, 2009, http://www.semana.
com/nacion/articulo/las-chuza-das/111197-3; See also: Semana, Alguien Espio a los Negociadores de La Habana” [Who Spied
on the Negotiators in Havana?] February 3, 2014, http://www.semana.com/nacion/articulo/alguien-espio-los-negociadores-dela-habana/376076-3
60 Helen Murphy, “Colombia Probes Reported Military Spying of Peace Negotiations,” Reuters, February 4, 2014, http://www.
reuters.com/article/2014/02/04/us-colombia-spying-idUSBREA1315W20140204

El Tiempo, “‘Hacker’ del Proceso de Paz Dice que Compró Datos de Andrómeda,” [Peace Process Hacker Says He Bought
Information From Andrómeda], May 15, 2014, http://www.eltiempo.com/politica/justicia/hacker-andres-sepulveda-dice-quecompro-datos-de-andromeda/13990081
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In recent years, NGOs have been increasingly vocal about their concern over Colombia’s surveillance
policies. In April 2014, Fundacion Karisma and other Colombian NGOs authored a letter to
Colombian President Juan Manuel Santos asking that a commission including NGO representatives
be convened to assess and reform the national surveillance apparatus.62 The president appointed
an official to meet with the organizations, and the ICT ministry invited NGO representatives to
join the official commission on cybersecurity issues. However, this commission, which is formed by
representatives of all public forces and the main governmental agencies, avoided discussions of any
intelligence issues related to the scandal.63
While intercepting personal communications in Colombia does require a judicial order, service
providers are required to collaborate with intelligence agencies by providing access to the
communications history or technical data of any specific user without a warrant.64 Retention and
treatment of user data by authorities other than the intelligence agencies has not yet been regulated
in Colombia. Monitoring of the radio frequencies used for communication can also be conducted
without a judicial order.65 An additional threat to user privacy comes in the form of Article 2 of
Decree 1704 (2012), which requires that ISPs have backdoor access for judicial purposes—which can
be used under the attorney general’s authorization.66 A service provider that does not comply with
these obligations will face fines and could lose its license to operate.67
Corruption, longstanding-armed conflict and associated surveillance, and the war against drugs
have become the greatest threats facing freedom of expression in Colombia—regardless of whether
that expression occurs in print or online. According to the NGO FLIP, 142 journalists have been
murdered since 1977; 64 of these cases have already reached their statute of limitations, meaning
that the victims’ families will never see justice. Only 19 of those who committed murder have been
convicted, and no masterminds have been brought to justice.68 Impunity—a pervasive problem in
Colombia’s judicial system—is ranked by PAN’s Freedom of Expression and Access to Information
Index as one of the gravest threats to overall expression.69
Due to the country’s high level of violence, it is difficult to isolate deaths that have resulted
specifically from online activity. One recent murder, however, appears to have been connected
to online activism. In September 2013, lawyer Edison Molina was murdered in Puerto Berrío,
Antioquia.70 Prior to his death, Molina received threats and verbal attacks online in response to his
activism on social networks and radio on behalf of public interest issues. Although there have been

62 Katitza Rodriguez, “With New Unchecked Surveillance Revelations, Colombian Government Ignores Both History and
Human Rights,” Electronic Frontier Foundation, April 3, 2014, https://www.eff.org/deeplinks/2014/04/new-uncheckedsurveillance-revelations-colombian-government-ignores-both-history
63

Personal testimony anonymous digital security and internet freedom expert in Colombia

64

Law 1621 (2013), Article 44, http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=52706,accessed February 26,

2014
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Law 1621 (2013), Article 17.

66

Decree 1704 (2012), http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=48863, accessed February 25, 2014

67

Decree 1704, Article 7.

FLIP Annual Report, 2013, FLIP.org, http://flip.org.co/content/protestas-sin-garant%C3%ADas-para-cubrir-informe-sobrela-situaci%C3%B3n-de-la-prensa-en-colombia-2013, accessed February 26, 2014,

68
69

Proyecto Antonio Nariño, Second National Survey on Freedom of Expression and Access to Information, p. 32-35, 38.

CPJ, Journalists Killed – Colombia: Edison Alberto Molina, accessed July 10, 2014, http://cpj.org/killed/2013/edisonalberto-molina.php
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no significant advances in the judicial investigation, FLIP has suggested that Molina’s online activity
may have led to his murder.71
It is worth noting that although some may be targeted for the online publication of critical
commentary on the longstanding conflict or other sensitive issues, there is no broader trend of
retaliation specifically for online content in Colombia. This is fairly rare in a climate plagued by
violence and impunity, and while such threats may eventually follow online journalists, to date, they
have not faced the same level of danger as have print journalists.
In 2009, the Colombian government passed new standards for user privacy and data protection with
the adoption of Law 1273, which criminalizes various types of cybercrime, including hacking, illegal
interception and use of data, and the distribution and use of malware. Penalties range from 36 to
48 months imprisonment, along with fines.72 After hinting at the growing threat of cyberattacks,
in 2011, the government announced the creation of a national cybersecurity sector. In early 2014,
following the army’s Andromeda hacking scandal, President Santos publicly stated that Colombia’s
cyber defense sector was sorely lacking, and announced the creation of a commission focused on
strengthening national cybersecurity.73 Colombia then partnered with the Organization of American
States (OAS) to develop two bodies—the Colombian Cyber Emergency Response Group (coICERT)
and the Cyber Police Center (CCP)—in order to ensure the country’s cybersecurity.74
Although the president recently announced that Colombia is vulnerable to cyberattacks, there
are few known cases of technical violence.75 While there have been periodic reports of weak
cybersecurity protocols in Colombia, some have suggested that the president’s recent focus on
cyberattacks and hacking may serve as a means to divert attention and blame from the latest
government surveillance scandal rather than as an accurate portrayal of the threat level. While
phishing—the stealing of sensitive personal data—appears to be a significant issue in Colombia,76
most evidence of hacking and other interception has involved interagency spying and intelligence
work carried out primarily by the government, the army, and other official bodies.

Foundation for Press Freedom, “Protestas, Sin Garantías para Cubrir,” [Protests, without Guarantee of Coverage] Annual
Report on Freedom of the Press in Colombia, 2013, http://flip.org.co/sites/default/files/archivos_publicacion/Informe%20
Anual%202013_0.pdf, accessed April 21, 2014
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Rachel Glickhouse, Explorer: Fighting Cybercrime in Latin America, Americas Society/Council of the Americas Online,
November 14, 2013, http://www.as-coa.org/articles/explainer-fighting-cybercrime-latin-america
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73 El Espectador, “En Ciberseguridad, ‘Estamos en Panales’ y Expuestos a Todo Tipo de Ataques: Santos,” [In Cybersecuirty,
‘We are in Diapers’ and Exposed to All Kinds of Attacks,” February 8, 2014, http://www.elespectador.com/noticias/politica/
ciberseguridad-estamos-panales-y-expuestos-todo-tipo-de-articulo-473682

Phillip Acuna, “Colombia to Receive Cyber-Security Assistance from International Experts,” Colombia Reports Online, March
31, 2014, http://colombiareports.co/colombia-receive-cyber-security-assistance-international-experts/
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Blu Radio, “Santos Anuncia Creación de Comisión para Evaluar Riesgo de un Ciber-Ataque,” [Santos Announces Creation of
a Committee to Assess Risks of a Cyberattack], February 7, 2014, http://www.bluradio.com/56008/santos-anuncia-creacion-decomision-para-evaluar-riesgos-de-un-ciberataque
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Mimi Yagoub, “Cyber Crime in Colombia: An Underestimated Threat?” Insight Crime Online, July 11, 2014, http://www.
insightcrime.org/news-analysis/cyber-crime-colombia-underestimated-threat
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Key Developments: May 2013 – May 2014
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•

In June 2013, access to Cuba’s new high-speed internet was extended to citizens for the
first time, albeit only from designated, censored “cyber points” at prices few can afford
(see Obstacles to Access).

•

In January 2014, Cuba’s telecommunications regulator, ETECSA, announced the
possibility of future mobile internet connections as well as home internet access (see
Obstacles to Access).

•

In April 2014, revelations of a secret U.S.-installed Cuban Twitter, known as ZunZuneo,
strained the already tense relationship between Cuba and the United States (see
Obstacles to Access).

•

From December 2013 to February 2014, the Cuban government cracked down on
opposition surrounding the second annual CELAC summit in Havana, detaining at least
3,000 dissidents and harassing or blocking the mobile phones of others (see Violations
of User Rights).
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Introduction
Cuba has long ranked as one of the world’s most repressive environments for information and
communication technologies (ICTs). High prices, exceptionally slow connectivity, and extensive
government regulation have resulted in a pronounced lack of access to applications and services
other than email. Most users can access only a government-controlled intranet rather than the
global internet, with hourly connection costs amounting to 20 percent of the minimum monthly
wage. Although mobile phone penetration has been on the rise, and access to the high-speed
internet provided by the new ALBA-1 fiber-optic cable was finally extended to citizens in late 2013
via the opening of new “cyber points” or “navigation halls,” ICT access remains limited. Nevertheless,
a vibrant community of bloggers has managed to document conditions on the island and transmit
information beyond Cuba’s borders.
In recent years, Cuba has exhibited a slight opening to the outside world, although this has not
yet correlated to a change in the country’s human rights practices. Some 3,000 opposition and
civil society members were subject to detention surrounding the Caribbean and Latin American
States (CELAC) summit, hosted in Havana in January 2014. The cell phones of known prodemocracy
activists were blocked ahead of the meetings, text messages could neither be sent nor received, and
those who attempted to call activists were met with busy signals.1 A number of dissidents were also
detained or placed under house arrest as part of “Operation Cleanup,” an attempt to keep citizens
from voicing human rights concerns to CELAC representatives.2
Although the government appeared to loosen its restrictions on online media by unblocking a
number of blogs in 2011, in 2013 a handful of dissident and critical progovernment sites were
blocked once again. Phone numbers associated with the “speak-to-tweet” platform, widely used
by activists to publicize human rights violations, were shut down in 2012 and remained disabled as
of June 2014. Surveillance has continued on the island, where it has been extended to Cuba’s new
“navigation halls.” It is likewise still commonplace in offices, where government-installed software
monitors email accounts.3

Obstacles to Access
Internet access in Cuba is complicated by weak infrastructure and tight government control. While
recent years have seen an expansion in the number of internet and mobile phone users, the ICT
sector remains dominated by government firms. Restrictions on private enterprise were eased
under the 2012 update of Cuba’s economic model. Although proposed reforms did not initially

Yoani Sanchez, “Cuban Regime ‘Cleans Up’ Opposition for CELAC Summit,” Huffington Post, January 29, 2014, http://www.
huffingtonpost.com/yoani-sanchez/cuban-regime-cleans-up-op_b_4684933.html.

1

Juan O. Tamayo, “Cuban Authorities Harass Dissidents Before Havana Summit,” Miami Herald, January 27, 2014, http://
www.miamiherald.com/2014/01/27/3896572/cuban-authorities-harass-dissidents.html; See also: Foundation for Human Rights
in Cuba, “CELAC 2014: Activism, Repression, & an Important Meeting, FHRCuba.org, January 29, 2014, http://www.fhrcuba.
org/2014/02/celac-2014-activism-repression-important-meeting/; and: Amnesty International, “Cuba Steps Up Repression on
the Eve of the CELAC Summit,” January 27, 2014, http://www.amnesty.org/en/for-media/press-releases/cuba-steps-repressioneve-celac-summit-2014-01-27
2

Radio Surco, “Prestaciones Efectivas para Redes Informáticas” [Effective Features for Computer Networks], April 11, 2009,
http://www.radiosurco.icrt.cu/Ciencia.php?id=415 (site discontinued); Danny O’Brien, “The Malware Lockdown in Havana and
Hanoi,” CPJ Blog, June 8, 2010, http://cpj.org/blog/2010/06/the-malware-lockdown-in-havana-and-hanoi.php.
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extend to liberalization of the communications sector,4 in November 2013, ETECSA, Cuba’s state-run
telecommunications company, announced that it will allow private workers to market local and longdistance telephone services to the population as self-employed communications agents. The agents
may also sell prepaid cards for fixed and mobile telephony and internet access.5 In January 2014,
ETECSA also announced it will allow balance transfers on cards between prepaid users.6
The possibility of self-employment marks a significant shift in Cuba’s economic policy, as it affords
more control to the citizenry and advances the government’s recent trend of loosening restrictions
on Cuban nationals. Although the Cuban government began to allow the limited creation of
private cooperatives by computer science graduates in 2012, tight internet restrictions, along with
prohibitively high computer and software pricing, resulted in a nonexistent official market. While a
black market for such commodities does exist, Cuban ICT liberalization was mostly rhetoric prior to
the late 2013 announcement allowing private workers to serve as self-employed communications
agents.7
According to the National Statistics Office, there were 2.6 million internet users in Cuba in
2011, representing 23.2 percent of the population.8 The latest data from the International
Telecommunication Union (ITU) places Cuba’s internet penetration at 25.71 percent as of 2013—an
increase of less than one percent since 2012, when penetration was measured at 25.64 percent.9
The vast majority of users cannot access the global internet, but are instead relegated to a tightly
controlled government-filtered intranet, which consists of a national email system, a Cuban
encyclopedia, a pool of educational materials and open-access journals, Cuban websites, and foreign
websites that are supportive of the Cuban government.10 Experts estimate that approximately 5
percent of Cubans periodically have access to the World Wide Web via government institutions,
foreign embassies, and black market sales of minutes by those permitted to have such accounts.11
Although Cuba still has the lowest mobile phone penetration rate in Latin America, the number is
rising due in part to changes in government-imposed restrictions on telecommunications. According
to a study from the ITU, in 2009, 620,000 Cubans owned mobile phones. By the end of 2013, this
figure had ballooned to nearly 2 million, or about 18 percent of the population.12 As the number
Nick Miroff, “Cuba is Reforming, but Wealth and Success are Still Frowned Upon,” Business Insider, September 4, 2012,
http://www.businessinsider.com/cubas-economic-transition-2012-9.

4

“Aprobada categoría de ‘agente de telecomunicaciones’ para el trabajo por cuenta propia”
http://www.etecsa.cu/?page=inicio&sub=agentetelecomunicacion.

5

6 For changes implemented by ETECSA, see: Camila Díaz Molina, “Se Extenderán los Plazos de Vigencia de Líneas de
Celular en Cubacel,” [ Effective Period of Cubacel Cell Lines to be Extended] Cubacelular.org, December 16, 2012, http://www.
cubacelular.org/2012/12/se-extenderan-los-plazos-de-vigencia-de.html; and Camila Díaz Molina, “Cubacel Anuncia Nueva
Tarifa para el Servico de Teléfono Móvil en Cuba,” Cubacelular.org, January 12, 2013, http://www.cubacelular.org/2013/01/
cubacel-anuncia-nueva-tarifa-para-el.html.

Various Authors, “Se Buscan Socios,” Juventud Rebelde digital edition, December 15, 2012, http://www.juventudrebelde.cu/
cuba/2012-12-15/se-buscan-socios/.

7

8 National Office of Statistics and Information (ONEI), Tecnología de la Información y la Comunicaciones en Cifras, Cuba 2011
[Information and Communication Technology, Cuba 2011] (Havana: ONEI, June 2012), http://bit.ly/15BVDBc.
9 International Telecommunication Union (ITU), Statistics: Percentage of Individuals Using the Internet, 2000-2013, ITU, June 23,
2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx?utm_source=twitterfeed&utm_medium=twitter.
10

ETECSA: Empressa de Telecomunicaciones de Cuba S.A., accessed August 28, 2010, http://www.etecsa.cu/.

Emerging Frontiers (blog), “In Cuba Mystery Shrouds Fate of Internet Cable,” May 23, 2012, http://emergingfrontiersblog.
com/2012/05/23/in-cuba-mystery-shrouds-fate-of-internet-cable/.

11

ITU, “Statistics: Mobile-Cellular Telephone Subscriptions by Country, 2000-2013,” http://www.itu.int/en/ITU-D/Statistics/
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of mobile phone users has grown, ETECSA has begun implementing small changes beneficial to
users. Between 2011 and 2012, the government reduced the sign-up fee for mobile service by over
50 percent—although at a cost of US$60 it still represents three months’ wages for an average
worker. Receiving phone calls from within Cuba is now free, the cost of text messages sent within the
country has been reduced from US$0.16 to $0.09, and daytime cellphone rates have been cut from
US$0.60 to $0.35 per minute.13
Despite these positive developments, the cost of mobile service is still too high for the vast majority
of Cubans. The government’s undeclared policy—viewed as an attempt to attract new funds in hard
currency—is predicated on convincing Cuban exiles to pay for these services for their relatives in
Cuba. As of January 2014, friends and relatives living abroad were able to use an internet service to
pay the phone bills of users living on the island.
Cuba has roaming agreements with 365 carriers in 143 countries.14 The island’s mobile network
reportedly covers 75 percent of Cuban territory, with further expansions planned.15 Most mobile
phones do not include internet connections, but it is possible to send and receive international
text messages and images with certain phones. Phones that utilize Global Positioning System
(GPS) technology or satellite connections, however, are explicitly prohibited by Cuban customs
regulations.16 Additional restrictions are placed on modems, wireless faxes, and satellite dishes,
which require special permits from the MIC in order to enter the country. 17
In 2000, the Ministry of Informatics and Communication (MIC) was created to serve as the regulatory
authority for the internet. Within the MIC, the Cuban Supervision and Control Agency oversees
the development of internet-related technologies.18 Despite the 2013 connection of a high-speed
undersea cable known as ALBA-1, there is still no broadband service on the island, and the limited
number of Cubans with internet access face extremely slow connections, making the use of
multimedia applications nearly impossible. Despite the high hopes associated with ALBA-1, Cuba’s
penetration rate has barely grown since 2012.19 It is worth noting that the most significant jump in
internet access appears to have occurred between 2011 and 2012—prior to the connection of the
high-speed cable—when reported internet penetration rates jumped from 16 percent to nearly 26
percent.20 According to statistical findings from Google Analytics, Cuba has the slowest connection
speed in the Western Hemisphere and is among the worst in the world.21 Access over the intranet is
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similarly slow due to weak domestic infrastructure and the limited extension of access to Cuba’s new
high-speed cable.
The Cuban government continues to blame the U.S. embargo for the country’s connectivity
problems, saying it must use a slow, costly satellite connection system and may only buy limited
space. President Barack Obama eased some aspects of Washington’s prolonged trade sanctions
in 2009, however, allowing U.S. telecommunications firms to enter into roaming agreements
with Cuban providers and to establish fiber-optic cable and satellite telecommunication facilities
linking the United States and Cuba.22 Official media ignored this important change in the U.S. legal
framework, and Cuban leaders reiterated their demand for a complete end to the embargo.
The bilateral relationship was also affected by a 2009 incident that directly touched on the lack
of open internet access in Cuba. On December 4, 2009, Cuban authorities arrested Alan Gross,
an American independent contractor who was in the country to set up individual satellite-based
internet connections as part of a U.S. government–funded project. In March 2011, Gross was
sentenced to 15 years in prison for committing an act “against the independence or territorial
integrity of the state.”23 Despite a handful of serious health concerns and a self-imposed hunger
strike in April 2014, Gross continues to serve the remainder of his sentence in a Cuban prison.24
The volatile relationship between Cuba and the United States took another hit in April 2014, when
information was leaked regarding a USAID program to improve connectivity and communications in
Cuba. Reports surfaced that the U.S. development agency had created a “Cuban Twitter,” known as
ZunZuneo, which attracted some 40,000 subscribers before it was shut down in 2012. News of the
program, which the U.S. government has called “secret” but not “covert,” and which was ultimately
ineffective given Cuba’s many obstacles to access, has strained Cuban-U.S. relations further, and has
given the Cuban government ammunition in its quest to label independent bloggers on the island
as “U.S.-funded mercenaries.”25
In February 2011, Cuban officials celebrated the installation of a 1,600 km undersea fiber-optic cable
laid between Cuba and Venezuela at a cost of approximately US$72 million.26 The eagerly anticipated
cable, known as ALBA-1, was expected to increase data-transmission speeds 3,000 fold, yet no news
from the authorities was provided for nearly two years.27 Due to the prolonged silence, rumors
“Fact Sheet: Reaching Out to the Cuban People,” The White House: Office of the Press Secretary, April 13, 2009, http://www.
whitehouse.gov/the_press_office/Fact-Sheet-Reaching-out-to-the-Cuban-people.
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began to spread that Cuban authorities were reluctant to extend access to the general population
for fear of enabling a “Cuban Spring.”28 In late January 2013, ETECSA announced that the cable had
been connected, but noted that opening of the line would be gradual (predictably limited to select
government offices at first) and that infrastructure would still be enhanced in order to facilitate
widespread use of the new technology.29 In June 2013, citizens were able to access the internet
through connections to the new fiber-optic cable in government-run “navigation halls” (see below).
Prohibitively high costs also place internet access beyond the reach of most of the population. A
simple computer with a monitor averages around US$722 in retail outlets, and at least US$550 on
the black market.30 By comparison, the average monthly Cuban salary is approximately US$20.31 Even
an internet connection in a hotel costs between US$6-$12 per hour.32 Only 31 percent of Cubans
report having access to a computer, the distribution of which is run by the state-owned Copextel
Corporation. Of those with access, 85 percent noted that the computers were located at work or
school.33
In June 2013, Cuban authorities opened 121 government-run internet access points, or “navigation
halls,” with 444 computers, marking a small step toward greater connectivity in a country with one
of the lowest percentages of internet penetration in the Western hemisphere. According to Cuba’s
official newspaper, Gaceta Oficial, members of the public are now able to access national websites
for US$0.60 per hour and international sites for US$4.50 per hour—a significant reduction from the
previous rate of $6 per hour, but still prohibitive compared to an average monthly salary of US$20.
The cost for checking email will remain unchanged at US$1.50 per hour. Users have been pleasantly
surprised by the relatively high connection speed (for Cuba)—up to 2 Mbps—as well as access to
some web pages once blocked by the government. However, sites such as Radio/TV Marti, the U.S.
government broadcaster that transmits to the island, remain blocked.
By paying for government-run internet service directly at cybercafes or purchasing a “Nauta” card
(a pass that links to ETECSA’s interface of the same name and can only be used at specific locations),
users will be able to access temporary accounts, valid for 30 calendar days as of the date of the first
session. They will also be able to open permanent accounts upon request, complete with username,
password, and email address, if they can afford the cost of the service—and the high level of
surveillance associated with such accounts.
Despite the improvements in options for access and the reduction of fees, web use at “cyber
points” and “navigation halls” remains tightly controlled. A recent decree from the Ministry of
Communications reaffirmed the government’s continued monitoring of internet traffic, stating that
ETECSA will “immediately” end a user’s access if he or she commits “any violation of the norms of
ethical behavior promoted by the Cuban state.” Users must show their national ID cards and sign

28

Nick Miroff, “In Cuba, Dial-Up Internet is a Luxury,” National Public Radio, December 14, 2011, http://n.pr/vFmLh1.

29

BBC online, “Cuba First High-Speed Internet Connection Activated,” January 24, 2012, http://bbc.in/V0ggOM.

Will Weissert, “Cubans Queue for Computers as PC Ban Lifted, But Web Still Outlawed,” Irish Examiner online, May 5, 2008,
http://bit.ly/197EZdn.

30
31

Agence France-Presse, “Mobile Phone Use Booms in Cuba Following Easing of Restrictions,” April 24, 2008.

Tracey Eaton, “Cuban Dissident Blogger Yoani Sanchez Tours the United States,” Florida Center for Investigative Reporting,
March 20, 2013, http://fcir.org/2013/03/20/cuban-dissident-blogger-yoani-sanchez-tours-the-united-states/.

32

National Statistics Office (ONE), Republic of Cuba, Tecnologías de la Información y las Comunicaciones en Cifras: Cuba 2009
[Information and Communication Technologies in Figures: Cuba 2009] (Havana: ONE, May 2010), http://bit.ly/19esVBl.

33

235

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Cuba

an agreement stating that they will not use the service for anything “that could be considered …
damaging or harmful to public security”—a vague term that could presumably extend to political
dissidence.
If users attempt to send email with attachments, ETECSA’s own NAUTA interface system greets them
with a pop-up window reminding them that “other people may see what you are sending” and
asking if they wish to continue. Although the pop-up window is marked “Internet Explorer” and
appears to be a real message generated by the search engine, several Cuban cybernauts have said
that they had never seen such a message when using internet cafes in Havana’s tourist hotels. Such
claims suggest that ETECSA may have programmed computers at its new access points to prompt
users as a reminder that the government is monitoring their online activities.
There are only two ISPs in Cuba: CENIAI Internet and ENET (ETECSA). Both are owned by the state,
though Telecom Italia previously held shares of ETECSA. In February 2011, the state-owned company
Rafin S.A., a financial firm known for its connections to the military, bought Telecom Italia’s 27
percent stake for US$706 million.34 As a result, the telecom company is now completely owned by six
Cuban state entities. Cubacel, a subsidiary of ETECSA, is the only mobile phone carrier in Cuba.
The Cuban government continues to control the legal and institutional structures that determine
who has access to the internet and how much access will be permitted.35 This regulation extends
to the sale and distribution of internet-related equipment. In early 2008, after a nearly decade-long
ban, the government began allowing Cubans to buy personal computers. Cuban officials, doctors,
or trusted journalists and intellectuals can now legally connect to an ISP with a government permit.
Approved access to the internet, which is typically restricted to email and sites related to one’s
occupation, is granted to doctors, professors, and government officials, whose offices are linked by
an online network called Infomed. Home connections are not yet allowed for the vast majority of
Cubans.
The government claims that all schools have computer labs, but in practice, internet access is
usually prohibited for students or limited to very short periods of access, certain email accounts, or
supervised activities on the national intranet. Students at the Latin American School of Medicine in
Havana, for example, are reportedly granted only 40 minutes per week of internet access, rendering
online research or accessing academic journals infeasible.36 Students of journalism at Havana
University are granted up to 40 MB of data access per month as part of the “Hypermedia Journalism”
course.37
Despite the many barriers, Cubans still find ways of connecting to the internet through both
authorized and unauthorized points of access. Some are able to break through infrastructural
blockages by building their own antennas, using illegal dial-up connections, or developing blogs on
foreign platforms. The underground economy of internet access also includes account sharing, in
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which authorized users sell access to those without an official account for one or two convertible
pesos (CUC) per hour. Some foreign embassies allow Cubans to use their facilities, but a number of
people who have visited embassies for this purpose have reported police harassment. There is also
a thriving improvisational system of “sneakernets,” in which USB flash drives and data discs are used
to distribute materials (articles, prohibited photos, satirical cartoons, video clips) that have been
downloaded from the internet or stolen from government offices.
At times of heightened political sensitivity, the government has used its complete control of the cell
phone network to selectively obstruct citizens’ communications. During a March 2012 visit to the
island by Pope Benedict XVI and the January 2014 Community of Latin American and Caribbean
States (CELAC summit) in Havana, bloggers and dissidents reported that their cell phones were not
working.38 One independent journalist who investigated the situation found that calls were being
automatically redirected to a phone number belonging to the Ministry of Interior.39 All calls from
dissidents’ cell phones are monitored and the service is cut regularly to those working as freelance
journalists or voicing views the government does not condone via citizen journalism. Such was the
case in early summer 2014 for three independent reporters working for the news site Hablemos
Press. Having identified the media outlet as a threat, ETECSA reportedly disconnected the cellphones
of at least three of its writers, each of whom was also detained for between 24 and 96 hours.40
The Cuban government zealously pursues those who violate telecommunications access laws, and
government technicians routinely “sniff” neighborhoods with their handheld devices in search of
ham radios and satellite dishes. In December 2012, the official newspaper Granma explicitly warned
against “counterrevolutionary” and subversive use of illegal nets.41 In an extensive report entitled
“Violations of the Cuban Telecommunications System,” Granma detailed the criminal investigation of
two highly profitable cyber-networks illegally using ETECSA’s fixed and mobile market channels. The
investigation is still in progress, but the information provided by the MIC and the attorney general
alleges that the illegal networks began operating in 2009 and were responsible for a loss of revenue
for ETECSA totaling US$3 million. The defendants, who are being prosecuted for illegal economic
activity and fraud, face fines coupled with sentences of three to ten years in prison.
In January 2014, the Cuban government announced a handful of changes in international policy and
even hinted at the potential easing of telecommunications restrictions. A new port was constructed
with a US$957 million investment from Brazil to facilitate international trade;42 discussions over
ending the U.S. embargo on Cuba also heated up in early 2014; and Havana played host to the
CELAC summit, which convened the leaders of Latin American and Caribbean states in order to
encourage dialogue and establish shared goals for the region.
Although details about changes to telecommunications policy were vague and did not include
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information regarding pricing or technology, representatives announced two exciting possibilities
for Cubans over the upcoming year—mobile internet connections and home internet access.
Experts speculate that access will extend only to the government run intranet and “Nauta” email
accounts. Since December 2013, ETECSA has also been working on “opening” Cuban cellphones—
which will likely need to support data services (GPRS) if they are to be used for internet activities. If
enacted, such a policy shift could have a significant impact on Cuban citizens’ mobile and internet
connectivity.

Limits on Content
Rather than relying on the technically sophisticated filtering and blocking used by other repressive
regimes, the Cuban government limits users’ access to information primarily via lack of technology
and prohibitive costs. With the exception of unauthorized points of access in old Havana, Voice over
Internet Protocol (VoIP) is blocked in Cuba, except from some Wi-Fi hotel connections. Restrictions
on email in the workplace have been growing in recent years, and dissident websites and blogs
continue to be subject to periodic disabling or blocking. The cost of access to technologies that
facilitate information sharing continues to be high; nonetheless, there is a vibrant community of
bloggers in Cuba who utilize the medium to report on conditions within the country.
The websites of foreign news outlets—including the British Broadcasting Corporation (BBC), Le
Monde, and El Nuevo Herald (a Miami-based Spanish-language daily)—are readily available in
Cuba.43 The sites of some human rights groups, such as Human Rights Watch and Freedom House,
remain largely accessible; however, Amnesty International’s website was recently blocked.44 For the
most part, dissident news websites such as Payolibre, and independent journalism sites hosted on
overseas servers, such as Cubanet, are restricted. The Association for Freedom of the Press (SIAPA)
is also blocked, as are the websites of dissident organizations with a presence on the island (such
as Damas de Blanco, MCL and UNPACU), which remain inaccessible from government-sponsored
youth computer centers, navigation halls, and the like.45 Revolico, a platform for posting classified
advertisements, continues to be blocked, despite the apolitical nature of its content.46 In August
2013, the government also blocked access to Google, explaining that Cuba is working on the
development of a “national browser” along with software to centralize contents. News regarding the
national browser has been limited; however, and it remains to be seen whether the application has
been completed and is ready for use.
Social-networking platforms such as Facebook and Twitter were recently blocked at some
universities and government institutions, but may be accessed—with consistent monitoring but
varying reliability—from some cybercafes and hotels. The government has also increased its control
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over the use of email in official institutions, installing a platform that restricts spam and specifically
prevents the transmission of “chain letters critical of the government.”47
While ETECSA does not proactively police networks and delete content, there have been reports
of bloggers removing posts after being threatened by officials for publishing views criticizing
government actions.48 The wording of certain government provisions regarding content regulation
is vague and allows for a wide array of posts to be censored without oversight. Resolution 179
(2008), for example, authorizes ETECSA to “take the necessary steps to prevent access to sites whose
contents are contrary to social interests, ethics and morals, as well as the use of applications that
affect the integrity or security of the state.”49
Beginning in 2007, the government systematically blocked core internet portal sites such as
Yahoo, MSN, and Hotmail. As of 2014, these sites remain blocked in some government institutions,
although they are largely accessible from hotels. Cuban authorities also restricted access to Cuban
and foreign websites that contained independent reporting or views critical of the government.
Among the continuously blocked sites are the Bitácora Cubana blog and the Voces Cubana platform,
which hosts approximately 40 blogs including Yoani Sánchez’s award winning Generación Y. While
most of these sites and international portals were unblocked without explanation in February 2011,
many were re-blocked in 2012 and 2013. The University of Matanzas’ student-run blog La Joven
Cuba, which faced difficulties in 2012, became accessible again in mid-2013. 50 Content on Elaine
Diaz’s blog La Polemica Digital, which suffered similar challenges, remains available, however blog
activity is sporadic.51 In both cases, the associated bloggers were subject to intimidation, resulting in
self-censorship.
Following in the footsteps of other repressive regimes contending with a highly literate and
digitally interested populous, the government has also launched its own copycat versions of
popular websites, such as Wikipedia, Twitter, and Facebook, and by some accounts, is delaying full
connectivity of the ALBA-1 cable until the sites are fully operational so that content can be closely
controlled.52 Although the Cuban government’s faux Facebook site, Red Social, was active for only
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a brief period in 2011,53 its 2010 copycat version of Wikipedia, known as EcuRed, was still active as
of June 2014, and had even inspired an app.54 The government’s portable version of EcuRed, known
as EcuMovil, became available for free installation on cell phones at JovenClubs (youth centers)
beginning in April 2014.55
Havana seems to be taking its cues in the field of copycat sites from Beijing, which has successfully
prevented access to the most popular global social media sites by directing citizens to closely
monitored, censored versions of these platforms. In September 2013, the Cuban government
announced the launch of a new “Cuban social network” called La Tendedera, which will be accessible
only from JovenClubs and will allow the sharing of texts, photos, and videos, while also offering
online chatrooms accessible from public or private rooms. According to the official Union of
Journalists of Cuba (UPEC), the birth of the new social network comes “after many failed attempts.”
Another new social media development from the regime comes in the form of a Cuban blogging
platform called Reflejos. Built on WordPress, one of the companies that manage some of the most
popular online content, Reflejos can be viewed from outside youth centers; however, blogging
outside the headquarters of JovenClubs is not permitted. Nonetheless, Cuban journalists and
bloggers are optimistic about the potential of Reflejos, given that it presents the opportunity for
those whose sites are hosted on foreign platforms to have a voice in Cuba.56 ETECSA has also
announced that intranet users will soon be able to use the microblogging platform El Pitazo, as well
as a URL shortening site and hypermedia sites, which may host and manage multimedia content.
In Cuba, the obstacles to sharing information are significant—the majority of citizen journalism is
done offline, often by hand or typewriter, and uploaded and published once or twice a week. The
financial cost of freedom of expression is also great; the tools that facilitate contribution to media
outlets, such as paid internet access cards and international phone calls, are prohibitively expensive
and present a major obstacle.
While there is no exact count of blogs produced in Cuba, Blogs Cubanos reports that there are now
more than 1,600 blogs, including sites such as Retazos and Convivencia.57 Independent websites
hosted outside the country, such as La Polemica Digital, Havana Times, and Estado de Sats, provide
the few who are able to access the net with a much richer and more robust selection of news
sources and perspectives than those available from state-run media. Regional radio stations,
magazines, and official newspapers are also creating online versions, though these are state-run
and do not accept contributions from independent journalists. Some of these official sites recently
installed commentary tools that foster discussion and allow readers to provide feedback, albeit
censored. Other news sites run by Cuban exiles, such as Diario de Cuba, Penúltimos Días, and Café

The Philandrist (blog), “The Cuban Facebook Imitation Saga – Red Social (Social Network),” December 6, 2011, http://
thephilandrist.wordpress.com/2011/12/06/the-cuban-facebook-imitation-saga-redsocial/.

53

Larry Press, “Ecured is Not Open like Wikipedia,” The Internet in Cuba (blog), December 21, 2011, http://laredcubana.
blogspot.com/2011/12/ecured-is-not-open-like-wikipedia.html.

54

Cuba Debate online, “EcuRed Estara Disponible para Moviles” [EcuRed to be Available for Mobile] March 27, 2013, http://
www.cubadebate.cu/noticias/2013/03/27/enciclopedia-ecured-estara-disponible-para-moviles/

55

Blogs Cubanos (blog), “Una Platforma de Blogs Cubanos: Reflejos,” WordPress.com, May 19, 2013, http://blogscubanos.
wordpress.com/2013/05/19/una-plataforma-de-blogs-cubanos-reflejos/

56

57 “Blogs Cubanos – Top Alexia Cuba,” Blogs Cubanos (blog), January 19, 2013, http://blogscubanos.wordpress.
com/2013/01/19/blogs-cubanos/.
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Fuerte are now censored at some points but available at others. As censored areas change without
warning it is difficult to know where and when such blogs will be accessible on the island.
Unable to completely suppress dissident activity on the internet through legal and infrastructural
constraints, the authorities have taken a number of countermeasures, including dominating
conversations within the medium itself. The Cuban government maintains a major presence on social
networks via “Operación Verdad,” (Operation Truth), its veritable cyber militia of approximately 1,000
trusted students from the University of Computer Sciences (UCI) who were recruited to promote
the government’s agenda and to slander dissident bloggers and independent journalists.58 In
February 2013, Yoani Sanchez interviewed blogger Eliécer Avila, a former UCI student—and leader of
Operación Verdad.59 Referring to the group as the “kilobyte police,” Sanchez stated that the interview
“corroborated” theories that the state security had created blogs to “denigrate and discredit the
citizen who criticizes the system.60”
During the same month, video of a government training on social media appeared on the internet.
In the footage, which was apparently leaked, a Cuban official warns agents of the potential threat
that activist bloggers pose, alluding to the possibility that a popular blogger like Yoani Sánchez
could organize protests in Havana similar to those that occurred in Iran in 2009. 61 He concludes by
saying that the government must respond to these threats.
Despite such grave challenges to freedom of expression, a number of activists and bloggers have
persisted in making their voices heard. In recent years, Yoani Sánchez, an award-winning dissident
writer and the owner of the popular blog Generation Y, has become arguably the most visible
figure in an independent movement that uses new media to report on conditions that violate basic
freedoms. In addition to being vocal on Twitter (Sánchez had over 600,000 followers as of June
2014)62 and, increasingly, on the world stage, Sánchez has been hosting Twitter workshops in her
home for the past three years, a bold move that has resulted in a crop of hundreds of new Twitter
users in Cuba.
In mid-May 2014, following a whirlwind global tour that allowed her to raise awareness of human
rights abuses in Cuba and the fight for freedom of information and expression on the island,
Sánchez launched the first edition of a new, independent online news site known as 14ymedio
(media begun in the year 2014). Although many expected 14ymedio to be anti-establishment in
nature, Sánchez says that her goal is to provide objective news, allowing Cubans to make their

58 Committee to Protect Journalists (CPJ), After the Black Spring, Cuba’s New Repression (New York: July 6, 2011), http://
cpj.org/reports/CPJ.Cuba.Report.July.2011.pdf. See also: Cambios en Cuba [Changes in Cuba] (blog): http://cambiosencuba.
blogspot.com/; Yohandry’s blog: http://yohandry.wordpress.com/; and the official blogger’s platform CubaSí: http://www.cubasi.
cu.
59 Miriam Celaya, “The Internet Has its Own Soul: Eliecer Avila in a Revealing Interview,” Translating Cuba (blog), February 21,
2013, http://translatingcuba.com/category/authors/eliecer-avila/.
60

Yoani Sanchez, “Operation Truth,” Translating Cuba (blog), February 11, 2013, http://bit.ly/1bj2Ati.

61 “Coral Negro,” “La Ciber Policia en Cuba” [The Cyber Police in Cuba], Vimeo (Video), posted January 31, 2011), http://
vimeo.com/19402730; English transcription: http://translatingcuba.com/?p=7111; See Also: “Acuse de Recibo: ¿Quién es el
Ciberpolicía?” [Acknowledgement of Recepit: Who is the Cyber Policeman?], Penúltimos Días, February 5, 2011, http://www.
penultimosdias.com/2011/02/05/acuse-de-recibo-18/.
62 Yoani Sanchez’s Twitter page, accessed March 22, 2013, https://twitter.com/#!/yoanisanchez/; See also: Nelson Acosta and
Esteban Israel, “Cuba Unblocks Access to Controversial Blog,” Reuters, February 8, 2011, http://ca.reuters.com/article/topNews/
idCATRE7175YG20110208; Monica Medel, “Bloggers Celebrate as Cuba Unblocks Their Sites,” Journalism in the Americas (blog),
http://knightcenter.utexas.edu/blog/bloggers-celebrate-cuba-unblocks-their-sites.
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own decisions about current events. Reinaldo Escobar, the site’s editor-in-chief and Sánchez’s
husband, stressed this point, saying that writers for 14ymedio would avoid using politically charged
terminology, such as “dictatorship” and “regime.”63
In addition to the popularity of independent blogs, young people are increasingly turning to Twitter
and mobile phones to document repression and voice their opinions. In a world where internet
access is highly restricted, tweeting directly by SMS or a “Speak-to-Tweet” platform offers an
alternate avenue for communicating with the outside world. Although associated phone numbers
are continually blocked, the speak-to-tweet platform “Háblalo Sin Miedo” (Speak without Fear) has
been proactive in finding new phone numbers in order to enable Cuban residents to call a phone
number in the United States and record anonymous messages describing government abuses and
other grievances.64 The messages are automatically converted into posts shared via Twitter and
YouTube.65 At a cost US$1.10 per tweet, Háblalo Sin Miedo is expensive; nonetheless, it is proving
effective in allowing activists to denounce repressive acts and human rights violations.66

Violations of User Rights
Surveillance of ICTs in Cuba is widespread, and dissident bloggers are subject to punishments
ranging from fines and searches to confiscation of equipment and detentions. From December 2013
to February 2014, the Cuban government cracked down on opposition surrounding the second
annual CELAC summit in Havana, detaining at least 3,000 dissidents and harassing or blocking the
mobile phones of others.
The Cuban legal structure is not favorable to internet freedom. The constitution explicitly
subordinates freedom of speech to the objectives of a socialist society, and freedom of cultural
expression is guaranteed only if such expression is not contrary to the Revolution.67 The penal
code and Law 88, known as the “Clamp Law,” set penalties ranging from a few months to 20
years in prison for any activity considered a “potential risk,” “disturbing the peace,” a “pre-criminal
danger to society,” “counterrevolutionary,” or “against the national independence or economy.”68 In
1996, the government passed Decree-Law 209, which states that the internet cannot be used “in
violation of Cuban society’s moral principles or the country’s laws,” and that email messages must
not “jeopardize national security.”69 In 2007, a network security measure, Resolution 127, banned the
use of public data-transmission networks for the spreading of information that is against the social
interest, norms of good behavior, the integrity of people, or national security. The decree requires

63 BBC World News, “Cuban Dissident Yoani Sanchez Launches Online Newspaper,” May 21, 2014, http://www.bbc.com/news/
world-latin-america-27496620
64 Juan O. Tamayo, “Regimen Cubano Bloquea Llamadas de Denuncia,” El Nuevo Herald online, December 7, 2012, http://www.
elnuevoherald.com/2012/12/07/1359290/regimen-cubano-bloquea-llamadas.html.

Háblalo Sin Miedo, “Acerca de” [About us], accessed August, 13, 2012, http://www.hablalosinmiedo.com/p/como-funciona.
html.

65

66 Tracey Eaton, “Cuban Dissident Blogger Yoani Sanchez Tours the United States,” Florida Center for Investigative Reporting,
March 20, 2013, http://fcir.org/2013/03/20/cuban-dissident-blogger-yoani-sanchez-tours-the-united-states/.
67 Article 53, available at http://www.cubanet.org/ref/dis/const_92_e.htm, accessed July 23, 2010; See also: Article 39, d),
available at http://www.cubanet.org/ref/dis/const_92_e.htm, accessed July 23, 2010.
68

Committee to Protect Journalists, “International Guarantees and Cuban Law,” March 1, 2008, http://bit.ly/1hbJO4p.

69 Reporters Without Borders, “Going Online in Cuba: Internet under Surveillance,” http://www.rsf.org/IMG/pdf/rapport_gb_
md_1.pdf.
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access providers to install controls that enable them to detect and prevent the proscribed activities,
and to report them to the relevant authorities. Furthermore, access to the internet in Cuba generally
requires identification with photo ID, rendering anonymity nearly impossible.
Resolution 56/1999 provides that all materials intended for publication or dissemination on the
internet must first be approved by the National Registry of Serial Publications. Resolution 92/2003
prohibits email and other ICT service providers from granting access to individuals who are not
approved by the government, and requires that they enable only domestic chat services, not
international ones. Entities that violate these regulations can be penalized with suspension or
revocation of their authorization to provide access.
Despite constitutional provisions that protect various forms of communication and portions of
the penal code that establish penalties for the violation of the secrecy of communications, users’
privacy is frequently violated. Tools for content surveillance are likewise pervasive. Under Resolution
17/2008, ISPs are required to register and retain the addresses of all traffic for at least one year.70 The
government routes most connections through proxy servers and is able to obtain all user names and
passwords through special monitoring software called Avila Link, which is installed at most ETECSA
and public access points. In addition, delivery of email messages is consistently delayed, and it is not
unusual for a message to arrive without its attachments.
Under Raúl Castro, the Cuban government appears to have shifted its repressive tactics from longterm imprisonment of bloggers to short-term extralegal detentions, intimidation, and harassment.71
Bloggers are still routinely summoned for questioning, reprimanded, and detained, however—a
phenomenon that spiked in late 2013 and early 2014.72
In November 2013, authorities arrested numerous civil rights activists, including Yoani Sánchez and
at least 12 others. Among those detained were Laritza Diversent, an attorney who runs the blog
Jurisconsulto de Cuba, and Antonio Rodiles, curator of Estado de Sats. Diversent and many others
were released shortly after detention, but Rodiles was held in police custody for over three weeks. As
it is very difficult to distinguish between independent blogging and political activism in Cuba, it is
impossible to accurately pinpoint which offence triggered the detentions.
Regardless of whether an activist is flagged by the government for online or offline activity, arrests in
Cuba tend to increase surrounding key political events and meetings; late 2013 through early 2014
proved no exception to this rule. In December 2013, members of Ladies in White, a group of the
wives and mothers of 75 “anti-Castro” dissidents jailed in 2003, took to the streets to demonstrate

“Internet en Cuba: Reglamento para Los Proveedores de Servicos de Acceso a Internet” [Internet in Cuba: Regulations for
Internet Service Providers], CubanosUsa.com, December 18, 2008, http://bit.ly/19NNMfx.

70

Committee to Protect Journalists (CPJ), After the Black Spring, Cuba’s New Repression, July 6, 2011, http://www.cpj.org/
reports/2011/07/after-the-black-spring-cubas-new-repression.php.

71

Daniel Trotta, “Cuban Dissidents Say Political Arrests Top 1,000 in February,” Reuters, March 3, 2014, http://www.reuters.
com/article/2014/03/03/us-cuba-dissidents-idUSBREA221TB20140303; See also: Daisy Valera, “This Cuban Woman and Her
Online Indiscipline,” Havana Times online, March 11, 2012, http://www.havanatimes.org/?p=64077; Steven L. Taylor, “Cuba vs.
the Bloggers,” PoliBlog, December 6, 2008, http://www.poliblogger.com/index.php?s=cuba+bloggers; Marc Cooper, “Cuba’s
Blogger Crackdown,” Mother Jones, December 8, 2008, http://www.motherjones.com/politics/2008/12/cubas-bloggercrackdown.
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against human rights abuses on International Human Rights Day, but were detained before the
protest could begin.73
Although most were released within hours, threats and arrests of dissidents and activists spiked
significantly surrounding the January 2014 Community of Latin American and Caribbean States
(CELAC) summit, which was hosted in Havana. The summit, which convenes the heads of state of
member nations, was organized to discuss shared objectives for the region extending to economic
goals and a peaceful resolution to the ongoing violence in Colombia between the FARC rebels and
the government. More than 3,000 “arbitrary, politically motivated” detentions were reported in the
three months surrounding the summit.74 The blocking of hundreds of cell phones owned by activists
was also reported in the days leading up to the summit.75
In addition to the increase in detentions, reporters associated with independent online newspapers
were also subject to increased harassment in late 2013 and early 2014. In October 2013, three
dissident journalists were arrested within 24 hours. Mario Echevarria Driggs, a journalist with the
website Miscelaneas de Cuba, was arrested while covering a demonstration in Havana. The next
morning, David Aguila Montero, head of the Independent Journalists’ Social Agency (ASPI) was
arrested as he left his home. A few hours later, William Cacer Diaz, an independent journalist with
the online outlet Hablemos Press, was arrested en route to the newspaper’s headquarters. All three
writers were released four days after their arrest, along with Denis Noa Martinez and Pablo Morales
Marchan, two additional Hablemos Press reporters who had, at that point, been detained for 24
hours.76
In late May, Hablemos Press was again targeted by the Cuban government. Three of its reporters
were detained—and their cellphones were disconnected by state-run ETECSA. A member of the
state security also reportedly attacked Roberto de Jesus Guerra, the founder of the site, as he walked
to an embassy office to file a story online. Guerra and his wife have also begun receiving anonymous
death threats.77
As of May 2014, well-known blogger and writer Ángel Santiesteban Prats, who has been serving a
five-year jail sentence on trumped-up charges since early 2013, was still imprisoned.78 The winner of
major literary prizes, Santiesteban was arrested in connection with his political views several times
prior to his December 2012 trail. Such harassment increased after Santiesteban’s creation of the blog
“The Children No One Wanted,” in which he criticized the government. Santiesteban has reportedly

AlJazeera Americas, “Cuban Dissidents Detained on Human Rights Day,” December 10, 2013, http://www.aljazeera.com/
news/americas/2013/12/cuban-dissidents-detained-human-rights-day-20131210224649740907.html

73

Daniel Trotta, “Cuban Dissidents Say Political Arrests Top 1,000 in February,” Reuters, March 3, 2014, http://www.reuters.
com/article/2014/03/03/us-cuba-dissidents-idUSBREA221TB20140303
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Juan O. Tamayo, “Cuban Authorities Harass Dissidents Before Havana Summit,” Miami Herald, January 27, 2014, http://www.
miamiherald.com/2014/01/27/3896572/cuban-authorities-harass-dissidents.html

75

RSF, “Five Dissident Journalists Freed After Short Detention.” October 15, 2013, http://en.rsf.org/cuba-three-dissidentjournalists-14-10-2013,45325.html

76

Juan O. Tamayo, “Top Dissidents Detained in Cuba,” Miami Herald, June 11, 2014, http://www.miamiherald.
com/2014/06/11/4171942/top-dissidents-detained-in-cuba.html
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Mary Jo Porter and Heffner Chun, site managers, “Angel Santiesteban,” Translating Cuba: English Translation of Cuban
Bloggers, April 23, 2013, http://translatingcuba.com/category/authors/angelsantiesteban; See also: Angel Santiesteban,
“Prison Diary VI: Inside View of the Trial,” Translating Cuba: English Translation of Cuban Bloggers, March 28, 2013, http://
translatingcuba.com/prison-diary-vi-the-inside-view-of-the-trial-angel-santiesteban/.
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been subject to mistreatment and torture since his five-year imprisonment began. To date, there is
no evidence that he will be released early.79
Despite the myriad abuses suffered by dissidents, 2013 brought a notable loosening of travel
restrictions in Cuba. As part of immigration reform, bloggers previously denied exit visas, including
Yoani Sánchez, Orlando Luis Pardo, and Eliecer Ávila, were allowed to travel abroad. In early 2013,
Sánchez, who was finally permitted to leave Cuba after having been denied an exit visa 21 times in
the past five years, began an 80-city, 12-country tour, with the aim of bringing awareness to Cuba’s
active civil society and blogosphere.80 Her speeches and online efforts have since received significant
international attention. According to Ms. Sanchez’s new website, 14ymedio, a cadre of Google
executives visited the island in June 2014 “to promote the virtues of a free and open internet.”81

RSF, “Dissident Blogger Completes Year in Detention,” February 28, 2014, http://en.rsf.org/cuba-dissident-bloggercompletes-year-28-02-2014,45939.html

79

80 Monika Fabian, “Cuban Dissident Yoani Sanchez on the Power of the Hashtag,” ABC News/Univision Online, March 18,
2013, http://abcnews.go.com/ABC_Univision/News/cuban-dissident-yoani-sanchez-embarks-world-tour/story?id=18749528
81 David Adams, Google Executives Visit Google for First Time to Promote Open Internet, Reuters, June 29, 2014, http://www.
reuters.com/article/2014/06/29/us-google-cuba-idUSKBN0F30WN20140629
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

10

9

Limits on Content (0-35)

11

11

Violations of User Rights (0-40)

16

17

TOTAL* (0-100)

37

37

15.8 million
40 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In August 2013, the Ecuadorian government launched a global initiative known as
FLOK Society, intended to help the country transition from an oil-based economy to an
information-based, open knowledge society (see Obstacles to Access).

•

Ecuador’s Organic Law on Communications, passed in 2013, began to be implemented in
late 2013 and early 2014, paving the way for control of traditional media with an online
presence (see Limits on Content).

•

Following extensive campaigning from civil society organizations, the government
rescinded Article 474 of Ecuador’s new penal code (Código Orgánico Integral Penal),
which would have legalized surveillance of all internet transactions (see Violations of
User Rights).

•

Accusations of hacking, cyberattacks, and harassment increased in late 2013 and early
2014, extending to the interception of email between high-ranking officials and threats
against independent bloggers (see Violations of User Rights).
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Introduction
Ecuador, a relative newcomer to technological development among Latin American nations, has
witnessed substantial improvement in internet access over the past three years. In October 2013,
the government’s Institute for Higher Learning (IAEN) launched a global initiative known as Free/
Libre Open Knowledge (FLOK) Society dedicated to paving the way for Ecuador to transition away
from an extractive, oil-reliant economic model toward a model based on open knowledge.1 FLOK
aims to promote economic prosperity via the creation of a dynamic and innovative society, wherein
knowledge and technology are available to all.2 Despite such venerable ambitions, the status of
internet and press freedom in Ecuador has been highly paradoxical in recent years. While the state
guarantees privacy of communications, allegations of state surveillance cast doubt on the reliability
of such guarantees.
In June 2013, Ecuador’s controversial Organic Law on Communications was passed. Human rights
organizations have feared that the law, which utilizes vague wording, arbitrary sanctions, and the
threat of civil and criminal penalties, will stifle critical voices and halt the spread of information that
discredits officials, even when such information is supported with evidence.3
In 2013 and 2014, the Ecuadorian government introduced a handful of proposals concerning
regulation and control of the internet and was met with increased opposition to potential
restrictions from a newly dynamic civil society coalition. On the heels of the June 2013 passage of
the communications law, activists from Usuarios Digitales, the government-sponsored FLOK Society,
and the Internet Libre collective, lobbied against—and defeated—the broad surveillance provisions
proposed under Article 474 of the new penal code (Código Orgánico Integral Penal or COIP).4 Had
Article 474 been approved, it would have forced internet service providers (ISPs) to record all user
activity for six months. Due in large part to civil society action, however, the new penal code was
passed in November 2013 without Article 474.
Over the past year, Ecuador has been the focus of some international media coverage regarding
the Edward Snowden surveillance leaks. Snowden’s revelations about governmental espionage and
privacy violations catalyzed a global debate regarding state surveillance policies—one that grew to
encompass Ecuador after President Correa extended an offer of asylum to Snowden. In June 2013,
Foreign Secretary Ricardo Patiño reiterated Ecuador’s stance, stating that the country would be
a safe haven for Snowden if he were able to reach Ecuadorian soil.5 Similarly, in August 2013, the
Ecuadorian government released a statement reaffirming its 2012 offer of asylum to Julian Assange,
the WikiLeaks founder who had, at that point, been holed up in the Ecuadorian embassy in London
for over a year.6 Despite its positive stance toward foreign whistleblowers, however, the Ecuadorian
David Bollier, “Bauwens Joins Ecuador in Planning a Commons-Based Peer Production Economy,” Bollier.org, September 20,
2013, http://bollier.org/blog/bauwens-joins-ecuador-planning-commons-based-peer-production-economy

1

2

Official site of FLOK Society, accessed April 17, 2014, http://floksociety.org/

Gina Yauri, “Ecuador Passes Controversial Communications Law,” Global Voices Online, June 19, 2013, http://
globalvoicesonline.org/2013/06/19/ecuador-passes-controversial-communications-law/

3

4

Facebook Page of Usuarios Digitales, accessed April 17, 2014, https://es-es.facebook.com/InternetEcuador

Ultimas Noticias, “Ecuador Estudiará Solicitud de Asilo Político de Edward Snowden” [Ecuador will Consider Request for
Political Asylum from Edward Snowden], June 23, 2013, http://www.andes.info.ec/es/actualidad/ecuador-estudiara-solicitudasilo-politico-edward-snowden.html
5

6 Press Association, “Ecuador Restates Support for Julian Assange on Asylum Anniversary,” The Guardian, August 16, 2013,
http://www.theguardian.com/media/2013/aug/16/ecuador-julian-assange-asylum-anniversary
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government has a contradictory history of attempting to suppress criticism of political leaders within
its own borders (see “Limits on Content” and “Violations of User Rights”).

Obstacles to Access
Although it is still developing, Ecuador’s information and communications technology (ICT) sector
has experienced tangible growth in recent years due in large part to government efforts to expand
access, such as Ecuador’s “Digital Strategy 2.0” plan, intended to extend internet connectivity to 50
percent of households by 2015.7 As of 2013, internet penetration in Ecuador was measured at 40.3
percent, a notable increase given that penetration was just below 30 percent in 2010.8 According to
a first quarter 2014 report from Akamai, Ecuador’s average internet speed is 3.3 Mbps.9
Ecuador has 35,111 kilometers of fiber-optic cable and the government is working to expand
internet services across the country so that the technology can be used as a tool for national
development. As of September 2013, the government had installed over 1 million network access
points as part of its national telecommunications growth strategy.10 Ecuador has approximately 22
internet service providers (ISPs), three of which—ETAPA, GrupoTvCable, and CNT—offer national
coverage. Of all Ecuadorian ISPs, ETAPA and GrupoTvCable hold the greatest percentage of market
share.11 Speeds of 2 Mbps cost an average of US$20 per month, whereas a 5 Mbps subscription can
be found for US$40-50 per month. In some places, 10 Mbps subscriptions are available at a rate of
approximately US$60 per month.12 Under a provision prioritizing essential technology, computers,
which range from approximately US$800 to$1000, are tax-free when imported from other countries.
As compared to an average wage of US$318 per month, however, computers are not easily
affordable.13 For those fortunate enough to own computers, there are multiple internet subscription
options, ranging from dial-up pay-per-minute plans to cable and satellite connections.14 Broadband
(commonly used in urban zones) and satellite connections (often used in rural areas) have become
increasingly popular in recent years, eclipsing dial-up plans.
Ecuador is also home to an active contingent of mobile phone users. With over 17.5 million mobile
Roberta Prescott, “In New Digital Plan, Ecuador Aims for Internet Access to Half of All Households by 2015,” RCR Wireless,
November 16, 2011, http://www.rcrwireless.com/americas/20111116/networks/in-new-digital-plan-ecuador-aims-for-internetaccess-to-half-of-all-households-by-2015/

7

8 International Telecommunication Union, “Individuals Using the Internet,” 2000-2013, http://www.itu.int/en/ITU-D/statistics/
Pages/default.aspx

Akamai, “State of the Internet Visualization: First Quarter 2014” Infographic, http://www.akamai.com/stateoftheinternet/sotivisualizations.html#stoi-map

9

Ministry of Telecommunications and Information Society, “Ecuador Digital se Consolidó en el 2013” [Ecuador Digital was
Consolidated in 2013], December 27, 2013, http://www.telecomunicaciones.gob.ec/ecuador-digital-se-consolido-en-el-2013/

10

El Tiempo, “Internet Aumentara Velocidad” [Internet Speed will Increase], May 17, 2012, http://www.eltiempo.com.ec/
noticias-cuenca/96903-internet-aumentara-velocidad/

11

CNT, National Corporation of Telecommunications, Products and Services,
CNT, 2012, http://www.cnt.gob.ec/cntwebregistro/04_cntglobal/productos_detalle.
php?txtCodiSegm=1&txtCodiLine=4&txtCodiProd=34&txtCodiTipoMovi=0#valDes; See also: Bryan Haines, “Internet in
Ecuador: 2013 Speed Update,” Gringos Abroad, May 18, 2013, http://gringosabroad.com/ecuador/ecuador-internet-2013/

12

El Diario, “Correa Anuncia que el Sueldo Básico Aumenta a $318”[Correa Announces that the Base Salary is Increasing
to $318], December 22, 2012, http://www.eldiario.ec/noticias-manabi-ecuador/250696-correa-anuncia-que-el-sueldo-basicoaumenta-a-318/

13

Tempest Telecom, Coverage Guide: Ecuador – Dialup Internet Access, accessed August 8, 2013, http://www.tempestcom.
com/guide/guide.aspx?Id=60&view=1.
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subscriptions in 2013, the country has a mobile penetration rate of 111.5 percent—meaning that
some individuals have more than one mobile phone—a marked increase from 2011, when mobile
penetration was measured at 47 percent.15 According to the most recent national study, regional
variations still persist, with the lowest number of subscribers found in the Andean highlands of
Bolivar, and the greatest number in Pichincha, which counts Ecuador’s capital, Quito, among its cities.
Mobile phone penetration also varies among income and education levels.16
Ecuador is home to three mobile service providers: one state-run operator, CNT, and two private
providers, Claro (CONECEL) and Movistar (OTECEL). Claro holds nearly two-thirds of active cellular
accounts, followed by Movistar with approximately one-third, and finally, state-run CNT, with less
than two percent of subscribers.17 Despite their popularity, the Ecuadorian government classifies
mobile phones as luxury items. In addition to being excluded from the tax exemption extended to
computers, a June 2012 ruling (No. 67) issued by the Committee on Foreign Trade (COMEX)18 also
imposes quotas on the importation of mobile phones.19 According to the edict, the limitation is
predicated on preventing further environmental degradation resulting from residual mobile phone
waste.
By late 2013, Ecuador had begun making efforts to encourage greater civic participation on
issues related to internet freedom and privacy. The launch of FLOK Society and FLOK’s November
2013 “Minga-tec” event opened a much-needed public debate about digital privacy and started a
conversation about the relationship between government and civil society within Ecuador.20 Mingatec brought global activists and researchers together to promote open source technology and to
discuss freedom of speech issues such as global surveillance practices. FLOK Society aims to make
Ecuador’s “knowledge revolution” socially, ecologically, and economically sustainable following
the country’s stated “principles of good living” (Plan Nacional para el Buen Vivir).21 These include:
strengthening democracy and equality; improving quality of life; strengthening national identity,
human rights, and environmental sustainability; and ensuring sovereignty and peace.22
In February 2014, the National Secretary for Higher Education, Innovation and Technology launched
the region’s first wiki legislation project (WikiCOESC+i). This freely accessible site allows citizens
of Ecuador and other nations to propose changes to the Organic Code for Social Economy of
15

ITU, Mobile-Cellular Subscriptions, 2000-2013, http://www.itu.int/en/ITU-D/statistics/Pages/default.aspx

INEC, National Center for Statistics and Censuses, “Reporte Anual de Estadisticas sobre Tecnologias de la Information y
Comunicaciones (TICs) 2011” [Annual Report of Statistics about Information and Communications Technologies (ICTs) 2011],
http://www.inec.gob.ec/sitio_tics/presentacion.pdf.

16

SUPERTEL, “Operadoras Reportaron 17.133.539 Líneas Activas de Telefonía Móvil Prestadas a Través de Terminales
de Usuario”[Operators Report 17,133,539 Active Mobile Telephone Lines Provided to Users], Superintendencia de
Telecomunicaciones, February 20, 2013, http://www.supertel.gob.ec/index.php?option=com_content&view=article&id=1182
%3Aoperadoras-reportaron-17133539-lineas-activas-de-telefonia-movil-prestadas-a-traves-de-terminales-de-usuario&catid=44%3Aprincipales&Itemid=344.
17

COMEX, “Resolución Nº67 del Comité de Comercio Exterior” [Legal Ruling # 67 of the Committee for External Business
Relations], June 11, 2012, http://www.produccion.gob.ec/wp-content/uploads/downloads/2012/09/RESOLUCION-67.pdf

18

La Hora Nacional, “Restricciones de Comercio Limitarán Acceso a Internet” [Trade Restrictions will Limit Access to the
Internet], June 26, 2012, http://www.lahora.com.ec/index.php/noticias/show/1101351932#.UTONqahgbME

19

FLOK Society, “En Vivo: Conculsion de la Minga por la Libertad Tecnologica” [Live: Conslusion of Minga for Technological
Freedom ] November 28, 2013, http://floksociety.org/2013/11/28/en-vivo-conclusion-de-la-minga-por-la-libertad-tecnologica/

20

21 Gobierno National de La Republica del Ecuador, Plan Nacional para el Buen Vivir [National Plan for Good Living], Accessed
April 21, 2014, http://www.buenvivir.gob.ec/
22 Gobierno National de La Republica del Ecuador, Plan Nacional para el Buen Vivir [National Plan for Good Living], Accessed
April 21, 2014, http://www.buenvivir.gob.ec/

249

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Ecuador

Knowledge and Innovation. The goal of the Code is to design a framework for the “inclusive and
democratic” development of an open knowledge society, “based on the intensive use of infinite
resources.”23 It remains to be seen how involved the public will become in shaping the new body of
law; nonetheless, the government’s provision of an open forum for commentary and proposal offers
an innovative avenue through which to encourage civic participation.24
Over the past two years, Ecuador has shown improvement in extending internet access to rural areas
via Infocentros and Mobile Classrooms (Aulas Móviles), two programs facilitated by the Ministry
of Telecommunications (MINTEL). Ecuador’s state-run Infocentros—networked community centers
that began to be installed in June 2012—offer internet access in 489 parish communities, and
also provide equipment to 7,541 students throughout the country. An additional 387 Infocentros
are slated to open in late summer 2014. Mobile Classrooms—which are intended to offer access
to those without Infocentros nearby—have also proven successful, reaching 2,816 parishes and
municipalities since the project’s June 2012 inception. In May 2013, MINTEL received an award
from the International Telecommunication Union (ITU) in recognition of the success of its Mobile
Classrooms Project. To date, the number of people using Infocentros is over two million nationwide.25
In addition to Mobile Classrooms and Infocentros, in rural areas, cybercafes, which generally provide
internet access at a rate of US$1 per hour, are often relied upon. Such establishments face the same
requirements as other businesses, including registering with the government. In order to utilize the
services provided by cybercafes, the national secretariat of telecommunications, SENATEL, requires
that users register with the following: full name, phone number, passport number, voting certificate
number, email address, and home address. Users must also agree to terms that stipulate that all
information entered into the database during use falls under the jurisdiction of SENATEL and the
superintendency of telecommunications, SUPERTEL. If a user infringes on the terms and criminal
charges are applicable to the transgression, the user will be prosecuted under Ecuador’s penal
code.26
Ecuador’s backbone is not highly centralized. There have been no reported incidents of the
government placing restrictions on applications from new companies in the ICT sector; however,
high registration costs and administrative hurdles can make it difficult to begin operating a
new telecommunications business. New ISPs and mobile companies often face fees as high as
US$100,000 as well as legal obstacles, each of which can complicate their attempts to enter the
market.27 Private ISPs sometimes engage in bandwidth throttling (the intentional slowing down
of internet service) to specific sites when excessive amounts of bandwidth are being consumed.
Secretaria de Educacion Superior, Ciencia, Tecnologia e Innovacion, Código Orgánico de Economía Social del
Conocimiento e Innovación [Organic Code for Social Economy of Knowledge and Innovation] Accessed April 21, 2014, http://
coesc.educacionsuperior.gob.ec/index.php/C%C3%B3digo_Org%C3%A1nico_de_Econom%C3%ADa_Social_del_Conocimiento_e_
Innovaci%C3%B3n
23

Secretaria de Educacion Superior, Ciencia, Tecnologia e Innovacion, Código Orgánico de Economía Social del
Conocimiento e Innovación [Organic Code for Social Economy of Knowledge and Innovation] Accessed April 21, 2014, http://
coesc.educacionsuperior.gob.ec/index.php/C%C3%B3digo_Org%C3%A1nico_de_Econom%C3%ADa_Social_del_Conocimiento_e_
Innovaci%C3%B3n
24

Original data taken from the annual report of the Ministry of Telecommunications: www.infocentros.gob.ec and from the
associated press release: http://www.ppelverdadero.com.ec/pp-al-dia/item/en-ecuador-funcionaran-387-nuevos-infocentros.
html

25

26 SENATEL, Registro de Cibercafes On Line [Registration of Cybercafes Online], Republica del Ecuador, accessed August 6,
2013, http://www.regulaciontelecomunicaciones.gob.ec/registro-de-cibercafes/.
27
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It appears as though Ecuadorian ISPs utilize this strategy for traffic management rather than for
censorship; however, they are not transparent about such restrictions and there are likewise no laws
to protect against preferential treatment of certain sites in times of high traffic.
Ecuador’s state regulatory agency is called the National Telecommunications Council (CONATEL).28
It is part of the Telecommunications Ministry, the head of which is nominated by the president
and also serves as the head of CONATEL, a process which demonstrates close alignment with the
executive body.29In July 2012, CONATEL issued the Telecommunication Service Subscribers and
Added Value Regulation Act.30 Internet subscribers have taken issue with some of the act’s main
provisions, namely, the granting of authority to CONATEL to request users’ IP addresses without a
court order (Article 29.9).31

Limits on Content
In recent years, Ecuador has seen an increasingly controlled media climate—both in print and online
media. Although 2013 marked the beginning of a dialogue between a diverse array of social actors
and public officials regarding freedom of access legislation and internet governance, state regulatory
bodies remain organized in such a way as to have little independence from the executive branch,32
a factor which compromises transparency and negates the possibility of an independent appeals
process for citizens wishing to challenge restrictions on ICT access or content.
While there have been no widespread instances of blocking or filtering of websites or blogs in
Ecuador, restraint of political and government-related content is common, both in print and
increasingly online. Attempts to censor statements made in times of heightened political sensitivity
have also been witnessed, either via letters from the executive branch demanding that editors or
website administrators delete content or via the overly broad application of copyright protection
principles to content critical of the government. The former has involved news outlets that have
allowed readers to post comments critical of the Correa administration on the comments sections of
their websites. Following letters from the executive and court proceedings, in 2012, the comments
sections of popular media outlets La Hora and El Commercio were each disabled indefinitely.33
The use of copyright infringement claims as grounds for the removal of critical content has often
El Universo, “Presidente del CNE: Hay que regular a las redes sociales y a eso vamos” [President of CNE: We have Regular
Social Networks], El Universo, October 18, 2012, http://www.eluniverso.com/2012/10/18/1/1355/presidente-cne-hay-regularredes-sociales-eso- vamos.html

28

SENATEL, “CONATEL - Consejo Nacional de Telecominicaciones” [CONATEL – National Telecommunications Council],
accessed August 5, 2013 http://www.regulaciontelecomunicaciones.gob.ec/conatel/.

29

Carlos Correa Loyola, “Carta Impresa a Domingo Paredes, Presidente del CNE, sobre Intención de Regular las Redes
Sociales” [Printed Letter to Domingo Paredes, President of CNE, about the Intention to Regulate Social Networks], Bitácora de
Calú (blog), October 18, 2012, http://calu.me/bitacora/2012/10/18/carta-impresa-a- domingo-paredes-presidente-del-cnesobre-intencion-de-regular-las-redes-sociales.html
30

El Comercio, “Jueces Ordenan que Juicio del Caso Luluncoto no se Transmita por Redes Sociales” [Judges Ordered that
Case of Luluncoto is not to be Transmitted by Social Networks], January 23, 2013, http://www.elcomercio.com/seguridad/
Jueces-ordenan-Luluncoto-transmita- sociales_0_852514906.html.
31

32

President Correa, Boletin No. 214, Hoy.com, June 25, 2013, http://www.hoy.com.ec/hoyurgente/leycomunicacion.pdf

Silvia Higuera, “Government of Ecuador asks Paper to ‘Filter’ Reader Comments,” Knight Center for Journalism in the
Americas, January 30, 2013, https://knightcenter.utexas.edu/blog/00-12744-government-ecuador-asks-paper-“filter”-readercomments; See also: El Comercio, “Correa Da Su Version del Desfile Olimpico” [Correa Gives His Version of the Olympic Parade],
July 28, 2012, http://www.elcomercio.ec/politica/Rafael-Correa-da-version-desfile-Olimpico-juegos-olimpicos_0_745125557.
html.
33
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involved Spanish copyright infringement firm Ares Rights. The firm has come under fire for its
issuance of takedown notices on behalf of the Ecuadorian government, forcing the removal of
a 2012 documentary about President Correa on grounds of copyright infringement for the use
of the president’s image, and catalyzing censorship of the film “Intag Indefensión.”34 Clips of the
film, a politically sensitive documentary produced and directed by renowned filmmaker Pocho
Álvarez, were posted on YouTube and Vimeo in late 2013. Ares Rights removed the content, which
documents the impact of mining in the ecologically and socially vulnerable region of Intag, in
response to complaints from government-run public television station ECTV.35 Although the video
was later reposted on a handful of sites with the original content, including YouTube, where it is
currently available,36 it is worth noting that its removal was not an isolated incident, but was part
of at least one dozen takedowns of photos, videos, and documents that painted the government
in an unflattering light.37 In April 2014, the Twitter account of politically active blogger Diana
Amores was also taken down by a copyright infringement claim issued by Ares Rights. Amores’
offence was retweeting a letter from the president to the people of Quito during local elections in
January. Amore’s account was restored 24 hours after the takedown, after Twitter’s evaluation of the
copyright infringement law concluded that it had been used incorrectly.38
The Board of Communication Control (CORDICOM or Consejo de Control de la Comunicación),
which regulates media content, has played a pivotal role in increasing self-censorship primarily
by prescribing high penalties for private citizens, journalists, and media companies that do not
comply with the vague and overly broad rules for online content dictated in the country’s highly
controversial June 2013 Organic Law on Communications. As the institution that founded the
Superintendency of Information (Superintendencia de la Información), CORDICOM is responsible for
the rules and penalties for online media platforms, as part of the Communications law.39
In addition to tasking website owners with “ultimate responsibility” for all hosted content,
prescribing arbitrary sanctions for unbalanced reporting, and banning “media lynching”—
an accusation often applied to investigative reporting in Ecuador,40 the Organic Law on
Communications also grants the Superintendency the power to audit, intervene, and control
34 Mike Masnick, “Spanish Anti-Piracy Firm Ares Rights History of Censorship by Copyright for Ecuador and Argentina,”
Techdirt.com, June 28, 2013, http://www.techdirt.com/articles/20130628/17335823665/spanish-anti-piracy-firm-ares-rightsappears-to-specialize-censorship-copyright-latin-american-countries-like-ecuador.shtml

Martin Pallares and Nancy Veredzoto, “Ares Rights purga de la Red datos molestos para el Régimen” [Ares Rights Purges
Network Data after Interference from the Regime] El Comercio, October 27, 2013, http://www.elcomercio.com/politica/
Ecuador-derechos-tecnologia-autor-politica-AresRights_0_1018698135.html

35

Poncho Alvarez’ documentary Intag Indefensión was reposted on the following sites: exTrends, http://www.extrends.co/
video/intag-indefension/10579/; Conflictos Mineros (the observatory of miners’ conflicts) http://www.conflictosmineros.net/
biblioteca/videos/video/latest/intag-indefension; and also, by the filmmaker himself on YouTube, http://www.youtube.com/
watch?v=6gIaK3Atc_s

36

Martin Pallares and Nancy Veredzoto, “Ares Rights Purga de la Red Datos Molestos para el Régimen” [Ares Rights
Purges Network Data after Interference from the Regime] El Comercio, October 27, 2013, http://www.elcomercio.com/
politica/Ecuador-derechos-tecnologia-autor-politica-AresRights_0_1018698135.html; See also: Tech Dirt, Ecuador Using
Copyright to Try to Take Down Leaked Documents About its Surveillance Practices, June 28, 2013, http://www.techdirt.com/
articles/20130627/22382723648/ecuador-using-copyright-to-try-to-take-down-leaked-documents-about-its-surveillancepractices.shtm

37

The timeline of Diana Amores’ account is posted on her Facebook and Twitter pages: @Diana_Amores; facebook/
DianaAmores

38

El Churo Comunicación, “Reglamento Ley de Comunicación Ecuador” [Implementation of Communications Act] Slideshare.
net, Jan 21, 2014, http://www.slideshare.net/ElChuroComunicacion/reglamento-ley-de-comunicacion-ecuador

39

Gina Yauri, “Ecuador Passes Controversial Communications Law,” Global Voices Online, June 19, 2013, http://
globalvoicesonline.org/2013/06/19/ecuador-passes-controversial-communications-law/
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all information and media, as well as to enforce regulations governing information and
communications. Although a promising step was taken in January 2014, when secondary legislation
(Article 2) explicitly excluded individual expression on social media and personal blogs from
regulation by the Superintendency, CORDICOM maintains the power to enforce all rulings and to
further interpret the rules. A handful of conflicting articles in the Communications Law further cloud
the environment: although Article 2 seems to protect freedom of online speech, Article 3 extends
control of content by CORDICOM to “all media with an online presence,” which could easily negate
the positive implications of the exclusionary clause in Article 2. While such contradictory regulation
renders online expression legally precarious, the practical application of these powers has yet to be
witnessed, leaving the legal status of personal expression online uncertain.41
Although it has been a bit slow to catch on, social media use is growing in Ecuador. As of June 2013
the country claimed nearly 6 million active Facebook users and 2.5 million Twitter users42—for point
of comparison, Ecuador’s population was estimated to be 16.7 million as of July 2014.43 Access to
blogs and social media platforms such as Facebook, Twitter, and YouTube is generally free and open
in Ecuador; however, the government has periodically made announcements about its ability to
monitor and regulate social networks. To date, it does not appear to be exercising this power, which
would present an infringement on user privacy.44
The Ecuadorian government has also been accused of manipulating conversations online via
progovernment commentators, reportedly employed to counter opposition voices. In 2012, a series
of interviews with government insiders and investigative journals pointed to the existence of a
digital army slandering and discrediting dissidents online.45 Although difficult to prove, evidence of
internet trolls who post government propaganda and slander critics online has also been apparent
surrounding electoral campaigns. There is no legal mechanism in place to combat such activity, but
to date the threat of being discredited by trolls does not appear to have deterred citizens from
participating in online debate.
Although tensions remain high, online activism is fairly robust. Sporadic threats against
independently minded bloggers and activists did little to deter Ecuadorians from taking to the
internet to voice their opinions in the months leading up to the February 2014 municipal elections.46
Social media sites hosted online protests, and platforms such as Twitter fostered political debate,
allowing citizens to voice their opinions on sensitive topics away from the scrutiny and control of
The entire secondary law can be downloaded at the Council of Communications: Cordicom: http://www.cordicom.gob.ec/
wordpress/wp-content/uploads/downloads/2014/01/pdf-decreto_214-21-ene-2014.pdf

41

El Comercio, “Facebook es Aún lo Más Visto en Ecuador” [Facebook is Still the Most Visited Site in Ecuador] June 2, 2013,
http://www.elcomercio.com/tecnologia/Facebook-visto-Ecuador-megusta-redsocial_0_930507006.html.

42

43 CIA, “The World Factbook: Ecuador,” June 22, 2014, https://www.cia.gov/library/publications/the-world-factbook/geos/
ec.html
44

Website of CONATEL (National Telecommunications Council), http://www.conatel.gob.ec/

45 El Universo, “Dirigente de SP Revela Supuesto ‘Ejercito’ de Cuentas Falsa en Ecuador” [SP Reveals Alleged ‘Army’ of Fake
Accounts in Ecuador], February 28, 2012, http://www.eluniverso.com/2012/02/28/1/1355/dirigente-sp-revela-supuesto-ejercitocuentas-falsas-ecuador.html; Maca Lara-Dillon, “Inedito: Gobierno de Ecuador Habria Montado un ‘Troll Center’” [Unpublished:
Government of Ecuador has Set Up a Troll Center], Pulso Social, March 1, 2012, http://pulsosocial.com/2012/03/01/ineditogobierno-de-ecuador-habria-montado-un-troll-center/; See also: Ecuador Times, “Rafael Correa Asked the SENAIN to
Investigate Twitter Accounts,” Ecuador Times, January 25, 2013, http://www.ecuadortimes.net/2013/01/25/rafael-correa-askedthe-senain-to-investigate-twitter-accounts/

El Telegrafo, “Las Redes Sociales Tienen Su Propio Lenguaje en Campañas Electorales” [Social Networks Have Thier Own Language in
Electoral Campaigns] February 28, 2014, http://www.telegrafo.com.ec/cultura/medios/item/las-redes-sociales-tienen-supropio-lenguaje-en-campanas-electorales.html

46
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authorities.47 In a surprise turn, President Correa’s Alianza Pais party lost the major posts in the
largest cities.48 There appears to be a correlation between the unexpected electoral results and the
political leanings of the new internet-influenced generation. Growing internet access has nurtured
a generation of politically involved urban youth that mistrusts traditional media and seeks an open
and more diverse society.
Over the past year, environmental, ecological, and human rights organizations have been struggling
to bring international attention to the plight of indigenous peoples and biodiverse areas being
stripped of their natural resources by a government plan to increase revenue. The government,
which is intent on suppressing negative news about its extraction of natural resources and its
infringement on the lives of the protected peoples of the Amazon, has resorted to online and offline
tactics to silence and discredit critics.
One online campaign to bring attention to the plight of the Yasuni, an indigenous group threatened
by government-led excavation projects, managed to mobilize social and political actors worldwide.
Online protests helped the Yasuni movement collect more than the requisite 500,000 signatures
needed for a referendum to stop the oil drilling in the Yasuni area. By early May, however, the
government had dismissed half of the signatures due to “format nonconformities” such as using the
wrong color of ink. The remaining 360,000 petition signatures deemed acceptable were too few in
number to force a referendum.49

Violations of User Rights
Ecuador has long held an ambivalent attitude toward media, characterized on the one hand
by positive development strategies to extend ICT access across the country, offers of asylum
to prominent and controversial freedom of information advocates Julian Assange and Edward
Snowden (both men face criminal charges in at least one country), and pronouncements about
the importance of freedom of speech. These highly visible maneuvers stand in stark contrast with
contentious interactions with journalists, increasingly stringent media laws and penalties, mandatory
identification and registration requirements for the purchase of mobile phones, and attempts at
expanding surveillance of private citizens—while denouncing the vast surveillance carried out by the
U.S. National Security Agency (NSA) on American citizens.50
Ecuador’s constitution guarantees “universal access to information technologies and communication
(Article 16.2), and confers the ability to exercise one’s right to communication, information, and

María José Calderón, Democracia y Participación Electoral, Cuadernos de Promoción Electoral, [Democracy and Electoral
Participation, Electoral Promotion Papers], Insituto de la Democracia, November, 2013

47

Alexandra Valencia, “Correa Government Loses Ecuador Capital in Local Election,” Reuters, February 24, 2014, http://
www.reuters.com/article/2014/02/24/us-ecuador-election-municipals-idUSBREA1N0WV20140224; See also: Infobae
America, “Rafael Correa Admitió el ‘Doloroso’ Revés en Ecuador Tras la Derrota de Su Partido en Quito” [Rafael Correa Admits
‘Painful’ Setback in Ecuador After the Defeat of His Party in Quito], Infobae America, February 24, 2014, http://www.infobae.
com/2014/02/24/1545781-rafael-correa-admitio-el-doloroso-reves-ecuador-la-derrota-su-partido-quito
48

The full report can be seen at: http://www.elcomercio.com/politica/CNE-yasunidos-consultapolular-Yasuni-firmasinformejuridico-descarta_0_1134486737.html; the Twitter account of yasunidos had high profile advocates such as film stars
and politicians campaigning globally; see: @yasunidos, http://www.yasunidos.org/

49

Jessica McKenzie, “A Bit of Hypocrisy from Ecuador on the Internet, Tech President, November 20, 2013, http://
techpresident.com/news/wegov/24541/bit-hypocrisy-ecuador-internet-surveillance
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freedom of expression (Article 384).51 However, a discretionary loophole in Resolution TEL-477-16CONATEL-2012 grants ISPs a wide margin for the implementation of “actions they deem necessary
to the proper administration of the service network,” and by extension, threatens net neutrality. 52 In
July 2012, Ecuador’s Ministry of Telecommunications issued a resolution (the Telecommunication
Service Subscribers and Added Value Regulation Act) establishing a framework for ICT user rights
and the regulation of ISPs. Among its provisions are articles stating that telecommunications is
considered a “strategic sector” by the Ecuadorian government, and that the state is tasked with
the “administration, regulation, control and management” of such technologies, while also being
responsible for ensuring that the public has access to ICTs. Article 14 further establishes a state
guarantee of privacy and security for users, prohibiting third party interception of communications.53
Despite such positive provisions, however, Article 29.9 of the same act authorizes CONATEL to
track IP addresses from ISP customers without a judicial order.54 While there are no specific laws
criminalizing online content, standard defamation laws apply to content posted online.55 Lawsuits
have been filed against digital news sites for comments critical of the current administration, and
calls for investigations into Twitter users who post content critical of the government have been
levied by governmental authorities, including President Correa.56
In December 2013, President Correa announced that his email had been intercepted by two
members of his administration: representative Cléver Jiménez (sued by the president in 2011 for libel
and under fire again in 2013 for criticizing the president’s alleged purchase of advanced surveillance
equipment) and opposition delegate Fernando Villavicencio. After raids on their offices, they were
charged with high-level espionage. Following the expulsion of Cléver Jimenez from the National
Assembly, he was processed and charged under a separate defamation case.57
In the wake of the aforementioned arrests, in early 2014 the popular humorist Bonil published
a cartoon in the newspaper El Universo satirizing the police raid on the home of Francisco
Villavicencio. The cartoon, which went viral, was posted and retweeted on social media thousands
of times before Bonil and El Universo were charged with violating provisions of the Organic Law
MINTEL, “Autoridades del MINTEL se reunieron con usuarios digitales” [MINTEL Authorities Met with Digital Users],
Ministerio de Telecomunicaciones y Sociedad de la Información, August 13, 2012, http://www.telecomunicaciones.gob.ec/
autoridades-del-mintel-se-reunieron-con-usuarios-digitales-2/.
51

52 See Article 15.6 of CONATEL’s Telecommunication Service Subscribers and Added Value Regulation Act: http://www.
elcomercio.com/seguridad/Jueces-ordenan-Luluncoto-transmita- sociales_0_852514906.html
53 See Article 14 of CONATEL’s Telecommunication Service Subscribers and Added Value Regulation Act: http://www.
elcomercio.com/seguridad/Jueces-ordenan-Luluncoto-transmita- sociales_0_852514906.html
54 Carlos Correa Loyola, “Carta Impresa a Domingo Paredes, Presidente del CNE, sobre Intención de Regular las Redes
Sociales” [Printed Letter to Domingo Paredes, President of CNE, about the Intention to Regulate Social Networks], Bitácora de
Calú (blog), October 18, 2012, http://bit.ly/18l0dBH

Asamblea Nacional de Ecuador, “Constitución del Ecuador” [Constitution of Ecuador], Asamblea Nacional de Ecuador,
October 20, 2008, http://www.asambleanacional.gob.ec/documentos/constitucion_de_bolsillo.pdf

55

Ecuador Times, “Rafael Correa Asked the SENAIN to Investigate Twitter Accounts,” Ecuador Times, January 25, 2013, http://
www.ecuadortimes.net/2013/01/25/rafael-correa-asked-the-senain-to-investigate-twitter-accounts/

56

Jimenez and two of his advisers were charged for public accusations made against the President in 2011 regarding
the events of September 30, 2010. He has sought refuge since April within the Quechua community of Sarayaku in the
rainforest region. Updates on the case can be found at the government’s journal el PP Verdadero and El Telégrafo at
independent newspaper Diario Hoy, http://www.hoy.com.ec/noticias-ecuador/clever-jimenez-se-confiesa-en-el-umbral-de-lacarcel-603113.html, and El Comercio, http://www.elcomercio.com/politica/sarayaku-amazonia-clever_jimenez-rafael_correaAlexa_0_1128487204.html; For international news: Rosie Gray and Adrian Carrasquillo, “Ecuador Defends Domestic Surveillance,”
Buzzfeed, June 27, 2013, http://www.buzzfeed.com/rosiegray/ecuador-defends-domestic-surveillance. Further information
about the police uprising on September 30 can be found at: www.elcomercio.com/tag/30s.html The UN resolution: http://www.
elcomercio.com/politica/Mision-ONU-dice-democracia-peligro_0_631136987.html
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on Communications.58 Under Article 11 of the law, which states that all content without proper
verification will be fined, Bonil and El Universo were each sentenced to pay US$90,000 to the
Superintendency of Information. Bonil was also ordered to issue a formal correction of his cartoon,
and El Universo was fined an additional two percent of its billings for the three months prior to the
verdict.59 The defense appeal is still pending; however, in the corrected version of his cartoon, which
was meant to portray only the facts as reported by the authorities, Bonil once again managed to
criticize the government with an overly polite rendition of the raid that made light of the request to
formally correct his cartoon.60
In 2013, Ecuador was witness to increased proposals for regulation and control of the internet—
along with increased opposition from a newly dynamic civil society coalition. Neither anonymous
nor encrypted communications are prohibited in Ecuador; however, an article proposed in October
2013 threatened online anonymity. Four months after the June 2013 passage of the Organic Law on
Communications, the National Assembly attempted to pass a new penal code (COIP) containing an
Article (474) which would have greatly reduced online anonymity and broadened surveillance of ICT
users.61
In response, the internet activist organizations Usuarios Digitales, Apertura Radical, and
Asociación de Software Libre del Ecuador launched a campaign on social media under the hashtag
#InternetLibre to lobby against Article 474’s proposed surveillance provisions. 62 Had the new
penal code been approved with Article 474 intact, ISPs would have been forced to record all user
activity—including IP addresses—for six months. Cybercafes would also have been required to install
surveillance equipment in order to record video footage of customers.63 Due in large part to civil
society action, Article 474 was removed before the new penal code was passed in November 2013.
While the deletion of Article 474 is a positive step, in recent years a number of international websites
have reported on the Ecuadorian government’s secret acquisition of a biometric surveillance system.
The platform, allegedly installed by Russian company Speech Technology Center, is reportedly
capable of facial and voice recognition.64 Documents have also surfaced detailing attempts to
purchase surveillance drones from overseas contractors. The government has defended its right to
conduct surveillance in criminal investigations, but has said that it does not engage in such activities
58 The corrected version had replies in most newspapers in Ecuador and the region: http://www.hoy.com.ec/noticiasecuador/bonil-rectifica-caricatura-600290.html; Spain: http://internacional.elpais.com/internacional/2014/02/05/
actualidad/1391639841_911785.html; Colombia: http://internacional.elpais.com/internacional/2014/02/05/
actualidad/1391639841_911785.html; Perú: http://elcomercio.pe/mundo/latinoamerica/ecuador-bonil-rectifica-caricatura-quemolesto-correa-noticia-1707442

Associated Press, “’Bonil,’ Indignado por Sancion de la Supercom” [‘Bonil,’ Outraged by Supercom Sanctions] El Comercio,
February 3, 2014, http://www.elcomercio.com/politica/Bonil-caricatura-Xavier_Bonilla-El_Universo-Ley_ComunicacionSuperintendencia_Informacion-sancion_0_1078092332.html
59

60 RSF, Bonil Rectifies with Sarcastic Cartoon, RSF, February 3, 2014, http://en.rsf.org/ecuador-ruling-on-cartoonreveals-03-02-2014,45818.html
61

Usuarios Digitales Facebook page, accessed April 22, 2014, https://es-es.facebook.com/InternetEcuador

Campaign launched on Facebook page of Usuarios Digitales: https://www.facebook.com/InternetEcuador; See also:
GKillCity.com, “Free Internet,” November 18, 2013, http://gkillcity.com/dossier/internet-libre
62

63
Juan Arellano, “Ecuadorean Activists Say No to Cybercafe Surveillance,” Global Voices, November 19, 2013, http://
advocacy.globalvoicesonline.org/2013/11/19/ecuadorean-activists-say-no-to-cybercafe-surveillance/
64 Ryan Gallagher, “Ecuador Implements ‘World’s First’ Countrywide Facial- and Voice- Recognition System,” Slate.com,
December 12, 2012, http://www.slate.com/blogs/future_tense/2012/12/12/surveillance_ecuador_implements_speech_
technology_center_s_facial_and_voice.html; See also: Planet Biometrics, “Ecuador Deploys Nationwide Voice and Face
Biometrics ID System,” November 12, 2012, http://www.planetbiometrics.com/article-details/i/1388/
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for political purposes.65 To date, the administration has neither confirmed nor denied reports of the
installation of a biometric surveillance system or of attempts to purchase drones for surveillance,
despite articles detailing Ecuador’s acquisition of large “Heron” drones from Israel Aerospace
Industries.66 In January 2014, however, President Correa revealed Ecuador’s first domestically
manufactured drone. The “unmanned aerial vehicle,” known as UAV-2 Gavilan, or Hawk, was created
by the Ecuadorian Air force as a surveillance tool for areas that are difficult to access, such as the
Amazon rainforest. While the president announced that the drones, which can transmit photo and
video footage in real time, will be used primarily in the fight against drug trafficking, given that
there appears to be little oversight or regulation of the domestic UAV program, some have voiced
concerns that the drones could be used to track and gather information on the political opposition.67
Journalists and bloggers have often been subject to threats and harassment online. In May 2013,
Martin Pallares, a journalist for the newspaper El Comercio, was subject to harassment and death
threats on Twitter, where he was warned that he would be murdered if he remained in Ecuador.68 In
December 2013, Juan Carlos Calderon, an investigative journalist and the founder of Plan V, a digital
magazine about corruption, received multiple threats, which he largely ignored until two “menacinglooking” men came to his house looking for him.69
In January 2014, political activist, filmmaker, and writer Carlos Andrés Vera, who owns the popular
blog Polificcion, was targeted on Twitter. After his 3-year-old son was threatened, reportedly by
a government representative, Vera announced that he would be abandoning online activism and
would be removing himself from online political debate.70 In April 2014, after a column she wrote
criticizing President Correa’s U.S. trip appeared in El Universo, journalist and active Twitter user Betty
Escobar, a long-time target of President Correa’s anti-press broadcasts, received a frightening threat
at her home in New York. Flowers were left at her door along with a message forewarning that her
“friends in Ecuador” would be paying her a visit. Her parents and aunt, who live in Ecuador, received
similar threats the same day. Ms. Escobar filed complaints with the New York City Police Department
and the District Attorney in Guayanas, Ecuador. Although the case is still under investigation, it is
noteworthy as it is the first report of a journalist living overseas being threatened for an article that
appeared in an Ecuadorian newspaper.71 Finally, in May 2014, Marlon Puertas, an editor and writer,

65 Rosie Gray and Adrian Carrasquillo, “Ecuador Defends Domestic Surveillance,” Buzzfeed, June 27, 2013, http://www.
buzzfeed.com/rosiegray/ecuador-defends-domestic-surveillance
66 Diego Cupolo, “Drone Use Soars in Latin America,” Upsidedownworld.com, December 19, 2013, http://upsidedownworld.
org/main/international-archives-60/4615-drone-use-soars-in-latin-america-remains-widely-unregulated67 RT.com, “El Drone: Correa Presents ‘Surprise’ Ecuadorian UAV,” January 12, 2014, http://rt.com/news/ecuador-dronecorrea-surprise-483/
68 Vanessa I. Garnica, “Government Attacks Deter Press Freedom in Ecuador,” International Press Institute, May 22, 2014,
http://www.freemedia.at/newssview/article/continued-government-attacks-deter-press-freedom-in-ecuador.html
69 Associated Press, “Death Threats, Intimidation Mark Rising Hostility Against Press in Ecuador, December 7, 2013, http://
www.foxnews.com/world/2013/12/07/journalists-death-threats-intimidation-mark-rising-hostility-against-press-in/

Hoy, “El Cineasta Carlos Andrés Vera Deja el Activismo en la Red” [The Filmmaker Carlos Andrés Vera Leaves Online
Activism] February 19, 2014, http://www.hoy.com.ec/noticias-ecuador/el-cineasta-carlos-andres-vera-deja-el-activismo-en-lared-601132.html His announcement was met with sympathy from opposition and government supporters alike, who expressed
disgust that an activist’s child would be threatened.

70

Human Rights Foundation, “Ecuador: HRF Condemns Harassment of Journalist in NYC Days After She Was Vilified by
Correa,” May 15, 2014, http://humanrightsfoundation.org/news/ecuador-hrf-condemns-harassment-of-journalist-in-nyc-daysafter-she-was-vilified-by-correa-00387
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was threatened on Twitter, when a hashtag implying that he ought to be shot gained traction. The
account responsible for the campaign has since been deactivated.72
Accusations of data manipulation, hacking, and other forms of cyberattacks have been leveled from
both government and opposition groups during recent years. While such attacks—which have
included modifications to webpages (defacements), phishing, and the spread of malware—have
been sporadic rather than systematic, they appear to be on the rise. The websites of independent
human rights organizations have been targeted on occasion, and have been subject to distributed
denial-of-service (DDoS) attacks and unexplained disruptions. Although the sites’ administrators
suspect government involvement, no party has taken responsibility.
In late 2013 and early 2014, government websites as well as the personal email and Twitter accounts
of government officials were subject to cyberattacks from groups such as Anonymous. The accounts
of prominent political figures such as Ecuador’s ambassador to the United States and the president
of the national assembly were allegedly targeted. Important civic dates, such as the August 10th
commemoration of the Battle of Independence, also tend to cause a spike in cyberattacks, often
against the government. On August 10, 2013, the websites of many small Ecuadorian towns were
disabled, and multiple government websites were defaced.73 In March 2014, the president’s Twitter
account was hacked by Anonymous. The hacktivist group used President Correa’s account to
tweet allegations of corruption against a high-level official from the Ministers of Interior and the
Intelligence. Despite the security breach, the account was restored after a few hours.74

Vanessa I. Garnica, “Government Attacks Deter Press Freedom in Ecuador,” International Press Institute, May 22, 2014,
http://www.freemedia.at/newssview/article/continued-government-attacks-deter-press-freedom-in-ecuador.html

72

The press release with the video posted by Anonymous can be seen here: http://www.elcomercio.com/politica/sitioConsejoParticipacionCiudadana-hackeado-Ecuador_0_971903008.html

73

El Telegrafo, “La Cuenta de Twitter del President Fue Hackeada” [The Twitter Account of President Correa was Hacked]
March 27, 2014, http://www.telegrafo.com.ec/noticias/informacion-general/item/la-cuenta-del-presidente-correa-fuehackeada.html
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2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

15

15

Limits on Content (0-35)

12

12

Violations of User Rights (0-40)

33

TOTAL* (0-100)

60

84.7 million
50 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

33

Bloggers/ICT Users Arrested:

Yes

60

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Authorities repeatedly suspended telecommunications service in the Sinai Peninsula
during military operations, disrupting the flow of information to and from the territory
(see Obstacles to Access).

•

The country’s highly divisive political environment has resulted in increasing verbal
harassment between social media users and a declining willingness to speak out on
contentious issues, resulting in self-censorship (see Limits on Content).

•

In a referendum, Egyptians passed a new constitution that “guarantees” freedom of
expression in theory, while outlining punishments for broadly defined offenses that
could apply to online speech and preserving military trials for civilians (see Violations of
User Rights).

•

An increasing number of reporters and staff at online news agencies were detained over
the past year, particularly while covering antigovernment protests. Prison sentences
ranged from suspended sentences to several years. Popular bloggers and political
activists continued to face trumped up charges, often for attending unlicensed protests
(see Violations of User Rights).
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Introduction
On June 30, 2013, a record number of Egyptians took to the streets to signal their discontent with
the country’s Islamist trajectory and to demand early presidential elections. The protest was spearheaded by an apparent grassroots movement called Tamarod (“rebel”). As a result, Defense Minister
and Commander in Chief of the Egyptian Armed Forces Abdel Fattah el-Sisi issued an ultimatum to
the country’s “political forces” to “address the demands of the Egyptian people” within 48 hours. But
President Mohamed Morsi, elected one year earlier as the candidate from the Muslim Brotherhood’s
Freedom and Justice Party, refused to back down and broadcasted his defiance on television and
social media. On July 3, 2013, he was detained by the military and replaced by the head of the
Constitutional Court, Adly Mansour. A government was then formed out of a loose coalition of antiBrotherhood and civilian figures.
The ensuing crisis led to deep fissures within Egyptian society. The stalemate between supporters of
the military takeover and the ousted president was broken when security forces violently stormed
two large sit-ins of Morsi supporters at dawn on August 14, 2013, leaving more than 800 dead.1
After the issuing of a transitional roadmap, the banning of the Muslim Brotherhood as a terrorist
organization, and the passage of a new constitution, el-Sisi resigned from his post as minister of
defense and declared his candidacy for new presidential elections. He was subsequently declared
the winner on June 3, 2014, officially obtaining over 96 percent of the vote.
Since then, polarization and paranoia has led to the prosecution of activists, and the banning of
organizations such as the April 6th Movement, a respected left-leaning activist and political group
that had been highly critical of both the military and the Brotherhood. Numerous journalists and
staff at news sites linked to independent outlets, to the Brotherhood, and to April 6th, have been
assaulted and arrested for covering antigovernment protests or leaking government documents.
Independent journalists have been beaten, detained, and even shot. A law outlawing protest,
passed in November 2013, punishes protesters with seven-year prison terms; several people were
imprisoned under the law. As a consequence, much of the political debate has quieted on the streets,
but remains lively online. The Muslim Brotherhood maintains an online presence, although the
arrest and imprisonment of most of its leaders means that it is primarily managed by those abroad.
Well-known bloggers and activists, including many who were fundamental to the downfall of Hosni
Mubarak, have faced trumped up charges as the military-led government seeks to limit all forms of
dissent.
From 1993, when the internet was first introduced, until 2008, authorities showed a relaxed
attitude toward internet use and did not censor websites or use high-end technologies to monitor
discussions. However, with the rise of online campaigns to expose government fraud, document
acts of police brutality, and call for large-scale protests, the government began to change its stance.
Between 2008 and 2011, state police admitted to engaging in surveillance, online censorship, and
cyberattacks—especially against sites related to the Muslim Brotherhood and other opposition
movements.2

“Egypt: Rab’a Killings Likely Crimes against Humanity,” Human Rights Watch, August 12, 2014, www.hrw.org/
news/2014/08/12/egypt-rab-killings-likely-crimes-against-humanity.

1

2

Galal Amin, Whatever happened to the Egyptian Revolution, Cairo: Al Shorook, 2013.
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Generally speaking, dissent and objections to the military-backed rule have been dealt with harshly,
both by the authorities and by progovernment mobs—organized or spontaneous—who took to
beating opposition protesters, often under the approving eye of the police. In the most egregious
case, journalist Mayada Ashraf was shot dead on March 28, 2014 while covering a protest; her last
article had appeared online only hours earlier.3

Obstacles to Access
The development of Egypt’s information and communications technology (ICT) sector has been
a strategic priority since 1999, when former president Hosni Mubarak created the Ministry of
Communications and Information Technology (MCIT) to lead Egypt’s transition into the information
age.4 Since then, ICT use has increased rapidly, with internet penetration growing from 16 percent
in 2007 to 49.84 percent in April 2014. Mobile internet users via mobile phones or USB modems
accounted for roughly 45.26 percent of all internet use, with ADSL use at around 36 percent. Egypt’s
mobile phone penetration rate was 119.89 percent in April 2014, amounting to 101.93 million
mobile subscriptions.5
Although these figures are promising, there are a number of obstacles hindering access to ICTs,
including an adult literacy rate of only 72 percent,6 poor telecommunications infrastructure in rural
areas and urban slums, and flagging economic conditions. Moreover, ICTs and online culture are
often viewed with suspicion and women’s access to technology has become a growing concern after
the revolution. 7 In some cases, marginal religious figures have issued ‘fatwas’ against women using
the internet without the presence of a male chaperone.8
Broadband, though cheaper than in some neighboring countries, is more expensive thanks to a
dominant state-owned internet provider. An unlimited 1 Mbps connection costs US$20 (EGP 140),
whereas in Morocco, for instance, a 4 Mbps connection costs US$12.9 Prices are even lower in Gulf
countries. Moreover, most providers implement a cap on high-speed internet, under what has
been marketed since 2007 as a “fair use policy.” The fair use policy has been implemented even on
supposedly unlimited connections, causing speeds to slow drastically.
Furthermore, telephone lines are not universal, with large segments of the country not connected
to the landline telephone grid. Even when they are, the phone infrastructure, based on antiquated
underground copper lines, frequently does not allow for speeds above 1 Mbps. To this can be added

3 “Female Reporter shot dead while covering anti-Sisi protest,” Reporters Without Borders, March 31, 2014, http://en.rsf.org/
egypt-female-reporter-shot-dead-while-31-03-2014,46062.html.

“Historical Perspective,” Ministry of Information and Communication Technologies, Accessed April 16, 2013, http://www.mcit.
gov.eg/TeleCommunications/Historical_Prespective.

4

Ministry of Information and Communication Technologies, “Report of ICT indicators, May 2014” http://mcit.gov.eg/
Indicators/indicators.aspx

5

6 United Nations Development Program, “Egypt, Country Profile: Human Development Indicators,” accessed July 23, 2013,
http://hdrstats.undp.org/en/countries/profiles/EGY.html.

Ahmed El Gody, 2008, “New Media New Audience New Topics and New forms of Censorship in the Middle East” in Philip
Seib New Media New Middle East New York: Palgrave.

7

8

Sanaa Al Tawila, 2013, The most vocal Women Fatwas http://bit.ly/19MveMJ, accessed June 11, 2013.

“#InternetRevolution: For a Better Internet in Egypt” March 6, 2014 www.smex.org/internetrevolution-for-a-better-internetin-egypt/.

9
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the overall poverty of households,10 and it becomes clear that the vast majority of Egyptians do not
have access to broadband internet. In an index that compares ICT prices to gross national income
(GNI) per capita, Egypt ranks 77th out of 161 countries.11
A user-led campaign was launched in December 2013, named “The Internet Revolution” (Thawrat
al-Internet), to protest high prices, the “fair use policy”, and bad customer service on the part
of providers.12 With innovative campaigns such as encouraging users to change to a 512 kbps
connection for a month in order to financially pressure providers, or pay their bills in coins of EGP 1
and 0.5, the campaign succeeded in eliciting some response from the National Telecommunication
Regulatory Authority (NTRA), who organized meetings with the ISPs to improve the quality of
service. Nevertheless, the campaign continues.
Recent investment in telecommunications infrastructure has been limited since the revolution.
The country’s economic crisis halted plans for a fourth mobile operator license and many foreign
investment projects have ceased due to the increase in violence and political instability.
Electricity blackouts due to fuel shortages also disrupted internet access in major cities. Blackouts,
which reach their peak during the summer months, were a key mobilization point against President
Morsi in 2013, and could be of political significance in the summer of 2014.
The Egyptian mobile phone market is divided between three companies. Mobinil, founded by
construction magnate Naguib Sawiris, is now majority-owned by the French company Orange
and had over 33 million subscribers by mid-2014. Vodafone Egypt, around 55 percent of which is
owned by Vodafone, had over 41 million subscribers. Finally, Etisalat Misr is a subsidiary of Etisalat
(UAE), which owns 66 percent of it, and had over 23 million subscribers. The state-owned company,
Telecom Egypt, has a monopoly on landlines and, in April, obtained a license for a new mobile
telephone company.
By the end of May 2014, Egypt had 44.5 million internet connections, with the market dominated
by state-owned Telecom Egypt (under the name TE-Data). The Egyptian government has
centralized internet infrastructure and fiber-optic cables into highly controllable “chokepoints.”13
In addition, virtually all of Egypt’s telecommunications infrastructure is owned by Telecom Egypt.
Egypt’s five main ISPs lease lines from Telecom Egypt and resell bandwidth to over 200 smaller
ISPs. The arrangement makes it easy to suspend internet access or decrease speeds, as was the
case during the 2011 revolution. From January 27 to February 2, 2011,14 authorities disabled the
country’s Border Gateway Protocol Routes, shutting down all internet traffic in less than one hour.15
Telecommunications companies were then ordered to cut mobile internet and text-messaging
service under the terms of strict agreements they had signed with regulators. At the time, state
World Bank, “Data—Indicators: Poverty Headcount Ratio at $2 a Day,” http://data.worldbank.org/country/egypt-arabrepublic?display=default

10

“Measuring the Information Society,” International Telecommunication Union, 2012, http://www.itu.int/en/ITU-D/Statistics/
Documents/publications/mis2012/MIS2012_without_Annex_4.pdf.

11
12

“The Internet Revolution” campaign official page, https://www.facebook.com/Internet.Revolution.Egypt.

James Glanz and John Markoff, “Egypt Leaders Found ‘Off’ Switch for Internet,” The New York Times, February 15, 2011,
http://www.nytimes.com/2011/02/16/technology/16internet.html?_r=2&pagewanted=all&.

13

Erica Chenoweth, “Backfire in the Arab Spring,” Middle East Institute, September 1, 2011, http://www.mei.edu/content/
backfire-arab-spring.

14

Iljitsch van Beijnum, “How Egypt did (and your government could) shut down the internet,” Ars Technica, January 30, 2011,
http://arstechnica.com/tech-policy/2011/01/how-egypt-or-how-your-government-could-shut-down-the-internet/.
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intelligence agencies claimed that “foreign intelligence [was] using communication technologies to
plan terrorist actions.”16
In the second half of 2013, as the state engaged in widespread military operations in the Sinai
peninsula in the pursuit of armed militant groups, it regularly shut down telephone and internet
communications for several hours at a time in a bid to limit coordination between the militants,17
as well as to prevent the detonation of cellphone-triggered IEDs, a favored tactic of the militants.18
The military effort intensified in September 2013, during a massive campaign which saw the army
combing entire villages and using heavy equipment. During the hours of the campaign, the entire
peninsula was “cut off entirely from the outside world”. This was done with no warning to the
residents who endured those repeated cuts.
Mobile service providers and ISPs are regulated by the NTRA and governed by the 2003
Telecommunication Regulation Law. The NTRA’s board is chaired by the ICT minister and includes
representatives from the defense, finance, and interior ministries; the state security council; the
presidency; workers’ unions; as well as public figures, experts, and other military figures.19 Officially,
the NTRA is responsible for regulating the telecommunications industry20 and furthering ICT
development through projects like the “eMisr” National Broadband Plan outlined in late 2011.21 The
NTRA also conducts analysis of the telecommunication market and publishes research to encourage
investment. However, there have been some reports revealing the NTRA’s ties to online control and
surveillance activities. Through its control of the mobile subscriber database, it has been accused of
monitoring mobile and social media applications.22

Limits on Content
No political, religious, or social websites were blocked in Egypt over the past year. Nonetheless, selfcensorship has increased as a result of the polarized political climate. State-owned news outlets are
unlikely to challenge crucial government decisions, while ordinary social media users risk harassment
or, in some cases, professional repercussions for voicing their opinions on political topics. Despite
these challenges, new, independent outlets are attempting to fill the gap, and Egyptians remain
adept at utilizing social media as an instrument for positive change. The past coverage period saw a
number of examples, particularly on issues of women’s rights.

Ameera Fouad, “Saying no to mobile phones,” Al-Ahram Weekly Online, Issue No. 1083, February 2-8, 2012, http://weekly.
ahram.org.eg/2012/1083/eg402.htm.

16

“Phones and Internet shut down in North Sinai”, Mada Masr, September 24, 2013. http://www.madamasr.com/content/
phones-and-internet-shut-down-north-sinai.

17

Special Report: Egyptian militants outwit army in Sinai battlefield”, March 16, 2014, http://www.reuters.com/
article/2014/03/16/us-egypt-sinai-specialreport-idUSBREA2F05020140316.

18

“About Us: NTRA Board: Board Members,” National Telecommunication Regulatory Authority, accessed April 16, 2013,
http://www.tra.gov.eg/english/DPages_DPagesDetails.asp?ID=175&Menu=5.

19

20 “About Us: NTRA Board: NTRA Function & Role,” National Telecommunication Regulatory Authority, accessed April 16,
2013, http://www.tra.gov.eg/english/DPages_DPagesDetails.asp?ID=176&Menu=5

“eMisr National Broadband Plan,” National Telecommunication Regulatory Authority, http://www.tra.gov.eg/emisr/
Presentations/Plan_En.pdf.

21

Ahmed El Bermawy “NTRA deny monitoring social media and SMS” Masress, January 20, 2013, http://masress.com/
dostor/65762.

22

263

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Egypt

Social networking tools and blog-hosting services are freely available, with government institutions
also taking to them, primarily Facebook and to a lesser extent Twitter, to disseminate statements
and news. Voice over Internet Protocol (VoIP) services are also widely used, even though it is
technically prohibited to make international calls from mobile networks under Article 72 of the
Telecommunications Law, which forbids the “by-passing [of] international telephone calls by any
means whatsoever.”23 Thus, VoIP calls through services such as Skype and Viber can only officially
be placed over fixed-line or Wi-Fi networks, not through 3G.24 The debate over VoIP flared up again
in June 2013 after the National Telecommunications Regulatory Authority (NTRA) announced the
establishment of a committee to “monitor” communications on free messaging apps WhatsApp
and Viber, pending a potential decision to block or restrict them. The NTRA’s declaration said that
the rationale was economic, citing that “pre-paid applications will face losses.”25 At the same time,
political and security motives cannot be discounted, as the fact that Viber was originally developed
by an Israeli company was regularly mentioned in the press. The committee never issued a
recommendation on the subject. On November 3, 2013, responding to one newspaper’s allegations,
the NTRA denied that it was considering imposing charges for Viber, WhatsApp, and BlackBerry
Messenger use.26
Egypt’s courts have made a number of high-profile rulings to block online content, with
pornography a constant highlight of the rhetoric surrounding the state’s censorship campaign. A
lawsuit launched in May 2013 accused the president of “ignoring the issue,” and claimed that a
ban on pornography would cost only EGP 7 to 8 million (US$ 980,000 to 1.1 million).27 Egypt’s
prosecutor-general had previously ordered government ministries to implement a 2009 ruling by
the Supreme Administrative Court banning pornographic websites in late 2012.28 The decree was
never formally implemented, with the ban estimated to cost as much as EGP 100 million (US$ 14
million),29 with significant effects to internet speeds. Civil society organizations have objected to the
threat of a ban, both on grounds of freedom of expression but also because the expense would be
too great. On August 24, 2013 the Administrative Court rejected the lawsuit.30 Nevertheless, several
ISPs have implemented the court’s decision on a voluntarily basis, offering a “safe internet service”
to subscribers.
While the courts have yet to force the blocking or deletion of these sites, progovernment users have
taken up more informal tactics to force the deletion of social media accounts or groups that express
views to which they are opposed. A Facebook campaign invited its supporters to report pro-Muslim
Brotherhood pages en masse, ostensibly for violating the social network’s terms of use relating to

23

“Telecommunication Regulation Law, Law No. 10 of 2003,” February 2003, Arab Republic of Egypt.

“Egypt banks VoIP services from operators such as Skype,” BBC News, March 24, 2010, http://news.bbc.co.uk/2/hi/
technology/8585998.stm.

24

“Egypt considers banning Viber, WhatsApp,” Al Ahram Online, June 8, 2013, http://english.ahram.org.eg/
NewsContent/3/12/73465/Business/Economy/Egypt-considers-banning-Viber-WhatsApp-.aspx.

25

26 “NTRA: Viber, WhatsApp, BBM are free and cannot be priced,” Al Masry al Youm, November 3, 2013, www.almasryalyoum.
com/news/details/335106.
27

“NTRA: Viber, WhatsApp, BBM are free and cannot be priced,” Al Masry al Youm.

“Egypt prosecutor orders Internet porn ban” Daily News Egypt, November 8, 2012, www.dailynewsegypt.com/2012/11/08/
egypt-prosecutor-orders-internet-porn-ban/.
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“New case on banning porn websites in Egypt adjourned,” Al Ahram Online, June 1, 2013, http://english.ahram.org.eg/
NewsContent/1/64/72860/Egypt/Politics-/New-case-on-banning-porn-websites-in-Egypt-adjourn.aspx.
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“Internet porn ban case turned down,” Daily News Egypt, August 24, 2013, www.dailynewsegypt.com/2013/08/24/internetporn-ban-case-turned-down/.
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the incitement of violence.31 A government supporter, often introduced in television interviews as
a ‘technology expert’, repeatedly stated that a Facebook page can easily be closed if 20 different
accounts report it to the company.32
Self-censorship has resurfaced to levels reminiscent of the pre-2011 days. The proliferation of cases
against journalists on trumped up charges of ‘spreading false news’ and ‘aiding the enemy’—that
is, the Muslim Brotherhood—has had a chilling effect on freedom of expression and reporting, with
many choosing to stifle their own opinions out of concern for their own employment security or
personal safety.33 Columnists and television presenters who were highly critical of the Supreme
Council of the Armed Forces (SCAF) and then of former president Mohamed Morsi were placed in
a precarious position in the post-June 2013 environment. A hostile military-led regime, backed by a
public that seemed equally hostile to dissent, made any criticism of the military’s actions during the
crackdown on the Muslim Brotherhood deeply unpopular.
This climate of intimidation, added to the intense political polarization, has altered the online news
landscape. As most Muslim Brotherhood news websites maintain a nominal presence and are
managed from abroad, the range of opinions has shrunk considerably, as has the professionalism
of web outlets. In turn, state-owned media has espoused an extreme pro-military position, doing
away with the modicum of diverse opinions once displayed. In such a climate of self-censorship
and populism, in which many journalists are eager to reflect government positions, there has been
less of a need to employ official state censorship.34 Once-leading opposition outlets, such as AlMasry Al-Youm, promptly aligned with the state narrative, further limiting the diversity of opinions
available to the public. This has contributed to an environment in which editors-in-chief and website
administrators have opted to go along with populist sentiment rather than carry opposition voices.
However, some independent media sources have stepped up to fill the gap. One such example is
Yanair (“January”), an online news portal in Arabic established by young professional journalists.35
While Yanair lacks a viable business model and relies primarily on opinion pieces rather than
reporting, their opposition stance has rapidly earned them a large readership and a solid roster of
opinion contributors. Another is Mada Masr, an English-language publication founded by former
Egypt Independent journalists and contributors.36 Operating on a limited budget, Mada Masr has
nevertheless succeeded in launching an Arabic portal alongside the English one, and its journalists
have carried on the mission of providing objective and original reporting on current events. It has
also distinguished itself with its primers and background articles, as well as hard-hitting cartoons.
Furthermore, there is very limited coverage of regional news both in traditional and online media.
One of the few examples comes from Mandara, a news website focusing on the Sa’eed, Egypt’s rural
31 “Activists launch a campaign to close the Brotherhood’s online pages, and how to report them [Video]” Al Fagr, December
28, 2013. http://new.elfagr.org/Detail.aspx?nwsId=489707&secid=1#.
32 “Communications professional: Closing down all the Brotherhood’s Facebook pages is very easy,” Al Dostor, February 26,
2014. www.dostor.org/379770.

The most famous example is the case brought against three Al-Jazeera English journalists, who were sentenced to terms
ranging from 7 to 10 years in prison in June 2014. See “Egypt court sentences Al Jazeera journalists,” Al Jazeera, June 23, 2014,
http://www.aljazeera.com/news/middleeast/2014/06/egypt-finds-al-jazeera-journalists-guilty-201462373539293797.html.

33

34 Rasha Abdulla, “Egypt’s media in the midst of the Revolution,” Carnegie Endowment for International Peace, 2014, http://
carnegieendowment.org/files/egypt_media_revolution.pdf.
35

See http://www.yanair.net.

36

See http://www.madamasr.com.
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and largely impoverished South.37 Mandara also offers training to budding journalists who report
from the southern governorates. Coverage of the Sinai Peninsula, whose local population is caught
in violence between armed forces and Islamist groups, is sparse. With little news reported in formal
media, people turn to local activists and journalists who report on local events.38 Their coverage
makes national news very sporadically.39
In contrast to the online media landscape, the continued development of Egyptian social media
reflects both users’ engagement in debate, as well as their selection of social media as a primary
source of news. With 16.2 million subscribers in Egypt by the end of 2013,40 Facebook was the
most visited website in the country.41 Egyptians account for around a quarter of all of the region’s
Facebook users and the numbers continue to increase; over 2.6 million new Egyptian accounts were
registered in the first half of 2014 alone.42
Social media remains an arena for rhetorical sparring between supporters of the military-led
government, backers of the deposed Muslim Brotherhood-dominated government, and the
dwindling “revolutionary” movement, now a minority. In fact, after General Sisi issued an ultimatum
to the Muslim Brotherhood-backed president, it was on Twitter that Morsi posted his rejection of the
ultimatum.43
The height of the social media war came in the aftermath of August 14, 2013, when security forces
stormed two Muslim Brotherhood-supporting long-standing sit-ins in the squares of al-Nahda and
Raba’a al-Adaweya, the latter significantly larger. The death toll of the operation was estimated by
the Egyptian government to be 638 victims,44 while a Human Rights Watch report released on the
first anniversary of the events put the death toll at “a minimum of 817 people and more likely at
least 1,000.”45 A four-fingered salute, usually drawn in black on a yellow background, emerged as
a symbol of solidarity with the victims of the killings and, more broadly, with the ousted president.
The symbol was de facto criminalized, leading to a number of harsh punishments against anyone
who displayed it, including a protester who received a 2.5-year jail sentence for wearing a Raba’a
pin,46 a child who was arrested for carrying a ruler with the symbol on it,47 and professional athletes

37

See Mandara Online: http//www.mandaraonline.com.

Massaad Abu Fajr is one such example, see www.facebook.com/massaad.abufajr; Federation of Journalists and reporters in
Sinai, see www.facebook.com/fjr.sinai.

38

See for instance “Journalist Union: 1085 deceased and injured in a year in Northern Sinai,” August 18, 2014. http://bit.
ly/1s7LJxw.

39

“Report: Internet users reached 35.95 million in 2013,” Egypt Independent, February 4, 2014, www.egyptindependent.com//
news/report-internet-users-reached-3595-million-2013.

40
41

“Top sites in Egypt”. Alexa report (accessed August 2014) alexa.com/topsites/countries/EG.

“Facebook in the Arab region,” Arab Social Media Report, http://www.arabsocialmediareport.com/Facebook/LineChart.
aspx?&PriMenuID=18&CatID=24&mnu=Cat, accessed September 23, 2014.

42

43 “Morsi Ousted While Sparring With Egyptian Army on Social Media,” Mashable, July 3, 2014, mashable.com/2013/07/03/
egypt-social-media/.
44 “Health Ministry raises death toll of Wednesday’s clashes to 638,” Daily News Egypt, August 16, 2013, www.dailynewsegypt.
com/2013/08/16/health-ministry-raises-death-toll-of-wednesdays-clashes-to-638/.

“Egypt: Rab’a Killings Likely Crimes against Humanity,” Human Rights Watch, 12 August 14, 2014, www.hrw.org/
news/2014/08/12/egypt-rab-killings-likely-crimes-against-humanity.

45

“State-appointed body finds no evidence of rape at women’s prison,” Al Ahram Online, July 9, 2014, english.ahram.org.eg/
NewsContent/1/64/105853/Egypt/Politics-/Stateappointed-body-finds-no-evidence-of-rape-at-w.aspx.

46

“Egyptian boy arrested after teacher finds stationery with pro-Morsi symbol”, The Guardian, December 10, 2013, www.
theguardian.com/world/2013/dec/10/egypt-schoolboy-arrested-stationery-morsi-symbol-rabaa.
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disciplined for performing the salute or wearing branded t-shirts.48 Online, many used the symbol
as their avatars and profile pictures, both within and outside Egypt.49 Unsurprisingly, the symbol
spawned a large number of parodies, mocking either the four-fingered salute or the cause behind
it.50
To circumvent the public hostility towards it, the Brotherhood has attempted to multiply its online
presence by using other front organizations such as the “National Alliance to Support Legitimacy
and Reject the Coup,”51 “Egyptians against the Coup,” and other smaller groups. The Muslim
Brotherhood also launched a website for International Women’s Day on March 8, 2014, focusing on
violations against female members and supporters of the Brotherhood.52
After Field Marshall el-Sisi announced his intention to run for president on March 26, 2014, many
independent activists, Muslim Brotherhood supporters, and other detractors of el-Sisi took to
Twitter and Facebook to insult him with the Arabic hashtag translating to “Vote for the pimp.” In
contrast, supporters of the Field Marshall used the hashtag “I will elect Sisi” to express support for
his candidacy.53 Statistics about the anti-Sisi hashtag were widely shared by its supporters as proof
of the general dislike of el-Sisi, overloading the Twitter analytics website Keyhole on March 29.54
Speaking to the media, a renowned blogger stated that the hashtags came about because Twitter is
“the only arena where [Sisi critics] can express their opposition.”55
In May 2014, during the course of the short-lived presidential campaign which pitted Sisi against
veteran politician Hamdeen Sabbahi, with Sisi and his supporters dominating the airwaves, Sabbahi’s
supporters also took to social media. Debates with sparring hashtags based on the slogans of the
candidates were commonplace, but faded with the end of the elections.
Rights groups and campaigns have also found a home on social media. Groups like “The Egyptian
Movement for Change” (Kefaya), the 6th of April Movement, and “We Can See You” (Shayfenkom)
have been successful in rallying for political causes through the use of social-networking sites.56 The
“No Military Trials for Civilians” campaign is a primary example of sharing information and messages
online, in order to rally supporters on the internet to participate in offline actions.
Women’s rights groups have emerged as key users of social media for advocacy. Campaigns such
48 “Egyptians Defiant Over Use of ‘Rabaa’ Symbol”. Voice of America, November 29, 2013, www.voanews.com/content/
egyptians-defiant-over-rabaa-symbol/1800249.html.
49 “’Four-Finger Salute’ Shows Solidarity With Egypt’s Muslim Brotherhood,” Radio Free Europe, August 24, 2013, www.rferl.
org/content/egypt-four-finger-salute/25085068.html.

“Four-finger salute: Egypt rivals use ‘Rabaa hand’ to turn Facebook yellow,” Al Arabiya, August 22, 2013, english.alarabiya.
net/en/media/2013/08/21/Four-finger-salute-Egypt-rivals-use-Rabaa-symbol-to-turn-Facebook-yellow.html.

50
51

See https://www.facebook.com/AllianceSupportingLegitimacy.

52

See http://sewomen.org.

“Sisi’s Egypt Presidency Bid Ignites War On Twitter” Haberler, March 29, 2014, http://en.haberler.com/sisi-s-egyptpresidency-bid-ignites-war-on-twitter-406864/.

53

54 Mustapha Ajbaili, “Egypt TV presenters tout Twitter ban over anti-Sisi hashtag,” Al Arabiya News, March 31, 2014, http://
english.alarabiya.net/en/media/television-and-radio/2014/03/31/Egypt-TV-presenters-tout-twitter-ban-over-anti-Sisi-hashtag.
html.
55 “’Vote For The Pimp’ Hashtag Prompts Twitter Battle In Egypt,” The Huffington Post, March 31, 2014, www.huffingtonpost.
com/2014/03/31/vote-for-the-pimp-egypt_n_5064149.html.

Naayem Saad Zaghloul, Electronic Mass Communication in Egypt: Reality and Challenges (Cairo: Egyptian Cabinet,
Information and Decision Support Center, February 2010), 38.
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as HarassMap and Baheya ya Masr have expertly used the internet to raise awareness, advocate for
their positions, and rally supporters. Even primarily offline campaigns, such as the “feminist graffiti”
NooNeswa or the theatre and storytelling of the BuSSy collectives have made excellent use of social
media to spread the word about their activities.57

Violations of User Rights
Political events over the past year have threatened the safety of Egypt’s digital activists, online
journalists, and ordinary social media users. Within hours of the ousting of Mohamed Morsi, the
army closed down several Islamist television channels and arrested five journalists from Al Jazeera
Mubasher Misr.58 The crackdown extended to online media, with reporters and editors from Muslim
Brotherhood-linked sites such as Rassd and IkhanWeb arrested and imprisoned. However, arrests
and assaults have not been limited to Islamist-leaning media outlets. Independent journalists,
particularly those investigating military operations or covering antigovernment protests, have
been targeted with beatings and even live ammunition, resulting in the death of reporter Mayada
Ashraf. In an environment where two of the main organized opposition movements—the Muslim
Brotherhood and the April 6th Movement—have been banned, the post-Morsi, military-led regime
has demonstrated its intent to close down avenues for dissent.
The removal of Mohamed Morsi by the army in July 2013 led to a suspension of the existing
constitution, which had been signed into law by Morsi in December 2012. In its place, the
constitution of 1971, as amended in 2011, took effect until the subsequent passing of a new
constitution in January 2014 under the provisional government of Acting President Adly Mansour
and Defense Minister Abdel Fattah el Sisi. The latter has been the public face of post-Morsi Egypt
and, as such, has been the recipient of much of the praise and criticism for Egypt’s current state of
affairs. Criticism of the government’s crackdown on all opposition forces in the country has thus
resulted in an increase in military prosecutions under the charge of “insulting the army.” Online
activity is adjudicated under two judicial systems: civilian courts under laws derivative of the
Mubarak era,59 and military courts operating under broad powers with little accountability.
The new constitution came into effect on January 18, 2014,60 after a campaigning process fraught
with irregularities and a vote boycotted by the opposition.61 It contains articles that address and
nominally guarantee freedom of the press, stating that Egyptians “have the right to own and issue
newspapers and establish visual, audio and digital media outlets.” According to Article 70, “the law
shall regulate ownership and establishment procedures for visual and radio broadcast stations in
addition to online newspapers.” This wording implies that even online sources of information could

57 The campaigns mentioned can be accessed at harassmap.org, fb.me/BaheyaYaMasr, fb.me/WomenGraffiti, and fb.me/
TheBuSSyProject.
58 Rasha Abdulla, “Egypt’s media in the midst of the Revolution,” Carnegie Endowment for International Peace, 2014, http://
carnegieendowment.org/files/egypt_media_revolution.pdf.
59 Hannah Grigg, 2013, “Freedom to Criticize Under Attack in the Middle East and North Africa” Atlantic Council http://www.
acus.org/viewpoint/freedom-criticize-under-attack-middle-east-and-north-africa.
60 All articles of the constitution mentioned here are based from the English translation developed by International IDEA and
available at www.atlanticcouncil.org/images/publications/20131206EgyptConstitution_Dec.pdf.pdf.
61 “Human Rights Watch condemns Egypt constitution arrests,” Al Ahram Online, January 13, 2014, english.ahram.org.eg/
NewsContent/1/155/91491/Egypt/Constitution-/Human-Rights-Watch-condemns-Egypt-constitution-arr.aspx.
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be regulated and their owners may be required to seek government approval in order to operate, as
is currently the case with newspapers.
Article 71 states that censorship is forbidden “in any way” and no individuals should be punished for
publications. However, exceptions are made for “times of war or general mobilization,” with crimes
delineated for “incitement to violence,” “discrimination amongst citizens, or impugning the honor
of individuals.”62 Article 211 outlines the establishment of a “National Media Council” tasked with
regulating “the affairs of radio, television, and printed and digital press, among others” (Article 211)
and ensuring that the press maintains a commitment to “professional and ethical standards, as well
as national security needs.” Furthermore, Article 57 states that private communications “may only
be confiscated, examined or monitored by causal judicial order, for a limited period of time, and in
cases specified by the law.” Judicial warrants are needed in order to enter, search, monitor, private
property such as homes as specified in Article 58. However the constitution continues to permit the
trial of civilians under military courts, to the anger of political activists.63 Most of those trials occur
outside of the capital and away from the public eye.
In late 2013, the Ministry of Interior announced a draft antiterrorism bill amending the penal code
and the criminal procedures law.64 The proposed legislation classifies a larger number of crimes as
terrorism and provides for the establishment of a “Terrorism Prosecutor’s Office” which would likely
be subject to fewer checks and appeal provisions than normal courts. The draft threatens internet
freedom, as it would allow the police to monitor internet traffic and social media activity to “prevent
their use for terrorist purposes.”65
Furthermore, Article 27 of the draft calls for a minimum sentence of five years in prison for “setting
up a website with the goal of promoting ideas or beliefs inciting to the use of violence, broadcasting
information to mislead the police or judicial authorities on terrorism cases, or exchanging messages
and issuing orders between terrorist groups or organizations.”66 Further, setting up a group with the
intention of “advocating by any means the obstruction of provisions of the constitution or laws” is
punishable by life imprisonment or the death penalty, a charge that, activists pointed out, could
apply to any peaceful political party or advocacy group.67 After heavy backlash from the international

62 The full text reads, “It is prohibited to censor, confiscate, suspend or shut down Egyptian newspapers and media outlets
in any way. Exception may be made for limited censorship in time of war or general mobilization. No custodial sanction shall
be imposed for crimes committed by way of publication or the public nature thereof. Punishments for crimes connected
with incitement to violence or discrimination amongst citizens, or impugning the honor of individuals are specified by law.”
See “Egypt’s constitution 2013 vs. 2012: A comparison” Al Ahraom Online, December 12, 2013, http://english.ahram.org.eg/
NewsContent/1/0/88644/Egypt/0/Egypts-constitution--vs--A-comparison.aspx.
63 “Egypt panel approves ‘conditional military trials of civilians’,” Ahram Online, November 21, 2013, english.ahram.org.eg/
NewsContent/1/64/87113/Egypt/Politics-/Egypt-panel-approves-conditional-military-trials-o.aspx.
64 “Text of the counter-terrorism law: the Ministry of Interior demands monitoring Facebook and blocking inciteful websites,”
Shorouk, January 30, 2014, www.shorouknews.com/news/view.aspx?cdate=30012014&id=0b0f8466-6b03-4d6a-a2e182df6c5ca4f2.
65 “Egypt’s Anti-Terrorism Law to Target Internet,” Global Voices, January 31, 2014, http://globalvoicesonline.org/2014/01/31/
egypts-anti-terrorism-law-to-target-internet/.
66

“Egypt’s Anti-Terrorism Law to Target Internet,” Global Voices.

67 Cairo Institute for Human Rights Studies, “Egypt’s draft anti-terrorism laws constitute greatest threat to civil liberties in 37
years,” IFEX, April 30, 2014, https://www.ifex.org/egypt/2014/04/30/draft_terrorism_laws_grave_violation_of_constitution/.
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community,68 Interim President Adly Mansour sent the legislation back to his cabinet for greater
public consultation in April 2014.69
In a shift from the previous coverage period, this year witnessed an increase in the number of arrests
and prosecutions of online journalists, particularly those affiliated with the Muslim Brotherhood
or its Freedom and Justice Party (FJP). According to the Committee to Protect Journalists, Abdel
Rahman Shaheen and Ahmed al-Ajos, two reporters with the news website Freedom and Justice
News Gate, were arrested on April 9, 2014 for “inciting and committing violence.” Shaheen was
sentenced to three years by a court in Suez.70 Al-Ajos was released on bail in September and his trial
was set for October.71
Three individuals from the opposition news website Rassd were arrested. Executive Director Samhi
Mustafa and co-founder Abdullah al-Fakharany were taken into custody in August 2013, initially
for “disturbing the peace” and other charges unrelated to their profession. However, the charges
were later switched to “spreading chaos” and “spreading false information” as part of their coverage
of the armed incursion into the Raba’a protests. Separately, Rassd correspondent Mahmoud Abdel
Nabi was charged with possessing weapons and inciting a riot while covering protests and clashes
between pro-Morsi and pro-army supporters in Alexandria in July 2013.72
Many journalists continue to be subjected to military trials. Amr al-Qazzaz and Islam Farahat, two
Rassd journalists, were arrested in November 2013 and accused of leaking videos of el-Sisi, as well
as government documents. While al-Qazzaz was acquitted, Farahat was sentenced to one year in
prison and a fine of EGP 500 (US$ 70).73
Khaled Hamza, a political advisor in the Muslim Brotherhood and former editor-in-chief of its
website, Ikhwanweb, was arrested with four others while attempting to cross the border into Sudan
in February 2014. All were handed one-year prison sentences by a military court.74
Two journalists from the pro-Morsi online news network Yaqeen were arrested in late December
2013 while covering student protests at Al Azhar University, which turned violent.75 Photojournalist
68 See José Gonzalez, “Egyptian draft anti-terror laws pose a threat to freedom of expression,” Canadian Journalists for Free
Expression, May 5, 2014, https://cjfe.org/resources/features/egyptian-draft-anti-terror-laws-pose-threat-free-expression, and
Erin Cunningham, “Egyptian draft laws to widen ‘terror’ definition drawing fierce criticism,” Washington Post, April 22, 2014,
http://www.washingtonpost.com/world/egypt-draft-law-to-widen-terror-definition/2014/04/19/e79e5f3a-7725-4a25-a43a0e005aa99b69_story.html.
69 Rana Muhammad Taha, “President refers anti-terror legislation back to cabinet amid mounting criticism,” Daily News
Egypt, April 15, 2014, http://www.dailynewsegypt.com/2014/04/15/president-refers-anti-terror-legislation-back-cabinet-amidmounting-criticism/.

Egypt convicts another journalist, bans TV channels,” Committee to Protect Journalists, June 25, 2014, https://cpj.
org/2014/06/egypt-convicts-another-journalist-censors-channels.php.

70

“Journalists released from prison in Egypt, but others remain,” Committee to Protect Journalists, September 17, https://cpj.
org/2014/09/journalists-released-from-prison-in-egypt-but-othe.php.

71

“Egypt detains more journalists as elections approach,” Committee to Protect Journalists, April 10, 2014, https://cpj.
org/2014/04/egypt-detains-more-journalists-as-elections-approa.php.

72

“Document – Egypt: Key Human Rights Concerns Ahead of Presidential Elections,” Amnesty International, May 23, 2014,
http://www.amnesty.org/en/library/asset/MDE12/028/2014/en/f149bccf-8056-4281-8edf-13e19f0670f2/mde120282014en.html.
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http://www.amnesty.org/en/library/asset/MDE12/028/2014/en/f149bccf-8056-4281-8edf-13e19f0670f2/mde120282014en.html.
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Ahmed Gamal and journalist Saaid Shihata were held for months without charge until April 2014,
when they were accused of “participating in an illegal demonstration and assaulting a police officer.”
Gamal, who has not been formally charged, reportedly went on hunger strike on August 25.76
Shihata was set to be tried in May 2014.
Independent journalists have also been arrested during the coverage period of this year. Muhamed
Sabry, a blogger, freelance journalist, and photographer, was handed a six-month suspended
sentence on November 3, 2013.77 He was charged under a military court with “entering a prohibited
military zone and filming a military facility” while investigating the killing of Egyptian soldiers near
the Rafah border crossing.78
Numerous journalists have been arrested on charges of joining illegal protests while covering
demonstrations as part of their professional assignments. Ahmed Fouad, a journalist at the news
website Karmoz, was also arrested while covering antigovernment demonstrations on January 25,
2014, the third anniversary of the 2011 revolution. He was accused of numerous crimes unrelated
to his journalistic work, including “joining a group that aims to disrupt the law,” “blocking a road,”
“possessing a weapon,” and “demonstrating without permission.” Karim Shalaby, a reporter for AlMasdar news site linked to the April 6th Movement, was also arrested on January 25.79 Similarly,
Hussein Hassan Sobhy, a reporter for the news site Radio Horytna, was arrested while covering a
pro-Brotherhood protest in February 2014.80 He was not released on bail until September 17.81
On October 5, 2013, award-winning journalist Ahmed Abu-Deraa was sentenced to six months
in prison, a sentence that was later suspended. Abu-Deraa, the 2012 recipient of the European
Union’s Samir Kassir award for freedom of the press, was charged with “intentionally spreading
false information about the military.”82 The investigative journalist had given details of injuries and
the destruction of six homes and part of a mosque in the village of Sheikh Zawad during a military
operation to create a buffer zone with Gaza.83 News sources speculated over whether he was
arrested for several articles,84 which appeared online, or a related Facebook post 85
On February 15, 2014, police arrested the administrator of a Muslim Brotherhood-affiliated Facebook
page, charging him with “spreading false news, inciting violence against security forces” as well as

“Journalists released from prison in Egypt, but others remain,” Committee to Protect Journalists, September 17, https://cpj.
org/2014/09/journalists-released-from-prison-in-egypt-but-othe.php.
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“Mohamed Sabry sentenced,” Daily News Egypt, November 3, 2013, www.dailynewsegypt.com/2013/11/03/muhamedsabry-sentenced/.
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82 Rana Muhammad Taha, “Abu Deraa gets suspended prison verdict,” Daily News Egypt, October 5, 2013, http://www.
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83 “Egypt detains journalist for publishing false information,” Committee to Protect Journalists, September 6, 2013, https://cpj.
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84 See “Apache resumes shelling villeage o Sheikh Zuid and injures 4 people,” Al Masry Al Youm, September 3, http://www.
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“spreading personal information of security officers.”86 The 25-year old, only identified by his initials,
is believed to still be in prison pending trial.
Authorities have made extensive use of the restrictive protest law to arrest several of Egypt’s highprofile political activists, who use social media to interact with followers, document human rights
violations, and mobilize protests. In many cases, their online activities have been key to building
their following and, conversely, in bringing unwanted attention from police and security forces. One
of these revolutionary activists is blogger Alaa Abdel-Fattah, who has suffered legal harassment from
the governments of Hosni Mubarak, the SCAF, Mohammed Morsi, and the post-Morsi military-led
regime.87 Abdel-Fattah is a founding member of the anti-Brotherhood and antimilitary Revolutionary
Front.88
In the latest case, Abdel-Fattah was arrested along with two dozen co-defendants at a November
2013 demonstration organized by the “No Military Trials for Civilians” campaign, of which his sister
is a founder. He was charged with assaulting a police officer and taking part in an illegal protest.
Although he had announced his intention to voluntarily present himself to the authorities upon
hearing the accusation, police raided his house at dawn and violently beat him and his wife while
arresting him, also confiscating electronic devices from his house.89 Abdel Fattah was subsequently
detained in prison for nearly four months before being released on bail of EGP 10,000 (US$1,500).90
On June 11, physically prohibited from entering the courtroom, he was sentenced in absentia along
with 24 others to 15 years in jail for assaulting a police officer and taking part in an illegal protest.91
The defendants were also fined EGP 100,000 (US$ 14,000) each and placed under five years of police
surveillance. However, only Abdel-Fattah and renowned activists Wael Metwally and Mohamed
Abdel-Rahman (“Noubi”) were imprisoned after the sentence was read. The trio had been part of a
wider group of activists and prisoners who had started a hunger strike against Egypt’s new protest
law. Due to Egyptian law on sentences handed out in absentia, they were granted a retrial in August
2014. One month later, they were released on bail as the court’s judge stepped down from the case.92
Abdel-Fattah was once again arrested in October 2014.93
On June 1, 2013, Coptic lawyer Romani Murad Saad was sentenced in absentia to one year in prison
and a fine of 500 EGP (US$80) for allegedly insulting Islam.94 He was also made to pay EGP 10,000
86 “Pro-Brotherhood Facebook page creator arrested in Egypt,” Al Arabiya, February 15, 2014, http://english.alarabiya.net/en/
media/digital/2014/02/15/Pro-Brotherhood-Facebook-page-creator-arrested-in-Egypt.html.
87 Aaron T. Rose, “Alaa Abdel Fattah arrest prompts outcry from human rights groups,” Daily News Egypt, November 30, 2013,
http://www.dailynewsegypt.com/2013/11/30/alaa-abdel-fattah-arrest-prompts-outcry-from-human-rights-groups/.
88 “New ‘anti-Brotherhood, anti-military’ front launched to ‘achieve revolution goals’,” Ahram Online, September 24, 2013,
http://english.ahram.org.eg/News/82400.aspx.
89 “Update: Alaa Abd El Fattah arrested, being held at CSF barracks,” Mada Masr, November 28, 2013, http://www.madamasr.
com/content/update-alaa-abd-el-fattah-arrested-being-held-csf-barracks.
90 “Activist Alaa Abdel-Fattah released on bail,” Al Ahram Online, March 23, 2014, http://english.ahram.org.eg/
NewsContent/1/64/97331/Egypt/Politics-/Activist-Alaa-AbdelFattah-released-on-bail-.aspx.
91 “Activist Alaa Abdel-Fattah gets 15-year jail term for attacking officer, illegal protest,” Ahram Online, June 11, 2014, http://
english.ahram.org.eg/NewsContent/1/64/103419/Egypt/Politics-/BREAKING-Egypts-activist-Alaa-Abdel-Fattah-gets--y.aspx.

Associated Press, “Egyptian activist Alaa Abd El Fattah is given bail,” The Guardian, September 15, 2014, http://www.
theguardian.com/world/2014/sep/15/egyptian-activist-blogger-alaa-abdel-fattah-released-bail.

92

93 Robert Mackey, “Alaa Abd El Fattah, Dissident Blogger, Is Re-Arrested in Egypt,” New York Times, October 27, 2014, http://
www.nytimes.com/2014/10/28/world/middleeast/alaa-abd-el-fattah-dissident-blogger-is-re-arrested-in-egypt.html?_r=0.

Arabic Network for Human Rights Information, “Coptic Egyptian lawyer accused of defaming Islam sentenced to prison,”
IFEX, June 4, 2013, https://www.ifex.org/egypt/2013/06/04/blasphemy_cases/.
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(US$1,500) in civil damages to the plaintiffs. The lawsuit stems from a heated online argument that
took place two years ago in a Facebook group related to young lawyers in the Egyptians city of
Assiut. Saad and Islamist lawyers argued over the 2012 presidential elections, which pitted Islamist
Mohamed Morsi against former regime insider Ahmed Shafik. Unhappy with his political opinions,
the Islamist lawyers later alleged that Murad had insulted Islam during a private discussion at a
library. Although subsequent evidence was never provided to prove the allegations, the trial went
ahead and Saad was sentenced in absentia.
In May 2014, 19-year-old Kirollos Shawky Atallah, a Christian, was detained after he posted a picture
of the Muslim prophet Mohammed on his Facebook page along with an insulting comment, causing
riots in his village in the governorate of Luxor. Villagers pelted his house with bricks. One month later,
on June 24, Atallah was sentenced to six years in prison on charges of “insulting Islam” and “inciting
sectarian violence.” His attackers were released the next day.95
On January 23, 2014, Twitter and YouTube user Ahmed Anwar was found guilty of “insulting the
Ministry of Interior, misusing the Internet, and harassment” in relation to a video he uploaded to
YouTube. He was sentenced to three months in jail but was able to commute his sentence after
paying EGP 10,000 (US$ 1,500).96 The video, uploaded in early 2012, featured mock commentary
over footage of a public event of the ministry honoring singers and actors for “raising the morale of
policemen.” Legal Affairs Director of the Gharbeya Security Directorate, part of the Ministry of the
Interior, filed a complaint shortly after the video was posted, and an arrest warrant was issued in
March 2013. Egyptian human rights organizations described the accusation as “yet another piece of
evidence of the Egyptian authorities’ hostility and violations against internet users, in a desperate
attempt to silence its critics.”97
Aside from arrests and prosecutions, online journalists have also been assaulted and arbitrarily
detained, particularly while covering protests. Freelance photojournalist Mahmoud Abou Zeid
“Shawkan” was beaten and detained during the August 2013 protests and, as of June 2014, remained
in custody without charge.98 American journalist Mike Giglio, formerly of the Daily Beast and now at
BuzzFeed, was also detained and beaten. He was released the same day.99 Giglio reported that the
police confiscated his laptop and slapped him until he gave up his login password.
Journalists have also come under live fire while documenting protests.100 Mayada Ashraf, reporter
for Al-Dustour and news site Masr al-Arabiyya, was shot dead on March 28, 2014 while covering

95 “Six years for a Christian man on charges of denigrating Islam in Luxor”, Al-Watan, 24 June 2014. www.elwatannews.com/
news/details/509551, and AFP – Arutz Sheva, “Egypt: Second Christian Jailed for Insulting Islam,” Voice of the Copts, June 29,
2014, http://www.voiceofthecopts.org/index.php/component/content/article/78-news1/11828-egypt-second-christian-jailedfor-insulting-islam.
96 “Twitter use convicted of insulting MOI,” Mada Masr, January 23, 2014, http://www.madamasr.com/content/twitter-userconvicted-insulting-moi.
97 Ahmed Aboulenein, “Blogger faces trial for mocking interior ministry,” Daily News Egypt, April 7, 2013, http://www.
dailynewsegypt.com/2013/04/07/blogger-faces-trial-for-mocking-interior-ministry/.

“The photojournalist held in an Egyptian jail for 10 months without charge,” The Guardian, June 25, 2014, www.
theguardian.com/media/greenslade/2014/jun/25/egypt-journalist-safety.

98

99 “Egypt’s Government Thugs Beat Me Up at the Rabaa Sit-In,” The Daily Beast, August 14, 2014, www.thedailybeast.com/
articles/2013/08/14/egypt-s-government-thugs-beat-me-up-at-the-rabaa-sit-in.html.

“Two journalists injured covering clashes in Egypt,” Committee to Protect Journalists, April 15, 2014, https://cpj.
org/2014/04/two-journalists-injured-covering-clashes-in-egypt.php.
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antigovernment demonstrations.101 The news outlet has been critical of the Brotherhood and the FJP.
Her last article, which covered the protest, was published online that day.102
Ordinary social media users have also been reprimanded by their employers for their social media
posts. On February 16, 2014, Cairo University teaching assistant Ahmed Abdel Basset Mohamed was
suspended from work for “insulting the university teaching staff” on his personal Facebook page.
The teacher, who also posted the decision on Facebook, said that it was punitive action for “rejecting
the murder of students inside the university campus.”103
Restrictions on anonymity and the use of encryption software make it easier for these activists to be
monitored and singled out by the authorities. Under Article 64 of the 2003 Telecommunications Law,
the use of encryption devices is prohibited without the written consent of the NTRA, the military,
and national security authorities.104 In addition, cybercafe customers must provide their names,
email addresses, and mobile numbers to receive a personal identification number (PIN) to access
the internet. Further, the Telecommunications Law allows the offices of the Presidency, Security,
Intelligence, and the Administrative Control Authority to obtain citizens’ online information without
prior consent in cases that concern national security.
Online surveillance by security agencies is a grave concern in Egypt. In February 2014, researchers
from the University of Toronto’s Citizen Lab identified the Egyptian government as a user of “Remote
Control System” (RCS), a spyware technology.105 RCS, produced by the Milan-based company
“Hacking Team,” is marketed as “the hacking suite for governmental interception” and can capture
data on the target’s computer; monitor encrypted internet communications; record Skype calls,
emails, messages, and passwords typed into a browser; and remotely turn on a device’s webcam
and microphone. RCS operates by infecting a target’s device, most likely through phishing; data
stolen is transferred through multiple ‘hops’ to anonymize the packets and distance the spying
government. Egypt-based endpoints for the reception of data channeled by RCS were identified by
the researchers as recently as end of October 2013, indicating it was operational under the current
militarily-led regime. Previously, protestors who broke into one of Egypt’s intelligence agencies
found documents showing that the government had received surveillance and hacking products
from Gamma and Narus, a subsidiary of Boeing.106
On June 1, 2014, al-Watan published a leaked document that revealed the Egyptian Ministry of
Interior was looking to purchase technology to conduct real-time monitoring of social media

“”Journalist shot dead covering clashes in Egypt,” Committee to Protect Journalists, March 28, 2014, https://cpj.
org/2014/04/two-journalists-injured-covering-clashes-in-egypt.php, and “Major Decline in Freedom of Information Since Army
Takeover,” Reporters Without Borders, May 21, 2014, http://en.rsf.org/egypt-major-decline-in-freedom-of-21-05-2014,46317.
html.
101

Mayada Ashraf, “March for terrorist launches live bullets at the people,” [Arabic] Al-Dostor, March 28, 2014, http://www.
dostor.org/395949.

102

“Cairo University suspends a Teacher’s Assistant for his publications on Facebook,” Al Shorouk, February 20, 2014, www.
shorouknews.com/news/view.aspx?cdate=20022014&id=ec7c8728-0775-4062-be55-a48c271e7cbe.

103
104

“Telecommunication Regulation Law, Law No. 10 of 2003,” February 2003, Arab Republic of Egypt.

See “Mapping Hacking Team’s ‘Untraceable’ Software,” Citizen Lab, February 17, 2014, https://citizenlab.org/2014/02/
mapping-hacking-teams-untraceable-spyware/.
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See Evgeny Morozov, ”Political Repression 2.0,” September 1, 2011, http://www.nytimes.com/2011/09/02/opinion/
political-repression-2-0.html, and Karen McVeigh, “British firm offered spying software to Egyptian regime – documents,” The
Guardian, April 28, 2011, http://www.theguardian.com/technology/2011/apr/28/egypt-spying-software-gamma-finfisher.
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and communication apps such Facebook, Twitter, Viber, and WhatsApp.107 In a “call for tenders”
document, the government requested a Social Networks Security Hazard Monitoring System to
penetrate public and private communications in order to monitor for a long list of ‘hazards’ and
‘destructive ideas’ online. The list was broad and included such things as “calling for normalizing
relations with enemies,” “spreading myths and claims of miracles,” “spreading rumors and intention
misrepresentation of facts,” and “pornography, looseness, and immorality.”108 A coalition of human
rights organizations filed a lawsuit in June to call for a halt to the tender.109 It was later reported
that “SEE Egypt,” a reseller of Blue Coat technology in Egypt, had been contracted to provide the
monitoring tools.110 The company was reported listing the ministries of interior and defense as its
clients,111 which it subsequently denied, though news articles reported quotes from an official press
release posted to its homepage.112 The company removed its website altogether for several days.113
Regarding cooperation between state security structures and the private sector, ISPs and mobile
operators are obliged to maintain a database of their customers and to allow the government to
access their databases. After the ending of a grace period issued by the MCIT, customers who do
not have their National ID numbers registered with their phone companies will have their phone
lines cut. The NTRA has suggested that it would suspend additional phone numbers for mobile
operators who fail to abide by the new rules.114 In the past, details emerged that mobile operators
Vodafone, Mobinil, and Etisalat had to sign terms of agreement that bound them to cooperate
with government officials when requested to tap any conversation or monitor any discussion. In an
interview, Mobinil founder Naguib Sawiris stated that under the company’s terms of agreement, the
government had the right to cancel any or all mobile services in the absence of cooperation.115
Egyptian government websites have faced cyberattacks, with reports of oversees hackers targeting
the sites for political reasons. In July 2013, Turkish collective Ayyıldız Tim took responsibility for
defacing a number of Egyptian government websites, including that of the Ministry of Military
Production, in support of Mohamed Morsi.116 Egyptian hackers have also been responsible

Patrick Kingsley, “Egypt’s police seek ability to monitor social media for signs of dissent,” The Guardian, June 2, 2014,
http://www.theguardian.com/world/2014/jun/02/egypt-police-monitor-social-media-dissent-facebook-twitter-protest.
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for attacks overseas, such defacements of a series of government websites in the United Arab
Emirates,117 supposed to be in retaliation of Emirati support for the ousting of Morsi.118

“TRA Defends a Cyber-attack Attempt” UAE Telecommunications Regulatory Agency, www.tra.gov.ae/news_TRA_
Defends_a_Cyber_attack_Attempt_-529-1.php.

117

“UAE Fends Off Cyber-Attacks Originating in Egypt” Infosecurity, July 23, 2013, www.infosecurity-magazine.com/news/
uae-fends-off-cyber-attacks-originating-in-egypt/.
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2013

2014

Population:

1.3 million

Internet Freedom Status

Free

Free

Internet Penetration 2013:

80 percent

Obstacles to Access (0-25)

1

1

Limits on Content (0-35)

3

3

Violations of User Rights (0-40)

5

4

TOTAL* (0-100)

9

8

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Estonia continues to be one of the most wired countries in the world, with increasing
internet access and online participation among citizens (see Obstacles to Access).

•

In October 2013, the European Court of Human Rights upheld an Estonian Supreme
Court decision from 2009 stating that content hosts may be held legally liable for thirdparty comments made on their website (see Limits on Content).

•

Estonia continues to improve its cybersecurity programs, strengthening its capacity to
prevent and combat cyberattacks (see Violations of User Rights).
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Introduction
Estonia ranks among the most wired and technologically advanced countries in the world. With a
high internet penetration rate, widespread e-commerce, and e-government services embedded into
the daily lives of individuals and organizations, Estonia has become a model for free internet access
as a development engine for society. When the country regained independence in 1991 after nearly
50 years of Soviet rule, its infrastructure was in a disastrous condition. The country’s new leadership,
however, perceived the expansion of information and communication technologies (ICTs) as a key to
sustained economic growth and invested heavily in their development.
The first internet connections in the country were introduced in 1992 at academic facilities in Tallinn
and Tartu. The national telecommunication monopoly was subsequently privatized with the inclusion
of Finnish and Swedish telecommunication companies, and a fiber-optic backbone was built with
modern fixed and mobile communications services. The government further worked with private
and academic entities to initiate a program in 1996 called Tiger Leap, which aimed to establish
computers and internet connections in all Estonian schools by 2000. This program helped to build
a general level of technological competence and awareness of ICTs among Estonians. Today, with
a high level of computer literacy and connectivity already established, the program’s focus has
shifted from basic concerns such as access, quality, and cost of internet services to discussions
about security, anonymity, the protection of private information, and citizens’ rights on the internet.
Children’s safety on the internet is a high priority, and the special program “Targalt Internetis” (Wiser
Internet) is dedicated to country-wide training and awareness-building activities on internet safety
issues for parents and children. In addition, a majority of users conduct business and e-government
transactions over the internet: in 2013, nearly 97 percent of banking transactions were done with
e-banking services and 95 percent of people declared their income electronically.1
On October 10, 2013, the European Court of Human Rights issued a ruling that reaffirmed an
earlier Estonian Supreme Court decision regarding the legal liability of content hosts for third-party
comments. The ECtHR found that a company’s legal liability for comments posted by its users did
not sufficiently interfere with the freedom of expression guarantees enshrined in the European
Convention on Human Rights; therefore, intermediaries could be held responsible for third-party
content published on their website or forum, even if they delete the content upon notification.2
Additionally, over the past year, the issue of privacy for individual users on the internet became
a widely debated topic in Estonia, with a particular focus on the privacy policies of global service
providers. The Digital Agenda 2020 for Estonia, established by the Ministry of Economic Affairs and
Communications, outlines how both technological and organizational conditions will be developed
to ensure that people would always know and be able to decide when, by whom, and for what
purpose their personal data is being used in the public sector.3

Estonian Information System’s Authority, “Facts about e-Estonia,” accessed June 1, 2014, https://www.ria.ee/facts-about-eestonia/.

1

2 Case of Delfi AS v. Estonia, Judgement, acessed April 12, 2014, http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001126635#{“itemid”:[“001-126635”]}.
3

Digital agenda 2020 for Estonia, accessed June 14, 2014, http://www.riso.ee/en/information-society.
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Obstacles to Access
The number of internet and mobile telephone users in Estonia has grown rapidly in the past 20 years.
According to statistics from the International Telecommunication Union (ITU), internet penetration
in Estonia reached 80 percent in 2013, compared to about 78 percent in 2012 and 71 percent in
2008.4 There were also over 2 million mobile phone subscriptions, translating to a mobile phone
penetration rate of 160 percent.5 This figure is commonly attributed to the widespread use of mobile
internet access devices, the growing popularity of machine-to-machine (M2M) services, and the use
of more than one mobile phone by individual Estonians.
The first public Wi-Fi area was launched in 2001, and since then the country has developed a system
of mobile data networks that enable widespread wireless broadband access. In 2011, the country
had over 2,440 free, certified Wi-Fi areas meant for public use, including at cafes, hotels, hospitals,
schools, and gas stations, and the government has continued to invest in public Wi-Fi.6 In addition, a
countrywide wireless internet service based on CDMA technology has been deployed and is priced
to compete with fixed broadband access. Three mobile operators cover the country with mobile 3G
and 3.5G services, and as of May 2013, 4G services covered over 95 percent of Estonian territory.
Municipalities in rural areas have been subsidizing local wireless internet deployment efforts, and
the country’s regulatory framework presents low barriers to market entry, enabling local startups to
proliferate.
Estonians use a large variety of internet applications, including search engines (85 percent of
users), email (83 percent of users), local online media, news portals, social-networking sites, instant
messaging, and Voice over Internet Protocol (VoIP) services.7 Estonian Public Broadcasting delivers
all radio channels and its own TV production services, including news in real time over the internet; it
also offers archives of its radio and television programs at no charge to users.
The Estonian Electronic Communications Act was passed in late 2004, and a number of amendments
have been added to help develop and promote a free market and fair competition in electronic
communications services.8 Today, there are over 200 operators offering such services, including
six mobile phone companies and numerous internet service providers (ISPs). ISPs and other
communications companies are required to register with the Estonian Technical Surveillance
Authority (ETSA), a branch of the Ministry of Economic Affairs and Communications, though there is
no registration fee.9
In 2009, the Estonian Internet Foundation was established to manage Estonia’s top level domain,
International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2013, accessed July 1, 2014, http://www.itu.int/net4/itu-d/icteye/.

4

International Telecommunication Union (ITU), “Mobile-cellular subscriptions,” 2013, accessed July 11, 2014, http://www.itu.
int/net4/itu-d/icteye/.

5

6

Public Wi-Fi Hotspot database in Estonia, accessed July 30, 2013, http://kaardistajad.wifi.ee/avalik.php.

Pille Pruulmann-Vengerfeldt, Margit Keller, and Kristina Reinsalu, “1.1.4 Quality of Life and Civic Involvement in Information
Society,” Information Society Yearbook 2009 (Tallinn: Ministry of Economic Affairs and Communications, 2010), http://www.riso.
ee/en/pub/2009it/#p=1-1-4.

7

8 “Electronic Communications Act,” Ministry of Economic Affairs and Communications, accessed March 26, 2009, http://www.
mkm.ee/index.php?id=9576.
9 Estonian Technical Surveillance Authority (ETSA), “Commencement of Provision of Communications Service,” accessed
February 15, 2014, http://www.tja.ee/index.php?id=11703.
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“.ee.”10 With its multi-stakeholder foundation, the organization represents the Estonian internet
community internationally and has succeeded in overseeing various internet governance issues
such as the domain name registration process. After initial concerns over the foundation’s domain
registration pricing policy11 and management capabilities,12 the foundation’s substantive work was
stabilized in 2012-2013. In February 2012, the Estonian Internet Foundation was admitted to the
Council of European National Top Level Domain Registries (CENTR).

Limits on Content
Restrictions on internet content and communications in Estonia are among the lightest in the
world. YouTube, Facebook, Twitter, LinkedIn and many other international video-sharing and socialnetworking sites are widely available and popular. Moreover, 32 percent of Estonians use the internet
for uploading and sharing original content such as photographs, music, and text—the highest level
of shared public communication in Europe.13 Nevertheless, due in part to Estonia’s strong privacy
laws, there are some instances of content removal. Most of these cases involve civil court orders to
remove inappropriate or off-topic reader comments from online news sites. Comments are similarly
removed from online discussion forums and other sites. Generally, users are informed about a given
website’s privacy policy and rules for commenting, which they are expected to follow. Most of the
popular online services have established policies that outline a code of conduct for the responsible
and ethical use of their services and have enforcement policies in place.
In 2008, a debate over self-censorship and pre-publication censorship took center stage when
the victim of unflattering and largely anonymous comments on a news story filed suit against
the popular Estonian news site Delfi, claiming that the web portal must be held responsible for
defamatory reader comments and screen them before they become public.14 In 2009, the Estonian
Supreme Court upheld the rulings of the lower courts, stating that Delfi is not a passive intermediary
since the site already exerts control over the comments section by removing those that violate
their own rules; therefore, it can be held liable for defamatory or otherwise illegal content prior
to publication. Website owners argued that they did not have the capacity to monitor and edit all
comments made on their sites. In October 2013, the European Court of Human Rights issued the
final ruling on the case, upholding the Estonian Supreme Court ruling by stating that the company’s
liability for defamatory comments was not a “disproportionate interference” with Article 10 of the
European Convention on Human Rights, which guarantees freedom of expression.15
In another case regarding intermediary liability, the European Court of Justice issued a ruling on May
13, 2014, stating that the 1995 Data Protection Directive applied to the activities of search engines
10

Estonian Internet Foundation, accessed July 30, 2013, http://www.internet.ee/en/.

The activities of the Estonian Internet Foundation are not subsidized from the state budget; the registration fee covers
infrastructure investments, operating costs, and reserve funds.

11

“Marek-Andres Kauts resigns as board member,” Eesti Internet, May 23, 2012, http://www.internet.ee/
news/?year=2012&month=5.

12

13 “Individuals Using the Internet for Uploading Self-Created Content to Any Website to Be Shared,” Eurostat, accessed June
11, 2013, http://appsso.eurostat.ec.europa.eu.

Kaja Koovit, “Big Businessman Goes to War Against Web Portals,” Baltic Business News, March 18, 2008, http://www.
balticbusinessnews.com/?PublicationId=48694078-50cc-4fe1-b3e4-6e10bc6a5ec1.

14

“European Court strikes serious blow to free speech,” ARTICLE 19, October 14, 2013, http://www.article19.org/resources.
php/resource/37287/en/european-court-strikes-serious-blow-to-free-speech-online.

15
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like Google, and that these companies may have to remove search results if the data is deemed
to violate an individual’s right to privacy. Cases in which search engines may have to remove links
are limited only to searches for an individual’s name; the original content in the link would not be
removed and would still appear in other searches, but the link would no longer appear in search
results for the individual who requested the removal. Many critics of this ruling argue that the
court should not have granted private companies the authority to arbitrate competing concerns
between the right to privacy and the right to information, and that the court failed to establish clear
guidelines regarding when links to data should be removed.
In January 2010, a new law on online gambling came into force, requiring all domestic and foreign
gambling sites to obtain a special license or face access restrictions. As of February 2014, the
Estonian Tax and Customs Board had over 1,000 websites on its list of illegal online gambling sites
that Estonian ISPs are required to block.16 The list of blocked sites is transparent and is available to
the public.
Over the past few years, the removal of online content related to possible copyright infringement on
YouTube and other video streaming services has increased, resulting in the removal of over 80,000
videos. This process was greatly facilitated by requests from copyright enforcement organizations
representing Estonian authors.17 Hundreds of videos have been removed from YouTube for copyright
violations even though some of the videos were posted by the authors themselves who were
apparently not aware of the activities of copyright enforcement organizations representing their
rights.18 All of these requests came from individuals or companies; the Estonian government has not
issued any requests for removal of content on any of Google’s platforms, including YouTube, since at
least 2010.19
There are over 70,000 active Estonian-language blogs on the internet, including an increasing
number of group, project, and corporate blogs. The vibrancy and activities of the blogosphere are
frequently covered by traditional media, particularly when blog discussions center on civic issues.
The fact that so many Estonians are both computer literate and connected to the internet has
created unique opportunities for the Estonian government. In addition to hosting virtual trade fairs
and an online embassy, the Estonian president’s office has its own Twitter and Facebook accounts,
and releases messages on its YouTube channel.20
Estonia has the largest functioning public-key infrastructure21 in Europe, based on the use of
The list of restricted websites can be found on the Estonian Tax and Customs Board website: “Ebaseadusliku
kaughasartmängu serverite domeeninimed” [Illegal gaming servers, domain names], Tax and Customs Board, accessed June 10,
2014, http://www.emta.ee/public/Kontroll/MTA_must_nimekiri_25.02.2014.pdf .

16

17

“Preliminary report,” Project 451, Institute of Digital Rights, accessed June 17, 2013, http://451.ee/en/preliminary-report/.

“Autorite ühing laseb YouYube’ist videoed eemaldada,” ERR News, February 2, 2011, http://uudised.err.ee/index.
php?06223519.

18

Google Transparency Report, “Estonia – Removal Requests,” accessed July 11, 2013, http://www.google.com/
transparencyreport/removals/government/EE/

19

20 “Estonia Launches Embassy in Virtual World Second Life,” Sydney Morning Herald, December 5, 2007, http://www.smh.
com.au/news/Technology/Estonia-launches-embassy-in-virtual-world-Second-Life/2007/12/05/1196530704693.html; “Estonian
President Launches YouTube Video Blog,” TopNews.in, December 9, 2008, http://www.topnews.in/estonian-president-launchesyoutube-video-blog-297028.

A public-key infrastructure (PKI) is a system for the creation, storage, and distribution of digital certificates, which are
used to verify that a particular public key belongs to a certain entity. The PKI creates digital certificates that map public keys to
entities, securely stores these certificates in a central repository, and revokes them if needed.
21
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electronic certificates maintained on the national identification (ID) card.22 More than 1.2 million
active ID cards are in use, which enable both electronic authentication and digital signing, and over
40 percent of active ID cards have been used for authentication and digital signature purposes.23 The
Digital Signature Act, adopted in 2000,24 gives an individual’s digital signature the same weight as a
handwritten one and requires public authorities to accept digitally-signed documents. Estonian ID
cards were used to facilitate electronic voting during the parliamentary elections in 2007 and were
used again in the 2009 municipal and European Parliament elections. During the 2014 European
Parliament elections, 103,151 votes were cast over the internet, representing over 31 percent of all
votes from Estonia.25 In 2013, 95 percent of citizens filed their taxes online, making the web services
offered by the tax department the most popular public e-service. Over 63 percent of internet users
regularly use e-government services, and 77 percent of these users have indicated their satisfaction
with such services.26

Violations of User Rights
Freedom of speech and freedom of expression are protected by Estonia’s constitution and by the
country’s obligations as a member state of the European Union. Anonymity is unrestricted, and there
have been extensive public discussions on anonymity and the respectful use of the internet. Internet
access at public access points can be obtained without prior registration. Over the past few years,
the government has succeeded in reducing the number and severity of cyberattacks against its
infrastructure.
The Personal Data Protection Act (PDPA), first passed in 1996, restricts the collection and public
dissemination of an individual’s personal data. No personal information that is considered
sensitive—such as political opinions, religious or philosophical beliefs, ethnic or racial origin, sexual
behavior, health, or criminal convictions—can be processed without the consent of the individual.
The Data Protection Inspectorate (DPI) is the supervisory authority for the PDPA, tasked with “state
supervision of the processing of personal data, management of databases and access to public
information.”27 The current version of the PDPA came into force in 2008.28
Estonia is currently in the process of amending the Penal Code to comply with the European Council
Framework Decision 2008/913/JHA29 of 28 November 2008 on “combating certain forms and
expressions of racism and xenophobia by means of criminal law” in order to establish a framework

22

See the web portal for the ID-card system, http://id.ee/?lang=en.

23

Ibid., accessed July 15, 2013.

24

“Digitaalallkirja seadus” [Digital Signature Act], Riigi Teataja, accessed May 21, 2013, https://www.riigiteataja.ee/akt/694375.

“Statistics about Internet Voting in Estonia,” Vabariigi Valimiskomisjon (Electoral Commission), accessed August 2014,
http://www.vvk.ee/voting-methods-in-estonia/engindex/statistics.

25

Kristina Randver, Kodanike rahulolu riigi poolt pakutavate avalike e-teenustega, Jaanuar 2010 [Citizens’ Satisfaction with the
Provision of Public E-Services, January 2010] (Tallinn: TNS Emor, 2010), http://www.riso.ee/et/files/kodanike_rahulolu_avalike_
eteenustega_2010.pdf.
26

27 Electronic Privacy Information Center (EPIC) and Privacy International, “Republic of Estonia,” in Privacy and Human Rights
2006: An International Survey of Privacy Laws and Developments (Washington: EPIC, 2007), http://www.worldlii.org/int/journals/
EPICPrivHR/2006/PHR2006-Republic-8.html.
28

Estonian Data Protection Inspectorate, “Inspectorate,” March 14, 2013, http://www.aki.ee/en/inspectorate.

EUR-Lex, “Access to European Union Law,” accessed May 5, 2013, http://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=CELEX:32008F0913:en:NOT.
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on hate speech criminalization in the country. In July 2012, the Ministry of Justice initiated
proceedings to amend sections 151 and 152 of the penal code, which would lead to a new legal
norm regarding hate speech-related legislation in Estonia.30 This process is still ongoing and has
become the topic of significant public debate within the country.
Estonia launched the Electronic Communications Act on January 1, 2005, aligning itself with
EU legislation and replacing the Telecommunications Act. Since January 2008, electronic
communications companies have been required to preserve traffic and location data for one year,
as defined by the EU Data Retention Directive (2006/24/EC). Companies have been required to
retain data on internet access, telephony, and email since March 2009, and must only retain such
data that becomes known to them in the course of providing communications services. They must
also provide the surveillance agency or security authority with the information at their disposal only
when presented with a court order.31
However, data retention practices in Estonia and other European Union member states were recently
thrown into doubt by the European Court of Justice (ECJ).32 On April 8, 2014, the court found the
European Data Retention Directive (2006/24/EC) to be invalid and in contravention of articles 7, 8,
and 52(1) of the European Convention on Human Rights. The ruling was lauded among privacy
proponents who had long argued that requirements for the blanket retention of data constituted
mass surveillance and far exceeded what was necessary for law enforcement purposes. However, the
decision has also prompted debate among legal experts, with some member states now suspending
their national implementations of the European directive, while others are drafting new data
retention laws in order to compel internet service providers to continue to store user data.33
According to the report of the Estonian Parliament Security Authorities Surveillance Select
Committee that oversees the practices of surveillance agencies and security agencies, there were
over 7,400 cases of requests for information based on court orders in 2012, an increase of 9 percent
from the previous year.34 The select committee has been established to exercise supervision over
the legality of surveillance and the activities of the Security Police.35 The committee monitors the
conformity of the activities of the Security Police Board with the constitution, the Surveillance Act,
and other regulations on security agencies.
There have been no physical attacks against bloggers or online journalists in Estonia, though online
discussions are sometimes inflammatory. Following instances of online bullying, sexual harassment,

Office of the High Commissioner for Human Rights, “Tenth and Eleventh Periodic Report on the implementation of the
International Convention on the Elimination of all forms of Racial Discrimination in Estonia,” January 2013, http://www2.ohchr.
org/English/bodies/cerd/docs/CERD.C.EST.10-11.docx.
30

31

Electronic Communications Act, translation to English, http://www.legaltext.ee/text/en/X90001K2.htm.

The ECJ court ruling pertained to the cases Digital Rights Ireland Ltd (C-293/12) and Kärntner Landesregierung (C-594/12)
and is available at http://curia.europa.eu/juris/document/document.jsf?docid=150642&doclang=EN.

32

33 Martin Husovec, “First European Constitutional Court Suspends Data Retention After the Decision of the Court of Justice
of EU,” The Center for Internet and Society at Stanford Law School, April 28, 2014, http://cyberlaw.stanford.edu/blog/2014/04/
first-european-constitutional-court-suspends-data-retention-after-decision-court.

Overview of Parliament Select Committe activities, http://www.riigikogu.ee/public/Riigikogu/Dokumendid/
julgeolekuasutuste_jarelevalve_erikomisjon_2012_.pdf.

34

“Security Authorities Surveillance Select Committee,” Riigikogu: The Parliament of Estonia, April 4, 2011, http://www.
riigikogu.ee/index.php?id=42701&parent_id=34615.
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and the misuse of social media in 2009-2010, discussions and public awareness campaigns were
launched to involved parents in increasing the protection of children on the internet.36
Awareness of the importance of ICT security in both private and business use has increased
significantly since the cyberattacks that occurred in the spring of 2007. To protect the country from
future attacks, the government adopted a five-year Cyber Security Strategy in 2008 that focused on
the development and implementation of new security measures, increasing competence in cyber
security, improving the legal framework, bolstering international cooperation, and raising public
awareness.37 Estonia’s cybersecurity strategy is built on strong private-public collaboration38 and
a unique voluntary structure through the National Cyber Defense League.39 With more than 150
experts participating, the league has simulated different security threat scenarios over the past
few years as defense exercises that have served to improve the technical resilience of Estonia’s
telecommunication networks and other critical infrastructure.
Also in 2008, the North Atlantic Treaty Organization (NATO) established a joint cyberdefense center
in Estonia to improve cyberdefense interoperability and provide security support for all NATO
members. Since its founding, the center has supported awareness campaigns and academic research
on the topic and hosted several high-profile conferences, among other activities.40 From 2009,
the NATO Cooperative Cyber Defense Centre of Excellence has organized an annual International
Conference on Cyber Conflict, or CyCon, bringing together international experts from governments,
the private sector, and academia. CyCon has focused on international cooperation and the legal,
regulatory, military, and paramilitary aspects of cybersecurity, with the goal of ensuring the
development of a free and secure internet.

36

Targalt internetis [awareness portal], accessed June 12, 2013, http://www.targaltinternetis.ee.

Cyber Security Strategy Committee, Cyber Security Strategy (Tallinn: Ministry of Defence, 2008), http://www.mod.gov.ee/
files/kmin/img/files/Kuberjulgeoleku_strateegia_2008-2013_ENG.pdf.

37
38

Ibid.

39

“Estonian Defence League’s Cyber Unit,” Kaitseliit [Defence League], http://www.kaitseliit.ee/en/cyber-unit.

“Conference on Cyber Conflict,” Cooperative Cyber Defense Centre of Excellence (CCD COE), accessed July 15, 2013, http://
www.ccdcoe.org/conference2010/.
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Ethiopia
2013

2014

Population:

Internet Freedom Status

Not
Free

Not
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

22

23

Limits on Content (0-35)

28

Violations of User Rights (0-40)
TOTAL* (0-100)

89.2 million
2 percent

Social Media/ICT Apps Blocked:

Yes

28

Political/Social Content Blocked:

Yes

29

29

Bloggers/ICT Users Arrested:

Yes

79

80

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
•

Telecom services worsened, characterized by frequently dropped phone calls, prolonged
internet service interruptions, and slow response times to service failures (see Obstacles
to Access).

•

Facebook, Twitter, Yahoo, and CNN were inaccessible for 12 hours in July 2013, while the
number of permanently blocked webpages also increased (see Limits on Content).

•

A law enacted in November 2013 gives the Information Network Security Agency (INSA)
carte blanche to inspect private online activities without oversight (see Violations of User
Rights).

•

The government launched sophisticated surveillance malware against several online journalists in the Ethiopian diaspora and dissidents in exile (see Violations of User Rights).

•

Six bloggers of the prominent Zone9 blogging collective were arrested in April 2014 on
charges of terrorism (see Violations of User Rights).
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Introduction
Ethiopia continues to have one of the lowest rates of internet and mobile phone connectivity in the
world, as meager infrastructure, government monopoly over the telecommunications sector, and obstructive telecom policies have significantly hindered the growth of information and communication
technologies (ICTs) in the country. Coupled with highly repressive laws and tactics aimed at restricting freedom of expression and access to information, internet freedom in Ethiopia is consistently
rated the worst in sub-Saharan Africa and among the worst in the world.
Despite the country’s extremely poor telecommunications services and a largely disconnected population, Ethiopia is also known as one of the first African countries to censor the internet, beginning
in 2006 with opposition blogs.1 Since then, internet censorship has become pervasive and systematic
through the use of highly sophisticated tools that block and filter internet content and monitor user
activity. The majority of blocked websites feature critical news and opposition viewpoints run by individuals and organizations based mostly in the diaspora. Surveillance of mobile phone and internet
networks is systematic and widespread, enabled by Chinese-made technology that allows for the
interception of SMS text messages, recording of phone calls, and centralized monitoring of online
activities. The government also employs commentators and trolls to proactively manipulate the online news and information landscape.
During the report’s coverage period, internet freedom in Ethiopia worsened due to increasing restrictions on access to social media and communications tools, such as Storify, and the temporary
blocking of Facebook and Twitter in July 2013. A new law passed in November 2013 gave the Information Network Security Agency (INSA) carte blanche to track private online communications and
investigate electronic devices without oversight. In addition, a number of diaspora journalists and
exiled dissidents were targeted with surveillance malware, demonstrating a growing level of sophistication in the government’s effort to silence critical voices that extends beyond the country’s borders.
In 2014, the Ethiopian authorities increased their crackdown against bloggers and online journalists,
using the country’s harsh laws to prosecute individuals for their online activities and quash dissent.
Most alarmingly, six bloggers from the critical Zone9 blogging collective and three journalists associated with Zone9 were arrested in late April 2014 on charges of terrorism, which, under the Telecom
Fraud Offenses Law and anti-terrorism proclamation, can entail a sentence of up to 20 years in prison if the bloggers are found guilty. The Zone9 case was repeatedly stalled by the courts throughout
2014, leaving the bloggers in pre-trial detention for over six months as of late-2014. Meanwhile, two
online radio journalists were arrested and detained for a week without charges in August 2013, and
the prominent dissident blogger, Eskinder Nega, and award-winning journalist, Reeyot Alemu, continue to serve lengthy prison sentences, despite international pressure for their release. The overall
crackdown has had a major chilling effect on internet freedom and freedom of expression in the
country, leading to increasing levels of self-censorship among online journalists, bloggers, and ordinary users alike.

Rebecca Wanjiku, “Study: Ethiopia only sub-Saharan Africa nation to filter net,” Computerworld, October 8, 2009, http://
news.idg.no/cw/art.cfm?id=353092F0-1A64-67EA-E4FBE79C305B60AB.

1
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Obstacles to Access
In 2013 and 2014, access to ICTs in Ethiopia remained extremely limited, hampered by slow speeds
and the state’s tight grip on the telecom sector.2 According to the International Telecommunications
Union (ITU), internet penetration stood at a mere 1.9 percent in 2013, up from 1.5 percent in 2012.3
Only 0.25 percent of the population had access to fixed-broadband internet, increasing from 0.01
percent in 2012.4 Ethiopians had more access to mobile phone services, with mobile phone penetration rates increasing from 22 percent in 2012 to 27 percent in 2013,5 though such access rates still
lag behind a regional average of 80 percent.6 Meanwhile, less than 5 percent of the population has
a mobile-broadband subscription.7 Radio remains the principal mass medium through which most
Ethiopians stay informed.
While access to the internet via mobile phones increased slightly in the last year, prohibitively expensive mobile data packages still posed a significant financial obstacle for the majority of the population in Ethiopia, where per capita income in 2013 stood at US$470.8 Ethiopia’s telecom market
is very unsaturated due to monopolistic control, providing customers with few options at arbitrary
prices.9 Prices are set by the state-controlled Ethio Telecom and kept artificially high. As of mid-2014,
monthly packages cost between ETB 200 and 3,000 (US$10 to $150) for 1 to 30 GB of 3G mobile
services.10
The computer remains the most practical option for going online, though in 2014, personal computers are still prohibitively expensive. The combined cost of purchasing a computer, initiating an
internet connection, and paying usage charges makes internet access beyond the reach of most
Ethiopians. Consequently, only 2 percent of Ethiopian households had internet access in their homes
in 2013.11 The majority of internet users rely on cybercafes to log online, leading to a growth of
cybercafes in recent years, particularly in large cities. A typical internet user in Addis Ababa pays between ETB 5 and 7 (US$0.25 to $0.35) for an hour of access. Because of the scarcity of internet cafes
outside urban areas, however, rates in rural cybercafes are more expensive.
For the few Ethiopians who can access the internet, connection speeds are known to be painstakingly slow. For years, logging into an email account and opening a single message could take as long as

Tom Jackson, “Telecoms slow down development of Ethiopian tech scene – iceaddis,” humanipo, October 22, 2013, http://
www.humanipo.com/news/34843/telecoms-slow-down-development-of-ethiopian-tech-scene-iceaddis/.

2

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

3

4

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

5

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2013.”

John Koetsier, “African mobile penetration hits 80% (and is growing faster than anywhere else),” Venture Beat, December 3,
2013, http://venturebeat.com/2013/12/03/african-mobile-penetration-hits-80-and-is-growing-faster-than-anywhere-else/.
6

7

International Telecommunication Union, “Ethiopia Profile (Latest data available: 2013),” ICT-Eye, accessed August 1, 2014.

8

World Bank, “Ethiopia Overview,” last updated July 21, 2014, http://www.worldbank.org/en/country/ethiopia/overview.

“Ethiopia – Telecoms, Mobile, Broadband and Forecasts,” Paul Budde Communication Pty Ltd. June 2014, http://www.
researchandmarkets.com/reports/1222503/ethiopia_telecoms_mobile_broadband_and.
9

Ethio Telecom’s Facebook page, post on September 7, 2014, accessed October 1, 2014, https://www.facebook.com/
permalink.php?story_fbid=1501293840115809&id=1435268306718363.

10

International Telecommunication Union, “Ethiopia Profile (Latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=77.
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six minutes at a standard cybercafe with broadband in the capital city.12 According to May 2014 data
from Akamai’s “State of the Internet” report, Ethiopia has an average connection speed of 1.2 Mbps
(compared to a global average of 3.9 Mbps).13 Meanwhile, Ethiopia’s broadband adoption (characterized by connection speeds greater than 4 Mbps) is less than 3 percent,14 while the country’s narrowband adoption (connection speed below 256 Kbps) is about 20 percent among those with access.15
Numerous users reported that internet and text messaging speeds were extremely slow during the
coverage period, with services completely unavailable at times.16 Frequent electricity outages are
also a contributing factor to poor telecom services.
Despite reports of massive investments from Chinese telecom companies in recent years,17 Ethiopia’s
telecommunications infrastructure is among the least developed in Africa and is almost entirely absent from rural areas, where about 85 percent of the population resides. The country is connected to
the international internet via satellite, a fiber-optic cable that passes through Sudan and connects to
its international gateway, and the SEACOM cable that connects through Djibouti to an international
undersea cable. In an effort to expand connectivity, the government has reportedly installed several
thousand kilometers of fiber-optic cable throughout the country over the past few years.18 Construction of the East African Submarine Cable System (EASSy) was completed and launched in July 2010,
but its effects on Ethiopia have yet to be seen as of mid-2014.19
The space for independent initiatives in the ICT sector, entrepreneurial or otherwise, is extremely
limited,20 with state-owned Ethio Telecom holding a firm monopoly over internet and mobile phone
services in the country. Consequently, all connections to the international internet are completely
centralized via Ethio Telecom, enabling the government to cut off the internet at will. As a result, the
internet research company Renesys classified Ethiopia “as being at severe risk of Internet disconnection,” alongside Syria, Uzbekistan, and Yemen in a February 2014 assessment.21 During the coverage
period, one Renesys report found that 40 percent of Ethiopia’s networks were down for a few hours
on July 18, 2013 as a result of a disruption on the SEACOM network, though the exact reason for the
disruption was unknown.22 In September 2013, a number of cybercafe owners in Ethiopia reported
an increasing trend of unpredictable internet connections and speeds beginning in June that result-

12 Kebena, “Internet Access in the Capital of Africa, Addis Ababa,” video, EthioTube.net, posted June 19, 2010, last accessed
August 1, 2014, http://www.ethiotube.net/video/9655/Internet-Access-in-the-Capital-of-Africa-Addis-Ababa.

Akamai, “Average Connection Speed: Ethiopia,” map visualization, The State of the Internet Q1 (2014), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.

13

Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Ethiopia,” map visualization, The State of the Internet, Q1
2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

14

Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): Ethiopia,” map visualization, The State of the Internet,
Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

15

Bewket Abebe, “Internet Connection Grief,” Addis Fortune, September 29, 2013, http://allafrica.com/stories/201310020838.
html?viewall=1.

16

Aaron Maasho, “Ethiopia signs $700 mln mobile network deal with China’s Huawei,” Reuters, July 25, 2013, http://www.
reuters.com/article/2013/07/25/ethiopia-mobile-huawei-idUSL6N0FV4WV20130725.

17
18

Bewket Abebe, “Internet Connection Grief,” Addis Fortune, September 29, 2013.

19

Brian Adero, “WIOCC-EASSy Cable Ready for Business,” IT News Africa, July 23, 2010, http://www.itnewsafrica.com/?p=8419.

Al Shiferaw, “Connecting Telecentres: An Ethiopian Perspective,” Telecentre Magazine, September 2008, http://bit.
ly/16DdF6Z.

20

21 Jim Cowie, “Syria, Venezuela, Ukraine: Internet Under Fire,” Renesys (blog), February 26, 2014, http://www.renesys.
com/2014/02/internetunderfire/.
22
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ed in a significant decline in business, with internet connections reported as unavailable for up to 15
days in a month.23
Mobile phone networks—also completely centralized under Ethio Telecom—are similarly vulnerable to service disruptions and shutdowns by the government, which often occur during politically
sensitive times. During the coverage period, there were frequent reports of dropped cell phone and
landline calls, complete network blackouts in many parts of the country,24 and overlapping voices in
calls. The latter phenomenon led people to suspect government engagement in a widespread eavesdropping scheme (see “Violations of User Rights” for details on surveillance).
Meanwhile, cybercafes are subject to onerous requirements under the 2002 Telecommunications
(Amendment) Proclamation,25 which requires cybercafe owners to obtain an operating license with
Ethio Telecom via a murky process that can take months. During the coverage period, Ethio Telecom
began enforcing its licensing requirements more strictly in response to the increasing spread of cybercafes, reportedly penalizing Muslim cafe owners more harshly. Violations of the stringent requirements, such as a prohibition on providing Voice-over-IP (VoIP) services, entail criminal liability.26
Despite repeated international pressure to liberalize telecommunications in Ethiopia, the government has not eased its grip on the sector.27 In June 2013, the prime minister publicly affirmed that
the government would maintain a monopoly over the country’s telecoms.28 In the meantime, China
has emerged as a key investor and contractor in Ethiopia’s telecommunications industry,29 and in
July 2013, the government signed a US$1.6 billion agreement with the Chinese telecom companies,
Zhongxing Telecommunication Corporation (ZTE) and Huawei, to upgrade its broadband network to
4G in Addis Ababa and expand 3G across the country.30 The networks built by the Chinese firms have
been criticized for their high costs and poor service,31 though the partnership has enabled Ethiopia’s
authoritarian leaders to maintain their hold over the telecom sector.32 Furthermore, the contracts

23

Bewket Abebe, “Internet Connection Grief,” Addis Fortune, September 29, 2013.

Yonas Abiye, “Network Blackout Hits Addis As Parliament Slams Ethio Telecom,” The Reporter, February 8, 2014, http://
allafrica.com/stories/201402102129.html.

24

“Proclamation No. 281/2002, Telecommunications (Amendment Proclamation,” Federal Negarit Gazeta No. 28, July 2, 2002,
http://bit.ly/1snLgsc.

25

26 Ethiopian Telecommunication Agency, “License Directive for Resale and Telecenter in Telecommunication Services No.
1/2002,” November 8, 2002, accessed August 4, 2014, http://bit.ly/1pUtpWh.
27 “US urge Ethiopia to Liberalise Telecom Sector,” Africa News via Somali State, March 10, 2010, http://www.somalistate.com/
englishnewspage.php?articleid=4638; Technology Strategies International, “ICT Investment Opportunities in Ethiopia—2010,”
March 1, 2010, http://bit.ly/1bmsGvq.
28 “Ethio Telecom to remain monopoly for now,” TeleGeography, June 28, 2013, http://www.telegeography.com/products/
commsupdate/articles/2013/06/28/ethio-telecom-to-retain-monopoly-for-now/.

“Ethiopia’s Ethio Telecom signs deal with China’s ZTE,” BBC, August 19, 2013, http://www.bbc.co.uk/news/worldafrica-23754626.

29

“Out of reach,” The Economist, August 24, 2013, http://www.economist.com/news/middle-east-and-africa/21584037government-expands-mobile-phone-network-tightens-its-grip-out-reach.

30

31 Matthew Dalton, “Telecom Deal by China’s ZTE, Huawei in Ethiopia Faces Criticism,” The Wall Street Journal, January 6,
2014, http://online.wsj.com/news/articles/SB10001424052702303653004579212092223818288.
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have led to increasing fears that the Chinese may also be assisting the authorities in developing
more robust internet and mobile phone censorship and surveillance capacities.33
The Ethiopian Broadcasting Authority (EBA) and the Ethiopian Telecommunications Agency (ETA)
are the primary regulatory bodies overseeing the telecommunications sector. These two organizations were established as autonomous federal agencies, but both are highly controlled government
bodies.

Limits on Content
During the coverage period, over a hundred websites remained inaccessible in Ethiopia, with a
greater number of online tools and services targeted for blocking. A June 2014 report affirmed the
government’s efforts to recruit and train progovernment citizens to attack politically objectionable
content online.
The Ethiopian government imposes nationwide, politically motivated internet blocking and filtering
that tends to tighten ahead of sensitive political events. The majority of blocked websites are those
that feature opposition or critical content run by individuals or organizations based in the country
or the diaspora. The government’s approach to internet filtering generally entails hindering access
to a list of specific internet protocol (IP) addresses or domain names at the level of the Ethio Telecom-controlled international gateway. A more sophisticated strategy of blocking websites based
on a keyword in the URL path, known as deep-packet inspection (DPI),34 was detected in May 2012
when the Tor network—an online tool that enables users to browse anonymously—was blocked.35
In January 2014, an independent test conducted by a researcher based in the country found 120
unique URLs that were inaccessible in the country, 62 of which were Ethiopian news websites, 14 of
which were political party websites, 37 of which were blogs, and 7 of which were television and online radio websites.36 During the test, some websites opened at the first attempt but were inaccessible when refreshed. The test also found that select tools and services on Google’s Android operating
system on smart phones were inaccessible at irregular intervals but for unclear reasons. A separate
test on over 1,400 URLs between July and August 2013 by the OpenNet Initiative in partnership with

Based on allegations that the Chinese authorities have provided the Ethiopian government with technology that can be
used for political repression—such as surveillance cameras and satellite jamming equipment—in the past. See: “China Involved
in ESAT Jamming,” Addis Neger, June 22, 2010, http://addisnegeronline.com/2010/06/china-involved-in-esat-jamming/, Gary
Sands, “Ethiopia’s Broadband Network – A Chinese Trojan Horse?” Foreign Policy Association, September 6, 2013, http://
foreignpolicyblogs.com/2013/09/06/ethiopias-broadband-network-a-chinese-trojan-horse/.

33

Daniel Berhane, “Ethiopia’s Web Filtering: Advanced Technology, Hypocritical Criticisms, Bleeding Constitution,” Daniel
Berhane’s Blog, January 16, 2011, http://danielberhane.wordpress.com/2011/01/16/ethiopias-web-filtering-advancedtechnology-hypocritical-criticisms-bleeding-constitution/.

34

“Ethiopia Introduces Deep Packet Inspection,” Tor, May 31, 2012, https://blog.torproject.org/blog/ethiopia-introducesdeep-packet-inspection; Warwick Ashford, “Ethiopian Government Blocks Tor Network Online Anonymity,” Computer Weekly,
June 28, 2012, http://www.computerweekly.com/news/2240158237/Ethiopian-government-blocks-Tor-Network-onlineanonymity.
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Human Rights Watch similarly found 62 websites blocked altogether and numerous others intermittently inaccessible.37
International news outlets were increasingly targeted for censorship. Al Arabiya, a Saudi Arabia-based media outlet, and both of Al Jazeera’s Arabic and English websites were intermittently
blocked during the coverage period.38 In July 2013, websites belonging to Yahoo and CNN were
reportedly inaccessible for about 12 hours. Facebook and Twitter were also targets of the short-term
July 2013 blocking.39 There was no evident impetus or reason for the short-term blocking, and other
major services such as Gmail and new outlets such as the New York Times remained accessible. Nevertheless, the incident further increased worries over reports of government plans to block popular
social media tools completely.40 Facebook and Twitter platforms were otherwise generally accessible,
although some individual Facebook groups belonging to opposition individuals remained blocked
altogether, particularly when accessed via the unencrypted (http://) URL pathway. Meanwhile, the social media curation tool Storify—first blocked in July 201241—remained blocked during the coverage
period,42 while the URL shortening tool Bit.ly was inexplicably blocked in late 2013.43
In the past few years, the authorities have become more sophisticated in their censorship techniques,
electing to block select webpages as opposed to entire websites. Critical online news articles are
usually targeted, such as an August 2012 Forbes article titled, “Requiem for a Reprobate Ethiopian
Tyrant Should Not Be Lionized,” which was blocked for criticizing the local and global praise of the
former prime minister’s debatable economic growth achievements; the article remained blocked
as of June 2014.44 A July 2013 YouTube video of the antigovernment Muslim protests that occurred
from 2012-13 was also blocked as of late 2013.45
International blog-hosting platforms such as Blogspot have been frequently blocked since the disputed parliamentary elections of 2005, during which the opposition used online communication
tools to organize and disseminate information that was critical of the ruling Ethiopian People’s Revolutionary Democratic Front.46 In 2007, the government instituted a blanket block on the domain
37 “Citizen Lab collaborates with Human Rights Watch on Internet censorship testing in Ethiopia,” Citizen Lab (blog), April
16, 2014, https://citizenlab.org/2014/04/citizen-lab-collaborates-human-rights-watch-internet-censorship-testing-ethiopia/.
“Ethiopia 2013 Testing Results,” Citizen Lab (Google Drive document), accessed September 8, 2014, https://docs.google.com/
spreadsheet/pub?key=0Ah0XQ-1lDRPYdE9JYzBPNWZudEdXMXl4VVk0TC1JNXc&gid=0.

“Ethiopia ‘Blocks’ Al Jazeera Websites,” Al Jazeera, March 18, 2013, http://www.aljazeera.com/news/
africa/2013/03/201331793613725182.html.

38

Websites blocked were all reportedly accessible via proxy servers. See: “Twitter and Facebook Access Restored After 12Hour Blackout,” OPride, July 19, 2013, http://www.opride.com/oromsis/news/horn-of-africa/3685-twitter-and-facebook-blockedin-ethiopia.

39

An old Amharic saying that demonstrates the country’s deep-rooted culture of fear —“Stay away from electricity and
politics”—recently evolved to: “Stay away from Social Media.” The contemporary saying implies that giving one’s political
opinions via social media could cause grave bodily injury similar to exposing oneself to electricity.
40

41

Mohammed Ademo, Twitter post, July 25, 2012, 1:08 p.m., https://twitter.com/OPride/status/228159700489879552.

42 Mohammed Ademo, “Media Restrictions Tighten in Ethiopia,” Columbia Journalism Review, August 13, 2012, http://www.cjr.
org/behind_the_news/ethiopia_news_crackdown.php?page=all.

Ory Okolloh Mwangi, Twitter post, November 6, 2013, 9:20 a.m., https://twitter.com/kenyanpundit/
status/398077421926514688.

43
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Research conducted by Freedom House consultant.

45 Human Rights Watch, “They Know Everything We Do,” March 2014, pg 57, http://www.hrw.org/sites/default/files/reports/
ethiopia0314_ForUpload_0.pdf.

Bogdan Popa, “Google Blocked in Ethiopia,” Softpedia, May 3, 2007, http://news.softpedia.com/news/Google-Blocked-InEthiopia-53799.shtml.
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names of two popular blog-hosting websites, Blogspot and Nazret, though the authorities have
since become more sophisticated in their censorship techniques, now blocking select pages such
as the Zone9 independent blog hosted on Blogspot,47 as opposed to the entire blogging platform.
Nazret, however, remained completely blocked as of June 2014. Circumvention strategies have also
been targeted, with the term “proxy” yielding no search results on Google,48 according to an independent source. Meanwhile, the terms “sex” or “porn” are still searchable.
In addition to increasing blocks of online content, politically objectionable content is often targeted
for removal, often by way of threats from security officials who personally seek out users and bloggers to instruct them to take down certain content, particularly critical content on Facebook. The
growing practice suggests that at least some voices within Ethiopia’s small online community are being closely monitored. Some restrictions are also placed on mobile phones, such as the requirement
for a text message to obtain prior approval from Ethio Telecom if it is to be sent to more than ten
recipients.49 A bulk text message sent without prior approval is automatically blocked.
There are no procedures for determining which websites are blocked or why, which precludes any
avenues for appeal. There are no published lists of blocked websites or publicly available criteria
for how such decisions are made, and users are met with an error message when trying to access
blocked content. This lack of transparency is exacerbated by the government’s continued denial of
its censorship efforts. Meanwhile, the decision-making process does not appear to be controlled by
a single entity, as various government bodies—including the Information Network Security Agency
(INSA), Ethio Telecom, and the ministry of ICT—seem to be implementing their own lists, contributing to a phenomenon of inconsistent blocking.
Lack of adequate funding is a significant challenge for independent online media in Ethiopia, as
fear of government pressure dissuades local businesses from advertising with politically critical
websites. Local newspapers and web outlets receive their news and information from regime critics
and opposition organizations in the diaspora. While the domestic Ethiopian blogosphere has been
expanding, most blogging activity on Ethiopian issues still originates in the diaspora. Few Ethiopian
journalists work for both the domestic print media and overseas online outlets due to the threat of
repercussions.
Increasing repression against journalists and bloggers has had a major chilling effect on expression
online, particularly following the arrest of the Zone9 bloggers in April 2014 (see “Violations of User
Rights”). Fear of pervasive surveillance has led to widespread self-censorship, and many bloggers
publish anonymously to avoid reprisals.50 Notably, users on social media platforms such as Facebook
and Twitter seem to practice a lower degree of self-censorship, which may be due to poor awareness
of privacy settings, or the perception that posts on social media are anonymous or more secure.

47

Zone9 blog hosted at: http://zone9ethio.blogspot.com/.

A 2014 report from Human Rights Watch also noted that the term “aljazeera” was unsearchable on Google while the news
site was blocked from August 2012 to mid-March 2013. According to HRW research, the keywords “OLF” and “ONLF” (acronyms
of Ethiopian opposition groups) are not searchable on the unencrypted version of Google (http://) and other popular search
engines. Human Rights Watch, “They Know Everything We Do,” March 2014, pg 56, 58.
48

Interview with individuals working in the telecom sector, as well as a test conducted by a Freedom House consultant who
found it was not possible for an ordinary user to send out a bulk text message.

49

50 Markos Lemma, “Disconnected Ethiopian Netizens,” Digital Development Debates(blog), http://www.digital-developmentdebates.org/issues/09-prejudice/african-innovation/disconnected-ethiopian-netizens/.

292

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Ethiopia

Despite extremely low levels of internet access, the authorities employ progovernment commentators and trolls to proactively manipulate the online news and information landscape. Acrimonious
exchanges between commentators on apologist websites and an array of diaspora critics and opposition figures have become common in online political debates. There was a noticeable increase in
the number of progovernment commentators during the coverage period, as confirmed in a June
2014 report by the Ethiopian Satellite Television Service (ESAT) that detailed the government’s efforts to recruit and train progovernment citizens to attack politically objectionable content online.
According to the ESAT report, hundreds of bloggers who report directly to government officials had
been trained on how to post progovernment comments and criticize antigovernment articles on social media platforms.51
As the country prepares for the upcoming 2015 National Election, the state media has stepped up its
campaign against the press in general and the use of social media in particular, claiming that foreign
agents and terrorists are using social media to destabilize the country. Consequently, many civil society groups based in the country are wary of mobilizing against the government, and calls for protest
come mostly from the Ethiopian diaspora rather than from local activists who fear the government’s
violent crackdowns against protest movements.
Nevertheless, over the past few years, Facebook has become one of the most popular mediums
through which Ethiopians share and consume information. Social media services have also become
significant platforms for political deliberation and social justice campaigns. For example, in September 2013, a group of young Ethiopian bloggers and activists based in Addis Ababa launched a Facebook and Twitter campaign on the occasion of Ethiopia’s New Year celebration to share their vision
of a better Ethiopia, using the hashtag #EthiopianDream.52 In November 2013, Ethiopians responded
to the Saudi government’s crackdown on undocumented Ethiopian immigrants in Saudi Arabia by
organizing the online campaign, #SomeoneTellSaudiArabia, to protest the abusive treatment of Ethiopian immigrants.53
Netizen activism was particularly pronounced and widespread following the arrest of six Zone9
bloggers and three journalists for their alleged affiliation with the Zone9 collective (see “Violations
of User Rights”). Ethiopian bloggers and social media users flocked online to spread the #FreeZone9Bloggers hashtag in a campaign that quickly swept across the social media sphere and garnered
widespread support from around the world. Within five days, the #FreeZone9Bloggers hashtag had
been tweeted more than 8,000 times.54 Unfortunately, the international campaign elicited no response from the government, and the imprisoned bloggers and journalists are still awaiting trial on
charges of terrorism as of late-2014.

51 “Ethiopia Trains Bloggers to attack its opposition,” ECADF Ethiopian News & Opinions, June 7, 2014, http://ecadforum.
com/2014/06/07/ethiopia-trains-bloggers-to-attack-its-opposition.
52 Selamawit, “Millions of Ethiopians share their dream for our country in the new year. What is your dream?” Sodere,
September 6, 2013, http://sodere.com/profiles/blogs/millions-of-ethiopians-share-their-dream-for-their-country-in-the.
53 Ndesanjo Macha, “Ethiopians: #SomeoneTellSaudiArabia to Stop Immigration Crackdown,” Global Voices (blog,) November
13, 2013, http://globalvoicesonline.org/2013/11/13/ethiopians-someonetellsaudiarabia-to-stop-immigration-crackdown/.

“#BBCtrending: Jailed bloggers spark Ethiopia trend,” BBC Trending, April 30, 2014, http://www.bbc.com/news/blogstrending-27212472.
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Violations of User Rights
During the coverage period, the Ethiopian government’s already limited space for online expression
continued to deteriorate alongside its poor treatment of journalists. A new proclamation passed in
November 2013 empowered INSA with sweeping surveillance capabilities without judicial oversight.
Sophisticated malware was launched against online radio journalists and dissidents in exile, while repression against bloggers and ICT users in the country increased notably. Six bloggers of the critical
Zone9 blogging collective were arrested for their alleged terrorist activities.
The 1995 Ethiopian constitution guarantees freedom of expression, freedom of the press, and access
to information, while also prohibiting censorship.55 These constitutional guarantees are affirmed
in the 2008 Mass Media and Freedom of Information Proclamation, known as the press law, which
also provides certain protections for media workers, such as prohibiting the pre-trial detention of
journalists.56 Nevertheless, the press law also includes problematic provisions that contradict constitutional protections and restrict free expression. For example, media outlets are required to obtain
licenses to operate through an onerous registration process that applies to all outlets, regardless
of size, though it is uncertain whether the press law’s broad language encompasses online media.57
Penalties for violating the registration requirement and other restrictions on content, such as defamation, involve high fines and up to two and three years in prison, respectively.58
In September 2012, the government codified specific restrictions on various telecommunications activities through the passage of the Telecom Fraud Offences law,59 which revised a 1996 law that had
placed bans on certain communication applications, such as Voice over Internet Protocol (VoIP)60—
including Skype and Google Voice—call back services, and internet-based fax services.61 Under the
new law, the penalties under the preexisting ban were toughened, increasing the fine and maximum
prison sentence from five to eight years for offending service providers, and penalizing users with
three months to two years in prison.62 The law also added the requirement for all individuals to register their telecommunications equipment—including smart phones—with the government, which
security officials typically enforce by confiscating ICT equipment when a registration permit cannot
be furnished at security checkpoints, according to sources in the country.

Constitution of the Federal Democratic Republic of Ethiopia (1995), articles 26 and 29, accessed August 24, 2010, http://
www.ethiopar.net/.

55

Freedom of the Mass Media and Access to Information Proclamation No. 590/2008, Federal Negarit Gazeta No. 64,
December 4, 2008.
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57 Article 19, “The Legal Framework for Freedom of Expression in Ethiopia,” accessed September 10, 2014, http://www.
article19.org/data/files/pdfs/publications/ethiopia-legal-framework-for-foe.pdf.

Freedom of the Mass Media and Access to Information Proclamation No. 590/2008, Federal Negarit Gazeta No. 64,
December 4, 2008.
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59 “A Proclamation on Telecom Fraud Offence,” Federal Negarit Gazeta No. 61, September 4, 2012, http://www.abyssinialaw.
com/uploads/761.pdf.
60 The government first instituted the ban on VoIP in 2002 after it gained popularity as a less expensive means of
communication and began draining revenue from the traditional telephone business belonging to the state-owned Ethio
Telecom. In response to widespread criticisms, the government claimed that VoIP applications such as Skype would not be
considered under the new law, though the proclamation’s language still enables the authorities to interpret it broadly at whim.
61 Ethiopian Telecommunication Agency, “Telecommunication Proclamation No. 281/2002, Article 2(11) and 2(12),” July
2, 2002, accessed July 25, 2014, http://www.researchictafrica.net/countries/ethiopia/Telecommunications_(Amendment)_
Proclamation_no_281:2002.pdf. As an amendment to article 24 of the Proclamation, the Sub-Article (3) specifically states, “The
use or provision of voice communication or fax services through the internet are prohibited” (page 1782).
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Most alarmingly, the Telecom Fraud Offences law extended the violations and penalties defined in
the 2009 Anti-Terrorism Proclamation and 2004 Criminal Code to electronic communications, which
are broadly defined yet explicitly include both mobile phone and internet services.63 The anti-terrorism legislation prescribes prison sentences of up to 20 years for the publication of statements that
can be understood as a direct or indirect encouragement of terrorism, vaguely defined.64 Meanwhile,
the criminal code holds any “author, originator or publisher” criminally liable for content allegedly
linked to offenses such as treason, espionage, or incitement, which carries with it the penalty of up
to life imprisonment or death.65 The criminal code also penalizes the publication of a “false rumor”
with up to three years in prison.66
In 2014, the Ethiopian authorities increased their crackdown against bloggers and online journalists,
using the country’s harsh laws to prosecute individuals for their online activities and silence dissent.
Most alarmingly, six bloggers from the critical Zone9 blogging collective and three journalists associated with Zone9 were arrested in late April 2014 on charges of terrorism. They were accused of
“working with foreign organizations that claim to be human rights activists… and receiving finance to
incite public violence through social media,”67 though the arrests had occurred just days following
Zone9’s Facebook post announcing plans to resume its activism. The blogging collective had been
inactive for seven months as a result of “a considerable amount of surveillance and harassment” the
bloggers had suffered at the hands of security agents for their writings and social media activism.68
Despite widespread international condemnation of the Zone9 arrests, the detainees were denied bail
in August and remained in jail as of fall 2014, awaiting trial.69 Meanwhile, the well-known dissident
journalist and blogger Eskinder Nega is still carrying out an 18-year prison sentence handed down
in July 2012 under the anti-terrorism law.70
Numerous other journalists and media outlets—both online and print—were targeted for arrest
and prosecutions during the coverage period, including Darsema Sori and Khalid Mohammed who
were arrested in August 2013 for their work with the online radio station, Radio Bilal, which is known
for its extensive coverage of the 2012-13 antigovernment protests organized by Ethiopian Muslims.
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Article 19, “Ethiopia: Proclamation on Telecom Fraud Offences.”
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“Anti-Terrorism Proclamation No. 652/2009,” Federal Negarit Gazeta No. 57, August 28, 2009.

65 International Labour Organization, “The Criminal Code of the Federal Democratic Republic of Ethiopia, Proclamation No.
414/2004, Article 44,” http://www.ilo.org/dyn/natlex/docs/ELECTRONIC/70993/75092/F1429731028/ETH70993.pdf.
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“The Criminal Code of the Federal Democratic Republic of Ethiopia.”

“Six Members of Blogging Collective Arrested in Ethiopia,” Global Voices Advocacy, April 26, 2014, http://advocacy.
globalvoicesonline.org/2014/04/26/six-members-of-blogging-collective-arrested-in-ethiopia/.
67

68 Six members of Zone Nine, group of bloggers and activists are arrested” [in Amharic], Zone9 (blog), April 25, 2014, http://
zone9ethio.blogspot.com/2014/04/9.html.
69 “Nine Journalists and Bloggers Still Held Arbitrarily,” Reporters Without Borders, August 21, 2014, http://en.rsf.org/
ethiopia-nine-journalists-and-bloggers-21-08-2014,46830.html.

Such trumped-up charges were based on an online column Nega had published criticizing the government’s use of the
Anti-Terrorism Proclamation to silence political dissent and calling for greater political freedom in Ethiopia. Nega is also the
2011 recipient of the PEN/Barbara Goldsmith Freedom to Write Award. Sarah Hoffman, “That Bravest and Most Admirable
of Writers: PEN Salutes Eskinder Nega,” PEN American Center (blog), April 13, 2012, http://www.pen.org/blog/?p=11198. See
also, Markos Lemma, “Ethiopia: Online Reactions to Prison Sentence for Dissident Blogger,” Global Voices, July 15, 2012, http://
globalvoicesonline.org/2012/07/15/ethiopia-online-reactions-to-prison-sentence-for-dissident-blogger/; Endalk, “Ethiopia:
Freedom of Expression in Jeopardy,” Global Voices, February 3, 2012, http://advocacy.globalvoicesonline.org/2012/02/03/
ethiopia-freedom-of-expression-in-jeopardy/.
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They were released after being held for a week without charges,71 but the arrests were in keeping
with the government’s concerted efforts to silence the protests.
Given the high degree of online repression in Ethiopia, some political commentators use proxy servers and anonymizing tools to hide their identities when publishing online and to circumvent filtering,
though the ability to communicate anonymously has become more difficult. The Tor Network anonymizing tool was blocked in May 2012, confirming that the government has deployed deep-packet
inspection technology, and Google searches of the term “proxy” mysteriously yield no results.
Anonymity is further compromised by strict SIM card registration requirements. Upon purchase
of a SIM card through Ethio Telecom or an authorized reseller, individuals must provide their full
name, address, government-issued identification number, and a passport-sized photograph. Ethio
Telecom’s database of SIM registrants enables the government to cut-off the SIM cards belonging
to targeted individuals and to restrict those individuals from registering for new SIM cards. Internet
subscribers are also required to register their personal details, including their home address, with the
government. In 2013, an inside informant leaked worrying details of potential draft legislation that
seeks to mandate real-name registration for all internet users in Ethiopia, though there are no further details of this development as of mid-2014.72
Government surveillance of online and mobile phone communications is pervasive in Ethiopia, and
evidence has emerged in recent years that reveal the scale of such practices. According to 2014
Human Rights Watch research, there are strong indications that the government has deployed a
centralized monitoring system from the Chinese telecommunications firm ZTE, known as ZXMT, to
monitor phone lines and various types of communications, including mobile phone networks and
the internet.73 Known for its use by repressive regimes in Libya and Iran, ZXMT enables deep-packet
inspection (DPI) of internet traffic across the Ethio Telecom network and has the ability to intercept
emails and web chats.
Another ZTE technology, known as ZSmart, is a customer management database installed at Ethio
Telecom that provides the government with full access to user information and the ability to intercept SMS text messages and record phone conversations.74 ZSmart also allows security officials to
locate targeted individuals through real-time geolocation tracking of mobile phones.75 While the
extent to which the government has made use of the full range of ZTE’s sophisticated surveillance
systems is unclear, the authorities frequently present intercepted emails and phone calls as evidence
during trials against journalists and bloggers or during interrogations as a scare tactic.76
In November 2013, a new Cyber Security Law expanded the surveillance powers of the Information
Network Security Agency (INSA)—the government body established in 2011 to preside over the se-

“Two Ethiopian journalists held for a week without charge,” CPJ (news alert), August 9, 2013, http://cpj.org/2013/08/twoethiopian-journalists-held-for-a-week-without.php.
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Interview conducted by Freedom House consultant.

Human Rights Watch, “They Know Everything We Do,” March 2014, pg 62, http://www.hrw.org/sites/default/files/reports/
ethiopia0314_ForUpload_0.pdf.
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Human Rights Watch, “They Know Everything We Do,” March 2014, pg 67.
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Human Rights Watch, “They Know Everything We Do,” March 2014, pg 52.

Committee to Protect Journalists, “Ethiopian Blogger, Journalists Convicted of Terrorism,” January 19, 2012, http://cpj.
org/2012/01/three-journalists-convicted-on-terrorism-charges-i.php.
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curity of the country’s critical communications infrastructure.77 According to reports, the law states
that “social media outlets, blogs and other internet related media have great capabilities to instigate
war, to damage the country’s image and create havoc in the economic atmosphere of the country”—
setting the logic for expanding INSA’s duties to include developing offensive cyber capabilities and
ICT tools. The proclamation also empowers INSA to investigate computers, networks, internet, radio,
television, and social media platforms “for any possible damage to the country’s social, economic,
political and psychological well being.”78
INSA reportedly uses sophisticated spyware, such as the commercial toolkit FinFisher—a device that
can secretly monitor computers by turning on webcams, record everything a user types with a key
logger, and intercept Skype calls—to target dissidents and supposed threats.79 A leaked document
confirmed that the UK-based company, Gamma International, had provided Ethio Telecom with the
FinFisher surveillance toolkit at some point between April and July 2012.80 In addition, research conducted by Citizen Lab in March 2013 worryingly found evidence of an Ethio Telecom-initiated FinSpy
campaign launched against users that employed pictures of the exiled prodemocracy group, Ginbot
7, as bait.81
There has been an increasing trend of exiled dissidents targeted with surveillance malware in the
past few years. In April 2013, Tadesse Kersmo, a senior member of Ginbot-7 living in exile in the
United Kingdom since 2009, came across the above-mentioned Citizen Lab FinSpy report and noticed that one of the spyware campaign’s bait was a picture of himself.82 He contacted Citizen Lab to
have his computer examined and found that FinSpy had been active on his computer over two days
in June 2012.83 The spyware may have transmitted any or all of Kersmo’s emails, chats, Skype calls,
files, and web searches to a server based in Ethiopia, which could have provided the authorities with
names of contacts, colleagues, and family members still living in the country.84 In February 2014,
Privacy International filed a criminal complaint to the UK’s National Cyber Crime Unit on Kersmo’s
behalf, urging them to investigate the potential unlawful interception of communications.
In the same month, the Electronic Frontier Foundation filed a similar suit in the United States on behalf of another Ethiopian dissident (and American citizen) identified publicly under the pseudonym

Yonas Abiye, “INSA to reign all-powering cyberspace,” The Reporter, November 9, 2013, http://www.thereporterethiopia.
com/index.php/news-headlines/item/1217-insa-to-reign-all-powerful-over-cyberspace.
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“Informationa Network Security Agency (INSA) of Ethiopia is to be reestablished,” Dire Tube, November 5, 2013, http://
www.diretube.com/articles/read-information-network-security-agency-insa-of-ethiopia-is-to-be-reestablished_3833.html#.
UyDWIPldVz4.
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Fahmida Y. Rashid, “FinFisher ‘Lawful Interception’ Spyware Found in Ten Countries, Including the U.S.,” Security Week,
August 8, 2012, http://www.securityweek.com/finfisher-lawful-interception-spyware-found-ten-countries-including-us.
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80 The document was seen by Freedom House consultant. Morgan Marquis-Boire et al., “You Only Click Twice: FinFisher’s
Global Proliferation,” Citizen Lab (University of Toronto), March 13, 2013, https://citizenlab.org/2013/03/you-only-click-twicefinfishers-global-proliferation-2/.
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Liat Clark, “Ethiopian refugee ‘illegally’ spied on using British software,” Wired, February 17, 2014, http://www.wired.co.uk/
news/archive/2014-02/17/illegal-spying-ethiopian-refugee.
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83 “Privacy International seeking investigation into computer spying on refugee in UK,” Privacy International (press release),
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Mr. Kidane.85 Kidane’s computer had also been found infected with the FinSpy malware sometime
between late October 2012 and March 2013, which had secretly recorded dozens of his Skype calls,
copied emails he had sent, and logged a web search conducted by his son on the history of sports
medicine for a school research project.86 The FinSpy IP address was linked to a server belonging to
Ethio Telecom.
Recent Citizen Lab research published in February 2014 uncovered the use of Remote Control System (RCS) spyware against two employees of the diaspora-run independent satellite television, radio,
and online news media outlet, Ethiopian Satellite Television Service (ESAT), based in Alexandria, VA.87
Made by the Italian company Hacking Team, RCS spyware is advertised as “offensive technology”
sold exclusively to law enforcement and intelligence agencies around the world, and has the ability
to steal files and passwords, and intercept Skype calls/chats. 88 While Hacking Team claims that they
do not deal with “repressive regimes,”89 the RCS virus sent via sophisticated bait to the two ESAT
employees made it clear that the attack was targeted, and researchers have strong suspicions of the
Ethiopian government’s involvement.90
While the government’s stronghold over the Ethiopian ICT sector enables it to proactively monitor
users, its access to user activity and information is less direct at cybercafes. For a period following the 2005 elections, cybercafe owners were required to keep a register of their clients, but the
requirement has not been enforced since mid-2010.91 Nevertheless, some cybercafe operators revealed that they are required to report any “unusual behavior” to security officials, and officials often
visit cybercafes (sometimes in plainclothes) to ask questions about specific users or monitor user
activity themselves.92
Government security agents frequently harass and intimidate bloggers, online journalists, and ordinary users for their online activities. Independent bloggers are often summoned by the authorities
to be warned against discussing certain topics online, while activists claim that they are consistently
threatened by state security agents for their online activism. Bloggers from Zone9, for example, reported suffering a considerable amount of harassment for their work, leading them to go silent for
several months. Shortly after the blog announced on Facebook that it was resuming activities in
April 2014, six Zone9 bloggers were arrested and sent to a federal detention center in Addis Ababa
where the torture of detainees is reportedly common.93 The active Gmail accounts belonging to sev-

85 “American Sues Ethiopian Government for Spyware Infection,” Electronic Frontier Foundation (press release), February 18,
2014, https://www.eff.org/press/releases/american-sues-ethiopian-government-spyware-infection.
86 “Kidane v. Ethiopia,” Electronic Frontier Foundation, last updated August 28, 2014, https://www.eff.org/cases/kidane-vethiopia.
87 Bill Marczak et al., “Hacking Team and the Targeting of Ethiopian Journalists,” Citizen Lab, February 12, 2014, https://
citizenlab.org/2014/02/hacking-team-targeting-ethiopian-journalists/.
88

“Customer Policy,” Hacking Team, accessed February 13, 2014, http://hackingteam.it/index.php/customer-policy.

Declan McCullagh, “Meet the ‘Corporate Enemies of the Internet’ for 2013,” CNET, March 11, 2013, accessed February 13,
2014, http://news.cnet.com/8301-13578_3-57573707-38/meet-the-corporate-enemies-of-the-internet-for-2013/.
89

90 Craig Timberg, “Foreign regimes use spyware against journalists, even in U.S.,” Washington Post, February 12, 2014, http://
wapo.st/McG3TZ.
91 Groum Abate, “Internet Cafes Start Registering Users,” Capital, December 25, 2006, http://www.capitalethiopia.com/index.
php?option=com_content&view=article&id=259:internet-cafes-start-registering-users-&catid=12:local-news&Itemid=4.
92

Human Rights Watch, “They Know Everything We Do,” March 2014, pg 67.

93

“Timeline,” Zone9ers ‘Trial’ (blog), April 26, 2014, http://trialtrackerblog.org/press/.

298

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Ethiopia

eral of the Zone9 bloggers94 while in detention suggests that they may have been forced give their
passwords to security officials against their will.

94

Anonymous Freedom House researcher reported seeing several of the detained Zone9 bloggers actively online in Gmail

chat.
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Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

4

3

Limits on Content (0-35)

4

4

Violations of User Rights (0-40)

12

13

TOTAL* (0-100)

20

20

63.9 million
82 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Pressure on internet companies increased, with France responsible for 87 percent of all
removal requests received by Twitter in the second half of 2013. Twitter was also ordered
by a French court to help identify authors of racist and hateful tweets (see Limits on
Content).

•

French users no longer face the threat of having their internet access suspended for
repeated copyright violations, due to a change in the controversial HADOPI laws. Users
now face reduced fines (see Violations of User Rights).

•

In a victory for free speech, a French woman accused of defamation by the Ministry of the
Interior was found not guilty by a court in May 2014. Amal Bentounsi had appeared in
an online video in which she decried impunity for police brutality (see Violations of User
Rights).

•

Concerns over electronic surveillance increased after the passage of legislation in
December 2013 that extended surveillance powers of intelligences agencies while failing
to require judicial approval for their activities (see Violations of User Rights).

www.freedomhouse.org

FREEDOM
ON THE NET
2014

France

Introduction
France has a highly developed telecommunications infrastructure and a history of innovation
in information and communications technologies (ICTs).1 Starting in the 1970s, France began
developing Teletex and Videotex technologies, leading to the introduction of the widely popular
Videotex service Minitel in 1982, which was accessible through telephone lines. In many ways,
Minitel predicted applications of the modern internet, such as travel reservations, online retail, mail,
chat, and news. At its peak, Minitel had around nine million users, and hundreds of thousands
continued to use the service, even after the World Wide Web was introduced in 1994. It was not
until June 2012 that the Minitel service was discontinued, primarily due to the growth of the internet
industry.2 France’s current ICT market is open, highly competitive, and has benefitted from the
privatization of the state-owned company France Telecom.
While France has traditionally maintained a relatively open and accessible internet, several actions
on the part of successive administrations have raised concerns from internet freedom groups and
free speech activists. Hate speech, defamation, copyright, and privacy are highly contentious issues
relevant to French cyberspace. On several occasions over the past years, politicians have proposed
highly restrictive measures, such as the imprisonment of frequent visitors to extremist websites and
the mandatory registration of online news editors.3 A bill was also drafted that would ban the online
sale of goods below market prices, thereby hurting e-commerce in a bid to protect brick and mortar
shops.4 A similar bill was passed in June 2014 that hinders online bookstores from offering free
delivery on already discounted books.5
Intermediaries, particularly internet companies, have come under increasing pressure from French
authorities for practices related to privacy, data collection, and hate speech. Twitter, frequently
called on to take strong measures against “offensive” tweets, was ordered in 2013 by a French court
to help identify authors of racist tweets.6 French authorities were responsible for 87 percent of all
removal requests received by Twitter in the second half of 2013.7 In the first half of 2014, France
ranked behind only Turkey for the highest number of requests.8 Google was fined EUR 150,000 (US$
200,000) by the National Commission on Information Technology and Freedoms (CNIL) for violating
European data protection laws, as implemented in France. The company will appeal the verdict, and
similar cases from other EU countries are in the works.9

Jonathan Gregson, “French infrastructure takes some beating,” Wall Street Journal, July 5, 2010, accessed March 16, 2014,
http://online.wsj.com/ad/article/france-infrastructure.

1

John Lichfield, “How France fell out of love with Minitel,” The Independent, June 9, 2012, http://www.independent.co.uk/
news/world/europe/how-france-fell-out-of-love-with-minitel-7831816.html.

2

3 Jean-Loup Richet, “Internet Censorship in France: should we criminalize viewers?”, Herdict, April 24, 2012, Accessed March
17, 2014, http://www.herdict.org/blog/2012/04/24/internet-censorship-in-france-should-we-criminalize-viewers/.

Guillaume Champeau, “Sell cheaper on the web soon to be forbidden” (translated), April 05 2013, Accessed April 19 2013,
http://www.numerama.com/magazine/25593-vendre-ses-produits-moins-cher-sur-internet-bientot-interdit.html.

4

Sarah Gray, «France passes “anti-Amazon” bill aimed at helping small bookstores” , Salon.com, accessed August 28, 2014,
http://www.salon.com/2014/06/27/france_passes_anti_amazon_bill_aimed_at_helping_small_bookstores/.

5

6 France24, January 24, 2013, accessed March 16, 2014 http://www.france24.com/en/20130124-french-court-twitter-identifyauthors-racist-anti-semitic/
7

Voltaire Network, February 14, 2014, accessed March 16 2014 http://www.voltairenet.org/article182090.html

8

See https://transparency.twitter.com/removal-requests/2014/jan-jun.

Charles Arthur and agencies, “Google’s link to French privacy fine crashes watchdog’s site,” The Guardian, February 10, 2014,
http://www.theguardian.com/technology/2014/feb/10/googles-link-french-privacy-fine-crashes-watchdog-cnil.

9
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The greatest concern for internet freedom advocates in France is electronic surveillance of the
public. Leaks and reports have provided evidence that French intelligence authorities conduct
mass surveillance and cooperate with their British and American counterparts, Government
Communication Headquarters and the National Security Agency. In December 2013, an article was
added to an omnibus bill on the military budget that extended legal powers for authorities to gain
access to or record telephone conversations, emails, internet activity, personal location data and
other electronic communications.10 The legislation provides for no judicial oversight and allows
electronic surveillance for a broad range of purposes, including “national security,” the protection of
France’s “scientific and economical potential,” and prevention of “terrorism” or “criminality.”
In a positive development, the most controversial provision of the French antipiracy law, referred to
as the “HADOPI law” after the agency tasked with its implementation, was abolished in July 2013
and replaced with fines of up to EUR 1,500 (US$ 2,000) for copyright offenders.11 The law had been
criticized by civil society organizations and international bodies for its “three strikes” provision,
which required internet service providers (ISPs) to disconnect users from the internet for a period of
two to twelve months when found to repeatedly engage in piracy. HADOPI since released a report
revealing that, from 2009 to mid-2014, the agency sent over 3 million notices to French users to
cease accessing pirated content. Just over 10 percent went on commit further offenses, resulting
in a second warning letter. Of those warned a second time, only 0.45 percent, or 1,502 subscribers,
received a third notice. Only 116 cases went to court and ended with fines ranging from EUR 250 to
700 (US$ 310 to 870).12

Obstacles to Access
Since 2009, the French government has been committed to providing widespread access to highspeed broadband and has promised to achieve universal coverage by 2025.13 As a part of this plan,
in February 2013 Alcatel-Lucent and Orange (France Telecom) announced the deployment of the
world’s most powerful broadband infrastructure, an optical-link, 400 Gbps line between Paris and
Lyon.14
France had an internet penetration rate of 81.92 percent at the end of 2013, up from 70.68 percent
in 2008.15 Fixed broadband use increased during the same period, from 28.50 percent to 38.79

Scott Sayare, “France Broadens Its Surveillance Power,” New York Times, December 14, 2013, accessed March 16, 2014,
http://www.nytimes.com/2013/12/15/world/europe/france-broadens-its-surveillance-power.html?partner=rss&emc=rss&_
r=2&

10

“France: ARTICLE 19 welcomes repeal of HADOPI law but concerns remain,” Article 19, July 18, 2013, http://www.article19.
org/resources.php/resource/37169/en/france:-article-19-welcomes-repeal-of-hadopi-law-but-concerns-remain.

11

Andy, “9% of French internet subscribers accused of piracy,” Torrent Freak, July 18, 2014, http://torrentfreak.com/9-offrench-internet-subscribers-accused-of-piracy-140718/.

12

Jonathan Gregson, “French infrastructure takes some beating,” Wall Street Journal, July 5, 2010, accessed April 23, 2013,
http://online.wsj.com/ad/article/france-infrastructure.

13

Bernhard Warner, “Alcatel-Lucent Unveils World’s Most Powerful Broadband Infrastructure,” Business Week, February 15,
2013, accessed April 23, 2013, http://www.businessweek.com/articles/2013-02-15/alcatel-lucent-unveils-worlds-most-powerfulbroadband-infrastructure.

14

“Percentage of Individuals Using the Internet – 2000-2013,” International Telecommunication Union, accessed July 29, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

15
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percent.16 Regionally, penetration ranges from 84.4 percent in the Paris area to 65 percent in the
northwest of France.17 Most at-home users have access to broadband connections, while the
remaining households are connected either through dial-up or satellite services, usually due to their
rural location.18 Over 5 million households did not use the internet in 2014,19 either due to obstacles
to access, or personal choice.20 As French statisticians do not record information related to race,
there is no government data relating to internet use according to ethnicity.21 On a positive note,
there is little or no gender gap when it comes to internet access.22
The average monthly cost of broadband internet access in France is approximately EUR 30 (US$
43), for both ADSL,23 and fiber-optic connections.24 Considering the average monthly income is
EUR 2,359 (US$ 3,279),25 this makes internet access fairly affordable for a large percentage of the
population. Companies such as Free Telecom also offer cheap internet access and mobile contracts
through bundled deals.
There were 63.24 million mobile contracts in use in France at the end of 2013, representing a
penetration rate of 98.50 percent.26 Over 23 million people use their mobile devices to access the
internet,27 mostly in addition to a household connection.28
There are no significant hurdles to prevent diverse business entities from providing access to digital
technologies in France. The main ISPs are Orange, Free, SFR, Bouygues Telecom, and Numericable,
with around 40 smaller private and non-profit ISPs. Apart from Numericable, these ISPs are also the
four main mobile phone operators and work in conjunction with some 40 mobile virtual network
operators (MVNOs). France Telecom is the formerly state-owned company that has since been

“Fixed (wired) broadband subscriptions,” 2000-2012,” International Telecommunication Union, accessed July 29, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

16

Frantz Grenier, “Internet in the Different Regions of France” (translated), March 21, 2013, accessed April 19 2013, http://
www.journaldunet.com/ebusiness/le-net/nombre-d-internautes-en-france-par-region.shtml.

17

Ariase, “ADSL and Broadband Access in France” (translated), accessed April 19, 2013, http://www.ariase.com/fr/haut-debit/
index.html.

18

Mediametrie, “Obstacles to access” (translated), July 31, 2014, accessed August 28, 2014, http://www.mediametrie.fr/
comportements/communiques/home-devices-2eme-vague-de-la-nouvelle-mesure-des-equipements-multimedias-demediametrie.php?id=1107.

19

Nil Sanyas, “the unplugged” (translated), September 12 2012, Accessed April 14 2013, http://www.pcinpact.com/
news/73774-la-france-compte-95-millions-deconnectes-et-17-million-assument.htm.

20

Patrick Simon, “The Choice of Ignorance: The Debate on Ethnic and Racial Statistics in France,” French Politics, Culture &
Society, Vol. 26, No. 1, Spring 2008, accessed April 23, 2013, http://www.academia.edu/573214/The_choice_of_ignorance._The_
debate_on_ethnic_and_racial_statistics_in_France.

21

22 “France,” New Media Trend Watch, accessed April 23, 2013, http://www.newmediatrendwatch.com/markets-by-country/10europe/52-france?start=1.
23

Ariase, “Comparatifs (Comparatives)”, accessed March 16, 2014, http://www.ariase.com/fr/comparatifs/adsl.html.

24

Ariase, “Comparatifs (Comparatives)”, accessed March 16, 2014, http://www.ariase.com/fr/comparatifs/fibre-optique.html.

25

OECD Better Life Index, France, accessed March 16, 2014, http://www.oecdbetterlifeindex.org/countries/france/

“Mobile-cellular telephone subscriptions – 2000-2013,” International Telecommunication Union, accessed July 29, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

26

27 Alexandra Bellamy, “French people loves their smartphones and tablets” (translated), LesNumeriques.fr, December 11 2012,
Accessed March 16 2014, http://www.lesnumeriques.com/france-amoureuse-smartphones-tablettes-n27347.html.

Ipsos MediaCT, “PCs, smartphones, tablets: cumulative and complementary use” (translated), September 22, 2011,
accessed March 16, 2014, http://www.ipsos.fr/ipsos-mediact/actualites/2011-09-22-pc-smartphones-tablettes-usages-secumulent-et-se-completent.
28
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privatized and renamed Orange.29 The government still directly owns 13.5 percent of shares in the
company, with a further 13.5 percent owned by a sovereign wealth fund operated by the state.30
Another provider, Free, is a relative newcomer in the mobile market—its 3G license was awarded by
the French regulatory authority in December 2009—and has quickly picked up market share through
aggressive pricing practices. This price war led the French media conglomerate Vivendi to sell its
mobile phone company SFR; in April 2014, Vivendi accepted a €17 billion (US$22.85 billion) offer
from Numericable.31 In the meantime, Bouygues Telecom began a round of strategic downsizing
after failing to sell its assets.32
The internet backbone consists of several interconnected networks run by ISPs and shared through
peering or transit agreements. As such, there is no central internet backbone and ISPs are not
required to lease bandwidth from a monopoly holder. However, an accident at an exchange node
operated by the company Telehouse in March 2014 generated minor service disruptions in the
French internet and major panic on social networks.33
The telecommunications industry in France is regulated by the Regulatory Authority for Electronic
and Postal Communication (ARCEP),34 while competition is regulated by France’s Competition
Authority and, more broadly, by the European Commission (EC).35 The commissioner of ARCEP
is appointed by the government, though as an EU member state, France must ensure the
independence of its national telecommunications regulator. Given that the French state is a
shareholder in Orange, the country’s leading telecommunications company, the EC stated that it
would closely monitor the situation in France to ensure that European regulations were being met.36
The EC has previously stepped in when the independence of national telecommunications regulators
seemed under threat, notably in Romania, Latvia, Lithuania, and Slovenia.37 ARCEP remains an
independent and impartial body and decisions made by the regulator are usually seen as fair.
In the past, ARCEP has taken decisions to ensure the fairness of the telecommunications market.
ARCEP placed Free under investigation in early 2013 after the ISP released a firmware update

“France Telecom to become Orange on July 1 2013,” Orange, May 28, 2013, http://www.orange.com/en/press/pressreleases/press-releases-2013/France-Telecom-to-become-Orange-on-1-July-2013.

29

According to Cofisem, as of July 2013, the major shareholders in Orange were Fonds Stratégique d’Investissement (13.5%),
French State (13.45%), Employees (4.81%), and company-owned shares (0.58%). 67.66% are owned by “other shareholders.”
“Orange – European Equities,” NYSE Euronext, accessed March 16 2014, https://europeanequities.nyx.com/en/products/equities/
FR0000133308-XPAR/company-information.
30

31 “Numericable to buy SFR,” (translated), Le Nouvel Obs, accessed May 13, 2014, http://tempsreel.nouvelobs.com/
economie/20140405.OBS2813/rachat-de-sfr-vivendi-choisit-numericable-au-detriment-de-bouygues.html?xtor=RSS-17.
32 Le Point, « Bouygues didn’t received any offers from Orange and Free » (translated), August 05, 2014, Accessed
August 29, 2014 http://www.lepoint.fr/high-tech-internet/bouygues-telecom-n-a-recu-a-ce-jour-aucune-offre-derachat-05-08-2014-1851499_47.php.

Guerric Poncet, “What really happened at TH2” (translated), Le Point, April 04, 2014, accessed August 29, 2014, http://
www.lepoint.fr/chroniqueurs-du-point/guerric-poncet/panique-sur-l-internet-francais-ce-qui-s-est-vraiment-passe-chezth2-04-04-2014-1809182_506.php.

33

34

“Autorité de Régulation des Communications Électroniques et des Poste,” http://www.arcep.fr/index.php?id=1&L=1.

35

“Autorité de la concurrence,” http://www.autoritedelaconcurrence.fr/user/index.php.

“ARCEP must remain independent vis-a-vis government – EC,” Telecompaper, January 14, 2011, accessed April 16th 2013,
http://www.telecompaper.com/news/arcep-must-remain-independent-vis-a-vis-government-ec--778936.

36

37 Arjan Geveke, “Improving Implementation by National Regulatory Authorities,” European Institute of Public Administration,
2003, accessed March 16, 2014, http://aei.pitt.edu/2592/1/scop_3_3.pdf.
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that included an “ad-blocker” function to remove advertisements from appearing on websites.38
Executives at Free were reportedly attempting to force Google to compensate the ISP for the high
levels of data traffic coming from YouTube and other Google sites. The American company had
made a similar agreement with leading ISP Orange. Free backed down under government pressure
and criticism that the ISP was harming net neutrality by failing to deliver unobstructed content.39

Limits on Content
Although France has a strong record of an open and accessible internet, over the past few years
the country has come under some criticism from online activists and free speech advocates.
Controversially, French authorities have stepped up efforts to block or remove online content that
is found to violate copyright protections or infringe on privacy. The most ardent defenders of free
speech have been loath to see any sort of administrative filtering in France, fearing that laws such
as LCEN, LPM, LOPPSI 2, and HADOPI,40 may eventually lead to a spillover whereby controversial
yet legal sites are censored by administrative agencies and without a court order (See “Violations
on User Rights”).41 Furthermore, child pornography and other illegal websites are blocked.42 Article
R645-1 of the French criminal code outlaws the display of the emblems, uniforms, or badges of
criminal organizations, under penalty of a fine.43 Websites that contravene this law have been
requested to remove the content or face blocking.44
French law recognizes “the right to be forgotten” (le droit à l’oubli), which has its roots in
rehabilitated criminals who did not wish to see their past cases publicized, having already “paid
their debt to society” through jail time. In France, individuals could already request that defamatory
content related to them can be removed through a court order in line with Article 29 of the 1881
Law on Press Infractions—related to insult, defamation, or denigration—and the 2004 Law for Trust
in the Digital Economy (LCEN), which holds hosting providers liable if they fail to cooperate with a
court decision.45 Some obligations were taken away from hosts and placed on the rights owners in a
July 2012 ruling, however.46

Cyrus Farivar, “France’s second-largest ISP deploys ad blocking via firmware update,” Ars Technica, January 3, 2013, http://
arstechnica.com/business/2013/01/frances-second-largest-isp-deploys-ad-blocking-via-firmware-update/.

38

Chiponda Chimbelu, “French ISP revives debate on ‘free Internet’,” DW, January 9, 2013, http://www.dw.de/french-isprevives-debate-on-free-internet/a-16508222.

39

40

“Au revoir, internet cut-off: France revokes anti-piracy penalty,” Jeff John Roberts, July 9 2013, accessed March 16 2014
http://gigaom.com/2013/07/09/au-revoir-internet-cut-off-france-revokes-anti-piracy-penalty/

Olivier Dumons, “After DADVSI and HADOPI, LOPPSI 2 To Be Released” (translated), May 18 2009, Accessed March 16 2014,
http://www.lemonde.fr/technologies/article/2009/05/18/apres-la-dadvsi-et-hadopi-bientot-la-loppsi-2_1187141_651865.html,
and La Quadrature du Net, “Administrative Net Censorship adopted in France” (translated), December 15 2010, Accessed March
16 2014, http://www.laquadrature.net/fr/loppsi-censure-administrative-du-net-adoptee-les-pedophiles-sont-tranquilles.
41

“France: Loppsi 2 Adopted – Internet filtering without court order,” Digital Civil Rights in Europe, February 23, 2011,
accessed March 16, 2014, http://edri.org/edrigramnumber9-4web-blocking-adopted-france-loppsi-2/

42

43 Elissa A. Okoniewski, “Yahoo!, Inc. v. Licra: The French Challenge to Free Expression on the Internet,” 2002, accessed March
16, 2014, http://www.auilr.org/pdf/18/18-1-6.pdf

Roger Darlington, “Should the Internet be Regulated?” no publication date, accessed March 16, 2014, http://www.
rogerdarlington.me.uk/regulation.html

44
45

Loi pour la Confiance dans l’Économie Numérique

“No Stay Down Obligation for Hosting Providers in France,” Christine Gateau and Christelle Coslin, July 2, 2013, accessed
March 16, 2014 http://www.scl.org/site.aspx?i=ed32661
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The controversial issue has been taken up by the European Commission in recent years,47 resulting
in proposals that have been criticized by some as impossible to enforce or threatening to free
speech.48 In June 2013, the advocate-general of the European Court of Justice, Niilo Jaaskinen, stated
his opinion that the right to be forgotten did not exist under current European data and privacy
laws.49 However, on May 13, 2014, the ECJ found that the 1995 Data Protection Directive did apply to
the activities of search engines like Google, and that these companies may have to remove certain
search results if the data is deemed to violate an individual’s right to privacy.50 The court decided
that by searching automatically, constantly, and systematically for information on the internet,
search engines are “collecting” and “processing” data within the meaning of the directive. Based
on this ruling, individuals within the European Union can now request that search engines remove
links associated with their name, but only in searches for that individual’s name and under the
condition that the information in the links is “inadequate, irrelevant, or no longer relevant” and is not
considered to be in the public interest. Many critics of this ruling argued that the court should not
have granted private companies the authority to arbitrate competing concerns between the right to
privacy and the right to information, and that the court failed to establish clear guidelines regarding
when links to data should be removed.51
Intermediaries are coming under increasing pressure to cooperate with French authorities against
defamation, copyright, and hate speech. French authorities are highly active in pursuing the removal
of content online. As an indication, Google’s Transparency Report noted that the total number
of content removal requests it received from the French government from January to June 2013
increased by 81 percent, compared to the previous six-month period.52 In November 2013, the High
Court of Paris ordered Google, Yahoo, and Microsoft to remove links to 16 video streaming websites
from search engine results. The action stemmed from a 2011 case brought to the French court by
five different associations representing different sectors of the film and television industry. French
ISPs were also ordered to block access to the websites.53
In a separate case from November 2013, a French court ordered Google to remove links to images
of Max Mosley that were originally published by the British newspaper News of the World, which

Mike Masnick, “EU Report: The ‘Right To Be Forgotten Is Technically Impossible… So Let’s Do It Anyway,” TechDirt,
December 6, 2012, accessed March 16, 2014, http://www.techdirt.com/articles/20121205/08425221239/eu-report-right-to-beforgotten-is-technically-impossible-so-lets-do-it-anyway.shtml.

47

Jeffrey Rosen, “The Right to be Forgotten,” Stanford Law Review, March 16 2014, http://www.stanfordlawreview.org/online/
privacy-paradox/right-to-be-forgotten.

48

49 “EU Court Of Justice Advocate General: No Right To Be Forgotten; Google Not Responsible For What It Finds,” TechDirt,
June 26, 2013, accessed March 16, 2014, https://www.techdirt.com/articles/20130625/12263423615/eu-court-justice-advocategeneral-says-theres-no-right-to-be-forgotten-google-not-responsible-what-it-finds.shtml.
50 The court case in question is that of Google Spain SL, Google Inc. v. Agencia Española de Protección de Datos, Mario
Costeja González. See Press Release No. 70/14, Court of Justice of the European Union, May 13, 2014, http://curia.europa.eu/
jcms/upload/docs/application/pdf/2014-05/cp140070en.pdf.
51 The Editorial Board, “Ordering Google to Forget,” The New York Times, May 13, 2014, http://www.nytimes.
com/2014/05/14/opinion/ordering-google-to-forget.html?hp&rref=opinion&_r=0 and Natasha Lomas, “Jimmy Wales Blasts
Europe’s ‘Right to Be Forgotten’ Ruling as a ‘Terrible Danger’,” TechCrunch, June 7, 2014, http://techcrunch.com/2014/06/07/
wales-on-right-to-be-forgotten/.
52 “France,” Google Transparency Report, accessed March 16, 2014, http://www.google.com/transparencyreport/removals/
government/FR/

Andy, “Court orders Google, Microsoft & Yahoo to make pirate sites disappear,” Torrek Freak, November 29, 2013, http://
torrentfreak.com/court-orders-google-microsoft-yahoo-to-make-pirate-sites-disappear-131129/. The associations included
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closed after a high-profile phone-hacking scandal.54 Mosley had sued the newspaper over the
photos, which purported to show Mosley, formerly the president of the International Automobile
Federation (FIA), at a Nazi-themed orgy with prostitutes.
In July 2013, Twitter complied with a court order filed six months earlier to reveal the identity of
authors of hateful and anti-Semitic tweets to human rights associations. Twitter also gave a special
account to SOS Homophobie, an LGBT rights NGO, allowing the charity to quickly and easily report
homophobic tweets to Twitter staff.55 Indeed, in January 2013, the French Minister for Woman’s
Rights and a government spokesperson, Najat Vallaud-Belkacem, had called for Twitter to take
greater responsibility in preventing the posting of hate speech on the site.56 However, the proposal
was criticized as a danger to free speech, potentially allowing the government to classify unfavorable
opinions under the vague term of hate speech.57 The move would also place an unfair burden on
intermediaries, forcing them to use their discretion to prescreen content that could be deemed as
offensive.58 When it comes to the curtailing of illegal content, ISPs and mobile telephone companies
who provide internet access currently have no obligation to preemptively review any of the content
they transmit or store. Nevertheless, according to LCEN, they must take prompt action to withdraw
the relevant content when informed of unlawful information or activity, or face the possibility of
civil liability. Similarly, cybercafes and other public places which provide internet access have no
responsibility to review the content which can be viewed by their customers but are liable in cases of
illegal activities; as a result, cybercafes must log the activities of their customers (see “Violations of
User Rights”).
In June 2013, a 2011 draft law that suggested new means by which various government agencies
could force content owners to remove content or instruct ISPs to block webpages was finally
rejected.59 The draft outlined procedures for blocking or removing online content under Article 18 of
LCEN, “in case of violation, or where there is a serious risk of violation, of the maintenance of public
order, the protection of minors, the protection of public health, the preservation of interests of the
national defense, or the protection of physical persons.”60 However, the order came under fire from
internet freedom activists and the e-commerce community, who pointed out that intermediaries
could face an unfair responsibility to police content.61 There were also fears that, under the
proposal’s vague wording, the law would be applicable to most websites rather than only those

“French court orders Google to block Mosley ‘orgy photos’,” BBC News, November 6, 2013, http://www.bbc.com/news/
world-europe-24840320.
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Xavier Berne, « SOS Homophobie to be prioritary on Twitter » (translated), PC Impact, June 2013, accessed August 29 2014,
http://www.nextinpact.com/news/80753-signalement-tweets-illicites-sos-homophobie-prioritaire-depuis-mars.htm.
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56 Najat Vallaud-Belkacem, “Twitter must respect the values of the Republic” (translated), Le Monde, December 28
2012, accessed March 16 2014, http://www.lemonde.fr/idees/article/2012/12/28/twitter-doit-respecter-les-valeurs-de-larepublique_1811161_3232.html.
57 Glenn Greenwald, “France’s censorship demands to Twitter are more dangerous than ‘hate speech’,” The Guardian, January
2, 2013, accessed March 16, 2014, http://www.guardian.co.uk/commentisfree/2013/jan/02/free-speech-twitter-france.
58 Mike Masnick, “French Politician Wants Twitter To Help Censor Speech,” Techdirt, January 04 2013, accessed March 16,
2014, http://www.techdirt.com/articles/20130103/03195521559/french-politicians-wants-twitter-to-help-censor-speech.shtml.

Olivier Robillart, “Article 18 finally rejected by French Assembly” (translated), June 28, 2013, http://pro.clubic.com/
legislation-loi-internet/actualite-568770-lcen-blocage-administratif.html.
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60 Simon Columbus, “French Government Plans to Extend Internet Censorship,” Open Net, June 2011, https://opennet.net/
blog/2011/06/french-government-plans-extend-internet-censorship
61 French National Digital Council, “Review of the LCEN Decree” (translated), June 17 2011, Accessed April 12 2013, http://
static.pcinpact.com/media/2011-06-17_aviscnn_decretart18lcen_vf.pdf
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engaged in e-commerce, as originally intended.62 This would have opened up the possibility that any
website could be blocked arbitrarily and without due process under the proposal’s emergency clause.
The original passage of LCEN was met with criticism from many in France, including members of
parliament (MPs) from the Socialist Party. The MPs submitted a brief to the Constitutional Court
to review several clauses of LCEN that failed to define email as private correspondence (and thus
subject to greater surveillance), “privatized justice” through administrative notices and extralegal
take down procedures, and set a longer statute of limitations for online content versus traditional
media. The grounds under which authorities could restrict access to communications were also
criticized as overly broad and open to abuse.63
French authorities are fairly transparent about what websites are blocked and why content must
be taken down. Incitement of hatred, racism, Holocaust denial, child pornography, copyright
infringement, and defamation are illegal. Requests to block or remove content can emanate from
individuals, copyright holders, or government bodies. These requests must be reviewed by a court,
which then instructs ISPs, content holders, or other intermediaries to implement its decision.
France is home to a highly diverse online media environment. In recent years, several French protests
have been organized online, including demonstrations against cuts in government-supported
programs such as education or changes to labor laws proposed in 2006.64 More recently, from
January to April 2013, online campaigns such as those organized by the controversial figure Frigide
Barjot and others mobilized large groups of demonstrators using social media networks to oppose
legislation surrounding same-sex marriages.65 The legislation was passed in April 2013.66
French digital rights and online freedom advocacy groups are very active and play a significant role
in the country. For example, the group La Quadrature du Net successfully lobbied the European
Parliament for an amendment to the EU Telecoms Package to ensure that no restrictions on
internet access could be imposed without prior judicial approval.67 After the European Parliament
rejected ACTA in July 2012, the group also published a proposal for a new regulatory framework on
reforming copyright issues.68
A petition on Change.org to stop Article 20 of the LPM received over 100,000 signatures. A Twitter

62 Andréa Fradin, “Administrative filtering” (translated), Owni.fr, June 16 2011, Accessed April 17 2013, http://owni.
fr/2011/06/16/filtrage-par-decret/
63 “French E-Commerce Law Tested in Constitutional Court,” Digital Civil Rights in Europe (EDRI), June 2, 2004, http://edri.org/
edrigramnumber2-11len/.
64 Le Monde, “CPE protests in France” (translation), March 28 2006, accessed March 17 2014, http://www.lemonde.fr/societe/
infographie/2006/03/28/les-manifestations-anti-cpe-du-28-mars-en-france_755523_3224.html, and Flickr, February 2006,
Accessed March 17 2014, http://www.flickr.com/groups/71873699@N00/pool/.
65 Andrew Cusack, “France Marches for Marriage,” January 13, 2013, accessed March 17 2014, http://www.andrewcusack.
com/2013/01/13/le-manif-pour-tous/, and Stéphane Kovacs, “Protests Over Gay Marriage and Guerilla” (translated), Le Figaro,
April 17 2013, Accessed March 17 2014, http://www.lefigaro.fr/actualite-france/2013/04/16/01016-20130416ARTFIG00433manif-pour-tous-dans-les-coulisses-de-la-guerilla.php.
66 Laura Smith-Spark, “French lawmakers approve same-sex marriage bill,” CNN, April 24, 2013, http://www.cnn.
com/2013/04/23/world/europe/france-same-sex-vote.
67 Danny O’Brien, “Blogging ACTA across the globe: the view from France,” Electronic Frontier Foundation, January 2010,
accessed March 17, 2014, https://www.eff.org/deeplinks/2010/01/acta-and-france.

Philippe Aigrain, “Elements for the reform of copyright and related cultural policies”, Accessed March 17, 2014, http://www.
laquadrature.net/files/Elements_for_the_reform_of_copyright_and_related_cultural_policies.pdf.
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campaign, using the hashtag “#StopArt20” was also launched. However, none of these actions
resulted in government action.69

Violations of User Rights
France’s constitution guarantees freedom of speech,70 in accordance with the 1789 Declaration of
the Rights of Man.71 The European Convention on Human Rights, of which France is a signatory,
provides for freedom of expression, subject to certain restrictions which are “necessary in a
democratic society.”72 However, the French government has enacted several laws which, while
seeking to protect the rights of internet users and copyright holders, also threaten the rights of
citizens online. Laws such as LOPSSI 2, LCEN, LPM and the HADOPI have been highlighted by online
activists and internet companies over concerns that they may overreach in their aims. Electronic
surveillance also operates under a vague legal framework, with some fears that intelligence
authorities have engaged in extralegal monitoring of users’ online activities and have cooperated
with their transatlantic counterparts in the United States and United Kingdom. Recently, efforts have
been made to clarify the procedures behind such surveillance, although internet freedom advocates
have pointed out that some of this legislation, such as that attached to the Law on Military
Programming, falls short on checks and balances.
Major changes to the HADOPI laws on copyright were enacted by the government in May 2013,
after the publication of the Lescure Report, a study commissioned by President François Hollande.73
The laws, HADOPI 1 and 2,74 take their name from France’s High Authority for the Distribution of
Works and the Protection of Rights on the Internet, referred to by the French acronym HADOPI.
The agency was introduced in 2009 in a bid to promote the distribution and protection of creative
works on the internet.75 The most controversial aspect of its mandate was the graduated response
mechanism, or “three-strikes” rule, which effectively cut off internet access to households that were
found to have violated copyright laws after the issuance of two warnings. This punishment was
largely denounced as a violation of the fundamental right of freedom of access to information on
the internet.76 In July 2013, the government halted the practice of suspending broadband access,
while reducing the set of fines incurred for copyright violations.77
69

See https://www.change.org/petitions/french-parliament-protect-netfreedom-stopart20.

Guy Carcassonne, “The Principles of the French Constitution,” written for the French Embassy in the U.K., May 2002,
accessed March 17, 2014, http://www.unc.edu/depts/europe/francophone/principles_en.pdf.
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“The free communication of ideas and opinions is one of the most precious of the rights of man. Every citizen may,
accordingly, speak, write, and print with freedom, but shall be responsible for such abuses of this freedom as shall be defined
by law,” Declaration of the Rights of Man, 17 89, accessed March 17, 2014, http://avalon.law.yale.edu/18th_century/rightsof.asp.
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“European Convention on Human Rights,” accessed March 17, 2014, http://www.echr.coe.int/Documents/Convention_ENG.

pdf.
Lescure Report, accessed March 17, 2014 http://www.culturecommunication.gouv.fr/var/culture/storage/culture_mag/
rapport_lescure/index.htm#/1
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June 2009, but the constitutional court rejected two articles that were against the presumption of innocence. HADOPI 2 came
in October 2009, improving the rejected articles and adding more details on the procedure.
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Frank La Rue, UN Report, May 16 2011, Accessed April 17 2013, http://documents.latimes.com/un-report-internet-rights/.

For the full text of the law, in French, see “Décret n° 2013-596 du 8 juillet 2013 supprimant la peine contraventionnelle
complémentaire de suspension de l’accès à un service de communication au public en ligne et relatif aux modalités de
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The copyright-enforcing agency has since attempted to encourage users to access content legally,
as opposed to focusing on the punishment for illegal access. Indeed, at the end of 2013, HADOPI
launched Offre Légale Hadopi (“Legal Offer”), a site listing over 300 websites that offer legal,
copyright-friendly alternatives to illegal content. As a concept, it has been considered a great
improvement on the PUR (“Promotion des Usages Responsables”) label of the past, which only
classified approximately 30 suitable websites. Unfortunately, the site still lacks a search function,
which would greatly improve its usability.78 HADOPI itself has had its budget slashed and, as an
institution, may cease to exist as the French government is considering transferring it over to the
Conseil Supérieur de l’Audiovisuel (CSA), the radio and television regulator.79
Online journalists, bloggers, and activists have been tried by the French authorities for offenses
related to hacking, defamation, and hate speech. In some cases, they have been the victims of a
lack of technical knowledge by the courts. For instance, in 2012, blogger and digital activist Olivier
Laurelli (alias “Bloutouff”) was arrested for “illegally accessing” confidential documents related
to the French Agency for Food, Environmental and Occupational Health and Safety (ANSES). The
documents were not properly secured and were available through Google’s index.80 Laurelli, who
runs his own VPN company, Toonux, published content from the documents on Reflets.info, the
news community website he co-founded. The DCRI, a former intelligence agency linked to the
Interior Minister, traced the actions back to the VPN and contacted Laurelli as its operator. He was
acquitted of criminal charges by a lower court. However, in February 2014, he was found guilty of
stealing and improperly retaining the documents, a charge carrying a EUR 3,000 (US$ 4,000) fine.
In a case that triggered defense from free speech advocates, Manuel Valls, the Minister of the
Interior, sued Amal Bentounsi on charges of defamation against a public administration. Bentounsi,
whose brother Amine was mistakenly killed by police in 2012, runs a site against police brutality and
published a video in which she made a sarcastic comment about widespread impunity under the
justice system.81 A court acquitted her of the charges in May 2014 in an important victory for free
speech.82
Separately, at least one user was jailed for calling for violence online. In March 2014, the moderator
of a Francophone jihadist site was sentenced to one year in jail, with two further years as a
suspended sentence. Romain Letellier is reportedly the first to be convicted under a 2012 law against
“cyber-jihadism” for broadcasting calls to violence on the website Ansar al-Haqq (Defenders of the
Truth).83 He had also translated articles from Inspire, a magazine linked to al-Qaeda.

“Intellectual Property Rights Protection on the Internet in France: the end of HADOPI?” London School of Economics and
Political Science, January 29, 2014, accessed March 17, 2014 http://blogs.lse.ac.uk/mediapolicyproject/2014/01/29/intellectualproperty-rights-protection-on-the-internet-in-france-the-end-of-hadopi/.
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80 Xavier Berne, “DCRI and Paris court against Bluetouff” (translated), April 2013, accessed August 28, 2014, http://www.
nextinpact.com/news/79274-la-dcri-desavouee-par-justice-face-a-bluetouff.htm.
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83 Frédéric Says, “a Cyber-Jihadist condemned” (translated), March 2014, accessed August 29 2014, http://www.franceculture.
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The Law on Guidelines and Programming for the Performance of Internal Security (LOPPSI 2),84
adopted in 2011, relates primarily to cybersecurity and the fight against child pornography.85 In the
two years that it was debated, online activists highlighted concerns that by allowing administrative
agencies to demand ISPs to filter content without a court order, the government would open
the door to administrative filtering of other more legitimate sites without judicial approval.86 In
July 2012, Fleur Pellerin, Minister for the Digital Economy, announced that Article 4 relating to
the administrative filtering of child pornography would not be implemented without a court
order.87 Article 23 grants the police with the authority to install malware—such as keyloggers and
Trojan horses—on a suspect’s computer in the course of counterterrorism investigations, though
authorization must come from a court order.88
This law does not generally interfere with the right to anonymous communication for online users,
although individuals are required to register their real names when purchasing new SIM cards or
using cybercafes. In 2010, a law was briefly floated to require anyone who edits “a non-professional
communication service online” to register their name, location, and phone number as part of a push
to apply existing press regulations on to the blogosphere.89 However, numerous online advocates
condemned the proposal in an online petition and the law was never enacted.
A number of concerns have been raised in the last year on the subject of electronic surveillance,
particularly in light of revelations made by Edward Snowden on worldwide intelligence-gathering
activities. While French officials and the French public initially expressed outrage at claims of mass
surveillance of its citizens by America’s National Security Agency (NSA),90 subsequent leaks revealed
that France has developed its own capabilities to tap into fiber-optic cables, allowing for the mass
monitoring of internet and phone activities.91
In June 2013, French daily newspaper Le Monde revealed the alleged existence of an extralegal
surveillance program operated by the Directorate-General for External Security (DGSE),92 a French
foreign intelligence agency.93 The DGSE maintains the capacity to intercept communications
84

Loi d’orientation et de programmation pour la performance de la sécurité intérieure.

Corentin Chauvel, “the debate on LOPPSI 2” (translated), 20 Minutes.fr, January 7 2011, Accessed March 17 2014, http://
www.20minutes.fr/societe/649278-societe-loppsi-2-retour-points-contestes.
85

86 LOPPSI law project, Accessed March 17, 2014, http://www.legifrance.gouv.fr/affichTexte.
do?cidTexte=JORFTEXT000023707312&fastPos=1&fastReqId=1447818568&categorieLien=id&oldAction=rechTextel.
87 Numerama, “LOPPSI Article 4 decree finally abandoned”, July 25, 2012, Accessed March 17, 2014, http://www.numerama.
com/magazine/23260-loppsi-le-decret-sur-le-blocage-des-sites-sans-juge-est-abandonne.html.
88 Emilien Ercolani, “LOPPSI: Who could install spywares?” (translated), L’informaticien, November 7 2011, Accessed March
17 2014, http://www.linformaticien.com/actualites/id/22101/loppsi-qui-pourra-installer-les-mouchards-informatiques-la-listepubliee-au-jo.aspx.
89 Draft Proposal “facilitate the identification of bloggers” (translated), Senat.fr, May 3, 2010, Accessed April 19 2013,
http://www.senat.fr/leg/ppl09-423.html, Xavier Ternisien, Le Monde, “Could we Outlaw Anonymous Bloggers?”, May
27 2010, Accessed April 19 2013, http://www.lemonde.fr/technologies/article/2010/05/27/un-blogueur-doit-il-resteranonyme_1363856_651865.html.
90 “Anger in France over claims that NSA spied on politicians , business leaders as well as terrorists,” Rory Mulholland,
October 21, 2013, accessed March 17, 2014, http://www.telegraph.co.uk/news/worldnews/europe/france/10394839/Anger-inFrance-over-claims-that-NSA-spied-on-politicians-business-leaders-as-well-as-terrorists.html.
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between France and external countries in a plan that was ostensibly designed for counterterrorism
purposes. In early July, additional reports surfaced from Le Monde indicating that metadata from
telephone and computer activity—even within France—was systematically collected and stored at
the DGSE facility in central Paris.94 This runs counter to existing French law, which only allows for
counterterrorism agents within the Central Directorate of Interior Intelligence (DCRI)95 to request
metadata related to a user’s telephone and internet activities.96 These limited requests must also be
reviewed by the National Commission of Control for Security Interceptions (CNCIS), an independent
administrative authority.97 In the case of the DGSE program, by contrast, seven different government
agencies have access to this large body of user data without any legal basis or judicial oversight.
Furthermore, the mandates and scope of operations of some of these agencies are also not strictly
limited to counterterrorism.98
Leaked documents have also revealed that French agencies cooperate with their foreign
counterparts, including the NSA and the UK’s Government Communications Headquarters (GCHQ).99
The head of the NSA denied reports that the US monitored millions of phone calls and texts in
France during the period of December 2012 to January 2013, instead saying that France’s own
intelligence agencies carried out the collection of phone records and shared that data with the
NSA.100 Indeed, Bernard Squarcini, head of the DCRI intelligence service until last year, said that he
was surprised by the shocked reactions of French officials at the time, stating that this type of spying
was standard practice for all countries, including France.101
In early December 2013, new regulations on electronic surveillance were passed as part of a routine
military spending bill (the Military Programming Law, or LPM). Critics fear that Article 20 of the LPM
would significantly expand electronic surveillance of French residents and businesses, including the
ability to gain access to or record phone conversations, emails, internet activity, personal location
data, and other electronic communication data. The powers relate to the DCRI, three intelligence
agencies under the Ministry of Defense, as well as anti-money laundering and customs agencies.
The government argues that the law, which will not go into effect until 2015, is actually a new and

94 Edward Moyer, “Eye on surveillance: France’s PRISM, EU’s concerns,” CNET, July 4, 2013, http://news.cnet.com/830113578_3-57592372-38/eye-on-surveillance-frances-prism-eus-concerns/.
95 Direction centrale du renseignement intérieur, http://www.police-nationale.interieur.gouv.fr/Organisation/DirectionCentrale-du-Renseignement-Interieur.
96 Laurent Borredon and Jacques Follorou, “En France, la DGSE au Coeur d’un programme de surveillance d’Internet
[In France, the DGSE at the heart of a program for internet surveillance],” Le Monde.fr, June 11, 2013, http://www.
lemonde.fr/international/article/2013/06/11/en-france-la-dgse-est-au-c-ur-d-un-vaste-programme-de-surveillance-dinternet_3427837_3210.html.
97 Commission nationale de contrôle des interceptions de sécurité. http://lannuaire.service-public.fr/services_nationaux/
autorite-administrative-independante_172128.html.
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http://www.lemonde.fr/societe/infographie/2013/07/04/comment-la-dgse-collecte-et-stocke-l-ensemble-des-communicationselectromagnetiques_3441931_3224.html.
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99 “GCHQ and European Spy Agencies worked together on mass surveillance,” Julian Borger, November 1, 2013, accessed
March 17, 2014 http://www.theguardian.com/uk-news/2013/nov/01/gchq-europe-spy-agencies-mass-surveillance-snowden.
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improved form of regulating surveillance powers that have been in place for years.102 However,
the law does not provide a mechanism for judicial oversight and allows electronic surveillance
for an overly-broad range of purposes, including “national security,” the protection of France’s
“scientific and economical potential,” and the prevention of “terrorism” or “criminality.” Although
officials claim that parliament, as well as the CNCIS, will oversee the spying, agencies have until 48
hours after monitoring has begun to seek approval from the CNCIS president and can continue
their surveillance while awaiting his decision.103 Critics have pointed out that the CNCIS lacks the
appropriate control mechanisms and independence from political interference, given that the CNCIS
is composed of only three politicians.104
Reporters Without Borders also lamented that Article 20 of the LPM was drafted with little input
from local stakeholders, such as the National Digital Council (CNN) or the National Commission
on Information Technology and Freedoms (CNIL). They pointed out that this “dereliction of
the government’s democratic obligations” came just days after the international community
strengthened its commitment to stopping this kind of “snooping” in the form of a UN General
Assembly resolution on “The right to privacy in the digital age,” adopted on November 20, 2013.105
Others are concerned that the bill is not only a danger to citizens’ rights, but that it will also hurt
business. Service providers fear that customers will increasingly doubt that their data is private
and secure.106 Technology firms belonging to the Association of Internet Services Communities,
including Google, Microsoft, Facebook, Skype and AOL, have criticized the scale of the proposed
surveillance.107
Although the LPM was passed by the Senate, a dissenting quorum of 60 deputies and senators can
call on the Constitutional Council to examine the text’s conformity with the constitution. To try to
regain public faith, it has been suggested that the French government support a review of the bill by
the court, as well as by the CNIL.108
On April 30, 2014, a decree from the Interior Ministry replaced the DCRI with the newly-established
General Directorate for Interior Security, known by its French acronym DGSI.109 Under its mandate,

“France broadens its surveillance power,” Scott Sayare, New York Times, December 14, 2013, accessed March 17, 2014,
http://www.nytimes.com/2013/12/15/world/europe/france-broadens-its-surveillance-power.html?partner=rss&emc=rss&_
r=3&.

102

“French officials can monitor Internet users in real time under new law,” Kim Willsher, The Guardian, December 11, 2013,
accessed March 17, 2014, http://www.theguardian.com/world/2013/dec/11/french-officials-internet-users-real-time-law.
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Guillaume Champeau, “La DGSI investi du pouvoir de surveiller les communications sur internet,” (The DGSI granted
surveillance powers over the internet), Numerama, May 2, 2014, http://www.numerama.com/magazine/29260-la-dgsi-investiedu-pouvoir-de-surveiller-les-communications-sur-internet.html.

104

“Alarm over massive spying provisions in new military programming law,” Reporters Without Borders, December 12, 2013,
accessed March 17, 2014, http://en.rsf.org/alarm-over-massive-spying-12-12-2013,45606.html
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Andréa Fradin, “LPM is dangerous” (translated), December 2013, accessed August 2014, http://www.slate.fr/story/81011/
loi-programmation-militaire-danger
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Frédéric Bergé, “LPM Law adopted » (translated), December 2014, Accessed August 29, 2014 http://www.01net.com/
editorial/610068/loi-lpm-le-parlement-enterine-la-surveillance-renforcee-de-linternet/.
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“Domestic Spying, French Style,” New York Times, December 13, 2013, accessed March 17, 2014, http://www.nytimes.
com/2013/12/14/opinion/domestic-spying-french-style.html.
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Philippe Euzen, “What will change at Interior Intelligence with the DGSI” (Translated), Le Monde, May 12, 2014,
http://www.lemonde.fr/societe/article/2014/05/12/le-renseignement-interieur-se-reorganise-face-aux-filieresdjihadistes_4415243_3224.html. Also see Décret no. 2014-445 du 30 avril 2014.
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the expanded agency engages in surveillance on French territory on matters related to national
security or fundamental national interests.110
The French telecommunications company Orange was hit with two massive cyberattacks over the
past year, occurring in February and May 2014. Hackers acquired the personal details of 800,000 and
then 1.3 million customers, respectively. No financial details were reportedly gained.111

According to Numerama.com, this includes matters related to foreign interference, terrorism, territorial integrity, radical
groups, secrets related to national defense or the economic, industrial, or scientific potential of the country, international
criminal organizations, and ICT crimes.
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Daniel Thomas, “Cyber attack breaches Orange database,” Financial Times, May 7, 2014, http://www.ft.com/intl/cms/
s/0/042ee31c-d5f4-11e3-a017-00144feabdc0.html#axzz3Amp3svCi.
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2013

2014

Population:

1.9 million

Internet Freedom Status

N/A

Not
Free

Internet Penetration 2013:

14 percent

Obstacles to Access (0-25)

n/a

19

Limits on Content (0-35)

n/a

21

Violations of User Rights (0-40)

n/a

25

TOTAL* (0-100)

N/A

65

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In May 2013, the government began the process of liberalizing international gateway
services (see Obstacles to Access).

•

Internet cafe registration regulations were tightened in September 2013, requiring
operators to provide thorough details for a license, as well as mandating the physical
layout of cafes and the signs that must be displayed (see Obstacles to Access).

•

Access to the internet was disconnected for 48 hours in March 2014. Shortly after, the
popular voice over Internet Protocol (VoIP) platform Viber was blocked (see Obstacles to
Access).

•

Amendments to the 2009 Information Communication Act were passed in July 2013,
criminalizing the use of the internet to criticize the president or spread false news with
up to 15 years in prison (see Violation of User Rights).

•

Prominent TV presenter Fatou Camara was arrested and accused of using the internet
to defame the president in September 2013. She fled the country upon release on bail.
Another individual was arrested in December for broadcasting an opposition political
rally via Skype without a license (see Violation of User Rights).
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Introduction
The Gambia first adopted the internet in 1998 through the United Nations Development Program’s
Internet Initiative that helped establish the country’s infrastructural capacity to provide internet
access.1 In more recent years, the Ministry of Communication Infrastructure and Information
Technology has invested considerable attention to the development of information and
communications technologies (ICTs) for the purposes of economic growth.
Nonetheless, under the repressive rule of President Yahya Jammeh, who has been in power since
overseeing a military coup in 1994, political rights and civil liberties are severely restricted in The
Gambia, with conditions for press freedom and freedom of expression particularly tenuous. As
access to information via ICTs has proliferated over the past two decades, the government has
proactively applied its notably harsh media censorship tactics to the internet, beginning as early as
2006 with the blocking of two critical online news outlets. In 2014, at least 15 news and opposition
websites were blocked, most of which are based abroad and operated by exiled Gambian journalists.
The government strengthened its ability to control the internet in 2013 and 2014 through both
technical and legal means. In March 2014, internet access was disconnected for 48 hours, enabled
by state control over the country’s telecommunications infrastructure, while the popular Voice over
Internet Protocol (VoIP) application, Viber, was blocked a few weeks later. Internet cafe registration
regulations were initiated in April 2013, requiring an onerous application process, and in September
2013, the regulator issued further guidelines that mandated specific requirements on the physical
layout of cyber cafes and the signs that must be displayed.
Existing legal restrictions on freedom of expression were explicitly applied to the internet in July
2013 with the passage of amendments to the 2009 Information and Communications Act, which
prescribed up to 15 years in prison, a fine of up to GMD 3 million (US$100,000), or both, for using
the internet to criticize, impersonate, or spread “false news” about public officials. The law applies to
Gambians both in the country and abroad.
These new amendments were also used in September 2013 to prosecute well-known TV journalist
Fatou Camara (and former director of press and public relations for the office of the president),
who was accused of spreading false news on the internet and defaming the president in an article
published in the U.S.-based online outlet, Freedom Newspaper. Facing up to 15 years in prison
if convicted, Camara fled to the United States upon release on bail. Another individual, Lasana
Jobarteh, faced charges under the new internet law in December 2013 when he was arrested after an
opposition political rally and accused of broadcasting the rally without a license. Jobarteh was using
Skype on his iPad to transmit coverage of the rally to the Freedom Newspaper online outlet based
abroad.
Technical attacks against opposition websites and critical news outlets are also common and widely
believed to be perpetrated by the government. In June 2013, the email accounts belonging to the
editors of U.S.-based American Street News (ASN) were hacked. While the government’s technical
surveillance capabilities remain unknown, there is a pervasive belief that citizens’ communications
are proactively filtered and monitored, legally enabled by the sweeping powers given to national
1

“Internet Initiative for Africa,” UNDP, accessed October 1, 2014, http://www.ungambia.gm/undp/ict/raf97021.htm.
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security agencies to intercept communications without judicial oversight under the 2009 Information
and Communications Act.

Obstacles to Access
Access to the internet in The Gambia has increased steadily over the past decade, from a penetration
rate of less than 4 percent in 2004 to 14 percent in 2013, according to the latest data from the
International Telecommunication Union (ITU).2 Fixed-broadband subscriptions are still paltry,
however, at a penetration rate of a mere 0.02 percent in 2013,3 and internet infrastructure is virtually
nonexistent in rural areas, resulting in a significant urban-rural divide in access. By contrast, The
Gambia has one of the highest mobile phone penetrations in Africa, with an access rate of nearly
100 percent in 2013, up from 13 percent a decade ago,4 though only 1.2 percent of the population
has access to mobile broadband.5
At a cost of about US$8 per month, fixed-line subscriptions are expensive for individual users in
The Gambia, where average monthly household incomes are less than US$50.6 Consequently, most
internet access in The Gambia is via dial-up at public internet cafes, which charge about US$1 per
hour of access. The recent introduction of 3G wireless internet connections via mobile devices has
made internet access more attainable, albeit only for a small subset of the population who can
afford the unlimited 3G wireless packages that begin at about US$62 per month.7
Meanwhile, connection speeds are very slow, averaging 1.2 Mbps (compared to a global average
of 3.9 Mbps), according to May 2014 data from Akamai’s “State of the Internet” report.8 In addition,
The Gambia’s broadband adoption rate (characterized by connection speeds greater than 4 Mbps)
was about 5 percent of the internet population,9 while the country’s narrowband adoption rate
(connection speed below 256 kbps) was 9 percent.10
Rural areas suffer from poor cellular reception and network coverage, which is compounded by poor
infrastructure, frequent power cuts, and a lack of electricity.11 Moreover, network coverage of rural
International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

2

3

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

4

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2013.”

International Telecommunication Union, “Gambia Profile (Latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.

5

6 Gambia Bureau of Statistics, “Integrated Household Survey Income and Expenditure Poverty Assessment-2010,” Government
of The Gambia, December 2011, http://www.gbos.gov.gm/uploads/survey/2010%20INTEGRATED%20HOUSEHOLD%20SURVEY.
pdf.

The Gambia Telecommunications Company, “Tariff Profiles,” accessed August 8, 2014, http://www.myweb.gamtel.gm/web/
tariff_profiles.htm

7

8 Akamai, “Average Connection Speed: The Gambia,” map visualization, The State of the Internet Q1 (2014), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.
9 Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): The Gambia,” map visualization, The State of the Internet,
Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html

Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): The Gambia,” map visualization, The State of the
Internet, Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

10

Kebba Camara, “Electricity Blackout Within Kanifing Municipality Creates Outcry,” Foroyaa Newspaper,
September 25, 2013, http://allafrica.com/stories/201309261255.html.

11
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areas has not been a priority for most service providers,12 making rural provinces in The Gambia
one of the most “disconnected regions of the world.”13 Radio remains the principal mass medium
through which most Gambians stay informed.
There are four internet service providers in The Gambia—Gamtel, QuantumNet, Netpage, and
Airtip—that deliver service only in urban areas.14 Four GSM companies provide internet service for
mobile devices: Africell and QCell, which are privately owned; the state-owned Gamtel’s subsidiary,
Gamcel, which provides 3G internet services; and Comium, the newest private player in the market,
which provides 2G internet services in addition to regular calls.15
The Gambia Telecommunications Company Limited, Gamtel, owns the fiber-optic cable that runs
across the country and is the sole fixed-line provider. As a state-owned entity, Gamtel also controls
the international gateway, allowing private telecoms to lease the gateway for data services only.
In May 2013, however, the government began the process of liberalizing international gateway
services by granting international data transmission licenses to private telecom operators.16 Voice
communications, on the other hand, remain purely state-owned and controlled as part of the
government’s effort to protect Gamtel’s monopoly.
Meanwhile, the ACE (Africa Coast to Europe) submarine cable system landed in The Gambia in
December 2012, connecting the country to the 14,000 kilometer fiber-optic cable that stretches from
France down the west coast of Africa to South Africa.17 Controlled by Gamtel, the ACE cable was
expected to boost bandwidth and drive new services at more affordable rates, but as of mid-2014,
such improvements have yet to be realized.
Despite the recent liberalization of the international gateway, the Gambian government still exerts
a significant level of control over internet access in the country. In April 2013, the regulator PURA
issued a press release banning internet cafes from offering Voice over IP (VoIP) calling services
such as Skype, citing the need to protect the country’s “national interest.”18 Cybercafes were also
banned from offering internet dating services, providing no justification. In response to public outcry
over the ban, the Ministry of Information and Communication Infrastructure issued another press
release two days later, clarifying that the use of VoIP services was not in fact prohibited. Rather, the
government restricted internet cafes from commercializing VoIP services, or charging additional
rates for VoIP calls on top of standard internet access rates.19 People continued to use these services
freely, especially on their personal devices.
12

Interviews by Freedom House, February 2014.

Enrico Calandro et al., “Mapping Multistakeholderism in Internet Governance: Implications for Africa,” Research ICT Africa,
June 27, 2013, http://www.researchictafrica.net/docs/Mapping_Multistakeholderism_in_Internet_Governance.pdf.
13

“Information Technology in Gambia,” Access Gambia, accessed August 8, 2014, http://www.accessgambia.com/
information/information-ict.html.

14

Henry Lancaster, “Gambia – Telecoms, Mobile and Broadband,” BuddeComm, February 14, 2014, http://www.budde.com.
au/Research/Gambia-Telecoms-Mobile-and-Broadband.html.

15

Michael Malakata, “Gambia opens up international gateway for data,” Computerworld Zambia, May 23, 2013, http://www.
cfoworld.com/strategic-finance/64710/gambia-opens-international-gateway-data.

16

“The African Coast to Europe (ACE),” Gambia.com, December 3, 2012,
http://www.gambia.com/gambia-news/the-african-coast-to-europe-ace/.

17

PURA, “Internet dating services prohibited,” press release, April 19, 2013, http://observer.gm/africa/gambia/article/purainternet-dating-services-prohibited.

18

“Gov’t says Skype, Viber not banned,” Daily Observer, April 23, 2013, http://observer.gm/africa/gambia/article/govt-saysskype-viber-not-banned.

19
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In March 2014, users within the country reported experiencing an internet blackout for 48 hours.20
Though the reason for the blackout remains unknown, observers suspected that the disruption was
a result of the government’s efforts to block VoIP applications.21 The popular VoIP application, Viber,
was subsequently blocked a week later.22 While the government denied involvement and hinted that
the block may have been engineered by services providers,23 the government is said to believe that
platforms such as Viber are enabling exiled Gambian journalists to deliver objectionable information
to the public.24 Users reported that Viber was unblocked in July 2014 for unclear reasons.25
Meanwhile, the popular messaging application, WhatsApp, is unavailable for download in the
country as of mid-2014, though users who have the application preinstalled are still able to use it.26
The telecommunications sector is not well regulated, and like in many other sectors, businesses
must contend with inefficient bureaucracies. Registration for internet and mobile phone service
providers is an onerous and expensive process with numerous requirements to fulfill. In addition,
corruption among the authorities is rife. For example, when Qcell, one of the leading GSM
companies in country, was forced to suspend its mobile money service known as QPOWER in March
2013, it reportedly gifted two new cars to Gambian President Yahya Jammeh for his birthday, which
subsequently led to a resumption of the QPOWER service in June.27
Internet cafe operators must also contend with onerous and opaque regulatory obstacles. For
example, cybercafe owners are required to register with the regulatory agency for an operating
license (in addition to a requisite business license) through an application that requires details of
the ISP, the number of computers installed, and services provided.28 The registration requirement
was initiated in April 2013, shortly after another directive was issued banning cybercafes from
commercializing dating and VoIP services.29 Existing cybercafes were given the deadline of May 27,
2013 to submit their applications and registration fees to the regulatory agency or face closure.30

“Netizen Report: 48-hour internet blackout hits Gambia,” Global Voices Advocacy, March 26, 2014, http://www.slate.com/
blogs/future_tense/2014/03/26/netizen_report_48_hour_internet_blackout_hits_gambia.html.

20

21 Sidi Sanneh, “Gambia without internet service for 48 hours,” Sidi Sanneh (blog), March 21, 2014, http://sidisanneh.blogspot.
com/2014/03/gambia-without-internet-service-for-48.html.

Demba Kandeh, “Viber Chat App Blocked in The Gambia,” Global Voices Advocacy, March 31, 2014, http://advocacy.
globalvoicesonline.org/2014/03/31/viber-chat-app-blocked-in-the-gambia/; Sanna Camara, “Viber confirms service jam in
Gambia,” The Standard, May 21, 2014, http://standard.gm/site/news/3712-Viber-confirms-service-jam-Gambia.html.

22

The then Deputy Permanent Secretary at the Ministry of Information and Communication Infrastructure, Mr Lamin Camara
was quoted saying: “The blockade of Viber has nothing to do with Public Utility Regulatory Authority (PURA), the blockage is at
operators’ level. I am not pointing fingers at any operator. I know there are other services that Viber has affected and it is not
good for them. We are working together to see how we can come to a better solution that would be acceptable to all parties.”
23

Buya Jammeh, “Government suspected of blocked Viber,” Index on Censorship, March 26, 2014, http://www.
indexoncensorship.org/2014/03/gambia-internet-cuts-social-media/.

24
25

Freedom House interview, July 14, 2014.

26

According to sources on the ground. Freedom House interview, April 2014.

Modou S. Joof, “QPOWER service is back,” Front Page International (blog), June 14, 2013, http://frontpageinternational.
wordpress.com/2013/06/14/qpower-service-is-back/#more-1127.

27

“Internet/Cyber Café Registration Form,” Public Utilities Regulatory Authority, accessed August 8, 2014, http://www.pura.
gm/images/DG_Final_Docs/Internet%20Cafe%20Registration%20Form%20Final%20version%20for%20Publication_final_v2.pdf.

28

29 Paul Adepoju, “Authority bans internet dating services, VoIP in Gambia,” HumanIPO, April 22, 2013, http://www.humanipo.
com/news/5393/authority-bans-internet-dating-services-voip-in-gambia/.

Modou S. Joof, “PURA tells internet cafes: register or stop operations,” Front Page International (blog), May 15, 2013,
http://frontpageinternational.wordpress.com/2013/05/15/pura-tells-internet-cafes-register-or-stop-operations/.
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Later in September 2013, the regulator issued further guidelines that dictated specific requirements
on the physical layout of cybercafes and the signs that must be displayed.31
The internet and other public utilities are regulated under The Gambia Public Utilities Regulatory
Authority Act 2001, which established the Public Utilities Regulatory Authority (PURA) in 2004 to
regulate the activities of telecom service providers and other public utilities.32 To some consumer
activists, PURA has been an ineffective regulator that seems more concerned about its image than
the interests of consumers.33 As it stands in 2014, PURA neither has the expertise, equipment, nor
enforcement power to effectively carry out its mandate.34 Furthermore, PURA is not independent, at
least in its composition. The president appoints the governing board of the regulatory body on the
recommendation of the Minister of Finance and Economic Affairs.35

Limits on Content
During the coverage period, Voice over IP (VoIP) applications were targeted for blocking, along with
numerous critical news outlets and opposition websites that are unavailable to Gambian citizens.
The Gambian government has been suspected of censoring the internet since at least 2006,36 with
political websites targeted in particular. As of 2014, critical news outlets such as Freedom Newspaper,
The Gambia Echo, Hello Gambia, Jollof News, and Gainako are blocked in the country, among a host
of other news sites known for their criticism of the government.37 The blocked outlets are all based
abroad and managed by exiled Gambian journalists, most of whom have been targets of the regime.
At present, at least 15 webpages are blocked in the country overall, including webpages of activists
based abroad.38
The popular VoIP platform, Viber, was blocked in March 201439 and unblocked in July 2014 for
unclear reasons.40 The government denied involvement and hinted that it may have been engineered

31 Yaya Bajo, “PURA sets guidelines for internet café operators,” FOROYAA Newspaper, September 19, 2013, http://allafrica.
com/stories/201309191580.html.

“Pura Act,” Public Utilities Regulatory Authority (PURA), accessed August 8, 2014,
http://pura.gm/index.php?option=com_content&view=article&id=112&Itemid=137.

32
33

Interviews by Freedom House, February 2014.

34

Interviews by Freedom House, January 2014.

35 PURA, “Organizational Structure,” accessed August 8, 2014, http://www.pura.gm/index.php?option=com_
content&view=article&id=86&Itemid=70.

“US-based online paper inaccessible from Gambia, deliberate blocking by government suspected,” Media Foundation for
West Africa, March 14, 2008, http://www.ifex.org/the_gambia/2008/03/14/us_based_online_paper_inaccessible/.

36

Baboucarr Ceesay, “Gambia: Government’s internet phobia and censorship,” Africa Review, March 29, 2014, http://www.
africareview.com/News/Gambia-Government-Internet-phobia-and-censorship-/-/979180/2261770/-/3uqtqtz/-/index.html.

37
38

Freedom House interviews, April 2014.

Demba Kandeh, “Viber Chat App Blocked in The Gambia,” Global Voices Advocacy, March 31, 2014, http://advocacy.
globalvoicesonline.org/2014/03/31/viber-chat-app-blocked-in-the-gambia/; Sanna Camara, “Viber confirms service jam in
Gambia,” The Standard, May 21, 2014, http://standard.gm/site/news/3712-Viber-confirms-service-jam-Gambia.html.
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by service providers,41 though the government is said to believe that platforms such as Viber are
enabling exiled Gambian journalists to deliver objectionable information to the public. Otherwise,
YouTube, Facebook, Twitter and international blog-hosting platforms were freely available.
There is no transparency behind the blocking of internet content in The Gambia, and efforts to
access a blocked URL typically times out. While the government denies any involvement in the
blocking of critical news websites, state control over the country’s single telecommunications
provider, Gamtel, gives the authorities direct power to restrict access to any internet content. Expert
opinions suggest that the country targets specific internet protocol (IP) addresses and domain
names at the level of the internet gateway. Meanwhile, tech-savvy Gambians use virtual private
network (VPNs) and other proxies to access blocked content from within the country.42
There have been no known reports of the government requiring content providers to remove
content from the internet, preferring instead to block critical websites altogether. The extent to
which the government may require websites to take down certain content is obscured by the
overwhelming number of progovernment, if not state-owned, news outlets based in the country,
which often receive directives to depict the government in a positive light. Furthermore, pressure
from the authorities in the form of arbitrary arrests, extralegal harassment, and blatant threats
has led to a climate of fear and a severe degree of self-censorship among journalists, both online
and offline.43 Independent online journalists are typically based abroad, while bloggers and online
activists based in the country work anonymously.
Independent online media outlets also face the challenge of economic sustainability in a country
where many businesses avoid advertising with critical outlets out of fear of government reprisals.
Most critical news outlets are based abroad, operated by exiled dissidents and blocked within the
country. Consequently, the online news and information landscape does not represent a diversity
of political and social viewpoints. Nonetheless, there are small groups of locally based independent
journalists and netizens who courageously push the boundaries of free expression and media
freedom within The Gambia. One popular news blog, Front Page International (FPI)—managed and
published by journalists based in country—is working to rally support for a more vibrant press.44
While there is no concrete evidence that the authorities employ progovernment commentators to
manipulate online content, observers assert that comments by trolls on many online forums distort
the news and information landscape. Progovernment trolling activity tends to surge during times
of political or social controversy. More often than not, online conversations between activists and
regime apologists become abusive, resulting in quarrels and sometimes the use of hate speech.

The then Deputy Permanent Secretary at the Ministry of Information and Communication Infrastructure, Mr Lamin Camara
was quoted saying: “The blockade of Viber has nothing to do with Public Utility Regulatory Authority (PURA), the blockage is at
operators’ level. I am not pointing fingers at any operator. I know there are other services that Viber has affected and it is not
good for them. We are working together to see how we can come to a better solution that would be acceptable to all parties.”
41

42 “Blocking the VoIP services for national security reasons is illogical – Says Sam Phatey,” Hello Gambia, accessed September
29, 2014, http://hellogambia.com/blocking-the-voip-services-for-national-security-reasons-is-illogical-says-sam-phatey/.

Buya Jammeh, “Gloomy days for Gambian journalists,” Index on Censorship, January 20, 2014,
http://www.indexoncensorship.org/2014/01/gloomy-days-gambian-journalists/.
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Unfortunately, there have been no successful mass mobilization efforts through the use of ICTs for
any particular issue in The Gambia. Sporadic efforts have been small and unsuccessful, mainly due to
heavy-handed government repression against criticism and dissent.

Violations of User Rights
In July 2013, existing legal restrictions on freedom of expression were explicitly applied to the
internet with the passage of amendments to the 2009 Information and Communications Act. A
prominent TV presenter and an opposition supporter were arrested and charged with violations of
the new internet restrictions. Technical attacks targeted the editors of an online news outlet based
abroad.
The 1997 constitution categorically guarantees freedom of speech and press freedom, though
fundamental freedoms are severely restricted in practice. President Jammeh is known for his utter
disregard for constitutional rights, stating publicly in March 2011 that he would “not compromise
or sacrifice the peace, security, stability, dignity, and the well-being of Gambians for the sake of
freedom of expression.”45
Meanwhile, a number of draconian laws further undermine freedom of expression, and in recent
years, the government has successfully amended existing legislation to increase penalties for certain
offenses. The criminal code, which already criminalized defamation with a minimum prison sentence
of one year plus heavy fines, was amended in April 2013 to penalize individuals for “giving false
information to public servants” with up to five years in prison, up from six months.46 The increased
penalty is likely an effort to intimidate journalists and whistleblowers from seeking legal recourse for
abuses at the hands of the authorities.47
In July 2013, parliament passed amendments to the 2009 Information and Communication Act that
specifically criminalizes online dissent, imposing prison sentences of up to 15 years, fines of up to
GMD 3 million (about US$100,000), or both on individuals living in the Gambia or abroad found
guilty of using the internet to criticize, impersonate, or spread “false news” about public officials.48
The government reportedly introduced the harsh internet law in response to online activism and the
growing influence of critical news outlets, stemming primarily from abroad.49
The new law was used in September 2013 to prosecute well-known TV journalist Fatou Camara
(and former director of press and public relations for the office of the president), who was accused
of spreading false news on the internet and defaming the president in an article published in the

Baboucarr Senghore, “President Jammeh meets with the Independent Press,” The Point, March 17, 2011, http://thepoint.
gm/africa/gambia/article/president-jammeh-meets-with-the-independent-press.

45

Article 19, “The Gambia: ARTICLE 19 condemns new attacks on freedom of expression,” statement, April 24, 2013, http://
www.article19.org/resources.php/resource/3712/en/the-gambia:-article-19-condemns-new-attacks-on-freedom-of-expression.

46

Article 19, “The Gambia: ARTICLE 19 condemns new attacks on freedom of expression,” statement, April 24, 2013, http://
www.article19.org/resources.php/resource/3712/en/the-gambia:-article-19-condemns-new-attacks-on-freedom-of-expression.

47

48 Demba Kandeh, “New Internet Law in The Gambia Puts Gag on Government Criticism,” Global Voices Advocacy, July 12
2013, http://globalvoicesonline.org/2013/07/12/new-internet-law-in-the-gambia-puts-gag-on-government-criticism/.
49 “Gambia Government admits growing online media pressure; Pass drastic measures against Internet Activism,” Gainako,
July 4, 2013, http://gainako.com/?p=1176.
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U.S.-based online outlet, Freedom Newspaper.50 Before she was formally charged, Camara was
held illegally for over three weeks without trial, during which she was reportedly forced to give
intelligence officers her Facebook and email passwords.51 Concerned fans reported seeing her
Facebook account active for unknown reasons while she was in detention.52 After Camara was
granted bail of GMD 5 million (approximately US$153,000), she and the guarantors of her bail
deposit were smuggled out of the country and now live in exile in the United States.53
In December 2013, opposition supporter Lasana Jobarteh was arrested at a political rally and
accused of broadcasting the rally without a license.54 Jobarteh was using Skype on his iPad to
transmit coverage of the rally to the Freedom Newspaper online outlet based abroad, which the
authorities cursorily determined to be a violation of the broadcast license requirements under the
2009 Information and Communications Act.55 He was found guilty in July 2014 and sentenced to one
year in prison or a fine of GMD 50,000 (about US$1,250), which he paid with support from members
from his opposition party.56
The government places restrictions on anonymous communication through SIM card and local
domain name registration requirements,57 the latter of which is managed by the regulatory
authority.58 Meanwhile, the 2009 Information and Communications Act gives sweeping powers
to national security agencies to “monitor, intercept and store communications” while also
giving the regulator PURA the authority to “intrude communication for surveillance purposes,”
all without judicial oversight.59 In addition, service providers are required to “implement the
capability to allow authorized interception of communications.” Consequently, observers believe
the government proactively monitors and intercepts citizens’ communications, particularly of
activists and independent journalists whom the government perceives as a threat to national
security.60 Intercepted phone and email communications are often used as evidence in trials against
government critics. However, the scope of the government’s technical surveillance capabilities
remains unknown.

50 “Fatou Camara arrested, detained,” The Point, September 23, 2013, http://thepoint.gm/africa/gambia/article/fatou-camaraarrested-detained.
51 “Embattled GTRS journalist Fatou Camara freed on bail,” Kibaaro News, October 28, 2013, http://kibaaro.com/embattledgrts-journalist-fatou-camara-freed-on-bail/.
52 Mustapha Jallow, “Gambia: Fans of Fatou Camara React to Her Arrest,” Foroyaa Newspaper, October 1, 2013, http://allafrica.
com/stories/201310020596.html.
53 “Gambia TV host Fatou Camara flees to the US,” BBC News, November 5, 2013, http://www.bbc.com/news/worldafrica-24828059.

Yankuba Jambang, “Gambia’s lethal secret police arrest opposition stalwart,” Senegambia News, December 15, 2013, http://
www.senegambianews.com/1333/58871/a/gambias-lethal-secret-police-arrest-opposition-stalwart.

54

55 Kadjatou Sowe & Fatou Gassama, “Lasana Jobarteh Convicted,” The Daily Observer, July 11, 2014, http://allafrica.com/
stories/201407111227.html.
56 Sanna Camara, “UDP pays Lasana Jobarteh’s court fine, says they will appeal,” The Standard, July 24, 2014, http://standard.
gm/site/news/4297-UDP-pays-Lasana-Jobartehs-court-fine-says-they-will-appeal.html.

“SIM registration,” Public Utilities Regulatory Agency (PURA), accessed September 30, 2014, http://www.pura.gm/index.
php?option=com_content&view=article&id=127&Itemid=131.

57
58

Article 9 of the Information and Communications Act, 2009, http://www.wipo.int/edocs/lexdocs/laws/en/gm/gm006en.pdf.

59

Article 138 of the Information and Communications Act, 2009, http://www.wipo.int/edocs/lexdocs/laws/en/gm/gm006en.

pdf.
60
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The Gambia has one of the highest numbers of exiled journalists in the world, reflecting an
environment extremely hostile to freedom of expression. Extralegal violence and intimidation against
journalists are common, and the government routinely tries to prevent journalists from critical news
outlets from covering certain events.61 Fortunately, there were no reports of online journalists or
internet users targeted with violence or threats during the coverage period.
Technical attacks against opposition websites and critical news outlets are also common and widely
believed to be perpetrated by the government. In June 2013, the email accounts belonging to the
editors of U.S.-based American Street News (ASN) were hacked; the editors were reportedly informed
by webmail host Yahoo that the hackers had redirected two days’ worth of all incoming emails to
other accounts. Around the same time, there were two attempted hacking attacks against ASN’s
website, which the online outlet’s IT staff was able to thwart.62 Further investigations traced the
hacking efforts to a single IP address in The Gambia.63

61 United States Department of State, “Zambia,” Country Reports on Human Rights Practices for 2013, http://www.state.gov/
documents/organization/220328.pdf.
62 “Gambia: ASN editors’ email accounts hacked,” ASN American Street News, June 5, 2013, http://en.africatime.com/gambie/
articles/gambia-asn-editors-email-accounts-hacked.
63 “ASN hacking traced; Editors react,” ASN American Street News, June 9, 2013, http://americanstreetnews.com/news/asnhacking-traced-editors-react.
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Georgia
2013

2014

Population:

4.5 million

Internet Freedom Status

Free

Free

Internet Penetration 2013:

43 percent

Obstacles to Access (0-25)

8

8

Limits on Content (0-35)

7

7

Violations of User Rights (0-40)

11

11

TOTAL* (0-100)

26

26

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

New rules for the nomination of candidates to the Georgian National Communications
Commission were implemented in October 2013, with the goal of improving the
commission’s legitimacy and independence (see Obstacles to Access).

•

Despite an increase in internet penetration, obstacles such as high prices for services,
inadequate infrastructure, and low speed of internet remain, particularly for those in
rural areas or with low incomes (see Obstacles to Access).

•

In September 2013, a new online government portal was launched through which
individuals can now make requests for public information (see Limits on Content).
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Introduction
Internet access and usage continues to grow rapidly in Georgia, particularly as interest in connecting
with friends through social-networking sites has increased in recent years. State bodies and several
key politicians have also increased their use of the internet and modern social media tools to share
information with citizens and attract attention from the potential electorate.1 In September 2013, a
new online government portal was launched that allows citizens to access resources and request
public information.2 However, not all government institutions have expressed a willingness to
provide citizens with feedback; consequently, one-way interaction prevails on the online pages of
these agencies.
Additionally, new regulations were introduced for the process of nominating the leadership of the
Georgian National Communication Commission (GNCC). As of October 2013, the chairperson of
the commission is nominated by the other commissioners of the GNCC, rather than directly by the
president.
Despite a moderate internet penetration rate, in 2013, social media tools were used alongside
traditional media outlets to document and respond to significant political and social events. The
advent of diverse interactive maps and platforms enables users to report on matters of their concern.
Restrictions on online content in Georgia have decreased over past years. There are no indications of
censorship or content being blocked by the Georgian authorities or internet service providers (ISPs),
and there are no recent cases of activists or reporters being questioned or arrested for their online
activities.3
The appointment of a Consumers’ Rights Public Defender and creation of the Office of the Personal
Data Protection Inspector in mid-2013 can be highlighted as a positive development for the
protection of ICT users’ rights. If given sufficient power to operate and proven effective, independent,
and autonomous in their functions, these new agencies may be able to effect tangible and
substantial improvements to users’ rights in the near future.

Obstacles to Access
The number of internet and mobile subscriptions in Georgia continues to grow, but high prices
for services, inadequate infrastructure, and slow internet speeds remain obstacles, particularly for
those in rural areas or with low incomes. According to statistical data collected by the International
Telecommunication Union (ITU), 43 percent of the population had access to the internet in 2013,

1

The website of the President of Georgia features links to all of the named social media sites: https://www.president.gov.ge/

en/.
2

This service can be used through the governmental portal: https://www.my.gov.ge/

Institute for Development of Freedom of Information, “Internet Freedom in Georgia – Report 1”, October 2013, https://idfi.
ge/en/internet-freedom-in-georgia-report-n1-44.
Institute for Development of Freedom of Information, “Internet Freedom in Georgia – Report 2”, January 2014, https://idfi.ge/
en/internet-freedom-in-georgia-report-n2-54.
Transparency International Georgia, “The State of the Internet: Who Controls Georgia’s Telecommunications Sector?” February
2013, http://bit.ly/1ux0CcU.
3
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compared to 37 percent in 2012 and 10 percent in 2008.4 According to a countrywide survey
conducted by the Caucasus Research Resource Centers (CRRC), 30 percent of the population
accessed the internet on a daily basis in 2013,5 and the most active internet users are located in the
capital. Only 5 percent of Georgians are unfamiliar with the internet altogether.6
Internet service providers (ISPs) offer DSL broadband, fiber-optic, HSPA/EVDO, WiMAX and Wi-Fi
connections. The average cost for an internet connection is US$20 per month, and the lowest price
for a 5 Mbps DSL connection is about US$25 per month.7 There were about 580,000 fixed-line
broadband internet connections in 2013,8 resulting in a fixed-broadband penetration rate of just
over 9 percent, up from 0.6 percent in 2006.9
Mobile phone penetration is greater than that of the internet and has continued to grow from 62
percent in 2008 to 115 percent in 2013.10 Mobile phones significantly outnumber landlines, and
reception is available throughout the country, including rural areas. However, the vast majority of
households access the internet from a home computer or laptop (82 percent) rather than from
personal cell phones (12 percent).11 The use of mobile devices to connect to the internet may be
limited by high costs (more than US$38 for unlimited internet).12 However, providers are offering
new and somewhat less expensive services, including CDMA and EVDO technologies.
The Georgian National Communications Commission (GNCC) introduced mobile number portability
in February 201113 and fixed-line number portability in December 2011,14 giving users more freedom
to switch between service providers and choose between price plans.15 As of December 2013,
297,700 subscribers had made use of this service.16 According to a new national numbering plan, as
of January 2012, all phone numbers have changed to align with international standards.17
Despite expanding internet access, many users complain about the quality of connections and

4 International Telecommunication Union (ITU), “Percentage of individuals using the Internet, 2000-2013,” http://www.itu.int/
en/ITU-D/Statistics/Pages/stat/default.aspx.

Caucasus Research Resource Centers, “Caucasus Barometer”, Caucasus Barometer 2013 Georgia, accessed June 10, 2014,
http://www.crrccenters.org/caucasusbarometer/.

5

6 Caucasus Research Resource Centers, “Caucasus Barometer”, Caucasus Barometer 2013 Georgia, accessed June 10, 2014,
http://www.crrccenters.org/caucasusbarometer/.
7

Comparative data from two major ISP’s prices (SilkNet and Caucasus Online).

8

Georgian National Communication Commission, “Annual Report 2013”, May 2014, [in Georgian] http://bit.ly/1qUhaeG

International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2013, accessed June 13, 2014, http://www.itu.int/net4/itu-d/icteye/.
9

International Telecommunication Union (ITU),”Mobile-cellular telephone subscriptions, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

10

Caucasus Research Resource Centers, “Caucasus Barometer”, Caucasus Barometer 2013 Georgia, http://www.crrccenters.
org/caucasusbarometer/.

11
12

Comparative data from two major mobile ISP’s prices (Magticom and Geocell)

“Ported Subscriber Numbers Statistics,” Georgian National Communication Commission, May 25, 2011, http://www.gncc.
ge/index.php?lang_id=ENG&sec_id=110&info_id=9071.

13

“Porting of Subscriber Number of Fixed Network Started From Today,” Georgian National Communication Commission,
December 1, 2011, http://www.gncc.ge/index.php?lang_id=ENG&sec_id=110&info_id=9812.

14

Mobile price plan calculator: http://online.gncc.ge/MobileCalc/MobileCalc2.aspx The Calculator gives users the ability to
choose best plan and pricing options between mobile operators.

15
16

Georgian National Communication Commission, “Annual Report 2013,” May 2014, [in Georgian] http://bit.ly/1qUhaeG.

17

Phone numbers now all begin with 0 and 00 prefixes.

327

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Georgia

suffer from frequent outages. For instance, according to the latest report of the Georgian National
Communication Commission (GNCC), 77 written and 66 oral appeals were submitted by internet
users, out of which 33 complained about the poor level of telecommunication service.18
The telecommunications infrastructure in Georgia is still weak, and users may experience
disconnections from the international internet up to two or three times per month for a few hours
at a time, allowing them to access only Georgian websites during these disconnections, since in
general, connection speeds are faster for accessing content hosted in Georgia than for international
content. There are many factors influencing the connection to the international backbone, including
the major underground fiber-optic cable that is often threatened by landslides, heavy rain, or
construction work along the road. However, contrary to instances in recent years when access
throughout the entire country was disrupted, no significant outages were reported in 2013-2014.
The web presence and internet usage of large companies and small businesses grew rapidly in
2013–2014, particularly as a result of social media tools and applications. Many established brands
and companies such as banks, financial institutions, artists, public figures, and electronics stores have
begun to use social media to promote their businesses and build customer support.19
Cybercafes provide internet access at reasonable prices, but they are located mainly in large
cities, and there are too few to meet the needs of the population. Most cafes have less than a
dozen computers, and customers often have to wait as long as an hour for access. Internet cafes
have become a popular place for online gamers, where youth spend hours playing online games.
Many restaurants, cafes, bars, cinemas, and other gathering places provide Wi-Fi access, allowing
customers to use the internet on their personal laptops or other devices. As part of a plan to
improve infrastructure for local self-governance, in 2013 the State Services Development Agency
began developing community centers where local citizens can access the entire internet and utilise
resources including Skype, bank services, telecommunication services, and electronic services
developed by state (for example: property registration, e-auction, business registration, etc.).20 As of
May 2014, 13 such centers are already operating in different regions and districts throughout the
country.
There are currently up to 40 entities registered as ISPs in Georgia, 10 of which are large networks
of governmental services or corporations that are closed to the public and serve only their own
employees or branches. Most ISPs are privately owned, and two ISPs control more than two-thirds
of the market: SilkNet, with more than 46 percent share of the wired internet market, and Caucasus
Online with a 32 percent share. Consequently, competition on the internet market is quite low. For
example, 15 companies provide only 1 percent of the users in the capital with internet access.21
Three of the ISPs—Geocell, Magticom and Mobitel—are also mobile operators.22 The mobile internet

Georgian National Communication Commission, “Annual Report 2013,” May 2014, [in Georgian] http://www.gncc.ge/
files/3100_2949_280368_Annual%20Report%202013%20Final1.pdf.

18

Socialbakers, providing social media network statistics and analysis from Facebook, Twitter and other social networks.
Georgian-language Facebook page statistics service, http://www.socialbakers.com/.

19

20

Find the information about the project: http://sda.gov.ge/ka-GE/p/, [in Georgian]

Institute for Development of Freedom of Information, “Statistics of Internet Users in Georgia – 2013”, February 7, 2014,
https://idfi.ge/en/statistics-of-internet-users-in-georgia-2013

21
22
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market is also dominated by two main providers, Magticom and Geocell.23 In 2013, Transparency
International reported that many of the major telecommunications companies are owned by
offshore shell companies.24
The government of Georgia lacks a comprehensive strategy outlining a clear and long-term vision
for developing the internet infrastructure throughout the country. To promote the strengthening of
e-governance services in Georgia, the Data Exchange Agency of the Ministry of Justice of Georgia
created an “e-Georgia” strategic document for the years of 2014-2018.25 Along with other goals, the
“e-Georgia” strategy aims to ensure secure and effective e-services for citizens, businesses, and the
non-governmental sector, based on reliable and trustworthy infrastructure. Additionally, according
to the report, the strategy aims to stimulate the demand and increase the use of e-services by
citizens and businesses through high quality, efficient, effective, trusted and secure service delivery.
The Georgian National Communications Commission (GNCC) is the main media and communications
regulatory body and is also responsible for regulating online media, although there have yet to
be many test cases regarding the latter. The GNCC mostly deals with mobile operators, as well
as television and radio broadcasting licenses. However, there is no significant difference between
GNCC procedures for handling traditional media and those pertinent to telecommunications and
internet issues; thus, criticism surrounding the commission’s alleged lack of transparency and
flawed licensing procedures for traditional media may reappear in the context of internet regulation.
Moreover, independent and autonomous functioning of the regulatory body has always been a
matter of controversy for civil society of Georgia. In order to increase the legitimacy of the GNCC,
new rules for the nomination of candidates and the selection of the Head of Commission came
into force on October 27, 2013. Consequently, the new chairman of the agency was elected by the
commissioners themselves instead of the president of Georgia in May 2014.

Limits on Content
There is no evidence of online content being blocked in Georgia in 2013–2014. In 2011, the
government temporarily blocked access to torrent sites and peer-to-peer file sharing services to
discourage the illegal download of a Hollywood action film about the 2008 Russian-Georgian
war.26 However, aside from this isolated incident, government blocking and filtering is not a major
hindrance to internet freedom in Georgia.
YouTube, Facebook, and international blog-hosting services are freely available. Facebook is now the
most popular website among internet users in Georgia, with bloggers and journalists increasingly
using it to share or promote their content, gain readers, or start discussions on current events.

23 As of 2013, Magticom possessed 42.8 percent of subscribers, which was followed by Geocell with 33.9 percent. The share
of the third company, Mobitel accounted for 22.6 percent of this market.
Georgian National Communication Commission, “Annual Report 2013”, May, 2014, [in Georgian] http://bit.ly/1qUhaeG.

A complex and compelling database of the ownerships and relations between companies is provided by TI under
following address: http://goo.gl/AgsVL. Transparency International Georgia, “The State of the Internet: Who Controls Georgia’s
Telecommunications Sector?” February 2013, http://j.mp/16hJu3p.
24

25

Data Exchange Agency, “E-Georgia Strategy and Action Plan 2014-2018,” http://bit.ly/1nc5Onk

“Cracking Down on Pirated August War Movie,” Georgian America, 2011, http://georgianamerica.com/eng/news/cracking_
down_on_pirated_august_war_movie_3179.

26
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Facebook is also used by civil society activists and others as a tool for discussion about ongoing
political and social developments.
Users can freely visit any website around the world, upload or download any content, establish their
own website, and contact other users via forums, social-networking sites, and instant messaging
applications. In fact, content is so accessible that numerous sites offer illegal material such as pirated
software, music, and movies, and the government has not enacted appropriate legal measures to
combat the problem. ISPs still host websites with a great deal of pirated material,27 but visits to such
sites have decreased and given way to social-networking, video-sharing, and news sites.28 Website
filtering software is used within some state institutions and private companies, designed to improve
worker productivity by blocking access to sites such as Facebook and YouTube. At the same time,
both governmental bodies and private employers are increasingly using social media for recruitment
and public relations purposes.
There are no laws that specifically govern the internet, require online censorship, or ban
inappropriate content such as pornography or violent material. There are also no blacklists or
other registers of websites and online resources that should be blocked. Nevertheless, all legal
regulations, particularly copyright or criminal law, apply directly to internet activities using legal
analogy, although so far this principle has not been exploited to impose significant internet content
restrictions. However, there have been some concerns about the impartiality of past blocking
decisions made by the GNCC. For example, the political nature of the 2011 decision by the GNCC to
crack down on sites illegally hosting the film about the Georgian-Russian war, despite doing very
little to combat online piracy in general, implies a lack of evenhanded decision-making. To date,
however, such decisions regarding online content have been rare.
Both voluntary and induced self-censorship among Georgian internet users is active to some extent.
It is widely acknowledged that instances of self-censorship due to political pressure have decreased
over the past two years. However, representatives of particular professions sometimes prefer to
abstain from expressing themselves freely on social networks. While some media representatives
post their viewpoints without restrictions, other journalists consider refraining from openly judging
politicians and decision-makers to be part of professional ethics.29 Additionally, civil servants in
some cases may exhibit self-censorship in their online activities and comments due to pressure from
higher officials.30
While there is no systematic or pervasive government manipulation of online content, there have
been cases where comments have been hidden or deleted from the official Facebook pages of high
officials or public institutions.31 Additionally, there was evidence of public officials opening fake
Facebook accounts and then following the official Facebook page of President Saakashvili during
the 2012 election campaign.32 An analysis of Facebook pages in 2013 and 2014 revealed that there

27

For example, the websites of Gol.ge (http://gol.ge/) and Adjarnet.com (http://adjaranet.com).

28

“Top Sites in Georgia,” Alexa, accessed June 2014, http://www.alexa.com/topsites/countries/GE

29

Focus group interview with more than 7 journalists and bloggers, November 25, 2013

30

Interview with the former civil servant. December 26, 2013.

Several blog-posts were published regarding such cases on the blog – “E-Participation in Georgia” – of Institute for
Development of Freedom of Information: http://eparticipationge.wordpress.com/.

31
32
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are still fake accounts that solely post flattering comments of particular government officials.33
Specialists in Georgia claim that such forms of online manipulation indirectly restrict freedom of
expression online and hinder a healthy dialogue between different parties.34
Inadequate revenues in the online news business, combined with a lack of technological knowledge,
have hampered the expansion of traditional media outlets to the internet. The government’s
apparent interest in blogging and social media could help spur traditional outlets to establish a
greater internet presence, but this would also require more private investment in online advertising.
Currently, it is estimated that annual spending on online advertising does not exceed US$1 million,35
which is only about 1 percent of the total amount spent in the Georgian advertising market. At
present, most online media outlets face difficulty in attracting advertisers. Less interest toward
online advertisement from the private sector significantly stems from the relatively limited scope of
the online audience.36
Even though the Georgian blogosphere grew impressively to over 3,000 blogs in 2011,37 according
to the latest available data, there are currently few bloggers or activists who create content that
has an impact on the political agenda, or who suggest issues for discussion among online users.38
Minorities and vulnerable groups in general are not limited from using the internet, and are
represented online through a small number of forums and blogs. During the last two years, LGBT
activists have started to extensively use online tools for coordination, distributing information, and
protesting discrimination in the public sphere.
State bodies have also become increasingly active online. For example, departments in the Ministry
of Justice, the Ministry of Finance’s unit for Tax Inspection, and others have developed online
platforms that allow citizens to register and receive services, apply for identification cards, or file
tax documentation. Since September 2013, more than 70 e-services have been integrated in a
unified governmental portal, My.gov.ge, through which citizens can make online requests for
public information about the government’s budget, expenses, etc. Other services include: filling
out passport applications, property registration, information about real estate, outpatient services,
insurance, social assistance, state pension, and others. However, this platform has not been
promoted properly, and only a limited number of users utilize its services on a daily basis. According
to representatives of Data Exchange Agency, currently My.gov.ge has about 8,000 registered users.39
Several state services are entering the mobile apps market; for example, the Georgian Police have
created an app where users can check important information (such as administrative penalties)

33 Several results of monitoring of Facebook pages of Ministry and Minister of Internal Affairs of Georgia, Ministry of Justice
of Georgia, Prosecutor’s Office of Georgia and other central governmental agencies, released by Institute for Development of
Freedom of Information (IDFI). Articles prepared based on this observation can be found on the following blog dedicated to
e-participation issues in Georgia: http://eparticipationge.wordpress.com/
34

Discussion on freedom of online expression held at Frontline Club, Tbilisi, Georgia, June 5, 2014.

35

Transparency International Georgia, “The Georgian Advertising Market,” December 2011, http://bit.ly/U20dUH

36

Interviews with representatives of online media outlets November 28, 2013 and November 20, 2013

Zakaria Babutsidze, et al., “The Structure of Georgian Blogosphere and Implications for Information Diffusion,” European
Consortium for Political Research, August 5, 2011, http://www.ecprnet.eu/MyECPR/proposals/reykjavik/uploads/papers/1676.
pdf.

37

38

Focus group interview with more than 6 journalists, bloggers and online activists November 25, 2013

Interview with two officials of DEA, April 2014, Tbilisi
DEA – Data Exchange Agency, LEPL (Legal Entity of Public Law) of the Ministry of Justice of Georgia.

39
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or pay fines associated with tickets.40 Additionally, several government agencies have introduced
discussion platforms where people have the opportunity to express their views regarding various
policy issues. Some central government institutions use social networks for the purposes of
establishing direct contact with constituencies and, as a rule, attempt to respond to their questions
in a comprehensive manner.
The majority of internet users (72 percent) connect to the internet to check social networks. Other
activities frequently carried out by Georgian internet users include searching for news (53 percent),
chatting via Skype (33 percent), pursing entertainment (25 percent), and sending or receiving email
(20 percent).41 These figures mostly coincide with the data provided by the website ranking index
Alexa.com, which indicates that Facebook is still the most frequently visited website in Georgia.42 It is
worth noting that 24 percent of people considered the internet as their main source of information.43
Different political and civil society groups post calls for action on Facebook and use social media
platforms for communicating with their supporters. However, most forms of online activism to
date have remained online and have not had a significant offline impact. Only a limited number of
successful cases can be pinpointed, such as a group of guerrilla gardeners protesting against the
building of a hotel in Vake Park who effectively used Facebook and Twitter to mobilize like-minded
people; as a result of their consistent strategy, construction has been temporarily halted.44 Similarly,
in order to make Georgia’s roads secure, the Partnership for Road Safety and Elva Community
Engagement launched a website called “Friendly Roads,” enabling citizens to report and spot
the most dangerous traffic infrastructure (the so-called “black spots”) in their neighborhood and
commuting routes.45
Another website, “Freedom to Internet,” was established by the Institute for Development of
Freedom of Information together with Free Press Unlimited in June 2014.46 The website consists
of an interactive map integrated onto the online platform that allows users, throughout the South
Caucasus region and beyond, to report violations of internet users’ rights (including censorship,
surveillance, violation of privacy, oppression due to online activity, and website filtering or blocking).

Violations of User Rights
Civil rights, including the right to access information and freedom of expression, are guaranteed
by the Georgian constitution and are generally respected in practice.47 The Law on Freedom of

40

Official web-site of Ministry of Internal Affairs of Georgia: http://videos.police.ge/?lang=en

Koba Turmanidze and Mariam Gabedava, “Georgian in the Internet Age: The Profile,” Caucasus Analytical Digest, April 17,
2014, http://www.css.ethz.ch/publications/pdfs/CAD-61-62-2-5.pdf
Caucasus Research Resource Centers, “Caucasus Barometer”, Caucasus Barometer 2013 Georgia, accessed June 10, 2014, http://
www.crrccenters.org/caucasusbarometer/.
41

42

“Top Sites in Georgia,” Alexa, accessed June 2013, http://www.alexa.com/topsites/countries/GE

National Democratic Institute, “Public Attitudes in Georgia: Results of an April 2014 Survey”, https://www.ndi.org/
node/21520. Survey was conducted by Caucasus Research Resource Centers.

43

“Georgian Environmentalists Halt Construction in Tbilisi’s Vake Park”, Blog: Onnik James Krikorian, February 4, 2014 http://
bit.ly/1pAvNpL

44
45

Web-site “Friendly Roads”: http://www.megobruligzebi.ge/

46

Online Platform “Freedom to Internet: http://www.freedomtointernet.com/

47

The constitution is available in English at: http://www.parliament.ge/index.php?lang_id=ENG&sec_id=68.
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Speech and Expression makes it clear that other “generally accepted rights” related to freedom of
expression are also protected even if they are not specifically mentioned.48 Furthermore, Article 20
of the constitution and Article 8 of the Law of Georgia on Electronic Communications include privacy
guarantees for users and their information, though they simultaneously allow privacy rights to be
restricted by the courts or other legislation.49 Online activities can be prosecuted under these laws—
mainly in cases of alleged defamation, which was decriminalized in 2004—or under any applicable
criminal law.
There were no cases of charges against online users for libel or other internet activities in 2013–2014.
There were also no known instances of detention or prosecution, and there were no reported
occurrences of extralegal intimidation or violence against users. There have been a few cases in
which civil servants were dismissed from their jobs, potentially because of their previous online
activities (namely, interviews with online media representatives or posting a critical Facebook
status).50 Officially they were fired either as a result of reorganization or intentional failure to perform
duties.
There are no restrictions on the use of anonymizing or encryption tools online; however, individuals
are required to register when buying a SIM card.
The Georgian Law on Operative-Investigative Activity, passed in 1999, grants the police and security
services significant discretion in conducting surveillance. Police can generally begin surveillance
without a court’s approval, though they must obtain it within 24 hours. There are some official
requirements for launching such monitoring, but in reality, it is sufficient to label the targeted
individual a suspect or assert that he or she may have criminal connections. New amendments
to the law promulgated in September 2010 require that websites, email services, ISPs, and other
relevant companies make private communications data such as email and chats available to law
enforcement authorities when court approval is obtained.51
While information regarding surveillance activities is limited, local NGO representatives, under the
campaign “This Affects You Too,” have insisted that the law enforcement agencies “continue to
have unlimited access to all kinds of electronic communication of citizens and to personal data
kept with the telecom operators. The so-called ‘black boxes’ that are installed with the mobile
operators, allow law enforcement agencies to simultaneously wiretap tens of thousands of people
and determine their whereabouts, read their text messages and personal electronic correspondence
sent via email, Viber, WhatsApp, BBM, and other applications.”52 As a response to these suspected
surveillance activities, in March 2014, the group started advocating for legislative amendments
Article 19, Guide to the Law of Georgia on Freedom of Speech and Expression (London: Article 19, April 2005), http://www.
article19.org/pdfs/analysis/georgia-foe-guide-april-2005.pdf.

48

The law is available in English on the GNCC website at: http://www.gncc.ge/index.php?lang_id=ENG&sec_id=7050&info_
id=3555.

49

Cases of LEPL of the Ministry of Justice and Natia Imnadze published by the report from Institute for Development of
Freedom of Information: Institute for Development of Freedom of Information, “Internet Freedom in Georgia – Report 2”,
January, 2014, https://idfi.ge/en/internet-freedom-in-georgia-report-n2-54.
The facts about Natia Imnadze were covered by online media, see the article: http://www.liberali.ge/ge/liberali/news/116902/.
50

Tamar Chkheidze, “Internet Control in Georgia,” Humanrights.ge, November 17, 2010, http://www.humanrights.ge/index.
php?a=main&pid=12564&lang=eng.

51

52 Campaign “This Affects You Too”, “Civil society against illegal surveillance: This affects you!” Announcement
of the campaign representatives published on their official web-site, March 6, 2014, http://esshengexeba.
ge/?menuid=10&lang=1&id=988.
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to limit the infringement upon private life and abuse of power by entities carrying out secret
investigative actions. They also advocated for setting up supervision mechanisms and implementing
internationally-accepted standards to prevent potential systematic violations in the future. As of May
2014, the legislation had not been passed.53
Additionally, as of 2013 Georgia has a new government authority—the Personal Data Protection
Inspector—who is entrusted with protecting people’s right to privacy. Even though the office
of the inspector is able to investigate private companies for violations of the law, its mandate is
often considered insufficient to stop the ministry of interior’s unchecked systematic surveillance
of electronic communication, since it does not have access to data that is collected and processed
for the purposes of public and national security (including economic security), defense, criminal
investigations, or court proceedings.54 Despite these limitations, the first report on the state
of personal data protection identified major challenges and deep-rooted systematic problems
including: the processing of a disproportionately large amount of data without proper legal
grounds; the illegal disclosure of personal information; failure to meet legal requirements related
to video surveillance; and failing to limit the use of data for direct marketing campaigns (including
advertisements sent via text to a user’s mobile phone without their consent and without the option
to remove their number from the advertiser’s list).55
A special commission established by the parliament selected a public defender for consumer rights
under the GNCC, for the purposes of enhancing mechanisms for the protection of users’ rights and
building an informed society. The ombudsman is tasked with protecting the rights and interests
of customers in the spheres of electronic communication and broadcasting, including discussing
applications and complaints by customers and conducting administrative proceedings on cases;
participating in the development of those normative acts by the GNCC which may affect the
interests of customers; and representing and protecting customers’ interests in disputes with service
provider authorized and/or license holder entities, in the GNCC and in court.56
ISPs and mobile phone companies are obliged to deliver statistical data on user activities concerning
site visits, traffic, and other topics when asked by the government. Cybercafes, on the other hand,
are not obliged to comply with government monitoring, as they do not register or otherwise gather
data about customers.
Cyberattacks against opposition websites have not been a significant issue in Georgia, with the
latest major attacks occurring in 2008 and 2009 in relation to political tensions between Georgia
and Russia. By the end of 2012, the Data Exchange Agency started monitoring Georgian websites
for the presence of malicious codes, hacking attacks, or other suspicious activities, publishing the
information regularly on their website57 as well as on their official Facebook page.58 Additionally,

Legislation was passed in August 2014, outside of this report’s coverage period. See: “Georgia introduces stricter
regulation of secret surveillance,” Democracy and Freedom Watch, August 5, 2014, http://dfwatch.net/georgia-introducesstricter-regulation-of-secret-surveillance-14202.
53

54

Official web-site of the Office of the Personal Data Protection Inspector: http://personaldata.ge/en/about-us/inspector

55 The Office of the Personal Data Protection Inspector, “Annual Report - 2014, http://personaldata.ge/en/publications/
annual-report
56

Official web-site of the Consumers’ Rights Public Defender: http://momkhmarebeli.gncc.ge/?page_id=30

57

Data Exchange Agency homepage, http://dea.gov.ge.

58

CERT Facebook page, https://www.facebook.com/certgovge.
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the Agency produced a new service called “Safe Internet - Check My IP,” capable of examining
the security of the IP address of users’ computers. This service informs users connected to the
internet in Georgia whether their computer is infected by any virus and provides them with detailed
descriptions of detected viruses. Significantly, secure DNS services enable users to automatically
block harmful content by using DNS parameters offered by Cert.gov.ge.
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2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

4

4

Limits on Content (0-35)

4

4

Violations of User Rights (0-40)

9

9

TOTAL* (0-100)

17

17

80 million
84 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Despite an endorsement by both the newly elected government and the European
Parliament, the principle of net neutrality is still not entirely safeguarded (see Limits on
Content).

•

The newly enacted ancillary copyright law for press publishers raised concerns with
regard to the right to freedom of communication and freedom of information on the
internet (see Limits on Content).

•

In August 2013, the Federal Court of Justice issued a ruling that further substantiated
intermediary liability for content hosts whose business model facilitates copyright
infringement (see Limits on Content).

•

The disclosures by former NSA contractor Edward Snowden revealed the vast scale of
internet surveillance in Germany by both foreign and German intelligence agencies. The
federal government drew criticism for reacting too reluctantly to the revelations (see
Violations of User Rights).
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Introduction
The German federal elections on September 22, 2013 emphasized the fact that internet freedom
issues are now a major topic on the political agenda in the country. The appointment of a minister
for digital infrastructure and the establishment of a standing committee for the digital agenda within
the federal parliament are a testament to this development. Additionally, the program for the current
legislative session comprises policy items that range from an accelerated extension of high-speed
web infrastructure, a strengthening of data protection, and civil rights on the internet.
Meanwhile, freedom of information and communication remains under pressure. Although the
governing parties’ coalition agreement endorses net neutrality and the European Parliament
has voted in favor of the principle, it is still not entirely safeguarded in Germany’s existing legal
framework. Furthermore, the ancillary copyright law for press publishers that went into effect in
August 2013 could potentially reduce the accessibility of news sources on the internet and diminish
the diversity of the supply of information, though so far this legislation seems to have had minimal
impact.
Like in many other countries, data protection and online privacy in Germany have become major
topics of conversation due to the revelation of systematic, ongoing, and widespread online
surveillance by international intelligence agencies. While the U.S. National Security Agency
(NSA) and the British Government Communications Headquarters (GCHQ) are considered to
be the agencies that bear the most responsibility for the intrusions into protected data and
communications, reports disclosed that the German intelligence agency Bundesnachrichtendienst
(BND) also carried out potentially unconstitutional surveillance against German citizens and
residents. The federal government was criticized for its reluctant and apologist reaction to the
scandal.
At the same time, the ongoing struggle against data retention may have gained a partial victory
when, on April 8, 2014, the European Court of Justice declared the EU Data Retention Directive
invalid due to disproportionate interference with the fundamental rights to respect for private life
and to the protection of personal data. Despite previously stated plans to enact a national law
with the goal of implementing data retention policies in Germany as a result of this decision, the
federal government announced it will refrain from initiating a bill until the EU has decided on a new
directive.

Obstacles to Access
Germany’s network infrastructure for information and communication technologies is welldeveloped, with 77 percent of the population in Germany having private internet access. Together
with the number of mobile-only internet users, this has resulted in an overall internet penetration
rate of 88 percent, according to Eurostat findings, which is 9 percentage points above the European
Union (EU) average (the International Telecommunication Union places the internet penetration rate
for Germany at 84 percent).1 However, growth in internet penetration is slowing, with an increase
Eurostat, “Broadband and Connectivity - Households”, April 9, 2014, http://appsso.eurostat.ec.europa.eu/nui/show.
do?dataset=isoc_bde15b_h&lang=en. International Telecommunication Union, “Percentage of Individuals Using the Internet,”
2013, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
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of only 0.9 percentage points in the past year.2 The number of individuals who plan on obtaining
private access remains at an unchanged 3.1 percent.3
Internet connections in private homes are nearly universal, with 95 percent of households having a
connection of at least 1 Mbps.4 The most widely used mode of access is still DSL (over 81 percent),
but cable internet connections are becoming more widespread (at nearly 19 percent, compared to
11 percent in 2013).5 Connections with more than 50 Mbps are available for about 58 percent of
households.6 In their coalition agreement after the 2013 federal election, the Christian Democratic
Union, Christian Social Union, and Social Democratic Party declared that high-speed broadband
supply should be available for every citizen by the year 2018,7 a goal that was criticized as both
lacking proper funding and being insufficient for a modern industrialized country.8 Regarding the
take-up of connections of at least 10 Mbps, Germany is lagging internationally, with only 31 percent
of households having such connections, in comparison to the EU average of 48 percent.9
Mobile phone penetration in Germany is nearly universal, with a penetration rate of over 131
percent.10 In 2013, 41 percent of online users accessed the internet via mobile devices, compared to
23 percent a year earlier.11 The number is on a par with the EU average.12 According to the Federal
Ministry of Economics and Technology, Germany is ranked 8th internationally in terms of mobile
internet access.13 Of all German citizens from the age of 14, 40 percent own a smartphone.14 The
Birgit van Eimeren/Beate Frees, “Rasanter Anstieg des Internetkonsums – Onliner fast drei Stunden täglich im Netz.
Ergebnisse der ARD/ZDF-Onlinestudie 2013” [Rapid growth of internet consumption – users online for almost three hours
each day], Media Perspektiven 7-8/2013, p. 358-372, http://www.ard-zdf-onlinestudie.de/fileadmin/Onlinestudie/PDF/
Eimeren_Frees.pdf; Another survey reports 76.5 percent,: Initiative D21, “(N)Onliner Atlas 2013. Basiszahlen für Deutschland”
[Baseline numbers for Germany], 2013. http://www.initiatived21.de/wp-content/uploads/2013/04/digitalindex.pdf; a third
survey counts 78 percent: Forschungsgruppe Wahlen, “Internet-Strukturdaten. Repräsentative Umfrage” [Structural internet
data. representative survey], IV quarter of 2013, January 28, 2014, http://www.forschungsgruppe.de/Umfragen/InternetStrukturdaten/web_IV_13.pdf.
2

3

Initiative D21, 2013, p. 10.

Statistisches Bundesamt [Federal Statistical Office], Sabine von Thenen/Petra Scheerbaum, “Mobile Internetnutzung in
Deutschland und Europa 2012” [Usage of mobile internet access in Germany and Europe in 2012], February 6, 2014, https://
www.destatis.de/DE/Publikationen/WirtschaftStatistik/Informationsgesellschaft/MobileInternetnutzung2012_012014.pdf.

4

5

Bundesnetzagentur, Jahresbericht 2013 (issued 2014), p. 73, http://bit.ly/1uU1XNN.

TÜV Rheinland Consulting, “Bericht zum Breitbandatlas Mitte 2013 im Auftrag des Bundesministeriums für Wirtschaft und
Technologie (BMWi)” [Report of the Broadband Atlas mid-2013 on behalf of the Ministry of Economics and Technology], Teil 1:
Ergebnisse, 2013, p. 5, http://www.bmwi.de/DE/Mediathek/publikationen,did=601284.html .
6

“Deutschlands Zukunft gestalten. Koalitionsvertrag zwischen CDU, CSU und SPD” [Shaping Germany’s Future. Coalition
Agreement between CDU, CSU, and SPD], December 14, 2013, p. 9, https://www.cdu.de/sites/default/files/media/dokumente/
koalitionsvertrag.pdf.

7

8 Markus Beckedahl, “Netzallianz soll ambitioniertes Ziel von 50 Mbps schaffen – leider in der Zukunft, nicht gestern”
[Internet alliance supposed to achieve ambitious goal of 50 Mbps – unfortunately in the future, not yesterday], Netzpolitik.org,
March 2, 2014, https://netzpolitik.org/2014/netzallianz-soll-ambitioniertes-ziel-von-50mbits-schaffen-leider-in-der-zukunftnicht-gestern/.
9

European Commission, Digital Agenda Scoreboard, http://bit.ly/1gvj4fk.

Bundesministerium für Wirtschaft und Technologie [Federal Ministry of Economics and Technology], “Monitoring-Report
Digitale Wirtschaft 2013”, December 2013, p. 54, http://www.bmwi.de/DE/Mediathek/publikationen,did=625962.html.

10

ARD/ZDF-Onlinestudie 2013, http://www.ard-zdf-onlinestudie.de/index.php?id=426; Eurostat however counts only
35 percent, http://www.bitkom.org/files/documents/Abb_20_und_21_Mobile_Internet-Nutzung.jpg; the Federal Ministry of
Economics and Technology stipulates 43 percent, Monitoring-Report, p. 68.

11

Bitkom, Mobile Internetnutzung [mobile internet access], March 2014, http://www.bitkom.org/de/markt_
statistik/64026_65235.aspx.

12
13

Monitoring-Report, p. 68.

Bitkom, “Auch Ältere steigen auf Smartphones um” [Older persons switch to smartphones, too], June 9, 2013, http://www.
bitkom.org/de/markt_statistik/64046_76387.aspx.

14
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availability of basic UMTS connections is good (85 percent of all German households), and the
coverage of fast LTE technology has grown considerably in the past year, with 70 percent of all
households being covered with at least 2 Mbps, and 44 percent at 6 Mbps and above.15
There is still a gender gap when it comes to accessing the internet in Germany (over 81 percent
of men use the internet compared to under 72 percent of women), but the increase of female
users compared to male users was again slightly higher in 2013, resulting in a decreasing genderdifference of about 10 percentage points compared to 11 percent in 2012 and 12 percent in 2011.16
Internet penetration is particularly high in the age group between 14 and 39 (over 96 percent)
but, in comparison, relatively low in the age group 70 and above (about 30 percent), despite
considerable and stable growth rates in the preceding years.17
Differences in internet usage depending on formal education have not significantly changed over
the past few years: the discrepancy between people with low and high levels of formal education
is still about 20 percent. This phenomenon is confirmed by a comparison of net household
incomes. Households with less than EUR 1,000 (US$1,283) net income per month have a 55
percent penetration rate, whereas those with more than EUR 3,000 (US$3,848) net income have a
penetration rate of 93 percent.18 Furthermore, slight differences in internet usage exist between
Germany’s western region (79 percent) and the eastern region that once constituted the communist
German Democratic Republic (73 percent); however, this difference has been decreasing over the
past few years.19 The gap between the urban states Hamburg, Berlin, and Bremen, and the rural
states with the smallest internet penetration rate such as Saxony-Anhalt or Mecklenburg-Western
Pomerania has again slightly decreased and is now at around 12 to 13 percent.20 As this persisting
imbalance is widely considered problematic, the elected coalition of CDU/CSU and SPD has made it
a priority to increase broadband availability in rural areas.21
Prices for flat rate broadband internet have decreased in recent years and now range from EUR
16 to EUR 30 (US$21 to US$38) which is regarded as affordable compared to the average income
per household of EUR 3,871 (US$4,965), and ranks below average prices in OECD countries.22
Nevertheless, as the stark differences in internet usage in relation to income indicate, the price
level constitutes a barrier for people with low incomes and the unemployed. Although the
Federal Court of Justice ruled that access to the internet is fundamental for everyday life, costs for

TÜV Rheinland Consulting, mid-2013, p. 4. With the allocation of licenses for the next generation mobile standard LTE,
the Bundesnetzagentur has obliged the network providers to build the new infrastructure in rural areas first before installing it
cities.

15

16

Initiative D21, 2013, p. 22.

17

Initiative D21, 2013, p. 22.

18

Initiative D21, 2013, p. 23.

Forschungsgruppe Wahlen, “Internet-Strukturdaten. Repräsentative Umfrage” [Structural internet data. representative
survey], IV quarter of 2012, http://www.forschungsgruppe.de/Umfragen/Internet-Strukturdaten/web_IV_12.pdf; and
Forschungsgruppe Wahlen, 2013, cf. fn. 1.

19

20

Initiative D21, 2013, p. 20.

21

Coalition Agreement, p. 34-5.

Statistisches Bundesamt [Federal Statistical Office], “Wirtschaftsrechnungen 2011” [Budget Surveys 2011], Subject-matter
series 15 series 1, 24 April 2013, p. 13, http://bit.ly/1kWk97f; OECD Broadband Portal, Broadband Prices, September 2012,
http://www.oecd.org/sti/broadband/oecdbroadbandportal.htm#prices.
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internet access are not adequately reflected in basic social benefits.23 Telecommunication services
have become slightly less expensive, decreasing by about 2 percent,24 while the costs for mobile
telecommunication services also decreased by about 2 percent between the third quarter of 2012
and the third quarter of 2013.25
The telecommunications sector was privatized in the 1990s with the aim of fostering competition.
The incumbent Deutsche Telekom’s share of the broadband market is currently 43.1 percent, though
it has been in slight decline in recent years as competition has grown. Other ISPs with significant
market share include 1&1-United Internet with 12.5 percent, Vodafone (as Arcor) with 10.4
percent, O2-Telefónica with 7.9 percent, and cable companies Unity Media (9 percent) and Kabel
Deutschland (7.3 percent).26 While Deutsche Telekom’s dominant position remains unchallenged for
the time being, competition is expected to grow considerably after Vodafone’s acquisition of Kabel
Deutschland in October 2013.27
There are four general carriers for mobile internet access: T-Mobile, Vodafone, E-Plus, and O2Telefónica. In 2013, T-Mobile maintained its market leadership, having obtained a 33.5 percent
market share compared to 32 percent a year earlier. Vodafone follows second with 28 percent, a
decline by two percent since 2012. The rise of the two smaller providers, E-Plus and O2-Telefónica,
has slowed: in 2013 the providers remained at a steady 21.6 and 16.8 percent, respectively.28
However, while the mobile market had been considered one of the most competitive in the EU,29
this fact might suffer a setback in view of the intended merger of O2-Telefónica and E-Plus,30 which
would position the new company as the market leader and reduce the market to three competitors.31

Bundesgerichtshof [Federal Court of Justice], “Bundesgerichtshof erkennt Schadensersatz für den Ausfall eines
Internetanschlusses zu” [Court awards damages for internet failures], press release 14/13, January 24, 2013, http://juris.
bundesgerichtshof.de/cgi-bin/rechtsprechung/document.py?Gericht=bgh&Art=pm&pm_nummer=0014/13. Hartz IV standard
rate is € 391, http://www.bundesregierung.de/ContentArchiv/DE/Archiv17/Artikel/2013/09/2013-09-04-grundsicherungerhoehnung-regelbedarf-ab-2014.html; € 2.28 of that sum are for Internet access, Cf. Deutscher Bundestag [German Bundestag],
Drucksache 17/3404, p. 60, http://dip21.bundestag.de/dip21/btd/17/034/1703404.pdf.
23

Statistisches Bundesamt, “Statistisches Jahrbuch. Deutschland und Internationales” [Statistical Yearbook], 2013, p. 394,
https://www.destatis.de/DE/Publikationen/StatistischesJahrbuch/StatistischesJahrbuch2013.pdf?__blob=publicationFile.

24

Statistisches Bundesamt [Federal Statistical Office], “Wirtschaft und Statistik” [Economy and statistics], January 2014, p. 70,
https://www.destatis.de/DE/Publikationen/WirtschaftStatistik/Preise/PreiseJahr2013_12014.pdf?__blob=publicationFile.

25

DSLWEB,“Breitband Report Deutschland Q4 2013” [Broadband Report Germany], December 31, 2013, http://www.dslweb.
de/breitband-report-deutschland-q4-2013.php.

26

Handelsblatt, “Übernahme von Kabel Deutschland durch Vodafone perfekt” [Acquisition of Kabel Deutschland by
Vodafone finalized], October 14, 2013, http://www.handelsblatt.com/unternehmen/it-medien/milliarden-deal-uebernahme-vonkabel-deutschland-durch-vodafone-perfekt/8929722.html.

27

Bundesnetzagentur [Federal Network Agency], “Teilnehmerentwicklung im Mobilfunk” [Development of Mobile
Subscriptions], March 18, 2014, http://bit.ly/1eE50oF.

28

European Commission, Digital Agenda for Europe – Scoreboard 2012, p.68. Cf. also the study by Haucaup et al.
documenting a fairly competitive market: Haucap/Heimeshoff/Stühmeier, 2010, “Wettbewerb im Deutschen Mobilfunkmarkt”
[Competition in the German mobile market], Ordnungspolitische Perspektiven Nr. 4.

29

30 Wirtschaftswoche, “Droht Deutschland ein Fiasko à la Österreich?” [Could Germany suffer from a fiasco such as in Austria?],
April 10, 2014, http://www.wiwo.de/unternehmen/it/o2-und-e-plus-droht-deutschland-ein-fiasko-a-la-oesterreich-seiteall/9716148-all.html.

Statista, “O2/E-Plus bald neue Nummer 1 in Deutschland?” [O2/E-Plus soon new number 1 in Germany?], April 6, 2014,
http://de.statista.com/infografik/1287/anzahl-der-mobilfunkanschluesse-in-deutschland/.
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Accordingly, the EU Commission is investigating the proposed deal.32 Competition of mobile services
in downstream markets remains limited, since most German mobile providers contractually prohibit
services such as Voice over Internet Protocol (VoIP).33 The Body of European Regulators for Electronic
Communications (BEREC) has started to investigate this widespread practice across Europe and is
discussing possible regulatory interventions.34 The issue was also part of the European Parliament’s
considerations that led to its decision on net neutrality in April 2014 (see “Limits on Content”).35
Internet access, both broadband and mobile, is regulated by the Federal Network Agency for
Electricity, Gas, Telecommunications, Post, and Railway (Bundesnetzagentur or BNetzA), which
has operated under the supervision of the Federal Ministry of Transport since early 2014.36 The
president and vice president of the agency are appointed for five-year terms by the German federal
government, following recommendations from an advisory council consisting of 16 members
from the German Bundestag and 16 representatives from the Bundesrat. The German Monopolies
Commission and the European Commission (EC) have both criticized this highly political setting
and the concentration of important regulatory decisions in the presidential chamber of the Federal
Network Agency.37 Similarly, the European Court of Justice (ECJ) and the EC noted that the regulation
of data protection and privacy by agencies under state supervision does not comply with the EU
Data Protection Directive 95/46/EC.38
In addition to such institutional concerns, regulatory decisions by the BNetzA have been criticized
for providing a competitive advantage to Deutsche Telekom, the former state-owned monopoly.39
The most recent examples are the agency’s decisions on April 10, 2013 to allow a slight increase

The EU approved the merger in July 2014, outside of this report’s coverage period. European Commission, “Mergers:
Commission continues investigation of Telefónica Deutschland / E-Plus merger without referral to Germany”, press release,
January 30, 2014, http://europa.eu/rapid/press-release_IP-14-95_en.htm; heise.de, “Brüssel formuliert Bedenken gegen Fusion
von O2 und E-Plus” [Brussels issues concerns regarding merger of O2 and E-Plus], February 19, 2014, http://www.heise.de/
newsticker/meldung/Bruessel-formuliert-Bedenken-gegen-Fusion-von-O2-und-E-Plus-2118328.html.
32

Ekkehard Kern, “Die Tücken der Smartphone-Verträge” [The pitfalls of smartphone contracts], welt.de, April 8, 2013, http://
www.welt.de/finanzen/verbraucher/article115087088/Die-Tuecken-der-Smartphone-Vertraege.html.

33

BEREC, “BEREC publishes net neutrality findings and new guidance for consultation”, Press release, May 29, 2012, http://
berec.europa.eu/eng/document_register/subject_matter/berec/press_releases/24-berec-publishes-net-neutrality-findings-andnew-guidance-for-consultation. According to this study, at least 20 percent of mobile internet users in Europe experience some
form of restriction on their ability to access VoIP services.

34

35 European Parliament, “Net neutrality: Industry MEPs want stricter rules against blocking rival services”, press release, March
18, 2014, http://bit.ly/1kXkIhp; European Parliament, “Industry MEPs vote to protect net neutrality”, press release, March 19,
2014, http://bit.ly/1gyBEDj.

Markus Beckedahl, “Verkehrsministerium gewinnt Fachaufsicht über Bundesnetzagentur” [Ministry of Transport
gains supervision over Federal Network Agency], Netzpolitik.org, February 14, 2014, https://netzpolitik.org/2014/
verkehrsministerium-gewinnt-fachaufsicht-ueber-bundesnetzagentur/.

36

Monopolkommission [Monopolies Commission], “Telekommunikation 2009: Klaren Wettbewerbskurs halten”
[Telecommunication 2009: stay on target in competition], Sondergutachten 56, 2009, p. 75, http://www.monopolkommission.
de/sg_56/s56_volltext.pdf; European Commission, “Progress Report on the Single European Electronic Communications
Market (15th Report)”, COM(2010) 253, p. 196, http://ec.europa.eu/digital-agenda/en/news/progress-report-single-europeanelectronic-communications-market-2009-15th-report-sec2010630.
37

38 European Commission, “Data Protection: European Commission requests Germany to ensure independence
of data supervisory authority,” Press Release, Brussels, April 6, 2011, http://europa.eu/rapid/pressReleasesAction.
do?reference=IP/11/407&format=HTML&aged=0&language=EN&guiLanguage=en.
39 European Commission, Progress Report, p. 196. Since the Federal Republic still exercises its rights as a shareholder
of Deutsche Telekom (circa 38 percent) through another public law entity, commentators see a potential conflict of
interest; Christian Schmidt, “Von der RegTP zur Bundesnetzagentur. Der organisationsrechtliche Rahmen der neuen
Regulierungsbehörde” [From RegTP to Federal Network Agency. The organizational framework of the new regulator], Die
Öffentliche Verwaltung 58 (24), 2005, p. 1028.
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in the price that Telekom charges competitors for the “last mile”40 and to support controversial
vectoring technology, which in turn manifests its dominant position regarding the last mile.
Vectoring can boost the bandwidth of DSL connections on existing copper lines but requires one
operator to manage the whole bundle, in effect limiting the unbundling of the local loop and thus
privileging, under specific circumstances, the market leader.41 Despite the widespread concerns
about a “re-monopolization” of the fixed-line network, the BNetzA announced its final decision on
August 29, 2013, after making some adjustments in favor of Telekom competitors and subsequently
obtaining the approval of the EU Commission.42

Limits on Content
Government blocking of websites or internet content rarely takes place in Germany.43 In 2013-2014,
there were no publicly known incidents of censorship directly carried out by state actors. Since
there is also no significant filtering of text messages or email communication, the overall scale and
sophistication of censorship has remained stable and on an insignificant level. YouTube, Facebook,
Twitter and international blog-hosting services are freely available.
Content blocking or filtering practices enforced by corporate actors have been discussed for some
time. The ongoing dispute between YouTube and GEMA (German Society for Musical Performance
and Mechanical Reproduction)44 indicates that private entities substantially shape the availability
of online content.45 Since 2009, Google and GEMA have been unable to reach an agreement on
the amount Google should pay for a license for copyright-protected music videos disseminated on
YouTube. GEMA considers it a copyright violation when YouTube uses “the rights administered by
GEMA without paying any compensation to the copyright owners,”46 and consequently sues Google
for damages.47 As a result of this disagreement, YouTube blocks videos for users within Germany if
the video might contain copyrighted music, instead showing an error message saying that the video
ZDNet, “Neuer Vorschlag der Bundesnetzagentur für TAL-Entgelte erntet Kritik” [Network Agency’s Plans for Local
Loop Unbundling Charges is criticized strongly], March 28, 2013, http://www.zdnet.de/88149343/neuer-vorschlag-derbundesnetzagentur-fur-tal-entgelte-erntet-kritik/.

40

Richard Sietmann, “Fiber to the Neverland. Die Telekom forciert VDSL-Vectoring statt Glasfaser” [Fiber to the Neverland.
DT pushes VDSL-Vectoring instead of Fibre]. c’t 10/2013, April 29, 2013, pp. 18-21, http://heise.de/-1847272.

41

42 heise.de, “Bundesnetzagentur legt Streit um VDSL-Vectoring bei” [Federal Network Agency settles argument concerning
VDSL vectoring], July 10, 2013, http://www.heise.de/newsticker/meldung/Bundesnetzagentur-legt-Streit-um-VDSL-Vectoringbei-1915247.html; heise.de, “Bundesnetzagentur gibt Startschuss für VDSL-Vectoring” [Federal Network Agency issues
clearance on VDSL vectoring], August 29, 2013, http://www.heise.de/newsticker/meldung/Bundesnetzagentur-gibt-Startschussfuer-VDSL-Vectoring-1945510.html.

Due to substantial criticism by activists and NGOs that provoked an intense political debate, the 2010 law on blocking
websites containing child pornography, the Access Impediment law (Zugangserschwerungsgesetz), never came into effect and
was finally repealed by the German parliament in December 2011.

43

44 Collecting societies are private organizations at the national level in Germany authorized by the Copyright Administration
Act (Urheberrechtwahrnehmungsgesetz). Although they act under the supervision of the German Patent and Trademark Office
(DPMA), they belong to the private sector. With the foundation of the collecting society C3S, provided the DPMA grants
permission, GEMA’s national monopoly could soon come to an end, see Jens Uthoff, “Neue Wege im Paragraphendschungel”
[New paths through the regulation jungle], taz.de, April 9, 2014, http://www.taz.de/!136441/.
45 Compared to 0.9 per cent in the United States and ca. 1 per cent in Austria and Switzerland. Cf. sueddeutsche.de,
“Diese Kultur ist in Deutschland leider nicht verfügbar” [This culture is not available in Germany], January 28, 2013, http://
sz.de/1.1584813

GEMA, “GEMA and YouTube”, accessed April 23, 2014, https://www.gema.de/en/press/popular-subjects/youtube/browse/4.
html.

46

Süddeutsche.de, “Streit mit Youtube: Gema schaltet Schiedsstelle ein” [Dispute with Youtube: Gema calls in arbitration
body], January 10, 2013, http://sz.de/1.1570166.

47
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is not available in Germany because GEMA has not granted the publishing rights.48 This practice
results in the blocking of seemingly unrelated video content that may have copyrighted music
playing on the radio in the background, for example. Google has raised concerns about the resulting
undesired harms for freedom of expression.49
In early 2014, most likely due to these copyright concerns, YouTube blocked a number of videos
and live streams from the protests and uprisings in Ukraine, displaying the error message referring
to GEMA’s copyright claims. However, GEMA denied that it was in any way responsible for the
blocking practice in this context, stating that YouTube’s error message incorrectly implies that GEMA,
not YouTube, is blocking the content.50 In February 2014, the Munich district court decided in an
injunction suit filed by GEMA that the phrasing of YouTube’s error message violated the collecting
society’s rights.51 Although the judgment is not final, YouTube subsequently altered the content of
the displayed message on blocked videos.52
New evidence has confirmed that ISPs across Europe regularly use deep packet inspection (DPI) for
the purposes of traffic management, as well as to throttle peer-to-peer traffic. Users are especially
affected by P2P-related restrictions in the mobile market.53 In their coalition agreement, the
governing parties have announced a plan for new legislation to restrict the practice.54
The autocomplete function of Google’s search engine has repeatedly been subject to scrutiny. In
May 2013, the Federal Court of Justice ruled that Google could be held liable, at least under some
circumstances, for the infringement of personal rights through its autocomplete function.55 In its
subsequent decision concerning the same case, the Higher Regional Court in Cologne decided
that Google’s liability amounted to the obligation to delete the respective automated search query
combination and to refrain from repeating the tort, but not to pay further compensation.56
Similarly, in another European Court of Justice ruling issued on May 13, 2014, the court found that
the 1995 Data Protection Directive applied to the activities of search engines like Google, and that

48

GEMA demands 0.375 cents per retrieval.

In particular Google argues that because the GEMA doesn’t provide a list on the complete repertoire they licensed, most
music videos have been blocked in order to avoid financial risks. cf. http://bit.ly/1if3Qk7.

49

Dinah Riese, “Wir sperren keine Videos” [We do not block any videos], Interview with GEMA spokeswoman Ursula Goebel,
taz.de, February 19, 2014, http://www.taz.de/!133379/.

50

51 Gema.de, “Landgericht München urteilt: GEMA-Sperrtafeln auf YouTube sind rechtswidrig” [District Court Munich rules:
GEMA error messages are unlawful], February 25, 2014, http://bit.ly/1hIKwdX.

Markus Beckedahl, “Dieses Video ist in Deutschland leider immer noch nicht verfügbar” [Unfortunately, this video is still
not available in Germany], Netzpolitik.org, March 10, 2014, https://netzpolitik.org/2014/dieses-video-ist-in-deutschland-immernoch-nicht-verfuegbar/.

52

BEREC, “A view of traffic management and other practices resulting in restrictions to the open Internet in Europe. Findings
from BEREC’s and the European Commission’s joint investigation,” May 29, 2012, http://ec.europa.eu/digital-agenda/sites/
digital-agenda/files/Traffic%20Management%20Investigation%20BEREC_2.pdf.
53

54

Coalition Agreement, https://www.cdu.de/sites/default/files/media/dokumente/koalitionsvertrag.pdf, p. 36.

55 BGH [Federal Supreme Court], judgment of May 14, 2013, Az. VI ZR 269/12; Jürgen Kuri/Martin Holland, “BGH zu
Autocomplete: Google muss in Suchvorschläge eingreifen” [BGH on autocomplete], May 14, 2013 http://heise.de/-1862062.

Beck Aktuell, “OLG Köln: Klage gegen Google auf Unterlassugn bestimmter Suchwortkombinationen erfolgreich” [Higher
Regional Court Cologne: Injunction suit against Google concerning certain search query combinations successful], April 8,
2014, http://beck-aktuell.beck.de/news/olg-k-ln-klage-gegen-google-auf-unterlassung-bestimmter-suchwortkombinationenerfolgreich; Adrian Schneider, “OLG Köln: Die Autocomplete-Entscheidung im Detail” [Higher Regional Court Cologne: the
autocomplete decision in detail], Telemedicus, April 11, 2014, http://www.telemedicus.info/article/2757-OLG-Koeln-DieAutocomplete-Entscheidung-im-Detail.html.
56

343

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Germany

these companies may have to remove search results if the data is deemed to violate an individual’s
right to privacy. Cases in which search engines may have to remove links are limited only to searches
for an individual’s name: the original content in the link would not be removed and would still
appear in other searches, but the link would no longer appear in search results for the individual
who requested the removal. Many critics of this ruling argue that the court should not have granted
private companies the authority to arbitrate competing concerns between the right to privacy and
the right to information, and that the court failed to establish clear guidelines regarding when links
to data should be removed.
There is no censorship prior to the publication of internet content. On the other hand, figures
released by ICT corporations indicate that post-publication content removal is used extensively.
According to Google’s latest transparency report regarding requests to remove content, covering
the period from January to June 2013, the company received 138 requests from the German courts
and other public authorities.57 Based on absolute numbers, with regard to court orders Germany
ranks fourth of all countries that issued requests for removal of content, following the United States,
Brazil, and Turkey. Defamation remains by far the most common reason for court orders to remove
content.58
The protection of minors constitutes an important legal framework for the regulation of online
content.59 Youth protection on the internet is principally addressed by states through the Interstate
Treaty on the Protection of Human Dignity and the Protection of Minors in Broadcasting (JMStV),
which bans content similar to that outlawed by the criminal code, such as the glorification
of violence and sedition.60 A controversial provision of the JMStV reflecting the regulation of
broadcasting media mandates that adult-only content on the internet, including adult pornography,
must be made available in a way that verifies the age of the user.61 The JMStV enables the blocking
of content if other actions against offenders fail and if such blocking is expected to be effective. The
Federal Criminal Police Office (Bundeskriminalamt) has initiated the deletion of thousands of sites
related to child pornography.62
The liability of platform operators for illegal content is regulated by the Telemedia Act. The
law distinguishes between full liability for owned content and limited “Breach of Duty of Care”
(Stoererhaftung) of access providers and host providers for third party content.63 Although access
and host providers64 are not generally responsible for the content they transmit or temporarily auto
store, there is a certain tension between the underlying principles of liability privilege and that of
57 Google complied fully or partially with 74 percent of these requests. Google, “Google Transparency Report. Germany.
January to June 2013,” 2014, http://www.google.com/transparencyreport/removals/government/DE/.
58

Google, “Google Transparency Report. Germany”, http://www.google.com/transparencyreport/removals/government/DE/.

The legal framework regulating media protection of minors in particular consists of the Law for the protection of children
and youth (“Jugendschutzgesetz”, JuSchG) of the federal government and the Interstate Treaty on the Protection of Minors in
the Media (short “Jugendmedienschutzstaatsvertrag”, JMStV).
59

60 Cf. the respective §§ 130, 131 StGB [Crimical Code]. English translation: http://www.gesetze-im-internet.de/englisch_stgb/
englisch_stgb.html.
61

Cf. the respective § 5, Abs. 3 JMStV.

Handelsblatt.com, “BKA ließ 2012 tausende Internetseiten löschen”, February 26, 2014, http://www.handelsblatt.com/
politik/deutschland/kinderpornografie-bka-liess-2012-tausende-internetseiten-loeschen/9543674.html.
62

63 In particular: Part 3, §§ 7-10 TMG: liability for own content (§ 7, Abs. 1 TMG); limited liability for access providers (§§ 8, 9
TMG) and host providers (§ 10 TMG).
64 The BGH in particular has developed the principles of limited liability of host providers: BGH [Federal Court of Justice],
judgment of October 25, 2011, Az. VI ZR 93/10.
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secondary liability.65 Principally, ISPs are not required to proactively control or review the information
of third parties on their servers; they become legally responsible as soon as they gain knowledge of
violations or violate reasonable audit requirements.66
In 2012, court rulings limited the liability privilege of ISPs by further specifying requirements,
responsibilities, and obligations. Additional blocking and filtering obligations of host providers have
been put in more concrete terms by the Federal Court of Justice (Bundesgerichtshof, BGH) in the
“Alone in the Dark” case.67 In this specific instance, the game publisher Atari sued the file hosting
service Rapidshare for copyright violations concerning a video game. Although the judges did not
hold Rapidshare liable for a direct infringement, they saw a violation of the service’s monitoring
obligations under the breach of duty of care as a result of Rapidshare’s failure to proactively control
its service for copyrighted material after it was notified of one infringing copy.68
In a subsequent decision concerning Rapidshare in August 2013, the BGH substantiated and further
extended host providers’ duties. According to the judgment, if the business model of a service aims
to facilitate copyright infringements, the company is considered less worthy of protection with
regard to liability privilege.69 As a consequence, host providers are required to monitor their own
servers and search for copyright-protected content as soon as it has been notified of a possible
violation.70 In their coalition agreement, the governing parties announced that such host providers
should lose the privilege and the ability to obtain advertising revenues through their business
practices.71 However, provider liability has to be in line with the European legal framework, in this
case, the Directive 2000/31/EC.72
The situation regarding intermediary liability was further complication by a European Court of
Human Rights (ECtHR) case regarding third-party comments. On October 10, 2013, the ECtHR
issued a ruling that reaffirmed an earlier Estonian Supreme Court decision regarding the legal
liability of content hosts for third-party comments. The ECtHR found that a company’s legal liability
for comments posted by its users did not sufficiently interfere with the freedom of expression
guarantees enshrined in the European Convention on Human Rights; therefore, intermediaries could
be held responsible for third-party content published on their website or forum, even if they delete
the content upon notification.73

65 Liability privilege means that information intermediaries on the internet such as ISPs are not responsible for the content
their customers transmit. Secondary or indirect liability applies when intermediaries contribute to or facilitate wrongdoings of
their customers.
66

BGH [Federal Court of Justice], judgment of March 27, 2012, Az. VI ZR 144/11, http://openjur.de/u/405723.html.

67

BGH [Federal Court of Justice], judgment of July 12, 2012, Az. I ZR 18/11, http://openjur.de/u/555292.html.

68 Timothy B. Lee: Top German court says RapidShare must monitor link sites for piracy, July 16, 2012, http://arstechnica.com/
tech-policy/2012/07/top-german-court-says-rapidshare-must-monitor-link-sites-for-piracy/.
69 BGH [Federal Court of Justice], judgment of 15 August, 2013, Az. I ZR 80/12, http://www.telemedicus.info/urteile/
Urheberrecht/1413-BGH-Az-I-ZR-8012-Pruefpflichten-fuer-File-Hosting-Provider-Rapidshare.html.

Thomas Stadler, “BGH erweitert Prüfpflichten von Filehostern wie Rapidshare” [Federal Court of Justice extends monitoring
duties for host providers such as Rapidshare], Internet-Law, September 4, 2013, http://www.internet-law.de/2013/09/bgherweitert-pruefpflichten-von-filehostern-wie-rapidshare.html.

70

71

Coalition Agreement, p. 93.

Directive 2000/31/EC on certain legal aspects of information society services, in particular electronic commerce, in
the Internal Market (Directive on electronic commerce), June 8, 2000, http://eur-lex.europa.eu/legal-content/EN/TXT/
PDF/?uri=CELEX:32000L0031&from=EN.

72

Case of Delfi AS v. Estonia, Judgement, acessed April 12, 2014, http://hudoc.echr.coe.int/sites/eng/pages/search.
aspx?i=001-126635#{“itemid”:[“001-126635”]}
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ISPs are obliged to disclose customer information for prosecutions of copyright infringement,
even though the person may not have infringed copyrights for commercial purposes.74 A special
requirement to review the content on any violations of rights was also ruled in a case where
a blogger integrated a YouTube video onto his website.75 Whereas linking to other websites is
regarded as unproblematic, embedding content, primarily videos from other sources, could cause
liability risks for the provider.76
An important exception to the liability privilege concerns wireless networks.77 Because of a highly
disputable ruling against the existing liability privilege by the Federal High Court in 2010, legislative
initiatives from states and political parties now seek to modify the secondary liability of local Wi-Fi
operators. In this respect, the governing parties agreed to press ahead with new legislation that aims
to create legal certainty for operators in order to facilitate the expansion of publicly accessible Wi-Fi
networks.78 However, while the general intention has been lauded, questions remain concerning the
details of such a legal framework.79
The principle of proportionality has constitutional status in Germany to which public authorities
must comply. The interplay between the Ministry of Justice, the Federal Data Protection Officer,
the association of internet service providers (Eco), and the internet community effectively hold the
bodies involved accountable.
There is no systematic self-censorship in the German media. Still, there are more or less unspoken
rules reflected in the publishing principles of the German press.80 The penal code and the JMStV
prohibit content in a well-defined manner (such as child pornography, racial hatred, and the
glorification of violence).
While the degree to which political actors can successfully pressure online news outlets to exclude
certain information from their reporting is still insignificant, there have been some attempts to
delete critical information on the internet. In April 2013, the Federal Ministry of Defense took legal
steps against a newspaper,81 demanding that it delete a set of leaked mission reports covering
Afghanistan operations of the federal armed forces (Bundeswehr), based on alleged copyright

74

Bundesgerichtshof [Federal Court of Justice], judgement of April 19, 2012, Az. I ZB 80/11, http://openjur.de/u/438903.html.

75

LG Hamburg [Regional Court Hamburg], judgement of May 18, 2012, Az. 324 O 596/11, http://openjur.de/u/404386.html.

Leonhard Dobusch, “Risikofaktor Einbettung: YouTube, Twitter und das Urheberrecht” [Risk factor embedding: YouTube,
Twitter and copyright legislation], January 23, 2013, http://netzpolitik.org/2013/risikofaktor-einbettung-youtube-twitter-unddas-urheberrecht/.

76

In 2010, the German Federal High Court sentenced the private owner of a wireless router on the grounds that his or her
open network allowed illegal activities. cf. Christopher Burgess, “Three Good Reasons to Lock Down Your Wireless Network,”
The Huffington Post (blog), June 8, 2010, http://www.huffingtonpost.com/christopher-burgess/three-good-reasons-toloc_b_599945.html.

77

78

Coalition Agreement, p. 35.

Alexander Sander, “Netzpolitische Bilanz der Koalitionsvereinbarung” [Review of the coalition agreement concerning
internet policies], Digitale Gesellschaft, December 2, 2013, https://digitalegesellschaft.de/2013/12/netzpolitische-bilanz-derkoalitionsvereinbarung/.

79

80 Presserat [Press Council], “Pressekodex” [press code], version dated March 13, 2013, http://www.presserat.de/pressekodex/
pressekodex/.
81 David Schraven, “Verteidigungsministerium geht juristisch gegen die WAZ vor” [Ministry of Defense taking legal
steps against the WAZ], DerWesten Rechercheblog, April 8, 2013, http://www.derwesten-recherche.org/2013/04/
verteidigungsministerium-geht-juristisch-gegen-waz-vor/.
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infringement.82 The same legal argument was employed by the Federal Ministry of the Interior in
January 2014 after the website FragdenStaat.de published an internal document concerning legal
analysis of an election threshold for the elections to the European Parliament.83 The decision was
criticized as an attempt to abuse copyright laws in order to suppress freedom of information.84
The principle of net neutrality was legally codified with the latest amendment of the
telecommunications act (Telekommunikationsgesetz, TKG), § 41a TKG, enacted in May 2012. The
law authorizes the government to define basic requirements for non-discriminatory data transfer
and content access, but it does not require the government to take any further action. The German
Federal Network Agency (Bundesnetzagentur, BNetzA) principally supports net neutrality, but
instead of safeguarding it legally, the national regulator favors new business models based on
price discrimination and differentiated classes of service as long as ISPs are transparent about their
policies and give customers a choice.85
The lack of concrete action on the part of the German government was met with criticism when
the market-leading telecommunications company Deutsche Telekom announced plans to place
limits on customers’ high-speed data transfer per month while exempting certain services such as
their own movie-streaming and television offers.86 Afterward, the Federal Ministry of Economy and
Technology presented two drafts of a net neutrality decree (Netzneutralitätsverordnung) in June
and July 2013.87 However, German consumer advice centers (Verbraucherzentralen) raised concerns
regarding the administrative proposal’s effectiveness concerning net neutrality.88 In October 2013,
a regional court in Cologne decided that Deutsche Telekom’s plans were unlawful at least vis-à-vis
those customers who had entered into a contract with the company that expressly included flat
rate billing.89 Deutsche Telekom subsequently announced that it would accept the ruling, although
without entirely abandoning plans to introduce differentiated classes of service in the future.90 In
their coalition agreement, the governing parties announced plans to make promoting and securing
net neutrality a principal goal of the internet policies in the forthcoming legislative term.91 Still, the
82 David Schraven/WAZ, Die Afghanistan Papiere [The Afghanistan wires], accessed April 10, 2013, http://afghanistan.
derwesten-recherche.org/.
83 Heise.de, “Urheberrecht: Innenministerium mahnt FragdenStaat.de ab” [Copyright law: Federal Ministry of the Interior
warns FragdenStaat.de], January 22, 2014, http://www.heise.de/newsticker/meldung/Urheberrecht-Innenministerium-mahntFragdenStaat-de-ab-2093546.html.

Thomas Stadler, “Der Missbrauch des Urheberrechts durch den Staat”, Internet-Law, January 22, 2014, http://www.internetlaw.de/2014/01/der-missbrauch-des-urheberrechts-durch-den-staat.html.

84

Cf. minutes of the Expert Meeting on net neutrality of the Parliamentary Inquiry Commission, October 8, 2010, http://bit.
ly/1dOvaQI.

85

86 Rolf Wenkel, “Telekom’s planned data limit meets with protest,” Deutsche Welle, April 25, 2013, http://www.dw.de/
telekoms-planned-data-limit-meets-with-protest/a-16773016; Cindy Raunick, “Rosa Ladebalken – Konsequenzen der
Volumengrenze bei T-DSL” [Pink progress bar – consequences of T-DSL’s restrictions on volume], Telemedicus, March 28, 2013,
http://www.telemedicus.info/article/2551-Rosa-Ladebalken-Konsequenzen-der-Volumengrenze-bei-T-DSL.html.
87 Bundesministerium für Wirtschaft und Technologie [Federal Ministry of Economy and Technology], June 17, 2013, http://
bit.ly/1r2bFcn, and July 31, 2013, http://www.cr-online.de/netzneutralitaet-zweiter-entwurf.pdf.
88 Verbraucherzentrale Bundesverband, “Geplante Netzneutralitätsverordnung kann Netzneutralität nicht sichern” [Proposed
net neutrality decree unable to secure net neutrality], August 26, 2013, http://www.vzbv.de/12151.htm.
89 Zeit Online, “Gericht untersagt Telekom die Netz-Drosselung” [Court prohibits cutting back of internet services by
Telekom], October 30, 2013, http://www.zeit.de/digital/internet/2013-10/telekom-drosselkom-festnetz.
90 Philipp Blank, “Mehr Transparenz für unsere Kunden” [More transparency for our customers], Blog.Telekom, December
2, 2013, http://blog.telekom.com/2013/12/02/mehr-transparenz-fuer-unsere-kunden/; Spiegel Online, “Nach Gerichtsurteil:
Telekom verzichtet auf Mogel-Flatrate” [After court ruling: Telekom renounces flatrate cheating], December 2, 2013, http://www.
spiegel.de/netzwelt/netzpolitik/drosselkom-telekom-begraebt-mogel-flatrate-a-936752.html.
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declaration has been criticized as being partly inconsistent and insufficient.92 Furthermore, while
the European Parliament’s April 2014 vote in favor of net neutrality has widely been considered a
success, the details of the new regulation are likewise considered deficient and incomplete.93
Germany is home to a vibrant internet community and blogosphere. Local and international media
outlets and news sources are generally accessible and represent a diverse range of opinions.
However, the enactment of the ancillary copyright for press publishers (Leistungsschutzrecht für
Presseverleger), a regulation that came into effect on August 1, 2013 and that would allow publishers
to monetize even the small snippets of information that search engine operators display as part of
the results of a query,94 raised concerns regarding the constitutionally protected rights to freedom
of expression and freedom of information.95 In an advisory opinion, the Max Planck Institute for
Intellectual Property and Competition Law warned that the law could lead to a decline in online
diversity of available press publications and other sources of information, thus infringing on the
right to communication.96 Despite coming into effect on August 1, 2013, however, search engines
have not yet been impacted by the law, as no companies have taken action to enforce the copyright
protection.97
A potential downside of the rising power of internet-enabled discourse became apparent in late
2013 when a high school teacher initiated an online petition on the platform openPetition aimed
at thwarting a planned curriculum change in the state of Baden-Württemberg that had the goal
of promoting awareness of sexual diversity and to prevent homophobia and other forms of sexual
discrimination.98 The petition quickly gained traction on the net, gathering more than 190,000
signatures within two months, a turnout that was at least in part a result of the easy accessibility
of this form of activism.99 The case gave rise to concerns about the potential ramifications of
online platforms for political grassroots campaigning that can have negative impacts on minority

Alexander Sander, “Netzpolitische Bilanz der Koalitionsvereinbarung” [Review of the coalition agreement concerning
internet policies], Digitale Gesellschaft, December 2, 2013, https://digitalegesellschaft.de/2013/12/netzpolitische-bilanz-derkoalitionsvereinbarung/.

92

93 Markus Beckedahl, “EU-Parlament stimmt für Netzneutralität” [European Parliament votes in favor of net neutrality],
Netzpolitik.org, April 3, 2014, https://netzpolitik.org/2014/eu-parlament-stimmt-fuer-netzneutralitaet/.
94 David Meyer, “Google fighting German plan for linking fee”, cnet.com, November 27, 2012, http://www.cnet.com/news/
google-fighting-german-plan-for-linking-fee/.

Philipp Otto, “Kommentar: ein unmögliches Gesetz” [Comment: an impossible law], iRights.info, August 30, 2012, http://
irights.info/2012/08/30/kommentar-ein-unmogliches-gesetz/4595.
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96 Max Planck Institute for Intellectual Property and Competition Law, “Stellungnahme zum Gesetzentwurf für eine Ergänzung
des Urheberrechtsgesetzes durch ein Leistungsschutzrecht für Verleger” [Statement concerning the draft for an amendment of
the copyright law with an ancillary copyright for press publishers], November 27, 2012, p. 2, http://www.ip.mpg.de/files/pdf2/
Stellungnahme_zum_Leistungsschutzrecht_fuer_Verleger.pdf.
97 Christian Meier, “Burda: ‘Wir bereiten die Verwertung vor’” [Burda: We are preparing for the utilization], MEEDIA, July 30,
2013, http://meedia.de/2013/07/30/burda-wir-bereiten-die-verwertung-vor/; Nicolas Fennen, “Leistungsschutzrecht: SpringerVerlag macht keinen Gebrauch vom neuen Gesetz” [Ancillary copyright law: Springer publishing does not make use of new law],
Netzpolitik.org, July 30, 2013, https://netzpolitik.org/2013/leistungsschutzrecht-springer-verlag-macht-keinen-gebrauch-vomneuen-gesetz/.
98 Gabriel Stängle, “Zukunft – Verantwortung – Lernen: Kein Bildungsplan 2015 unter der Ideologie des Regenbogens”
[Future – Responsibility – Learning: No 2015 curriculum under the rainbow ideology”, openPetition, November 28, 2013,
https://www.openpetition.de/petition/online/zukunft-verantwortung-lernen-kein-bildungsplan-2015-unter-der-ideologie-desregenbogens.
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populations.100 However, at the same time, opposition against the petition and its proponents’
discriminatory tendencies also quickly formed online, with the Twitter hashtag #idpet providing a
tenacious forum for promotion of equality.101 Additionally, activists have been waging Europe-wide
online campaigns in the fight for net neutrality.102 The vote of the European Parliament in favor of net
neutrality has partly been accredited to the persistent activism.103

Violations of User Rights
The NSA surveillance revelations that began in June 2013 have had a significant impact on
discussions in Germany surrounding privacy, data retention, and freedom of expression online.
After initial hesitation and following substantial public pressure, the federal government and
public authorities have reluctantly started to review the incidents and have initiated preliminary
arrangements that aim to safeguard civil rights and constrain the powers of both domestic
and foreign intelligence agencies. However, no tangible, long-term solutions regarding online
surveillance have been proposed as of yet.
The German Basic Law guarantees freedom of expression and freedom of the media (Article 5) as
well as the privacy of letters, posts, and telecommunications (Article 10). These articles generally
safeguard offline as well as online communication. In addition, a groundbreaking 2008 ruling by the
Federal Constitutional Court established a new fundamental right warranting the “confidentiality
and integrity of information technology systems” grounded in the general right of personality
guaranteed by Article 2 of the Basic Law.104
Online journalists are largely granted the same rights and protections as journalists in the print or
broadcast media. Although the functional boundary between journalists and bloggers is starting to
blur, the German Federation of Journalists maintains professional boundaries by issuing press cards
only to full-time journalists.105 Similarly, the German Code of Criminal Procedure grants the right to
refuse testimony solely to individuals who have “professionally” participated in the production or
dissemination of journalistic materials.106 Furthermore, in December 2013 several political bloggers
reported that the press office of the Federal Parliament had refused to grant them one-year
Andrea Meyer/Nele Tabler, “#idpet: Wenn Participation und Grundrechte kollidieren” [#idpet: When participation and
fundamental rights collide], presentation during the re:publica 14 conference in Berlin, May 8, 2014, http://re-publica.de/
session/idpet-wenn-partizipation-und-grundrechte-kollidieren.

100

Netzempoerung.de, “#idpet: Reaktion auf Petition gegen ideologische Manipulation für ‘neue Sexualmoral’, Kritik
an Plattform openPetition” [#idpet: Response to petition against ideological manipulation for ‘new sexual morals’, critique
of platform openPetition], January 8, 2014, http://netzempoerung.de/2014/01/08/idpet-reaktion-auf-petition-gegenideologische-manipulation-fuer-neue-sexualmoral-kritik-an-plattform-openpetition/.
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Markus Beckedahl, “EU-Parlament stimmt für Netzneutralität” [European Parliament votes in favor of net neutrality],
Netzpolitik.org, April 3, 2014, https://netzpolitik.org/2014/eu-parlament-stimmt-fuer-netzneutralitaet/.
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BVerfG [Federal Constitutional Court], Provisions in the North-Rhine Westphalia Constitution Protection Act
(Verfassungsschutzgesetz Nordrhein-Westfalen) on online searches and on the reconnaissance of the internet null
and void, judgment of February 27, 2008, 1 BvR 370/07 Absatz-Nr. (1 - 267), http://www.bverfg.de/entscheidungen/
rs20080227_1bvr037007.html; See also, Press release no. 22/2008, http://www.bundesverfassungsgericht.de/en/press/bvg08022en.html. For more background cf. Wiebke Abel/Burkhard Schaferr, “The German Constitutional Court on the Right in
Confidentiality and Integrity of Information Technology Systems – a case report on BVerfG”, NJW 2008, 822”, 2009, 6:1 SCRIPTed
106, http://www.law.ed.ac.uk/ahrc/script-ed/vol6-1/abel.asp.
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See http://www.djv.de/startseite/service/mitgliederservice/presseausweis.html.
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accreditations, thus provoking allegations of discrimination against online journalists.107 After vocal
protests, including from members of parliament, the accreditation policy was changed, although
the office insisted that the principal distinction all along had merely been between professional and
non-professional journalists, with only the former being eligible.108
The German Criminal Code (StGB) includes a paragraph on “incitement to hatred” (§ 130 StGB), which
penalizes calls for violent measures against minority groups and assaults on human dignity.109 The
German people mostly regard this provision as legitimate, particularly because it is generally applied
in the context of holocaust denials.110
Website owners or bloggers are not required to register with the government. However, most
websites and blogs need to have an imprint naming the person in charge and contact address. The
anonymous use of email services, online platforms, and wireless internet access points are legal.
Although the Federal Minister of the Interior and some other members of the conservative parties
have repeatedly expressed their disapproval of anonymity on the internet,111 in their coalition
agreement, the elected governing parties expressly endorsed the principles of anonymity and
pseudonymity, and declared the intention to further advance the techniques necessary for their
effective implementation.112 Still, the announcement was criticized as being partly contradictory to
other envisaged policies such as data retention, the implementation of which had been an officially
stated goal of the coalition prior to the European Court of Justice’s decision to invalidate the EU Data
Retention Directive in April 2014, thus casting lasting doubt on the federal government’s sincerity
concerning the right of anonymity and pseudonymity online.113
The right of anonymity notwithstanding, the telecommunication act of 2004 stipulates that
the purchase of SIM cards requires registration, including the purchaser’s full name, address,
international mobile subscriber identity (IMSI), and international mobile station equipment identity
(IMEI) numbers if applicable.114 In this way, the growing penetration of mobile internet threatens to
further erode the possibility of anonymous communication.
The use of proxy servers is common in Germany, but more for the purpose of circumventing
copyright restrictions than to avoid censorship. There are no figures available for the extent of their
use.
Kristina Ludwig, “Bundestag sperrt Blogger aus” [Bundestag bars out bloggers], taz.de, February 6, 2014, http://www.taz.
de/!132359/.

107

Tobias Schwarz, “Blogger dürfen wieder aus dem Bundestag berichten”, Netzpiloten, March 13, 2014, http://www.
netzpiloten.de/blogger-durfen-wieder-aus-dem-bundestag-berichten/.
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BVerfG, [Federal Constitutional Court] 1 BvR 2150/08 from November 4, 2009, Absatz-Nr. (1 - 110), http://www.bverfg.
de/entscheidungen/rs20091104_1bvr215008.html ; See also the Press release no. 129/2009 of 17 November 2009, Order of 4
November 2009 – 1 BvR 2150/08 – § 130.4 of the Criminal Code is compatible with Article 5.1 and 5.2 of the Basic Law, http://
www.bverfg.de/pressemitteilungen/bvg09-129en.html .
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abolish anonymity of bloggers], Tagessspiel online, August 7, 2011, http://www.tagesspiegel.de/politik/internet-innenministerfriedrich-will-blogger-anonymitaet-aufheben/4473060.html.
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Alexander Sander, “Netzpolitische Bilanz der Koalitionsvereinbarung” [Review of the coalition agreement concerning
internet policies], Digitale Gesellschaft, December 2, 2013, https://digitalegesellschaft.de/2013/12/netzpolitische-bilanz-derkoalitionsvereinbarung/.
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114 Telecommunications Act (TKG), § 111, http://www.bfdi.bund.de/EN/DataProtectionActs/Artikel/TelecommunicationsActTKG.pdf?__blob=publicationFile.
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Excessive interceptions by secret services formed the basis of a 2008 Federal Constitutional Court
ruling, which established a new fundamental right warranting the “confidentiality and integrity
of information technology systems.” The court held that preventive covert online searches are
only permitted “if factual indications exist of a concrete danger” that threatens “the life, limb, and
freedom of the individual” or “the basis or continued existence of the state or the basis of human
existence.”115 Based on this ruling, the Federal Parliament passed an act in 2009 authorizing the
Federal Bureau of Criminal Investigation (BKA) to conduct covert online searches to prevent
terrorist attacks on the basis of a warrant.116 In addition to online searches, the act authorizes the
BKA to employ methods of covert data collection, including dragnet investigations, surveillance
of private residences, and the installation of a program on a suspect’s computer that intercepts
communications at their source.
In June 2013, documents leaked by former NSA contractor Edward Snowden revealed that the
intelligence services of the United States and the United Kingdom, principally the National Security
Agency (NSA) and the Government Communications Headquarters (GCHQ), had been conducting
worldwide surveillance of online communications.117 Through the course of the revelations, the
vast degree of the spying measures became apparent, culminating in the information that the
NSA had considered Germany a “target state,” entailing the monitoring of about half a billion
telephone, email, and text message communications in Germany each month.118 In the beginning
of August 2013, media outlets reported that it had in fact been the German Federal Intelligence
Service (Bundesnachrichtendienst, BND) which had forwarded the relevant data to the NSA since
2007.119 A few months later, it was disclosed that the BND had accessed internet traffic in Germany
by tapping into a central node in Frankfurt, with the approval of both the Office of the Federal
Chancellor and the Federal Ministry of the Interior.120 The practice was widely considered unlawful,
as the relevant G-10 law only permits the BND to monitor international, as opposed to domestic,
telecommunications. The revelation gave rise to doubts concerning the effectiveness of judicial and
parliamentary control over the intelligence service.121

Bundesverfassungsgericht [Federal Constitutional Court], Provisions in the North-Rhine Westphalia Constitution
Protection Act (Verfassungsschutzgesetz Nordrhein-Westfalen) on online searches and on the reconnaissance of the Internet
null and void, judgment of February 27, 2008, 1 BvR 370/07; For more background cf. W Abel and B Schafer, “The German
Constitutional Court on the Right in Confidentiality and Integrity of Information Technology Systems – a case report on BVerfG”,
NJW 2008, 822, (2009) 6:1 SCRIPTed 106, http://www.law.ed.ac.uk/ahrc/script-ed/vol6-1/abel.asp.
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Dirk Heckmann, “Anmerkungen zur Novellierung des BKA-Gesetzes: Sicherheit braucht (valide) Informationen”
[Comments on the amendment of the BKA act: Security needs valid information], Internationales Magazin für Sicherheit nr. 1,
2009, www.ims-magazin.de/index.php?p=artikel&id=1255446180,1,gastautor.
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2013, http://www.spiegel.de/international/world/interview-with-whistleblower-edward-snowden-on-global-spying-a-910006.
html; Friedhelm Greis, “NSA-Skandal: Chronologie der Enthüllungen” [NSA scandal: chronology of disclosures], iRights.info,
December 30, 2013, http://irights.info/nsa-skandal-chronologie-der-enthullungen.
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www.zeit.de/politik/deutschland/2013-08/zusammenarbeit-nsa-bnd-2007.
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Spiegel Online, “BND lässt sich Abhören von Verbindungen deutscher Provider genehmigen” [BND gets official approval
for wiretapping of connection of German providers], October 6, 2013, http://www.spiegel.de/spiegel/vorab/bnd-laesst-sichabhoeren-von-verbindungen-deutscher-provider-genehmigen-a-926221.html.
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The Federal Government was criticized for reacting too slowly to the disclosures, and even defending
the services’ conduct.122 In particular, then Federal Minister of the Interior Hans-Peter Friedrich came
under pressure after stating that a “fundamental right of security” effectively takes precedence
over other constitutionally protected rights such as freedom of communication and the protection
of privacy.123 Still, in their coalition agreement, the governing parties announced they would move
forward with an international treaty to protect the citizens from excessive surveillance.124 However,
the conclusion of a desired bilateral accord with the United States failed due to resistance from
the U.S. government.125 After notable public pressure, in February 2014 Federal Prosecutor General
Harald Range announced he would initiate a formal criminal investigation against the NSA,126
though only two months later, reports were released stating that instituting an official case seemed
unlikely due to a lack of evidence against the agency.127 In March 2014, the Federal Parliament
appointed a commission of inquiry to investigate the activity of the intelligence agencies of all socalled “Five Eyes” countries,128 as well as the role of the Federal Government, in the surveillance of
communications data.129
The amended telecommunication act of 2013 reregulates the “stored data inquiry” requirements
(Bestandsdatenauskunft).130 Under the new provision, approximately 250 registered public
agencies, among them the police and customs authorities, are authorized to request from ISPs
both contractual user data and sensitive data. While the 2004 law restricted the disclosure of
sensitive user data to criminal offenses, the amended act extends it to cases of misdemeanors
or administrative offenses. Additionally, whereas the disclosure of sensitive data and dynamic IP
addresses normally requires an order by the competent court, contractual user data (such as the
user’s name, address, telephone number, and date of birth) can be obtained through automated
processes. The requirement of judicial review has been subject to two empirical studies, both of

122 Nicolas Fennen, “Internationale Internetüberwachung: ‘Die Bundesregierung hat Briefe geschrieben und wartet auf
Antwort’” [International internet surveillance: The Federal Government has written letters and is waiting for an answer],
Netzpolitik.org, June 26, 2013, https://netzpolitik.org/2013/internationale-internetuberwachung-die-regierung-hat-briefegeschrieben-und-wartet-auf-antwort/; Spiegel Online, “NSA-Affäre: Datenschützer Schaar greift Innenminister Friedrich an”
[NSA scandal: Commissioner for Data Protection Schaar attacks Minister of the Interior Friedrich], September 5, 2013, http://
www.spiegel.de/politik/deutschland/schaar-uebt-in-nsa-affaere-harsche-kritik-an-bundesregierung-a-920706.html.
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which found that in the majority of cases a review by a judge does not take place.131 Data protection
experts criticize the lower threshold for intrusions of citizens’ privacy as disproportionate. Two
members of the Pirate Party and a lawyer who had already filed the complaint against the data
retention law in 2007 have filed a new constitutional complaint against the telecommunication act.132
In the aftermath of the enactment on the federal level, several German states established their own
laws, with one state legislation even entirely omitting the requirement of preceding judicial review.133
Telecommunications interception by state authorities for reasons of criminal prosecution is
regulated by the code of criminal procedure (StPO) and is understood as a serious interference
with basic rights. It may only be employed for the prosecution of serious crimes for which specific
evidence exists and when other, less-intrusive investigative methods are likely to fail. According to
recent statistics published by the Federal Office of Justice, there were a total of 23,687 orders for
telecommunications interceptions in 2012, compared to 21,118 in 2011, of which 4,488 concerned
internet communications, compared to only 1,345 in the year before.134 There were also a total of
18,026 orders requesting internet traffic data in 2012, compared to 14,153 in 2011.135 Surveillance
measures conducted by the secret services under the Act for Limiting the Secrecy of Letters, the
Post, and Telecommunications exceed these figures. For 2012, the competent Parliamentary Control
Panel reported that a total of 851,691 telecommunications – most of them email – were scanned, of
which only 288 were considered relevant. 136 The panel highlighted the steady decline in surveillance
measures, the number of which had been above 2.8 million in 2011. The email contents were
scanned for keywords relating to certain “areas of risk,” namely international terrorism, proliferation
of arms and other military technology, and human smuggling.137
Recent evidence shows that German police authorities regularly make use of radio cell queries

Two independent studies from by the Universität of Bielefeld (2003: Wer kontrolliert die Telefonüberwachung? Eine
empirische Untersuchung zum Richtervorbehalt bei der Telefonüberwachung“ [Who controls telecommunication surveillance?
An empirical investigation on judicial overview of telecommunication surveillance], edited by Otto Backes and Christoph
Gusy, 2003) and Max-Planck-Institut Institute for Foreign and International Criminal Law (Hans-Jörg Albrecht, Claudia Dorsch,
Christiane Krüpe 2003: Rechtswirklichkeit und Effizienz der Überwachung der Telekommunikation nach den §§ 100a, 100b
StPO und anderer verdeckter Ermittlungsmaßnahmen [Legal reality and efficiency of wiretapping, surveillance and other
covert investigation measures], http://www.mpg.de/868492/pdf.pdf) evaluated the implementation of judicial oversight of
telecommunication surveillance. Both studies found that neither the mandatory judicial oversight nor the duty of notification of
affected citizens are carried out. According to the study by the Max Planck Institute, only 0,4 % of the requests for court orders
were denied.
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Breyer, Patrick, “Verfassungsbeschwerde gegen Bestandsdatenauskunft eingereicht” [Constitutional complaint against
stored data inquiry submitted], July 1, 2013, http://bestandsdatenauskunft.de/?p=357.
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stored data inquiries], heise.de, June 22, 2013, http://www.heise.de/newsticker/meldung/Laender-verabschieden-neue-Regelnzur-Bestandsdatenauskunft-1894865.html.
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the Parliamentary Control Panel. Cf. Deutscher Bundestag, Drucksache 18/218, December 19, 2013, p.7, http://dip21.bundestag.
de/dip21/btd/18/002/1800218.pdf. Note that the annually presented numbers do not refer to the last year but to the year
before, i.e. 2012. The Parliamentary Control Panel periodically reports to the parliament and nominates the members of the G10
Commission. The G10 Commission controls surveillance measures and is also responsible for overseeing telecommunications
measures undertaken on the basis of the Counterterrorism Act of 2002 and the Amendment Act of 2007. See also: http://www.
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for criminal investigation.138 The state government of North Rhine-Westphalia has conceded that
between December 2010 and August 2013, the state’s law enforcement authorities employed the
method 10,330 times, which equates to more than 10 radio cell queries each day.139 Projected
onto the Federal Republic of Germany, this would mean more than 50 queries every day.140 The
extensive use of radio cell queries has raised questions of proportionality.141 In May 2013, members
of the group of Die Linke in the Saxon parliament filed a constitutional complaint to the Federal
Constitutional Court in reaction to the allegedly disproportionate employment of radio cell queries
during an anti-Nazi demonstration in Dresden in February 2011.142 According to reports, the
measures had gathered call detail records and other data of almost 60,000 people, disregarding
whether they had participated in the demonstration or not.143
For the sake of transparency, Germany’s biggest ISP, Deutsche Telekom, has started to inform
the public about the number of requests from authorities regarding stored and traffic data, IP
address identification, and telecommunications interceptions. According to the report, in 2013 the
provider enabled 49,796 telecommunications interceptions and disclosed 436,331 sets of traffic
data and 28,162 sets of stored data. The authorities also requested the identification of 946,641 IP
addresses.144 However, while the disclosure has been lauded in principle, its content was criticized
due to the lack of detail.145 According to Green Party member Malte Spitz, traffic data inquiries
include radio cell queries, which means that one set potentially includes thousands of individual
traffic data, thus rendering the report insufficiently transparent concerning this aspect, with the
effect that the extent of surveillance is in fact downplayed.146
In May 2013, then Federal Commissioner for Data Protection and Freedom of Information Peter
Schaar disclosed that certain offices of the agency for labor had considered investigating the
behavior of unemployed persons via social media such as Facebook in order to match their
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138

Kleine Anfrage 1549 des Abgeordneten Frank Herrmann der Fraktion der PIRATEN „Ermittlungen mit Funkzellenabfragen
in Nordrhein-Westfalen [Minor interpellation 1549 by member of parliament Frank Herrmann of the Pirate Party “Investigations
with radio cell queries in North Rhine-Westphalia], LT-Drs. 16/3785, September 9, 2013, https://netzpolitik.org/wpupload/2013-09-09_FZA-NRW.pdf.
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145

Malte Spitz, “Volle Transparenz bei der Telekommunikationsüberwachung” [Full transparency on telecommunications
surveillance], May 11, 2014, http://malte-spitz.de/2014/05/11/volle-transparenz-bei-der-telekommunikationsueberwachung/.
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statements toward the authorities.147 Agency officials denied that the practice was in fact being
pursued, while Schaar publically stated that it would be illegal.148 For the purpose of discovering
welfare fraud, the agency furthermore called for the enactment of a statutory basis for allowing
online investigations into the conduct of welfare recipients’ more generally.149 The Pirate Party
contested the constitutionality of the proposed framework.150
On April 8, 2014, after both the Irish High Court and the Austrian Constitutional Court had asked for
a preliminary ruling on the validity of the EU Data Retention Directive, the European Court of Justice
declared the directive to be invalid due to its disproportionate interference with the fundamental
rights to respect for private life and to the protection of personal data.151 Although the Federal
Ministry of Justice had reportedly already finalized a draft for a new law on data retention,152 the
government declared that it did not intend to enact any regulation prior to the issuing of a new EU
directive on the matter.153 So far, it is unclear whether or when the EU Commission will propose an
amended directive.154 Furthermore, the ECJ judgment is likely to have a significant impact on the
drafting process of a new EU Data Protection Directive. According to independent scholars, to be
in line with the Court’s findings, the proposed directive will need to include, among other things,
precise rules on public-private cooperation in the law enforcement sector, independent oversight,
and the permitted time period of potential data retention.155
According to a recent survey, 30 percent of all companies in Germany were victims of cyberattacks
within the last two years. Of those attacks, 30 percent were conducted via the internet, while 58
percent were carried out with the help of flash drives or other devices by persons in direct contact
with the attacked computer or network.156 A particularly critical cyberattack was reported in April
2014, when the German Aerospace Center (Deutsches Zentrum für Luft- und Raumfahrt) disclosed
Pascal Beucker/Anja Krüger, “Der Arbeitsagentur gefällt das” [The agency for labor likes this], taz.de, May 24, 2013, http://
www.taz.de/!116813/.

147

Achim Sawall, “Jobcenter sollen nicht bei Facebook recherchieren” [Job centers ought not investigate on Facebook],
golem.de, May 24, 2013, http://www.golem.de/news/bundesdatenschuetzer-jobcenter-sollen-nicht-bei-facebookrecherchieren-1305-99432.html.

148

Spiegel Online, “Internethandel: Arbeitsagentur will Hartz-IV-Empfänger im Netz überwachen” [Internet trading: agency
for labor wants to monitor welfare recipients on the net], November 14, 2013, http://www.spiegel.de/wirtschaft/soziales/
arbeitsagentur-will-hartz-iv-empfaenger-im-netz-ueberwachen-a-933520.html.

149

Pirate Party, “Verdachtsunabhängige Überwachung von Alg II-Empfängern gefährdet Rechtsstaat” [Surveillance of
welfare recipients without suspicion threatens the rule of law], press release, November 14, 2013, https://www.piratenpartei.
de/2013/11/14/verdachtsunabhaengige-ueberwachung-von-alg-ii-empfaengern-gefaehrdet-rechtsstaat/.

150

Court of Justice of the European Union, “The Court of Justice declares the Data Retention Directive to be invalid”, press
release No 54/14, April 8, 2014, http://curia.europa.eu/jcms/upload/docs/application/pdf/2014-04/cp140054en.pdf.

151

Kai Biermann, “Gerichtshof kippt Richtlinie zur Vorratsdatenspeicherung” [European Court of Justice declares
Data Retention Directive as invalid], Zeit Online, April 8, 2014, http://www.zeit.de/digital/datenschutz/2014-04/
vorratsdatenspeicherung-europaeischer-gerichtshof-eugh.

152

Ingo Pakalski, “Vorerst kein neues Gesetz zur Vorratsdatenspeicherung” [No new law on data retention for the time
being], golem.de, April 14, 2014, http://www.golem.de/news/bundesregierung-vorerst-kein-neues-gesetz-zur-vorratsdatenspei
cherung-1404-105837.html.

153

Andre Meister, “Debatte im Europaparlament: Die Vorratsdatenspeicherung ist tot. Nach der Wahl entscheidet sich,
ob das so bleibt.” [Debate in the European Parliament: Data retention is dead. After the elections it will turn out whether
it will stay that way], Netzpolitik.org, April 17, 2014, https://netzpolitik.org/2014/debatte-im-europaparlament-dievorratsdatenspeicherung-ist-tot-nach-der-wahl-entscheidet-sich-ob-das-so-bleibt/.

154

Franziska Boehm and Mark D. Cole, “Data Retention after the Judgement of the Court of Justice of theEuropean Union”,
Münster/Luxembourg, 30 June 2014, http://www.janalbrecht.eu/fileadmin/material/Dokumente/Boehm_Cole_-_Data_Retention_
Study_-_June_2014.pdf, p. 84-87.

155

BITKOM, “Fast ein Drittel der Unternehmen verzeichnet Cyberangriffe” [Almost a third of all companies registers
cyberattacks], press release, March 11, 2014, http://www.bitkom.org/de/presse/8477_78903.aspx.
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that for months it had been attempting to fend off a very elaborate and sophisticated cyberattack
that had allegedly been carried out by a foreign intelligence service. Among other things, the Center
conducts research in defense technologies.157
In response to the rising number of attacks, the Federal Ministry of Interior published a “Cyber
Security Strategy for Germany” in 2011.158 In March 2013, the Federal Ministry of the Interior
proposed a law to improve the security of information networks by obliging telecommunication
firms and critical infrastructure operators to report security breaches to the Federal Office for
Information Security (BSI).159 The Federal Ministry of Economics and Technology blocked the
legislative draft in the early consultation phase. Digital rights advocates criticized the legislative
proposal because it did not include a notification of users in instances of security breaches. Industry
associations, on the other hand, feared potential costs and bureaucratic burdens of notifying the
Federal Office for Information Security.160 Despite these reservations, in their coalition agreement
the governing parties announced intentions to further promote such a law,161 aiming for enactment
before mid-2015.162

Spiegel Online, “Cyber-Angriffe: Spähangriff auf Deutsches Luft- und Raumfahrtzentrum” [Cyberattacks: espionage
intrusions into German Aerospace Center], April 13, 2014, http://www.spiegel.de/netzwelt/web/dlr-mit-trojanern-vongeheimdienst-ausgespaeht-a-964099.html.

157

Federal Ministry of the Interior, “Cyber Security Strategy for Germany,” Edition February 2011, http://www.bmi.bund.de/
SharedDocs/Downloads/DE/Themen/OED_Verwaltung/Informationsgesellschaft/cyber.pdf?__blob=publicationFile.

158

Cf. Federal Ministry of the Interior, “Entwurf eines Gesetzes zur Erhöhung der Sicherheit informationstechnischer Systeme“
[Draft legislative proposal for improving the security of information networks], March 5, 2013, http://bit.ly/XsVWs1.

159

Cf. Andre Meister, “ IT-Sicherheitsgesetz vor dem Aus: Wirtschaft verhindert Meldepflicht über Sicherheitsvorfälle“ [Cyber
security law on the brink: Industry blocks reporting obligation for security breaches], June 5, 2013, https://netzpolitik.org/2013/
it-sicherheitsgesetz-vor-dem-aus-wirtschaft-verhindert-meldepflicht-uber-sicherheitsvorfalle/.

160

161

Coalition agreement, p. 103.

Chrisitan Raum, “IT-Sicherheitsgesetz: staatliche Kontrolle und höhere Kosten” [IT security law: governmental control and
higher costs], ZDNet, March 10, 2014, http://www.zdnet.de/88186435/it-sicherheitsgesetz-staatlich-kontrolle-und-hoeherekosten/.
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2013

2014

Population:

9.9 million

Internet Freedom Status

Free

Free

Internet Penetration 2013:

73 percent

Obstacles to Access (0-25)

5

5

Limits on Content (0-35)

8

8

Violations of User Rights (0-40)

10

11

TOTAL* (0-100)

23

24

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Revisions to the criminal code, which came into effect in July 2013, require ISPs to block
content deemed illegal by a court order. Websites hosting illegal content are placed
on a non-public “blacklist” operated by the National Media and Infocommunications
Authority (NMHH) (see Limits on Content).

•

On November 5, 2013, the criminal code was modified to make defamatory video or
audio recordings punishable by up to three years in prison (see Violations of User
Rights).
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Introduction
Over the past four years, new laws regulating the media, including online media outlets and news
portals, have caused significant concern among civil liberties advocates and the international
community.1 The National Media and Infocommunications Authority (NMHH) and its decisionmaking body, the Media Council, were established in 2010 to oversee the mass communications
industry, with the power to penalize or suspend outlets that violate stipulations of the media
regulations. In April 2011, the national assembly adopted a new constitution, the Fundamental Law
of Hungary, which includes a provision concerning the supervision of the mass communications
industry and the media as a whole. The parliament also created the National Agency for Data
Protection, whose independence has been called into question due to the political appointment
process of the agency’s leadership.
Immediately after the 2010 media laws were passed, Hungary came under fierce criticism from the
international community, as the laws were deemed incompatible with the values of the European
Union. Despite modifications to the media laws in May 2012 based on the December 2011 ruling
of the Hungarian Constitutional Court, members of the Organization for Security and Co-operation
in Europe (OSCE) and the Council of Europe have argued that the laws remain unsatisfactory, and
that unclear provisions and the significant power given to the NMHH continue to threaten media
freedom.2 In particular, high fines can be imposed on all types of media outlets by the single-party
Media Council based on an obscure content provision.
Over the past year, new modifications to the criminal code have further restricted the environment
for internet freedom in the country. Of particular concern is an amendment passed in November
2013 that introduces criminal penalties for publishing defamatory video or audio recordings. The
most severe penalties relate to content that is published to a “wide audience,” causing concerns that
this amendment will have a significant impact on media outlets.
Despite the increase in restrictive laws, over the past decade the availability of broadband
connections has increased, and a majority of the population is online. Information and
communication technologies (ICTs) are being used not only for social activities and newsgathering,
but also increasingly for political activism.

Obstacles to Access
Internet penetration rates for Hungary vary according to the source. In 2012, the Hungarian Central
Statistical Office reported that 68 percent of households had broadband internet connection, up
from 61 percent in 2011.3 According to the International Telecommunication Union (ITU), internet
penetration in Hungary stood at nearly 73 percent in 2013, compared to 61 percent in 2008,4 while
Act CIV of 2010 on the freedom of the press and the fundamental rules on media content, http://bit.ly/1hbKJBW; Act
CLXXXV of 2010 on media services and on the mass media, http://bit.ly/197GmZJ.

1

Revised Hungarian media legislation continues to severely limit media pluralism, says OSCE media freedom representative,”
Organization for Security and Cooperation in Europe, May 25, 2012, http://www.osce.org/fom/90823.

2

Hungarian Central Statistical Office, ICT usage in households and by individuals (2005–), 2012, http://www.ksh.hu/docs/eng/
xstadat/xstadat_annual/i_oni006.html.

3

International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2008 & 2013, accessed July 25, 2014, http://bit.ly/6bZQ1.

4

358

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Hungary

the National Media and Infocommunications Authority of Hungary (NMHH) reported in late 2013
that there were almost 2.3 million broadband internet subscriptions in a country of 10 million
inhabitants.5 Dial-up internet service is not widely used. The NMHH recorded a mobile phone
penetration rate of about 117 percent6 and nearly 4 million mobile internet subscriptions.7 In 2012,
only 26 percent of the population had never used the internet, a decrease from 52 percent in
2006.8 A 2011 Eurobarometer survey found that Hungarian households that do not have internet
subscriptions cite reasons including: monthly subscriptions are too expensive, the cost of buying
a computer and modem are too high, or that no one in the household has an interest in using the
internet.9
There are geographical, socioeconomic, and ethnic differences in Hungary’s internet penetration
levels, with lower access rates found among low-income families and in rural areas. According to the
2012–2013 data from the Millward Brown research company, internet penetration in Hungary was
over 89 percent among those living under the best circumstances, compared to merely 43 percent
among those living under the worst circumstances. Internet penetration was over 75 percent among
the employed and 46 percent among those who were unemployed. Also, internet penetration differs
between those living in the capital and in the countryside.10 There is no new data on the internet
penetration level among the Roma community, the country’s largest ethnic minority, though in the
past this group has had lower-than-average levels of internet access.11
The National Core Curriculum for 2013 drastically decreased the number of IT classes in primary
and secondary schools despite protests from IT teachers,12 potentially further increasing the digital
divide among social groups, as children coming from low-income families may not have access to
computers and other digital devices in their homes. A recent survey found that the IT infrastructure
in Hungarian public schools is poor compared to the European Union average. Hungary has the
lowest rate of students in schools with electronic educational resources, while the majority of
schools have a broadband speed under 10 Mbps.13
In late 2012, most internet users accessed the internet primarily from home or work, while access
at internet cafes and “telecottages” (local community centers) was less common; the use of

“Flash report on wireline service,” National Media and Infocommunications Authority (NMHH), October 2013, http://english.
nmhh.hu/dokumentum/161444/vezetekes_gyorsjelentes_2013_oktober_eng.pdf.

5

6 “Flash report on mobile phone,” NMHH, November 2013, http://english.nmhh.hu/dokumentum/161714/mobil_gyj_2013_
nov_eng.pdf.

“Flash report on mobile internet,” NMHH, November 2013, http://english.nmhh.hu/dokumentum/161748/mobil_
internet_2013_nov_eng.pdf; Hungary’s population was 9,909,000 in 2013. See, “Population, vital statistics,” Hungarian Central
Statistical Office (KSH), http://www.ksh.hu/docs/eng/xstadat/xstadat_long/h_wdsd001a.html.

7

8 “Individuals who have never used the internet. Percentage of individuals aged 16 to 74,” Eurostat, accessed December 27,
2012, http://epp.eurostat.ec.europa.eu/tgm/table.do?tab=table&init=1&plugin=1&language=en&pcode=tin00093.
9

Special Eurobarometer 362, “E-communications household survey” (Eurobarometer, July 2011): 56.

10

Millward Brown TGI Magyarország 2012/3-4 2013/1-2 quarter.

Anna Galácz, Ithaka Kht, eds., “A digitális jövő térképe. A magyar társadalom és az internet. Jelentés a World Internet
projekt 2007. évi magyarországi kutatásának eredményeiről” [The map of the digital future. The Hungarian society and the
internet. Report on the results of the 2007 World Internet Project’s Hungarian research], (Budapest: 2007): 20.

11

“Esélytelen diákok és 1 Mbit-es internet a magyar iskolákban” [Chanceless students and 1Mbit internet at Hungarian
schools], Tamás Papós, Hvg.hu, October 3, 2013, http://hvg.hu/tudomany/20131003_informatika_oktatas_sulinet.

12

“Survey of schools: ICT in education. Country profile: Hungary,” November 2012, European Schoolnet and University of
Liege, https://ec.europa.eu/digital-agenda/sites/digital-agenda/files/Hungary%20country%20profile.pdf.

13
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devices such as smartphones and tablets increased.14 In early 2013, industry experts estimated that
approximately 2.4 million people were using smart phones.15 An increasing number of widely-used
software and websites are available in Hungarian, and there are several Hungarian blog-hosting sites.
By late 2013, there were more than 637,000 registered “.hu” domains16 recorded at some 150 domain
name registrars.17
The government does not restrict bandwidth, routers, or switches,18 and backbone connections are
owned by telecommunications companies rather than the state.19 Legally, however, internet and
other telecommunications services can be paused or limited in instances of unexpected attacks, for
preemptive defense, or in states of emergency or national crisis.20 The Budapest Internet eXchange
(BIX) is a network system that maintains the Hungarian internet traffic between domestic internet
service providers (ISPs), and is overseen by the Council of Hungarian Internet Service Providers
(ISZT)21 without any governmental interference.22
Three ISPs control over 50 percent of the total fixed broadband market,23 and there are three mobile
phone service providers, all privately owned by foreign companies.24 The existence of only three
mobile phone service providers (in addition to the resellers that use the networks of the three major
mobile phone service providers) has created a relatively stagnant market in terms of mobile internet
network expansion. A state-owned consortium tried to enter the market in 2012, but after the tender
was brought to court, the project was abandoned.25
The government levied two special taxes on the telecommunication industry in 2010, both of
which triggered infringement proceedings in the European Union in 2012. Both proceedings were
ultimately withdrawn,26 and the government withdrew the special tax levied in 2010. However,
another tax was introduced in mid-2012 on mobile phone calls and text messages (a maximum of

“Lakossági internethasználat – 2012. Online piacfelmérés” [Domestic internet use – 2012. Online market research], NMHH,
November 14, 2013, http://nmhh.hu/dokumentum/161248/internet_2012_vegleges_webre.pdf.

14

PWC, “A globális online aggregátorok működésének hatása a hazai tartalomszolgáltatás iparági folyamataira. Zöld könyv”
[The effects of global online aggregators to the Hungarian domestic content providers industrial processes. Green book],
December 9, 2013. http://mte.hu/dokumentumok/PwC-MTE_TANULMANY_vegso_valtozat_2013.12.09.pdf.

15

“The number of domains under the .hu public domains,” Council of Hungarian Internet Providers, December 1, 2013, http://
www.nic.hu/English/statisztika/.

16
17

“List of registrars,” Official .hu domain registry, accessed April 27, 2013, http://www.domain.hu/domain/English/.

18

Zoltán Kalmár, Council of Hungarian Internet Service Providers, e-mail communication, January 24, 2012.

“Magyarország internetes infrastruktúrája” [Hungary’s internet infrastructure], Rentit.hu, January 29, 2010, http://www.rentit.
hu/hu-HU/Cikk/erdekessegek/magyarorszag-internetes-infrastrukturaja.rentit.

19

Act CXIII of 2011 on home defense, Military of Hungary, and the implementable measures under special legal order, Art. 68,
par. 5.

20
21

“BIX Charter,” Budapest Internet Exchange (BIX), April 21, 2009, http://bix.hu/?lang=en&page=charter.

22

Zoltán Kalmár, Council of Hungarian Internet Service Providers, email communication, January 24, 2012.

These major internet service providers are: Telekom with a 35.6 percent market share, UPC 21.8 percent, and DIGI 13.8
percent. See “Flash report on wireline service,” National Media and Infocommunications Authority (NMHH), October 2013,
http://english.nmhh.hu/dokumentum/161444/vezetekes_gyorsjelentes_2013_oktober_eng.pdf.

23

24 The three mobile phone companies are: T-Mobile with a 46.47 percent market share, Telenor 30.97 percent, and Vodafone
22.55 percent. See “Flash report on mobile phone,” NMHH, November 2013, http://english.nmhh.hu/dokumentum/161714/
mobil_gyj_2013_nov_eng.pdf.
25

“2013 in review”, Budapesttimes.hu, December 18, 2013, http://www.budapesttimes.hu/2013/12/18/2013-in-review-2/.

European Commission vs. Hungary, Case C-462/12, November 22, 2013; and EC drops suit over Hungary telecoms tax,
Politics.hu, September 27, 2013, http://www.politics.hu/20130927/ec-drops-suit-over-hungary-telecoms-tax/.

26
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$3 monthly for individual subscribers)27 to counterbalance the withdrawal of the special tax of 2010.
Almost all mobile service providers have since raised their prices.28
The National Media and Infocommunications Authority of Hungary (NMHH) and the Media Council,
established under the 2010 media laws, are responsible for overseeing and regulating the mass
communications industry. The Media Council is the NMHH’s decision-making body in matters
related to media outlets, and its responsibilities include allocating television and radio frequencies
and penalizing violators of media regulations. The members of the Media Council are nominated
and elected by the governing two-thirds parliamentary majority.29 Based on consultations with
industry leaders and the Council of Europe in January 2013, the nomination process was amended,
after which the president of the NMHH (and president of the Media Council if elected by the
parliamentary majority) is no longer appointed directly by the prime minister but by the president of
the republic, based on the proposal of the prime minister, for a non-renewable nine-year term.30
Despite these modifications, some of the decisions of the Media Council have been regarded as
politicized. For instance, Mérték Media Monitor revealed in several analyses that during the radio
frequency allocation processes, preference was given to a few applicants, who received a large share
of the available frequencies.31
With the recently adopted Fundamental Law of Hungary, in operation since January 2012, the
governing parties prematurely ended the six-year term of the well-functioning Data Protection
Commissioner, replacing the former office with the National Agency for Data Protection. The head of
the new agency is appointed by the president of the republic based on the suggestion of the prime
minister for a nine-year term and can be dismissed by the president based on the suggestion of the
prime minister on arbitrary grounds,32 calling into question the independence of the agency.

Limits on Content
The recently accepted changes to the civil and penal codes somewhat alter the regulatory
landscape when it comes to online content, imposing limitations principally in the name of child
protection. There is no sign of the government mandating any systematic filtering of websites,
blogs, or text messages. Online content is somewhat limited as a result of self-censorship, lack of
revenue for independent media outlets online, and the dominance of the state-run media outlet.
The government does not place any restrictions on access to social media and communication
applications: YouTube, Facebook, Twitter, Tumblr, international blog-hosting services, instant
messaging, person-to-person communication, and other applications are freely available.

“Hungary phone tax burden may affect Magyar Telekom dividend,” Andras Gergely, Bloomberg.com, May 10, 2012, http://
www.bloomberg.com/news/2012-05-10/hungary-tax-may-hit-magyar-telekom-dividend-mattheisen-says-1-.html.

27

“Telefonadó: A Telenor és a Magyar Telekom is emeli a díjait”, [Telephone tax: both Telenor and Magyar Telekom raises
prices], Hvg.hu, September 10, 2013, http://hvg.hu/gazdasag/20130910_Vandorlasba_kezdhet_a_mobilpiac.

28
29

Act CLXXXV of 2010, Art. 124.

30

Act CLXXXV of 2010, Art. 111/A.

Krisztina Nagy, “Regnum Marianum. Media Council redraws the radio market,” November 2012–July 2013, Mertek Media
Monitor, September 18, 2013, http://mertek.eu/sites/default/files/reports/media_council_redraws_the_radio_market.pdf.

31

Act CXII of 2011 on data protection and freedom of information, Section 40, par. 1, 3; Section 45, par. 4–5, http://www.naih.
hu/files/ActCXIIof2011_mod_2012_05_09.pdf.

32
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By the end of November 2013, the parliamentary majority accepted a modification to a set of laws
in the name of child protection that urges ISPs to provide filtering software on their websites for free
for subscribers to use in their homes; however, institutions such as public libraries and public schools
will be urged to use such filters to protect children and to provide their “mental, physical and
intellectual development” – as the explanation of the draft highlights.33 The modifications became
effective as of January 1, 2014.
The new penal code, which took effect in July 1, 2013, includes provisions based on which websites
can now be blocked in cases of unlawful online content.34 The law stipulates that if the illegal
content is hosted on a server located outside of the country, the Hungarian court will issue a query
to the Minister of Justice to make the electronic content inaccessible; the minister then passes the
query onto the “foreign state,” and if there is no response from that state for 30 days, the court can
order domestic ISPs to make the given content inaccessible.35 The NMHH is the authority designated
to manage the list of websites to be blocked based on court orders36 (or the tax authority in case of
illegal gambling), while the operation of the system is regulated by a decree of the NMHH, which
enables the authority to oblige ISPs to block the unlawful content.37 The list, referred to as KEHTA
(Hungarian acronym for “central electronic database of decrees on inaccessibility”), went into effect
on January 1, 2014 with the primary aim of fighting against child pornography, crimes against the
state, and terrorism. However, the blacklist is not public, as only certain institutions (such as the
courts, parliamentary committees, the police, etc.) have access to the list of blocked websites. As of
May 2014, there is no evidence that the law has been applied to block any online content.38
Intermediaries are not legally responsible for transmitted content if they did not initiate or select
the receiver of the transmission, or select or modify the transmitted information.39 Intermediaries
are also not obliged to verify the content they transmit, store, or make available, nor do they
need to search for unlawful activity.40 Intermediaries are required to make data inaccessible, either
temporarily or permanently, once they receive a court order stating that the hosted content is
illegal.41 Nevertheless, the 2010 media laws contain several general content regulation provisions
concerning online media outlets, particularly if these outlets provide services for a profit. For
example, the media regulation states that print and online media outlets bear editorial responsibility
if their aim is to distribute content to the public for “information, entertainment or training
purposes,” but that editorial responsibility “does not necessarily imply legal liability in relation to
printed press materials.”42 The law fails to clarify what editorial responsibility entails and whether it
33

Act C of 2003 on electronic communication, Art. 149/A.

34

Act C of 2012, Art. 77.

35

Act XXXVIII of 1996 on International Assistance in Criminal Matters, Art. 60/H.

36

Act C of 2003 on electronic communication, Art. 159.

19/2013. (X.29.) NMHH rendelet az egyszerű adatátvitelt és hozzáférést biztosító elektronikus hírközlési szolgáltatók
és a kereső- és gyorsítótár-szolgáltatók központi elektronikus hozzáférhetetlenné tételi határozatok adatbázisához való
kapcsolódásának és a Nemzeti Média- és Hírközlési Hatósággal való elektronikus kapcsolattartás szabályairól. 19/2013 (X.29.)
NMHH decree.

37

The first instance of blocking based on this new law came in July 2014, when the Media Authority blocked two illegal
gambling sites. See: “Hungarian Media Authority blocks offshore gambling websites,” Budapest Beacon, July 15, 2014, http://
budapestbeacon.com/economics/hungarian-media-authority-blocked-offshore-gambling-websites/.

38

39

Act CVIII of 2001 on Electronic Commerce, Art. 8, par. 1.

40

Act CVIII of 2001, Art. 7. par. 3.

41

Act CVIII of 2001, Art. 12/A, Act XIX of 1998 on criminal proceedings, Art. 158/B-158/D.

42

Act CIV of 2010, Art. 1, par. 6.
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would imply legal liability for online publications. A member of the Media Council claimed that this
provision could apply to a blog if the blog were produced for a living.43
In June 2012, the Supreme Court condemned the publishers of two blogs for defamation committed
in comments posted on their sites, regardless of the fact that the comments had been deleted. The
Supreme Court ruled that the plaintiff was harmed in his right to good reputation, and that the
defendants needed to pay for the legal expenses incurred.44
The legal implications of comments posted online were further substantiated by a judgment of
the Constitutional Court in 2014. In May 2014, the Constitutional Court issued a ruling stating that
the publisher bears responsibility for comments posted on a given website.45 Dunja Mijatovic, the
OSCE Representative on Freedom of the Media warned that the judgment may curb freedom of
expression.46 Similarly, on October 10, 2013, the European Court of Human Rights upheld a decision
by the Estonian Supreme Court that ruled that web portals are responsible for all comments
posted to their sites. However, the implications of this European decision have yet to be clarified in
Hungary.47
The 2010 media laws stipulate that media content—both online and offline—may not offend,
discriminate or “incite hatred against persons, nations, communities, national, ethnic, linguistic and
other minorities or any majority as well as any church or religious groups.”48 Further, the law states
that constitutional order and human rights must be respected, and that public morals cannot be
violated.49 However, the law does not define the meaning of “any majority” or “public morals.” If
a media outlet does not comply with the law, the Media Council may oblige it to “discontinue its
unlawful conduct,” publish a notice of the resolution on its front page, and/or pay a fine of up to
HUF 25 million (approximately $111,000).50 If a site repeatedly violates the stipulations of the media
regulation, ISPs can be obliged to suspend the site’s given domain, and as a last resort, the media
authority can delete the site from the administrative registry.51 Any such action can be appealed in
court, although the 2011 overhaul of the judiciary calls into question the independence of the court
system.
A series of interviews conducted with journalists in 2012 illustrate the extent of self-censorship in
Hungary, which is a result of political and economic pressure on both traditional and online media
outlets. According to most of the interviewees, the media laws had not made any difference when it
came to self-censorship; instead, as one respondent noted, “the two-third majority push of executive
power, the unprecedented leverage of that power, and the rise of the Fidesz party” have had a
“Tanácsnokok és bloggerek” [Members and bloggers], Mediatanacs.blog.hu, January 11, 2011, http://mediatanacs.blog.
hu/2011/01/11/tanacsnokok_es_bloggerek.

43
44

Pfv.IV.20.217/2012/5, June 13, 2012.

Benjamin Novak, “Constitutional Court limits freedom of expression in Hungary,” June 3, 2014, Budapestbeacon.com,
(http://budapestbeacon.com/featured-articles/constitutional-court-limits-freedom-of-expression-in-hungary/).

45

OSCE, Ruling of Hungarian Constitutional Court can further curb freedom of expression, warns OSCE media freedom
representative, May 29, 2014, (http://www.osce.org/fom/119216 ).
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Case of Delfi AS v. Estonia, Judgement, acessed April 12, 2014, http://hudoc.echr.coe.int/sites/eng/pages/search.
aspx?i=001-126635#{“itemid”:[“001-126635”]}
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greater effect on self-censorship. Another journalist added that “party finance is entangled with
media financing. Political and economic influence is exerted through public and private advertising.”
A respondent explained that “there was always some other interest at play, political or from the
side of business and advertising—or both simultaneously, because these two often go hand in
hand.”52 A journalist on hunger strike with colleagues protesting the alleged manipulation of news
items in the public service media53 held that “if your boss is telling you to falsify reports, it is your
professional consciousness that decides whether you will fulfill these orders or not.”54 An analysis of
the Hungarian public service broadcasters’ news bulletins in 2013 indicated that they “tend to select
and to frame the news in a way that is favorable to the incumbent center-right government.”55
Soon after the 2010 parliamentary elections, state advertising funds were partially or completely
withdrawn from some newspapers, allegedly for political reasons, while others multiplied their
revenues from such state sources.56 Additionally, private advertisers tend to advertise where state
companies do, meaning that some media outlets (those generally critical of the government) are
“bleeding out.”57 The same phenomenon is seen in the case of other platforms such as radio stations
and outdoor advertisements: companies with close ties to the governing party received a large
share of state funding for advertisements in 2012.58 However, there is currently no coherent data to
determine the level of political influence over advertisements in cases of online media. Stop.hu, a
website close to the opposition Socialist party, was forced to start making reductions in staff in July
2013 partly due to the fact that, according to the manager, many businesses would not consider
advertising on their site because the content is critical of the government.59
Despite reports of self-censorship and the challenge of maintaining financial viability, online media
outlets have become a tool to scrutinize public officials. For instance, starting in January 2012, Hvg.
hu, an online news portal whose content is mostly separate from the printed business weekly HVG,
published a series of articles on how the then-president of the republic plagiarized his doctoral
dissertation. Although he denied any wrongdoing, Pál Schmitt resigned in April 2012.60 Some
online media outlets, particularly Atlatszo.hu, have made repeated requests for public data from
public institutions for the purposes of investigative reporting. This independent media outlet has
52 “The Reins on Freedom: Self-Censorship in the Hungarian Press,” Attila Mong, http://www.mertek.eu/en/reports/selfcensorship-in-the-hungarian-press. The article was originally published in Hungarian in Élet és Irodalom, LVI, Nr. 15, April 20,
2012.
53 “How the news get edited on Hungarian state television,” Thecontrarianhungarian.wordpress.com (blog), December 14,
2011, http://thecontrarianhungarian.wordpress.com/2011/12/14/how-the-news-gets-edited-on-hungarian-state-television/.

“Hunger strike speaks of downward spiral in Budapest,” Rosie Scammel, January 24, 2012, http://www.huffingtonpost.co.uk/
rosie-scammell/hunger-strike-budapest-hungary-downward-spiral_b_1228566.html.

54

“Censorship and manipulation within Hungarian public service broadcasters’ news bulletins,” Peter Bajomi-Lazar and
Borbala Toth, Cij.hu, December 4, 2013, http://www.cij.hu/en/censorship-and-manipulation-within-hungarian-public-servicebroadcasters%E2%80%99-news-bulletins/.

55

56 Annamária Ferenczi, “Kormányzati intézmények és állami cégek médiaköltései Magyarországon, 2003-2011. Leíró
statisztikák és megfigyelések” [Government Advertising Incomes in the Hungarian Media, 2003-2011. Descriptive statistics
and observations.], BCE Corruption Research Center, 2012, http://www.crc.uni-corvinus.hu/download/media_ah_2012_
riport1_130430.pdf.
57

Kim Lane Scheppele, “Hungary’s free media,” March 14, 2012, http://nyti.ms/zdrDTE.

Ildikó D Kovács and Attila Bátorfy, “Az állam a médiapiacon 2012-ben,” [The state on the media market in 2012], Kreativ.hu,
December 19, 2012, http://www.kreativ.hu/media/cikk/az_allam_teljesen_ratelepedett_a_mediapiacra.
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“Leépítés a Stop.hu-nál” [Redundancies at Stop.hu], Index.hu, July 4, 2013, http://index.hu/kultur/media/2013/07/04/
leepites_a_stop.hu-nal/.
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60 Palko Karasz, “Hungarian president resigns amid plagiarism scandal,” NYTimes.com, April 2, 2012, http://www.nytimes.
com/2012/04/03/world/europe/hungarian-president-pal-schmitt-resigns-amid-plagiarism-scandal.html.
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continuously published lists of public fund misuse by politicians, though such efforts have resulted
in few consequences given the publication’s limited reach.
Since 2011, the state-owned Hungarian News Agency (MTI) has had a virtual monopoly on the news
market, as media outlets that have been impacted by the economic crisis tend to republish MTI
news items, most of which are available to other news outlets free of charge. During its overhaul,
MTI became integrated into the system of public service broadcasting, led by the media authority.
The media laws oblige MTI to produce news bulletins for public service broadcasters and edit their
joint news portal.61
Although MTI has a major effect on traditional and online content, the online content landscape
is relatively diverse. The two main news portals are Origo.hu and Index.hu.62 Most civil society
organizations have websites, and an increasing number of them have a presence on Facebook. There
are some media outlets, including online portals, for the minority Roma community;63 the LGBTI
community and religious groups have online resources and forums as well. Nevertheless, many news
sources, although independent, often reflect the politically-divided nature of Hungarian society, and
partisan journalism is widespread.
Blogs are generally considered an opinion genre and do not typically express independent or
balanced news. There are also blogs analyzing governmental policies, the activities of public
figures, and corruption.64 Trolling is usually moderated where it is possible to comment on articles,
typically to prevent negative discussions. It was reported that politicians have used pseudonyms to
participate in online forum discussions, and parties and ministries have implemented a monitoring
system to be able to participate in discussions related to their work.65 A survey conducted in 2011
among those netizens who knew what “commenting” meant indicated that 87 percent of the
respondents encountered trolling on websites, but an overwhelming majority of the respondents
considered commenting as a form of freedom of expression.66
Facebook, which had almost 4.8 million users in Hungary as of December 2013,67 has grown
increasingly popular as a tool for advocacy, especially after the 2010 parliamentary elections.68
Since then, many Facebook groups have been created, and several large demonstrations were
organized and disseminated through Facebook, mobilizing tens of thousands of people both

61

Act CLXXXV of 2010, Art. 101, par. 4.
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“Total daily average for November 2013,” Medián webaudit, accessed December 28, 2013, http://webaudit.hu/.

Borbala Toth, “Minorities in the Hungarian media. Campaigns, projects and programmes for integration” (Center for
Independent Journalism: Budapest, 2011): 19.
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64 To name a few: Atlatszo.hu, K-monitor.hu, Mandiner.hu, Szuveren.hu, Velemenyvezer.blog.hu, and the sites of Human Civil
Liberties Union (Tasz.hu), Eötvös Károly Institute (Ekint.org) and Fizettem.hu.
65

László Bodolai, “Olvasói levelezés,” [Readers’ correspondence], in Élet és Irodalom, LV, Nr. 29, July 22, 2011.

“Kommentek megítélése. Elemzés” [Judgement of comments. Analysis], MTE, Origo, Ipsos, 2012, p. 3 and 81, http://www.
mte.hu/dokumentumok/mte_komment_kutatas.pdf.
66

67 “Social Daily Analytics,” Hungary, December 27, 2013, accessed December 28, 2013, http://analytics.socialdaily.com/hu/
facebook/countries/hu/.
68 Walter Mayr, “Facebook generation fights Hungarian media law,” Spiegel.de, January 4, 2011, http://www.spiegel.de/
international/europe/0,1518,737455,00.html.
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for69 and against the government.70 In 2013, protests organized online71 and other civil initiatives72
continued for various social and political issues. Protests are frequently broadcast online using
Ustream, and pictures and videos are distributed instantly via Facebook.73 Milla (One Million for
Press Freedom), one of the organizations creating Together 2014, a group aiming at defeating the
Orbán administration in the 2014 parliamentary elections,74 is a grassroots movement founded
on Facebook in response to the 2010 media laws that has since grown to be one of the largest
opposition movements, organizing numerous demonstrations.75

Violations of User Rights
On November 5, 2013, the criminal code was modified to include prison sentences for defamatory
video or audio content. Anyone creating such a video can be punished by up to one year in prison,
while anyone publishing such a recording can be punished by up to two years. If the video is
published on a platform with a wide audience or in some way causes significant harm, the sentence
can increase to up to three years in prison.76 The amendment was condemned both by domestic77
and international actors78 for threatening freedom of expression and for targeting the media, given
that the longest sentence applies to materials that are widely published.
The Fundamental Law of Hungary acknowledges the right to freedom of expression and defends
“freedom and diversity of the press,”79 although there are no laws that specifically protect online
modes of expression. In 2012, the European Commission launched several infringement proceedings
against Hungary, partly regarding the independence of the National Agency for Data Protection and
the judiciary.80 The Court of Justice of the European Union referred the case of the data protection
authority to the European Data Protection Supervisor.81 The European Commission expressed
concerns over Hungary’s decision to lower the mandatory retirement age from 70 years to 62 years
69 “Pro-government rally in Hungary, Jan. 21, 2012, Thecontrarianhungarian.wordpress.com, January 23, 2012, http://
thecontrarianhungarian.wordpress.com/2012/01/23/pro-government-rally-in-hungary-jan-21-2012/
70

“Hungarians protest against new Fidesz constitution,” BBC, January 3, 2012, http://bbc.in/tyltNa.

“Hungarian constitution is ‘not a toy’,” Marietta Le, March 7, 2013, http://globalvoicesonline.org/2013/03/07/hungarianconstitution-is-not-a-toy/

71

“Trying to get through: Hungarians send video messages to prime minister,” Marietta Le, March 31, 2013, http://
globalvoicesonline.org/2013/03/31/trying-to-get-through-hungarians-send-video-messages-to-prime-minister/.
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2012, http://europa.eu/rapid/press-release_IP-12-24_en.htm.
81

366

Case C-288/12, Commission v Hungary, October 12, 2013.

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Hungary

for judges and prosecutors, effectively sending 274 judges, including some on the Supreme Court,
into early retirement.82 In November 2012, the Court of Justice of the European Union ruled that the
early retirement of judges, prosecutors, and notaries was discriminatory.83 Prior to that, in July 2012,
the Hungarian Constitutional Court ruled that the early retirement provision was unconstitutional.84
In March 2013, the parliament accepted a law that gradually decreases the retirement age of judges,
prosecutors, and pensioners from 70 to 65 over the next 10 years.85
Another debated issue is related to a provision in the new civil code, which stipulates that a
photographer must obtain permission from the subjects in the picture when taking press photos
(except at public events).86 Industry experts argue that the law is too vague and obstructs the
profession of photojournalism, while the code’s proponents claim that this stipulation merely
confirms the courts’ practice.87 The ministry explains consent might happen with “implicit behavior,”
such as someone not objecting with waiving his or her hands. It is unclear how the judiciary will
interpret and apply this new provision, which could impact online and citizen journalists’ ability to
document newsworthy events; many judges themselves have stated that they do not know how to
rule on such cases.88
In May 2013, the parliamentary majority modified the freedom of information act89 within the span
of two days to restrict the accessibility of public data, claiming that some of the requests were
“excessive.”90 The president vetoed the bill, after which the draft was amended partly based on the
suggestions of the head of the Hungarian National Authority for Data Protection and Freedom
of Information. The amended law was passed and came into effect on June 21, 2013; however,
the law remained ambiguous and left the potential for requests for information to be denied
arbitrarily. According to the law, the data holders themselves can decide to reject requests that are
“overarching,” “invoice-based,” or “itemized.” The law does not define what these terms mean, leaving
it up to the data holder authority to make this determination.91
The new civil code (Act V of 2013), which came into effect on March 15, 2014, enables any member
of a national, ethnic, racial or religious group to enforce their personal rights.92 Some experts claim
that this will cause a landslide of court cases, as anyone can file a civil proceeding claiming that he
or she belongs to a certain group. Anyone harmed in his or her personal rights can ask the court to
82 “European Commission launches accelerated infringement proceedings against Hungary over the independence of its
central bank and data protection authorities as well as over measures affecting the judiciary” European Commission.
83
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declare that he or she was harmed, to place a ban on the unlawful activity, to claim a damnification
fee for the non-pecuniary damages caused, or to claim compensation.93
Critics of the 2010 media laws contend that the Media Council operates with unclear provisions and
imposes high fines and sanctions on media outlets,94 which might give rise to uncertainty and fear,
lead to self-censorship, and have a chilling effect on journalism as a whole. As of December 2013,
no online media outlet had been penalized for violating the new stipulations introduced by the
2010 media laws, and in December 2011, the Constitutional Court struck down several provisions
applicable to print and online outlets “but without touching on the organizational frames and
system of supervision.”95 In May 2012, the parliament modified the media regulation, ostensibly
in order to comply with the ruling of the Constitutional Court,96 but left the provisions regarding
high fines and the problematic nominating process for members of the Media Council. OSCE
Representative on Freedom of the Media Dunja Mijatovic warned that the amendments “only add to
the existing concerns over the curbing of critical or differing views in the country.”97
Hungarian law does not distinguish between traditional and online media outlets in libel or
defamation cases, and the criminal code stipulates that if slander is committed “before the public at
large,” it shall be punished by imprisonment of up to one year.98 The criminal code bans defamation,
slander, the humiliation of national symbols (the anthem, flag, and coat of arms), the dissemination
of totalitarian symbols (the swastika and red pentagram), the denial of the sins of national socialism
or communism, and public scare-mongering through the media.99 However, in February 2013, the
Constitutional Court ruled the ban on using totalitarian symbols unconstitutional,100 though the
parliamentary majority decided to include it again in revisions to the penal code in April 2013.
The new civil code, which took effect in March 2014, recognizes civil rights (including protection
against defamation) and bans the insulting of an individual’s honor.101 The new civil code introduced
a damnification fee for non-pecuniary damages caused by violating civil rights.102 Libel cases
demonstrate that the courts generally protect freedom of expression, except when there is a
conflict with another basic right. Defamation cases have decreased since a 1994 Constitutional
Court decision, which asserted that a public figure’s tolerance of criticism should be higher than
an ordinary citizen’s.103 However, the new civil code includes a provision that may limit the free
93

Act V of 2013, Art. 2:51–53.

“Hungarian media laws Q&A,” Article 19, August 2011, http://www.article19.org/data/files/medialibrary/2714/11-09-01REPORT-hungary.pdf.
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discussion of public affairs in cases where the human dignity of a public figure is violated.104 Some
fear that the provisions of the new civil code could result in a slew of slander and libel cases initiated
by anyone, including public figures, who can claim that their dignity has been harmed.
Prior to 2008, the penal code was rarely used in cases of defamation or slander.105 More recently,
criminal investigations of online activities have become a growing phenomenon. In November
2012, the police launched an investigation based on comments that appeared on Nepszava.hu106
and the news site Hir24.hu107 that criticized Ferenc Papcsák, a former Fidesz member of parliament
and mayor of a district in Budapest. The police ordered the release of the personal data connected
to these comments, including the users’ internet protocol (IP) and email addresses, although in
the case of the latter site, commenters log-in via Facebook rather than providing a username or
email address. In another case involving online libel, an article was published in October 2012
on Delmagyar.hu—the online version of the regional daily Délmagyarország—about a lethal
car accident involving János Lázár, a Fidesz MP. Lázár claimed that some of the comments left
on the online article were an affront to his human dignity. Though the editorial board removed
the comments in question, the MP launched a libel case based on the penal code as well as a
civil proceeding against the publisher to claim compensation for the non-pecuniary damages
caused.108 In July 2013, the publisher was ordered to pay HUF 500,000 (approximately US$2,220)
as compensation to Mr. Lázár based on an out-of-court settlement.109 The penal proceeding is still
pending.
In January 2013, a blogger named Tamás Polgár, alias “Tomcat,” was condemned for incitement and
received a suspended prison sentence of one year and two months based on the penal code110 for a
2009 blog post in which he called upon readers to “beat up Gypsies,” during a time when six Roma
people had been killed in a case of serial murders.111 This was the first case since the democratic
transition in which someone has been prosecuted under the penal code for material they posted
online. The sentence was suspended for five years, and in June 2013, a judge modified the penalty
to 50 days of community service.112
Generally, users who wish to comment on a web article need to register with the website by
providing an email address and username, or they need to use a Facebook login. The operator of
a website may be asked to provide the authorities with a commenter’s IP address, email address,
104
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or other data in case of an investigation.113 Additionally, to sign a contract with a mobile phone
company, users must provide personal data upon purchase of a SIM card.114 Encryption software
is freely available without government interference; Pretty Good Privacy (PGP), a data encryption
program, is often used by investigative journalists.115
National security services can “gather information from telecommunications systems and other
data storage devices” without a warrant.116 The authorities have allegedly installed black boxes on
ISP networks.117 Secret services can access and record communication transmitted via ICTs, though
a warrant is required.118 There is no data on the extent to which, or how regularly, the authorities
monitor ICTs. In June 2012, colleagues of the Eötvös Károly Institute (EKINT) issued a complaint
to the Constitutional Court requesting the annulment of the provision that allows the justice
minister overseeing the work of the Counter Terrorism Center to approve the secret surveillance of
individuals.119 They argued against the constitutionality of the provision and that such surveillance
should be tied to the approval of a judge rather than a minister.120 The Constitutional Court rejected
the complaint, and EKINT has since stated that it plans to address the complaint to the European
Court of Human Rights.121 Meanwhile, Hvg.hu filed a data request to the Ministry of Justice asking
how many times the minister has provided permission for the Counter Terrorism Center to gather
data secretly.122
Privacy International found that Hungarian law enforcement agencies are connected with at least
one surveillance technology company,123 and that several government agencies attended the ISS
World surveillance trade shows over the years.124 Citizen Lab also reported finding a FinFisher
Command & Control server in Hungary,125 though it is not clear whether the server is operated by
the government or other actors.126
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Borbala Toth, “Mapping Digital Media: Hungary,” Open Society Foundations, February 2012, p. 50, http://www.
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“Hungary – Privacy Profile,” Privacy International, January 22, 2011, https://www.privacyinternational.org/reports/hungary.
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“Nem csak az USA szeme lát mindent: kormányzati kémprogram Magyarországon,” [Not only USA can see everything:
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According to the Electronic Communications Act, electronic communications service providers127 are
obligated to “cooperate with organizations authorized to perform intelligence information gathering
and covert acquisition of data.”128 Additionally, the act states that “the service provider shall, upon
the written request from the National Security Special Service, agree with the National Security
Special Service about the conditions of the use of tools and methods for the covert acquisition of
information and covert acquisition of data.”129
In accordance with the EU Directive 2006/24/EC on data retention, ISPs and mobile phone
companies in Hungary must retain user data for up to one year, including personal data, location,
caller phone numbers, the duration of phone conversations, IP addresses, and user IDs for
investigative authorities and security services.130 There is no data on the extent of these activities,
even though there is a legal obligation to provide the European Commission with statistics of the
queries for data made by the investigating authorities.131 However, in April 2014, the European Court
of Justice declared the EU Data Retention Directive invalid, causing a number of countries within the
EU to rethink their data retention legislation.
Bloggers, ordinary ICT users, websites, or users’ property are not generally subject to extralegal
intimidation or physical violence by state authorities or any other actors. In October 2012, there was
one physical attack against a journalist of Index.hu, whose nose was broken by an extreme-right
protester at an anti-government rally.132
Technical attacks are common in Hungary, perpetrated primarily be non-state actors against
government websites, though no major attacks were reported during the coverage period. In
response to Hungary’s 2010 media laws, the international hacker group Anonymous posted a
video on YouTube threatening the Hungarian government with a cyberattack in August 2011.133
Since then, the group rewrote the new Hungarian constitution on the website of the Constitutional
Court,134 and several government sites, including that of the National Board Against Counterfeiting
and the personal website of the Minister of State for Education, were disrupted via distributed
denial-of-service (DDoS) attacks in early 2012.135 Additionally, the website of Közgép, a construction
company that frequently wins public procurements, was attacked on September 5, 2012.136 Three

Electronic service providers provide electronic communications service, which means a “service normally provided
against remuneration, which consists wholly or mainly in the conveyance, and if applicable routing of signals on electronic
communications networks, but exclude services providing or exercising editorial control over the content transmitted using
electronic communications network; it does not include information society services, defined under separate legislation, which
do not consist primarily in the conveyance of signals on electronic communications networks,” Act C of 2003, Art. 188, par. 13.
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days later, several Hungarian members of Anonymous were arrested,137 although the accused were
discharged to prepare for the defense. In January 2013, the websites of Prime Minister Viktor Orbán
(Miniszterelnok.hu, Orbanviktor.hu) were also hacked by Anonymous.138

“Elfogták a magyar Anonymous tagjait” [Hungarian members of Anonymous were captured], Index.hu, September 8,
2012, http://index.hu/belfold/2012/09/08/elfogtak_a_magyar_anonymus_tagjait/.
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“Feltörték Orbán honlapját” [Orbán’s site got hacked], Index.hu, January 23, 2013, http://index.hu/tech/2013/01/23/
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2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

1

1

Limits on Content (0-35)

1

1

Violations of User Rights (0-40)

4

4

TOTAL* (0-100)

6

6

300,000
97 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

The proposed law to ban online pornography has not been implemented, and
no changes to this legislation have been formally proposed since the change in
government in 2013 (see Limits on Content).

•

The crowdsourced, non-binding draft constitution has been stalled after the change in
government (see Limits on Content).

•

The Icelandic Modern Media Initiative, which aims to transform Iceland into a global
free-speech safe haven, has progressed very slowly since its start in 2010 (see
Violations of User Rights).
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Introduction
Iceland has one of the highest rates of internet and social media use in the world, according to the
World Economic Forum.1 In the wake of the country’s financial collapse in 2008 when the three major
banks went bankrupt, social media platforms such as Facebook were integrated into the process
of creating a new crowdsourced constitution,2 but the process has stalled after the change in
government following the parliamentary election on April 27, 2013.3 Internet and digital media play
a vital role in Icelandic society, and Iceland is an international leader when it comes to focusing on
free speech and online media. In June 2010, the Icelandic parliament launched a new media initiative
protecting free speech, aiming to make Iceland a safe haven for journalists and whistleblowers,4
though its progress has been stalled since the change in government.5 Similarly, there have been no
new developments regarding the plan for banning pornographic content online, originally proposed
by the former minister of the interior, Ögmundur Jónasson in February 2013, since the change in
government.6

Obstacles to Access
Iceland is one of the most connected countries in the world, with the highest percentage of
households in Europe with access to the internet. According to the International Telecommunication
Union (ITU), Iceland had an internet penetration rate of nearly 97 percent in 2013, compared to 91
percent in 2008,7 with only a minimal difference in usage between the capital region and the other
regions of the country.8 This is the highest percentage of internet users of all European countries,
compared to an average internet penetration rate of 72 percent within the European Union.9
Iceland has been connected to the internet since 1989 via the NORDUnet in Denmark. The following
year, a leased line to NORDUnet in Sweden was established, and the link was gradually upgraded.
The Nordic connection was supplemented in 1997, when ISnet established a direct connection
to Teleglobe in Canada, which was upgraded when the line was moved to New York in 1999.10 In
1998, broadband connections were put into operation, and by 2006, slightly less than 90 percent of
Icelandic households had internet access. The percentage of households with high speed internet
connections, such as ADSL or SDSL, has increased greatly in recent years.11 In 2007, the Icelandic city

1

World Economic Forum, “The Global Information Technology Report 2013,” http://bit.ly/10UMw8u.

Robert Robertson, “Voters in Iceland Back New Constitution, More Resource Control,” Reuters, October 21, 2012, http://www.
reuters.com/article/2012/10/21/us-iceland-referendum-idUSBRE89K09C20121021.

2

3

Email interview with former employee at the Icelandic Media Commission, Jan 29, 2014.

4

International Modern Media Institute, https://immi.is/.

5

Email interview with former employee at the Icelandic Media Commission, Jan 29, 2014.

6

Email interview with employee from the Icelandic Ministry of the Interior, February 6, 2014

International Telecommunication Union (ITU), “Percentage of individuals using the internet,” 2013 & 2008, http://www.itu.
int/en/ITU-D/Statistics/Pages/stat/default.aspx.

7

8

Statistics Iceland, http://www.statice.is.

9

Statistics Iceland, http://www.statice.is.

10

Cathy Newman, “Iceland Internet Diffusion,” http://www1.american.edu/carmel/cn9463a/iceland.htm.

Birgir Gudmondsson, “Media Landscapes – Iceland”, European Journalism Centre, 2010, http://ejc.net/media_landscapes/
iceland.
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of Seltjarnes became the first municipality in the world where every citizen has access to fiber-optic
internet service.12
The price of accessing the internet via computers and mobile phones is very affordable: a basic
internet subscription with 1 GB of data costs around ISK 3,990 per month (approximately US$34),
and a basic mobile phone connection with 500 Mb of data costs around ISK 590 per month
(approximately US$5),13 while the average monthly salary is approximately ISK 560,000 (US$4,800).14
Icelanders are frequent internet users, with 91 percent connecting to the internet daily or almost
daily. A vast majority of the population (78 percent) is connected via broadband, and a growing
number (21 percent) are connected via fiber-optics.15 According to the ITU, Iceland had a mobile
phone penetration rate of 108 percent as of 2013.16 In addition, mobile phones are widely used to
access the internet, and 58 percent of Icelanders have a mobile connection of 3G or faster, which is a
significant increase from 44 percent in 2012. In total, 63 percent of Icelanders access to the internet
via a mobile connection.17 Furthermore, 82 percent of individuals use social networks, 13 percent use
professional networks, 86 percent read online news, and 90 percent use online banking. Icelandic
enterprises have the highest usage of social media in Europe (59 percent); in addition, 15 percent of
the enterprises have a blog and 19 percent use multimedia platforms to share content.18
Iceland has multiple channels connecting the country to the international internet, including
connections to the international backbone through three submarine cables: FARICE-1, DANICE, and
Greenland Connect. The Reykjavik Internet Exchange point, which exchanges internet traffic among
internet service providers (ISPs) located in Iceland, is operated independently of the government by
the top-level domain registry ISNIC.
Síminn is the main internet and telecommunications operator in Iceland and runs fixed-line and
mobile voice call services, as well as internet services and broadband television. Síminn is based on
a merger between Landssími Íslands, which was privatized in 2005, and the company Skipti ehf. Of
the ISPs in Iceland, Síminn holds the largest market share (50.6 percent), followed by Vodafone (32.2
percent), Tal (9.8 percent), Hringdu (3.1 percent) and other companies comprising the remaining 4.3
percent. Regarding market share in mobile broadband, Síminn is the leading provider with almost
half of the market share (47 percent), followed by Nova (25 percent), Vodafone (24.5 percent), and
Tal (3.4 percent).19
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Idega-website, “Seltjarnes,” http://www.idega.is/pages/vidskiptavinir/seltjarnarnes/?iw_language=en.
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Síminn Iceland: http://www.siminn.is/english/mobile/mobile-internet/.
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Statistics Iceland, “Wages,” http://bit.ly/19JQxja

Post and Telecom Administration, “Statistics on the Icelandic Electronic Communications Market for the First Half of 2013,”
http://bit.ly/LE0us9
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International Telecommunication Union, “Mobile-cellular subscriptions,” 2013, http://www.itu.int/en/ITU-D/Statistics/Pages/
stat/default.aspx

16

Statistics Iceland, “Information technology,” 2003-2013, accessed August 2014, http://www.statice.
is/?PageID=1241&src=https://rannsokn.hagstofa.is/pxen/Dialog/varval.asp?ma=SAM07202e%26ti=Internet+connections+and
+access+devices+in+households+2003-2013%26path=../Database/ferdamal/UTnettenging/%26lang=1%26units=PERC.
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Statistics Iceland, accessed August 2014, http://www.statice.is.

The Post and Telecom Administration, “Statistics on the Icelandic Electronic Communications Market for the First Half of
2013,” http://bit.ly/LE0us9
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The main regulatory body governing information and communication technologies (ICTs) in Iceland
is the Post and Telecom Affairs (PTA), which is an independent center under the direction of the
Ministry of the Interior. The PTA supervises development, logistics, and fair competition in the field
of telecommunications networks. Decisions of the PTA may be referred to the Rulings Committee
for Electronic Communications and Postal Affairs. The minister of the interior appoints the three
members of the Appellate Committee, following the nomination by the Supreme Court. The
chairman and vice chairman must comply with the competence qualifications applying to Supreme
Court judges. The members of the committee are appointed for a period of four years.20 In addition
to the PTA, the Ministry of the Interior is responsible for the legal matters relating to online content.
A new media law was established on September 1, 2011 that continued to stir debate in subsequent
years.21 While the intention of the law was to create greater press freedom through a comprehensive
framework governing broadcast, press, and online media, it also established an oversight body,
the State Media Commission. According to the law, the minister of education, science and culture
appoints five people to the Media Commission for terms of four years at a time. Two representatives
are appointed in accordance with a nomination by the Supreme Court, one in accordance with
a nomination by the standing Committee of Rectors of Icelandic Higher Education Institutions,
and one in accordance with a nomination by the National Union of Icelandic Journalists. The fifth
member is appointed by the minister without an outside nomination.22
The Media Commission has no authority to deal with media concentration issues (a major concern of
public debate in Iceland), but new legislation was put forth in 2013 that would give the Competition
Authority oversight responsibility in consultation with the Media Commission. The bill was passed
as an amendment to the new media law in March 2013. The amendment gives the Competition
Authority other means and measures to deal with competition cases when media companies are
concerned. Thus, the Competition Authority can look at issues such as plurality and whether there
will be a decrease in newsrooms resulting from mergers and acquisitions, for example. According
to the bill, the Media Commission shall in such cases give its opinion from a media authority’s
perspective. The commission has extensive powers to impose fines on media outlets, as well as
require media outlets to register with a detailed “editorial strategy” that outlines their own set of
rules for editorial independence in cooperation with the Association of Journalists or a similar entity.
In 2012, all media companies had to set such rules as part of the self-regulation process, and no
decisions have yet been made regarding online media by the Icelandic Media Commission.23 The
role of the Media Commission has been widely discussed, but there have been no changes to the
amendment.24

Limits on Content
Access to information and online communication is free from government interference. Iceland is
not a member of the European Union; however, since the country is part of the European Economic
20

The Post and Telecom Administration, “Rulings Committee,” http://www.pfs.is/Default.aspx?cat_id=146.

21

Email interview with former employee at the Icelandic Media Commission, Jan 29, 2014.

22

Fjolmidlanefnd, “The Media Commission,” http://fjolmidlanefnd.is/english/.

23

Fjolmidlanefnd, “The Media Commission,” http://fjolmidlanefnd.is/english/.

Email interview with former employee at the Icelandic Media Commission, Jan 29, 2014 and email interview with employee
at the Ministry of Education, Science and Culture, February 28, 2014.
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Area, it has agreed to follow legislation regarding consumer protection and business law similar to
other member states, which leaves the legal status of file-sharing websites such as Pirate Bay up
for debate.25 In April 2013, the Pirate Bay website relocated to Iceland after the Swedish authorities
attempted to seize its domains, giving it an “.is” domain name.26 Within a week of the move, however,
the site chose to relocate again to a top level domain registered in the Caribbean, even though ISNIC
stated it had no intention of trying to seize the domain. In fact, the chief technology officer of ISNIC
stated that even if they received a court order from the Swedish authorities, ISNIC would “legally
fight attempts to use the domain name registry system to police/censor the net,” believing that such
methods of combatting illegal content are “ineffective, wrong and dangerous to the stability of the
DNS as a whole,” highlighting Iceland’s liberal approach to regulating online content.27
According to Icelandic law, the registrant is responsible for ensuring that the use of the domain is
within the limits of the law.28 In April 2013, the Icelandic Supreme Court confirmed the Reykjavík
District Court’s ruling ordering Valitor (the Icelandic partner of Visa and MasterCard) to remove the
unlawful block on donations to the website for the organization WikiLeaks or face daily fines of ISK
800,000 (US$7,000).29 Valitor started processing payments promptly after the Supreme Court order.30
Similar to other Nordic countries, ISPs in Iceland filter websites containing child pornography. The
ISPs collaborate with the Icelandic Save the Children Barnaheill and participate in the International
Association of Internet Hotlines (INHOPE) project.31 In addition, pornography in general is illegal
in Iceland, although the ban is not strongly enforced. In 2013, the previous minister of the interior,
Ögmundur Jónasson, proposed two new bills to the parliament in order to uphold and reinvigorate
an existing law banning pornography and gambling online that is rarely enforced and vaguely
worded. The ban focused on pornography that is defined as violent and degrading material, and a
committee of experts was tasked with exploring how a ban on pornography could be enforced—for
example, by making it illegal to pay for pornographic material with Icelandic credit cards, or by
creating a national internet filter and a blacklist of websites that contain pornographic content.32
Opponents led by Icelandic Member of Parliament and free speech activist Birgitta Jónsdóttir
deemed that the ban would limit free speech online, a position that was supported by academics
and free speech advocates from outside Iceland in an open letter to the Icelandic minister of the
interior.33 The plan for banning pornographic content online has been stalled since the change in
government during the parliamentary election on April 27, 2013. Since then, there have been no
changes to the relevant legislation, and no changes have been formally proposed.34
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OpenNet Initiative, “Nordic Countries,” https://opennet.net/research/regions/nordic-countries.
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ISNIC Domain Registration Rules, https://www.isnic.is/forms/nyjar_reglur_en.pdf.
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Ian Steadman, “Icelandic Court Declares WikiLeaks Donation Ban ‘Unlawful,’” Wired, April 27, 2013: http://bit.ly/12NeQvx.

Omar R. Valdimarsson, “WikiLeaks Sees Credit Cards Donations Return after Court Riling,” Bloomberg, May 9, 2013, http://
bloom.bg/1gSOodq
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INHOPE website, http://www.inhope.org.
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“Banning the Sex Industry - Naked Ambition,” The Economist, April 20, 2013, http://econ.st/12q1wwM.
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IceNews, “Iceland’s Porn Ban Effort Draw Fire from Abroad,” March 17, 2013, http://bit.ly/1lFHkD2
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Email interview with an employee from the Icelandic Ministry of the Interior, February 6, 2014
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Social media platforms such as YouTube, Facebook, Twitter, and international blog hosting services
are freely available and are used by a large part of the population. Iceland has the second highest
number of Facebook users based on population percentage: 72 percent of the population has an
account. Women make up 52 percent of users and men 48 percent, and the social networking site
is mostly used by people aged 25-34, followed by people aged 18-24.35 A poll among politicians
running in the May 2010 municipal elections showed that many considered Facebook to be
the second most important medium during the election for reaching the general public in their
municipalities, second only to local newspapers.36
ISPs and content hosts are not held responsible for the content they host or transmit. Claims
regarding intellectual property rights are handled by the Icelandic Patent Office, which is
substantially dependent on international cooperation, and Iceland is party to a number of
international agreements in this field. Moreover, as a member of the World Trade Organization
(WTO), Iceland has adapted legislation to the provisions of TRIPS (Trade-Related Aspects of
Intellectual Property Rights). Furthermore, the Agreement on the European Economic Area has led
to several legislative amendments in Iceland that align with the directives and regulations of the
European Union.
Icelandic law number 30/2002 establishes a system of takedown notices for IP addresses or other
online content that violates the law, in accordance with the Directive 2000/31/EC of the European
Parliament. During the previous parliamentary session, Minister of the Interior Ögmundur Jónasson
presented a bill to ban online gambling by prohibiting Icelandic credit card companies from
processing payments to gambling websites; however, the bill was not passed.37 The Ministry of the
Interior is responsible for handling matters related to online content, and the appeals process for
disputing the removal of content goes through the independent courts in Iceland.
Self-censorship is not a widespread problem in Icelandic online media, and there are very few
instances of government or partisan manipulation of online content.
Iceland has a vibrant digital sphere, and almost all traditional media, including print, radio, and
television, offer versions of their content online. The websites of some newspapers, like the daily
Morgunbladid, are among the most popular Icelandic-language sites.38 Internet banking is widely
used, and a large majority of Icelanders (90 percent) are online bank users. E-governance initiatives
have been successful in Iceland, and Iceland Statistics states that approximately 75 percent of the
population obtained information from the websites of public authorities in 2012.39 In recent years,
public institutions have started a migration process from proprietary software to free and open

35

Rebecca Louder, “Iceland Ranks Second in Facebook Users”, The Reykjavík Grapevine, April 4, 2013, http://bit.ly/1f2bQy1

Birgir Gudmondsson, “Media Landscapes – Iceland”, European Journalism Centre, 2010, http://ejc.net/media_landscapes/
iceland.
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Information from the Icelandic Patent Office, www.els.is.

Birgir Gudmondsson, “Media Landscapes – Iceland”, European Journalism Centre, 2010, http://ejc.net/media_landscapes/
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39 Iceland Statistics, “Individuals communicating with public authorities via the internet, 2008-2013,” accessed August
2014, http://www.statice.is/?PageID=1241&src=https://rannsokn.hagstofa.is/pxen/Dialog/varval.asp?ma=SAM07403e%26ti
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software.40 The government promotes the use of digital signatures and electronic filing, and the use
of digital signatures is supported through legislation such as the Public Administration Act. Digital
signatures are in the process of being integrated further into the public administration.41
The popularity of social media sites like Facebook was used to engage the population in the
process of redrafting the Icelandic constitution over the past few years. The original and existing
constitution is an almost exact copy of the Danish constitutional text, which was adopted when
Iceland gained independence from Denmark in 1944. In the wake of the Icelandic financial crisis in
2008, the population demanded an extensive review of the country’s constitution.42 A 25-member
council consisting of ordinary residents helped draft a new constitution and worked through sixteen
versions in four months based on 16,000 comments from Icelandic citizens using social media
platforms such as Facebook, Twitter, and YouTube.43 A majority of the population voted for the
draft constitution in a national referendum on October 20, 2012.44 In November 2013, the prime
minister appointed a committee on constitutional affairs to continue the work with the constitution
in accordance with an agreement reached by parliamentary parties. Four committee members
were nominated by parties in government and four by parties in the opposition. The chairman was
appointed by the prime minister without previous nomination. The committee is to have regard
for work done in recent years, including the work of “the Constitutional Council” in 2011 and is to
inform the relevant parliamentary committee on its progress. The aim is to present a bill before the
next elections.45
Social and online media were widely used in the recent parliamentary elections, which saw a
historically large number of parties running for parliament. In particular, small parties with limited
resources saw digital media as an inexpensive way to inform voters about their political agenda.
During the 2013 campaign, the Icelandic Pirate Party, led by Birgitta Jónsdóttir, exclusively used
online media to disseminate its platform supporting media freedom with a focus on the internet.46

Violations of User Rights
Iceland has a strong tradition of protecting freedom of expression that extends to the use of the
internet. Both the media law and the ambitious Icelandic Modern Media Initiative aim to enhance
the use of online media.
Freedom of expression is protected under Article 73 of the Icelandic constitution.47 In June 2010,
following the 2008 financial crisis and inspired by the whistleblower website WikiLeaks, the Icelandic
ePractice EU, “Public administration in Iceland is moving to open source,” April 5, 2012, http://www.epractice.eu/en/
news/5351796.
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46

Interview with employee at the Icelandic Media Commission, May 17, 2013.

47

Constitution of the Republic of Iceland, http://www.government.is/constitution/.
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parliament approved a resolution on the Icelandic Modern Media Initiative, which aims to create a
global safe haven with legal protection for the press, bloggers, and whistleblowers.48 As of 2014, the
reform process of the ambitious initiative is progressing very slowly, although source protection has
been implemented into law.49 Another bill on secrecy clauses for civil servants, lawyers, and others is
being discussed in parliament. The current secrecy clauses are very opaque, and the initiative is part
of the ongoing process of establishing protection for whistleblowers.50
The minister of education, science and culture has appointed a committee of experts to report
on online and offline challenges and propose recommendations for the promotion of freedom
of expression and information. Appointed in 2012,51 the committee is tasked with drafting a
whistleblower protection law, reviewing the articles on defamation in the penal code, and looking
into source protection and communications protection.52 Since the change in government in 2013,
however, there has been very little progress concerning the initiative.53
The Icelandic media law, which came into effect in September 2011, established several legal
protections for journalists that extend to the online sphere, including editorial independence from
media service providers’ owners and the protection of anonymous sources.54
There has been great concern about libel laws in recent years with regard to both online and offline
media. Journalists consider the court’s practice with regard to libel laws to be too rigid, leading
to lawsuits that aim to silence critical press. According to Article 51 of the Icelandic Media Law,
journalists can no longer be held responsible for potentially libelous quotes from sources, but can
only be held responsible for their own content. 55 Since the change to the media law, there has been
a decrease in libel cases.
The government does not place any restrictions on anonymous communication. No registration is
required when purchasing a SIM card in Iceland.
Following revelations that U.S. and UK intelligence agencies have been collecting and storing
massive amounts of user data from online communications around the world, free speech activists
in Iceland such as Birgitta Jónsdóttir expressed concern that Iceland’s efforts to protect journalists
and whistleblowers from the threats of surveillance may ultimately prove ineffective.56 Iceland is part
of a greater international surveillance network that cooperates with the activities of the “Five Eyes
alliance”—the intelligence operations agreement between the United States, the United Kingdom,
Australia, Canada, and New Zealand.57

48

IFEX, “Authorities Create a Safe Haven for Press”, June 23, 2010: http://www.ifex.org/iceland/2010/06/23/safe_haven/

49

International Modern Media Institute, https://immi.is.

50

Interview with Icelandic Member of Parliament, February 24, 2014

51

Email interview with former employee at the Icelandic Media Commission, Jan 29, 2014.

52

Interview with employee at the Icelandic Media Commission, May 17, 2013.

53

Email interview with former employee at the Icelandic Media Commission, Jan 29, 2014.

54

Article 24 and Article 25, The Icelandic Media Law, April 20, 2011, http://bit.ly/15C05KS.

55

The Icelandic Media Law, April 20, 2011, http://bit.ly/15C05KS.

Alex Hern, “NSA surveillance hinders Iceland’s attempts to be a haven for free speech,” Guardian, November 19, 2013,
http://www.theguardian.com/technology/2013/nov/19/nsa-surveillance-iceland-free-speech.

56

Carly Nyst, “The Five Eyes Fact Sheet,” Privacy International, November 26, 2013, https://www.privacyinternational.org/
news/blog/the-five-eyes-fact-sheet.

57
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Currently, the Electronic Communications Act of 2003 implements data retention requirements
mandated by Iceland’s inclusion in the European Economic Area.58 The law applies to
telecommunication providers and mandates the retention of records of all connection data for
six months. It also states that companies may only deliver information on telecommunications in
criminal cases or on matters of public safety, and that such information may not be given to anyone
other than the police or the public prosecution.59
There have been no physical attacks against bloggers or online journalists in Iceland. In December
2013, Iceland experienced its most serious cyberattack to date, when a Turkish computer hacker
cracked Vodafone’s website.60 Since June 2013, the Icelandic National CERT, operating within the
Post and Telecom Administration in Iceland, has been the national center point for cyber security
incidents and participates in international efforts and cooperation.61

58

Electronic Communications Act, March 26, 2003, http://bit.ly/MfiatW.

59

Icelandic Media Initiative, https://immi.is/index.php/projects/immi.

60 Ingibjórg Rósa Bjórnsdóttir, “Biggest Cyber Attack in Iceland,” Grapevine, December 3, 2013, http://grapevine.is/Home/
ReadArticle/Biggest-Cyber-Attack-On-Iceland.
61
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India
2013

2014

Population:

1.28 billion

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

15 percent

Obstacles to Access (0-25)

15

13

Limits on Content (0-35)

12

10

Violations of User Rights (0-40)

20

19

TOTAL* (0-100)

47

42

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
yy India became the third largest internet consumer base in the world in 2013, after China
and the United States (see Obstacles to Access).

yy The Supreme Court is assessing the constitutionality of provisions in the IT Act and secondary legislation that restrict content and criminalize speech online (see Limits on Content and Violations of User Rights).

yy The Supreme Court curtailed arrests for online expression under the IT Act, though five
criminal complaints were filed for social media posts (see Violations of User Rights).

yy The Central Monitoring System, a mass surveillance program which enables real-time
monitoring of digital communication, is being put in place without judicial oversight (see
Violations of User Rights).
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Introduction
The Bharatiya Janta Party (BJP) replaced the Indian National Congress-led government after a sweeping electoral victory in 2014, and its leadership candidate Narendra Modi was sworn in as prime
minister on May 26.1 Reports of online content manipulation rose before the polls, but discourse and
social media campaigning remained robust on all sides. Blocks on content, thought to disturb public
order, declined in comparison to the previous coverage period.
The regulatory framework that governs the internet in India is at a pivotal moment. The Information
Technology Act 2000 (IT Act), which was amended in 2008, provides a legal framework for internet
use. Section 66A of the IT Act criminalizes a wide range of speech and led to several arrests for social media posts in 2012 and early 2013. However, detentions declined in the past year in the wake
of negative publicity, as well as intervention from the government and Supreme Court. Several petitioners have challenged parts of the IT Act, including rules introducing potential criminal liability
for intermediary companies for content posted by third parties, as unconstitutional in the Supreme
Court. The court’s decision in these cases will be critical to the protection of freedom of expression
online in India.
Legislation and procedures to effectively protect privacy, meanwhile, remain lacking, and the scope
of a privacy law currently being drafted is unclear. Allegations of procedural abuses by state officials
in surveillance cases have emerged in the states of Himachal Pradesh and Gujarat, in the latter while
the present prime minister was chief minister. Partly in response to these scandals, the government
tightened procedures in January 2014, saying officials must issue interception orders to telecommunications providers in written form, though they still require no warrant or judicial oversight. At the
same time, news reports from 2013 and 2014 indicate that the government is continuing to develop
the Central Monitoring System. This ambitious nationwide surveillance program allows authorities
to monitor individuals’ digital communications directly without issuing orders to service providers,
written or otherwise.

Obstacles to Access
With around 200 million users2—nearly 150 million active at least once a month—India became the
third largest internet consumer base in the world in 2013 after China and the United States.3 None-

1

“Narendra Modi takes oath as India’s 15th Prime Minister,” Indian Express, May 26, 2014, http://indianexpress.com/article/india/politics/live-narendra-modi-swearing-in-ceremony-today-may-26/.

2

“Internet Users in India Crosses 200 Million Mark”, IAMAI Press Release, November 13, 2013, http://www.iamai.in/PRelease_detail.
aspx?nid=3222&NMonth=11&NYear=2013; There were almost 250 million subscribers. See, “The Indian Telecom Services Performance
Indicators January-March 2014”, Telecom Regulatory Authority of India, July 30th, 2014, 30. http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator%20Reports%20-%20Mar-14.pdf.

3

“India is now world’s third largest internet user after U.S., China”, The Hindu, August 24, 2013, http://www.thehindu.com/sci-tech/
technology/internet/india-is-now-worlds-third-largest-internet-user-after-us-china/article5053115.ece; “IAMAI internet in India 2013”,
Internet and Mobile Association of India, p. 1-3, http://www.iamai.in/introductionres.aspx.
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theless, internet penetration remained low at an estimated 15 percent.4 India has a comparatively
low broadband adoption rate, and access speeds are among the slowest in the Asia Pacific region.5
Mobile penetration was higher at 71 percent.6 Over 230 million subscribers accessed the internet using their phones in 2013.7 Sixty-five percent of active urban internet users were mobile customers in
urban areas.8 In 2013, more providers brought parity for data connection charges on 3G and earlier
2G networks.9 Bharti Airtel is the only carrier to launch 4G service so far.10 Devices remain expensive.
Information and communication technology (ICT) access was among the world’s most affordable in
2013, according to a World Economic Forum and INSEAD report, which ranked India sixth least expensive out of 144 countries for the average per-minute cost of mobile calls,11 and third for monthly
fixed broadband subscriptions.12 In local terms, however, the cheapest available yearly broadband
connection, INR 588 to INR 661 ($10-$11), still represents a significant chunk of the average per capita income.13 which was estimated at INR 39,168 ($655) for 2012 and 2013.14
Inadequate infrastructure is an obstacle to access. India had 75 million households without access
to electricity in 2013.15 In 2013, less than half of India’s internet users were from rural areas.16 Less
than 19 percent of households and 20 percent of schools in rural India had computers in 2013,17 and
internet access via cybercafes is declining nationwide as the number of venues shrank dramatically
in the past two years. While the exact count for the coverage period is not known, an industry expert
estimated the number of operational cafes declined from 75,000 in 2013 to 55,000 in 2014.18 How4

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://bit.ly/14IIykM. The Broadband Commission for Digital Development ranked India 145th out of 200 countries assessed for in terms of percentage of people using
the internet. “The State of Broadband 2013: Universalizing Broadband”, The Broadband Commission, September, 2013, p. 97-98, http://
www.broadbandcommission.org/documents/bb-annualreport2013.pdf.

5 India was ranked 55 out of the 76 countries surveyed in the “The State of the internet 3rd Quarter 2013 Report”, Akamai, January
2014, 22-23, http://www.akamai.com/dl/akamai/akamai-soti-q313.pdf?WT.mc_id=soti_Q313.
6

International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2013.”.

7

“The Indian Telecom Services Performance Indicators January-March 2014”, Telecom Regulatory Authority of India, July 30th, 2014, 30.
http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator%20Reports%20-%20Mar-14.pdf.

8

IAMAI internet in India 2013, Internet and Mobile Association of India, p. 13, http://www.iamai.in/introductionres.aspx.

9

Deepali Gupta, “Telecom companies launch price war in data services”, Times of India, November 13, 2013, http://timesofindia.indiatimes.com/tech/tech-news/telecom/Telecom-companies-launch-price-war-in-data-services/articleshow/25684286.cms.

10

“Another 2 years before 4G takes off in India: Experts”, The Times of India, June 30, 2014, http://timesofindia.indiatimes.com/tech/
tech-news/Another-2-years-before-4G-takes-off-in-India-Experts/articleshow/37518886.cms.

11

Beñat Bilbao-Osorio, SoumitraDutta, and Bruno Lanvin (Eds.), “Global Information Technology Report 2013”, World Economic Forum
and INSEAD, 2013, p. 320, http://www3.weforum.org/docs/WEF_GITR_Report_2013.pdf.

12

Beñat Bilbao-Osorio, SoumitraDutta, and Bruno Lanvin (Eds.), “Global Information Technology Report 2013”, World Economic Forum
and INSEAD, 2013, p. 321, http://www3.weforum.org/docs/WEF_GITR_Report_2013.pdf.

13

“Top 5 internet plans by price for India”, Internet Compared India, http://www.internet-compared.com/; “Postpaid Broadband Tariff
Plans”, http://mtnldelhi.in/broadband/postpaid_broadband_tariff_plans.htm; “Detailed information for MTNL Delhi :TriB 49”, Internet
Compared India,http://www.internet-compared.com/info/india/mtnl_delhi/trib_49/1230/.

14

“Provisional Estimates of Annual National Income, 2012-13 and Quarterly Estimates of Gross Domestic Product, 2012-13”, Press
Information Bureau, May 31, 2013, http://mospi.nic.in/mospi_new/upload/nad_pr_31may13.pdf.

15

“7.5 cr Indian households without access to electricity: Report”, The Financial Express, February 4, 2014, http://www.financialexpress.
com/news/7-5-cr-Indian-households-without-access-to-electricity--Report/1221026; DebjaniGhosh ,“India still out of the Net”, The Hindu, March 24, 2013, http://bit.ly/14hfEuu.

16

“IAMAI internet in India 2013”, Internet and Mobile Association of India, p. 2, http://www.iamai.in/introductionres.aspx.

17

“Annual Status of Education Report (Rural) 2013 Provisional”, Annual Status of Education Report, January 15, 2014, p. 279, http://img.
asercentre.org/docs/Publications/ASER%20Reports/ASER_2012/fullaser2012report.pdf.

18
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ever, the number of government-sponsored common service centers (CSCs) providing ICT access
along with government, financial, social, and private sector services passed 90,000 in 2011 and continued to rise in 2013.19 Meanwhile, Bangalore became the first Indian city to introduce free Wi-Fi
hotspots in January 2014,20 followed by Patna in February.21 Users have to authenticate their registration via mobile phones.22
Low digital literacy and limited English also impede access. While online content is available in 17
Indian languages,23 over 100 remain unrepresented. 24 Seventy-five percent of internet users in 2013
were under 35.25 The digital gender divide is also pronounced, with women consisting of only 39
percent of internet users.26 One 2013 survey found that 9 out of 10 mobile internet users in India
were men.27
Twelve submarine cables connect India to the global internet. Six are consortium owned; the rest are
private.28 Cable-landing stations, where submarine cables meet the mainland, often impose hefty
fees on internet service providers (ISPs); however, lower charges came into effect in 2013.29 As of
2012, there were 10 such landing stations in India, of which 5 were owned by Tata Communications
and 2 by Bharti Airtel.30 News reports said India’s Competition Commission would probe the two
companies for monopolizing the market in 2012, but no investigation was announced.31
Over 80 percent of telecommunications towers are privately owned.32 Market share was split between Indus Towers, a joint venture between Bharti Airtel, Vodafone, and Idea Cellular (32 percent);
19

“About Common Services Centres Scheme Scheme,” http://csc.gov.in/; Common Service Centers and cybercafes are the main point
of access for 40 percent of the active internet population in rural India. See, Internet and Mobile Association of India, p. 13, http://www.
iamai.in/introductionres.aspx.

20

RadhikaIyer, “Bangalore becomes first Indian city to have free wifi hotspots”, NDTV, http://www.ndtv.com/article/cities/bangalorebecomes-first-indian-city-to-have-free-wifi-hotspots-475164.

21

SubhashPathak, “Patna will have world’s longest free Wi-Fi zone: Bihar govt”, Hindustan Times, February 20, 2014, http://www.hindustantimes.com/india-news/patna-will-have-world-s-longest-free-wi-fi-zone-bihar-govt/article1-1186263.aspx.

22

“Bangalore: India’s first city to get free public Wi-Fi”, Times of India, January 24, 2014, http://timesofindia.indiatimes.com/tech/technews/Bangalore-Indias-first-city-to-get-free-public-Wi-Fi/articleshow/29347577.cms.

23

Indian Newspapers, http://www.onlinenewspapers.com/india.htm.

24

“Speakers’ strength of languages and mother tongues”, Census 2001, http://www.censusindia.gov.in/Census_Data_2001/Census_
Data_Online/Language/Statement1.aspx; “IAMAI internet in India 2013”, Internet and Mobile Association of India, p. 15-16, http://www.
iamai.in/introductionres.aspx.

25

“India Digital Future in 2013”, ComScore, 22 August 2013, p.13, available at: http://www.comscore.com/Insights/Presentations_and_
Whitepapers/2013/2013_India_Digital_Future_in_Focus.

26

“India Digital Future in 2013”, ComScore, 22 August 2013, p.14, available at: http://www.comscore.com/Insights/Presentations_and_
Whitepapers/2013/2013_India_Digital_Future_in_Focus. This paper indicates that the proportion of women online in India is significantly
lower than other BRIC countries (with China at 45 percent, Russia at 52 percent and Brazil at 49 percent).

27

“The Mobile Internet Consumer – India,” 2013, Mobile Marketing Association, http://bminewsletter.com/mailer/Mobile-internet-Consumer-India.pdf.

28

The six are: Bharat Lanka cable System, EIG, IMEWE, SEA-ME-WE 3,SEA-ME-WE4, and SAT3/WACS/SAFE See, “Consultation Paper
on Access Facilitation Charges and Co-location Charges at Cable Landing Stations”, TRAI, March 22, 2012, http://www.trai.gov.in/WriteReaddata/ConsultationPaper/Document/Consultation_paper_on_CLS.pdf.

29 “TRAI Specifies Access Facilitation Charges for Submarine Cable Landing Stations”, Ministry of Communication and Information
Technology, December 21, 2012, http://pib.nic.in/newsite/erelease.aspx?relid=91106.
30

“Consultation Paper on Access Facilitation Charges and Co-location Charges at Cable Landing Stations”, TRAI, March 22, 2012,
http://www.trai.gov.in/WriteReaddata/ConsultationPaper/Document/Consultation_paper_on_CLS.pdf.

31

Thomas K Thomas, “Cable landing points: Tata Comm, Airtel under competition panel lens”, http://www.thehindubusinessline.com/
industry-and-economy/info-tech/cable-landing-points-tata-comm-airtel-under-competition-panel-lens/article3862930.ece.

32 “Indian Telecom Tower Industry: Consolidation Round the Corner”, ICRA, February 2011, available at: http://www.icra.in/Files/ticker/
Telecom%20_notel.pdf.
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BSNL (15 percent); and Reliance Infratel (15 percent), according to 2011 figures.33 Bharti Infratel, a
subsidiary of Bharti, is one of the largest tower infrastructure providers.34
The top 10 ISPs hold almost 98 percent of the total internet subscriber base,35 though there were 350
ISP license holders reported in 2014.36 In the wired market, state-owned providers BSNL and MTNL
are dominant,37 with BSNL holding almost 72 percent of the market as of March 2014.38 However, in
the wireless internet market private companies have met with more success. In 2014, Bharti was the
leading wireless operator, with 25 percent of the market, followed by Vodafone with 21 percent.39 Financial requirements are not considered a barrier to entry into the service provider market.40
In 2011, the Indian government introduced rules under Section 79 of the IT Act requiring cybercafes
to obtain a government-issued ID number in addition to a license, as well as to register and monitor
customers.41 Critics said the rules were “poorly framed,”42 but penalties for non-compliance are not
clear, and enforcement has reportedly been patchy. (CSCs are exempt, and operate under separate
guidelines.43)
The Indian government does not routinely block the protocols or tools that allow for instant, person-to-person communication, though it sometimes limits ICT connectivity and usage during times
of unrest. Within the reporting period, mobile internet access in Jammu and Kashmir was suspended
for a day on July 18, 2013 after violent protests erupted in the state following unconfirmed reports
that Indian border security guards had desecrated a copy of the Quran at a local religious seminary.44
Internet services offered by multiple cellular companies, including the 3G networks of BSNL, Airtel,
and Reliance, were disconnected in Jammu and Kashmir from August 10 to August 15 during clashes

33 “Indian Telecom Tower Industry: Consolidation Round the Corner”, ICRA, February 2011, available at: http://www.icra.in/Files/ticker/
Telecom%20_notel.pdf.
34

“Bharti and Reliance Jio announce comprehensive telecom infrastructure sharing arrangement”, December 10, 2013, http://www.
airtel.in/about-bharti/media-centre/bharti-airtel-news/corporate/bharti-and-reliance-jio-announce-comprehensive-telecom-infrastructure-sharing-arrangement.

35

“The Indian Telecom Services Performance Indicators January-March 2014”, Telecom Regulatory Authority of India, July 30th, 2014,
32. http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator%20Reports%20-%20Mar-14.pdf.

36

“Licensing of internet Services”, http://www.dot.gov.in/data-services/internet-services.

37

“The Indian Telecom Services Performance Indicators January-March 2014”, Telecom Regulatory Authority of India, July 30th, 2014,
34. http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator%20Reports%20-%20Mar-14.pdf.

38

“The Indian Telecom Services Performance Indicators January-March 2014”, Telecom Regulatory Authority of India, July 30th, 2014,
34. http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator%20Reports%20-%20Mar-14.pdf.

39

“The Indian Telecom Services Performance Indicators January-March 2014”, Telecom Regulatory Authority of India, July 30th, 2014,
34. http://www.trai.gov.in/WriteReadData/PIRReport/Documents/Indicator%20Reports%20-%20Mar-14.pdf.

40

The cost of a Unified Licence (for all services) is an entry fee of $2.44 million with a Performance Bank Guarantee of $3.6 million
and Financial Bank Guarantee of $7.1 million. The license-seeker is also required to have a minimum equity of $4.07 million and minimum net-worth of $0.47 million. For individual services, the entry fee and the guarantees depend on the services. See, “Guidelines for
Grant of Unified License”, January 8, 2014, http://www.dot.gov.in/licensing/unified-license.

41

Department of Information Technology, “Information Technology (Guidelines for Cyber Cafe) Rules, 2011,” http://deity.gov.in/sites/
upload_files/dit/files/GSR315E_10511(1).pdf; “Notification”, Ministry of Communications and Information Technology, March 16, 2012,
http://deity.gov.in/sites/upload_files/dit/files/GSR153E_242012.pdf.

42

Bhairav Acharya, “Comments on the Information Technology (Guidelines for Cyber Cafe) Rules, 2011,” Center for Information and
Society, March 31, 2013, http://bit.ly/13KCBY5.

43

“The Commercial Terms and Instructions to Bidders”, 5.8-Guidelines for delivering B2C services rule (iv), October 9, 2006, p. 60
http://deity.gov.in/content/common-services-centrescsc.

44

“Journalists attacked by Police In Kashmir, internet And 3G Suspended”, Reporters without Borders, July 23, 2013, http://en.rsf.org/
india-journalists-attacked-by-police-in-23-07-2013,44961.html.
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between Hindu and Muslim communities in Kishtwar in the aftermath of the Eid festival.45 On February 8, 2014, the Jammu and Kashmir government partially blocked internet services for one day, after
a local group proposed a commemorative strike for Afzal Guru, who was controversially convicted
and executed in 2013 for conspiracy in an attack on the Indian Parliament.46 In March, the Press Trust
of India said the Defense Ministry was seeking “interception and selective banning” of mobile internet in “terrorist hot spots” in the state.47
The Ministry of Communication and Information Technology’s Department of Telecommunications
(DoT) manages the overall development of the telecommunications sector, licenses internet and mobile service providers, and manages spectrum allocation.48 The Department of Electronics and Information Technology (DEITY) formulates policy relating to information technology, electronics, and the
internet.49 Internet protocol (IP) addresses are regulated by the Indian Registry for Internet Names
and Numbers.50 Since 2005, the registry has functioned as an autonomous body within the not-forprofit National Internet Exchange of India.51
The independent Telecom Regulatory Authority of India (TRAI) was created in 1997 to regulate
the telecom, broadcasting, and cable TV sectors.52 The Telecom Regulatory Authority of India Act
mandates transparency in the exercise of its operations, which include monitoring licensing terms,
compliance, and service quality.53 Its reports are published online, usually preceded by a multi-stakeholder consultation.54 A 2000 amendment to the act established a three-member Telecommunications Dispute Settlement and Appellate Tribunal chaired by a former senior judge.55 The TRAI, which
criticized government departments in 2013, is perceived to be largely free of official influence.56

45

“No internet in Kashmir: Media, Professionals and Students continue to suffer”, Free Press Kashmir, August 13, 2014, http://freepresskashmir.com/no-internet-in-kashmir-media-professionals-students-continue-to-suffer-090113/.

46

“Internet Block from Midnight”, Kashmiri Dispatch, February 8, 2014, http://www.kashmirdispatch.com/headlines/080220524-kashmir-govt-to-block-internet-from-midnight.htm.

47

Defence Ministry seeks selective ban on mobile Internet in J&K, Business Standard, March 11, 2014, http://www.business-standard.
com/article/pti-stories/defence-ministry-seeks-selective-ban-on-mobile-internet-in-j-k-114031100760_1.html.

48

See, http://www.dot.gov.in/about-us/profile.

49

See, http://deity.gov.in/content/functions-deit.

50

IRINN Policy Version 1.0, available at: http://www.irinn.in/pages/static/IRINN_V1.pdf.

51

http://www.irinn.in/pages/static/about_us.html.

52

“ICT Sector Information: Country Profile India”, Commonwealth Telecommunications Organisation, http://www.cto.int/media/ICT-data/india.pdf.

53 Section 11(4), The Telecom Regulatory Authority of India Act, 1997; Snehashish Ghosh, “The Telecom Regulatory Authority of India
Act, 1997”, The Centre for internet & Society, March 15, 2013, http://cis-india.org/telecom/resources/trai-act-1997.
54 See “DTH operators should provide inter-operability of STBs, says TRAI Chairman”, The Economic Times, December 10 , 2013, http://
articles.economictimes.indiatimes.com/2013-12-10/news/45035128_1_dth-operators-dth-licence-dth-service-providers; “TRAI Releases
Draft of: ‘the Telecom Commercial Communications Customer Preference (Fifteenth Amendment) Regulations, 2014’for Comments from
the Stakeholders”, \ Government World, January 29, 2014, http://www.government-world.com/trai-releases-draft-of-the-telecom-commercial-communications-customer-preference-fifteenth-amendment-regulations-2014-for-comments-from-the-stakeholders/; http://
www.trai.gov.in/Content/CONSULTATION/0_CONSULTATIONS.aspx.
55 The tribunal was empowered to adjudicate between licensor (DoT) and licensee; between two or more service providers; between
a service provider and a group of consumers; and to hear appeals against TRAI decisions. See, Section 14, The Telecom Regulatory Authority of India Act, 1997.
56 See “Auction 3G Spectrum After New Govt Takes Charge: Trai”, The Indian Express, February 11, 2014, http://www.newindianexpress.
com/business/news/Auction-3G-Spectrum-After-New-Govt-Takes-Charge-Trai/2014/02/11/article2050942.ece1#.Uv-DC_mSykM.
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The Supreme Court has ruled on regulation issues in the past, and said in 2012 that a “first come,
first served” model of allocating spectrum was arbitrary.57 In October and November 2013, industry
players accused the regulator of favoring incumbent 2G providers and setting auction prices too
high.58 Lucrative 2014 auctions for two 2G spectrum bands were perceived as fair.59

Limits on Content
Content blocking in the name of maintaining public order declined during the coverage period, as
did over-broad copyright restrictions documented in past reports. The constitutionality of Section 69A
of the IT Act, under which blocking orders are issues, is being challenged before the Supreme Court.
Guidelines for intermediaries issued under the act face similar legal challenges. Reports of online content being manipulated for political purposes rose in early 2014 in anticipation of the general election,
but did not significantly distort discourse or suppress mobilization.
Blocking of websites takes place under Section 69A of the IT Act, and secondary legislation passed
in 2009 entitled the Information Technology (Procedure and Safeguards for Blocking for Access of
Information by Public) Rules (“Blocking Rules”). The Blocking Rules empower the central government to direct any agency or intermediary to block access to information when satisfied that it is
“necessary or expedient so to do” in the interest of the “sovereignty and integrity of India, defense
of India, security of the state, friendly relations with foreign states or public order or for preventing
incitement to the commission of any cognizable offence relating to above.”60 Intermediaries failing to
comply are punishable with fines and prison terms up to seven years.61
The Blocking Rules apply to orders issued by government agencies, who must appoint a “nodal officer” who sends the requests to the “designated officer,” and demonstrate that they are necessary
or expedient under Section 69A.62 The designated officer chairs a committee which includes senior
representatives of the law, home affairs, and information ministries, and the nodal agency for cybersecurity, the Indian Computer Emergency Response Team (CERT-IN).63 The designated officer issues
orders approved by the committee to service providers or government agency; the committee must
also notify the host of contested content of the request.64 In emergencies and upon written recommendations from the designated officer, the secretary of DEITY may issue blocking orders directly,

57 Center for Public Litigation and others v. Union of India (Writ Petition (Civil) No. 423 of 2010) with Dr. Subramaniun Swamy v. Union
of India and Others (Writ Petition (Civil) No. 10 of 2011), see: http://judis.nic.in/supremecourt/imgs1.aspx?filename=39041.
58

“Decision on spectrum pricing next week: Department of Telecom”, The Economic Times, October 29, 2013, http://articles.economictimes.indiatimes.com/2013-10-29/news/43495866_1_cdma-spectrum-mhz-base-price; Eileen Yu, “GSMA rebukes India’s decision
on 2G Spectrum Pricing”, ZDNET, http://www.zdnet.com/in/gsma-rebukes-indias-decision-on-2g-spectrum-pricing-7000023123/.

59 ShishirAsthana, “What is the Spectrum auction all about?”, The Business Standard, February 7, 2014, http://www.business-standard.
com/article/companies/what-is-spectrum-auction-all-about-114020700227_1.html; “Spectrum sale exceeds expectations”, The Hindu,
February 13, 2014, http://www.thehindu.com/business/Industry/spectrum-sale-exceeds-expectations/article5685140.ece.
60

Section 69A(1), The Information Technology Act, 2008.

61

Section 69A(3), The Information Technology Act, 2008.

62

Rule 6, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.

63

Members must be of the rank of joint secretary or above see Rule 7, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.

64
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but the content must be unblocked if the designated officer does not obtain the review committee’s
approval within 48 hours.65
Indian courts can order content blocks without this review process. The designated officer is required to implement the court order after submitting it to the secretary of DEITY. In reply to a Right
to Information request, DEITY said the information ministry received a total of 130 court orders to
block web content between February 2009 and December 2013.66
Implementation appears to depend on the technological capacity of ISPs. In the past, ISPs tampered
with domain names to block content, so entire websites could be affected by a request pertaining
to a single webpage.67 However, many are becoming more sophisticated. In July 2013, Citizen Lab
reported 90 instances of PacketShaper technology being used in India, 53 on public networks.68
PacketShaper can delay some or all packets carrying specific information, 69 so that users seeking to
access it experience unreliable service and give up.70
The 2011 cybercafe rules stated that cybercafes “may” install commercial filtering software “to avoid
access to the websites relating to pornography, obscenity, terrorism and other objectionable materials.”71 It is not clear how many complied.
ISPs are not legally required to inform the public of blocks and the IT Act provides for no appeal. In
fact, the Blocking Rules mandate that executive blocking orders be kept confidential.72 A January
2014 transparency report issued by Verizon stated that the Indian government required the company to block access to websites, but was precluded by law from identifying how many blocking
requests were received.73 Court orders can theoretically be challenged in a higher court, but internet
users are not consistently notified of their implementation.74
The scale of blocking is consequently difficult to assess. In February 2014, the minister of communication and information technology told parliament that 62 URLs were blocked in 2013 through the
government process under Section 69A for “hosting objectionable information” with “potential to
disturb” public order.75 A news report separately said 26 URLs—many on social media—were blocked
65

Rule 9, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009.

66

Reply to the RTI Application filed by Sarvjeet Singh at Centre for Communication Governance at National Law University, Delhi to
the Department of Electronics and Information Technology, E-Security Division, March 25, 2014 (On record with the authors).

67 OpenNet Initiative, Country Profile: India, p. 304, 9 August 2012, http://access.opennet.net/wp-content/uploads/2011/12/accesscontested-india.pdf.
68 “Some Devices Wander by Mistake: Planet Blue Coat Redux”, Available as part of data set for Morgan Marquis-Boire, Collin Anderson, JakubDalek, Sarah McKune, and John Scott-Railton, , July 9, 2013. The data set may be accessed at https://docs.google.com/spreadsheet/pub?key=0AtJqKcMmUwTKdEMxMDk4VV80em1mclRqVzFDeGN5VEE&output=html.
69

Traffic Shaping, http://searchnetworking.techtarget.com/definition/traffic-shaping.

70

T. Ramachandran, “Indian ISPs too resorting to censorship”, The Hindu, February 9, 2013, http://www.thehindu.com/todays-paper/
tp-national/indian-isps-too-resorting-to-censorship/article4395907.ece.

71

Rule 6(5), Information Technology (Guidelines for Cyber Cafe) Rules, 2011.

72

Rule 16, Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009

73

“Verizon Releases Transparency Report”, January 22, 2014, http://newscenter.verizon.com/corporate/news-articles/2014/01-22-verizon-releases-transparency-report/.

74

Melody Patry, “Index on censorship digital freedom India: Digital freedom under threat?”,Xindex, November 2013, p. 9, http://www.
indexoncensorship.org/2013/11/india-online-report-freedom-expression-digital-freedom-1/.

75

See “Govt asks social networking sites to block 1,299 URLs”, The Mint, http://www.livemint.com/Politics/xtpjfYq0UoSx6haja5alkK/
Govt-asks-social-networking-sites-to-block-1299-URLs.html
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on September 10, 2013 and another 82 blocked on September 18 after violence flared between Hindu and Muslim communities in the Muzaffarnagar district of Uttar Pradesh.76 Blocks related to public
order declined compared to 2012, when a total of 362 URLs were blocked, 312 of them in a single
instance in response to communal violence in the northeast, according to the minister.77
Blocking based on court orders, however, increased in 2013. The minister said the government asked
social networking sites to block 1,299 URLs in compliance with court orders between January 2013
and January 31, 2014, compared to 8, 21, and 352 URLs in 2010, 2011 and 2012, respectively.78
Separately in June 2013, news reports citing a government spokesperson said 39 websites had been
ordered to be blocked for obscenity, based on a court order.79 Currently, there is no law against viewing pornography with the exception of creating, transmitting or browsing child pornography, though
both the IT Act and the penal code prohibit the production and transmission of “obscene material.”80
Many limits on content remain obscure. In June 2013, observers noted some ISPs were blocking at
least two image hosting websites and a political blog hosted on a United Kingdom-based service;81
the reason for these apparent blocks is not known.82
Efforts to combat this lack of transparency are ongoing. As of May 2014, the case of Common Cause
versus Union of India was pending before the Supreme Court. The petitioners challenged the constitutionality of Section 69A, citing the opaque procedure among other problems.83 In a separate petition, the NGO People’s Union for Civil Liberties (PUCL) called the Blocking Rules unconstitutional.84
That case has been joined with other pending Supreme Court petitions.
Content is also affected by takedown requests to service providers. In the first half of 2013, Google
received 16 court orders to take down content and complied with 38 percent; it also received 147
requests from executive and law enforcement agencies, complying with 18 percent. 85 Twitter’s
transparency report for the period from July to December 2013 documents 8 takedown notices from
India, with a 13 percent compliance rate.86

76

The blocks took place soon after violence broke out but were “not necessarily related to the Uttar Pradesh riots alone.” See, Shalini
Singh, “ISPs lack tools to block communal content on web”, The Hindu, September 26, 2013, http://www.thehindu.com/news/national/
isps-lack-tools-to-block-communal-content-on-web/article5168432.ece.

77

“Govt demands social networking sites to block 1,299 websites”, Business Standard, February 12, 2014,
http://www.business-standard.com/article/pti-stories/govt-asks-social-networking-sites-to-block-1-299-urls-114021201126_1.html

78

http://164.100.47.132/LssNew/psearch/QResult15.aspx?qref=151935 ; See “Govt asks social networking sites to block 1,299 URLs”,
The Mint, http://www.livemint.com/Politics/xtpjfYq0UoSx6haja5alkK/Govt-asks-social-networking-sites-to-block-1299-URLs.html

79

Javed Anwar, “Govt goes after porn, makes ISPs ban sites”, Times of India, June 27, 2013, http://www.siliconindia.com/news/technology/ISPs-Block-39-Pornographic-Websites-In-India-Following-Govt-Order-nid-149637-cid-2.html.
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Section 67, The Information Technology Act 2000.

81 L. Gopika, “The trend of blocking URL’s on ISP’s continues in India?”,Spicy IP, June 19, 2013, http://spicyip.com/2013/06/the-trendof-blocking-urls-on-isps.html.
82 Apurva Chaudhary, “Updated: Filesharing Sites Uploaded.net, Ul.to, Stooorage& Blog On Politics Blocked On Some ISPs”, Medianama, June 26, 2013, http://www.medianama.com/2013/06/223-filesharing-sites-uploaded-net-ul-to-stooorage-blog-on-politics-blockedon-some-isps/.
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Common Cause v. Union of India [W.P.(C) No. 21 of 2013], http://sflc.in/common-cause-vs-union-of-india-w-p-c-no-21-of-2013/.

84

PUCL v. Union of India [W.P.(Crl) No. 199 of 2013]; http://sflc.in/pucl-v-union-of-india-w-p-crl-no-199-of-2013/.

85 The company reported 38 court orders and 122 executive orders from July to December 2012, with 53 and 30 percent compliance
rates, respectively. See, Google; Google Transparency Report; Requests to Remove Content; From Governments; “July to December 2012;”
“January to June 2013,” http://www.google.com/transparencyreport/removals/government/countries/.
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A 2008 IT Act amendment protected technology companies from legal liability for content posted to
their platforms by others, with reasonable exceptions to prevent criminal acts or privacy violations.87
However, Intermediaries Guidelines issued in 2011 required intermediaries to remove access to certain content within 36 hours of receiving actual knowledge of it, whether via an individual complaint
or proactive screening.88 The range of content covered by the rules is particularly broad.89 In March
2013, a parliamentary standing committee recommended clearer definitions of prohibited content,
expressing concern that the ambiguity could lead to censorship without due process and harassment of intermediaries.90
In March 2013, DEITY clarified that intermediaries only need to acknowledge complaints within 36
hours, and are subsequently free to address them within a month. 91 Technically the intermediary
may refuse to remove the content without liability, but their decision can be challenged in court. If a
judge decides that the information ought to have been taken down, the intermediary would be liable to fines or imprisonment, depending on the alleged offence, just like the individual who posted
the content. Given these possible penalties, the framework incentivizes intermediaries to take down
content, even in response to illegitimate complaints92.
In 2011, a journalist filed a criminal complaint against 21 internet firms for hosting content he considered offensive.93 Some had the charges dismissed on technical grounds.94 In May 2013, the Ministry of Home Affairs told a Delhi court that U.S. authorities had refused to serve a legal summons to
11 U.S.-based companies in relation to this case, and the prosecution effectively stalled.95 Civil complaints against intermediaries are also being heard by Indian courts, including one against several
internet firms filed by Islamic scholar Aijaz Arshad Qasmi in 2011.
Other petitions pending before the Supreme Court have challenged the Intermediary Guidelines. In
Rajeev Chandrashekhar versus Union of India, a member of parliament called the guidelines arbitrary and overbroad. 96 In MouthShut.com versus Union of India, a local web company argued that
they force intermediaries to screen and censor online content. 97 In PUCL versus Union of India, the

87

Section 79, The IT (Amendment) Act 2008; Section 72A, IT (Amendment) Act, 2008.

88

Rule 3, Information Technology (Intermediaries Guidelines) Rules, 2011,; Pritika Rai Advavi, “Intermediary Liability in India”, http://
www.epw.in/special-articles/intermediary-liability-india.html.

89 It covers content that is harassing, blasphemous, defamatory, obscene, pornographic, pedophilic, libelous, invasive of another’s
privacy, hateful, racially or ethnically objectionable, disparaging, relating to or encouraging money laundering or gambling, or otherwise
unlawful. See, Rule 3, Information Technology (Intermediaries Guidelines) Rules 2011.
90 “Thirty First Report on the Information Technology Rules, 2011”, Parliament of India, Committee on Subordinate Legislation, March
22, 2013, para 25-26, http://www.prsindia.org/uploads/media/IT%20Rules/IT%20Rules%20Subordinate%20committee%20Report.pdf.
91 Government of India , Ministry of Communications and Information Technology, Department of Electronics & Information Technology, Clarification on The Information Technology (Intermediary Guidelines) Rules, 2011 under section 79 of the Information Technology
Act, 2000, March 18, 2013 http://deity.gov.in/sites/upload_files/dit/files/Clarification%2079rules%281%29.pdf.
92 RishabhDara, Intermediary Liability in India: Chilling Effects on Free Expression on the Internet 2011, April 10, 2012, http://cis-india.
org/internet-governance/intermediary-liability-in-india.
93

Amol Sharma, “Facebook, Google to Stand Trial in India,” Wall Street Journal, March 13, 2012, http://on.wsj.com/x7z1ZT.
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Pratap Patnaik and Bibhudatta Pradhan, “Indian Court Quashes Charges Against Microsoft on Content,” Bloomberg, March 19, 2012,
http://bloom.bg/x8qhvq; KulBhushan, “Web Censorship: Delhi Court Drops Google India, 7 Others From Lawsuit,” April 13, 2012, http://
www.thinkdigit.com/internet/Web‐censorship‐Delhi‐court‐drops‐Google‐India_9279.html.
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“US unable to execute summons to websites including Facebook, Google: MHA tells court”, The Economic Times, May 3, 2013,
http://articles.economictimes.indiatimes.com/2013-05-03/news/39009491_1_mutual-legal-assistance-treaty-the-mha-request.
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W.P.(C) No. 23 of 2013.
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W.P.(C).No. 217 of 2013.
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petitioners argued that the guidelines require private entities to adjudicate over content without
legislative guidance, and without notifying or hearing the party affected. The PUCL also iterated that
similar content is treated differently online than it would be offline. 98
Intermediaries can separately be held liable for infringing the Copyright Act 1957,99 under the law
and licensing agreements.100 A 2012 amendment limited liability for intermediaries such as search
engines that link to material copied illegally, but mandated that they disable public access for 21
days within 36 hours of receiving written notice from the copyright holder, pending a court order to
remove the link.101 Rules clarifying the amendment in 2013 gave intermediaries power to assess the
legitimacy of the notice from the copyright holder and refuse to comply.102 However, critics said the
language was vague.103
Since 2011, courts have blocked content relating to copyright violations through broad John Doe
(Ashok Kumar) orders, which can be issued preemptively and do not name a defendant.104 ISPs have
occasionally implemented them to block entire websites instead of individual URLs, whether or not
they were hosting pirated material.105 In 2012, the Madras High Court ruled that John Doe orders
should not be used to block entire websites,106 and the incidence of such orders declined in the reporting period. A December 2013 order from the Delhi High Court asked several ISPs to block sites
which illegally hosted the movie Dhoom 3 within 48 hours of receiving a written complaint from its
production house, Yashraj Films, but limited implementation to specified URLs.107 In January 2014,

98

W.P.(Crl) No. 199 of 2013.

99 In the Copyright Act, 1957, Section 51(a)(ii) read with Section 63 of Act the criminalizes use of any place for profit for the communication of the work to the public where such communication constitutes an infringement of the copyright, exempting only those who are
unaware or have no reasonable grounds for believing that such communication would constitute infringement of copyright. Moreover,
Section 51(b) read with Section 63 also prohibits sale, hire, or distribution to the prejudice of the copyright owner, as well as exhibition
in public and import to India of infringing copies also amount to infringement of copyright, with no exemptions. See, Pritika Rai Advani ,
“Intermediary Liability in India”, Economic & Political Weekly, December 14, 2013, Vol. XLVIII No. 50, p. 122.
100

The guidelines and license requirements for intermediaries also prohibit the carrying of communication that infringes copyright
or other intellectual property rights. Guideline 1.3(27), Guidelines and General Information for Grant of License for Operating internet
Services, http://www.dot.gov.in/data-services/internet-services; Unified License Agreement, Rule 38, http://www.dot.gov.in/sites/default/
files/Amended%20UL%20Agreement_0.pdf.

101

Specifically, any providers offering “transient or incidental storage of a work or performance purely in the technical process of
electronic transmission or communication to the public” through “links, access or integration.” See, Pranesh Prakash, “Analysis of the
Copyright (Amendment) Bill 2012,” 5Center for internet and Society, May 23, 2012, http://bit.ly/JSDMLg; Ministry of Law and Justice,
“Copyright (Amendment) Act 2012”, June 7, 2012, http://bit.ly/Kt1vlQ.

102

Ministry of Human Resource Development, “Copyright Rules 2013”, March 14, 2013, http://bit.ly/YrhCS5.

103

Chaitanya Ramachandran, “Guest Post: A Look at the New Notice and Takedown Regime Under the Copyright Rules, 2013”, Spicy
IP, April 29, 2013, http://bit.ly/16zSzWf.

104

Kian Ganz, “Update: Bombay HC Passes First Anti-piracy John Doe Order, as Law Firms Commoditise the New Vertical”, Legally
India, June 15, 2012, http://bit.ly/KIibkI. These orders are passed by virtue of the inherent powers of the court under Section 151 of the
Civil Procedure Code read with Rule 1 and Rule 2 of Order 39 of the Civil Procedure Code which deal with temporary injunctions.
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Ananth Padmanabhan, “Can Judges Order ISPs to block websites for Copyright Infringement”, January 30, 2014, Center for internet and Society, http://cis-india.org/a2k/blog/john-doe-orders-isp-blocking-websites-copyright-1.
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M/s. R.K. Productions Pvt. Ltd. v. Bharat Sanchar Nigam Limited & 19 Others, C.S.(OS) 208/ 2012 (June 22, 2012), The High Court
of Judicature at Madras (India).
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Yahsraj Films Pvt. Ltd. v. Cable Operators Federation of India and Ors. CS(OS) 2335/2013 Order dated December 2, 2013, http://
delhihighcourt.nic.in/dhcqrydisp_O.asp?pn=234845&yr=2013; High Court Restrains Cable Operators from illegally showing Dhoom 3,
Business Standard, December 2, 2013, http://www.business-standard.com/article/pti-stories/hc-restrains-cable-operators-from-illegally-showing-dhoom-3-113120201327_1.html
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YouTube blocked a video spoofing Rahul Gandhi, who headed the Congress party election campaign,
citing a copyright claim.108
In general, self-censorship is not widespread. Some internet users in conflict regions may avoid addressing sensitive political or religious issues which other journalists and activists report freely. Criminal penalties on online speech in India have had a “chilling effect” on online speech.109 At the same
time, outspoken blogs are widely visible and help inform the public. During the coverage period,
websites accused the mainstream media of failing to investigate a December 2013 car crash involving a vehicle owned by a powerful businessman.110
Economic forces also have the potential to influence online content. Paid news, or “advertorials,” are
common in the mainstream media, ranging from unclear disclosure of paid endorsements to bribery
and other kickbacks for coverage.111 In June 2013, Indian digital media website Medianama reported
this phenomenon had increased on digital platforms in the past three years.112
Political parties are often thought to be impacting content on the internet, and major ones mobilized thousands of supporters using social networks in advance of the 2014 election.113 The then-opposition BJP acknowledged operating 100 social media campaigners, several of them paid, for
posting under multiple IDs in early 2013, but denied allegations that they “flood the internet with
right-wing propaganda.”114 The Congress party launched a rival online campaign later in the year but
denied compensating participants.115 In November 2013, the Cobrapost news website exposed the
practice of politicians paying around two dozen specialized IT companies nationwide to artificially
boost their popularity and malign their opponents on social media. Their investigation particularly
accused the BJP of this conduct.116
Other political mobilization was more positive. The Aam Aadmi Party, which contested assembly
elections in New Delhi for the first time in 2013, used social media to mobilize voters extensively in

108

Kim Arora, “YouTube removes Rahul Gandhi’s spoof video”, The Economic Times, January 28, 2014, http://articles.economictimes.
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109
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presscouncil.nic.in/OldWebsite/Sub-CommitteeReport.pdf; Report on Paid News, Press Council of India, July 30, 2010,http://presscouncil.nic.in/OldWebsite/CouncilReport.pdf; Paranjoy Guha Thakurta, “Manufacturing News”, Economic and Political Weekly, April 2, 2011,
http://www.epw.in/commentary/manufacturing-news.html.
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saritharai/2013/07/25/in-indias-polarizing-election-of-2014-twitter-and-facebook-already-winners/.
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Kunal Pradhan, “Election #2014: As Cyber War Rooms Get Battle Ready, BJP and Congress are Reaching Out to a New Constituency Spread Across Social Media”, India Today, February 8, 2013, http://bit.ly/16DM9Rv.
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The Congress Party advertised for hiring persons to monitor what is going viral on the internet. See: “Congress to hire 50 social
media activists”, India Wires, July 18, 2013, http://indiawires.com/25099/news/national/congress-to-hire-50-social-media-activists/;
Congress spokespersons also acknowledged the need to counter right-wing propaganda on the internet through a more established
Internet presence. See: Niharika Mandhania, “Congress Prepares for Social Media Blitz”, Blog of the Wall Street Journal, August 19, 2013,
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their campaign.117 Its website had over a million likes on Facebook, ahead of Congress and second
only to the BJP.118 The party emerged with the second largest share of the vote and formed a government with the support of the Congress party, though it was less successful at the national stage
in 2014.119
The internet is increasing access to the public sphere in remote areas. The mobile news service
CGNetSwara allows people in rural areas of central India to submit and listen to audio news reports,
averaging 200 calls per day and driving the emergence of online reports on local issues which do
not reach the mainstream media.120 The Delhi-based company Gram Vaani operates a Mobile Vaani
initiative using an interactive voice response system to connect reports from mobile phone users to
stakeholders including governments or NGOs. In Jharkhand, it has over 100,000 users that call 2,000
times a day.121
Online media spurred social mobilization during the coverage period. In July 2013, the government
announced plans to regulate the sale of acid in response to an online petition launched by the survivor of an acid attack signed by more than 27,000 people.122 In January 2014, former Supreme Court
Justice A.K. Ganguly retired as chairman of the West Bengal Human Rights Commission after a lawyer published allegations of sexual harassment against him online.123 A powerful response from the
internet community lead to an official investigation into the incident,124 and a Supreme Court committee began accepting sexual harassment complaints submitted by email.125
After the Supreme Court’s reinstatement of the criminalization of homosexual intercourse in December 2013—previously lifted by a lower court—protests by members and supporters of the LGBTQI
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community made extensive use of the internet.126 A “Global Day of Rage” protest four days after the
verdict was largely coordinated on social media, spreading to 30 global cities.127

Violations of User Rights
Arrests under Section 66A of the IT Act declined during the coverage period after the Supreme Court
enforced a government advisory trying to restrict its abuse. Though at least five criminal complaints
regarding online content were filed, this marked an improvement over the previous reporting period.
Several legal challenges regarding the constitutionality of Section 66A are pending. Two scandals regarding state officials allegedly abusing their surveillance powers emerged in the states of Gujarat and
Himachal Pradesh, even as the central authorities continued to develop the Central Monitoring System,
which will allow officials to retrieve content and metadata from any electronic communication in India in real time. In July 2013, Blackberry said the Indian government is now able to access encrypted
emails and chats, excluding corporate communications.
The Constitution of India grants citizens the fundamental right to freedom of speech and expression,128 including the right to gather information and exchange thoughts with others within and
outside India.129 Press freedom has been read into the freedom of speech and expression.130 These
freedoms are subject to reasonable restrictions in the interests of state security, friendly relations
with foreign states, public order, decency and morality, contempt of court, defamation, incitement
to an offence, and the sovereignty and integrity of India. However these restrictions may only be imposed by a duly enacted law and not by executive action.131 The right to privacy has been read into
the right to life guaranteed by Article 21 of the constitution.132
The Indian Penal Code criminalizes several kinds of speech, and applies online. Individuals could be
punished with a jail term ranging from two to seven years for speech that is found to be seditious,133
obscene,134 defamatory,135 “promoting enmity between different groups on ground of religion, race,
place of birth, residence, language,”136 committing acts “prejudicial to maintenance of harmony,”137 or
consisting of statements, rumors, or reports that may cause fear, alarm, disturb public tranquility, or
promote enmity or ill will.138 Internet users are also subject to criminal punishment under the Official

126
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Secrets Act for wrongful communication of information which may have an adverse effect on the
sovereignty and integrity of India.139
The IT Act criminalizes online speech in particular. The act bans the publication or transmission of
obscene or sexually explicit content in electronic form, and the creation, transmission or browsing of
child pornography.140 Its infamous Section 66A criminalizes information that is grossly offensive, of
menacing character, any information which is false, but causes “annoyance, inconvenience, danger,
obstruction, insult, injury, criminal intimidation, enmity, hatred or ill will.”
Arrests for online communication under Section 66A declined during the coverage period, while
many earlier complaints were dropped or appeared to lapse. Although new complaints were filed,
the longest period of detention reported in relation to a social media post was two days.
The central government and the Supreme Court tried to restrict abuse under the IT Act with mixed
success. DEITY issued a January 2013 advisory restricting approval of Section 66A arrests to senior
police officers.141 Despite this, police in Andhra Pradesh arrested local PUCL president Jaya Vindhyala
in May 2013 for criticizing officials from Tamil Nadu on her personal Facebook account.142 She was
released after two days, but charges are pending.143
On May 16, 2013, the Supreme Court directed states and territories to comply with the DEITY advisory, and subsequently intervened in two cases.144 In August, police in Uttar Pradesh detained
scholar Kanwal Bharti for four hours under Section 66A in August after he posted Facebook comments in support of a civil servant who allegedly demolished an illegal mosque.145 The Supreme
Court required the Uttar Pradesh government to submit an explanation, but it has yet to respond.146
In November, cleric Hasan Raza Khan filed a criminal complaint in Uttar Pradesh under Section
66A against Bangladeshi writer Taslima Nasreen for using Twitter to criticize a meeting between a
prominent politician and a cleric instrumental in issuing a fatwa against her.147 The Supreme Court
restrained the police from arresting her, though the case remains pending.148
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Cases filed in 2014 involved social media comments about Narendra Modi and actor Aamir Khan’s
television show.149
There is limited opportunity for anonymity on the internet in India. Pre- and post-paid mobile customers have their identification verified before connections are activated.150 There is a similar legal
requirement to submit identification at cybercafes and while subscribing to internet connections.151
The effective implementation of privacy rights remains a significant issue. Communication surveillance may be conducted under the Telegraph Act,152 as well as the IT Act,153 to protect defense,
national security, sovereignty, friendly relations with foreign states, public order and to prevent incitement to a cognizable offence. Section 69 of the IT Act appears to add another broad category,
allowing surveillance for “the investigation of any offence.”154
The home secretary at the central or state level issues interception orders based on procedural safeguards established by the Supreme Court and rules under the Telegraph Act.155 These are reviewed
by a committee of government officials of a certain rank, and carried out by intermediaries.156 A
similar framework applies to the IT Act.157 Interception orders are not reviewed by a court, and are
limited to 60 days and renewable for a maximum of 180 days.158 In emergencies, phone tapping may
take place for up to 72 hours without this clearance, but records must be destroyed if the home secretary subsequently denies permission.159 Eight separate intelligence bodies are authorized to issue
surveillance orders to service providers under these circumstances.160
149
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Online intermediaries are required by law to “intercept, monitor, or decrypt” or otherwise provide
user information to officials.161 Where the Telegraph Act levied civil penalties for non-compliance
with an interception order,162 the IT Act carries a possible seven year jail term.163 Unlawful interception is punishable by just three years’ imprisonment.164
Some improvements to the framework have been made, including during the coverage period. On
January 2, 2014, the government issued “Standard Operating Procedures (SOP) for Lawful Interception and Monitoring of Telecom Service Providers,” which were viewed by journalists but not publicly
available.165 The procedures restricted interception to a service provider’s “chief nodal officer,” and
mandated that interception orders be in writing.166 Rules issued in 2011 under the IT Act increased
protection of personal data handled by companies.167 However, they do not apply to the government; critics say they create a burden on multinational companies, particularly in the context of the
outsourcing industry.168
Experts point out that despite these improvements, the framework is inadequate or inconsistent on
key points. In 2012, a government-appointed group of experts said the Telegraph and the IT Acts
are inconsistent with regard to “permitted grounds,” “type of interception,” “granularity of information that can be intercepted,” the degree of assistance from service providers, and the “destruction
and retention” of intercepted material.” These differences, it concluded, “have created an unclear
regulatory regime that is non-transparent, prone to misuse, and that does not provide remedy for
aggrieved individuals.”169 A privacy bill in draft since 2011 is still subject to internal discussion within
the Department of Personnel and Training.170 It is unclear when it will be tabled.
License agreements require service providers to guarantee the designated security agency or licensor remote access to information for monitoring; 171 ensure that their equipment contains necessary
software and hardware for centralized interception and monitoring; and provide the geographical
location, such as the nearest Base Transceiver Station, of any subscriber at a given point in time.172
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Under a 2011 Equipment Security Agreement that did not appear on the DoT website, telecom operators were separately told to develop the capacity to pinpoint any customer’s physical location
within 50 meters.173 “Customers specified by security agencies” were prioritized for location monitoring, with “all customers, irrespective of whether they are the subject of legal intercept or not,” to
be monitored by June 2014.174 The agreement remains effective, though various GSM operators are
lobbying for the clause to be removed from the license agreement after most failed to comply.175
Cybercafe owners are required to photograph their customers, follow instructions on how their cafes
should be set up so that all computer screens are in plain sight, keep copies of client IDs and their
browsing histories for one year, and forward this data to the government each month.176
ISPs setting up cable landing stations are required to install infrastructure for surveillance and keyword scanning of all traffic passing through each gateway.177 The ISP license bars internet providers
from deploying bulk encryption; restricts the level of encryption for individuals, groups or organizations to a key length of 40 bits;178 and mandates prior approval from the DoT or a designated officer
to install encryption equipment.179
Since 2011, officials have sought to prevent international providers from encrypting user communications,180 and required some, such as Nokia and BlackBerry, to establish local servers subject to
Indian law under threat of blocking their services.181 In July 2013, BlackBerry confirmed their “lawful
access capability” met “the standard required by the Government of India,” though business customers would be unaffected.182 Citing a government document, the Economic Times said the interception
173
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system would provide real time access to consumer data including email and web access. BlackBerry,
which is based in Canada, would train five officials in the system in Ontario, according to the Times.
Of the providers with BlackBerry access in India, the system was being installed by all but one, SSTL,
which discontinued its BlackBerry service.183 Others delayed, citing pricing negotiations with the
U.S.-headquartered company Verint Systems over the required software.184
The Indian government also seeks user information from international web-based platforms. Google
received 2,794 data requests from Indian government agencies from January to June 2014, a number
that has increased every reporting period since the first in 2009; Google complied with 61 percent
of the requests.185 Over the same period, Facebook said it had complied with 54 percent of 3,598
requests;186 Twitter said it had complied with 32 percent of 19 requests.187
Besides retrieving data from intermediaries, the government’s own surveillance equipment is becoming more sophisticated. A Central Monitoring System (CMS) which will allow government agencies
to intercept any online activities, phone calls, text messages and even social media conversations in
real time by directly accessing interception equipment on intermediary premises, has caused widespread concern.188 Execution of the CMS has been entrusted to the DoT’s Centre for Development of
Telematics.189 New reports differed as to when it would become operational,190 but at least one cited
significant technical shortcomings preventing the system from coming online in mid-2013.191 A minister told parliament in February 2014 it is being phased in over the next three years.192
The existing framework lends itself to misuse. On June 26, 2013 the Himachal Pradesh anticorruption
bureau filed a case against unidentified people under sections of the Telegraph Act and the IT Act in
relation to alleged surveillance abuse.193 The incumbent state Congress government said the previ-
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ous BJP administration tapped over 1,300 phones when the Home Department had authorized only
170 taps.194 Targets included the political opposition and journalists.195
In November 2013, investigative news websites Cobrapost and Gulail published allegations of illegal surveillance by the BJP state government of Gujarat in 2009.196 The sites said police, intelligence
officials, and telecommunications company employees flouted procedure to monitor the communications of an architect from Karnataka for at least two months. The Gujarat government is investigating the leak of audiotapes documenting the surveillance.197 There were no prominent instances
of physical attacks on bloggers, although there are reports of people being threatened with physical
violence in response to their speech online. Activist Kavita Krishnan was harassed online by a person
using the handle “@RAPIST,” while journalist Sagarika Ghose was repeatedly threatened with gang
rape on Twitter.198 The Criminal Laws Amendment Act in effect since February 2013 punishes cyber
stalking of women.199 It penalizes monitoring of internet usage or electronic communication resulting in a fear of violence, serious alarm, or distress with fines and jail terms from one to three years.
Cyberattacks did not systematically target opposition groups or human rights activists during the
coverage period, though one 2013 study ranked India as the fifth-most targeted country globally
by phishing attacks.200 Between July and September 2013, Indian companies suffered a loss of approximately US$53 million via 3,750 such attacks, which disguise malicious software as legitimate
emails.201 Hackers defaced tens of thousands of websites during the coverage period,202 a number
that has grown more than five times since 2007.203
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“Phishing scams cost Indian firms roughly $53 million in Q3 2013: EMC”, NDTV, December 3, 2013, http://gadgets.ndtv.com/internet/news/phishing-scams-cost-indian-firms-roughly-53-million-in-q3-2013-emc-453931.
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“Cyber Crime, Cyber Security and Right to Privacy”, Standing Committee on
Information Technology (2013-2014), February, 2014, ,http://164.100.47.134/lsscommittee/Information%20Technology/15_Information_Technology_52.pdf.
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“India ranks fifth amongst countries attacked by phishing in H1 2013”, CIOL, August 25, 2013, http://www.ciol.com/ciol/
news/194082/india-ranks-fifth-countries-attacked-phishing-h1-2013.
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

11

11

Limits on Content (0-35)

11

12

Violations of User Rights (0-40)

19

19

TOTAL* (0-100)

41

42

248.5 million
16 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

A Communications Ministry regulation could allow officials to block any online content
they define as “negative,” without oversight (see Limits on Content).

•

Charges filed under the defamation clause in the notorious Information and Electronic
Transactions Law increased from 10 in 2012 to 18 in 2013 (see Violations of User Rights).

•

In September 2013, the Defence Ministry reportedly spent $5.6 million on surveillance
equipment from UK-based security company Gamma TSE (see Violations of User Rights).
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Introduction
May 2014 saw Indonesia’s third election since the democratic transition in 1998 as 14 political parties competed for 500 legislative representative seats at the national level. In July, Jakarta Governor
Joko Widodo was elected the country’s seventh president.
The 1998 transition paved the way for stronger protection of human rights, including freedom of expression, through constitutional and legal reform. Vibrant civil society organizations continue to play
a major role in democratization, and economic development has increased the middle class population.1 Internet access continues to expand, though infrastructural challenges remain, while affordable
smartphones have helped embed digital communication in daily life.
With an estimated 64 million Facebook accounts, 20 million Twitter users, and 5 million active bloggers, the internet is transforming the social and political landscape in Indonesia.2 Social media political campaigns soared during the coverage period of this report, and were used for the first time
to forecast the election result.3 Major internet companies expressed their support for free and fair
elections. Twitter Director of Political Advertising Peter Greenberger visited Jakarta; Facebook created an election tracker;4 and Google designed an election theme for its Indonesian search page. Joko
Widodo sought public input on the composition of his cabinet via an online poll, attracting nearly
70,000 participants.5
Awareness of the internet’s potential to mobilize around social causes increased in the past year, with
more initiatives undertaken by civil society groups. However, religious intolerance is also on the rise,
and the internet was frequently exploited to spread hate speech.6
Digital expression also comes with possible criminal sanctions, especially for defamation, which is
more heavily penalized online under the Information and Electronic Transactions Law (ITE Law) than
it is under the penal code. Charges filed under the defamation clause increased from 10 in 2012 to
18 in 2013.
The Ministry of Communication and Information continues to intensify its control over content,
despite mounting criticism from the public.7 In late 2013, the ministry proposed a draft regulation
which would grant officials broad power to filter and block any “negative” content on the internet,
which civil society groups observed can be loosely interpreted according to the interest of the au-

1

See http://bit.ly/1dkqBfm.

2 See, http://bit.ly/MoisPK and http://bit.ly/1rQH06M for numbers of Facebook users; also http://bit.ly/1uJ0VXz for the
number of Twitter users as quoted by Peter Greenberger, June 2014. No official record is available for the number of active
bloggers. The number cited in this report is based on data recorded by the community network ASEAN Bloggers Indonesia
Chapter, http://bit.ly/1n4WMTO.
3 The private firm Politicawave produced an election forecast based on real time social media commentary on different
candidates. See http://bit.ly/1mWnYZ0.
4

See, https://www.facebook.com/FacebookIndonesia/app_576556312461482.

5

For the online survey form, see http://bit.ly/1s5Tq8H.

6 Benedict Rogers, “Pluralism in Peril: The Rise of Religious Intolerance Across Archipelago,” Christian Solidarity Network,
2014, http://bit.ly/UCtG7O.
7

A number of civil society groups have rejected the Ministerial regulation draft. See, http://bit.ly/1bANnEn.
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thority.8 Other threats stem from warrantless interception of online data by the authorities and a lack
of personal data protection.
In 2013, Indonesia hosted the Internet Governance Forum, attended by 2,632 participants from 111
countries. Its success was partly attributed to the major role played by civil society organizations in
encouraging the government to adopt a multistakeholder approach to internet governance, both in
preparing the event and as a core principle for future policy making, underscored by the adoption of
an internet governance declaration.9

Obstacles to Access
Internet penetration continued to increase over the past year, though precise figures differed. The
International Telecommunication Union cited 16 percent in 2013, up from 13 percent in 2012.10 The
Indonesia ISPs Association, known as APJII, reported penetration at 28 percent.11
Mobile penetration reached 121 percent in 2013.12 Affordable devices are available, and phones with
Android operating systems start at US$30. Multiple SIM cards and devices are common, as people
shop around for better signal quality and lower connection prices.13 Prepaid internet packages for
smartphones range from $0.50 a day to $2.50 a month. As mobile phones became more popular,
the number of fixed-line internet subscribers has decreased. In urban areas, most shops and cafes
provide free Wi-Fi, as do public libraries and schools.
Competition among internet service providers (ISPs) has reduced the cost of connection and made
internet use more accessible. In the past, access was concentrated among older urban residents. In
2013, however, 70 percent of Indonesia’s online population was under 35.14
Despite this, internet access continues to be concentrated in major cities such as Jakarta and Sumatera due to poor infrastructure in rural areas, particularly in the eastern part of the archipelago.15 By
2012, there were 41 fiber-optic backbone cables, of which 60 percent were located in Java. Less than
2 percent reached Bali and the group of nearby Nusa Tenggara islands.16 In May 2013, a Moluccan

8 Draft of the Ministerial regulation, http://bit.ly/1jrAbln. It was adopted in July, outside the coverage period of this report.
For text of the adopted decree see http://bit.ly/UZlkY5.
9

See, http://id-igf.or.id/?p=127.

10 International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.
11 APJI, Profil Pengguna Internet Indonesia, 2012. E-marketer also reported penetration at 29 percent in 2013. See, http://
www.emarketer.com/Article/Indonesia-New-Digital-Class-Emerges/1009723.
12

International Telecommunication Union, “Mobile-cellular Telephone Subscriptions 2000–2013.”

13

See, http://redwing-asia.com/market-data/market-data-telecoms/.

14 Comscore Inc., “South East Asia Digital in Focus 2013: Key Insights and Digital Trends from South East Asia,” July 2013,
http://bit.ly/1gtfqDj.
15

Global Business Guide Indonesia, “Improving Internet Access in Indonesia,” http://bit.ly/1hkyBzU.

16

Ministry of Communication and Information, “2012 Indonesia ICT White Paper,” 2012, http://bit.ly/1e5ZpFa.
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Ring cable system was launched to connect Papua and other parts of eastern Indonesia with the existing broadband network.17
This gap is even wider for high-speed 3G internet access, as most base transceiver stations (BTS)
which facilitate the connections are built by private providers, who determine the number and location based on the market. The highest concentration is in West Java, where there are nearly 10,000
stations, followed by Jakarta with 6,800. There are less than 1,000 3G BTS in Papua, Kalimantan, and
the Mollucan Islands combined.18 In Papua, less than 40 percent of the population owned a mobile
phone in 2013, compared to 97 percent in Jakarta.19 A national 2012 survey put e-literacy in underdeveloped provinces such as Papua and Mollucan far lower than the national average.20
The Ministry of Communication and Information (MCI) has made infrastructure a priority since 2010,
developing subdistrict internet service provider (PLIK) and subdistrict internet service vehicle (MPLIK)
programs to improve connections in the subdistricts that make up the regencies and cities in Indonesian provinces. Other programs, such as desa berdering (ringing villages), and desa pintar (smart
villages), target villages without private internet providers.21 A 2012 ICT white paper set out to eliminate the digital divide by connecting 33,000 villages, though that target had yet to be reached by
the end of 2013.22
The infrastructure project was halted during the coverage period of this report over corruption allegations. In July 2013, the Attorney General’s Office opened a criminal investigation naming government officials and private sector businessmen as suspects. It is not clear when the case file will be
submitted for trial.
There are about 300 ISPs providers operating in Indonesia. However, 10 major providers dominate
the market, and 3 retain the biggest market shares. Two of them are partly state-owned enterprises,
PT Telkomsel, with a market share of 60 percent, and PT Indosat with 21 percent. A third, XL-Axiata,
accounted for 19 percent.23
Despite some individual allegiances to officials, Indonesian ISPs are a close-knit community thanks
to the APJII, which was founded in 1996. In 1997, tired of routing local traffic through expensive and
inefficient international channels—and wary of a government-led solution—they independently
created the Indonesia Internet Exchange to allow member ISPs to interconnect domestically and to

17 Ardhi Suryadhi, “Tifatul Resmikan Pembangunan Palapa Ring Indonesia Timur,” detikinet, May 28, 2013, http://bit.
ly/1eiA9qE. The project is part of the Palapa Ring Program, which launched in 2011 to develop a backbone fiber-optic system.
It comprises 7 small rings connecting 33 provinces and 460 regencies. See, Kementrian Komunikasi dan Informasi, “Palapa Ring
Percepat Pembangunan KTI,” accessible at http://bit.ly/1laI8Pc.
18

Data Statistik Direktorat Jenderal Sumber daya Pos dan Telekomunikasi, Semester I, 2013, 52-54.

19

Statistic Indonesia, Trends of Selected Economic Indicators of Indonesia, August 2013, 45.

20

Ministry of Communication and Information, “2012 Indonesia ICT White Paper,” 22-23.

21 In July 2013, the ministry was questioned by the House of Representatives regarding alleged budget irregularities in the
implementation of these programs. See, http://www.thejakartapost.com/news/2013/07/11/graft-suspected-rp-40-trillion-itproject.html.
22 Ministry of Communication and Information, “2012 Indonesia ICT White Paper,” 39-40; Kominfo, “Laporan Akhir Tahun
2013,” http://sdppi.kominfo.go.id/info_view_c_26_p_2097.htm.
23 Global Business Guide Indonesia, “An Overview of Indonesia’s Telecommunication Sector,” 2012, http://www.gbgindonesia.
com/en/services/article/2012/an_overview_of_indonesia_s_telecommunication_sector.php; Oxford Business Group, “Big Three: A
Battle for Subscribers and Profit,” 2012, http://www.oxfordbusinessgroup.com/news/big-three-battle-subscribers-and-profit.
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increase domestic traffic.24 Although the peering was initially limited to member ISPs, since 2011 the
service has been extended to non-members.25 APJII also engages the government on behalf of providers regarding censorship, legal, and regulatory issues in ways that freedom of expression experts
view as largely constructive.
In January 2013, the Attorney General’s Office filed corruption charges against one ISP, IM2, for
selling bandwidth under a public frequency licensed only to its parent company, Indosat.26 IM2 was
accused of avoiding a private tax rate on the frequency, causing state losses of IDR 1.3 trillion ($134
million).27 Since ISPs generally rent frequencies from other companies in Indonesia, the APJII condemned the investigation. The MCI agreed the practice was in line with ministerial regulations, and
practiced by about 280 other ISPs.
In July 2013, however, a court sentenced IM2 CEO Indar Atmanto to four years in prison and ordered
Indosat to pay IDR 1.3 trillion in compensation. 28 An appeal court rejected the defendant’s appeal
and increased the CEO’s sentence to eight years imprisonment, although it removed the fine.29 Both
Indosat and the attorney general appealed to the Supreme Court.
The Directorate General Post and Telecommunication Resources and Directorate General Post and Informatics oversee internet services under the MCI. Their mandates include regulating the allocation
of frequencies for telecoms and data communications, satellite orbits, ISP licenses, and overseeing
private telecom providers. In January 2014, the Internet Defender Front (FPI) and APJII filed a constitutional review of the Law on Post and Telecommunication due to the high cost it prescribes for an
ISP license.30
In 2003, a more independent regulator, the Indonesia Telecommunication Regulatory Body (BRTI)
was established to oversee fair competition among telecommunications business entities, to resolve
industry conflicts, and to develop standards for service quality. The appointment of the head of the
MCI’s Directorate General Post and Telecommunication as chair raised concerns over its independence.31 However, the body has been seen as toothless. It is not equipped with executive power, but
can only make recommendations, and as a result fails to intervene in relevant fraud or corruption
cases.32

24

Alam, Johar, “Indonesia Internet Exchange,” http://www.iix.net.id/library/Iix_history.pdf.

25

See, http://inet.detik.com/read/2011/12/15/155758/1792092/328/indonesia-internet-exchange-membuka-diri.

26

“IM2 Preparing Defense Ward Internet Doomsday,” Jakarta Post, January 15, 2013, http://bit.ly/15CrmNm.

27 Conversion as of January 15, 2013, according to Oanda. The value of the rupiah plunged in 2013; as of July 19, 2013, when
news reports announced the verdict, the same amount came to US$128 million.
28 Mariel Grazella, “Telco Firms Rattled by IM2 Verdict,” Jakarta Post, July 9, 2013, http://www.thejakartapost.com/
news/2013/07/09/telco-firms-rattled-im2-verdict.html.
29

See, http://bit.ly/1n57Ct8.

30

See, http://bit.ly/1nYlxSW. Twelve ISPs were closed down by the government in 2012 after failing to produce the fee.

31 In November 2005, the MCI issued Ministerial Regulation no. 25/2005 justifying the appointment of a directorate general
representing the government to chair the body. See, http://www.postel.go.id/downloads/40/20120120102410-Permenkominfo_
No.pdf; Badan Regulasi Telekomunikasi Indonesia, http://bit.ly/1cEejla, and http://bit.ly/1hdI1ON.
32
Examples include a high profile case of SMS fraud involving the PT Colibri Network CEO and the vice director of
Telkomsel Antara. See, “BRTI Surati Operator Untuk Meminimalisir SMS Penipuan,” http://bit.ly/1lbvkI9; http://www.gresnews.
com/berita/hukum/110123-kasus-pencurian-pulsa-mandeg-ini-penyebabnya/.
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Limits on Content
At the end of 2013, the MCI proposed a draft regulation on negative content supposedly targeting pornography. The draft spurred criticism from rights groups, concerned that the regulation will be used to
expand the existing practice of filtering and blocking of online content without adequate oversight or
an avenue of appeal. In April 2014, the Press Council formally objected to the draft in a letter to the
MCI. Claiming to have been working on it for more than two years, however, the ministry appeared resistant to consultation on the content of the regulation during the coverage period of this report.
The MCI restricts content posted online by blocking and filtering access to certain websites. This
power is granted by the Information and Electronic Transactions Law (ITE Law), provided that limitations are in the public interest and intended to maintain public order.33 In practice, blocking tends
to be arbitrary, as the wording of the article lacks clarity in its articulation of what is considered as
“forms of disturbance,” “abuse of electronic information,” “public interest,” and “public order.” Another
statute provides a legal framework to block content considered pornographic.34
A ministerial regulation drafted in late 2013 threatened to introduce further blocks on any negative
content, with the scope of “negative” to be determined by the MCI. Though introduced as a countermeasure to online pornography, the draft’s definitions were broader than those already outlined
by the pornography law. If passed, it could result in limitations on freedom of expression far more
extensive than those allowed under international standards. In addition, the regulation could allow
nonstate entities to practice filtering and blocking independently. It lacks transparent procedures for
complaints or remedies for the victims in the case of overblocking, and contains no requirement for
judicial oversight. As of May 2014, the regulation was still in draft form.
Existing blocks predominantly target pornographic sites, sexual content, or gambling. The ministry is
not known to systematically filter political content or antigovernment criticism, though other broad
restrictions are in place. Encryption and circumvention tools are blocked, though in practice some
remain accessible.35 As of October 2013, they were “heavily filtered on Telkmonet’s IGF network while
generally available on the other two networks.”36 Sites that promote terrorism and file-sharing are
also subject to restrictions. In 2012, the APJII mooted banning all websites that allow illegal downloads, but the restriction never emerged.37
In 2010, the MCI introduced “Trust+”, a filtering application containing a database managed directly
by the ministerial office, which is continuously updated. According to the annual MCI report, 9,894
sites were added to the total Trust+ list of 800,048 sites in 2013.38 People can also request websites
33

See, Law No. 11/2008, Article 40.

34 Civil society and cultural groups challenged the law before the Constitutional Court in 2009 for its narrow and obscure
definition of pornography and pornographic content, which includes LGBTI content and folk traditions which expose the female
form, such as the Jaipongan folk dance from West Java and Papuan traditional clothes. The Court upheld the Law.
35 Ronald J. Deibert et al., “Indonesia,” in Access Contested: Security, Identity, and Resistance in Asian Cyberspace,
(Massachusetts Institute of Technology, 2012).
36 Citizen Lab, “IGF 2013: Analyzing Content Controls in Indonesia (Part 2 of 4),” October 25, 2013,
https://citizenlab.org/2013/10/igf-2013-analyzing-content-controls-indonesia/.
37 “Indonesia’s ISPs to Block Pirated Music Sites,” Jakarta Post, July 6, 2012, http://www.thejakartapost.com/news/2012/07/06/
indonesia-s-isps-block-pirated-music-sites.html.
38 Ministry of Information and Communication, Siaran Pers No. 100/PIH/Kominfo/12/2013: Laporan Akhir Tahun, 2013,
Kementrian Kominfo, http://sdppi.kominfo.go.id/info_view_c_26_p2097.htm.
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be added via a public email address.39 ISPs are obliged to implement ongoing blocks based on the
database, which functions as a minimum list of required blocks, so each ISP can add more sites. As
each ISP can employ different software for blocking, and create independent databases, content
restrictions are inconsistent. In the past, researchers were unable to identify whether blocks implemented by three ISPs were based on “Trust+” or an independent list.40 This creates uncertainty for
users seeking redress when content is wrongfully blocked.
Since filtering relies on keywords, blocks can be overly broad. Some minority voices, particularly
LBGTI groups, suffer from arbitrary filtering. In April 2013, the LBGTI group website Our Voice could
not be accessed on the XL-Axiata network, though it was available through other providers, such
as Telkomsel and First Media. After investigating the group’s complaint, the provider was unable to
determine if the group’s domain fee had lapsed, or if it was formally blocked. In June, XL-Axiata’s
customer service said on its company Twitter account that Our Voice was listed in the “Trust+” database, which the MCI denied. However, after the APJII intervened, the blocking was ultimately lifted in
September. It apparently stemmed from the inclusion of keywords such as ‘gay’ and ‘lesbian’ in the
database.41
Besides the MCI, the independent Nawala Foundation provides a free DNS server enabling service
providers to block hundreds of thousands of websites for content including pornography and gambling. A 2013 news report said it had blocked 600 fraudulent online stores.42 Its database included
811,190 sites by January 2014.43 Nawala provides a form for website owners subject to accidental
blocking, though how it processes complaints.
Administrative requests to delete or take down content are less common. From January to June 2013,
the government requested that Google remove six YouTube videos based on copyright complaints,
but none were removed.44 Overall, the government flagged 49 items for Google to remove, of which
40 involved alleged religious offenses.
The government has threatened service providers for failing to implement censorship in the past. In
2011, BlackBerry agreed to filter pornographic websites on their devices in Indonesia after the government regulator warned that the firm’s market access could be restricted if it failed to comply.45
39

See, http://trustpositif.kominfo.go.id.

40 According to tests conducted by OpenNet Initiative in 2009 and 2010, three out of seven major ISPs in Indonesia filtered
content through HTTP proxy blocking; the tests did not reveal whether or not they applied Trust+. See, OpenNet Initiative,
“Indonesia,” August 9, 2012, https://opennet.net/research/profiles/indonesia.
41 Wahyudi Djafar and Zainal Abidin, Membelenggu Ekspresi, “Studi Kasus Mengenai Praktik Pemblokiran Penyaring Konten
Internet Dan Kriminalisasi Pengguna Internet di Indonesia,” ELSAM, 2014, 23-25. For a detailed chronology of the blocking, see,
http://www.suarakita.org/2013/07/kronologis-pemblokiran-website-our-voice-oleh-provider-xl/. The International Gay and
Lesbian Human Rights Commission (ILGA) was also blocked by three ISPs, namely Telkomsel, Indosat, and Lintas Arta, in 2012.
42 “Selain Situs Porno, DNS Nawala Hadang Toko Online Palsu” [In Addition to Porn, DNS Nawala Blocks Fake Online Stores],
Detik, April 22, 2013, http://inet.detik.com/read/2013/04/22/082832/2226480/323/selain-situs-porno-dns-nawala-hadangtoko-online-palsu.
43 See, http://industri.bisnis.com/read/20130320/105/4429/keamanan-internet-nawala-targetkan-peningkatan-databasesitus-negatif-tiga-kali-lipat; and http://bit.ly/Noziih.
44

See, Google Transparency Report, http://bit.ly/Mlu6Le.

45 BlackBerry was formerly known as Research in Motion. Femi Adi, “RIM Says Committed To Indonesia, Will Block Porn
on BlackBerrys,” Bloomberg, January 17, 2011, http://www.bloomberg.com/news/2011-01-17/rim-says-committed-toindonesia-will-block-porn-on-blackberrys.html; Ardhi Suryadhi, “Sensor di Blackberry terus diawasi” [Censorship on Blackberry
Continuously Observed], Detik Inet, January 21, 2011, http://www.detikinet.com/read/2011/01/21/142056/1551687/328/sensordi-blackberry-terus-diawasi.
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No self-censorship among journalists or internet users due to political pressure was reported during
the coverage period of this report. While interference from state agencies has declined significantly
compared to past years, social pressure often leads to self-censorship among journalists, and occasionally manifests online in relation to religion, sensitive political corruption charges, or potential
defamation.46 Religious hardliners threatened media practitioners during the coverage period. In
June 2013, the Islamic Defender Front warned one media owner for its coverage, which was perceived to discredit the organization, and demonstrated against another company for broadcasting a
Miss World contest.47
Indonesia has enjoyed a thriving blogosphere since around 1999, though traditional media outlets—
rather than blogs—typically cover important political developments and corruption investigations.
Indonesians are also avid users of social media and communication apps, which are freely available.
However, social media growth has produced new concerns about content manipulation. Analysts say
anonymous or pseudonymous Twitter accounts circulating politically motivated rumors and attacks
on politicians may be part of sponsored campaigns to influence online discourse, or even blackmail
well-known figures seeking to protect their reputations.48 Social media pages have also been used
by religious extremists. In June 2013, an expert told the Associated Press that 50 to 100 militants had
been recruited directly through Facebook in the past two years.49
The internet has also strengthened grassroots mobilization. The Jalin Merapi network offered relief
to communities affected by the Merapi volcano eruption in Central Java in 2010. Initiated by community radio stations, the response used the Twitter account @jalinmerapi to coordinate meals
for 30,000 people in less than four hours, while the government was slow to react.50 The Indonesia
Breastfeeding Mothers Association (@aimi_asi) has embraced social media, circulating kultwit, or
short Twitter lectures, on breastfeeding for new mothers and other reproductive health issues to
reach women across the country. In more urban settings, community movements have used social
media to maintain the spirit of volunteerism. The @idberkebun network, which promotes urban
farming and conservation, has spread to 30 cities and 8 universities in four years,51 using digital forums to provide free classes and organize community farming on abandoned land. Similarly, the @
akademiberbagi network facilitates learning and sharing between people and experts on different
topics.52
In a rare response to criminal proceedings on a defamation case in 2013, many netizens mobilized
support under the hashtag #savebenhan after Benny Handoko was arrested for a tweet accusing a
former legislator of corruption. Public pressure contributed to his release from pre-trial detention.

46 Interviews with Abdul Manan, senior journalist from Tempo newspaper, and Nezar Patria, managing editor of Viva News,
2013. There is no official data for threats against journalists, but cases of retaliation for news coverage are common. See, http://
www.beritametro.co.id/jawa-timur/kantor-redaksi-diserbu-massa
47

See, http://bit.ly/1h21Ed8; http://bit.ly/1flS1He.

48 “The Anonymous Denizens of the Indonesian ‘Twitterverse,’” Jakarta Post, May 7, 2013, http://www.thejakartapost.com/
news/2013/05/07/the-anonymous-denizens-indonesian-twitterverse.html.
49 Niniek Karmini, “AP Exclusive: Facebook Broke Indonesia Terror Case,” The Associated Press, June 21, 2013,
http://bigstory.ap.org/article/ap-exclusive-facebook-broke-indonesia-terror-case.
50 “Indonesians Beat Slow Disaster Relief by Tweeting”, Jakarta Globe, November 22, 2010, http://www.thejakartaglobe.com/
archive/indonesians-beat-slow-disaster-relief-by-tweeting/407896/.
51

See, http://indonesiaberkebun.org/about/.

52

See, http://bit.ly/1pHu4dw; http://akademiberbagi.org.
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Violation of User Rights
While 18 criminal defamation charges were filed in 2013, the only sentence related to online content
passed during the coverage period was the one year of probation handed down to Benny Handoko in
relation to a tweet about corruption. In September 2013, the Defence Ministry reportedly spent $5.6
million on surveillance equipment from UK-based security company Gamma TSE.
Freedom of expression was initially protected through the stipulation of the Law on Human Rights,
shortly after the 1998 reformation, which was strengthened through the second amendment of the
constitution in 2000. The third amendment guarantees freedom of opinion.53 The constitution also
includes the right to privacy and the right to gain information and communicate freely.54 These rights
are further protected by various laws and regulations.55 Indonesia also ratified the ICCPR in 2005.56
Other laws passed since then have infringed on user rights, despite legal experts’ opinions that they
conflict with the constitution.57 The antipornography law introduced in 2008 contains a definition
of pornography which can be loosely interpreted to ban art and cultural expression perceived as
explicit.58
Provisions of the 2008 ITE Law have been used repeatedly to prosecute Indonesians for online
expression. The law’s penalties for criminal defamation, hate speech, and inciting violence online
are harsh compared to those established by the penal code for similar offline offenses. Sentences
allowed under Article 45 can extend to six years in prison; the maximum under the penal code is
four years, and then only in specific circumstances—most sentences are less than a year and a half.59
Financial penalties show an even more surprising discrepancy. While the ITE law allows for fines of
up to IDR one billion ($80,000), the equivalent amounts in the penal code have apparently not been
adjusted for inflation. Article 310, for example, allows for paltry fines of IDR 4,500 (US$0.37) for both
written and spoken libel.60
In the five years since the ITE law was enacted, 35 people have been criminally prosecuted for online
defamation. Cases increased from 10 in 2012 to 18 in 2013, according to Indonesian NGO ELSAM.61
Prosecution begins when the affected politician or official files a case with police. Defamation cases
53

Constitution of 1945, Article 28E(3).

54

Constitution of 1945, Articles 28F and 28G(1).

55 Among others, “Law No. 39 of 1999 on Human Rights,” “Law No. 14 of 2008 on Freedom of Information,” and “Law No. 40
of 1999 on the Press.”
56 The ICCPR was ratified through Law No. 12/2005. However, to date the government has yet to review and reform laws to
comply with the covenant’s human rights standards.
57 Wahyudi Djafar et al., “Elsam, Asesmen Terhadap Kebijakan Hak Asasi Manusia dalam Produk Legislasi dan Pelaksanaan
Fungsi Pengawasan DPR RI” [Assessment of the Human Rights Policy in Legislation and the Implementation of Parliament
Monitoring], Institute for Policy Research and Advocacy, 2008.
58 See, http://bit.ly/1pf1WRR. An art installation in Yogyakarta was shut down for allegedly pornographic content. See, http://
www.merdeka.com/peristiwa/dianggap-porno-patung-akar-setengah-manusia-dibongkar.html.
59 Human Rights Watch, “The Legal Framework: Criminal Defamation Law in Indonesia,” in Turning Critics Into Criminals, May
4, 2010, http://www.hrw.org/node/90020/section/6.
60 “Kitab Undang-Undang Hukum Pidana” [Criminal Law], available at Universitas Sam Ratulangi law faculty, http://hukum.
unsrat.ac.id/uu/kuhpidana.htm#b2_16.
61 For a detailed list of ITE law cases through 2014, see ELSAM, http://www.elsam.or.id/downloads/104168_KASUS_ITE_per_
Maret_2014.pdf. No official data on the number of defamation cases is available. Safenet, a network of South East Asia bloggers
and online activists reported 21 criminal cases related to online expression.
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increasingly stem from social media status updates. On February 17, 2014, Fadlin Akbar, the son of a
former mayor of Tangerang city, reported journalist Deni Irawan of the Sindo newspaper to police for
allegedly defaming him in his Blackberry Messenger (BBM) status.62 Fadlin withdrew the report after
the journalist publicly apologized. In August 2013, Kadir Khalid, a member of a local legislative body
in Makassar, South Sulawesi, reported a man to police when his BBM status accused Nurdin Khalid,
his brother and fellow politician, of corruption.63 The man, M. Arsyad, was detained for 93 days while
awaiting trial, and released after the court acquitted him on May 25, 2014.
In one high-profile case, a South Jakarta district court sentenced Benny Handoko to a year on probation on February 7, 2014 for comments posted on Twitter in December 2012 accusing a former
Social Welfare Party legislative member of corruption in relation to a scandalous bailout of Century Bank.64 His detention on September, 5, 2013 spurred significant criticism on social media, since
pre-trial detention should only apply in cases where there is substantial evidence that a suspect will
destroy evidence, repeat a criminal act, or abscond. Handoko was released after one day. The prosecutor’s office challenged the district court’s decision and is appealing the sentence.
Observing the adverse impact of the application of the ITE law, particularly the disproportional criminal sanctions for defamation, civil society groups have called for it to be amended. However, the
government has yet to propose a draft amendment for deliberation.65
A 2011 State Intelligence Law introduced penalties of up to ten years’ imprisonment and fines of
over $10,000 for revealing or disseminating “state secrets,” a term which is vaguely defined in the
legislation.66 This framework provides authorities with a range of powers to penalize internet users,
even though not all are regularly implemented. Some civil society groups challenged this law in the
Constitutional Court, which rejected their petition in 2012.67
Mobile phone users are technically required to register their numbers with the government by text
message when they buy a phone, though this obligation has been ignored in practice since at least
2011. Some telecommunications companies are known to have complied with law enforcement
agencies’ requests for data. In 2011, amid concerns that Blackberry’s encrypted communication
network would hinder antiterrorism and anticorruption efforts, the company reportedly cooperated with the authorities in isolated incidents, and agreed to establish a local server.68 When they
developed this in Singapore instead of Indonesia, the government threatened to introduce a regulation requiring telecommunications companies to build local data centers, though this has yet to
materialize.

62

See, http://bit.ly/1hm2aBe.

63

See, http://bit.ly/1cdJHnc.

64

For a detailed chronology of the case, see, http://pencemaranbytwitter.blogspot.com/p/blog-page_18.html.

65

See, http://bit.ly/1e7qkjT.

66 “Indonesian Parliament Passes Controversial Intelligence Bill,” Engage Media, October 25, 2011, http://www.engagemedia.
org/Members/emnews/news/indoneisan-parliament-passes-controversial-intelligence-bill.
67 The decision is available at, http://www.mahkamahkonstitusi.go.id/putusan/putusan_sidang_7%20PUU%202012-%20
telah%20baca%20%20lengkap.pdf.
68 Arientha Primanita and Faisal Maliki Baskoro, “Pressure on BlackBerry Maker to Build Servers in Indonesia,” Jakarta
Globe, December 14, 2011, http://www.thejakartaglobe.com/business/pressure-on-blackberry-maker-to-build-servers-inindonesia/484588.
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There are 10 laws, including the ITE law, and 7 executive regulations which allow certain government
or law enforcement agencies to conduct surveillance, including electronic surveillance over citizens.69
The agencies include the Indonesia Corruption Commission, the National Narcotic Board, National
Intelligence Service, and others. However, the laws do not clearly explain the scope of interception,
despite the fact that the Constitutional Court issued a decision in 2010 requiring that detailed interception procedures be regulated by law.70 In addition, the legal framework lacks judicial or parliament oversight, and does not provide a remedy for possible abuse.
In September 2013, the Defence Ministry reportedly spent $5.6 million on equipment for surveillance, including encryption, decryption, and data communication surveillance tools, from U.K.-based
security company Gamma TSE.71 Given Indonesia’s weak privacy protections, this procurement has
raised concerns that more user rights may be infringed. These increased in February 2014 when
news reports said Jakarta Governor and presidential candidate Joko Widodo’s home and office had
been wiretapped.72 It was not clear who was responsible and there are no reports on whether the
police carried out a criminal investigation.
In November 2013, documents leaked by former U.S. National Security Agency (NSA) contractor
Edward Snowden revealed that the NSA and the Australian Signal Directorate (ASD) were monitoring mobile phones belonging to President Yudhoyono and his political associates.73 The disclosure
prompted widespread anger, and the president and parliament threatened to suspend bilateral
cooperation with Australia. The ministry also investigated the alleged involvement of two domestic
ISPs in the surveillance, though no criminal charges have been reported. Under Article 40 of the Law
No. 46/1999 on Post and Telecommunications, everyone is prohibited from intercepting information
transmitted through any form of telecommunications channel. 74
Cyberwarfare between anonymous hacking groups in both countries escalated following these reports. The group Indonesia Security Down hacked websites run by the Australian government, spurring a counter attack from Australian hackers who uploaded stolen data to the web, including details
of frequent flyers with flagship airline Garuda, information on central Java’s Adi Sumarmo Airport,
and a Ministry of Education online database.75 Politically motivated cyberattacks against civil society
groups have not been reported in Indonesia.
There have been no reports of extralegal attacks, intimidation, or torture of bloggers or other internet users. In the past, police—and sometimes Islamic fundamentalist groups—have conducted

69 For a full list of the laws, see Supriyadi, W, “Komentar Atas Pengaturan Penyadapan Dalam Rancangan,” KUHAP, ICJR,
policy paper, April 2013, http://bit.ly/1fdXN7W.
70 An excerpt of the decision is available in English at, http://www.mahkamahkonstitusi.go.id/putusan/putusan_sidang_eng_
Perkara%205-PUU-VIII-2010%20_ENG_.pdf. For the full decision (in Bahasa Indonesia), see, http://www.mahkamahkonstitusi.
go.id/putusan/Putusan%20%205_PUU_VIII_2010%20_edit%20panitera_.pdf.
71

See, http://bit.ly/1pexmIa.

72

See, http://bit.ly/1peuJ9a.

73 “The Slides that Show Australian Attempts to Monitor Yudhoyono’s Phone,” Guardian, November 17, 2013, http://www.
theguardian.com/world/interactive/2013/nov/18/slides-australian-yudhoyono-phone-indonesia.
74

See, http://bit.ly/1laudZg.

75 See, http://www.beritateknologi.com/anonymous-mulai-balas-serangan-hacker-indonesia-bocorkan-data-penting-situsindonesia-di-pastebin/.
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unannounced searches of cybercafes, which are perceived as promoting immoral conduct;76 no incidents were documented during the coverage period.

76 “Shariah Police Arrest Five in Banda Aceh Punk Raid,” Jakarta Globe, September 5, 2012, http://www.thejakartaglobe.com/
archive/shariah-police-arrest-five-in-banda-aceh-punk-raid/.
“Police Bust High School Students for Cutting Class in Favor of Facebook,” Jakarta Globe, March 3, 2010, http://www.
thejakartaglobe.com/home/police-bust-high-school-students-for-cutting-class-in-favor-of-facebook/361673.
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2013

2014

Population:

Internet Freedom Status

Not
Free

Not
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

22

22

Limits on Content (0-35)

32

31

Violations of User Rights (0-40)

37

36

TOTAL* (0-100)

91

89

76.5 million
31 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Iran ranked 156 out of 192 countries for internet speed and has the lowest average peak
connection speed in the world. The new government promised to increase the average
speed two-fold by the next year, and eight-fold by the end of President Rouhani’s first
term (see Obstacles to Access).

•

Although the new administration has embraced social media, major platforms like Twitter
and Facebook remain blocked and inaccessible to Iranian citizens (see Limits on Content).

•

While the election of Rouhani has resulted in enthusiasm, including a mild decrease in
self-censorship online, significant constraints on speech and access to information remain
present. Censorship was particularly heavy in the lead-up to the June 2013 presidential
election, and Sunni-linked sites have come under target as regional sectarian tensions
continue to enflame (see Limits on Content).

•

Six Iranians were arrested for producing and appearing in a YouTube video entitled
“Happy in Tehran,” featuring men and women dancing together, without headscarves, in
a similar fashion to hundreds of homemade videos from around the world that mimic the
“Happy” music video by popular American musician Pharrell Williams (see Violations of
User Rights).

•

Although there were no documented cases of deaths this year, Iranians continue to
be receive lengthy prison terms for their online activities. Tech bloggers in Kerman,
contributors to a Sufi website, and Facebook page administrators were jailed for up to 20
years (see Violations of User Rights).
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Introduction
On June 14, 2013, Iranians took to the polls to elect a new president for the first time since the
deeply flawed presidential elections of 2009, which led to large-scale protests and a violent
crackdown on supporters of the opposition “Green Movement.” With an eye on preventing a repeat
of 2009, authorities waged an aggressive campaign of filtering websites, blogs, and even text
messages that expressed support of certain political candidates. In the week leading up to the vote,
the disruption of services reached its peak. Encrypted traffic was throttled to five percent of normal
speeds or less, and the authorities used a “white list” to block all international connections that were
not pre-approved. Because of this, most online tools that allow users to circumvention censorship
and communicate anonymously were blocked or dysfunctional. A large number of Iranian activists
and journalists were targeted by sophisticated malware attacks or smear campaigns on social media.
The election result surprised many observers with Hassan Rouhani, commonly seen as the moderate
candidate, winning the election. One day after the results, online restrictions reverted back to preelection levels. Upon assuming office, several actions by the Rouhani administration were interpreted
by observers as a sign of a potential liberalization of internet policy. Despite the fact that Facebook
and Twitter are blocked, the vast majority of Rouhani’s cabinet ministers have opened up social
media accounts. On September 17, Facebook and Twitter were also temporary unblocked, ostensibly
due to a technical error. However, nearly one year after the beginning of Rouhani’s presidency, no
major changes to the situation have occurred. Widespread filtering and the blocking of social media
tools and mobile apps remain in place. The implementation of the National Information Network,
considered a priority of the Rouhani government, has been sped up.1 In addition, a significant
number of Iranian bloggers, techies, and activists have been arrested for their online activities and
received heavy prison sentences. Several tech bloggers and digital activists were arrested in the
city of Kerman for alleged links to “espionage networks” and “foreign media,” apparently relating
to journalism training programs offered by the British Broadcasting Corporation (BBC). Meanwhile,
seven contributors to Sufi website Majzooban Nor were convicted of producing antigovernment
propaganda, insulting the Supreme Leader, and endangering national security, with the heaviest
sentence 10 years. Finally, eight individuals were sentenced as much as 20 years of jail time for
“blasphemous” or “anti-regime” Facebook posts
The internet was first introduced in Iran during the 1990s to support technological and scientific
progress in an economy that had been badly damaged by eight years of war with Iraq. Until 2000,
the private sector was the main driver of internet development. This changed under the government
of the reformist President Mohammad Khatami (1997–2005), when the authorities invested heavily
in expanding the internet infrastructure, but also began to clamp down on free expression online.
Meanwhile, Supreme Leader Ali Hosseini Khamenei first asserted control over the internet through
a May 2001 decree that centralized service providers’ connections to the international internet.
Internet filtering, which began toward the end of the Khatami presidency in 2005, has become
more severe since the disputed presidential election in June 2009. Despite all of these limitations,
the internet remains the only viable means for Iranian citizens and dissenters to obtain news and
Though confirmed details of the National Information Network remain sketchy, objectives include the mandatory
registration of internet protocol (IP) addresses, the moving of government-approved websites to servers based inside the
country, and the launching of Iranian equivalents of major online services like email, social-networking sites, and search engines.
These measures will restrict online anonymity, increase monitoring capabilities, and allow Iranian authorities to control access
to particular international communication flows during periods of political unrest without the need to shut down all domestic
services.
1
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organize themselves. Traditional media outlets are tightly controlled by the authorities, and satellite
broadcasting from outside Iran is subjected to heavy terrestrial jamming.
In general, internet policy remains a contested space in Iran, with authorities continuing to favor a
‘militarized’ approach, viewing the internet as a threat to national security. Such discourse has been
criticized by many regime insiders, including Ali Akbar Hashemi Rafsanjani, former Iranian president
and current chairman of the Expediency Discernment Council, who stated that using security
concerns to obstruct the development of the information and communications technology (ICT)
industry is irrational and futile.2 Such comments, in addition the Rouhani administration’s failure to
lift online restrictions, confirms that the government has little control over the country’s internet
policy. Instead, like many other aspects of policymaking in Iran, the sector is beholden to a complex
web of interests but ultimately sanctioned by the Supreme Leader, Ali Khamenei.

Obstacles to Access
Statistics on the number of internet users in Iran are inconsistent and highly disputed, though
most observers agree that usage continues to grow. According to a report released by the newly
appointed Minister of ICT, internet penetration rate is at 43 percent, with 30 million total users. In
addition, the report indicates that there are 4.1 million high speed internet access ports in operation.
This contradicts a June 2013 report by the National Internet Development Management Centre
(MATMA), which put the penetration rate at 61.1 percent.3
In contrast, the International Telecommunication Union (ITU) estimated the number of internet users
in Iran at 31 percent for 2013.4 Citing the Iranian Information Technology Organization as its source,
the ITU also said there are only 5.62 fixed-broadband subscriptions per every 100 inhabitants.5
Internet speeds are incredibly slow in Iran, ranked 156 out of 192 countries tracked by OOKLA, which
performs broadband speed testing globally.6 Iran had the lowest global average peak connection
speed at the end of the first quarter of 2014, according to Akamai. The average peak connection
speed was 6 Mbps, but it was up 87 percent from the previous year, 7 which highlights the significant
limitations imposed on the internet in Iran in the period leading up to the presidential election.
Mehdi Akhavan Behabadi, the former secretary of the Supreme Council of Cyberspace, said in
an interview that the main issue affecting the speed and cost of access is the practice of price
inflation by the Telecommunication Infrastructure Company (TIC), which buys access at 1Mbps for
US$ 15 and resells to ISPs for over US$ 100. He decried the lack of competition due to the TIC’s

“Heavy criticism of Internet filtering in Iran by Hashemi Rafsanjani”, Khabar New, accessed February 10, 2014 http://www.
khabarnew.ir/NSite/FullStory/News/?Serv=0&Id=34649&Sgr=0.

2

3

“The full content of Iran’s new ICT Minister’s plan”, ICANA, accessed February 10, 2014, http://icana.ir/Fa/News/233597.

“Percentage of individuals using the Internet,” International Telecommunications Union, accessed July 21, 2014, http://www.
itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

4

“Fixed (wired)-broadband subscriptions,” International Telecommunications Union, accessed July 21, 2014, http://www.itu.
int/en/ITU-D/Statistics/Pages/stat/default.aspx.

5

6

OOKLA, Net Index, accessed July 21 2014, http://www.netindex.com/download/allcountries/.

Akamai’s State of Internet, Q1 2014 Report, accessed July 21, 2014, http://www.akamai.com/dl/akamai/akamai-soti-q114.
pdf.
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monopoly as a bandwidth provider, and called for privatization of the sector.8 The Ministry of ICT
has further expanded its monopoly over internet infrastructure by banning the importation of any
telecommunications equipment that is not authorized by the ministry.9 Such regulation will make it
even harder for the private entities to compete with a state-backed entity.
Apart from market forces, political factors contribute to the low speeds in Iran. The former Minister
of ICT under the Ahmadinejad administration confirmed that the government slowed internet
speeds in the days prior to the presidential election as part of “security measures taken to preserve
calm in the country during the election period.”10 Prior to this announcement, authorities had never
acknowledged a connection between an election and a decrease in internet speed.
The new ICT minister, Mahmood Vaezi, has announced that average internet speeds will increase
two-fold in the next year, and eight-fold by the end of President Rouhani’s first term. With regards to
ICTs, he has also promised to restore the status quo that existed prior to 2005, when Ahmadinejad
took office. Vaezi has stated he believes that access to ICTs has hardly expanded since 2005, and in
some cases, the industry has actually shrunk. 11
However, it is unclear whether this promise to increase internet speeds under Rouhani is related to
access to the global internet, or solely the National Information Network (NIN), which would only
result in faster access to sites hosted within Iran. Rouhani has emphasized the importance of the
NIN and has urged the different bodies under his control to expedite its implementation. Officials
from the government have even reached out to their Chinese counterparts to enlist their help
with its completion.12 While the NIN was being implemented, Iran fell short of its target to reach
a bandwidth capacity of 500 Gbps by March 2014; it was below 80 Gbps in February.13 According
to Vaezi, accessing information hosted on the NIN will be fast and cheap, while websites hosted
outside the country will be available at slower speeds.14
Through a mix of coercion and economic incentives, authorities have been pushing popular Farsilanguage websites operated from inside the country to use domestic hosting services on the NIN.
Iran has also been trying to launch national versions of popular online services, such as email and
search engines. Despite a large investment, these national services have largely failed to attract
Iranian users.
Similar to the internet penetration rate, statistics provided by various Iranian officials on mobile
phone penetration are contradictory. Ali Kargozar, director of the Fixed Communication Company
of Iran (FCI), stated that 100 million SIM cards are active in Iran, a penetration rate of 110 percent.

8

“Mehdi Akhavan Behabadi Criticizes Iran’s Telecommunication Infrastructure Company for its Pricing Model”

9 “Importation of Telecommunication equipment is only allowed with the Ministry of ICT permit” , Young Journalist Club,
accessed February 11, 2014 http://goo.gl/Fsp0Yh.

“Iran Admits Throttling Internet To ‘Preserve Calm’ During Election”, RFERL, accessed February 10, 2014, http://www.rferl.
org/content/iran-internet-disruptions-election/25028696.html.

10
11

“Speed of Internet will increase 8 fold”, ISNA< accessed July 21, 2014 http://goo.gl/AheEQY.

“Exchanging experience with China in the field of ICT”, Ministry of ICT, accessed February 10, 2014, https://www.ict.gov.ir/
fa/news/10162.

12
13

“We are behind the targets”, Mehr News, accessed February 10, 2014, http://www.mehrnews.com/detail/News/2161903.

14

“The launch of NIN in 1394”, Mehr News, accessed February 11, 2014. http://www.mehrnews.com/detail/News/2196939.
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Vaezi put mobile phone penetration at 79 percent.15 Regardless, it is clear that Iran’s mobile
telephone sector continues to grow. According to the ITU, Iran had a mobile phone penetration rate
of 84.25 percent, up from 76.1 in 2012.16 The penetration of smartphones and mobile internet is
also increasing. According to Mahmood Liyaei, an adviser to the Ministry of ICT, Iran has 4 million
Android users, accounting for 10 percent of total internet traffic. Cafe Bazaar, a locally developed
Android app store, is itself responsible for 2 percent of traffic. According to other statements by
Liyaei, mobile technology represents an annual market of around US$ 4 billion in Iran.
However, the telecommunications industry in Iran is tightly controlled by the government or related
entities. In recent years, the role of the Islamic Revolutionary Guards Corps (IRGC)—a politically
important branch of the security forces that also controls large sections of the economy—in the ICT
sector has notably increased.17 In September 2009, for example, the IRGC purchased a controlling
stake in the Telecommunications Company of Iran (TCI), the country’s main provider of internet
and mobile phone services. The Data and Communication Company (DCC), which operates under
the TCI, retains a monopoly on internet traffic flowing in and out of Iran. Other providers must
purchase bandwidth from the DCC. Direct access to the internet via satellite is only permitted for
certain institutes and is prohibited for personal use. The mobile phone market is under similar state
influence. IranCell, the second largest mobile operator behind the TCI, is owned in part by a web of
proxy companies controlled by the IRGC, and has a number of high profile IRGC ex-commanders
amongits management. The third operator, RighTel, was launched in early 2011. It, too, is a
government-owned entity.
The pre-election period in May 2013 brought about increased obstacles to access, particularly
for users seeking to use circumvention tools or encryption. For example, encrypted traffic was
throttled to one to five percent of normal speeds and the authorities used a “white list” to block all
international connections that were not pre-approved. As such, most virtual private networks (VPNs)
were also blocked.
Cybercafes are under the close scrutiny of the officials. These provided 22 percent of all Iranian users
with access in 2012. Given their popularity, authorities have been attempting to control them since
around 2006, through policies such as segregating business hours for men and women. In July 2013,
police inspected 353 cybercafes in Tehran and closed down 67 for “violating regulations and offering
illegal services harm youth and their families.”18
There is no independent regulatory body for ICTs in Iran. The Communications Regulatory Authority
(CRA) is responsible for telecommunications licensing. It is part of the ICT Ministry and its head is
appointed by the minister.19 In March 2012, the broader decision-making process related to ICTs
underwent a change, when Iran’s Supreme Leader Khamenei issued a decree establishing the
Supreme Council on Cyberspace (SCC). The SCC is intended to provide a centralized focal point for

“TCI is ready to offer high speed Internet in 8000 villages in Iran”, ICTNA, accessed February 11, 2014, http://www.ictna.ir/
id/058304/.

15

“Mobile cellular,” International Telecommunications Union, accessed July 21, 2014, http://www.itu.int/en/ITU-D/Statistics/
Pages/stat/default.aspx.

16
17

“The Revolutionary Guards is entering the IT market,” Digarban, December 12, 2011, http://www.digarban.com/node/3715.

“Closure of 67 Cybercafes in Tehran”, Radio Zamaneh, accessed February 12, 2014. http://www.radiozamaneh.com/86351#.
UfVFQo1wqsA.

18
19
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policy-making and regulation of Iran’s virtual space, effectively removing such authority from the
executive, legislative, and judiciary branches of the government and bringing it under Khamenei’s
direct control. Observers believe this reflected Khamenei’s dwindling trust in President Ahmadinejad
and his hesitation to leave such an important area of policy under the president’s authority.

Limits on Content
The Iranian authorities continued to restrict access to tens of thousands of websites in 2014,
particularly those of international news sources, the opposition, ethnic and religious minorities, and
human rights groups. According to a member of the Committee to Determine Instances of the
Criminal Contents (CDICC), an average of 1,500 websites with content considered anti-Islamic are
filtered every month.20 While censorship remains stable, the results of the presidential election raised
expectations that Rouhani would ease restrictions on online speech, resulting in a mild improvement
in self-censorship. However, this enthusiasm may prove short-lived as harassment, detentions, and
prosecution of internet users continues.
The regional tension between the Shiite and Sunni branches of Islam also manifests itself in the
filtering of websites. The official website of Molavi Abdul Hamid, a prominent spiritual leader of Iran’s
Sunni community, was blocked without any explanation. Mashregh News, a website closely aligned
with the IRGC, published an article strongly criticizing the availability of a Persian-language version
of the Saudi-backed Asharq Al Awsat newspaper online in Iran. 21 Abdolsamad Khoramabadi, the
head of CDICC, stated his agreement with the article and the site was subsequently blocked.
In the period leading up to the presidential election in June 2013, a large number of websites linked
to reformists were blocked. For example, Moj11.ir, an online campaign to support Khatami in the
election became unavailable shortly after launch. SalamKhatami.com, a reformist site launched to
petition Khatami to participate in the elections was blocked after eight days. Reforms.ir, a reformist
news site covering the election, was also blocked. Campaign sites and personal blogs supportive
of then-president Ahmadinejad and candidate Esfandiar Rahim Mashaei hosted on Iranian-owned
platforms were also subjected to blocking or removal.
A number of the campaign websites with the aim of keeping Iranian officials accountable were also
blocked. Rouhani Meter, a website monitoring the performance of President Rouhani over the first
100 days of his administration, was blocked on August 28.22 Shahrdare Ma (Our Mayor) was also
blocked without explanation when the website sought to gauge public opinion concerning the
performance of Mohammad Bagher Ghalibaf, Mayor of Tehran. After the website was blocked, it was
completely shut down and the account was suspended.23
A number of popular news websites operating inside Iran were also blocked. After publishing a news
story in which Ahmadinejad claimed the 2009 election was rigged, Baztab-e Emrooz was blocked
and managing director Ali Ghazali was arrested for ‘disturbing public opinion.’ (See “Violations of
“1500 antireligious websites are filtered on monthly basis”, Bahar Newspaper, accessed February 12, 2014, http://
baharnewspaper.com/ShowNews.php?fld_Year=92&fld_Month=01&fld_Day=29&fld_News_No=9152&fld_Extension=html.

20
21

“The surprising action of CDICC”, Mashregh News, accessed February 12, 2014, http://goo.gl/q6JAem.

22

“Rouhani Meter has been blocked”, ISNA, accessed February 12, 2014, http://goo.gl/DqgkA6.

23

“Our Mayor website has been blocked”, Aftab News, accessed February 12, 2014, http://goo.gl/qYQtzW .
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User Rights.”) Eghtesad Press (Economy Press) was also blocked and shut down under order from
the District Court of Area 28 in Tehran. The website had published an article accusing the head of
Iran’s Securities and Exchange Organization (SEO) of corruption. Entekhab, a popular news website
based inside Iran, has been inaccessible since February 1, 2014 as a result of a complaint by the
Tehran public prosecutor and a closure order issued by the Tehran media court. Entekhab editor
Mostafa Faghihi told the government news agency Irna that the site was blocked for publishing a
letter in which a university academic, Sadeq Zibakalam, criticized Iran’s nuclear policy as well as other
sensitive issues such as public health and education.24 The website was unblocked after removing
the letter and the associated user comments.
However, as part of Rouhani’s larger policy of normalizing foreign relations and improving the
international image of Iran, the website of CNN was unblocked on September 28, 2013, allowing
users to access its content without the use of circumvention software. The CDICC had filtered the
site, along with Reuters and BBC News, in the wake of the disputed 2009 presidential elections. Of
the three news sites, the BBC is the only website that remains inaccessible in Iran. The CDICC did not
comment on the move to unblock CNN.
Major international social media tools, such as Facebook, YouTube, Twitter, and Flickr, remained
blocked, though the presence of officials in the Rouhani administration on Facebook and Twitter
led to speculation that access to these platforms may be restored. However, when the head of the
CDICC spoke on the matter, he described Facebook as a project of the CIA in an attempt to collect
data from individuals around the world. Khoramabadi also described Mark Zuckerberg, founder of
Facebook, as a “leading Zionist,” citing an occasion when Israeli President Shimon Peres described
Facebook as a powerful tool for the advancement of Zionism.25 He later announced that Facebook
will not be unblocked, as the site contains a great deal of criminal content which cannot be
separated from the legal content.26
The online restrictions were not limited to political and economic content. Persian language music
blogs, dating sites, digital security information, and movie download hubs were subject to increased
filtering and content takedown orders. Popular international music streaming services like Pandora
and Grooveshark have also been blocked.
The Iranian government has blocked accessed to two of Iran’s most popular instant messaging and
communication services. WeChat, a free voice and text messaging application developed in China,
was blocked on December 19, 2013 after members of parliament and officials from Iran’s Cyber
Police voiced concerns over its use among Iranian youth. Viber was briefly disabled on January 2,
2014. Cryptocat, a tool popular with human rights activists and journalists that allows secure and
encrypted chat, was also blocked, demonstrating that the Iranian authorities are concerned with the
popularity of communication channels that they cannot easily monitor. According to the CDICC, the
committee is also considering blocking other communication platforms such as Tango, WhatsApp,
and Coco as “these foreign services gather data from Iranian users to be analyzed by foreign
intelligence services.”27 All remained unblocked in May 2014.
24
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Iranian authorities employ a centralized filtering system that can effectively block a website within
a few hours across the entire network in Iran. Private ISPs are forced to either use the bandwidth
provided by the government or route traffic containing site-visit requests through governmentissued filtering boxes developed by software companies inside Iran. The filtering boxes search for
banned text strings—either keywords or domain names—in the URL requests submitted by users,
and block access accordingly.
Aside from filtering, the regime also employs administrative measures to remove unwanted content
from the web. Website owners must register their sites with the Ministry of Culture and are then
subject to requests to remove particular posts deemed unacceptable by the government. The 2009
Computer Crime Law (CCL) makes service providers, such as blogging platforms, responsible for
any content that appears on their sites. This has led to the suspension of blogs or shuttering of
news websites hosted on platforms inside Iran, under orders from government officials. The CLL
also specifies violations that might result in a website being marked for filtering. These are defined
very broadly and range from insulting religious figures and government officials to distributing
pornographic content and the use of illegal circumvention tools.28
In an effort to show that content filtering is based on a legal framework, institutions to oversee
internet filtering have been created. The Committee in Charge of Determining Unauthorized
Websites is empowered to identify sites that carry forbidden content and report that information
to the TCI and other major ISPs for blocking. The committee is headed by the prosecutor general
and other members are representatives from 12 governmental bodies. Little information is
available about the inner workings of the committee, and censorship decisions are often arbitrary
and nontransparent. According to the law, the committee should meet biweekly to decide on any
website bans, though the bulk of filtering decisions are likely made upon discovery of objectionable
content, or by a small technical team. In addition, owners of websites registered with the Ministry
of Culture have complained that they received no explanation when their websites were filtered.29
The authorities claim there is a procedure for disputing filtering decisions. However, the process is
highly inefficient, and even conservative bloggers have failed to have their webpages unblocked by
lodging complaints.30 Moreover, the dispute process requires the website owner to disclose his or
her personal information and accept responsibility for any misconduct in the future, a commitment
that few are willing to make given the risk of severe punishment.
In protest against the arbitrary filtering process in Iran, over 100 media activists wrote a statement
objecting to “an increase in the number of confrontations outside of the standard realm of
regulations in dealing with cyberspace issues.” While complaints about censorship have typically
come from reformist and independent media, these activists are said to be involved in managing
semiofficial news agencies and conservative websites, which faced increased censorship in the
period leading up to the presidential election in 2013. According to the statement, over the course
of the past year, an “unrelated government body” has been contacting official news agencies and
asking them to “either remove specific text from their website or risk filtering.” The body appears to

“12 memebers of Committee in Charge of Determining Unauthorized Sites,” Weblognews, December 16, 2009,
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be CDICC. Critics say this committee does not have the jurisdiction to deal directly with websites and
news agencies that are licensed by the Press Supervisory Board.31
Internet traffic over cell phones is subjected to a similar level of restrictions as fixed-line connections.
Iranian mobile users have only intermittent access to major app stores such as Apple’s iTunes or
Google Play, either due to blocking by the Iranian government (in the case of the former) or by
the providing company (with regard to the latter). The content of SMS is also subjected to filtering.
For instance the term, “Come to eat” was blocked by IranCell in July 2014. The term is an everyday
phrase in the Persian language, though it also has sexual connotations when used colloquially.
During the election period, SMS messages containing the word “Mashaie” were blocked, referring
to Esfandiar Rahim Mashaei, the presidential candidate supported by Ahmadinejad. Texts containing
political slogans related to Mashaie and Ahmadinejad had also been blocked in the past.
Currently there is no legal framework for filtering of SMS content. However, in June 2013 the director
of the SCC announced that it will work with the Ministry of Culture and Islamic Guidance to draft
a new bylaw for monitoring the content of mass and promotional text messages.32 The CRA has
introduced new regulations that require all commercial SMS senders to submit the content of each
SMS or service to the CRA for review prior to sending.33
Self-censorship is extensive, particularly on political matters. The widespread arrests and harsh
sentences meted out to reporters and activists after the 2009 elections, as well as perceptions of
pervasive surveillance, have increased fear among online journalists and bloggers. Many either
abandoned their online activities or used pseudonyms, resulting in a palpable drop in the amount
of original content being produced by users based inside the country. However, the situation
slightly improved after Rouhani assumed the presidency, especially among reformist journalists
who advocated for him. The change, however, has been more in terms of perception. The same
restrictions of the pre-Rouhani era are still in place and journalists continue to be prosecuted.
In addition to filtering, censorship, and intimidation, the state counters critical content and online
organizing efforts by extending regime propaganda into the digital sphere. There are at least 400
news websites either directly or indirectly supported by the state. They seek to set the agenda by
providing progovernment commentary or publishing rumors. There have also been a large number
of government-backed initiatives to promote blogging among its supporters and members of the
Basij paramilitary group.
Furthermore, the majority of independent content producers lack the financial resources to operate
in such a hostile environment. The online advertising market in Iran is exclusively limited to apolitical
and progovernment websites. Even businesses based outside Iran avoid political websites to
maintain trading relationships with the country. Although the United States adjusted its sanctions
against Iran to enable American internet companies to provide services to Iranian users, Google
Advertising does not recognize Persian as one of the languages in its system, disadvantaging Persian
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content producers.34Any Iranian-linked company or individual who wishes to use Google AdSense
must apply for a specific license, which is not a convenient process for the majority of Iranian
content producers.
The Iranian government has intensified its fight against the use of circumvention tools. The use of
such tools is considered to be illegal, although many ignore this.35 According to the most recent
statistics, 45 percent of Iranian users utilize VPNs to bypass censorship, and 41 percent use other
circumvention methods to access blocked content.36
Due to the ongoing blockage of Facebook and Twitter, opposition campaigning on Persian social
media is limited in reach and scope. However, all candidates maintained an active presence on social
media during the presidential election, either through official or unofficial accounts linked to their
campaigns. Facebook,37 Twitter, and Instagram accounts linked to President Rouhani have a large
following.
On May 3, a London-based Iranian journalist created a Facebook page entitled “Stealthy Freedoms
of Iranian Women” in order to encourage women to post photos of themselves without a hijab or
headscarf.38 The site gained over 170,000 followers within two weeks and as of mid-2014 had over
600,000. Hundreds of women have posted photos to the site, defying national laws that require the
hijab and risking punishment.39 Masih Alinejad, the founder of the page, was accused by Iran’s semiofficial news agency of promoting promiscuity and working with the enemy.40

Violations of User Rights
Iran continues to be an extremely dangerous environment for internet users. Iranian laws heavily
restrict what is acceptable speech online and specify harsh punishments for those who deliberately
flout restrictions, as well as those who have inadvertently caught the ire of authorities. A group of
tech bloggers in the city of Kerman were sentenced up to 11 years for alleged links with foreign
organizations, while seven contributors to a Sufi website were also jailed for lengthy terms. Even if
access to social media is restricted in the country, eight individuals were sentenced to jail for 7 to
20 years related to Facebook posts deemed as blasphemous or against the regime. Harassment and
surveillance are rampant, particularly for those who are critical of the authorities or belonging to
ethnic and religious minorities. The recent wave of arrests and sentences are considered to be part
Jamal Abdi, “Obama Norooz promise a good step, more needed to ensure U.S. not part of ‘Electronic Curtain,’” NIAC
InSight, March 21, 2012, http://www.niacinsight.com/2012/03/21/obama-promises-to-ease-internet-restrictions-in-noroozmessage/.

34
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35

“Iran to crack down in web censor-beating software”,AFP, accessed June 24, 2013,
https://www.google.com/hostednews/afp/article/ALeqM5jIFi-LdqBsdtrj7mRYnCMTlSGjCA?docId=CNG.
f710ad6e0ee1dc52f64c985918d1bac1.741.
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of the reaction of the hardliners within the Iranian establishment to President Rouhani’s attempts to
open up cyberspace and the media. The IRGC in particular are known to be fiercely resistant to any
liberalization in these areas.
The constitution provides for limited freedom of opinion and expression, but numerous, haphazardly
enforced laws restrict these rights in practice. The 2000 Press Law, for example, forbids the
publication of ideas that are contrary to Islamic principles or detrimental to public rights, none of
which are clearly defined.41 The government and judiciary regularly invoke this and other vaguely
worded legislation to criminalize critical opinions. The 2009 CCL outlines punishments for spying,
hacking, piracy, phishing, libel, and publishing materials deemed to damage “public morality” or to
be a “dissemination of lies.” 42 Punishments are severe and include the death penalty for offenses
against public morality and chastity, as well as long prison sentences, draconian fines, and penalties
for service providers who fail to enforce government content restrictions.
Dozens of Iranians were arrested over the coverage period. On December 3, 2013, officials from the
IRGC arrested 16 digital activists in the southern province of Kerman, including eight staff members
from the gadget review site Narenji.ir or its sister sites: Aliasghar Honarmand (Narenji’s founder),
Abbas Vahedi, Hossein Nozari, Reza Nozari, Amir Sadeghpour, Mehdi Faryabi, Ehsan Paknejad, and
Malieh Nakhei. Referencing their apparent links to the BBC and BBC Persian, they were accused
of being in contact with “enemy media” and “running a number of projects and plans for antirevolutionary Iranians based abroad” according to a local justice department official.43 At least one
individual had participated in or led BBC-funded journalism workshops, which officials linked to
British intelligence. Five individuals were kept in solitary confinement for four months and subject
to daily interrogations. In June 2014, the revolutionary court in Kerman sentenced 11 individuals for
“designing sites… for media hostile to the regime”: Honarmand to 11 years’ imprisonment, Vahedi
(2.5), Hossein Nozari (7), Paknejad (5), and seven others to 1.5 years plus 3 years’ probation.44
In July 2013 seven contributors to the Sufi website Majzooban Nor were convicted of producing
antigovernment propaganda, insulting the Supreme Leader, and endangering national security.
Hamidreza Moradi was sentenced to 10 years in prison, Reza Entesari was sentenced to 7.5, and
Mostafa Daneshjo, Farshid Yadollahi, Amir Islami, Omid Behrouzi and Afshin Karampour were each
sentenced to 7.5. The court banned them all from practicing any kind of political or journalistic
activity for five years after their release. The defendants, who have been held in Tehran’s Evin prison
since September 2011, and their lawyers refused to attend the trial on the grounds that it was
unfair.45
Even if access to social media is restricted in the country, numerous individuals have been targeted
for their activities on Facebook and YouTube. In early September 2013, the IRGC arrested five
administrators of popular Facebook pages. While the pages were not politically focused, Roya Irani,
41
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Amir Golestani, Fariborz Kardar, Massoud Ghasemkhani and Seid Massoud Seiad Talebi allegedly
shared or posted information related to the opposition Green movement.46 According to Reporters
Without Borders, they were charged by the Tehran prosecutor’s office with “meeting to conspire
against national security” and, as of December 2013, were still held at Evin prison.47
In a separate development from May 2014, eight individuals found guilty of blasphemy, spreading
anti-regime propaganda, or insulting Supreme Leader Khamenei on Facebook and were sentenced
between 7 and 20 years of jail time. Among those sentenced to 20 years was Roya Saberinejad
Nobakht, a 47-year-old woman and British national. Gholam Hossein Mohseni Eje’i, the general
prosecutor of Iran, separately announced the arrest and imprisonment of an individual responsible
for setting up fake Facebook pages that claimed to represent members of Rouhani’s cabinet .48
Even the most seemingly benign activities can provoke the ire of conservative authorities. Five
dancers and one director were arrested for a homemade video posted to YouTube that featured
men and women —the latter without headscarves—dancing together in a violation of conservative
customs. The “Happy in Tehran” clip was one of hundreds of music videos set to the Pharrell
Williams song “Happy” that have been reproduced around the world. The group was forced to
repent on a national television, during which a police chief referred to the video as “a vulgar clip
which hurt public chastity”.49 They six were later given suspended sentences of one year in prison
and 91 lashes in September 2014.50
Iranians in the expatriate community are also intimidated for their online activities. Prior to the
elections, Radio Free Europe issued a statement criticizing the Iranian regime’s pressure on family
members of Radio Farda staff. According to Radio Farda’s director, Arman Mostofi, relatives of staff
members were summoned for interrogations and were told to advise their relatives to refrain from
working with the organization.51
Saeed Malekpour, a web developer who had previously been sentenced to death for blasphemy, had
his sentenced changed to life imprisonment. Malekpour’s lawyer, Mahmoud Alizadeh Tabatabaee,
told ISNA News Agency in August 2013, that after his death sentence was upheld at the Supreme
Court, he repented and showed remorse, leading to his sentence reduction.52 He was arrested in
2008 after image software he developed was used in an adult website.
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In March 2012, the Communications Regulatory Authority issued Bill 106,53 which required the
registration of all IP addresses in use inside Iran. Implementing such registration will allow the
authorities to track users’ online activities even more thoroughly and is a fundamental part of
implementing the National Information Network. In addition, the sale and use of VPNs is illegal.
Tehran’s Cyber Police (FATA) arrested a 35-year-old man for selling VPN access in 2014, noted that
the suspect was found through “monitoring the web space.”54
As of March 2012, customers of cybercafes must provide information including their name, father’s
name, national ID number, and telephone number before using a computer. Cafe owners are
required to keep such information, as well as customers’ browsing history, for six months. They are
also required to install closed-circuit surveillance cameras and retain the video recordings for six
months.55 Mehdi Mir-Mohammadi, head of the IT-Union of Tehran, commented that some elements
of the regulations infringe on user privacy and could lead to new forms of cybercrimes. 56
In addition, the CCL obliges ISPs to record all the data exchanged by their users for a period of
six months, but it is not clear whether the security services have the technical ability to process all
this data. When purchasing a mobile phone subscription or prepaid SIM card, users must present
identification, facilitating the authorities’ ability to track down the authors and recipients of specific
messages.
Despite international legal restrictions placed on the selling of surveillance equipment to the Iranian
government, there have been past reports that Chinese and some Western companies have been
providing the Iranian authorities with technology to monitor citizens’ digital activities. Specifically,
investigative reports by Reuters and the Wall Street Journal found that Huawei Technologies57
and ZTE Corporation,58 both Chinese firms, were key providers of surveillance technology to Iran’s
government, allegations both companies have denied. According to an uncovered PowerPoint
presentation outlining the system’s capabilities, Iran’s MobinNet ISP would potentially have the
capacity to utilize deep packet inspection (DPI), real time monitoring of communication traffic, the
ability to block websites, track users and reconstruct email messages as a means of monitoring
citizens. 59
Filtering and arrests are supplemented by hacking and distributed denial-of-service (DDoS) attacks
on the websites of government critics. In the lead up to the elections, websites critical of the
government, including Khodnevis, Iran’s Communist Party, and Green Wave Voice were hacked.
Bill 105, Communication Regulation Authority, http://cra.ir/Portal/File/ShowFile.aspx?ID=f1a93935-938c-4d93-9eedb47bc20685d4.
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Google also released a statement that it detected and stopped thousands of phishing attacks
targeting email accounts of Iranian users ahead of the election.60
Iran has significantly increased its hacking capabilities in recent years. According to a report
published by FireEye, a digital security firm, in May 2014 the development of Iranian hacking
capabilities, particularly its ‘Ajax Security Team,’ is “consistent with Iran’s efforts at controlling political
dissent and expanding offensive cyber capabilities”. However, the report noted that Iranian hackers
are not necessarily directly linked to the government or the military.61
There have also been several official plans to recruit and train cyber defense experts and hackers in
the past. The Deputy of IT and Communications at Iran’s Civil Defense Organization announced that
a Cyber Defense program of study would be introduced to some universities in the country on the
graduate level.62
According to Zone-H, a website dedicated to tracking hacking incidents, there were a total of 1,387
website defacements attributed to Iranian hackers during March 2013 alone, with a similar number
in February. The majority of these are attributed to the Ashiyane Digital Security Team, which ranks
as the second most active group in world, with defacements of thousands of websites linked to
foreign governments and high-level organizations.63 It is also noteworthy that the head of Ashiyane,
Behrouz Kamalian, was sanctioned under the European Union’s human rights sanctions regime for
being linked with the IRGC and responsible for a cyber-crackdown against domestic opponents and
reformists, and foreign institutions.64
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2014
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Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

5

4

Limits on Content (0-35)

6

6

Violations of User Rights (0-40)

12

12
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23
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Bloggers/ICT Users Arrested:
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Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In a controversial plan, Italy’s communications regulator AGCOM empowered itself to
make decisions to order the takedown of content and blocking of websites that violate
copyright laws in a process that involves no judicial oversight. The move did not follow
any parliamentary approval (see Limits on Content).

•

Orders to block copyright-infringing websites increased dramatically over the past year,
with one monitoring organization recording almost 450 blocked websites in Italy as of
May 2014, up from less than 150 one year previously (see Violations of User Rights).

•

In a positive ruling, Italy’s Supreme Court upheld a 2013 decision that stated three
Google employees did not violate privacy protections and could not be held responsible
for failing to obtain the consent of individuals featured in online videos posted to
their site. The case revolved around a video, posted in 2006, that showed Italian
schoolchildren bullying an autistic student (see Violations of User Rights).
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Introduction
Italy’s internet penetration rate—which remained at around 58 percent this year—lags behind
many other European countries.1 Italian authorities do not generally engage in political censorship
of online speech, and, as in previous years, no bloggers were imprisoned as of mid-2014. Despite
a number of judicial decisions asserting that intermediaries are not liable for the content posted
by users, overly broad interpretations of liability in defamation or intellectual property rights cases
resulted in unusual judicial decisions and disproportionate burdens placed on online news providers.
In the past, proposals have been put forward by past governments that raised alarm bells for free
expression advocates.2 This year, the central development has been the extension of the powers of
the telecom regulator, the Authority for Communications (AGCOM),to order hosting providers to
take down content if an internal administrative panel deems that it violates copyright protections.
If no action is taken within 72 hours, AGCOM may order ISPs to block a website, even if hosted
domestically, with no court order. Italy is reportedly the first European country to have such a
regulation in force.3
After the general election of February 2013, a new government was formed under the young
premier Enrico Letta, who promised to kick-start reforming the country. The government was backed
by all the major parties, including Silvio Berlusconi who still owns, directly and indirectly, a private
media conglomerate. Nonetheless, the government lasted less than a year. In December 2013, the
center-left party held primaries that were won by Matteo Renzi, the mayor of Florence. Soon Renzi
claimed the premiership and Italy’s youngest ever government, as measured by members’ average
age, was sworn in. Berlusconi forged a tacit alliance with the new premier, after the media mogul
was sentenced on charges of fraud and had to keep a low profile in politics.
If Berlusconi and his party, Forza Italia, no longer have the political power to steer through
controversial initiatives such as the wiretapping bill, they still intend to check any move that might
undermine Berlusconi’s position in the media market. Italy’s traditional media ownership has
remained basically unaltered. Berlusconi’s center-right party still favors television interviews. Twitter,
Facebook, and blogs are more effectively used by Renzi, as well as the populist leader Beppe Grillo.4
Italy’s first computer network emerged in 1980, when a group of nuclear physicists connected all
of the country’s nuclear research institutes. At the beginning, the internet was just one of several
packet-switching networks that coexisted in Italy. The dominant telecommunications firm at the time,
Telecom Italia, tried to impose its privately owned system, while various center-left governments,
aware of the importance of interconnectivity, supported integration among the networks. Ultimately,
the adaptability and simplicity of the internet prevailed. Access to the internet was available to
private users after 1995, and the number of internet service providers (ISPs) soared within a short
period of time. Remaining obstacles to greater internet penetration include users’ lack of familiarity

1

ITU, “Core Indicators”, accessed 19 may 2014, http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#.

In previous years one blog dealing with a sensitive criminal trial had been shut down, but that has been an exception rather
than the rule.

2

See “International recording industry welcomes Italian AGCOM regulation,” International Federation of the Phonographic
Industry (IFPI), December 18, 2013, http://www.ifpi.org/news/international-recording-industry-welcomes-italian-agcomregulation.

3

4

Grillo’s blog is one of the most read, reported by and discussed in the traditional media in Italy, http://www.beppegrillo.it.
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with computers and with the English language, as well as the dominance of commercial television
and the diversion of consumers’ telecommunications spending to mobile telephony.

Obstacles to Access
Since the 1990s, the Italian government has supported the internet as a catalyst for economic
growth, increased tourism, reduced communication costs, and more efficient government
operations. As of 2013-14, this attitude still wins through, but, as in the past, there is a considerable
gap between aspirations and reality. According to the International Telecommunication Union
(ITU), Italy had an internet penetration rate of 58.46 percent as of December 2013, an increase in
13 percent from 2008.5 While Italy’s internet penetration rate is higher than the global average, it is
lower than the overall rate in Western Europe. A recent report shows it also lags behind Europe on
many other ICT indicators.6 The relatively low penetration rate is not due to infrastructural limitations
as much as unfamiliarity with the internet among the older generations and a general affinity for
mobile phone devices rather than desktop computers.
According to data from January to March 2014, daily mobile users number more than household
users by 14.5 million to 12.5 million.7 For fixed lines, Italians still prefer to access the internet
from home, with the workplace the second most common access point, followed by schools and
universities. Slightly less than half of Italy’s internet users are female.8 Cost is not a significant barrier
to access. The price for a broadband connection may range from EUR20 to EUR40 (US$26 to52) per
month. The average monthly per capita income is around US$2,700.9
Access to the internet for private users is offered by 13 different ISPs. Telecom Italia has the largest
share of the market, followed by Vodafone, Fastweb, and Tiscali. Telecom Italia owns the physical
network, but is required by European Union (EU) legislation to provide fair access to competitors.
Telecom Italia began the process of spinning-off its business entity that deals with infrastructure
at the end of May 2013.10 ADSL fixed broadband connections with basic service up to 2 Mbps are
available on about 98 percent of Italy’s territory. However, fast broadband offering more than 30
Mbps is expected to reach 50 percent of the territory only in 2016 or 2017, and is now among the
lowest in the EU.11 In October 2013, only 3.7 percent of Italians enjoyed speeds of over 10Mbps,
5 International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2013 & 2008, accessed September 8 2014, http://www.itu.int/ITU-D/
ICTEYE/Indicators/Indicators.aspx#.
6

Telecom Italia Mobile, “Italia Connessa 2013”, http://italiaconnessa.telecomitalia.com/sites/default/files/ItaliaConnessa2013.

pdf.
Luca Savioli, “Audiweb svela i primi dati mobile: gli italiani navigano più da smartphone che pc”, Il Sole 24 Ore, 1 July
2014. http://www.ilsole24ore.com/art/impresa-e-territori/2014-07-01/audiweb-svela-primi-dati-mobile-italiani-naviganopiu-smartphone-che-pc-151633.shtml?uuid=AB4GeeWB and http://www.ilsole24ore.com/pdf2010/Editrice/ILSOLE24ORE/
ILSOLE24ORE/Online/_Oggetti_Correlati/Documenti/Tecnologie/2014/07/Gasperini-IabSeminar2014.pdf.

7

8

, http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#.

“Broadband—Italy,” Socialtext, accessed 15 April, 2014, https://www.socialtext.net/broadband/index.cgi?italy; “Italy,”
Population Reference Bureau, accessed 19 May 2014, http://www.prb.org/DataFinder/Geography/Data.aspx?loc=453.
9

Telecom Italia “Telecom Italia: CDA approva il progetto di societarizzazione della rete di accesso”, press release,
http://www.telecomitalia.com/tit/it/archivio/media/comunicati-stampa/telecom-italia/corporate/economicofinanziario/2013/05-30a.html

10

The EU Digital Agenda calls for 100 percent of the territory covered with 30Mbps and at leat 50 percent with ultrafast
(over 100Mbps) by 2020; Palazzo Chigi, “Rapporto Caio” Achieving the Objectives of the Digital Agenda for Europe (DAE) in
Italy: Prospects and Challenges, 30 January 2014, http://www.governo.it/Notizie/Palazzo%20Chigi/dettaglio.asp?d=74619.

11
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though this represents a 40 percent increase from 2012.12 There is no plan by telecom companies to
achieve ultrafast broadband over 100 Mbps any time soon.
Mobile phone remains at almost 160 percent as of 2013.13 The majority of subscriptions are still
prepaid, but flat tariffs are becoming more common.14 Telecom Italia Mobile (TIM), Vodafone, Wind,
and 3 Italia are the major carriers, and all of them operate third-generation (3G) networks with
4G quickly replacing it. As in other countries, sales of tablet computers are on the rise among the
younger generation and are likely to keep growing in the coming years.
An ambitious infrastructural plan entitled “Growth 2.0” was announced in 2012 with the aim of
closing Italy’s “digital divide”, or regional discrepancies in fast internet access, within two years.
In February 2014, the deadline was moved to 2015.15 The same plan included a “Digital Agenda”
initiative (based on the EU Agenda 2020), intended to expand broadband access and e-government
functions (including “digital identity”, public e-services, “intelligent communities”, and others).16
In June 2013, Enrico Letta, prime minister at the time, appointed Francesco Caio as the country’s
commissioner for the digital agenda. Caio, a manager with extensive experience in telecoms,
presented a comprehensive report in January 2014. As a result, the infrastructure and economic
development minister, along with the ministries of the economy, research and university, public
health, and others, were tasked with profoundly “transforming” Italy’s public administration.17
However, after the collapse of the Letta government, Caio left to become CEO of the national postal
service Poste Italiane and the project was put on hold. Prime Minister Renzi has again emphasized
the centrality of the digital agenda, but with the intermittent paralyses that characterize Italy’s
political system, the country is unlikely to fulfill this EU goal.
The main regulatory body for telecommunications is the Authority for Communications (AGCOM),
an independent agency that is accountable to the parliament. Its responsibilities include providing
access to networks, protecting intellectual property rights, regulating advertisements, and
overseeing public broadcasting. AGCOM’s president is appointed by the majority party or coalition
in parliament. Past commissioners have come under pressure when it came to television broadcasts,
particularly during Berlusconi’s premiership, but today the agency’s main priority is digital copyright,
for which it has proposed a tax on all electronics products.18 Angelo M. Cardani, AGCOM’s current

Akami, “Second Quarter 2013 ‘State of the Internet’ Report”, Press release, 16 October 2013, http://www.akamai.com/
html/about/press/releases/2013/press_101613.html.

12

International Telecommunication Union (ITU), “Mobile-cellular telephone subscriptions”, accessed September 8, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/publications/wtid.aspx.

13

AGCOM “Osservatorio Trimestrale sulle Telecomunicazioni”, 30 September 2013, http://www.agcom.it/default.
aspx?DocID=12264&Search=abbonati_mobile.

14

A. Longo, “Lombardo (Infratel): ‘Banda larga fra le pastoie della burocrazia’”, Corriere Digitale, 18 April, 2014, http://www.
corrierecomunicazioni.it/tlc/25848_lombardo-infratel-banda-larga-fra-le-pastoie-della-burocrazia.htm.

15

Italian text at http://www.gazzettaufficiale.it/moduli/DL_181012_179.pdf. See also http://www.agenda-digitale.it/agenda_
digitale/.

16

17 “Rapporto Caio” Achieving the Objectives of the Digital Agenda for Europe (DAE) in Italy: Prospects and Challenges, 30
January 2014, http://www.governo.it/Notizie/Palazzo%20Chigi/dettaglio.asp?d=74619.
The six “strategic areas of the “Digital Agenda” include infrastructure and cyber security, e-commerce, e-government, e-learning
(e-books, digital policy literacy and e-participation), research and innovation in ICT, and smart cities and communities.

Yahoo Finance, “Telefonini e musica, torna la tassa per i diritti d’autore?”, 5 March 2014, https://it.finance.yahoo.com/
notizie/telefonini-musica-torna-tassa-diritti-autore-155034196.html.
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president, is a staunch supporter of the regulation that allows the agency to act immediately and
without judicial approval in case of copyright infringement.19
Another important player in the field of communications is the Italian Data Protection Authority
(DPA). Set up in 1997, the DPA has a staff of more than 100 people, and four of its main members
are elected by parliament for seven-year terms. The DPA is tasked with supervising compliance by
both governmental and nongovernmental entities of data protection laws, as well as “banning or
blocking processing operations that are liable to cause serious harm to individuals.”20 It is generally
viewed as professional and fair in carrying out its duties. In April 2014, the authority launched a
public consultation to assess public support for a large database (SIT, Sistema Informatico Integrato)
on “bad payers” for telecom companies, which can consult it before accepting a new customer.21 The
clear privacy issues are one of the rationales for the consultation.

Limits on Content
The Italian authorities do not generally restrict political content, although there has been a dramatic
increase in the amount of websites blocked on grounds of selling forged goods, illegal streaming,
the downloading of copyrighted content, and unlicensed gambling. According to “Osservatorio
Censura,” (Censorship Observatory), the amount of websites blocked in Italy rose from 149 in May
2013 to 439 in May 2014.22 Because of Italy’s civil-law system, some judges may occasionally issue
rulings that impose responsibilities on intermediaries to regulate user-generated content, although
other judges have repeatedly affirmed that intermediaries should not be liable for content posted by
users. Italians have access to the full range of domestic and international news sources and human
rights websites. The social-networking site Facebook, the Twitter micro-blogging service, the videosharing site YouTube, and international blog-hosting sites are all freely available. Indeed, the use of
social media has become a mandatory element of Italian politics, particularly over the past two years.
Since 2006, online gambling has been permitted only via state-licensed websites, and ISPs are
required to block access to international or unlicensed gambling sites identified on a blacklist
compiled by the Autonomous Administration of State Monopolies (AAMS). The list of banned sites
is available on the AAMS website and updated regularly.23 A similar blacklist system is in place for
websites containing child pornography. A law passed in February 2006 (Law No. 6) called for the
establishment of a National Center for the Fight against Child Pornography on the Internet within
the Postal and Communications Police Service. Based on its own research and on complaints
from citizens, the center maintains a list of sites deemed inappropriate and forwards it to ISPs
for blocking.24 As with the AAMS list, the child pornography blacklist is publicly available, though
some child advocates have raised concerns that this encourages visits to the sites by users with
Cardani is a former chief of staff of Mario Monti when the latter was EU Anti-Trust commissioner. He also worked within
the EU Commission for a while; http://www.agcom.it/Default.aspx?message=contenuto&DCId=184.

19

“The Italian Data Protection Authority: Who We Are,” Data Protection Authority, November 17, 2009, http://www.
garanteprivacy.it/garante/doc.jsp?ID=1669109.

20

21 “Avviso pubblico di avvio della consultazione su ‘Costituzione di una banca dati dei clienti morosi nell’ambito dei servizi di
comunicazione elettronica”, April 16, 2014, .
22

See http://censura.bofh.it/grafici.html.

23

The blacklist is available (in Italian) at http://www.aams.gov.it/site.php?id=2484.

“Centro nazionale per il contrasto alla pedopornografia sulla rete” [National Center for the Fight against Child
Pornography on the Internet], State Police, March 10, 2010, http://www.poliziadistato.it/articolo/view/10232/.
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circumvention tools. ISPs also offer subscribers “family internet” packages that automatically block
access to adult pornography and sites with violent content, in exchange for a small premium.
In December 2013, AGCOM granted itself the power to order content hosts to take down sites or
remove content if a review by an internal administrative panel detects a violation of copyright.25 If
no action is taken within 72 hours, AGCOM may now order ISPs to block offending websites with no
need for a court order. The new regulations also allow punishments of up to EUR 250,000 for users
uploading copyright-infringing content and for ISPs failing to comply with the orders in a timely
fashion.26 The controversial plan, which has been strongly criticized by users’ organizations and ISP
representatives for lacking a requirement for prior judicial approval, entered into force on March 31,
2014.27 It did not come under parliamentary review.28 AGCOM’s mandate includes sites that contain
links to other websites that provide copyrighted-infringing content, as well as the hosts. However,
when the first orders went out at the end of April, it became apparent that all of the targeted
websites were hosted outside of the country, thus limiting the reach of the Italian authorities. For
this reason, AGCOM invited Italian ISPs to block access to those sites on the basis that the court
order would “eventually” arrive.29 This would give ISPs a highly discretional power, without a judicial
order or ruling, to filter access.30
Consumer rights organizations and ISP associations are worried that the procedures may end
up unjustifiably inhibiting users from accessing content that they have uploaded to the web
but legally own. Of further concern is the fact that links to legal content can also be removed or
rendered inaccessible if the authority overreaches in its duty. On April 9, 2014, the administrative
court of Rome ruled that opposition to the resolution was justified and asked AGCOM to begin a
moratorium on the process until June 2014 pending further consideration and examination. AGCOM,
however, decided to proceed with their plans and to run the risk that, after a future contrary ruling,
its executive decisions may all be found void and unlawful.31 Laws passed in 2000 and 2003 gave
AGCOM an executive mandate to act in violations of copyrights.32
These developments come after the European Court of Justice ruled that national courts may
order ISPs to cut off users’ access to copyright-infringing websites. In the case, involving a
German-Austrian film company and an Austrian ISP, the ECJ clarified that ISPs can be considered
AGCOM, “Regolamento in materia di tutela del diritto d’autore sulle reti di comunicazione elettronica”, December 12, 2013,
www.agcom.it/Default.aspx?DocID=12229.

25

Bogdan, “Italian telecom authority gets the power to block websites,” EDRI, December 18, 2013, https://edri.org/italiantelecom-authority-gets-power-block-websites/.

26

27 “Subject: Internet censorship in Italy—via administrative procedure,” European Parliament, July 13, 2011, http://www.
europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+WQ+E-2011-006948+0+DOC+XML+V0//EN accessed February 2,
2013.

Fulvio Sarzana, “The ‘AGCOM’ law on website removal. Aa damage for internet-related businesses and freedom,” FULOG,
December 16, 2013, http://www.fulviosarzana.it/en/blog-en/the-agcom-italian-communications-authority-law-on-web-sitesremoval-a-damage-for-internet-related-businesses-and-freedom/.

28

G. Bottà, “AGCOM: a filtrare comincia tu”, Punto Informatico, April 18, 2014, http://punto-informatico.it/4035622/PI/News/
agcom-filtrare-comincia-tu.aspx.

29

Alessandro Longo, “Dopo le prime denunce per Agcom cominciano i primi guai”, Il Sole 24 Ore, 27 April 2014,
http://www.ilsole24ore.com/art/tecnologie/2014-04-25/dopo-prime-denunce-agcom-cominciano-primi-guai--100719.
shtml?uuid=ABgggeDB.

30

Altroconsumo, “Regolamento AGCOM sul diritto d’autore: il Tar Lazio accoglie le richieste di Altroconsumo”, April 9, 2014,
www.altroconsumo.it/organizzazione/in-azione/azioni-in-corso/regolamento%20diritto%20d%27autore.

31

C. Tamburrino, “AGCOM approva il regolamento sul diritto d’autore”, Punto Informatico, December 12, 2013 http://puntoinformatico.it/3956367/PI/News/agcom-approva-regolamento-sul-diritto-autore.aspx.
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intermediaries and should prevent access to an offending website in a way that balances the right to
information with intellectual property rights.33
At times, Italian authorities continue to request the removal of specific content, although the amount
is limited. According to Google, the government issued 27 court orders for 135 items to be removed
between January and June 2013 (compared to 23 requests over the previous six months), as well
as 6 requests from executive bodies such as the police or regulating agencies.34 Nearly half of the
requests were accepted and involved material that was broadly interpreted as defamatory.
Decisions related to the blocking of websites for copyright violations are implemented by the
Guardia di Finanza (GdF, Finance Guard), which handles issues of cybercrime, fraud, and trafficking.35
In the infrequent cases in which websites containing news have to be blocked for copyright, this is
made possible by a 1941 law, explicitly amended by the Berlusconi government in 2005 to include
the web and computer communications.36 Nonetheless, many in the Italian legal community now
believe that, based on existing jurisprudence and thanks also to the provisions laid out in the EU
e-Commerce Directive,37 service providers are not required to censor search results. Likewise, since
2011, when Italy’s Supreme Court declared that editors of online magazines were not responsible for
defamatory comments posted by readers (thus taking note of the difference between the printed
and electronic press), attempts at introducing bills that would require websites to engage in prepublication censorship have mostly stalled. In 2011 and 2012, however, cases of defamation have
been brought against online content providers and intermediaries that have led to the blocking or
filtering of ICT content.38 This legal uncertainty is due, in some part, to the inability to create new
laws to compete with the fast changing technology. Existing laws are applied in a contradictory
manner and are often overturned at every appeal, resulting in extended legal battles.
In October 2011, the European Court of Justice had ruled that soccer games could not be protected
by copyright, and the same year, a Rome court ruled against RTI (a subsidiary of the Berlusconiowned Mediaset) that tried to prevent Google’s Blogger platform from streaming Italian football
matches from Mediaset’s TV channels. Nevertheless, in early 2013 a court in Milan ruled that, even
if the soccer game itself was not protected, distributers could seek copyright protection over its
broadcast.39 Thus RTI-Mediaset won the case and ten indexing platforms with links to major sports
streaming websites were shut down. This decision was reiterated again in September 2013 again by

For more on the case, see Court of Justice of the European Union, “An internet service provider may be ordered to block
its customers’ access to a copyright-infringing website,” Press Release No 38/14, March 27, 2014, http://curia.europa.eu/jcms/
upload/docs/application/pdf/2014-03/cp140038en.pdf.

33

34 Google “Rapporto sulla trasparenza, http://www.google.com/transparencyreport/removals/government/
countries/?p=2013-06.

The Italian Police, acting on order by a judge in Rome, who ruled in favor of a film distribution company (Sunshine
Pictures), ordered 27 Italian and international ISPs to proceed with a DNS blockade to prevent Italian users to see a French
movie (Un Monstre à Paris) distributed by the company. Mauro Vecchio, “Italia, maxisequestro dello sharing in corso”, Punto
Informatico, April 15, 2013, http://punto-informatico.it/3768010/PI/News/italia-maxisequestro-dello-sharing-corso.aspx.

35

It is the law n.633 of April 22, 1941, http://www.altalex.com/index.php?idnot=34610 and in particular it is art. 171/a/bis,
amended by the law decree n.7 of January 31, 2005, http://www.altalex.com/index.php?idnot=5918.

36

European Commission, “E-Commerce Directive”, 2000/31/EC, http://ec.europa.eu/internal_market/e-commerce/directive/
index_en.htm.

37

M. Del Vecchio, “Espressione digitale, libero bavaglio”, Punto Informatico July 9, 2013, http://punto-informatico.it/3845739/
PI/News/espressione-digitale-libero-bavaglio.aspx.

38

Mauro Vecchio “Mediaset, sequestro per lo streaming pallonaro”, January 16, 2013, http://punto-informatico.it/3691462/
PI/News/mediaset-sequestro-streaming-pallonaro.aspx.
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a court in Rome that ruled that providing links to the streaming of soccer games cannot be justified
on the basis of freedom of the press because it is a copyright violation, thus accepting Mediaset’s
viewpoint against the webzine Il Post.40
Some restrictions on internet content uncommon in other Western European countries remain
in place in Italy. Drawing on a 1948 law against the “clandestine press,” a regulation issued in
2001 holds that anyone providing a news service, including on the internet, must be a “chartered”
journalist within the Communication Workers’ Registry (ROC) and hold membership in the national
journalists’ association.41 With the exception of one case from late 2000s, these rules have generally
not been applied to bloggers and, in practice, millions of blogs are published in Italy without
repercussions. Nonetheless, many people who create websites on a range of issues (including
scholarly research) still continue to collaborate with registered journalists to protect themselves from
potential legal action.
Following the European Union principle on “the right to oblivion” (or “the right to be forgotten”), in
April 2012, the Supreme Court imposed an obligation on publishers to update their online archives
to ensure that outdated facts do not inadvertently damage someone’s reputation. Furthermore, on
May 13, 2014, the European Court of Justice found that the 1995 Data Protection Directive did apply
to the activities of search engines like Google, and that these companies may have to remove certain
search results if the data is deemed to violate an individual’s right to privacy.42 The court decided
that by searching automatically, constantly, and systematically for information on the internet,
search engines are “collecting” and “processing” data within the meaning of the directive. Based
on this ruling, individuals within the European Union can now request that search engines remove
links associated with their name, but only in searches for that individual’s name and under the
condition that the information in the links is “inadequate, irrelevant, or no longer relevant” and is not
considered to be in the public interest. Many critics of this ruling argued that the court should not
have granted private companies the authority to arbitrate competing concerns between the right to
privacy and the right to information, and that the court failed to establish clear guidelines regarding
when links to data should be removed.43
Even in the absence of legal requirements, ISPs tend to exercise some informal self-censorship,
declining to host content that may prove controversial or that could create friction with powerful
entities or individuals. Online writers also exercise caution to avoid libel suits by public officials,
whose litigation—even when unsuccessful—often takes a significant financial toll on defendants in
the traditional media. The Italian government does not proactively manipulate news websites.
Blogging is now very popular in Italy, though television remains by far the leading medium for
obtaining news. Most policymakers, popular journalists, and figures in the entertainment industry
Mauro Vecchio, “Il link allo streaming non è diritto di cronaca”, Punto Informatico, 16 September 2013, http://puntoinformatico.it/3889990/PI/News/link-allo-streaming-non-diritto-cronaca.aspx.

40

Law No. 62, March 7, 2001, “Nuove norme sull’editoria e sui prodotti editoriali” [New Rules on Publishing and Publishing
Products], InterLex, accessed August 21, 2012, http://www.interlex.it/testi/l01_62.htm.

41

The court case in question is that of Google Spain SL, Google Inc. v. Agencia Española de Protección de Datos, Mario
Costeja González. See Press Release No. 70/14, Court of Justice of the European Union, May 13, 2014, http://curia.europa.eu/
jcms/upload/docs/application/pdf/2014-05/cp140070en.pdf.

42

43 The Editorial Board, “Ordering Google to Forget,” The New York Times, May 13, 2014, http://www.nytimes.
com/2014/05/14/opinion/ordering-google-to-forget.html?hp&rref=opinion&_r=0 and Natasha Lomas, “Jimmy Wales Blasts
Europe’s ‘Right to Be Forgotten’ Ruling as a ‘Terrible Danger’,” TechCrunch, June 7, 2014, http://techcrunch.com/2014/06/07/
wales-on-right-to-be-forgotten/.
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have their own blogs, as do many ordinary citizens. Social-networking sites, especially Facebook and
Twitter, have emerged as crucial tools for organizing protests and other mass gatherings, such as
concerts, parties, or political rallies, although, at times, some content may be aggressive. As of end
of 2013, the country was home to over 26 million Facebook users (42.4 percent of the population, up
more than 5 percent from 2012), the 11th highest number in the world.44
The use of social media and the web in the general elections of February 2013 proved to be a major
innovation. Online tools were central, not only as a communication medium, but also to measure
political sympathies by measuring “Likes”, hashtags and tweets for the many political players.45 The
Five Star Movement, led by former comedian Beppe Grillo, based their political campaign almost
exclusively on the internet and declined to take part in political talk-shows or television interviews.
As soon as the new parliament was in office following the February elections, Grillo and his
movement used the internet both to strengthen their political basis and to survey it. The Five Star
Movement used the web and social media (1) to select its candidate for the Italian presidential
election,46 (2) to vote on expelling party members, such as those MPs who do not conform to the
movement’s rules and internal decisions, and (3) to provide an outlet for Grillo’s announcements and
statements.47
Finally there has been a considerable talk about adopting an FOIA provision for Italy’s public
administration (PA), modeled on the American act. Yet a comparison between the Italian (Law n.
241/1990) and U.S. legislation shows that, in the Italian case, data transparency is mostly a declared
“intention” than a real, sanctioned obligation.48 As of mid-2014, the government has opened a
dedicated web site that offers data and information voluntarily made available by local and central
administrations.49 Such tools, while valuable for scholarly research, is still a far cry from constituting
an Italian FOIA.

Violations of User Rights
As a signatory to the European Convention on Human Rights and other relevant international
treaties, freedoms of speech and the press, as well as the confidentiality of correspondence, are
constitutionally guaranteed in Italy.50 Yet, given the country’s civil law system, inconsistent judicial
interpretations are not unusual. This has created some uncertainty when judges issue conflicting
decisions on similar cases related to internet freedom, such as intermediary liability (see “Limits on
Content”). For this reason, online free expression advocates have focused their efforts on proposing
44

, “Italy”, Social Times Daily, 10 September, 2013, http://it.socialtimes.me/stat/IT.

Luca Annunziata, “Chi vince le elezioni su Internet?”, Punto Informatico, February 8, 2013, http://punto-informatico.
it/3713780/PI/News/chi-vince-elezioni-internet.aspx.

45

The first candidate was Milena Gaibanelli, a journalist, who declined then followed by Stefano Rodotà, former leader of the
Privacy authority. In the end the incumbent president, Giorgio Napolitano, was re-elected.

46

See Grillo’s blog at http://www.beppegrillo.it/. Grillo was criticized even on his blog for the advertisements revenues from
his blog.

47

Mauro Vecchio “PA, l’incubo della trasparenza tricolore”, February 6, 2013, http://punto-informatico.it/3709875/PI/News/
pa-incubo-della-trasparenza-tricolore.aspx.

48
49

Governo Italiano, “Dati aperti della PA”, http://www.dati.gov.it.

An English copy of the constitution is available at, http://www.senato.it/documenti/repository/istituzione/costituzione_
inglese.pdf. See especially Articles 15 and 21.

50
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legal amendments to improve protections and prevent censorship rather than engaging in public
interest litigation.51
In a positive ruling this February, Italy’s Supreme Court found that three Google employees were
not liable for failing to prevent the uploading of a video of Italian schoolchildren bullying an autistic
student. The employees were initially handed six-month suspended sentences for a criminal breach
of privacy laws in 2010. Italy’s highest court agreed with the 2013 decision of an appeals court,
which ruled that Google could not be held responsible for obtaining the consent of any individuals
that may feature in videos uploaded to the site.52
Defamation is a criminal offense in Italy, punishable by prison terms ranging from six months to
three years and a minimum fine of EUR 516 (US$670). In cases of libel through the press, television,
or other public means, there is no prescribed maximum fine.53 Though these provisions are rarely
applied, civil libel suits against journalists, including by public officials and politicians, are a common
occurrence, and the financial burden of lengthy legal proceedings may have a chilling effect on
journalists and their editors. As of May 2014, there have been extremely few libel suits against
bloggers and other online writers in Italy.
Concerns exist over the disproportionate use of Italy’s libel law over Facebook. In early 2013, a
young woman who posted negative and racist remarks about her former employer on the social
network and was found guilty of libel and made to pay a EUR 1,000 fine.54 The prosecution
successfully argued that libel can occur so long as the offense occurs through any medium, online
or traditional, that can reach a larger public. Further, a third-level appeals court found a noncommissioned GdF officer guilty of libel for posting negative comments about a colleague on
Facebook, even though the latter’s name was never mentioned in the post. The court ruling reported
that it is sufficient that enough details are included so that the offended person can be identified by
as few as two persons.55
Monitoring of personal communications is permissible only if a judicial warrant has been issued,
and widespread technical surveillance is not a concern in Italy. Wiretapping is generally restricted
to cases involving ongoing legal proceedings, except for terrorism investigations. In such instances,
since 2001, “pre-emptive wiretapping” may occur even if no formal prosecutorial investigation has
been initiated. More lenient procedures are also in place for Mafia-related investigations.56 The

51

Andrea Monti (lawyer specialized on Internet freedom and activist), in a conversation with author, February 20, 2012.

“Google Executives not ‘data controllers’ and not liable for privacy infringement, rules Italian Supreme Court,” Out-Law.com,
February 5, 2014, http://www.out-law.com/en/articles/2014/february/google-executives-not-data-controllers-and-not-liablefor-privacy-infringement-rules-italian-supreme-court/.

52

Organization for Security and Cooperation in Europe (OSCE) Representative on Freedom of the Media, Libel and Insult
Laws: A Matrix on Where We Stand and What We Would Like to Achieve (Vienna: OSCE, 2005), 79, http://www.osce.org/
fom/41958.

53

Adriana Apicella “Diffamazione a mezzo stampa, è reato anche su Facebook”, Justicetv.it, January 17, 2013
, http://
www.justicetv.it/index.php/news/2992-diffamazione-a-mezzo-stampa-e-reato-anche-su-facebook and also, Punto Informatico
“Diffamazione, stampa e social pari sono?”, http://punto-informatico.it/3690966/PI/News/diffamazione-stampa-social-pari-sono.
aspx.
54

La Repubblica, “Cassazione: è diffamazione parlar male su Facebook anche senza fare nomi”, 16 Aprile 2014, http://www.
repubblica.it/cronaca/2014/04/16/news/cassazione_diffamazione_su_facebook_anche_senza_fare_nomi-83786192/.

55

56 Privacy International, “Italy: Privacy Profile,” in European Privacy and Human Rights 2010 (London: Privacy International,
2010), https://www.privacyinternational.org/article/italy-privacy-profile.
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overall perception is that the country’s authorities are engaged in a large number of wiretaps,57
although this may only be a perception. On the other hand, it is undeniable that news media
regularly publicize wiretap information that is leaked to them and attempts to prevent the
publication of wiretaps through the imposition of fines have failed.
In March 2008, the parliament approved a law (No. 48 of 2008) to ratify the Council of Europe’s
Convention on Cybercrime, which established how long internet-related communication data should
be retained.58 This matter was further refined with the inclusion in the Italian legislative system of the
2006 EU Data Retention Directive.59 Under the current legal framework, ISPs must keep users’ traffic
records—though not the content of communications—for 12 months. This includes broadband
internet data, internet telephony, internet use via mobile phone, and email activity. The records
can only be disclosed in response to a request from a public prosecutor (a judge) or a defendant’s
lawyer, and, like their counterparts elsewhere in Europe, Italy’s law enforcement agencies may ask
ISPs to make such information readily available so that they can respond to the needs of criminal
investigations. Given the technical burden of this directive, most ISPs now use a third-party service
that offers the necessary security guarantees for encryption and data storage.
Data retention practices in Italy and other European Union member states were recently thrown into
doubt by the European Court of Justice (ECJ).60 On April 8, 2014, the court found the European Data
Retention Directive (2006/24/EC) to be invalid and in contravention of articles 7, 8, and 52(1) of the
European Charter of Human Rights. The ruling was lauded among privacy proponents who had long
argued that requirements for the blanket retention constituted mass surveillance and far exceeded
what was necessary for law enforcement purposes. However, the decision has also prompted debate
among legal experts, with some member states now suspending their national implementations of
the European directive, while others are drafting new data retention laws in order to compel internet
service providers to continue to store user data.61 The situation remains unclear in Italy, although
Italian ISPs routinely retain data for a variable amount of time.
As Italy moves towards greater e-governance, some concerns have been raised over the protection
of user data in the hands of public agencies. In the past, Poste Italiane’s certified electronic mail
(PEC) service was named as the public agency most damaging to individual privacy at the annual Big
Brother awards for its gross mishandling of private information kept by the government’s “Registro
delle Opposizioni,” a register of people who wish to keep their contact information hidden from

57 Although it is difficult to determine the real number of people affected by wiretaps (estimates range from 25,000 to
over 130,000), many individuals who are caught up in wiretaps have no incriminating connection to the main target of the
eavesdropping. The current law stipulates that such peripheral communications cannot be transcribed and any recordings
should be destroyed right away, though this is not always carried out in practice. Thus it may happen that some exchanges are
recorded and leaked to the media. This is the problem that the proposed bill on electronic surveillance was meant to address.
58 For a useful timetable of the required retention periods, see Gloria Marcoccio, “Convention on cybercrime: novità per la
conservazione dei dati” [Convention on Cybercrime: News on Data Retention], InterLex, April 10, 2008, http://www.interlex.
it/675/marcoccio7.htm.
59

Legislative Decree No. 109, May 30, 2008.

The ECJ court ruling pertained to the cases Digital Rights Ireland Ltd (C-293/12) and Kärntner Landesregierung (C-594/12)
and is available at http://curia.europa.eu/juris/document/document.jsf?docid=150642&doclang=EN.
60

61 Martin Husovec, “First European Constitutional Court Suspends Data Retention After the Decision of the Court of Justice
of EU,” The Center for Internet and Society at Stanford Law School, April 28, 2014, http://cyberlaw.stanford.edu/blog/2014/04/
first-european-constitutional-court-suspends-data-retention-after-decision-court.
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advertisement companies.62 Nevertheless, it is now mandatory for all business to use the PEC service
in their communications with the public administration to cut costs and reduce paperwork.63
The law enforcement agency with primary responsibility for cybercrimes is the Postal and
Communications Police Service. Police officers are primarily concerned with cybercrime in the form
of child pornography, cyber-bullying, and various forms of fraud.64 In 2013, according to intelligence
reports, there were increasing fears that the country’s economic crisis might push extremist groups
to adopt cybercrime or cyberterrorism as a form of protest.65 Despite the increasing emphasis on
cybersecurity, in May 2013, the Italian Ministry of Interior was nevertheless attacked by the Italian
branch of Anonymous as retaliation for the arrest of some cyberactivists only a few days earlier.66
The country’s official cybersecurity strategy was published in December 2013.67
Reports of extrajudicial intimidation or physical violence in response to online activity are rare,
although individuals directly exposing the activities of organized crime in some parts of the country
may be at risk of reprisals. More common is the defacement or launching of denial-of-service (DoS)
attacks against websites—mostly government-linked ones—as a form of political protest.68 More
serious cyberattacks—particularly against banks, government institutions, and business websites—
remain a problem in Italy, as in other European Union member states. Nevertheless, Italy does not
rank highly on the list of countries identified as points of origin for cybercrimes.69

62 Cristina Sciannamblo “Big Brother Awards Italia: tutti i vincitori,” Punto Informatico, June 6, 2011, http://punto-informatico.
it/3182022/PI/News/big-brother-awards-italia-tutti-vincitori.aspx.
63 “Ulteriore Deroga fino a fine giugno 2012 per la casella PEC aziendale,” IlSoftware.it, , http://www.i-node.it/2012/05/
ulteriore-deroga-fino-fine-giugno-2012-la-casella-pec-aziendale/.
64 Figures on cybercrime are difficult to assess, as the main providers of data are computer security companies such as
Symantec or government entities like the postal police, as opposed to “third-party” sources. Nevertheless, Italy’s rates appear
to be slightly above the world average. See, Tiziana Moriconi, “Crimini online, i dati italiani” [Online Crime, the Italian Data],
Daily Wired, November 23, 2010, http://daily.wired.it/news/internet/hacking-accordo-tra-symantec-e-polizia-postale.html;
Alessandra Talarico, “Cybercrime. Italia vittima e carnefice: è il paese che più abbocca al phishing e tra i più attivi negli attacchi
web based” [Cybercrime. Italy Victim and Victimizer: It Is the Country That Takes the Bait in Phishing and Is Among the Most
Active in Web-Based Attacks], Key4Biz, April 22, 2010, http://www.key4biz.it/News/2010/04/22/e-Security/cybercrime_botnet_
spam_ebanking_social_network_spyware_adware_phishing.html.
65 Il Corriere della sera, “Servizi: crisi alimenta tensione sociale”, February 28, 2013, http://www.corriere.it/cronache/13_
febbraio_28/crisi-terrorismo-rapporto-servizi_4d7f35e8-8178-11e2-aa9e-df4f9e5f1fe2.shtml.
66 Matteo Campofiorito “Anonymous, attacco al ministero dell’Interno: Pubblicati sul blog documenti e email”, La Repubblica,
May 28, 2013, http://www.repubblica.it/tecnologia/2013/05/28/news/anonymous_attacco_ministero_interni-59869466/.
67 Presidenza Consiglio dei Ministri, “National Plan for Cyberspace Protection and ICT Security”, http://www.
sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/italian-national-cyber-security-plan.pdf and “National
Strategic Framework for Cyberspace security”, December 2013, http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/
uploads/2014/02/italian-national-strategic-framework-for-cyberspace-security.pdf.
68 The Police and the judiciary are often targeted, see for example Corriere della Sera “Gli hacker colpiscono ancora:
attaccato sito della polizia campana” February 17, 2013, http://www.corriere.it/cronache/13_febbraio_17/polizia-hackeranonymous_1727d948-790b-11e2-a28b-a2fa92ae99be.shtml.
69 An independent report by HostExploit shows Italy scoring quite well on a “badness” scale (France, Germany and the
United Kingdom, all get a worse score). These results are graphically visible in here: http://globalsecuritymap.com/#nl, accessed
19 May 2014.
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2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

4

4

Limits on Content (0-35)

7

7

Violations of User Rights (0-40)

11

11

TOTAL* (0-100)

22

22

127.3 million
86 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Politicians embraced social media to campaign during July 2013 senate elections after
outdated restrictions on digital electioneering were revised in April (see Limits on
Content).

•

A state secrets law introduced 10-year jail terms for leaking or publishing classified
information in December 2013, despite local and international concerns about its
overbroad definitions and lack of oversight (see Violations of User Rights).

•

The May 2013 “My Number” law will track residents’ access to government services via
electronic ID cards from 2015, prompting fears about data security (see Violations of
User Rights).
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Introduction
The use of the internet as a political communications tool expanded during the coverage period
of this report. July 2013 saw the first elections since Prime Minister Shinzo Abe revised restrictions
on online campaigning in April.1 Abe’s Liberal Democratic Party (LDP) won control of the senate,
consolidating a resounding victory in the 2012 general election.
Japan’s constitution protects all forms of speech and prohibits censorship, while the government,
especially the Ministry of Internal Affairs and Communications, maintains a hands-off approach to
online content, which is generally regulated voluntarily by industry players. Internet penetration is
over 80 percent. Major Japanese companies such as Nippon Telegraph and Telephone Corporation
(NTT) and Fujitsu offered ISP services in the 1990s, while mobile carrier NTT DoCoMo pioneered the
world’s first large-scale packet-based mobile internet service, i-mode, in 1999. Despite strong access
and a broad lack of content restrictions, however, some legislation disproportionately penalizes
specific online activities.
As part of the Abe administration’s strategy to boost national security, lawmakers passed the Act on
the Protection of Specially Designated Secrets in December 2013, prompting street protests in the
capital supported by social media users around the country. The legislation, which criminalized both
leaking and publishing ill-defined national secrets regardless of intent or content, has repercussions
for journalists, whistleblowers and civil society watchdogs, particularly in the age of the internet. In
July 2014 in a review of Japan’s human rights practices, the United Nations Human Rights Committee
said the legislation laid out “a vague and broad definition of the matters that can be classified
as secret” and “high criminal penalties that could generate a chilling effect on the activities of
journalists and human rights defenders.”2
Data security also made headlines. A new law introduced ID numbers for Japanese residents, to
be stored electronically and linked to personal social security and healthcare information, sparking
privacy concerns. Police and ministers consolidated initiatives to combat domestic and international
cybercrime, and in June 2013 the Chief Cabinet Secretary announced the creation of the post of
Cabinet Information Communications Policy Officer.3 Yet many feared the new ID system would be
vulnerable to cyberattacks or improper access by corporations, after news reports documented
private sector players sharing consumers’ digital records without informed consent.

Obstacles to Access
In general, Japanese people experience few obstacles to internet access. Internet penetration among
households overall in 2013 remained slightly over 86 percent,4 and 97.8 percent for businesses.5

1 Ayako Mie, “Election Campaigning Takes to Net: New law Opens Web to Candidates, Voters Ahead of Upper House Poll,” Japan
Times, April 11, 2013, http://www.japantimes.co.jp/news/2013/04/11/national/election-campaigning-takes-to-net/#.UY8XXqIqzFE.
2

See, http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?symbolno=CCPR%2fC%2fJPN%2fCO%2f6&Lang=en.

3

See, http://japan.kantei.go.jp/tyoukanpress/201306/04_a.html.

4

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2014,” http://www.itu.int/en/ITU-D/
Statistics/Pages/stat/default.aspx.

5
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During 2013, mobile access continued to increase among Japanese internet users utilizing various
appliances. Smartphones were particularly popular, surging in growth from 49.5 percent in the
previous year to 62.6 percent.6 Tablet utilization also grew from 15.3 to 21.9 percent.7 The popularity
of internet-enabled game consoles connected to television sets, also known as “family computers”
in Japan, also increased from 29.5 percent in 2012 to 38.3 percent as of the end of 2013.8 Dial-up
internet connections plummeted from 11.6 percent in 2012 to 1.9 percent by the end of 2013, while
broadband connections grew by almost the same amount from 79.2 percent to 88.5 percent during
the same period.9 Access is high quality with competitive speeds. While landline or fixed phones
showed a very slight decrease—from 79.3 percent to 79.1 percent—fax machines usage grew from
41.5 percent to 46.4 percent during 2013.10
The average cost of internet access is around JPY 5,000 (US$50) per month,11 though many providers
bundle digital media subscriptions, Voice over IP (VoIP) and email addresses, pushing expenses
higher. While this remains within reach of most, declining average incomes make staying connected
increasingly costly, especially for the younger generation.12
Mobile penetration reached 109 percent in 2013.13 Increasing smartphone use has made the
market more competitive. Japan has four major mobile operators, but the top three—KDDI Au,
NTT Docomo, and Softbank—all use the CDMA wireless network or a variant. Domestic coverage
is extremely high. The fourth carrier, Y!Mobile, was formed in August 2014 from a merger of two
companies: Emobile, formerly a 3G company that had an agreement with Docomo for roaming, and
Willcomm, which was a PHS carrier offering an affordable alternative to CDMA with more limited
range. In early summer 2014, the government announced plans to require cellphone carriers to
unlock the SIM cards in mobile phones if requested by users, facilitating the use of third-party
prepaid SIM cards.14 According to 2013 data published, the average household in Japan spends
around JPY 6,925 ($69) for mobile service per month, or JPY 83,099 yen ($830) per year.15
NTT, formerly a state monopoly, was privatized in 1985 and reorganized in 1999 under a law
promoting functional separation between the company’s mobile, fixed-line, and internet services.16
6

Ministry of Internal Affairs and Communications, “White Paper Information and Communications in Japan 2014” [in Japanese],
http://www.soumu.go.jp/johotsusintokei/whitepaper/ja/h26/pdf/n5300000.pdf.

7

Ministry of Internal Affairs and Communications, “White Paper Information and Communications in Japan 2014” [in Japanese],
http://www.soumu.go.jp/johotsusintokei/whitepaper/ja/h26/pdf/n5300000.pdf.

8

Ministry of Internal Affairs and Communications, “White Paper Information and Communications in Japan 2014” [in Japanese],
http://www.soumu.go.jp/johotsusintokei/whitepaper/ja/h26/pdf/n5300000.pdf.

9

Ministry of Internal Affairs and Communications, Information and Communications Database, Trends in internet connection means
from computers in the home, http://www.soumu.go.jp/johotsusintokei/field/tsuushin01.html [in Japanese].

10

Ministry of Internal Affairs and Communications, “White Paper Information and Communications in Japan 2014” [in Japanese],
http://www.soumu.go.jp/johotsusintokei/whitepaper/ja/h26/pdf/n5300000.pdf.

11

Informal Freedom House survey of providers’ costs, 2013.

12

The average monthly income for working households in 2010 was 700 yen (US$7) less than it was in 1990. See, Ministry of Internal
Affairs and Communications, “Average Monthly Income and Expenditure per Household (Workers) 1955-2010,” Statistics Bureau, http://
www.stat.go.jp/data/chouki/zuhyou/20-06.xls.

13

International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2013.”

14

Japanese cellular carriers to get ministry call to ‘unlock’ cellphones. Asahi Shimbun. June 29, 2014.

15

Ministry of Internal Affairs and Communications, “White Paper Information and Communications in Japan 2014” [in Japanese],
http://www.soumu.go.jp/johotsusintokei/whitepaper/ja/h26/html/nc255340.html.

16

“Law Concerning Nippon Telegraph and Telephone Corporation, Etc.,” 1984, amended 2005, available on the Ministry of Internal
Affairs and Communications website, http://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/Resources/laws/NTTLaw.htm.
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Asymmetric regulation, which creates stricter rules for carriers with higher market share, helped
diversify the industry, though critics say the expense of switching providers—and the inconvenience
of losing an email address and other services—ties customers to the dominant players and
creates a barrier for new entrants.17 While the telecommunications market looks open, therefore,
with hundreds of providers offering FTTH, DSL, CATV, FWA, and BWA services, the NTT group
remains dominant in practice.18 No major foreign operators have successfully penetrated the
telecommunications market, with the exception of smartphone devices manufactured by Apple
and Samsung, though many invest in, or partner with local providers. Competition between
Softbank, formerly the exclusive provider of Apple’s iPhones, and the NTT group intensified with
NTT Docomo’s announcement in September 2013 that it reached an agreement with Apple to add
iPhone handsets and iPads to its mobile product lineup.19
There are few infrastructural limitations on internet access in Japan. However, a dual system of
mobile communications has existed since the introduction of NTT Docomo’s i-mode service. The
capability to access the internet through mobile phones has existed since 1999, and flat-rate data
plans have been available since 2004.20 For that reason, there has been little demand for enhancing
Wi-Fi access.21
In the past two years, with the rapid increase in the number of smartphone and tablet users, calls for
increased Wi-Fi access have been growing. In June 2013, NTT’s Docomo announced an expansion
in LTE base stations to augment its Xi LTE and FOMA 3G services.22 Providers such as Asahi-net offer
WiMAX plans with mobile routers capable of accessing multiple networks throughout the country.23
The private Wire & Wireless offers free Wi-Fi access in restaurants, coffee shops, and some train
stations; registration requires an email address.24
The vulnerability of Japan’s communication network became apparent in March 2011, when an
earthquake and tsunami hit Japan’s east coast and caused a nuclear disaster. Infrastructure was
severely damaged, leaving many people without service for periods from a few days to one month,
and restricting relief efforts. Mobile phone usage dropped by almost half in the affected areas.25
Network congestion and server outages—the result of increasing smartphone traffic due in part to
many applications sending automatic signals every minute—also frequently affect mobile use. KDDI,
one of three major mobile carriers, reported large scale disruptions in December 2012, and January
and April 2013. NTT Docomo also dealt with four interruptions in July and August in 2012 alone.
Fewer disturbances were reported during the coverage period.
17

Toshiya Jitsuzumi, “An Analysis of Prerequisites for Japan’s Approach to Network Neutrality,” paper submitted to the Proceedings of
the Telecommunications Policy Research Conference 2012, http://bit.ly/1dPQDcb.

18

Minoru Sugaya, “Regulation and Competition in the JP Broadband Market,” presentation, Pacific Telecommunications Council,
January 15, 2012, http://bit.ly/16U0HvB.

19

See, http://www.apple.com/pr/library/2013/09/10NTT-DOCOMO-Apple-Team-Up-to-Offer-iPhone-in-Japan-on-FridaySeptember-20.html

20

See, http://www.japantimes.co.jp/life/2012/04/18/digital/why-good-wi-fi-is-so-hard-to-find-in-japan/#.Uztu6lfh3Hg.

21

See, http://www.japantimes.co.jp/life/2012/04/18/digital/why-good-wi-fi-is-so-hard-to-find-in-japan/#.Uztu6lfh3Hg.

22

See, https://www.nttdocomo.co.jp/english/info/media_center/pr/2013/0620_00.html.

23

See, http://asahi-net.jp/en/service/mobile/wimax2plus/index.html.

24

See, http://starbucks.wi2.co.jp/pc/index_en.html.

25

Izumi Aizu, “The Role of ICTs During the Disaster,” Global Information Society Watch Report (Association for Progressive
Communications: 2011) http://www.ispp.jp/ispp-wp/wp-content/uploads/2011/09/EarthquakeICT0825.pdf.
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There is no independent regulatory commission in Japan, though observers believe that the
industry has generally improved in the past 12 years under the Ministry of Internal Affairs and
Communications (MIC), which regulates the telecommunications, internet, and broadcast sectors.26
Nongovernmental, nonprofit organizations supported by the relevant companies in the sector have
been formed to self-regulate the industry. These include television’s Broadcasting Ethics & Program
Improvement Organization, the Content Evaluation and Monitoring Association for mobile platforms,
and the internet’s Content Safety Association, which manages blocking of child pornography
online.27

Limits on Content
Politicians embraced social media to campaign during the July 2013 Upper House elections
after outdated restrictions on digital electioneering were revised during the previous coverage
period. Activists and civil society also used digital tools to promote local civic causes. Hate speech
promulgated by nationalistic right-wing (netouyo) commentators against South Korean residents
of Japan spread online, but so did counter-campaigns to combat racism. During a November 2013
protest against state secrets legislation in the capital, Twitter users expressed support nationwide.
No direct political censorship has been documented in Japan. ISPs voluntarily filter child
pornography, and many offer parents the option to filter other immoral content to protect young
internet users.28 Depictions of genitalia are pixelated to obscure them for internet users based on a
common—though poorly-articulated—interpretation of article 175 of the penal code, which governs
obscenity.29 Otherwise, individuals or police instruct ISPs to administratively delete contested or
illegal content. The Internet Hotline Center, operated through the Internet Association Japan as
part of a contract with the National Police Agency, cooperates with ISPs to solicit reports of illegal
or harmful content from the public.30 While the center received a record high of 196,474 calls in
2012, according to its annual statistics report for 2013, it received 130,720 reports from January
to December 2013.31 Their breakdown of reports by type includes 22.7 percent involving illegal
information (information involving illegal activities such as public displays of obscene materials
or “publicly inciting or soliciting others to abuse controlled substances”), 2.6 percent involving
harmful information (information that could invite illegal conduct, related to suicide, or which is
“difficult to judge as illegal but seems to be illegal”), and 74.7 percent which “were beyond scope
of its operational guidelines, including defamation, slander, murder notices, intellectual property
infringement, information inappropriate for children, and other cases.”32 Providers are not obliged to

26

Before 2001, regulation was managed by the now-defunct Ministry of Post and Telecommunications, and before that, the Diet.

27

Broadcasting Ethics & Program Improvement Organization, “About BPO,” http://www.bpo.gr.jp/?page_id=1092; Content Evaluation
and Monitoring Association, “About EMA,” http://www.ema.or.jp/en/index.html; Internet Content Safety Association, “About the
Organization,” http://www.netsafety.or.jp/.

28

“Japan Internet Providers Block Child Porn,” Agence France-Presse, April 21, 2011, http://www.google.com/hostednews/afp/article/
ALeqM5jQdti3UuXNuAqabydVSloqy5rRcA?docId=CNG.40acf6c3c3e92addbe546909e145276a.191; Electronic Network Consortium,
“Development and Operation of the Next-Generation Rating/Filtering System on the Internet,” press release, via New Media Development
Association, April 30, 1999, http://www.nmda.or.jp/enc/rating2nd-en.html.

29

Amanda Dobbins, “Obscenity In Japan: Moral Guidance Without Legal Guidance,” 2009, Available at Selected Works, http://works.
bepress.com/amanda_dobbins/1.
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Internet Hotline Center Japan, “Annual Statistics 2013,” http://www.internethotline.jp/statistics/2013e.pdf.
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comply, but most cooperate.
The 2001 Provider Liability Limitation Act directed ISPs to establish a self-regulatory framework to
govern take-down requests involving illegal or objectionable content, defamation, privacy violations
and copyright infringement.33 In 2002, industry associations produced guidelines designed to
protect ISPs from legal liability within the jurisdiction of the Japanese courts. Under the guidelines,
anyone can report material that infringes directly on their personal rights to the service provider,
either to have it removed or to find out who posted it. No third party can do so. The provider
notifies the individual who posted the content, and either fulfills the request with their permission
or removes the content without the authors’ approval if they fail to respond within two weeks. If the
poster refuses permission, the service provider is authorized to assess the complaint for themselves,
and comply if they believe it is legitimate. In this scenario, an ISP could give the complainant
information to identify the poster—such as their name or IP address—without that person’s consent,
leading to privacy concerns. This process is voluntary, but by complying, service providers protect
themselves from civil liability.34 In practice, many citizens say service providers have failed to remove
libelous content.
Police sometimes intervene more directly, and their emphasis on security over transparency
occasionally threatens internet freedom.35 In April 2013, they recommended ISPs and website
administrators cooperate to block IP addresses used by Tor—which allows internet users to disguise
their location by connecting through a network of other computers—in order to prevent criminals
from abusing the service, which also has many legitimate applications.36
The threat of official content restrictions looms periodically during public debates about child safety,
though carriers and content producers have successfully resisted intrusive regulation. In 2007, the
MIC ordered mobile operators to install filtering software enabling parents to control content seen
by their children. A coalition of groups, including the Japan internet Providers Association and
the user rights organization Movement of Internet Active Users lobbied against the mandate, and
mobile users can now select voluntary filters. 37 Complaints to the official Consumer Affairs Agency
about quasi-gambling functions in games played by children on mobile devices shot up in 2011,
along with calls for government regulation.38 In 2012, game developers Gree and DeNA Mobage
voluntarily adopted caps on purchases of virtual items by minors instead.39 Games integrated with
social networks have also been criticized for their potential for abuse by sexual predators.

33

“Act on the Limitation of Liability for Damages of Specified Telecommunications Service Providers and the Right to Demand
Disclosure of Identification Information of the Senders,” November 30, 2001, available at UNESCO, http://www.unesco.org/culture/pdf/
anti-piracy/Japan/Jp_%20LimitLiability_Telecom_en.

34

Business Software Alliance, “Country Report: Japan, 2012,” http://cloudscorecard.bsa.org/2012/assets/pdfs/country_reports/
Country_Report_Japan.pdf.
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charles, “Japan: Police Remove Messages from Cell Phone Social Networking Sites,” OpenNet Initiative, https://opennet.net/
blog/2009/04/japan-police-remove-messages-cell-phone-social-networking-sites.

36

Phil Muncaster, “Japanese Feds Urge ISPs to Support Tor Ban Plan,” The Register, April 22, 2013, http://www.theregister.
co.uk/2013/04/22/tor_japan_police_ban/.
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Izumi Aizu, “Country Report: Japan, 2009,” Global Information Society Watch, http://bit.ly/16AioGr.
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Dr. Serkan Toto, “Self-Regulation: Dena Introduces Payment Caps For Minors On Mobage [Social Games],” Japan Mobile And Social
Games Consulting, April 24, 2012, http://www.serkantoto.com/2012/04/24/dena-mobage-payment-caps/.
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Private interests also pressure ISPs to restrict content. In 2012, a coalition of music rights advocates
were reportedly offering to sell service providers a tool to detect whether material being uploaded
to the internet is subject to copyright, and sever connections of users violating Japan’s strict
copyright laws.40
Japanese citizens exercise some self-censorship online, often on historical and social issues. The
society at large prefers “harmony,” and people avoid criticizing the role of Japan’s Emperor, especially
when connected with historic issues like World War II. Individuals and public figures who break this
code risk censure and even attacks from right-wing fanatics, who notoriously tried to assassinate the
Nagasaki mayor on these grounds in the 1990s. Though exceptional, incidents like this still exert a
chilling effect on Japanese expression.
YouTube, Twitter, and international blog-hosting services are freely available, as are popular domestic
platforms like Nico Nico Douga, a video-sharing site, and LINE, a chat application launched in 2011.
In late 2013 and early 2014, the use of the internet as a public relations and communications tool
by high-level politicians and national-level ministries continued to increase. One engineer ranked
their popularity during July 2013 elections for the upper house, the first to take place with no limits
on digital campaigning immediately before the polls.41 In addition to the prime minister’s official
Facebook page, the Ministry of Foreign Affairs Japan (MOFA) created general accounts, as well as for
specific programs and embassies, on Twitter, Facebook, YouTube, and Flickr.
Japan’s stance on foreign relations was also communicated to an international internet audience. In
a nod to the importance of foreign relations with China, MOFA also opened accounts on Chinese
social networks such as Sina Weibo and Douban.42 In the aftermath of the controversy following
the posting of a video on YouTube showing a collision between Japanese Coast Guard vessels
and a Chinese fishing boat,43 MOFA posted two 90-second video clips to a YouTube channel that
represented Japan’s historic relationship with the disputed Senkaku Islands (Diaoyu Islands).44
There are few known cases of the government or powerful groups proactively manipulating online
news or other content. In a significant exception, officials and the Tokyo Electric Power Company
withheld data about pollution after a nuclear power plant in Fukushima prefecture was severely
damaged by the 2011 earthquake and tsunami, and citizens unwittingly exposed themselves to
radiation. The MIC requested that four industry associations monitor false or unsubstantiated
content circulating about the disaster online, including on social networks. Some observers said this
was a measure to control public discourse, though deletions were not widespread. Service providers
removed content, which included images of corpses, in at least 13 cases,45 though the national
40

Enigmax, “Jail For File-Sharing Not Enough, Labels Want ISP-Level Spying Regime,” TorrentFreak, June 24, 2012, https://torrentfreak.
com/jail-for-file-sharing-not-enough-labels-want-isp-level-spying-regime-120624/.

41

See, http://globalvoicesonline.org/2013/07/15/web-popularity-of-japans-candidates-ranked/.
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See, http://www.mofa.go.jp/about/list_en.html.
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See, http://sinosphere.blogs.nytimes.com/2014/02/13/japan-presses-claim-over-2010-collision-with-chinese-fishing-boat/?_
php=true&_type=blogs&_r=0.

44

See, http://www.scmp.com/news/asia/article/1339090/japanese-youtube-videos-diaoyus-claims-anger-china?page=all.
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Madeline Earp, “Freelance, Online Reporting Discouraged on Nuclear Threat,” CPJ Blog, April 14, 2011, http://www.cpj.org/
blog/2011/04/japan-discourages-freelance-online-reporting-on-nu.php; Ministry of Internal Affairs and Communications, “Demand for
Telecommunications Carriers Associations Regarding the Appropriate Response to False Rumors on the Internet Related to the Great East
Japan Earthquake,” press release, April 6, 2011, http://www.soumu.go.jp/menu_news/s-news/01kiban08_01000023.html;
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police agency reported 41 items for review.46 Others found an outlet to report on the aftermath of
the disaster online.47
Some news reports from the past year expressed concern about nationalistic discourse by Japanese
web trolls, or netouyo, escalating into hate speech online, particularly targeting South Koreans and
Chinese communities amid territorial disputes between Japan and their respective governments.48
Abe’s stance on these active rivalries, as well as historic ones, does nothing to calm the situation.
In December 2012, he said he was reconsidering apologies Japan had made for acts of wartime
aggression, including one for forcing Asian and European women to work in army brothels, which
he denied was coerced. While he later retracted this position,49 an advertisement with a government
seal that appeared to support such a revisionist history was widely circulated on social media in
2013, though it turned out to be a fake.50 The incitements to violence directed at South Korean and
Chinese people—and unpatriotic activity in general—which flourished on websites like 2channel,
were far more extreme, but they were arguably rooted in the same nationalist discourse, which
threatens to undermine the diversity of voices being heard in Japanese cyberspace.51
Blogs have a significant impact on public opinion, and several independent journalists are becoming
influential through personal or commercial websites and social media accounts. Yet most online
media remain small and community-based,52 with no major national successes, and the mainstream
media’s habit of compliance and restraint may be standing in the way of the combative online news
culture flourishing elsewhere in Asia.53 Kisha clubs, formal organizations only open to traditional
media companies, and an advertising market that favors established players, may be preventing
digital media from gaining a foothold in the market. Kisha clubs provide essential access to officials
in Japan, but discriminate against new media practitioners. In 2012, at least one online journalist
was denied access to one of their Tokyo locations,54 and the only two freelancers permitted to
join an official group of 40 reporters on a tour of the nuclear disaster site were forbidden from
taking equipment.55 In the meantime, independent online news outlets have struggled to sustain
themselves financially. OhmyNews, a South Korean platform, established a Japanese operation
in 2006, but closed in 2008. The U.S.-based Huffington Post digital media website launched a
Japanese-language version in May 2013.56
46

National Police Agency, “For Police Responding to False Rumors on the Internet,” June 21, 2011, http://www.npa.go.jp/archive/
keibi/biki/cyber/0621ryuugenhigo.pdf.
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See, http://globalvoicesonline.org/2013/12/02/20-bitter-voices-rise-from-fukushima-after-japans-2011-nuclear-disaster/.

48

See, http://globalvoicesonline.org/2014/03/06/countering-hate-speech-in-tokyos-koreatown/.
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“Abe: No Review of Kono Statement Apologizing to ‘Comfort Women,’” Asahi Shimbun, February 1, 2013, http://ajw.asahi.com/
article/behind_news/politics/AJ201302010077.

50 Keiko Tanaka, “No More Apologies – Japan’s Facebook Users Share ‘Fake’ Propaganda,” April 19, 2013, Global Voices, http://
globalvoicesonline.org/2013/04/19/no-more-apologies-japans-facebook-users-share-fake-propaganda/.
51
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See, http://globalvoicesonline.org/2014/05/04/japanese_citizen_media_festival/.
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Roger Pulvers, “Danger Lurks When Self-restraint Segues into Media Self-censorship,” Japan Times, January 10, 2010, http://www.
japantimes.co.jp/opinion/2010/01/10/commentary/danger-lurks-when-self-restraint-segues-into-media-self-censorship/#.Uh9hEhukpTY.

54 Keiko Tanaka, “Online Journalist Barred from Japan’s Diet Press Hall,” Global Voices, October 12, 2012, http://globalvoicesonline.
org/2012/10/12/online-journalist-barred-from-japans-diet-press-hall/.
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Reporters Without Borders, “Freelance Journalists Face Discrimination On Fukushima Plant Visit,” May 23, 2012, http://en.rsf.org/
japan-freelance-journalists-face-23-05-2012,42669.html.
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Much digital activism was also effective at a local rather than a national level, including maps sharing
public information about disaster relief.57 During the coverage period, activists also monitored
online slurs and used digital tools to map racist graffiti proliferating in Tokyo.58 One movement with
a wider reach was a November 2013 protest against state secrets legislation. While street protests
were concentrated in the capital, Twitter users around the country expressed support with hundreds
of thousands of messages.59 In September 2014, outside the coverage period of this report, the
government tabled draft revisions to the legislation after soliciting comments from the public in
August.60

Violations of User Rights
In December 2013, Japan passed an unpopular state secrets law carrying prison sentences of up
to 10 years for individuals who publicize classified information—regardless of whether or not they
expose wrongdoing. Objectors said it was hurried through by the administration, which gained
overbroad powers to categorize information as secret and to adjudicate over alleged leaks without
independent oversight. News reports said police detained at least 20 people under a punitive
copyright law during the coverage period, but no disproportionate sentences were reported. Despite
growing concern about cybersecurity in Japan, the Diet, Japan’s bicameral parliament, passed a “My
Number” law in May 2013 which will introduce ID numbers tied to electronic data chips as a means
to access government services for residents of Japan in 2015. Privacy advocates said legislation
to protect individuals was falling behind such digital solutions, illustrated in Tokyo in 2014 when
supermarkets were reported sharing security camera images of customers through an electronic
network without consent.
Article 21 of Japan’s constitution prohibits censorship and protects freedom of “speech, press and
all other forms of expression,” as well as the “secrecy of any means of communication.” 61 In general,
individuals and media can exercise this in practice, though social and legal constraints exist.
In July 2013, the LDP won the senate after gaining a landslide electoral victory in the lower house of
parliament, in December 2012.62 In May 2012, while still in the opposition, the party had proposed
revising the constitution.63 Critics said their draft promoted conservative nationalism, replacing the
subject of the constitution—currently the people of Japan—with the nation state, and subjugated

57 See, http://globalvoicesonline.org/2013/10/18/japan-openstreetmap-aggregates-typhoon-info/; http://globalvoicesonline.
org/2013/10/07/mapping-earthquake-reconstruction-in-tohoku-japan/.
58

See, http://globalvoicesonline.org/2014/03/06/countering-hate-speech-in-tokyos-koreatown/.

59

See, http://globalvoicesonline.org/2013/11/22/protesters-journalists-make-voice-against-japans-national-secrecy-bill/.

60 See, http://www.japantimes.co.jp/news/2014/09/10/national/government-revises-guidelines-on-state-secrets-amid-flurry-ofcriticism/#.VBr-O_ldVEQ.
61 “Constitution of Japan November 3, 1946,” available at Prime Minister of Japan and his Cabinet, http://www.kantei.go.jp/foreign/
constitution_and_government_of_japan/constitution_e.html.
62 “Japanese Prime Minister’s Party Scores Win in Senate Elections,” Agencia EFE, July 21, 2013, http://www.globalpost.com/dispatch/
news/agencia-efe/130721/japanese-prime-ministers-party-scores-win-senate-elections.
63 Liberal Democratic Party of Japan, “LDP Announces a New Draft Constitution for Japan,” May 7, 2012 http://www.jimin.jp/english/
news/117099.html. Japanese text available at Liberal Democratic Party of Japan: http://www.jimin.jp/policy/policy_topics/pdf/seisaku-109.
pdf.
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“freedoms and rights” to “public interest and public order.”64 While the revision, which would have
required a significant political mandate, was abandoned, the LDP-majority parliament adopted a
regulation to reinterpret a post-war constitutional limit on Japanese intervention in overseas conflict
in mid-2014, part of a strategy to strengthen national security.65
One facet of that strategy had implications for digital freedom of expression. The Act on the
Protection of Specially Designated Secrets passed in December 2013, despite objections from the
opposition, civil society, and protesters. The law gives a range of officials the discretion to indefinitely
restrict public information pertaining to national security and any one of the categories of defense,
foreign affairs, “prevention of designated harmful activities” (such as “counter-intelligence”), and
prevention of terrorism.66 Overseen by government officials rather than an independent body, it
offers no protection for whistleblowers who reveal wrongdoing, leaving it open to misuse against
Wikileaks-style whistleblowers and journalists.67 For those people who handle such state-designated
secrets, intentional leaks are punishable by up to 10 years in prison and unintentional by up to 2
years, while individuals who knowingly receive such secrets from an administrative organ for the
sake of the public interest risk up to 5 years for intentional disclosures and 1 year for disclosures via
negligence.68 Draft revisions announced in September 2014 could address some elements that were
subject to critique, if passed.69
A 2013 revision of the Public Offices Election Act undid long-standing restrictions on use of the
internet for election campaigns for the first time. Limits remain on paid online advertising and
campaign emails, which could only be sent directly by a party or candidate—not a supporter—in
a measure designed to prevent fraud, though members of the electorate can freely solicit support
on social media.70 While these provisions were contested and revisions are still planned,71 news
reports during the coverage period said politicians violating these restrictions face a potential JPY
300,000 ($3,060) fine or one year in prison; imprisonment would strip them of political rights to
vote or run for office. Voters found improperly soliciting support for a candidate via email could be
fined JPY 500,000 yen ($5,100) or jailed for two years, which would also deprive them of political
rights.72 However, no citizens faced politically motivated arrest or prosecution for content they have
published online during the coverage period.
Other laws include potentially disproportionate penalties for online activity, including a 2012 legal
revision targeting copyright violators—including any internet user downloading content they know

64 Michael Hoffman, “Constitutional Revision May Bring Less Freedom,” Japan Times, February 3, 2013, http://www.japantimes.co.jp/
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65
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has been illegally copied, as opposed to those engaged in piracy for commercial gain.73 While
both uploading and downloading pirated material was already illegal under the copyright law, with
uploaders subject to 10 years imprisonment or fines up to JPY 10 million ($102,000), the version
in effect since October 1, 2012 added two years in jail or fines up to JPY two million ($20,500) for
downloading a single file.74 The Japanese Bar Association said that downloading, as an essentially
insignificant personal act, should be regulated by civil, instead of criminal laws.75 Some news reports
said police conducted an antipiracy crackdown, arresting at least 19 people nationwide in February
2014.76 Details of the detainees’ activities were not publicized and no disproportionate sentences
were reported.77
Article 175 of the Japanese penal code bans the sale or distribution of broader categories of obscene
material, and while it dates from over 100 years ago, it is considered to apply online. 78 However,
it does not define what constitutes obscenity, leading to concerns that it may infringe on artistic
expression and LGBT rights.79 At the same time, Japan lacks restrictions on child pornography and
hate speech online, which are acceptable to limit under international law.80 Laws passed in 1999
and 2003 outlawed the production, distribution, and sale of hardcore child pornography, including
electronically,81 but possessing it for non-commercial use remains legal except in Kyoto prefecture,
central Japan, where police arrested three people for purchasing child pornography online for the
first time in September 2012 under an ordinance in effect since the previous January.82 Although
nationalistic hate speech and incitement to racially motivated violence is proliferating online, the
government has taken no action to curb it on grounds it is already criminalized under the penal
code; yet police in 2012 were more likely to use the relevant clauses to prosecute antinuclear
demonstrators than groups with on- and offline slogans that included exhortations to “kill Koreans.”83
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Japan’s Supreme Court protects privacy through its interpretation of Article 13 of the constitution,
which provides for the right to life and liberty.84 “Secrecy of communication” is also protected under
telecommunications laws,85 though some digital activities require registration. Major mobile carriers
require customers to present identification documents in order to subscribe, while prepaid SIM cards
are not widely available. Internet cafe users are required to produce formal ID such as a driver’s
license and register their name and address. Police can request these details, along with usage logs,
if they detect illegal online activity.
Under voluntary guidelines drafted by four ISPs in 2005, service providers automatically inform
police of internet users identified on pro-suicide websites, and comply with law enforcement
requests for information related to acts of self-harm.86 A law enacted in 2003 and revised in 2008
prohibits electronic communications encouraging sexual activity with minors.87 Under the law, all
online dating services must register with police, verify their customers’ ages with a driver’s license
or credit card, and delete or block content that appears to involve someone under 18; most services
voluntarily monitor messages in real time to ensure compliance.
Under a wiretap law enacted in 1999, law enforcement agents may seek a court order to conduct
electronic surveillance in criminal investigations involving drugs, firearms, human trafficking, or
organized murders, an exception to articles of other laws that explicitly forbid wiretapping.88 The
law obliges agents to notify targets of wiretaps after investigations are concluded and inform the
Diet about the number they implement annually. While the law was extremely controversial when it
passed, in part due to the authorities’ politicized abuse of surveillance in the past,89 lawmakers were
seeking to expand it in December 2012.90 Critics say the law does not prevent the systematic storage
of intercepted communications or protect innocent parties.91 Security agents and the military have
been accused of implementing surveillance in cases involving national security.92
A law to protect personal information dating from 2003 protects individuals’ data collected
electronically by private and public sector organizations, where the data involves more than 5,000
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records.93 Law enforcement requests for this data should be supported by a warrant.94 In April 2014,
local news reported that 115 supermarkets and convenience stores in the Tokyo area had contracted
with a Nagoya-based software firm to automatically record images of shoplifters and unreasonable
customers to share in a network for other stores to blacklist.95 While the businesses cited security
measures, critics said sharing biometric data without consent conflicts with Japan’s personal privacy
law, Act on the Protection of Personal Information, No. 57 of 2003, which includes facial images
within its definition of personal information. Japan Railways East (JR Higashi Nihon) also sparked
a debate over privacy and consent when it announced that it would be offering anonymized data
collected through prepaid IC fare cards (SUICA cards), to third-party companies.9697
A “My Number” law proposed by the cabinet in 2012 passed the Diet on May 24, 2013.98 Under
this system each resident (including non-Japanese residents) will be assigned a unique ID number,
from October 2015.99 Starting from January 2016, this number, which appears on a photo-ID card
containing an electronic data chip, will be used for unified social-welfare services, including taxes,
pensions, and healthcare.
The “My Number” system is the most recent in a series of attempts to nationally unify Japan’s Basic
Resident Registry procedures. The first was made in 2002 with the introduction of the Resident Basic
Register Network System (known as RRNS or “Juki Net”), which was established to facilitate sharing
information among local governments in the case of residents who move, register births and deaths,
and apply for social services.100 Even upon its introduction, the issue of a nationally available registry
service was contested based on privacy issues, with some local municipalities choosing to opt out of
the system (such as Tokyo’s Suginami Ward and Yamatsuri town in Fukushima prefecture).101 However,
in response to a suit filed by 12 individuals in Aichi prefecture, the Supreme Court ruled in 2008 that
Juki Net was constitutional and all citizens were subject to mandatory enrollment.102
Similar privacy debates focusing on the “My Number” system were ongoing during the coverage
period. Politicians and bureaucrats said personal identification numbers would streamline social
benefits and maintain accuracy and fairness in the provision of government services,103 as well as
assist in identifying individuals in the case of natural disasters.104 The benefits that the new system
would bring to Japan’s IT industry were also highlighted.105 However, the system’s opponents
93

Business Software Alliance, “Country Report: Japan.”

94

Privacy International, “Chapter iii: Privacy Issues,” in Japan, December 12, 2006, https://www.privacyinternational.org/reports/japan/
iii-privacy-issues.

95 See, http://the-japan-news.com/news/article/0001187654; http://www.japantimes.co.jp/opinion/2014/04/12/editorials/storessharing-shoppers-faces/#.VAdFDWP7S-I .
96

See, http://www.jreast.co.jp/suica/procedure/suica_data.html (in Japanese).

97

See, https://qooker.jp/Q/auto/ja/jogai/main/ (in Japanese).

98

See, https://ajw.asahi.com/article/views/editorial/AJ201305270077.

99

See, http://www.japantimes.co.jp/opinion/2013/05/30/editorials/my-number-is-dangerous/#.Uzo5s1fh3Hg.

100

See, https://www.eff.org/deeplinks/2012/06/japan-national-id-proposal-spurs-privacy-concerns.

101

See, http://www.japantimes.co.jp/news/2007/02/02/national/juki-net-constitutional-high-court-rules/#.U_7k42PDibh; Privacy
International, “Chapter iii: Privacy Issues.”

102

Rebecca Bowe, “In Japan, National ID Proposal Spurs Privacy Concerns,” Electronic Frontier Foundation, June 13, 2012, https://
www.eff.org/deeplinks/2012/06/japan-national-id-proposal-spurs-privacy-concerns.

103

See, https://ajw.asahi.com/article/views/editorial/AJ201305270077.

104

See, http://www.japantimes.co.jp/news/2013/05/10/national/lower-house-passes-my-number-bill/#.Uzo5ulfh3Hg.

105

See, http://www.japantimes.co.jp/opinion/2013/03/25/commentary/risks-of-using-my-number/#.Uzo5tlfh3Hg.
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cited the potential for the leakage of personal information and identity theft, as it remains unclear
how the data would be stored in order to provide services offered through multiple levels of
government.106 The Japan Federation Bar Association in 2012 highlighted the system’s possible
privacy issues when the bill was first introduced.107 In May 2013, the Japan Medical Association also
contested the new system based on security issues involving medical records.108 Others said its
planned expansion into other government-related services, including potential use by the private
sector, could also facilitate fraudulent use of personal data.109
No physical violence has been reported against bloggers or internet users in relation to their online
activity.
While distributed denial-of-service (DDoS) attacks were part of the arsenal used by nationalists in
Japan, China, and South Korea to target perceived opponents in other countries, and cyberattacks
have been reported against commercial and government targets,110 they are not known to have
been used to systematically target individuals or civil society groups.
In May 2013, the Kanagawa and Osaka police departments established separate divisions for
addressing cybercrime,111 adding to police departments in Tokyo and 12 other prefectures.112 In
June, the Abe administration added the legislative position of “Chief Information Officer” to the
national-level cabinet,113 and the Information Security Policy Council within the National Information
Security Center released a 55-page report entitled “Cybersecurity Strategy,” setting out basic
principles including “ensuring a free flow of information” and “responding to increasingly serious
risks” online.114 Japan also held bilateral talks with the U.S. concerning cybersecurity mid-year,115
culminating in a joint statement released by the U.S. Chamber of Commerce in Japan and the
national business federation Keidanren pledging cooperation in cross-border data flows.116 This was
followed by a second strategic plan entitled “International Strategy on Cybersecurity Cooperation –
j-initiative for Cybersecurity,” which set out general principles for responses to cyber incidents and
called for international rulemaking for cybersecurity.117

106

See, http://www.japantimes.co.jp/opinion/2013/05/30/editorials/my-number-is-dangerous/#.Uzo5s1fh3Hg.

107

Japanese Bar Association, “Statement Submitted to Parliament and the Cabinet Regarding the ‘Social Security and Tax Number
System’ Bill,” February 15, 2012, http://www.nichibenren.or.jp/activity/document/statement/year/2012/120215_6.html.

108

See, https://www.eff.org/deeplinks/2012/06/japan-national-id-proposal-spurs-privacy-concerns.

109

See, http://www.japantimes.co.jp/opinion/2013/05/30/editorials/my-number-is-dangerous/#.Uzo5s1fh3Hg.

110

“Over 1,000 targeted cyber-attacks hit Japanese entities in 2012,” Japan Times, March 1, 2013,
http://www.japantimes.co.jp/news/2013/03/01/national/over-1000-targeted-cyber-attacks-hit-japanese-entities-in-2012/#.Uh-e2RukpTY.

111

See, http://japandailypress.com/japanese-police-beef-up-in-the-fight-against-cyber-crime-1130387/.

112

See, http://japandailypress.com/japans-national-police-authority-launches-cyber-defense-center-1729052/.

113

See, http://japan.kantei.go.jp/tyoukanpress/201306/04_a.html.

114

See, http://www.nisc.go.jp/active/kihon/pdf/cybersecuritystrategy-en.pdf, quoting pp. 19-21.

115

See, http://japandailypress.com/us-japan-hold-1st-comprehensive-cybersecurity-talks-0928570/.

116

See, http://www.keidanren.or.jp/en/policy/2013/090.html.

117

See, http://www.nisc.go.jp/active/kihon/pdf/InternationalStrategyonCybersecurityCooperation_e.pdf.
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2013

2014

Population:

7.3 million

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

44 percent

Obstacles to Access (0-25)

13

12

Limits on Content (0-35)

13

15

Violations of User Rights (0-40)

20

21

TOTAL* (0-100)

46

48

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

On June 2, 2013 the Department of Press & Publications requested that the TRC order
ISPs to block more than 200 websites for failing to comply with registration and licensing
requirements set forth in the amended Press and Publications Law (see Limits on
Content).

•

A new anti-terrorism law was passed in April 2014. The law broadens the definition of
terrorism in a way that threatens free speech and may be used to prosecute users and
online journalists for anything broadly interpreted as damaging to Jordan’s relations with
foreign governments (see Violations of User Rights).

•

On September 17, 2013, the publisher of a Jordanian news outlet, Jafra, and its editorin-chief were arrested under the penal code for publishing a third-party YouTube video
which was deemed offensive to the Crown Prince of Qatar, Jassim Bin Hamad al-Thani.
In the video the prince appears sitting, dancing and bathing with a group of women (see
Violations of User Rights).

•

Ayman al-Bahrawi was charged with “lengthening the tongue” and “insulting” foreign
heads of state in private Whatsapp messages found on his mobile phone (see Violations
of User Rights).
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Introduction
Internet freedom conditions in Jordan have declined over the past year. Over 200 websites were
blocked in June 2013 for failing to obtain a license from the Department of Press and Publications
after the expiration of a nine-month grace period granted by authorities. In the ensuing months,
many websites were unblocked after successfully obtaining a license.1 Nonetheless, new anti-terror
measures passed in April of this year have worried opposition voices that authorities will use the
legislation to silence dissent and further intimidate activists.2 Two journalists were brought before a
state security court after posting a YouTube video of a Qatari prince, while an ordinary user was also
arrested for private Whatsapp messages in which he criticized the Egyptian military’s takeover of
power in that country.3 The increased restrictions came as Jordan continues to host at least 600,000
Syrian refugees amid prolonged insecurity over the threat of armed extremists in neighboring Syria
and Iraq.4
Low-level public protests have ensued since 2011 over both political reform and socio-economic
conditions.5 Constitutional amendments were passed to calm public discontent, improving
protections on freedom of expression and strengthening the independence of the judiciary, while
parliamentary elections took place under an improved electoral framework in January 2013. That
June, King Abdullah II released a “discussion paper” on liberalization and political reform in Jordan
while also calling for “greater activism and citizen empowerment”.6 However, these developments
have not significantly altered the status quo in the country.7 The Islamic Action Front, Jordan’s
branch of the Muslim Brotherhood, once again boycotted the elections over political grievances
and concerns over the elections law.8 The Universal Periodical Review of Jordan, which took place in
October 2013 under the United Nations Human Rights Council, criticized the increased censorship in
the country, along with the continued trials of civilians before military courts for offenses related to
free speech.9
Internet access was first provided to Jordanians in 1995, the same year the Telecommunications
Regulatory Commission (TRC) was established to regulate the country’s information and
Rimaz Mousa and Neemat Smadi, “Fayez Shawabkeh: Jordanian Intelligence Department Didn’t Interfere in the Websites
Blocking Decision,“ July 22, 2013, http://bit.ly/1vbRKfr.

1

Areej Abuqudairi, “Jordan Anti-Terrorism Law Sparks Concern,” AlJazeera, April 25, 2014, http://www.aljazeera.com/news/
middleeast/2014/04/jordan-anti-terrorism-law-sparks-concern-201442510452221775.html.

2

Doa Ali and Hussam Daana, “Military, Secret, and Below Standards for Justice: Trials of Activists before “State Security”
Courts,” November 3, 2013, http://www.7iber.com/2013/11/state-security-court-2/.

3

See, Areej AbuQudairi, “Syrian Refugees Struggle in Urban Jordan,” AlJazeera.com, April 17, 2014, http://www.aljazeera.com/
news/middleeast/2014/04/syrian-refugees-urban-jordan-201441712570581988.html, and Curtis R. Ryan, ”Jordan’s Security
Dilemmas,” Foreign Policy, May 1, 2012, http://mideastafrica.foreignpolicy.com/posts/2013/05/01/jordans_security_dilemmas.

4

5 Aalektisadia, “Demonstrations, roads blocking and confrontations in Jordan after rise in Fuel prices,” November 13, 202,
Accessed June 26, 2013, http://www.aleqt.com/2012/11/13/article_709448.html
6 Curtis R. Ryan, “Jordan’s Websites Blocking Controversy,” Foreign Policy, June 26, 2013, http://mideastafrica.foreignpolicy.
com/posts/2013/06/20/jordans_website_blocking_controversy.

Joshua Tucker, ”2013 Jordan Post-Elections Report: And the winner is …the King,” January 25, 2013, Accessed June 27,2013.
http://themonkeycage.org/2013/01/25/2013-jordan-post-election-report-and-the-winner-isthe-king/

7

8 “Jordan election: Voting ends as Islamists allege fraud,” BBC News, January 23, 2013, http://www.bbc.co.uk/news/worldmiddle-east-21158713.
9 United Nations Human Rights: Office of High Commissioner for Human Rights, Universal Periodic Review: Media Brief,
October 24, 2013, http://www.ohchr.org/EN/HRBodies/UPR/Pages/Highlights24October2013am.aspx and UN Human Rights
Council (2013, January 6) Report of the Working Group on the Universal Periodic Review: Jordan, p. 19, www.ohchr.org/EN/
HRBodies/HRC/RegularSessions/Session25/Documents/A-HRC-25-9_en.doc.
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communication technology (ICT) sector.10 Recognizing the economic potential of the internet,
authorities actively promoted ICT development in the small kingdom.11 Once seen as a means
of trivial entertainment and the exchange of scandalous or banned information, the internet has
grown into a vital instrument for business and an important forum for public discussion. Likewise,
as the number of users began to increase dramatically, the government drew up legal methods
for maintaining control over online content and monitoring users, particularly after the regional
uprisings of 2011.

Obstacles to Access
According to the International Telecommunication Union (ITU), a total of 44 percent of the Jordanian
population accessed the internet by the end of 2013, up from 23 percent five years earlier.12 National
figures from the Telecommunications Regulation Commission (TRC) estimated the number of users
to have increased in the second quarter of 2014 to 73 percent, or 5.4 million users.13 Given the
large number of people accessing the internet at cybercafes and offices, most users have access
to broadband rather than dial-up connections.14 According to TRC statistics, the number of mobile
broadband subscriptions reached over 1.2 million in the second quarter of 2014, with ADSL next at
around 208,000.15 Most internet users are young people from ages 15 to 24.16
Mobile phone use has also expanded rapidly and by the end of 2013, the number of subscriptions
was over 10.3 million, representing a penetration rate of 141.80 percent.17 3G services were first
launched by Zain and Jordan Telecom (Orange) in mid-2010 and increased upon implementation of
a tax exemption for the purchase of smartphones and the launch of mobile broadband by another
provider, Umniah.18 A call from the TRC to introduce a fourth mobile operator in December 2012,
however, was rejected by Zain and Jordan Telecom.19 No new providers have been introduced since
then and the three companies have a similar share of the market. 20

10 The TRC was established as a financially and administratively independent jurisdiction al body through the
Telecommunications Law (No. 13 of 1995) and a subsequent amendment (Law No. 8 of 2002).
11

Privacy International, “Jordan,” Silenced: An International Report on Censorship and Control of the Internet, 2003, .

International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2013, accessed July 5, 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/
stat/default.aspx.

12

Telecommunications Regulatory Commission of Jordan’s official website [in English], accessed May 10, 2014. http://www.
trc.gov.jo/index.php?option=com_content&task=view&id=2597&Itemid=978&lang=arabic&lang=arabic

13
14

Telecommunications Regulatory Commission of Jordan’s official website.

Telecommunications Regulatory Commission of Jordan’s official website [in English], accessed September, 26, 2014. http://
www.trc.gov.jo/index.php?option=com_content&task=view&id=2599&lang=english&Itemid=1231.

15

Mohammad Ghazal, “News websites most popular destination for Jordanian Internet users—study,” The Jordan Times,
March 22, 2012, http://jordantimes.com/news-websites-most-popular-destination-for-jordanian-internet-users----study.

16

International Telecommunication Union (ITU), “Fixed (wired)-broadband subscriptions,” 2000-2013, accessed July 5, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

17

ITU, “Smartphone tax exemption drives 3G growth (Jordan),” news release, January 19, 2012, http://www.itu.int/ITU-D/ict/
newslog/Smartphone+Tax+Exemption+Drives+3G+Growth+Jordan.aspx.

18

Ghazzal, Mohammad “Orange Jordan Opposes TRC Plan,” Jordan Times, December 15, 2012. http://jordantimes.com/
orange-jordan-opposes-trc-plan, accessed April 30, 2013.

19

Mai Barakat, “Jordan will be challenging, but a fourth operator might find elbow room as a mobile broadband provider,”
Informa, February 21, 2013, http://blogs.informatandm.com/9181/jordan-will-be-challenging-but-a-fourth-operator-mightfind-elbow-room-as-a-mobile-broadband-provider/.

20
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After rejecting two international operators, the Jordanian government awarded Zain Jordan with
the rights to introduce 4G services to the market. Zain has since announced that 4G service will
be available by the end of 2014.21 A few weeks later, Mohamad Taani, TRC chief commissioner, was
reported to have invited the other two major operators in Jordan, Orange Jordan and Umniah, to bid
for 4G service frequencies.22
The expansion of fixed-line internet access has been hampered by the relatively high costs of
computers and connectivity. Indeed, fixed broadband subscriptions have decreased since 2009, with
only 2.83 subscriptions per 100 inhabitants.23 On the other hand, mobile broadband use has soared
to over 1.2 million subscribers.24
For several years, internet connection fees were considered high relative to neighboring countries
and the cost of living. Prices have decreased, reportedly upon direct orders from the king, but
complaints about the quality of service persist. Monthly fixed-line subscription prices currently
range from JOD 13 (US$18) for speeds of 128 Kbps and an allowance of 10 Gigabytes (GB), to
JOD 65 (US$92) for speeds of up to 24 Mbps and a 65 GB allowance. Postpaid monthly plans for
Evolved High-Speed Packet Access (HSPA+) range from JOD 5 (US$7) to JOD 49 (US$69) per month,
depending on speeds and data allowances.25 By comparison, gross national income per capita is
US$4,950, or US$413 per month.26 Meanwhile, internet access in many governorates and remote
areas remains poor, as almost all companies concentrate their operations and promotions in major
cities, particularly the capital Amman.
The ICT sector is regulated under Law No. 13 of 1995 and its amendment, Law No. 8 of 2002. The law
endorses free-market policies and governs licensing and quality assurance.27 Citizens and businesses
can obtain internet access through privately owned service providers without state approval or
registration. A November 2011 reports listed 16 active internet service providers (ISPs) in Jordan,
though licenses have been granted to over 20 companies.28 The market is dominated by Umniah
(a subsidiary of Batelco Bahrain), Zain, and Jordan Telecom, the local affiliate of France Telecom’s
Orange brand. The formerly state-owned Jordan Telecom controls the fixed-line network and
provides access to all other ISPs, thereby centralizing most of the connection to the international
internet. The government retains a degree of control over the country’s internet backbone and all
traffic within the country must flow through a government-controlled telecommunications hub.
The TRC is the independent agency responsible for regulating the ICT sector. It is governed by the
21 Ghazzal, Mohammad “Zain Jordan to Introduce G4 Services by Year End,” Jordan Times, April, 15, 2014, http://jordantimes.
com/zain-jordan--to-introduce-4g-services-by-year-end.

McBride, Stephen “Zain Jordan Snaps up 4G Frequencies: Kingdom’s Number-One Mobile Operator Plans LTE Service
Launch by End of Year,” ITP.NET, April, 17, 2014. http://www.itp.net/597702-zain-jordan-snaps-up-4g-frequencies.

22

International Telecommunication Union (ITU), “Fixed (Wired) Broadband Subscriptions,” 2000-2013, accessed July 5, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

23

“Telecommunications Indicators (Q2-2014),” Telecommunications Regulatory Commission – Jordan, 2014, accessed
September 26, 2014, http://www.trc.gov.jo/index.php?option=com_content&task=view&id=2599&lang=english&Itemid=1231.

24
25

“Broadband,” Zain, accessed July 5, 2013, http://www.jo.zain.com/english/consumer/broadband/Pages/default.aspx.

“GNI per capita, Atlas method (current US$)” World Bank Databank, 2009-2013, accessed September 15, 2014, http://data.
worldbank.org/indicator/NY.GNP.PCAP.CD.

26

27 “Jordan,” One Social Network With A Rebellious Message, Arabic Network for Human Rights Information, 2009, http://www.
openarab.net/en/node/1618.
28 ITU, ICT adoption and prospects in the Arab region, Connect Arab Summit 2012, pg. 57, http://www.itu.int/dms_pub/itu-d/
opb/ind/D-IND-AR-2012-PDF-E.pdf.

457

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Jordan

Telecommunications Law and defined as a “financially and administratively independent juridical
personality.”29 Nonetheless, it is accountable to the Ministry of Information and Communication
Technology (MoICT), which was created in April 2002 to drive the country’s ICT development.30 The
TRC’s Board of Commissioners and its chairman, currently Mohammad al-Taani,31 are appointed
by a resolution from the Council of Ministers based on a nomination from the prime minister.32
Nonetheless, the TRC is generally seen as independent and fair in its decision making, though it
does coordinate policy with the government.

Limits on Content
This year marked an important shift in how Jordanian authorities limit online content. In June 2013,
291 news websites were blocked in the country for failing to comply with the recently amended
Press and Publication Law (PPL).33 The law establishes limits on what websites can provide news
content and reinforces economic obstacles to freedom of the press. The Jordanian government
claimed that the amendments were introduced “to regulate the work of news websites and in order
to increase transparency and accountability.” Officials have stated that the law was called for by
professionals within the industry, in order to preserve professionalism and protect the media from
those “who have practiced embezzlement, defamation and blackmailing to a degree that threatened
social peace.”34 On the other hand, local journalists, international human rights groups,35 and a
former Jordanian minister of media affairs and communication criticized the decision as a serious
affront to freedom of the press,36 and a decisive move to censor the internet in Jordan.37
The move to block almost 300 news sites came after the expiration of a nine-month grace period for
news sites to comply with the amended PPL, passed in September 2012. The PPL places restrictions
on online news editors and requires news websites to register with the government or face blocking.
According to Article 49(A), any electronic publication which publishes domestic or international news,
press releases, or comments is required to register with the Ministry of Commerce and Industry and
acquire a license from the Ministry of Culture’s Department of Press and Publications (DPP).38 In

29 The Telecommunications Regulatory Commission of Jordan, Chapter III, http://www.trc.gov.jo/index.php?option=com_
content&task=view&id=20&lang=english.
30 “Jordan ICT Sector Profile,” Information & Communications Technology Association – Jordan, Slide 10, accessed July 5,
2013, http://intaj.net/sites/default/files/jordan_ict_sector_profile.pdf.
31 Telecommunications Regulatory Commission of Jordan, Mohammad Al Taani, Chairman of the Board of Commissioners/
CEO, http://www.trc.gov.jo/index.php?option=com_content&task=view&id=126&Itemid=1079&lang=english.
32 Telecommunication Regulatory Commission Jordan. Telecommunication Law No. (13) of 1995, p. 18, accessed June
26,2013. http://www.trc.gov.jo/images/stories/pdf/telecomunication%20law.pdf?lang=english.

Human Rights Watch, “Jordan: Rescind order to block Websites, Regulation of Online Expression Undermines Reform
Pledges”. Accessed January 6, 2014. http://www.hrw.org/news/2013/06/04/jordan-rescind-order-block-websites.

33

UN Human Rights Council, “Report of the Working Group on the Universal Periodic Review: Jordan.” January 6, 2013, www.
ohchr.org/EN/HRBodies/HRC/RegularSessions/Session25/Documents/A-HRC-25-9_en.doc.
34

35 Article 19, “Jordan: Websites Blocking Order Must be Revoked Immediately,” June 6, 2013, accessed February
3, 2014. http://www.article19.org/resources.php/resource/3791/en/jordan:-website-blocking-order-must-be-revokedimmediately#sthash.t6aCWaaM.dpuf.

Amman Net “Udwan: Blocking the Websites is against the Democratic Empowerment,” Jordan News Agency, June 3, 2013,
accessed February, 3 2014. http://bit.ly/1xXFNhe.

36

Reporters Without Borders, “International free expression groups call for an end to Internet censorship in Jordan.” October
8, 2013, Accessed February 3, 2014. http://en.rsf.org/jordan-international-free-expression-08-10-2013,45296.html.

37
38
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April 2014, the Director of the DPP, Fayez Shawabkeh, stated that a total of 156 websites have since
become unblocked after obtaining a license.39
For many observers, the law’s broad definition of a news website includes almost all Jordanian
and international websites, blogs, portals, and social networks. According the amended PPL, an
electronic publication is defined as “Any website with a specific web address on the internet which
provides publishing services, including news, reports, investigations, articles, and comments, and
chooses to be listed in a special register maintained at the Department, pursuant to instructions
issued by the Minister for this purpose.”40 Articles 48 and 49 enable the Director of the DPP to block
any website for failing to obtain a license or, more broadly, for violating Jordanian law. In addition
to facing blocking, unlicensed websites also face a potential fine of JOD 1,000–5,000 ($1,500–7,500)
according to Article 48(B). The blocking occurs through a direct request from the director of the DPP
to the TRC, with the TRC chairman then sending a decree to ISPs to implement the blocking. The
law also requires that editors-in-chief of online outlets must have been prior members of the Jordan
Press Association for a period of at least four years. The Director of the DPP estimated that Jordan
contains some 400 news websites.41
The move was met with consternation, particularly as Jordan does not have a history of extensive
web filtering. For a number of years, the only blocked website was the U.S.-based Arab Times, which
often takes a critical tone toward Arab regimes.42 In the past, however, authorities had failed in their
attempts to impose greater restrictions on content. In 2008, authorities blocked access to about
600 websites on internal government networks, claiming such measures were necessary to prevent
public service employees from wasting time online. The inclusion of key Jordanian news websites
among those blocked raised concerns that the purpose was also to limit government employees’
access to independent information.43 Marouf al-Bakhit, the prime minister at the time, reversed this
policy in 2011.
As recent as July 2012, some groups have staged small protests and even launched a Facebook
campaign to push the MoICT to block pornography sites.44 Internet freedom activists have
been highly critical of any potential move, citing the potential for widespread censorship due to
overblocking.45 According to one official, authorities may instead insist that ISPs offer a voluntary
service to block these sites for subscribers.46 So far, there is no evidence that the ISPs are voluntarily

Skeyes, “Shawabkeh to Skeyes: DPP Continues to receive Licensing Requests for Online News Websites,” April 11, 2014,
http://www.skeyesmedia.org/ar/News/Jordan/4359.

39

40

Jordanian Media Monitor, “Amended Press & Publications Law No. 32 in 2012,” August 2013, http://bit.ly/1zqh8ig.

BBC Arabic, “The Blocking of 290 websites in Jordan,” June 2013, Accessed June 26, 2013. http://www.bbc.co.uk/arabic/
middleeast/2013/06/130603_jordan_electronic_sites_closed.shtml. AlBawaba, “Jordan: Lifting up the Block only on a few
websites,” June 5, 2013, accessed June 26, 2013.
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blocking websites. However, the Jordanian government proposed a new Communication Law this
year that would requires the TRC to issue a set of instructions that force the companies licensing
and operating public information to prevent access to pornographic websites and content.47 The
ICT minister, Dr. Azzam Slait, reportedly withdrew the proposed law, sending it back for further
consideration and possible amendments in mid-2014.48 The law was published on the Legislation
and Opinion Bureau’s website to solicit feedback from the public.49
In a more subtle censorship dynamic, website owners have occasionally acted to remove, or
refrain from publishing, online content after receiving informal complaints from government
officials, members of the security services, party leaders, lawmakers, journalists, and even ordinary
users. Websites that refuse such requests have faced reprisals. The military court reportedly asked
owners and editors-in-chief of all Jordanian news websites to refrain from publishing any news or
information on issues related to the Jordanian military and its personnel, except after a “direct and
clear request to the authorized military sources.”50 The request was delivered through a letter sent to
the DPP. In contrast, there were no reports that print and audiovisual media received any requests,
most likely since they are known to be monitored by the authorities and their employees do not
dare to publish any unauthorized news about the military.
The director of the DPP issued another brief to online media outlets, telling them to refrain from
publishing further news regarding a doctor who was reportedly infected with malaria while in one
of Jordan’s Dead Sea resorts, and died. The order came in response to a request by businesses in the
resort area.51
In another incident from March 2012, the Jordanian Royal Court pressured the website of the alArab al-Yawm newspaper to delete an article titled, “We will not live in a stupid man’s robe,” which
criticized the government’s handling of corruption and protests in the city of al-Tafila.52 In other
cases, news websites that tackle sensitive issues must deal with waves of angry comments from
conservative readers.
Intermediaries face increasing liability for content posted to their sites. The 2012 amendments of the
PPL place readers’ comments under the same restrictions as normal news content. Clause 3 of Article
49 states that both the editors-in-chief and owners of online publications are legally responsible for
all content posted to the site, including user comments.53 Moreover, websites must keep a record of
all comments for six months after initial publication and refrain from publishing any “untruthful” or
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“irrelevant” comments.54 Journalists in Jordan stated that the new changes in the law are intended to
increase self-censorship and instigate fear among journalists.55
Article 38 of the PPL prohibits specified material from being published, including any “contempt,
slander, or defamation of or abuse of” a religions or prophets. The same article prohibits publishing
any material defamatory or slanderous of individuals who are also protected by the same law
against “rumors” and “anything that hinders their personal freedom”.56 Furthermore, the amended
PPL has forced many news sites to register with Chamber of Commerce and obtain a license from
the Department of Press and Publications, thus opening themselves up to direct legal action by
the government. Overall, the threat presented by restrictive laws and financial penalties in the PPL,
combined with an awareness of extensive content monitoring, has a chilling effect on online speech.
(See “Violations of User Rights” for a discussion on punitive laws and surveillance.)
Many bloggers and website owners practice self-censorship and rarely cross the standard red lines,
particularly concerning material that could be perceived as harmful to national security, national
unity, the country’s economy, or the royal family. In a recent survey of journalists conducted by
Center for Defending Freedom of Journalists in Jordan, 91 percent of Jordanian journalists admitted
to practicing some form of self-censorship, with more than three-quarters indicating they avoid
publishing any material critical of the military, the judicial system, tribal leaders, and religion.57
Traditional journalists often start their own blogs in order to be free from editorial censorship. Since
2011, blogs have regained their importance as an avenue for debate on political and social issues. A
growing number of blogs are also written in Arabic, a shift from several years ago when most were
in English or bilingual.
The amended law also affects the financial viability of online news websites by prohibiting foreign
investment in newspapers, a provision that could now apply to online news outlets as well. All
licensed websites must pay to acquire a license to “legally” operate within the country and
avoid being blocked. The Council of Ministers was assigned the task of regulating licensing and
registration fees, but little information about the process has been made public.58 Indeed, there are
reports that the DPP Director, Fayez Shawabkeh, announced that the government will not require
any licensing fee.59 Observers believe this decision to be a tactic by the Jordanian government to
release tension after the local and international outcry over the blocking in June 2013.
Meanwhile, in mid-2012, unconfirmed reports emerged of government agencies pressuring
advertisers to avoid certain news websites in an effort to limit the sites’ income.60 There have also
been some initial reports of security or government officials offering encouragement—and possibly
54
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material support—to journalists to establish news websites favorable to the government that would
compete with the increasingly influential, and often critical, existing online outlets.61 Media analysts
and online news editors have indicated that political candidates, for example, purchase advertising
on news websites in a bid to avoid negative coverage. At the same time, the more popular news
sites have benefitted from the high number of daily hits, presenting a strong alternative to
advertising in traditional media.62 A survey by the Center for Defending Freedom of Journalists
revealed that 76 percent of all journalists believe that online news websites are more prone to
accepting gifts and even cash in return for favorable news reports.63
Overall, the country’s hundreds of news websites are an increasingly important source of information
and analysis for many Jordanians. Many feel that online sources discuss a wide range of topics
typically avoided by traditional media outlets. A study released by the market research firm Ipsos
in March 2012 found that around 70 percent of internet users accessed news websites, making
it the most popular area of online interest, surpassing music and sports.64 Nine news websites—
Sarayanews, Alwakeelnews, Ammonnews, Gerasanews, Garaanews, Panet, Tasweernews, Royanews,
and Jfranews—were among the top 25 most visited websites in the country in mid-2014.65 The
general perception is that online journalists tend to focus more on opinion pieces and pushing
social or cultural boundaries than their counterparts in traditional media.
There is no evidence that English language websites, like the Jordan Times, are subject to similar
pressure from the government or other state departments. While the Jordan Times is owned by the
Jordan Press Foundation, a public company listed on the Amman Stock Exchange, the Jordanian
government is one of its main shareholders.
Social media applications such as Facebook, the micro-blogging service Twitter, and the videosharing site YouTube are very popular, particularly among younger Jordanians. There are over two
million Facebook users in Jordan, representing over one-third of the country’s population,66 with a
penetration rate of 47.9 percent of the population as of May 2014, of whom 59 percent are male.67
Twitter has garnered a much smaller following of around 161,000 users, or around 2.4 percent of
the population.68 Several local social media tools, such as the Jordanian microblogging site WatWet,
have shut down because they failed to compete.69 State officials, including the Royal Hashemite
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Court, 70 the Queen, the Crown Prince,71 and Prince Hassan,72 have established social media accounts
to communicate with the public. Queen Rania is by far the most popular of these accounts, with over
3 million followers on Twitter and over 200,000 on Instagram.73 She was, in fact, referred to by Forbes
Middle East magazine as “The Queen of Social Media”.74 Among government officials, Foreign
Minister Nasser Judeh has around 50,000 Twitter followers, while an unverified account related to
Prime Minister Abdulla Ensour has 5,000 followers.75
These online tools, in addition to news websites, have played an important role in mobilizing public
protests to oppose restrictions on free expression, to call for broader political reforms, and to protest
government policies. Over 500 websites went offline on August 29, 2012 in a coordinated protest
against the changes in the PPL.76 The home pages of these sites displayed a black screen with text
reading, “You may be deprived of the content of this site under the amendments of the Jordanian
Press and Publications Law and the governmental internet censorship.” However, social media
activity and numerous protests failed to halt the bill from being passed in September 2012.
On the other hand, social media platforms were also utilized to mobilize for further restrictions on
access to internet content by users. For instance, a Facebook campaign to press the government to
block pornographic websites in the country garnered more than 37,800 likes as of May 2014.77 The
government responded in 2013 by introducing a new telecommunications law that, if passed, would
prohibit ISPs from allowing users to access pornographic websites under article 61.78
While public demonstrations were less visible this year, in March 2014 social media helped organize
demonstrations to protest the killing of the Jordanian judge Raed Zuiter by the Israeli military on the
border between Jordan and the West Bank.79 A Facebook page was created in his memory with more
than 10,000 likes.80

Violations of User Rights
A host of repressive laws and severe punishments create an environment of fear in Jordan, where
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journalists, political activists, and ordinary users face arrest and possible prosecution if they
overstep the boundaries of acceptable speech. While extralegal attacks and physical harassment
of users has decreased over the past year, three citizens faced charges before the militarydominated State Security Court for their online activities over the coverage period. Strict penalties
for criminal defamation against public authorities, both foreign and domestic, remain a prominent
concern. At the same time, the passing of a new anti-terrorism law, as well as proposals for a new
communications law, present another grave threat to internet freedom.
In October 2011, responding to public discontent, constitutional amendments were introduced to
strengthen checks and balances and ensure greater protections for human rights.81 The measures
resulted in the creation of a constitutional court (Article 58-61), an explicit prohibition on torture
(Article 8), and the restriction of the State Security Court’s jurisdiction to crimes of treason,
espionage, and terrorism (Article 110).82 The Constitutional Court’s nine members were named by
King Abdullah II in October 2012.83 Several constitutional amendments touched directly or indirectly
on internet freedom. Specifically, terms such as “mass media” and “other means of communication,”
which likely encompass online media, were added to provisions that protect freedom of expression
and concomitantly allow for its limitation during states of emergency (Article 15). With regard to
the right to privacy, judicial approval was added as a precondition for censorship or confiscation of
private communications (Article 18).84
Despite constitutional protections, several laws that hinder freedom of expression and access to
information remain on the books. These include the 1959 Contempt of Court Law, the 1960 penal
code, the 1971 Protection of State Secrets and Classified Documents Law, the 1992 Defense Law, the
1998 Jordan Press Association Law, and the 1999 Press and Publications Law. Despite the passage of
an Access to Information Law in 2007, a number of restrictions remain on requesting sensitive social
and religious content.85 In September 2011, the lower house of parliament passed an amendment to
the Anti-Corruption Law which would have penalized the publication or dissemination of allegations
of corruption without proof with fines ranging from JOD 30,000 to JOD 60,000 (US$42,000 to
US$84,000).86 However, in January 2012, the upper house of parliament rejected the controversial
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article following advocacy efforts by civil society groups and threats by the board of the Jordan
Press Association to resign.87
Most recently, the amended Press and Publication Law bans the publishing of “material that is
inconsistent with the principles of freedom, national obligation, human rights, and Arab-Islamic
values.”88 Journalists, website owners, and editors-in-chief face a fine of JOD 5,000 (US$ 7,500) if
found to violate Article 5 of the law. In addition, civil defamation suits against private individuals can
result in fines of between JOD 500 to 1,000 (US$ 700 to 1,400).89
In early 2014, a law was passed to limit the powers of the quasi-military State Security Court, before
which citizens and journalists could be tried for crimes related to freedom of expression. The law,
proposed in September 2013 in response to international criticism, limited the court’s jurisdiction
to only five areas: terrorism, espionage, drug felonies, treason, and currency counterfeiting.90 At the
time, the changes were seen cosmetic at best, with Human Rights Watch stating that Jordan needs
to “overhaul its outdated penal code and stop dragging civilians in front of the State Security Court
just for demonstrating for reform.”91 Most worryingly, amendments to the anti-terrorism law passed
in mid-2014 essentially reverse many of the advances made in the law by expanding the definition of
“terrorism” to include offenses that do not directly relate to the causing of physical damage or violent
attacks.92
The amendments to the 2006 anti-terrorism law were sanctioned by the Senate on May 1,93
and endorsed by King Abdullah II on June, 1, 2014.94 The amendments have been criticized for
“broaden[ing] the definition of terrorism and threaten[ing] freedom of expression”95 while increasing
the scale of punishments. In addition to more legitimate offenses such as attacking members of the
royal court or provoking an “armed rebellion,” the definition of terrorist activities now includes any
acts that “threaten the country’s relations to foreign states or expose the country or its citizens to
retaliatory acts on them or their money,”96 an offense that had already been listed in the penal code.
The new law also covers any “use of an information system or information network or any other
publication or media outlet or website to facilitate terrorist acts, to support a group, organization, or
87 “Jordan journalists protest anti-corruption bill,” Khaleej Times, September 28, 2011, http://www.khaleejtimes.com/
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society” which commits, promotes, or funds terrorist acts, or to subject “Jordanians or their property
to danger of hostile acts or acts of revenge”.97
Political analysts understood the new amendments in the context of the security threats posed by
the proximity with Syria and the tensions growing in the region.98 However, many critics view the
bill as a tool for the government to crackdown on the opposition and impose further restrictions
on media freedom.99 Online media outlets will be even more hesitant to publish any news or
opinions that could be construed as overly-critical of foreign leaders or diplomats, particularly of
foreign countries. The Islamic Action Front, the political arm of Jordan’s Muslim Brotherhood and
a prominent opposition group, asked for changes to the law to be made in early 2014.100 The law
comes at a time when neighboring countries, such as Egypt,101 Saudi Arabia,102 and the United Arab
Emirates,103 have outlawed the Muslim Brotherhood as a terrorist organization.
The 2010 cybercrime law proscribes penalties for hacking and online identity theft, though it also
contains several provisions that could be easily used to suppress online expression. For example,
the law prohibits posting any information concerning national security, foreign affairs, the national
economy, and public safety that is not already available to the general public. Nevertheless,
following protests by civil society, several more egregious provisions related to defamation and
warrantless police searches were removed by royal decree in September 2010, one month after the
law was passed.104
Defamation remains a criminal offense under the penal code. Amendments to the press law enacted
in 2010 abolished prison sentences for libeling private citizens. However, the same bill increased
fines and jail sentences for defaming government officials to up to JOD 10,000 (US$14,000) and
three to twelve months imprisonment.105 On April 25, 2013, Mohammad Asha al-Dawaymeh, a
parliamentarian from the Islamist Centrist Party, filed a suit against the website Ammon News for
publishing news about a visit to Israel he made earlier this year.106 He was later expelled from his
political party over the visit, during which he reportedly attended a reception with Israeli President
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Shimon Peres to celebrate Israel’s Independence Day.107 While a hearing was held in January 2014,
there have not yet been any reports of a verdict in the defamation case.108
For the most part, Jordanian authorities have not made use of these laws to sentence domestic
political opponents to lengthy prison terms, though some online commentators have faced legal
harassment.109 In September 17, 2013, the publisher of a Jordanian news outlet, Jafra, and its editorin-chief were arrested under the penal code for publishing a third-party YouTube video that was
thought to be offensive to Crown Prince Jassim Bin Hamad AlThani of Qatar. Amjad Mu’ala and
Nidhal Fara’neh were investigated and detained.110 The journalists were “charged with carrying out
acts that the government does not approve and that would expose Jordan and its citizens to the risk
of acts of aggression,” a court official reportedly said. The two were to be tried in front of a military
court and faced two- to five-year prison terms.111 The military court repeatedly rejected requests
to free the two journalists on bail,112 despite numerous calls from human rights organizations.113
Two sit-ins were organized by the Jordanian Press Association (JPA) in solidarity with the journalists
and requesting their release on December 24-25, 2013, with the JPA Council threatening to resign
two days later.114 On December 31, an appeals court ruled to release the two individuals on bail for
JOD 3,000 (US$ 4,000) and the case was transferred to the Amman Court of First Instance, a civilian
court.115
This was not the only case of online journalism professionals being charged over the coverage
period. Hashem Khalidi, publisher of the Saraya News website, was accused of lacking attention to
accuracy, publishing false news, and publishing materials offensive to individuals.116 Two lawsuits
were filed against the publisher on November 4, 2013, by a former minister of education and a
former member of parliament.
In October 2013, Ayman al-Bahrawi was accused of “lengthening the tongue” and “insulting” foreign
heads of state in private messages found on the Whatsapp messaging application on his mobile
phone.117 His lawyer reported in AsSabeel, a Jordanian daily newspaper, that al-Bahrawi faced these
charges before the State Security Court. According to his lawyer, al-Bahrawi’s was also accused of a
107 “Jordanian MP expelled for Israel visit,” UPI, April 22, 2013, http://www.upi.com/Top_News/World-News/2013/04/22/
Jordanian-MP-expelled-for-Israel-visit/UPI-45941366623316/.
108

Kermalkom. “MP Mohammad Dayamah Testifies in the “Israel’s Visit” Court Case,” January 21, 2014. http://bit.ly/1zV2u3v.

Oula Farawati, “Jordan’s News Websites Running for Legal Cover,” Menassat, March 11, 2009, http://www.menassat.
com/?q=ar/comment/reply/6143.
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France 24 “Jordanian authorities arrest two journalists after publishing a Youtube Video that was seen as a sexual scandal
for a Qatari Emir,” September 18, 2013, http://f24.my/1ycbfqA.
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Al-Akhbar “Jordan jails journalists for posting video that offends Qatari royal,” September 18, 2013, http://english.alakhbar.com/node/17057..
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AlDabbas, Majed, “Military Court Rejects 4 bail requests to release two journalists, Ammon News. October 20, 2013,
http://en.ammonnews.net/article.aspx?articleno=23331#.UvXN_CKks_8.
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The Daily Star, “HRW Urges Jordan to Free Journalists held over Qatar Video,” September 22, 2013, http://
www.4.hathalyoum.net/showsit.php?action=sit&cd=6&sid=308529.
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Rai AlYoum, “JPA Council Threatens to Resign in a Protest to the Arrest of Two Colleagues,” December 27, 2013, http://
www.raialyoum.com/?p=35636.
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Criticism.” January 28, 2014 http://www.hrw.org/news/2014/01/28/jordan-deliver-promises-respect-free-expression.
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2013, http://www.skeyesmedia.org/ar/News/Jordan/3894.

116

AlBawabah, “Jordan: the Trial of four activists for using the Rabiya logo and messages on WhatsApp,” October 1, 2013,
http://bit.ly/1xSjXug. Jarasa News, March 18, 2014, http://www.gerasanews.com/index.php?page=article&id=140315.
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second charge of committing actions that can disturb relations with Arab countries.118 News reports
also mentioned a separate charge of “lengthening the tongue” for messages that criticized the
king.119 One of the news sources stated the message to be “It turned out that El-Sisi is worst than
Bashar [reference to Syrian President Bashar al-Assad]. Damn them both”.120 Al-Bahrawi’s lawyer had
asked for Jordanian Foreign Minister Nasser Judeh and the Egyptian Ambassador to Jordan to testify
whether the relation between the two countries (Egypt and Jordan) was negatively affected by the
messages.121 The request was rejected by the military court in March. Al-Bahrawi and his associates
were finally released on bail on December 25, 2013, one day after they announced their intentions
to commence a hunger strike. They were released for US$ 1,500 each and a hearing was scheduled
for later in 2014.122 Importantly, the accusations faced by al-Bahrawi, Mu’ala and Fara’neh have now
been incorporated into the new anti-terrorism law, passed in April 2014.
The al-Bahrawi trial is indicative of state surveillance of private communications, since the content for
which he was tried was communicated to a group from his mobile phone. In general, Jordanians are
careful when talking on mobile phones or at public meetings. This attitude has passed naturally to
the internet, where it is believed that security services closely monitor online comments, cataloging
them by date, internet-protocol (IP) address, and location. Furthermore, clauses within mobile phone
contracts give Jordanian companies the right to terminate services should customers use it in any
way “threatening to public moral or national security.”123
Cybercafes, where users might otherwise write with relative anonymity, have been subjected to a
growing set of regulations in recent years. Since mid-2010, operators have been obliged to install
security cameras to monitor customers, who must supply personal identification information
before they use the internet. Cafe owners are required to retain the browsing history of users for at
least six months.124 Authorities claim these restrictions are needed for security reasons. Although
enforcement is somewhat lax, the once thriving cybercafe business is now in decline due in part to
the restrictions, as well as increased access to personal internet connections.
Over the past year, incidents of physical harassment and cyberattacks against bloggers and staff
of online news websites have decreased in severity. Jordanian policemen targeted journalists with
teargas during protests in Amman in November 2012.125 Unknown perpetrators raided the offices of

Human Rights Watch, “Jordan: End Trials of Protestors for “Undermining Regime”, Proposed Security Court Reform would
Preserve Status Quo,” October 29, 2013, http://www.hrw.org/news/2013/10/29/jordan-end-trials-protesters-underminingregime.
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the online news site Watan on July 17, 2012, stealing documents and damaging equipment.126 The
webpage of the news sites Khaberni and Al Ain were hacked in March and October 2012 respectively,
while the site of the Jordanian rap group Ahat was also hacked on September 15, 2012.127 In
February 2011, one of the country’s most popular news websites, Ammon News, was hacked and
temporarily disabled after its editors refused to comply with security agents’ demands to remove a
statement by 36 prominent Jordanian tribesmen, in which they called for democratic and economic
reforms. Among other actions, the hackers deleted the joint statement, which were politically
sensitive given the groups’ historic support for the monarchy.128

“Report: increasing attacks on journalists in Jordan, mostly from the security,” [translated] Satel News, July 8, 2012, see
http://bit.ly/15WAUGB.

126
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Report%20EN.pdf.
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

15

15

Limits on Content (0-35)

23

23

Violations of User Rights (0-40)

21

22

TOTAL* (0-100)

59

60

17 million
54 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

The decree on “Rules for the Application of Additional Measures and Temporary
Restrictions during a State of Emergency,” which was adopted on January 28 and
went into effect on April 12, 2014, allows authorities to suspend or terminate media
publications and requires media outlets to provide copies of material for approval prior
to publication during a declared state of emergency (see Obstacles to Access and Limits
on Content).

•

On April 23, 2014, the president signed amendments to the communications law that
allow the authorities to block websites or shut off communication networks without a
court order (see Obstacles to Access and Limits on Content).

•

In May 2013, President Nursultan Nazarbayev signed the law “On personal information
and its protection” under which investigative reporters can now be charged with
violating the privacy of public officials if they publish information about corruption (see
Violations of User Rights).
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Introduction
The government of Kazakhstan has passed multiple laws or decrees over the past year that, if
applied, would significantly inhibit media and internet freedoms. On April 12, 2014, a restrictive
“state of emergency” decree went into effect that would allow authorities to suspend or censor
media outlets during a declared state of emergency, including political or social crises such as mass
riots. Further, on April 23, the president signed amendments to the communications law allowing
the authorities to shut off communications networks or block websites in the event of calls for mass
public actions or unrest, or incitement to take part in extremist activities. These new regulations have
the potential to significantly curb freedom of expression and press freedoms in the country, though
as of May 2014, they have yet to be applied to restrict online media.
Since the late 2000s, Kazakhstan’s officials have been declaring information and communication
technologies (ICTs) a development priority, including at a number of international conferences
and exhibitions hosted by the relevant state bodies. In the last couple of years, however, they have
been comparatively quiet on the issue, reflecting both the government’s shift to a new “pet topic”
(green economy, the main theme of the World Expo 2017 to be held in Astana), and its heightened
cautiousness regarding the potential threats of online communications as the autocracy approaches
an uneasy transition period, with the incumbent president aging.
The ministry of transport and communications, together with Kazakhtelecom, the main telephone
and internet access provider, continue efforts to upgrade the country’s ICT infrastructure and to
improve and promote e-government services. State entities have been instructed to enhance
their websites to incorporate better feedback functionality and to set up official accounts on
social networks. The e-government portal offers citizens an opportunity to file inquiries with the
responsible state bodies using a personal digital signature, though officials may often decline
service, referring to technical problems. In a declared attempt to promote transparency, the
website for government procurement tenders was launched in July 2012; however, the potential
for public oversight is restricted since only businesses competing for contracts can gain access to
documentation. It was also stated that a separate OpenData portal will be developed, but there
is no precise vision for it so far (currently, it contains only scattered reference data; Kazakhstan is
not a member of the Open Government Initiative). Competition exists between internet service
providers (ISPs), though it is limited by the national operator Kazakhtelecom’s dominance in the
market, especially of wired connections. Mobile operators, on the other hand, actively compete for
subscribers.
In the past few years, critical media outlets have been blocked, including the website of the banned
Respublika newspaper and NurAdam.kz, the website of the Adam opposition magazine. Additionally,
sites such as Ratel.kz, the online project launched in 2013 by a group of prominent journalists, have
suffered from DDoS attacks, even though hard copies of their small circulations could easily be
found in the newsstands of Almaty. Most cases of prosecution of individuals involving the internet
have been rooted in the individuals’ offline activism, rather than caused by their online activity.
The authorities clearly fear the internet’s democratizing potential, which has led the government to
pass legislation to acquire broader control over the internet, often disguised as national security
or anti-terrorism amendments, in addition to the legally endorsed practice of blocking certain
websites. In May 2013, President Nursultan Nazarbayev signed the law “On personal information
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and its protection,” which was criticized by media activists as restrictive for journalism.1 According
to observers, investigative reporters can now find themselves under threat of criminal defamation
charges if they publish information about official corruption that is incorrect, or, if the information
turns out to be true, they can still be prosecuted for violating privacy rights. In July 2013, another law
was passed that doubled the prison term for fomenting riots or “active noncompliance with lawful
orders of power representatives.”2 Additionally, in October 2013, the Prosecutor General’s office
announced that the country’s new criminal code would feature harsher punishment for “cybercrimes,”
including the spread of “socially dangerous, destructive materials,” and for insults or libel on the
internet.3 The discussion on the draft code was still in progress in the Kazakhstani parliament as of
the end of this report’s coverage period.4

Obstacles to Access
Internet access has grown significantly in Kazakhstan, increasing from a penetration rate of 11
percent in 2008 to 54 percent in 2013, according to the International Telecommunication Union
(ITU).5 Official statistics consistently inflate this indicator, and experts often question these figures,
citing a lack of clarity in the methodology.6 In 2013, the ministry of information and culture declared
that nearly 10 million Kazakhstanis use the internet (over 62 percent of the total population),7 or
nearly all citizens between the ages of 16 and 62.8 The independent think tank Profit Online argues
that this figure might count the number of devices that connect to the internet in a one month
period, whereas the number of monthly internet users would be around 50 percent, while the core
usage (users accessing the internet at least several days a week) would be formed by a pool of 2.5
million Kazakhstanis, around 16 percent of the total population.9
Despite these statistical discrepancies, the trends clearly indicate a pattern of growth, although it
has slowed over the past few years, even when judged by official declarations (in 2012 the figure
claimed by the government was 60 percent). More people prefer to access the internet from home,
alongside widening free access at educational institutions, workplaces, and public places. Internet
speeds offered by the national operator Kazakhtelecom and private ISPs have increased at a slow
but steady pace. Prices remain relatively expensive for the majority of the population, but both
Kazakhtelecom and the ministry of transport and communication continue working together to
decrease connection and usage fees. Prices have been lowered on wholesale web traffic for smaller
“Publication of any details of an official’s private life will lead to imprisonment”, Exclusive.kz, May 27, 2013, http://exclusive.
kz/obshhestvo/1957

1

“Nazarbayev signed the law that doubles prison terms for inciting unrest in Kazakhstan,” Zonakz.net, July 4, 2013, http://
zonakz.net/articles/70453

2

3

Asem Japisheva, Adina Baikinova, “True or False,” Expertonline.kz, December 20, 2013, http://expertonline.kz/a12262/

4

The president signed the criminal code outside of this report’s coverage period, in July 2014.

International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2008 & 2013, accessed July
2014, http://www.itu.int/en/ITU-D/Statistics/Documents/publications/mis2013/MIS2013_without_Annex_4.pdf
5

6 “Недостаточно высокий уровень проникновения Интернета...,” [Insufficient level of Internet penetration...] Zakon, May 8,
2010, http://www.zakon.kz/171765-nedostatochno-vysokijj-uroven.html.

“10 million Kazakhstanis use internet,” Time.kz, December 18, 2013, http://www.time.kz/news/society/2013/12/18/vkazahstane-okolo-10-millionov-chelovek-polzujutsja-internetom .

7

8 “Population of Kazakhstan by gender and age,” Kazakhstan Statistics Agency, accessed January 9, 2014, http://www.stat.gov.
kz/getImg?id=ESTAT068476
9 “Internet penetration rate in Kazakhstan reaches 70 percent,” February 29, 2012, http://www.profit.kz/news/8307Proniknovenie-interneta-v-Kazahstane-dostiglo-70-procentov/#.UQokXx002wR.
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ISPs,10 and retail prices for users were lowered in rural areas by 20 percent for Super-EVDO and 35
percent for CDMA-EVDO technology, with prepaid traffic of 3 GB to 7 GB depending on the tariff.11
In late 2013, Kazakhtelecom continued investing in upgrades of its infrastructure, launching the
largest internet data center in the Commonwealth of Independent States (CIS), and a 100 Gbps
channel that is meant to improve consumption of external traffic.12
Kazakhtelecom’s unlimited broadband subscriptions currently cost US$25 to $30 per month for 20
and 30 Mbps, respectively, while basic contracts offer 3GB to 10GB of high-speed traffic for a fee of
US$12 to $20 with no extra charge for exceeded traffic, which is provided at a slower speed. These
prices are relatively expensive when compared to the average monthly income of approximately
US$700 as of November 2013.13 Kazakhtelecom’s main competitor, Beeline, offers similar prices
for unlimited contracts, but connectivity speeds are higher while prices for basic contracts are 30
percent cheaper. The number of fixed (wired) broadband subscriptions reached approximately 12
percent of inhabitants in 2013, according to estimates from the ITU.14
Mobile phone penetration is significantly higher than internet usage, with a penetration rate of over
180 percent in 2013.15 Mobile telecom operators increasingly compete on the market of internet
access both with each other and with other ISPs since the launch of 3G in late 2010. A growing
number of people are accessing the internet on their mobile phones, tablet computers, or regular
computers with USB modems. In December 2012, ALTEL, a Kazakhtelecom subsidiary, launched a 4G
LTE network that is currently available in six oblasts, covering 30 percent of the total population.16
Since 2009, WiMAX has become available in Kazakhstan, mostly enjoyed by corporate clientele. In
2012, the major mobile operator Kcell, a subsidiary of the Scandinavian TeliaSonera, acquired WiMAX
networks in six regions of Kazakhstan from the local company Alem Communications, sparking
rumors that the spectrum would be used to develop LTE technology.17 In March 2013, another asset
of Alem Communications—Digital TV, a cable television and internet operator—was purchased by
Kazakhtelecom, which is also a significant IPTV provider in Kazakhstan.18
The number of free Wi-Fi hotspots in public places has been growing, while internet cafes have
experienced a decline in their customer base, especially in larger cities. Multiple respondents from
different regions of Kazakhstan testify to the fact that cybercafes do not play a significant role as
“Price of internet access to be decreased from January 1,” [In Russian] Forbes.kz, December 28, 2012, http://forbes.kz/
process/technologies/tsenyi_na_dostup_v_internet_snizyat_s_1_yanvarya.

10
11

“Kazakhtelecom to lower tariffs in 2014,” Zakon.kz, http://www.zakon.kz/4591654-s-1-janvarja-kazakhtelekom-snizhaet.

html
“A 100 Gbps channel launched,” Kazakhtelecom press release, December 28, 2013, http://telecom.kz/news/single/14488/
news

12

“Average Monthly Wages,” Mojazarplata.kz, accessed January 7, 2014, http://mojazarplata.kz/main/zarabotnaja-plata/
srednie-zarabotnye-platy .

13

“Fixed (wired) broadband subscriptions,” ITU, 2013, accessed July 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/
default.aspx.

14

“Mobile-cellular subscriptions per 100 inhabitants,” ITU, 2013, accessed July 2014, http://www.itu.int/en/ITU-D/Statistics/
Pages/stat/default.aspx.

15

“Kazakhtelecom launches LTE in six oblasts of Kazakhstan”, Kazahtelecom press release, December 20, 2013, http://telecom.
kz/news/single/14464/news .

16
17

“Kcell eyes 4G”, August 16, 2012, Profit.kz, http://profit.kz/news/8849/Kcell-nacelilsya-na-4G/

“Kazakhtelecom purchased 100% of market share in DIGITAL TV LLC”, Kazahtelecom press release, March 29, 2013, http://
www.telecom.kz/news/single/13449/news?lang=en
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access points, with most people preferring to use the internet via mobile devices and free Wi-Fi
hotspots in cafes and public places, which are not subject to any government regulation. Following
government instructions, Kazakhtelecom has set up public hotspot terminals for free public access
to e-government services and websites in state agencies, airports, and libraries.
Kazakhstan’s “.kz” top-level domain was introduced in 1994. Currently there are more than 98,700
domains registered under “.kz” and over 1,500 domains registered under the Cyrillic “.қаз” domain
(introduced in 2012), although only 62 percent and 30 percent of them are active, respectively,19 and
even fewer receive at least 100 visitors per day.20 The government has initiated several programs
to stimulate internet use, lower the digital divide, and expand e-government services.21 Payments
(fees and dues for state services, fines, taxes, utilities, etc.) through Egov.kz reached US$6.5 million
in 2013,22 while new state services are continuously added, and the portal’s mobile applications are
being further developed.
Social-networking platforms and other online communication apps are increasingly popular in
Kazakhstan. In the late 2000s, the government invested substantial funding into creating local
analogs of popular social networks, but only the video archive Kaztube.kz survived (although its
user-generated content has diminished), while others failed to generate any worthwhile user base.
The most-accessed online resources from Kazakhstan are foreign, especially Russian-based socialnetworking sites like Mail.ru, VKontakte.com and Odnoklassniki.ru, multiservice portals like Google
and Yandex, and other sites such as YouTube, Facebook, and Wikipedia. The most-visited Kazakh
site as of January 2014 was the automobile-related classified ads site Kolesa.kz, followed by the
online marketplace Slando.kz, which were ranked at 12th and 13th place, respectively, out of all sites
accessed within the country.23
In January 2012, amendments to the Law on National Security enabled the government to forcibly
suspend telecommunications during counterterrorist operations or the suppression of mass riots
(Article 23.4), although the government has not resorted to such methods since then.24 Also in
2012, new legislation governing intellectual property rights was adopted to criminalize the illegal
use of copyrighted material (punishable by one year in prison) and the organized distribution
of such material through a file-sharing hub (punishable by five years in prison).25 Since then, all

Alexander Galiev, “Kaznet has struck a record”, Computerworld.kz, December 10, 2013, http://www.computerworld.kz/
articlekz/6133/

19

20 Chulpan Gumarova, “Количество – не значит качество” [Quantity does not mean quality], Kapital newspaper, January 18,
2012, http://www.kapital.kz/gazeta/biznes/4293-2012-01-18-16-50-32.html.
21 Программа по развитию информационных и коммуникационных технологий в Республике Казахстан на 2010 – 2014
годы, [Program on Development of Information and Communication Technologies in the Republic of Kazakhstan for 20102014], September 29, 2010, http://www.mtk.gov.kz/images/stories/contents/otr_prog_834_20072011.doc
22 “Платежи через портал электронного правительства достигли рекордных показателей” [Payments through
e-government portal hold a record], Kapital newspaper, December 19, 2013, http://kapital.kz/finance/24745/platezhi-cherezegov-kz-dostigli-rekordnyh-pokazatelej.html
23

“Top Sites in Kazakhstan,” Alexa, accessed January 10, 2014, http://www.alexa.com/topsites/countries/KZ.

“Республики Казахстан О национальной безопасности Республики Казахстан” [The Law on National Security], Zakon.kz,
July 10, 2012, http://online.zakon.kz/Document/?doc_id=31106860&mode=all.
24

See full text of the law published by the Kazakhstanskaya Pravda newspaper’s website on January 12, 2012, http://
kazpravda.kz/_pdf/jan12/200112law.pdf, accessed January 24, 2012; Nate Schenkkan, “Kazakhstan: Could Copyright Crackdown
Be Next Frontier in Curbing Dissent?” Eurasianet.org, February 14, 2012, http://www.eurasianet.org/node/64998.
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Kazakh torrent tracking websites have re-registered their URLs outside of the “.kz” domain zone.26
Additionally, content providers have started seeking ways to offer legal, licensed music and videos.
The state (through the Sovereign Wealth Fund “Samruk-Kazyna”) owns 51 percent of Kazakhtelecom,
the largest ISP, which holds an 88 percent share in the broadband internet market.27 Independent
ICT experts refute the allegation that other backbone operators are required to channel at least
part of their traffic through Kazakhtelecom’s network infrastructure,28 arguing that they might rent
the national operator’s network (the most developed one) for economic reasons.29 Among the five
backbone ISPs, only one—Beeline—is not controlled by the government (others are affiliated either
with Kazakhtelecom or other national companies, and one ISP—initially a state-owned petroleum
company’s subsidiary—has unclear ownership status).
The Traffic Exchange Point—a peering center, established by Kazakhtelecom in 2008—is meant to
facilitate service of first-tier providers, but in 2010, it turned down Beeline’s application to join the
pool without giving any reason.30 Kazakhtelecom’s dominance over the market and data transfer
routes creates conditions for systemic content filtering.
The government’s decree on the rules of interaction and centralized management of
telecommunication networks, dated December 8, 2011, regulates the activities of all ICT operators
and aims—among other tasks—to “collect and analyze data about the current condition of traffic on
international communication lines” and “provide for the court or investigatory bodies’ decisions on
the suspension of operation of any networks or means of communication.”31 Once the relevant state
technical service receives the official decision on suspension, it immediately turns it into action and
informs telecom operators on the technological parameters of the procedure. In order to provide
for state supervision over the execution of such a decision, telecom operators must grant physical
access to its own network control center.
On February 13, 2014, two days after an abrupt currency devaluation that frustrated many citizens,
a call to hold an unsanctioned rally in Almaty became viral via its dissemination through SMS and
mobile applications. At around 5 p.m., users of all mobile operators in Almaty reported problems
with WhatsApp, Viber, and SMS services, which were unavailable for nearly 1.5 hours. Operators
either refused to comment or cited “reasons not related to the company” for the problem.32 Aside
from this temporary disruption, there have been no instances of major disruptions in connectivity
during the coverage period, but many proxy sites used as circumvention tools are blocked.

“В Казахстане закрылись три торрент-трекера” [Three torrent-trackers closed in Kazakhstan], February 1, 2012, http://
www.today.kz/ru/news/science/2012-02-01/58802

26

CAIFC Investment Group, http://www.caifc.kz/userfiles/File/analytics/kazakhtelecom.pdf ; “The analytical survey on JSC
Kazakhtelecom “, 2013, pg. 2, accessed on January 11, 2014.

27

28 OpenNet Initiative, “Country Profile: Kazakhstan,” Access Controlled, accessed September 23, 2010, http://www.accesscontrolled.net/wp-content/PDFs/part2/007_Kazakhstan.pdf.
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yvision.kz/post/27605#comment236356.
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On January 1, 2014, the website Ratel.kz posted a presentation by the ministry of communication
and information (presumably, dated between December 16, 2011, when the events described in the
presentation took place, and January 14, 2012, when the ministry was reorganized) regarding the
government’s brutal suppression of an oil worker strike in Western Kazakhstan that turned into mass
riots and became known as the Zhanaozen crisis.33 The presentation suggests that the government
then disrupted all communications in the town (it was officially stated that the telecom lines were hit
by fire) and continually blocked websites publishing unwanted information.34
On April 23, 2014, the government further expanded its legal authority to shut down ICTs when the
president signed the law “On amendments and addenda to laws governing activity of the internal
affairs bodies,” which grants the prosecutor general’s office the authority to suspend the operations
of communication networks, including the provision of communication services and access to
websites or particular content on websites, without a court decision. This law applies to cases when
the networks are used for “felonious aims to damage the interests of individuals, society or state,”
including the dissemination of illegal information, calling for extremism, terrorism, mass riots, or
participation in unauthorized mass public gatherings. Temporary bans can be introduced by the
prosecutor general and deputy prosecutor general, whose instruction is then sent to the relevant
authority. Within one hour, the relevant authority must inform service providers of the decision,
which must be implemented within three hours. The law also provides for the deletion of disputed
content by the person responsible for posting it online. If the publisher complies, the website can
then be unblocked.35
As of April 2013, there were four mobile telephone providers in Kazakhstan, three of which use the
GSM/3G standard (Kcell, Beeline, and TELE2) and one that uses CDMA/4G (ALTEL). Currently, all GSM
operators are privately owned, with large foreign participation in ownership. Kazakhtelecom has fully
owned ALTEL since 2006.
Several bodies regulate the ICT sector, with the main regulators reorganized periodically. In January
2012, the ministry of transport and communications was given responsibility over the technology
infrastructure sector, while regulation of information-related issues was entrusted to the Committee
for Information and Archives at the ministry of culture and information. In March 2014, the
president issued a decree forming a separate agency known as the Agency for Communication and
Information to manage issues of communication, information, and archives. There is no independent
body holding a regulatory mandate to oversee internet. The Internet Association of Kazakhstan,
established in 2009 in the form of a union of legal entities, claims to unite the Kazakh internet
community to “improve infrastructure for Kazakhstani segment of the World Wide Web, develop
common rules and reveal problems of the industry.”36 It participated in several working groups on
internet-related legislation, yet some experts and professionals in the field have questioned the
group’s independence, transparency, and non-profit status.37 The association does not have an

33 James Kilner, “Ten die in fighting between police and demonstrators in Kazakhstan”, The Daily Telegraph, December
16, 2011, http://www.telegraph.co.uk/news/worldnews/asia/kazakhstan/8961356/Ten-die-in-fighting-between-police-anddemonstrators-in-Kazakhstan.html
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“ЗАКОН РЕСПУБЛИКИ КАЗАХСТАН, [Law of the Republic of Kazakhstan],” accessed August 2014, http://online.zakon.kz/
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official government mandate but aims to “represent the interests of Kazakhstani internet market in
state bodies” and has signed a memorandum of cooperation with the Prosecutor General’s office on
“fighting illegal content.”38
The “.kz” top-level domain is managed by a registry, the Kazakhstani Network Information Center
(KazNIC), and the Kazakhstani Association of IT Companies. Both were created in 2004–2005 as
formally nongovernmental organizations, but in practice, they are believed to be under close
control of the authorities and have been known to make politicized decisions on registration and
deregistration of domain names.39 Since 2005, the government has required that any website with a
“.kz” country domain be hosted on servers within the territory of Kazakhstan.

Limits on Content
In 2014, two laws were signed that grant greater authority to the prosecutor general and local
government officials to block or censor online content. In addition to authorizing the suspension
of ICT networks, the law “On amendments and addenda to laws governing activity of the internal
affairs bodies,” signed by the president on April 23, 2014, grants the prosecutor general’s office the
authority to block websites, without a court decision, if the websites are found to host illegal content.
Additionally, the decree on “Rules for the Application of Additional Measures and Temporary
Restrictions during a State of Emergency,” which was adopted on January 28 and implemented on
April 12, 2014, allows officials to suspend or terminate media outlets and requires media outlets
to provide local authorities with copies of material prior to publication during a declared state of
emergency.
According to Adil Soz, a media rights NGO in Kazakhstan, there were 11 cases of media suspensions
or forced closures in 2013, including of online media outlets, most of which were voices of the
opposition or those that were critical of the government. They also reported on 14 cases of
continuous or temporary website blockings, including the short-term outage of Facebook, reported
by users in three cities.40
In 2009, the country’s media legislation was amended to require a court decision to block a website.
In addition, court approval is legally required for any filtering to be exercised by ISPs according to
the 2009 amendments to the ICT regulation.41 However, these requirements have been inconsistently
followed. The courts generally issue decisions to block websites in a frequent and dense manner,
banning dozens of websites at a time, mostly on the grounds of religious extremism. Three justices
of the Saryarka District Court of Astana are designated to deal with cases related to blocking
online content.42 Judges and prosecutors repeatedly display a lack of technical expertise, banning
“General Prosecutor’s Office and Internet Association of Kazakhstan signed a memorandum of cooperation,” Zakon.kz,
February 18, 2014, http://www.zakon.kz/4603838-generalnaja-prokuratura-i-internet.html
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January 14, 2014, http://www.adilsoz.kz/programms/statistika/ctatistika-narushenij-prav-smi-i-zhurnalistov-v-kazaxstaneyanvar-noyabr-2013-goda/
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URLs of irrelevant websites. The authorities have also sought to undermine the effectiveness of
circumvention tools.
The legal framework for blocking online content changed following the amendments made on
April 23, 2014 to the law, “On amendments and addenda to legislation regarding work of bodies of
internal affairs,”43 most of which were related to internet resources and their blocking. In addition to
granting the prosecutor general’s office the authority to suspend the operations of communication
networks (as discussed above in “Obstacles to Access”), the new regulation provides for the
suspension of access to websites without a court order, following the prosecutor general’s request
sent to the telecom providers or State Technical Authority by the Communications and Information
Agency. However, after the owner of a resource removes the disputed content to comply with the
request, the law demands access to be restored. This legislation runs counter to the law “On mass
media,” which still requires a court order to suspend or close access to websites.
Additionally, the decree on “Rules for the Application of Additional Measures and Temporary
Restrictions during a State of Emergency,” which was adopted on January 28 and entered into effect
on April 12, 2014, imposes a number of restrictions to freedom of expression and association.44
According to this law, Kazakh authorities can act with minimal judicial oversight, issue orders to
suspend or terminate media publications (including on the internet), and suspend the activities of
political parties and public associations during a state of emergency. Also during this time, media
agencies must provide copies of material for publication to the local authorities at least 24 hours in
advance, or in the case of breaking new reports, immediately before publication, in order to “align
its content.” If the outlet publishes any information that has not been approved, the commandant
can issue “an order to suspend for a period established by law and/or to terminate production of
mass media materials, or stop the distribution of mass media reports.”45 These new regulations have
the potential to significantly infringe on internet users’ rights and the principles of press freedom,
although as of May 2014 they have yet to be applied.
Social media sites have been periodically blocked in Kazakhstan in recent years, though the
government has not always admitted intent behind the restrictions. The international blog-hosting
platform LiveJournal was blocked for over two years from October 2008 to November 2010 by
Kazakhtelecom,46 ostensibly to restrict access to politically-sensitive content related to President
Nazarbayev’s former son-in-law, Rakhat Aliyev.47 The platform was unblocked after the disputed blog

See Law of the Republic of Kazakhstan on Amendments and Addenda into Legislative Acts Regulating Activity of Bodies of
Internal Affairs, dated April 23, 2014, http://online.zakon.kz/Document/?doc_id=31539059
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45 “Об утверждении Правил применения дополнительных мер и временных ограничений в условиях чрезвычайного
положения [On approval of the Rules of further measures and temporary restrictions in emergency situations]” January 28,
2014, http://adilet.zan.kz/rus/docs/P1400000035.

Karim Toktabayev, “1000 and 1 nights without LiveJournal” [in Russian], Profit.kz, October 9, 2012, http://www.profit.kz/
articles/1856-1000-i-1-noch-bez-Zhivogo-Zhurnala/#.UZpwPMo1r31
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Rakhat Aliyev, Nazarbayev’s former son-in-law, had served in top positions in the country’s secret services and diplomatic
service. He had large business and media holdings before definitively falling out of favor with the president and his family
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was frozen by LiveJournal administrators,48 yet blocked again in August 2011 under claims that some
accounts contained religious extremism.49 A LiveJournal spokesperson stated that the company had
never received any official notice from the Kazakhstan government identifying certain accounts as
extremist and requesting their removal, an action the blog-hosting provider claimed it would take if
the concerns were found to be legitimate.50 The site remained inaccessible from Kazakhstan during
this report’s coverage period.
In February 2011, a district court in Astana banned two blogs on the Wordpress platform for
disseminating content related to religious extremism, but this resulted in the blocking of the entire
platform.51 It is not fully clear when access was restored, and the disputed blogs are no longer
available. As of 2014, Kazakhstani users can access Wordpress.com. Users reported the inaccessibility
of some web-based services, including Slideshare.net, which was returning a “408 Request Time-out”
error message in fall 2013. The live video streaming site Bambuser.com was originally blocked in
April 2012 and remains inaccessible. 52
In 2011–2012, Kazakhtelecom users had persistently reported difficulties in accessing some of
Google’s services, including the ability to download attachments sent in Gmail, the Picasa image
bank, Google Translate’s URL translation function, and others.53 The cause of the problem was
unclear and was never specifically explained by Kazakhtelecom officials, although the problem
ceased to exist in September 2012, reportedly after Google started using local servers to cache
webpages and thus enhance its search services.54 According to Google’s latest Transparency Report
from January through June 2013, there were 3 requests from the government of Kazakhstan (none
of them supported by relevant court decisions) to delete content from YouTube, including 200 items
on the grounds of national security, 8 related to hate speech, and 1 related to violence. Of the three
requests (totaling 209 items requested to be removed), Google complied with some or all of two of
the requests.55
There were no details provided about each of the requests, but one prominent case is the blocking
of a site for the Society to Assist Car Owners, an online community that is fighting against corruption
and extortion of bribes by traffic police. The Society’s website was blocked at least once for several
days in April 2013, supposedly because of some embedded YouTube clips that were disputed.56 As of
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May 2014 the website is accessible, but its YouTube page was terminated because of “multiple thirdparty notifications of copyright infringement.”57
A package of legislative amendments adopted in July 2009, which received significant domestic and
international criticism, granted the state broad authority to block access to foreign online resources
whose content is deemed to run counter to national laws. The decision can be made in absentia of
the website representative and requires no further notification—to the public or the website owner—
about why the website is blocked. The law considers all internet resources as media outlets. Under
these amendments, all ISPs are required to ensure blockage of banned websites, and the owners of
“internet resources” are responsible for any content, posted either by themselves or other users, that
is deemed illegal under Kazakhstan’s civil, criminal, or administrative laws.58
For some time, the 2009 legal amendments stood unimplemented, but after a series of suicide
bombings in 2011, several court decisions were issued ordering the blocking of 125 websites for
reasons of “religious extremism.”59 In November 2012, the National Security Committee stated that
courts had banned access to nearly 950 websites in 2011–2012 for propaganda relating to terrorism,
violence, and extremism, and over 150 more sites were undergoing court examinations.60 In addition,
the filtering of opposition websites continues without court decisions.
Avaaz.org, the international platform for online petitions, became very popular in Kazakhstan
after a December 2013 scandal involving a car accident in which a high-ranking official’s son had
killed one and injured five in Almaty, but was released soon after his arrest. A petition to bring him
to justice generated over 5,000 signatures on Avaaz.org in the first day, and this number tripled
in the following two days.61 Another petition on Avaaz.org appeared on February 12—after the
national currency devaluation—that listed recent failures of the government and urged president
Nazarbayev to resign. The petition collected 2,000 signatures in the first day, after which the
website was blocked.62 It was still inaccessible as of end of May 2014. The ministry of transport and
communication, responding to the official request, said it did not order the block. Kazakhtelecom
refused to comment.
Ratel.kz, a new whistleblowing site, was launched in December of 2013, and in its first two months,
it survived several hacking attempts, DDoS attacks, and troubles with the hosting provider that
allegedly impeded access to the website, as its founders stated at a February 18 press conference.63
Claiming that they were targeted because of their critical articles, the owners of Ratel denounced the
57

See the disclaimer here: http://www.youtube.com/user/OCAKazakhstan
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59

60 “КНБ Казахстана через МИД решает вопрос закрытия экстремистских сайтов” [Kazakshstan’s NSC resolves the issue
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blocking of their website, which has been intermittently exercised by Kazakhtelecom since February
14 (Ratel has since moved to the non-Kazakh domain .su) The Ratel staff presented results of ping
tracing, which showed the block stemming from one of Kazakhtelecom’s backbone facilities, and is
based on a domain name rather than an IP address. The national operator denies any problems on
its side.
The West Kazakhstan “Uralsk Week” newspaper’s website (Uralskweek.kz) was blocked on April 15,
2014, as reported by editor-in-chief Lukpan Akhmedyarov on Twitter.64 The independent publication
has faced numerous suits and administrative pressure in the past, and Mr. Akhmedyarov suffered
a brutal attack in 2012. Internet users immediately launched a campaign in support of the news
outlet, posting screenshots on social media of the error message that their browsers returned of
the newspaper’s URL. Kazakhtelecom denied blocking the website, and access to the website was
restored after one day.
As many as 596 “destructive” websites were blocked by court decisions in Kazakhstan on extremism
and terrorism charges in 2013.65 In January 2014, the prosecutor general’s office made an
announcement that they would “master new approaches to fighting cyber-terrorism,” as currently
the “reaction of state bodies to its challenges is not always adequate, due to lack of specialists.”66
One of the ways to do so, according to the spokesperson, is to “collect information” instead of
“mechanic deletion” of content from the web.
In March 2010, the Computer Emergency Response Team (CERT) was established in Kazakhstan
to operate under the ministry of transport communications with the aim of fighting “destructive
content” and “political extremism” by blacklisting and banning certain sites,67 but currently, the
agency’s web page defines its mandate as addressing only technical incidents (viruses, spam,
unauthorized access, DDoS or hacker attacks, etc.), not dealing with “issues of law enforcement
authorities’ responsibility.”68
In late 2012, a court order banned four of the main opposition media outlets69 for alleged
“propaganda of violent overthrow of government and undermining of state security” in their
content.70 In 2012, the website of the online newspaper Guljan.org was charged with libel by state
officials and eventually banned by a court with the defendants and their representatives in absentia.71
In 2013, the journalistic collective reunited and registered a print magazine and website, Nuradam.
64 Twitter status of Lukpan Ahmedyarov @LukichLukpan, April 15, 2014, https://twitter.com/lukichlukpan/
status/455977027099971585?refsrc=email
65 “Kazakhstan closed access to 596 websites propagating extremism and terrorism,” Kazinform.kz, January 17, 2014, http://
inform.kz/rus/article/2622199
66 “New approaches to fighting cyber-terrorism to be studied by the General Prosecutor’s Office”, Tengrinews.kz, January 17,
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68

“KZ-CERT, Computer Emergency Response Team,” accessed August 2014, http://kz-cert.kz/en/about/certinfo/.

“Main opposition media silenced in space of a month,” Reporters Without Borders, December 28, 2012, http://en.rsf.org/
kazakhstan-main-opposition-media-silenced-in-28-12-2012,43751.html
69

“Прокуратура Алматы просит суд закрыть ряд оппозиционных СМИ” [“Prosecutors ask court to ban several opposition
media outlets”], Tengrinews.kz, November 21, 2012, http://m.tengrinews.kz/ru/kazakhstan_news/223826

70

“Гульжан Ергалиева: Я еще не знаю, в чем меня обвиняют” [Guljan Yergaliyeva: I don’t know what are the charges
they bring against me], December 5, 2012, http://forbes.kz/massmedia/guljan_ergalieva_ya_esche_ne_znayu_v_chem_menya_
obvinyayut

71

481

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Kazakhstan

kz, which suffered from DDoS attacks on several occasions. In May 2013, the chief editor of the
publication Gulzhan Yergaliyeva filed a complaint with the ministry of transport and communication
for illegal blocking of Nuradam.kz.72 In June, the journalists received an official reply saying that
neither the ministry nor Kazakhtelecom were blocking the website.73 As of April 2014, the domain
name was reregistered and now represents an online shop.
The general atmosphere of self-censorship in both traditional and online media solidified after the
package of amendments passed in 2009 increased censorship of content related to national security,
copyright, privacy, extra protection of the president’s honor and dignity, etc., in turn influencing
the content on news sites, user-generated content platforms, and web-hosting companies. In
some cases, the government suggests specific content that should not be covered in the media.
For example, in December 2013, the ministry of culture and information issued an “insistent
recommendation” to the media not to report on the press briefing by opposition figures about new
details in the case of the opposition leader’s murder in 2006; however, several traditional and online
media outlets still covered the event. No new methods were used by the government or non-state
actors to proactively manipulate the content and online news landscape during the coverage period,
though the presence of government-paid commentators continued to be observed.
In an effort to demonstrate a willingness to engage with citizens online, officials and government
institutions continue setting up and maintaining blogs on popular social-networking platforms.
The website of every government body and local administration is required to have a blog, and all
government press secretaries have been advised to set up their own Twitter accounts “to regularly
monitor and participate in discussions, and resolve issues right where they occur.”74
In February 2013, the minister of culture and information, Mukhtar Kul-Mukhammed, stated that
future government procurement contracts with the media would favor more web-based publications
for the “promotion of information policy.”75 At approximately the same time, then-state secretary
Marat Tazhin expressed the need for a new information policy that would create a database of
popular domestic and foreign analysts, bloggers, and moderators of social network communities.76
There have been no official reports on the outcomes of these initiatives, but media NGOs have
criticized the state contracts that will reportedly reach a record of US$250 million in 2014,77 both
for their propagandistic bias and lack of transparency.78 Kazbek Beisebaev, who has a prominent
Facebook account, described his interaction with the Internet Association of Kazakhstan (which
he identified as a “Tazhin list” operator, based on their self-presentation in private conversation)
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as unsuccessful due to a lack of transparency in the selection of contractors and generally unclear
procedures.79
In 2013, Yvision.kz—the most popular Kazakhstan-based blogging platform, with over 120,000
registered users posting on average 100 items daily—began taking information procurement
contracts from the government for promoting an e-government portal and holding a blogger
conference. More websites, which were initially launched as blogging platforms, have been
increasingly trying to reposition themselves as editorially-supervised publications—partly because
many users are migrating to Twitter and Facebook (the latter currently has over 700,000 users from
Kazakhstan by estimates of InternetWorldStats.com)80 and partly in an effort to look more like
professional media outlets both for advertisers and the government’s information procurement
contracts.
The Kazakhstani blogosphere experiences a wider engagement of professionals, officials, politicians,
academics, and other public figures, particularly on social networks, which still remain a more open
ground for discourse than traditional media outlets. The authorities have continued recruiting or
encouraging some of the popular and loyal bloggers to engage in “special coverage” propaganda
campaigns.81
Several grassroots campaigns emerged in early 2013 that actively employed various kinds of
social media platforms to reach out to potential supporters, spread their message, and coordinate
activities. In February 2014, after a largely unexpected 20 percent devaluation of the tenge, the
national currency, frustrated citizens actively shared their reactions online, and two rallies held in
Almaty were coordinated mostly via Facebook and WhatsApp.
More substantial online campaigns included the “Protect Kok-Zhailyau!” group, which opposed the
plans of large-scale construction on the territory of a nature reserve, and a movement that opposed
budget cuts to maternity benefits and an increase of the retirement age. Both groups developed
consolidated positions and put forth constructive suggestions to mitigate the disputes, enabling
them to resonate widely with the public, Though the campaigns garnered a limited response from
the authorities, in June 2013, Serik Abdenov, the minister of labor and social protection, was fired on
direct orders from the president as a result of the growing discontent around the retirement issue.82
These cases demonstrated serious self-organizing potential that was not previously present in the
online sphere in Kazakhstan.

Violations of User Rights
During the coverage period, the government of Kazakhstan continued to use legal and extralegal
mechanisms to control the activities of internet users. Restrictions on the use of anonymizing
tools remain in place, and the government admitted to wide-scale monitoring of the web as well

79

See Facebook post by Kazbek Beisebayev dated December 26, 2013, accessed January 14, 2014, http://on.fb.me/KgC6Mt.

80

See “Asia Internet Usage Stats, Facebook and Population Statistics” http://www.internetworldstats.com/stats3.htm

81 “Усилились постжанаозенские баталии блогеров” [“Post-Zhanaozen battles between bloggers have intensified”],
Azattyq.org, August 20, 2012, http://rus.azattyq.org/content/twitter-bloggers-battle-about-zhanaozen-trial/24680408.html
82 “Kazakh Minister Fired as Netizens Criticize Pension Plans,” Global Voices, June 14, 2013, http://globalvoicesonline.
org/2013/06/14/kazakh-minister-fired-as-netizens-criticize-pension-plans/
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as the use of more advanced filtering technologies in fall 2013. On March 14, 2013, human rights
activist and journalist Alexander Kharlamov was arrested for allegedly “spreading atheist ideas” and
“inciting hatred” online, but observers believe his anti-corruption activism was the real reason for his
arrest. He was sentenced to six months pre-trial detention (some of which was forcibly spent in a
psychiatric ward) and now faces a prison sentence of up to seven years.
The constitution of Kazakhstan guarantees freedom of the press, but the criminal code provides
stricter punishment for libel or insult of state officials, members of parliament, and especially, the
president. The authorities also use various legislative, economic, and administrative tactics to control
the media and limit free speech. Kazakhstani officials have a track record of using libel to punish
critical reporting.
In January 2014, a new draft criminal code was sent to the parliament and underwent the
lower chamber’s approval in the first reading. A separate section covers cybercrimes, including
unsanctioned access to or illegal interception, modification, and deletion of information on
computer networks. The new draft code makes the punishment for insult and libel – including those
made in comments on websites – harsher (larger fines and up to three years of imprisonment),
despite the government’s earlier commitment to decriminalize defamation. It also introduces
criminal liability of up to 10 years in jail for the “dissemination of deliberately false information”83
and criminalizes 58 delicts that are currently covered by the code of administrative offences, most
of which are related to “disturbing public order.” The new criminal code was not adopted during this
report’s coverage period, which ended May 31, 2014 (the new criminal code was approved by the
parliament on June 11 and was signed by the president on July 3, 2014).
In May 2013, President Nursultan Nazarbayev signed the law “On personal information and its
protection,” which was criticized by media activists as restrictive for journalism.84 According to
observers, since the law does not distinguish between information relating to private or public
individuals, investigative reporters can now find themselves under the threat of prosecution for
violation of privacy charges if they publish information about official corruption.85
Kazakhstan media law considers websites as media outlets, but the practice of granting these outlets
the same rights and protections as traditional media is selective. In 2013, journalist Irina Mednikova
reported that government officials refused to provide her with information she requested for an
article that she was writing for the website Blogbasta.kz. The officials cited the absence of the
website’s official registration as a media outlet as the reason for not giving the information; however,
the same law stipulates that it is not necessary for the websites to obtain such registration.86 In
addition, new rules for the accreditation of journalists at state bodies and public associations were

83 “Appeal by the media NGOs regarding the anti-constitutional amendments introduced by the Office of General
Prosecutor”, April 7, 2014, http://t.co/wEStn7DKzp .
84 “Publication of any details of an official’s private life will lead to imprisonment”, Exclusive.kz, May 27, 2013, http://exclusive.
kz/obshhestvo/1957
85 “Journalists Express Concern Over Kazakh Data-Protection Law,” Radio Free Europe/Radio Liberty, November 3, 2014, http://
www.rferl.org/content/kazakh-data-protection-law/25179583.html.
86 Natalia Marchelova, “Websites are media, or not,” Respublika-kaz.info, August 26, 2013, http://respublika-kaz.info/news/
politics/32254/
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adopted by the ministry of culture and information on June 21, 2013. These rules make it impossible
for online media outlets without official registration to obtain such accreditation.87
The first case of online libel in Kazakhstan reached the courts in January 2013. Two officers of the
Almaty tax department published an anonymous post on the official blog of the chairman of the tax
committee, claiming that their supervisor was implicated in crimes of corruption. The police inquired
into the crime and six months later, the offenders appeared in court after a series of investigatory
activities that included internet protocol (IP) analysis, retrieval of video recordings from cameras
installed inside the cybercafe from which the comments had been posted, and the cybercafe’s server
data of online activities from certain PCs. The defendants maintained their innocence; however, the
court sentenced both to one year of restraint of freedom, which requires notifying the police prior to
leaving one’s place of residence, education, or work.88
In March 2013, online journalist and civil society activist Alexander Kharlamov, from the provincial
town of Ridder in Northern Kazakhstan, was arrested on charges of allegedly “inciting religious
hatred” in his pro-atheism articles.89 After spending six months in pre-trial detention, including
several weeks in a psychiatric clinic against his will, he was released only to remain under house
arrest. He continues to face charges that observers think are caused mostly by his anti-corruption
activism, which made him enemies with the local administration.90
On February 5, 2014, the mayor of Almaty hosted a lunch to which he invited several popular
bloggers, causing a controversy in the blogging community about whether or not the mayor was
attempting to bribe them for more favorable media coverage. Three opposition activists, calling
themselves bloggers, attempted to attend the lunch to which they were not invited and staged a
protest outside the restaurant when they were refused entry. All three were arrested and given 10day jail sentences. They were repeatedly detained on the eve of the Almaty mayor’s general meeting
with the public, allegedly for libel in the interview following their imprisonment, but since they
were freed after only three hours at the police station, their colleagues believed it was more of a
“preventive arrest” to block them from disturbing the event.
Dina Baidildayeva, a video-blogger and social media editor at Azattyq.org (a Kazakh subsidiary of
Radio Free Europe/Radio Liberty) who frequently engages in protest actions, made a one-person
picket to protest the first detention of the trio of bloggers mentioned above on February 8. She
was immediately detained but freed with an administrative warning issued by the court.91 Several
times over the past year, a fake Facebook page alleging Ms. Baidildayeva to be a porn star has been
created by unidentified users.

87 “New rules of journalists’ accreditation adopted in Kazakhstan,” Internews.kz, August 14, 2013, http://www.internews.kz/
newspage/14-08-2013/2878
88

“Клевета в Интернете” [Libel on the internet], January 29, 2013, http://www.nomad.su/?a=13-201301300007

Reporters without borders, “Authorities again urged to drop all charges against atheist blogger,” September 5, 2013, http://
en.rsf.org/kazakhstan-authorities-again-urged-to-drop-05-09-2013,45141.html
89

90 Human Rights Watch, “Kazakhstan: Drop Religious Incitement Charges”, May 22, 2013, http://www.hrw.org/
news/2013/05/21/kazakhstan-drop-religious-incitement-charges
91 Joanna Lillis, “Kazakhstan Arrests Four Bloggers in a Week”, February 11, 2014, Eurasianet.org, http://www.eurasianet.org/
node/68027
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Since early 2011, anonymizing tools, including proxy sites and specific circumvention software, have
increasingly been blocked in Kazakhstan, apparently with no proper court decision issued against
them. Users wishing to circumvent censorship use the traffic compression feature in browsers
designed by the Opera Software,92 VPNs, and other solutions that are still available. The regulation
on public access points bans the use of circumvention tools in cybercafes.93
In March 2012, the Tor Project, whose official website is intermittently inaccessible from
Kazakhstan, found evidence that deep packet inspection (DPI) was being used by at least one
telecommunications service provider, KazTransCom JSC, to censor and monitor the internet,
particularly SSL-based encryption protocols.94 A professional from a private-sector telecom company
who spoke on the basis of anonymity stated that the president’s administration, the Office of the
Prosecutor General, and the National Security Committee plan to launch three different content
monitoring systems, including software to monitor social networking sites (at least one regional
administration presumably has such software already). Earlier, in February 2012, a Yvision.kz blogger
published a screenshot of a tweet sent by the official account of Kazakhtelecom, which said that
their “DPI system provides for traffic management and has no access to users’ personal data.”95
According to Shavkat Sabirov, the president of the Internet Association of Kazakhstan, the DPI
system was installed on the backbone infrastructure in 2010 by the Israeli company Check Point
Software Technologies.96
In May 2013, a spokesperson for the prosecutor general, Nurdaulet Suindikov, said that the
monitoring of media with the purpose to identify extremist and terrorist items was to “be
significantly broadened” in 2013-2017, including the monitoring of up to 10,000 websites,
mostly foreign ones.97 In October 2013, the prosecutor general’s office admitted that Kazakhstan
authorities are “able to selectively block pages” in cases of violations of Kazakhstan laws, including
pages on YouTube, but not on Facebook or Twitter. Mr. Suindikov added that several ministries
and agencies were working together to “find new technical ways to block sites” and expand the
international agreements about fighting destructive content.98 Also in October 2013, a roundtable
on strengthening the prevention of terrorism and extremism was held in Almaty, where the deputy
head of the city administration’s internal policy unit Aidar Yesenbekov admitted that popular social
networking websites like Facebook, Vk.com, and Moi Mir (mail.ru) are monitored.99 On the eve of
the protest rally against the abrupt currency devaluation in Almaty on February 15, 2014, several
Facebook users, who had stated their intention to take part, reported that police visited their

92 “Web browser that bypasses big brother a Kazakh hit,” Reuters, April 13, 2010, http://www.reuters.com/article/2010/04/13/
us-kazakhstan-internet-browser-idUSTRE63C37N20100413.
93 “В интернет-клубы теперь будут пускать только с удостоверением личности” [Internet clubs will demand IDs], Zakon.kz,
January 25, 2012, http://www.zakon.kz/kazakhstan/4469529-takie-pravila-okazanija-uslug-dostupa-k.html.
94

“Updates on Kazakhstan Internet Censorship”, March 2, 2012, http://bit.ly/yhkSVQ.

95 Community Information Security, “Here we received official confirmation from the use of DPI Kaztel,” Yvision.kz, accessed
August 2014, http://yvision.kz/post/219289
96

As said at the Roundtable “How to make internet safe for children” in Almaty, April 14, 2014

“Kazakhstan authorities will monitor media on a large scale,” Headline.kz, May 24, 2013, http://news.headline.kz/chto_v_
strane/v_kazahstane_budut_masshtabno_monitorit_smi.html
97

“Kazakhstan authorities unable to block Facebook and Twitter,” Tengrinews.kz, October 4, 2013, http://en.tengrinews.kz/
internet/Kazakhstan-authorities-unable-to-block-Facebook-and-Twitter-23079/.
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Asemgul Kasenova, “Repentant terrorists’ testimonies to be used in fighting extremism,” Tengrinews.kz, October 1, 2013,
http://tengrinews.kz/kazakhstan_news/obrascheniya-raskayavshihsya-terroristov-predlojili-ispolzovat-borbe-242701/
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residences to “discuss their Facebook posts” and warn them against going to an unsanctioned
gathering.100
It is difficult to verify reported efforts by the National Security Committee (KNB) or other agencies
to monitor internet and mobile phone communications. However, a series of regulations approved
in 2004 and updated in 2009 oblige telecom operators (both ISPs and mobile phone providers)
to retain records of users’ online activities, including phone numbers, billing details, IP addresses,
browsing history, protocols of data transmission, and other data, via the installation of special
software and hardware when necessary.101 Providers must store user data for two years and
grant access to “operative-investigatory bodies,” including the National Security Committee,
secret services, military intelligence, etc., when sanctioned by a prosecutor, or in some cases “by
coordination with prosecutor general’s office” or under notification of a prosecutor within 24
hours.102 SIM card registration is required for mobile phone users at the point of purchase under
the civil code; however, the requirement is not tightly enforced, and SIM card vendors view the
registration as a formality.103
New amendments to the law on countering terrorism signed by the president on January 8, 2013
and effective as of January 18, 2013104 granted extra powers to the security bodies,105 reiterated a
vague term of “fomenting social discord,” and obliged all mass media (including online resources
and citizen journalists) to “assist” the state bodies involved in counter terrorism. The exact
mechanisms of assistance are not specified.
On December 30, 2011, the government issued a decree tightening surveillance in cybercafes. Under
the decree, cybercafe owners are obliged to gather the personal information of customers and retain
data about their online activities and browsing history. This information is to be retained for no
less than six months and can be accessed by “operative-investigatory bodies.”106 Beginning in early
2012, parts of the decree came into force, including the requirement to install video surveillance
equipment and filtering software.107 As of early 2014, none of the cybercafes specifically reviewed
for this report required an identification card or passport before granting access to internet. The
regulation does not apply to public Wi-Fi access points.

Dmitry Belyakov, “Protest action against tenge devaluation held in Almaty,” Radiotochka.kz, February, 15, 2014, http://
www.radiotochka.kz/news/full/1726.html

100

Ksenia Bondal, “Следи за базаром - нас слушают” [Watch out, we are watched], Respublika, republished by Zakon.kz,
November 5, 2009, http://www.zakon.kz/top_news/152528-objazyvaet-li-ais-i-knb-sotovykh.html.

101

“Rules of rendering internet access services,” adopted by the governmental decree #1718 on December 30, 2011, and the
Law on operative-investigatory activities, dated September 15, 1994, http://www.minjust.kz/ru/node/10182.
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“Сотовая связь: абонент не определен и опасен” [Cellular: caller is uncertain and dangerous], Ipr.kz, June 21, 2011,
http://www.ipr.kz/kipr/3/1/51#.T7t40tx1BLc.
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Law of the Republic of Kazakhstan on amendments and addenda into several legislative acts of the Republic of
Kazakhstan regarding counteraction to terrorism [In Russian], January 8, 2013, http://online.zakon.kz/Document/?doc_
id=31318154
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Alexandr Gribanov, “Закон особого назначения” [“Law of special task”], Vecherniy Almaty newspaper, January 31, 2013,
http://www.vecher.kz/node/18716
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“Rules of rendering internet access services,” adopted by the governmental decree #1718 on December 30, 2011, http://
medialawca.org/old/document/-11242.
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Since the attack on journalist Lukpan Akhmedyarov in 2012, there have been no reported incidents
of physical violence against online users.
The administrators of several independent news sites, such as UralskWeek.kz, Ratel.kz and Nuradam.
kz, reported suffering sporadic DDoS attacks apparently as a result of their critical reporting. The
origins of the attacks, however, has not been identified and the attacks were not reported to the
Computer Emergency Response Team (CERT).108 Meanwhile, the e-government portal of Kazakhstan
became a target for DDoS attacks in December 2013, and CERT undertook measures to localize
and block the attacks.109 The website for government procurement contracts was also attacked
and disabled for several hours on March 12, 2014,110 and in November 2013, the same website was
reportedly hacked when unidentified persons published obscene texts there.111

108

Computer Emergency Response Team (CERT), accessed July 1, 2013, http://kz-cert.kz/en/

“E-government portal suffers from DdoS attacks,” Profit.kz, December 19, 2013, http://profit.kz/news/11276/Portalelektronnogo-pravitelstva-podvergsya-DDoS-atakam/
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“Hackers attacked Kazakh government procurement website”, I-news.kz, March 13, 2014, http://i-news.kz/
news/2014/03/13/7438155-hakery_atakovali_sait_goszakupok_kazahst.html
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“Indecent poems allegedly posted on state procurement website by hackers”, October 18, 2013, TengriNews.kz, http://
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Kenya
2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

9

9

Limits on Content (0-35)

7

7

Violations of User Rights (0-40)

12

12

TOTAL* (0-100)

28

28

44.2 million
39 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014

489

•

Two bills—the Kenyan Information and Communications Amendment (KICA) 2013 and
Media Bill 2013—were signed into law in December 2013 with provisions that threaten
to restrict media freedom both online and offline; the High Court halted implementation
of both laws in January 2014 until the full Court considers the legal claims (see
Obstacles to Access and Violations of User Rights).

•

A new regulatory body, the Communications Authority of Kenya (CA), was created
under KICA, though the degree of its independence is debatable due to the political
appointment process of its board members (see Obstacles to Access).

•

In May 2014, political activist Moses Kuria reported that his Facebook account had been
shut down for alleged hate speech (see Limits on Content).

•

Additions to SIM card registration regulations were drafted in January 2014 that,
if implemented, will provide the communications regulator with unfettered access
to mobile network service providers’ subscriber records without a court order (see
Violations of User Rights).

•

A Vodafone report published in June 2014 included Kenya as one of 29 countries that
requested access to user communications data (metadata) on Vodafone networks, while
Google’s Transparency Report documented 13 government requests for user account
information (see Violations of User Rights).
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Introduction
In 2013 and 2014, Kenya’s information and communication technology (ICT) field continued to
be vibrant, attracting investments from global ICT giants such as Huawei, ZTE and Cisco, which
operate in collaboration with local operators. The country was cited as one of two countries in Africa
with the highest internet Gross Domestic Product (iGDPs)1—which is the measure of the internet’s
contribution to a country’s economy—behind Senegal, even though neither country ranks among
the continent’s largest economies, reflecting the respective governments’ concerted efforts to
stimulate internet demand.
The growing use of ICTs in Kenya has put a spotlight on issues of freedom of expression and
privacy in the country, particularly the problem of hate speech stemming from ethnic tensions that
have polarized the country for decades. During the 2007 post-electoral period, hate speech was
disseminated via SMS text messages, fueling political conflict and ethnic violence that resulted in
the deaths of over 1,200 people. Hate speech was subsequently criminalized with the passage of the
National Cohesion and Integration Act of 2008 and the Communications Amendment Act 2009. In
the lead up to the country’s general election in March 2013—which saw citizens and politicians alike
using ICTs to disseminate information and prevent electoral violence—hate speech shifted from text
messages to the internet, particularly on blogs and social media platforms such as Facebook and
Twitter.2 Consequently, the government monitored blogs and social media outlets for hate speech
and launched several investigations against bloggers for their alleged hate speech activities.3 While
no major government abuses were reported during the coverage period, the country’s ambiguous
efforts to control hate speech online threatened to infringe on freedom of expression and privacy.
There were no known incidents of government filtering or interference with online content over the
past year, compared to the previous period when one popular web forum was shut down for failing
to moderate hate speech, and text messages were reportedly blocked en masse during the March
2013 elections to prevent political conflict. However, several bloggers faced probes over incitement
on social media, and one political activist had his Facebook account shut down for alleged hate
speech. Extralegal intimidation or violence against netizens is uncommon in Kenya, though Dickson
Bogonko Bosire, the editor of the controversial news blog, Jackal News, was reported missing in
September 2013 and was still mysteriously missing as of mid-2014. It is widely believed that his
disappearance is not linked to the government.
Two legislative measures passed in December 2013, the Kenyan Information and Communications
Amendment Act (KICA) 2013 and Media Act 2013, were seen as posing a threat to press freedom
and freedom of expression, both online and offline. While the High Court halted implementation of
both bills in January 2014 due to questions regarding their constitutionality, the laws are particularly
problematic for their establishment of a Communications and Multimedia Appeals Tribunal under
the state-controlled Communication Authority that will have the power to revoke journalists’ press

McKinsey Global Institute, “Lions go digital: The Internet’s transformative potential in Africa,” 2013,
http://www.mckinsey.com/insights/high_tech_telecoms_internet/lions_go_digital_the_internets_transformative_potential_in_africa;
Emmanuel Amberber, “The Internet of Africa,” Your Story, December 2, 2013, http://yourstory.com/2013/12/internet-africa/.

1

Report of the Experts’ Meeting on ‘Addressing the Challenge of Hate Crimes on the Internet in Kenya. 2013, Centre for
Human Rights and Policy Studies (CHRIPS) And Centre for Human Rights and Peace (University of Nairobi) pg 5.

2

Fred Mukinda, “14 bloggers linked to hate messages,” Daily Nation, March 28, 2013, http://www.nation.co.ke/News/14bloggers-linked-to-hate-messages/-/1056/1732288/-/cut5kvz/-/index.html.
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credentials and impose heavy fines on media outlets and journalists for breach of conduct, among
other restrictions.
The September 2013 terrorist attack on the Westgate Mall in Nairobi and the subsequent slew of
attacks by the Al Shabab terrorist group across the country has led to a growing sense that the
government has expanded its surveillance activities, though the extent of the country’s surveillance
capabilities is unclear. In January 2014, the government drafted additions to SIM card registration
regulations that will provide the communications regulator with unfettered access to mobile network
service providers’ subscriber records without a court order, which if implemented, would contravene
constitutional rights to privacy. The proposed regulations also prescribe heavy fines and prison
sentences for offending subscribers, agents, and providers. Meanwhile, in mid-2014, Vodafone
named Kenya as one of 29 countries that requests access to user communications data on Vodafone
networks, and Google’s Transparency Report documented requests for user account information
from the Kenyan government for the first time since Google began reporting this data in July 2009.

Obstacles to Access
ICTs are continuing to spread in Kenya, in no small part due to the government’s commitment to
developing the country’s ICT infrastructure as a tool for economic growth. According to available
government data from December 2013, the percentage of the population with access to the internet
stood at over 52 percent, increasing from 41 percent recorded in December 2012.4 By contrast, data
from the International Telecommunications Union (ITU) from 2013 estimated a lower penetration
rate of 39 percent, up from 32 percent in 2012.5 Penetration for fixed-line broadband subscriptions
remained very low at 0.1 percent in 2013.6
Meanwhile, mobile phone subscriptions stood at over 31 million,7 with a penetration rate of 77
percent (71 percent according to 2013 ITU data, with no notable change from the previous year8),
though many people have more than one subscription with different providers to take advantage
of lower prices or expand their geographic coverage, putting the actual number of users much
lower. The mobile sector is the predominant provider of data and internet services to Kenyan users,
accounting for 99 percent of total internet subscriptions.9 As such, internet-enabled mobile phones
are the primary drivers of growing internet uptake in Kenya, as citizens turn to their handsets for
value-added mobile services such as social media, entertainment, mobile money transfer, and lower
cost text messaging applications.10
Kenya has comparatively low-priced mobile services for Africa, with monthly costs averaging KES 161

CCK, “Quarterly Sector Statistics Report: Second Quarter of the Financial Year 2013/2014 (Oct-Dec 2013),”
http://216.154.209.114/resc/downloads/Sector_Statistics_Report_Q2_201314.pdf.

4

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

5

6

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

7

CCK, “Quarterly Sector Statistics Report: Second Quarter of the Financial Year 2013/2014 (Oct-Dec 2013).”

8

International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2013.”

9

CCK, “Quarterly Sector Statistics Report: Second Quarter of the Financial Year 2013/2014 (Oct-Dec 2013).”

CCK, “Local internet subscriptions record first-ever negative growth,” January 16, 2014, http://216.154.209.114/news/2014/
internet_low_growth.html.
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(US$1.90) for 30 calls and 100 SMS text messages.11 The average user pays about US$36 per month
for 1-2 Mbps of unlimited data services and US$37 for unlimited internet through a USB dongle
(3G modem).12 These relatively affordable costs are in large part the result of strong regulatory
interventions that have led to the implementation of the lowest mobile termination rates across
the continent.13 Data bundles are available for prepaid mobile customers, while mobile broadband
subscriptions on GPRS/EDGE and 3G networks have also continued to increase. The growth in
mobile internet subscriptions can be attributed to competitive mobile internet tariffs, special offers
and promotions, and the rise in social media use, particularly among the youth population.
Nonetheless, the cost of mobile devices and internet subscriptions remains a stumbling block for
many impoverished Kenyans to access the web, and access to inexpensive quality internet remains
far-reaching for many low-income earners, prompting the government to set up a Universal Service
Fund in 2013 to raise KES 1 billion yearly from the industry to expand mobile and internet services.14
According to a Gallup poll published in 2013 on worldwide median income, Kenya has an annual
per capita income of US$402.15 Still, Kenya is ranked by the Alliance for Affordable Internet as the
fifth most affordable country in Africa for internet access and 18th in the world, among the 46 total
countries examined.16
Despite decreasing costs, internet speeds are still slow, averaging 1.9 Mbps (compared to a global
average of 3.9 Mbps), according to May 2014 data from Akamai’s “State of the Internet” report.17 In
addition, Kenya’s broadband adoption (characterized by connection speeds greater than 4 Mbps)
was about 5 percent (up from 2 percent from the previous year), while the country’s narrowband
adoption (connection speed below 256 kbps) is 2 percent (down from 3 percent).18
Further, while internet penetration continues to increase across the country, there is still a large disparity in access between rural and urban areas. Internet use in Kenya is mainly concentrated in Nairobi, and significant action is needed to address issues of access outside of the capital.19 According
to a November 2013 report by the McKinsey Global Institute, Kenya’s urban internet penetration rate

Frankline Sunday, “Lack of Expertise Slows Down ICT Growth,” Standard Digital, December 22, 2012,
http://www.standardmedia.co.ke/?articleID=2000073463&story_title=lack-of-expertise-slows-down-ict-growth.

11
12

Orange, “Orange Launches Unlimited Internet Bundles,” press release, January 18, 2011, http://oran.ge/1bWXy5i.

13

Mobile termination rates are a measure of the costs that mobile operators charge each other for terminating inter-network

calls.
Muthoki Mumo, “Sh74 billion needed to bridge Kenya’s yawning digital divide,” Daily Nation, May 28, 2013. http://bit.
ly/1lPvXUo.

14

Glenn Phelps and Steve Crabtree, “Worldwide, Median Household Income About $10,000,” Gallup World, December 16,
2013, http://www.gallup.com/poll/166211/worldwide-median-household-income-000.aspx#1.

15

“The Affordability Report 2013,” Alliance for Affordable Internet, accessed August 11, 2014, http://a4ai.org/wp-content/
uploads/2014/01/Affordability-Report-2013_Final-2.pdf.

16

Akamai, “Average Connection Speed: Kenya,” map visualization, The State of the Internet Q1 (2014), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.

17

Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Kenya,” map visualization, The State of the Internet, Q1
2014; Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): Kenya,” map visualization, The State of the Internet,
Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html.

18

David Souter and Monica Kerretts-Makau, “Internet Governance in Kenya -- An Assessment for the Internet Society,” ICT
Development Associates Ltd, September 2012, pp. 28.
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stood at 78 percent (compared to a national rate of 39 percent), with 95 percent of urban Kenyans
possessing an internet-enabled mobile phone.20
Kenya has four submarine cables—Seacom, the East Africa Marine Systems (Teams), EASSY, and
Lower Indian Ocean Network (LION2)—that have improved available bandwidth, though this has not
necessarily made access cheaper as ISPs have yet to pass down reduced costs to retailers.21 In addition, large parts of the country, particularly rural areas, have not been able to benefit from Kenya’s
high-capacity bandwidth in part due to market disparities and weaknesses in last mile connectivity,
which is pricey and requires basic infrastructure such as electricity, roads, and cable security that are
often limited in rural areas. Nevertheless, there have been no reports of the government controlling
the internet infrastructure to limit connectivity.
To help overcome Kenya’s infrastructural challenges to connectivity, Ushahidi—the Kenyan
technology non-profit known for its crowd mapping platform created in response to the postelection violence in 2007-08—developed a modem called BRCK in June 2013 that can keep users
connected even without electricity.22 Described as a “backup generator for the net,” BRCK was
designed to work in regions where connectivity is unpredictable and has the potential to vastly
expand internet access to remote areas across the continent.23
Through the country’s open market-based licensing process instituted in 2008, competition is
present in most segments of the telecommunications market. There are over ten fixed wireless
ISPs in Kenya and four mobile phone providers. In 2013, Safaricom dominated the market for
mobile phone services with a 68 percent share of all mobile subscriptions.24 The three other mobile
operators—Airtel Networks, Essar Telecom, and Telkom Kenya (Orange)—served the other 32
percent of the mobile market. Among the same mobile providers, Safaricom had an even more
dominant position in the mobile data and internet sector, commanding 74 percent of the market.25
The competitive setting in the mobile phone and data subsector has notably led to a broad
deployment of infrastructure to many parts of the country. There are no restrictions on the number
of operators permitted to launch and operate telecommunications infrastructure in Kenya, with
both data carriers and cellular licenses allowed to run domestic fiber networks.26 Meanwhile, service
providers have formed organizations such as the Kenyan ISP Association, the Telecommunications
Service Providers of Kenya, and the Kenya Cybercafe Owners to lobby the government for better
regulations, lower costs, and increased efforts to improve computer literacy.

James Manyika et al., “Lions go digital: The Internet’s transformative potential in Africa,” McKinsey Global Institute,
November 2013, pp. 56, http://bit.ly/1bfrmYn.

20

21 Jeevans Nyabiange, “Why cheaper internet remains a mirage despite fibre option roll out,” The Standard, December 15,
2013, http://bit.ly/1lPw1nf.
22 Lyndsey Gilpin, “With Ushahidi’s global innovation engine, Africa has joined the tech revolution,” TechRepublic, February 3,
2014, http://tek.io/VgjWjr.

“Kenya Techies to Launch ‘Internet Back Up Generator,’” Ventures, June 20, 2103, http://www.ventures-africa.com/2013/06/
kenya-techies-to-launch-internet-back-up-generator-brck/.

23
24

CCK, “Quarterly Sector Statistics Report: Second Quarter of the Financial Year 2013/2014 (Oct-Dec 2013).”

25

CCK, “Quarterly Sector Statistics Report: Second Quarter of the Financial Year 2013/2014 (Oct-Dec 2013).”

26 Robert Schuman and Michael Kende. “Lifting Barriers to Internet Development in Africa: Suggestions for improving
connectivity,” Internet Society, May 2013, pp. 35, http://bit.ly/1sIsL10.
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The Kenya Information and Communication Amendment Act (KICA) 2013,27 passed in December,
replaced the Communications Commission of Kenya (CCK) with the Communications Authority of
Kenya (CA) and tasked the new body with regulatory responsibilities over both broadcast and online
media. While KICA explicitly enshrined the independence of the new regulatory body, the act was
widely criticized for the power it granted to the Cabinet Secretary to appoint the new authority’s
Board without stakeholder input, in addition to the presidential appointment of the Board’s
chairperson.28 Due to these concerns regarding CA’s independence—among numerous others
regarding KICA in general (see “Violations of User Rights”)—the High Court in Nairobi halted KICA’s
implementation in a ruling on January 31, 2014.29 Nevertheless, the government moved forward with
replacing the CCK with the new Communications Authority (CA) as the primary regulatory body in
June 2014.30

Limits on Content
During the coverage period, the government kept a watchful eye over the spread of hate speech
on the internet. In May 2014, a political activist reported that his Facebook account had been shut
down for alleged hate speech.
There were no reported incidents of internet censorship or content removal during the May 2013 May 2014 coverage period, and the Kenyan government did not employ any form of technical or
administrative censorship to restrict access to political or other content. Kenyans have unrestricted
access to social networking platforms and communication applications such as Facebook, Twitter,
YouTube, Whatsapp and the blog-hosting site Blogger, all of which rank among the 10 most popular
sites in the country.31
In the lead-up to the last general elections in March 2013, the government reportedly ramped up
its efforts to curb the spread of content that could trigger unrest or incite violence. One website, the
popular forum Mashada.com, was shutdown in January 2013 for allegedly failing to moderate hate
speech.32 The website came back online in late April 2013.33 In another strategy leading up to the
elections, the former CCK regulator issued guidelines for mobile phone providers to regulate the

27 Republic of Kenya, “The Kenya Information and Communication (Amendment) Bill, 2013,” Kenya Gazette Supplement No.
105 (National Assembly Bills No. 19), July 22, 2013, http://bit.ly/1vyJYiY.
28 Republic of Kenya, “The Kenya Information and Communication (Amendment) Bill, 2013,” Kenya Gazette Supplement No.
105 (National Assembly Bills No. 19), July 22, 2013, http://bit.ly/1vyJYiY.

Freedom House, “Kenya journalists win court victory against repressive media laws,” press release, February 5, 2014, http://
www.ifex.org/kenya/2014/02/05/court_victory/; Kurian Musa, “Reprieve as oppressive media laws suspended,” The Standard,
February 1, 2014, http://bit.ly/Vd8buq.

29

30 In June 2014, the government formally launched the new Communications Authority of Kenya (CAK) website (http://www.
ca.go.ke/), shutting down the CCK webpage. Analysts argue the move is in outright contempt of the January 2014 court ruling
that halted the KICA implementation. Other analysts contend that the government may argue that there was no specific court
injunction on KICA.
31

Alexa, “Top Sites in Kenya,” http://www.alexa.com/topsites/countries/KE, accessed September 15, 2014.

32 “Popular Kenyan Online Forum Shut Down Following Government’s Clampdown on ‘Hate Speech,’” Mwakilishi.com,
January 30, 2013, http://www.mwakilishi.com/content/articles/2013/01/30/popular-kenyan-online-forum-shut-down.html.

Mashada.com’s Facebook page, post from April 9, 2013, accessed September 12, 2014, https://www.facebook.com/
Mashada.
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transmission of bulk text messages34 and reportedly asked providers to block messages that could
potentially incite violence.35 During the elections period, then-permanent secretary of the Ministry
of Information and Communication, Dr. Bitange Ndemo, announced that mobile phone providers
were blocking more than 300,000 text messages each day to prevent electoral violence,36 though
no evidence or other reports surfaced to substantiate this claim. Some independent observers
believe Ndemo may have fabricated or exaggerated the claim to discourage citizens from trying to
spread hate speech via text messages.37 Nonetheless, there were no further reports of this practice
occurring after March 2013.
Following the 2013 elections, the government kept a watchful eye over the spread of hate speech
on the internet. In May 2014, political activist Moses Kuria reported that his Facebook account had
been shut down for alleged hate speech.38 Otherwise, Kenya does not actively block or filter internet
content, though the Blue Coat PacketShaper appliance—a device that can help control undesirable
traffic by filtering application traffic by content category—was detected in Kenya in January 2013,
as well as in 18 other countries around the world, including China, Bahrain, and Russia.39 There has
been no further evidence to reveal the extent to which the filtering device has been implemented,
though its discovery in Kenya is noteworthy given the government’s increasing concern over the
spread of hate speech and inflammatory content via ICTs.
Intermediaries can be held liable for illegal content, such as hate speech, though they are not
required to actively monitor traffic passing through their networks unless they are made aware
of illegal content. Under the National Cohesion and Integration Act of 2008, which outlaws hate
speech, a media enterprise can be fined up to KES 1 million (nearly US$11,000) for publishing
“utterances” that can be characterized as hate speech under the law’s broad definition.40 While
there have been no reported cases of intermediaries held liable for hate speech to date, the law
has encouraged proactive self-regulation by providers in monitoring and moderating hate speech
on their networks and platforms. For example, the big media houses in Kenya have developed
community guidelines similar to those developed by YouTube as one measure of controlling online
According to Aarticle 9.4 of the guidelines, “Political Messages shall not contain inciting, threatening or discriminatory
language that may or is intended to expose an individual or group of individuals to violence, hatred, hostility, discrimination or
ridicule on the basis of ethnicity, tribe, race, colour, religion, gender, disability or otherwise.” See: Communications Commission
of Kenya, “Guidelines for the Prevention of Transmission of Undesirable Bulk Political Content/Messages via Electronic
Communications Networks,” September 2012.
34

35 To do so, service providers reportedly installed a firewall that could detect messages containing particular words, such as
“kill,” which were automatically flagged for further scrutiny. See: “Short Message Service (SMS) & The Kenyan General Elections,”
Africa Speaks 4 Africa (blog), accessed June 22, 2013, http://www.africaspeaks4africa.org/?p=2550.

Fred Mukindia, “Phone Firms Block 300,000 Hate Texts Daily, says Ndemo,” Daily Nation, March 21, 2013,
http://www.nation.co.ke/News/Phone-firms-block-300-000-hate-texts-daily-says-Ndemo-/-/1056/1726172/-/ktkiafz/-/index.
html.

36

37

Based on interviews with independent analysts in Kenya.

Evelyn Musambi, “Moses Kuria’s Facebook account closed,” Daily Nation, May 29, 2014, http://www.nation.co.ke/news/
Moses-Kuria-says-his-Facebook-account-closed/-/1056/2330838/-/2dqtuc/-/index.html.

38

Morgan Marquis-Boire et al., “Planet Blue Coat: Mapping Global Censorship and Surveillance Tools,” Citizen Lab, Munk
School of Global Affairs, University of Toronto, January 15, 2013, https://citizenlab.org/2013/01/planet-blue-coat-mappingglobal-censorship-and-surveillance-tools/#4.

39

Section 62 (1) defines hate speech as “words intended to incite feelings of contempt, hatred, hostility, violence or
discrimination against any person, group or community on the basis of ethnicity or race.” Section 62 (2) holds: “A newspaper,
radio station or media enterprise that publishes the utterances referred to in subsection (1) commits an offence and shall be
liable on conviction to a fine not exceeding one million shillings.” See: National Cohesion and Integration Act, 2008, Section
62, accessed September 12, 2014, http://kenyalaw.org/kl/fileadmin/pdfdownloads/Acts/NationalCohesionandIntegrationAct_
No12of2008.pdf.
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hate speech.41 According to a spokesperson, Standard Group handles close to 50,000 comments
and censors 30,000 on a daily basis.42 Intermediaries can also be held liable for the transmission of
obscene content under the Communications Amendment Act of 2009, which entails a fine of up to
KES 200,000, imprisonment of up to two years, or both.43
There are no known state-run, government-influenced, or partisan online media outlets. Citizens are
able to access a wide range of viewpoints, with the websites of the BBC, CNN, and Kenya’s Standard
Online and Daily Nation newspapers being the most popular news outlets.44 While print outlets,
television, and radio continue to be the main sources of news and information for most Kenyans, all
major television stations have live-stream features and use YouTube to rebroadcast news clips and
actively engage audiences on Facebook and Twitter.
There has been a notable increase in the number of blogs in recent years, covering a diverse range of
topics from entertainment, fashion, and photography to technology and business. Individual internet
users are generally comfortable expressing themselves openly online, though the use of digital
technologies to spread ethnic, racist, and xenophobic commentary continues to pose a serious
challenge to freedom of expression in Kenya, particularly during politically contentious periods such
as national elections. In this complex debate, and in the absence of a suitable framework to regulate
online hate speech, many feel that the emphasis should be on self-regulation by internet users, with
the government stepping in to tackle hate crimes on the internet when needed.45
The internet continues to grow as an important platform for political debate and mobilization
around critical issues. Additionally, digital media has revolutionized the ways in which netizens and
civil society groups in Kenya network, share information, and affect change. For example, in June
2013, Kenyans rallied online using Facebook and Twitter to launch the #OccupyParliamentReloaded
campaign in protest against members of parliament (MPs) who were seeking to give themselves
a hefty pay raise.46 The activists succeeded in their efforts, leading the MPs to not only back down
from their demands for a pay rise, but also concede to a paycut.47

“Report of the Experts’ Meeting on ‘Addressing the Challenge of Hate Crimes on the Internet in Kenya,’” (2013) Centre for
Human Rights and Policy Studies (CHRIPS) And Centre for Human Rights and Peace (University of Nairobi), pg 12.

41

“Report of the Experts’ Meeting on ‘Addressing the Challenge of Hate Crimes on the Internet in Kenya,’” (2013) Centre for
Human Rights and Policy Studies (CHRIPS) And Centre for Human Rights and Peace (University of Nairobi), pg 12.

42

43 Section 84D of the Kenya Communications (Amendment) Act, 2009 states: “Any person who publishes or transmits or
causes to be published in electronic form, any material which is lascivious or appeals to the prurient interest and its effect is
such as to tend to deprave and corrupt persons who are likely, having regard to all relevant circumstances, to read, see or hear
the matter contained or embodied therein, shall on conviction be liable to a fine not exceeding two hundred thousand shillings
or imprisonment for a term not exceeding two years, or both.”
44

Top 50 most visited Kenyan websites. http://bloggers.or.ke/top-50-most-visited-kenyan-websites/.

“Report of the Experts’ Meeting on ‘Addressing the Challenge of Hate Crimes on the Internet in Kenya,’” (2013) Centre for
Human Rights and Policy Studies (CHRIPS) And Centre for Human Rights and Peace (University of Nairobi), pg 4.
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Kamau Mbote, “Occupy Reloaded protest against Kenyan Parliament ongoing,” Humanipo, June 11, 2013,
http://www.humanipo.com/news/6494/occupy-reloaded-protest-against-kenyan-parliament-ongoing/.
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“Kenyan MPs back down from demanding pay rise to accept pay cut,” The Guardian, June 12, 2013, http://www.
theguardian.com/world/2013/jun/12/kenyan-mps-accept-pay-cut.
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Violations of User Rights
Two bills—the Kenyan Information and Communications Amendment (KICA) 2013 and Media Bill
2013—were signed into law in December 2013, with provisions that threaten to restrict media
freedom both online and offline; the High Court halted implementation of both laws in January
2014 until the full Court considers the legal claims. The government also increased its efforts
to crackdown on hate speech spread through social media and blogs. In the aftermath of the
September 2013 terrorism attack on the Westgate mall in Nairobi, there was a strong sense that the
government stepped up its surveillance efforts. In January 2014, the government drafted additions
to SIM card registration regulations that will provide the communications regulator with unfettered
access to mobile network service providers’ subscriber records without a court order.
Freedom of expression is enshrined in Article 33 of Kenya’s 2010 Constitution and includes the right
to seek, receive, or impart information and ideas, while Article 31 provides for the right to privacy.
These rights, however, do not extend to propaganda, hate speech, or incitement to violence. Criminal
defamation laws remain on the books, waiting to be repealed or amended to conform to Kenya’s
2010 constitution. Meanwhile, existing laws that are inconsistent with the new constitution are
considered unconstitutional,48 and supplementary legislation continues to be developed through the
parliament.
The progressive constitution appeared to conflict with two laws passed in December 2013—the
Kenyan Information and Communications Amendment 2013 (KICA) and Media Act 2013—which
practitioners regarded as a threat to media freedom in Kenya, both online and off. Despite
widespread criticism, the president subsequently signed both into laws without revision. In protest
against the new laws’ problematic provisions, the Kenya Correspondents Association (KCA),
Kenya Editors Guild (KEG), and Kenya Union of Journalists (KUJ) separately moved the High Court
in January 2014 to challenge the constitutionality of the two laws, which they argued violated
guarantees for the independence of the media regulator.49 The High Court in Nairobi subsequently
halted implementation of both laws until the full court could consider the legal claims.50 The hearing
of the case was scheduled for October 2014.51
If implemented in its current form, KICA would establish a government-appointed Communications
and Multimedia Appeals Tribunal with the power to hear appeals on complaints initially handled
by the Complaints Commission and Media Council of Kenya created under the Media Council Act.
52
The KICA Tribunal would also have the ability to revoke journalists’ press credentials and prescribe
minimum educational standards for journalists to qualify. KICA would further allow legislators to
revise the Journalists Code of Conduct and impose heavy fines53 on media outlets and journalists
48

The Constitution of Kenya, Article 4.

On the grounds that the laws violate Article 34 of the Kenyan Constitution, which bars the state from interfering in the
media sector.

49

“Kenyan journalists win court victory against repressive media laws,” Freedom House (blog), February 4, 2014, http://www.
freedomhouse.org/article/kenyan-journalists-win-court-victory-against-new-restrictions.
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“High court gives new date for hearing of case on controversial media laws,” Kenya Correspondents Association, Facebook
post, August 7, 2014, https://www.facebook.com/KenyaCorrespondentsAssociation/posts/578377745622229.
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“Kenyan Parliament urged to reverse new media law,” International Press Institute, January 9, 2014, http://ipi.freemedia.at/
index.php?id=269&tx_ttnews%5Btt_news%5D=444&cHash=35f81991154863507f56eabe53cf0977.
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maximum of 20 million shillings (€167,000) for companies that do so.
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for breaching provisions of the code.54 The laws explicitly apply to both print and online journalists,
though the status of bloggers as online journalists is ambiguous. Some bloggers believe the laws
may be used against them given the government’s growing interest in regulating speech on various
online platforms.55 Another provision in KICA replaces the CCK with the Communications Authority
(CA) as the broadcast and online media regulator whose board and chairperson would be appointed
by the communications secretary and the president without stakeholder input. Flouting the January
2014 court injunction on KICA, the government launched the new Communications Authority in
June.56
Meanwhile, a number of positive laws have been drafted in recent years to protect the rights
of Kenyan internet users. The draft 2012 Data Protection Bill, for example, aims to regulate the
collection, processing, storing, use, and disclosure of information relating to individuals processed
through automated or manual means.57 The 2012 Freedom of Information Bill underwent
stakeholder consultation in mid-2013 and awaited consideration in parliament as of mid-2014.58
Both bills promise to enhance internet freedom in Kenya, illustrating the country’s commitment to
the development of its ICT sector and the use of ICTs to enhance public sector accountability.
Hate speech is penalized under the 2008 National Cohesion and Integration Act, passed in response
to widespread ethnic violence that ensued after the 2007 general elections.59 Individuals found guilty
of spreading hate speech, broadly defined, can be fined up to KES 1 million (nearly US$11,000) or
sentenced to up to three years in prison, or both. In the past year, the government increased its
efforts to crackdown on hate speech spread through social media and blogs.60 In May 2014, the
National Steering Committee on Media Monitoring recommended that controversial Ugandan
scholar David Matsanga be probed for alleged incitement on social media.61 It also pushed for the
prosecution of seven bloggers who were purpoted to have used inciting language and extreme hate
speech in their social media postings. The committee urged bloggers to cease posting emotive and
abusive comments.
The interception of messages and the disclosure of their content is a criminal offence,62 though
in the lead-up to the March 2013 elections, worries over potential unrest reportedly led the
54 The Kenya Information and Communications (Amendment) Bill, 2013, No. 41A, December 11, 2013, http://
africanmediainitiative.org/content/2014/01/26/KICA-Act-2013.pdf; “New laws prescribe educational standards, revise code of
conduct for journalists in Kenya,” IFEX (new alert), December 19, 2013, http://www.ifex.org/kenya/2013/12/19/new_laws/.
55 Neelam Verjee, “In Kenya, Bloggers Say New Media Bill Makes Them Vulnerable to Prosecution,” TechPresident, January 21,
2014, http://techpresident.com/news/wegov/24688/kenya-bloggers-media-bill-vulnerable-prosecution.
56 Kennedy Kangethe, “Communications Authority of Kenya succeeds CCK,” CapitalFM, June 24, 2014, http://www.capitalfm.
co.ke/business/2014/06/communications-authority-of-kenya-succeeds-cck/.

Commission for the Implementation of the Constitution “The Data Protection Bill, 2012,” http://www.cickenya.org/index.
php/legislation/item/174-the-data-protection-bill-2012#.UW10zaJ-bvE.

57

Commission for the Implementation of the Constitution, “The Freedom of Information Bill, 2012,” http://www.cickenya.org/
index.php/legislation/item/173-the-freedom-of-information-bill-2012#.UW178KJ-be.
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Milly Lwanga, “Freedom of expression and harmful speech: The Kenyan situation,” Article 19, September 27, 2012, http://
www.article19.org/join-the-debate.php/82/view/.

59

60 “Full List of Bloggers Wanted For Hate Speech Together With Matsanga,” Diaspora Messenger News Media, May 29, 2014,
http://diasporamessenger.com/full-list-of-bloggers-wanted-for-hate-speech-together-with-matsanga/.
61 Ann Kamoni, “Ugandan David Matsanga, 7 bloggers face probe over social media incitement,” Daily Nation, May 28,
2014, http://www.nation.co.ke/news/Ugandan-David-Matsanga-faces-probe-over-social-media-incitement/-/1056/2329384//6b4xm9z/-/index.html.
62 Alice Munyua, Grace Githaiga and Victor Kapiyo, “Intermediary Liability in Kenya,” Association of Progressive
Communications, October 2012, pg 11, http://www.apc.org/en/pubs/intermediary-liability-kenya.
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government to implement precautionary surveillance measures to curb the spread of hate speech. A
year before the elections in 2012, the CCK announced a requirement for telecom service providers
to install an internet traffic monitoring system, which supposedly worked by assigning a unique
internet protocol (IP) identity to individual gadgets, effectively making any communication traceable
to its device of transmission. In their attempts to reassure consumers that the CCK would not
proactively spy on internet users, officials noted that the system “does not have to read and disclose
people’s information” and “will only monitor traffic.”63 No further information was revealed about the
extent to which service providers complied with the installation requirement or how the system had
been put into practice, and no known abuses surfaced during the March 2013 elections or thereafter.
SIM card registration requirements have been in place since 2009 in collaboration with service
provider, and were reinforced in January 2013 by the implementation of the Kenya Information
and Communications (Registration of Subscribers of Telecommunications Services) Regulations
2012, which placed explicit responsibility on mobile providers to record and maintain an index of all
subscribers.64 SIM card registration requirements were more strictly enforced following the Westgate
Mall terrorist attack in Nairobi in September 2013.65 The increased security threat also prompted
Kenya to join Rwanda, Uganda, and South Sudan in an agreement to establish a cross-border SIM
card registration framework aimed at curbing the rise in crimes perpetrated by mobile devices.66
Problematic additions to SIM card registration regulations were proposed in January 2014 that grant
the CCK with access to service providers’ sites and records without a court order67 and reportedly
prescribe penalties of up to KES 300,000 (approximately US$3,500) for individuals and KES 5 million
(US$58,000) for mobile providers, while agents can be fined up to KES 500,000 (US$5,800) or
imprisonment of up to one year.68 Mobile phone providers and consumer rights activists oppose the
proposed regulations that will grant sweeping powers to the regulator and contravene constitutional
rights to privacy.69
There are no known requirements for ICT service providers to proactively monitor their users.
However, in the aftermath of the September 2013 terrorism attack on the Westgate mall in Nairobi,
there is a strong sense that the government has stepped up its surveillance efforts, though the

Lilian Nduati, “We Will Not Spy on Kenyans Online, says Internet Watchdog,” Sunday Nation, March 22, 2012, http://bit.
ly/18Gcsb0.

63

64 The Kenya Information and Communications (Registration of Subscribers of Telecommunication Services)
Regulations, 2012, January 4, 2013, http://216.154.209.114/regulations/downloads/REGISTRATION_OF_SUBSCRIBERS_OF_
TELECOMMUNICATION_SERVICES_REGULATIONS.pdf.
65 Macharia Kamau, “Kenya Warns Telcom Operators Over Unregistered SIM Cards,” Standard Digital, October 8, 2013, http://
www.standardmedia.co.ke/m/story.php?id=2000095113&pageNo=1.
66 Charles Wokabi, “East African states to share SIM card, national ID data,” Daily Nation, September 21, 2013,
http://www.nation.co.ke/business/East-African-states-to-share-SIM-card-and-national-ID-data-/-/996/2121474/-/iqt4hez/-/
index.html.
67 Section 15. “A licensee shall grant the Commission’s officers access to its systems, premises, facilities, files, records and
other data to enable the Commission inspect such systems, premises, facilities, files, records and other data for compliance with
the Act and these Regulations.” Kenya Information and Communications (Registration of Subscribers of Telecommunication
Services) Regulations, 2013, (draft) http://216.154.209.114/links/consultations/current_consultations/Draft_Regulations_on_
Registration_2013_Amended.pdf.
68 Nick Sato, “Kenyan operators concerned over privacy infringement in SIM regulations,” humanipo, January 20, 2014, http://
www.humanipo.com/news/39028/kenyan-operators-concerned-over-privacy-infringement-in-sim-regulations/.
69 Okuttah Mark, “CCK trashes telecom users’ privacy with new spying rules,” Business Daily Africa, January 20, 2014, http://
www.businessdailyafrica.com/CCK-trashes-telecom-users--privacy-with-new-spying-rules/-/539546/2152122/-/item/0/-/
t1l3jx/-/index.html.
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extent of those efforts are unclear and unreported. One government initiative proposed in April
2014 aims to register the biometric details of all Kenyans in a new national digital database.70 In May
2014, the president reportedly asked the Safaricom mobile phone operator to “develop a security
communication and surveillance system that would urgently boost the capacity of the national
security agencies to fight terrorists.”71
In June 2014, Vodafone published its “Law Enforcement Disclosure Report” that included Kenya as
one of 29 countries that requested access to user data and communications on Vodafone networks
between April 1, 2013 and March 31, 2014.72 With a 40 percent shareholding in Safaricom in Kenya,
Vodafone reported that it was not required to implement the technical requirements necessary for
lawful interception and therefore did not receive any demands from the government to assist with
the lawful interception of communications. On the issue of user and communications-related data
(or “metadata”) requests, Vodafone was unable to report the exact number of requests received in
Kenya due to the country’s unclear legal provisions under the Official Secrets Act that prohibit the
publication of certain government information. Nevertheless, Vodaphone’s report notes that the
laws governing the disclosure of communications data in Kenya—such as KICA and the National
Intelligence Service (NIS) Act of 2012—all require the authorities to obtain a court order or search
warrant for data requests, with the exception of “extreme cases of emergency” during which the
Director-General of NIS is allowed to operate without a warrant for up to 36 hours.73
Among content hosts and social media platforms, Google’s Transparency Report documented
requests for user account information from the Kenyan government for the first time since Google
began reporting this data in July 2009. For the reporting period of July to December 2013, 11
account requests were documented with a compliance rate of 63 percent (or 7 requests), while 2
account requests were made during the January to June 2014 period with 0 percent compliance.74
No requests were reported for user information from Twitter during the coverage period, and
Facebook did not have updated data beyond the first half of 2013.
Extralegal violence against online journalists and ordinary internet users is not common in Kenya,
though bloggers and social media users often harass each other with inflammatory language
and hate speech.75 In one unusual instance during the coverage period, Dickson Bogonko Bosire,
the chief editor of the controversial news blog Jackal News was reported missing in September
2013. Bosire had periodically experienced threats in response to his blog’s coverage of corruption
investigations and scandals, and according to Reporters Without Borders, Bosire had gone into

“Government to register all Kenyans afresh in digital database,” Daily Nation, April 14, 2014, http://mobile.nation.co.ke/
news/Digital-database-for-all-kenyans/-/1950946/2279712/-/format/xhtml/-/uityfn/-/index.html.

70

“Why State House made a call to Safaricom chief over insecurity,” Daily Nation, May 13, 2014, http://www.nation.co.ke/
news/Why-State-House-made-a-call-to-Safaricom-chief-over-insecurity/-/1056/2313756/-/ybd3dt/-/index.html.

71

Vodafone, “Law enforcement demands country-by-country,” Sustainability Report 2014, http://www.vodafone.com/
content/sustainabilityreport/2014/index/operating_responsibly/privacy_and_security/law_enforcement/country_by_country.
html#top.

72

Vodafone, “Law Enforcement Disclosure Report,” Sustainability Report 2014, http://www.vodafone.com/content/dam/
sustainability/2014/pdf/operating-responsibly/vodafone_law_enforcement_disclosure_report.pdf.

73

Google, “Kenya” Transparency Report, accessed September 16, 2014, http://www.google.com/transparencyreport/
userdatarequests/KE/.

74

Lillian Mutegi, “Ethnicity Still Drive to Online Hate Speech in Kenya,” CIO East Africa, July 4, 2014, http://allafrica.com/
stories/201407070007.html.
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hiding or fled Nairobi on several occasions.76 As of March 2014, his family still had not heard from
him, ruling out an initial theory that Bosire had gone into hiding after he published a controversial
blog post about the International Criminal Court (ICC) proceedings against President Uhuru
Kenyatta in which he listed the name of an ICC witness.77 Nevertheless, it is widely believed that his
disappearance is not linked to the government.
There were no politically motivated cases of technical violence against civil society or opposition
websites during the coverage period. In 2013, the government launched several initiatives aimed at
reining in the growing wave of crime perpetrated by use of technology, such as the Kenya Computer
Incidence Response (KE-CIRT), the Public Key Infrastructure (PKI), and a National Cybersecurity
Master Plan.78

Reporters Without Borders, “Editor of controversial Kenyan news blog missing since September,” new alert, October 16,
2013, http://www.ifex.org/kenya/2013/10/16/editor_missing/.

76

Magdalene Wanja, “Bogonko Bosire parents appeal for help to find their son,” Daily Nation, March 10, 2014, http://mobile.
nation.co.ke/counties/Bogonko-Bosire-blogger-jackal-news-parents/-/1950480/2237794/-/format/xhtml/-/ghxe3cz/-/index.
html.

77

Macharia Kamau, “Tech Experts Root for Private Sector Let Cyber Security,” Standard Digital, December 1, 2013, https://
www.standardmedia.co.ke/m/?articleID=2000099097&story_title=Tech-experts-root-for-private-sector-led-cyber-security.
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2013

2014

Population:

5.7 million

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

23 percent

Obstacles to Access (0-25)

12

12

Limits on Content (0-35)

10

9

Violations of User Rights (0-40)

13

13

TOTAL* (0-100)

35

34

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

There were fewer cases of removal of content during the coverage period compared to
the previous period, which saw instances of forced removal of specific online content,
such as controversial videos (see Limits on Content).

•

In May 2014, the president signed an amendment to the criminal code, which introduced
criminal penalties of up to three years in prison for disseminating deliberately false
accusations of committing a crime (see Violations of User Rights).

•

New legislation was passed in February 2014 requiring the registration of SIM cards (see
Violations of User Rights).
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Introduction
The environment for internet freedom in Kyrgyzstan has improved over the past few years. Shortly
before the overthrow of President Kurmanbek Bakiev’s regime in 2010, political pressure on the
media—both traditional and online—intensified. During this time, the video portal Stan.tv was
closed as punishment for covering opposition meetings,1 the country’s largest online portal and
main platform for political discussion was shut down,2 and all internet service providers (ISPs)
were forced to cut off their connections to the international internet as part of an effort to prevent
information from leaking out.3 After Bakiev’s removal in April 2010, however, these restrictions were
lifted, and the flow of information returned to normal.
Despite such improvements, internet access remains limited primarily to urban areas, and a number
of legal and technical restrictions on online content continue to inhibit internet users. Over the
past few years, the government continued to sporadically block certain types of content that were
deemed harmful or indecent, though these incidents have declined over the past year.
In May 2014, the president signed an amendment to the criminal code introducing criminal liability
for distributing information that includes deliberately false accusations of committing a crime,
leading to increased concerns about the potential impact of this law on self-censorship in the media.
Additionally, legislation was passed in February 2014 requiring the immediate registration of SIM
cards as a way of legally regulating the relationships between consumers and service providers;
however, this regulation also limits the ability of citizens to use information and communications
technologies (ICTs) anonymously.

Obstacles to Access
Access to ICTs has grown in Kyrgyzstan in recent years, with internet penetration rates among the
highest in Central Asia, though still low by global standards. Internet penetration rates reported
by the International Telecommunication Union (ITU), Kyrgyzstan’s State Communication Agency
(SCA), and independent research groups vary. According to the ITU, the internet penetration rate
in 2013 stood at over 23 percent, an increase from about 16 percent in 2008.4 In contrast, the SCA
reported that in 2013 there were 4 million internet users in Kyrgyzstan, or approximately 70 percent
of population.5
Similar to the ITU report, research conducted in a USAID-funded survey in 2013 by the M-Vector
Consulting Agency indicated that about 28 percent of the population was using the internet, with

“Newspaper suspended, TV station raided in Kyrgyzstan,” Committee to Protect Journalists, April 2, 2010, http://cpj.
org/2010/04/newspaper-suspended-tv-station-raided-kyrgyzstan.php.

1

“Страна, устремленная в будущее… Кыргызстан-2010. Хроника событий” [The country directed to the future...
Kyrgyzstan-2010. Chronicle of events], August 30, 2010, http://pda.kabar.kg/kabar/full/18890.

2

3

“Блокировка продолжается”[Blocking goes on ], Namba.kg (blog), April 6, 2010 http://blogs.namba.kg/post.php?id=470.

International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2008 & 2013, accessed August
2014, http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#.
4

General work results of State Communication Agency under the government of Kyrgyz Republic for 9 month of the year,
October 30, 2013, http://nas.kg/index.php?option=com_content&view=article&id=474%3Aitogi-deyatelnosti-agentstvasvyazi-za-9-mesyaczev-tekushhego-goda&lang=en.
5
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64 percent of users in urban areas and 36 percent of users in rural areas.6 Internet users in Bishkek
account for 41 percent of all users, while in four of the seven regions, users account for less than
5 percent the total. The majority of respondents—77 percent—mentioned using mobile internet,
while 29 percent reported using the internet at home. Cybercafes have become less popular due to
the growing popularity of mobile internet and the spread of broadband infrastructure.7 The average
internet speed in Kyrgyzstan by the end of 2013 was 2.5 Mbps.8
Fixed-broadband access, via either fiber-optic cables or DSL, is accessible mainly in Bishkek, with
broadband in the provinces provided only by the state-run KyrgyzTelecom. Broadband speeds range
from 24 Mbps for DSL to 100 Mbps for the FTTx (fiber to the x) network, which is well-developed
in Bishkek. The government has launched a CDMA 450 mobile telephone and broadband network
to expand telecom infrastructure into more rural areas, though it has only become partially active.
CDMA 450 phones have become popular in rural areas with more than 30,000 subscribers as of
November 2011.
Mobile phone penetration is significantly higher than internet penetration in Kyrgyzstan, with a
penetration rate of nearly 123 percent as of October 2013, according to the SCA (ITU statistics report
a mobile phone penetration rate of 122 percent for 2013).9 Mobile phone companies claim that their
networks cover 90 percent of the populated territory in the country, thus extending the possibility
of internet use for most people as mobile web access expands. At the end of 2010, Beeline (one of
the largest mobile phone carriers) launched a 3G network that currently covers the entire country.
In January 2012, another large firm, Megacom, launched its own 3G network in Bishkek, which by
the end of 2013 reportedly covered more than 50 percent of the populated territory of Kyrgyzstan.10
Saima Telecom has launched a 4G network covering Bishkek and some suburbs.
In recent years, the price for internet has decreased and has become more affordable for much of
the population, though primarily in the capital where there is well-developed infrastructure and
greater competition among providers. Prices for 3 Mbps access (the minimal bandwidth offered by
many operators) in the capital range from US$15 to $45 per month. KyrgyzTelecom traditionally has
the highest rates for internet access and is the only provider available in most rural areas. An internet
connection of 128 Kbps for rural inhabitants costs around US$18 per month. At the same time,
KyrgyzTelecom has deployed 34 Wi-Fi hotspots in 16 different locations throughout Kyrgyzstan with
free access up to 256 Kbps. The development of mobile networks provides an alternative to fixed
broadband access. The cheapest unlimited data plan at Beeline provides 2 GB of data per month at
maximum speeds, decreasing to 64 Kbps after reaching the data threshold. This plan costs around
6 Исследование поведения и восприятия медиа аудитории 2012 г. (3-я волна) [Media Consumption & Consumer
Perceptions Baseline Survey 2012 (2nd Wave)] Kyrgyzstan, M-vector Consulting Agency, March 2013, http://m-vector.com/
upload/news/media_report_3th_wave/ru/Section_D_Internet_ru.pdf; http://www.netindex.com/download/allcountries/#

Исследование поведения и восприятия медиа аудитории 2012 г. (3-я волна) [Media Consumption & Consumer
Perceptions Baseline Survey 2012 (2nd Wave)] Kyrgyzstan, M-vector Consulting Agency, March 2013, http://m-vector.com/
upload/news/media_report_3th_wave/ru/Section_D_Internet_ru.pdf

7

8 Akamai, “Average Connection Speed: Kyrgyzstan,” map visualization, The State of the Internet 6:2 (2013), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.
9 General work results of State Communication Agency under the government of Kyrgyz Republic for 9 month of the year,
October 30, 2013, http://nas.kg/index.php?option=com_content&view=article&id=474%3Aitogi-deyatelnosti-agentstvasvyazi-za-9-mesyaczev-tekushhego-goda&lang=en; ITU, “Mobile-cellular subscriptions per 100 inhabitants,” accessed August
2014, http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#..

MegaCom продемонстрировал уверенный рост зоны покрытия сети 3,75G в 2013 году [Megacom demonstrated
steady growth of 3.75 network coverage in 2013] January 16, 2014, http://megacom.kg/rus/press/news/3052.html

10
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US$9 per month. Megacom offers similar options, with monthly 2 GB packages costing around
US$10. By comparison, in 2013 the average monthly wage was KGS 11,085 (US$225).11
Fixed-line internet service providers impose different fees for accessing domestic versus
international content. All fixed-line operators charge about 10 times less in fees (or do not charge
fees at all) for domestic traffic compared to international traffic. Mobile phone operators do not
make this distinction in their data plans and charge the same amount for accessing information,
regardless of where it is hosted.
Many social media outlets such as YouTube, Facebook, and Twitter are freely available. However,
some international blog-hosting services are subject to filtering from ISPs based in Kazakhstan. ISPs
in Kyrgyzstan are not required to use government-owned channels to connect to the international
internet and can establish their own. In 2010, the state-owned ISP KyrgyzTelecom completed the
construction of a fiber-optic cable connection to China, but it has yet to begin functioning as
of 2014.12 Currently, three out of four of Kyrgyzstan’s first-tier ISPs are linked to the international
internet via Kazakhstan and its state-run provider KazakhTelecom; the fourth connects through
Russia.13 As a result, websites that are blocked by the government of Kazakhstan can sometimes
become inaccessible to users in Kyrgyzstan as well. For example, sites such as LiveJournal, the news
website Newsland.ru, and some Google services have been blocked in Kazakhstan, making them
inaccessible for some users in Kyrgyzstan. As of January 2014, only Saima Telecom still receives
filtered traffic from Kazakhstan, whereas other ISPs receive unfiltered traffic.
Kyrgyzstan’s telecommunications sector is relatively liberalized and competitive compared to that of
other countries in the region. The state-owned KyrgyzTelecom is the largest ISP with a market share
of about 78 percent. The other three first-tier ISPs (Elcat, Megaline, and Saima Telecom) are privately
owned. The largest among them is Megaline, which provides broadband service in Bishkek, the
capital city. In addition to the first-tier providers, there are 69 licensed second-tier ISPs, though only
15 are active.
There are seven mobile phone operators providing voice and data services via a variety of technical
standards. The two largest competitors, with nearly equal market share, are Megacom and Beeline.
Megacom was nationalized in 2010 amid the political upheaval. There are 12 companies with
frequencies for deploying 4G networks, but only 4 of them have begun to use the frequencies for
this purpose due to the large investment required in the first stage of deployment.14 In November
2013, the Bishkek inter-district court declared the CDMA network mobile provider Aktel (Fonex)
bankrupt. Currently, a special administrator from the government is assigned to deal with the
company’s affairs.15 At the same time, the director of SCA stated that Aktel’s liquidation will likely
Основные показатели социально-экономического развития Кыргызской Республики в январе-декабре 2013г. [Main
indicators of social-economic development of Kyrgyz Republic in Jan-Dec 2013] January 14, 2014, http://stat.kg/images/
stories/Express%2012.pdfz

11

“Годовой отчет 2010, Кыргызтелеком” [Annual report 2010, Kyrgyztelecom], Kyrgyztelecom, accessed September 17,
2012, http://www.kt.kg/about_us/documents_and_tender/#ui-tabs-3.

12

“Internet Service Providers in Kyrgyzstan,” Tilekus.com (blog), updated January 6, 2012, accessed July 24, 2013, http://www.
tilekus.com/interests/internet-in-central-asia/internet-providers-in-kyrgyzstan.

13

Из 12 компаний только 4 подтвердили, что развертывают сети WiMax и LTE в Кыргызстане [Only 4 from 12
companies confirmed that they are rolling out WiMax and LTE networks in Kyrgyzstan] December 5, 2012, http://www.gipi.kg/
archives/4092

14

Fonex начали спасать от банкротства. [Fonex is started to be save from bankrupt] January 10, 2014, http://www.vb.kg/
doc/257402_fonex_nachali_spasat_ot_bankrotstva.html
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have very little effect on the telecommunication market, given that the subscriber base of Aktel is
very low compared with other operators (about 27,000 customers). Nevertheless, the director of
the Association of Communication Operators pointed out that the loss of Aktel as a mobile phone
provider will affect those who need confidentiality in mobile calls, since CDMA provides higher
security standards for voice calls.16
The main body regulating the ICT industry, including radio spectrum allocation, is the State
Communication Agency (SCA), a government body with a director and 137 members. The director
and two deputies are appointed by the prime minister.17 Some facets of the agency’s work have
been criticized, such as the inefficient and non-transparent allocation of radio frequencies and
restrictions on wireless mesh networks. Another problematic issue has been the requirement that
communication devices (including computers, modems, and wireless access points) be locally
certified by the SCA. While this requirement is not systematically enforced, its selective application
could serve as an instrument of political pressure and pretext for authorities to seize “uncertified”
property, though this has not yet occurred.

Limits on Content
Although the government has taken efforts to censor certain content on the internet, in general
there are fewer restrictions placed on material that is available online. This may be because television
remains by far the dominant medium through which citizens obtain information about their country,
and thus censorship efforts have focused on broadcast media.18 For example, in the run-up to
the 2011 presidential elections, the government passed a statute placing stringent regulations on
foreign television broadcasts related to the elections and imposing high fines for violations.19 Given
the difficulty of parsing content, television carriers chose to cut off access to most foreign television
channels—whether they were Russian, American, or European—in order to avoid the fines. By
comparison, the websites of broadcasters such as CNN, the BBC, or Russia Today remained available
throughout the campaign. Online resources were not affected by this statute as they are not
considered to be mass media. There have been several incidents of government entities ordering
blocks of online content in the past, though there were fewer cases over the past year.
In June 2011, the parliament passed a resolution instructing the government to block the
independent Central Asian news website Ferghana News, based on charges that its content could
incite national strife.20 In February 2012, the SCA sent letters to all ISPs delineating the requirement

Уход Fonex ударит по избегающим прослушки абонентам [Demise of Fonex strikes subscribers avoiding tapping their
phone calls] January 13, 2014, http://www.vb.kg/doc/257436_yhod_fonex_ydarit_po_izbegaushim_proslyshki_abonentam.html

16

“Regulation on the State Telecommunication Agency under the government of Kyrgyz Republic,” passed by a Resolution of
the government of KR № 124, as of February 20, 2012.

17

According to the 2012 M-vector survey, TV still remains the primary source of information for 82.6 percent of the
population. Source: Media Consumption & Consumer Perceptions Baseline Survey 2012 (2nd Wave) Kyrgyzstan, M-vector
Consulting Agency, April 2012.

18

According to the statute, all overseas channels during an election campaign can only be broadcasted from recorded
sources and must not contain any information about candidates that can be considered as propaganda or that can discredit
them. See Article 22 of the Constitutional Law № 68, “On elections of the President of Kyrgyz Republic and deputies of Jogorku
Kenesh of Kyrgyz Republic,” as of July 2, 2011.

19

“Resolution of Jogorku Kenesh,” Kenesh.kg, June 17, 2011, http://kenesh.kg/RU/Pages/ViewNews.
aspx?id=8&NewsID=2678.
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to block the news website.21 However, by April 2012, only KyrgyzTelecom had implemented the
blocking.22 On November 19, 2012, the human rights defender organization “Partner Group
Precedent,” representing Ferghana News, filed a lawsuit against the SCA claiming that the ban on
the news site violated the right to freedom of expression.23 During the court hearings, the SCA
representative stated that their letter to ISPs requiring them to take measures on blocking Ferghana
News was of a voluntary nature and that ISPs were not forced to block the website.24 In April 2013,
the SCA sent official letters to ISPs in Kyrgyzstan confirming that they were not required to block the
site. Subsequently, all ISPs—including the state one, KyrgyzTelecom—unblocked the site, though the
legal status of the original parliamentary resolution is still unclear.25
After Russia passed a law titled “On Protection of Children from Negative and Harmful Information”
in July 2012, a group of parliamentarians in Kyrgyzstan initiated similar legislation titled “On
protection of children from information threatening to their health and development.”26 Although
almost identical to the Russian law, this act was less specific regarding internet regulation, and critics
argued that if it were passed, it could be used as a tool for internet censorship by allowing the
government to close down sites without a court decision. The criteria upon which the government
would make these decisions were unclear. The proposal sparked public outrage, and an internet
movement named Kyrnet.kg conducted advocacy activities that compelled members of parliament
to postpone the bill until it could be amended.
In November 2012, the ministry of internal affairs proposed amendments to the law “On
Counteraction to Extremist Activities” originally passed in 2005, which would allow the government
to order the blocking of websites hosted outside the country if the government recognizes the
content as “extremist” (previous legislation for blocking extremist content was based on where the
website was hosted, rather than from where it could be accessed).27 These amendments gave rise to
criticism from parliamentarians who noted that in order to make the amendments consistent with
other legislation, online content should be included in the category of mass media, a proposal which
parliamentarians have raised a number of times and which would give the government greater
control over online content.28 At the same time, these amendments were intended to make the
process for blocking websites more transparent, since they oblige corresponding bodies to publish

“Пресс релиз Государственного агентства связи при Правительстве Кыргызской Республики” [Press release of the
State Telecommunication Agency under the government of Kyrgyz Republic], February 22, 2012.

21

“Independent News Website Partly Blocked in Kyrgyzstan,” Radio Free Europe/Radio Liberty, February 22, 2012, http://www.
rferl.org/content/independent_news_website_partly_blocked_in_kyrgyzstan/24492408.html.

22

Законность блокирования сайта Fergana.ru [Legality of Fergana.ru blocking], December 3, 2012, http://precedent.kloop.
kg/2012/12/03/zakonnost-blokirovaniya-sajta-fergana-ru/.

23

Судебное оспаривание законности блокирования сайта Fergana.ru [Litigation of Legality of Fergana.ru blocking],
December 22, 2012, http://precedent.kloop.kg/2012/12/22/sudebnoe-osparivanie-zakonnosti-blokirovaniya-sajta-fergana-ru/.

24
25

“Kyrgyzstan: News Site Unblocked, Yet Still Illegal,” Eurasianet.org, May 7, 2013, http://eurasianet.org/node/66936.

На общественное обсуждение выносится законопроект «О защите детей от информации, причиняющей вред
их здоровью или развитию» [Protection of Children from Negative and Harmful Information Act is submitted for public
discussion], July 10, 2012, http://bit.ly/1bhGZy9.
26

“Во втором чтении приняты поправки в закон о противодействии экстремистской деятельности” [The amendments
to the law “On Counteraction to Extremist Activities” have passed second reading], February 28, 2013, http://www.for.kg/news216159-ru.html.
27

Поправки о закрытии экстремистских сайтов отправили на доработку [Amendments on closing extremist sites are sent
to revision] November 26, 2012, http://bit.ly/18eWjdw.
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the list of blocked resources on their official sites. Despite the criticisms, the amendments were
passed on May 13, 2013.29 As of May 2014, no list of blocked sites has been created.
According to the legal requirements in place under the 2005 statute “On Counteraction to Extremist
Activities,”30 the procedure by which a website can be blocked must first begin with a request to
the prosecutor.31 After the request is issued, a review committee must be assembled consisting
of representatives from different organizations (linguistic, religious, legal, and so forth) that can
confirm the extremist nature of the site. However, members of the committee are appointed by
the government, calling into question the committee’s independence and level of objectivity. Once
confirmation is granted, a court issues a judicial decision to block the website.
The process by which state authorities block online content has been inconsistent. For example, in
September 2012, the video “Innocence of Muslims,” which provoked a wave of protests throughout
the world, caused a controversy in Kyrgyzstan as well. On September 19, 2012, the Prosecutor
General’s Office filed a claim that asked the court to recognize the video as extremist and ban it from
show and dissemination in Kyrgyzstan.32 At the same time, the Prosecutor General’s Office instructed
the SCA to take measures to restrict access to the video on YouTube.33 Parliamentarians debated
whether the video should be banned and were divided in opinion, with some of them calling to
ignore the video and others affirming the need to protest against it. Finally, the parliament issued
a resolution to block the video temporarily before the court issued a decision, which violated the
constitution and other laws.34 One day later, the court decided to recognize the video as extremist
and banned it from show and dissemination in Kyrgyzstan.35 According to a statement at the time by
the State Committee of National Security of Kyrgyzstan, possession of the film on any storage device
could lead to criminal prosecution.36
The government has also sought to restrict access to terrorism-related content. In 2013
approximately 20 sites were recognized by courts as extremist or as inciting national or religious
hatred. According to the decision of the court, these sites must be blocked on the territory of
Kyrgyzstan. However, the blocking is not unified: not all sites are blocked and the blocking varies
by service provider. According to last amendments to the statute on counteraction to extremist
ЗВ Закон «О противодействии экстремистской деятельности» внесены изменение и дополнения [Ammendments are
made to the law “On Counteraction to Extremist Activities”] May 13, 2013, http://www.president.kg/ru/news/zakony/2049_v_
zakon_o_protivodeystvii_ekstremistskoy_deyatelnosti_vnesenyi_izmenenie_i_dopolneniya/.

29

Dmitry Golovanov, “Kyrgyzstan: Extremism Outlawed,” IRIS Merlin, August 2005, http://merlin.obs.coe.int/iris/2005/8/
article26.en.html; “The statute on counteraction against extremist activities” as of February 20, 2009.

30
31

Representatives of the 10th department explained the procedure to the author in a private interview in December 2011.

«Невинность мусульман» содержит признаки возбуждения межрелигиозной вражды [Innocence of Muslims contains
religious hatred traces], September 20, 2012, http://asiapress.kg/koom/3605-nevinnost-musulman-soderzhit-priznakivozbuzhdeniya-mezhreligioznoy-vrazhdy.html

32

Генпрокуратура хочет запретить в Кыргызстане показ фильма «Невинность мусульман» [General Prosecutor Office
wants to ban “Innocence of Muslims” film in Kyrgyzstan], September 19, 2012, http://www.knews.kg/ru/action/21685/

33

34 Жогорку Кенеш выразил позицию по фильму «Невинность мусульман» [Jogorku Kenesh expressed its position for film
“Innocence of Muslims”] September 20, 2012, http://kabar.kg/index.php/politics/full/40755.

“Суд запретил распространение и показ фильма «Невинность мусульман» в Кыргызстане” [The court ruled to ban
dissemination and show of the film “Innocence of Muslims” in Kyrgyztan] September 21, 2012, http://www.kabar.kg/rus/society/
full/40796

35

36 В случае обнаружения фильма «Невинность мусульман» в компьютере или других электронных носителях, их
владелец будет привлечен к ответственности – ГКНБ [In case of discovering of the film “Innocence of Muslims” on
computer or any electronic devices, the owner will be criminally prosecuted], September 21, 2012, http://www.paruskig.
info/2012/09/21/68993
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activities, the ministry of justice is required to publish the list of blocked sites, but they have not
done so as of May 2014.
Self-censorship exists online to a certain degree, primarily as a result of government restrictions
against the incitement of national hatred. All posts on forums are strictly moderated to limit
this type of content, and online journalists or bloggers generally try to avoid issues concerning
ethnic relations. Amendments to the criminal code signed by the president in May 2014, which
introduced criminal penalties of up to three years in prison for disseminating false accusations
of the commission of crimes, may also cause an increase in self-censorship among bloggers and
investigative journalists, though it remains to be seen how these amendments will be applied.
Online platforms such as forums and social networks are actively used for manipulating public
opinion, usually by “trolls” hired by different political actors to influence discussions and express
favorable views. Reportedly, the compensation of a “troll” for one campaign can be anywhere from
US$200–700.37
Currently there are no specific economic restrictions imposed by the government that negatively
impact users’ ability to publish content online or online media outlet’s ability to remain financially
sustainable.
The Kyrgyz blogosphere is not well-developed. There are several popular blog-hosting platforms in
Kyrgyzstan (such as Namba.kg, Kloop.kg, Diesel.elcat.kg, and Taboo.kg), but most blogs focus on
entertainment, reprint reports from other news agencies, or simply contain a blogger’s personal
thoughts on different issues. There are no particularly popular blogs specifically devoted to
political or social issues. Most blogs are in Russian, though some are in the local Kyrgyz language,
but the latter are not as popular as the former. The internet in general has become an important
source of alternative information for users, but since it is primarily the wealthier segments of the
population who can afford to consistently access the internet, these are the main participants in
online communities. Social media applications such as Facebook have not yet gained widespread
popularity; however, as of November 2013, there were about 168,000 Facebook users in Kyrgyzstan,
three times more than there had been in 2011.38
Several online initiatives were launched in the run-up to the 2011 elections, including the website
Politmer.kg, created to allow Kyrgyz citizens to monitor the campaign promises made by the
presidential candidates, and the crowd-sourcing website Map.inkg.info, created to document and
map election violations. During the pre-election debates, some forum topics were created to collect
questions for the candidates.
Perhaps the most successful online mobilization campaign of the past few years came in response
to the proposed legislation titled “On protection of children from information threatening to their
health and development.” This proposal provoked public outrage, and in an effort to bring attention
to the issue, many of the largest ISPs and content providers placed banners over their sites with

Almaz Rysaliev, Yulia Goryaynova, Dina Tokbaeva, Lola Olimova, and Bakhtiyor Rasulov, “Central Asia’s ‘Troll Wars,’” Institute
for War & Peace Reporting, February 14, 2012, http://iwpr.net/report-news/central-asias-troll-wars.

37

Число пользователей соцсети Facebook в Кыргызстане достигло почти 170 тыс [Facebook users number in Kyrgyzstan
reached almost 170,000], November 29, 2013, http://www.knews.kg/society/40838_chislo_polzovateley_sotsseti_Facebook_v_
kyirgyizstane_dostiglo_pochti_170_tyis/
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slogans such as: “ATTENTION! This site can be closed. Get to know details and vote against.” The
proposal also sparked the internet movement Kyrnet.kg, which conducted advocacy initiatives
against the act. Within two months, the site had collected approximately 12,000 votes against the
act. Furthermore, in a September 2012 meeting with a group of parliamentarians, representatives
of Kyrnet.kg showed the results of the online vote and explained the act’s shortcomings. The
parliamentarians agreed that the act needed further elaboration and promised to arrange an
extended meeting with all of the parliamentarians who initiated the law for further discussion.39

Violations of User Rights
The number of prosecutions targeting online journalists and internet users has decreased over the
past year in comparison to previous years. At the same time, it appears that the government may
be moving toward more restrictions on communications, including passing a law requiring the
registration of SIM cards, following the examples of neighboring Russia and Azerbaijan.
The rights to freedom of speech and freedom of expression are legally protected in the new
constitution that was approved by referendum in June 2010, and which strengthens the power of
the country’s parliament vis-à-vis the president. Article 31 of the constitution guarantees the right
to freedom of thought, expression, speech, and press. Article 29 provides constitutional protections
over privacy, including private correspondence (by phone, mail, electronics, or others), and
forbids the collection or dissemination of confidential information without an individual’s consent.
Nevertheless, the judiciary is not independent and remains dominated by the executive branch.
Corruption among judges, who are generally underpaid, is also widespread, hindering the fairness of
decisions in freedom of expression cases as well as others.
In July 2011, the government decriminalized libel to bring legislation in line with the new
constitution. Nevertheless, “insult” remains a criminal offense and is punishable by a fine. Officials
have long used libel charges to stifle critical media but have not applied these laws against bloggers
to date.40 The criminal code contains several provisions (Articles 299 and 299-1) that prohibit
“inciting national, racial, religious or inter-regional hostility.” In some cases, the government has
sought to apply these provisions in a bid to restrict nonviolent political speech as well.
On May 17, 2014, the president signed an amendment to the criminal code that criminalizes the
dissemination of “knowingly false messages about the commission of crimes,” with the stated goal of
preventing individuals from making such accusations for political reasons or to damage someone’s
reputation.41 The amendment includes fines and sentences of up to three years in prison. Detracting
from the progress made through the decriminalization of libel, this amendment could potentially

39

Наши лайки работают [Our likes work!], September 17, 2012, http://kyrnet.kg/archives/44.

“OSCE Hails Kyrgyzstan Decision to Discriminate Libel,” The Telegraph, July19, 2011, http://www.telegraph.co.uk/news/
worldnews/asia/kyrgyzstan/8648135/OSCE-hails-Kyrgyzstan-decision-to-decriminalise-libel.html.

40

41 Депутат ЖК инициировала закон, предусматривающего наказание за заведомо ложные обвинения, содержащихся
в публичных выступлениях, публикуемых в СМИ [The deputy of JK initiated the bill, providing punishment for deliberately
false accusation in public speeches published in mass-media] 22.10.13 http://www.media.kg/news/deputat-zhk-iniciirovalazakon-predusmatrivayushhego-nakazanie-za-zavedomo-lozhnye-obvineniya-soderzhashhixsya-v-publichnyx-vystupleniyaxpublikuemyx-v-smi/
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have a chilling effect on online journalists and bloggers,42 given that criminal penalties can now be
levied for such content and that it is unclear exactly how the law will be interpreted.
In 2013 there were several legal initiatives put forth by members of parliament to pass laws that
could potentially have an impact on freedom of expression. One of these was an initiative that was
almost identical to a law passed in Russia that obliged NGOs receiving financing from international
organizations to register as foreign agents. A draft of the bill was proposed in September 2013 by
two deputies, one of whom is a former Ombudsman. Given the vague definitions in the law, critics
worried that all forms of civil activities could fall under this law and that NGOs could be shut down
without a court decision.43 This initiative was widely debated and several international organizations
expressed concern about its potential effects on freedom of expression and assembly.44 On May 26,
2014, the bill was introduced in parliament, but as of the end of this report’s coverage period it has
not been passed.
In the past, journalists and bloggers have been subject to prosecution for posting material online,
though there have been no reported cases since May 2013. In February 2012, independent journalist
and blogger Vladimir Farafonov was charged with inciting national hatred based on his publications
on News-Asia.ru, Centrasia.ru and Parus.kg.45 Farafonov had written a series of articles that were
critical of Kyrgyz politics and which examined the potential effects of the 2011 presidential election
on the country’s minority populations.46 The charge was based on the opinion of a commission
convened by the security service, but given the fact that the commission was composed of only
legal and political experts, Farafonov asked for Russian philology experts to review the case. These
experts expressed their opinion that Farafonov had used language that was tough and sometimes
tactless, but not extremist.47 The prosecution had asked for a sentence of 8 years in jail for Farafonov;
however, the judge decided to reduce the sentence to a fine of KGS 50,000 (approximately
US$1,000). The case became widely known and provoked a wave of indignation from journalists,48 as
there were many cases of similarly tactless expressions by other authors in Kyrgyz language media
outlets who received no punishment, indicating that the government applies laws selectively.
All traditional media outlets must register with the government. In June 2011, the Prosecutor
General’s Office proposed amending the statute that regulates mass media49 to include internet

“Joint Submission to the UN Universal Periodic Review of Kyrgyzstan,” ARTICLE 19 and PEN International, June 14, 2014,
http://www.pen-international.org/wp-content/uploads/2014/07/ARTICLE-19-Joint-Submission-to-UPR-of-Kyrgyzstan.pdf.

42

А.Токмаков: В Кыргызстане могут определить “иностранных агентов” как в России [“Foreign agents” can be recognized
in Kyrgyzstan as in Russia], October 11, 2013, http://www.centrasia.ru/newsA.php?st=1381474020

43

“Joint Submission to the UN Universal Periodic Review of Kyrgyzstan,” ARTICLE 19 and PEN International, June 14, 2014,
http://www.pen-international.org/wp-content/uploads/2014/07/ARTICLE-19-Joint-Submission-to-UPR-of-Kyrgyzstan.pdf.

44

45 ГКНБ Кыргызстана: Экспертиза подтвердила наличие признаков разжигания межнациональной розни в
публикациях Владимира Фарафонова [SCNS of Kyrgyzstan: commision of experts proved the indications of national hatred
incitement in publications of Vladimir Farafonov], February 20, 2012, http://www.24.kg/community/122018-gknb-kyrgyzstanayekspertiza-podtverdila-nalichie.html.
46 “Kyrgyzstan must drop charges against journalist,” Committee to Protect Journalists, February 29, 2012, http://www.cpj.
org/2012/02/kyrgyzstan-must-drop-charges-against-journalist.php.

Журналист Владимир Фарафонов обвиняется в разжигании межнациональной розни! [The journalist Vladimir
Farafonov is accused in national hatred incitement!], February 24, 2012, http://polit.kg/newskg/310.

47

48 Кыргызстан: После митинга в защиту В.Фарафонова в посольство РФ переданы обращения А.Князева, У.Бабакулова
и российских соотечественников [Kyrgyzstan: After rally in support of V. Farafonov, petitions of A.Knyazev, U. Babakulov and
Russian countrymen were submitted to Russian Embassy] February 27, 2012, www.fergananews.com/news.php?id=18246
49
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news websites as a form of mass media, requiring them to have a license and to operate with the
same responsibilities as traditional media outlets.50 In January 2012, an expert from the Government
Office seconded the recommendation;51 however, it remains unclear whether online media are to be
treated the same under the law as traditional news media outlets.
There are currently no strict restrictions on anonymous communication on the internet in Kyrgyzstan.
Websites do not need to register, encryption software is freely available, and real-name registration
is not required to post content online. However, on February 17, 2014, the government issued a new
regulation requiring mobile operators to sell new SIM cards only after they have been registered
(previously, SIM cards could be registered within one year of purchase). This new regulation came
into force on March 8, 2014, making it more difficult for individuals to use ICT tools anonymously.52
Like many former Soviet states, Kyrgyzstan maintains and updates its surveillance technology in line
with Russia’s practices. Kyrgyzstan’s surveillance network is modeled after Russian SORM technology
(“system for operational-investigative activities”), and in August 2012, Kyrgyzstan updated its
surveillance network to be on the same level as current Russian interception systems.53
In 2010 and 2011, there were several scandals that revealed the abuse of equipment used
for intercepting communications. A subsequent study from June 2011 by the non-profit Civil
Initiative on Internet Policy (CIIP) analyzed the legislative framework surrounding interception
and its enforcement. It concluded that there were many gaps in the law that enabled interception
equipment to be used, and even abused, without sufficient oversight.54 In April 2011, the parliament
passed a decision to switch off all interception equipment deployed on the premises of mobile
phone operators.55 However, according to reports from September 2011 by members of parliament,
the equipment continues to function.56 Since February 2012, the CIIP, together with the Kyrgyz State
Committee on National Security and several human rights organizations, have been working on
amendments to the statute on the Conduct of Investigations—the body responsible for regulating
these issues—that would clarify the circumstances surrounding the use of interception and provide a
more adequate legal framework.

50 “Генпрокуратура Кыргызстана предлагает «законодательно к СМИ отнести интернет-издания и сайты,
зарегистрированные в зоне kg»” [Prosecutor General’s Office suggests “to legalize internet agencies and sites, registered
in .kg zone, by inclusion them in the list of mass-media”], 24.kg, June 6, 2011, http://www.24.kg/community/101891genprokuratura-kyrgyzstana-predlagaet.html.

Nurzada Tynaeva, “Эксперт Аппарата правительства предлагает разработать новый закон «О СМИ», чтобы
регулировать информагентства” [The expert of the Government Office suggests to work out the new statute on mass-media
to regulate information agencies], Knews.kg, January 17, 2012, http://www.knews.kg/ru/parlament_chro/9145/.

51

Об утверждении Правил оказания услуг подвижной радиотелефонной связи [On approval of regulations of mobile
telecommunication services] 25.02.2014 bit.ly/SszY8W

52

53 Andrei Soldatov and Irina Borogan, “Russia’s Surveillance State,” World Policy Institute, Fall 2013, http://www.worldpolicy.
org/journal/fall2013/Russia-surveillance.

“Анализ законодательства КР на соответствие применения СОРМ, – предварительное заключение” [Analysis of the
Kyrgyz legislation, concerning lawful using of interception equipment -preliminary conclusion], Gipi.kg, accessed September
17, 2012, http://www.gipi.kg/archives/1743.
54

55 Resolution of Djogorku Kenesh № 332-V as of 15.04.2011, “On switching off mobile operators’ lawful interception
equipment.”

“Дастан Бекешев: В Кыргызстане в компаниях сотовых операторов до сих пор действует система СОРМ” [Dastan
Bekesev: Lawful interception equipment still keeps working in mobile operators in Kyrgyzstan], 24.kg, September 8, 2011, http://
www.24.kg/parlament/108440-dastan-bekeshev-v-kyrgyzstane-v-kompaniyax.html.
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In 2013, there were several attacks on journalists, though it is unclear whether the attacks were
related to the individuals’ reporting. One of the injured stated that he did not exclude the possibility
that the attack had been related to his professional activity, though his statement remains
unproven.57 The leader of the Public Association “Journalist” (PAJ) stated that since the political
events in April 2010, there have been fewer attacks on journalists and cases of attacks were not
related to their professional activities.58 However, there was at least one documented case over the
past year in which a blogger and human rights defender was forced to leave Kyrgyzstan because of
harassment. In February 2014, a youth group participating in a rally against LGBT people burned a
photo of Ilya Lukash and called him a “destroyer of family values.” Lukash is an active blogger and
an advocate for human rights of LGBT people; he has also made statements against Kyrgyzstan
joining the Eurasian Customs Union and protested in solidarity with the Ukrainian “Euromaidan”
demonstrations.59 Following this incident, Lukash wrote on his Facebook page that he had been
forced to leave Kyrgyzstan because of increasing pressure and harassment.60
Amid ongoing ethnic tensions in 2011, there were several reported instances of physical attacks or
intimidation of members of minorities associated with news websites. In August 2011, Sokhrukh
Saipov, the editor and publisher of the news website UzPress, was brutally attacked, although it
is unclear whether Saipov was attacked specifically for his online activities. The website publishes
content in three languages about the social and political challenges affecting ethnic Uzbeks in
southern Kyrgyzstan.61 In a separate incident in May 2011, followers of the nationalist Asaba party
threatened non-ethnic Kyrgyz staff of the online news agency 24kg.org.62 In 2012, there were 10
instances of physical attacks on journalists.63 Most of them occurred during the coverage of mass
rallies; however, none of these attacks were directly related to online activities.
Instances of politically motivated cyberattacks are generally rare, including in the run-up to the 2011
presidential elections, but they do occur. In 2005, the OpenNet Initiative recorded the extensive use
of distributed denial-of-service (DDoS) attacks against opposition and news websites, demonstrating
a precedent for such attacks.64 In September 2011, there was one incident of hackers defacing Kabar.
kg, the online government news agency website, but this did not significantly obstruct the agency’s
work. In March 2012, the social entertainment resource Namba.kg experienced a DDoS attack that
was apparently part of an extortion attempt.65 In the same month, the news agency Vesti.kg also

Избит оппозиционный журналист Кирилл Степанюк [Oppositional journalist Kiril Stepanuk has been attacked],
November 16, 2013, http://vesti.kg/index.php?option=com_k2&view=item&id=24084:izbit-oppozitsionnyiy-zhurnalist-kirillstepanyuk&Itemid=83.
57

Хотелось бы, чтобы нападения на журналистов расследовались до конца – Марат Токоев [I would like all attacks on
journalists to be investigated completely- Marat Tokoev], November 29, 2013, http://medialaw.kg/?q=node/2412

58

“Kyrgyzstan: Backsliding on Rights,” Human Rights Watch, April 7, 2014, http://www.hrw.org/news/2014/04/06/kyrgyzstanbacksliding-rights.

59

В Киргизии правозащитник Илья Лукаш покинул страну из-за угроз [In Kyrgyzstan human rights defender Ilya Lukash
left the country because of harassment], June 14, 2014, http://www.svoboda.org/content/article/25291576.html

60

61 “Independent Journalist Brutally Attacked in Kyrgystan,” Committee to Protect Journalists, August 15, 2011, http://www.cpj.
org/2011/08/independent-journalist-brutally-attacked-in-kyrgyz.php.
62 “World Report 2012: Kyrgyzstan,” Human Rights Watch, accessed August 30, 2012, http://www.hrw.org/world-report-2012/
world-report-2012-kyrgyzstan.
63 В этом году в Кыргызстане совершено 10 нападений на журналистов во время выполнения им профессиональных
обязанностей [There are 10 physical attacks on journalists happened during performance of their duties in this year]
November 9, 2012, http://www.paruskg.info/2012/11/09/71388.
64

“Kyrgyzstan,” OpenNet Initiative, December 18, 2010, http://opennet.net/research/profiles/kyrgyzstan.

65

As reported by the blog at: http://blogs.namba.kg/post.php?id=116481.
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reported a DDoS attack on its site,66 presumably because they had been republishing articles from
Ferghana News, though the motive remains unconfirmed.
During 2012 there were several incidents of cyberattacks on government sites. The sites of the
ministry of defense (Mil.kg), the State Communication Agency (Nas.kg), and the main portal of the
government (Gov.kg) were defaced at different times. However, these attacks were attributed to the
overall weak security of the sites, rather than to attacks by the opposition, and all attacks were made
automatically by finding vulnerability in the website.

66 Anna Yalovkina, “Редактор “Ферганы”: Трудно судить, связаны ли DDoS-атаки на “Фергану” и “Вести”” [Editor of
Fergana: It’s hard to judge whether DDoS attacks on Fergana and Vesti are related], Vg.kg, March 29, 2012, http://www.vb.kg/
news/society/2012/03/29/183948_redaktor_fergany_trydno_sydit_sviazany_li_ddos_ataki_na_fergany_i_vesti.html.
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Lebanon
2013

2014

Population:

4.8 million

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

71 percent

Obstacles to Access (0-25)

14

14

Limits on Content (0-35)

10

12

Violations of User Rights (0-40)

21

21

TOTAL* (0-100)

45

47

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Lebanon launched 4G services between March and October 2013 in Beirut, with plans to
expand to other regions (see Obstacles to Access).

•

For the first time, nontransparent and inconsistent filtering by authorities has led to
the blocking of dozens of websites, including nine Israeli websites, a website covering
a sexual abuse scandal of a Lebanese priest, and a Beirut city guide (see Limits on
Content).

•

Online campaigns by women’s rights groups Nasawiya and Kafa contributed to the
passage of a new law on domestic violence (see Limits on Content).

•

Aggressive defamation suits by politicians and businesses, coupled with the growing
power of the Cybercrime Bureau, resulted in the continuing interrogation of prominent
journalists and other users for social media posts (see Violations of User Rights).

•

Cyberattacks against political groups, news websites, and social media pages are on
the rise, galvanized by an increase in sectarian hate due to the conflict in Syria (see
Violations of User Rights).
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Introduction
The past year in Lebanon has been defined by protracted political and economic stagnation,
paralleled by an upsurge in violence. Lebanon went 10 months without an executive government,
finally forming a Council of Ministers on February 15, 2014. The country missed its May 2013
deadline for parliamentary elections and, with the end of Michel Sleiman’s six-year term on May 25,
2014, faced a vacuum in its highest government position—that of the president. Many non-affiliated
demonstrators denounced parliament’s decision to extend its term for 18 months, calling it the
death of democracy.1 Hackers took over the parliament’s website and called for protests, which went
largely ignored.
Simultaneously, repercussions of the Syrian crisis have engulfed Lebanon, as the intensity and
frequency of political violence and terrorism—including car bombs targeting civilians and daily
battles between militias—have reached levels not seen since the end of the civil war in 1990. The
violence has also translated online into heightened sectarian hate speech and increased cyberattacks,
coupled with an ironic use of online tools to face the new reality,2 whether demonstrated in the “I
am still alive” app to reassure family and friends after an explosion,3 or by the Infijarat website, which
asks users to predict the place and time of the next explosion.4
Lebanese digital activists continue to effectively employ social media for advancing their causes, as
well as dealing with the Syrian refugee crisis. For example, a group of activists launched an online
campaign to combat the increasing racism against Syrian refugees.5 The campaign responded online
to the decisions of several Lebanese municipalities to impose curfews on Syrian refugees.6 On the
other hand, digital activists continue to face police arrests, interrogations, death threats, and physical
assaults. Many unconfirmed reports have claimed attempts by the government and non-state
actors to censor or even force the closure of outspoken online forums and social media groups, and
activists have voiced concerns about the growing power of the Cyber Crime and Intellectual Property
Rights Bureau (Cybercrime Bureau).
Lebanese have historically boasted a strong tradition of freedom of the press and media
pluralism, something that was seen as strengthened with the introduction of the internet in 1991
onwards. 7 However, sectarian divisions, bitter partisanship, a vague legal environment, and poor
infrastructure—problems that have plagued the traditional media environment for decades—
increasingly shape new media and communication technologies. These many issues are often
attributed to a struggling economy, constant political turmoil and political corruption stemming
from Lebanon’s confessional government system.

1

NOW Lebanon, “Activists protest parliament extension”, June 20, 2013, http://bit.ly/1gluhzO

Ziad Naboulsi, “How the Lebanese’s dark humor will keep them “sleeping with the fishes””, YourMiddle East, April 29, 2013,
http://bit.ly/1jpwFL2

2

Venetia Rainey, “App Lets Lebanese tell worried loved ones ‘I am still alive’”, The Daily Star, January 24, 2014, http://bit.
ly/1bN4AZn

3

4

The Arabic term “infijarat” means explosions.

5

For example, see the Facebook page: “The Campaign in Support of Syrians Facing Racism”: http://on.fb.me/O8sIwz

6

LBC, “Burj Hamoud municipality imposes curfew on Syrians”, April 5, 2014, www.lbcgroup.tv/news/156375/lbcinews

The internet in Lebanon was first introduced to the American University of Beirut in 1991. Public access started two years
later, but the significant diffusion of public internet access did not take off until the mid-1990s when multiple ISPs were
established. See http://webscience.blogs.usj.edu.lb/1636/history-of-web-in-lebanon/.

7
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With this dire backdrop, most of the hope inspired by promises to introduce positive legal,
infrastructural, and economic reforms to the Lebanese internet and communications technology
(ICT) sector has been dashed. The country that had expected to reconfirm its avant-garde status
within the Arab world is now struggling to keep up with its more technologically advanced
neighbors. Despite this pessimism, the telecoms sector continues to grow, remaining one of the
largest contributors to Lebanon’s GDP,8 and some ongoing plans to enhance the sector, such as the
recent introduction of 4G services, continue to progress at a slow pace. Nonetheless, these small
infrastructural developments have been largely eclipsed by the calamitous political and security
realities.

Obstacles to Access
The International Telecommunication Union (ITU) noted that internet penetration has increased
from 22.5 percent in 2008 to 70.5 percent in 2013,9 while fixed (wired) broadband subscriptions
per 100 inhabitants has increased slowly in recent years, from 9.71 subscriptions in 2012 to 9.95
subscriptions in 2013.10 Moreover, the World Bank estimates that Lebanon’s mobile internet
penetration reaches that of some Arab Gulf countries, which have the highest penetration rates in
the region.11 A Byblos Bank report noted that towards the end of 2013, 3G and 4G subscriptions
reached 36 percent of the mobile telecom market.12 As part of a plan to increase 3G coverage, the
Ministry of Telecommunications reported that 400 new antennas were installed in December 2013
and a plan for installing 900 antennas, an additional frequency, and a third channel is in progress.13
Overall, the number of mobile phone subscriptions has increased over the past five years, from 34.1
percent to 80.5 percent in 2013.14
Most consequential was the introduction of 4G mobile services in October 2013, though only to
limited areas, with promises from the Ministry of Telecommunications to expand the coverage
soon.15 Still, while 4G access is limited to parts of greater Beirut, 3G connections also remain slow,
sporadic, and unavailable in many remote areas, and the security situation has set back many
development and maintenance plans.16 Due to continued clashes in the northern city of Tripoli,
3G transmission stations were hit on multiple occasions between March and November 2013,
intermittently terminating 3G services in northern Lebanon.17 On the eastern border, mobile phone
lines in Lebanon have been exposed to infringements from the Syrian mobile network MTN. In
8

Telecoms 2013 Progress Report, January 3, 2014, http://bit.ly/1oa28kP

International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2013, accessed June 25, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

9
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International Telecommunication Union (ITU), “Fixed (wired)-broadband subscriptions”, 2013, http://bit.ly/1cblxxY

11 The World Bank, “Broadband Networks in the Middle East and North Africa: Accelerating High-Speed Internet Access”,
January 29, 2014, http://bit.ly/1dBBOqX
12

Byblos Bank, “Lebanon this week”, May 26-31, 2014, http://bit.ly/1mtUbZ2
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Telecoms 2013 Progress Report, January 3, 2014, http://bit.ly/1oa28kP

International Telecommunication Union (ITU), “Mobile-cellular telephone subscriptions,” 2013, accessed June 25, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
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The Daily Star. (2012, Nov 10). Internet speed increases in one year. http://www.dailystar.com.lb/Business/Lebanon/2012/
Nov-10/194587-internet-speed-increases-in-one-year.ashx.
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The Daily Star, “Touch repairs 3G station in Tripoli”, March 25, 2013, http://bit.ly/1lUZcd5; Onlylebanon, “3g services
stopped in Tripoli”, November 9, 2013, http://bit.ly/1eIYcoB.
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November 2013, Lebanese citizens living in towns as far as 40 km away from the border reported
receiving text messages announcing they have reached Syria and may roam on the MTN network.18
In the past, internet and mobile services were expensive, slow, unreliable, and difficult to access,
especially in rural areas and outside of the capital Beirut.19 Average internet speeds have doubled
since March 2012, but Lebanon’s ranking for internet download speed dropped from 151 to 165,
according to Ookla’s Household Download Index.20 Lebanon’s upload speed rank is even worse
(173th).21 Moreover, political disputes between the Telecommunication Ministry and operators have
continued to delay network upgrades.30 Former Telecommunications Minister Nicolas Sehnaoui
said that Lebanese receive only 25 percent of available internet speed and accused the Ministry’s
Director-General for Investment and Maintenance, Abdulmenaim Youssef, of withholding the sale
of additional international bandwidth to internet distributors.22 Youssef has also been blamed for
obstructing a project that aimed to extend DSL services to 500 deprived towns.23
Although the government substantially lowered the cost of broadband internet and mobile phone
subscriptions in 2011, consumer groups complain that rates remain significantly higher than many
other countries.24 Lebanon stands in the middle of the regional index regarding fixed internet and
mobile broadband prices and is classified as a developing country with lower penetration and
higher prices than its regional neighbors.25 The total cost of installing broadband internet at home is
between US$84 and US$100, while the monthly subscription for DSL ranges from US$13 to US$91.26
The monthly subscription fee for 3.9G starts at US$10 for 150MB per month, while 4G starts at
US$19 for 750MB per month. Both 3.9G and 4G packages reach US$149 for 40GB per month.27 Just
two years ago, these prices were 80 percent higher and the high bandwidth packages were not even
offered. Nevertheless, these prices remain relatively high considering that in 2012 Lebanon had a
gross national income per capita of US$9,705, which translates to US$809 per month.28
Despite the ministry’s slow response to much-needed repairs and upgrades outside of major urban
areas, some progress has been achieved in the past year. For instance, in an attempt to curb internet
penetration disparity between urban and rural areas, a recent initiative called the Dari bundle allows
some 200,000 citizens living in 210 remote towns with no access to DSL to get free phone sets and

18

LBCI, “Syrian mobile phone invasion of Lebanon reached Kahale”, November 15, 2013, http://bit.ly/1kvr2Lr .

Jad Melki, Yasmine Dabbous, Khaled Nasser and Sarah Mallat (2012). Mapping Digital Media: Lebanon, New York, NY:
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Ministry of Telecommunications website, “Sehnaoui: Lebanese are receiving only 25% of assumed internet speed”, June 7,
2013, http://bit.ly/1eNfUpm.
22
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The Daily Star. (2013, February 14). Consumer group raps Lebanon telecoms rates . http://www.dailystar.com.lb/Business/
Lebanon/2013/Feb-14/206361-consumer-group-raps-lebanon-telecoms-rates.ashx.
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25 The World Bank, “Broadband Networks in the Middle East and North Africa: Accelerating High-Speed Internet Access”,
January 29, 2014, http://bit.ly/1dBBOqX.
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27 See for example: Touch: http://bit.ly/1dbRXrM Higher variants of 3g (enhanced) include later releases such as 3.5g and
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3.5g.
28

518

World Bank. (2012). Lebanon. http://data.worldbank.org/country/lebanon.

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Lebanon

monthly mobile internet pricing equal to the fixed DSL price.29 More recently, mobile operators
introduced eight bundles providing deeply discounted rates for certain disadvantaged customers,
reducing some bills by up to 88 percent.30 The “Bil Khidmeh” bundle provides special rates for
members of the Lebanese army, civil defense, and municipality police. The US$10 per month offer
includes 60 minutes, 60 SMS messages, and 200 MB of internet. Moreover, tariff decree number
6297, adopted on November 9, 2011, allowed for 20 percent discounts on DSL prices in educational
institutions and decree number 8058, issued on April 25, 2012, made internet free between midnight
and 7a.m. and all day in public parks.31 Due to enhancements to the telecoms infrastructure, the
financial advisory group Business Monitor International expected that information technology (IT)
market spending will increase from a growth of 5.1 percent in 2013 to 7.4 percent in 2014, despite
the drastic economic impact of the Syrian refugee crisis.32
The relatively high prices have not deterred most Lebanese from using internet and mobile services
extensively, particularly the youth. Internet usage and digital literacy, however, tend to drop among
older and less affluent citizens, as with rural inhabitants.33 Disruptions to internet services are
infrequent in urban areas, but tend to occur more often outside of Beirut. The disruptions are usually
caused by technical problems and the inability of the network to handle the increased user load, but
last year a mix of political, economic, and natural factors caused many disruptions.34 To make things
worse, Lebanon continues to be liable to frequent electrical blackouts, sometimes lasting several
hours per day, especially outside the capital. In May 2013, Lebanon suffered from power outages
across all its regions as a result of bad weather,35 and in December 2013, it underwent additional
power cuts due to a lack of government funds to buy oil.36 Similarly, in November 2013, news
reports warned of internet disruptions in case the Telecoms Ministry failed to secure the payment
of US$1.6 million to the consortium responsible for the India-Middle East-Western Europe (IMEWE)
international cable.37 The issue was resolved at the last minute; some described it as political.38
The Lebanese government maintains a monopoly over the internet backbone, as well as over the
fixed and mobile telephone industry in general, allowing it to exercise tight control over internet
service providers (ISPs). The Lebanese telecommunications industry is government-owned and
tightly regulated. Lebanon has two government-owned mobile phone companies, officially named
Mobile Interim Company 1 and Mobile Interim Company 2. These operate respectively under the
commercial names Alfa and Touch, which are run by the private companies Orascom Telecom
Holdings and Zain, respectively.39 Because the government sets prices and issues permits for the
29

Caretaker Telecoms Minister Nicolas Sehnaoui Facebook page, January 20, 2014, http://on.fb.me/1bEu47U.

30
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Business Monitor International, “Lebanon Information Technology Report”, December 13, 2013, http://bit.ly/1fSxC90.

Melki, J. (2010). Media Habits of MENA Youth: A Three–Country Survey.
Issam Fares Institute Youth in the Arab World Working Paper Series, 2(1), 3–50. http://bit.ly/9PVsQ3.
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number of subscriptions allowed, there is little competition in the industry and the two companies
practically split the market evenly between themselves.40 The fixed-line telephone and internet
network is owned and operated by Ogero, a state company headed by Abdulmenaim Youssef.
Ironically, Youssef also occupies a position within the Ministry of Telecommunications that oversees
the operations of Ogero.
In addition to running the backbone, Ogero sets internet prices and shares in the management of
online subscriptions, together with two dozen private ISPs.41 Since no law regulates their licensing,
private ISPs currently obtain a permit by decree from the Ministry of Telecommunications.42
In addition, the government has significant control over the processing and approval of user
applications for broadband services, which can usually take six to eight weeks. Crucially, political
influence can significantly interfere with the allocation of contracts to private ISPs and mobile phone
operators.43
Lebanese media and telecommunications laws are regulated by three semi-independent advisory
bodies that report to the Council of Ministers. The National Council for Audiovisual Media and the
Committee for Establishing Model Bylaws and Practices deal mainly with audiovisual media (TV,
radio, and satellite), while the Telecommunications Regulatory Authority (TRA) is responsible for
liberalizing, regulating, and developing the telecommunications sector. Overall, the three bodies
remain largely powerless and fail to live up to their expectations as independent regulators in a
modern state. While in theory the TRA is independent from the government, in reality, dominant
Lebanese political groups possess a great deal of influence over the institution, often rendering it
powerless.44 For this reason, the Ministry of Telecommunications remains the strongest player in the
ICT domain. In fact, the past three telecommunications ministers have gone so far as to claim that
the TRA has no real authority since the law establishing its powers has not yet been implemented.45
Tellingly, since its launch in 2007, many of the TRA’s objectives have not been met, namely the
transition from analog to digital networks and the privatization of the telecommunications sector.
The Lebanese national committee for transition to digital TV announced it has launched its work
plan and its operations to complete the transition from analog to digital by June 17, 2015. Yasser
Fneish, senior interconnection expert at TRA, noted that the committee is finalizing the request for
proposal (RFP) to purchase the adequate equipment for the digital broadcasting network.46 However,
many of these issues will most likely be held up by political disputes and the more pressing security
issues.
The Business Year. (n.d.). Interview Marwan Hayek. The Next Step. http://www.thebusinessyear.com/publication/
article/2/48/lebanon-2012/the-next-step.
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According to the Telecommunications Regulatory Authority (TRA), it is TRA’s prerogative to assess and grant license to
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Telecommunications Ministry.
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Limits on Content
The past year has witnessed the most aggressive attempts by the Lebanese government to filter
ICT content, although such filtering rarely relates to local political issues and is more commonly
motivated by economic interests.47 Social Media Exchange (SMEX) reported that 64 websites were
blocked in 2013 and early 2014. The vast majority were gambling or adult escort services. However,
the numbers included nine Israeli websites, and a news website that had reported an alleged child
sexual abuse case by a Lebanese priest.48 With some exceptions, most of the websites were only
blocked temporarily, and some only by certain ISPs.49 More importantly, the decisions to block these
sites remain unclear and non-transparent. For example, the owners of the city guide beirut.com
stated that ISPs Terranet and Sodetel both blocked their site in late December 2013. While they were
notified that the telecoms minister requested a court order to block their site, the minister denied
the claim. Later, Terranet removed the block but Sodetel kept it in place in January 2014.50 These
non-transparent and inconsistent filtering measures are due to the lack of laws governing internet
policy.
YouTube, Facebook, Twitter and international blog-hosting services such as Wordpress and Blogger
are freely available. In fact, Facebook, Google, YouTube, Microsoft’s Live.com, Twitter, and Wikipedia
rank among the top 10 most visited websites in Lebanon.51
While most social media and communication apps are available in Lebanon, certain Voice over
Internet Protocol (VoIP) applications are blocked on an inconsistent basis in line with the 2002
Telecom Act.52 In 2010, the government-owned phone company Ogero installed equipment to block
VoIP throughout the network, but subsequently backed down under pressure from businesses, civil
society, and politicians. It is important to note that VoIP services are mainly blocked because they
cut into government revenues generated by international phone calls. Furthermore, only certain
VoIP services are blocked, such as Vonage, while Skype is freely accessible. Blocking some VoIP
applications is incurring Lebanon an annual income loss of US$100 million.53 No clear government
decision on the matter exists and the law banning VoIP remains in place, though its implementation
remains vague and inconsistent. Recently, the telecoms ministry noted that it plans to allow
the selling of VoIP services by private operators if they agree to share revenues with the state.54
Government officials are arguably hesitant to engage in censorship out of fears that the moves
could be seen as unfairly targeting one political-sectarian group. In the past, this has been shown
Imad Atalla. (2010. June 8). The Daily Star. http://www.dailystar.com.lb/Opinion/Commentary/Jun/08/Lebanon-is-stiflingyour-digital-freedom.ashx.
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to quickly galvanize various groups against the government or the state security apparatus, causing
unrest.
Although filtering remains rare, there have been limited incidents in which government security
officials pressured individuals and ISPs to remove certain comments—mainly criticism of
government officials or the army—from social media pages, blogs, or websites. Acting upon a court
order, the Directorate for General Security has, in the past, pushed the administrators of Facebook
groups to delete comments or close groups that are seen as defamatory. The military intelligence
has also interrogated individuals for contacting a Lebanese man living in Israel through Facebook.
In addition, intermediaries are legally liable for content posted by users, including domain hosting
services and ISPs (for more on libel cases and the arrests of intermediaries, see “Violations of User
Rights”).
In a new development this year, Facebook management shut down several Lebanese pages for
allegedly publishing Hezbollah-related content, including the Facebook pages “Enta Al-Khabar”
(November 24, 2013), “Lebanon Debate” (November 27, 2013), and “Al-Jadeed Online” (November
28, 2013).55 The latter belongs to a mainstream TV channel.
Despite the evidence of some online filtering, in general, taboo subjects that would normally be
banned from mainstream media outlets, such as pornography, content supportive of Israel, and
sectarian hate speech, are freely available online. Indeed, the two controversial anti-Islam videos,
“The Innocence of Muslims” and “The Innocent Prophet,” remain accessible, despite a September
24, 2012 court decision to ban access to the former in Lebanon.56 Legal experts have expressed
skepticism about the ability of authorities to implement such court orders.57 A similar example is the
Turkish “Fetih 1453” movie, which was deemed insulting to Christianity. It was banned from Lebanese
theaters in October 2012 but remains available online.58 The same goes for a French film featuring a
gay couple, which was banned from theaters in October 2013.59
However, self-censorship is prominent in the blogosphere and in the country’s top media outlets,
which are owned by powerful figures from all sides of the political spectrum. Users often fear
repercussions from the government or certain political and sectarian groups. On July 10, 2013,
Hassan Baydoun, administrator of Bint Jbeil (bintjbeil.org), shut down the website for a day after
he allegedly received threats from a Hezbollah member.60 Farah Shaer, director of the short film
“Wahabtoka Al Muta’h” (I offered you pleasure), also felt it was not safe to publish his film on
YouTube after it was officially banned by the censorship bureau.61

Samir Kassir Eyes, “Press and Cultural Freedom Violations Lebanon, Syria, Jordan, Palestine October- November 2013”,
December 15, 2013, http://bit.ly/1ghDdHN.
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Contributing to this censorial culture were the numerous assassinations of journalists and politicians
from 2005 to 2011, a period that witnessed significant shifts in power inside Lebanon. This climaxed
with the high profile assassination of Prime Minister Rafik Hariri and the subsequent withdrawal
of Syrian forces from Lebanon. The more recent assassinations of high profile Hezbollah leaders,
ranking Future Movement politicians, and journalists covering the Syria conflict has reminded
Lebanese that this dark period is far from over. Nonetheless, even the most controversial topics are
openly debated online. For example, although homosexuality remains taboo in Lebanon and laws
criminalize “unnatural sexual relationships,” LGBTI rights organizations continue to publish content
online despite occasional harassment from security officials.62 The July 2013 announcement by the
Lebanese Psychiatric Society that homosexuality is not a mental disorder was widely circulated
online.63
Online advertising in Lebanon grew by 29 percent in 2012,64 but it remains weak, partly due to the
slowness and unreliability of the internet. In addition, advertising agencies have yet to grasp the
internet as an advertising platform and local websites remain ill-equipped to handle sophisticated
online ads.65 Whereas affluent politicians are known to purchase bulk subscriptions to newspapers
and magazines in order to influence coverage, online advertising remains too small of a factor to be
targeted by political groups and businesses. In fact, the majority of advertising revenue continues to
go to television and other traditional media, while online sources make up two percent of the total
advertising market.66
Lebanese users have access to a wide variety of local and international information sources.
Reflecting Lebanon’s pluralistic society, Lebanese media is highly partisan and controlled by the
dominant political-sectarian actors, mainly through direct ownership of prominent media outlets.67
For example, former Prime Minister Saad Hariri owns Future TV, al-Mustaqbal, the Daily Star, and
a host of other online and offline media outlets. Similarly, Speaker of Parliament Nabih Berri owns
National Broadcasting Network and its affiliates, while Hezbollah controls a vast network of media
outlets, including al-Manar TV and al-Nour radio. The heads of these media outlets are chosen
by these dominant political figures and their news content clearly advances a particular partisan
message. While ensuring plurality, this also creates a climate in which the public sphere is dominated
by the agendas of the powerful political-sectarian leaders and their allies, suffocating the voices of
those who fall outside the main groups.68 At the same time, politicians are known to bribe the few
independent news outlets and journalists that do exist, particularly during election periods.
Civil society groups have used social media widely and effectively to mobilize support for their
causes. Women’s right groups, such as Nasawiya and Kafa, have been successful in attracting
media attention, mobilizing grassroots support, and achieving changes in discriminatory laws

62

See www.helem.net.
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and regulations.69 Their online efforts, combined with strategic litigation and advocacy, led to the
implementation of tougher sentences for “honor crimes” in 2011,70 and the passing of an albeit
diluted law on domestic violence in April 2014.71 Lately, KAFA launched an electronic campaign that
aims to collect e-signatures to petition the Lebanese president to refer the domestic violence law
back to Parliament.
Furthermore, individual online initiatives have scored victories in crowd-funding for social and
humanitarian causes. For example, one day after the library of Father Ibrahim Sarrouj, a Greek
orthodox priest who has the second largest book collection in Lebanon, was torched in the northern
city of Tripoli, filmmaker Mutaz Salloum started a Facebook event with a group of his friends with
the aim of raising $35,000 for rebuilding and restocking the library.72 According to the “Enough
Silence: Public Mobilization to Restore Lebanon’s Historical al-Sa’eh Library” campaign, $30,173
was collected as of February 6, 2014. 73 Another campaign that brought Lebanese together was “I
am NOT a martyr.”74 The online campaign did not succeed in stopping car bombs, but it did spread
a strong message against the normalization of explosions and was widely covered by local and
international media.75
In addition, civil society organizations have been successful in halting the passage of two
problematic online media laws through online campaigning. Activists and businesses delayed and
eventually canceled a parliamentary vote on the highly-restrictive “e-transaction law” in June 2010.76
In March 2012, a similar campaign to “Stop LIRA,” the Lebanese Internet Regulation Act proposed by
the Ministry of Information, led to a halt in deliberations on the law (for more on the e-transactions
law and LIRA, please see “Violations of User Rights” below).
Digital activists were also able to achieve a breakthrough concerning press freedom in Lebanon. On
September 17, 2013, in a response to a Facebook call from the journalist Diana Moukalled, several
journalists and activists gathered outside a court to support journalist Mohannad Hajj Ali, accused
of defamation and inciting sectarian hate (See “Violation of Users Rights”). Due to pressure from
activists, his case was successfully transferred to the judiciary, and his lawyer was able to accompany
him to subsequent interrogations. Journalists who face similar accusations in the future may be able
to use his case as precedent.77
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Online mobilization has more recently been used to advance prisoners’ rights. In November 2013,
an unidentified prisoner created a Twitter account and a Facebook page for Roumieh prison,
highlighting corruption at the prison and exposing the deteriorating conditions from which
prisoners suffer.78 However, not all digital activists have been successful. One of the most publicized
failures pertains to the ongoing anti-sectarianism campaign, which took off in 2011 and so far has
not achieved any of its goals and has failed to mobilize a critical mass of supporters in the country.79
Failures in this domain, however, were not related to censorship, but rather to organizational
challenges.

Violations of User Rights
An absence of laws governing online media, increasing pressure on journalists by the Cybercrime
Bureau, and cyberattacks against political or social websites constituted a grave threat to user rights
over the past year. Users do not generally undergo a full legal prosecution in the country; rather,
prominent figures are summoned and interrogated by the security forces for expressing political
views online. This is mainly related to criticism of army officials, although users have also faced
interrogations for defaming private companies. The pervasive power of the security forces is also
apparent in the realm of surveillance, where blanket requests for user data have resulted in high
profile political disputes between rival factions.
The Lebanese constitution guarantees freedom of expression as well as freedom of the press,
although those rights have not always been respected in practice. Violations of press freedom
typically receive an immediate and passionate reaction from the public, serving as a powerful
check against the government’s actions in this domain. However, no specific provisions in these
pre-internet era laws relate to online speech, and many have been anticipating a new law for over
a decade. Meanwhile, courts apply these and other traditional media laws to the online sphere in
an inconsistent and often contradictory fashion.80 This has produced a confusing legal environment
with overlapping jurisdictions and contradictory laws governing online content, including the civil
laws, the penal code, the Publications Law, the Audiovisual Law, the elections law, and the military
code of justice.81 Three serious attempts to develop new media laws have generated heated national
debates in the past three years, although so far, none have generated any concrete results.82
Firstly, the e-transactions law, proposed in 2010, required “anyone providing online services” to
apply for a license, allowed for “warrantless search and seizure” of information and equipment,
and proposed a licensing and regulatory body with broad unchecked powers over e-commerce
companies.83 In early 2012, the Ministry of Interior proposed the Lebanese Internet Regulation Act
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(LIRA), which applied the archaic 1962 Press and Publications Law to websites and their employees.84
Although LIRA was seen as less problematic than the e-transactions law, it included enough vague
language and restrictions to evoke fears of broad censorship.85 For example, LIRA prohibited the
publishing of “immoral content,” including matters related to gambling, and did not define which
websites were defined as “information websites” and thus were required to register.86 LIRA also
prohibited users from managing more than one website at a time and banned anyone convicted
of a “heinous misdemeanor or felony” from owning one altogether. As mentioned, both the
e-transactions law and LIRA were halted under public pressure. 87
In contrast, the law recently proposed by the Maharat Foundation was drafted through engagement
with various ICT stakeholders and attempts to uphold democratic rights.88 Nevertheless, the Maharat
proposal has garnered some resistance, mainly from the Lebanese Press Federation, which sees it as
a threat to its authority.89 In contrast to the two previously mentioned bills, the Maharat law attempts
to regulate print, broadcast, internet, and mobile media, thereby unifying the two main laws that
currently regulate the media industry: the 1962 press and publications laws and the 1994 audiovisual
law. The Maharat law also abolishes provisions that currently allow for the precautionary detention
of journalists “convicted for libelous violations,” removes the distinction between political and nonpolitical media, and no longer requires newspapers to obtain a license.90 The draft law has been
stuck in the Lebanese parliament’s telecommunications committee since the government collapsed
in early 2013, but even with the new government in place, Maharat activists note that there is no
political will at the moment to push this draft law forth. The Arab ICT organization Ijma3 is leading
an initiative to study ICT laws in Lebanon and the Arab world and later compare them with ICT laws
in the European Union in order to recommend best practices and laws for ICT in Lebanon.91
From a legal perspective, the most serious threat to internet users and online journalists remains
the country’s slander and libel laws. Under Article 588 of the Lebanese penal code, defaming the
president carries a sentence of 3 to 12 months, while defaming the army or other public figures
carries a sentence of up to 6 months.92 The appeals process is often drawn out and highly politicized.
In practice, however, most online users targeted with such accusations are quickly released and the
cases are usually forgotten or dropped under public or political pressure. However, even if the cases
tend to wither away with little or no legal action, they almost always generate heated public debates
and protests. In the recent past, a handful of cases caught the attention of the media and wider
public.
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Political leaders and state officials have often abused the slander law to intimidate and silence
journalists, especially the archaic laws that forbid insulting the president. This has been bolstered
this year by the growing power and activities of the Lebanese Cyber Crime and Intellectual Property
Rights Bureau (Cybercrime Bureau) in summoning and interrogating online journalists and bloggers.
Online journalists and bloggers are often summoned and interrogated by the Cybercrime Bureau
in contravention of the publications law, which “bans security investigations of journalists and
requires that such investigations [be] conducted by a judge, in the presence of a lawyer, and away
from police stations.” Activists fear this practice increases self-censorship and suppresses freedom
of expression online. The Legal Agenda, an NGO focusing on legal issues, highlighted “the danger
of assigning separate bodies to investigate online as opposed to offline activities,” which will
deny online journalists the legal guarantees afforded to offline journalists. It also called on the
government “to limit the Bureau’s powers to technical expertise and knowledge that supports the
judiciary” and put a stop to their practices of summoning and interrogating people who publish
online.93
On June 18, 2013, the Cybercrime Bureau summoned Jean Assy to answer for insulting the President
on Twitter. Assy said he was also interrogated over tweets he wrote in which he was critical of Prime
Minister Najib Mikati, former prime minister Saad Hariri, and Interior Minister Marwan Charbel.94 He
was released on bail, but in February 2014 the publications court sentenced him to two months in
prison.95 A few days later, Assy wrote a public apology to the president.96
On September 11, 2013, the Cybercrime Bureau summoned Rasha al-Amine after she posted on
her Facebook page an article calling Samir Geagea a murderer.97 Al-Amine was interrogated for four
and a half hours before being released without charges.98 Two weeks earlier, journalist Lokman Slim
was interrogated for more than four hours for posting the same article, which had been previously
published by Almuhasaba, a news website.99 Journalist Mohanad Hage Ali was also summoned by
the Cybercrime Bureau for sharing the article, and was accused of defamation and inciting sectarian
strife. His case has been transferred to the judiciary for review.100
On January 21, 2014, Lebanese army intelligence officers interrogated Bilal Hussein, an engineer and
activist from Tripoli, because he shared and promoted on his Facebook page a cartoon, published by
the Beirut Observer, which criticized army commander Jean Kahwaji. Hussein says he was detained
for six hours and kept in harsh conditions. He noted that they tied his hands, blindfolded him, kept
him standing, and subjected him to intimidation and insults.101
The Cybercrime Bureau also detains users for libel allegations against private companies. For
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example, blogger Rita Kamel was interrogated in August 2013 over a January 2013 blog post in
which she criticized the Pan Arab Web Awards Academy. She was accused of slander and libel but
later released after signing a pledge not to repeat the offense.102 Similarly, the bureau detained
blogger Gino Raidy on January 29, 2014 for two and a half hours, without the presence of a lawyer.
On June 8, 2013, he had written about cube7, a local subsidiary of an international e-commerce
solutions company named Bonofa.103 Raidy was accused of defaming Bonofa and was later released
after signing a commitment not to use slanderous terms on his blog.104 This is despite the fact that
the bureau stated, on September 17, 2013, that they would no longer detain bloggers, journalists,
and activists for interrogation.
On November 25, 2013, Rami Aysha, a freelance reporter for Spiegel Online, was sentenced to
six months in prison by a Beirut military court for charges of smuggling firearms.105 His sentence
was later reduced to two weeks. Aysha says he was working on a story about arms trafficking
when he was arrested on August 30, 2012 and allegedly tortured while in detention.106 The precise
circumstances behind his arrest remain unclear.
Media reports highlighted numerous cases of extralegal violence and threats against activists and
bloggers in late 2013 and early 2014. On May 14, 2013, blogger Habib Battah said he was physically
assaulted for taking pictures of historic ruins at a construction site in downtown Beirut. Several
men attacked and forced him to erase the photos. When he reported it to a local police station,
the officers advised him to forget the issue since he did not have any witnesses.107 On June 28,
2013, while Nasawiya feminist activists were having a farewell party, the bodyguards of member of
parliament (MP) Nadim Gemayael demanded them not to take photographs as MP Gemayal was
in the vicinity and threatened the activists with their guns.108 On November 26, 2013, several online
activists and journalists gathered to protest the arrest of the crew of al-Jadeed channel’s “Taht Ta’ilat
el Masooliya” (Subject to Accountability) TV show. Customs security agents ended up physically
assaulting the protesters.109
In addition, several online journalists and activists received death threats on their social media
accounts. For example, on March 20, 2013, activist Rami Olleik received death threats on Facebook
warning him not to give an interview to Future TV. Journalist Ramez El-Kadi from Al-Jadeed TV
received similar threats on Twitter. 110
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In a new and unprecedented development this year, Twitter revealed that the Lebanese government
has requested information about the identity of specific online users. Twitter complied with 67
percent of the requests.111 Stories of more extralegal methods used to identify anonymous online
users also abound. These cases tend to be low profile and are often underreported out of fears
of public embarrassment or due to government intimidation. One well-publicized case from 2000
pertains to Gay Lebanon, a pro-LGBTI rights website. Lebanese vice police tried to force Ziad
Mughraby, the owner of the local ISP Destination and son of a human rights lawyer, to reveal the
names of the website’s owners. Kamal Batal, director of the human rights organization MIRSAD,
subsequently emailed a letter of protest to raise awareness about the issue. Under a military tribunal,
both he and Mughraby were convicted of defaming the army and forced to pay a fine of US$219
each.112
Currently, Lebanese law does not place restrictions on online anonymity or encryption software.
However, there have been reports that the draft media laws currently being debated behind closed
doors in parliament do require some form of registration for news websites, similar to the LIRA
proposal. According to an order issued by the public prosecutor’s office on June 7 2013, ISPs are
to save all internet log files for a period of one year. The requested data include the username, the
user’s IP address, the websites the user is connected to, the user’s location, and the protocols used
in the user’s online activity.113 Prepaid mobile phones can be easily purchased around the country
without any ID requirements.
The incoming minister of telecom Botrous Harb decided to cancel the mandatory registration of new
mobile phones entering the country, a move that was opposed by local mobile phone importers
and vendors.114 His predecessor Nicolas Sehnaoui had implemented the IMEI (International Mobile
Station Equipment Identity) registration requirement in early 2013 in order to counter mobile
phones smuggling. Mobile phone networks use the IMEI to identify stolen or smuggled phones.
The issue of surveillance has garnered much public debate and controversy over the past eight
years, which witnessed devastating violence and major political shifts, including a chain of political
assassinations (mainly 2005-2008), a 30-day war with Israel (2006), a small-scale civil war (2008), and
a political climate that continues to divide the country into two large blocks: the “March 14 Alliance”
and the “March 8 Alliance.”115 At issue was the widespread and aggressive surveillance and private
data acquisition by the Information Branch of the Lebanese Internal Security Forces (ISF), the United
Nations International Independent Investigation Commission (UNIIIC), and the Special Tribunal for
Lebanon (STL), which were responsible for investigating the assassinations, particularly that of the
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late prime minister Rafik Hariri in 2005.116 The three organizations enjoyed almost free access to
private data between 2005 and 2008, collecting sources as diverse as university transcripts, medical
history, and mobile phone records in the name of national security. Their work was largely facilitated
by Marwan Hmadeh, the ranking March 14 member and telecommunications minister from 2005 to
2008, himself a survivor of a 2004 assassination attempt.
In general, the laws regulating legal surveillance and the acquisition of communications data are
vague and widely disputed. Attempts to develop clear privacy laws and regulations have failed,
mainly because of their highly politicized nature. Currently, the typical process for acquiring user
data involves a request from the ISF to the Ministry of Interior (or from the army to the Ministry
of Defense), which is then sent to the prime minister for approval. The order is then sent to the
telecommunications minister for execution—although in some instances the latter has refused to
hand over the data to the ISF. This process was approved by the cabinet of ministries in 2009 as part
of an agreement to share communication data with security and military officials. However, those
who dispute this process, particularly the last three telecommunications ministers, cite the need to
obey privacy laws and insist that the government’s 2009 decision is limited to metadata and does
not cover requests for the content of communications transactions and other specific data. During
their respective periods in office, the ministers argued that large-scale, broad requests from the ISF
should be accompanied by a court order.
For example, in December 2012, then-telecommunications minister Nicolas Sehnaoui revealed
that the ISF had requested an expansive amount of information on Lebanese citizens for a twomonth period of time.117 In a Facebook post, he called upon “all bloggers, e-journalists, Tweeters
and Facebook users and all members of our social media community” to pressure the council of
ministers to reject the ISF request.118 In total, three ministers have had conflicts with the ISF and
Prime Minister Najib Mikati,119 who has struggled to appease both sides and present himself as an
independent leader.120 Most recently, the incoming Cabinet of Ministers approved in its first meeting
the handing over to security agencies of telecoms data of all Lebanese, despite strong objections
from the March 8 alliance.121 The politicization of these issues and the failure of any attempts
to institute clear regulations remain the most serious problems when it comes to online privacy
protection.
In addition, reports of Israeli attempts to infiltrate Lebanon’s telecommunications system abound.
Over the past four years, several employees working for mobile and fixed phone operators were
arrested for allegedly carrying out clandestine intelligence activities for Israel.122 There were also
The UNIIC and later the STL, which were established to investigate the assassination of Lebanese Prime Minister Rafik
Hariri in 2005, were later accused of collecting private data not relevant to the investigation, including medical records from a
local gynecological clinic that is frequented by the wives of many Hezbollah members.
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numerous reports about spying devices discovered on the network.123 On November 6, 2013,
Lebanese speaker of parliament Nabih Berri said that Israel installed spying equipment along its
border with Lebanon. MP Hasan Fadlallah said that there are now 39 listening posts which are able
to listen to people’s phone conversations and track people holding their mobile phones. On January
8, 2014, Lebanon filed a complaint to the UN regarding Israeli espionage.124 Moreover, attempts by
the ISF to install and operate surveillance technologies have apparently been halted recently.125 In
fact, a public debate about illegal phone lines, surveillance, and privacy ensued after a May 2011
confrontation between former minister of telecommunications Charbel Nahas and the ISF. The
controversy was triggered after members of the ISF blocked the minister and his team from entering
a ministry building to dismantle a non-commercial mobile network which was allegedly used by the
ISF for intelligence purposes, without government sanctioning or TRA supervision.126
When it comes to cybercafes, operators have only a few requirements by which they must abide,
including registering their business with the Ministry of Finance for tax purposes and ensuring that
all software used in their machines is legal and licensed. Interviewed operators of cybercafes said
other matters are left to their own discretion and no special requirements to aid the government
exist. Customers are not obliged to register and no monitoring software is installed on machines.
They do, however, use firewalls and filters to block pornographic websites, particularly to protect
children—a matter that caught media attention in April 2006 and led to the addition of such
provisions to the proposed e-transactions law.
In Lebanon, cybersecurity is not governed by legislation. Thus, the country lacks a strategy for
immunizing itself against cyberattacks.127 Cyberattacks are on the rise in Lebanon, especially those
emanating from outside of the country. Over the past year, several government and news websites
were attacked multiple times. For example, on June 21, 2013, Raise Your Voice (RYV) hacked the
website of the Lebanese parliament and posted an event calling for a sit-in outside the parliament
to denounce the parliament’s term extension.128 RYV activists had struck multiple times in 2012 and
hacked over a dozen government websites.129 These attacks—seemingly initiated by a local Lebanese
group—often consist of posting comments criticizing the government for its economic and
developmental policies, especially in relation to the electricity shortage and the increasing poverty.130
The spillover effects of the Syrian conflict also impinged on the Lebanese ICT sphere. In early 2013,
groups from Kuwait and Syria hacked the websites of the Lebanese parliament and interior ministry,
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respectively, to criticize Lebanese support,131 or cooperation with, the Syrian government.132 There
were also news reports of cyberattacks against Lebanese banks and financial institutions,133 with
some experts noting the attacks may have been state-sponsored and aimed at disrupting Syrian and
Iranian finances.134
The online news industry has also been a popular target of such attacks. Most recently, the websites
of Arrouwad newspaper (April 11, 2013),135 Murr TV (April 16, 2013), NBN TV (August 3, 2013136), and
Lebanon24 (December 29, 2013) came under attack.137 Trella, a blog about free speech, social justice,
and human rights in Lebanon,138 lost 10 years of content after it was hacked on April 10, 2014.139 The
most significant case remains hijacking of al-Mustaqbal newspaper’s home page on April 10, 2013.
In a politically motivated attempt to discredit the Special Tribunal for Lebanon (STL), hackers posted
the names of alleged witnesses in the Rafik Hariri assassination trial.140 Some journalists’ personal
web sites and social media pages have also suffered from such attacks, such as Paula Yacoubian’s
Facebook page (January 18, 2013).141
There has been an increase in number of attacks on the websites and the online communication
tools of political parties, civil society groups, activists and—most recently—clerics. Such incidents
include the attacks on the websites of the Palestinian journalists’ association (June 18, 2013),142 and
the Independence Movement (April 19, 2013).143 On June 30, 2013, the website of the MP Nadim
Gemayel was hacked and a video was posted showing a clash between the MP’s bodyguards and
Nasawiya activists. Under the video, a statement read “Lock up your dogs”, in reference to the MP’s
bodyguards.144 On December 29, 2013, the Twitter account of Al-Moustaqbal movement Secretary
General Ahmad Hariri was hacked. The hackers posted a sectarian tweet that stated, “No one will be
able to defeat Sunnis in Lebanon. We will continue in our path till the end and you will not be able
to terrorize us,”145 along with a picture featuring the late Arab leaders Saddam Hussein, Yasser Arafat,
The Daily Star. (2013, February 23). Lebanese Parliament website hacked. http://www.dailystar.com.lb/News/LocalNews/2013/Feb-23/207634-lebanese-parliament-website-hacked.ashx.
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News/Local-News/2012/Aug-11/184234-virus-plunges-lebanon-into-cyber-war.ashx, and SecureList. (2012, August 10). Gauss:
Abnormal Distribution. http://www.securelist.com/en/analysis/204792238/Gauss_Abnormal_Distribution.
133
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Samir Kassir eyes. (2013, April 15). Arrouwad’s Website Hacked twice in two days. http://www.skeyesmedia.org/ar/News/
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Samir Kassir Eyes, “Press and Cultural Freedom Violations Lebanon, Syria, Jordan, Palestine August 2013”, September 11,
2013, http://bit.ly/1facNo6.
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Samir Kassir Eyes, “Press and Cultural Freedom Violations Lebanon, Syria, Jordan, Palestine April 2013”, May 15, 2013,
http://bit.ly/1eiREqD

143

Now, “Nadim Gemayel’s Website Hacked” (Arabic), June 30, 2013, http://goo.gl/RjG5Tt; Naharnet, “Nadim Gemayel’s
Website Hacked after Row with Activists”, June 30, 2013, http://bit.ly/1fafrtZ.

144
145

532

Naharnet, “Moustaqbal: Ahmed Hariri Twitter Account Hacked”, December 30, 2013, http://bit.ly/1h4VYSn.

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Lebanon

Jamal Abdul Nasser, and Rafik Hariri.146 On January 24, 2014, “Hizb Shabibet Lobnan Al-Arabi”, a
political movement, claimed its site was hacked by a Syrian anti-government group.147 Most recently,
Bkerke, the website of the Maronite patriarchate, was hacked on April 15, 2014.148 Such cyberattacks
are likely to further increase given the controversial topics these political groups champion.
Many of these cyberattacks are dealt with promptly, though the perpetrators are seldom identified
and detained. In one reported incident, the Cybercrime Bureau apprehended two Lebanese hackers
accused of breaking into emails and Facebook accounts, stealing their owners’ identities, and
blackmailing them for ransom.149 The increase in similar hacking attacks and blackmail attempts has
alarmed Lebanese security officials, who remain poorly equipped to deal with them.150

These leaders were all Sunni Muslims, although it is important to note that all of them were secular politicians who led
secular governments and political groups, especially Abdul Nasser, Arafat, and Hussein.
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2013

2014

Population:

6.5 million

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

17 percent

Obstacles to Access (0-25)

17

18

Limits on Content (0-35)

9

9

Violations of User Rights (0-40)

19

21

TOTAL* (0-100)

45

48

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Protestors stormed the headquarters of the Libya Telecom and Technology, making
political demands and forcing engineers to cut off internet access to large parts of the
country (see Obstacles to Access).

•

In February, the General National Congress (GNC) passed a law prohibiting any criticism
of the 2011 revolution, as well as insults against GNC members (see Violations of User
Rights).

•

Online threats and violent attacks on journalists increased. Khadija el-Emaime, a reporter
with the news website Libya al-Mustaqbal, survived an assassination attempt in Benghazi
in August 2013 (see Violations of User Rights).
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Introduction
The situation has been tenuous in Libya over the past year, with a political crisis and fighting
between different armed militias ongoing. The General National Congress (GNC), elected in July
2012, voted to extend its term in February 2014 and laid out plans for a Constitutional Drafting
Assembly to write the new constitution without 60 days.1 The Council of Representatives Law was
passed in March, setting the stage for parliamentary elections in June.2 However, while the creation
of Libya’s first democratically-elected government in 60 years was a great step forward, there has
not been significant progress toward remedying the country’s legal and institutional challenges. The
actions of militias, including armed Islamist groups, offset many of the gains the government has
made in removing obstacles to internet access and limits on online content. The overall breakdown
in the rule of law, instigated by political turmoil and violence, has also led to greater extralegal
attacks on journalists.
The internet became publicly available in Libya in 1998, though prices were excessively high and
access was limited to the elite. Thousands of cybercafes sprang up after 2000, eventually offering
cheap internet to both urban and rural users.3 Over the following decade, the state telecom operator
reduced prices, invested in a fiber-optic network backbone, and expanded ADSL, WiMax, and other
wireless technologies throughout the country.4 In its initial stages, there were few instances of online
censorship in Libya.5 However, it was not long until the Qadhafi regime began to target opposition
news websites, particularly after the lifting of United Nations sanctions in 2003 led to increased
access to surveillance and filtering equipment.6 Overall, the highly repressive online environment,
which included harsh punishments for any criticism of the ruling system, contributed to an extreme
degree of self-censorship by internet users.7
It has now been three years since the 2011 Libyan revolution, when a popular uprising and ensuing
civil war deposed the country’s long-time leader, Muammar Qadhafi, and placed the country on a
shaky path to democracy. Overall, the country has witnessed a flurry of self-expression as Libyans
seek to make up for lost time under the Qadhafi era, resulting in an increase in news sites, the
development of a market for online advertising, and massive growth in Facebook use. However, the
civil war also impacted investment in the country’s information and communications technology
(ICT) sector, damaging infrastructure and sidelining an earlier US$10 billion development plan for
2020.8 Laws from the Qadhafi era remain an impediment to freedom of expression. In other cases,

Patrick Markey and Ghaith Shennib, “In standoff, Libyans protest over parliament extension,” Reuters, February 7, 2014,
http://www.reuters.com/article/2014/02/07/us-libya-crisis-idUSBREA161MH20140207.

1

See Alaa Bayoumi and Alia Chughtai, “Infographic: Explaining Libya’s Election,” Al Jazeera, June 24, 2014, http://www.
aljazeera.com/indepth/interactive/2014/06/infographic-explaining-libyas-election-2014624134840313976.html.

2

Gamal Eid, “Libya: The Internet in a conflict zone,” The Arabic Network for Human Rights Information, 2004, http://www.
anhri.net/en/reports/net2004/libya.shtml.

3

“Libya – Telecoms, Mobile and Broadband,” Budde.com, accessed August 21, 2013, http://www.budde.com.au/Research/
Libya-Telecoms-Mobile-and-Broadband.html.

4

Doug Saunders, “Arab social capital is there – it’s young and connected,” The Globe and Mail, March 5, 2011, http://www.
theglobeandmail.com/news/world/doug-saunders/arab-social-capital-is-there-its-young-and-connected/article1930770/.

5

6

“Libya,” OpenNet Initiative, August 6, 2009, http://opennet.net/research/profiles/libya.

Ismael Dbarra, “Internet in Libya: Everyone is rebelling against continued blocking and censorship,” Elaph (Arabic), March 5,
2009, www.elaph.com/Web/politics/2009/3/415948.htm.

7

8 “Libya – Telecoms, Mobile and Broadband,” Budde.com, accessed August 21, 2013, http://www.budde.com.au/Research/
Libya-Telecoms-Mobile-and-Broadband.html.
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laws that once prohibited criticism of Qadhafi’s revolution have been changed to outlaw criticism
of the 2011 revolution or members of the GNC. However, the biggest impediment to free speech
remains the threat of extralegal violence by armed militias. Journalists faced assassination attempts
over the past year and numerous online threats related to their reporting.

Obstacles to Access
Internet penetration has traditionally been very low in Libya. While the percentage of the population
with access to the internet almost doubled from 2008 to 2013, the latest estimates still put
penetration at just 16.5 percent.9 Of these users, an estimated 80 percent use the wireless WiMax
service. At present the country has 346 towers in 18 different locations to fulfill the need for WiMax
services and internet connections. Broadband was introduced in 2007, although the number of fixed
broadband subscriptions was relatively low at just over 1 subscription per every 100 inhabitants in
2013.10
Mobile phone use is ubiquitous in comparison. There are over 13 million mobile subscriptions in
Libya, representing a penetration rate of 156.3 percent.11 Prices have dropped systematically since
the introduction of a second mobile provider in 2003, resulting in greater affordability. By 2013, the
price of a prepaid SIM card from the main provider, Libyana, was LYD 5 (US$ 4). Smartphones and
3G connectivity have been available since 2006, though the prohibitive cost of compatible handsets
impedes their wider dissemination.12
Similarly, the cost of a home internet connection remains beyond the reach of a large proportion
of Libyans, particularly those living outside major urban areas. A dial-up internet subscription cost
LYD 10 per month (US$ 8), an ADSL subscription was LYD 20 (US$ 16) for a 20 GB data plan, and
WiMax was LYD 40 (US$ 31) for a 15 GB data plan, after initial connection fees. By comparison, gross
national income per capita was US$ 1,078 per month, pushed up by relatively high salaries in oil and
gas firms.13 Libya Telecom and Technology (LTT) announced a plan to decrease the prices of leased
lines up to 45 percent starting from first quarter of 2014 to coincide with the month of Ramadan.14
The LTT also decreased WiMax connection fees for individual users from LYD 160 (US$ 124) to LYD
120 (US$ 93) and from LYD 260 (US$ 202) to LYD 220 (US$ 171) for households.15 WiMax modems
are in short supply, resulting in high prices for second-hand devices sold on the site Open Souk,
Libya’s online marketplace.16
“Percentage of individuals using the Internet,” International Telecommunications Union, 2013, accessed August 19, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

9

“Fixed (wired-) broadband subscriptions,” International Telecommunications Union, 2013, accessed August 19, 2014, http://
www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

10

“Mobile-cellular subscriptions” International Telecommunications Union, 2011.Available at http://www.itu.int/en/ITU-D/
Statistics/Pages/stat/default.aspx.

11

“Libyana Introduces 3G Services for First Time in Libya,” The Tripoli Post, September 26, 2006, http://www.tripolipost.com/
articledetail.asp?c=2&i=311.

12

“Libya – World Development Indicators” The World Bank, accessed August 21, 2013, http://data.worldbank.org/country/
libya#cp_wdi.

13

“Discounts up to 45% in the service of custom fonts,” [in Arabic] Libya Telecom & Technology, http://www.ltt.ly/news/d.
php?i=206, accessed July 23, 2013.

14

“Now, Libya Max service from Libya Telecom and Technology worth 120 dinars for personal rather than 160,” [in Arabic]
Libya Telecom & Technology, http://www.ltt.ly/news/d.php?i=188, accessed July 23, 2013.
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Many foreign and Libyan organizations and individuals in need of a reliable internet service contract
have been driven towards two-way satellite internet technology. As two-way technology has become
more popular, connection fees and equipment costs have been lowered. Prices were recently at
LYD 800 (US$ 630) for the hardware and a monthly subscription costs LYD 255 (US$ 210) for a fast
connection, depending on the number of users.17
Most people access the internet from their homes and workplaces (particularly those working for
foreign organizations or companies), followed by mobile phones, and hotel lobbies. The cybercafe
industry, which was decimated in many parts of Libya during the conflict, is starting to return to
profitable business through catering mainly to foreign workers and Voice over Internet Protocol
(VoIP) calls. The adult literacy rate is last recorded at 90 percent and a wide range of websites and
computer software is available in Arabic.18 However, limited computer literacy, particularly among
women, has been an obstacle to universal access.
The Libyan civil war significantly disrupted the country’s telecommunications sector, with the
damage estimated at over $1 billion.19 There have been few improvements to ICT equipment since
the Qadhafi era, prompting frustrated Libyans to create the Facebook page titled, “I hate Libyan
Telecom and Technology,” which attracted over 20,000 followers.20 Upgrades have been projected in
an effort to respond to demands for increased capacity, such as the laying of the European Indian
Gateway and Silphium submarine cables,21 the construction of additional WiMax towers,22 the
creation of Wi-Fi hotspots, the installation of a long distance fiber-optic cable within the country,23
and the development of next-generation broadband.24
According to Akamai, Libya has the world’s slowest internet speeds at 0.5 Mbps.25 ICT experts
say this results from poor infrastructure, a lack of quality of service, technology constraints and
continued lack of regulations. Furthermore, broadband is not widely available, bandwidth limitations
exist for fixed-line connections, wireless users face slower speeds due to heavy congestion during
peak hours, and there is a general lack of resources and personnel to perform maintenance and
repairs.26
Libya has seen repeated shutdowns to internet service over the past year due to vandalism and
technical disruptions. The internet was cut through much of the country in December 2013 as 150
17

See http://www.giga.ly/ or https://www.facebook.com/Giga.ltd

“Literacy rate, adult total (% of people ages 15 and above),” The World Bank, accessed August 21, 2014, http://data.
worldbank.org/indicator/SE.ADT.LITR.ZS/countries.

18

“Libya – Telecoms, Mobile and Broadband,” Budde.com, accessed August 21, 2013, http://www.budde.com.au/Research/
Libya-Telecoms-Mobile-and-Broadband.html.

19

20

See https://www.facebook.com/ihateltt

21 “The Activation of The New Upgraded Submarine Cable System between Libya and Italy,” The Tripoli Post, December 25,
2011, http://www.tripolipost.com/articledetail.asp?c=11&i=7562.

“ZTE suggest Libya will boast nationwide WiMax network by Aug-13,” TeleGeography, January 24, 2013, http://www.
telegeography.com/products/commsupdate/articles/2013/01/24/zte-suggests-libya-will-boast-nationwide-WiMax-network-byaug-13/.

22

23

“Italian Company to Install Fiber-Optic Network,” Libya Business News, September 29, 2012, http://bit.ly/RbnhMm.

Tom Westcott, “Improving Libya’s Internet Access,” Business Eye, February 2013, pp. 18, available at http://www.libyaherald.
com/business-eye-issue-1-february-2013-2/.
24

Douglas A. McIntyre, “Libya Leads the World in Slowest Internet Connection Speeds,” Yahoo Finance, June 30, 2014, http://
finance.yahoo.com/news/libya-leads-world-slowest-internet-104001791.html.
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protestors violently stormed the headquarters of LTT, demanding the resignation of Prime Minister
Ali Zeidan.27 Faults caused disruptions in Kufra, Zliten, and other cities at other points in the year. LTT
has denied intentionally shutting down service.28
The state-run Libyan Post Telecommunications and Information Technology Company
(LIPTC), formerly the General Post and Telecommunications Company (GPTC), is the main
telecommunications operator and is fully owned by the government. In 1999, the GPTC awarded
the first internet service provider (ISP) license to Libya Telecom and Technology (LTT), a subsidiary
of the state-owned firm. The tender for the first private mobile network service provider was set to
be issued in 2014.29 Since the fall of the regime, 25 ISPs have been licensed to compete with stateowned ISPs and 23 VSAT operators have also been established. Many have strong ownership ties to
the government.30 The LIPTC owns two mobile phone providers, Almadar and Libyana, while a third
provider, Libya Phone, is owned by the LIPTC’s subsidiary, LTT.
The post-conflict regulatory environment remains very unclear. The newly elected government has a
Ministry of Communication, but it has expressed no clear vision for the future. Furthermore, disputes
over the country’s governance have led to controversy over who is the rightful prime minister of
Libya, and consequently the legitimate minister of communication. Many of the policies restricting
internet freedom that were promulgated under Qadhafi are still operative. During the Qadhafi era,
decisions on licensing were made by the government-controlled GPTC. There was talk in 2006 of
creating a new regulator, the General Telecom Authority (GTA), but its status and function remains
unclear. Some suspect it was intended to oversee the monitoring of online activities.

Limits on Content
The online media landscape has developed quickly in Libya since restrictions on publishing
dissipated with the fall of the old regime. As internet use has increased, so has the market for online
advertising, contributing to the overall expansion of Libyan news sites and online services. Facebook
in particular has become an important news source for many Libyans. Nonetheless, habits formed
during decades of oppressive rule and the continued threat posed by militias both contribute to
some degree of self-censorship among users, particularly on sensitive subjects. While these limits on
content endured in the past year, it is still too early to tell what direction Libya is moving during this
highly fluid, uncertain period.
The defeat of the Qadhafi regime led to a cessation of state blocking in August 2011. Under the
various transitional and interim governments, censorship remained sporadic. The transitional

“Protestors force Libya internet shutudown,” BBC News, December 21, 2013, http://www.bbc.com/news/worldafrica-25481794, and Ahmed Elumami and Sami Zaptia, “Libya protestors force internet blackout,” Libya Herald, December 21,
2013, http://www.saudigazette.com.sa/index.cfm?method=home.regcon&contentid=20131223190286.
27

“LTT denies cutting internet services,” Libya Business News, July 28, 2014, http://www.libya-businessnews.com/2014/07/28/
ltt-denies-cutting-internet-services/.

28

Daily News Egypt (2013) ‘Libya to tender for first private mobile licence: minister –‘ retrieved from:
http://www.dailynewsegypt.com/2013/09/17/libya-to-tender-for-first-private-mobile-licence-minister/#sthash.2FwVJUZN.dpuf

29

United Nations Economic Commission for Africa, “The Status of Information for Development Activities in North Africa,”
(paper presented at the twentieth meeting of the Intergovernmental committee of experts, Tangier, Morocco, April 13-15, 2005),
http://www.uneca.org/na/Information.pdf;“Internet Filtering in Libya – 2006/2007,” OpenNet Initiative, 2007,http://opennet.net/
studies/libya2007; “Telecoms in Libya”[in Arabic], Marefa.org, accessed August 30, 2012, http://bit.ly/1bhJYKc.
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government blocked YouTube to suppress videos documenting human rights abuses by militants,
but the platform was available again after the civil war ended in 2011.
Social media services such as YouTube, Facebook, Twitter, and international blog-hosting platforms
are now freely accessible. In fact, the “Innocence of Muslims” film that sparked protests outside
the American consulate in Benghazi was not blocked by Libyan authorities, although it was made
inaccessible by YouTube’s parent company, Google. Facebook was inaccessible for at least one day in
2012, although the LTT attributed it to technical error.31
Many Qadhafi-era government webpages containing information on laws and regulations from
before the uprising are inaccessible, as is the online archive of the old state-run Libyan newspapers.
Some of these websites may have become defunct after the officials running them were ousted
or hosting fees were left unpaid, but others were likely taken down deliberately when the
revolutionaries came to power.
There is little transparency and no legal framework related to the blocking of websites in Libya, as
the regulations have not yet been formulated. Technically, all regulations of the Qadhafi era remain
valid. When accessing banned websites, users are shown a message from the authorities to note that
the site has been blocked.
The English- and Arabic-language websites of the television channel Russia Today (RT) were
accessible in Libya during the coverage period, though they were blocked in 2013. RT had posted
an interview with Mahmoud Jibril, head of the National Forces Alliance, in which it was alleged
that Libya’s last prime minister under Qadhafi, Baghdadi al-Mahmoudi, was tortured in custody by
government authorities after being extradited from Tunisia.32 The Ministry of Communications and
Information Technology confirmed that RT was blocked on their Facebook page at the time, .33
Prior to the war, “indecency” was prohibited but sexually-explicit sites were never blocked. Some
pornographic websites have been blocked since the end of the civil war based on a decision made
by an ad hoc Temporary Steering Committee formed after the liberation of Tripoli. The committee
was formed of conservative rebel fighters in a bid to be seen as the guardians of public morality.
The LTT has not unblocked the content, perhaps due to the conservative outlook of some political
factions vying for influence in the future of Libya.
Though the environment has loosened considerably since Qadhafi, a sizable number of Libyan
bloggers, online journalists and ordinary citizens continue to practice some degree of selfcensorship due to continued instability and increasing threats and violence against journalists over
the past year.34 After the revolution, there was a notable increase in the number of bloggers writing
within Libya, particularly writings devoted to political activism, hope for the future, and criticism
of the interim government. Nonetheless, many bloggers and individuals choose not to comment
“Reasons for the stop of social networking site Facebook,” [in Arabic] Libya Telecom & Technology, http://www.ltt.ly/
news/d.php?i=215, accessed July 23, 2013.

31

32 Chris Stephen and Luke Harding, “Libya’s former PM Mahmoudi ‘tortured’ on forced return to Tripoli,” The Guardian, June
27, 2012, http://www.guardian.co.uk/world/2012/jun/27/libya-mahmoudi-tortured-return-tripoli.

See post by the Ministry of Communications and Informatics – Libya [in Arabic], https://www.facebook.com/cim.gov.ly/
posts/403340369762444.
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“2013 World Press Freedom Index: Dashed Hopes After Spring,” Reporters Without Borders, http://en.rsf.org/pressfreedom-index-2013,1054.html, last accessed in March 2013.
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on social taboos such as rape or conflicts between warring tribes and cities. Online writers also
shy away from expressing religious opinions for fear of being marked as an atheist or a Shiite
sympathizer, both of which can be life threatening. Many also avoid criticizing the 2011 revolution.
It should be noted that many commentators are more afraid of retribution from armed groups and
non-state actors rather than the government. Such unseen pressures contribute to an atmosphere of
self-censorship and incomplete freedoms.35
After decades of harsh censorship, the online media landscape in Libya is now much more diverse,
with few dominant news providers and many local or privately-owned outlets. The online advertising
market has grown slowly and websites related to the Amazigh (whose language was banned under
Qadhafi) and other minorities are now flourishing. Interestingly, Facebook is often the platform
of choice for city and even government officials to publish updates and official communication.
From April 2012 to April 2013, the number of Facebook users in Libya doubled from some 400,000
to 860,000.36 The social networking site was the most visited website in the country and has also
become the main source of news about Libya for a large number of users inside and outside the
country.37
Over the past year, Libyans have used Facebook and Twitter to mobilize around a variety of causes.
Recent campaigns include the “No Extension of GNC” movement. Social media users protested the
decision of the GNC to remain in power past the transitional deadline of February 7, 2014. The move
prompted massive and violent protests in Benghazi’s Freedom Square, which quickly spread into
violent clashes around the country.

Violations of User Rights
Freedom of opinion, communication, and press are guaranteed by Libya’s Draft Constitutional
Charter, released by the Libyan Transitional National Council in September 2011 to outline Libya’s
governance during the transitional and interim period following the fall of the Qadhafi regime.38
However, the formation of a committee to draft the new constitution was delayed until March 2013,
when the GNC established a 60-member constitutional committee.39 In the meantime, restrictive
laws remain on the books and a murky surveillance apparatus continues to function with little
judicial oversight. The gravest threats to user rights, however, come from armed groups. Several
online journalists have faced threats and in some cases violent attacks in the country’s highly
polarized and tense environment.
During the Qadhafi era, several laws provided for freedom of speech, but these protections were
Tracey Shelton, “Libya’s media has its own revolution,” Global Post, March 18, 2012, http://mobile.globalpost.com/dispatch/
news/regions/africa/120301/libya-media-revolution-newspapers-television-radio-journalism-free-speech.

35

Libya Facebook Statistics,” Socialbakers, accessed April 10, 2012, http://www.socialbakers.com/facebook-statistics/libya,
and Ghazi Gheblawi, “Free speech in post-Gaddafi Libya,” Index on Censorship, April 2013, http://www.indexoncensorship.
org/2013/04/freedom-of-speech-in-libya/.
36

37

“The Top Sites in Libya,” Alexa, accessed May 31, 2014, http://www.alexa.com/topsites/countries/LY.

“Draft Constitutional Charter for the Transitional Stage,” Libyan Transitional National Council, September 2011, available at
http://www.refworld.org/docid/4e80475b2.html.

38

39 Article 19 (2013) ‘Libya : Protecting freedom of expression and right to access information in new constitution’ retrieved
online from:
http://www.article19.org/resources.php/resource/37139/en/libya-:-protecting-freedom-of--expression-and-right-to-accessinformation-in-new-constitution
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typically undermined by vague language restricting the same freedoms. For example, the 1969
Libyan Constitutional Declaration and the 1988 Green Charter for Human Rights both guarantee
freedom of speech and opinion but also note that these must be “within the limits of public interest
and the principles of the Revolution.”40 A press law proposed in 2007, and a telecommunications
law proposed in 2010, were never implemented.41 Other laws dating from the Qadhafi era provide
for harsh punishments for those who publish content deemed offensive or threatening to Islam,
national security, or territorial integrity. A law on collective punishment is particularly egregious,
allowing the authorities to punish entire families, towns, or districts for the transgressions of one
individual.42 Because of their vague wording, these laws can be applied to any form of speech,
whether transmitted via the internet, mobile phone, or traditional media. A 2006 law mandates that
websites registered under the “.ly” domain must not contain content that is “obscene, scandalous,
indecent or contrary to Libyan law or Islamic morality.”43
Since 2012, the judiciary has become increasingly independent. In 2012, the Supreme Court of
Libya declared a law that criminalized a variety of political speech unconstitutional,44 in what was
considered a landmark decision as the first time the judiciary had ruled to defend free speech. More
recently, however, state bodies remain subject to pressure from a variety of armed militias.
In February 2014, the GNC amended Article 195 of the penal code to outlaw any criticism of the
2011 “February 17 Revolution” or its officials, as well as members of the GNC, using similar language
that outlawed criticism of Qadhafi’s “Al-Fateh Revolution.”45
The breakdown of the rule of law and growing influence of militias has resulted in a worrying uptick
in threats and violence against journalists. Khadija el-Emaime, a satellite TV station bureau chief
and journalist for the news site al-Mustaqbal, survived an assassination attempt in Benghazi on
August 12, 2013.46 Mahmoud al-Misrati, editor-in-chief of the newspaper Libya al-Jadida, has been
repeatedly threatened on social media and was targeted with a rocket-propelled grenade strike
against his home in January 2014.47 George Grant, a British journalist for the online publication Libya
Herald, fled Libya in January 2013 following threats apparently sent from Islamist militants.48 Grant
had written an article regarding a suspected “death list” of senior security officials drawn up by

40 IREX, “Media Sustainability Index – Middle East and North Africa,” Media Sustainability Index 2008 (Washington D.C.: IREX,
2008), 27, http://www.irex.org/system/files/MENA_MSI_2008_Book_Full.pdf.

IREX, “Media Sustainability Index – Middle East and North Africa,” Media Sustainability Index 2006/2007 (Washington D.C.:
IREX, 2009), 33, http://www.irex.org/system/files/MENA%20MSI%202007%20Book.pdf.

41

42 IREX, “Media Sustainability Index – Middle East and North Africa,” Media Sustainability Index 2005 (Washington D.C.: IREX,
2006), 36, http://www.irex.org/system/files/MENA_MSI_2005-Full.pdf.

“Internet Filtering in Libya – 2006/2007,” OpenNet Initiative, and “Regulations,” Libya ccTLD, accessed August 30, 2012,
http://nic.ly/regulations.php.

43

HRW (2012) ‘Libya: Law Restricting Speech Ruled Unconstitutional’ retrieved online from:
http://www.hrw.org/news/2012/06/14/libya-law-restricting-speech-ruled-unconstitutional

44

Amnesty, “Three years on, Gaddafi-era laws used to clamp down on free expression,” ReliefWeb, February 12, 2014, http://
reliefweb.int/report/libya/three-years-gaddafi-era-laws-used-clamp-down-free-expression.

45

“Journalist survives Benghazi shooting attack unhurt,” Reporters Without Borders, August 14, 2013, http://en.rsf.org/libyajournalist-survives-benghazi-14-08-2013,45052.html.

46

“Libya – Freedom of information under constant attack,” Reporters Without Borders, May 7, 2014, http://www.trust.org/
item/20140507105621-c4jh0/?source=search.

47
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Islamist fighters seeking to undermine the state security presence in Benghazi.49 In early 2014, many
more journalists were forced to leave the country due to repeated intimidation.
The Qadhafi regime had direct access to the country’s DNS servers and engaged in widespread
surveillance of online communications. State of the art equipment from foreign firms such as the
French company Amesys,50 and possibly the Chinese firm ZTE, were sold to the regime, enabling
intelligence agencies to intercept communications on a nationwide scale and collect massive
amounts of data on both phone and internet usage.51 Correspondents from the Wall Street Journal
who visited an internet monitoring center after the regime’s collapse reportedly found a storage
room lined floor-to-ceiling with dossiers of the online activities of Libyans and foreigners with whom
they communicated.52 Libyans must present identification when purchasing a SIM card, but extensive
efforts were also made to develop the capacity to eavesdrop on Skype and VSAT connections.
According to current and former staff of LTT, the government even obtained backdoor access to
Thuraya satellite phones, which were widely perceived as a secure means of communication.53
While many Libyans would like to believe that such widespread surveillance has ceased,
uncertainties remain over the actions of domestic intelligence agencies in the new Libya. A July 2012
report from the Wall Street Journal indicated that surveillance tools leftover from the Qadhafi era
had been restarted, seemingly in the fight against loyalists of the old regime.54 Others suspect that
it was activated to target those with an anti-Islamist agenda. During an interview on al-Hurra TV in
March 2012, the Minister of Telecommunications stated that such surveillance had been stopped
because the interim government wanted to respect the human rights of Libyans. An organization
representing IT professionals in Libya refuted his remarks in an online statement, saying telecom
sector employees confirmed that the surveillance system was reactivated.55 Its status in 2014 was
unclear. Given the lack of an independent judiciary or procedures outlining the circumstances under
which the state may conduct surveillance, there is little to prevent the government, security agencies,
or militias who have access to the equipment from abusing its capabilities.
Websites are vulnerable to cyberattacks, with prominent news sites such as Libya Herald employing
protection measures against distributed denial-of-service (DDoS) attacks. No similar examples were
reported during the coverage period.

For the article in question, see George Grant and Mohamed Bujenah, “Update II: Security forces arrest man in connection
with Benghazi killings, four policemen killed in failed release attempt,” Libya Herald, December 16, 2012, http://www.libyaherald.
com/2012/12/16/security-forces-arrest-possible-faraj-drissi-assassin-sparking-reprisal-killings/.
49

50 Ivan Sigal, “Libya: Foreign Hackers and Surveillance,” Global Voices, October 27, 2011, http://advocacy.globalvoicesonline.
org/2011/10/27/libya-foreign-hackers-and-surveillance/.
51

Ibid.

52 Paul Sonne and Margarent Coker, “Firms Aided Libyan Spies,” The Wall Street Journal, August 30, 2011, http://online.wsj.
com/article/SB10001424053111904199404576538721260166388.html.
53

Sonne and Coker, “Firms Aided Libyan Spies.”

Margaret Coker and Paul Sonne, “Gadhafi-Era Spy Tactics Quietly Restarted in Libya,” The Wall Street Journal, July 2, 2012,
http://online.wsj.com/article/SB10001424052702304782404577488493816611850.html.
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“Libya Telecom” Facebook post [in Arabic], March 31, 2012 at 7:16am, https://www.facebook.com/LibyaTelecom/
posts/201142566662920.
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Malawi
2013

2014

Population:

16.3 million

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

5.4 percent

Obstacles to Access (0-25)

16

16

Limits on Content (0-35)

11

11

Violations of User Rights (0-40)

15

15

TOTAL* (0-100)

42

42

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In July 2013, the government reinstated a VAT of 16.5 percent on internet services after it
was removed only a year earlier (see Obstacles to Access).

•

Progovernment commentators on social media platforms seemed to increase,
particularly in the lead-up to the tripartite elections in May 2014 (see Limits on Content).

•

The draft Electronic Transactions and Management Bill—introduced in October
2013—explicitly provided for freedom for online public communications but included
provisions similar to the controversial E-Bill that may threaten internet freedom (see
Violations of User Rights).

•

In November 2013, an online journalist was arrested for allegedly “intimidating the royal
family.” He was held for four days on charges of extortion and eventually acquitted in
February 2014 (see Violations of User Rights).

•

SIM card registration requirements were announced in January 2014 to be implemented
by the end of 2014 (see Violations of User Rights).
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Introduction
In 2014, Malawi celebrated the 50th anniversary of its independence from British colonial rule and 20
years of multiparty democracy, which saw the election of Arthur Peter Mutharika to the presidency
in May. As the younger brother of and close advisor to the former president Bingu wa Mutharika
who died in April 2012, the new president entered his term with a worrisome history of supporting
his late brother’s repressive campaign against the media and civil society while in office. Prior
to the younger Mutharika’s election, the media environment had improved slightly under Joyce
Banda who had assumed the presidency in April 2012, though the Banda government frequently
targeted journalists and ordinary citizens for allegedly insulting or undermining the president’s
authority.1 One online journalist, Justice Mponda, was arrested in November 2013 on allegations of
“intimidating the royal family” but was acquitted in February 2014 for lack of evidence.2
Despite President Banda’s hostility towards media criticism, her term oversaw the adoption of a
national ICT Policy in September 2013 that established the goal of turning Malawi into a knowledgebased economy and information-rich society.3 The Banda government also introduced the draft
Electronic Transactions and Management Bill in October 2013,4 which explicitly spelled out freedom
for online public communications.5 The draft bill, however, was also criticized for its potential to limit
internet freedom through a provision that would require editors of online public communications
services to make their personal information publicly available; another vague provision would allow
the government to appoint cyber inspectors to monitor and inspect websites for “unlawful activity.”6
Internet freedom in Malawi also remained tenuous during the coverage period due to the
government’s seeming intent to increase its mobile phone surveillance capabilities. In June
2013, a parliamentary committee endorsed the installation of monitoring technology called the
Consolidated ICT Regulatory Management System (CIRMS)—locally known as the “spy machine”—
despite a 2012 court injunction against the system’s implementation. According to some reports, if
installed, the machine would allow the regulatory authority to obtain data from telephone operators,
including the time, duration, and location of calls, SMS messages sent and received, the type of
handset used, and other subscriber details.

Obstacles to Access
As a landlocked and densely populated country that suffers from widespread poverty, Malawi
has one of the lowest rates of internet access in the world. According to the International
Media Institute of Southern Africa (MISA), “Malawi,” So This Is Democracy? 2013, May 2013, http://www.misa.org/files/
STID_2013_Malawi.pdf.

1

2 Kondwani Chitsulo, “Justice Mponda Vs ‘Royal Family’ Case Adjourned to Dec 11, As State Wants to Beef Up Prosecuting
Team with Private Lawyers,” Malawi Voice, November 25, 2013 http://www.malawivoice.com/2013/11/25/justice-mponda-vsroyal-family-case-adjourned-to-dec-11-as-state-wants-to-beef-up-prosecuting-team-with-private-lawyers/.

Gregory Gondwe, “Malawi Cabinet Adopts ICT Policy,” Biztech Africa, September, 13, 2013, http://www.biztechafrica.com/
article/malawi-cabinet-adopts-ict-policy/6863/#.UtTz-2yIrmI.

3

Gregory Gondwe, “Malawi Drafts New ICT Bill,” Biztech Africa, October, 9, 2013, http://www.biztechafrica.com/article/
malawi-drafts-new-ict-bill/7024/#.UtT1zGyIrmI.

4

5

Chapter 1: Illegal or restricted content, Article 17, Electronic Transactions and Management Bill 2013.

“Malawi Alert: E‐Bill Puts Freedom of Expression Online in Cross‐hairs,” Nyasa Times, October 4, 2012, http://bit.
ly/1fWVQAR.
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Telecommunication Union (ITU), internet penetration stood at just over 5 percent in 2013, growing
slowly from less than 1 percent in 2008.7 Fixed broadband subscriptions are extremely rare in the
country, reaching only 0.02 percent of the population in 2013,8 while mobile phone penetration
in Malawi is also relatively low at 32 percent,9 compared to an average of 63 percent across the
continent.10
Very few households have access to the internet at home, thus most users log on at internet
cafes, which charge a minimum of MWK 5 per minute, or about US$1.00 per hour, and close at
6pm. However, increasing mobile internet access due to the recent introduction of 3G and 3.75G
mobile broadband services has led to declining patronage at local internet cafes. DSL and WiMAX
wireless broadband services are available, while competition between private ISPs has further
enabled wireless internet access through Wi-Fi hotspots, particularly in urban areas of the country.
Nonetheless, broadband speeds are very slow at an average of 1.1 Mbps (compared to a global
average of 3.9 Mbps) according to May 2014 data from Akamai’s “State of the Internet” report.11 In
addition, Malawi’s broadband adoption (characterized by connection speeds greater than 4 Mbps)
was 1.5 percent, while the country’s narrowband adoption (connection speed below 256 kbps) was
about 5 percent among those with access.12
Signal coverage on the GSM network for mobile phones reaches 93 percent of the population,
making Malawi’s GSM coverage one of the highest in Africa.13 Despite widespread availability,
mobile uptake for the vast majority of the population remains low, hindered in large part by high
value-added taxes (VAT) on mobile services. According to the mobile research firm GSMA, Malawi
levies a 17.5 percent VAT on the purchases of handsets and airtime, the costs of which are borne by
consumers.14
Taxes also keep the cost of internet access high. In July 2013, the government reinstated a VAT
of 16.5 percent on internet services after it was removed only a year earlier. Consequently, many
internet cafes increased their rates from MWK 5 per minute to between MWK 15-20 per minute,
while mobile providers raised tariffs by 16-25 percent.15 As of mid-2014, the monthly price of fixedline internet access cost US$16.50, while a monthly mobile 3G data plan cost about US$24 for 1.5 GB

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000‐2013,”
http://www.itu.int/en/ITU‐D/Statistics/Pages/stat/default.aspx.

7

8

International Telecommunication Union, “Fixed (Wired) ‐broadband Subscriptions, 2000‐2013.”

9

International Telecommunication Union, “Mobile‐cellular Telephone Subscriptions, 2000‐2013.”

10

http://www.itu.int/en/ITU-D/Statistics/Documents/facts/ICTFactsFigures2013-e.pdf

Akamai, “Average Connection Speed: Malawi,” map visualization, The State of the Internet, Q1 2014, http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.

11

12 Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Malawi,” and “Narrowband Adoption (connections to
Akamai <256 kbps): Malawi,” map visualization, The State of the Internet, Q1 2014;
http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.
13 As of the latest data from 2009. See: Vivien Foster and Maria Shkaratan, “Malawi’s Infrastructure: A Continental Perspective,”
Africa Infrastructure Country Diagnostic, World Bank, March 2010, pp. 17, http://siteresources.worldbank.org/INTAFRICA/
Resources/Malawi_country_report_2011.01.pdf.

Frontier Economics, “Taxation and the Growth of Mobile Services in Sub-Saharan Africa,” GSMA, 2008, http://www.gsma.
com/publicpolicy/wp-content/uploads/2012/03/taxgrowthsubsaharanafrica.pdf.

14

Gregory Gondwe, “Internet VAT bites consumers,” Biztech Africa, July 24, 2013, http://www.biztechafrica.com/article/
internet-vat-bites-consumers/6530/#.U-k8M_ldXwh.
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of data.16 These prices are beyond the reach of the majority of Malawians, whose monthly average
per capita income is US$65 (from an average annual income of $780).17
A low literacy rate of 64 percent and a significant digital gender divide also hinders progress and
access to ICTs in Malawi, while unreliable electricity and the high cost of generator power in the
country strain ICT use. Only 7 percent of the country has access to electricity, giving Malawi one of
the lowest electrification rates in the world.18 The electricity grid is concentrated in urban centers, but
only 25 percent of urban households have access, compared to a mere 1 percent of rural households.
Half of formal sector enterprises in Malawi rely on backup generators. Meanwhile, the high costs
of infrastructural development in rural areas has led to an unwillingness to invest in the country’s
remote regions, though the regulatory authority is looking to subsidize fees to encourage operators
to deploy ICT services in the country’s less profitable yet neediest areas.
The high cost of internet access in Malawi is also symptomatic of the many challenges that ISPs face,
one being the lack of a local internet exchange point, which forces telecoms to rely on upstream
service providers that are usually based outside of Africa. As a result, data that should be exchanged
locally within Malawi or regionally must pass through Europe or North America where upstream
providers are based, leading to an unnecessary and expensive waste of upstream bandwidth.
Furthermore, currency devaluation amid a weak economy since 2012 has prevented telecoms from
upgrading their networks.19
Another major challenge facing the telecommunications sector in Malawi is the country’s ICT
backbone, which is entirely national in nature, with no regional integration yet in place. Due to
Malawi’s landlocked location, the country’s connection to the international fiber network runs
through Mozambique, Zambia, South Africa, and Tanzania through the SEACOM and EASSy
networks.20 Three new submarine cables are currently competing to be the first to start service in
Malawi as the country plans to extend a fiber-optic backbone through Tanzania to the coast.21 If
a suitable regulatory regime is also put in place, the new cables should bring down the cost of
international bandwidth and boost the broadband market.
There are 15 licensed ISPs in Malawi, and reasonable competition exists between the providers.22
One ISP, Malawi Telecommunications Limited (MTL), also serves as the country’s telecommunication

“Comparing African Pre‐paid Mobile Broadband Plans,” OAfrica, September 24, 2012,
http://www.oafrica.com/mobile/african‐pre‐paid‐mobile‐broadband‐plans/.

16

Calculated from the World Bank’s 2013 World Development Indicators, using the “GDP per capita, PPP (current
international $)” indicator, accessed August 12, 2014, http://data.worldbank.org/indicator/NY.GDP.PCAP.PP.CD.

17

“Telekom Networks Malawi (TNM) Ltd. – Malawi – Feasibility Study,” GSMA Green Power for Mobile, 2012,
http://www.gsma.com/mobilefordevelopment/wp‐content/uploads/2012/06/TNM_Malawi_Feasibility‐Study.pdf.

18

Paul Budde, “Malawi - Telecoms, Mobile and Broadband - Market Insights and Statistics, Executive Summary,” BuddeComm,
last updated June 30, 2014, http://www.budde.com.au/Research/Malawi-Telecoms-Mobile-and-Broadband-Market-Insightsand-Statistics.html.

19

“Video: Internet Service Prices Still High in Malawi,” OAfrica, December 8, 2011, http://www.oafrica.com/video/videointernet-service-prices-still-high-in-malawi/.

20

Beatrice Philemon, “Malawi Keen on Submarine Cable Connection with Tanzania,” Ippmedia, March 18, 2012,
http://www.ippmedia.com/frontend/index.php?l=39583.

21

Paul Budde, “Malawi - Telecoms, Mobile and Broadband - Market Insights and Statistics, Executive Summary,” BuddeComm,
last updated June 30, 2014, http://www.budde.com.au/Research/Malawi-Telecoms-Mobile-and-Broadband-Market-Insightsand-Statistics.html.
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backbone, leasing its infrastructure to most ISPs and mobile phone service providers in the country.23
Previously a government-owned entity, MTL was privatized in 2005; at present, Telecomm Holdings
Limited owns 80 percent of MTL’s shares while the government retains the other 20 percent.
Malawi’s two major players in mobile phone services, Airtel Malawi and Telecom Networks Malawi,
together command a mobile teledensity of 18 percent and recently launched 3G mobile services
based on UMTS/HSPA technology.24 A third mobile operator, G-Mobile, was licensed in 2008 but
the rollout of the new network experienced delays. As of 2014, G-Mobile is in court appealing the
revocation of its license due to a failure to start services on time.25 A fourth license was awarded to
Celcom in 2011, and although the launch of its services was expected in 2013, it asked the regulator
MACRA in September 2013 to extend its rollout period for another three years.26 Market competition
expanded with the introduction of a converged licensing regime in 2010, which has enabled the
country’s two fixed-line operators, MTL and Access Communications, to enter the mobile market.27
The Malawi Communications Regulatory Authority (MACRA) is the country’s sole communications
regulator, established under the 2008 Communication Act to ensure reliable and affordable ICT
service provision throughout Malawi. Its mandate is to regulate the entire communications sector
and issue operating licenses for mobile and fixed-line phone service providers, ISPs, and cybercafes.
Political connections are often necessary to receive such licenses. Moreover, the institutional
structure of MACRA is not without political interference as its board is comprised of a chairman and
six other members appointed by the president and two ex-officio members—the secretary to the
Office of the President and Cabinet and the Information Ministry secretary.28 The director general,
whose appointment also passes through the president’s scrutiny, heads the authority’s management
and supports the board of directors in the execution of its mandate.

Limits on Content
During the coverage period, progovernment commentators on social media platforms seemed to
increase, particularly in the lead-up to the tripartite elections in May 2014, while the government
launched propaganda online news outlets to counter dissenting viewpoints on the internet.
The government of Malawi does not systematically block or filter internet content, and social media
platforms are freely available in Malawi, though the government has demonstrated a desire to

“Fibre optic backbone yielding fruits—MTL,” The Nation, June 11, 2013, http://mwnation.com/fibre-optic-backboneyielding-fruits-mtl/.

23
24

Universal Mobile Telecommunications Service (UMTS) and high‐speed packet access (HSPA).

Frank Jomo, “Malawi Court Halts Regulator Canceling G‐Mobile’s License, Times Reports,” Bloomberg, May 25, 2011, http://
www.bloomberg.com/news/2011‐05‐25/malawi‐court‐halts‐regulator‐canceling‐g‐mobile‐s‐license‐times‐reports.html.

25

26 Chikondi Chiyembekeza, “Celcom proposes 3-year extension,” Nation Online, September 3, 2013, http://mwnation.com/
celcom-proposes-3-year-extension/.

Paul Budde, “Malawi - Telecoms, Mobile and Broadband - Market Insights and Statistics, Executive Summary,” BuddeComm,
last updated June 30, 2014, http://www.budde.com.au/Research/Malawi-Telecoms-Mobile-and-Broadband-Market-Insightsand-Statistics.html.
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censor internet content in the past.29 There have been no reports of content removal—even of illegal
content such as child pornography or copyright infringement—and service providers are not held
liable for content transmitted through their networks.
Online users and commentators practice a degree of self-censorship, though Malawians became
less fearful after President Bingu wa Mutharika passed away in April 2012, leaving the presidency in
the hands of Vice President Joyce Banda whose tenure oversaw reduced levels of harassment and
violence against traditional journalists that were common under Mutharika’s regime. Otherwise,
online journalists usually exhibit caution in handling news associated with ethnic, racial, or religious
minorities, while online comments have been less cautious and more open to discussing topics of
controversial nature.
Progovernment trolls commonly infiltrate conversations on social media and online news websites
to attack commentary that is critical of the government. The trolls regularly appear in various
Facebook group conversations, suggesting a strategic pattern of infiltration that analysts suspect is
government-sponsored. During the coverage period, progovernment commentators on social media
platforms seemed to increase, particularly in the lead-up to the tripartite elections in May 2014.
Meanwhile, the government’s news website, MANA Online—launched in August 2012 to compete
with dissenting online news outlets in the country30—is known as a government mouthpiece. In
2013, the Presidential Press Secretariat established another propaganda online news outlet, Banthu
Times,31 to further help counter dissenting news online. In addition, the UK-based news portal, Nyasa
Times, was putatively connected with former President Banda through two journalists who were
known to be members of the Presidential Press Secretariat.
The Malawian blogosphere is still in its infancy but is growing, with media publishers such as
Blantyre Newspapers Limited hosting bloggers on their websites to enhance their image as
independent news sources. Blogging is regarded as an important aspect of journalism in Malawi,
with Malawian journalists frequently winning the Media Institute of Southern Africa’s annual
blogging award. In 2014, the award was presented to Malawian blogger, Gregory Gondwe.
Nevertheless, many Malawian civil society groups have not been able to develop an online presence,
primarily because most of the people they serve reside in rural areas where literacy levels are low
and access to ICTs is limited or nonexistent. In addition, economic conditions in the country have
made it difficult for journalists and media groups to launch online outlets, while the high cost of
using the .mw domain—currently being administered by the Malawi Sustainable Development
Network Programme (SNDP) on behalf of the Malawian government—make it expensive to provide
locally-produced content. According to an official at the SDNP, the cost of using the .mw domain is
US$100 per month for the first two months after registering for the domain, and US$50 per month
thereafter. Furthermore, online advertising is low due to businesses having a limited understanding
of the internet and their hesitancy to advertise with independent media outlets.
During violent anti-government protests in July 2011, MACRA reportedly ordered ISPs to block certain news websites
and social media networks, including Facebook and Twitter, in a supposed effort to quell the spread of violence. See, Michael
Malakata, “Malawi Blocks Social Media Networks to Quell Protests,” Computer World, July 22, 2011, http://news.idg.no/cw/art.
cfm?id=3DFADEBE-1A64-67EA-E44251D79A4C6F57.
29

Gregory Gondwe, “MANA Launches Online Service,” Biz Community, August 15, 2012,
http://www.bizcommunity.com/Article/129/23/80053.html.
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The most influential ICT tool in Malawi is the mobile phone, through which SMS messages are used
to organize demonstrations, garner political support, and conduct opinion polls. The positive impact
of mobile phones and new communication applications was particularly pronounced in the lead-up
to the May 2014 tripartite elections, as candidates vying for the presidency, parliament, and local
councils made extensive use of SMS and social media platforms to engage with voters. In addition,
voters were able to verify their voter registration on their mobile devices for free, encouraging high
voter turnout.32

Violations of User Rights
The draft Electronic Transactions and Management Bill—introduced in October 2013—explicitly
provides for freedom for online public communications but includes provisions similar to the
controversial E-Bill that may threaten internet freedom. In November 2013, an online journalist
was arrested for allegedly “intimidating the royal family.” He was held for four days on charges
of extortion and eventually acquitted in February 2014. SIM card registration requirements were
announced in January 2014 to be implemented by the end of 2014.
Malawi has strong constitutional guarantees for freedom of the press and expression, though there
are several laws that restrict these freedoms in practice, such as the 1967 Protected Flag, Emblems
and Names Act and the 1947 Printed Publications Act, which both restrict the media from reporting
on the president, among other limitations.33 Libel is both a criminal and civil offense in Malawi,
punishable with up to two years imprisonment if prosecuted as a criminal charge, though most libel
cases are processed as civil offences or settled out of court. Otherwise, Malawi’s judiciary is generally
regarded as independent and has rendered several significant decisions against the government in
recent years, such as its injunction on the implementation of the CIRMS mobile phone surveillance
system in 2012 (see below).
While existing legislation pertains primarily to traditional media, the Banda administration
introduced the draft Electronic Transactions and Management Bill in October 2013 with the goal
of providing a regulatory framework for the development of ICTs in Malawi. The draft bill explicitly
provides freedom for online public communications34 but has been criticized for its potential to limit
internet freedom. For one, the bill would require editors of online public communications services to
make their personal information—including names, addresses, telephone and registration numbers—
available to the public.35 The bill would also allow the government to appoint so-called cyber
inspectors to “monitor and inspect” websites and report “unlawful activity” to the regulator,36 as well
as prohibit all types of pornography and penalize offenses with a fine and imprisonment of up to ten

The 2014 presidential elections had a voter turn-out rate of 70.16 percent. See, “Voter turnout data for Malawi,”
International Institute for Democracy and Electoral Assistance, accessed September 16, 2014. http://www.idea.int/vt/
countryview.cfm?CountryCode=MW.
32

“Malawi 2012,” in African Media Barometer (Friedrick‐Bert‐Stiftung: 2012), pgs 15, 17, http://www.fesmediaafrica.org/
uploads/media/AMB_Malawi_2012.pdf.

33
34

Chapter 1: Illegal or restricted content, Article 17, Electronic Transactions and Management Bill 2013.

35

Chapter 3: Obligations of editors of online contents, Article 24, Electronic Transactions and Management Bill 2013.

36

Chapter 2: Cyber-criminality, Article 43, Section 7(a), Electronic Transactions and Management Bill 2013.
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years.37 The bill concludes with a provision that enables the minister of information, in consultation
with the regulatory authority, to create any further regulations to support the bill, which some
analysts believe is a blank check that can be used to restrict internet freedom in the future. It was
unclear whether the government intended the draft bill to replace or supplement the controversial
E-Bill that was introduced in October 2012.38 As of mid-2014, the bill was still under review.
Online journalists are periodically detained and prosecuted for articles posted on news websites.
Most recently, Justice Mponda, a correspondent for the online publication Malawi Voice,39 was
arrested in November 2013 for allegedly “intimidating the royal family” in an investigative
story about former President Banda’s connection to the theft of millions of Malawian kwacha
from government coffers in a scandal known as “Cashgate.”40 Before his arrest, the ruling party
administrative secretary Joseph Chikwemba contacted Mponda to take down the story in exchange
for MWK 500,000 (US$1,300) but instead had Mponda arrested for extortion when they met for
the payment. He was held in detention for four days before being released and charged with
“intimidating the royal family,” which was subsequently changed to extortion.41 Mponda was later
acquitted of all charges in February 2014 due to a lack of reliable evidence.42 He had previously been
arrested and charged with criminal libel in October 2012 for allegedly insulting former President
Banda and publishing false information.43 He was subsequently acquitted of all charges in February
2013, also due to a lack of evidence.44
Potential restrictions on anonymous communication include SIM card registration requirements
announced in January 2014, which are to be implemented by the end of 2014.45 By law, service
providers are required to hand over user information when presented with a court-issued warrant;
however, such legal safeguards have failed to prevent police abuse in the past, particularly under
the late-Mutharika regime. For example, in early 2012, when the Mutharika government suspected

Ten years imprisonment proposed in draft bill, using Zambia’s penalty for such offenses as an example. The draft bill
also cites Uganda’s 15-year sentence as an example. See, Chapter 2: Cyber-criminality, Article 45, Electronic Transactions and
Management Bill 2013.

37

The E-Bill would have required editors of online public communications services to make their personal information—
including names, addresses, telephone and registration numbers—available to the public. The bill would have also allowed
the government to appoint “cyber inspectors” with the power “monitor and inspect any website or activity on an information
system in the public domain and report any unlawful activity” to the regulatory authority. See, “Malawi Alert: E-Bill Puts
Freedom of Expression Online in Cross-hairs,” Nyasa Times, October 4, 2012, http://www.nyasatimes.com/2012/10/04/malawialert-e-bill-puts-freedom-of-expression-online-in-cross-hairs/; Gregory Gondwe, “Malawi drafts new ICT bill,” BiztechAfrica,
October 9, 2013, http://www.biztechafrica.com/article/malawi-drafts-new-ict-bill/7024/#.VBhhwfldXL8.

38

Malawi Voice was a frequent target of former President Banda, who reportedly criticized the publication for its “misleading
and unbalanced” stories.

39

Jacey Fortin, “Cashgate: Malawi faces ticking time bomb; international aid dries over pervasive corruption,” International
Business Times, November 19, 2013, http://www.ibtimes.com/cashgate-malawi-faces-ticking-time-bomb-international-aiddries-over-pervasive-corruption-1476658.

40

41 Kondwani Chitsulo, “Justice Mponda Vs ‘Royal Family’ Case Adjourned to Dec 11, As State Wants to Beef Up Prosecuting
Team with Private Lawyers,” Malawi Voice, November 25, 2013, http://www.malawivoice.com/2013/11/25/justice-mponda-vsroyal-family-case-adjourned-to-dec-11-as-state-wants-to-beef-up-prosecuting-team-with-private-lawyers/.
42 Tony Mwapasa, “Court acquits Malawi Voice editor on extortion charges,” Malawi24, February 18, 2014, http://malawi24.
com/court-acquits-malawi-voice-editor-justice-mponda-on-extortion-charges/.

“Malawi Online Journalist Arrested,” MISA/IFEX, October 16, 2012,
http://www.ifex.org/malawi/2012/10/16/malawi_online_journalist/.

43

Knowledge Chiwambo, “Malawi Court Free Online Journalist Mponda,” Newstime Africa, February 9, 2013,
http://www.newstimeafrica.com/archives/30755.

44

Innocent Helema, “Sim card registration by end 2014,” The Nation, January 11, 2014, http://mwnation.com/sim-cardregistration-end-2014/.

45

550

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Malawi

a group led by then-Vice President Joyce Banda of scheming to overthrow it, the authorities
demanded mobile phone companies hand over transcripts of the group’s mobile phone and SMS
communications, which Mutharika apparently planned to use against Banda before his death. No
such abuses were reported during the subsequent Banda presidency and newly elected President
Arthur Peter Mutharika.
Government surveillance of ICT activities is suspected in Malawi, in large part due to the regulatory
authority’s efforts in 2011 to implement technology known as the Consolidated ICT Regulatory
Management System (CIRMS), which was locally labeled the “spy machine.” Purchased from the
U.S.-based company Agilis International for US$6.8 million, the system was ostensibly meant for
monitoring the performance of mobile phone companies and improving quality of service. Reports,
however, indicated that the machine would also allow MACRA to obtain data from telephone
operators, including the time, duration, and location of calls, SMS messages sent and received, the
type of handset used, and other subscriber details.46 In October 2011, a court granted an injunction
against MACRA’s plan to roll out the spy machine,47 and in September 2012, Malawi’s High Court
issued a ruling that banned the implementation of the system altogether.48 MACRA subsequently
appealed the ban at the Supreme Court,49 which ruled in favor of MACRA in September
2014, granting the regulator the right to install the system in accordance with the country’s
Communications Act.50
Under Malawi’s new leadership in the post-Mutharika era, there have been no physical assaults,
extra-legal detentions, or technical attacks against opposition activists, bloggers, or ordinary users,
though harassment and violence against traditional media journalists was prolific under the late
president Mutharika.
10

Gregory Gondwe, “‘Spy Machine’ Brings Telecoms Fears,” Biztech Africa, November 14, 2011,
http://www.biztechafrica.com/article/spy‐machine‐brings‐telecoms‐fears/1437/?section=government.

46

“Malawi Court Stops Govt from Using ‘Spy Machine,’” Mabvutojobani, October 16, 2011,
http://mabvutojobani.com/2011/10/16/malawi‐court‐stops‐govt‐from‐using‐%E2%80%98spy‐machine%E2%80%99/.

47

48 Peter Chipanga, “Court Quashes Malawi Communication Regulatory Authority ‘Spy Machine,’” Newtimes Africa, September,
23, 2013, http://www.newstimeafrica.com/archives/28417.

“Macra Takes ‘Spy Machine’ Ban to Supreme Court,” Telecompaper, October 29, 2012,
http://www.telecompaper.com/news/macra‐takes‐spy‐machine‐ban‐to‐supreme‐court‐‐904627.

49

Tikondane Vega, “MACRA gets Supreme Court nod to use CIRMs ‘spy’ machine,” Mana Online, September 15, 2014, http://
www.manaonline.gov.mw/index.php/business/item/1332-supreme-court-order-macra-to-use-cirms-machine.
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

9

8

Limits on Content (0-35)

15

14

Violations of User Rights (0-40)

20

20

TOTAL* (0-100)

44

42

29.8 million
67 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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●

News outlets criticizing the government stayed online, despite cyberattacks and
disruptions to content in 2013 and 2014, including a BBC blog that appeared blocked on
one ISP (see Limits on Content).

●

Police accused two bloggers of spreading religious disharmony on Facebook and
detained them for eight days (see Violations of User Rights).

●

Opposition politician Teresa Kok was charged with sedition for a satirical online video in
May 2014 (see Violations of User Rights).

●

In 2014, the government said it had denied online news outlets FZ Daily and
Malaysiakini print licenses for “sensational” reporting (see Limits on Content).
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Introduction
In the May 2013 general elections, the Barisan Nasional coalition clung to power with just under 50
percent of the popular vote, having lost its two-thirds parliamentary majority in 2008 for the first
time since 1969.1 In the run-up to the 2013 election, officials reiterated commitments not to censor
the internet, and prosecuted fewer bloggers. After the opposition mounted its biggest challenge
yet on the back of digital mobilization, they demonstrated less tolerance. In May 2014, opposition
politician Teresa Kok was charged with sedition for distributing a satirical online video, which also
drew physical threats.
Prime Minister Najib Razak publicly promotes internet freedom, and penetration rates are
among the highest in the region.2 Online mobilization was widely perceived as contributing to
the opposition’s 2008 electoral gains,3 but at least eight bloggers were detained in the months
that followed, many for sedition or criticism of Malaysia’s royalty, including the sultans who
constitutionally rule 9 of the country’s 16 states and federal territories.
“Cyber troopers,” commentators paid by political parties on all sides to attack their opponents, were
active prior to the polls, but less so during the coverage period. However, online news outlets
covering the opposition faced ongoing cyberattacks and some apparent filtering, though it was
not clear if this was executed by the hackers or signaled a more formal intervention by officials or
service providers. In January 2014, a BBC blog post about Prime Minister Najib became temporarily
inaccessible on at least one ISP, though the government denied blocking it.
In mid-2013, the University of Toronto’s Citizen Lab reported that at least one electronic document
containing election-related information in Malay appeared to be spreading spyware to recipients.
The government launched an investigation into online news portal Malaysian Insider for quoting
international reports about that spyware, which could allow authorities to spy on citizens without
their knowledge.4
Citizens continued to communicate voraciously via social networks in 2014. News websites, once
outliers, are now an indispensable part of Malaysia’s information landscape, despite government
attempts to deny them access to the print market by refusing to grant licenses. Political gatherings
and rallies held since the May 2013 elections saw significantly more coverage online than in the
mainstream media, furthering a trend begun in 2011 and 2012. But they have yet to transform the
government’s contradictory approach to the internet into a fully free environment.

1

In 1973, the Barisan Nasional, which translates as National Front, absorbed the Alliance Party coalition which had governed Malaysia
since 1957. “A Tawdry Victory,” Economist (blog), May 6, 2013, http://www.economist.com/blogs/banyan/2013/05/malaysias-election-0.

2

The government first pledged to keep Malaysia’s internet free of interference in 1998. See OpenNet Initiative, “Country
Profile—Malaysia,” August 7, 2012, http://opennet.net/research/profiles/malaysia.

3

“Malaysia’s Uneasy Dance with the Web,” Asia Sentinel, August 17, 2010, http://asiasentinel.com/index.php?option=com_
content&task=view&id=2645&Itemid=178; Luke Miner, “The Unintended Consequences of Internet Diffusion: Evidence from Malaysia,”
event abstract, October 2013, http://liberationtechnology.stanford.edu/events/the_unintended_consequences_of_internet_diffusion_
evidence_from_malaysia/.

4

The presence of the spyware in Malaysia does not reveal who is employing it, but it is marketed to governments. See, Violations of
User Rights.
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Obstacles to Access
Internet penetration was measured at 67 percent in 2013.5 Though one of the higher rates in Asia,
this falls short of an ambitious 2012 official pledge to increase it to 80 percent.6
A digital divide persists. In 2013, more than 80 percent of internet users lived in urban areas, and
penetration remains low in less populated states in East Malaysia, where most residents belong to
indigenous groups. The introduction of wireless WiMax technology in 2008 helped bring broadband
to regions that are difficult to reach via cable; four WiMax providers were in operation as of mid2014. Cybercafes also play an important role outside cities.
A 2010 National Broadband Initiative expedited broadband and mobile expansion, partly
in cooperation with Telekom Malaysia, the country’s largest—and formerly state-owned—
telecommunications company, which retains a monopoly over the fixed-line network.7 Around 250
community centers offering broadband internet were established nationwide and nearly 500,000
netbooks were distributed to students and low income citizens in rural and suburban areas in 2011.8
In 2012, the “1Malaysia” affordable broadband package offered decent broadband speeds for under
MYR 38 (US$12) per month in five states with lower penetration rates.9 By 2013, internet centers
were expanding to cities,10 and the government and local councils had introduced schemes to
provide free or inexpensive Wi-Fi nationwide.11 The average monthly cost of fixed internet access is
MYR 99 ($30) per month.12
Mobile internet access is available, affordable and popular among young people. Mobile penetration
surpassed the country’s total population in 2011 and was approaching 150 percent in 2013,
indicating that some individuals have multiple phone lines.13
Regulation of the internet falls under the purview of the Malaysian Communications and Multimedia
Commission (MCMC), which is overseen by the Minister of Information, Communications, and
Culture. The 1998 Communication and Multimedia Act (CMA) gives the information minister a range
of powers, including licensing the ownership and operation of network facilities. Similar rules serve

5

2013 statistics from Malaysian Communications and Multimedia Commission, http://www.skmm.gov.my/skmmgovmy/media/
General/pdf/SKMM_Q3_ENG.pdf;
International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2012,” http://www.itu.int/en/ITU-D/
Statistics/Pages/stat/default.aspx.

6

The Economic Transformation Programme Report 2012, 188, http://bit.ly/17l5Y0j.

7

Sira Habu and Shaun Ho, “RM 1 Billion Initiative to Promote High-Speed Broadband Usage,” Star Online, March 25, 2010, http://
thestar.com.my/news/story.asp?file=/2010/3/25/nation/5931577&sec=nation.

8

Ministry of Information Communication and Culture Malaysia, “Rural Broadband Initiatives in Malaysia,” September 21, 2011, http://
www.scribd.com/doc/68533475/Rural-Broadband-Initiatives-in-Malaysia.

9 “1Malaysia Broadband Affordable Packages for 5 States,” Malaysian Wireless, September 8, 2012, http://www.malaysianwireless.
com/2012/09/1malaysia-broadband-affordable-packages-for-5-states/.
10

“1Malaysia Internet Centre Comes to KL,” New Straits Times, March 26, 2013, http://www.nst.com.my/streets/central/1malaysiainternet-centre-comes-to-kl-1.241693.

11

Choong Mek Zhin, “DBKL to Make it a Requirement for Restaurants to Provide Wi-Fi Services,” Star Online, January 9, 2012, http://
thestar.com.my/metro/story.asp?file=/2012/1/9/central/10210201&sec=central.

12

Author’s market survey, 2014.

13

2013 statistics from Malaysian Communications and Multimedia Commission, http://www.skmm.gov.my/skmmgovmy/media/
General/pdf/SKMM_Q3_ENG.pdf; International Telecommunication Union, “Mobile cellular Telephone Subscriptions, 2000-2012.”
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as a means of controlling the traditional media,14 though this has not been documented among
internet companies, perhaps because the 25 private ISPs often have government connections. The
two largest ISPs are TMnet, a subsidiary of the now-privatized Telekom Malaysia, and Jaring, which
is owned by the Ministry of Finance. The same is true for mobile providers. The largest, Maxis
Communications, was founded by Ananda Krishnan, who also owns Malaysia’s biggest satellite
broadcaster and enjoys close ties to former Prime Minister Mahathir Mohamad.15 Two new mobile
phone providers, YTL Communications and Umobile, have joined the market since 2008. Though
ostensibly unrelated to the government, observers believe they benefit from political connections.
In recent years, some local authorities have introduced restrictions on cybercafes to curb illegal
online activities, particularly gambling, which is grounds for closure if detected on cafe premises.
Select states have capped the number of cybercafe licenses available, making it difficult for
legitimate new venues to open.16
The CMA provides for the ministry to appoint the MCMC chairman and three government
commissioners, plus two to five commissioners from nongovernmental entities.17 The current three
are all from the private sector. Since 2008, the process for appointing members of the MCMC
advisory board has become more transparent and participatory, involving consultations with diverse
stakeholders and the inclusion of civil society members on the board. Yet the MCMC remains a
driving force in efforts to curtail online speech, including investigations into online portals and
bloggers.

Limits on Content
Content manipulation receded after the May 2013 elections, and news websites continued to fend off
apparent efforts to block or throttle their content. After the polls, rallies and protests against the result
continued to benefit from online organization and news coverage. Many official attempts to restrict
content, however, still lack transparency, causing internet users to wonder whether an inaccessible
January BBC report about Prime Minister Najib had been censored.
A provision of the CMA explicitly states that none of its wording “shall be construed as permitting
the censorship of the Internet.” The Multimedia Super Corridor, an information technology
development project, includes a 10-point Bill of Guarantees that promises no censorship to member

14

Karin Deutsch Karlekar, ed., “Pakistan,” in Freedom of the Press 2013 (New York: Freedom House, 2013), http://www.freedomhouse.
org/report/freedom-press/2013/malaysia.

15

Colin Kruger, “Billionaire Eyes Australian Media,” Sidney Morning Herald, May 28, 2011,
http://www.smh.com.au/business/billionaire-eyes-australian-media-20110527-1f81u.html.

16

Peter Boon, “Cyber Cafe Licences Not Issued Anymore—Ministry,” Borneo Post Online, October 15, 2012,
http://www.theborneopost.com/2012/10/05/cyber-cafe-licences-not-issued-anymore-ministry/.

17

Malaysian Communications and Multimedia Commission Act 1998, available at: http://www.agc.gov.my/Akta/Vol.%2012/Act%20589.

pdf.
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ICT businesses,18 though former Prime Minister Mahathir Mohamad told a reporter in June 2013 that
he regretted that promise.19
While the Malaysian government blocks some websites for violating Malaysian laws, it has not
systematically targeted political content in the past. In 2009, Information, Communications,
and Culture Minister Dr. Rais Yatim sought to “evaluate the readiness and feasibility of the
implementation of the Internet filter at [the] Internet gateway level,” but backtracked following
opposition.20 In July 2013, officials said a total 6,640 sites had been blocked since 2008.21 Many
government-linked companies and public universities restrict access to Malaysiakini and other sites
perceived as politically sensitive.
Authorities also make administrative requests to content and service providers to restrict
information. The MCMC can instruct websites to remove content, including some perceived as
critical of the government. Requests are generally nontransparent and lack judicial oversight
and avenues for appeal. Issues such as Islam’s official status, race, royalty, and the special rights
enjoyed by bumiputera, who are ethnic Malays and other indigenous people, as opposed to the
ethnic Chinese and Indian minorities, are also considered sensitive. Discussing them can lead to
prosecution, so internet users do exercise self-censorship.
Religion is particularly sensitive. In 2009, the MCMC directed Malaysiakini to take down two videos
containing sensitive religious and political content. When Malaysiakini’s Editor-in-Chief Steven Gan
refused, the MCMC urged the attorney general to prosecute him. As of 2014 the attorney general
had yet to pursue the case, although Gan still risks a potential fine of up to MYR 50,000 ($14,300)
and up to one year in prison in the first reported case of its kind.22 In November 2013, the Federal
Department of Islamic Development urged the government to strengthen internet censorship on
the grounds that “hundreds of websites on the internet are being used to confuse and weaken
those of the Islamic faith.”23 Google blocked access to the infamous anti-Islamic video, “Innocence of
Muslims,” at the MCMC’s request in September 2012.24
Online news outlets represent an increasingly serious challenge to traditional media, with several
among the nation’s most popular websites.25 In October 2013, a judge ordered the home ministry to

18

Multimedia Super Corridor, “MSC Malaysia 10-Point Bill of Guarantees,” accessed August 2013, http://www.mscmalaysia.my/news/
introducing-msc-malaysia-certified-solutions; MCMC, “Communications and Multimedia Act 1998,” accessed August 2013, http://www.
skmm.gov.my/Legal/Acts/Malaysian-Communications-And-Multimedia-Commission.aspx.

19

Md Izwan, “Dr Mahathir regrets Internet Freedom,” Malaysian Insider, June 18, 2013, http://www.themalaysianinsider.com/malaysia/
article/mahathir-regrets-internet-freedom/.

20

Rebekah Heacock, “Malaysia Considers, Backs Down from National Internet Filter,” OpenNet Initiative (blog), August 13,
2009, http://opennet.net/blog/2009/08/malaysia-considers-backs-down-national-internet-filter.

21

“More Than 6,000 Websites Blocked for Violations Since 2008,” Bernama, via Malay Mail Online, July 5, 2013,
http://www.themalaymailonline.com/malaysia/article/more-than-6000-websites-blocked-for-violations-since-2008.

22

One showed Muslim demonstrators desecrating the head of a cow—an animal Hindus consider sacred—to protest the relocation
of a Hindu temple; the second showed a political speech. See Reporters Without Borders, “Malaysiakini Website Refuses to Bow to
Censorship,” news release, September 24, 2009, http://en.rsf.org/malaysia-malaysiakini-website-refuses-to-24-09-2009,34575.

23

“Jakim Calls for Internet Censorship to Ward Off Attacks on Islam,” Malaysian Insider via MSN, November 15, 2013, http://news.
malaysia.msn.com/tmi/jakim-calls-for-internet-censorship-to-ward-off-attacks-on-islam.

24

Tashny Sukumaran, “Google Malaysia blocks ‘Innocence of Muslims’ video clip,” September 17, 2012,
http://www.thestar.com.my/story.aspx?file=%2f2012%2f9%2f17%2fnation%2f20120917111604.

25
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grant Malaysiakini the right to reapply for a print license.26 The ministry repeatedly refused to grant
the license, and challenged a 2012 appeals court ruling which characterized Malaysiakini’s right to
publish a newspaper as fundamental.27
The home ministry granted another online outlet, FZ Daily, permission to print a publication in
August 2013, but deferred the approval required for a license in early 2014. The daily won the
right to challenge the deferral in court in February 2014. The same day, the ministry revoked the
publishing permit altogether. In March, the home minister justified the decision on grounds that
both FZ Daily and Malaysiakini are “inclined to publish sensational and controversial news.”28
Combative political reporting online may have caused the government or its supporters to try and
censor a handful of news websites in the lead-up to 2013 elections. The sites were simultaneously
targeted by hackers, and the exact nature of the interference remains unclear. Website staff
discovered packets of information sent by their servers were not reaching readers, rendering their
content temporarily inaccessible on some ISPs.29 The platforms were all available again within 48
hours. At least two outlets filed a complaint with the MCMC, which never responded.
In January 2014, a BBC blog post describing social media ridicule of remarks by Prime Minister Najib
about the falling price of water spinach became temporarily inaccessible on the Telekom Malaysia
broadband network under equally unclear circumstances. When asked if a block was in place,
Telekom Malaysia referred the BBC to the MCMC, which denied responsibility.30
Despite these issues, expanded internet access has led to the emergence of a vibrant blogosphere.
English and Malay are the dominant languages, and many civil society groups, including those
representing ethnic minorities, have a dynamic online presence. Social networking is almost
ubiquitous. A 2012 article said Malaysians visited social media platforms a staggering 14 billion
times a month.31 Prime Minister Najib leads the way with his own blog and over a million followers
on both Facebook and Twitter.32 Other government representatives are embracing ICTs. The police
force has Facebook and Twitter accounts where officers provide updates on policing activities and
occasionally respond to accusations of abuse by members of the public.33
Some of this engagement is manipulative in nature. Both government and opposition figures
are known to pay online commentators known as “cyber troopers” to generate favorable content

26

Reporters Without Borders, “Court Rejects Government Appeal Against Print Version For News Website,” October 31, 2013, http://
en.rsf.org/malaysia-court-rejects-government-appeal-31-10-2013,45411.html.

27

Hafiz Yatim, “Malaysiakini Wins Court Battle Over Print Licence,” Malaysiakini, October 1, 2012, http://bit.ly/V5bcKG; Human Rights
Watch, World Report 2013, Country Reports, “Malaysia,” January 31, 2013, http://bit.ly/ZbdTes, 2.

28

http://www.fz.com/content/permits-rejected-avoid-flooding-sensational-controversial-news

29

Oiwan Lam and Leila Nachawati, “Malaysia: News Sites Face Attacks on Eve of Elections,” Global Voices Advocacy, May
4, 2013, http://advocacy.globalvoicesonline.org/2013/05/04/malaysia-news-sites-face-attacks-on-eve-of-elections/.

30

MCMC denies blocking BBC ‘kangkung’ page, Malay Mail Online, Jan 16, 2014,
http://www.themalaymailonline.com/malaysia/article/mcmc-denies-blocking-bbc-kangkung-page; ‘#BBCtrending: How spinach was
blocked in Malaysia’, BBB, Jan 17, 2014, http://www.bbc.co.uk/news/magazine-25769325#threeG.

31

“Malaysia Internet Usage Statistic,” SEO Consultant (blog), November 24, 2012,
http://www.seoconsultant.com.my/2012/11/malaysia-internet-usage-statistic/.

32 Najib Razak’s Facebook page, accessed July 19, 2012, www.facebook.com/najibrazak; Najib Razak’s blog, “1Malaysia,” accessed July
19, 2012, http://www.1malaysia.com.my/.
33
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and denigrate their opponents.34 Since traditional media restrictions caused opposition groups to
embrace online platforms relatively early, the government has struggled to catch up. The Barisan
Nasional’s dedicated bloggers, Unit Media Baru, deny accepting payment for their efforts.35
In 2012, the government admitted paying international public relations firm FBC Media MYR 83.8
million ($26.5 million) between 2008 and 2010 to boost Prime Minister Najib’s image abroad.36
Opposition news website Sarawak Report also said Abdul Taib Mahmud, the chief minister in the
state of Sarawak, had separately contracted FBC Media for online publicity campaigns.37 FBC Media,
which denied wrongdoing, collapsed in 2011.38
Despite these interventions, online tools have been effective for political mobilization and exposing
the government’s grip on traditional media. Organizers of recent rallies for political reform, the
Coalition for Free and Fair Elections, leveraged online platforms to bring tens of thousands of
supporters to the streets during the “Bersih 2.0” and “Bersih 3.0” political rallies in 2011 and 2012,
respectively. In 2011, while mainstream media downplayed reports of police brutality against
the largely peaceful protesters, internet users circulated nearly 900,000 tweets and 1,600 videos
documenting violence, and 200,000 Facebook users petitioned for Najib’s resignation.39 In 2012,
more bloggers and online news portals weighed in to keep people informed about the rally and the
security forces’ methods to control it, which included beatings, tear gas and water cannons;40 print
coverage was described as a “near blackout.”41
During the coverage period of this report, digital campaigns to get out the vote contributed to a
record 80 percent turnout of registered voters, in what observers described as the most closely
fought election since independence.42

34

Joanna Yap, “PRS’ Cyber-Troopers Ready for Coming Polls,” Borneo Post Online, March 22, 2012, http://www.theborneopost.
com/2012/03/22/prs-cyber-troopers-ready-for-coming-polls/; Lim Guan Eng, “Najib’s New Army of Cyber Troopers with a History of
Dirty Tricks is Proof that the 13 General Election Will be the Dirtiest Election Yet,” DapMalaysia, November 21, 2011, http://dapmalaysia.
org/english/2011/nov11/lge/lge1414.htm.

35

Yu Ji, “Taking the Battle Online,” February 8, 2012, http://thestar.com.my/news/story.asp?file=/2012/2/8/sarawak/10692418.
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Violations of User Rights
Legal harassment remained a primary means for the authorities to intimidate internet users in 2014
with bloggers—and increasingly, social media users—investigated and sometimes charged for online
activity. Opposition politician Teresa Kok was charged with sedition for a satirical online video in May.
She and online news outlet Malaysiakini also faced threats. Though jail terms are unusual, the threat
still prevents many from taking full advantage of Malaysia’s dynamic online environment. The May
2013 election also had an impact on user rights, as opposition news websites faced cyberattacks, and a
list of candidates circulating online was discovered to contain spyware.
Malaysia’s constitution provides citizens with “the right to freedom of speech and expression,” but
allows for limitations on this right. While some recent court decisions have disappointed freedom of
expression advocates,43 others show more independence. In December 2013, the government lost its
challenge against a court decision granting a print publication license to independent news website
Malaysiakini.44
The government exercises tight control over online as well as print and broadcast media through
laws like the Official Secrets Act and the Sedition Act. Violations are punishable by fines and several
years in prison. The government has also pursued prosecutions based on the CMA’s broadly worded
Section 211, which bans content deemed “indecent, obscene, false, threatening, or offensive,” and
Section 233, when such content is shared via the internet.45 Defamation is a criminal offence under
Sections 499 to 520 of Malaysia’s penal code.46 Media outlets benefit from stronger privileges under
the Defamation Act 1957 if they can prove allegedly libelous content is accurate and was published
without malice;47 lacking this protection, bloggers risk punitive damages.
In 2012, parliament passed an amendment to the 1950 Evidence Act that holds intermediaries
liable for seditious content posted anonymously on their networks or websites.48 This would include
hosts of online forums, news outlets, and blogging services, as well as businesses providing Wi-Fi
services.49 The amendment also holds someone liable if their name is attributed to the content or
if the computer it was sent from belongs to them, whether or not they were the author.50 The legal
change was pushed through hurriedly, but garnered significant public backlash after its passage,
which failed to prevent it going into effect.51 No implementation has been reported.
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At the same time, the Security Offenses (Special Measures) Act (SOSMA) replaced the Internal
Security Act, which allowed for infinitely renewable detentions without trial and had been used
to hold bloggers.52 The new law provides several improved protections to detainees, requiring
police to immediately inform a suspect’s family and reducing the maximum amount of time they
be can held without charge or trial.53 It also includes a provision explicitly stating that “no person
shall be arrested and detained…solely for his political belief or political activity.”54 Despite these
improvements, the law also includes restrictive provisions absent in its predecessor. For example, it
grants wide-ranging powers for the public prosecutor—and in emergency situations, the police—to
intercept communications without the need for a court order in cases involving security offenses.55
The government also made changes to the penal code that could allow for punishment of political
speech by classifying ill-defined “activity detrimental to parliamentary democracy” as a criminal
offence. Civil society groups fear this could render criticism of government officials or policies
punishable with jail time, although the law minister said the provision would only apply to violent
activities.56 Meanwhile, the legislative revisions failed to check other problems, including the use of
sedition and official secrets charges to harass bloggers and internet users.
No bloggers were serving long-term jail sentences in 2014, though Malaysian authorities have a
history of criminally prosecuting online content producers. Police charged at least eight internet
users for criticism of the monarchy in 2009,57 and questioned others.58 Many prosecutions were
dropped, but at least one defendant elected to pay a fine of MYR 10,000 ($2,700) rather than face
the threat of trial.59 Legal proceedings can be lengthy and uncertain, regardless of the outcome.
Police continue to investigate Raja Petra Kamarudin, founder of the blog Malaysia Today, who
fled into exile in 2009 to avoid sedition charges and continues to criticize the administration
from overseas.60 In 2012, police charged Syed Abdullah Syed Hussein al-Attas, who blogs
pseudonymously as “Uncle Seekers,” with insulting the Sultan in 64 of his posts.61 Charges against
him are still pending.

52

“Malaysia Detains ‘Dissent’ Writer,” BBC News, September 23, 2008, http://news.bbc.co.uk/2/hi/asia-pacific/7630789.stm.

53

Parliament of Malaysia, “Security Offences (Special Measures) Act 2012,” http://www.parlimen.gov.my/files/billindex/pdf/2012/
DR152012E.pdf.

54

Security Offences (Special Measures) Act 2012.

55

Security Offences (Special Measures) Act 2012.

56

Shahanaaz Habib, “A Matter of Trial and Error,” Star Online, April 22, 2012, http://thestar.com.my/news/story.asp?file=/2012/4/22/
nation/11153338&sec=nation.

57

International Freedom of Expression eXchange, “Government Hounds Bloggers That Criticise Royalty,” news alert,
March 25, 2009, http://www.ifex.org/malaysia/2009/03/25/government_hounds_bloggers_that/.

58

Centre for Independent Journalism, “Debate on Royal Powers Draws Attacks and Threats; Bloggers Ahiruddin Attan and Jed Yoong
Questioned by Police,” via International Freedom of Expression eXchange, March 4, 2009, http://www.ifex.org/malaysia/2009/03/04/
capsule_report_debate_on_royal/.

59

Centre for Independent Journalism, “Six People Charged with ‘Insulting’ Royalty Online,” International Freedom of
Expression eXchange, March 16, 2009, http://www.ifex.org/malaysia/2009/03/16/six_people_charged_with_insulting/.

60 Teh Eng Hock, “Raja Petra Can’t Be Tried in Britain,” Star Online, May 26, 2010, http://thestar.com.my/news/story.
asp?file=/2010/5/26/nation/6340987&sec=nation. K. Kabilan, “RPK: 1Malaysia Will Be Najib’s Downfall,” Free Malaysia Today, May 25,
2010, http://politicalwatchmalaysia.blogspot.com/2010/05/rpk-1malaysia-will-be-najibs-downfall.html; “Perkasa Makes Police Report
Against Raja Petra,” Malaysia Today, January 7, 2010, http://malaysia-today.net/mtcolumns/newscommentaries/29452-perkasa-makespolice-report-against-raja-petra.
61

Committee to Protect Journalists, “In Detaining Blogger, Malaysia Invokes Secrets Act,” news alert, July 11, 2012,
http://www.cpj.org/2012/07/in-detaining-blogger-malaysia-invokes-secrets-act.php.

560

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Malaysia

Individuals can file police reports against other internet users.  In July 2013, one group said they
had asked police to investigate two Facebook users for comments about the king and the prophet
Muhammad.62 Others reported a separate Facebook account in October for posting an image of
the prime minister with a woman’s body.63 In February, a woman was briefly detained for allegedly
insulting the sultan of Selangor on her Facebook page.64 No charges were subsequently reported.
In November 2013, Inspector-General of Police Khalid Abu Bakar warned online news portal Free
Malaysia Today and its popular columnist Mariam Mokhtar for producing articles he described as
“highly seditious,” but no charges were filed during the coverage period.65
On May 6, 2014, opposition politician Teresa Kok was charged with sedition for allegedly insulting
Islam and the nation’s leaders, four months after sharing an 11-minute video which used invented
Chinese New Year predictions to satirize government policies. The video sparked outrage among a
group of Muslim NGOs, who staged protests saying Kok was using politics to fan racial hatred. One
group slaughtered chickens, smeared the blood on a poster of opposition leaders, and offered a
financial reward for slapping Kok in retaliation for the video.66 Kok’s trial was pending at the end
of the coverage period. Arrests under apparently politicized sedition charges targeting critics and
government opponents continued in late 2014.67 Separately, at least two sedition charges were filed
in relation to online content in June 2014.68
Politically motivated defamation suits seeking damages disproportionate to the offense have
become another threat to online expression since a landmark 2007 blogger prosecution by a
government-linked newspaper.69 In August 2012, a Kuala Lumpur court sentenced blogger and
opposition People’s Justice Party member Amizudin Ahmat to three months in jail on charges
of contempt for blogging about Dr. Rais Yatim, Malaysia’s information and culture minister, after
being banned from doing so in a 2011 defamation ruling against him.70 The jail term was deferred
pending appeal. In June 2014, after the coverage period of this report, Prime Minister Najib filed a
defamation suit against Malaysiakini for two allegedly defamatory articles published in May that
compiled readers’ comments.71
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Other criminal cases have involved religion.72 In July 2013, police detained bloggers Alvin Tan Jye
Yee and Vivian Lee May Ling for eight days on charges of sedition and causing religious disharmony
after they posted a greeting to Muslims celebrating Ramadan under an image of themselves eating
pork on Facebook; they later apologized and removed the post. The couple was separately charged
under the Film Censorship Act 2002 with posting explicit images on their joint blog.73 Each of the
three charges they face carries a possible jail term of three to five years; the trial is ongoing.74 In
November, a group filed a police report against another Facebook user for posting an image of pork
alongside Islamic symbols under the account name Adlin Abd Jalil.75 Police outside Kuala Lumpur
detained a Facebook user they identified as ”Man Namblast” in February 2014 for allegedly posting
seditious remarks about Hindus.76 He was charged with sedition on June 19.77
Real-name registration is not required for participation in Malaysia’s blogosphere, nor is it required
to use a cybercafe. Beginning in 2007, all mobile phone owners, including the roughly 18 million
customers using prepaid service at the time, were required to register as part of an effort to
decrease rumor mongering.78 The rule appears to have been weakly enforced.
The extent of government surveillance of ICT content is not known, but privacy protections are
generally poor.79 In 2008, the MCMC formed a panel composed of representatives from the police,
the attorney general’s office, and the Home Ministry to monitor websites and blogs. Although it still
appears to be active, it has not publicly intervened in internet freedom issues. Court documents
indicate that police regularly gain access to the content of text messages from telecommunications
companies, sometimes without judicial oversight. A 2011 government initiative to provide free
email accounts to all citizens over the age of 18 prompted fears it would expand the government’s
ability to monitor people’s online activities,80 but was not very popular.81 SOSMA, which allows for
the interception of communications without a judicial order in poorly defined security investigations,
also contains scope for abuse.82
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The Malaysian Personal Data Protection Act 2010, which regulates the processing of personal data in
commercial transactions, came into effect in November 2013. The law makes it illegal for commercial
organizations to sell personal information or allow third parties to use it, with penalties up to MYR
100,000 ($27,400) or one year imprisonment. Federal and state governments are exempted from the
law, as is data processed outside Malaysia.83 But the act requires that information about Malaysians
be stored locally, and limits conditions under which the data can be transferred abroad. It was not
implemented during the coverage period.84
In March 2013, the University of Toronto-based research group Citizen Lab reported detecting
software known as FinFisher, described by its distributor Gamma International as “governmental IT
intrusion and remote monitoring solutions,” on 36 servers worldwide, including one in Malaysia.85
The software potentially allows the server to steal passwords, tap Skype calls, or record audio and
video without permission from other computers, according to Citizen Lab. The same month, the
Malaysian Insider documented FinFisher’s presence in Malaysia, based on a New York Times
report.86 In response, the MCMC threatened the site with a fine of up to MYR 50,000 ($15,200)
or one year imprisonment for false reporting under the CMA. No charges were filed against the
website or its staff. In May, however, Citizen Lab reported they had further identified “a Malaysian
election-related document” they characterized as a “booby-trapped candidate list” containing
surveillance spyware.87 Because the spyware is only marketed to governments, “it is reasonable to
assume that some government actor is responsible,” the group concluded. A separate Citizen Lab
report published in February 2014 said a Malaysian government agency was a “current or former
user” of Remote Control System spyware marketed by the Milan-based Hacking Team.88
Physical violence sporadically affects traditional and online journalists in Malaysia.89 No incidents
were documented during the coverage period of this report, though threats were documented
in relation to digital content, including the reward offered to anyone who would hit opposition
politician Teresa Kok for the satirical video that prompted her sedition trial. In an unrelated February
2014 incident that nevertheless evoked the protests against Kok—which involved the symbolic use
of chicken blood—unknown people splashed red paint outside Malaysiakini offices and left behind
a cardboard box containing a dead duck. Malaysiakini lodged a police report over the incident, an
apparent attempt to threaten the news portal over its coverage.90
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A graver threat to independent online news outlets and some opposition-related websites is
distributed denial-of-service (DDoS) attacks, which force sites to crash sites by overloading the host
server with requests for content, often at moments of political importance. Some observers believe
such attacks are either sponsored or condoned by Malaysian security agencies, since they often
align with government priorities. Malaysiakini, was one of many sites reporting on the opposition
which was subjected to an apparently coordinated assault before the May 2013 elections.91 While
attacks continued during the coverage period, they did not succeed in disabling any sites.

91

Human Rights Watch, “Malaysia: Violence, Cyber Attacks Threaten Elections,” May 1, 2013, http://www.hrw.org/news/2013/05/01/
malaysia-violence-cyber-attacks-threaten-elections; Shawn Crispin, “Internet Opening is Shrinking,” Attacks on the Press, Committee to
Protect Journalists (Wiley: New York, February 2013), http://cpj.org/2013/02/attacks-on-the-press-internet-opening-is-shrinking.php.

564

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Mexico
2013

2014

Population:

117 million

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

43 percent

Obstacles to Access (0-25)

11

10

Limits on Content (0-35)

10

10

Violations of User Rights (0-40)

17

19

TOTAL* (0-100)

38

39

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In November 2013, the Mexican government created a new National Digital Strategy to
promote digital government services, wider access to information technologies, and the
use of technologies to improve health, education, and security (see Obstacles to Access).

•

A constitutional decree issued by the president to reform the telecommunications and
broadcasting sectors took effect on June 11, 2013. The decree included new protections
on the right to access information, calls for important infrastructural developments, and
regulatory measures to promote greater competition in the telecoms market. However,
delays over the passage of secondary legislation needed to implement the constitutional
reforms characterized much of the coverage period. A new telecommunications bill was
finally passed in July 2014, although it contains provisions that could negatively impact
privacy rights for internet users (see Obstacles to Access and Violations of User Rights).

•

In 2013 and 2014, Mexico continued to be one of the most hostile environments in
the world for journalists and bloggers, who are subject to both physical and technical
violence, as well as police harassment (see Violations of User Rights).
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Introduction
Although Mexico has experienced dramatic growth in internet penetration over the last 25 years,
with average connection speeds increasing from 1 Mbps in 2007 to nearly 4 Mbps in 2013,1 the
country still faces challenges in its quest to extend internet access to all citizens. Pronounced disparities separate large segments of the population from access to information and communication
technologies (ICTs). Online publications have faced severe cyberattacks, journalists have received
death threats, and some have even been murdered. Despite a recent law aimed at breaking up Mexico’s telecommunications monopoly, to date, six private companies dominate the industry, offering
broadband service at prices beyond the reach of many low-income families. And while widespread
civil society action resulted in the 2013 passage of a constitutional amendment guaranteeing access
to the internet as a civil right, its implementation has been hampered by a lack of supporting secondary laws.
Regional disparities also create a stark digital divide, in which those living in large cities have much
greater access to affordable internet service than do those in smaller towns and more remote areas. This issue is particularly pronounced in rural areas due to infrastructural deficiencies and high
prices—challenges that are exacerbated by the concentrated ownership of the telecommunications
sector by a handful of influential companies.
Although the June 2013 constitutional reform on telecommunications included positive provisions
intended to combat monopolization in the industry and guarantee internet access as a fundamental
right, there was a delay in the implementation of the secondary legislation required to enact the decree, which was supposed to be passed by December 2013. Congress finally approved the required
secondary legislation in July 2014 (outside of this report’s coverage period); however, the legislation
contained a number of provisions that threaten the privacy of internet users.
In recent years, physical and electronic attacks have rendered online journalists and bloggers susceptible to the same level of danger faced by traditional journalists. The June 2012 Law to Protect
Human Rights Defenders and Journalists establishes a government mechanism of protection and
allows federal authorities to investigate attacks against journalists and human rights defenders.
Although this is a positive step, to date, the real world impact of the legislation has been minimal.
In April 2014, the protection mechanism came under criticism due to delays in processing approximately 60 percent of the 152 time-sensitive requests for protection.2 Nonetheless, there is at least
one documented case of the law being used successfully to assist a threatened online journalist (see
“Violations of User Rights”).

1 Akamai State of the Internet Report, Q3 2007-Q3 2013 Data from State of the Internet Map Visualization, Mexico, accessed
January 27, 2013, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

Tania L. Montalvo, “Sin Atender, 57% de Casos del Mecanismo para la Protección de Periodistas” [57 Percent of Cases of
Mechanism for the Protection of Journalists Unprocessed] Animal Político, March 25, 2014, http://bit.ly/1kpqebA
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Obstacles to Access
Internet penetration in Mexico has increased significantly in recent years, growing from 22 percent
in 2008 to 44 percent in 2013.3 Although some optimistic experts expect internet penetration to
increase even further by the end of 2014, a pronounced digital gap still exists. Internet penetration
in Northern states (including the Federal District) was measured at 44 percent in 2013, yet official
sources counted internet penetration in Southern states (such as Chiapas, Oaxaca, Guerrero, and Michoacan) at only 16 percent.4
Such limited and disparate connectivity rates are also evident in the relatively small percentage of internet users with broadband access. According to the National Institute of Statistics and Geography
(INEGI), 31 percent of Mexicans had household internet access as of 2013, but most did not connect
via broadband. Although the number of Mexicans with broadband access has increased over the
past decade, growing from 0.42 percent in 2003 to nearly 12 percent in 2013,5 Mexico still falls significantly below the broadband penetration rates of other OECD countries, which have an average
rate of approximately 27 percent.6 As compared to a minimum wage of US$150 per month, the high
price of broadband service in Mexico, which ranges from US$26 to US$73 per month, is a significant
factor in the country’s low broadband penetration rates.7 With an average monthly fee of US$68, cable broadband services in Mexico exceed the average global price of US$60.8
Although 84 percent of all internet users in Mexico access the internet from home, in 2013, a large
number of users sought access from other locations. Of those who accessed the internet outside
their homes, 40 percent utilized internet cafes, 28 percent connected from school, and an additional
28 percent accessed the internet from the workplace. Although the number of cybercafe users is still
fairly high, it has begun to decline in recent years, due to increasing personal subscriptions as well as
the expansion of alternate public access points.9 Such diversification has created greater opportunity
for Mexicans to access the internet and is, accordingly, helping to reduce regional and socioeconomic internet gaps.
The emergence of mobile technologies has also helped to increase internet access in Mexico. According to an independent study, 64 percent of all Mexican internet users connected to the web

3 ITU, Statistics: Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx?utm_source=twitterfeed&utm_medium=twitter; accessed June 1, 2014, See also: Instituto Nacional de Estadistica y Geografia
(INEGI), “Indicadores sobre la Sociedad de la Información - Usuarios de internet” [Indicators of the Information Society – Internet Users] Updated November 27, 2013, http://www3.inegi.org.mx/sistemas/temas/default.aspx?s=est&c=19007

INEGI, “Indicadores sobre la Sociedad de la Información - Usuarios de internet” [Indicators of the Information Society – Internet Users] Updated November 27, 2013, http://www3.inegi.org.mx/sistemas/temas/default.aspx?s=est&c=19007;

4

5 OECD, “OECD Broadband Statistics,” See: (1) “Historical Fixed (wired) Broadband Penetration rates”, OECD, Updated June,
2013, http://www.oecd.org/sti/broadband/oecdbroadbandportal.htm
6 OECD, “OECD Broadband Statistics - Fixed and Wireless Broadband Subscriptions Per 100 Inhabitants” OECD, Updated June,
2013, http://www.oecd.org/sti/broadband/oecdbroadbandportal.htm; See also: OECD, OECD Review of Telecommunication Policy and Regulation in Mexico, OECD Publishing, 2012, http://www.oecd.org/sti/broadband/50550219.pdf.

Aurora Zepeda, “Entra en Vigor el Aumento del 3.9% de Salario Mínimo,” [3.9 Percent Minimum Wage Increase Goes Into
Effect] Excélsior, January 1, 2014, http://www.excelsior.com.mx/nacional/2014/01/01/936234

7

8 Point-Topic, “Mexico: Broadband Suscribers and Tariff Overview – Q4 2012, http://point-topic.com/free-analysis/mexico-broadband-subscribers-and-tariff-overview-q4-2012/

Jennifer Juarez, “Mexico Alcanza los 52.3 Millones de Usuarios con Acceso a Internet,” [Mexico Reached 52.3 Million
Users with Internet Access] CNN Mexico, October 24, 2012, http://mexico.cnn.com/tecnologia/2012/10/24/mexico-alcanza-los-523-millones-de-usuarios-con-acceso-a-internet
9
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through mobile devices in 2013. This figure represents an increase of nearly 100 percent in comparison to 2012, when only 34 percent were estimated to use mobile devices for internet access.10 Notably, mobile broadband penetration, which grew to nearly 14 percent as of mid-2013, has now surpassed fixed-broadband household penetration, which reached 12 percent in the same timeframe.11
Mobile broadband appears poised to continue growing at a far faster rate than fixed-broadband in
Mexico, increasing by 34 percent in the second quarter of 2013, while fixed broadband connections
increased by only 8 percent in the same period.12
While six private companies primarily control Mexico’s mobile phone sector, Carlos Slim’s America
Movil, which counts both Telmex and Telcel as subsidiaries, dominates the information and communication technology (ICT) landscape with 80 percent of landline subscriptions and 70 percent of the
wireless market.13 Top competitors Axtel and Movistar account for only 6 percent of fixed lines and
20 percent of wireless connections, respectively.14 Mobile phone access is significantly more widespread in Mexico than is internet use, with about 100 million subscribers (approximately 86 percent
of the population) as of late 2013.15
Such accelerated growth is due in part to a recent drop in prices for mobile phone use,16 the increasing availability of smartphones, and promotions that narrow the price gap between basic phones
and smartphones.17 As of December 2013, 27 million of the country’s 100 million mobile phones
were smartphones.18 Mexico is reportedly home to the largest smartphone market in Latin America,

10 World Internet Project, Estudio 2013 de Habitos y Percepciones de los Mexicanos sobre Internet y Diversas Tecnologias
Asociadas,” [2013 Study of Habits and Perceptions of Mexican Internet Users and Diverse Associated Technologies] accessed
May 20, 2014, http://es.slideshare.net/fer_gut/wip-2013

“OCDE: Mexico con la Mas Baja Penetracion de Banda Ancha,” ADN Politico, January 9, 2014, http://www.adnpolitico.com/
ciudadanos/2014/01/09/ocde-mexico-con-la-mas-baja-penetracion-de-banda-ancha

11

Andrew Rogers, “Mexico Mobile Broadband Penetration Above 10% at End of Q2,” BN Americas, August 12, 2013,
http://subscriber.bnamericas.com/Subscriber/index.jsp?idioma=I&tipoContenido=detalle&pagina=content&idContenido=624512&tipoDocumento=1#

12

13
Susan Crawford, “Mexico’s Lucky to Have Just One Man Blocking Internet Equality, We’ve Got a Bunch,” Wired online, May
13, 2013, http://www.wired.com/opinion/2013/05/when-it-comes-to-internet-access-and-cost-were-just-like-mexico/; See also:
Henry Lancaster, “Mexico – Mobile Market Insights, Statistics and Forecasts,” BuddeComm, last updated July 4, 2012, http://
www.budde.com.au/Research/Mexico-Mobile-Market-Insights-Statistics-and-Forecasts.html; and, America Movil renews criticism of OECD Report on Mexico. http://www.advfn.com/nasdaq/StockNews.asp?stocknews=NIHD&article=55351248

Dolia Estevez, “U.S. Government Puts Pressure on Carlos Slim, Mexico’s Telecom Sector to Open up to Competition,” Forbes
online, April 1, 2013, http://www.forbes.com/sites/doliaestevez/2013/04/01/u-s-government-puts-pressure-on-carlos-slimmexicos-telecom-sector-to-open-up-to-competition/

14

Mexican antitrust agency confirms America Movil’s dominance in Mobile, ADFVN, April 4, 2013, http://www.advfn.com/
nasdaq/StockNews.asp?stocknews=NIHD&article=57037422; See also: ITU, “Statistics: Mobile Cellular Subscriptions by Country,
2000-2013,” http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx?utm_source=twitterfeed&utm_medium=twitter, accessed June 23, 2014

15

In May 2011, COFETEL ordered telecom firms to reduce interconnection fees between landlines and mobile phones to a
more affordable level. The fees were dropped to 0.39 pesos (US$0.03) for mobile phones. The decision was later affirmed by
the Supreme Court. See: Revista Opcion “Cofetel Reduces Interconnection Fees” [in Spanish], Revista Opcion, June 10, 2011,
http://www.revistaopcion.com/tag/de-mayo/.

16

Maris Olvera, “A la Baja Precios de Smartphones” [Smartphone Prices Decreasing], El Universal-Querétaro, May 27, 2013,
http://m.eluniversalqueretaro.mx/vida-q/27-05-2013/la-baja-precios-de-smartphones.

17

eMarketer, “2013: The Year of the Smartphone in Latin America,” January 22, 2014, http://www.emarketer.com/Article/2013-Year-of-Smartphone-Latin-America/1010545

18
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followed by Brazil, Chile, Peru, and Argentina.19 Further, Mexico’s smartphone market is expected to
grow 40 percent as of the end of 2014.20
In mid-2013, the parliament passed a bill to amend the constitution in order to make a series of
reforms to the telecommunications and broadcasting sectors.21 A Constitutional Reform Decree was
subsequently enacted by the Mexican president on June 10, 2013, taking effect one day later.22
From a rights perspective, the decree made access to connectivity a fundamental right under Article
6 of the constitution, thereby responding positively to a civil society campaign on the issue. This
includes “the right to access information, broadcasting and telecommunications services, including
broadband and the Internet.” The reform also defined telecommunications as a public service, thereby making the government responsible for such things as guaranteeing universal coverage, quality,
and competition.
On the regulatory side, the decree established two new, independent regulators—the Federal Telecommunications Institute (IFETEL or IFT) and the Federal Commission for Economic Competition
(FCEC). The IFT was tasked with implementing a “180 Day Agenda” within 180 days of its launch date,
and will have the power to unilaterally punish noncompetitive practices with the withdrawal of corporations’ licenses, the application of asymmetric regulation, and the unbundling of media services—
stipulations that could significantly change the Mexican ICT landscape.23 Restrictions on foreign
direct investment and ownership in telecoms were also lifted. Prior to these changes, a 2012 report
from the Organization for Economic Cooperation and Development24 estimated that costs related to
the lack of competition in Mexico’s telecoms sector were US$25 billion per year.25
From an infrastructural development view, the decree also calls for the establishment of a National
Policy for Universal Digital Inclusion and a National Digital Agenda, and places constitutional requirements to expand the national fiber-optic backbone and create a wholesale wireless network.
The decree called for the passage of two pieces of secondary legislation in order to implement the
constitutional reforms. A new Federal Economic Competition Act passed both houses and was made
law on May 23, 2014. A December 2013 deadline to pass a new Telecommunications and BroadMedia Desk, “Mexico becomes Latin America’s #1 mobile market,” January 17, 2014, http://latinlink.usmediaconsulting.
com/2014/01/mexicobecomeslatinamericasnumber1mobilemarket

19

20 eMarketer, “2013: The Year of the Smartphone in Latin America,” January 22, 2014, http://www.emarketer.com/Article/2013-Year-of-Smartphone-Latin-America/1010545; See also: Julio Sanchez Onofre, “México, Mercado “Top 10” Global de
Smartphones en 2013: IDC” [Mexico: ‘Top Ten’ Global Market for Smartphones in 2013: IDC], El Economista online, June 11,
2013, http://eleconomista.com.mx/tecnociencia/2013/06/11/mexico-mercado-top-10-global-smartphones-2013-idc.

“Telecommunications and Broadcasting Reform in Mexico,” Baker & McKenzie, accessed November 21, 2014, http://www.
bakermckenzie.com/mexico/telecommunicationsbroadcastingreform/.

21

22 Daniel Leza, “ITU Case Study: The Creation of the Federal Institute of Telecommunications of Mexico,” International Telecommunications Union, 2014, http://www.itu.int/en/ITU-D/Conferences/GSR/Documents/GSR2014/Discussion%20papers%20
and%20presentations%20-%20GSR14/CaseStudy-GSR14_IFT.pdf, p. 8.

Víctor Pavón-Villamayor, “Ifetel, La Mayor Apuesta en Telecomunicaciones,” [Ifetel, The Biggest Bet in Telecommunications],
Forbes México, April 25, 2013, http://www.forbes.com.mx/sites/la-mayor-apuesta-en-telecomunicaciones-ifetel/; See also:
Juan Montes, “Mexico Telecoms Reform Bill Advances,” The Wall Street Journal, March 22, 2013, http://en.rsf.org/mexico-border-town-news-website-decides-05-03-2013,44164.html.
23

24 “Telecoms reform would boost competition and growth in Mexico, says OECD,” OECD, January 30, 2012, http://www.oecd.
org/newsroom/telecomsreformwouldboostcompetitionandgrowthinmexicosaysoecd.htm.
25 Elisabeth Malkin, “Mexican Leaders Propose a Telecom Overhaul,” New York Times, March 11, 2013, http://www.nytimes.
com/2013/03/12/business/global/mexican-plan-would-rein-in-phone-and-tv-providers.html.
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casting Act, however, was not met. Instead, the bill was introduced to the senate in March 2014 and
passed both houses of congress in July 2014, coming into effect one month later.26 However, this
legislation included requirements on providers to store user data and provide law enforcement with
real-time location data for mobile phones, as well as allowing providers to block access to certain
content—provisions which could significantly infringe on internet users’ rights and which were met
with vocal opposition (see “Violations of User Rights”).27
In November 2013, the Mexican government created a new National Digital Strategy to promote
wider access to information technologies, digital government and transparency, and the use of
technologies to improve health, education, and security.28 A new office manned by presidential staff
will coordinate the Strategy, which is not a separate body predicated on internet governance, but
is instead an office establishing presidential advisors on digital and internet related issues. Representatives of this office attended the October 2013 Internet Governance Forum, an international
multi-stakeholder conference that took place in Indonesia. Along with 20 other nations, the Mexican
government endorsed a declaration of the Freedom Online Coalition to advance internet freedom
via coordinated efforts of civil society and private sector representatives to support human rights
and freedom of expression online.29
Although the government of Enrique Peña Nieto has been active in defining a digital strategy and
policy, further steps are missing from the government’s internet initiatives, such as the approval of
positive secondary legislation that would make universal access to the internet in Mexico a reality.

Limits on Content
While online journalists and bloggers still face serious threats, such as cyberattacks, harassment, and
physical violence, social media has continued to serve as an important forum for internet users in
Mexico. Despite ongoing threats to their security, activists make regular use of social media to provide critical warnings to local communities about dangerous cartel-related situations.30 Civil society
groups have also made use of the internet to generate awareness and activism for causes related to
internet freedom, human rights, and other issues. While there is no legislation that restricts internet
content, local officials have often been accused of manipulating online content in their favor, or of
harassing or otherwise attempting to intimidate journalists for writing about issues of local corruption and crime.

26 “Mexico’s president signs telecoms reform rules into law,” Reuters, July 14, 2014, http://www.reuters.com/article/2014/07/14/us-mexico-reforms-idUSKBN0FJ2DU20140714.

See “Mexico: The challenges of the new telecommunications and broadcasting law,” Hogan Lovells Global Media and Communications Quarterly 2014, http://www.hoganlovells.com/files/Uploads/Documents/1%20Mexico%20-%20the%20challenges%20of%20the%20new%20telecommunications%20and%20broadcasting%20law.pdf.
27

Presidencia de la República, “Estrategia Digital Nacional,” [National Digital Strategy] http://www.presidencia.gob.mx/estrategia-digital-nacional/; See also: “Objetivos de la Estrategia Digital Nacional,” [Objective of National Digital Strategy] November 25, 2013, http://www.presidencia.gob.mx/objetivos-de-la-estrategia-digital-nacional/

28

Freedom Online: Joint Action for Freedom of Expression on the Internet, http://www.minbuza.nl/binaries/content/assets/
minbuza/en/the_ministry/declaration-freedom-online-feb-2013.pdf; See also: “Fact sheet: Freedom Online Coalition,” November 20, 2012, http://www.humanrights.gov/2012/11/20/fact-sheet-freedom-online-coalition/

29

Damien Cave, “Mexico Turns to Twitter and Facebook for Information and Survival,” New York Times, September 24, 2011,
https://www.nytimes.com/2011/09/25/world/americas/mexico-turns-to-twitter-and-facebook-for-information-and-survival.
html?_r=1; Miguel Castillo, “Mexico: Citizen Journalism in the Middle of Drug Trafficking Violence,” Global Voices (blog), May 5,
2010, http://globalvoicesonline.org/2010/05/05/mexico-citizen-journalism-in-the-middle-of-drug-trafficking-violence/.
30
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Applications such as Facebook, Twitter, YouTube, and international blog-hosting services are freely
available in Mexico and have enjoyed steady growth in recent years. Mexico has the second largest
community of Facebook users in Latin America after Brazil—and the fifth largest in the world—with
an estimated 38 million users.31 The number of Mexicans with Twitter accounts has also ballooned
in recent years, growing from 146,000 in February 2010 to more than 12 million in early 2014.32 The
president and members of his administration also hold Twitter accounts, using them primarily for
disseminating political information.33
In early 2013, news broke of an agreement between the Federal Security Council and some state
governments to refrain from reporting on violence unless absolutely necessary. This decision was
the product of a dual campaign to ease fears about security within Mexico and to present a more
positive image to the international community.34 Such a policy underscores the importance of online journalists’ efforts to report on the full scope of events in their communities, providing critical
warnings to neighbors on issues of safety and security that would otherwise be kept quiet by local
government officials.
Self-censorship has also been increasing among online journalists and bloggers in the wake of the
2012 murders of several social network contributors who had been posting information about cartel-related violence. Despite such grave threats, however, many brave bloggers and social media
users have continued their quest to provide security warnings, address corruption scandals, and otherwise attempt to improve life in their communities.
Economic constraints also influence the diversity of media in Mexico. Scarce funding and lack of
interest in online advertising create challenges for individuals and nonprofits seeking to establish
sustainable online outlets. Reliance on public advertising renders independent media vulnerable to
manipulation of content or closure due to lack of funding, although it is the former that appears to
be the more pernicious of the two trends. Despite such challenges, however, efforts to develop politically oriented websites that are financially independent have continued in recent years.
Among the most striking examples of successful independent digital media is Animal Político, a popular site that counts more followers on Facebook than any other news outlet in Mexico.35 In order
Social Bakers, “Mexico Facebook Statistics,” SocialBakers, accessed March 9, 2012, http://www.socialbakers.com/facebook-statistics/mexico.

31

Damien Cave, “Mexico Turns to Twitter and Facebook for Information and Survival,” New York Times, September 24, 2011,
https://www.nytimes.com/2011/09/25/world/americas/mexico-turns-to-twitter-and-facebook-for-information-and-survival.
html?_r=1; See also: Daniel James Shosky, “Why Social Networks Continue to Grow in Mexico,” IDG Connect, October 30, 2013,
http://www.idgconnect.com/blog-abstract/4308/why-social-media-networks-continue-grow-mexico

32

33 Deborah Esch, “Mexico: Felipe Calderón’s Cabinet on Twitter,” Global Voices (blog), April 19, 2011, http://globalvoicesonline.
org/2011/04/19/mexico-felipe-calderons-cabinet-on-twitter/; See also: Felipe Coredero, “Mexico: President Felipe Calderón’s
Twitter Use,” Global Voices (blog), May 19, 2011, http://globalvoicesonline.org/2011/05/19/225272/; Claudia Benassini, “El Gabinete de Calderón en Twitter” [Calderón s cabinet on Twitter] Razón y palabra, April 2012, http://www.razonypalabra.org.mx/
caja_pandora/gabinete.html.

SDP Noticias.com, “Gobierno federal recomendó “dosificar” datos sobre violencia: Mario Anguiano, gobernador de Colima”
[Federal Government Recommended Proportionate Violence Data: Mario Anguiano, Governor of Colima], SDP Noticias online,
Jan 29, 2013, http://www.sdpnoticias.com/nacional/2013/01/29/gobierno-federal-recomendo-dosificar-datos-sobre-violencia-mario-anguiano-gobernador-de-colima
34

Tania Lara, “Populare Mexican News Site Animal Politico Seeks to Eliminate Dependence on Government Advertising,”
Knight Center for Journalism in the Americas, Journalism in the Americas (blog), April 30, 2013, https://knightcenter.utexas.edu/
blog/00-13751-popular-mexican-news-site-animal-politico-seeks-eliminate-dependence-government-advert.
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to raise revenue for the site without compromising content based on advertisers’ political leanings,
Animal Político is now engaging in brand journalism, offering social media consulting and digital
content to private companies. Additional financing is derived from syndicated content and private
sponsorships.36 Animal Político’s approach appears to be unique among Mexican media, and the site
has been receiving millions of visits every month since July 2012.
Even outlets that do not depend on government funding have been subject to manipulation from
local officials attempting to suppress critical information and to turn the tide in their favor. A handful of bloggers have argued that links on Twitter intended to take users to security warnings were
redirecting traffic to a website supported by advertising from the Veracruz government.37 The governments of Veracruz and Quintana Roo have also been accused of creating groups of social media
users who saturate Twitter with publicity favorable to them, and who launch cyberattacks against
critical journalists and bloggers.38
In January 9, 2014 Noticaribe, an online news portal in Quintana Roo, claimed that its Twitter account had been hacked and used to distribute information favorable to the local government.39
Although Noticaribe managed to recover control of its Twitter account, other publications frequently running stories about local corruption suffered cyberattacks in a widespread campaign of
disinformation. Luces del Siglo, a weekly magazine based in Quintana Roo, argued that the local
government cloned the magazine in early December 2013 and then distributed a version missing
information about alleged cases of corruption. Although a public relations officer said that the local
government respected freedom of expression and had nothing to do with the incident,40 a fake Twitter account bearing the name of the magazine, @LucesdelSiglo, is still actively impersonating the
publication, and is allegedly supported by the state governor.41 The organization ARTICLE 19 also
reported two additional cyberattacks against news outlets in Zocalo and El Noroeste in July 2013.42
Attempts to censor content on the websites of regional newspapers occur in other parts of the country as well. The editor of a local newspaper in Nuevo Laredo, Tamaulipas, said the online edition has
suffered a series of cyberattacks suppressing comments from citizens in stories concerning corruption of local authorities.43
Tania Lara, “Populare Mexican News Site Animal Politico Seeks to Eliminate Dependence on Government Advertising,”
Knight Center for Journalism in the Americas, Journalism in the Americas (blog), April 30, 2013, https://knightcenter.utexas.edu/
blog/00-13751-popular-mexican-news-site-animal-politico-seeks-eliminate-dependence-government-advert.

36

37 “La Guerra Sucia,” [Dirty War], Twitter page of @Javier_Duarte, http://chuynews.blogspot.com/2013/05/la-guerra-sucia-de-javierduarte-en.html

Diario Los Tuxtlas, “Peridistas Se Enfrentan a Ciberataques,” [Journalists Collide in Cyberattacks], January 7, 2014, http://
www.diariolostuxtlas.com.mx/2014/01/07/periodistas-se-enfrentan-a-ciberataques/

38

On January 9, 2014, @Noticaribe posted the following information about irregularities on Twitter: “AVISO: Usan en mensajes por cel y redes nombre de Noticaribe para exculpar a funcionario de supuestas irregularidades pic.twitter.com/jGpVXYppJH” https://twitter.com/Noticaribe/status/421329777237049344

39

Noticaribe, “Borge, intolerante y ‘clonador’: Acusan al gobernador por falsificar, otra vez, ejemplar de revista Luces del
Siglo,” [Borge, Intolerant, and Cloner: Government Accused fof Falsifying An Issue of the Magazine Luces del Siglo Again]
December 12, 2013, http://noticaribe.com.mx/2013/12/12/borge-intolerante-y-clonador-acusan-al-gobernador-por-falsificar-otra-vez-ejemplar-de-revista-luces-del-siglo/
40

For more, see the following status updates of the Twitter page of Luces del Siglo: https://twitter.com/LucesdeIsiglo/status/411694401954390017 and https://twitter.com/lucesdelsiglo/status/411559828373266432

41

42 Article 19, “Portales de Noticias Sufren Ataques Ciberneticos,” [News Portals Hit by Cyberattacks] July 8, 2013, http://periodistas-es.com/portales-de-noticias-mexicanos-sufren-ataques-ciberneticos-11120

Jorge Luis Sierra. Cyberattacks against El Mañana de Nuevo Laredo. Interview with Daniel Rosas. May 28, 2013. https://
www.youtube.com/watch?v=KqE5QDQEbD8.
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Facebook, Twitter, and YouTube are widely used in Mexico, and are playing an increasingly important
role in the gathering and dissemination of information about risks in high intensity drug trafficking
areas and in mobilization on social and political issues. Citizens reporting on such issues use Twitter hashtags such as #VeracruzFollow to exchange information about acts of violence in their cities.
Those contributing to the effort to improve citizen safety have been hampered by a flood of unrelated updates generated by a digital “army” utilizing the hashtags for trivial gossip. Although the leader
of the army is unknown, some believe that the operation to distract citizens from useful updates is
supported by local politicians trying to suppress news of violence in their communities.
Digital tools have also aided mobilization on social and political issues. In 2013, for example, a coalition of NGOs working on the project Internet Para Todos (Internet for All) turned to the internet to
gather signatures for a petition to lobby the government to include internet access as a fundamental
right. Due in large part to the success of the coalition, Congress included internet access as a civil
right in its 2013 reform of the Mexican Constitution.44

Violations of User Rights
Violations of user rights have continued to escalate in Mexico in recent years. In 2014, Reporters
Without Borders listed Mexico among the most dangerous countries in the world for media personnel.45 Threats and violence from drug cartels—and occasionally from members of local government—have continued to plague online reporters, resulting in at least one murder since May 2013.
Cyberattacks have also continued, at times disrupting service to online media outlets. In recent years,
legislation has been passed that both positively and negatively impacts user rights. While a law intended to safeguard journalists and human rights defenders is a step in the right direction, a new
surveillance protocol jeopardizes user rights by allowing significant breaches of privacy.
The Mexican constitution guarantees freedom of speech, freedom of the press, and privacy of personal communications; however, recent reports concerning a ubiquitous state surveillance apparatus
and a new geolocalization law call such protections into question. There are no legal ramifications
for online activity other than defamation or libel, although criminal defamation statutes still exist in
13 of Mexico’s 32 states.46 While the upper echelons of the judiciary are viewed as independent, state
level legal bodies have frequently been accused of ineffectual conduct, biased behavior, and event
harassment of online journalists.
In June 2012, the Law for the Protection of Human Rights Defenders and Journalists was passed
in Mexico, effectively establishing mechanisms for the protection of media workers and NGOs.47
Among the law’s provisions is a requirement that state governments work in conjunction with federal authorities to ensure that protection is effectively extended to those under threat; as of April 2013,
44

Official page of Internet Para Todos Campaign, http://internetparatodos.mx, accessed June 10, 2014

Reporters Without Borders, World Press Freedom Index: 2014, http://rsf.org/index2014/en-index2014.php, accessed June
10, 2014
45

46 Commission on Human Rights, Congress General of the United States of Mexico, Gaceta Parlamentaria, Número 3757VIII, [Parliamentary Gazette, No. 3757-VIII], Thursday April 25, 2013, http://gaceta.diputados.gob.mx/Black/Gaceta/Anteriores/62/2013/abr/20130425-VIII/DictamenaD-18.html

Leah Danze, LAWG, “Mexico’s Law to Protect Journalists and Human Rights Activists Remains Ineffective,” LAWG International online, June 30, 2013, http://www.lawg.org/action-center/lawg-blog/69-general/1219-mexicos-law-to-protect-journalists-and-human-rights-activists-remains-ineffective.
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27 of Mexico’s 32 states had signed agreements to this effect.48 While the legislation is promising
in that it establishes a legal basis for protection and suggests an end to impunity for attackers, to
date, capacity to actualize the law has been lacking. A separate amendment, predicated on protecting freedom of expression, was passed in the senate in April 2013. If signed by the president, the
amendment will grant authority for prosecution of crimes against journalists to the federal government, marking another positive step in the fight to protect reporters and bloggers.49
Government agencies in Mexico have also been issuing more requests for content removal and user
data in recent years. Between January and June 2013, Facebook received 78 requests from the Mexican government for information related to 127 users. In 38 percent of the cases, Facebook released
some information.50 In the same period, Google received 11 requests from Mexican authorities for
the removal of content; the company complied with 18 percent of the requests.51 Google also received 83 requests from the Mexican government for user data, producing information in 39 of such
cases.52
Apart from a 2008 requirement that cell phone users register with the government (revoked in 2012)
there are no official restrictions on anonymous communication. Despite a constitutional requirement
that any interception of personal communications be accompanied by a judicial warrant,53 reports
published in 2012 allege that secret surveillance of private citizens is widespread in Mexico.54
In July 2012, evidence was leaked (and later confirmed by the Mexican army)55 pertaining to the
secret purchase of approximately MXN 4.6 billion (US$355 million) worth of “spyware” engineered
to intercept online and mobile phone communications.56 In addition to recording conversations and
gathering text messages, email, internet navigation history, and contact lists, the surveillance software is also capable of activating the microphone on a user’s cell phone in order to eavesdrop on
the surrounding environment.57
The website of the Mexican Access to Information agency (IFAI) makes no mention of this expenPeace Brigades International, Proyecto Mexico, “The Implementation of the Law for the Protection of Human Rights
Defenders and Journalists,” June 26, 2013, http://www.pbi-mexico.org/fileadmin/user_files/projects/mexico/files/Mechanism/130625BriefingMechanismPBI_EN.pdf

48

Mike O’Connor, “In Mexico, a Movement and a Bill against Impunity,” CPJ, April 26, 2013, http://cpj.org/blog/2013/04/inmexico-a-movement-and-law-against-impunity.php; See also: CPJ Press Release, “CPJ Commends New Mexican Legislation,” CPJ,
April 25, 2013, http://cpj.org/2013/04/cpj-commends-new-mexican-legislation.php.
49

50 Facebook, “Government Requests Report, Mexico, January-June 2013,” https://www.facebook.com/about/government_requests

Google, “Transparency Report: Content Removal by Country – Mexico,” accessed June 1, 2014, http://www.google.com/
transparencyreport/removals/government/countries/

51

Google, “Transparency Report: User Data Requests by Country – Mexico,” accessed June 1, 2014, http://www.google.com/
transparencyreport/userdatarequests/countries/

52

Jeremy Mittman, “Mexico Passes Sweeping New Law on Data Protection,” Proskauer Rose LLP, May 11, 2010, http://privacylaw.proskauer.com/2010/05/articles/international/mexico-passes-sweeping-new-law-on-data-protection/.
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Bob Brewin, “State Department to Provide Mexican Security Agency with Surveillance Apparatus,” NextGov, April 30, 2012,
http://www.nextgov.com/technology-news/2012/04/state-department-provide-mexican-security-agency-surveillance-apparatus/55490/.

54

55 Ryan Gallagher, “Mexico Turns to Surveillance Technology to Fight Drug War,” Slate online, August 3, 2012, http://www.
slate.com/blogs/future_tense/2012/08/03/surveillance_technology_in_mexico_s_drug_war_.html.
56 Robert Beckhusen, “U.S. Looks to Re-Up its Mexican Surveillance System,” Wired online, May 1, 2013, http://www.wired.
com/dangerroom/2013/05/mexico-surveillance-system/.

Katitza Rodriguez, “Mexicans Need Transparency on Secret Surveillance,” Electronic Frontier Foundation, July 24, 2012,
https://www.eff.org/deeplinks/2012/07/mexicans-need-transparency-secret-surveillance-contracts; See also: Cryptome.org, U.S.
Department of State Contract 58, Communications Intercept System Mexico, http://cryptome.org/2012/06/us-mx-spy.pdf.
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diture or of the U.S. State Department’s alleged assistance in the tripling of Mexico’s surveillance
capacity via the 2006 installment of specialized surveillance equipment.58 Mexico’s “Technical Surveillance System” allows the government to “intercept, analyze and use intercepted information from all
types of communication systems operating in Mexico.”59 In the past year, reports have also surfaced
that FinFisher software is being used for surveillance in Mexico. Although a group of human rights
organizations has called for a federal investigation into the use of espionage and intelligence tools,
the government has yet to conduct or submit to any such investigation.60
Mobile internet users in Mexico will also be affected by a recent law that allows police to locate mobile phones in real time without a court order.61 The bill, which allows the government “warrantless
access to real time user location data,”62 became law in January 2014, despite opposition by human
rights organizations.63 Although the law is intended to combat drug cartel activity, its lack of independent oversight leaves it open to misuse by police, military, or intelligence agencies. Critics of
the law warn that it is unconstitutional and sets a worrisome precedent of warrantless surveillance.64
Corruption and weak rule of law among state governments—including the infiltration of law enforcement agencies by organized crime—also leave room for abuse should private communications
fall into the wrong hands.
Heightening the threat posed by real-time warrantless surveillance, over the past year, online
journalists and social media users have reported frequent harassment, occasional break-ins, and
even death threats—at times from government officials. In mid-2013, Emilio Lugo, editor of the
Agoraguerrero news site, was forced to flee his home state of Guerrero after receiving threats for
posting an article about the alleged murder of a federal police officer. Despite the many complaints
about the efficacy of the Federal Mechanism for the Protection of Human Rights Defenders and
Journalists, it was this governmental agency that assisted Lugo and his wife in relocating to a safer
area.65
As mentioned previously, the telecommunications act passed in July 2014 that enacts elements of
the constitutional reform contains a number of worrisome provisions, including articles to provide

Robert Beckhusen, “U.S. Looks to Re-Up its Mexican Surveillance System,” Wired online, May 1, 2013, http; See also: Katitza
Rodriguez, “Mexicans Need Transparency on Secret Surveillance,” Electronic Frontier Foundation, July 24, 2012.
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Robert Beckusen, “U.S. Looks to Re-Up its Mexican Surveillance System,” May 1, 2013, http://www.wired.com/dangerroom/2013/05/mexico-surveillance-system/
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60 Tania Molina Ramirez, “Sigue Active el Programa de Espionaje Cibernetico Finfisher en Mexico,” [FinFisher Cyber Espionage
Program Kept Active in Mexico] Citizen Lab, October 7, 2013, http://wikileaks.jornada.com.mx/notas/sigue-activo-el-programa-de-espionaje-finfisher-en-mexico-citizen-lab
61 Mauricio Torres, “La Corte Avala Ley que Permite a PGR Ubicar Celulares Sin Orden Judicial,” [Court Endorses Bill Allowing
Cell Tracing Without Warrant] CNN en Español, January 16, 2014, http://mexico.cnn.com/nacional/2014/01/16/corte-celulares-fallo-modificaciones-proyecto
62 Katitza Rodriguez, “Mexico Adopts Alarming Surveillance Legislation,” Electronic Frontier Foundation, March 2, 2012,
https://www.eff.org/deeplinks/2012/03/mexico-adopts-surveillance-legislation.
63 Article 19, “Posicionamiento ante la aprobación del Codigo Nacional de Procedimientos Penales #EstadoEspia,” [Positioning
of Approval of the National Code of Criminal Procedure #EstadoEspia] December 5, 2013, http://articulo19.org/posicionamiento-ante-la-aprobacion-del-codigo-nacional-de-procedimientos-penales/
64 Cyrus Farivar, “Mexican ‘Geolocalization Law’ Draws Ire of Privacy Activists,” ArsTechnica, April 24, 2012, http://arstechnica.
com/tech-policy/2012/04/mexican-geolocalization-law-draws-ire-of-privacy-activists/.
65 RSF, “A Journalist Forced to Flee, Another Murdered in Lawless Mexico,” July 4, 2013, http://en.rsf.org/mexico-a-journalistforced-to-flee-04-07-2013,44894.html
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security agencies with blanket access to private data without need of a court order.66 Article 189 of
the legislation requires telecoms to provide users’ locations and data to police, military, or intelligence agencies in real time, without a court order; Article 190 mandates that ISPs and mobile providers keep detailed records of user communications for two years; and Article 192 requires providers to provide this detailed information to security agencies without a court order. These provisions,
along with others that stand to negatively impact user freedom and privacy, have received strong
opposition from groups advocating for digital privacy and internet freedom rights.67
During the last few months of 2013, a number of editors and writers associated with online news
outlets were subject to threats and police harassment. Silvia Nuñez Hernandez, editor of the online
news portal AGN Veracruz, Carmen Olsen, editor of the Baja California-based news website Rosarito
en La Noticia, and Jesus Issac Olmedo, editor of the online publication Reflexion en Linea, all reported police harassment in late 2013.68 Lydiette Carrion, an investigative reporter who writes about victims of violence, received death threats via Twitter in October 2013 in connection with an article she
was writing about a musician who had disappeared. Carlos Lopez Lopez, a citizen who launched a
Facebook page about civil opposition to an increase in prices of subway travel, also received threats
on Twitter.69
Burglaries have also begun posing a threat to independent outlets. The digital newspaper e-Consulta, whose editor, reporters, and managers suffered a wave of arrests, defamation lawsuits, and
kidnappings throughout 2012 and early 2013, suffered another attack in July 2013 when a burglar
broke into e-Consulta’s Puebla office and stole the computers of the general director and the managing director.70 In March 2014, the house of Dario Ramirez, a director of the human rights and freedom of expression group ARTICLE 19, was burglarized. Ramirez’s computer and other documents
were stolen during the raid, which occurred the evening before ARTICLE 19 was due to release a
report regarding violence against journalists in Mexico.71
Violence against journalists has been a long trend in Mexico, and one that has steadily been spilling
over into the realm of online media. In May 2014, Luz Maria Rivera, the director of the online news
outlet El Mercurio, was assaulted in connection with her work. No suspect has been named, how-

66 Internet Para Todos Mexico, Proposed Mexican Telecom Law Would Be a Disaster for Internet Freedom,” May 7, 2014,
http://internetparatodos.mx/proposed-mexican-telecom-law-would-be-a-disaster-for-internet-freedom/; See also: “Bashtagging the President,” The Economist, April 26, 2014,
http://www.economist.com/news/americas/21601281-internet-generation-thorn-enrique-pe-nietos-side-bashtagging-president?fsrc=scn/tw_ec/bashtagging_the_president
67 Internet Para Todos Mexico, Proposed Mexican Telecom Law Would Be a Disaster for Internet Freedom,” May 7, 2014,
http://internetparatodos.mx/proposed-mexican-telecom-law-would-be-a-disaster-for-internet-freedom/; See also: “Bashtagging the President,” The Economist, April 26, 2014,
http://www.economist.com/news/americas/21601281-internet-generation-thorn-enrique-pe-nietos-side-bashtagging-president?fsrc=scn/tw_ec/bashtagging_the_president; See also: Jesus Robles Maloof, “Enrique Pena Nieto’s Open War Against Internet,” April 11, 2014,
http://contingentemx.net/2014/04/11/enrique-pena-nietos-open-war-against-internet-nomaspoderalpoder-defenderinternet/
68 Periodistas en Riesgo, “Acoso a Periodista Carmen Olsen,” [Harassment of Journalist Carmen Olsen] accessed March 16,
2014, https://periodistasenriesgo.crowdmap.com/reports/view/130
69 Periodistas en Riesgo, “Amenazas a administrador de pagina de Facebook #posmesalto,” [Threats to Adminstrator’s Facebook Page Under #Posmesalto] accessed March 16, 2014, https://periodistasenriesgo.crowdmap.com/reports/view/139

Periodistas en Riesgo, “Roban Computadoras de Directivos del Peridico Digital en Puebla,” [Computers of Digital Newspaper Executives Stolen in Puebla] July 25, 2013, http://www.periodistasenriesgo.com/reports/reports/view/88
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ever Rivera noted that the attack was intended to drive her away from reporting. Although she has
had to move multiple times due to fear of harm to her family, Ms. Rivera is dedicated to continuing
her work as director of El Mercurio.72 Additionally, Zoila Marquez Chiu, an online journalist with the
news site Linea Informativa, was abducted in December 2013. In a rare turn, she was released and
returned to her family after 17 days. To date, no suspects have been named.73
Between May 2013 and June 2014, Mexico was witness to at least one retaliatory murder for online
journalism. Mario Ricardo Chávez Jorge, a columnist with El Ciudadano (The Citizen) and an active
social media user who used his Twitter account (@laredroja) to post information about corruption
among officials, was found dead in Tamaulipas in June 2013.74 The body of a woman who had been
beheaded was also found near Chavez’s body.
Cyberattacks have also continued, and pose a growing threat to critical news sites. As of May 2013,
Libre en el Sur, a local newspaper and online news website, had been victim to three cyberattacks in
as many months. 75 Libre en el Sur was again targeted later that month with an attack that affected
linked Google and Twitter accounts and resulted in the deletion of 588 contacts from the editorial
director’s Facebook account. The website of El Mañana de Nuevo Laredo, an important news outlet
near the U.S.-Mexico border, suffered a distributed denial-of-service (DDoS) attack during the same
month which forced the site to go offline for 20 minutes,76 the sixth in a series of cyberattacks the
outlet experienced in 2013.77 In September 2013, another news site, Portal de Plumas Libres, reported a cyberattack preventing the website from being viewed for several hours. It is worth noting that
each of these outlets is well known for its independence as well as its coverage of local crime and
corruption.

RSF, “Threats and Censorship at Peak in Veracruz, Oaxaca, Michoacan, and Zacatecas,” September 30, 2013, http://en.rsf.
org/mexico-threats-and-censorship-at-peak-in-30-09-2013,45259.html
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RSF, “Missing Woman Journalist Reappears, Back With Her Family,” December 27, 2013, http://en.rsf.org/mexico-woman-journalist-missing-for-past-09-12-2013,45573.html
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Periodistas en Riesgo, “Asesinato de Columnist en Tamaulipas,” [Assassination of Columnist in Tamaulipas] Periodistas en
Riesgo online, June 24, 2013, https://periodistasenriesgo.crowdmap.com/reports/view/68
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Staff Writer, “Atacan y Bloquean la Cuenta de Twitter de Libre en el sur…” [Attacks and Blocks on Twitter Account of
Libre en el Sur…] Libre en el Sur, May 17, 2014, http://www.libreenelsur.mx/content/atacan-bloquean-twitter-libre-en-sur-exigen-que-delegado-jorge-romero-se-deslinde-manera
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de Nuevo Laredo] May 12, 2013, https://periodistasenriesgo.crowdmap.com/reports/view/55
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2013
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Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

11

11

Limits on Content (0-35)

7

10

Violations of User Rights (0-40)

24

23

TOTAL* (0-100)

42

44

33 million
55 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Access to Lakome, an independent and investigative news site, was blocked on October
17, 2013, sparking local and international outrage over one of the first instances of state
censorship in recent years (see Limits on Content).

•

The blocking of Lakome, which came shortly after it had published controversial stories
chronicling the royal pardoning of a convicted pedophile and extremists’ threats against
the monarchy, has contributed to a slight increase in self-censorship among independent
journalists (see Limits on Content).

•

Ali Anouzla, editor-in-chief of the French-language version of Lakome, was arrested in
September 2013 on charges of supporting and advocating terrorism in the context of
an article had written on jihadist threats in Morocco. He was apparently charged for
providing a link to a Spanish news site, which in turn had embedded the jihadist YouTube
video in question. He was released on bail in October and his trial has been repeatedly
postponed (see Violations of User Rights).

•

Two high school students were detained by police for one week in October 2013 in the
city of Nador after a friend posted a photograph on Facebook of them kissing in front
of their high school. All three juveniles were charged with violating public decency law,
prompting a campaign in which activists staged kiss-ins and posted photos online (see
Violations of User Rights).
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Introduction
Research universities led the development of the internet in Morocco from the early 1990s, with
internet access extended to the general public in 1996. Initially, the internet’s diffusion was slow in
Morocco due primarily to the high cost of computers and poor infrastructure.1 Under the combined
impact of the liberalization, deregulation, and privatization of the telecommunications sector, as
well as the legal and technological modernization of Moroccan broadcasting media, a growing and
dynamic digital media market has emerged. This phenomenon has been furthered by the recent
opening of the political system.
The most remarkable change in internet use among Moroccans is the growing interest in social
media and user-generated content, as well as domestic news portals. In 2010, the top ten most
visited websites did not include any Moroccan news websites.2 By 2012, the sixth most visited site
was Hespress, the most popular online news and information website in Morocco with estimated
400,000 unique visitors per day. Besides Hespress, now ranked fourth, the pan-Arabic sports website
Kooora and two Moroccan classified ads sites, avito.ma and bikhir.ma, have also entered the top ten.3
Social media has triggered a revival of the media’s traditional function as a watchdog, acting as a
check on the misconduct of the political regime. It has also been used as a tool for nascent political
movements to organize and mobilize supporters across the country, particularly in the context of the
Arab Spring. The February 20th Movement, which started on Facebook and relies heavily on digital
media for communication, has held rallies throughout the country demanding democratic reforms,
a parliamentary monarchy, social justice, greater economic opportunities, and more effective
anticorruption measures. Two weeks after the first demonstrations, King Mohamed VI responded
by announcing new constitutional reforms in which he promised to devolve limited aspects of his
wide-ranging powers to an elected head of government and the parliament. Included in this reform
package were provisions to grant greater independence to the judiciary and an expansion of civil
liberties. The king’s proposals were approved by 98.5 percent of Moroccan voters in a popular
referendum held on July 1, 2011, for which voter turnout was 84 percent. These measures resulted in
a lifting of all politically-motivated filtering.
The battle over the future of the internet as a public space for free political expression has stepped
up over the past year. Authorities blocked websites (something not witnessed since 2009), threw a
prominent journalist in jail, and strengthened an already existing atmosphere of self-censorship and
fear. Revelations over the use of surveillance technology in democratic countries has served to justify
its use in Morocco, where activists increasingly feel under threat and “owned” by the ruling regime.
Optimists look to successful online campaigns, such as those to repeal the controversial rape law,
to repeal the pardon of a convicted pedophile, and to release Lakome’s Ali Anouzla, as small but
significant victories that can be replicated in the future. Many await the results of the U.S. call for
a review of its surveillance policies and of Brazilian plans to tackle the issues on an international

Ibahrine, M. (2007). The Internet and Politics in Morocco: The Political Use of the Internet by Islam Oriented Political
Movements. Berlin: VDM Verlag.

1

2 Bouziane Zaid and Mohamed Ibahrine, Mapping Digital Media: Morocco, available at, http://www.opensocietyfoundations.
org/reports/mapping-digital-media-morocco, (accessed 7 January 7 2014).

Google, Facebook, YouTube, hespress, and Google Morocco were the five most visited sites in 2013. See “Top Sites in
Morocco,” Alexa, http://www.alexa.com/topsites/countries/MA (accessed 7 January 2014).
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level.4 However, pessimists believe they are losing the battle with the state, opting only to protect
themselves through increased digital security skills to avoid surveillance. In the words of blogger
Zineb Belmkaddem, “I don’t look at my smartphone the same way I did in the past. Instead of an
empowering tool, I look at [my smartphone] as something that can be used against me. I do not
possess all the information in it, it’s almost like a shared device, shared by me and my enemy, the
entity that wants to take away my freedom.”5

Obstacles to Access
Internet access in Morocco has increased steadily in recent years, although obstacles remain in place
in certain areas of the country. The internet penetration rate grew from just over 21 percent of the
population in 2007 to 55 percent in 2013, according to the International Telecommunication Union
(ITU).6 By end of 2012, roughly 2 in every 100 inhabitants possessed a fixed-broad subscription, or
around 17.8 percent of all subscribers.7 The remaining 82.2 percent of all subscriptions are through
3G devices, including both data-only and voice-and-data connections.8 Morocco’s regulatory agency
estimates the internet subscription annual growth rate to be 24 percent, with 4 million subscribers
accounting for 12 percent of Morocco’s population.9 By December 2012, mobile phone penetration
reached a rate of 119.7 percent, a rise of almost 20 percentage points compared to 2010.10 In 2012,
Morocco doubled its bandwidth capability through the development of the Loukkos fiber-optic
submarine cable.11
Internet access is currently limited to educated and urban segments of Morocco’s population.
There is a major discrepancy in terms of network coverage between urban and rural areas.
Telecommunications companies do not abide by the ITU principle of telecommunications as a public
service, instead preferring to invest in more lucrative urban areas. Rural inhabitants constitute 37.1
percent of the overall population and while many have access to electricity, television, and radio,
most do not have access to phone lines and high speed internet. The high rate of illiteracy is another
obstacle (43 percent of Moroccans aged 10 and above are illiterate). The ITU’s ICT Development

The Washington Post, “Brazil’s president condemns NSA spying,” available at,
http://www.washingtonpost.com/world/national-security/brazils-president-condemns-nsa-spying/2013/09/24/fe1f78ee-252511e3-b75d-5b7f66349852_story.html, (accessed 17 January 2014).
4

Interviews with Aboubakr Jamai, Hisham Almiraat, Zineb Belmkaddem, IbnKafka and two other interviews conducted
with online activists who want to remain anonymous from February 2013 and January 2014. Hereafter, Interviews with digital
activists and online journalists.
5

6 “Measuring the Information Society 2013,” ITU, available at http://www.itu.int/en/ITU-D/Statistics/Documents/publications/
mis2013/MIS2013_without_Annex_4.pdf

“Fixed (wired-)broadband subscriptions,” ITU, 2000-2012, available at http://www.itu.int/en/ITU-D/Statistics/Pages/stat/
default.aspx.

7

8 “Internet Market in Morocco: Quarterly Observatory” Agence Nationale de Réglementation des Télécommunications, March
2013, http://www.anrt.ma/sites/default/files/2013_T1_TB_Internet_en.pdf.
9

ANRT, Rapport Annuel (Annual Report), 2012, http://www.anrt.ma/sites/default/files/Rapport-annuel-2012_fr.pdf

10

“Mobile-cellular subscriptions,” ITU, 2012, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

ITU, Measuring the Information Society 2013, available at, http://www.itu.int/en/ITU-D/Statistics/Documents/publications/
mis2013/MIS2013_without_Annex_4.pdf, (accessed 18 January 2014).
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Index (IDI) ranks Morocco 89th, primarily due to a low adult literacy rate, gross secondary enrollment
ratio, and gross tertiary enrollment ration.12
The Moroccan government has undertaken several programs aimed at improving the country’s
ICT sector. Launched in March 2005, the GENIE project (the French acronym for “Generalization
of ICTs in Education”) aims to extend the use of ICTs throughout the public education system.13
Owing to positive results, another round of implementation was launched for the period of
2009-2013 to improve the training and professional development of teachers and encourage the
adoption of ICTs by public school students. PACTE (French for “Program of Generalized Access to
Telecommunications”) was launched in 2008 to provide 9,263 communities, or 2 million Moroccans,
with telecoms services by 2010.14 Financing for the project came from Morocco’s Universal Service
Fund for Telecommunications. The fund was created in 2005 using contributions from the three
major telecoms operators: Maroc Telecom, Medi Telecom, and INWI. More recently, in 2009,
authorities established the national strategy “Maroc Numérique 2013” (Digital Morocco 2013).15 The
strategy aims to achieve nationwide access to high-speed internet and to develop e-government
programs to bring the administration closer to its citizens, while encouraging small and mediumsized enterprises to adopt ICTs into their business practices. It has a budget of MAD 5.2 billion
(around US$520 million).
Perhaps as a result of these efforts, internet use remains relatively affordable. For a 3G prepaid
connection of up to 7.2 Mbps, customers pay MAD 223 (US$26) for initial connectivity fees and then
MAD 10 per day (US$0.82) or MAD 200 per month (US$23.6). Internet users pay on average MAD 3
(US$0.35) for one hour of connection in cybercafes.
In the post-Arab Spring era, the government no longer blocks social media, anonymous proxy tools,
and Voice over Internet Protocol (VoIP) services. However, in February 2012 there was a report that
Maroc Telecom briefly disrupted VoIP services such as Skype, TeamSpeak, and Viber in order to
tamper with the quality of the calls. Some speculated that the actions were motivated by financial
concerns over competition to traditional fixed-line services provided by the telecommunications
company.16
Service providers such as ISPs, cybercafes, and mobile phone companies do not face any major
legal, regulatory, or economic obstacles.17 The allocation of digital resources, such as domain names

Morocco is ranked 114th in the IDI Skills sub-index, which measures human capacity and the population’s abilities to
use ICTs. See “Measuring the Information Society 2013,” ITU, available at http://www.itu.int/en/ITU-D/Statistics/Documents/
publications/mis2013/MIS2013_without_Annex_4.pdf, (accessed 18 January 2014).

12

ANRT, Rapport Annuel (Annual Report), 2008, available at http://www.anrt.net.ma/fr/admin/download/upload/ﬁle_fr1702.
pdf, (accessed 16 January 2014) (hereafter ANRT, Rapport Annuel, 2008).

13
14

ANRT, Rapport Annuel, 2008.

“HM the King chairs presentation ceremony of national strategy ‘Maroc Numeric 2013’,” available at http://www.maroc.ma/
PortailInst/An/Actualites/HM+the+King+chairs+presentation+ceremony+of+national+strategy+Maroc+Numeric+2013.htm
(accessed 15 January 2014).

15

Hisham Almiraat, “Morocco: Historic Telecom Operator Blocks Skype,” available at, http://globalvoicesonline.
org/2012/02/19/morocco-historic-telecom-operator-blocks-skype/ (accessed 16 January 2014). See also, Brahim Oubahouman,
“Maroc Télécom interdit Skype et d’autres services VoIP”, available at, http://www.moroccangeeks.com/maroc-telecom-interditskype-et-autres-services-voip/ (accessed 16 January 2014).
16

Interviews conducted on 20 February 2013, with Dr. Hamid Harroud and Dr. Tajjedine Rachdi, respectively director and
former director of Information Technologies services of Al Akhawayn University in Ifrane.
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or IP addresses, is carried out by organizations in a non-discriminatory manner.18 According to
the Network Information Centre, which manages the “.ma” domain, there were 43,354 registered
Moroccan domain names in 2012, the last year that figures were available.19
The National Agency for the Regulation of Telecommunications (ANRT) is an independent
government body created in 1998 to regulate and liberalize the telecommunications sector. The
founding law of the ANRT considers the telecommunications sector as a driving force for Morocco’s
social and economic development and the agency is meant to create an efficient and transparent
regulatory framework that favors competition among operators.20 A liberalization of the telecoms
sector aims to achieve the long-term goals of increasing GDP, creating jobs, supporting the private
sector, and encouraging internet-based businesses, among others. While Maroc Telecom, the oldest
telecoms provider, effectively controls the telephone cable infrastructure, the ANRT is tasked to
settle the prices at which the company’s rivals (such as Medi-Telecom and INWI) can access those
cables. Thus the ANRT makes sure competition in the telecoms market is fair and leads to affordable
services for Moroccan consumers.21
Some journalists argue that the ANRT is a politicized body lacking independence, citing the fact that
its director and administrative board are appointed by a Dahir (Royal Decree). However, international
organizations such as the World Bank and the ITU have not expressed any major criticism about the
ANRT’s neutrality.22
As mentioned, Maroc Telecom, Medi Telecom, and INWI are the three ISPs and mobile phone
companies in Morocco. Maroc Telecom (Ittissalat Al Maghrib, IAM) is a former state company that
held a monopoly over the telecoms sector until 1999.23 That year, the ANRT granted licenses for
Medi Telecom and INWI. Medi Telecom is a private consortium led by Spain’s Telefonica, while
INWI (formerly WANA, Maroc Connect) is a subsidiary of Ominum North Africa (ONA), the leading
Moroccan industrial conglomerate also owned by the royal family.

Limits on Content
The past twelve months saw censorship issues once again make headlines in Morocco, as
independent news site Lakome was blocked in October 2013. In general, numerous obstacles to
access have resulted in online media not enjoying the same popularity and influence as television
and radio. For this reason, there are fewer instances of government intervention in the online
sphere, even if much more controversial statements are made on the web. Nonetheless, fears
Network Information Centre, the service that manages the domain .ma, is owned by Maroc Telecom. There are calls for
domain.ma to be managed by an independent entity, not a commercial telecoms company.

18

Network Information Centre, available at http://www.nic.ma/statistiques.asp (accessed 16 January 2014). This service is
owned by Maroc Telecom.

19

Lois régissant la poste et les télécommunications (Laws governing the post and telecommunications), available online at
http://www.anrt.ma/fr/admin/download/upload/file_fr1825.pdf (accessed 16 January 2014).

20
21

ANRT, Lois régissant la poste et les télécommunications.

Caroline Simard, “Morocco’s ANRT Guidelines Project Related to Fundamental Regulatory Aspects,” available at http://
www.itu.int/ITU-D/treg/Newsletters/Research%20Material/MAR_Projetlignesdirectrices.pdf (accessed 16 January 2014);
BjörnWellenius and Carlo Maria Rossotto, “Introducing Telecommunications Competition through a Wireless License: Lessons
from Morocco,” 1999, available at http://rru.worldbank.org/documents/publicpolicyjournal/199welle.pdf

22

The State owns 30% of Maroc Telecom shares, 53% owned by the French telecoms company Vivendi, and 17% is public,
available online at http://www.iam.ma/Groupe/Institutionnel/Qui-Sommes-nous/Pages/StructureDu Capital.aspx.
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over intermediary liability and the prosecution of users have increased self-censorship, particularly
regarding so-called “sacred” issues such as the monarchy and Islam.
Social media and communication services such as YouTube, Facebook, or Twitter and international
blog-hosting services are available in the country. Websites are available which discuss controversial
views or minority causes, such as the disputed territory of Western Sahara, the Amazigh minority, or
Islamist groups. Despite numerous reports to the contrary, Google Earth was found to be accessible
in tests conducted by Freedom House in several cities and on a range of different devices. The
service had been reportedly blocked in August 2009.24
However, on October 17, 2013, in a move not seen since 2009, the Attorney General ordered the
ANRT to block two news websites: the Arabic-language Lakome, along with its francophone version.
Its editor-in-chief, Ali Anouzla, had been arrested one month earlier (See “Violations on User Rights”)
for citing an article in the Spanish newspaper El Pais, which contained an embedded YouTube video
attributed to Al Qaeda in the Islamic Maghreb (AQIM).25
Activists and observers believe Lakome was blocked for its critical stance towards the monarchy.
Both the Arabic and the French versions of the site published an investigative report on the
exploitation of sand pits showing the extent of corruption and the culture of impunity deeply rooted
in the highest level of the regime. The sites were also the first to announce the scandal surrounding
the royal pardon granted to the convicted pedophile Daniel Galván Viña on July 31, 2013. This event
garnered significant international media coverage from satellite television stations such as BBC, CNN,
France 24, Al Jazeera and others, all of whom relied heavily on Lakome for their information. As a
result, the site achieved international fame and notoriety with the local authorities. Indeed, local
bloggers and activists observed that Lakome had become a liability to the Moroccan regime, with its
editorial independence, investigative stories, and relentless refusal to self-censor. Zineb Belmkaddem,
a blogger and activist, noted the site’s “readership, as well as its impact, were growing” and cited the
blocking of Lakome as an example of what happens when journalists do not acquiesce to calls (and
even threats) to soften their tone when reporting on government affairs.26
Some degree of uncertainty remains over how the site was blocked. On October 14, Anouzla issued
a statement while in custody in a high security prison in Sale requesting the “temporary suspension”
of the website Lakome, on grounds that he was unable to take legal responsibility for the site’s
content while in custody. His lawyer shortly made the same request.27 However, the legality of the
move was questioned by Aboubakr Jamai, editor-in-chief of the French-language version of the site.
According to Jamai, Anouzla, as editor-in-chief of the Arabic site, did not possess ownership of either

24 For more, see “Current disruptions of traffic to Google products and services,” Google Transparency Report, accessed
August 9, 2013, http://www.google.com/transparencyreport/traffic/#expand=TJ,MA.
25 The video entitled, “Morocco: Kingdom of Corruption and Despotism,” incites viewers to commit terrorism acts against the
country.
26 Interview with Zineb Belmkaddem conducted on 15 January 2014. Belmkaddem is a Moroccan blogger, citizen journalist,
20th February activist.

RWB, “Lakome news website still blocked despite editor’s repeated requests,” available online at,
https://en.rsf.org/lebanon-lakome-news-website-still-blocked-20-02-2014,45905.html, (accessed 20 April 2014).
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of the sites and thus had no authority to take them offline. On October 18, one day after the two
sites were blocked, Jamai created a mirror to the French site, which was blocked the same day.28
On January 9, 2014, Anouzla announced that he had submitted an official request to the ANRT to
lift the blocking of Lakome.29 The ANRT responded by stating it required an order from the Attorney
General, who had blocked the site.30 Anouzla has since said that the state’s security apparatus, rather
than the ANRT or Attorney General, is behind the blocking. Access to the Arabic and the French sites
was restored in January 2014, although the site is inactive.31 Anouzla stated that he may create a new
website to pursue his journalistic work if unable to reactivate Lakome.32
The government maintains control over the online information landscape through a series of
restrictive laws that can be manipulated to serve political purposes. Under the 2002 Press Law,
the government has the right to shut down any publication “prejudicial to Islam, the monarchy,
territorial integrity, or public order,” and it maintains prison sentences and heavy fines for the
publication of offensive content (see “Violations of User Rights”). The anti-terrorism bill33 gives the
government sweeping legal powers to filter and delete content that is deemed to “disrupt public
order by intimidation, force, violence, fear or terror.”34 According to this law, legal liability rests jointly
with the author, the site owner, and ISPs. Intermediaries must block or delete infringing content
when made aware of it or upon receipt of a court order. While the law was ostensibly designed to
combat terrorism, the authorities retain the right to define vague terms such as “national security”
and “public order” as they please, thus opening the door for abuse. Many opposition news websites,
such as Lakome, Mamfakinsh, and Febrayer, are hosted on servers outside of the country to avoid
being shut down by the authorities.
Given the history of media repression in Morocco, many internet users and cyber activists engage
in self-censorship. Harsh legal consequences for online speech ultimately deter freedom of
expression.35 The arrest of Anouzla and the ensuing blocking of Lakome has strengthened the
existing atmosphere of fear and self-censorship among online and traditional journalists. 36 Popular
websites now refrain from publishing content that crosses red lines. For example, Hespress, which
in the past featured content both supportive and critical of the government, has deleted videos
of street protests and interviews with opposition figures from the site.37 In a state that punishes

Interview with Aboubakr Jamai conducted on 8 January 2014. Jamai is a Moroccan journalist who founded some of
the most progressive magazines such as Le Journal Hebdomadaire and Assahifa al-Ousbouiya. In 2003, he was awarded the
International Press Freedom Award of the Committee to Protect Journalists.

28

29

Interview with Aboubakr Jamai conducted on 8 January 2014.

30

Interview with Ali Anouzla conducted on 27 June 2014.

RWB, “Lakome news website still blocked despite editor’s repeated requests,” available at,
http://en.rsf.org/lebanon-lakome-news-website-still-blocked-20-02-2014,45905.html, (accessed 21 April 2014).

31
32

Interview with Ali Anouzla

The Anti-Terrorism Bill, passed in 2003 after the 2003 terrorist attacks in Casablanca. On 16 May 2003, Morocco was
subject to the deadliest terrorist attacks in the country’s history. Five explosions occurred within thirty minutes of each other,
killing 43 people and injuring more than 100 in suicide bomb attacks in Morocco’s largest city, Casablanca. Morocco has
been a staunch ally of the U.S. The 14 suicide bombers all originated from a poor suburban neighborhood in the outskirts of
Casablanca.

33

34

Open Net Initiative, “Internet Filtering in Morocco. 2009,” available online at, http://bit.ly/18GiHgW

35

Interviews with digital activists and online journalists.

36

Interviews with digital activists and online journalists.

37

Interview with Aboubakr Jamai conducted on 8 January 2014.
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investigative reporting and whistleblowing, people with sensitive information tend to stay quiet to
avoid possible retribution.
Activists and online opinion makers who openly criticize government policies receive personal
attacks and derogatory comments from other users on social media.38 Numerous new accounts are
created on Twitter and Facebook with the sole purpose to harass, intimidate and threaten activists.
This army of paid users also mobilizes to write positive comments on media sites when news on the
king’s activities is published. However, these comments often reflect a minority opinion on sites such
as Hespress, where users can “like” or “dislike” comments. In many instances, positive comments
on the king receive a rating of around -400, which indicates that at least 400 readers do not agree
with the opinions expressed in the comment.39 However, it is very hard to link the regime to these
groups of paid online users. Besides, as many activists recall from the experience of the February
20th Movement protests, there seems to a lot of support for the king as a person from the public,
especially with the situation in Egypt and Syria worsening.40
Activists believe that these progovernment commentators are also equipped with direct or indirect
access to surveillance tools, since they have often obtained private and personal information on
other users.41 There is no clear indication regarding the identity behind the accounts and whether
they are state-sponsored or simply overzealous private individuals. However, due to the amount of
time and energy needed to engage in such activity, and the access they have to private information,
there are serious doubts that these are private citizens acting on the basis of their own personal
resolve.
The government also uses financial pressure to push the most outspoken print media publications
into closure or bankruptcy. Advertising revenue provided by the government or government-linked
companies is not split fairly between independent and pro-government publications.42 In addition
to state-run and opposition news outlets, the Moroccan media contains a variety of “shadow
publications,” nominally independent but editorially supportive of the state.43 The news outlets exist
primarily to divert airtime from more serious and engaging news portals and to compete over online
advertising money and audience share. There is no evidence to link these publications to a larger
state strategy to counter the growth of voices of dissent. However, it is important to note that these
shadow publications receive large amounts of advertising, possibly in return for their progovernment
bias. Powerful business entities, such as the three telecommunication companies, are known to
adhere to state pressure to withdraw advertising money from news outlets that run counter to the
state-owned media narrative.44

38

Interviews with digital activists and online journalists.

Bouziane Zaid, conference presentation, “The Internet, the Public Sphere and Morocco’s Democratic Transition,” The ArabAmerican Association of Communication Educators (AUSACE), Tangier, Morocco, 11-15 November 2013.
39

Interviews conducted with Almiraat, on 13 January 2014 and Ibn Kafka on 18 January 2014. Almiraat is the advocacy
director for Global Voices, and a prominent digital activist in Morocco and abroad. Ibn Kafka is an anonymous Moroccan
lawyer and a prominent blogger/activist.

40

41

Interview with Zineb Belmkaddem, conducted on 15 January 2014.

42

Interview with Aboubakr Jamai conducted on February 11, 2013.

43

Interview with Aboubakr Jamai conducted on February 11, 2013.

According to The Report: Emerging Morocco 2007 by Oxford Business Group, Maroc Telecom and Medi Telecom accounted
for 16% of the total advertising market. In 2011, according to l’Economiste.ma, telecommunications advertising spending
represents 23% of the total advertising market share, available at, http://www.leconomiste.com/article/889132-investissementspublicitairesbrla-tele-en-perte-de-marche, (accessed 29 march 2013)
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In a recent example of this, the Office Chérifien des Phosphates (OCP) and Caisse de Dépôt et de
Gestion (CDG),45 two state-owned companies that do not offer any particular products to Moroccan
consumers, are now buying advertising time and space. This move is meant to obtain positive media
coverage, avoid negative publicity, and secure media outlets for their press releases.
The state, however, does not limit the ability of online media to accept advertising or investment
from foreign sources, which is crucial for maintaining a profitable business and ensuring that
citizens can access a range of different opinions and news sources. In addition, webhosting and
free blogging services are freely accessible. ISPs are not known to limit bandwidth availability to
discriminate on the basis of content.
Internet users take advantage of various social media tools to educate, organize, and mobilize
people around a wide variety of issues. Facebook and mobile phones were used very effectively
during the 2011 street protests. Facebook users grew by 490 percent from 860,000 to more than 5
million between 2009 and 2013 and the social network is the most visited website in the country.46
Moroccans effectively use blogs to disseminate their political views, reaching a wide online audience.
Activists used mobile phones and cameras to present their version of street events in a bid to
counter the censored, state-controlled news coverage.
The first widely covered instance of online activism occurred in 2008, when an amateur cameraman
in the northern Morocco area of Targuist filmed traffic police officers taking bribes from drivers.
The “Targuist Sniper” video circulated widely on YouTube and Facebook, resulting in a police
investigation that led to the arrest of the several police officers. The video served as a model of
cyber-activism against daily and mundane corruption in other Moroccan cities. Nevertheless, the
effects on corruption and accountability remained short-term as the government eventually stopped
responding to such videos.
One recent instance of online activism resulted in the overturning of a royal decree. On July 29,
2013, as is customary during the celebration of “Throne Day,” King Mohamed VI pardoned a number
of prisoners. Among them was Daniel Fino Galván, a Spanish pedophile convicted of raping 11
children in the Moroccan city of Kenitra. He had served only 18 months of his 30-year sentence at
the time of the pardon, after which he fled to Spain as a free citizen. The online news site Lakome
broke the story on its Arabic and French websites and the news spread rapidly on social media.
Demonstrations that took place in Rabat and Casablanca were met with a show force, leading to
even more outrage.47 A Facebook page titled “Tous contre la libération de Daniel Fino Galván” [All
against the freeing of Daniel Fino Galván] featured photographs of people from all over the world
posing with messages in different languages calling for the capture of the convicted pedophile.48

45 The OCP is the world’s largest exporter of phosphate and its derivatives. The CDG is a state institution in charge of
collecting and managing specific state funds and savings.

“Internet users, population and Facebook statistics for Africa 2012 Q2: Facebook 31-Dec-2012,” Internet World Stats,
http://www.internetworldstats.com/stats1.htm (accessed 9 January 2014)

46

47 Global Voices, “Morocco: “Daniel Gate” Sparks Unprecedented National Outrage,” http://globalvoicesonline.
org/2013/08/10/morocco-daniel-gate-sparks-unprecedented-national-outrage/ , (accessed 9 January 2014)

Tous contre la libération de Daniel Fino Galván page, https://www.facebook.com/media/
set/?set=a.1404502506428419.1073741829.1404455996433070&type=3, (accessed 18 January 2014).
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Another campaign of outrage and anger was launched on Twitter under the hashtag #DanielGate,
which became one of the few globally trending hashtags to originate from Morocco.49
The campaign and ensuing protests led to the king withdrawing his pardon and instructing the
justice minister to alert the Spanish authorities to arrest Galván. In an unprecedented move, the
Royal Cabinet issued two press releases: the first to claim that the King has no knowledge of the
case, leading to online cries asking what else the king has signed without his knowledge; the
second revealed the canceling of the pardon and the opening of an investigation into the incident.
The director general for prison administration was discharged from his duties as a result of the
investigation.

Violations of User Rights
The Moroccan state continues to be strategic in its campaign to intimidate users and online
journalists. Many prominent online activists remain free from prosecution, even if they continue to
be harassed or intimidated through extralegal means.50 In general, activists often face trumped-up
charges related to drug possession or disruption of public order. Several users were imprisoned
during the coverage period for defaming the king or public officials. In the case that brought
the heaviest international condemnation, online journalist and editor Ali Anouzla was arrested in
September after publishing an article chronicling extremist threats against the government.
The Moroccan constitution of 2011 recognizes all Moroccan citizens as equals before the law.51
Article 25 provides that the constitution guarantees all citizens “freedom of opinion and expression
in all its forms.” However, prior to the 2011 constitution, the Moroccan legislature adopted an array
of laws that limited freedom of expression, such as the 2002 Press Code and the 2003 Anti-Terrorism
Law. These provided legal sanctions against any criticism of “sacred” issues such as the monarchy,
Islam, and territorial integrity. Crucially, these laws continue to be applied to online activity, resulting
in the prosecution of several users for content posted online.
Article 27 of the 2011 constitution states that Moroccan citizens have the right to access information
held by the government, elected institutions, and all public service institutions, except in cases in
which doing so would violate national security, the privacy of individuals, or constitutional freedoms.
For this constitutional right to become reality, a series of public policy debates are taking place to
devise policies that would guarantee citizens access to information. However, given the authoritarian
nature of the state, many activists are pessimistic and believe the end result will most likely lead to a
stifling of internet freedom under the guise of privacy, national security, and counterterrorism. As of
mid-2014, no new outcomes have been reached.
Although the 2011 constitution strengthened the judiciary as a separate branch of government, the
judiciary system in Morocco is far from independent. The king chairs the High Council of Judicial

49 Global Voices, “Digital citizen 1.1,” http://advocacy.globalvoicesonline.org/2013/09/16/digital-citizen-1-1/ (accessed 9
January 2014).
50

Reporters without Borders, “Hazards mount for freedom of information in Morocco.”

51 Moroccan Constitution 2011, available at http://www.maroc.ma/en/system/files/documents_page/bo_5964bis_fr_3.pdf,
(accessed 18 January 2014).
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Power and appoints its members. As such, the courts often fail to produce fair and balanced rulings,
frequently basing their decisions on recommendations from security forces. 52
Article 38 of the Press Code defines “incitement to commit a crime” as any provocative speech
that was uttered, written, printed, sold, or distributed in public places, meetings, as well in as any
audiovisual and electronic media. Article 41 stipulates that anyone who offends the institution of
the monarchy, king and the royal princes and princesses, Islam and the territorial integrity will be
imprisoned for three to five years and must pay a fine of MAD 10,000 to 100,000 (roughly US$ 800
to 8,000). The publication can be suspended for up to three months or can be permanently banned.
Articles 45, 46, and 47 of the 2002 Press Code stipulate that defamation against the courts, the
military, public administrations, members of the government, and any public person are punishable
by a prison term of one month to one year. Similarly, Article 52 outlaws criticism of foreign heads
of state, foreign ministers, and diplomatic envoys residing in Morocco by stipulating punishments
of one month to one year imprisonment and a fine of MAD 10,000 to 100,000 (US$800 to $8,000).
Judges often apply these vague and oppressive laws to the online domain. In one case from October
2012, the head of the Council for the Moroccan Community Abroad sued the news portal Yabiladi
for defamation over an article detailing his travel expenses.53
For many activists, another indication that the regime plans to stifle internet freedom was the
release of a draft law on the internet called the Code Numérique (digital code) in November 2013.54
The draft was prepared by the Ministry of Trade, Investment and the Digital Economy. The draft law,
consisting of 114 articles, aimed to reinforce the legislative framework of digital communication
in Morocco and addressed e-government, e-marketing, e-commerce, digital security, and trust.55
As such, some aspects of the law were promoted by activists as positive. However, several of the
bill’s provisions threatened internet freedom. For instance, Article 73 prohibited content deemed
to be immoral, against public order, violent or inciting violence, as well as any expression seen to
undermine Islam, public policy or the privacy of individuals. Authorities were empowered to block
any websites deemed offensive in this respect.56
The draft law triggered strong reactions from the public. For many online journalists and activists,
the vagueness of laws such as proposed digital code and the press code are a danger to internet
freedom.57 They argue that too many types of behavior could be considered abusive or immoral,
depending on the interpretation and sometimes the mood of the judge. In response, a group of
activists set out to crowdsource a new version of the digital code, critiquing aspects of the existing

Madani, et. al. (2012). “The 2011 Moroccan Constitution: A Critical Analysis”. International Institute for Democracy and
Electoral Assistance. Stockholm, Sweden.

52

Reporters without Borders, “Hazards mount for freedom of information in Morocco,” available at, http://en.rsf.org/
morocco-hazards-mount-for-freedom-of-08-10-2012,43499.html, (accessed 29 March 2013).

53

Electronic Frontier Foundation (EFF), “Will Morocco Regulate the Internet? An Interview with Zineb Belmkaddem and @
IbnKafka,” available at, https://www.eff.org/deeplinks/2013/12/will-morocco-regulate-internet-interview-zineb-belmkaddemand-ibn-kafka, (accessed 10 January 2014).
54

55 Rime Ait El Haj, “Le code numérique avorté!” available at, http://www.leconomiste.com/article/914058-le-code-num-riqueavort, (accessed 10 January 2014).

Electronic Frontier Foundation (EFF), “Will Morocco Regulate the Internet? An Interview with Zineb Belmkaddem and @
IbnKafka,”available at, https://www.eff.org/deeplinks/2013/12/will-morocco-regulate-internet-interview-zineb-belmkaddemand-ibn-kafka, (accessed 10 January 2014).
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bill.58 The campaign seems to have paid off. The minister of industry, commerce, investment and
digital economy announced in a tweet that he withdrew the draft bill on December 15, 2013,
arguing that the digital code is so important that it necessitates broad consensus.59
Some activists believe that the draft law might bring positive outcomes. They argue that the law is
meant primarily to regulate e-commerce and digital security issues, and provisions in the draft law
that are threatening to internet freedom already exist in the Press Code. Activists could consider
this an opportunity and adopt a proactive stance to organize campaigns to include legislation that
regulates surveillance. Once the law is there, citizens will have some legal protection, and this is
better than having no protection at all.60
Online journalists that push red lines when reporting on the monarchy face the threat of criminal
prosecution. In the most publicized case, Ali Anouzla, journalist and editor-in-chief of the Arabiclanguage Lakome news site, was arrested on September 17, 2013, four days after publishing an
article on extremists’ calls for holy war against the state. The article included a link to the site of
Spanish news outlet El Pais, which in turn embedded the extremists’ video.61 Anouzla is a well-known
journalist and his positions against terrorism are well-known to the public, prompting many to
view the charges of providing “advocacy of acts amounting to terrorism offenses” and “providing
assistance to perpetrators or accomplices of acts of terrorism” as an attempt to silence dissent.62 He
was released on bail on October 25, 2013 and his trial has been continually postponed.63
On October 4, 2013, two high school students were arrested and detained in the city of Nador for
one week after a friend posted a photograph on Facebook of them kissing in front of their high
school.64 All three juveniles were charged with violating public decency law. The arrest triggered a
campaign in which activists staged kiss-ins and posted kissing photos online.65 The couple appeared
in court on November 22, 2013 and was discharged with a warning.
Two users were serving jail sentences during the coverage period for their online activities. Walid
Bahoumane, an 18-year-old student, was sentenced to 18 months in prison in March 2012 for
“attacking the nation’s sacred values” after he allegedly ridiculed King Mohamed VI through a
cartoon of the king he posted on Facebook.66 Abdelsamad Haydour is a 25-year-old activist who
was sentenced to three years in prison in February 2012 over a video in which he criticized the king

See the crowdsourced document at https://docs.google.com/document/d/13XBnZ546vkO4aNA-cktklqC8nFLVno0pR6c6fADY3o/edit.
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Le360, « Moulay Hafid Elalamy retire le code numérique, » available online at,
http://le360.ma/fr/medias/moulay-hafid-elalamy-retire-le-code-numerique-7291, (accessed 21 April 2014).
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Interviews conducted with Almiraat, on 13 January 2014 and Ibn Kafka on 18 January 2014.

61 “Human rights organizations call for charges against journalist Ali Anouzla to be dropped,” Reporters Without Borders,
February 18, 2014, http://en.rsf.org/morocco-human-rights-organizations-call-18-02-2014,45889.html.
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Interview with Aboubakr Jamai.

“Human rights organizations call for charges against journalist Ali Anouzla to be dropped,” Reporters Without Borders,
February 18, 2014, http://en.rsf.org/morocco-human-rights-organizations-call-18-02-2014,45889.html.
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64 Agence France Presse (AFP), “Morocco teenagers arrested for Facebook kiss,” available at, http://www.aljazeera.com/
news/africa/2013/10/morocco-teenagers-arrested-for-facebook-kiss-201310420420832936.html, (accessed January 17 2014).
65 Amnesty international, “Drop absurd charges against teenagers arrested for kissing,” available at http://www.amnesty.org/
en/news/morocco-facebook-kiss-2013-10-08, (accessed 18 January 2014).
66 Reporters without Borders, “Jail terms for king’s online critics upheld on appeal,” March 28, 2012, available at, http://en.rsf.
org/morocco-authorities-keep-media-in-check-29-02-2012,41959.html, (accessed 29 March 2013).
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while conversing with another citizen on the street.67 The conversation was filmed by a bystander
and uploaded to YouTube. The case represents yet another startling violation of freedom of
expression, ostensibly protected in the new constitution. Also in jail is Mohamed Attaoui, an online
journalist and environmentalist. Attaoui was arrested on January 21, 2013 and later sentenced to 10
months in jail for posting videos of public officials engaging in illegal tree felling.68
Ali Lmrabet, a well-known progressive journalist, continues to be the target of constant violent and
nonviolent harassment by the security and intelligence services in the northern city of Tetouan.69
Lmrabet runs the website Demainonline, which is openly critical of the monarchy and politicians in
Morocco. However, in 2005 he was banned from publishing in Morocco for a period of 10 years, and
some believe the state has not arrested him given the negative media coverage it may generate. The
ban has so far only been applied to print media.
After spending one year in jail for “insulting the police” in a music video posted on YouTube, Mouad
Belghouat, known as al-Haqed or “the spiteful,” continues to be harassed by the police. He was
arrested on May 18 in Casablanca while entering a soccer stadium and handed a four-month
jail sentence and US$ 1,200 fine for “scalping tickets to a soccer match, public drunkenness, and
assaulting a police officer.”70 Details over the veracity of the accusations are difficult to obtain, but
according to some witnesses, the police explicitly targeted Belghouat.71
While users are punished for content they post online, Moroccan citizens can create websites and
write for blogs without any registration requirements imposed by the government. Internet users do
not need to register or provide any kind of identification at cybercafes. There are no indications that
the purchase and use of encryption software by private citizens or companies is restricted.72 However,
free access to the technology is starting to change. In the past, pre-paid SIM cards were purchased
anonymously and citizens could get them from the three telecom companies’ retail stores without
having to show an ID. Today, customers are asked for a copy of the ID. However, street vendors
and other non-affiliated sales outlets continue to provide SIM cards without IDs. Free access with
anonymity is currently still available, but this slight change is significant.
Some activists have voiced their suspicion that telecommunications companies may be cooperating
with government authorities by passing on swathes of user data to security forces to conduct
widespread surveillance. There are suspicions that Maroc Telecom, through its subsidiary in Mali,
performed intelligence gathering for French authorities prior to the recent military intervention in

67 Reporters without Borders, “Appeal court extends online critic’s sentence,” available at http://www.hrw.org/
news/2013/07/16/morocco-free-student-imprisoned-insulting-king, (accessed 17 January 2014).

Reporters without Borders, “Environmental citizen-journalist gets 10 months in prison,” available at,
http://en.rsf.org/morocco-environmental-citizen-journalist-21-02-2013,44105.html, (accessed 17 January 2014).

68

69 Reporters Without Borders, “Journalists targeted for criticising Moroccan officials,” available at, http://www.ifex.org/
morocco/2012/10/10/journalists_targeted/, (accessed on 29 March 2013).

Massoud Hayoun, “Morocco jails dissident rapper El-Haqed,” available at,
http://america.aljazeera.com/articles/2014/7/1/morocco-haqed-belghouat.html, (accessed 5 July 2014).

70

Blobal voices, “Moroccan blogger and rapper El-Haqed arrested again,” available at
http://advocacy.globalvoicesonline.org/2014/05/21/moroccan-blogger-and-rapper-el-haqed-arrested-again/, (accessed 5 July
2014).

71

Interviews conducted on 29 March 2013 with Dr. Fouad Abbou, full professor of computer Science and
Telecommunications and Dr. Hamid Harroud, director of the Information Technologies Services of Al Akhawayn University in
Ifrane.

72
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that country by French troops.73 Many activists have questioned whether the company performs
similar actions in Morocco.
In December 2011, Reflets, a French news site, published an investigation on the purchase of
spyware from the French company Amesys.74 The article refers to an investigation carried out by
journalists from the Wall Street Journal who found that Amesys sold spyware to the former Qadhafi
regime in Libya. 75 Reflets reports that the same spyware was sold to the Moroccan government
and that engineers from Amesys spent time in the country training government personnel for the
use of such sophisticated spyware. The software, called Pop Corn, is used to monitor emails, Skype
conversations, and other kinds of encrypted materials.
Moroccan activists identified surveillance as the most dangerous instrument in the hands the
regime. Many feel they have lost all sense of privacy and do not know the extent of the state’s
capabilities.76 The awareness among activists that they are systematically monitored impacts the
way activists perceive the risk they take and the margin of freedom that they have. Hisham Almiraat,
the co-founder of Mamfakinsh and one of the leaders of the February 20th Movement, explained,
the state’s capacity to own and reconstruct your own personal story, based on surveillance and
monitoring, allows authorities to “assassinate your character and use your own information to
hurt you.” According to Belmkaddem, “surveillance entails the stealing of data and data is private
property… it’s like the state coming to my home every day to steal my belongings.” Activists demand
that the state must be transparent with regards to surveillance. They demand that the state informs
the public on who is conducting surveillance on whom and for what reason.
However, some activists doubt if the state has the capabilities, skilled human resources, to conduct
large-scale surveillance and to use that information to incriminate activists.77 One can easily notice
the low level of computer equipment and the human competencies in the average police station
in Morocco. With the exception of the secret and intelligence services and their workforce, who are
highly trained and equipped, the rest of the police force have the bare minimum qualifications to
fight street crime. The state monitors suspected terrorists and Western Sahara separatists and that
is very likely to be their first priority. They may target the activists who they perceive as threatening,
but these must be low in numbers.
In addition to surveillance and malware attacks, online news portals that express dissenting
voices are subject to continuous cyberattacks. Activists have admitted that, in order to maintain a
functional news website, they must pay a substantial amount of money to maintain guards against
cyberattacks. Almiraat stated that in July 2011 his website was subjected to a cyberattack by a

Fouad Harit, “Charlie Hebdo confirme: Vivendi est un acteur majeur de la guerre au Mali,” February 11, 2013, available at
http://www.afrik.com/charlie-hebdo-confirme-vivendi-est-un-acteur-majeur-de-la-guerre-au-mali (accessed 6 March 2013),
and Mustapha May, “Charlie Hebdo: Maroc Telecom, big ears of France in Mali,” available at, http://www.moroccomirror.com/
index.php/politics-news/item/167-charlie-hebdo-maroc-telecom-big-ears-of-france-in-mali?tmpl=component&print=1, (21
February 2013).

73

Reflets.com, “Amesys: un Finger de Pop Corn pour le Croco,” available at http://reflets.info/amesys-un-finger-de-popcorn-pour-le-croco/ (accessed 20 February 2013).

74

Paul Sonne And Margaret Coker, “Firms Aided Libyan Spies,” available at, http://online.wsj.com/article/SB10001424053111
904199404576538721260166388.html (accessed 20 February 2013).

75
76

Interview with Zineb Belmkaddem conducted on 15 January 2014.

77

Interviews with digital activists and online journalists.
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sophisticated computer virus.78 The site administrator had received an email that claimed to contain
promising journalistic leads, such as videos of police misconduct. An investigation into the source
and nature of the virus revealed that it was a Trojan Horse developed by a company in Milan, Italy.
The virus downloads itself and hides among files, reading keystrokes and taking control of the
keyboard and webcam at will.
The company refused to disclose its list of clients and there is no direct evidence that can link
the state to such a purchase. However, prices for this type of software range in the hundreds of
thousands of dollars, thereby ruling out private individuals. “There is only circumstantial evidence,”
Almiraat said in an interview, “but it leads to one and only one conclusion; the state is the only entity
that has the financial power and the political motivation to target websites who publish dissenting
content.”

78
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Interview with Hisham Almiraat, conducted 13 February, 2013.
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Press Freedom 2014 Status:
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Key Developments: May 2013 – May 2014
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•

In March, Norway’s Telenor activated Myanmar’s first independent link to the
international internet (see Obstacles to Access).

•

Mobile penetration increased slightly under a program to distribute affordable SIM cards,
but remains among the world’s lowest (see Obstacles to Access).

•

The October 2013 Telecommunications Law reduced, but did not abolish, prison terms for
online activity (see Violations of User Rights).

•

Democratic Voice of Burma video journalist Zaw Pe was sentenced in April 2014 to a oneyear prison term in relation to his online reporting (see Violations of User Rights).

•

Government officials pressured independent online media to alter advertisements and
threatened to deny interviews (see Limits on Content).
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Introduction
Telecommunications is becoming one of the most dynamic sectors in Myanmar’s gradual transition
from military rule to democracy.1 In June 2013, the government granted two international telecommunications companies the opportunity to provide services and infrastructure alongside local
firms. Besides creating jobs, the move drove much-needed legal reform. In October, the government
passed a Telecommunications Law drafted with input from the international community.2 Under the
new framework, Norway’s Telenor Group established the country’s first independent connection to
the international internet in March 2014. Qatar’s Ooredoo introduced mobile phone service in much
of the country in August.
The government of former military leader President Thein Sein officially ended media censorship in
2012, and internet freedom improved in 2013. The practices of the old regime, however, endure. Authorities employ legal, administrative, and other sanctions to influence content, and some clauses in
the Telecommunications Law may allow censorship and surveillance.3 At the same time, the government amended, but failed to nullify, a 2004 Electronic Transaction Law which the junta notoriously
used to criminalize political activism online.
Prior to 2014, internet access was only available through state-linked internet service providers
(ISPs). They, too, are undergoing partial reform. The military-linked Yatanarpon Teleport (YTP) is
transforming into a public company, but local news reports say government and military interests
have purchased significant shares. In January 2014, the government granted YTP a license to provide
broader telecommunication services, further tilting a playing field that smaller players argue is already skewed. Plans to privatize the state-owned Myanmar Post Telecommunication (MPT) have not
materialized since they were announced in 2012.
The telecommunications minister was dismissed amid an antigraft probe in early 2013. Yet despite
official commitments to good governance, military-owned conglomerates still appear to be manipulating the market. The military-owned Myanmar Economic Corporation (MEC) began distributing
data-enabled SIM cards for US$1.50 by means of a ballot in April 2013. Access to a cell phone cost
up to $200 in 2012, so affordable connections represent major progress. Yet the distribution system
was mired in corruption allegations, and cards resold on the black market for over $100.4 Mobile
penetration increased, but remains one of the lowest in the world, with just one phone for every two
households. The internet also lacks bandwidth to support the surge in online activity.5 Users said
connection quality actually deteriorated in the past year as government and private sector services,
including banking and commerce, came online. Inadequate infrastructure and electricity shortfalls
are major challenges to overcome before access can expand.

1 Earlier Freedom House publications referred to Myanmar as Burma. The military-led government changed the country’s
name from Union of Burma to the Republic of the Union of Myanmar without a referendum in 1989, a decision the opposition
rejected as politicized. Myanmar became increasingly common, particularly after the regime adopted a more civilian form of
government.
2

See, http://online.wsj.com/news/articles/SB10001424052702303615304579156981214121584.

3 Interviews with three journalists and two web developers in Rangoon, October 2013; Daily Eleven, August 31. News
citations without links refer to hard copy editions.
4

Daily Eleven, August 28 and 29.

5

See, http://www.mmtimes.com/index.php/business/technology/8897-the-roots-of-myanmar-s-internet-woes.html.
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Online communication reflected political polarization developed in advance of 2015 elections. Opposition leader and Nobel Peace Prize laureate Aung San Suu Kyi of the National League for Democracy (NLD) party now serves in parliament.6 But she is barred from running for president in elections
scheduled for 2015 under a clause in the constitution which excludes her for having family members
who are foreign nationals—her children and late husband. The 2008 clause was drafted with her in
mind, her supporters believe, and digital campaigns were waged by those who would amend the
clause and those who would maintain it.7 The influence of rising religious nationalism also increased
online. The government has maintained discriminatory policies against ethnic minorities like the
Muslim Rohingya,8 who are denied citizenship under Myanmar’s law. Anti-Muslim hate speech was
rampant online during the coverage period, overwhelming opposing campaigns that promoted tolerance.

Obstacles to Access
The Telecommunications Law passed on October 12, 2013, providing a foundation for the privatization of the industry. In March 2014, the Norway-based Telenor Group established an independent
connection to the international internet.9
Yet poor infrastructure and widespread poverty continue to limit citizens’ internet access and usage.
The number of internet users has notably increased over the past four years, but remains a fraction
of the population. The International Telecommunication Union (ITU) estimated internet penetration
at 1.2 percent in 2013, up from 1.07 percent in 2012.10
Private internet connections are prohibitively expensive, though there is significant regional variation.
The one-time installation cost of home broadband access ranged from $58 to $500 in early 2013,
down from $530 to $588 the previous year, depending on speed and connection method. Prices
continued to fall during the coverage period.11 However, since Myanmar’s gross domestic product
was just $913 per capita in 2013, these costs keep personal internet access far out of reach for the
majority.12
More people can access the internet via mobile phone. MPT has offered mobile phones since the
1990s, but charged from $2,000 to $5,000. The price dropped to $200 in 2012. In 2012, officials
6

“NLD Sweeps Parliamentary By-Elections,” Radio Free Asia, April 2, 2012, http://www.rfa.org/english/news/Myanmar/

elections-04022012160808.html.

7

“Myanmar’s Aung San Suu Kyi Sworn in to Parliament,” BBC, May 2, 2012, http://www.bbc.co.uk/news/world-asia-17918414.

8

Human Rights Watch, “Myanmar: Rohingya Muslims Face Humanitarian Crisis,” March 26, 2013, http://www.hrw.org/

news/2013/03/26/Myanmar-rohingya-muslims-face-humanitarian-crisis.

9

http://www.renesys.com/2014/03/telenor-activates-historic-link-myanmar/.

10 International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.
11 The MPT adjusted pricing from $58 to $50 for ADSL installation, plus an additional $100 modem fee, $50 annual charge,
and monthly data plan. Plans ranged from $17 for 512 Kbps to $66 for 2 Mbps; YTP charged $100, plus a $50 modem fee, $60
annual charge, and the cost of monthly service. $60 for 512Kbps to $100 for 1Mbps; Redlink still charges $450 for installation,
plus additional costs. An annual fee $60 for its Wi-Fi service. Its monthly fees vary from $30, $55 and $90 for 512Kbps, 1Mbps
and 2Mbps of download speeds respectively.
12 International Monetary Fund, “World Economic Outlook Database,” October
2012, http://www.imf.org/external/pubs/ft/weo/2012/02/weodata/weorept.aspx?pr.x=84&pr.
y=11&sy=2010&ey=2017&scsm=1&ssd=1&sort=country&ds=.&br=1&c=518&s=NGDPDPC%2CPPPPC&grp=0&a=.
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blocked a private company’s initiative to sell more affordable SIM cards, but in 2013 it allowed MEC
and MPT to distribute a finite number of SIM cards per month for less than $2 each.13 Slow speeds
and constant disruptions continue to drive up mobile internet prices, particularly since November
2013. Users reported needing from one to five minutes to load a single web page. A regular mobile
internet user might spend MMK 10,000 to 20,000 ($10 to $20) per month, while those who rely on it
for business spend from 30,000 to 50,000 ($30 to $50). SIM cards operating the CDMA 800 MHz radio frequency experienced worse connectivity problems than GSM phones on a 2G network.14 Many
SMS messages were never delivered or arrived after long delays, though they are automatically
charged on sending.
The system for distributing these cheap SIM cards was a gift to corrupt officials and black market
racketeers. Rather than make them available through service providers, users were directed to local
government offices, where they were asked to submit household registration, ID, and two photos
for the opportunity to enter a draw for one of the new cards. A US$1.50 SIM was soon worth much
more on the black market. In September 2013, the Rangoon regional government set up a committee to monitor and supervise the draw, but has yet to have a noticeable effect.
The system threatened to perpetuate the urban-rural digital divide. The MPT sold more than half
its SIM cards in Rangoon, and users in remote areas that lack the infrastructure to support frequent
phone usage met with an automatic financial penalty when their credit expired within two months.
Failure to purchase additional credit within 15 days of expiration led to disconnection. Power outages, service interruptions, and lack of transmission towers made the conditions onerous, and the
company later announced it would revise them.15
Overall, there were over 1.2 million internet users on mobile phones in July 2013, according to MPT,16
and 7 million mobile phones operating in Myanmar by December 2013. Teledensity in 2014 was 27
percent, a 10-percent increase over the previous year.17 Despite the increase, this still averages just
one mobile phone per two households. In April 2014, one year after affordable SIM cards were introduced, official statistics said 4.25 million had been sold. 18
Until this year, the Ministry of Communications and Information Technology (MCIT) controlled the
country’s international connection to the internet through two main ISPs,19 the state-owned Myanmar Post Telecommunication (MPT), and the military-linked Yatanarpon Teleport (YTP). Redlink, SkyNet, and other FTTH providers operate under YTP.

13 Myanmar Internet Journal, author interviews. Prior to the publication of this report, Myanmar Internet Journal was in the
process of transferring online content from http://myanmarinternetjournal.com to a new URL, at http://www.internetjournal.
media. Articles consulted between May 2013 and May 2014 had yet to be made available at the time of publication.
14

Myanmar Internet Journal, author interviews..

15

Myanmar Internet Journal, author interviews.

16

See, http://www.7daynewsjournal.com/article/11989.

17

There are over 8.7 million households in Myanmar. See, http://www.7daynewsjournal.com/article/11806.

18

http://myanmarinternetjournal.com/content/12035.

19 Many still refer to the Ministry, formerly responsible for Communications, Posts and Telegraphs, by its old abbreviation
MPT.
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In 2012, the government announced plans to liberalize its telecom sector and invite foreign investment.20 In June 2013, the government awarded international licenses to Norway’s Telenor and Qatar’s Ooredoo, allowing them to offer services and infrastructure alongside local firms.21 The tender
and selection processes were widely applauded as fair and transparent. After the Telecommunications Law was enacted in October 2013, operator licenses for the two companies followed in January
2014. Both subcontracted other international companies to build infrastructure.22 MPT also plans to
cooperate with Telenor, Ooredoo, and other operators to expand the telecoms network and build
over 80,000 transmission towers across the country.
Telenor said it would pay $500 million for a 15-year license in addition to expenditure on network
construction, and expects to break even of its investment, which could peak at $1 billion, in three
years.23 In February 2014 the CEO of Telenor Myanmar said in February the company would sell
2 and 3G SIM cards for $1.50 each, with coverage expanding to 90 percent of the country in five
years.24 Telenor also said it is in the process of hiring 3,000 employees, setting up a Telenor Myanmar Academy for training them, and invited distribution representatives and retail stores to join its
network.25 Ooredoo pledged to invest $15 billion to develop Myanmar’s telecom sector and said it
would roll out a network within six months, aiming for 97 percent coverage in five years. The firm
will sell a 3G SIM card for MMK 1,500 kyat ($1.50). At a Rangoon press conference in August 2013,
Ooredoo announced its plan to hire over 30,000 employees, 99 per cent of them local. However,
training is urgently needed to fulfil employment goals. Local candidates who applied for jobs at ICT
firms in 2013, even technical graduates, were underqualified and limited to administrative positions.26
To compete with Telenor and Ooredoo, MCIT officials said MPT would transform from a state-owned
to a public firm. Local news reports said MPT invited Orange and Vodafone, two leading telecommunication companies that did not win the operating licenses, to enter into a private partnership.27
YTP, now 49 percent private-owned, began transforming into a public company in 2012, though the
process has been opaque.28 The other 51 percent remains government-controlled. What’s more, military-linked entities own most of the public holdings, while the company’s transfer of state-owned
capital to a new, public firm lacked transparency. The newly-constituted firm has 23 directors, including many accused of cronyism in connection with the junta, further tainting the transition. Some,
such as Asia World’s Tun Myint Naing, remain subject to United States and European Union sanctions for its involvement in illicit drug business.29 On January 30, 2014, the government granted YTP

20

Martin Petty, “Insight: Disconnected for Decades, Myanmar Poised for Telecoms Boom,” Reuters, September 13, 2012,

http://in.reuters.com/article/2012/09/13/us-myanmar-telecoms-idINBRE88C03K20120913.

21 Shibani Mahtani and Chun Han Wong, “Norway’s Telenor, Qatar Telecom Get Myanmar Telecom Licenses,” Wall Street
Journal, June 27, 2013, http://online.wsj.com/article/BT-CO-20130627-703302.html.
22

Daily Eleven, July 31, 2013 and http://www.telecomasia.net/content/ooredoo-taps-digicel-myanmar-rollout.

23

See, http://www.reuters.com/article/2014/01/30/telenor-myanmar-idUSL5N0L40BN20140130.

24 See, http://elevenmyanmar.com/index.php?option=com_content&view=article&id=4978:telenor-to-sell-30-million-simcards-in-eight-months&catid=37:science-tech&Itemid=360.
25

Daily Eleven, August 14, 2013.

26 Interview with three graduates from Technical Institute and Computer University, and four graduates of other majors
including Accounting, and English, Rangoon, August and September 2013.
27

See,http://www.ft.com/intl/cms/s/0/b8dcbc36-3d14-11e3-86ef-00144feab7de.html#axzz2tX5ltFBA.

28

See, http://article.wn.com/view/2012/11/02/Myanmars_YTP_aims_to_become_public_company_through_reform/.

29

Daily Eleven, September 6, and November 27, 2013.
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a telecommunications license, making it the fourth service provider after state-owned MPT, Telenor
and Ooredoo.30
Despite progress, military-owned conglomerates continue to skew the telecommunications playing field. In December 2013, the Central Bank granted military-owned Inwa Bank a mobile banking
permit, an idea first mooted by Telenor and Ooredoo in June.31 In September, the head of Telenor
Myanmar even advised the government to draw up robust regulations and to open the market to
“as many players as possible,” rather than specifying individual banks to launch mobile services.32
However, observers said Inwa benefitted from a special relationship with the Central Bank to obtain
permission ahead of rival companies, though Central Bank officials said the military institution was
simply better prepared, and that all private banks applying for the licenses would be treated fairly.
Meanwhile, Lieutenant General Wai Lwin, chairman of Inwa, urged other private banks to join Inwa’s
platform instead of setting up their own mobile banking networks.
Myanmar is connected to the international internet via the SEA-ME-WE 3 submarine cable, and satellite and cross-border cable links with China and Thailand. China Unicom and MPT signed a Memorandum of Understanding in July 2013 to build a link from the SEA-ME-WE 5 cable through Mandalay and into China.33 Low bandwidth is largely responsible for the congestion experienced by local
internet users, especially during peak afternoon hours. Officials said bandwidth would be increased
before the Southeast Asian Games, a biennial regional sporting event in December 2013.34 That
upgrade did not take place until February 2014, and still fell short of demand.35 Both MPT and MED
bought vehicles equipped with mobile transmission systems to reduce congestion.36 MPT in partnership with other providers spent several hundred thousand dollars to provide 4G service. However,
attendees complained that the connectivity did not improve even near stadiums.37
Bandwidth was particularly limited between July and September 2013 after a fault damaged the
SEA-ME-WE 3 cable south of the Irrawaddy delta.38 The internet was completely interrupted for
a few hours, but disruptions continued while repairs were made. All users were affected, and the
slow connections had a particular impact on financial transactions and local industry.39 No government-initiated service interruptions were documented during the coverage period of this report.
However, Clause 77 of the October 2013 Telecommunications Law created a legal framework for
possible future interventions, authorizing the MCIT to direct any private enterprise “to suspend a
telecommunication service, restrict specific forms of communication, jam or intercept any commuta-

30 See, http://elevenmyanmar.com/index.php?option=com_content&view=article&id=4981:yatanarpon-public-company-tobe-awarded-telecom-licence&catid=37&Itemid=360.
31

See, http://www.bloomberg.com/news/2013-09-29/telenor-predicts-fivefold-myanmar-wireless-surge.html.

32 See, http://www.economist.com/news/finance-and-economics/21586841-mobile-phones-may-regenerate-countryswithered-banking-system-leapfrog-spotting.
33

See, http://www.irrawaddy.org/investment/fiber-fix-brings-Myanmars-internet-back-up-to-speed.html.

34

See, http://www.irrawaddy.org/Myanmar/Myanmars-internet-receive-high-capacity-upgrade.html.

35

The Voice, January 30 2014.

36

See, http://www.7daynewsjournal.com/article/12968.

37

See, http://www.7daynewsjournal.com/article/12907.

38 See, http://consult-myanmar.com/2013/07/25/myanmar-internet-down-to-crawl-speed-as-sea-me-we-undersea-cablegoes-for-repair/.
39
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tion, hand over telecommunication equipment, or take temporary control of any telecommunication
equipment.”
The Posts and Telecommunications Department regulates Myanmar’s telecommunications industry
under the MCIT. Under the junta, the MCIT and intelligence agencies implemented arbitrary and
ad hoc censorship decisions. Other state institutions tasked with information and communications
technology (ICT) development and management are largely inactive.40 The Myanmar Computer
Federation, formed under the 1996 Computer Science Development Law and comprised of industry
professionals, is the designated focal point for coordination with the ITU. Critics say it failed to take
advantage of the 2011 political change to play a more active role in the ICT sector.
Clause 86 of the Telecommunications Law established an independent commission to take over regulatory functions within two years. The business community also welcomed the law’s creation of an
appeal tribunal mechanism to adjudicate over administrative issues in the telecommunications industry. By-law drafts on licenses, competition, and networking were presented to the Attorney General’s Office in March 2014. However, the by-law governing the regulator, expected in February 2014,
was delayed due to a translation error, as it was drafted in English.41

Limits on Content
Myanmar’s failure to remove restrictive punishments for online content occurred in the context of
a deliberate government campaign to marginalize balanced and dissenting voices. Tactics included
economic pressure on independent media, manipulative political commentary, and tacit encouragement of nationalistic hate speech against the Muslim minority. While digital content was not censored
during the coverage period, sensitive political and social topics were less visible.
The government lifted systematic state censorship of traditional and electronic media in 2012. Since
then, political content appeared to be almost universally available, and even social content, such as
pornography, was not blocked as of mid-2014.
While content remained available and new readers were more likely to encounter it than they were
in the past, authorities made a concerted effort to exclude certain topics from mainstream discourse.
Independent publications, while freer than they were, rely on state-owned newspapers New Light of
Myanmar and The Mirror to advertise their content to the much wider readership they built up with
the junta’s official sanction when the censorship remained in place. In late 2013 and early 2014, independent publications including the monthly Human Rights and Democracy journal, Pae Tin Than
(Echo) weekly, and Mawkun (Annals) journal—which publish online and print editions—reported
state-owned newspapers removing references to human rights, government corruption, and sensitive social issues such as premarital cohabitation from advertisements the independent outlets had

40 These include the Myanmar Computer Science Development Council, the e-National Task Force, the Myanmar Computer
Federation, the Myanmar Computer Professionals’ Association, the Myanmar Computer Industry Association, and the Myanmar
Computer Enthusiasts’ Association.
41 See, http://www.elevenmyanmar.com/index.php?option=com_content&view=article&id=5847:translation-errors-delaytelecom-by-law&catid=44:national&Itemid=384&.
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purchased to publicize their content. Advertising requires pre-publication approval from government officials.42
The Irrawaddy weekly came under particular pressure after it launched a print version of its online
Burmese-language edition in early 2014, a significant step for an outlet that was formerly exile-run.
The Mirror soon refused to run Irawaddy advertisements citing lack of space, but also told them to
“tone down” political headlines. Government officials separately told Irrawaddy editors that an illustration of the president published in the second issue was inappropriate, and the Ministry of Information (MOI) insisted they change the spelling of their brand, which they have used for two decades
since they launched in English.43 Though their publishing license was approved with the spelling “Irrawaddy,” they were instructed to adopt “Ayeyarwady” in keeping with the official spellings imposed
by the military junta in 1989. When they refused, authorities indicated their access to the government for media interviews would be limited if they fail to comply.
Traditional journalists also faced sanctions in reprisal for their coverage. Min Naing Soe, the editor of
the weekly Ludu Pon Yait (Public Image) was fired after authorities accused the journal of spreading
politically radical views. Other weeklies such as Eleven Media, Thandaw Sint (Herald) and True News—
many of which also have an online presence—received official or informal warnings for their reporting on corruption and military-related issues.44 Information officials shortened the duration of select
foreign journalist visas from three months to one in February, and sought more detailed personal
details and itinerary from applicants, focusing on media organizations that covered anti-Muslim
violence.45 An edition of Time magazine covering the violence was banned in June 2013, though it
remained accessible online.46
In this climate, self-censorship remains common online, though topics considered off-limits have
evolved during liberalization. Internet users are reluctant to discuss past abuses for fear of jeopardizing the political opening. In December 2013, police said they were investigating a former police
officer who leaked old interrogation records on his pseudonymous Facebook account. His supporters said the leak was in the public interest, because they illustrated that individuals with political
connections broke the law with impunity under the junta.47
The persecuted Rohingya minority also lack representation online, and individuals or news outlets
that provide even neutral coverage of religious tensions are accused of anti-Burmese bias.48 Some
progovernment blogs, such as Myanmar Express and OppositEye, actively manipulate online commentary to launch smear campaigns against Muslims or the political opposition. In May 2014, a radical group of Buddhist monks named Ma-Ba-Tha (the Association of Protection of Race and Religion)
launched an anti-Ooredoo campaign based on the telecom giant’s roots in a Muslim country. The

42

See, http://www.irrawaddy.org/Myanmar/govt-newspapers-alter-ads-referencing-human-rights-corruption.html.

43 Interview with the editor and publisher of The Irrawaddy Publication Group. Interview with other journalists working in
Myanmar.
44

Interviews with an editor from Weekly Eleven Media, and four other journalists working for affected media outlets.

45 Interview with the editor and publisher of the Irrawaddy. See also , http://www.mmtimes.com/index.php/nationalnews/9566-journalists-question-motives-behind-new-visa-policy.html.
46

See, https://en.rsf.org/Myanmar-time-magazine-censored-twice-over-26-06-2013,44860.html.

47

See, http://www.nationmultimedia.com/aec/Police-investigates-online-leak-of-old-drug-scanda-30222222.html.

48

Asia Sentinel, “Myanmar’s Irresponsible New Media,” Irrawaddy, July 11, 2013, http://www.irrawaddy.org/archives/8862.
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group announced a boycott,49 denouncing anyone working for Ooredoo, or using their services, as a
traitor. The government did not intervene.50
Social media and communication apps including Viber, Tango, Friendfinder, and Google+ are freely
available. Facebook is the most popular, since many users developed the habit of using the platform
to share information, initiate collective action on social and political issues, or follow exile media
outlets when website blocking was still pervasive. For some users frustrated at the challenge of navigating between sites on poor connections, Facebook is the sole source of online news, potentially
depriving local outlets of the advertising revenue that would reduce their dependence on state-operated print outlets.51
Ethnic Burman internet users also spread racially-charged comments across social media platforms
throughout the coverage period.52 A Buddhist monk named Wirathu used Facebook and YouTube
to spread vitriol against Muslims, who he accused of raping Burmese girls.53 A Facebook page in his
name has thousands of supporters. Wirathu’s 969 movement galvanized Buddhist nationalists in
Arakan state and elsewhere to protest against allowing the Rohingya minority to register their ethnic
identity in a 2014 census sponsored by the United Nations Population Fund.54 In March 2014, the
government conceded and said it would reject census respondents identifying themselves as Rohingya.55 Nationalists also campaigned extensively during the coverage period to restrict interfaith
marriage, a proposal submitted to parliament in May 2014.56 The movement is also urging the government not to amend Clause 59F of the constitution, which bars Aung San Suu Kyi from becoming
a presidential candidate in the 2015 election.57
Counter campaigns also had some success. An opposition initiative to amend Clause 59F is gaining
currency online. The Panzagar or “Flower Speech” movement opposes the spread of anti-Muslim
sentiment and has gained media attention and popular support.58 It was set up by Nay Phone Latt,
the blogger and director of the technology and free speech advocacy organization Myanmar ICT for
Development Organization (MIDO), who spent nearly four years in jail for writing about the crackdown on monk-led protests in 2007.59 In late 2013, activists mobilized public protests when the government proposed raising the price of electricity. Public outrage on issues such as land grabbing and
corruption often find their first expression on the web.

49 See, https://www.facebook.com/ven.wirathumsy and http://www.mmtimes.com/index.php/opinion/10259-anti-ooredoocampaign-only-hurts-the-people.html.
50 Interviews with local four journalists who cover the anti-Ooredoo campaign: June 7 and 8, 2014. See also, http://www.
mmtimes.com/index.php/opinion/10259-anti-ooredoo-campaign-only-hurts-the-people.html and http://www.irrawaddy.org/
Myanmar/burmese-nationalist-campaign-call-anti-ooredoo-boycott.html.
51

See, http://www.ethanzuckerman.com/blog/2014/03/12/myanmar-no-longer-closed-still-complicated/.

52

Sait Latt, “Intolerance, Islam and the Internet in Myanmar today,” New Mandala, June 10, 2012, http://asiapacific.anu.edu.au/

newmandala/2012/06/10/intolerance-islam-and-the-internet-in-Myanmar-today/.

53

See, http://www.telegraph.co.uk/news/worldnews/asia/burmamyanmar/10177815/Burmas-bin-Laden-of-Buddhism.html.

54

See, http://www.irrawaddy.org/Myanmar/wirathu-joins-arakanese-protest-census.html.

55 See, http://www.irrawaddy.org/Myanmar/govt-rejects-rohingya-census-classification-causing-problems-among-muslimcommunities.html.
56 See, http://www.abc.net.au/news/2014-03-01/an-myanmar-considers-law-restricting-interfaith-marriage/5292534; and
http://www.rfa.org/english/news/myanmar/interfaith-marriage-04042014150710.html.
57

See, http://www.foreignpolicy.com/articles/2014/03/28/why_Myanmar_is_heading_downhill_fast.

58

See, https://www.facebook.com/panzagar.

59

See, http://www.trust.org/item/20140403131148-4mqvg/?source=hpblogs.
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Besides employing online tools for social and political mobilization, users have organized gatherings
such as BarCamp meetings in Rangoon and several other cities to share ICT-related expertise.60 In
January 2014, MIDO and the U.S. Embassy held a two-day technology TechCamp in Rangoon, where
technology and civil society experts discussed how digital tools can address real world challenges.61

Violations of User Rights
The October 2013 Telecommunications Law transformed the industry, but failed to repeal harsh punishments for political dissent on electronic media. Fears that these could be abused to repress government critics grew as traditional media journalists were arrested during the year. Digital video journalist
Zaw Pe was sentenced to a year in prison in relation to an interview he conducted in 2012. Hackers
targeted the Eleven Media news website for “slandering the government.”
Parliament enacted the long-pending Telecommunications Law, drafted with the help of international experts including the World Bank, in October 2013.62 Domestic and international investors
applauded the consultative drafting process,63 along with the guidelines for the industry which
provided the foundation for improving access. But media and rights activists pointed to many shortcomings. Notably, the law failed to repeal the notorious Electronic Transaction Law (ETL) of 2004,
which has routinely been used to criminalize internet activism. Instead, parliament amended the ETL,
reducing but not eliminating possible jail sentences for ill-defined online actions.
The current constitution, drafted by the military-led government and approved in a flawed 2008 referendum, does not guarantee internet freedom. It states that every citizen may exercise the right to
“express and publish their convictions and opinions,” if “not contrary to the laws enacted for Union
[of Myanmar] security, prevalence of law and order, community peace and tranquility or public order
and morality.”64
Under the newly-amended ETL, “any act detrimental to” state security, law and order, community
peace and tranquility, national solidarity, the national economy, or national culture—including “receiving or sending” related information—is punishable by 3 to 7 years imprisonment, down from 7
to 15 years. The Telecommunications Law itself also includes broadly-worded clauses that subject
internet activity to criminal punishment. Clause 68 punishes “communication, reception, sending,
distribution or sharing of incorrect information with dishonest intention” with imprisonment for up
to a year, an unspecified fine, or both. Given Myanmar’s history of violating user rights, these broadly
worded legal provisions are a matter of concern for internet freedom. In 2014, Thaung Tin, an MCIT
deputy, acknowledged the need to fix repressive laws like the ETL and the Computer Science and
Development Law, which criminalizes unauthorized use of a computer with a “fax-modem card.”65

60 Local ICT firms and foreign companies such as Ericsson attended BarCamp held at the Technological University (Thanlyin)
in August 2013 and recruited potential employees from students and other participants. Daily Eleven, August 10 2013.
61 See, http://elevenmyanmar.com/index.php?option=com_content&view=article&id=4534:techcamp-aims-to-help-civilsociety-organisations-challenges&catid=37:science-tech&Itemid=360.
62

See, http://pwplegal.com/documents/documents/9f1dd-Telecommunications-Law.pdf.

63

See, http://online.wsj.com/news/articles/SB10001424052702303615304579156981214121584.

64

“Constitution of the Republic of the Union of Myanmar (2008) – English,” available Online Myanmar/Myanmar Library,

http://www.Myanmarlibrary.org/show.php?cat=1140.

65
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He also proposed improving a law regulating e-commerce and drafting one to combat cybercrime,
though a possible timeframe for doing so is unclear.66
Dozens of political prisoners formerly jailed for electronic activities remain free since they were released en masse in 2011. Though the release was described as an amnesty, they were generally not
acquitted, but rather released on condition that reoffenders will receive a new sentence in addition
to previously unfinished sentences. At least three former military or government officials remain imprisoned after they were sentenced in early 2010 for leaking sensitive information about junta activities to overseas groups using digital tools.67
The year 2014 saw a sharp decline in press freedom in Myanmar which affected at least one reporter
with a digital platform. Zaw Pe, a journalist working for the online, formerly exile-run news outlet
Democratic Voice of Burma (DVB), was sentenced in April 2014 to two one-year prison sentences, to
be served simultaneously, for trespassing and disturbing an official.68 An appeals court released him
in July but failed to acquit him.69 The charge was based on a 2012 video interview that took place
during business hours at an education department office in the central Magwe region, where the
journalist was investigating alleged funding irregularities.70 Zaw Pe was among several DVB video
journalists jailed for independent digital reporting under the junta, and international and local civil
society groups condemned his 2014 trial.71 At least five other journalists were detained during the
coverage period of this report. After May 2014, nine traditional media practitioners were sentenced
to prison terms ranging from two to seven years; separately, one was fatally shot in military custody.72
State surveillance, historically pervasive and politicized, abated after the political opening but intensified somewhat in 2013 due to religious unrest and the opposition-led constitutional reform movement, among other issues. Regrettably, the Telecommunications Law introduced scope for abuse.
Clause 75 grants unspecified government agents the authority “to direct the organization concerned
as necessary to intercept, irrespective of the means of communication, any information that affects
the national security or rule of law.” The clause added that the government would do so without affecting the fundamental rights of the citizens, but included no privacy protections. Clause 76 allows
the government to inspect or seize this information on the premises of private telecommunications
enterprises.
Telenor requires SIM card registration in compliance with local regulations. In November 2013, however, Telenor announced that it would protect its customers from government wiretapping, and

66

Myanmar Internet Journal, author interviews.

67 In January 2010, a former military officer and a foreign affairs official were sentenced to death, and another foreign affairs
official was sentenced to 15 years in prison, for leaking information and photographs about military tunnels and a general’s trip
to North Korea. Interview with Bo Kyi, cofounder of the Association for Assisting Political Prisoners (Myanmar), July 2012. The
executions have not been carried out.
68 Zaw Pe (alternately spelt Zaw Phay) is also known as Thura Thet Tin. http://advocacy.globalvoicesonline.org/2014/04/14/
myanmar-media-workers-protest-persecution-with-blackout/; https://cpj.org/2014/04/amid-rising-repression-burmesejournalist-given-ja.php#more.
69

See, https://www.dvb.no/news/dvb-journalist-zaw-pe-freed-burma-myanmar/42043.

70

See, http://www.dvb.no/news/dvb-journalist-questioned-after-being-sued-by-civil-servant/23475.

71

See, https://www.dvb.no/special-report/free-zaw-pe-burma-myanmar/39537.

72 See, https://cpj.org/2014/10/five-journalists-sentenced-to-jail-in-burma.php; https://cpj.org/2014/10/journalist-killed-inmilitary-custody-in-burma.php.
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asked information officials for clarification about interception rules and procedures. Ooredoo told
journalists it will prevent any wiretapping of its phone networks.73
Phishing attacks targeting activists appeared to decline during the coverage period. However, Eleven
Media Group’s news website was defaced in June 2013 by hackers who accused the outlet of slandering the government. Eleven Media said nationalist Facebook pages shared news of the attack immediately after it happened, but that internet protocol (IP) addresses associated with the attack were
based in China and Russia.74

73 Daily Eleven, November 8 2013. http://elevenmyanmar.com/index.php?option=com_content&view=article&id=4002:telen
or-to-protect-its-customers-from-bugging&catid=44&Itemid=384.
74 See, https://elevenmyanmar.com/index.php?option=com_content&view=article&id=2447:hackers-a-major-threat-toindependent-media-in-myanmar&catid=44&Itemid=384.
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

10

10

Limits on Content (0-35)

8

8

Violations of User Rights (0-40)

13

15

TOTAL* (0-100)

31

33

173.6 million
38 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
•

Mobile phone services were shutdown in three northern states from May to December
2013 following the announcement of emergency rule in the region as part of a military
strategy against the Boko Haram terrorist group (see Obstacles to Access).

•

In November 2013, progovernment trolls were accused of blocking links to articles posted
on the Facebook page of the well-known investigative online news outlet, Premium Times
(see Limits on Content).

•

Two individuals were arrested for posts on social media platforms: one in October 2013
for allegedly criticizing the governor of Bayelsa state on his Facebook page; the other in
March 2014 for live-tweeting an incident involving Boko Haram militants and the State
Secret Service (see Violations of User Rights).

•

The regulator announced a new directive in October 2013 requiring cybercafes to register
customers and maintain an up-to-date database of subscribers (see Violations of User
Rights).

•

Suspicions of government surveillance increased following a November 2013 report
about the installation of a mass surveillance system and revelations that the 2014 budget
contained various earmarks for the purchase of specialized surveillance equipment (see
Violations of User Rights).
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Introduction
In 2014, access to the internet and other information and communications technologies (ICTs)
continued to spread across the country due to the growth of mobile phone usage and data
services. Public and private sector investments in ICT infrastructure and increased competition
between service providers also played a key role. In May 2013, the Nigerian government approved
a National Broadband Plan that aims to increase Nigeria’s broadband penetration five-fold by
2018. Nonetheless, the government deliberately impeded access to mobile phone networks in the
northeastern states of Borno, Adamawa, and Yobe as part of a military strategy against the Boko
Haram terrorist group in May 2013, imposing emergency rule and cutting off telecommunications in
the region through December.
Compared to the traditional media sphere in Nigeria, online media is relatively free from restrictions,
and no blocking or filtering of online content was reported during the coverage period. Selfcensorship has noticeably declined since the January 2012 Occupy Nigeria protests, and people
now freely discuss issues that were previously unpopular or taboo, such as gay rights, in spite of the
controversial anti-homosexuality law that passed in February 2014. Hashtag activism through social
media campaigns such as #BringBackOurGirls in 2014 become a highly influential tool for citizens to
draw widespread attention to important issues and demand government accountability
Nevertheless, observers suspected the government of trying to manipulate the online information
landscape, pointing to the growing number of suspicious Twitter users who actively attack critical
voices as evidence. In November 2013, progovernment trolls were suspected of blocking links
to articles posted on the Facebook page of the well-known investigative online news outlet,
Premium Times, by repeatedly reporting the articles’ links as abusive. The news outlet also reported
experiencing a massive DDoS attack against its website in January 2014.
Arrests of internet users increased in the past year, with two individuals arrested for posts on social
media platforms. One individual was arrested in October 2013 for allegedly criticizing the governor
of Bayelsa state on his Facebook page. The other was arrested in March 2014 for live-tweeting an
incident involving Boko Haram militants and the State Secret Service.
Meanwhile, Nigerian users became increasingly suspicious of online surveillance during the
coverage period, even as the government continued its push to make ICT tools more available to
citizens. Various legislative proposals were drafted in 2013 and 2014 that involve the interception
of user communications, while the regulator announced a new directive in October 2013 requiring
cybercafes to register customers and maintain an up-to-date database of subscribers. Suspicions of
government intentions to monitor ICTs increased further following a November 2013 news report
revealing the government’s contract with the Israel-based Elbit Systems to install a mass surveillance
system by 2015.1 The publicly available summary of the federal government’s 2014 budget proposal
also included various earmarks for the procurement of specialized surveillance equipment.

Ogala Emmanuel, “EXCLUSIVE: Jonathan Awards $40 Million Contract to Israeli Company to Monitor Computer, Internet
Communication by Nigerians,” Premium Times, April 25, 2013, http://bit.ly/12K1rUR.

1
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Obstacles to Access
The internet in Nigeria has continued to spread rapidly, particularly with the proliferation of mobile
phone data and Fixed Wireless Access (FWA) services.2 In 2013, internet penetration stood at 38
percent, up from 33 percent in 2012, according to the International Telecommunication Union (ITU).3
Mobile phone teledensity also increased from 86 percent in May 2013 to 92 percent in April 2014,
as reported by the Nigerian Communications Commission (NCC),4 while the ITU indicated a mobile
phone penetration rate of 73 percent in 2013, up from 67 percent in 2012.5
Increasing access to the internet has been driven in large part by internet-enabled mobile handsets
that provide affordable bundled data services to mobile subscribers. For example, as of January
2014, BlackBerry service packages cost as low as US$17 a month, an option that attracts many
young Nigerians. Competition, helped by the Mobile Number Portability initiative launched in April
2013,6 has forced service providers to offer cheaper plans based on time (daily, weekly, or monthly)
or use (for social media or messaging). According to the NCC’s Internet Subscriber Data reports,
there were about 66 million active internet subscriptions on GSM and CDMA networks in Nigeria
in April 2014,7 while the ITU noted a mobile-broadband penetration rate of 10 percent in 2013.8
Nevertheless, the quality of service remains poor, with users frequently complaining about their
inability to enjoy seamless data services.
Nigeria is connected to the international internet via a number of submarine fiber-optic cables,
and there are several competing national fiber-optic backbone networks in place, representing
a vibrant and competitive telecommunications market.9 Internet speeds are still slow, however,
averaging 1.9 Mbps (compared to a global average of 3.9 Mbps), according to May 2014 data from
Akamai’s “State of the Internet” report.10 In addition, Nigeria’s broadband adoption (characterized
by connection speeds greater than 4 Mbps) was about 5 percent, while the country’s narrowband
adoption (connection speed below 256 kbps) was 4 percent.11 Although many providers use the
word “broadband” in their promotional materials, in practice there is limited broadband service

Fixed Wire Access (FWA) is a type of high-speed internet access that uses radio signals as a connection to service providers
instead of cables, enabling areas that lack fiber optic cables or DSL to access broadband internet.

2

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

3

“Subscriber Data – Monthly Subscriber Data,” Nigerian Communications Commission, accessed August 12, 2014, http://bit.
ly/1kAq0P6.

4

5

International Telecommunication Union,”Mobile-cellular Telephone Subscriptions, 2000-2013.”

6

“MNP will deepen competition amongst Telcos-NCC,” WebTVng, August 7, 2013, http://webtvng.com/news/14.html.

“Active Internet Subscriptions (GSM) and (CDMA),” Nigerian Communications Commission, accessed August 11, 2014,
http://bit.ly/1kAqyVk.

7

8 International Telecommunication Union, “Nigeria Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.

Henry Lancaster, “Nigeria – Broadband and Internet Market, Digital Economy,” BuddeComm, last updated July 8, 2014,
http://www.budde.com.au/Research/Nigeria-Broadband-and-Internet-Market-Digital-Economy.html.

9

Akamai, “Average Connection Speed: Nigeria,” map visualization, The State of the Internet Q1 (2014), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.

10

Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Nigeria,” map visualization, The State of the Internet, Q1
2014; Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): Nigeria,” map visualization, The State of the Internet,
Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.
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available in Nigeria. A mere 0.1 percent of Nigerians had access to fixed-broadband internet in 2013,
representing just over 15,000 subscriptions.12
The ICT market in Nigeria has expanded considerably over the past decade, with the number of
licensed ISPs rising from 18 in 2000 to 156 (55 of which have licenses in need of renewal13) by the
end of 2013. There are also 11 FWA providers,14 and five GSM mobile phone operators that provide
internet access to their subscribers.15 Nevertheless, the growth of ISPs and FWA providers has slowed
in recent years with the rise in mobile access. As of September 2013, the four privately-owned GSM
companies—MTN, Globacom, Airtel, and Etisalat—had a total of over 118 million subscribers among
them.16
Recognizing the importance of ICTs for economic development, the communication ministry
released the National Broadband Plan (2013-2018) in May 2013, which was approved by
the president shortly thereafter.17 In accordance with the National Broadband Plan, the
telecommunications regulator announced that it planned to auction a 2.5 GHz frequency spectrum
by March 201418 and license seven Infrastructure Companies (InfraCos) by December 2014.19
In the meantime, access to ICTs in Nigeria is characterized by a large urban-rural divide. According
to a May 2014 Gallup survey of 4,000 adults across the country, 34 percent of urban Nigerians had
used the internet in the last week, compared to 22 percent of rural Nigerians.20 Similarly, 89 percent
of urban Nigerians reported owning a mobile phone, compared to 79 percent of rural Nigerians,
though the gap between urban and rural mobile phone owners is narrowing. In 2012, the same
Gallup survey in Nigeria found that 70 percent of rural Nigerians owned a mobile phone, compared
to 85 percent of urban Nigerians.
High costs are another major impediment to internet access. While increased competition among
service providers has made the cost of access more affordable, the country’s median annual per
capita income stood at US$493 in 2013.21 FWA services cost an average of US$63 per month, while
the price for internet use in a cybercafe can cost about US$0.63 per hour. As technologies expand,
however, prices are continuing to decrease; in 2013, for example, the average cost of a GSM plan
cost US$0.05 per megabyte of data, compared to US$1 per megabyte in 2011.
12

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

55 Internet service providers have expired licenses according to the NCC website, which could mean that renewed license
details have yet to be uploaded to the website, or that the regulator is in the process of renewing licenses. See: Nigerian
Communications Commission, “Internet Services,” accessed December 31, 2013, http://bit.ly/1dO6p5e.

13

14

Nigerian Communications Commission, “Fixed Wireless Access,” accessed December 31, 2013, http://bit.ly/1ckuLCB.

15

Nigerian Communications Commission, “Digital Mobile License,” accessed December 31, 2013, http://bit.ly/1eCh2tk.

Nigerian Communications Commission, “Operator Data,” accessed December 31, 2013. http://ncc.gov.ng/index.
php?option=com_content&view=article&id=68&Itemid=70.

16

Jumoke Lambo and Godson Ogheneochuko, “National plan targets ambitious fivefold increase in broadband penetration,”
International Law Office (ILO), July 17, 2013, http://bit.ly/1szhVxx.

17

Emma Chidiogo, “NCC reveals deadline for 2.3GHz frequency licensing,” Today’s Telegraph, December 28, 2013, http://bit.
ly/1dNV3yb.

18

Ben Uzor Jr, “Fresh round of licensing coming as NCC plans 7 InfraCos in 2014,” Business Day, December 18, 2013, http://
bit.ly/1d1neMn.

19

Broadcasting Board of Governors, “Contemporary Media Use in Nigeria,” presentation, BBG Research Series, May 2014,
http://www.bbg.gov/wp-content/media/2014/05/Nigeria-PPT-FINAL.pdf.

20

21 Glenn Phelps and Steve Crabtree, “Worldwide, Median Household Income About $10,000,” Gallup World, December 16,
2013, http://www.gallup.com/poll/166211/worldwide-median-household-income-000.aspx#1.
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In addition to cost, power cuts continued to disrupt service and access, with many users reporting
the need to use private generators to stay online during outages. The country’s electricity supply
saw major disruptions in 2013,22 and Nigeria is still reportedly the largest importer of private power
generators in Africa, despite the country’s status as an oil-rich country.23 To address the country’s
inadequate power supply, the federal government took an unprecedented step in November 2013
and handed over its state monopoly of the power sector to private investors. The private sector is
expected to revitalize the nation’s power supply, though the impact of this endeavor will take years
to come into effect.24
Telecommunication companies also depend on diesel-powered generators to maintain consistent
service amid sporadic power cuts, spending an estimated NGN 177 billion (US$1.14 billion) annually
on fuel for the generators needed to provide back-up power for the country’s 22,000 base stations.25
Moreover, the need to pay for expensive backup power generators has accelerated the closure of
cybercafes that were already struggling with competition against the growing popularity of internet
access via mobile devices.
The government deliberately cut off access to mobile phone networks in the northeastern states
of Borno, Adamawa, and Yobe in May 2013, ostensibly as part of a military strategy against the
Boko Haram terrorist group in the region.26 Residents complained of hardship due to the lack of
telecommunications services and argued that the imposed shutdown did not help the government
stop the terrorist threat.27 Instead, the shutdown at times put citizens in harm’s way. In September,
for example, residents travelling to another city in search of mobile phone connectivity were
reportedly ambushed and killed by Boko Haram militants.28 Phone lines were restored months later
in December but were cut off again in March 2014 for about 20 hours.29
Internet services are managed by the 2003 Nigerian Telecommunications Act, which vests regulatory
responsibilities in the Nigerian Communications Commission (NCC). Although the government
nominates the NCC’s nine-member board of commissioners, the regulator’s decisions have been
viewed as relatively independent. All ISPs must obtain a license from the NCC to operate, and there
have been no reports of any ISP being denied a license or registration renewal. However, new
ISPs seeking to enter the market have faced challenges in their operations due to competition
from larger ISPs and investor focus on the mobile sector. Meanwhile, the process of issuing GSM
licenses has been regarded as transparent. Unlike similar auctions that have been subject to political

22 Ben Agande, “Nigeria’s electricity situation, a nightmare – FG,” Vanguard, June 6, 2013, http://www.vanguardngr.
com/2013/06/nigeria-electricity-situation-a-nightmare-fg/.

Clara Nwachukwu, “Nigeria Maintains Lead in Generator Imports in Africa…,” Vanguard, January 10, 2011, http://www.
vanguardngr.com/2011/01/nigeria-maintains-lead-in-generator-imports-in-africa-%E2%80%A6/.

23
24

“2013: Nigeria’s year of power?” Business Day, December 30, 2013, http://bit.ly/1m5B0zB.

25

Amaka Eze, “Base Stations Gulp N178bn Worth of Diesel Annually,” This Day Live, August 27, 2012, http://bit.ly/1eCdTdf.

26

“Telecoms shutdown in Borno, Yobe, Adamawa disrupts Trade,” Daily Trust, June 12, 2013, http://bit.ly/1am2agt.

“Military’s shutdown of NE Nigeria telecoms disrupts trade,” IRIN News, June 11, 2013, http://www.irinnews.org/
report/98207/military-s-shutdown-of-ne-nigeria-telecoms-disrupts-trade.

27

28 Ola’ Audu, “Borno residents want phone network restored as Boko Haram gets deadlier,” Premium Times, September 29,
2013, http://bit.ly/KhC8DS.

“Nigeria Military Shuts Down Telephone Lines in Borno State,” CIO East Africa, March 13, 2014, http://www.ictafrica.
info/FullNews.php?id=12684; Ola’ Audu, “Mobile networks restored in Borno,” Premium Times, March 24, 2014, http://bit.
ly/1q770VB.
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interference, most stakeholders found the first and subsequent GSM license auctions to be fair, as
friends of prominent politicians, who are usually recipients of such licenses, lost out in the process.

Limits on Content
No blocking or filtering of online content was reported during the coverage period, though
progovernment trolls were suspected of manipulating the information landscape on social media
networks. Hashtag activism became a highly influential tool for citizens to draw widespread
attention to important issues and demand government accountability.
Online media is generally free from restrictions in Nigeria, and to date, the authorities have not
carried out any blocking or filtering of content, mainly due to the complex nature of Nigeria’s
internet infrastructure, which makes it difficult to carry out systematic filtering or censorship.30 Some
ISPs have been known to block access when users infringe on laws by downloading copyrighted
content, but this has often been done to manage network traffic rather than to protect intellectual
property. Nonetheless, Blue Coat’s PacketShaper appliance—a device that can help control
undesirable traffic sent via online applications by filtering according to content category—was
discovered in January 2013 on a private ISP in Nigeria,31 which was disconcerting to observers given
the use of Blue Coat’s monitoring and filtering equipment in authoritarian countries such as China,
Bahrain, and Russia.
The video-sharing website YouTube, social-networking site Facebook, microblogging application
Twitter, and various international blog-hosting services are freely available and among the most
popular websites in the country. According to the website rating company Alexa, the ten most
popular websites in Nigeria in 2013 were Google, Google Nigeria, Facebook,32 Yahoo, YouTube,
Blogspot, Nairaland, Twitter, the Vanguard and LinkedIn.33 Five other Nigerian websites were cited
in the top 20, including LindaIkeji, a gossip news site; Punch newspaper; and Jumia, an eCommerce
website.
Meanwhile, websites, blogs, and online commentators are generally divided among those with
antigovernment, progovernment, and neutral leanings. Web commentary is generally balanced, with
online commentators having more discussions on socioeconomic issues than polarized debates.
Online self-censorship has declined notably in the past few years, and people now freely discuss
issues that were previously unpopular or taboo, such as gay rights, in spite of the repressive antihomosexuality law passed in February 2014. Criticism of the government on social media has also
increased, as have responses from government representatives.
Government efforts to manipulate online content are sporadic in Nigeria, though observers have
noted a sharp increase in the volume of progovernment responses to citizen comments on social
According to the last study by the OpenNet Initiative (ONI) conducted in 2007, several websites were inaccessible
surrounding the 2007 presidential elections due to technical problems, not government intervention. OpenNet Initiative,
“Internet Filtering in Nigeria,” October 1, 2009, http://bit.ly/1j6ff5u; OpenNet Initiative, “Internet Watch Report: The 2007
Presidential Elections in Nigeria,” November 2007, http://bit.ly/L1rWjs.
30
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Discussion between a Freedom House consultant and Citizen Lab.

As of December 2013, there were over eleven million Facebook users. Based on Facebook advertising data accessed by
author on December 31, 2013.

32
33

610

“Top Sites in Nigeria,” Alexa, accessed January 11, 2014, http://bit.ly/1eHiehs.

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Nigeria

media in recent years. In addition, the growing number of suspicious Twitter users who actively
attack critical voices has led some to believe that the government may be financing an army of
online trolls to influence the online information landscape. In November 2013, progovernment
trolls were suspected of blocking links to articles posted on the Facebook page of the well-known
investigative online news outlet, Premium Times, by repeatedly reporting the articles’ links as
abusive. Efforts to unblock the Premium Times’ links succeeded months later in January 2014.34
Another case of suspected progovernment manipulation surfaced in March 2014 when it was
discovered that the president’s special adviser on new media, Reno Omokri, had tried to plant a
story in the media with the pseudonym Wendell Simlin.35 According to reports, Simlin had sent an
email to journalists with a Microsoft Word attachment that accused the suspended governor of the
Central Bank, Lamido Sanusi, of sponsoring the terrorism group Boko Haram, shortly after Sanusi
accused the government of corruption, which led to his subsequent suspension.36 Digital activists
linked the random Wendell Simlin to the president’s new media adviser when Reno Omokri’s name
was found listed as the email’s author in the attached document’s properties.
In the past few years, high-level government officials have made numerous statements calling
for a clampdown on social media,37 ostensibly as a response to the growing influence of critical
commentary on the internet, which drew reactions from citizens who viewed these statements as
signs of impending online censorship.38 While the government denied any intent to restrict social
media,39 it seems determined to create its own social media tools, as indicated by Nigeria’s 2013
budget proposal40 in which the information ministry had made provisions to spend NGN 100
million (US$623,000) for “developing social media platforms and networking with other platforms.”41
The information ministry proposed NGN 50 million (US$312,500) for the same project in 2014,
along with an additional NGN 7 million (US$43,750) for the “integration of social media platform
collaboration including secured WAN.”42
There has also been some government interference in the economic aspects of online news
publishing, though overt incidents have not been recorded in the past few years. In 2011, the
Peter Nkanga, “Attacks on critical Nigerian website highlight vulnerability,” CPJ Blog, March 11, 2014, https://cpj.org/
blog/2014/03/attacks-on-critical-nigerian-website-highlight-vul.php.

34

“#BBCtrending: The mysterious case of Wendell Simlin,” BBC, March 7, 2014, http://www.bbc.com/news/blogstrending-26481508

35

“President Jonathan’s Social Media Aide Reno Omokri Exposed As Author Of Fake Document Linking Ousted CBN
Governor To Boko Haram,” Sahara Reporters, February 26, 2014, http://saharareporters.com/2014/02/26/president-jonathan’ssocial-media-aide-reno-omokri-exposed-author-fake-document-linking.

36

On July 26, 2012, the President of the Senate of the Federal Republic of Nigeria, third in command after the president and
vice president, called for a clampdown on the use of social media in Nigeria while speaking at a media retreat. Government
representatives from the Oyo State House of Assembly made similar declarations in 2012. Leke Baiyewu, “Social Media Users
Carpet Mark on Call for Censorship,” Punch, July 29, 2012, http://bit.ly/1b0Vmov.

37

Akinwale Aboluwade, “Assembly Seeks Law Against Abuse of Social Media,” November 2, 2012, Punch, http://bit.
ly/1dp50Wb.

38

39 Paul Adepoju, “Government Will Not Restrict Social Media in Nigeria – National Orientation Agency,” Humanipo, January
11, 2013, http://bit.ly/11m3uz0.
40 “New Projects,” in Ministry of Information 2013 Budget (Appropriation), Federal Republic of Nigeria, accessed December
23, 2013, http://bit.ly/1am5WpS.
41 Tolu Ogunlesi, “Social Media Lessons for Govts and Businesses,” Punch, February 12, 2013, http://www.punchng.com/
opinion/social-media-lessons-for-govts-and-businesses/.

“Federal Ministry of Information - Hqtrs,” in Ministry of Information 2014 Budget (Proposal), Federal Republic of Nigeria,
accessed January 4, 2014, http://bit.ly/1dOmQ1h.
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leading critical online newspaper, 234Next, folded in part due to a refusal to provide advertising by
government or progovernment businesses. As the country gears up for national elections in 2015,
government patronage is still evident and reputed to be the largest source of business contracts that
companies depend on for financial sustainability.
Nonetheless, Nigeria is home to a diverse blogosphere, with entertainment blogs drawing the most
readers and a growing number of Nigerians blogging about their personal lives or social issues.
Blogs have gradually emerged as an important platform for discussion and a source of reliable news
for many users, providing a space for lengthy debate among online commentators. Readers often
leave comments on popular news-oriented blogs to express frustration with societal issues. The
Nigerian blogosphere includes both expatriates and locally-based writers, and popular platforms
on which Nigerian bloggers interact and learn from one another include Global Voices, Blogger,
and WordPress. The president’s Facebook page is a major platform on which citizens comment on
public issues, and Twitter plays a prominent role in debates around events as they happen, with
government ministers often hosting Twitter chats with the public.43 The formal chats were less
frequent in 2013 and 2014, but ministers continued to use social media directly, employing media
aides to comment on issues that concern them.
In addition, ICTs are playing an increasingly important role in mobilizing people for protests and
providing updates on unfolding events. Citizens are more active on social media and increasingly
believe that campaigns initiated on social media can lead to change. Online citizen activism in
Nigeria was particularly evident in 2013-2014, as demonstrated by an incident involving allegations
of corruption against a serving minister. On October 28, 2013, Punch newspaper published an
editorial that criticized the president for not acting on the widespread calls for the dismissal of
aviation minister Stella Oduah, who had allegedly used public funds to purchase bullet-proof
vehicles for her personal use.44 The allegations elicited nationwide outrage to the story, especially
on social media where “Oduah-gate” became a popular topic. While many assumed that the scandal
would join the growing list of unresolved corruption cases in Nigeria, social media users kept the
discussion alive, which played a large part in the government’s decision to indict Oduah in January
2014.45
In another showcase of online activism in Nigeria, the governor of Edo State was compelled to act
upon criticisms against him on social media when a video of him insulting a woman selling wares on
the roadside was posted online in November 2013. The video, which depicted the governor telling
the woman to “go and die” in response to her plea against his inspection of her sale of allegedly
illegal wares, became popular on social media and sparked an online campaign on the subject of
human dignity. The ensuing online discussions and fundraising for the widow led the governor to
issue a formal apology, invite the woman to his office, offer her a job, and donate NGN 2 million to
her family—gestures that were all publicized on social media.46
The most notable social media activism in 2014 was spurred by the horrific kidnapping of over 200
43 “[Town Hall Chat] Nigerian Youth Minister On Twitter @ 3-5pm Today,” Tekedia, September 8, 2011, http://tekedia.
com/21375/town-hall-chat-nigerian-youth-minister-twitter-35pm-today/.
44

“Oduahgate and Jonathan’s diversionary probe panel,” Punch, October 28, 2013, http://bit.ly/1cl7qke.

Fidelis Soriwei and Olalekan Adetayo, “N255m car scandal: Presidential panel indicts Oduah,” Punch, January 13, 2014,
http://bit.ly/1iQVBrD.
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schoolgirls by the Boko Haram terrorist group in April. The hashtag #BringBackOurGirls became
an international social media campaign that put a spotlight on the Nigerian government and its
inadequate efforts to take action. Foreign governments eventually pledged support to help locate
the girls, but as of this report’s writing in mid-2014, the rescue mission was still ongoing.
Nonetheless, the #BringBackOurGirls campaign illustrated how hashtag activism has become a
highly influential tool for citizens to draw widespread attention to important issues and demand
government accountability. In April 2014, one hashtag campaign, #FreeCiaxon, launched following
the disappearance of a man who had live-tweeted the scene of an attempted jailbreak in Abuja
(using the Twitter handle @ciaxon), led to the man’s eventual release by the authorities who had
covertly detained him (see “Violations of User Rights”).47

Violations of User Rights
Various legislative proposals were drafted in 2013 and 2014 that involve the interception of
user communications, while the regulator announced a new directive in October 2013 requiring
cybercafes to register customers and maintain an up-to-date database of subscribers. Two
individuals were arrested for posts on social media platforms: one in October 2013 for allegedly
criticizing the governor of Bayelsa state on his Facebook page; the other in March 2014 for livetweeting an incident involving Boko Haram militants and the State Secret Service. Suspicions of
government intentions to monitor ICTs increased further following a November 2013 news report
revealing the government’s efforts to install a mass surveillance system by 2015.
Nigeria’s 1999 constitution guarantees freedom of expression and of the press, and the lack of
internet-specific legislation has generally fostered an open environment for online activities.
Nonetheless, the country’s legal framework was revised in 2011 to reflect the use of new media
technologies through Section 84(1) of the 2011 Evidence Act, which provides for the admission of
statements in documents produced by computers and electronic signatures as evidence in court. 48
Libel also remains a criminal offense in Nigeria, with the burden of proof resting on the defendant.
Print media journalists covering sensitive issues such as official corruption and communal violence
are regularly subjected to criminal prosecution. Meanwhile, the implementation of Sharia (or Islamic)
law in 12 northern states has not affected internet freedom to date.
There are currently no laws in Nigeria that specifically restrict online speech, though a draft bill on
electronic transactions and fraud detection proposed in 2011 did include a provision that sought to
punish online speech regarded as “false information that could threaten the security of the country
or that is capable of inciting the general public against the government through electronic message”
with heavy fines, up to seven years in prison, or both.49 Following public backlash against the
draconian provision, especially on social media, the senate announced that the controversial clause
would be deleted from the proposed bill in December 2013.50
“#BBCtrending: The man who ‘disappeared’ in Nigeria - #FreeCiaxon,” BBC Trending, April 11, 2014, http://www.bbc.com/
news/blogs-trending-26979508.
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Evidence Act, 2011, National Assembly, Federal Republic of Nigeria, accessed January 4, 2014, http://bit.ly/1gHmHA8.

Comrade Godwin Ameh, “Senators seek seven-year jail term for social media critics,” Daily Post, December 5, 2013, http://
bit.ly/1b0MjDY.
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In addition to national legislative initiatives, state government officials in Nigeria have made efforts
to restrict freedom of expression within their jurisdictions. In March 2013, for example, the governor
of the southern state of Bayelsa, Seriake Dickson, introduced a bill to the state assembly that aimed
to criminalize “rumor mongering” and the spread of false information.51 While the bill is still under
consideration as of mid-2014, it has not deterred Governor Dickson from cracking down against
alleged rumor-mongering online.
Notably, on October 26, 2013, known businessman Tonye Okio was arrested in Abuja, blindfolded,
and driven to Bayelsa State by the Nigeria Police’s Special Investigation Bureau for allegedly
criticizing the governor of Bayelsa on his Facebook page.52 The police also reportedly seized Okio’s
electronic gadgets and deleted the critical posts about the Bayelsa governor from his Facebook
account. He was held for 10 days without trial and subsequently granted bail under politicallymotivated conditions that were “impossible” to meet, requiring an agent of the complainant to
stand as Okio’s surety for the bail.53 Okio later was released on January 22, 2014 after spending
three months in prison.54 He was reportedly one of several victims of the Bayelsa state government’s
proposed rumor mongering law.55
In another notable incident during the coverage period, a Twitter user (@ciaxon) was covertly
detained in March 2014 after he live-tweeted a series of photos depicting the attempted escape of
suspected Boko Haram members who were being held at a State Secret Service (SSS) facility.56 His
photos were picked up by media outlets covering the story, leading to suspicions that the SSS was
behind his disappearance.57 Large-scale protests initiated by the hashtag campaign, #FreeCiaxon,
elicited international attention and ultimately led to his release 12 days later.58
SIM card registration requirements instituted in June 2009 impose restrictions on users’ rights to
anonymous communication.59 In addition, a new directive announced by the regulator in October
2013 requires cybercafes to register customers and “maintain an up-to-date database of subscribers
and users, including their full names, physical addresses, passport photos, and telephone numbers,”

51 “Governor Dickson Proposes Draconian Law Against Rumor Mongering,” Sahara Reporters, March 21, 2013, http://
saharareporters.com/2013/03/21/governor-dickson-proposes-draconian-law-against-rumor-mongering.

Nnenna Ibeh, “Man detained for two months for allegedly criticising Bayelsa governor on Facebook,” Premium Times,
December 27, 2013, http://bit.ly/1b0X7C8.
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53 “Free Tonye Okio Global Campaign Launched in Lagos,” 247Reports, December 29, 2013, http://247ureports.
com/?p=45351; http://www.theheraldng.com/governor-dickson-orchestrated-arrest-violation-tonye-okios-human-rights/

Chris Ehirim, “Jonathan has failed his people, says Okio,” The Niche, September 14, 2014, http://www.thenicheng.com/
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accused of defaming Governor Dickson on facebook,” Premium Times, January 22, 2014, https://www.premiumtimesng.com/
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as part of the government’s efforts to combat cybercrime.60 As of mid-2014, there have been no
reports that the new registration requirements have been enforced, and it remains unclear whether
the authorities need a court order to gain access to customer information from cybercafe records.61
In February 2013, the NCC introduced a new draft Lawful Interception of Communications
Regulation.62 Still under discussion as of mid-2014, the regulation was criticized for potentially
infringing on the constitutional right to privacy, in addition to a lack of safeguards against abuse or
opportunities for redress, and unclear supervisory and reporting provisions.63 If implemented, the
bill has conditions for interception both with and without a warrant, and will require mobile phone
companies to store voice and data communications for three years. It will also direct licensees to
“provide the National Security Adviser and the State Security Service with the key, code or access to
the Protected or Encrypted Communication.”64
Meanwhile, throughout 2013 and 2014, the National Assembly began discussing other
proposed laws that also address the subject of lawful interception, such as the Oral and Written
Communications Tracking Bill, Regulation of Telecommunication Facilities to Support Investigations
Bill, Electronic Fraud Prohibition and Electronic Transfer of Funds Crime Bill,65 the Interception
of Communications Bill, and the Cybercrime Bill.66 Though most of the draft bills—all still under
discussion as of mid-2014—require security agencies to obtain a court order before they can
conduct surveillance activities, warrants are generally easy to obtain in the context of Nigeria’s
nominally independent judiciary.
Meanwhile, ISPs are currently required to cooperate with law enforcement and regulatory agencies
in providing “any service-related information… including information regarding particular users and
the content of their communications” during investigations of cybercrime or other illegal activity,
according to the “Guidelines for the Provision of Internet Service” published by the NCC.67 No details
are provided in the guidelines regarding the oversight mechanisms required to prevent government
authorities from acquiring free access to user information. The guidelines also stipulate that ISPs
must retain user data and “the content of user messages or routing data” for at least 12 months.68

60 “NCC orders cyber cafes to register users,” Telecompaper, October 22, 2013, http://www.telecompaper.com/news/nccorders-cyber-cafes-to-register-users--974410.
61 Kunle Azeez, “NCC orders cybercafes to maintain clientele database,” National Mirror Online, April 14, 2014, http://
nationalmirroronline.net/new/ncc-orders-cybercafes-to-maintain-clientele-database/.
62 Nigeria Communications Commission, “Draft Lawful Interception of Communication Regulations,” accessed January 12,
2014, http://bit.ly/1du7UKO; Ojo Madueke, “Revealed: SSS, Police Have Powers to Tap Phone Lines,” This Day Live, January 30,
2013, http://bit.ly/1eCtyZP; “Mind That Conversation: Security Operatives To Tap Phones, Track E-mail,” Naij, February 5, 2013,
http://bit.ly/1m2gx1r; Ken Nwogbo, “SSS, Police Get Powers to Tap Phones,” Nigeria Communications Week, January 29, 2013,
http://bit.ly/1m2gS46.
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66 “Nigerian cybercrime law to intercept texts, emails, messages,” Telecompaper, January 29, 2014, http://www.telecompaper.
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Thus far, the Nigerian security services have not appeared to proactively monitor internet and
mobile phone communications, but many online journalists have long suspected that they are being
monitored by the state, and the government’s recent acquisition of mass surveillance equipment has
deepened these suspicions. In April 2013, the online newspaper Premium Times published a news
report revealing that the federal government had awarded a secret contract to Israel-based Elbit
Systems to help monitor internet communications in Nigeria.69 A civil society organization working
on ICT Policy, Paradigm Initiative Nigeria, made a Freedom of Information (FOI) request70 on the
contract in May 2013, but to no avail, eliciting a lawsuit that was subsequently dismissed by a judge
in a widely criticized ruling. In August 2013, a local anti-corruption organization accused the judge
of bias based on his apparent pattern of opposition to rights-focused suits.71
Evidence of government plans to implement a surveillance system was further corroborated by
publicly available details of Nigeria’s 2013 budget, in which the Office of the National Security
Adviser requested US$61 million for a “wise intelligence network harvest analyzer system, open
source internet monitoring system, personal internet surveillance system.”72 In April 2013, Citizen Lab
research also found a FinFisher “Command and Control” server, which communicates with malware
that can be used for surveillance, located on a private ISP.73 As of mid-2014, the extent to which such
surveillance systems have been implemented has yet to be established, though in November 2013,
Premium Times reported that Elbit Systems staff was in Nigeria and working to complete the mass
surveillance system within two years.74
Meanwhile, in the publicly available summary of the federal government’s 2014 budget proposal,
the Directorate of State Security Services listed plans to spend NGN 415 million (US$2.6 million) on a
“Data Retention System,” NGN 359 million (US$2.2 million) on a “GSM Passive Off-the-air Interception
System,” and NGN 350 million (US$2.2 million) on a “Strontium Sky Diligent Recon System.” The
Office of the National Security Adviser similarly proposed NGN 11 billion (US$68.8 million)—more
than its total budget on mass surveillance equipment in 2013—on its ongoing “Enhanced and
Specialized Security Equipment, Gadgets and Services” project, and another NGN 5.2 billion on an
unexplained “Security Program for Federal Courts.”75 While the exact purpose of these technologies
is still unclear, the planned expenses increased suspicions of the government’s intent to enhance its
surveillance capabilities, particularly amid frequent assertions by government officials of the need for
technologies to fight the Boko Haram threat.
Online journalists and internet users have not been subject to significant extralegal intimidation or
threats for their activities, though the state is known to target journalists in the traditional media
with arbitrary and extralegal measures to suppress political criticism. The Nigerian authorities have a
69
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history of arresting and intimidating traditional media workers, and at least ten journalists have been
killed in connection with their work since 1998.76 In addition, there is a culture of impunity for crimes
against media workers.
Cyberattacks have increased in Nigeria, though most of the attacks are against government websites
and carried out by the Naija Cyber Hacktivists,77 a group that has claimed responsibility for almost
all cyberattacks to date. One DDoS attack against an independent news outlet known for its critical
coverage of the government, Premium Times, was reported in January 2014.78

Committee to Project Journalists, “10 Journalists Killed in Nigeria since 1992/Motive Confirmed,”
accessed January 30, 2013, http://bit.ly/1eCuTQn.

76
77

Richard Essien, “EFCC & NCC Websites Hacked,” Daily Times, October 29, 2011, http://bit.ly/1amPau6.

78

“PREMIUM TIMES survives major cyber attack,” Premium Times, January 5, 2014, http://bit.ly/1ducgSf.
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2013

2014

Population:

Internet Freedom Status

Not
Free

Not
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

20

20

Limits on Content (0-35)

20

20

Violations of User Rights (0-40)

27

29

TOTAL* (0-100)

67

69

190.7 million
11 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free
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•

Four women were brutally killed for using mobile technology in rural areas of Pakistan
(see Violations of User Rights).

•

In April 2014, a judge in Punjab sentenced a Christian couple to death for blasphemy in
relation to a text message they deny sending (see Violations of User Rights).

•

Lawyer Rashid Rehman was shot dead on May 7 after receiving threats for representing a
professor jailed on charge of committing blasphemy on Facebook (see Violations of User
Rights).

•

YouTube has been blocked since September 2012 while officials jockey to systematize
control over the platform (see Limits on Content).

•

Authorities newly blocked film details referencing Baloch independence and a gay community website (see Limits on Content).

•

Citizen Lab researchers found Netsweeper technology automatically blocking political
and social content on Pakistan’s largest ISP (see Limits on Content).

•

The Pakistan Protection Ordinance 2013 categorized unspecified “internet offenses” as
terrorism, with suspects subject to arbitrary detention (see Violations of User Rights).
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Introduction
Pakistan saw a democratic change of power in May 2013, when citizens ousted the leftist Pakistan
People’s Party led by former President Asif Ali Zardari in favor of the conservative Pakistan Muslim
League–Nawaz party under Prime Minister Nawaz Sharif. The newly elected government became the
latest in a line of both military and civilian authorities to restrict information and communications
technologies (ICTs). Human rights monitors accused them of bolstering military and police powers,
instead of addressing past abuses.1
Though framed as necessary to combat terrorism and preserve Islam, censorship in Pakistan continues to reflect political motives or the influence of religious extremists. Religion also influenced a
series of incidents which eroded user rights during the coverage period. At least four women were
violently killed in rural areas of Pakistan for using digital technology, which their communities condemned as immoral. In the central province of Punjab, several people faced blasphemy charges
based on SMS or Facebook messages, including one couple in their forties who were sentenced to
the death penalty, though the phone they were accused of using was not in their possession. A lawyer defending another digital blasphemy suspect was fatally shot in his office for accepting the case.
The video-sharing platform YouTube has been completely blocked in Pakistan since September 2012,
when an anti-Islamic video sparked unrest around the Muslim world. Before the election, opposition politician Anusha Rehman criticized the ban, but has yet to lift it since her appointment as IT
minister. Challenged in two high courts and the subject of persistent protests, this far-reaching ban
continues to affect ordinary internet users, small businesses, and students, though many used digital
tools to circumvent it or migrated to other online video services. In June 2013, researchers at the
Canada-based Citizen Lab documented a Canadian company, Netsweeper, already filtering political
and social content on the Pakistan Telecommunication Company Limited (PTCL) network. Besides
being Pakistan’s largest ISP, the government-owned PTCL controls a large percentage of the country’s internet backbone.
Other efforts could cement government control of Pakistan’s internet. Civil society groups said a
pending 2014 cybercrimes act would disproportionately criminalize some online offences and give
ill-defined and overbroad powers to a government-appointed authority. The downsides of this proposal were in stark relief during the coverage period of this report when another government-appointed body, the Pakistan Telecommunication Authority, was left without a chair or even a membership for several months thanks to a combination of disorganization, political power struggles, and
allegations of wrongdoing. The disruption contributed to the late introduction of 3G and 4G mobile
internet services, which, pending since 2011, were finally offered in May 2014.

“Protection of Pakistan Ord enforced”, The Nation, December 15, 2013, http://www.nation.com.pk/islamabad/15-Dec-2013/
protection-of-pakistan-ord-enforced.
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Obstacles to Access
Internet penetration in Pakistan stood at 11 percent in 2013, according to the International Telecommunication Union.2 A local report put the figure at 16 percent mid-year.3 Mobile penetration was
at 70 percent.4 Low literacy, difficult economic conditions, and cultural resistance have limited the
proliferation of information and communication technologies (ICTs) in Pakistan.5 While the cost of internet use has fallen considerably in the last few years,6 and cost around US$12 a month for a broadband package, access remains out of reach for the majority of people in Pakistan, and most users go
online at their workplace or school.
The internet service providers (ISPs) association listed 50 operational in Pakistan in 2014.7 Fourteen
offer high-speed broadband.8 The government regulator, the Pakistan Telecommunication Authority
(PTA), exerts significant control over internet and mobile providers through a bureaucratic process
that includes hefty licensing fees.9
Broadband subscriptions, based on DSL—which uses existing telephone networks—or wireless WiMax technology, are concentrated in urban areas. The majority government-owned Pakistan Telecommunication Company Limited (PTCL) controls 60 percent of the broadband market.10 It also owns
the Pakistan Internet Exchange (PIE), having three main nodes in Karachi, Islamabad, and Lahore,
with 42 smaller nodes nationwide. PIE operated the nation’s sole internet backbone until 2009, when
additional bandwidth was offered by TransWorld Associates on its private fiber-optic cable, TW1.11
PTCL controls access to the undersea fiber-optic cables SEA-ME-WE 3 and SEA-ME-WE 4, named for
connecting South-East Asia, the Middle East, and Western Europe, and I-ME-WE, between India, the
Middle East and Western Europe.12 In the past, damage to these cables disrupted half of the country’s connections.13
Most remote areas lack broadband, and a large number of users depend on slow dial-up connections or EDGE, an early mobile internet technology. Meaningful online activity like multimedia training can be challenging. Conflict-stricken areas like Khyber Pakhtunkhwa (formerly North West Frontier Province) and the Federally Administered Tribal Areas (FATA) have significantly poorer internet

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

2

3

“30m Internet Users in Pakistan, Half on Mobile: Report,” Express Tribune, June 24, 2013,http://bit.ly/1cdIifE.

4

International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2013.”

A. Khan, Gender Dimensions of the Information Communication Technologies for Development (Karlstad: University of Karlstad Press, 2011). Available at SSRN: http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1829989.

5

6

“Incentive Package,” Knowledge Management, accessed August 2012, http://bit.ly/19Ke7fX.

7

http://www.ispak.pk/.

8
9

http://www.pta.gov.pk/annual-reports/annreport2013_1.pdf.
Pakistan Telecommunications Authority, “Functions and Responsibilities,” December 24, 2004, http://bit.ly/1bRmTNN.

Citizen Lab, “O Pakistan, We Stand on Guard for Thee: An Analysis of Canada-based Net sweeper’s Role in Pakistan’s Censorship Regime,” June 20, 2013, https://citizenlab.org/2013/06/o-pakistan/.

10
11

OpenNet Initiative, “Country Profile—Pakistan,” August 6, 2012, http://opennet.net/research/profiles/pakistan.

“PTCL Expects 20pc Growth with Launch of IMEWE Cable: Official,” The News, December 22, 2010, http://www.thenews.com.
pk/TodaysPrintDetail.aspx?ID=21492&Cat=3.

12

Farooq Baloch, “Undersea Cable Cut Affects 50% of Pakistan’s Internet Traffic,” Express Tribune, March 27, 2013, http://bit.
ly/14nTQ0q.

13

620

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Pakistan

access.14 Pakistan as a whole faced electricity shortfalls throughout 2013 and early 2014,15 resulting
in outages lasting several hours across the country, lasting as long as 20 hours a day in rural areas.
A 2006 Universal Service Fund promised to establish telecommunications centers in rural areas with
more than 5,000 inhabitants, among other initiatives.16 However, contracts for building the centers
were cancelled without public explanation and are being re-auctioned.17
Administrative hurdles long stymied the introduction of an internet-capable 3G mobile network. First
mooted in 2011, 3G and 4G auctions remain stalled due to bureaucratic processes. The National
Assembly said the PTA under former head Mohammed Yaseen had mishandled the initial auction
of 3G licenses, and cancelled them in late 2012.18 Yaseen’s term expired that year, and the Lahore
High Court annulled the appointment of his success or Farooq Awan on technical grounds in early
2013, even as terms expired for the body’s other two members.19 A new chair, Ismail Shah, was appointed nine months later.20 In December, Shah announced plans to auction 3G and 4G licenses by
March 2014.21 Bids were accepted in April, and mobile operators began offering faster service in May,
though coverage is limited to a few urban centers.
Mobile operators Mobilink, Ufone, Telenor, Warid, and Zong still struggle to attract customers due
to high prices and poor coverage. Wireless service providers using the high-capacity data network
WiMAX or high-speed broadband technology EVDO are also considered expensive.
Telecommunications providers in Pakistan also suffer from periodic government-mandated service
disruptions. During 2012 Pakistan Day celebrations, mobile service was cut “to implement national
security policy” in the southern province of Balochistan,22 where a conflict between Baloch nationalists and state security forces or antiseparatist militias has persisted since 1948. At least one local official denied security concerns and characterized the shutdown as routine maintenance,23 but many
Baloch people saw the move as discriminatory.24 Urban areas nationwide saw similar interventions in
2012 and 2013, and in the past year, the new government disappointed businesses and civil society
groups by maintaining the same tactics. Mobile service in 80 cities around the country was interrupted during a religious procession on November 14, 2013.25 To thwart sectarian violence, network
Rahimullah Yusufzai, “Lights out in Khyber Pakhtunkhwa,” The News, http://www.thenews.com.pk/newsmag/mag/detail_article.asp?id=5133.

14
15

“Khawaja Asif Urges People to Bear Load Shedding with Patience,” Pakistan Today, June 30, 2013, http://bit.ly/17MtdoR.

16

Ministry of Information Technology, “Universal Service Fund,” accessed July 2013, http://www.usf.org.pk/.

17

Ministry of Information Technology, “Universal Telecentres—Pilot Project,” accessed July 2013, http://bit.ly/19Ke4k8.

“3G Licenses Auction: NA Committee Holds PTA Responsible for Rules’ Violation,” Dawn News, December 31, 2012, http://
dawn.com/2012/12/31/3g-licenses-auction-na-committee-holds-pta-responsible-for-rules-violation/.

18

Farooq Baloch, “Govt Misses SC’s 3G Auction Deadline for Appointing PTA Members, Chairman,” Express Tribune, September 15, 2013, http://tribune.com.pk/story/604385/3g-auction-govt-misses-scs-deadline-for-appointing-pta-members-chairman/.

19

Jamal Shahid, “PTA gets fulltime chairman after 9 months,” Dawn, November 14, 2014,http://www.dawn.com/
news/1056424/pta-gets-fulltime-chairman-after-9-months;

20

21 Pakistan to Auction Licenses for 3G-4G Mobile Services by March, Bloomberg, December 20, 2013, http://www.bloomberg.
com/news/2013-12-20/pakistan-to-auction-licenses-for-3g-4g-mobile-services-by-march.html.

ZahidGishkori, “Security: Cell Phone Services in Balochistan Suspended on Pakistan Day,” Express Tribune, March 23, 2012,
http://tribune.com.pk/story/354095/security-cellphone-services-in-balochistan-suspended-on-pakistan-day/.

22
23

“Security concerns’: On Pakistan Day, Balochistan blacked out,” Express Tribune, March 24, 2012, http://bit.ly/GKtgnQ.

24

“Baluchistan: Access Should Not Be A Victim To National Security,” Bolo Bhi, August 14, 2012, http://bit.ly/1fyLidq.

“Mobile phone services suspended in more than 80 cities,” The News, November 14, 2013, http://www.thenews.com.pk/
article-126364-Mobile-phone-services-suspended-in-more-than-80-cities.

25
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services were also suspended in major urban cities during a religious event celebrating the birth of
the Prophet Muhammad on January 14, 2014.26
Internet cafes do not require a license to operate, and opening one is relatively easy.27 This freedom
is occasionally threatened at the local level. In 2012, the provincial cabinet in Punjab approved a
law which some analysts said would oblige cafe owners to register their businesses, among other
requirements.28 Provincial elections in May 2013 reshuffled the local administration and the law was
never implemented. In October 2013, the Khyber Pakhtunkhwa provincial government ordered local
police to keep records of cybercafe users and data, and recommended cafes install hidden cameras
to monitor people sending threatening emails.29
The PTA is the regulatory body for the internet and mobile industry, and international free expression groups and experts have serious reservations about its openness and independence.30 The
prime minister appoints the chair and members of the three-person authority, which reports to the
Ministry of Information Technology and Telecommunication.31 The repeated failure to make these
appointments in the past year further undermined the PTA’s reputation.

Limits on Content
YouTube remained blocked since ISPs blocked it on government orders in September 2012. The new
administration said Google would launch a local version of the site which would be required to censor objectionable content, but the status of this plan—and the extent of Google’s cooperation—remains in doubt. In the meantime, even as officials cited the absence of automated filtering technology in Pakistan as a rationale for maintaining the block, the Canadian company Netsweeper was documented implementing filters on the government-controlled ISP, PTCL. While civil society opposition
partially succeeded in staving off additional blocks on VoIP applications and the movie website
IMDb during the coverage period, the lack of transparency surrounding this secretive and far more
systematic censorship bodes ill for their ability to keep limits on content in check going forward.
Since January 2003, the government of Pakistan has censored some online content, and the system for doing so is becoming increasingly sophisticated, though it lacks an adequate legislative
framework.32 A variety of government agencies are involved, but the PTA is the primary authority.
The Inter-Ministerial Committee for the Evaluation of Web Sites (IMCEW) established in 2006 in-

“Mobile phone services suspended; security beefed up”, http://www.dawn.com/news/1080320/mobile-phone-services-suspended-security-beefed-up

26
27

Sehrish Wasif, “Dens of Sleaze,” Express Tribune, July 22, 2010, http://tribune.com.pk/story/29455/dens-of-sleaze/.

28 Office of the Chief Minister of Punjab, “Provincial Cabinet Sanctions Net Café Regulations Act,” January 14, 2012, http://
chiefminister.punjab.gov.pk/index.php?q=node/1228. Mehwish Shan, “Punjab to Regulate Internet Cafes,” Pro Pakistani, December 21, 2011, http://bit.ly/HbLsGf.

“KP police told to keep check on internet cafes,” Pakistan Today, October 2013, http://www.pakistantoday.com.
pk/2013/10/06/kp-police-told-to-keep-check-on-internet-cafes/.

29

30

Article 19, “Legal Analysis – Pakistan: Telecommunications (Re-organization) Act,” February 2, 2012, http://bit.ly/xQC5ra.

Pakistan Telecommunications Authority, “Pakistan Telecommunication (Re-organization) Act 1996,” October 17, 1996,
http://www.pta.gov.pk/media/telecom_act_170510.pdf.

31
32
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cludes PTA and governmental representatives, as well as “men from the Ministry of Religious Affairs,
the Inter-Services Intelligence, and Military Intelligence.”33
A range of overbroad provisions in the 1996 Pakistan Telecommunications Act support censorship
for the protection of national security or religious reasons.34 Authorities also cite Section 99 of the
penal code, which allows the government to restrict information that might be prejudicial to the
national interest, to justify filtering antimilitary, blasphemous, or antistate content.35 Critics believe
these issues can serve as a cover for politically motivated censorship of dissenting voices. Information perceived as damaging to the image of the military or top politicians, for example, is also
targeted. A satirical music video about military generals was replaced on video-sharing site Vimeo
by a page telling viewers it was “prohibited” within Pakistan in mid-2013.36 Besides blocking, the PTA
issues takedown orders involving banned content. Twitter removed allegedly blasphemous posts at
the government’s request in 2014, though restored at least some on review.37
Historically, the PTA has directed ISPs and backbone providers to implement manual blocks on individual URLs or IP addresses, their compliance ensured by licensing conditions.38 Since 2012, successive administrations have sought to introduce technical filtering.39 The National ICT Research and
Development Fund initially requested companies develop nationwide blocking technology to “handle a block list of up to 50 million URLs,”40 though the status of that project was left in doubt after
widespread civil society protests.41 News reports in 2013 and 2014 said PTA and government officials
were still pursuing filtering solutions.42
Ali Sethi, “Banistan: Why Is YouTube Still Blocked In Pakistan?” New Yorker, August 7, 2013, http://www.newyorker.com/online/blogs/elements/2013/08/banistan-why-is-youtube-still-blocked-in-pakistan.html.

33
34

Article 19, “Legal Analysis – Pakistan.”

“Pakistan: Code of Criminal Procedure,” available at the Organization for Economic Co-operation and Development website,
accessed August 2013, http://www.oecd.org/site/adboecdanti-corruptioninitiative/39849781.pdf.

35

“Song Critical of Pakistani Generals is Blocked Online, With No Official Explanation,” New York Times, May 4, 2013, http://
www.nytimes.com/2013/05/05/world/asia/satirical-song-blocked-in-pakistan-but-no-reason-is-given.html?_r=0.

36
37

See, https://www.chillingeffects.org/weather.cgi?WeatherID=826.

Article 23 of PTA Act 1996 says “Where a licensee contravenes any provision of this Act or the rules made thereunder or
any term or condition of the license, the Authority may by a written notice require the licensee to show cause within thirty days
as to why an enforcement order may not be issued.
(3) Where a licensee fails to—
(a) respond to the notice referred to in sub-section (1); or
(b) satisfy the Authority [or any of its officers not below the rank of Director]41 about the alleged contravention; or
(c) remedy the contravention within the time allowed by the Authority, [ [or any of its officers not below the rank of Director]42, the Authority[or any of its officers not below the rank of director]43, may, by an order in writing and giving reasons—
(i) levy fine which may extend to three hundred and fifty million rupees; or
(ii) suspend or terminate the license, impose additional conditions or appoint an Administrator to manage the affairs of the
licensee, but only if the contravention is grave or persistent.

38

39

Danny O’Brien, “Pakistan’s Excessive Internet Censorship Plans,” CPJ Internet Channel, March 1, 2012, http://bit.ly/yW8kb9.

National ICT Research and Development Fund, “Request for Proposal: National URL Filtering and Blocking System,” accessed August 2012, http://ictrdf.org.pk/RFP-%20URL%20Filtering%20%26%20Blocking.pdf; National ICT Research and Development Fund, “Request for Proposal;” “PTA Determined to Block Websites with ‘Objectionable’ Content,” Express Tribune, March
9, 2012, http://bit.ly/xEND9P.
40

Shahbaz Rana, “IT Ministry Shelves Plan to Install Massive URL Blocking System,” Express Tribune, March 19, 2012, http://
tribune.com.pk/story/352172/it-ministry-shelves-plan-to-install-massive-url-blocking-system/.

41

Anwer Abbas, “PTA, IT Ministry at Odds Over Internet Censorship System,” January 3, 2013, http://bit.ly/12Znc2Q; Apurva
Chaudhary, “Pakistan To Unblock YouTube After Building Filtering Mechanism,” Medianama, January 10, 2013,
http://bit.ly/TMmcvh; Pakistan Press Foundation, “The Saga of YouTube Ban,” January 2, 2013, http://bit.ly/1bhpMEP; “Ministry
Wants Treaty, Law to Block Blasphemous Content,” The News International, March 28, 2013, http://bit.ly/16JP6yo.Associated
Press of Pakistan, “IT Minister Plans to Ban ‘Objectionable Content’ Across Entire Internet,” via Express Tribune,http://tribune.
com.pk/story/586750/youtube-ban-over-2700-such-websites-also-blocked-says-it-minister/.
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In June 2013, the University of Toronto-based research group Citizen Lab reported that technology
developed by the Canadian company Netsweeper was already filtering political and social content at
the national level on the PTCL network.43“In addition to using Netsweeper technology to block websites, ISPs also use other less-transparent methods, such as DNS tampering,” Citizen Lab noted.44 The
report highlighted the lack of transparency and accountability surrounding censorship in Pakistan as
it becomes more advanced.
The same lack of transparency extends to the content affected by censorship, which is often inconsistent based on location or across ISPs.45 There are no published guidelines outlining why content is
blocked or how to appeal. Individuals and groups can also initiate censorship by petitioning courts
to enact moral bans on online or traditional media content.46
Censorship targeting pornography can affect access to legitimate content like Scarleteen, a U.S.based sex education website for teenagers.47 In May 2013, Pakistani Twitter users reported they
could not access the social media platform Tumblr, which Netsweeper filters frequently flag for pornographic content.48 In September 2013, the PTA confirmed that it had ordered a block on Queer
Pakistan, the country’s first ever website for the queer, transgender and bisexual community to
communicate anonymously, just months after its launch.49 Some users found Google Scholar search
results for terms like breast anatomy or breast cancer also appeared to be blocked on the PTCL network in 2014.
Blocks increased in early 2014. Net users around the country reported different sites were temporarily inaccessible, including the UK-based Guardian newspaper, Gawker, Storify, and some online
games.50 The blocks were never explained, though hundreds of social media users complained.
Blocking frequently targets social media and communication apps, and different religious groups
persistently pressure the Pakistani courts to ban Facebook completely.51 Groups and individuals
affiliated with political and religious causes have also filed court petitions against YouTube.52 In September 2012, the information ministry instituted a site-wide block on YouTube in response to the anti-Islamic video “The Innocence of Muslims.”53 Another 20,000 websites were also blocked, either for

43

Citizen Lab, “O Pakistan.”

44

DNS tampering intercepts the user’s request to visit a functioning website and returns an error message.

45

OpenNet Initiative, “Country Profile—Pakistan,” August 6, 2012, http://opennet.net/research/profiles/pakistan.

46

“Internet censorship: Court Asked to Ban Inappropriate Content,” Express Tribune, June 14, 2011, http://bit.ly/jOCZFP.

“Pakistan Blocks Access to Teen Sex-Ed Site,” Express Tribune, March 20, 2012,
http://tribune.com.pk/story/352222/pakistan-blocks-access-to-sex-ed-site/.

47
48

Citizen Lab, “O Pakistan.”

“Pakistan Blocks First Gay Website Queer.pk, Deeming It ‘Un-Islamic’”, September 26, 2013,
http://www.huffingtonpost.com/2013/09/26/pakistan-gay-website-block-_n_3994516.html.

49

“The Guardian website inaccessible in parts of Pakistan,” Express Tribune, February 3, 2014, http://tribune.com.pk/story/666959/the-guardian-website-reportedly-inaccessible-in-pakistan/.

50

51 “Permanently Banning Facebook: Court Seeks Record of Previous Petitions,” Express Tribune, May 6, 2011, http://tribune.
com.pk/story/162801/permanently-banning-facebook-court-seeks-record-of-previous-petitions/.
52 “Access Denied: As YouTube Remains Blocked, SHC Dismisses Plea for Ban,” Express Tribune, March 29, 2013, http://tribune.
com.pk/story/527923/access-denied-as-youtube-remains-blocked-shc-dismisses-plea-for-ban/.

Ian Lovett, “Man Linked to Film in Protests Is Questioned,” New York Times, September 15, 2012,
http://nyti.ms/16JNAfz; Michael Joseph Gross, “Disaster Movie,” Vanity Fair, December 27, 2012, http://vnty.fr/W3sPpO; “YouTube blocked in Pakistan,” The News International, September 17, 2012, http://bit.ly/OxLpn5.
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featuring the video or for hosting material that the PTA characterized as “objectionable.”54 YouTube
was unblocked very briefly in December 2012 until a broadcast journalist demonstrated that the offensive clip was still available.55
Civil society groups protested against the YouTube ban, and in 2013, petitioners challenged it in the
high courts in Lahore and Peshawar.56 Hearings in both cases are ongoing. In Lahore, the deliberations centered on the possibility of localizing YouTube, so it would become subject to domestic content restrictions. News reports said Google, which owns the platform, declined to establish a local
office because of the lack of intermediary liability protection for content providers under Pakistani
law.57 In December, Anusha Rehman said the PTA was drafting an ordinance protecting Google from
legal responsibility if internet users uploaded blasphemous content.58 The ordinance has not been
made public and its scope is not known. Once it is complete, however, “Google will easily be able to
block blasphemous content on the request of the Pakistan government,” Rehman said, though it was
not clear if the company had agreed to do so.59 YouTube remained inaccessible through May 2014.
Political dissent and secessionist movements in areas including Balochistan and Sindh province,
where a Sindhi nationalist movement advocates for political divisions along ethnic lines, is among
the nation’s most systematically censored content.60 On November 19, 2013, the PTA requested that
ISPs block the international website IMDb (Internet Movie Database), an order they reversed after
two days.61 Analysts said the apparent ban—which attracted widespread criticism on social media—was related to the upcoming release of a British short film, “The Line on Freedom,” a fictional
depiction of Pakistani security agencies abducting Baloch separatists.62 In 2014, IMDb was largely
accessible again, yet the page documenting “The Line on Freedom” was still blocked. Pages relating
to the movie are also inaccessible on other sites, including Vimeo.63
While most other social networking and blog hosting platforms were available and widely used
throughout 2013 and early 2014, VoIP applications came under threat in Sindh during an antiterror
campaign. On October 3, the local administration—run by the now-opposition Pakistan People’s
Party—requested the federal government implement a three-month localized ban on services such
54 “In Massive Censorship Move, Pakistan Blocks 20,000 “Objectionable” Sites,” The Daily Dot, October 9, 2012, http://www.
dailydot.com/news/pakistan-twenty-thousand-sites-blocked/.

Umar Farooq, “Pakistan Courts YouTube Comeback,” Wall Street Journal, August 14, 2013,
http://blogs.wsj.com/indiarealtime/2013/08/14/pakistan-courts-youtube-comeback/.
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http://www.dawn.com/news/1011489/youtube-ban-challenged-in-phc; Sumaira Jajja, “YouTube Ban: Google to Appear Before
Lahore High Court,” Dawn, May 15, 2013, http://www.dawn.com/news/1027189/youtube-ban-google-to-appear-before-lahorehigh-court.
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Dawn, “Google May Localize YouTube for Pakistani Users”, December 10, 2013, http://www.dawn.com/news/1061799/google-may-localise-youtube-for-pakistani-users.
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Bolo Bhi, “Don’t Make Localization a One-Stop Shop for Censorship,” December 11, 2013,
http://bolobhi.org/press-releases/do-not-make-localization-one-stop-shop-for-censorship/.
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Pakistan Telecommunication Authority, “Blocking of Websites Access,” letter, April 25, 2006, http://bit.ly/17d2EXs.

“Climbdown: PTA Restores IMDb Access After Public Outcry,” Express Tribune, November 23, 2013, http://tribune.com.pk/
story/635886/climbdown-pta-restores-imdb-access-after-public-outcry/; Nighat Dad, “Why was IMDb Blocked?” Express Tribune, November 23, 2013, http://tribune.com.pk/story/636013/why-was-imdb-blocked/.
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IMDb, “The Line of Freedom,” http://www.imdb.com/title/tt2616400/.
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Specific Links,” November 25, 2013, http://digitalrightsfoundation.pk/first-case-of-selective-targeted-online-censorship-pakistani-government-successfully-blocks-specific-links/.
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as Skype, WhatsApp, Viber, and Tango to limit their use by “criminal elements.”64 The plan—which
was blocked by federal authorities and never publicly implemented—triggered protests among civil
society and internet users, and locals called it discriminatory.65 Voice calls on Viber became briefly
inaccessible nationwide the same month, but it was not clear if the service had been intentionally
disrupted.66
Authorities also target users seeking to access blocked content. In 2011, the PTA sent a legal notice
to all ISPs in the country urging them to report customers using encryption and virtual private networks (VPNs)67—technology that allows internet users to go interact online undetected and access
blocked websites—to curb communication between terrorists.68 International and civil society organizations in Pakistan protested,69 and the tools remain widely used to access YouTube.70 Two of the
best-known services, Spotflux and HotSpot VPN, became inaccessible in January 2014, and Spotflux
said the government had actively blocked its services.71 Both were later restored.
Despite existing limitations on online content—and looming new ones—Pakistanis have relatively
open access to international news organizations and other independent media, as well as a range of
websites representing Pakistani political parties, local civil society groups, and international human
rights organizations.72 ICTs, particularly mobile phones, promote social mobilization. The 2010 floods
in Pakistan, for example, inspired many Pakistani citizens and members of the diaspora to mobilize
and raise funds online.73 Nevertheless, most online commentators exercise a degree of self-censorship when writing on topics such as religion, blasphemy, separatist movements, and women’s and
LGBT rights.
In May 2013, reports of election rigging spread via Facebook and Twitter, prompting traditional media coverage.74 Voters from around the major urban cities reported incidents live from their polling
stations. While many failed to turn in to anything tangible, a plethora of users in Karachi reported

64 Faraz Israr, “Sindh to ban Skype, Viber, Tango,” The Nation, October 4, 2013, http://www.nation.com.pk/national/04-Oct-2013/sindh-to-ban-skype-viber-tango.
65 Irfan Ahmed, “Skype Gets Dark in Karachi,” Inter Press Service, October 18, 2013,
http://www.ipsnews.net/2013/10/skype-gets-dark-in-karachi/.

Saqib Nasir, “Citizens complain Vibercalls appear blocked across Pakistan,” Express Tribune, October 11, 2013,
http://tribune.com.pk/story/616663/citizens-complain-as-viber-calls-banned-across-pakistan/.

66
67

Josh Halliday and Saeed Shah, “Pakistan to Ban Encryption Software,” Guardian, August 30, 2011, http://bit.ly/outDAD.

Nighat Dad, “Pakistan Needs Comms Security Not Restrictions,” Privacy International (blog), September 12, 2011, https://
www.privacyinternational.org/blog/pakistan-needs-comms-security-not-restrictions.
68

69 Barbora Bukovska, “Pakistan: Ban on Internet Encryption a Violation of Freedom of Expression,” Article 19, September 2,
2011, http://www.article19.org/resources.php/resource/2719/en/index.php?lang=en.

The VPN blocking in Pakistan is taking place under the section 5(2)(b) of PTA Act 1996 and the same provision was used
as justification for the “Monitoring and Reconciliation of Telephony Traffic Regulation under which the current VPN blocking is
happening. See, http://www.pta.gov.pk/media/monitoring_telephony_traffic_reg_070510.pdf.

70

Spotflux claims its service is being ‘actively blocked’ in Pakistan, January 28, 2014http://tribune.com.pk/story/664341/
creeping-censorship-spotflux-claims-its-service-is-being-actively-blocked-in-pakistan.

71
72

OpenNet Initiative, “Country Profile—Pakistan” (2012).

Issam Ahmed, “Pakistan Floods: How New Networks of Pakistanis are Mobilizing to Help,” Christian Science Monitor, August
19, 2010, http://bit.ly/95cXzo.

73

Mehwish Khan, “15 Election Rigging Videos From Pakistan That Went Viral on Social Media!,” Pro Pakistani, May 11, 2013,
http://propakistani.pk/2013/05/11/election-rigging-videos-and-images-go-viral-on-social-media/.
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ballot-rigging using videos and photos, then mounted a successful offline protest. In response, the
Election Commission called a recount in over 40 polling stations in the city’s largest constituency.75

Violations of User Rights
User rights experience a steep decline during the coverage period, mostly stemming from religious
intolerance. Four women were killed by male family members in rural areas of Pakistan, one for
possessing a mobile phone, and three for featuring in a video circulating on community mobile
networks. Three men were murdered for being gay by a man who used social media to identify their
sexual orientation. Blasphemy charges for digital content spiked In Punjab, where a judge sentenced
a Christian couple to the death penalty for an allegedly blasphemous text message they denied
sending, and a lawyer was shot dead for his work defending another user in a blasphemy case related to Facebook. Problematic laws were also being debated during the coverage period, including
the Pakistan Protection Ordinance, which listed unspecified “internet offenses” as acts of terror.
Article 19 of the Pakistani constitution establishes freedom of speech as a fundamental right, although it is subject to several restrictions.76 Pakistan became a signatory to the International Covenant on Civil and Political Rights in 2010.77
A controversial counterterrorism law, the Pakistan Protection Ordinance, was promulgated by President Mamnoon Hussain on October 31, 2013. An executive order subject to parliamentary review,
it was amended in January 2014 and approved by the National Assembly in April, when opposition
politicians staged a walk-out in protest. Freedom of expression advocates were concerned by the
draft’s inclusion of unspecified “internet offenses” as terrorist acts, with suspects potentially subject
to arbitrary arrest or extrajudicial execution.78 The Senate did not approve the ordinance, and the
National Assembly subsequently approved a resolution to extend it for 120 days, effective at the
end of the coverage period on May 22, 2014. With some reformulation, it was passed as the Pakistan
Protection Act in August.79 One news report said the interior ministry issued a separate order putting
the ordinance in effect from December 5, 2013.
The Surveying and Mapping Act, 2014, first introduced in 2012, limits digital mapping activity to organizations registered with the governmental authority Survey of Pakistan, with federal permission
required for mapping collaboration with foreign companies. The Senate approved it in June 2014,
outside the coverage period of this report.80

“Post-poll protest: PTI supporters take to the streets”, http://tribune.com.pk/story/548291/post-election-protest-pti-supporters-take-to-the-streets/.

75
76

“The Constitution of Pakistan,” available at Pakistani, accessed September 2012, http://bit.ly/pQqk0.

77

“President Signs Convention on Civil, Political Rights,” Daily Times, June 4, 2010, http://bit.ly/1fyK9Tl.

See, https://www.hrw.org/news/2014/04/11/pakistan-revise-repressive-anti-terrorism-law; http://www.pildat.org/Publications/publication/LB/PILDATLegislativeBrief19_ProtectionofPakistanOrdinance2013ProtectionofPakistan_Amendment_Ordinance2014.pdf.

78

Bolo Bhi, “Human Rights Experts: Pakistan Could Become a “Police State” Under Protection Ordinance,” Global Voices
Advocacy, August 13, 2014, http://advocacy.globalvoicesonline.org/2014/08/13/human-rights-experts-pakistan-could-become-a-police-state-under-protection-ordinance/.

79

80 Nighat Dad, “Pakistan Considering Bill that Would Ban Independent Mapping Projects,” TechPresident, November 28, 2012,
http://techpresident.com/news/wegov/23188/pakistan-considering-bill-would-ban-independent-mapping-projects; http://
www.na.gov.pk/uploads/documents/1397721138_588.pdf.
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Existing laws also have the potential to restrict internet users. The 2004 Defamation Act allows for
imprisonment of up to five years, and observers fear a chilling effect if it is used to launch court cases for online expression. Section 124 of the penal code on sedition “by words” or “visible representation” is broadly worded, though it has yet to be applied in an online context.81
Section 295(c) of the penal code, which covers blasphemy, is frequently invoked to limit freedom of
expression. Any citizen can file a blasphemy complaint against any other, and human rights groups
say charges have been abused in the past to settle personal vendettas. The imputation of blasphemy
leaves the accused vulnerable to reprisals, regardless of whether it has foundation. Some cases have
involved electronic media.
Blasphemy charges for digital content saw an alarming spike in the central province of Punjab in
2013 and 2014. On May 7, 2014, Rashid Rehman, the defense lawyer in another digital blasphemy
case in Punjab was shot dead in his office by unidentified assailants after receiving multiple death
threats in relation to the case, including in court from lawyers for the prosecution. He was defending
Junaid Hafeez, an English professor and former Fulbright scholar jailed since 2013 for alleged blasphemy on Facebook, a charge based on an unsupported accusation by a religious group.82
In April 2014, the Pakistan Today newspaper reported that a judge had found a Christian couple
guilty of sending a blasphemous text message to local Muslims, and sentenced them to the death
penalty. Their defense lawyer said the phone they were accused of using had been lost. Police detained Shafqat Emmanuel, a disabled man, and his wife Shagufta Kausar, a cleaner, along with their
four children, in June 2013. Their lawyer told the newspaper the sentence was not based on concrete
evidence, but “a receipt of a cellular company on which Shagufta’s national identity card number was
written against the number.”83 They are appealing the sentence, which is unlikely to be enforced.84
In November 2013, a religious leader in Punjab accused an unemployed 25-year-old man in his
village of blasphemy for allegedly sharing objectionable content on Facebook.85 No details of the
alleged post were publicized. The man was arrested, and no trial was subsequently reported, though
he remained in detention, according to a journalist familiar with the case.86 That charge came during
a period of heightened religious tensions when, in the wake of several clashes, the federal govern-

81

“Pakistan Penal Code,” available at Pakistani, accessed August 2013, http://bit.ly/98T1L8.

82 Ali Sethi, “Pakistan’s Tyranny of Blasphemy,” New York Times, May 21, 2014, http://www.nytimes.com/2014/05/21/opinion/
pakistans-tyranny-of-blasphemy.html?_r=0; Andrew Buncombe, “Rashid Rehman shooting: Pakistan human rights lawyer who
received ‘death threats’ over high-profile blasphemy case is shot dead,” Independent, May 8, 2014, http://www.independent.
co.uk/news/world/asia/rashid-rehman-shooting-pakistan-human-rights-lawyer-who-received-death-threats-over-highprofileblasphemy-case-is-shot-dead-9336059.html.
83 Digital Rights Foundation, “Blasphemy in the Digital Age,” graphic, http://digitalrightsfoundation.pk/project/blasphemy-in-the-digital-age/; “Couple gets death over ‘blasphemous’ text message,” Agence France-Presse, via Express Tribune, April
5, 2014, http://tribune.com.pk/story/691720/couple-gets-death-over-blasphemous-text-message/; http://www.pakistantoday.
com.pk/2014/04/04/national/christian-couple-get-death-sentence-in-blasphemy-case/.
84 “Pakistani couple get death sentences for blasphemy,” BBC News, April 5, 2014, http://www.bbc.com/news/worldasia-26901433.
85 Digital Rights Foundation, “Blasphemy Charge Over Facebook Comment – A Dangerous Precedent,” November 19, 2013,
http://digitalrightsfoundation.pk/blasphemy-charge-over-facebook-comment-a-dangerous-precedent/; “Youth Booked Over
‘Cyber Crime,’” Dawn, November 19,2013, http://www.dawn.com/news/1057154.
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ment warned against “propagating religious sectarianism through social media or mobile phones.”87
At least one other blasphemy case based on a Facebook post was pending in a court in south Punjab at the end of the coverage period of this report.88
Government surveillance is a concern for activists, bloggers, and media representatives, as well as
ordinary internet users. Pakistani authorities, particularly intelligence agencies, appear to have been
expanding their monitoring activities in recent years, while provincial officials have been exerting
pressure on the central government to grant local police forces greater surveillance powers and location tracking abilities, ostensibly to curb terrorism and violent crimes.89
In 2013 the upper house of parliament passed the Fair Trial Act,90 allowing security agencies to seek
a judicial warrant to monitor private communications “to neutralize and prevent [a] threat or any
attempt to carry out scheduled offenses.” It covers information sent from or received in Pakistan
or between Pakistani citizens whether they are resident in the country or not.91 Critics say that the
act’s wording leaves it open to abuse, though none has been publicly reported.92 Under the law,
service providers face a one-year jail term or a fine of up to PKR 10 million ($103,000) for failing to
cooperate with warrants. While the requirement for a warrant is positive, one can be issued if a law
enforcement official has “reason to believe” in a terrorism risk; it can also be temporarily waived by
intelligence agencies.93
ISPs, telecommunications companies, and SIM card vendors are required to authenticate the Computerized National Identity Card details of prospective customers with the National Database Registration Authority before providing service.94 As of April 2014, SIM cards in Sindh and Balochistan
could only be activated through biometric verification using the customer’s fingerprint, according
to a PTA media advertisement, though observers said retail stores lacked the necessary equipment.95
The requirement was extended to the rest of the country in summer 2014.96

87 Press Trust of India, “Pak Man Arrested for Sharing Blasphemous Content on Facebook,” via Times of India, November
20, 2013, http://articles.timesofindia.indiatimes.com/2013-11-20/pakistan/44283799_1_blasphemous-content-social-media-law-minister.
88

Court documents reviewed by the author.

Masroor Afzal Pasha, “Sindh Police To Get Mobile Tracking Technology,” Daily Times, October 29, 2010, http://bit.ly/16TKfLY;
“Punjab Police Lack Facility of ‘Phone Locator’, PA Told,” The News International, January 12, 2011, http://bit.ly/1bRl6bx.
89

90 “Senate Passes ‘Fair Trial Bill,’” Dawn, February 1, 2013, http://dawn.com/2013/02/01/senate-passes-fair-trial-bill/; The Gazette of Pakistan, “Investigation for Fair Trial Act 2013,” February 22, 2013, http://bit.ly/18esYjq.

Yasir Rehman, “Fair Trial Act Gives Pakistan Authorities Wiretapping Powers,” Central Asia Online, December 28, 2012,
http://centralasiaonline.com/en_GB/articles/caii/features/pakistan/main/2012/12/28/feature-01.

91

92 The laws covers the Inter-Services Intelligence, the police, Intelligence Bureau and the three military intelligence agencies.
See, Digital Rights Foundation, “Fair Trial Bill is an Official Intrusion on Privacy: Digital Rights Foundation,” December 22, 2012,
http://digitalrightsfoundation.pk/fair-trial-act-official-intrusion-on-privacy/.
93 Waris Husain, “The Fair Trial Act and lessons from the US,” Express Tribune, May 27, 2013, http://tribune.com.pk/story/569175/the-fair-trial-act-and-lessons-from-the-us/.
94 National Database Registration Authority, “Verification of CNICs: Nadra Signs Contract with Three Cell Phone Companies,”
July 29, 2009, http://bit.ly/gNdXsW; Bilal Sarwari, “SIM Activation New Procedure,” Pak Telecom, September 3, 2010, http://bit.ly/
pqCKJ9.
95 Abrar Hamza, “SIMs will only be activated after biometric verification after 31st,” Daily Times, March 28, 2014, http://www.
dailytimes.com.pk/sindh/28-Mar-2014/sims-will-only-be-activated-after-biometric-verification-after-31st.
96 Telenor, “SIM sales in Pakistan only through Biometric Verification from 1st August, 2014,” http://www.telenor.com.pk/
component/content/article/72-home-news/862-sim-sale-through-biometric-verification; Mobilink, “Mobilink expands the
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A 2007 Prevention of Electronic Crimes Ordinance requiring telecommunications companies to retain
user traffic data for a minimum of 90 days, and share logs of customer communications with security
agencies when directed by the PTA, expired in 2009, though the practices reportedly continued.97 A
draft Prevention of Electronics Crimes Act 2014, though it contains some procedural safeguards for
cybercrime investigation by law enforcement agencies, could grant intelligence agencies unrestricted mass surveillance powers.98 Critics said it lacked clear definitions, while criminalizing some specific
activity like “defamation of women.” 99 Civil society groups recommended it be amended in accordance with international standards.
In 2013, a report by Citizen Lab indicated that Pakistani citizens may be vulnerable to oversight
through a software tool present in the country. FinFisher’s “Governmental IT Intrusion and Remote
Monitoring Solutions” package includes the FinSpy tool, which attacks the victim’s machine with
malware to collect data including Skype audio, key logs, and screenshots.100 The analysis found FinFisher’s command and control servers in 36 countries globally, including Pakistan, on the PTCL network. This does not confirm that actors in Pakistan are knowingly taking advantage of its capabilities.
Nevertheless, civil society organizations called on PTCL to investigate and disable FinFisher tools.101
Pakistan has separately been reported to be a customer of Narus, a U.S.-based firm known for designing technology that allows for deep-packet inspection of internet communications.102 Some media reports say Pakistani authorities have acquired surveillance technology from China.
Pakistan is one of the world’s most dangerous countries for traditional journalists, with five killed in
relation to their work in 2013.103 Violence has yet to affect online journalists in the same way, though
they can also be vulnerable. In particular, violence against women thought to have brought shame
on their communities—including honor killings—has begun to involve ICT usage. In one high-profile
case from 2012, the Pakistani Taliban claimed responsibility for shooting 15-year-old Malala Yousufzai in the head while she was traveling in a school van in the Swat region, partly in retaliation for
blogging.104 She survived and was awarded the Nobel Peace Prize in 2014.
At least four women were killed for reasons involving technology in rural areas of Pakistan during
the coverage period of this report. In June 2013, Arifa Bibi, a mother of two, was stoned to death by
local men after a tribal court in the Dera Ghazi Khan region of Punjab convicted her of possessing a

Kelly O’Connell, “INTERNET LAW – Pakistan’s Prevention of Electronic Crimes Ordinance, 2007,” Internet Business Law Services, April 14, 2008, http://www.ibls.com/internet_law_news_portal_view.aspx?s=latestnews&id=2030.
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Center for Internet and Society at Harvard University, November 11, 2008, http://hvrd.me/ewSFSg.
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mobile phone.105 The same month, a group of men fatally shot a mother and two daughters in Gilgit
Baltistan, a far-northern region bordering Afghanistan. A video of the women playing in the rain had
been circulating on local mobile networks.106 News reports said family members of the victims were
involved in carrying out both incidents.
In April 2014, a man confessed to killing three men he had identified as gay via interactions on social
media. Homosexuality is illegal in Pakistan, so digital communication arguably facilitated his selection of targets.107
Militant Islamic groups have launched attacks on cybercafes and mobile phone stores in the past
for encouraging moral degradation.108 None were documented during the coverage period of this
report.109
Free expression activists and bloggers have also reported receiving death threats. Many publicize
them—and sometimes attract more—on Twitter. Most are sent via text message from untraceable,
unregistered mobile phone connections, often originating from the tribal areas of the country, and
several include specific details from the recipient’s social media profiles or other online activity. Human rights activist Sabeen Mehmood received death threats in 2013 after opposing an anti-Valentine’s day campaign by a religious group earlier in the year.110
Technical attacks against the websites of nongovernmental organizations, opposition groups, and
activists are common in Pakistan but typically go unreported due to self-censorship. Minority organizations such as the Catholic-run human rights advocacy group National Commission for Justice
and Peace have also been subject to technical attacks. The websites of government agencies are
also commonly attacked, often by ideological hackers attempting to make a political statement.
In one example, an unidentified hacker defaced the electoral commission’s website in advance of
elections.111

“Woman Stoned to Death on Panchayat’s Orders,” Pakistan Today, July 10, 2013, http://www.pakistantoday.com.
pk/2013/07/10/woman-stoned-to-death-on-panchayats-orders/; Emma Batha, “Special Report: The Punishment was Death
by Stoning. The Crime? Having a Mobile Phone,” The Independent, September 29, 2013, http://www.independent.co.uk/news/
world/politics/special-report-the-punishment-was-death-by-stoning-the-crime-having-a-mobile-phone-8846585.html.
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Philippines
2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

10

10

Limits on Content (0-35)

5

5

Violations of User Rights (0-40)

10

12

TOTAL* (0-100)

25

27

96.2 million
37 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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●

In February 2014, the Supreme Court upheld a contested provision in the Cybercrime
Prevention Act of 2012 punishing online libel with jail terms up to eight years (see
Violations of User Rights).

●

The Supreme Court struck down other Cybercrime Prevention Act provisions that would
have allowed warrantless content blocking and real-time monitoring (see Limits on
Content and Violations of User Rights).

●

The Magna Carta for Philippine Internet Freedom was filed in the Senate to repeal the
Cybercrime Prevention Act (see Limits on Content).

●

The Philippine National Police stepped up anti-cybercrime operations even while the
cybercrime law was suspended (see Violations of User Rights).
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Introduction
Freedom of expression online took a contentious turn in the Philippines after the Supreme Court
finally ruled on the Cybercrime Prevention Act of 2012 a year after suspending the law to examine its
constitutionality. On February 11, 2014, the court struck down provisions from the act which would
have allowed content restrictions and warrantless monitoring of internet traffic by law enforcement
in real time. However, it upheld the most contested provision, punishing online libel with up to eight
years’ imprisonment.1 In the meantime, the anti-cybercrime unit of the national police—a group
formed based on Section 10 of the law—stepped up operations in spite of its suspension.
During the coverage period of this report, Senator Miriam Defensor Santiago filed the Magna Carta
for Philippine Internet Freedom seeking to repeal the cybercrime law. The bill, if passed, would significantly improve safeguards for freedom of expression online. It is also the first in the Philippines to
be written incorporating direct input from internet users. Democracy.Net.Ph, an online group advocating freedom of expression, headed this initiative to make citizen input via ICTs a fundamental part
of the legislative process.
Mobile phone use is widespread in the Philippines, but has yet to significantly boost internet penetration which remains comparatively expensive, in part because two major telecommunication
companies have swallowed up lesser players through mergers and acquisitions. Inadequate information and communications technology (ICT) infrastructure has also slowed down penetration, and
state-level efforts aim to address a longstanding digital divide between urban and rural areas.

Obstacles to Access
Internet penetration in the Philippines stood at 37 percent in 2013.2 Usage is concentrated in urban
areas, with rural areas largely underserved.3 However, most users still rely on dial-up connections;
just 2.6 percent of the population had fixed broadband in 2013.4
Mobile phone subscriptions, on the other hand, have increased significantly in recent years, with
penetration reaching 107 percent in 2013, indicating that some users have more than one device.5
Mobile internet lags behind. One source put smartphone penetration at just 15 percent in 2013;6

1 The maximum jail term for online libel was widely reported as 12 years in the months leading to the Supreme Court
decision (see, Purple Romero, “DOJ Drops Online Libel in Cybercrime Law,” February 14, 2014, Rappler, http://www.rappler.com/
nation/29801-doj-no-more-online-libel-in-new-cybercrime-act; Jojo Malig, “Internet Libel in PH May Lead to 12 Years in Prison,”
September 20, 2012, ABS-CBNnews, http://www.abs-cbnnews.com/-depth/09/19/12/internet-libel-may-lead-12-years-prison).
However Supreme Court Chief Justice Maria Lourdes Sereno stated that the maximum jail term is eight years for online libel
under Section 6 (see, SC Decision, G.R. No. 203335, February 11, 2014, “Concurring and Dissenting Opinion,” C.J. Sereno, http://
sc.judiciary.gov.ph/pdf/web/viewer.html?file=/jurisprudence/2014/february2014/203335_sereno.pdf, 17.).
2 International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.
3 Tam Noda, “Phl to Test TV White Space Technology in Rural Areas,” February 1, 2013, Philippine Star, http://www.philstar.
com/nation/2013/02/01/903696/phl-test-tv-white-space-technology-rural-areas.
4

International Telecommunication Union, “Fixed (Wired)‐Broadband Subscriptions, 2000‐2013.”

5

International Telecommunication Union, “Mobile‐Cellular Telephone Subscriptions, 2000‐2013.”

6  Upgrade, “PH’s Smartphone Penetration Rate Lowest in Asia Pacific; Tablet Ownership Also Low,” http://www.upgrademag.
com/web/phs-smartphone-penetration-rate-lowest-in-asia-pacific-tablet-ownership-also-low/.
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another documented mobile broadband subscriptions at 4 percent of the population.7 Despite this,
rivals Globe Telecommunications and Philippine Long Distance Telephone (PLDT) wireless subsidiary
Smart Communications introduced devices for faster 4G LTE and HSPA+ data networks in late 2013,8
with the latter claiming a capacity to cover 85 percent of the population.9
The government does not place any known restrictions on internet connectivity. Indeed, bridging
the digital divide through development of ICT infrastructure is one of the goals of the government’s
Philippine Digital Strategy for 2011 to 2016. Together with the United States Agency for International
Development and Microsoft Philippines, the ICT Office of the Department of Science and Technology
launched “Super Wi-Fi” connectivity in mid-2013 in Visayas.10 It uses TV White Space technologies—
which tap previously unused frequencies and overcome physical obstacles—to increase connectivity
in poor rural areas.11 However, steep broadband subscription fees still stand in the way of higher
penetration in a country where 42 percent of the population lives on US$2 a day.12 In December
2013, the multistakeholder coalition Alliance for Affordable Internet reported that lower income
households would have to spend nearly 40 percent of their income to afford fixed broadband access,
or 20 percent for mobile broadband.13 Even as legislators urged telecoms to cut rates by 50 percent
in order to promote universal access,14 the minimum monthly subscription fee for fixed broadband
slightly increased from last year, when it was less than $20. In early 2014, PLDT charged $22, while
Globe charged $24 for a maximum speed of 2 to 3 Mbps.15
An industry monopoly has contributed to these inflated costs. In the 1990s, government legislation
allowed competitors a foothold in the market, previously dominated by the PLDT, a company that
had been U.S.-owned and Philippine government-owned before its current incarnation as a private
entity.16 However, in the absence of antitrust laws to promote healthy competition between businesses, the PLDT now controls 70 percent of the country’s ICT sector,17 and was still planning to acquire provincial companies, according to late-2013 news reports.18
7 Broadband Commission for Digital Development, “The State of Broadband 2013: Universalizing Broadband,” http://www.
broadbandcommission.org/documents/bb-annualreport2013.pdf.
8 Lawrence Agcaoili, “Smart, Globe race to put up more 4G LTE infra sites,” October 14, 2013, http://www.philstar.com/
business/2013/10/14/1244894/smart-globe-race-put-more-4g-lte-infra-sites.
9  The Philippine Star, “2013: A defining year for LTE in Phil – Smart,” http://www.philstar.com/
telecoms/2014/01/04/1274813/2013-defining-year-lte-phl-smart.
10 Clarice Africa, “The Philippines rolls out TV White Spaces to Improve Fisherfolk Registration,” July 30, 2013, http://www.
futuregov.asia/articles/2013/jul/30/philippines-rolls-out-tv-white-spaces-improve-fish/.
11  Information and Communications Technology Office, Department of Science and Technology, “Government Announces TV
White Space Plans,” http://icto.dost.gov.ph/index.php/news-events/current-news/91-government-announces-tv-white-spaceplans12  Oxford Poverty and Human Development Initiative, “Philippines Country Briefing,” Multidimensional Poverty Index Data
Bank, (University of Oxford, 2013) http://www.ophi.org.uk/wp‐content/uploads/Philippines‐2013.pdf?cda6c1.
13 Alliance for Affordable Internet, “The Affordability Report 2013,” December 8, 2013, http://a4ai.org/affordability-report2013-launched/.
14 Newsbytes.ph, “79% of Philippines Homes no Internet, Telcos Urged to Cut Rates,” January 21, 2013, Digital News Asia,
http://www.digitalnewsasia.com/digital‐economy/79percent‐of‐philippines‐homes‐no‐net‐access‐telcos‐urged‐to‐lower‐rate.
15

Rates published by PLDT and Globe Telecom, February 2014.

16 Mary Ann Ll. Reyes, “PLDT: From Voice to Multi‐Media ( First of Two Parts), Philippine Star,
http://www.philstar.com/business‐usual/2012/10/22/859665/pldt‐voice‐multi‐media‐first‐two‐parts.
17  Winston Castelo, “Controversy on PLDT‐Digitel Merger,” The Official Website of Congressman Winston “WINNIE” Castelo,
November 22, 2011, http://www.winniecastelo.net/controversy‐on‐pldt‐digitel‐merger/.
18 TeleGeography, “PLDT Eyeing Acquisition of Provincial Telcos, Paper Says,” October 29, 2013, http://www.telegeography.
com/products/commsupdate/articles/2013/10/29/pldt-eying-acquisition-of-provincial-telcos-paper-says/.
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Although the industry appears to have diversified, some of these changes are superficial. The government reported 320 registered internet service providers (ISPs) as of 2011.19 Yet most connect
through the PLDT, which owns the majority of fixed-line connections as well as the 10,000 kilometer
domestic fiber-optic network that connects to several international networks. Since the completion
of a new cable linking the central provinces of Palawan and Iloilo in January 2014,20 the company
now owns or partly owns five out of nine international cable landings.21
Globe Telecommunications became the sole challenger to PLDT after it purchased debts from struggling competitor Bayan Telecommunications in early 2013.22 The rivalry has not resulted in the kind
of competition which reduces costs and increases efficiency for the end user. After being mired in
negotiations over interconnecting their networks for several years and delaying the development of
broadband services in many areas, PLDT and Globe finally arrived at an interconnection agreement
in focal parts of the country, but so far, only for landlines.23 Interconnection allows customers to
communicate with rival networks without incurring extra costs.
Companies entering the market go through a two-stage process. First, they must obtain a congressional license that involves parliamentary hearings and the approval of both the upper and lower
houses. Second, they need to apply for certification from the National Telecommunications Commission, which has regulated the industry with quasi-judicial powers and developed tariff and technical regulations, licensing conditions, and competition and interconnection requirements since its
creation in 1979. The constitution limits foreign ownership of local businesses to 40 percent. Internet
service is currently classified as a value-added service and is therefore subject to fewer regulatory
requirements than mobile and fixed phone services.
Institutions governing the ICT sector are highly bureaucratic, often with ambiguous or overlapping
responsibilities which slow the pace of development. Successive government administrations have
modified the structure of official ICT bodies, including President Benigno Aquino. His Executive
Order 47 of 2011 established an Information and Communications Technology Office under the
Department of Science and Technology (DOST) tasked with conducting research, development, and
capacity-building in the ICT industry.24 However, the division of labor between this office and the Department of Transportation and Communications, which also deals with ICT-related communications,
as well as the National Computer Center and the Telecommunications Office, was hard to perceive.
A streamlining process is anticipated. In 2012, Senate Bill No. 50 created a specialized Department of
Information and Communications Technology. Since March 7, 2012, the bill remains pending before

19  Republic of the Philippines National Statistics Office, “Philippines in Figures 2013,” http://www.census.gov.ph/
content/2013-philippines-figures.
20 Miguel R. Camus, “PLDT Completes Palawan-Iloilo Link,” Philippine Daily Inquirer, http://business.inquirer.net/161769/pldtcompletes-palawan-iloilo-link.
21 TeleGeography, “Submarine Cable Map,” last updated February 1, 2014, http://www.submarinecablemap.com/#/country/
philippines.
22 By October, it owned 39 percent of Bayan and is awaiting approval from the National Telecommunications Commission
to assume full control. See, TeleGeography, “Court Backs Globe-Bayantel Frequency Sharing,” January 30, 2014, http://www.
telegeography.com/products/commsupdate/articles/2014/01/23/court-backs-globe-bayantel-frequency-sharing/.
23 “Globe, PLDT Interconnect Landlines in Davao del Norte,” ABS-CBN news, September 9, 2013, http://www.abs-cbnnews.
com/business/09/09/13/globe-pldt-interconnect-landlines-davao-del-norte.
24  Executive Order No. 47, June 23, 2011, Official Gazette, http://www.gov.ph/2011/06/23/executive‐order‐no‐47/.
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a bicameral conference committee before being transmitted to the president for approval.25 If approved, all other ICT-related agencies will be abolished and their powers and personnel transferred
to the new department.
All relevant government bodies are headed by presidential appointees. Critics believe this creates a
dependence on the incumbent administration, which determines their budget.26

Limits on Content
In February 2014, the Supreme Court struck down provisions of the 2012 Cybercrime Prevention Act
which would have enabled the justice department to “restrict or block” a range of online content without a court order.27There are no signs it was implemented during the coverage period while the law
was on hold, despite some internet users’ fears it had been evoked to block a torrent site allegedly
hosting pirated entertainment content.
No systematic government censorship of online content has been documented in the Philippines,
and internet users enjoyed unrestricted access to both domestic and international sources of information during the coverage of this report. Social networks and communication apps including YouTube, Facebook, Twitter, and international blog-hosting services, are freely accessible.
Section 19, the infamous “takedown” clause of the Cybercrime Prevention Act that was signed into
law on September 12, 2012, would have allowed the Department of Justice to “restrict or block” content without a court order, including some overly broad categories like “cybersex,” which failed to
differentiate between consensual and illegal acts.28 The Supreme Court issued an indefinite restraining order on the law in 2013 to consider its constitutionality. In early 2014, the court postponed its
ruling after voting among the justices became “complicated.”29 In February, however, the Supreme
Court ruled the section unconstitutional, while upholding other provisions criminalizing online libel
(see Violations of User Rights).
In June 2013, the Intellectual Property Office (IPO) blocked the torrent hosting website kat.ph as an
antipiracy measure under administrative powers it was granted in 2011. Some observers mistakenly
feared the IPO was invoking the “takedown” clause as a proxy for the Department of Justice.30

25 Ricardo Saludo, “Will ICT Finally Get its Own Department?,” Manila Times, April 30, 2012, http://www.manilatimes.net/
index.php/opinion/columnist1/21967‐will‐ict‐finally‐get‐its‐own‐department .
26

Erwin A. Alampay, “ICT Sector Performance Review for Philippines.”

27  Mark Merueñas, “Internet libel in cybercrime law constitutional – SC,” February 18, 2014, http://www.gmanetwork.com/
news/story/348945/scitech/technology/internet-libel-in-cybercrime-law-constitutional-sc
28  “Republic Act 10175,” Official Gazette, September 12, 2012, http://www.gov.ph/2012/09/12/republic-act-no-10175/.
29 Buena Bernal, “’Complicated Voting’ on Cybercrime Law,” Rappler, February 4, 2014, http://www.rappler.com/nation/49622supreme-court-to-decide-cybercrime.
30 J.M. Tuazon, “Kat.ph Seizure Raises Specter of Cybercrime Law’s ‘Take down clause,’” Interaksyon, June 17, 2013, http://
www.interaksyon.com/infotech/kat-ph-seizure-raises-specter-of-cybercrime-laws-takedown-clause.

636

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Philippines

On July 1, 2013, Senator Miriam Defensor Santiago refiled the Magna Carta for Philippine Internet
Freedom in the Senate. 31 The bill attracted widespread support and discussion on social media.32 Democracy.Net.PH, a group of internet freedom advocates, was particularly active,33 and Santiago credited the group for spearheading citizen participation in drafting a provision that “provides for court
proceedings in cases where websites or networks are to be taken down and prohibits censorship of
content without a court order.”34
There have been no reports of officials putting pressure on online journalists or bloggers to delete
content that is critical of the authorities. However, many news websites are online versions of traditional media which self-censor due to the level of violence against journalists in the Philippines.
While the same attitude may be reflected in their online output, the degree is difficult to establish.
Notably, however, one of the Senate’s main proponents of the libel clause in the Cybercrime Prevention Act argued that it would instill self-censorship in internet users—the actual phrase was “think
before you click,” according to local blogger Raïssa Robles.35
More generally, the Philippine blogosphere is rich and thriving. Both state and nonstate actors
actively use the internet as a platform to discuss politics, especially during elections. In 2011, the
Department of Education negotiated with the Department of Budget Management to increase
funding for state universities and colleges for fiscal year 2012 after a “planking” protest, 36 where
demonstrators lay face down in the street, was organized via online petition against projected budget cuts.37 In 2013, internet users mobilized to protest the alleged misuse of PHP 10 billion ($220
million) from a Priority Development Assistance Fund, locally dubbed the “pork barrel,” by senators
and congressmen. A Facebook petition called for the abolition of the fund and the filing of criminal
charges against the lawmakers.38 Nationwide protests dubbed the Million People March on August
26, incidentally the country’s National Heroes Day, and attended by 350,000 protesters in Manila
alone.39 Following the protests, the Supreme Court declared the fund unconstitutional on Novem-

31 Senate of the Philippines, “Magna Carta for Philippine Internet Freedom,” accessed July, 2013, http://www.senate.gov.ph/
lis/bill_res.aspx?congress=16&q=SBN-53.
32 “Pinoy Netizens Welcome Miriam’s Online Rights Bill,” ABS-CBNnews, July 4, 2013, http://www.abs-cbnnews.com/
nation/07/03/13/pinoy-netizens-welcome-miriams-online-rights-bill. Its counterpart, House Bill No. 1086, was also filed in
House of Representatives. See Center for Media Freedom and Responsibility, “Update: the Cybercrime Prevention Act of 2012,”
http://www.cmfr-phil.org/2013/09/12/update-the-cybercrime-prevention-act-of-2012/
33 Democracy.Net.Ph, “Democracy.Net.Ph. Marks First Anniversary of the Drafting of the Magna Carta for Philippine Internet
Freedom (MCPIF),” http://democracy.net.ph/democracy-net-ph-marks-anniversary-drafting-magna-carta-philippine-internetfreedom-mcpif/.
34 Norman Bordadora, “Santiago Proposes Magna Carta for Internet,” Inquirer, December 1, 2012,
http://technology.inquirer.net/20769/santiago‐proposes‐magna‐carta‐for‐internet#ixzz2RJNaXMVZ; Louis Bacani,
“‘Crowdsourcing’ Bill Allows Citizens’ Online Participation in Lawmaking,” Philippine Star, July 4, 2013, http://www.philstar.com/
science-and-technology/2013/07/04/961568/crowdsourcing-bill-allows-citizens-online-participation.
35 Raïssa Robles, “Who Inserted that Libel Clause in the Cybercrime Law at the Last Minute?,” RaissaRobles, September 18,
2012, http://raissarobles.com/2012/09/18/who‐inserted‐that‐libel‐clause‐in‐the‐cybercrime‐law‐at‐the‐last‐minute/.
36

Freedom House, “Freedom on the Net 2012,”

37

Kimberly Jane Tan, “CHED Negotiating SUC Budget Increase,” GMA News, October 4, 2011.

38 David Lozada, “Aug 26 Anti-pork Barrel Protests Spread Nationwide,” Rappler, August 24, 2013, http://www.rappler.com/
move-ph/37195-aug-26-anti-pork-barrel-protests-nationwide.
39 “Thousands join Million People March vs Pork,” ABS-CBNnews, August 26, 2013, http://www.abs-cbnnews.com/
nation/08/26/13/thousands-join-million-people-march-vs-pork.
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ber 19, 2013.40 On April 1 the following year, the Office of the Ombudsman announced that it found
probable cause to indict three senators and several NGO officials for plunder and graft.41

Violations of User Rights
In February 2014, the Supreme Court upheld the contentious libel provision in the Cybercrime Prevention Act, maintaining criminal penalties of up to eight years’ imprisonment for online libel—double
the maximum sentence for regular libel under the penal code. However, it clarified that commenting
on a libelous post would not be penalized, and struck down other sections which would have allowed
authorities to access computer data without a warrant. In the meantime, a police anti-cybercrime unit
formed under the law continued to operate, ignoring its suspension in 2013. Besides the Magna Carta
for Internet Freedom, two other positive bills made progress towards passage, including an act that
would allow citizens to comment on pending bills via ICTs and a freedom of information bill that has
been pending for the past 22 years.
The Bill of Rights of the 1987 constitution protects freedom of expression (Section 4) and privacy of
communication (Section 1).42 However, some laws undermine those protections. Libel is punishable
by fines and imprisonment under Articles 353 and 360 of the Revised Penal Code. This has historically been challenging to prove in online cases which lack a physical place of publication—one of the
requirements for an offline prosecution—and in 2007, a Department of Justice resolution established
that the Articles do not apply to statements posted on websites.43
Section 4c (4) of the 2012 cybercrime law, however, classified libel as a cybercrime. Section 6 stipulates a higher degree of punishment and fines for the identical offense perpetrated offline, which
is punishable by six months’ to four years and two months’ imprisonment under the revised penal
code.44 The Supreme Court suspended implementation of the law after widespread protests, but in
a long-awaited decision handed down in February 2014, ruled that the libel provision was constitutional, keeping the disproportionate penalties on the books. However, it clarified that users reacting
online to a libelous post could not be held liable, and struck down Sections 12 and 19 that would
have allowed law enforcers to monitor and collect real-time traffic data without a court order.45 On
April 8, 2014, the Department of Justice began the first round of public consultations for the formulation of the Implementing Rules and Regulations (IRR) governing the act in accordance with Section

40 Mark Merueñas, “Supreme Court Declares PDAF Unconstitutional,” GMA News, http://www.gmanetwork.com/news/
story/336120/news/nation/supreme-court-declares-pdaf-unconstitutional.
41  Office of the Ombudsman, “Ombudsman Solves First Batch of PDAF Criminal Cases,” press release, April 1, 2014, http://
www.ombudsman.gov.ph/docs/pressreleases/PDAFResolutions.pdf.
42 “1987 Philippine Constitution, Article III, Bill of Rights,” via Asian Human Rights Commission, accessed July 2013, http://
philippines.ahrchk.net/news/mainfile.php/leg_sel/15/.
43 Department of Justice, Resolution No. 05-1-11895 on Malayan Insurance vs. Philip Piccio, et al., June 20, 2007. Article 353
states that, “libel is committed by means of writing, printing, lithography, engraving, radio, phonograph, painting, theatrical
exhibition, cinematographic exhibition, or any similar means.” The Department also stated that the accused are not culpable
because they cannot be considered as authors, editors, or publishers as provided for in Article 360. Critics have further noted
that the Revised Penal Code, which dates from 1932, long predates digital technology, and therefore shouldn’t be applied to
digital content.
44 Purple Romero, “DOJ Holds Dialogue on ‘E-Martial Law’,” October 9, 2012, Rappler, http://www.rappler.com/nation/13837it-s-not-e-martial-law.
45 See full decision (p.48), “G.R. No. 203335. February 18, 2014,” Supreme Court of the Philippines, http://sc.judiciary.gov.
ph/,48.
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28 that gives the department 90 days to produce the IRR.46 After seven public consultations, with the
final session held on May 16, the justice department has yet to release the final document.47
If passed, the Magna Carta for Internet Freedom would repeal the cybercrime law and treat online libel as a civil, not a criminal act, with penalties determined by the courts and commensurate to actual
damages suffered. It also requires a court order for authorities seeking to obtain any data pertinent
to acts criminalized under the bill.48 It would further mandate the dissemination of public information as long as such information does not go against provisions in existing laws.49
The Magna Carta initiative was supported by Senator Teofisto Guingona III, who filed the Crowdsourcing Act of 2013 in July. Also known as Senate Bill No. 73, the act would not only allow citizens
to participate in the legislative process through the use of ICTs, but also require lawmakers to include the people’s comments in committee reports concerning pending bills. If passed, it would
make some important measures mandatory: the people’s committee hearings shall be held in Congress (Section 6); continuous online participation by the people while debates are being held on the
floor (Section 7); and a pre-approval consultation (Section 8) wherein the President of the Philippines,
before signing a bill into law, must allow people to send online comments about the bill for five days
and subsequently consider the comments for at least another three days.50 Both bills are still pending in the Science and Technology Committee a year after they were filed.
In another welcome development, the Senate approved the People’s Freedom of Information Act of
2013 on its third and final reading on March 10, 2014, 22 years after it was first filed in Congress.51
Its counterpart in the lower chamber is still awaiting concurrence. It is not clear how long it would
take legislators to pass it into law, though the speaker of the house promised to approve it before
the end of 2016.52 Like the Crowdsourcing Act and the Magna Carta for Internet Freedom, this would
also require the government to provide information to the people upon request, subject to national security or data privacy exceptions.53 Overlapping provisions from the three bills could yet be
combined.
Despite the Supreme Court’s positive ruling to block the cybercrime law’s potential for abuse of privacy, some fear that Philippine authorities have already used it as a basis to conduct unauthorized
surveillance. Acting on Section 10 of the law, the Philippine National Police created an anti-cybercrime group in March 2013,54 said that the restraining order on the law was hindering their opera46 Department of Justice, “Public Consultations on Cybercrime IRR begins,” April 8, 2014, http://www.doj.gov.ph/news.
html?title=Public%20consultations%20on%20Cybercrime%20IRR%20begins&newsid=276.
47 Kim Luces, “7th Public Consultation for Cybercrime Prevention Act IRR Meant to be Last,” May 17, 2014, GMA News, http://
www.gmanetwork.com/news/story/361400/scitech/technology/7th-public-consultation-for-cybercrime-prevention-act-irrmeant-to-be-last.
48 Jillian C. York, “A Brief Analysis of the Magna Carta for Philippine Internet Freedom,” https://www.eff.org/
deeplinks/2013/07/brief-analysis-magna-carta-philippine-internet-freedom.
49

Magna Carta for Internet Freedom Bill, http://www.senate.gov.ph/lis/bill_res.aspx?congress=16&q=SBN-53.

50 Crowdsourcing Act, http://www.senate.gov.ph/lisdata/1589313132!.pdf; Senator Guingona’s primer on the bill available at
The Guingona Project, http://theguingonaproject.com/.
51 Center for Media Freedom and Responsibility, “Freedom of Information: Timeline of FOI Legislation in the Philippines,”
http://www.cmfr-phil.org/freedom-of-information/.
52 Kristine Angeli Sabillo, “ FOI Bill Passed by Senate,” Inquirer, March 10, 2014, http://newsinfo.inquirer.net/584008/foi-billpassed-by-senate.
53

People’s Freedom of Information Act of 2013, http://www.senate.gov.ph/lisdata/1787815101!.pdf.

54  Official Homepage of the Philippine National Police, “PNP Activates Anti‐Cybercrime Group,” press release, March 21, 2013,
http://do.pnp.gov.ph/index.php/11-pio/83-pnp-activates-anti-cybercrime-group.
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tions,55 and warned that they would pursue violators in spite of it.56 While most publicized investigations involved online fraud or child pornography, some internet users feared legitimate activity like
online dating might also be targeted under the law’s overbroad parameters.57 Media reports did not
provide details of the surveillance and monitoring methods the group used to gather evidence. In
February, the group said cybercrime investigations were ongoing in 31 out of a total 81 Philippine
provinces.58 The first case filed under the act following the Supreme Court’s decision involved unauthorized financial transactions.59
A 2012 Data Privacy Act established parameters for the collection of personal financial information
and an independent privacy regulator.6061 Other laws with privacy implications include the Anti-Child
Pornography Act of 2009 which explicitly states that its section on ISPs may not be “construed to require an ISP to engage in the monitoring of any user,”62 though it does require them to “obtain” and
“preserve” evidence of violations, and threatens to revoke their license for non-compliance; Section
12 of the law also authorizes local government units to monitor and regulate commercial establishments that provide internet services. Under the Human Security Act of 2007, law enforcement
officials must obtain a court order to intercept communications or conduct surveillance activities
against individuals or organizations suspected of terrorist activity.63 To date, no abuse of this law has
been reported.
There are no restrictions on anonymous communication in the Philippines. The government does
not require users register to subscribe to internet and mobile phone services, and prepaid services
are widely available, even in small neighborhood stores. However, reports about the increasing frequency of crimes committed on the internet, particularly rising incidents of child pornography, have

55  Xianne Arcangel, “TRO on Cybercrime Law No Excuse for ‘Inaction’ on Child Porn – IBP official,” GMA News, January 18,
2014, http://www.gmanetwork.com/news/story/344463/news/nation/tro-on-cybercrime-law-no-excuse-for-inaction-on-childporn-ibp-official
56 Loui S. Maliza, “Oro Police Warn Hackers, Internet Users,” Sunstar, January 13, 2014, http://www.sunstar.com.ph/cagayande-oro/local-news/2014/01/13/oro-police-warn-hackers-internet-users-322946.
57 “4 Koreans Nabbed for ‘Voice Phishing’,” Interaksyon, October 31, 2013, http://www.interaksyon.com/article/73873/4koreans-nabbed-for-voice-phishing; Kristine Venet Q. Andal, “Police, Chinese Lawmen Raid Safehouses,” Sunstar, January 23,
2014, http://www.sunstar.com.ph/pampanga/local-news/2014/01/23/police-chinese-lawmen-raid-safehouses-324703; Amanda
Fernandez, “PNP Arrests 35 Foreigners, 30 Pinoys in Cybercrime Rings,” GMA News, August 13, 2013, http://www.gmanetwork.
com/news/story/321831/news/nation/pnp-arrests-35-foreigners-30-pinoys-in-cybercrime-rings.
58 Rochelle Dinglasan, “Police Watch Over 31 Provinces Considered as Cybercrime ‘Hotspots’,” GMA News, February 4, 2014,
http://www.gmanetwork.com/news/story/346911/news/nation/police-watch-over-31-provinces-considered-as-cybercrimehotspots.
59 Department of Justice, “1st Cybercrime Charges Filed in Las Piñas RTC,” June 13, 2014, http://www.doj.gov.ph/news.
html?title=1st%20Cybercrime%20charges%20filed%20in%20Las%20Pi%F1as%20RTC&newsid=286.
60 “Republic Act No. 10173,” Official Gazette, August 15, 2012, http://www.gov.ph/2012/08/15/republic-act-no-10173/;
Janette Toral, “Salient Features of Data Privacy Act of 2012 – Republic Act 10173,” Digital Filipino, December 17, 2012, http://
digitalfilipino.com/salient-features-of-data-privacy-act-of-2012-republic-act-10173/.
61 Alec Christie and Arthur Cheuk, “Australia: New Tough Privacy Regime in the Philippines Data Privacy Act Signed Into Law,”
DLA Piper Australia via Mondaq, October 27, 2012, http://www.mondaq.com/australia/x/203136/Data+Protection+Privacy/
privacy+law+Philippines.
62 “Implementing Rules and Regulations of the Anti‐Child Pornography Act of 2009,” via University of Minnesota Human
Rights Library, accessed July 2013, http://www1.umn.edu/humanrts/research/Philippines/IRR%20%20of%20the%20Anti%20
Child%20Pornography%20Act.pdf.
63  “Republic Act 9372 – Human Security Act of 2011 (full text),” Philippine e‐Legal Forum, July 10, 2007, http://jlplaw.com/
blog/ra‐9327‐human‐security‐act‐of‐2007‐full‐text/.
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prompted some government officials and law enforcers to call on Congress to pass a law requiring
the registration of SIM cards for prepaid subscribers.64
Violence against journalists is a significant problem in the Philippines. As of April 2014, the Committee to Protect Journalists reported at least 76 Philippine journalists had been killed in relation to their
work—most covering political beats—since the organization started compiling records in 1992.65
Not one of these murders has been fully prosecuted—meaning that not everyone responsible for
ordering and executing each killing has been tried and convicted—creating an entrenched culture
of impunity that sends the message that individuals exercising free speech can be attacked at will.
There have been no prominent cases reported of attacks on bloggers for online expression, though
some fear that may change as internet penetration grows and more people turn to web-based news
sources.
There have been no reports of politically motivated incidents of technical violence or cyberattacks
perpetrated by the government towards private individuals. The hacktivist group Anonymous Philippines claimed responsibility for defacing several government and private websites in November
2013 at the height of the protests against the cybercrime law and the pork barrel scam.66 On November 5, police detained and questioned five self-identified members of the group during an anticorruption rally outside the House of Representatives; they were released without charge.67 A week later,
the National Bureau of Investigation traced an IP address they said they had links to illegal hacking
to an internet shop in the southern Philippines, where they arrested one customer; the bureau said
he could face charges.68

64 Aurea Calica, Jose Rodel Clapano and Mike Frialde, “Pre-paid SIM Registration Mulled,” Philippine Star, January 19, 2014,
http://www.philstar.com/headlines/2014/01/19/1280415/pre-paid-sim-registration-mulled.
65  The organization documented an additional 43 journalist murders in which the motive was not confirmed. Committee to
Protect Journalists, “76 Journalists Killed in Philippines since 1992/Motive Confirmed,” accessed February 4, 2014, http://www.
cpj.org/killed/asia/philippines/.
66  Pia Faustino, Rie Takumi, & Audrey Domasian, “Anonymous Philippines Defaces Govt Websites, Promotes Nov 5 Protest,’
GMA News, http://www.gmanetwork.com/news/story/333738/scitech/technology/anonymous-philippines-defaces-govtwebsites-promotes-nov-5-protest.
67 Barbara Mae Dacanay, “Masked Philippines Hackers Arrested for Cyber Attacks,” Gulf News, November 5, 2013, http://
gulfnews.com/news/world/philippines/masked-philippines-hackers-arrested-for-cyber-attacks-1.1251470.
68 Richmond Hinayon and Ina Reformina, “(UPDATE) Alleged ‘Anonymous PH’ Hacker Nabbed in Butuan,” ABS-CBNNews,
November 14, 2013, http://www.abs-cbnnews.com/nation/regions/11/14/13/alleged-anonymous-ph-hacker-nabbed-butuan.
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Internet Freedom Status

Partly
Free

Partly
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Internet Penetration 2013:

Obstacles to Access (0-25)

10

10

Limits on Content (0-35)

19

22

Violations of User Rights (0-40)

25

28

TOTAL* (0-100)

54

60

143.5 million
61 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

On December 30, 2013, President Vladimir Putin signed a bill granting the Prosecutor
General the authority to place websites on the federal blacklist if the sites contained extremist content or calls for participation in unsanctioned public actions. The law was subsequently used to block access to independent media or opposition websites reporting
on the unfolding conflict in Ukraine (see Limits on Content).

•

Evidence of increased government surveillance of ICTs emerged in the run-up to the 2014
Sochi Winter Olympic Games (see Violations of User Rights).

•

In May 2014, the government passed a law requiring certain online bloggers or social
media users to register with the telecommunications regulator, which effectively limited
citizens’ ability to anonymously publish ideas and information online (see Violations of
User Rights).

•

Online journalists and bloggers continued to face legal harassment and threats of physical violence. In July 2013, a correspondent for the online media outlet Caucasian Knot
who had been reporting in Dagestan was murdered, after facing repeated threats (see
Violations of User Rights).
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Introduction
Russia’s environment for internet freedom declined significantly as the government took multiple
steps to increase control over the online sphere, particularly in advance of the Sochi Olympic Games
in February 2014 and throughout the ongoing crises in Crimea and eastern Ukraine.
At the end of 2013, Putin signed a law allowing for the Prosecutor General’s office to direct
the telecommunications authority to block websites that contain extremist content or calls for
participation in unsanctioned public actions. The law was subsequently used to block access to
independent media sites reporting on the unfolding conflict in Ukraine. Additionally, the State
Duma passed amendments to the copyright legislation of the Russian Civil Code that allow for new
measures to block websites that are suspected of hosting copyright-infringing material before court
proceedings take place. In May 2014, the State Duma also passed a law requiring bloggers or social
media users with more than 3,000 daily views to register with the government or face the possibility
of having their account blocked.
Independent media outlets that were critical of the Kremlin faced increasing obstacles including
economic constraints and pressure on their executive staff. Lenta.ru, one of the oldest and most
widely read Russian online media sites, received a warning from Roskomnadzor on March 11 for
their coverage of the crisis in Ukraine; the next day, the editor-in-chief was fired. In February, the
independent TV channel Dozhd came under attack under false pretexts, leading to the majority of
networks and internet TV channels to cancel their broadcasts of the station’s programming. Having
lost the majority of its advertising revenue, the channel was on the brink of collapse and continues
to operate almost entirely on crowdfunded donations.
Internet users in Russia faced increasing prosecutions, physical violence, and evidence of growing
surveillance over the past year. According to a report published in February 2014 by eLiberator.
ru, a project supported by the AGORA Association, there were 24 episodes of violence against
bloggers and online journalists in 2013, including the murder of a correspondent for the online news
outlet Caucasian Knot in July. In November 2013 a well-known blogger who had reported on local
corruption was charged with bribery, insulting an official, and misleading the authorities, and was
sentenced to 18 months in a labor camp. Surveillance of online communications without sufficient
judicial oversight continues (court orders are technically required but ISPs cannot request to see the
court order), and evidence of increased surveillance emerged over the past year.

Obstacles to Access
The internet penetration rate in Russia continued to grow over the past year, though not as rapidly
as in previous years. According to the International Telecommunication Union (ITU), the internet
penetration rate reached 61 percent by the end of 2013, compared to 53 percent in 2012 and just
27 percent in 2008.1According to the Public Opinion Foundation, the number of people 18 years
or older who access the internet on a monthly basis reached 66.5 million, or 57 percent of the

International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2013, 2012, 2008, accessed August
2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
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population, by the end of 2013, while the daily audience of internet users is estimated at about 53.2
million, or 46 percent.2
Additionally, internet access has become less expensive and speeds have increased over the
past year. According to a Yandex report, the speed of broadband internet access has significantly
increased, while costs have reduced fourfold. A connection speed of 1 Mbps costs an average of
US$0.72 per month, while the residents of Moscow, for instance, pay US$14 per month for access
speeds averaging 51 Mbps.3
The mobile phone penetration rate reached 168 percent, or approximately 240 million subscribers,
by the third quarter of 2013.4 According to another report by the research company TNS Russia,
approximately 50 percent of internet users access the internet via mobile devices.5
The past year witnessed the massive implementation of LTE standard in Russia and access to 4G
networks was available in nearly all regional centers. Mobile operators have started to offer economy
tariffs for mobile service, allowing users access to the 4G/LTE network for approximately US$5.50 per
month.6
In March 2014, new amendments to the law on communications came into effect that established
general requirements for providing universal communication services to citizens. According to the
amended law, at least one point of collective access to telephone communication services must be
installed in every settlement in the country in order to provide free access to emergency services.
Settlements with a population of over 250 people must be equipped with at least one access point
to the internet, which should provide the ability to transfer data at speeds of more than 10 Mbps.7
However, according to an official government report, approximately 8 percent of settlements with
a population of less than 10,000 (1,343 townships) still have no access to cellular networks or the
internet.8
The market for broadband internet access remains highly concentrated in the hands of a few
companies. According to the most current data available, the six largest providers occupy 77.1
percent of the market: the state-owned provider Rostelecom controls 38.6 percent of the market,
while the rest is divided among ER-Telecom, VimpleCom, MTS, Trantelecom and AKADO.9 The
mobile communications market is even less diverse, with the four biggest operators—MTS, Megafon,
VimpleCom and Tele2—together controlling 92 percent of the market.

Public Opinion Foundation, “Интернет в России: динамика проникновения. Осень 2013” [Internet in Russia: Dynamics of
Penetration. Fall 2013], January 15, 2014. http://fom.ru/SMI-i-internet/11288 [In Russian]

2

3

Internet in Russian regions, http://company.yandex.ru/researches/reports/2013/ya_internet_regions_2013.xml [In Russian]

4

Advanced Communication & Media, “Cellular Data,” accessed 12 March 2014, http://www.acm-consulting.com/.

5

TNS Russia. Mobile Internet Research Results. November 21, 2013, http://en.tns-global.ru/press/news/207039/

6 Ilya Shatilin. New perspectives of mobile Internet. TelecomDaily, January 9, 2014, http://www.tdaily.ru/news/top-novosti/31770 [In Russian]

ICT Ministry offcicial website. Amendments to the Federal Law “On Communications” will provide broadband to all villages
of more than 250 residents. February 6, 2014, http://minsvyaz.ru/ru/news/index.php?id_4=44301

7

8 ICT Ministry official website. Results of the survey of communication services in small cities of Russia. January 9, 2014,
http://minsvyaz.ru/ru/news/index.php?id_4=44260
9

Advanced Communication & Media, “Cellular Data”, accessed March 12, 2014
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On July 17, 2013 the Ministry of Communications published a concept paper titled, “Theses for
the concept of development of multi-service networks for public communication in the Russian
Federation,”10 which would centralize the management of trans-boundary internet traffic. The
proposal would grant the right to transmit foreign internet traffic to only a few federal service
providers, effectively forcing all other ISPs to buy the traffic from them. The requirements of the
federal service provider are so strict that currently only a single state-owned company, Rostelecom,
would be able to meet them. If the proposal is approved, it is likely that Rostelecom will control an
even greater share of the market.
The ICT and media sector is regulated by the Federal Service for Supervision in the Sphere of
Telecom, Information Technologies, and Mass Communications (Roskomnadzor) under the control
of the Ministry of Communications and Mass Media and the Government of the Russian Federation.
The head of Roskomnadzor, Alexander Zharov, was appointed directly by executive decree on May 3,
2012. The regulatory body has the authority to determine if a website should be blocked based on
whether or not the site contains material that is restricted by the law; these decisions do not require
prior court approval. Additionally, Roskomnadzor is responsible for carrying out orders issued by
the Prosecutor General’s office to block content that is extremist or contains calls for participation
in unsanctioned public actions, according to a new law that went into effect on February 1, 2014
(see Limits on Content). As a result, Roskomnadzor has become a primary player in the field of
controlling and filtering information on the internet.

Limits on Content
From 2013-2014, the Russian authorities significantly expanded restrictions on online content
through the introduction of additional legal grounds for blocking access to websites. On December
30, 2013, Putin signed a bill granting greater authority to the Prosecutor General to block websites
without a court order if the websites allegedly contained extremist material or calls for participation
in unsanctioned public actions. Up until the end of 2013, the practice of blocking online content
in Russia was relatively untargeted—many individual websites or webpages were blocked for
containing “harmful” or “extremist” content, but independent news outlets were still largely able to
operate online. Indeed, the internet was regarded as a space for freedom of expression and freedom
of information that was distinctly separate from—and largely immune to—the firm state control over
the print and broadcast media. After this law came into effect on February 1, 2014, however, it was
quickly used to crack down on online media outlets with content critical of the Kremlin’s policies,
particularly regarding the conflict in eastern Ukraine and Crimea.
On March 13, 2014, just three days before the Crimean secession referendum, the Prosecutor General issued an order to block access to three major opposition websites—Grani.ru, a news site known
for its criticism of the Kremlin, particularly the crackdown on and subsequent prosecution of the
Bolotnaya protestors in 2012; Ezhednevny Zhurnal (Ej.ru), a news and opinion site; and Kasparov.ru,
the website of former chess champion turned opposition figure, Gary Kasparov.11 The owners of the
websites were not provided with an explanation as to what content had violated the law and caused
the Prosecutor General to issue the blocking order. At the same time, the authorities blocked access
10

ICT Ministry offcicial website. http://minsvyaz.ru/ru/discussions/index.php?id=41 [In Russian]

Access to a number of online resources calls for unauthorized mass events was blocked. Roskomnadzor official website,
March 13, 2014, http://rkn.gov.ru/news/rsoc/news24447.htm [In Russian]
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to the personal blog of the opposition leader Alexei Navalny and the website of the radio station
Echo of Moscow (Ekho Moskvy), though these two were subsequently unblocked within a few days.12
In the first half of 2014, Roskomnadzor reported blocking 85 websites for containing “extremist
content,” based on orders from the Prosecutor Generals’ office.13 In addition to the new amendments
passed in December 2013, websites can still be blocked in accordance with Federal Law 139-FZ if
they are placed on the Unified Register of banned sites, operated by Roskomnadzor, for containing
illegal or otherwise harmful material such as child pornography, material related to drug abuse, and
so forth. According to the official report of Roskomnadzor published on December 13, 2013, the
Unified Register contains 3,361 records, including 894 IP addresses. Experts at the RosComSvoboda
project claim that this has led to the blocking of more than 50,000 sites in Russia.14
On July 17, 2013, the State Duma passed amendments to the copyright legislation of the Russian
Civil Code, allowing for new measures to block websites that are suspected of hosting copyrightinfringing material. The law allows for the court to grant preliminary injunctions in cases of alleged
copyright infringement online, in which case the person responsible for the website where the
content is hosted has 24 hours to remove the content after notification, otherwise the website
host company will be instructed to restrict access to that website. However, once the court issues
the preliminary injunction, the website is blocked while the court waits for the applicant to file the
official complaint, potentially before the website owner is even notified of the case.
Russian legislation contains a wide range of prohibited information, including images that offend
religious feelings, or content related to suicide or illegal drugs. Thus, in most cases there are no clear
criteria for evaluating information, and public authorities, when considering the decision to block
content, do not always offer clear rationale for such a restriction. The lack of clear legislation for
blocking banned content leads telecom operators, in some cases, to carry out the widest blocking
possible so as to avoid fines and or having their license revoked. During 2013, Russian courts issued
429 decisions on the administrative liability of telecom operators for failing to block prohibited
information.15 For example, in September 2013, Roskomnadzor sued at least three ISPs for 30,000
rubles (approximately US$900) for failing to log in to the register of banned websites. Presumably
the ISPs could not be following the blocking orders if they had not checked the list of banned
websites, and would therefore be in violation of the law, although the proceedings did not specify
whether the ISPs were found to have actually provided access to any of the sites on the list.16
Online media outlets also suffer as a result of ISPs’ decisions to block access to more than the
prohibited content. For instance, Rostelecom, referring to the technical inability to block single pages
in mid June 2013, denied access to the entire websites of Gazeta.ru and Komsomolskaya Pravda in
the Ulyanovsk Region, after the Leninsky court ruled that content about bribery of officials that was

Steven Wilson, “The logic of Russian Internet censorship,” The Guardian, March 16, 2014, http://www.washingtonpost.com/
blogs/monkey-cage/wp/2014/03/16/the-logic-of-russian-internet-censorship/.

12

Roskomnadzor blocks 85 websites with extremist content in 2014 so far,” Kyiv Post, April 23, 2014, http://www.kyivpost.
com/content/ukraine/roskomnadzor-blocks-85-websites-with-extremist-content-in-2014-so-far-344760.html.

13
14

“The Register Monitoring” [in Russian], http://reestr.rublacklist.net/

Statement by Alexander Zharov, Roskomnadzor website, December 24, 2013, http://rkn.gov.ru/news/rsoc/news23315.htm
[In Russian]

15

“Russian Internet Service Providers Fined for Ignoring Site Blacklist,” RIA Novosti, September 2, 2013, http://en.ria.ru/russia/20130902/183126055/Russian-Internet-Providers-Fined-for-Ignoring-Site-Blacklist.html
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previously featured on the websites “undermined the authority of the government.”17 Access to the
sites was restored on June 26 after the prosecutor clarified the blocking order.18
Self-censorship among average internet users is not a pervasive trend in Russia, aside from
categories of speech that are prohibited by law. However, bloggers and editors of online media
outlets have faced increasing government pressure over the past year, which may have had a chilling
effect on online freedom of expression more broadly. Additionally, recent government efforts to
restrict anonymous communication online may also have an impact on what internet users feel
comfortable expressing online (see Violations of User Rights).
Over the past year a number of independent media outlets found themselves under the threat of
closure or were forced to change their editorial policy. On March 11, 2014, one of the oldest and
most widely read Russian online media sites, Lenta.ru, received a warning from Roskomnadzor in
connection with the publication of an interview with one of the leaders of the Ukrainian movement
“Pravy Sector” (“The Right Sector”), who took an active part in the confrontation with Berkut forces
during the Euromaidan protests in Kyiv. The next day, prominent businessman Alexandr Mamut, who
controls part of the media company that owns Lenta.ru, dismissed editor-in-chief Galina Timchenko
without explanation and replaced her with a government relations specialist, Alexey Goreslavskay.
It is unlikely that the dismissal of the editor could be explained by financial motives, as Lenta.ru,
with 20 million unique visitors in February,19 was bringing in 15 to 20 percent of the total profit for
media holding company Afisha-Rambler-SUP.20 In response to the dismissal, 77 correspondents and
members of the editorial staff posted an open letter on the website stating that the dismissal of
Timchenko amounted to government censorship and a violation of the law on mass media. Thirtynine of these staff members additionally resigned in protest.
VKontakte, Russia’s leading online social network, has also reportedly come under increasing
pressure from the government over the past year. Beginning in December 2013, Pavel Durov, the
founder and CEO of VKontakte, reported that the Federal Security Service (FSB) had sent him
requests to hand over the private data related to the accounts of several Euromaidan activists.
Durov refused to comply with this request. Previously, the FSB had issued orders for VKontakte to
block the pages associated with Alexei Navalny, the anti-corruption and opposition figure. In April,
Durov announced that he was resigning due to this ongoing pressure and was leaving the country.
In September 2014, the email provider Mail.ru, owned by Kremlin-friendly businessman Alisher
Usmanov, officially took control over VKontakte.
Other forms of pressure on internet outlets have also been used in the past year, as Roskomnadzor
continued to issue warnings to the media. At least four editorial boards (for the websites Grani.ru,
Obeschaniya.ru, Sibkray.ru, and Polit.ru) received warnings from the court in Novosibirsk in June
2013 for publishing one of the banned icons associated with the punk-protest group Pussy Riot.
Other websites, including Neva24.ru, KM.ru, the information agency “Novyi Region,” and Regions.

Gazeta.ru has been blocked in Ul’yanovsk, Gazeta.ru, June 25, 2013, http://www.gazeta.ru/social/2013/06/24/5391777.shtml [In Russian]

17

Index on Censorship, “Russia: We know what you blocked this summer,” October 1, 2013, http://www.indexoncensorship.
org/2013/10/russia-censored-summer-2013/.
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Sultan Suleimanov. Retro: That’s all. TJournal.ru. March 14. 2014 [In Russian]

“Thank you, colleagues.” Vedomosti. March 14, 2014, http://www.vedomosti.ru/opinion/news/23959221/spasibo-kollegi#sel=11:51,11:51 [In Russian]
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ru — also received warnings for publishing links to video of punk-prayer by Pussy Riot. Given that
media outlets can be forced to close if they receive two court warnings within a 12 month period,
most of the outlets chose to remove the images.
Russian authorities continue to use the assistance of paid commentators to influence online content.
An investigation conducted by journalists at Novaya Gazeta showed that some members from the
pro-Kremlin youth movements “Nashi” and “Molodaya Gvardiya” organized paid campaigns in social
networks.21 In January 2014, the editors of the German newspaper Die Zeit reported a wavelike
increase in the number of anti-Western comments, believed to be propaganda, on the paper’s
website at the time of the Euromaidan protests in Ukraine.22 Other media outlets, including Forbes
and the Guardian, reported similar flooding of “insulting, combative” comments on any articles
posted online related to Russia or Ukraine.
Pressure from the government has also made it more difficult for independent media outlets to
maintain their economic viability. The independent media outlet Dozhd TV, which also broadcasts
online, does not receive government funding and exists solely on advertising revenue. The editorial
policy of the channel is very different from state-controlled television; for example, Dozhd TV
was the only Russian TV channel that broadcasted live from Kyiv during the early stages of the
Euromaidan protests. Beginning in early 2014, Dozhd TV came under fire from the government
after it aired a debate in January asking whether Leningrad should have surrendered during
the 900-day-long siege in World War II.23 Within a month, the majority of the largest satellite
broadcasting operators and cable networks, and internet TV providers such as NTV-plus, AKADO,
Dom.ru, Rostelecom and TricolorTV, simultaneously refused to broadcast the channel, in what some
attributed to a coordinated government crackdown on independent media. Dozhd reportedly lost
nearly 90 percent of its audience, leading to a catastrophic reduction in advertising revenue—some
companies reportedly left because of the loss in viewership, others because of direct government
pressure. Additionally, in March 2014, the company that owns the building where Dozhd operates
announced that it was refusing to renew Dozhd’s lease for the following year, forcing the media
outlet to relocate. Faced with these developments, Dozhd was on the verge of collapse and has had
to ask for financial support from viewers. Currently, Dozhd continues to function due to the success
of these crowdfunding efforts.
Despite government pressure against independent media outlets, the online sphere in Russia
remains relatively diverse, particularly content on blogs or forums. Social networks like VKontakte,
LiveJournal, and Facebook continue to be a significant tool for mobilization and communication
between citizens and activists. In 2011, opposition activists in Moscow used Facebook to organize
street protests in reaction to the December 2011 State Duma elections, although local platforms
like Vkontakte are more popular tools for political mobilization in other regions.24 Organizers of
subsequent protests, such as those related to Putin’s inauguration in May 2012 and the January 2013
“March Against Scoundrels” protesting the bill banning American’s adoption of Russian children, have

Alexandra Garmazhapova, “Where the trolls live. How internet-provocateurs work in Saint-Petersburg and who rules them,”
NovayaGazeta.ru, September 9, 2013, http://www.novayagazeta.ru/society/59903.html [In Russian]

21
22

Annika von Taube, “Russische Botschaft,” Zeit Online, January 27, 2014, http://www.zeit.de/index, [In Russian]

23 Tikhon Dzyadko, “Triumph of the will: Putin’s war against Russia’s last independent TV channel,” The Guardian, April 10,
2014, http://www.theguardian.com/commentisfree/2014/apr/10/putin-war-dozhd-russias-last-independent-tv-channel.
24 Tom Balmforth, “Russian Opposition ‘Likes’ Facebook,” Radio Free Europe / Radio Liberty, May 18, 2012, http://www.rferl.
org/content/russian-opposition-likes-facebook/24585388.html.
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also made use of social networking platforms to call attention to events. Additionally, crowdfunding
websites such as RosUznik.org, which raises money for and coordinates the legal defenses of civil
activists charged in the Bolotnaya Case, have emerged as a way for opposition activists to organize
support efforts online.25

Violations of User Rights
Although the constitution grants the right to free speech, this right is routinely violated, and there
are no special laws protecting online modes of expression. Online journalists do not possess the
same rights as traditional journalists unless they register their websites as mass media. Russia
remains a member of the Council of Europe and a party to the European Convention on Human
Rights and Fundamental Freedoms, Article 10 of which enshrines the right to freedom of expression.
However, during 2013 and early 2014, Russia adopted a complex set of laws and other acts, which,
coupled with repressive law enforcement and judicial practices, have reduced the constitutional
guarantees of freedom of speech. Additionally, surveillance and detentions of online activists have
increased. Courts tend to side with public authorities, refusing to apply directly applicable provisions
of the constitution and international treaties of the Russian Federation.
In July 2012, the State Duma passed amendments to the criminal code that recriminalized
defamation, after having just decriminalized it less than a year earlier. Revisions to Article 129 of
the code officially make defamation a criminal offense, with penalties including a fine of up to RUB
5 million (approximately US$138,000). Over the past year there were more criminal charges for
illegal activity on the internet, and punishments for posting extremist content (which often refers to
criticism of the authorities) were also increased.
During 2013 there were more than 200 cases of criminal prosecution against internet users for
the dissemination of information online.26 The majority of these criminal cases were connected to
right-wing publications on social networks. The usual penalty for these crimes is correctional work,
probation or fines. In addition to these cases, however, there were also prosecutions launched
against politicians, activists, and journalists. One of the more troubling cases of politically-motivated
prosecution involved Sergei Reznik, a well-known blogger who reported on alleged corruption
involving local officials. In November 2013, a court sentenced Reznik to 18 months in a labor camp
on charges of bribery, insulting an official, and misleading the authorities.27
In March 2013, Mikhail Afanasyev, the editor-in-chief of the online media outlet Novy Fokus, was
charged with criminal defamation for publishing an opinion piece online in which he accused a
police officer of lying about him in court. Previously, Afanasyev had been arrested on charges of
hooliganism for attempting to video record an arrest, though these charges were later dropped. On
September 6, 2013, Afanasyev was acquitted of the criminal defamation charges.

25 “Arrest extension validated for Moscow riot participants,” Russian Legal Information Agency, August 8, 2012, http://rapsinews.com/judicial_news/20120806/264133072.html.
26

AGORA Association, February 4, 2014, Openinform.ru, http://openinform.ru/news/pursuit/04.02.2014/29343/

27 “Opposition blogger sentenced to jail in Russia,” Committee to Protect Journalists, November 26, 2013, https://cpj.
org/2013/11/opposition-blogger-sentenced-to-jail-in-russia.php.
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Opposition leader and prominent blogger Alexei Navalny has faced prosecution multiple times over
the past few years. On April 22, 2014, Navalny was found guilty of libeling a district councilor on
Twitter and was fined US$8,400. Under house arrest at the time of the alleged Twitter post, Navalny
denied posting the tweet, as his house arrest precluded him from using the internet. His spokesperson stated that the case was politically motivated and was intended to move Navalny from house
arrest to pretrial detention.28
Privacy and anonymity are key concerns for many online users in Russia. On May 5, 2014, Putin
signed a law that considers any website with over 3,000 viewers, including blogs and social media
accounts, to be “mass media.”29 The law requires these outlets to register with the government,
thus decreasing the space for these users to communicate anonymously online. Additionally,
the new measure contained wording that would require any services hosting such platforms to
maintain records of these users’ data on servers located within Russia, a provision which was further
substantiated by a broader data localization law passed in July 2014 that requires all foreign internet
companies to host Russians’ data on servers within the country.30
There are currently no restrictions on the use of circumvention tools or anonymizers, although such
tools may be banned in the near future. Russian officials have periodically proposed the idea of
prohibiting the use of anonymizers and proxy servers, and in August 2013 it was reported that the
FSB is developing a package of laws to block access to Tor and foreign proxy-servers for Russian
users.31 Presently, identification is needed for signing a contract for internet access or cellular
services. Additionally, owners of public Wi-Fi spots are required to use content filters to protect
children from potentially accessing “harmful” information (Article 6.17 of the code of administrative
offenses). This requirement may force owners to implement age checks for users.
In July 2013, members of the State Duma sent a request for clarification to Roskomnadzor regarding
the fact that the service Google Translate allows users to open websites that are blocked in Russia.
The members reported their intent to resolve this method of circumvention; however, no further
steps have been taken to date.32
The electronic surveillance system in Russia, known as the “system for operational investigative
measures,” or SORM, was launched in the late 1990s, and recent evidence suggests that the
Russian government has significantly increased its surveillance capabilities over the past few years.
Records of government procurement documents revealed the extent to which the government
had expanded its domestic surveillance infrastructure, including upgrades to telephone and Wi-Fi
networks, allowing the government to extensively monitor and filter all communications during the

Andrey Ostroukh, “Alexei Navalny Found Guilty in Libel Case,” The Wall Street Journal, April 22, 2014, http://online.wsj.com/
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Neil MacFarquhar, “Russia Quietly Tightens Reins on Web With ‘Bloggers Law,’” New York Times, May 6, 2014, http://www.
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Razumovskaya, “Russia Steps Up New Law to Control Foreign Internet Companies,” Wall Street Journal, September 24, 2014,
http://online.wsj.com/articles/russia-steps-up-new-law-to-control-foreign-internet-companies-1411574920.
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“FSB conducts the law against anonymity on the Net,” Izvestia.ru, August 16, 2013, http://izvestia.ru/news/555552 [In Rus-
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“Google Translate can be used to open website which is blocked in Russia,” RG.ru, July 31, 2013, http://www.rg.
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Winter Olympic Games in Sochi.33 Such surveillance technology has been used for political purposes
in the past, including the targeting of opposition leaders. In a Supreme Court case in November
2012 involving Maxim Petlin, an opposition leader in the city of Yekaterinburg, the court upheld the
government’s right to eavesdrop on Petlin’s phone conversations because he had taken part in socalled “extremist activities,” namely antigovernment protests.
Online surveillance represents somewhat less of a threat in the major cities of Moscow and Saint
Petersburg than in the regions, where almost every significant blog or forum is monitored by the
local police and prosecutor’s office. Most of the harassment suffered by critical bloggers and other
online activists in Russia occurs in the regions.
Under current legislation, in order to receive an operating license, ISPs are required to install
equipment that allows security services to monitor internet traffic. ISPs that do not comply with
SORM system requirements are promptly fined, and may have their license revoked if problems
persist. Russian authorities are technically required to obtain a court order before accessing an
individual’s electronic communications data; however, the authorities are not required to show
the warrant to ISPs or telecom providers, and FSB officers have direct access to operators’ servers
through local control centers. At the same time, experts note that there is no information about
government efforts to bring to account security officers who abuse tracking methods.34 ISPs and
mobile operators are required to provide network access to law enforcement agencies in conducting
search operations, as well as provide other information requested by the prosecutor’s office, the
Interior Ministry, the FSB and the Investigative Committee.
In additional to surveillance, violence against online journalists escalated over the past year. There
were at least 24 cases of violence or threats documented in 2013.35 On July 9, 2013, Akhmednabi
Akhmednabiyev, a journalist for the online news site Caucasian Knot and the deputy editor of the
independent news outlet Novoye Delo, was shot outside of his house in Dagestan. Colleagues
believe the murder was politically motivated, given that Akhmednabiyev frequently reported on
sensitive topics such as government corruption, arbitrary detentions, and protests.36 Akhmednabiyev
had survived a previous assassination attempt six months earlier.
There has also been an increase in the number of cyberattacks on independent media, blogs, and
news portals. Websites that suffered DDoS attacks include the internet project Demokrator.ru, Saint
Petersburg news portals Zaks.ru and Lenizdat.ru, the website of the Sova Center for Information and
Analysis, the website of the daily newspaper Moskovsky Komsomolets, the Murmansk-based portal
Bloger51.ru, and the websites of Novaya Gazeta and the TV channel Dozhd.
According to a Kaspersky Lab report, 2013 was marked by a 20-fold increase in power of DDoS
attacks in the Russian online sphere (RuNet). The most powerful attack to date was organized
against the website of Novaya Gazeta and amounted to 60 Gbps, compared to the maximum attack

Shaun Walker, “Russia to monitor ‘all communications’ at Winter Olympics in Sochi,” The Guardian, October 6, 2013, http://
www.theguardian.com/world/2013/oct/06/russia-monitor-communications-sochi-winter-olympics.
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Alexei Alikin. SORM in public. Russkaya Planeta. July 29, 2013, http://rusplt.ru/policy/policy_3890.html
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AGORA Association, February 4, 2014, Openinform.ru, http://openinform.ru/news/pursuit/04.02.2014/29343/

Committee to Protect Journalists, “Akhmednabi Akhmednabiyev,” July 9, 2013, http://cpj.org/killed/2013/akhmednabi-akhmednabiyev.php.
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power reflected in 2012 of 2.9 Gbps.37 On January 31, 2014, Novaya Gazeta reported that the police
investigative department in Saint Petersburg had opened a criminal investigation into the attack; this
case remains the only official response to the cyber threat to independent media.

“The Power of DDos Attacks in Russian Has Grown 20 Times,” TheRuNet.com, July 3, 2013 http://therunet.com/news/1189moschnost-ddos-atak-v-runete-vyrosla-v-20-raz [In Russian]
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Rwanda
2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

12

12

Limits on Content (0-35)

18

19

Violations of User Rights (0-40)

18

19

TOTAL* (0-100)

48

50

11.1 million
9 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
•

While ICT development continued to expand access to the internet across the country,
a growing number of independent online news outlets and opposition blogs were
intermittently inaccessible in Rwanda (see Obstacles to Access and Limits on Content).

•

News reports in early 2014 revealed that the Rwandan government may employ fake Twitter
trolls to harass, discredit, and intimidate critical voices online (see Limits on Content and
Violations of User Rights).

•

The Law Relating to the Interception of Communications enacted in October authorized
high-ranking security officials to monitor email and telephone conversations of individuals
considered potential threats to “public security” (see Violations of User Rights).

•

Stanley Gatera, the editor of the independent news website Umusingi, was arrested in April
on trumped-up charges of attempted extortion. Upon release, he faced death threats that
led him to flee the country in exile (see Violations of User Rights).

•

Foreign journalists were harassed for their critical coverage of the Rwandan government,
with some reports of online harassment tied to senior officials (see Violations of User
Rights).
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Introduction
In recent years, the government of Rwanda under President Paul Kagame has embarked on an
ambitious economic development strategy that aims to create a vibrant industry for information and
communication technologies (ICTs) and position Rwanda as a regional ICT hub. Although internet
penetration remains low—hampered primarily by poverty and a lack of appropriate infrastructure,
especially in rural areas—access is continually expanding due to public and private investments
in broadband technology across the country, while mobile internet access is increasing at an
impressive rate. Meanwhile, the proliferation of ICTs has contributed to progress in the country’s
governance, health, education, agriculture, and finance sectors.1
Though ICT development has been among the top priorities for the Rwandan government, the
country’s tenuous political environment and sensitive ethnic relations since the 1994 genocide has
led the government to exert some controls over online content and expression. In the lead-up to
the 20th anniversary of the Rwandan genocide in April 2014, a few critical news websites that had
previously been blocked in 2010-2011 were intermittently inaccessible in Rwanda again throughout
2013 and 2014, while a number of critical blogs were unavailable altogether. In addition, worries
remained that the government’s firm restrictions on print and broadcast media—particularly on
contentious content concerning the ruling party and the 1994 genocide—will cross over into the
internet sphere, as occurred when the authorities blocked the online version of an independent
newspaper in the lead-up to the 2010 presidential election.
Progressive amendments to the 2009 Media Law were adopted in March 2013, providing journalists
with the “right to seek, receive, give and broadcast information and ideas through media;” the
amendments also explicitly recognize freedom for online communications. Nonetheless, online
journalists were targeted for harassment and arrest during the coverage period. In April 2014, the
editor of the independent news website Umusingi, Stanley Gatera, was arrested on trumped-up
charges of attempted extortion, which the journalist believed was linked to a critical interview
he conducted on Al Jazeera’s “People and Power” program—posted online and broadcast on
television—in March 2014. Gatera was held for six hours and received death threats following his
release, leading him to flee the country altogether.
Foreign journalists were also harassed for their critical coverage of the Rwandan government, with
some reports of online harassment tied to senior officials. In early 2014, a journalist for Radio France
Internationale was repeatedly harassed on Twitter by a user known as @RichardGoldston, which was
later revealed to be an account operated by the president’s office. The Kagame government has
also been accused of targeting political dissidents living in exile for assassination. In February 2014,
Andrew Muhanguzi, the brother of the exiled editor of the independent Umuvugizi news website,
was reported missing. His family claims that Muhanguzi, living in exile in Uganda, was kidnapped by
men in Ugandan police uniform outside their home on February 16.
Given the country’s restrictive political environment, there is a strong sense that government
surveillance over online communications has been increasing with little oversight. In October 2013,
the Rwandan president promulgated the Law Relating to the Interception of Communications

Ministry of Youth and ICT, “Measuring ICT sector performance and Tracking ICT for Development (ICT4D) towards Rwanda
Socio-Economic Transformation,” Rwanda ICT Sector Profile 2012, http://bit.ly/18lFhdJ.
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that authorizes high-ranking security officials to monitor email and telephone conversations of
individuals considered potential threats to “public security.”

Obstacles to Access
Rwanda has made major strides in expanding access to ICTs across the country, though poverty
continues to be the primary impediment to ICT uptake, especially the internet. Over 90 percent
of the population lives in rural areas, with the majority practicing subsistence agriculture and
approximately 45 percent still living below the poverty line.2 Consequently, internet penetration in
Rwanda is still low at 9 percent in 2013, up from 8 percent in 2012, according to estimates from
the International Telecommunication Union (ITU).3 By contrast, official government statistics cite a
penetration rate of 22 percent as of March 2014—up from less than 2 percent in 2009—though the
rate includes internet subscriptions on mobile devices, which comprise over 99 percent of all internet
subscriptions.4 Fixed-broadband access reaches only a sliver of the population, at 0.02 percent
according to the ITU.5
Meanwhile, mobile phone penetration is significantly higher than that for internet access, growing
from 50 percent in 2012 to over 57 percent in 2013, according to the ITU, while government figures
noted a penetration rate of 65 percent in March 2014.6 This growth has been largely a result of
increasing competition between the three main mobile phone operators—MTN, TIGO, and AIRTEL—
whose respective market shares are 52 percent, 33 percent, and 15 percent.7 Rural populations have
a relatively high mobile phone usage rate compared to rural internet access rates, as access has
been made easier by a well-developed mobile phone network that covers nearly 100 percent of the
population.8 Innovative initiatives targeting rural populations have further encouraged increased
mobile phone and internet usage, such as the e-Soko (“e-market”) program created by the Rwanda
Development Board, which provides farmers with real-time information about market prices for their
agricultural produce on their mobile devices.9
Internet access is still concentrated primarily in Kigali, the capital city, and remains beyond the
economic reach of most citizens, particularly those in rural areas who are limited by low disposable
incomes and do not have high levels of ICT awareness.10 According to a 2013 Gallup study, the
median annual per capital income in Rwanda is US$235, while median household income is

Latest estimate from 2011. Central Intelligence Agency, “Rwanda,” The World Factbook, accessed August 14, 2014, https://
www.cia.gov/library/publications/the-world-factbook/geos/rw.html.

2

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

3

Rwanda Utilities Regulatory Authority (RURA), “Statistics and Tariff Information in Telecom Sector as of March 2014,”
accessed May 24, 2014, http://www.rura.rw/fileadmin/docs/Statistics_report_Q1_2014.pdf.

4

5

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

6

RURA, “Statistics and Tariff Information in Telecom Sector as of March 2014.”

7

RURA, “Statistics and Tariff Information in Telecom Sector as of March 2014.”

8

RURA, “Statistics and Tariff Information in Telecom Sector as of March 2014.”

Ruth Kang’ong’oi, “Rwanda Telecenter Network Introduces Web 2.0 to Farmers,” CIO East Africa, November 15, 2011, http://
www.cio.co.ke/view-all-top-stories/4482-rwanda-telecenter-network-introduces-web-20-to-farmers.html.
9

10
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US$1,101.11 In addition, only 11 percent of Rwandans are ICT literate,12 and over 70 percent of
the population speaks only Kinyarwanda, making internet content in English inaccessible to the
majority of Rwandans.13 Meanwhile, only 17 percent of Rwandan households have regular access to
electricity.14
In the face of such challenges, the Rwandan government has made ICT development a high priority.
In September 2013, for example, free wireless hotspots were implemented across the capital city
through the “Smart Kigali” project, a public-private partnership with ISPs, hotels, restaurants, and
government agencies.15 In late 2013, the government contracted Korea Telecom in a deal that
aims to deliver 4G LTE broadband services to 95 percent of Rwandans within three years.16 Fixedbroadband internet services are also expanding across the country, though according to May
2014 data from Akamai’s “State of the Internet” report, internet speeds are still slow, averaging 1.4
Mbps (compared to a global average of 3.9 Mbps).17 In addition, broadband adoption in Rwanda
(characterized by connection speeds greater than 4 Mbps) comprised only about 6 percent of
internet users, while the country’s narrowband adoption (connection speeds below 256 kbps)
comprised 14 percent of internet users.18
As a result of Rwanda’s commitment to ICT development, the cost of access is slowly decreasing. As
of early 2014, a 128/64 Kbps package of wireless internet cost about RWF 64,900 (US$95).19 While
still prohibitively expensive for average citizens, the cost is a significant reduction from before the
country’s fiber-optic cable installation in 2011, when 1 megabyte of internet access reportedly
cost US$2,000.20 Meanwhile, the Broadband Systems Corporation, a local service provider, charges
monthly fees of about US$30 for single users and $46 for multiple users, while the cost of using the
internet in a cybercafe is approximately US$0.14 (RWF 100) for 1 hour.21
The cost of internet access via mobile phones has also declined, helping fuel the exponential growth
of mobile internet users. As of March 2014, mobile internet tariffs range from RWF 30 to 50 per Mb
(US$0.03 to $0.08 per Mb), and the three mobile internet companies—MTN, TIGO, and AIRTEL—
Glenn Phelps and Steve Crabtree, “Worldwide, Median Household Income About $10,000,” Gallup World, December 16,
2013, http://www.gallup.com/poll/166211/worldwide-median-household-income-000.aspx#1.

11

Philippe Mwema Bahati, “Rwanda to develop a master plan for e-Government,” The Rwanda Focus, September 10, 2013,
http://focus.rw/wp/2013/09/rwanda-to-develop-a-master-plan-for-e-government/.

12

Beth Lewis Samuelson and Sarah Warshauer Freedman, “Language Policy, Multilingual Education, and Power in Rwanda,”
Language Policy 9, no. 3 (June 2010), http://bit.ly/1bmZW5X.

13

“Rwanda Signs a U.S. $40 Million Loan to Boost Electricity Rollout,” The Independent, February 14, 2014, http://allafrica.
com/stories/201402180157.html.

14

“Free Nationwide Internet Project To Boost Rwanda’s Growth,” Ventures Africa, October 22, 2013, http://www.venturesafrica.com/2013/10/free-internet-project-boost-rwandas-economic-growth/.

15

“Rwanda’s ambitious 4G rollout begins, education cited as major beneficiary of technology,” Balancing Act, November 1,
2013, http://www.balancingact-africa.com/news/en/issue-no-679/internet/rwandas-ambitious-4g/en.

16

Akamai, “Average Connection Speed: Rwanda,” map visualization, The State of the Internet Q1 (2014), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.

17

Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Rwanda,” map visualization, The State of the Internet, Q1
2014; Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): Rwanda,” map visualization, The State of the Internet,
Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.
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RURA, “Statistics and Tariff Information in Telecom Sector as of March 2014.”

Frank Kanyesigye, “RURA, service providers to streamline internet access,” The New Times, October 14, 2013, http://www.
newtimes.co.rw/news/index.php?i=15510&a=71208.

20

Frank Kanyesigye, “Grwoth of Mobile Internet Spells Doom for Cyber Cafes,” The New Times, October 11, 2013, http://
allafrica.com/stories/201310110364.html?viewall=1.
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offer their customers daily bundles at RWF 500, RWF 800, and RWF 500 (US$0.72, $1.15, and $0.72),
respectively.22 In addition, MTN Rwanda offers low-cost internet-enabled mobile phones for as
cheap as RWF 9,500 (US$14).23
Following the country’s market liberalization policies implemented in 2001,24 the number of
companies providing telephone and internet services increased from one—the state-run
Rwandatel25—to nine ISPs and three mobile phone companies in 2014,26 all of which are privately
owned.
The Rwanda Internet Exchange (RINEX) was set up in 2009 to connect ISPs and enable the routing
of local internet communications through a central exchange point without having to pass through
international networks.27 ISPs can also opt to connect via RINEX to the international internet. The
aim, ostensibly, is to make intra-Rwandan internet communications cheaper and faster, though such
control over internet traffic has the potential to facilitate efforts to systematically censor or monitor
domestic online communications. As of the end of 2013, only five ISPs exchange internet traffic
via RINEX.28 According to the ITU, the level of competition for Rwanda’s international gateway is
characterized as “partial.”29
The Rwanda Utilities Regulatory Agency (RURA) supervises the regulatory frameworks and
implementation of the county’s policies and strategies in the telecommunications sector.30 Officially,
RURA is a national body with autonomy in its administrative and financial management, though
the government audits RURA’s budget while the president nominates its seven board members,
supervisory board, and director general who all work under full control of the government.31
Nevertheless, RURA is generally viewed as independent in its operations.

Limits on Content
A growing number of independent online news outlets and opposition blogs were intermittently

22

RURA, “Statistics and Tariff Information in Telecom Sector as of March 2014.”

23

MTN, “Special Offers,” accessed August 15, 2014, http://mtn.co.rw/Content/Pages/97/Special_Offers.

Albert Nsengiyumva and Emmanuel Habumuremyi, A Review of Telecommunications Policy Development and Challenges
in Rwanda, Association for Progressive Communications (APC), September 2009, http://www.apc.org/en/system/files/
CICEWARwanda_20090908.pdf.

24

In 2012, Rwandatel was liquidated; its assets were purchased by Tigo and Airtel, and the company was taken over by
the Government of Rwanda. See, Shyaka Kanuma, “Bye Bye Rwandatel,” Rwanda Focus, February 20, 2012, http://focus.rw/
wp/2012/02/bye-bye-rwandatel/.

25
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and AIRTEL), and internet service providers (MTN Rwanda, Liquid Telecom, TIGO Rwanda, New Artel, ISPA, 4G Networks, BSC,
Airtel Rwanda, and AXOIM). See: RURA, “Statistics and Tariff Information in Telecom Sector as of March 2014.”
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RURA, Guidelines for Rwanda Internet Exchange Point (RINEX) Management (Kigali: RURA, 2009), http://bit.ly/16QXMD0.
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RINEX, accessed April 13, 2013, http://www.rinex.org.rw/.

International Telecommunication Union, “Rwanda Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.
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Rwanda Utilities Regulatory Authority, “About RURA,” accessed August 15, 2014, http://www.rura.rw/index.php?id=3.

“Law N.09/2013 of 01/03/2013 Establishing Rwanda Utilities Regulatory Authority (RURA) and Determining its Mission,
Powers, Organisation and Functioning,” Official Gazette n.14bis of 08/04/2013, http://www.rura.rw/fileadmin/laws/Official_
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inaccessible during the coverage period. News reports revealed that the Rwandan government may
employ fake Twitter trolls to harass, discredit, and intimidate critical voices online.
While the Rwandan government has demonstrated a commitment to expanding access to ICTs
across the country, it has also simultaneously endeavored to restrict the types of content that
users can access, particularly news content of oppositional nature. In early 2014, a test conducted
by Freedom House found that a number of independent news outlets and opposition blogs were
inaccessible;32 however, it was uncertain whether those sites were taken down out of the owners’
own accord or due to external pressure.
Throughout the coverage period, the website of the independent newspaper Umuvugizi—which
was suspended for six months in 2010—was intermittently inaccessible.33 A few opposition sites
continued to be blocked on some ISPs but were available on others,34 including Umusingi and
Inyenyeri News, which were both first blocked in 2011. In early 2014, Leprophete, an opposition
website based in France, was accessible on the MTN Internet ISP but blocked on AIRTEL Internet.35
Content from Umusingi, Umuvugizi, and Inyenyeri News could still be accessed on their respective
Facebook pages,36 and other news sites that were sporadically blocked could be accessed through
their associated blogs.
According to a 2010 law relating to electronic messages, signatures, and transactions, intermediaries
and service providers are not held liable for the content transmitted through their networks.37 In the
past, however, the Media High Council was known to screen web content and reportedly contacted
websites to request the removal of certain information on several occasions. Two online news
websites, Umusingi and Umurabyo, had reported experiencing such requests to delete content
related to local political affairs and ethnic relations in previous years, though no takedown requests
were documented during the coverage period. Appeals on critical media issues can be made
through the Rwanda Media Commission (RMC), the new media self-regulatory body created under
the 2013 Media Law.
Social-networking sites such as YouTube, Facebook, Twitter, and international blog-hosting services
are freely available. Given the more limited space for press freedom in the traditional media sphere,
Rwandan media outlets are increasingly going online to avoid government control or suspension
as well as heavy production costs.38 Nonetheless, the economic environment for online news
websites remains a challenge for independent outlets, particularly in comparison to their state-run
counterparts that receive income from government advertisements and direct subsidies.

Opposition blog websites that were unavailable as of May 2014 were: http://ww.iwacu1.com, http://ww.musabyimana.be,
http://rwandarwabanyarwanda.over-blog.com, http://ww.banyarwandapoliticalparty.org.

32

33 Reporters Without Borders, “Persecution of Independent Newspapers Extended to Online Versions,” news release, June 11,
2010, http://en.rsf.org/rwanda-persecution-of-independent-11-06-2010,37718.html.

Examples of these opposition sites include: http://inyenyerinews.org/, www.umuvugizi.com, www.umusingi.com, www.
banyarwandapoliticalparty.org, http://leprophete.fr, www.therwandan.com.

34
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Efforts to access the Leprophete website on the AIRTEL network yields the message, “The URL is not available.”

Umusingi Newspaper’s Facebook page, accessed October 24, 2014, http://www.facebook.com/pages/UmusingiNewspaper/122730681083696.
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“Law No. 18/2010 of 12/05/2010, Relating to Electronic Messages, Electronic Signatures and Electronic Transactions,”
accessed October 24, 2014, http://www.wipo.int/wipolex/en/text.jsp?file_id=243157.
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Another economic constraint on local web content presented itself in July 2013, when the Rwanda
Information Communication Technology Association (RICTA)—the organization that oversees the .rw
domain and represents the Rwandan internet community—announced that it would begin charging
an annual subscription fee for a .rw domain name, which was previously free. Subscriptions for noncitizens now cost RWF 167,000 (US$235), while Rwandans pay RWF 30,000 (US$43)—rates that are
more expensive than other domains, including the .com domain managed in the United States—
though RICTA hopes to reduce the price as the number of .rw domains increase. The initiative aims
to improve the accessibility of domain registration services and enhance internet access in the
country.39
Given the lack of an independent press in Rwanda, online journalists based in the country are
increasingly joining their print and broadcast colleagues in exercising self-censorship, particularly on
topics that can be construed as disruptive to national unity and reconciliation.40 In addition, issues
related to the military and national security are highly sensitive and subject to restrictions regarding
the right to access information.41 In a Rwanda Media Barometer report published in August 2013
by the Rwanda Governance Board—a public body—in partnership with Transparency International
Rwanda, a survey of 144 media practitioners found that nearly 50 percent of respondents practiced
self-censorship “due to fear of consequences.”42 According to some journalists, self-censorship is
viewed as a legitimate practice given the country’s sensitive social and political environment, though
others believe that the ruling Rwandan Patriotic Front (RPF) uses “repression, social pressure, and
self-censorship” to determine what is politically correct and to shape public opinion.43 During the
September 2013 parliamentary elections, an international elections observer mission noted a
perception among journalists that they would be targeted for critical reportage.44
Nevertheless, the spread of social media tools has empowered Rwandans to discuss issues that
were formerly taboo and not open to public discussion due to fears of persecution. The expansion
of internet access has also enabled the Rwandan blogosphere to evolve into a vibrant platform for
expression, even though the websites and blogs of opposition activists both within and outside
Rwanda are increasingly inaccessible.45 While opposition supporters living outside Rwanda—mainly
in Europe, the United States, and South Africa—are responsible for most of the criticism against
the government on forums, websites, and blogs, local dissenting voices are increasingly heard in
online news portals such as Igihe, especially via readers’ comments. Despite the increasing number

Dias Nyesiga, “Rwanda to Charge Fees for .rw Use,” East African Business Week, July 9, 2013, http://allafrica.com/
stories/201307100085.html.

39

40 “The Ongoing Tension Between Free Media and Self-Censorshop,” RwandaPost, May 10, 2013, http://www.rwandapost.
org/2013/05/10/the-ongoing-tension-between-free-media-and-self-censorship/.
41

Rwanda Media Barometer (2013), page 49.

42

Rwanda Media Barometer (2013), page 42.

Kris Berwouts, “Elections are too important for Rwandan government to leave to the whims of voters,” African Arguments
(blog), September 18, 2013, http://africanarguments.org/2013/09/18/elections-are-too-important-for-rwandan-government-toleave-to-the-whims-of-voters-by-kris-berwouts/.

43

44 The Commonwealth, “Rwanda Legislative Election (Chamber of Deputies),” Report of the Commonwealth Expert Team, 1618 September 2013, http://thecommonwealth.org/sites/default/files/press-release/documents/RWANDA%202013%20CET%20
REPORT.pdf.

This includes the website of opposition leader Victoire Ingabire at http://www.victoire2010.com, as well as other sites at
http://rwandaspeaks.com/tag/freedom-of-the-press/, and www.newsrwanda-nkunda.blogspot.com.
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of media outlets, however, observers believe that the Rwandan media landscape represents less
diversity in opinions than ever before, likely due to increasing levels of self-censorship.46
Facebook and Twitter also emerged as popular platforms for online interaction, in part as a result
of the increasing use of internet-enabled phones.47 In 2013, MTN Rwanda introduced an “SMS to
Twitter” tool to facilitate use of the social media platform for people without easy access to the
internet on computers.48 The president is an active supporter of these social networks, occasionally
using the platforms to engage in discussions with users and openly respond to issues concerning
the current state of governance in the country. In 2013, Kagame and his foreign affairs minister were
ranked by the “Twiplomacy” study as among the top five most conversational leaders worldwide.49
Twitter also offers Rwandans a new platform for protest and engagement with the government.
For example, the Ministry of Health (@RwandaMoH and @agnesbinagwaho) regularly engaged in
serious discussions with citizens and journalists over poor performance in hospitals and other health
services. Nevertheless, news reports in early 2014 revealed that the Rwandan government may
employ fake Twitter trolls to harass, discredit, and intimidate critical voices online (see “Violations of
User Rights”).50
With mobile phones more widely accessible than the internet, text messages have become another
important channel for citizens to voice discontent with the authorities and expose abuses of power.
For example, the live radio programs, “Good Morning Rwanda” and “Good Evening Rwanda,” are
significant venues for citizens to criticize government malpractices via SMS messages, which are
broadcast on the radio. Most recently, citizens challenged the education ministry over the country’s
quality of education. However, the ability of citizens to use digital media for organizing large-scale
street protests remained limited due to broader restrictions on freedom of assembly, particularly
regarding politically sensitive topics.

Violations of User Rights
Stanley Gatera, the editor of the independent news website Umusingi, was arrested in April on
trumped-up charges of attempted extortion. Upon release, he faced death threats that led him to
flee the country in exile. Foreign journalists were harassed for their critical coverage of the Rwandan
government, with some reports of online harassment tied to senior officials. The Law Relating to the
Interception of Communications enacted in October 2013 authorized high-ranking security officials
to monitor email and telephone conversations of individuals considered potential threats to public
security.
Article 34 of the Rwandan constitution, adopted in May 2003, provides for freedom of the press and
46 Steve Terrill, “Freedom of expression in Rwanda,” Waza Online, April 7, 2014, http://www.rnw.nl/africa/article/freedomexpression-rwanda-20-years-after-genocide.
47

“Facebook Statistics: Rwanda,” SocialBakers, accessed October 24, 2014, www.socialbakers.com/facebook-statistics/rwanda.

48

MTN, “MTN Twitter SMS,” accessed October 24, 2014, http://www.mtn.co.rw/Content/Pages/54/MTN_Twitter_SMS.

“Twiplomacy Study 2013,” Burson-Marsteller, July 24, 2013, http://twiplomacy.com/twiplomacy-study-2013/; Allan Brian
Ssenyonga, “Twitter: 2012 was a Very Interesting Year for ‘RwOT,’” New Times, December 31, 2012, http://newtimes.co.rw/news/
views/article_print.php?&a=13541&week=52&icon=Print.

49

50 Tom Rhodes, “Twitter war shines light on how Rwanda intimidates press,” Committee to Project Journalists (blog), March
24, 2014, http://www.cpj.org/blog/2014/03/twitter-war-shines-light-on-how-rwanda-intimidates.php.
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freedom of information, but in practice, the government maintains tight control over the media. In
March 2013, the state adopted progressive amendments to the 2009 Media Law, granting journalists
the “right to seek, receive, give and broadcast information and ideas through media,” and explicitly
provided for freedom of online communications in Section 3, Article 19.51 The new law was also
applauded for providing for media self-regulation under the new Rwanda Media Commission
and was viewed favorably by local journalists, who hoped that its passage would spell the end of
government interference in the work of journalists and boost media freedom in Rwanda.52
The passage of the Media Law also led to some fears of increasing government control over the
internet,53 with the freedom of expression organization Article 19 criticizing the law for containing
“too many provisions which pose a threat to journalists and the independence of the media,
including online media.”54 In particular, the new law gives the minister of ICTs unlimited powers to
establish the conditions for both local and foreign media companies to operate in Rwanda.
A revised Access to Information Law was promulgated in March 3013 that allows journalists
to conduct investigative journalism with more official and credible sources of information.55
Nevertheless, the extent to which the media should have the unchecked right to free expression
is often a matter of public debate in Rwanda, with some commentators suggesting that Rwanda’s
media practitioners should be cautious in their speech as long as the history of genocide continues
to haunt the country.56
In July 2013, a data protection law was drafted with the aim of addressing the rising cybercrime
risk in Rwanda. However, the draft law provides exceptions to user data protections in the unclearly
defined interest of national sovereignty, national security, and public policy, which in the context
of President Kagame’s authoritarian governance, may pose a threat to individuals critical of the
regime.57
While there are no laws that specifically restrict internet content or criminalize online expression,
Rwanda’s generally restrictive legal provisions governing the traditional media could be applied to
the internet. For example, the decision to ban the online version of Umuvugizi in 2011 was based on
charges of publishing “divisive language,”58 a category of expression that is criminalized by the 2001

51 “Law Regulating Media, No. 02/2013 of 08/02/2013,” Official Gazette 10, March 11, 2013, http://blog-tdas.s3.amazonaws.
com/blog-tdas/2013/03/Official_Gazette_no_10_of_11.03.2013.pdf.
52 Eugene Kwibuka, “How Reforms Impacted on Media in 2013,” The New Times, December 27, 2013, http://allafrica.com/
stories/201312270354.html?page=2.

“Proposed Media Law Fails to Safeguard Free Press,” IFEX, January 5, 2012, http://www.ifex.org/rwanda/2012/01/05/
media_law/.

53

Article 19, “Rwanda: Media Law Does Not go Far Enough,” press release, March 18, 2013, http://www.article19.org/
resources.php/resource/3665/en/rwanda:-media-law-does-not-go-far-enough.

54

Frank Kanyesigye, “Will Information Bill Change the Rwanda’s Media Environment?” Sunday Times, February 17, 2013,
http://allafrica.com/stories/201302180094.html.

55

David Kabuye, “Rwanda’s Media – Cautious of Content,” New Times, November 19, 2012, http://www.newtimes.co.rw/
news/index.php?i=15181&a=60840; Daniella Waddoup, “Press Freedom in Rwanda,” Think Africa Press, February 18, 2011,
http://thinkafricapress.com/rwanda/press-freedom-rwanda.

56

“Rwandan ICT experts discuss draft data protection policy,” telecompaper, July 16, 2013, http://www.telecompaper.com/
news/rwandan-ict-experts-discuss-draft-data-protection-policy--955378.

57

Media Institute, “Tabloid Website Blocked,” IFEX, June 8, 2010, http://ifex.org/rwanda/2010/06/08/umuvugizi_website_
blocked/.
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Law on Discrimination and Sectarianism.59 Penalties for criminal defamation may also be applicable
to the internet, with defamation of the president or other public officials carrying a penalty of up to
five years in prison.60
A vague 2008 law against “genocide ideology” similarly threatens freedom of expression both online
and off, prescribing heavy prison sentences and fines for any offender “…who disseminates genocide
ideology in public through documents, speeches, pictures, media or any other means.”61 In response
to criticisms of the law’s overly broad nature, the minister of justice proposed amendments in
November 2012 that aimed to make the law more definitive and easier to interpret.62 Passed by both
the lower and upper houses in July 2013 and promulgated in October,63 the amended law reduces
prison sentences from 25 years to a maximum of 9 years and requires proof of criminal intent behind
an offending act that must be “characterized by thoughts based on ethnicity, religion, nationality
or race to foment genocide [or] support genocide.”64 Nevertheless, the law still restricts freedom of
expression by retaining the notion of “genocide ideology” as a criminal offense and by excluding a
clear distinction between a private conversation and public speech.65
The Rwandan judiciary is not fully independent, and many traditional journalists view the threat
of imprisonment as a key constraint on their work. Meanwhile, arrests and prosecutions of online
journalists have increased in recent years. In April 2014, the editor of the independent news
website Umusingi, Stanley Gatera, was arrested on trumped-up charges of attempted extortion.
He was previously convicted and sentenced to one year in prison in November 2012 on charges
of divisionism and sectarianism for an article he published in Umusingi.66 He was released in July
2013 only to be targeted again for arrest less than a year later,67 which the journalist believed was
linked to an interview he conducted on Al Jazeera’s “People and Power” program—posted online
and broadcast on television—in March 2014 in which he spoke about the difficulties journalists face

“Law No. 47/2001 on Prevention, Suppression and Punishment of the Crime of Discrimination and Sectarianism,” http://
www.adh-geneva.ch/RULAC/pdf_state/Law-47-2001-crime-discrimination-sectraianism.pdf; Jennie E. Burnet, “Rwanda,” in
Countries at the Crossroads 2007 (New York: Freedom House; Lanham, MD: Rowman and Littlefield, 2007), http://freedomhouse.
org/template.cfm?page=140&edition=8&ccrpage=37&ccrcountry=167.
59

60

Freedom House, “Rwanda,” Freedom of the Press 2013, http://www.freedomhouse.org/report/freedom-press/2013/rwanda.

Article 8, “Law No. 18/2008 of 23/07/2008 Relating to the Punishment of the Crime of Genocide Ideology,” http://www.
refworld.org/docid/4acc9a4e2.html.
61

62 Jane Nishimwe, “Rwanda: Controversial ‘Genocide Ideology’ Law to Send More Rwandans Behind Bars,” Jambo News, April
25, 2013, http://bit.ly/16DxMli.
63 Human Rights Watch, “Rwanda,” World Report 2014, accessed August 1, 2014, http://www.hrw.org/world-report/2014/
country-chapters/rwanda.
64 “Rwanda Parliament Votes to Amend Genocide Law,” Times Live, July 17, 2013, http://www.timeslive.co.za/
africa/2013/07/17/rwanda-parliament-votes-to-amend-genocide-law; “Rwandan senate approves genocide law,” Africa Review,
July 31, 2013, http://www.africareview.com/News/Rwandan-senate-approves-amended-anti-genocide-law/-/979180/1932950/-/
ddevp9z/-/index.html.
65 Emmanuel R. Karake, “Gov’t Seeks to Amend Genocide Ideology Law,” The New Times, November 3, 2012, http://www.
newtimes.co.rw/news/index.php?i=15165&a=60288.
66 “Rwandan journalist sentenced to one year in jail,” Committee to Protect Journalists, news alert, November 12, 2012, http://
www.cpj.org/2012/11/rwandan-journalist-sentenced-to-one-year-in-jail.php.
67 “Two journalists released from prison in Rwanda,” Committee to Protect Journalists, news alert, August 9, 2013, https://cpj.
org/2013/08/two-journalists-released-from-prison-in-rwanda.php.
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while working in Rwanda.68 Gatera was held for six hours in April and received death threats after his
release, leading him to flee the country altogether.69
Perceptions of media freedom and freedom of expression remain grim. In the August 2013 Rwanda
Media Barometer report (referenced above), the survey of 144 media practitioners found that over
30 percent of respondents had expressed that they had been prevented from their right to freedom
of expression.70 Among those respondents, over 48 percent reported that central government
officials had deprived them of their right to expression, followed by police officers (19 percent), local
government officials (14 percent), private companies (14 percent), and military agents (5 percent).71
While the government-sponsored report presents a somewhat critical perspective of media freedom
in Rwanda with respect to government abuse of freedom of expression, the report qualifies the
criticism with the assertion that “the abuse of the right to freedom of expression of which the police
are accused of is justified by their mission of protecting public order.”72
The ability to communicate anonymously is compromised by SIM card registration requirements
initiated in early 2013 to “decrease mobile phone related crimes across the country.”73 SIM card
owners were given the deadline of July 31, 2013 to register their cards with service providers, after
which point unregistered cards were disconnected.74 Websites hosted on the local domain also need
to register with RICTA.
Until recent years, government monitoring of online communications did not appear to be
widespread, though there had been instances in past years of emails, phone calls, and text messages
belonging to opposition activists being produced as evidence in trials.75 The sophistication of the
Rwandan authorities’ surveillance capabilities is unknown, but there is growing suspicion that
surveillance is pervasive, particularly after recent revelations of numerous exiled Rwandan dissidents
being attacked and targeted for assassination by the Kagame regime, despite their efforts to protect
their identities.76
Worryingly in October 2013, the Rwandan president promulgated the Law Relating to the
Interception of Communications that authorizes high-ranking security officials to monitor email

68 “Wave of intimidation of Kigali media,” Reporters Without Borders, April 28, 2014. http://en.rsf.org/rwanda-wave-ofintimidation-of-kigali-28-04-2014,46184.html.
69 “Breaking: Three senior journalists flee Rwanda,” Great Lakes Voice, April 21, 2014, http://greatlakesvoice.com/breakingfour-senior-journalists-flee-rwanda/.
70

Rwanda Media Barometer (2013), page 40.

71

Rwanda Media Barometer (2013), page 41.

72

Rwanda Media Barometer (2013), page 42.

Nizon Segawa, “Rwanda Flags Off SIM Card Registration Exercise,” Chimp Reports, February 4, 2013, http://www.
chimpreports.com/index.php/news/news-as-it-happens-around-the-east-african-region/8072-rwanda-flags-off-sim-cardregistration-exercise.html.

73

“Rwanda switches off 485,000 unregistered Sims,” telecompaper, August 2, 2013, https://www.telecompaper.com/news/
rwanda-switches-off-485000-unregistered-sims--958884.

74

This was the case in the trial of opposition leader, Victoire Ingabire, during which e-mails and proof of money transfer
to FDLR (French acronym for the Democratic Forces for the Liberation of Rwanda) rebels were used as evidence. These were
mostly obtained via low-tech methods of confiscating suspects’ mobile phones and computers rather than via service providers.
See: Didas Gasana and Ann Garrison, “Ingabire trial: Rwanda prosecution fails ‘evidence test,’” Rwandinfo_ENG (blog), accessed
February 10, 2012, http://rwandinfo.com/eng/ingabire-trial-rwanda-prosecution-fails-evidence-test/.

75

“Rwanda: Repression Across Borders,” Human Rights Watch, January 28, 2014, http://www.hrw.org/news/2014/01/28/
rwanda-repression-across-borders.
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and telephone conversations of individuals considered potential threats to “public security.”77 Under
the new law, communications service providers are required to ensure that their systems have
the technical capability to intercept communications upon demand. According to a report from
Privacy International, such interception technology may include the use of keyword scanning to
identify certain topics of discussion.78 While the law requires government officials to apply for an
interception warrant, it also includes a provision that allows for a warrant to be issued verbally in
urgent security matters, to be followed by a written warrant within 24 hours.79
Meanwhile, the government has been known to monitor and analyze all media content during
the country’s annual genocide mourning period every April with the aim of “highlighting the
civic contribution of the media during the commemoration period and discerning the extent
to which media abide by legal and professional standards while covering genocide related
issues.”80 The monitoring of online media was incorporated for the first time during Rwanda’s 18th
commemoration period in April 2012, which has led to a growing sense that the authorities may be
monitoring other online communications as well. The extent of the government’s media monitoring
activities during the 20 year commemoration of the genocide in April 2014 is unclear.
Journalists within the country frequently face violence and harassment when attempting to cover
news stories, leading some to flee the country and report in exile.81 According to the Committee
to Protect Journalists, Rwanda ranks among the top 10 countries from which journalists seek
exile.82 Online journalists and ordinary users, however, have not yet experienced the same level of
intimidation as traditional media journalists to date, though instances of harassment and violence
against online journalists increased in the past year.
In early 2014, Sonia Rolley, a journalist for Radio France Internationale, was repeatedly harassed
on Twitter by a user known as @RichardGoldston.83 Rolley had been reporting on the mysterious
January 1, 2014 assassination of Patrick Karegeya, a former top intelligence official in Kagame’s
inner circle who had been living in exile in Johannesburg. It was later revealed on the official Twitter
account of Paul Kagame’s office (@UrugwiroVillage) that “@RichardGoldson was an unauthorized
account run by an employee in the Presidency.”84 Another foreign correspondent, Steve Terrill, who

“Law Relating to the Interception of Communications” Official Gazette nº 41 of 14/10/2013, accessed October 24, 2014,
http://rema.gov.rw/rema_doc/Laws/Itegeko%20rishya%20rya%20REMA.pdf.

77

Carly Nyst, “Rwandan Government Expands Stranglehold on Privacy and Free Expression,” Privacy International, August
25, 2012, https://www.privacyinternational.org/blog/rwandan-government-expands-stranglehold-on-privacy-and-freeexpression#footnote2_4eosbda.

78

“Online Freedoms in Rwanda,” OpenNet Africa, accessed June 15, 2013, http://opennetafrica.org/dev/policy-andlegislation/rwanda/#fn-210-6.

79

80 Media High Council, “Analysis of Media Coverage of the Eighteenth Commemoration of the Genocide Against the Tutsi in
Rwanda,” December 2012, http://bit.ly/16DxN8T.
81 “Breaking: Three senior Journalists flee Rwanda,” Great Lakes Voice, April 21, 2014, http://greatlakesvoice.com/breakingfour-senior-journalists-flee-rwanda/.
82 Committee to Protect Journalists, “404 Journalists Forced Into Exile Since 2009,” accessed June 30, 2014, http://www.cpj.
org/exile/.
83 Adam Taylor, “A stray tweet may have exposed Paul Kagame’s Twitter ghostwriter, and maybe much more,” The Washington
Post, March 7, 2014, www.washingtonpost.com/blogs/worldviews/wp/2014/03/07/a-stray-tweet-may-have-exposed-paulkagames-twitter-ghostwriter-and-maybe-much-more/.
84 Twitter post by “Presidency | Rwanda” @UrugwiroVillage, March 8, 2013, 2:26 AM, https://twitter.com/UrugwiroVillage/
statuses/442184647863443456.
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used Twitter to publicly call on @RichardGoldston to end the harassment, was subsequently barred
from entering Kigali on March 15 to cover the 20th anniversary of the Rwandan genocide.85
In June 2013, Tom Malaba, a journalist with the online news outlet Ugandan Radio Network, was
repeatedly followed by Rwandan agents and had his home raided after he attended a news
conference in Kampala, during which he asked a question that ostensibly angered the Rwandan
Ambassador to Uganda.86 Malaba had been investigating the plight of Rwandan refugees and
sought clarification on allegations that the ambassador was behind a scheme to target Rwandan
exiles in Uganda.87
No Rwandan journalists have been killed since 2011, when the editor of the independent news
website Inyenyeri News, Charles Ingabire, was gunned down in Kampala.88 Worryingly, Andrew
Muhanguzi, the brother of the editor of the Umuvugizi news website, John Bosco Gasasira, who
lives in exile in Sweden, was reported missing in February 2014. His family claims that Muhanguzi
was kidnapped by men in Ugandan police uniforms outside their home on February 16,89 but the
Ugandan police stated they have no record of his arrest.90 Muhanguzi and his family had left Rwanda
in 2012 to escape alleged harassment by the Rwandan authorities for their relationship to John
Bosco Gasasira and the critical Umuvugizi online newspaper.91
Technical attacks against online news outlets and websites of human rights organizations are not
common but have increased in recent years. In April 2014, the investigative news website, Ireme,
experienced a seemingly targeted cyberattack, though the source of the attack was unknown.92

85 Tom Rhodes, “Twitter war shines light on how Rwanda intimidates press,” Committee to Project Journalists (blog), March
24, 2014, http://www.cpj.org/blog/2014/03/twitter-war-shines-light-on-how-rwanda-intimidates.php.
86 “Authorities hound independent journalists at home and abroad,” Reporters Without Borders, March 19, 2014, http://en.rsf.
org/rwanda-authorities-hound-independent-19-03-2014,46016.html.
87 Tom Rhodes, “Twitter war exposes Rwanda Govts’ media ‘spin’ and press intimidation,” Black Star News, March 31, 2013,
http://www.blackstarnews.com/global-politics/africa/twitter-war-exposes-rwanda-govts-media-spin-and-press-intimidation.
html.
88 “Rwandan exile journalist gunned down in Kampala,” Reporters Without Borders, December 2, 2011, http://en.rsf.org/
uganda-rwandan-exile-journalist-gunned-02-12-2011,41504.html.
89 Risdel Kasasira & Solomon Arinaitwe, “Exiled Rwandan journalist brother feared kidnapped in Kampala,” Daily Monitor,
March 7, 2014, http://www.monitor.co.ug/News/National/Exiled-Rwandan-journalist-brother-feared-kidnapped-in-Kampala//688334/2234962/-/589acu/-/index.html.
90 “Authorities hound independent journalists at home and abroad,” Reporters Without Borders, March 19, 2014, http://en.rsf.
org/rwanda-authorities-hound-independent-19-03-2014,46016.html.
91 Risdel Kasasira & Solomon Arinaitwe, “Exiled Rwandan journalist brother feared kidnapped in Kampala,” Daily Monitor,
March 7, 2014.

“Wave of intimidation of Kigali media,” Reporters Without Borders, April 28, 2014, http://en.rsf.org/rwanda-wave-ofintimidation-of-kigali-28-04-2014,46184.html.
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Key Developments: May 2013 – May 2014
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•

At least 35 news websites were blocked in December for failing to register with
authorities, in the first signs that the government is enforcing e-publishing legislation
passed in 2011 (see Limits on Content).

•

Similarly, the General Commission for Audiovisual Media announced in April that it will
begin monitoring YouTube videos produced in the country for compliance with local
laws (see Limits on Content).

•

A new anti-terrorism law criminalizes online expression that promotes atheism, insults
the state’s reputation, harms public order, or threatens state security, among other
things. Limits on arbitrary detention were also repealed, allowing security forces to
detain individuals indefinitely and without charge (see Violations of User Rights).

•

Prison sentences related to online activism and free expression have grown over the past
year, with prominent human rights activists Mukhlif al-Shammari, Waleed Abu al-Khair,
and Fadhel al-Manafes jailed for 5 to 15 years. Seven men from the Eastern province
were sentenced to 5 to 10 years under the Anti-Cyber Crime Law for allegedly inciting
protest and damaging public order through Facebook. They had been detained since
2011 (see Violations of User Rights).
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Introduction
Tensions between technological advancement and religious dogma continue to characterize the
online sphere in Saudi Arabia. Social media has opened a new space for public interaction between
Saudis, even aiding in matchmaking between men and women in the conservative country.1 As use
of Twitter and YouTube in particular reached some of the highest levels in the world, Saudis have
employed online tools to highlight government corruption, discuss economic and social issues, and,
in more limited cases, call attention to human rights violations. The government has responded
positively to some low-level issues, but has shown a zero tolerance policy when red lines are crossed
on political or religious issues.
Having first gained access to the internet in 1998, Saudis now go online from their home, place
of employment, data-enabled mobile phones, and internet cafes. All forms of internet and mobile
phone access are available in the country, including fiber-optic networks (FTTx), third-generation
(3G) and fourth-generation (4G) mobile networks, internet via satellite, and High-Speed Packet
Access (HSPA) technologies. In a sign that the government itself realizes the crucial role of Twitter,
King Abdullah’s chief of royal court and gatekeeper, Khalid al-Tuwaijir, in March 2014 reactivated his
defunct Twitter account. He indicated he would follow a list of 50 people at a time, asking them to
send him requests or issues that needed to be resolved. However, while Saudi Arabia is a regional
leader in providing e-government services, authorities have looked to exploit technology to more
disturbing ends as well.2 A system whereby male guardians are alerted by text message when a
woman leaves the country was introduced in November 2012.3 Following complaints from highprofile Saudi women, it was suspended in January 2014.4
Public figures and religious authorities continue to warn citizens against the “evils” of social media
and other online tools. On May 15, 2013, the country’s top cleric declared that a Saudi who uses
Twitter “has lost this world and his afterlife.”5 In September 2013, it was reported that several
government ministries warned that tweets are monitored and employees may face termination
from their jobs for expressing critical opinions.6 Authorities have also stepped up the monitoring of
social media, with the government announcing in April 2014 that it would begin to monitor YouTube
videos produced in the country to ensure compliance with local laws. Dozens of news websites were
blocked in February for failing to obtain a government license as the government took the first steps
towards enforcing a law on online publishing passed in 2011.
While the country is grappling with regional threats related to the recruitment and return of armed
extremists fighting in Syria, broad anti-terrorism regulations are being applied to human rights
Khadija al-Mazrouhi, “Social media plays matchmaking role in Saudi Arabia,” Joelle el-Khoury, trans., Al Monitor, March 9,
2014, http://www.al-monitor.com/pulse/culture/2014/03/social-media-saudi-breaking-barriers.html.

1

, United Nations, “United Nations E-Government Survey 2012,” December 26, 2012, http://unpan1.un.org/intradoc/groups/
public/documents/un/unpan048065.pdf.

2

“‘Where’s my wife?’ Electronic SMS tracker notifies Saudi husbands”, AlArabiya, December 27, 2012, http://english.alarabiya.
net/articles/2012/11/22/251255.html.

3

4 “Suspension of text messages when women leaves Saudi Arabia,” American Bedu, January 19, 2014, http://americanbedu.
com/2014/01/19/suspension-of-text-messages-when-women-leave-saudi-arabia/.

Betsy Isaacson, “Twitter, Saudi Arabia’s Top Cleric Says, Will Damn Your Soul,” The Huffington Post, May 18, 2013, http://
www.huffingtonpost.com/2013/05/18/twitter-saudi-arabia-damn_n_3294209.html.

5

6 “The Ministry of Justice Monitors Lawyers’ Tweets,’’ Al-Watan September 9 2013, http://www.alwatan.com.sa/Articles/Detail.
aspx?ArticleId=18191.
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defenders and critics of the state. In the Eastern Province (Ash-Sharqiyah), where disparate protests
have continued for years, seven men were sentenced for 5 to 10 years under the Anti-Cyber Crime
Law for allegedly inciting protests and damaging public order through Facebook. A photographer
known as the “Revolution’s Journalist” for documenting local protests was shot dead during a police
raid on his neighbor’s home in February. Prominent human rights activists Mukhlif al-Shammari,
Waleed Abu al-Khair, and Fadhel al-Manafes were jailed for 5, 10, and 15 years, respectively, in
addition to extended travel bans and suspended sentences. Rai Badawi, the co-founder of the Saudi
Liberals website that has been detained since 2012, had his jail sentence increased from 7 to 10
years in March 2014. The increased prosecutions come as the government passed new legislation
that, among other things, equates the promotion of atheist thought with violent terrorism, and
abolishes time limits on arbitrary detentions.

Obstacles to Access
Saudis have enjoyed a rapid growth of internet and communications technologies (ICTs) in recent
years. Access had increased to 60.1 percent of the population by mid-2014, up from 36 percent in
2008.7 Fixed broadband subscriptions stood at 48.4 percent of all households, with a majority using
ADSL connections. Monthly expenditure on 4G broadband ranges from between SAR 55 ($11) for
a 2GB allowance to SAR 146 ($89) for a family plan of 60 GB.8 Household internet plus television
packages with fiber-optic connections range from SAR 300 for speeds of 25 Mbps to SAR 800 for
200 Mbps.9
Mobile broadband use is even higher, with a penetration rate of 78.3 percent. Standard mobile
phone subscriptions have risen to 51 million, resulting in a penetration rate of 169.3 percent.10 Finally,
87.8 percent of mobile subscriptions are prepaid. The number of mobile users has dropped from a
height of 54 million in 2011 as the government deported thousands of illegal workers and forced
mobile companies to cancel free roaming service, thus cutting the number of SIM cards that were
exported as well as deactivating prepaid cards whose owners are not registered. 11
Overall, infrastructure is not considered a major barrier to access except in remote and sparsely
populated areas. Internet penetration is highest in major cities such as Riyadh and Jeddah, as well
as in the oil-rich Eastern Province. Residents of provinces such as Jizan in the south and Ha’il in the
north are the least likely to use the internet, while young Saudis make up the majority of the user
population throughout the country.12 Arabic content is widely available, as are Arabic versions of
applications such as chat rooms, discussion forums, and social media sites.

CITC, “ICT Indicators Report – End of Q2 2014,” http://www.citc.gov.sa/English/Reportsandstudies/Indicators/Indicators%20
of%20Communications%20and%20Information%20Techn/ICT%20Indicators%202014%20-%20Q2%20-%20Analysis%20Report_
Final.pdf.

7

8

See for example “Connect 4G,” Mobily, http://bit.ly/1tJ6Rch.

9

See for example “Package Prices,” Mobily, http://bit.ly/1sFClRf.

CITC, “ICT Indicators Report – End of Q2 2014,” http://www.citc.gov.sa/English/Reportsandstudies/Indicators/Indicators%20
of%20Communications%20and%20Information%20Techn/ICT%20Indicators%202014%20-%20Q2%20-%20Analysis%20Report_
Final.pdf.

10

Matt Smith, “Saudi mobile subscriptions shrink on labor crackdown, hajj limits,” Al Arabiya, January 26, 2014, http://english.
alarabiya.net/en/business/telecoms/2014/01/26/Saudi-mobile-subscriptions-shrink-on-labor-crackdown-Haj-limits.html.

11
12
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Saudi Arabia is connected to the internet through two country-level data services providers, the
Integrated Telecom Company and Bayanat al-Oula for Network Services, up from a single gateway
in years past. These servers, which contain long lists of blocked sites, are placed between the stateowned internet backbone and global servers. All user requests that arrive via Saudi internet service
providers (ISPs) travel through these servers, where they can be filtered and possibly blocked.
The two country-level service providers offer services to licensed ISPs, which in turn sell connections
to dial-up and leased-line clients. The number of ISPs in the country rose from 23 in 2005 to 36 in
2011.13 Broadband and mobile phone services are provided by the three largest telecommunications
companies in the Middle East: Saudi Telecom Company (Saudi Arabia), Mobily (owned by Etisalat of
the United Arab Emirates), and Zain (Kuwait).
Internet cafes, once prevalent, have become less popular in recent years due to the broad availability
and affordability of home broadband access. With the departure of many power users, internet cafes
are now mainly used by youth from lower socio-economic backgrounds to congregate and socialize.
Due to a mandate issued by the Ministry of Interior (MoI) on April 16, 2009,14 all internet cafes must
close by midnight, compliance of which is ensured by the police.15 These measures were ostensibly
designed to crack down on internet use by extremists, but in practice they allow the police to deter
any activity that the government may find objectionable. Conversely, coffee shops have grown in
popularity among business people, young adults, and single males, who enjoy free Wi-Fi access with
their paid beverages.
Previously, all internet governance fell under the purview of the Internet Services Unit (ISU), a
department of the King Abdulaziz City for Science & Technology (KACST). Established in 1998
and reporting directly to the Vice President for Scientific Research Support of KACST, the ISU now
only provides internet access to government departments, as well as Saudi research and academic
institutions.16 In 2003, the Communication and Information Technology Commission (CITC) became
responsible for providing internet access to the private sector.
The CITC establishes policies and enforces regulations on ICT services, including duties such as
managing tariffs, performing content filtering, and licensing providers.17 Under the 2007 AntiCyber Crime Law, the CITC also assists the Ministry of Interior (MOI) in monitoring extremists and
political activists.18 While both the CITC and KACST claim to enjoy administrative and financial
independence, there is no evidence to support this. On the contrary, the CITC chairman is also the
Minister of Communications and Information Technology, while the KACST President reports directly
to the Prime Minister and is appointed by the King. Board members consist of government officials,
appointed to these roles on the basis of their position within the government.

13 CITC, “Annual Report, 2011” [in Arabic], Kingdom of Saudi Arabia, 2012, http://www.citc.gov.sa/arabic/MediaCenter/
Annualreport/Documents/PR_REP_007.pdf.

For more information on this mandate, please refer to [Arabic] http://www.okaz.com.sa/okaz/osf/20090416/
Con20090416271112.htm.

14

“New hidden camera rule for Internet cafés”, Saudi Gazette, April 16, 2009, http://www.saudigazette.com.sa/index.
cfm?method=home.regcon&contentID=2009041635209

15
16

“ISU History”, KACST, March 2, 2013, http://www.kacst.edu.sa/en/depts/isu/Pages/about.aspx

17

“CITC Roles and Responsibilities”, CITC, March 2, 2013, http://www.citc.gov.sa/English/AboutUs/AreasOfwork/Pages/default.

aspx
18
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Limits on Content
The Saudi government continued to employ strict filtering over internet content throughout 2013
and early 2014. Authorities blocked dozens of news sites for failing to obtain a government license,
the first time that regulations on online publishing, enacted in 2011, have been enforced. The
General Commission for Audiovisual Media announced in April that it would begin to monitor
Saudi videos uploaded to YouTube to ensure compliance with local laws. These moves reflect a
growing regulation of online content, in line with authorities’ strict control over traditional media.
Although high levels of social media use has translated into a growing diversity of content online,
self-censorship remains prevalent when discussing topics such as politics, religion, or the royal
family. Overall, these tools have also been used by ordinary citizens and human rights activists in
order to raise awareness on issues surrounding poverty, gender inequality, and corruption. However,
numerous arrests and lengthy prison sentences have had an overall chilling effect on online activism
(See “Violations of User Rights”).
Past reports indicated that at least 400,000 websites that are considered immoral or politically
sensitive are inaccessible within the country. Officially, sites that are judged to contain “harmful,”
“illegal,” “anti-Islamic,” or “offensive” material are routinely blocked, including pages related to
pornography, gambling, and drugs. While part of the government’s blocking policy is designed
to disrupt terrorist networks and the dissemination of extremist ideology, the government also
blocks any content that it deems harmful to society or challenging to the royal family. Criticism
of Saudi Arabia or other Gulf Arab States is not tolerated, and neither are sites that organize
political opposition or question the ruling family’s strict conception of Islam.19 The extensive
list of sites blocked under these policies is supplemented by an additional list formulated from
recommendations by members of the public.20
On March 13, 2014, the Ministry of Information announced it had blocked 35 unlicensed online
publications. The websites were blocked for failing to obtain a government license under an online
publishing law that was passed in January 2011, but not implemented until now.21 Abdelaziz al-Oqail,
assistant undersecretary at the Ministry of Information and Culture, told al-Hayat on March 21 that
another list of publications would be blocked, without providing more details.22 A spokesman from
the Ministry of Culture and Information stated that any electronic newspapers that contained false
information or offensive content, such as material that offended Islam, Saudi Arabia, or national
traditions, would be shut down. Online publications must obtain a license from the Ministry of
Culture and Information, which lasts for three years and can only be granted to citizens that have
passed high school and are at least 20-years-old. Editors-in-chief must also be approved by the
ministry.23

“The censorship policy of websites that spread extremist ideologies has proven its success”[in Arabic], AlArabiya.Net,
December 22, 2012, http://www.alarabiya.net/articles/2012/05/29/217356.html.

19

20 “General Information on Filtering Service”, Internet.gov.sa, June 22, 2013 http://www.internet.gov.sa/learn-the-web/guides/
content-filtering-in-saudi-arabia
21 Rory Jones and Ahmed al-Omran, “Saudi Arabia Plans to Regulate Local YouTube Content,” Wall Street Journal, April 24,
2014, http://online.wsj.com/news/articles/SB10001424052702304518704579521463293165726?cb=logged0.6177338273264468.
22 “35 online newspapers blocked for not getting a license,’’ March 13, 2014, http://alhayat.com/Articles/1070630/-مالعإلا-ثتجت-35-ةفيحص-ةينورتكلإ-نم-اهروذج----و6-ىرخأ--دفنت-اهدلجب

“ ‘Offensive’ e-papers face closure in Saudi Arabia,” Al Arabiya, February 17, 2014, http://english.alarabiya.net/en/media/
digital/2014/02/17/Offensive-e-papers-face-closure-in-Saudi-Arabia.html.

23
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In another bid to regulate online content, the General Commission for Audiovisual Media
announced that it will begin to monitor YouTube videos made in Saudi Arabia for compliance with
local laws. The president of the commission, Riyadh Najm, told the Wall Street Journal, “We will make
them aware of what’s acceptable in Saudi Arabia… Criticism is acceptable as long as it’s professional
and constructive.” Prohibitions would include nudity, alcohol, tobacco, and acts of a sexual nature,
although it is still too early to how the government will censor in practice.24
Websites and social media pages belonging to human rights or political organizations, such as
the Saudi Civil and Political Rights Organization (ACPRA) and the Arab Network for Human Rights
Information (ANHRI), are blocked.25 Sites belonging to several Saudi religious scholars and dissidents
are blocked,26 as well as those related to the Shi’a religious minority, such as Rasid,27 Yahosein,
and Awamia.28 Authorities also block the website of the Islamic Umma Party, the country’s only
underground (and illegal) political party, which has called for the royal family to step down.
The CITC also censors individual social media pages that demand political reforms or basic civil
rights. These include the Facebook pages of Abdullah al-Hamid and Mohamed Saleh al-Bejadi, wellknown Saudi human rights activists and co-founders of the ACPRA,29 as well as the Twitter accounts
of Saudi human rights activist and blogger Nouf Abdulaziz,30 Saudi journalist and political activist
Muhana al-Hubail, and the head of the organization “Monitor of Human Rights in Saudi Arabia”
Waleed Abo al-Khair.31 Authorities also blocked the official website for the “October 26th Women
Driving campaign” on September 29th, 2013. One week later, a mirror site was also blocked.32 In
early 2013, the government also temporarily blocked millions of Twitter pages in an experiment to
test its capabilities.33
Authorities have occasionally moved to block entire online products and services for breaching
the country’s strict laws. In September 2012, the government threatened to block all of YouTube
if Google did not restrict access to the controversial “Innocence of Muslims” video containing an
offensive depiction of the Prophet Mohamed. Google later blocked the video in Saudi Arabia.34
The CITC also has an aggressive stance toward Voice over Internet Protocol (VoIP) services that

24 Rory Jones and Ahmed al-Omran, “Saudi Arabia Plans to Regulate Local YouTube Content,” Wall Street Journal, April 24,
2014, http://online.wsj.com/news/articles/SB10001424052702304518704579521463293165726?cb=logged0.6177338273264468.

According to the Alkasir.com, which provides information on blocked websites, the URLs acpra6.org and anhri.net are
blocked in Saudi Arabia. See https://alkasir.com/map, accessed March 2, 2013.

25

Blocked websites of Saudi religious scholars include: www.almoslim.net, www.albrrak.net, and islamqa.info/ar. “Blocking
some sites because they violate rules and spread bold ideas and theses” [in Arabic], AlArabiya.net, April 6, 2012, http://www.
alarabiya.net/articles/2012/04/06/205754.html.

26

“A list of blocked sites from within Saudi Arabia” [in Arabic/English], Adala Center], December 22, 2012, http://www.
adalacenter.net/?act=sec&pg=39.

27
28

See https://alkasir.com/map viewed March 2, 2013.

“A list of blocked sites from within Saudi Arabia” [in Arabic/English], Adala Center, ],December 22, 2012, http://www.
adalacenter.net/?act=sec&pg=39.

29

30

See http://nofah.com/wordpress/.

31

See https://twitter.com/abualkhair.

Osama Khalid, “Saudi Authorities Block Women Driving Websites,” Global Voices, October 8, 2013, http://
globalvoicesonline.org/2013/10/08/saudi-authorities-block-women-driving-websites/.

32

“Saudi Authorities performs an experiment to block millions of Twitter links” [in Arabic], Anhri.net, March 6, 2013, http://
www.anhri.net/?p=72079.

33

“YouTube blocks ‘Innocence of Muslims’ in Saudi Arabia”, AlArabiya.net, September 19, 2012, http://english.alarabiya.net/
articles/2012/09/19/238987.html.
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circumvent the country’s regulatory environment and, by some indication, the surveillance apparatus.
So far only Viber has been blocked, though authorities have threatened to institute further
restrictions on services such as Whatsapp or Skype.35 BlackBerry services were temporarily stopped
on June 30, 2012 following glitches experienced by the BlackBerry maker Research in Motion,
according to Saudi Telecom Company (STC). There was no evidence to suggest that the government
was behind the short suspension.36
There were several incidents in which pressure from social media users and online newspapers led
to users deleting “controversial” tweets, disassociating themselves from their accounts, or even
deleting their accounts. For instance, Twitter user Hesaah al-Sheikh disassociated herself from her
account after public anger erupted over her tweet in which she equated listening to the singer
Mohamed Abdo as listening to Allah.37 Disassociating oneself from a Twitter account is common in
Saudi Arabia, particularly when simply deleting a controversial tweet is not enough to calm public
anger. Users who are deemed to have acted inappropriately often publicly declare that the account
does not belong to them and that another user is using their name to impersonate them, a common
occurrence in Saudi Arabia.38
These limitations are compounded by the self-censorship that online news moderators and site
owners must exercise. Gatekeepers frequently delete user-generated content that could be deemed
inappropriate or inconsistent with the norms of society, as they can be held legally liable for content
posted on their platforms.39
The government responds to takedown notices from members of the public, who can use a webbased form to submit a complaint regarding undesirable material.40 Sites can also be unblocked
through a similar process.41 Once an individual completes such a request, a team of CITC employees
determines whether the request is justified. The manager of public relations at the CITC said the
commission receives about 200 requests each day, though he would not comment on how often
the CITC unblocks a site based on such an appeal.42 In one example, the CITC unblocked the website
Mustamel after the owners obeyed a request from the CITC to remove illegal advertisements.43
The government is somewhat transparent about what content it blocks. Users who attempt to access
a banned site are redirected to a page displaying the message, “Access to the requested URL is not
allowed!” In addition, a green background is displayed on sites blocked by the CITC, whereas sites
“CITC blocks Viber”, Saudi Gazette, June 5, 2013, http://www.saudigazette.com.sa/index.cfm?method=home.
regcon&contentid=20130605168659

35

36 “STC: BlackBerry service stoppage problem solved and service to return progressively” [in Arabic], Al-Madina Newspaper,
June 30, 2012, http://www.al-madina.com/node/387238?liv.
37 “Writer Hessa Al-Sheikh explains to ‘Sabq’: Twitter account impersonated my personality” [in Arabic], Sabq.org, December
26, 2012, http://sabq.org/Uuhfde.
38 “Saudi Minister of Culture and Information criticizes impersonation of intellectuals” [in Arabic], AlArabiya.net, March 2,
2013, http://www.alarabiya.net/articles/2012/11/20/250707.html
39 “Raif Badawi’s wife provides “Anhaa” with the list of charges against her husband and calls for his release [in Arabic], Anhaa,
April 25, 2013, http://www.an7a.com/102662.
40

The CITC block-request form is available at http://bit.ly/aRBpYa.

41

The CITC unblock request form is available at http://www.internet.gov.sa/resources/block-unblock-request/unblock/.

“About 300,000 requests to block sites in Saudi Arabia annually” [in Arabic], Ajl.com.sa, January 13, 2010, http://www.
burnews.com/news-action-show-id-12100.htm.

42

“For the second time Haraj site blocked in Saudi Arabia” [in Arabic], Qbas, March 26, 2013, http://qbas.org/home/news.
php?action=show&id=3585
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blocked by the Information Ministry for licensing violations have a blue background. Still, a full list
of banned sites is not publicly available. The country’s two data service providers must block all sites
banned by the CITC,44 and failure to abide by these bans may result in a fine of up to SAR 5 million
($1.33 million), according to Article 38 of the Telecommunication Act.45 It should be noted, however,
that many Saudi internet users have become savvy at using circumvention tools such as Hotspot
Shield, which allows users to access a virtual private network (VPN) to bypass censorship.46
After two years in which the space for moderate government criticism slowly opened, new anti-terror
laws have had a chilling effect on users. Social media users are increasingly careful about what they
post, share, or “Like” online. Users who express support for extremism, liberal ideals, minority rights,
or political reforms, in addition to those who expose human rights violations, are closely monitored
and often targeted by the government. Questioning religious doctrine is strictly taboo, particularly
content related to the Prophet Mohamed. Influential Twitter users, such as Essam al-Zamil, are
growingly fearful of expressing support for outspoken activists who have been recently sentenced to
jail time. Government consultants have stopped contributing to foreign newspapers due to pressure
from other government agency representatives.
With so much activity occurring on social networks, the Saudi government maintains an active
presence online as a means of manufacturing consent for its policies. It is believed the government
employs an “electronic army” to constantly post progovernment views, particularly on social media.
Progovernment trolls have taken to “hashtag poisoning,” a method of spamming a popular hashtag
in order to disrupt criticism or other unwanted conversations through a flood of unrelated or
opposing tweets. Through the use of a “bot,” such as those provided by Yoono.com, one individual
can send thousands of tweets to a hashtag at the same time.47 While the tweet may contain the
same message, the bot sends the tweet on behalf of numerous fabricated accounts, created by
combining random photos of faces with names searched from the internet. The government also
influences online news reporting by offering financial support to news sites such as Sabq and Elaph
in return for coordination between site editors and the authorities.48
Whereas the authorities provide monetary support to progovernment websites, the owners
of opposition websites can come under strong financial pressures as a result of the country’s
environment of censorship. Revenue from third-party advertisers can be heavily impacted by a
government decision to block a website. The government can also request advertisers cancel their
ads on a particular website in order to pressure the website to close. Restrictions on foreign funding
further inhibit the sustainability of websites that are critical to the ruling system. Numerous sites
have been closed for copyright violations,49 or for featuring advertisements for drugs.50 In addition,

44

CITC, “General Information on Filtering Service,” September 30, 2010, http://bit.ly/yhOPwD.

45

Telecommunication Act found here [in Arabic]: http://bit.ly/16Jzjj5.

46

Saudis refer to this circumvention tool as a “proxy breaker.”

“Fake accounts and drowning the hashtag in Twitter [in Arabic], Osama Al Muhaya, March 16, 2013, http://osamh.me/blog/
wp-content/uploads/2013/03/twitterstudy.pdf

47

“Othman Al-Omair in Turning Point 8-5” [in Arabic] MBC (YouTube), December 24, 2012, http://www.youtube.com/
watch?feature=player_embedded&v=r9oqwtWiSYA.

48

“CITC closed down Haraj site after advertising half kilo Hashish”, [in Arabic], AlSharq Newspaper, March 30, 2013, http://
www.alsharq.net.sa/2013/03/30/783097

49

“Saudi Arabia closes 52 sites violated intellectual property copyrights” [in Arabic], Ameinfo.com, October 16, 2012, http://
www.ameinfo.com/ar-248952.html
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several political opposition websites such as Humanf, Saudihr, Hummum, and Alwaqa have ceased
operations in recent years, presumably because of pressure from the MoI.
While opposition blogs and online forums were once the main instrument for discussing political
and social matters, most Saudis now use social media to share information and express opinions.
According to Abdul Rahman Tarabzouni, the Head of Emerging Arabia at Google, Saudis collectively
watch 190 million YouTube videos per day, the highest amount of views per capita of any country in
the world.51 There are now dozens of comedic channels on YouTube, the most popular being “Eysh
Elly,” “La Yekthar,” and “3al6ayer,” which respectively have around 126 million, 51 million, and 39
million total views.52 Omar Hussein, host of 3al6ayer, has touched on political issues and come out in
support of women’s right to drive. On Eysh Elly, Badr Saleh compiles and makes fun of popular Saudi
YouTube videos.53 One reason for the success of these videos is their engagement in cautious rather
than harsh criticism and their restraint against pushing the limits too far. Saudi companies such as
C3 (Creative Culture Catalyst) and Jeddah-based UTURN have sprung up to provide funding and
support for video production in the kingdom, with great success.
In the past, the government turned a blind eye towards the online broadcasters.54 However, there are
worries that government plans to monitor Saudi-made YouTube videos will result in self-censorship
and pressure against users.
In limited cases, online activism has resulted in positive steps from the government. A YouTube
video of a Saudi man abusing a foreign worker for speaking to his wife has reportedly prompted
investigation from the government-sponsored Human Rights Commission.55 However, in the
majority of cases, those who upload or are featured in controversial YouTube videos may face
criminal charges. For example, three men were arrested in March 2014 for YouTube videos in which
they urged the king to improve living standards.56 (See “Violations of User Rights”)
Similarly, Twitter continued to grow as a platform for expressing sensitive issues. Indeed, when
interviewed, one Saudi described the country’s Twitter environment as a sort of virtual parliament
“where people from all political sides meet and speak freely.”57 Saudis are the largest adopters of
Twitter in the Arab world, with the number of users reaching 4.8 million, according to a report by
PeerReach.58 Twitter is also a platform where victims of human rights abuses speak out in an effort
to raise awareness and call for justice. Four Saudi princesses who say they have been locked up in
51

“The emergence of Google”, Arab News Newspaper, November 27, 2012, http://www.arabnews.com/emergence-google.

Other popular channels include ‘Quarter to Nine,’ ‘Sa7i,’ ‘Masameer,’ ‘Eysh Elly,’ ‘Fe2aFala,’ ‘Hajma Mortadda’ ‘Just For
Wanasah,’ and ‘Eysh Sar Fi Twitter.’ “Twitter usage in KSA grows ’10 times’ the world average,” Saudi Gazette, January 6, 2013,
http://www.saudigazette.com.sa/index.cfm?method=home.regcon&contentid=20130106148256.

52

53 Omar Ramzi, “Saudi Comedians test authorities’ limits online,” France24, February 24, 2014, http://observers.france24.com/
content/20140224-saudi-comedians-youtube-society-taboos.
54 Matt Smith, “Young Saudis getting creative on YouTube,” Reuters, November 18, 2013, http://www.reuters.com/
article/2013/11/18/us-saudi-youtube-idUSBRE9AH0GY20131118.

“Abuse video shocks Saudi Arabia,” November 1, 2013, http://edition.cnn.com/2013/10/31/world/meast/saudi-arabiabeating-video/index.html

55

56 “Saudi Arabia arrests three for dissenting YouTube Videos,” March 31, 2014 http://gadgets.ndtv.com/internet/news/saudiarabia-arrests-three-for-dissenting-youtube-videos-activists-502511.

“Twitter Gives Saudi Arabia a Revolution of Its Own,” Robert F. Worth, The New York Times, October 20, 2012, http://nyti.
ms/ORCPoc.

57

“Saudi Arabia war on twitter,’’ December 12, 2013, http://middleeastvoices.voanews.com/2013/12/insight-saudi-arabiaswar-on-twitter-79407/.
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isolation for 13 years have been active on the platform, resulting in international attention.59 Saudis
have also used hashtags such as “Breaking the fences,”60 and “elected Consultative Council” to
expose corruption by public officials or call for reforms.61 Prominent religious scholars, such as alAwdah, have even contributed to these debates on Twitter.62
On June 10, 2013, Saudi women took part in small “Sit-ins for Freedom” in several cities across the
country in support of their detained relatives. Over 140 protestors were arrested in the two days that
followed. The protests were organized the Twitter page @almonaseron, an advocacy group.63 On the
occasion of Saudi Arabia’s National Day (September 23), online advocacy groups arranged protests
using Twitter in Buraidah and other towns, where they demonstrated together with the families of
prisoners of conscience, particularly members of the ACPRA.64
Facebook is the third most visited site in the country65 with 7.8 million local users, according to a
report by the Social Clinic in cooperation with The Loft Creative Hub. 66 Over the past few years,
Facebook groups have been active in organizing low-level demonstrations in cities throughout the
country.67 However, more recently, the robustness of security forces in dismantling demonstrations
and seeking out protestors for arrest has forced many Saudis to devise more creative forms of
organized protest.
An online campaign, Saudi Nationality, has been started to change Article 7 of the Nationality Act,
which grants only Saudi men the right to pass on nationality to their children. The children of Saudi
mothers and non-Saudi fathers thus do not have access to public services.68 Online petitions have
also been created to demand the release of political detainees,69 such as journalist and teacher Tariq
al-Mubarak, who was arrested in October 2013 for supporting women’s right to drive.70
The anonymous Twitter user @Mujtahidd continues to criticize high profile members of the royal

59 Solana Larsen, “Captive Saudi Princesses Speak Out on Twitter,” Global Voices, March 11, 2014, http://globalvoicesonline.
org/2014/03/11/captive-saudi-princesses-speak-out-on-twitter/.
60

#كوبشلا_ميطحت

61

#بختنم_ىروش_سلجم

“Salman Al-Awdah calls for an elected Consultative Council in Saudi Arabia [in Arabic], Watan.com, December 29, 2012,
http://www.watan.com/news/world-news/2012-12-29/18048.
62

63 Osama Khalid, “Simultaneous ‘Sit-ins for Freedom’ Held Across Saudi Cities,” Global Voices, June 12, 2013, http://
globalvoicesonline.org/2013/06/12/simultaneous-sit-ins-for-freedom-held-across-saudi-cities/.
64 Hadeel Mohamed, “Blogging for Freedom on Saudi Arabia’s National Day,” Global Voices, September 25, 2013, http://
globalvoicesonline.org/2013/09/25/saudi-arabias-national-day-a-carnival-is-not-enough/.
65 “Twitter usage in KSA grows ’10 times’ the world average,” Saudi Gazette, January 6, 2013, http://www.saudigazette.com.sa/
index.cfm?method=home.regcon&contentid=20130106148256.
66 “The state of social media in Saudi Arabia, 2013,’’ January 2014, http://www.thesocialclinic.com/the-state-of-social-mediain-saudi-arabia-2013/.
67 These include ‘Islamic Umma Party’, ‘Kulna Hasm’ (which is associated with ‘Saudi Civil and Political Rights Association’),
“Rajab Revolution 1432 in Holly Mosques Land”, “Day of Anger in Saudi Arabia”, “the coalition of free youth”, “The national
campaign for supporting detainees in Saudi Arabia”, and “The Coordinating Committee for the Youth movement in Saudi
Arabia”.
68 Osama Khalid, “Campaign to Demand Saudi Nationality Gender Equality,” Global Voices, February 9, 2014, http://
globalvoicesonline.org/2014/02/09/campaign-to-demand-saudi-nationality-gender-equality/.
69

See https://www.change.org/petitions/the-saudi-king-government-free-tariq-al-mubarak.

Amira al Husseini, “Saudi Arabia Arrests Writer for Supporting Women Drivers,” Global Voices, November 1, 2013, http://
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family,71 and to provide detailed descriptions of state corruption.72 The popularity of the account has
more than doubled over a short period, increasing from around 410,000 Twitter followers in June
2012 to over 1.5 million as of May 2014.73 In 2013, the user shared the tweets of dozens of users who
defended the government using the exact same wording, thus evidencing the presence of a MoI
Twitter army.74 Due to apparent insider knowledge, the Mujtahidd account is believed to be operated
by a disgruntled member of the Saudi royal family.

Violations of User Rights
Saudi courts have passed some of the harshest prison sentences against online users in the world
over the past year, with numerous human rights defenders jailed for periods of 10 to 15 years for
their online activities. The legal environment surrounding online expression remains a significant
impediment to internet freedom, and it has only worsened over the past year. Authorities passed
an anti-terrorism law that equates “insulting the reputation of the state” or “calling for atheist
thought” with terrorism, allowing for the trial of numerous prisoners of conscience and human rights
defenders in special terrorism tribunals under broad national security laws. Furthermore, a new law
abolished time limits on arbitrary detention. Numerous Saudis have been detained for periods of
months–and sometimes years–at a time without charge. Over the past twelve months, the cases of
many of these victims were finally heard, only to result in lengthy prison sentences for expression
that should be protected as a right.
Saudi Arabia has no constitution, but the Basic Law of Saudi Arabia contains language that calls for
freedom of speech and freedom of the press, but only within certain boundaries. The 2000 Law of
Print and Press also addresses freedom of expression issues, though it largely consists of restrictions
rather than protections. Online journalists employed at newspapers and other formal news
outlets maintain the same rights and protections as print and broadcast journalists, and like their
counterparts, are also subject to close government supervision. Similarly, laws designed to protect
users from cybercrimes also contain clauses that limit freedom of expression. The 2007 Anti-Cyber
Crime Law assigns jail sentences and fines for defamation; the unauthorized interception of private
email messages; the hacking of a website to deface, destroy, modify, or deny access to it; or simply
the publishing or accessing of data that is “contrary to the state or its system.” 75
In late 2012, after an upsurge in defamation cases stemming from Twitter and the popular
messaging service WhatsApp, the CITC deployed a large-scale media campaign to remind Saudis
that “anyone who re-sends messages (via mobile phones and smartphone applications) that violate
the sanctity of the private lives of citizens through insult, mockery, and violation of the sanctity of
public morals, religious values and public order, will be sentenced to five years in jail, in addition to
a fine of SAR 3 million ($800,000).”76 On August 8, 2012, the MOI also introduced a new web-based
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form on its official website allowing internet users to complain about offensive comments made
online about them.77
Several laws passed over the coverage period have had a negative effect on the rights of internet
users in Saudi Arabia. On November 22, 2013, King Abdullah approved amendments that removed
a six-month limit on detaining individuals without court cases. The law, implemented in December,
established a legal basis for infinite arbitrary detention.
On January 31, 2014, the Interior Ministry issued new anti-terror regulations that criminalized any
form of association with banned religious or terrorist groups. Among many things, the law outlaws
Saudis from fighting in wars abroad, an issue that came to the forefront as a result of the Syrian civil
war. However, at home, the law defines terrorism in vague terms so that non-violent acts, such as
“insulting the reputation of the state,” “harming public order,” or “shaking the security of the state”
are criminalized as applicable offenses.78 Article 1 of the law defines “calling for atheist thought in
any form” as terrorism.79 Article 4 of the anti-terrorism regulations makes it clear that promoting,
expressing sympathy, or demonstrating affiliation with these banned groups includes “circulating
their contents in any form, or using slogans of these groups and currents [of thought], or any
symbols which point to support or sympathy with them” through audio, visual, or written format,
including websites and social media.80
The MoI introduced a new method for users to report offensive comments made toward them
by other users, opening the door for an upsurge in defamation lawsuits that may ultimately have
repercussions for freedom of expression. Overall, the MoI continues to enjoy relative impunity
over its abuses of online users. Some have reported that authorities have confiscated their cars,
computers, and other personal items indefinitely.
An alarming number of Saudi human rights activists, lawyers, and ordinary users were prosecuted
over the past year, with disproportionately large prison sentences passed by the country’s terrorism
tribunal. In general, outspoken bloggers face constant pressure by police authorities who engage
in periodical interrogations and threats to initiate legal proceedings.81 On June 24, 2013, seven men
from the Eastern province were sentenced to prison terms of 5 to 10 years and concomitant travel
bans of the same amount of time for allegedly inciting protest and damaging public order through
Facebook. They were convicted under Article 6 of the Anti-Cyber Crime Law, which deals with the
creation, distribution, and storage of materials that “harm public order.” The men were first arrested
in September 2011 and were held without charges until in April 2013, when their case came in front
of a special anti-terrorism court.82
“’Interior’ confronts social networking sites abuse.. electronically”, [in Arabic], Aleqtisadiah Newspaper, March 9, 2013,
http://www.aleqt.com/2012/08/08/article_681378.html
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80 For further information, see “Saudi Arabia: New Terrorism Regulations Assault Rights,” Human Rights Watch, March 20,
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82 According to Human Rights Watch, the seven individuals were Saleh al-Shaya’ (5 years), Hussein al Sulayman (7 years),
Mohamed al-Khalifa (8 years), Mostafa al Mujahad (6 years), Hussein al-Bathir (5 years), Ali al-Hadlaq (7 years), and Abd alHamid al-Amer (10 years). See “Saudi Arabia: 7 Convicted for Facebook Postings About Protests,” Human Rights Watch, June 30,
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On March 9, 2014, a Saudi appeals court upheld an eight-year sentence for a Saudi man found guilty
of using Twitter and YouTube to call on detainees’ family members to protest. He was also convicted
of “mocking” the king, religious officials, and government bodies.”83 One day later, another man
was sentenced to 10 years in prison and a US$ 26,600 fine for encouraging protests on Twitter and
using websites “hostile to the government and that promote deviant ideologies.”84 In both cases, the
names of the men were kept anonymous and it was not clear when they were first arrested.
Twitter users who expose the misdeeds of government officials or public sector employees are often
targeted by authorities. Well known human rights activist Mukhlif al-Shammari was sentenced to five
years in jail in June 2013 for allegedly damaging the country’s domestic and international reputation,
insulting religious bodies, and inciting discord. He was also banned from all media activity and
cannot travel abroad for 10 years. He had written several articles and posted a video to YouTube in
which two young girls described their mistreatment. In March 2014, he lost an appeal against the
sentence.85
Three lawyers–Abdel Rahman al-Subehi, Bander al-Nakithan, and Abdel-Rahman al-Remaih–were
referred to the public prosecutor in November 2013 after they had criticized the slow pace of judicial
reform on Twitter.86 They were given prison sentences of five to eight years in October 2014 for
charges relating to “insulting” and “interfering with the purview” of the ruler and the judiciary.87
In March 2014, three men were arrested for uploading separate YouTube videos in which they
decried the economic situation in the kingdom and called on King Abdullah to distribute wealth in a
more equitable manner. Mohamed Fahd al-Doussari was the first to post, with the other two videos
made in support of his call after it was widely circulated on Twitter and other social media. All three
individuals stated their full names and displayed their identity cards to the camera. According to
activist Waleed Abu al-Khair, the individuals do not know each other in real life and are “just regular
people” from different regions across the country.88
Well-known human rights lawyer Waleed Abu al-Khair was jailed on April 15, 2014 on numerous
charges including “disobeying the ruler,” “disrespecting the authorities,” “offending the judiciary,”
“inciting international organizations against the Kingdom,” “founding an unlicensed organization,”
and violating the cybercrime law. He is the head of the organization “Monitor of Human Rights in
Saudi Arabia” and the husband of Raif Badawi’s sister, human rights activist Samar Badawi.89 He was
sentenced to 15 years–of which 5 years were suspended–and an ensuing travel ban of 15 years on
July 6, 2014. He was tried under the Specialized Criminal Court, a terrorism tribunal. It is believed
83 “Saudi Arabia sentences person to 8 years in jail for twitter protest call,” The Express Tribune (Pakistan), March 10, 2014,
http://tribune.com.pk/story/681033/saudi-jails-person-for-8-years-for-twitter-protest-call/.
84 Mohammed Jamjoon, “Twitter posts land 2 Saudi men in prison,” CNN, March 12, 2014, http://edition.cnn.
com/2014/03/11/world/meast/saudi-arabia-twitter-jail/.
85 “Court upholds five-year jail sentence for well-known writer,” Reporters Without Borders, March 20, 2014, https://en.rsf.
org/saudi-arabia-court-upholds-five-year-jail-20-03-2014,46022.html.
86 Abeer Allam, “Saudi Arabia cracks down on twitter,’’ Al Monitor, March 20, 2014, http://www.al-monitor.com/pulse/ar/
originals/2014/03/saudi-twitter-crackdown-political-dissent.html.
87 ANHRI, “Three Saudi lawyers sentenced to jail for tweeting,” IFEX, October 30, 2014, https://www.ifex.org/saudi_
arabia/2014/10/30/jailed_for_a_tweet/.
88 Sarra Grira, “Saudis arrested for criticizing King Abdullah on YouTube,” France24, April 1, 2014, http://observers.france24.
com/content/20140401-saudis-chastise-king-abdullah-youtube-get-arrested.
89 Elham Manea, “Waleed Abdulkhair: Imprisoned!” Huffington Post, May 6, 2014, http://www.huffingtonpost.com/elhammanea/waleed-abulkhair-imprison_b_5267086.html.
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he was targeted for statements he had made on Twitter and various media outlets related to the
government’s handling of prisoners of conscience.90
On April 17, 2014, blogger and activist Fadhel al-Manafes was sentenced to 15 years in prison and a
fine of SAR 100,000 for “undermining national security and stability, inciting sedition and sectarian
divisions, disloyalty towards the king, publishing articles and communicating with foreign journalists
with the aim of harming the state’s image, and creating a banned association and inciting protests.”
He had been held since October 2011. Al-Manafes is also a founding member of the Al-Adalah
Center for Human Rights and maintains a blog that raises awareness of discrimination against the
Saudi Shiite community. 91
Victims have faced extended periods of arbitrary detention for their online activities. Hamza
Kashgari, a young Saudi writer, was released in October 2013 after almost two years in detention
without trial.92 He had been detained in Feburary 2012 after publishing three tweets detailing an
imaginary conversation with the Prophet Mohammed. Similarly, writer Turki al-Hamad was released
on June 5, 2013 after spending five months in detention.93 He had been arrested in December 2012
after tweeting “…we need someone to rectify [the Prophet] Mohamed bin Abdullah’s doctrine.”94
Any discussion that questions an aspect of how Islam is practiced in society commonly leads to
arrest. The incident inspired its own hashtag on Twitter and drew large amounts of both support and
criticism.
Others who have been in detention for several years have been sentenced to lengthy prison
sentences over the past year. Raif Badawi, co-founder of the Saudi Arabia Liberals website, had
his sentence increased from 7 to 10 years in jail, as well as 1,000 lashes and a fine of one million
Saudi riyals (US$ 266,000) in early May 2014.95 Badawi was charged with “setting up a website that
undermines general security” and “ridiculing Islamic religious figures.”96 He has been held since 2012
and had been cleared of apostasy charges in 2013, which could have brought the death penalty.
Also in May 2014, two bloggers that have been detained since 2012 were sentenced to long jail
terms. Sheikh Jalal Mohamed al-Jamal, who had been released in May 2013, was sentenced on an
appeal to five years in prison and a SAR 50,000 (US$ 13,000) fine. His website, Awamia, was found to
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Arabic], Sabq.org, December 24, 2012, http://sabq.org/Ygtfde.
94

95 Ludovica Iaccino, “Saudi Arabian Online Liberal Activist Raif Badawi Sentenced to 1,000 lashes,” International Business
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have “attacked the Saudi state.” Ali Jaseb Touhifah was sentenced to six years and an identical fine.
Touhifah has been detained since August 2012.97
Aside from these arrests, there are a number of other cases that reflect the Saudi authorities’ strict
control over free speech online. A young woman in Jeddah was questioned by the police because
her Twitter profile carried the motto used in the Arab uprisings, “The regime has to fall.” Her father
was asked to prevent her from tweeting, her mobile phone and laptop were confiscated, and she has
to sign a pledge not to tweet.98 Tariq al-Mubarak, an online journalist and teacher, was detained by
police on October 27, 2013, shortly after publishing an article on Asharq al-Wasat.99 The article was
critical of religious extremists and the lack of freedoms in Saudi society.100
A number of political activists remain imprisoned from previous years. On March 9, 2013, a court
in Riyadh disbanded the human rights organization ACPRA and sentenced two of its members,
Abdulah al-Hamid and Mohammed al-Qahtani, to 11 years and 10 years of jail time respectively, in
addition to a travel ban equal in length to their jail sentences.101 Five years of their sentences were
based on Article 6 of the Anti-Cyber Crime Law, relating to the creation of a website that could
disturb social order.102 Five founding members of ACPRA are also currently in detention.103 Two
founding members of the Islamic Umma Party’, al-Wahiby and al-Gamidi,104 have been in prison
since February 2011.105 Both the ACPRA and the Islamic Umma Party base many of their operations
online.
Violent attacks against online users are rare, although in February a photojournalist named Hussein
Ali Madan Al-Faraj was shot during a police raid. Al-Faraj was known as the “Revolution’s Journalist”
for documenting protests and funerals in the Eastern Province, where Shi’ites form a majority. While
the government claims they encountered violent resistance, other reports stated he had gone to
document a heavy police raid targeting his neighbor. While the man was not home, both his son and
al-Faraj were killed by police.106
New registration requirements have also undermined the ability to use ICT tools anonymously
and free from government interference. As previously mentioned, the Ministry of Culture and
Information requires that all blogs, forums, chat rooms, and other sites obtain a license from the
Ministry to operate online, thus putting more pressure on online writers to self-regulate their
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content.107 Users are also legally required to use their real names and register with the government
when purchasing mobile phones. In 2012, the CITC introduced a new law making it mandatory to
enter a user’s ID number to recharge a prepaid mobile card, rendering it virtually impossible to use
prepaid mobile phones anonymously.108 Nevertheless, a black market has since emerged in which
vendors sell new SIM cards and prepaid refill cards with pre-existing ID numbers.109 To stop this
lucrative practice, the government is now considering linking these cards to fingerprints.110
Even anonymous users and writers who employ pseudonyms when making controversial remarks
face special scrutiny from the authorities, who attempt to identify and detain them. Surveillance is
rampant in Saudi Arabia; anyone who uses communication technology is subject to government
monitoring, which is officially justified under the pretense of protecting national security and
maintaining social order. The authorities regularly monitor websites, blogs, chat rooms, social
media sites, emails, mobile phone text messages, and messages sent through the very popular
service WhatsApp. Evidencing the government’s determination to monitor its citizens, the American
security expert Moxie Marlinspike published email correspondence with an employee at Mobily who
sought to recruit him to help the telecommunications firm intercept encrypted data from mobile
applications such as Twitter, Viber, Vine, and WhatsApp.111
In addition to direct government monitoring, access providers are required to monitor their own
customers and supply the authorities with information about their online activities, often without
legal process. Since 2009, the MOI has made it mandatory for internet cafes to install hidden
cameras and provide identity records of their customers. The security regulations also bar entrance
to anyone under the age of 18.
As ICT use has grown across the country, the threat of cyberattacks has also escalated. Several
government websites, including the Ministry of Interior were attacked in May 2013.112 A politically
motivated hacker took down the website oct26driving.org in October, posting a threatening
message in its place.113 In January 2014, 16 government websites were hacked by the Syrian
Electronic Army. 114
Alarmingly, according to a report from the University of Toronto’s Citizen Lab, the government has
coordinated with the Italian company Hacking Team in order to target Saudis in the region of Qatif
with surveillance malware. A legitimate news app titled Qatif Today, available to Android mobile
devices through the Google Play store, was manipulated in order to spy on users with an interest
in the Saudi region of Qatif, which has undergone numerous protests. A link circulated on Twitter
directed users to a Dropbox file that downloaded the phony app linked to Hacking Team, an Italian
107
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company that sells intelligence products to governments. Among other things, the app appeared to
be designed to grant authorities access to individuals’ mobile phone data, social network activity, as
well as real-time recording capabilities using the phone’s microphone and camera.115

Doug Bernard, “Saudi App Appears to Target Residents With Surveillance,” Voice of America, June 27, 2014, http://www.
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2013

2014

Population:

5.4 million

Internet Freedom Status

N/A

Partly
Free

Internet Penetration 2013:

73 percent

Obstacles to Access (0-25)

n/a

6

Limits on Content (0-35)

n/a

14

Violations of User Rights (0-40)

n/a

20

TOTAL* (0-100)

N/A

40

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Authorities introduced and selectively applied new restrictions for online news providers,
requiring ten of them to comply with takedown orders within 24 hours or risk forfeiting
an SGD 50,000 performance bond (see Limits on Content).

•

Three online news startups were subject to a new registration process requiring details
about all staff, and prohibiting foreign funding (see Limits on Content).

•

One online cartoonist was threatened with contempt of court charges for political
content. One prominent blogger was charged under the same law; his case his still
pending (see Violations of User Rights).

•

The prime minister initiated defamation proceedings against a activist-blogger, the first
time an individual blogger has been sued by a government leader; the case is pending
(see Violations of User Rights).
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Introduction
Singapore enjoys high and rising levels of digital connectivity. The internet has long been seen
by the republic’s technocratic leaders as a critical part of the national infrastructure for economic
growth and education. However, they are less enthusiastic about the internet’s potential for liberalizing political debate and enhancing democratic participation.
The People’s Action Party (PAP) government does not filter or block as a means of restricting political
expression, but it does make use of sedition, defamation, and contempt of court laws to manage
dissent. Officials initiated legal action against at least three bloggers during the coverage period.
Based on a history of punitive charges under broadly worded legislation, most established blogs and
news websites exercise a level of self-censorship, which varies based on their appetite for risk.
This self-censorship coexists with an unceasing flow of antigovernment comments online. The vigorous use of the internet by individuals and groups opposed to PAP dominance was cited as a key
factor behind the ruling party’s setbacks in the 2011 general election. Ahead of the next election,
expected in 2016, the government is exhibiting greater sensitivity towards online dissent. While its
interventions are not severe enough to neutralize the internet’s importance as a space for alternative
and more authentic voices, it may succeed in slowing down the growth of independent news sites
and in discouraging more organized activism.
In particular, officials appear to be trying to forestall any emergence of professionally-run, independent online news organizations with substantial reach, as has happened across the border in Malaysia. During the coverage period, three digital news startups were required to provide extensive registration information and forego foreign funding. One that refused was then banned from engaging
in any online activity. Separately, the government introduced a new regulatory framework for larger
online news media, strengthening official powers to control content through takedown requests and
levying a compliance-related bond. Though several sites could have met the framework’s criteria, it
was selectively applied to just ten commercial platforms with the capacity to conduct independent
news reporting; of those, just one appeared to fall outside the remit of existing media regulation.
None of these platforms, whether startups or established outlets, hosted particularly combative or
contested content, suggesting that this was part of a longer-term, preemptive strategy to suppress
systematized independent reporting online.
Aside from these regulatory innovations, the government was also active in the use of traditional,
offline legislative tools against bloggers. Although few in number, the cases sent a strong signal that
the government had no intention of adopting liberal democratic norms for political discourse.

Obstacles to Access
As a wealthy and compact city-state, Singapore has highly developed information and communication technology infrastructure. Seventy-three percent of households had internet access in
2013, while mobile phone subscriptions outnumbered residents by 56 percent.1 According to the

“Statistics,” International Telecommunication Union, accessed July 9, 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/
default.aspx.
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government telecommunications regulator Infocomm Development Authority (IDA), practically all
households used broadband connections.2 Its Intelligent Nation 2015 master plan aims to establish
an ultra-high-speed and pervasive network, with 90 percent home broadband usage by 2015. The
fiber-based Next Generation Nationwide Broadband Network (Next Gen NBN) reached 95 percent
of homes and businesses by July 2013.3 Home owners are offered free installation for the first 15
meters of fiber running into their homes. In addition, the national wireless network offers free public
access. In March 2014, the government announced that the number of hotspots would double to
10,000 by 2015.4
The digital divide cuts mainly along generational lines. While close to 100 percent of residents aged
7 to 34 reported in 2012 that they had used the internet in the past year, the percentage was 51
percent for those in their 50s and 16 percent for those 60 and older. In March 2014, the government
launched an SGD 8 million (US$6.4 million) Digital Inclusion Fund to increase internet access in lower-income households.5
The dominant internet service providers, which are also the mobile telephony providers, are Singapore Telecom (SingTel), Starhub, and M1. SingTel, formerly a state telecom monopoly and now majority owned by the government’s investment arm, has a controlling stake in Starhub. The market is
open to independent entrants, one of which, MyRepublic, launched a 1 Gbps broadband service in
early 2014 at markedly lower rates than the incumbents.6
The internet infrastructure is regulated by the IDA, a statutory body of the Ministry of Communications and Information (MCI), which takes instruction from the cabinet. In planning the all-fiber
Next Gen NBN, the IDA has promised a competitive industry structure that would avoid conflicts of
interest and allow retail service providers that offer services to end-users to purchase bandwidth
connectivity at nondiscriminatory and nonexclusive prices. However, in 2013, the IDA approved the
sale of the network company OpenNet, which is responsible for building and operating the passive
infrastructure, to a unit of SingTel. Due to other players’ concerns that the acquisition was anticompetitive, the IDA required that SingTel sell off 75 percent of its stake in that unit by April 2018.7

Limits on Content
The government has kept a 1996 promise not to block or filter any political content and has not
subjected online media to the same level of discretionary licensing that restrict newspapers and
2 “Infocomm Usage – Households and Individuals,” Infocomm Development Authority of Singapore, last modified June 17,
2014, http://www.ida.gov.sg/Infocomm-Landscape/Facts-and-Figures/Infocomm-Usage-Households-and-Individuals#2.

“Fact Sheet,” Infocomm Development Authority of Singapore, July 2013, http://www.ida.gov.sg/~/media/Files/Infocomm%20
Landscape/Infrastructure/Wired/NextGenNBNFACTSHEET.pdf.

3

4 “Wireless@SG to Offer Seamless Wi-Fi Connectivity, More Hotspots,” Infocomm Development Authority of Singapore, March
28, 2014, https://www.ida.gov.sg/About-Us/Newsroom/Media-Releases/2014/WirelessSG-to-Offer-Seamless-Wi-Fi-Connectivity-More-Hotspots.

“Bridging the digital divide,” Infocomm News from Singapore, April 17, 2014, http://www.ida.gov.sg/blog/insg/featured/
bridging-the-digital-divide/.

5

6 Irene Tham, “Singapore now provides one of the world’s cheapest home broadband connections,” The Straits Times, January
14, 2014, http://www.straitstimes.com/breaking-news/singapore/story/singapore-now-provides-one-the-worlds-cheapesthome-broadband-connecti.

Tan Weizhen. “IDA approves OpenNet sale to CityNet, but with conditions,” Today, November 21, 2013, http://www.todayonline.com/singapore/ida-approves-opennet-sale-citynet-conditions.
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broadcasters.8 However, during the coverage period of this report, it strengthened its power to issue
takedown orders to large commercial online news media, and imposed funding limitations on three
fledgling internet news publishing companies. Both measures can be seen as a preemptive move
against the future development of independent professional news sites that could seriously challenge the dominance of Singapore’s politically conservative mainstream media outlets, the way the
online news organization Malaysiakini has in Malaysia. The government is expected to incorporate
these powers into the Broadcasting Act in 2015.
The internet remains significantly more open than print or broadcasting as a medium for news and
political discourse, which flow online largely unhindered. Any restraint of online discourse is mainly
due to fear of post-publication punitive action—especially through strict laws on defamation, racial
and religious insult, and contempt of court (see Violations of User Rights).
However, the Broadcasting Act has included explicit internet regulations since 1996. Internet content
providers and internet service providers (ISPs) are licensed as a class and must comply with the act’s
Class License Conditions and the Internet Code of Practice. Under this regime, ISPs are required to
take “all reasonable steps” to filter any content that the Media Development Authority (MDA) deems
“undesirable, harmful or obscene.”9 Like the IDA, the MDA is a statutory MCI body and answers to the
cabinet. The Broadcasting Act empowers the MCI minister to prohibit disclosure of any directions to
censor content.10 This—together with the fact that most ISPs and large online media companies are
close to the government—results in a lack of transparency and public accountability surrounding
online content regulation.
As a matter of policy, the MDA blocks only a list of 100 websites, for the purpose of signposting
societal values. This floating list has never been made public, but is known to comprise mainly pornographic sites and perhaps a few overseas sites run by religious extremists.11 In November 2013,
the authorities took the unprecedented step of reaching beyond their list of 100 to block a controversial extramarital dating website, Ashley Madison. The Canadian company had declared its intention to launch in Singapore as part of its expansion into Asia, prompting complaints from conservative Singaporeans. The government said that the company “stands out” for its “flagrant disregard of
family values and public morality” and as a site that “aggressively encourages and facilitates extramarital affairs and has declared that it will specifically target Singaporeans.”12 Observers have noted

8 In a now-defunct web page titled “Myths and Facts about MDA and the Internet”, the Media Development Authority stated: “Fact: MDA does not stop religious and political bodies from putting up web sites.” Cited in Cherian George, Contentious
Journalism and the Internet (Singapore: National University of Singapore Press, 2006), 73.; Yip Yee Hui Josephine, “Internet Regulation – A Myth in Singapore?” The Singapore Law Review, November 30, 2013, http://www.singaporelawreview.org/2013/11/
internet-regulation-a-myth-in-singapore.
9 Conditions of Class Licence, Section 2A (2), Broadcasting (Class Licence) Notification under the Broadcasting Act (Chapter
28) Section 9, last revised May 29, 2013, http://www.mda.gov.sg/RegulationsAndLicensing/Licences/Documents/Internet%20
Services%20and%20Content%20Provider%20Class%20Licence/Class%20Licence%20%28Post%20ONLS%29.pdf.
10

Broadcasting Act (Chapter 28) Section 3(5).

“Internet,” Media Development Authority Singapore, Regulations & Liscensing, accessed July 9, 2014, http://www.mda.gov.
sg/RegulationsAndLicensing/ContentStandardsAndClassification/Pages/Internet.aspx.

11

“MCI’s response to PQ on the Ashley Madison website,” Ministry of Communications and Information Press Room, November 11, 2013, http://www.mci.gov.sg/content/mci_corp/web/mci/pressroom/categories/parliament_qanda/mci-s-response-topq-on-the-ashley-madison-website.html.

12

686

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Singapore

a trend of religious conservatives (mainly evangelical Christians) asserting themselves more in public
morality debates, with politicians sometimes pandering to their demands for censorship.13
The MDA can also issue takedown notices for specific content. In July 2013, the government informed parliament that the MDA had issued a total of 24 takedown notices since 1996, an average
of less than 1.5 per year. One was the 2012 Innocence of Muslims YouTube video, which several governments banned. Twenty-one were for pornographic content or advertisements for sex or sex chats,
and two involved gambling. In February 2014, another site was given a takedown order for promoting drug use. The information minister said the MDA had never directed websites to take down
content “just because it is critical of the Government.”14 However, several bloggers have publicly
acknowledged removing critical content under threat of criminal prosecution or defamation suits
(see Violations of User Rights), while others are widely believed to do the same behind the scenes.
The scale of such self-censorship cannot be ascertained, but is most likely routine among journalists
working online.
In June 2013, an individual licensing framework took effect for large online news sites, removing
them from the class license outlined above. Sites brought under this new framework are required
to comply with any takedown notice within 24 hours, and to put up a “performance bond” of SGD
50,000 (US$40,000) as an incentive to exercise best efforts.15 The bond is in line with the requirement
for television niche broadcasters.16 The MDA said that the bond could be in the form of a banker’s
guarantee, and that it was prepared to exercise flexibility if any site faced difficulty in complying with
this requirement.17
The framework only covers sites reporting an average of one article on Singapore’s news and current
affairs per week over a continuous two-month period, and receiving visits from a monthly average
of 50,000 unique IP addresses from Singapore over those two months. Ten news sites belonging
to media corporations were considered to qualify. Seven are run by Singapore Press Holdings, the
publisher of most of Singapore’s newspapers, while another two belong to the government-owned
national broadcaster, MediaCorp. Newspaper, television, and radio companies are already subject to
discretionary individual licensing and traditionally cooperate with government. Yahoo Singapore’s
news site, the only one of the ten not belonging to national mainstream media, was the likely trigger
for the new regulation. Yahoo News operates a small newsroom of full-time reporters dedicated to
covering Singapore for a local audience on a daily basis. Previously unencumbered by any discretionary permit system, it was sometimes slightly bolder in its political coverage, which may have
drawn policymakers’ attention to the regulatory loophole. However, neither it nor any of the other
nine sites could be said to have had a track record of intransigence towards political pressure, and all
Terence Chong, “Christian Evangelicals and Public Morality in Singapore,” ISEAS Perspective 17 (2014): 1-11, accessed July
9, 2014, http://www.iseas.edu.sg/documents/publication/ISEAS_Perspective_2014_17-Christian_Evangelicals_and_Public_Morality_in_Singapore.pdf.

13

“MCI’s response to PQs on Licensing Framework for online news sites,” Ministry of Communications and Information, July 8,
2013, http://www.mci.gov.sg/content/mci_corp/web/mci/pressroom/categories/parliament_qanda/mci_s_response_topqsonlicensingframeworkforonlinenewssites.html.

14

Broadcasting (Class Licence) Notification under the Broadcasting Act (Chapter 28) Section 9, revised May 29, 2013, G.N. No.
S330/2013.

15

“Fact Sheet – Online news sites to be placed on a more consistent licensing framework as traditional news platforms,”
Media Development Authority Singapore, May 28, 2013, http://www.mda.gov.sg/AboutMDA/NewsReleasesSpeechesAndAnnouncements/Pages/NewsDetail.aspx?news=4.

16

“Online Licensing Framework,” Factually, last modified June 24, 2013, http://www.gov.sg/government/web/content/govsg/
classic/factually/20130618-factually-onlinelicensingframework.

17
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10 agreed to comply with the new system. Since it is unlikely that any of the 10 sites would disobey a
takedown request, the full implications of the online licensing system—including whether refusal to
comply would result in the unprecedented ban of a news site—may remain untested.
The new licensing framework was made public through a press release three days before it was implemented, highlighting the lack of transparent and politically independent processes for making or
applying regulations.18 Bloggers and other observers complained that many of its details were unclear, including how the site’s audience was measured.
In parliament, the government denied that the new regulations were intended to stifle independent
news coverage or criticism. It promised that the 10 sites would be consulted on the specifics of the
licensing conditions to ensure that their operations would be virtually unaffected. Though prominent
socio-political sites such as The Online Citizen qualified for the new licensing regime due to their
large audience size and current affairs content the government said it was not considering extending the new rules to blogs that provide mainly commentary and did not perform regular original
reporting.19 However, these assurances were not written into the regulations and only deepened unease about their arbitrary application.20
While this framework was designed for the largest news sites, the government’s other main regulatory maneuver of 2013 targeted smaller start-ups with ambitions to go commercial. Most socio-political blogs generate negligible revenue and therefore lack the manpower to generate original reporting and commentary on a daily basis. However, a new start-up, The Independent, announced its
ambition to develop a professionally run current affairs site.21 The team behind it included P. N. Balji,
formerly editor of two national daily newspapers. Claiming that The Independent was on the brink
of receiving foreign funding—which its owners denied—the government imposed new operating
conditions on the company in July 2013.22 The publisher was required to sign an undertaking not to
receive funds from foreign sources other than commercial advertising and subscription revenue. In
addition, it had to submit detailed personal information about its owner, editorial team, and source
of funds, including the names and national identity card numbers of individual funders, to the MDA.
After some back-and-forth over the exact wording of the declaration forms, the group agreed to the
terms.23
The same conditions were applied to Breakfast Network, another new online operation with a
corporate existence and an editor-publisher with significant newspaper experience. In this case the
publisher decided that the requirements were too onerous and opted to close the site rather than

Tessa Wong, “New MDA licensing scheme for new websites,” AsiaOne, May 28, 2013, http://news.asiaone.com/News/Latest%2BNews/Singapore/Story/A1Story20130528-425717.html.

18

Choo Zheng Xi, “MDA’s licensing regime: why YOU should care,” The Online Citizen, May 30, 2013, http://www.theonlinecitizen.com/2013/05/mdas-licensing-regime-why-you-should-care/.

19

Choo Zheng Xi, “MDA’s belated “assurances”: Don’t let your guard down,” The Online Citizen, May 31, 2013, http://www.
theonlinecitizen.com/2013/05/mdas-belated-assurances-dont-let-your-guard-down/.

20

“About,” The Independent – Singapore, accessed July 9, 2014, https://www.facebook.com/TheIndependentSG/info; “Investor
Relations,” The Independent, accessed July 9, 2014, http://theindependent.sg/investor-relations/.

21

“Registration of new website to guard against foreign influence on Singapore politics,” Media Development Authority
Singapore, July 29, 2013, http://www.mda.gov.sg/AboutMDA/NewsReleasesSpeechesAndAnnouncements/Pages/NewsDetail.
aspx?news=3.

22

“The Independent explains time lag,” The Independent, Nov 28, 2013, http://theindependent.sg/independent-explains-time-lag/.
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register. In December 2013, the MDA issued a statement prohibiting the firm from operating “any
iteration” of the website, including its Facebook page and Twitter feed.24 The owner responded
by winding up the company, though the group’s Facebook page continues to operate. A third site,
Mothership, was subject to the same funding and registration requirements in April 2014 and assented.25 The site, which carries current affairs commentary along with humor and lifestyle stories, is
owned by a social enterprise chaired by retired top civil servant Philip Yeo. Like Breakfast Network,
it was not accused of courting overseas backers. Nevertheless, in each case, the MDA said that its
structure as a corporate entity made it “more susceptible to coming under foreign influence through
foreign funding.”26
The new restrictions were built on preexisting regulations. There was already a registration system
in place for sites deemed to be providing political or religious content, which required them to file
with the regulator personal particulars, including the employment details, of the site’s owners and
everyone involved in its operations. Through the years, a handful of sociopolitical sites were asked
to register. Singapore’s first independent online magazine, Sintercom, closed down soon after registering in 2001, when its owner decided that registration implied an unreasonable degree of liability
for the site’s content. However, most complied without being noticeably hindered. The revised registration process that the three start-ups were instructed to comply with in 2013-14 was more detailed
and less transparent. While the older registration forms—like most other media license application
forms—can be freely viewed on the MDA website,27 the new forms were not made public, prompting
criticism that the regulator was practicing “arbitrary and confusing enforcement of the law”.28
As for the foreign funding restrictions, these were first applied to online media shortly before the
2011 general election through separate legislation. The Online Citizen, the most active independent
blog at the time, was not only ordered to register as a political site, but also declared a “political
association” under the Political Donations Act of 2001, which banned it from receiving any foreign
funding or anonymous local donations totaling SGD 5,000 (US$4,000) or more per year. The ban on
foreign funding appears designed to close off the possibility of any Singaporean site replicating the
formula of independent news website Malaysiakini, which had a major impact in neighboring Malaysia after startup funds from foreign foundations helped it become commercially viable. The three
start-ups that the government singled out in the past year were not the most radical in Singapore’s
cyberspace, but stood out for wanting to place citizen journalism on a financially sustainable footing.
Since government restrictions have been highly selective and intermittent, the blogosphere and social media environment remains vibrant. YouTube, Facebook, Twitter, and international blog-hosting
services are freely available, and most bloggers are able to operate openly. Well-established independent sociopolitical blogs include The Online Citizen, TREmeritus and Yawning Bread. Their
Charissa Yong, “MDA: Breakfast Network must stop Facebook and Twitter Updates,” The Straits Times, December 13, 2013,
http://www.singapolitics.sg/news/breakfast-network-must-stop-facebook-and-twitter-updatesmda.

24

“Mothership.sg’s statement on the MDA regulations,” Mothership.sg, April 4, 2014, http://mothership.sg/2014/04/mothership-sgs-statement-on-the-mda-regulations/.

25

“Mothership.sg asked to register under Broadcasting Act,” AsiaOne, April 4, 2014, http://news.asiaone.com/news/digital1/
mothershipsg-asked-register-under-broadcasting-act.

26

Registration Form D for Class Licensable Broadcasting Services, Media Development Authority Singapore, accessed July
9, 2014, http://www.mda.gov.sg/RegulationsAndLicensing/Licences/Documents/Internet%20Services%20and%20Content%20
Provider%20Class%20Licence/RegFrmDSubOnlnNppJan2010.pdf.

27

Andrew Loh, “Breakfast Network – latest victim of Government irrationality,” The Online Citizen, December 12, 2013, http://
www.theonlinecitizen.com/2013/12/breakfast-network-latest-victim-of-government-irrationality/.
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ability to act as whistleblowers and watchdogs is hampered by the lack of any right to information
laws and Singapore’s plaintiff-friendly defamation law. They are also constrained by being almost
entirely volunteer-run, with no capacity to engage in daily news reporting. Even before the government’s restrictions on fundraising, economic viability for independent online media was a remote
prospect, due to the small market for political news. In addition to sites devoted to politics and current affairs, there are several NGO sites contributing to debates within their respective spheres, such
as TWC2 on migrant worker rights and ACRES on wildlife protection.29
Overall, the main limitation on content results not from blocking, filtering, or takedown requests, but
self-censorship by the main news sites and blogs. Self-censorship is prompted partly by fear of the
strict application of defamation, contempt of court, and other laws (see Violations of User Rights).
Executives of larger media houses may also dread losing the PAP’s patronage. Compared with authoritarian regimes that are more fractured and offer alternative sources of elite support, power and
influence in Singapore are unusually centralized within the PAP’s top echelons. As a result, news
websites run by major media houses tend not to deviate significantly from the official line on controversial political issues. Universities and think tanks are not known to offer radically divergent views
either.
On online forums and social media, by contrast, discourse remains disproportionately critical of the
government. Since the 2011 election, individual ministers and government agencies have ramped up
and professionalized their social media capacity. Major government campaigns regularly and openly
commission bloggers and creative professionals who are not ideologically opposed to such relationships. There is no evidence of large scale deployment of cyber troops. However, PAP supporters
appear to be shedding some of their former reticence and, encouraged by their leaders’ example,
are expressing themselves more, especially on Facebook. The government’s efforts to increase its internet presence have at best narrowed the gap with its critics rather than extending its unfair offline
advantage into the online space.
The internet is regularly used for popular mobilization, the success of which is constrained less by
online regulation than by offline restrictions on fundraising and public assembly. Online activism
played a major role in voicing public opposition to the government’s early 2013 Population White
Paper, which planned for a large immigration-led population increase to 6.9 million in 2030.30 Facilitated by online publicity, activists organized a series of rallies at Hong Lim Park, the only venue
where outdoor gatherings are allowed without a permit. The reaction forced the government to
sidestep the population projection in February 2013.31 Another online campaign protested against
long-established rules prohibiting female police officers and nurses from wearing the Muslim
head-cover, the hijab, as part of their uniforms. The pressure was sufficient for the prime minister
and other cabinet ministers to meet with selected community leaders in January 2014 and promise
that the government’s position would gradually evolve.32

29 Transient Workers Count Too, accessed July 9, 2014, http://twc2.org.sg; Animal Concerns Research & Education Society, accessed July 9, 2014, http://acres.org.sg.
30

Our Population, Our Future, accessed July 9, 2014, http://population.sg/.

“Amended motion on white paper adopted; 6.9 m is not a target,” The Straits Times, April 18, 2013, http://www.singapolitics.
sg/news/amended-motion-white-paper-adopted-69-m-not-target.

31

Amir Hussain, “Govt’s stance on tudung issue evolving, says PM Lee,” Today, January 25, 2014, http://www.todayonline.com/
singapore/govts-stance-tudung-issue-evolving-says-pm-lee.
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The news website licensing framework triggered a #FreeMyInternet campaign during the coverage
period of this report.33 Most independent bloggers participated, but it did not succeed in changing
the government’s mind. The campaign also responded to the MDA’s actions against The Independent and Breakfast Network, and issued a statement in late 2013 warning that “the future of Singapore’s online space remains in jeopardy from being regulated by those who do not appear to know
what they are doing, and whose intentions remain unknown.”34

Violations of User Rights
While citizens are relatively free from major human rights abuses and enjoy high levels of personal
security in Singapore, the government places a premium on order and stability at the expense of
political opposition. During the coverage period, the prime minister sued a blogger for defamation,
while another blogger faced contempt of court charges. Police briefly detained an online cartoonist
for possible sedition and charged him with contempt of court, though proceedings against him were
later dropped. The authorities are believed to exercise broad legal powers to obtain personal data
for surveillance purposes in national security investigations, and in the past year, a government website began encouraging citizens to register before posting comments.
The republic’s constitution enshrines freedom of expression, but also allows parliament wide leeway
to impose limits on that freedom.35 As the ruling party has consistently controlled more than 90 percent of seats in the legislature, laws passed tend to be short on checks and balances. The Newspaper
and Printing Presses Act and the Broadcasting Act, which also covers the internet, grant sweeping
powers to ministers, as well as significant scope for the administrative branch to fill in the details
through vaguely articulated subsidiary regulations, such as the website licensing and registration
rules described in Limits on Content. Other laws that have been used against online communication, such as the Sedition Act and Political Donations Act, are open to broad interpretation by the
authorities.
The Sedition Act, dating from colonial times, makes it an offense “to bring into hatred or contempt
or to excite disaffection against the Government” or “to promote feelings of ill-will and hostility between different races or classes of the population of Singapore,” among other things.36 Punishments
for first-time offenders could include a jail term of up to three years. Newer provisions in the penal
code provide for jail terms of up to three years for offenders who act through any medium with the
“deliberate intention of wounding the religious or racial feelings of any person.”37 Singapore’s first
cases of imprisonment for online speech were under the Sedition Act in 2005, when one citizen was
sentenced to a month in jail and a second for a day for online postings insulting Muslims.38 This was
also the first prosecution under the Sedition Act since independence in 1965. One of the side effects

“#FreeMyInternet – Movement against new licensing requirements for online media,” The Online Citizen, June 1, 2013,
http://www.theonlinecitizen.com/2013/06/movement-against-new-licensing-requirement-for-online-media/.

33

“Free My Internet Press Statement on MDA,” Breakfast Network, December 26, 2013, https://www.facebook.com/notes/
breakfast-network/free-my-internet-press-statement-on-mda/442759222492140.

34
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Constitution of the Republic of Singapore, Section 14.

36

Sedition Act (Chapter 290) Section 3.

37

Penal Code (Chapter 224), Section 298.

Jaclyn Ling-Chien Neo, “Seditious in Singapore! Free speech and the offence of promoting ill-will and hostility between different racial groups,” Singapore Journal of Legal Studies 2011: 351-372, http://law.nus.edu.sg/sjls/articles/SJLS-Dec11-351.pdf.
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of Singaporeans’ free access to social media, bypassing experienced mainstream media gatekeepers,
is that members of the public now have more occasion to take racial or religious offense at content
circulating in the public sphere. Police investigations into these complaints appear to be a regular
occurrence, but rarely result in prosecutions, and none were reported in the period under review. In
most known cases, police intervention at an early stage has been enough to elicit apologies that satisfy the targets of the offending expression.
Defamation is criminalized in the penal code and punishable with a jail term of up to two years.39
To date, no charges have been brought under this law to punish online speech. Civil defamation
law is fearsome enough. PAP leaders have been awarded damages in the region of SGD 100,000 to
300,000 each (US$80,000 to US$240,000) in defamation suits brought against opposition politicians
and foreign media corporations.40 Electronic media have been on the receiving end: in 2002, a libel
suit was leveled at Bloomberg for an online column; it settled out of court and paid three leaders
damages totaling SGD 595,000 (US$477,000). The government has not heeded recommendations
by international human rights groups to introduce caps on compensation for nonmaterial harm to
reputation.41 There has also been no move to modernize Singapore’s plaintiff-friendly defamation
law in line with recent developments in British and other Commonwealth jurisdictions, which have
sought to safeguard legitimate political debate in the broader public interest. Similarly, the offense
of scandalizing the judiciary has been used in Singapore to punish criticism of the court that in most
democracies would be considered to fall within the norms of political debate. In 2008, a blogger was
sentenced to three months in prison for this offense.42
In April 2013, Singaporean cartoonist Leslie Chew was arrested over his satirical cartoon strip, Demon-Cratic Singapore, which he publishes on Facebook.43 The offending cartoon contained a thinly
veiled attack on the “racist government” of the fictional “Demon-cratic Singapore”, including a leader
who “abhors Malays”. He was held in custody for two days as part of an investigation into possible
offenses under the Sedition Act before being released on bail. The Attorney-General’s Chambers
(AGC) dropped that line of inquiry in July 2013,44 but charged him with contempt of court for scandalizing the judiciary.45 The AGC dropped the case in August 2013 when Chew took down four offending strips and apologized.46

39

Penal Code (Chapter 224), Sections 499-500.

Michael Palmer, “Damages in Defamation: What is Considered and What is Awarded?” Law Gazette, May 2005, http://www.
lawgazette.com.sg/2005-5/May05-feature3.htm.
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Freedom of Expression and the Media (London: Article 19, 2005), http://www.article19.org/data/files/pdfs/publications/singapore-baseline-study.pdf; “Singapore: End Efforts to Silence Opposition,” Human Rights Watch, October 17, 2008, http://www.
hrw.org/news/2008/10/22/singapore-end-efforts-silence-opposition.
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Committee to Protect Journalists, “Blogger sentenced to three months in jail; newspaper faces possible contempt charge
for criticizing judiciary,” International Freedom of Expression Exchange, September 22, 2008, http://www.ifex.org/singapore/2008/09/22/blogger_sentenced_to_three_months/.
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Demon-cratic Singapore, accessed July 9, 2014, https://www.facebook.com/DemoncraticSingapore.

“Criminal Investigations Against Chew Peng Ee,” Attorney-General’s Chambers, July 29, 2013, https://app.agc.gov.sg/
DATA/0/Docs/NewsFiles/AGC%20MEDIA%20STATEMENT_CRIMINAL%20INVESTIGATIONS%20AGAINST%20CHEW%20
PENG%20EE_29%20JULY%202013.pdf.
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45 “Commencement of Legal Proceedings Against Chew Peng Ee for Contempt of Court,” Attorney-General’s Chambers, July
25, 2013, https://app.agc.gov.sg/DATA/0/Docs/NewsFiles/AGC%20MEDIA%20STATEMENT_PP%20v%20CHEW%20PENG%20
EE%20LESLIE_25%20JULY%202013.pdf.
46 . Woo Sian Boon, “AGC drops contempt of court proceedings against cartoonist,” Today, August 7, 2013, http://www.todayonline.com/singapore/agc-drops-contempt-court-proceedings-against-cartoonist.
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In an unrelated case, blogger Alex Au faced contempt of court proceedings for the second time in
two years. In the first incident, the AGC alleged in 2012 that he had scandalized the judiciary in a
post arguing that “police, prosecutors and judges are more indulgent towards the well-connected.”
Au acceded to the AGC’s demand that he take down the post and apologize.47 However, he followed
it up with a critique of Singapore’s contempt laws, through which, he said, the executive had “effectively given our judiciary a blank check to be mercenary, biased, lazy and incompetent.”48 More than
a year later, in November 2013, the AGC again accused Au of scandalizing the judiciary in two recent
posts.49 Au is contesting these latest charges, for which the maximum penalty is two years in jail for
each offense. Following his lawyers’ advice, Au removed the two blog posts. At the end of the coverage period, the case was headed to court.50
Official intolerance of political speech was most notable in May 2014, when Prime Minister Lee Hsien
Loong sued activist Roy Ngerng for defamation. Ngerng’s blog, The Heart Truths, had regularly accused the government of providing citizens with inadequate returns from the Central Provident Fund
(CPF), a national pension scheme built on compulsory contributions from employees and employers.51 After the government announced a tightening of CPF withdrawal rules, Ngerng published a
graphic illustrating the connections between the CPF Board, the government’s investment arms, and
the prime minister, comparing this to a second graphic, from a news site, showing the organizational
structure of a church whose leaders were in court charged with misappropriating funds. Lee’s lawyers
said that the blog was thus claiming that the prime minister was guilty of criminal misappropriation
of Singaporeans’ money.52 Ngerng apologized and offered to pay damages of SGD 5,000 (US$4,000).
Lee’s lawyers rejected this as “derisory”, adding that Ngerng could be liable for aggravated damages
as he had emailed similar allegations to the media even after apologizing.53 Defamation proceedings
commenced at the end of the coverage period. An open letter to the prime minister, signed by more
than 50 citizens including prominent activists and bloggers, called for greater respect for freedom
of expression and argued that his threat of legal action was “an oppressive tool with undue chilling
effects on public discourse”.54 Marking the first time that an individual blogger was being taken to
court for defamation by a government leader, the case was seen by commentators as evidence of a
souring of relations between the ruling party and critical segments of the public.55

Alex Au, “Woffles Wu case hits a nerve,” Yawning Bread, June 18, 2012, http://yawningbread.wordpress.com/2012/06/18/
woffles-wu-case-hits-a-nerve/.

47

48 Alex Au, “Using power to give immunity to the powerful”, Yawning Bread, July 15, 2012, http://yawningbread.wordpress.
com/2012/07/15/using-power-to-give-immunity-to-the-powerful/.
49 Alex Au, “AGC versus me, the 2013 round,” Yawning Bread, November 27, 2013, http://yawningbread.wordpress.
com/2013/11/27/agc-versus-me-the-2013-round/.

Alex Au, “My contempt of court trial starts 21 October 2014,” Yawning Bread, October 21, 2014,
https://yawningbread.wordpress.com/2014/10/21/my-contempt-of-court-trial-starts-21-october-2014/.
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Roy Ngerng, The Heart Truths, http://thehearttruths.com.

52 Tham Yuen-C, “Blogger asked to remove defamatory post about PM Lee,” The Straits Times, May 19, 2014, http://www.singapolitics.sg/news/blogger-asked-remove-defamatory-post-about-pm-lee.

Nur Asyiqin Mohamad Salleh, “PM Lee rejects blogger’s offer of $5,000 as damages,” The Straits Times, May 27, 2014,
http://www.singapolitics.sg/news/pm-lee-rejects-bloggers-offer-5000-damages; Nur Asyiqin Mohamad Salleh, “Blogger misled
PM Lee, public a second time: Davinder Singh,” The Straits Times, May 27, 2014, http://www.singapolitics.sg/news/blogger-misled-pm-lee-public-second-time-davinder-singh.
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Howard Lee, “Citizen Statement on Prime Minister Lee’s Defamation Action against Mr Roy Ngerng,” The Online Citizen,
May 22, 2014, http://www.theonlinecitizen.com/2014/05/citizen-statement-on-prime-minister-lees-defamation-action-againstmr-roy-ngerng/.
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Catherine Lim, “An Open Letter to the Prime Minister”, catherinelim.sg: political commentaries on Singapore, June 7, 2014,
http://catherinelim.sg/2014/06/07/an-open-letter-to-the-prime-minster/.
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A more positive recent development is the emergence of a small handful of Singaporean lawyers
prepared to take on human rights and other public interest cases, including M. Ravi, Peter Low, and
Choo Zheng Xi. This increases the likelihood of defendants claiming trial, and opens up the possibility of the court system making incremental advances towards greater freedom of expression. When
blogger Han Hui Hui faced the threat of legal action from the Council of Private Education over
emails she sent to the media alleging that the body had lied to reporters, her lawyer Ravi helped her
apply to the courts for a declaration that a government body was not entitled to sue an individual
for defamation. Although the dispute was settled, Han and her lawyer said that they would persist in
their effort to get a High Court declaration on this legal question.56 Ravi is also representing Ngerng.
While many people communicate anonymously online in Singapore, registration is required for
some forms of digital interaction. Government-issued identity cards or passports must be produced
when buying SIM cards, including prepaid cards, and buyers’ details must be electronically recorded
by vendors. Registration for the Wireless@SG public Wi-Fi network also requires ID. Website registration requirements, although imposed on only a small number of platforms, have raised concerns
about unwarranted official intrusion into their operations. The owner of Breakfast Network declined to register because the MDA required the names of anyone involved in the “provision, management and/or operation of the website,” including volunteers.57 Starting from December 2013, the
government’s main citizen consultation portal, REACH, required users to log in to their Facebook
accounts before posting comments, in the belief that anonymity was encouraging irresponsible behavior on the site. Government leaders said they hoped the example would encourage the owners of
other Singaporean discussion platforms to follow suit, but have not required it.58
Even without registration, surveillance is “an accepted but hidden fact of life” and “few doubt that
the state can get private data whenever it wants,” as one technology blog put it.59 Under the sweeping Computer Misuse and Cybersecurity Act, for example, the minister for home affairs can authorize
the collection of information from any computer, including in real time, when satisfied that it is necessary to address any threat to national security.60 Court permission need not be sought. Failure to
comply with such orders is punishable with a fine of up to SGP 50,000 (US$40,000), a prison term of
up to 10 years, or both. Under the Criminal Procedure Code, police officers investigating arrestable
offenses may at any time access and search the data of any computer they suspect has been used in
connection with the offense.61 No warrant or special authorization is needed. Penalties for non-compliance can include a fine of up to SGP 5,000 (US$4,000), six months in prison, or both. With authorization from the public prosecutor, police can also require individuals to hand over decryption codes,
failing which they are liable to fines up to SGP 10,000 (US$8,000), jail terms up to three months, or
both.

Jeanette Tan, “Blogger Han Hui Hui seeks to reopen court case,” Yahoo! News Singapore, October 28, 2013, https://sg.news.
yahoo.com/blogger-han-hui-hui-challenges-council-of-private-education-to-sue-her-093853015.html.
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Breakfast Network, December 9, 2013, https://www.facebook.com/BreakfastNetwork.SG/posts/437024253065637.

Amir Hussain, “Laws needed in online sphere for accountability, says Shanmugam,” Today, November 30, 2013, accessed
July 9, 2014, http://m.todayonline.com/singapore/laws-needed-online-sphere-accountability-says-shanmugam.
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59 Terence Lee, “Singapore an advanced surveillance state, but citizens don’t mind,” Tech In Asia, November 26, 2013, accessed
July 10, 2014, http://www.techinasia.com/singapore-advanced-surveillance-state-citizens-mind/.
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Computer Misuse and Cybersecurity Act (Chapter 50A) Section 15A.
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In August 2013, international news reports said information leaked by former U.S. National Security
Agency contractor Edward Snowden revealed SingTel had facilitated intelligence agencies’ access to
the traffic carried on the major undersea telecommunications cable, SEA-ME-WE-3,62 but the news
did not provoke an outcry among Singaporeans. Members of parliament and other commentators
did appeal for more transparency regarding official surveillance efforts in the past year. Responding to a parliamentary question, the government said in October 2013 that, as part of the evidence
gathering process, law enforcement agencies made around 600 information requests a year to Google, Facebook, and Microsoft between 2010 and 2012. Most were for Computer Misuse and Cybersecurity Act offenses, while the rest were for crimes such as corruption, terrorist threats, gambling, and
vice. Although all requests were for metadata, agencies can request content data if required for investigating offenses, the government said.63 The Personal Data Protection Act enacted in 2012, which
comes into force in July 2014, exempts public agencies and organizations acting on their behalf.64
There were no violent incidents targeting internet users in the past year, though trolling and cyber
harassment have emerged as major concerns in official circles as well as among many internet users.
A section of the Straits Times website that reported on government websites being hacked was itself
attacked in November 2013, by a hacker using the moniker of the global hacktivist collective Anonymous.65 A new Protection from Harassment Bill was passed by parliament in March 2014, covering
online as well as offline and face-to-face communication. It provides both criminal and civil remedies
for victims of harassment, alarm, or distress. Where the offense is intentional, possible sanctions
include a fine of SGP 5,000 (US$4,000) and six months’ imprisonment. Civil remedies include protection orders and factual corrections of false statements.

62 Phillip Dorling, “Australian spies in global deal to tap undersea cables,” Sydney Morning Herald Technology, August 29, 2013,
http://www.smh.com.au/technology/technology-news/australian-spies-in-global-deal-to-tap-undersea-cables-20130828-2sr58.
html; Malay Mail Online, “Top-Secret expose: Singapore helping US spy on Malaysia,” Yahoo! News Singapore, November 25,
2013, accessed July 9, 2014, https://sg.news.yahoo.com/top-secret-expos-singapore-helping-us-spy-malaysia-052600023.html.
63 “Singapore Government’s Requests to Web Services Companies for User Data,” Singapore Parliament Reports, October 21, 2013, accessed July 10, 2014, http://sprs.parl.gov.sg/search/topic.jsp?currentTopicID=00005146-WA&currentPubID=00005228-WA&topicKey=00005228-WA.00005146-WA_1%2BhansardContent43a675dd-5000-42da-9fd5-40978d7931
0f%2B.
64 “Personal Data Protection Act Overview,” Personal Data Protection Commission Singapore, last modified February 28, 2014,
http://www.pdpc.gov.sg/personal-data-protection-act/overview.

“‘Anonymous’ hacker targets Straits Times website,” Today, November 1, 2013, accessed July 10, 2014, http://www.todayonline.com/singapore/anonymous-hacker-targets-straits-times-website.
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2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

7

7

Limits on Content (0-35)

8

8

Violations of User Rights (0-40)

11

11

TOTAL* (0-100)

26

26

53 million
49 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
yy

A new broadband policy called South Africa Connect was initiated in December 2013, with
aims to provide every citizen access to a broadband connection at a cost of 2.5 percent or
less of the average monthly income by 2020. This policy was complemented by the rollout
of broadband plans in provinces like Gauteng, which aim to provide free internet access to
the poor (see Obstacles to Access).

yy

There were no incidents of online censorship in South Africa during the coverage period,
though video clips from a new satellite news channel posted on YouTube were taken
down for alleged copyright violations in August 2013; some speculated political
motivation behind the requests (see Limits on Content).

yy

While the online sphere is becoming a dominant source of news and information for
South Africans, acquisitions by politically-aligned companies of major news outlets and the
launch of new media products by pro-ANC businesses indicated the government’s growing
influence in the media (see Limits on Content).

yy

The General Intelligence Laws Amendment Bill, enacted in July 2013, provides state security
agencies with an ambiguous authority to intercept “foreign signals intelligence” without
judicial oversight (see Violations of User Rights).
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Introduction
The digital media environment in South Africa can be described as generally free and open. A culture
of free expression exists online, with diverse content available. Moreover, potentially significant
moves by the government, such as the passage of a new broadband policy and funding of at least
one major public access broadband initiative, suggests a positive trend toward access to the internet
generally, especially for the poor. Access is a core concern for both civil society and the private
sector, and in this regard, there has been an effective collaboration of interests between public and
private players. While the Telkom monopoly remains a challenge in reducing overall landline costs,
and there remains a general perception that mobile operators overcharge to maximize profits, public
calls for a strengthening of the communications regulator to pay attention to these challenges are
positive signs.
The online sphere remains diverse and active in South Africa, and marginalized communities are
projected to benefit from new access initiatives over time. However, there is little evidence that the
industry as a whole—including service providers, internet intermediaries, and media houses—is
building a media environment based on principles of human rights and constitutional rights. The
cost of access remains high, largely from profiteering and monopolistic practices, and intermediaries
err on the side of caution when it comes to takedowns requests of illegal content. In August 2013,
several video clips of on-air blunders from the newly launched African satellite news channel, Africa
News Network 7 (ANN7), were taken down from YouTube for alleged copyright violations, though
some speculated political motivation behind the requests. Meanwhile, acquisitions by companies
of major news outlets aligned with the ruling African National Congress (ANC) ruling party and the
launch of new media products by pro-ANC businesses during the coverage period indicated the
government’s growing influence in the media.
The Protection of State Information Bill (POSIB), or so-called “Secrecy Bill,” made movements
toward becoming law in 2014, threatening to criminalize the possession and distribution of state
information, including online. Government surveillance powers increased with the passage of the
General Intelligence Laws Amendment Act (or “Spy Bill”) in July 2013, which ambiguously provides
security agencies authority over communications from foreign servers without judicial oversight.
Meanwhile, government requests for user data from Google and Facebook increased over the past
year.

Obstacles to Access
Although internet penetration has expanded rapidly in South Africa, in part due to the EASSY and
SEACOM fiber-optic cables, many believe that this expansion has not been fast enough for the
socioeconomic development needs of the country. Nonetheless, the internet is steadily spreading
across the country, with 49 percent of the South African population having access by the end
of 2013, up from 41 percent in 2012, according to the International Telecommunication Union
(ITU).1 A recent household survey released in August 2013 by Statistics South Africa, the official
statistics body in the country, stated that 41 percent of households have at least one member of

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

1
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the household who has access to the internet, whether at home, work, or at other locations such as
internet cafes. However, access tends to fall along socioeconomic lines, with less than 10 percent of
South African households enjoying the internet at home.2
Most internet users access the internet from their mobile phones,3 as fixed-line broadband reached
only 3 percent of the population in 2013.4 By contrast, mobile phone penetration is 148 percent5
as a result of separate subscriptions for voice and data services.6 According to ITU estimates, over
25 percent of South Africans have access to mobile broadband.7 Meanwhile, the average internet
connection speed in the country is 2.6 Mbps (compared to a global average of 3.9 Mbps), according
to May 2014 data from Akamai’s “State of the Internet” report.8 In addition, South Africa’s broadband
adoption (characterized by connection speeds greater than 4 Mbps) is about 8 percent of the
internet population, while the country’s narrowband adoption (connection speeds below 256 kbps)
is 2 percent.9
In an attempt to reach its universal service targets, the government, via the Universal Service and
Access Agency of South Africa (USSASA), has launched various access initiatives since 1994 such
as telecenters and multi-purpose community centers (now called Thusong centers). In December
2013, the Department of Communications implemented a new broadband policy called South Africa
Connect, which aims to provide every citizen with access to a broadband connection at a cost of 2.5
percent or less of the average monthly income by 2020.10 The policy also aims to give 90 percent of
South Africans access to a minimum speed of 5 Mbps.
In February 2014, the Gauteng provincial government awarded a ZAR 1.5 billion (US$135 million)
tender to develop the Gauteng Broadband Network to service 316 government owned buildings,
45 Thusong centers, 9 economic development zones, and 20 townships in the province. Access to
the internet at these points is expected to be free, with 95 percent of the province’s population
connected to high-speed broadband following the completion of the 1,600 kilometer fiber-optic
cable network in 2019.11
There are hundreds of ISPs in South Africa, with 170 ISPs belonging to South Africa’s ISP Association
“South Africa’s Internet access states revealed,” MyBroadband, August 26, 2013, http://mybroadband.co.za/news/
internet/85165-south-africas-internet-access-stats-revealed.html.

2

3 As the Statistics South Africa survey also found, nearly 80 percent of households only have mobile phones. See: “South
Africa’s Internet access states revealed,” MyBroadband, August 26, 2013.
4

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

5

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2013.”

6 Peter Lange, “South Africa – Telecoms, Mobile, Broadband and Forecases,” BuddeComm, June 18, 2014, http://www.budde.
com.au/Research/South-Africa-Telecoms-Mobile-Broadband-and-Forecasts.html.

International Telecommunication Union, “South Africa Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.

7

8 Akamai, “Average Connection Speed: South Africa,” map visualization, The State of the Internet Q1 (2014), http://www.
akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.
9 Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): South Africa,” map visualization, The State of the Internet,
Q1 2014; Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): South Africa,” map visualization, The State of the
Internet, Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

“South Africa Connect: the new broadband policy,” MyBroadband, December 8, 2013, http://mybroadband.co.za/news/
government/93243-south-africa-connect-the-new-broadband-policy.html.

10

Nontobeko Ndaba, “R1.5bn for cheaper internet access,” IOL Scitech, February 11, 2014, http://www.iol.co.za/scitech/
technology/telecoms/r1-5bn-for-cheaper-internet-access-1.1645111#.UvqA3bRdJzc.
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(ISPA),12 though the fixed-line connectivity market is still dominated by the Telkom monopoly13—a
partly state-owned company of which the government has a 39 percent share and an additional 10.5
percent share through the state-owned Public Investment Corporation—despite the introduction
of a second national operator Neotel.14 By mid-2013, Neotel was reported to have 3,000 business
customers and 152,000 consumer customers, compared to around 4 million customers using
Telkom’s service.
Meanwhile, there are five mobile phone companies—Vodacom, MTN, Cell-C, Virgin Mobile, and
8ta—all of which are privately owned except for 8ta, which falls under the partly state-owned Telkom.
Prices for mobile services are relatively expensive, while the quality of mobile services is reportedly
low.15 As pointed out by the research firm World Wide Worx, data charges as high as ZAR 1-2
(US$0.10-0.20) per megabyte has resulted in South Africa’s mobile internet uptake falling behind
other African countries, such as Nigeria and Kenya.16 South Africa’s mobile affordability ranked 33rd
out of 44 African countries surveyed by Research ICT Africa in 2012 for the cheapest price available
from dominant operators.17
While the market for telecoms is fairly open, cybercafes face regulatory controls that impact their
economic viability. Pursuant to Section 27(A)1 of the Electronic Communications Act, internet service
providers (ISPs) and internet cafes are required to register with the Film and Publications Board
(FPB), which falls under the Department of Home Affairs and is a relic, albeit a reformed one, of
the Apartheid publication censorship regime. The registration requirements are not unreasonably
onerous,18 though failing to register is an offence that may be subject to a fine, six months of prison,
or both. Although many internet cafes do register with the board, there is little public evidence of
enforcement.
Access providers and other internet-related groups are self-organized and quite active in lobbying
the government for better legislation and regulations. The autonomy of the regulatory body, the
Independent Communications Authority of South Africa (ICASA), is protected by the South African
constitution, although several incidents in 2011 involving ministerial policy directives sent to the
regulator have called into question the extent of its independence.19 In 2013, the Open Society
Foundation conducted a review of ICASA, which found that while the institutional structure of the

12

ISPA, “List of Members,” accessed August 15, 2014, http://ispa.org.za/membership/list-of-members/.

Quinton Bronkhorst, “SA’s biggest ICT challenges,” BusinessTech, December 26, 2013, http://businesstech.co.za/news/itservices/51088/sas-biggest-ict-challenges/.

13

As reported in Freedom House 2013, Neotel has chosen to focus on providing wireless internet and telecom services,
which has had minimal impact on last mile connectivity and the associated price of broadband.

14

“Mobile network quality: Vodacom vs MTN vs Cell C,” MyBroadband, February 6, 2014, http://mybroadband.co.za/news/
cellular/96253-mobile-network-quality-vodacom-vs-mtn-vs-cell-c.html.

15

Sarah Wild, “Bridging the gaping digital divide,” Mail & Guardian, August 16, 2013, http://mg.co.za/article/2013-08-16-00bridging-the-gaping-digital-divide.

16

Research ICT Africa, “South Africa’s Mobile Termination Rate Debate: What the Evidence Tells Us,” Policy Brief SA 2,
November 2012, http://bit.ly/1aFoaE7.

17

The applicant needs to provide his or her name, business name, national identification number, address and contact
details, and nature of his or her business. The cost of registration is ZAR 462 (US$47). See, Internet Service Providers
Association, “ISPA ISPs/Internet Cafés Training Course,” January 2011, http://bit.ly/1bmQTP5.
18

See: Freedom House, “South Africa,” Freedom on the Net 2012, http://www.freedomhouse.org/report/freedom-net/2012/
south-africa; Open Society Initiative for Southern Africa, South Africa, Public Broadcasting in Africa Series (Johannesburg: Open
Society Initiative for Southern Africa, 2010), http://bit.ly/GzyPq8.
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regulator, including in its independence from the state, is strong, the regulator lacks leadership and
independence, including financial independence, for it to be fully functional.

Limits on Content
There were no incidents of online censorship in South Africa during the coverage period, though
video clips from a new satellite news channel posted on YouTube were taken down for alleged
copyright violations in August 2013. ANC-aligned businessmen made significant inroads into the
media landscape by acquiring and launching new media products over the past year, indicating the
government’s growing influence in the media.
Internet content and social media platforms remain mostly free from government censorship and
interference in South Africa.20 YouTube, Facebook, Twitter, and international blog-hosting platforms
are freely available.
The Electronic Communications and Transactions Act of 2002 (ECTA) requires ISPs to respond to
take-down notices regarding illegal content such as child pornography, defamatory material, or
copyright violations. Members of the Internet Service Providers’ Association (ISPA)—the industry
representative body—are not held liable for third-party content that they do not create or select,21
though they can lose their protection from liability if they do not respond to takedown requests. As
a result, ISPs often err on the side of caution by taking down content upon receipt of a notice to
avoid litigation, and there is no incentive for providers to defend the rights of the original content
creator if they believe the takedown notice was requested in bad faith.22
Meanwhile, any member of the public can submit a takedown notice, and there are no existing
or proposed appeals mechanisms for content creators or providers. The Department of
Communications has suggested improving this with a new ECTA provision that would allow a service
provider to respond to the grounds of a complaint before acting upon a notice. The complainant
could then reconsider and decide to withdraw the notice or send a final takedown request that
would obligate the service provider to act or lose its protection from liability.23 This proposed
mechanism, however, still falls short of an actual appeals process, which remained absent as of
mid-2014.
The Film and Publications Board (FPB) also regulates media and internet content in South Africa,
The most recent report of government interference on freedom of expression online occurred in September 2012, when
the Constitutional Court upheld a 2011 Gauteng High Court judgment ruling the controversial 2009 amendments to the Films
and Publications Act of 1996 unconstitutional, based on the conclusion that the prescreening of publications (including internet
content) would affect the value of news and be an unjustifiable limitation on freedom of expression. Before the Constitutional
Court ruling, an art gallery successfully appealed the classification of a controversial painting of President Jacob Zuma known
as “The Spear,” which the ruling party tried to ban from public display and dissemination online. See, “South Africa,” Freedom on
the Net 2013.
20

The Ministry of Communications has recognized the association as an industry representative body under the act. The
association acts as an agent on behalf of its 160 members and provides the ministry with annual information about the total
number of take-down notices issued, the actions taken in response, and the final results. Most of the complaints lodged are
resolved amicably, with ISPA’s clients agreeing to take down the offending content.

21

Alex Comninos, “Intermediary Liability in South Africa,” Intermediary Liability in Africa Research Papers, 4, October 2012,
http://www.apc.org/en/pubs/intermediary-liability-south-africa.

22

Andrew Rens, “Notice and Take Down or Notice and Notice and Take Down?” ex Africa semper aliquid novi (blog),
November 30, 2012, http://aliquidnovi.org/notice-and-take-down-or-notice-and-notice-and-take-down/.
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though it has departed dramatically from its Apartheid-era predecessor’s censorship activities.
Today, the FPB focuses on content classification only.24 Critics, however, have pointed to the FPB’s
broadening powers following several amendments since 1996, when the body was created, which
increased the range of material classified by the Film and Publications Act (1996) and “reduced the
independence of the Board and the transparency of its appointment process.”25 In addition, ISPs
are required to register with the FPB and must reasonably prevent and report the distribution of
child pornography through their services. Nonetheless, in its 2013-2018 Strategic Plan published
in January 2014, the FPB recognized its “limited capacity and procedures for the regulation of
content distributed online and mobile platforms” and accordingly outlined a plan to implement the
requisite infrastructure needed to “establish an efficient and effective online and new media content
regulatory strategy for the country.”26
In August 2013, several video clips of on-air blunders from the newly launched African satellite news
channel, Africa News Network 7 (ANN7), were taken down from YouTube after they were uploaded
by members of the public.27 Although the takedown requests cited copyright violations, some
speculated political motivation behind the requests, given that ANN7 is controlled by the powerful
Gupta family from India, whose business dealings in South Africa and proximity to President Jacob
Zuma have come under intense public criticism.
While copyright violations comprise the majority of takedown requests, Google’s most recent
transparency report from the January to June 2013 reporting period noted that the platform had
received five court orders to remove eight items from its Blogger and Google+ services for content
related to bullying or harassment. Google also reported that it had received one request “from the
Counter Intelligence Agency to remove a blog post that allegedly infringed copyright by criticizing
a media release that the agency had issued.” The platform did not comply with any of the requests
from that period.28
Online self-censorship is low in South Africa, and the government does not actively try to limit or
manipulate online discussions. Nevertheless, the ANC-led government frequently complains about
antigovernment media bias, and in response, ANC-aligned businessmen have made significant
inroads into the media landscape by acquiring or launching new media products over the past few
years. Most recently, the Independent News & Media consortium, which has over 13 mainstream
newspapers under its belt, was bought by Sekunjalo Investment Holdings, a company that is said
to be highly politically connected. Other shareholders in the acquisition included two Chinese
companies, possibly as part of China’s supposed “soft power” strategy of influence in Africa.29
Citizens are able to access a wide range of viewpoints and perspectives online. Web-only news
24

The FPB’s motto is: “We inform, you choose.”

Jane Duncan, “Monitoring and defending freedom of expression on the internet in South Africa,” 2011, https://www.apc.
org/en/system/files/SouthAfrica_GISW11_UP_web.pdf.
25

26 “Film and Publication Board Strategic Plan for the Fiscal Years 2013/14 – 2017/18,” Film and Publication Board, January
2014, http://www.fpb.org.za/profile-fpb/governance/strategic-plan.

Rudolph Muller, “ANN7 videos disappearing explained,” MyBroadband, August 26, 2013, http://mybroadband.co.za/news/
broadcasting/85229-ann7-videos-disappearing-explained.html.

27

Google, “South Africa,” Transparency Report, January to June 2013, http://www.google.com/transparencyreport/removals/
government/ZA/?metric=items&p=2013-06.

28

Craig McKune, “Chinese companies scoop shares in Independent News,” Mail & Guardian, August 15, 2013, http://mg.co.
za/article/2013-08-15-chinese-companies-scoop-shares-in-independent-news.
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platforms, such as the Daily Maverick, have attracted widespread attention in recent years. In some
instances, key news stories have been broken online, illustrating how online media is growing as
a primary source of news in the country. In line with this development, recent anecdotal evidence
suggests that the South African youth are increasingly relying on the internet and radio for
information and are depending less on television and print news for current affairs.30 Similarly, there
are indications that in rural areas with internet access, the online versions of community newspapers,
rather than their print versions, are being accessed ahead of the print publication.31 Nevertheless,
while both English and Afrikaans language content is well represented online, 9 of South Africa’s 11
official languages are underrepresented, including on government websites.
There are a number of political and consumer-activist websites, though the internet is not yet a key
space or tool for social or political mobilization. Nevertheless, individuals and groups openly express
their views via email, instant messaging, chat rooms, and social media, while the South African
blogosphere has become highly active in discussing issues such as HIV/AIDS and the environment.
The internet and mobile phones are increasingly used for political organization, as seen during the
protests and activism against the controversial Protection of State Information Bill (POSIB) in 2012
and 2013, which President Jacob Zuma vetoed based on questions of its constitutionality and sent
back to the National Assembly for reconsideration in September 2013.32 (The bill was subsequently
revised and sent back to the president for his signature, which is still outstanding as of mid-2014.
See “Violations of User Rights.”)

Violations of User Rights
A so-called “Secrecy Bill” made movements toward becoming law in 2014, threatening to criminalize
the possession and distribution of state information, including online. Government surveillance
powers increased with the passage of the General Intelligence Laws Amendment Act (or “Spy
Bill”), which ambiguously grants security agencies authority over communications from foreign
servers without judicial oversight. Meanwhile, government requests for user data from Google and
Facebook grew.
The South African constitution provides for freedom of the press and other media, freedom of
information, and freedom of expression, among other guarantees. It also includes constraints on
“propaganda for war; incitement of imminent violence; or advocacy of hatred that is based on race,
ethnicity, gender, or religion and that constitutes incitement to cause harm.”33 The judiciary in South
Africa is independent and has issued a few rulings protecting online freedom of expression in recent
years. Libel is not a criminal offense, though civil laws can be applied to online content, and criminal
law has been invoked on at least one occasion to prosecute against injurious material.34

30

Suggested by Anton Harber, Professor of Journalism and Media Studies at the University of Witwatersrand.

31

Suggested in an access workshop held in East London in November 2013, run by Afesis-Corplan.

“President refuses to sign draconian bill into law,” Reporters Without Borders, September 12, 2013, http://en.rsf.org/
afrique-du-sud-president-refuses-to-sign-12-09-2013,45168.html.

32

Constitution of the Republic of South Africa, May 8, 1996, Bill of Rights, Chapter 2, Section 16, http://www.info.gov.za/
documents/constitution/.

33

See: Freedom House, “South Africa,” Freedom of the Net 2011, http://www.freedomhouse.org/report/freedom-net/2011/
south-africa.

34
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In November 2013, the Protection of Personal Information Act was signed into law, enacting
measures to protect users’ online security, privacy, and data. No law ensuring the constitutional right
to privacy existed previous to Popi, which allows an individual to bring civil claims against those who
contravene the act.35 Penalties for contravening the law are stiff, including prison terms and fines
of up to ZAR 10 million (over US$900,000). However, the president has yet to set a commencement
date for the new legislation as of mid-2014.36
One piece of legislation debated throughout the coverage period—the Protection of State
Information Bill (POSIB), also known as the “Secrecy Bill”—threatens to infringe on freedom of
expression, press freedom, and internet freedom, if passed. In general, POSIB aims to implement
a system to regulate state information, but instead places harsh restrictions on the possession or
distribution of classified state information with penalties of up to 25 years in prison. Individuals who
intentionally access leaked information, including internet users, would be held criminally liable and
face up to 10 years in prison. Adopted by the National Assembly in November 2013, the bill still
awaited President Jacob Zuma’s signature as of mid-2014.37 Opposition parties have called the bill
an “assault” on democracy, while numerous civil society groups, including the South African National
Editor’s Forum (SANEF) and the Right2Know campaign, have actively protested the bill.38
The right to anonymous communication is compromised by legislation known as the Regulation
of Interception of Communications and Provision of Communication-Related Information Act of
2002 (RICA), which requires mobile subscribers to provide national identification numbers, copies
of national identification documents, and proof of a physical address to service providers.39 An
identification number is legally required for any SIM card purchase, and registration requires proof
of residence and an identity document.40 As many people in South Africa do not live in formal
housing, this can be an obstacle to mobile phone usage.
The interception of communications is explicitly prohibited under RICA, unless permission is received
from a judge designated to rule on the practice,41 which includes guidelines for judges to establish
whether the interception is justified in terms of proportionality and narrowly defined standards.
RICA also requires ISPs to retain customer data for an undetermined period of time and bans any
communications system that cannot be monitored, placing the onus and financial responsibility
on service providers to ensure their systems have the capacity and technical requirements for
interception.42 Nonetheless, civil society organizations have called for greater transparency in RICA’s
Lucien Pierce, “Protection of Personal Information Act: Are you compliant?” Mail & Guardian, December 2, 2013, http://
mg.co.za/article/2013-12-02-protection-of-personal-information-act-are-you-compliant/.

35
36

“Dangers of data hoarding,” Gadget, October 29, 2014, http://www.gadget.co.za/pebble.asp?relid=9091.

37 “Parliament sends secrecy Bill back to Zuma again,” Mail & Guardian, November 12, 2013, http://mg.co.za/article/2013-1112-secrecy-bill-to-be-sent-back-to-zuma-again.
38

“Secrecy Bill,” Right2Know, accessed November 4, 2014, http://www.r2k.org.za/secrecy-bill/.

Chapter 7, “Duties of Telecommunication Service Provider and Customer,” RICA, http://www.dac.gov.za/acts/Regulation%20
of%20Interception%20of%20Communications%20Act.pdf.
39

40

Nicola Mawson, “‘Major’ RICA Threat Identified,” ITWeb, May 27, 2010, http://bit.ly/16aWGqe.

Act No. 70, 2002, Regulation of Interception of Communications and Provision of Communication-Related Information Act,
2002, Government Gazette, 22 January 2003.
41

Section 30, Act No. 70, 2002, Regulation of Interception of Communications and Provision of Communication-Related
Information Act, 2002, Government Gazette, 22 January 2003, http://www.lawsofsouthafrica.up.ac.za/index.php/browse/
criminal-law-and-criminal-procedure/regulation-of-interception-of-communication-and-provision-of-communication-relatedinformation-act-70-of-2002/act/70-of-2002-regulation-of-interception-of-communications-and-act-1-apr-2012-28-jul-2013pdf/download.
42
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implementation.43 Meanwhile, internet cafes are not required to register users or monitor customer
communications.
Government surveillance has become a growing concern in South Africa, particularly following the
passage of the General Intelligence Laws Amendment Act (known locally as the “Spy Bill”) in July
2013, which originally intended to formalize the monitoring and interception of foreign signals
(electronic communications stemming from abroad) without oversight.44 Prior to its passage, judicial
permission was only required for the surveillance of local communications under RICA, which meant
that state security apparatuses could monitor foreign signals (including on servers belonging to
Facebook and Google) without any form of oversight. In response to civil society pushback against
the “Spy Bill,”45 the final version signed by the president in July omitted all mention of “foreign
signals,” creating concern that the exclusion would allow security agencies to continue to intercept
foreign communications without any judicial review.46
Meanwhile, the National Communications Centre’s (NCC) surveillance of mobile phone
conversations, SMSs, and emails continues to raise a level of criticism from the media for its lack of
transparency. The NCC also has the technical capacity and staffing to monitor both SMS and voice
traffic originating outside South Africa. Calls from foreign countries to recipients in South Africa
can ostensibly be monitored for certain keywords; the NCC then intercepts and records flagged
conversations. While some interceptions involve reasonable national security concerns, such as
terrorism or assassination plots, the system also allows the NCC to record South African citizens’
conversations without a warrant and is subject to abuse without sufficient oversight mechanisms.47
In June 2013, critical analysis by the Mail & Guardian newspaper stated that the NCC “remains
largely unregulated and free of oversight, while Parliament continues to fret about what its legal
status should be.”48
Government requests for user data on international communications platforms have been on the
rise in recent years. Between July 2013 and June 2014, a total of nine requests were made by the
government for information on nine separate user accounts on Google; none of these requests were
granted.49 Similarly on Facebook, a total of five requests for five different user account information
were requested between July 2013 and June 2014, none of which were granted.50
Revelations in April 2013 that FinFisher spyware was being used by the partially state-owned Telkom

43 Jane Duncan, “Monitoring and defending freedom of expression on the internet in South Africa,” 2011, https://www.apc.
org/en/system/files/SouthAfrica_GISW11_UP_web.pdf.

“Zuma passes ‘spy bill,’” News24, July 25, 2013, http://www.news24.com/SouthAfrica/Politics/Zuma-passes-spybill-20130725.

44

“Spy Bill passed by National Assembly,” Right2Know, April 23, 2013, http://www.r2k.org.za/2013/04/23/spy-bill-passed-bynational-assembly/.

45
46

“Spy Bill passed,” Polity.org.za, June 21, 2013, http://www.polity.org.za/article/spy-bill-passed-2013-06-21.

Moshoeshoe Monare, “Every Call You Take, They’ll Be Watching You,” Independent, August 24, 2008, http://www.iol.co.za/
index.php?set_id=1&click_id=13&art_id=vn20080824105146872C312228.

47

48 Phillip de Wet, “Spy wars: South Africa is not innocent,” Mail & Guardian, June 21, 2013, http://mg.co.za/article/2013-0621-00-spy-wars-south-africa-is-not-innocent.

“South Africa,” Google Transparency Report, accessed November 5, 2014, http://www.google.com/transparencyreport/
userdatarequests/ZA/.

49

50 “South Africa,” Facebook government requests report, accessed November 5, 2014, https://govtrequests.facebook.com/
country/South%20Africa/2014-H1/.
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to intercept private communications have fueled further concerns of government surveillance.51 In
many other countries, such servers have been used to harvest data and user information such as
“screenshots, keylogger data, audio from Skype calls, passwords and more” collected by the spyware
suite.52 While Citizen Lab also found evidence of FinFisher being deployed by the authorities in
Ethiopia and used against political dissidents in Bahrain,53 the extent to which FinFisher has been
implemented in South Africa and by what entities was unknown as of mid-2014. In January 2014,
the government was reported to have funded the South African IT company VASTech to develop
unknown surveillance technology with intentions to sell to Libya.54 According to the Privacy
International report, the export of surveillance technologies is not regulated in South Africa.
There have been no reports of extralegal intimidation targeting online journalists, bloggers, or other
digital technology users by state authorities or any other actor. Cyberattacks have recently become
a growing issue in South Africa, and these are criminalized under the Electronic Communications
and Transactions Act of 2002 (ECTA). Government websites have been hacked in the past, with
the website of the South African National Road Agency Limited (SANRAL) most recently attacked.
SANRAL is responsible for the controversial rollout of an e-tolling road fee system in Gauteng.
In the attack, a security flaw was exposed that could give hackers access to the personal details
of registered road users. According to SANRAL, the attacks disabled its website’s international
access.55 In August 2013, a suspected hacker exposed a security flaw on the website for the City of
Johannesburg’s online e-statement system.56 Also in August 2013, MTN was subject to a DDoS attack
which had pulled down its servers, affecting its clients for a day.57
Cybercrime has long been a challenge in South Africa, with a 2013 Norton Report ranking South
Africa as the country with the third-highest number of cybercrime victims, following Russia and
China.58 A National Cyber Security Advisory Council was set up in October 2013 as mandated by the
2012 National Cyber Security Policy Framework, which aims to coordinate business, government,
and civil society actions against cyberattacks and crimes. In addition, so-called “cyber inspectors”
have been mandated by the ECTA, though these inspectors do not require any specific qualifications
(a point of criticism from activists and industry members), and the concept has not been properly
implemented, ostensibly due to a skills shortage.59

51 Morgan Marquis-Boire et al., “For Their Eyes Only: The Commercialization of Digital Spying,” Citizen Lab, https://citizenlab.
org/2013/04/for-their-eyes-only-2/.
52

Jan Vermeulen, “FinFisher Spyware Servers in South Africa,” BusinessTech, May 6, 2013, http://bit.ly/17HPbFN.

53

Morgan Marquis-Boire et al., “For Their Eyes Only.”

Kenneth Page, “South African Government still funding VASTech, knows previous financing was for mass surveillance,”
Unwanted Witness, January 30, 2014, https://unwantedwitness.or.ug/south-african-government-still-funding-vastech-knowsprevious-financing-was-for-mass-surveillance/.

54

Jan Vermeulen, “Sanral E-toll website unavailable overseas due to cyber-attacks,” MyBroadband, January 14, 2014, http://
mybroadband.co.za/news/government/94765-sanral-e-toll-website-unavailable-overseas-due-to-cyber-attacks.html.

55

56 “City of Joburg website “hacking” case update,” MyBroadband, December 23, 2013, http://mybroadband.co.za/news/
security/93533-city-of-joburg-website-hacking-case-update.html.

Jan Vermeulen, “Cyber-attack behind Afrihost, MTN Internet problems,” MyBroadband, August 29, 2013, http://
mybroadband.co.za/news/broadcasting/85637-cyber-attack-behind-afrihost-mtn-internet-problems.html.

57

58 Gillian Jones, “South Africa neglects alarming effect of cybercrime,” Business Day Live, January 14, 2014, http://www.bdlive.
co.za/business/2014/01/14/south-africa-neglects-alarming-effect-of-cybercrime.
59 “Skilled ‘cyber warriors’ wanted to help South Africa fight fraud,” IT News Africa, October 29, 2013, http://www.itnewsafrica.
com/2013/10/skilled-cyber-warriors-wanted-to-help-south-africa-fight-fraud/.
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Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

3

3

Limits on Content (0-35)

13

14

Violations of User Rights (0-40)

16

16

TOTAL* (0-100)

32

33

50.2 million
85 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Prosecutors indicted the former head of national intelligence on the charge of
orchestrating more than one million tweets and online comments in favor of the ruling
conservative party in the December 2012 presidential election (see Limits On Content).

•

Government agencies requested broadcasters and isps cooperate with ministers to
downplay negative criticism online following a ferry tragedy with over 300 casualties in
April 2014; lawmakers proposed criminalizing rumors during disasters (see Limits On
Content).

•

In August 2013, some lawmakers proposed enhancing criminal penalties for defamation
committed online, which are already more severe than those outlined in the penal code
(see Violations of User Rights).

•

At least three people were sentenced for defaming President Park Geun-hye online, one
to an 18-month prison term (see Violations of User Rights).

•

In January 2014, conservative lawmakers proposed legally mandating the installation of
mobile surveillance technology by telecommunications companies, who already share
user data with government agencies (see Violations of User Rights).
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Introduction
Users of South Korea’s advanced digital infrastructure faced new challenges as well as longstanding
restrictions during the coverage period of this report. As Park Geun-hye of the conservative Saenuri
Party entered her second year as president,1 prosecutors were investigating intelligence and military
agents accused of manipulating online conversations to ensure her victory in the 2012 election.2
Even while these supposedly neutral agencies were accused of partisanship, lawmakers sought to
give them more powers to monitor citizens’ digital communications.
Affordable, high-speed internet in South Korea’s vibrant fledgling democracy comes with a unique
set of restrictions.3 Internet users face censorship rooted in political tensions with North Korea or
traditional social values, and numerous laws regulate different aspects of digital activity. Observers
say these restrictions have increased under the conservative party. 4 In June 2013, the United Nations
special rapporteur on the situation of human rights defenders called on South Korea to bring laws
and practices affecting the right to freedom of expression in line with international standards.5
Criminal investigations targeting internet users are of particular concern. Twitter user Park Junggeun retweeted posts from a North Korean account as a joke, then spent a month in detention and
two years in court before his conviction and suspended jail term for promoting anti-state activity
was overturned on appeal in August 2013. Other courts sentenced at least three people for defaming the president on the internet in the past year, including one to eighteen months in prison in November 2013. Officials sought to introduce heavier criminal penalties for online defamation, which
South Korean law already punishes more severely than its offline counterpart.
Online privacy was the other prevailing issue for South Koreans in 2013 and 2014. In 2012, the Constitutional Court stopped websites from registering commenters’ national ID numbers, freeing internet users to interact more anonymously. Yet this positive decision came too late for many. Cyberattacks and online theft have exposed millions of South Korean’s personal details in the past five years,
but courts have refused citizens permission to obtain new, uncompromised ID numbers. Moreover,
domestic service providers legally cooperate with law enforcement agencies seeking user data even
without a warrant, introducing scope for abuse. In December 2013, police accessed private social
network accounts and real time location information while seeking to question leaders of a railway
union protest.6
1 Park’s predecessor Lee Myung-bak, who governed from February 2008 to February 2013, was also in the Saenuri Party,
which was known as the Grand National Party until it changed its name and logo in February 2012.
2 Yoo Eun Lee, “South Korea’s Spy Agency, Military Sent 24.2 Million Tweets to Manipulate Election,” Global Voices, November
25, 2013, http://bit.ly/1jB00Sp; Chico Harlan, “In South Korea’s latest controversies, spy agency takes a leading role,” The
Washington Post, July 6, 2013, http://wapo.st/1mO8QJQ; Aidan Foster-Carter, “Intelligence scandals, Seoul-style,” Asia Times,
November 12, 2013, http://bit.ly/1b0WGb4.
3

The Economist, “Why South Korea is really an internet dinosaur,” The Economist, February 10, 2014, http://econ.st/1epiIo6.

4 Frank La Rue, “Full Text of Press Statement Delivered by UN Special Rapporteur on the Promotion and Protection of the
Right to Freedom of Opinion and Expression, Mr. Frank La Rue, After the Conclusion of His Visit to the Republic of Korea” (pdf),
Office of the United Nations High Commissioner for Human Rights, May 17, 2010, http://bit.ly/9JplWa; Reporters Without
Borders, Internet Enemies Report 2012 (pdf), March 12, 2012, http://bit.ly/1f6efZP; Eric Pfanner, “Google Jousts With Wired
South Korea Over Quirky Internet Rules,” The New York Times, October 13, 2013, http://nyti.ms/1e26xDE.
5 Office of the United Nations High Commissioner for Human Rights, ““South Korea Should Widen the Space for Human
Rights Defenders,” UN Expert Says,” June 7, 2013, http://bit.ly/1hsHZWz.
6 Jinbonet, “Constitutional complaint against real-time tracking of the mobile phone locations of the railway union strikers
[and their families]” (in Korean), Jinbonet, May 13, 2014, http://bit.ly/1zGUPs7.
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The Constitutional Court also reinterpreted election laws in 2011 to allow online campaigning
throughout the year; it was formerly restricted during campaign season.7 This welcome step was followed by a flood of alleged political manipulation by military and intelligence agents online, resulting in more than a million posts supporting President Park in 2012.
Yet even while individuals responsible for those apparent irregularities faced trial, conservative lawmakers proposed making mobile surveillance technology a legal requirement for telecommunications companies, to improve national security and intelligence gathering. Another proposal would
criminalize social media rumors during disasters. It was made after an April 2014 ferry disaster that
caused hundreds of unnecessary deaths provoked widespread criticism of the official response.
News reports said officials tried to play down the outrage by steering journalists and online comments towards a more positive interpretation, and even sought to investigate teachers whose posts
on a government website called for President Park to take responsibility.

Obstacles to Access
South Korea is one of the most wired countries in the world, for both usage and connection speed.8
Internet penetration was at 85 percent in 2013.9 Counting access via mobile phone, television, and
game consoles, an estimated 97 percent of households had access by 2012.10
Several factors have contributed to the country’s high degree of connectivity. First, high-speed access is relatively affordable. Most residences have connections capable of reaching 100 Mbps for
under KRW 30,000 ($27) per month.11 Second, the population is densely concentrated in urban areas.
Roughly 70 percent of South Koreans live in cities dominated by high-rise apartment buildings that
can easily be connected to fiber-optic cables.12 Finally, the government has implemented a series of
programs to expand internet access since the 1990s, including subsidies for low-income groups.13
Mobile phone penetration was at 111 percent in 2013—a sign that many users now have more than
one device.14 Moreover, smartphone users represented 75 percent of all mobile subscribers as of November 2013.15 Wi-Fi coverage has increased rapidly to accommodate smartphones and tablet com7 Before this ruling, the National Election Commission applied 93(1) of the Public Official Election Act, which bans the display
and distribution of election-related paraphernalia for 180 days before the polls, both offline and online alike, with penalties of
up to 2 years’ imprisonment or a fine of up to KRW 4 million (US$3,636). See: Yeon-Ok Lee & Han Woo Park, “E-Campaigning
Versus the Public Official Election Act in South Korea: Causes, Consequences and Implications of Cyber-Exile,” Aslib Proceedings
65(4), 2013, 388-405.
8

Zoe Fox, “The 10 Countries With the Fastest Internet,” Mashable, August 22, 2013, http://on.mash.to/1gs4CKk.

9

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://bit.ly/1cblxxY.

10 South Korea has topped the Organisation for Economic Co-operation and Development’s list of internet access rates in 34
member countries since 2000. OECD, “Households with access to the Internet in selected OECD countries,” Key ICT Indicators,
July 2012, http://bit.ly/19Xqbzx.
11 John D. Sutter, “Why Internet connections are fastest in South Korea,” CNN, March 31, 2010, http://cnn.it/1mOyYUT;
Edward Wyatt, “U.S. Struggles to Keep Pace in Delivering Broadband Service,” The New York Times, December 29, 2013, http://
nyti.ms/1cBCkJb.
12

J. C. Herz, “The Bandwidth Capital of the World,” Wired (10.08), August 2002, http://wrd.cm/1f2ENfX.

13

Sutter, “Why Internet connections are fastest in South Korea.”

14

International Telecommunication Union, “Mobile‐Cellular Telephone Subscriptions, 2000‐2013.”

15 Mi-seon Kang, “Entering an era of 40 million smartphone subscribers” (in Korean), Money Today, January 1, 2014, http://bit.
ly/1dEfZXJ.
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puters. Free Wi-Fi is offered in over 1,000 public spaces across the country, including train stations,
airports, libraries, national public hospitals, community centers, and select tourist spots.16
Omnipresent and affordable cybercafes have helped prevent a digital divide in South Korea. Known
as PC bang (room), many offer broadband access for approximately $1 per hour, and also serve as
venues for social interaction and online gaming. There is no significant gap in access to ICTs with
respect to gender or income level, although differences persist across generational and professional
lines.17
The telecommunications sector in South Korea is relatively diverse and open to competition, with
119 internet service providers (ISPs) operating as of December 2013.18 Nevertheless, it is dominated
by three companies: Korea Telecom (44 percent), SK Telecom (24 percent), and LG Telecom (15 percent). The same firms control equivalent shares of the country’s mobile service market, at 31.5 percent, 50 percent, and 18.5 percent respectively.19 All three companies are publicly traded (Korea Telecom was state-owned until privatization in 2002), but they are part of the country’s chaebol—large,
family-controlled conglomerates connected to the political elite, often by marriage ties.20 This has
given rise to speculation that favoritism was at play in the privatization process and in the selection
of bidders for mobile phone licenses.21 Korea Mobile Internet (KMI), a consortium of mobile virtual
network operators who rent capacity from the main players, was making a sixth attempt to enter the
market in May 2014. In July, outside the coverage period of this report, the Ministry of Science, ICT
and Future Planning rejected their bid for a license for failing to meet financial requirements, which a
KMI spokesman described as “excessively strict.”22
The conservative Lee Myung-bak government, which was in power from February 2008 to February
2013, restructured regulatory institutions dealing with ICTs. The Ministry of Information and Communication and the Korean Broadcasting Commission merged to create the Korea Communications
Commission (KCC) in February 2008, tasked with overseeing both telecommunications and broadcasting to improve policy coherence.23 The KCC consists of five commissioners, with the president
appointing two (including the chairman) and the National Assembly choosing the remainder. The
KCC struggled to earn credibility, as its first chairman Choi See-joong was a close associate of President Lee, causing some observers to view the restructuring as a government effort to tighten control
over the media and ICT sectors.24 Lee reappointed Choi as chairman in 2011, despite the objections
of opposition lawmakers, who said that Choi’s personnel choices politicized the agency and that his
16

Jungyun Kwon, “Free Wi-fi now offered at public areas nationwide,” Korea.net, July 25, 2012, http://bit.ly/1e2EFiF.

17 Ministry of Science, ICT and Future Planning, “The Digital Divide Index, 2008-2012” (in Korean), IT Statistics of Korea,
http://bit.ly/1e2FfNb.
18

Korea Internet & Security Agency, “ISP Statistics” (in Korean), Infrastructure Statistics, http://bit.ly/1bsW3qR.

19 Korea Communications Commission, “Wire and Wireless Communication Service Subscribers, as of January 2013” (xls) (in
Korean), Policy/Information: Statistical data, http://bit.ly/1lhqeLD.
20

Hyeok-cheol Kwon, “Is Chojoongdong one big family?” (in Korean), Hankyoreh, July 29, 2005, http://bit.ly/1lhqYQM.

21 Hyun-ah Kim, “KMI criticizes selection criteria for the 4th mobile operator and sends out open inquiry [to KCC]” (in
Korean), e-Daily, February 18, 2013, http://bit.ly/1fXe7y8.
22 Yoon-seung Kang, “Gov’t nixes consortium’s application for new mobile carrier license,” Yonhap News, July 24, 2014, http://
bit.ly/1uTA4aR; Min-ki Kim, “Bidders for the position of 4th mobile operator complain of high opening bid of $260 million” (in
Korean), Newsis, January 20, 2014, http://bit.ly/1iy4Pf6.
23 Jong Sung Hwang & Sang-hyun Park, “Republic of Korea,” Digital Review of Asia Pacific 2009-2010 (London: SAGE, 2009),
234-240.
24 Ji-nam Kang, “Who’s who behind Lee Myung-bak: Choi See-joong the appointed chairman of the KCC” (in Korean),
Shindonga (583), April 1, 2008, http://bit.ly/1aYiNCd.
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licensing decisions favored conservative-leaning media outlets. Choi resigned in 2012, and was later
sentenced to two and a half years in prison and a fine of KRW 600 million ($545,000) for influence
peddling.25 Lee pardoned him at the end of his term in January 2013.26
In March 2013, President Park Geun-hye missed an opportunity to distance herself from this history of cronyism, naming her close aide and former four-term lawmaker Lee Kyeong-jae to head the
KCC.27 She also transferred the KCC’s policy and strategy-related responsibilities to the new Ministry
of Science, ICT and Future Planning. The KCC retains its regulatory remit.

Limits on Content
The head of national intelligence was on trial during the period covered in this report for allegedly orchestrating millions of tweets and online comments in support of President Park before the December
2012 election. The Ministry of Defense said officials in the ministry’s cyber unit posted inappropriate
political content during the same period. Directives were also found to be circulated to contain the
spreading of social media content that criticized the Park Geun-hye administration after a ferry disaster in April 2014. Thousands of websites continued to be blocked or deleted, some for content related to
North Korea. Internet users protested, and considered a legal challenge, when the copyright commission blocked music-streaming and torrent-sharing sites without notifying service providers.
Although South Korean cyberspace is vibrant and creative, there are a number of restrictions on the
free circulation of information and opinions. Technical filtering and administrative deletion of content is particularly evident. According to official figures, 85,644 websites or pages were censored in
2013, 62,658 blocked and 22,986 deleted.28
Censored content is classified by categories including gambling, “illegitimate food and medicine,”
obscenity, violating others’ rights, and violating “other laws and regulations.” The last category includes websites containing North Korean propaganda or promoting reunification, based on the 1948
National Security Act, which bans content that “praises, promotes, and glorifies North Korea.”29 Police reported that 27 foreign sites, 338 social networking accounts, and 132 online communities were
blocked and 15,168 items of propaganda were deleted for jeopardizing national security in 2013.30
Censorship is predominantly carried out on the orders of the Korea Communications Standards
Commission (KCSC), which was established in 2008 to maintain ethical standards in broadcasting
25

Rahn Kim, “President’s mentor gets prison term,” The Korea Times, September 14, 2012, http://bit.ly/1esLXak.

26

BBC, “South Korean president issues controversial pardons,” BBC News, January 29, 2013, http://bbc.in/L3ce7o.

27 Yonhap News Agency, “Park appoints former veteran lawmaker as communications commission chief,” Yonhap News,
March 24, 2013, http://bit.ly/1gkauoV.
28 Among those blocked, 28,894 were for “encouraging gambling,” 17,608 for “prostitution and obscenity,” 12,759 for
“illegitimate food and medicine,” 1,745 for “violating others’ rights,” and 1,652 for “violating other laws and regulations.”
Among those deleted, 8,538 were for “illegitimate food and medicine,” 7,527 for “violating other laws and regulations,” 4,767
for “prostitution and obscenity,” 1,388 for “violating others’ rights,” and 766 for “encouraging gambling.” Statistics published
quarterly by the Korea Communications Standards Commission at http://bit.ly/1iDTDgX (in Korean).
29

OpenNet Initiative, “Country Profile: South Korea,” August 6, 2012, http://bit.ly/19XA93S.

30 Hong-du Park, “In Park’s first year, the number of violators of the National Security Act has leaped” (in Korean),
Kyunghyang Shinmun, February 19, 2014, http://bit.ly/1fzIxmM; The National Police Agency, “Police leading the protection
of national security and support for the settlement of North Korean defectors,” Press release, February 19, 2014, http://bit.
ly/1h7YQcO.
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and internet communications. In its first year, 4,731 websites or pages were blocked, and 6,442 deleted;31 its activities have increased since then. Nominally an independent statutory organization, its
nine members are appointed by the president.32
Observers criticize the body’s vaguely defined standards and wide discretionary power to determine
what information should be censored.33 A team of 20 to 30 monitoring officers flag possible offenses,
including obscenity, defamation, and threats to national security. The police and other authorities
can refer matters to the commission, and individuals can also submit petitions. Commissioners meet
every two weeks to deliberate over flagged cases, and then issue censorship orders to content hosts
or service providers.34 Noncompliant service providers face up to two years’ imprisonment, or a fine
of up to KRW 10 million ($9,000), under the Comprehensive Measures on Internet Information Protection issued by the KCC in 2008.35
In 2011, law professor Park Kyung Sin, then one of the KCSC’s nine members, challenged the institution’s criteria by posting an image of human genitalia on his personal blog for public discussion.36
Fellow KCSC members began evaluating his blog for deletion and Park subsequently took the pictures down, but prosecutors fined him KRW 3 million ($2,700) in 2012 for violating obscenity laws.37
A higher court in Seoul cleared him on appeal,38 and the Supreme Court is hearing a challenge by
the prosecution. Park’s blog is still available.39
A major cause for concern is that authors of blocked or deleted content are never notified of the
commission’s decision, nor given an opportunity to defend their right to publish.40 While KCSC meeting minutes are available online,41 and content owners can challenge the commission’s ruling, there
is no independent avenue for appeal. This allows the KCSC to make politically, socially, and culturally
biased judgments, often lacking legal grounds. In many cases, the KCSC blocks entire blogs even
though only a small portion of posts are considered to be problematic.

31 3,816 websites or pages were blocked for “encouraging gambling,” 549 for “disturbing social order,” and 366 for
“obscenity;” 3,238 were deleted for “disturbing social order,”1,460 for “obscenity,” 1,201 for “violating others’ rights,” 424 for
“violence, cruelty, and hatred,” and 119 for “encouraging gambling.”
32 Six members are nominated by the president and the party with a parliamentary majority, while three are nominated by
the opposition. Jeong-hwan Lee, “A private organization under the president? The KCSC’s structural irony” (in Korean), Media
Today, September 14, 2011, http://bit.ly/1aYr0GA.
33 Jillian York & Rainey Reitman, “In South Korea, the Only Thing Worse Than Online Censorship is Secret Online Censorship,”
Electronic Frontier Foundation, September 6, 2011, http://bit.ly/1gkiKFw.
34 Author’s interview with Park Kyung Sin, who served as a commissioner until his resignation in 2014, at the KCSC office,
April 4, 2013.
35

Ha-won Jung, “Internet to be stripped of anonymity,” Korea JoongAng Daily, July 23, 2008, http://bit.ly/1eOpT9A.

36 R. Jai Krishna & Evan Ramstad, “‘Offensive’ Web Content Targeted in Asia,” The Wall Street Journal, December 6, 2011,
http://on.wsj.com/1btd4RH; York & Reitman, “In South Korea, the Only Thing Worse Than Online Censorship is Secret Online
Censorship.”
37

Evan Ramstad, “Prosecutors Target Censorship Critic,” The Wall Street Journal, March 8, 2012, http://on.wsj.com/19XFyIf.

38 Jeong-in You, “Professor Park Kyeong-shin “Not Guilty” in an Appeals Court,” The Kyunghyang Shinmun, October 19, 2012.
http://bit.ly/LgITXO.
39

K.S. Park’s Writings (blog), http://blog.naver.com/kyungsinpark.

40

Interview with Kyung Sin Park.

41

Available at http://bit.ly/1dJdUd1 (in Korean).
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In 2011, the KCSC expanded their remit to social media, mobile applications, and podcasts, creating
a team to systematically monitor platforms such as Twitter and Facebook for illegal content. 42 Since
selectively deleting posts from Twitter and Facebook is more difficult than from websites and blogs,
the KCSC first warns users to voluntarily delete posts containing false or harmful information. If they
refuse, the commission then asks ISPs to block other users from accessing the disputed accounts.
Social media cases amount to roughly 5 percent of the total considered by the KCSC, according to
Park Kyung Sin. 43
Under Article 44(2) of the Information and Communications Network Act, citizens who discover content they believe has violated their privacy or harmed their reputation can ask the intermediary company hosting the content to remove it. On receiving a request, the company must hide the content
for 30 days. 44 Content is permanently deleted if its owner does not revise it or appeal within 30 days.
Under Article 44(3) of the same act, intermediaries are encouraged to monitor and carry out proactive 30-day takedowns of irregular content, even without a complaint.45 Companies who can demonstrate proactive efforts to regulate content would be favorably considered by the courts, while those
who do not are potentially liable for defamatory or malicious content posted by third parties.46
International companies offering online maps are restricted from exporting South Korean map data
to servers overseas under a wartime law to guard the country’s geographic information from North
Korea. In September 2013, the Land Ministry said it would allow foreign companies to use an English-language digital map on a case-by-case basis, but would not allow Google or other map providers to enhance or process the map on servers outside the country, in order to provide navigation
or other services.47
A copyright law that restricts file sharing was passed in 2009. Often referred to as the “three strikes
rule,” it allows the minister of culture, sports and tourism, acting through the Korean Copyright
Commission, to shut down an entire bulletin board for failure to comply with a third warning to take
down pirated content. Internet companies and civil liberties advocates say the law threatens fair use
and free expression.48 In November 2013, a controversy arose when the commission and the KCSC
blocked U.S.-based music-streaming site Grooveshark, among other overseas torrent sites.49 Online
freedom activists and some users of the site plan to challenge the order in a lawsuit.50
42 Matt Brian, “South Korea may begin censoring social networking, mobile apps from next week,” The Next Web, December
1, 2011, http://tnw.co/1hFQkCf.
43 Interview with Kyung Sin Park. See also: Ji-hyun Cho, “Criticism escalates over SNS censorship,” The Korea Herald, January
29, 2012, http://bit.ly/1jC5NHk.
44

Kyung Sin Park, Guilty of Spreading Truth (in Korean), (Seoul: Dasan Books, 2012) 125-130.

45 Yoo Eun Lee, “Is South Korea Encouraging Portal Sites to Self-Censor?” Global Voices, November 23, 2013, http://bit.
ly/1ff3EhD.
46 Hyeon-seok Kang, “Portal sites that neglected malicious comments liable for defamation” (in Korean), Nocut News, April
16, 2009, http://bit.ly/1kTPiqI.
47 Pfanner, “Google Jousts With Wired South Korea Over Quirky Internet Rules;” The Economist, “Why South Korea is really an
internet dinosaur.”
48 Cory Doctorow, “South Korea lives in the future (of brutal copyright enforcement),” Boing Boing, March 30, 2013, http://bit.
ly/1fxo4jZ; Open Net Korea, “International human rights organizations in support for the abolition of the three-strike rule” (in
Korean), Open Net Korea, April 1, 2013, http://opennet.or.kr/1529.
49 Minoci, “How ‘Grooveshark’ got blocked: interview with the KCSC’s Rights Violation Monitoring Team” (in Korean), Slow
News, November 7, 2013, http://slownews.kr/15204.
50 Open Net, “Call for Grooveshark users for a revocation suit” (in Korean), Notice, January 25, 2014, http://opennet.
or.kr/5559.
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In South Korea, restrictions on political speech surrounding elections are more stringent than in
many democracies due to limits prescribed in the 1994 Public Official Election Act. The National
Election Commission applied the same limits online, resulting in content deletion and fines, until the
Constitutional Court ruled the law could not be interpreted to restrict digital campaigns in 2011.51
In December 2012, opposition lawmakers accused a National Intelligence Service (NIS) agent of
manipulating 40 different online accounts to discredit opponents of then-presidential election candidate Park Geun-hye. Police cleared the agent in an unusual late-night announcement three days
before the polls, which a junior prosecutor later described as a cover-up.52 In June 2013, prosecutors
indicted former NIS director Won Sei-hoon on charge of authorizing agents to post thousands of
online comments and 1.2 million tweets characterizing the political opposition as sympathizers of
North Korea.53 Park Geun-hye denies ordering or benefiting from digital manipulation.54 Won and his
successor, Nam Jae-joon, admit they refuted North Korean propaganda in online forums but deny
political motives.55 In late 2014, Won was given a suspended sentence under a law which bars intelligence officials from political activity, but acquitted of trying to sway the election.56 In December 2013,
the Defense Ministry’s cyber command unit, launched in 2010 to “combat psychological warfare in
cyberspace against North Korea,” announced that some officials had posted inappropriate political
content online during the same period, but without the knowledge of the unit heads; like Won Seihoon, they denied the more serious charge of election meddling.57
Attempts to manipulate content were evident again in April 2013 following a ferry disaster which
cast the government in a poor light. An investigation subsequently revealed the vessel was operating illegally after being decommissioned, and that the 300 casualties—mostly high school students—
died during an incompetent rescue operation when passengers were directed to their cabins while
the ship slowly sank. A newspaper reported the KCC had circulated an internal directive instructing
ministries, broadcasting companies, ISPs, and the police to steer online discussions away from the
topic.58 Of 507 online items assessed by the KCSC in the two days following the directive, 72 were
deleted, 25 were blocked, and 10 were referred to the police, according to the news report. The
Ministry of Oceans and Fisheries separately issued a similar directive. In May conservative legislator

51

Lee & Park, “E-Campaigning Versus the Public Official Election Act in South Korea.”

52 In-ha Ryu, “Breaking News: Seoul Police already plots a scenario before releasing the interim report of investigation into
the online comments scandal” (in Korean), The Kyunghyang Shinmun, September 6, 2013, http://bit.ly/1aWCZkN; Chosun Ilbo,
“Seoul Police warns Kwon Eun-hee, who claims the police investigation into NIS was ‘downscaled and covered up’” (in Korean),
Chosun Ilbo, September 26, 2013, http://bit.ly/1v85Yjn.
53 Harlan, “In South Korea’s latest controversies, spy agency takes a leading role;” Dong-hyun Lee, “Won Sei-hoon ordered
operations against opposition candidates in every election, says prosecution” (in Korean), Joongang Ilbo, June 6, 2013, http://
bit.ly/1aYLChK. Sang-Hun Choe, “South Korean Officials Accused of Political Meddling,” December 19, 2013, http://nyti.
ms/1ohP89w.
54 Sang-Hun Choe, “Prosecutors Detail Attempt to Sway South Korean Election,” The New York Times, November 21, 2013,
http://nyti.ms/1hvtiyf; Lee, “South Korea’s Spy Agency, Military Sent 24.2 Million Tweets to Manipulate Election;” Harry Fawcett,
“South Korea’s political cyber war,” Al Jazeera, December 19, 2013, http://bit.ly/1cmfW86.
55 Ho-jin Song et al., “Nam Jae-joon says online posting is the NIS’s legit work. Also insists the allegation of election
interference is a political set-up” (in Korean), Hankyoreh, August 5, 2013, http://bit.ly/1aDobNp.
56 Sang-Hun Choe, “Former South Korean Spy Chief Convicted in Online Campaign Against Liberals,” The New York Times,
September 11, 2014, http://nyti.ms/1qCE6xW.
57 Choe, “South Korean Officials Accused of Political Meddling;” Shanghai Daily, “Former chiefs of S.Korean cyber command
charged with political intervention,” Shanghai Daily, August 19, 2014, http://bit.ly/1v5n6pZ.
58 Byeong-ryul Park, “MoF’s manual orders to come up with a news item that will “outshock” in case of a ship accident”
(in Korean), The Kyunghyang Shinmun, April 25, 2014, http://bit.ly/1z7bmAU; Jang-jun Park, “Exclusive: Park Geun-hye
administration’s “guidelines” on news reporting of Sewol” (in Korean), Media Today, April 28, 2014, http://bit.ly/1fn5TCq.
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Han Sun-kyo proposed amending the Information and Communications Network Act to criminalize
rumormongering on social networking sites “in times of disaster,” punishable by up to five years in
prison or up to KRW 50 million ($45,500) in fines.59 The proposed clause evolved from 47(1) of the
1983 Telecommunications Business Act, which was ruled unconstitutional in 2009.
Commissioner Park Kyung Sin resigned from the KCSC in protest at the government’s handling of
information related to the incident in May 2014, saying that journalists echoing official briefings led
news outlets to incorrectly report that all passengers had been rescued. In an open letter, he said
that KCSC censorship discourages government criticism, limiting the public’s ability to ensure oversight and accountability.60
South Korea’s overall media environment is partly restricted.61 In 2012, journalists launched a series of strikes against government interference and censorship for the first time since the country’s
transition to democratic rule in 1987.62 Born out of this was a variety of alternative and activist media outlets on the internet. The most thriving example is Newstapa, a user-funded investigative
journalism platform. Since its January 2012 launch, it has accumulated about 35,000 regular donors,
and became a leading source of information on the electoral manipulation scandal in 2013.63 The
platform’s YouTube channel had been viewed more than 10 million times by early 2014.64 However,
the KCC called the work of Newstapa and a handful of other independent news websites “pseudo
journalism” in a December 2013 report, warning their owners not to report on issues outside their
remit.65 How this vague caution might affect the outlets named is not clear, but observers interpreted it as a signal that authorities may seek to regulate online news.
South Koreans have embraced online technology for civic engagement and political mobilization.
Filmmakers have successfully solicited funding via social media for socially conscious films, such as
“Another Promise,” which documents poor working conditions in Samsung semiconductor factories.
The film topped the box office in the first week of its release in February 2014, despite main cinema
franchises refusing to screen it.66 Ironically, the most striking example of digital mobilization of the
coverage period used traditional, offline tools when students sparked a nationwide trend of expressing grievances on public, handwritten posters. The movement went viral after it was documented on
the internet.67

59 Min-ha Kim, “In times of disaster, rumor-mongering through SNS should be punishable up to 5 years of imprisonment,
says Han Sun-kyo” (in Korean), Mediaus, May 2, 2014, http://bit.ly/1sZO1mj.
60

Available at http://blog.naver.com/kyungsinpark/110190423160.

61

Freedom House, “Freedom of the Press 2013: South Korea,” http://bit.ly/1fizTwe.

62 The Economist, “No news is bad news: Reporters complain of being muzzled,” The Economist, March 3, 2012, http://econ.
st/1mPL1kL.
63 Newstapa, “South Korea Spy Agency’s Illegal Campaigning on SNS” (video in Korean), Official YouTube channel of
Newstapa, January 6, 2014, http://bit.ly/1gVTjap; Yoo Eun Lee, “South Korean Authorities Discredit Dissenting Voices as ‘NotReal’ News,” Global Voices, January 2, 2014, http://bit.ly/1cpE2sy.
64

Newstapa’s YouTube page, accessed January 2014, http://www.youtube.com/user/newstapa.

65

Yoo Eun Lee, “South Korean Authorities Discredit Dissenting Voices.”

66 Justin McCurry, “South Korean film spotlights claims of sickness linked to Samsung plants,” The Guardian, February 5, 2014,
http://bit.ly/1bswBC8; Seok-jae Hong, “Megabox considerably reduces the number of screening rooms for ‘Another Promise’”
(in Korean), Hankyoreh, February 4, 2014, http://bit.ly/1ipb7ev.
67 BBC, “South Korea: Spread of the handwritten poster protest,” BBC News, December 19, 2013, http://bbc.in/1bfvAvJ;
Sukjong Hong, “‘Doing all right?’ protest spreads in South Korea,” Aljazeera America, January 14, 2014, http://alj.am/1eQAQJZ.
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Violations of User Rights
While Park Geun-hye denied manipulating online content for political benefit, civil and criminal cases
against her online critics spiked. Disproportionate penalties included an 18-month prison sentence
for defamation in November 2013, while prosecutors explored increasing sanctions for defamation
committed online. Courts also made positive rulings. In August 2013, two years after police detained
Twitter user Park Jung-geun for sharing content from North Korea as a joke, a court cleared him of
a 2012 conviction under Article 7 of the National Security Act. Yet social media providers continue to
cooperate with law enforcement without judicial oversight. In December 2013, police sought leaders of
a Korean Railway Workers’ Union protest using personal details from their online accounts obtained
without warrants. Meanwhile, conservative lawmakers proposed mandating that telecommunications
companies incorporate mobile surveillance technology to facilitate intelligence gathering. While specifics remain murky, the proposal came at a time when many South Koreans are questioning their lack
of digital privacy protections. In the wake of cyberattacks that exposed millions of personal ID numbers
and credit card details, the Constitutional Court is hearing an appeal by citizens whose suit to change
their compromised IDs was denied by lower courts.
The South Korean constitution guarantees freedom of speech, the press, assembly, and association
to all citizens, but it also enables restrictions, stating that “neither speech nor the press may violate
the honor or rights of other persons nor undermine public morale or social ethics.” South Korea has
an independent judiciary and a national human rights commission that have made decisions upholding freedom of expression. Nonetheless, the continued prosecution of internet users for online
activities has generated a chilling effect and international criticism.68
Several laws restrict freedom of expression in traditional media as well as online. The 1948 National
Security Act allows prison sentences of up to seven years for praising or expressing sympathy with
the North Korean regime. In 2010, the Ministry of Unification issued a notice reminding citizens that
the 1990 Act on Exchanges and Collaboration between South and North Korea applies to online
communications as well as offline,69 and that any visit to websites or pages maintained by people of
North Korea must be reported to the government in advance.70 Anyone failing to do so faces a fine
of up to KRW 1 million ($900).
National security prosecutions against individuals expressing North Korean sympathies have increased under conservative rule. Cases involving online communication rose from 5 in 2008 to 82
in 2010, a trend which looks set to continue.71 Overall, national security arrests increased 19 percent
and detentions 37.5 percent, in the first year of the Park Geun-hye administration.72 Film director

68

La Rue, “Full Text of Press Statement.”

69

Ministry of Unification, “Notice on the use of North Korean internet sites” (in Korean), April 8, 2010, http://bit.ly/1iEwHye.

70

Reports of such contact, online and offline, are to be made through an online system at http://www.tongtong.go.kr/.

71 Sang-hun Choe, “Sometimes, It’s a Crime to Praise Pyongyang,” The New York Times, January 5, 2012, http://nyti.
ms/1e3lWDy; Seok Ahn, “11 online North Korean sympathizers arrested. 5 times more social networking accounts blocked [for
violating the National Security Act] over the past year” (in Korean), Seoul Shinmun, May 18, 2012, http://bit.ly/1dJG080; Jun-hee
Park, “Violation of the National Security Act on the increase. Already 70 cases in the first half of the year” (in Korean), Munhwa
Ilbo, July 9, 2012, http://bit.ly/1aZ1v8a; Amnesty International, “Republic of Korea,” Amnesty International Report 2013: The State
of the World’s Human Rights (pdf), 150-152, http://bit.ly/1btHlQv.
72 Hong-du Park, “In Park’s first year, the number of violators of the National Security Act has leaped” (in Korean),
Kyunghyang Shinmun, February 19, 2014, http://bit.ly/1fzIxmM.
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Shim Seung-bo, for example, was given a suspended sentence of 10 months in prison in February
2014 for running a pro-North online forum.73
In August 2013 a higher court cleared photographer Park Jung-geun of a 2012 conviction for
retweeting posts from a North Korean Twitter account. He said the retweets were intended to make
fun of the regime, but police raided his studio in September 2011 and jailed him for one month in
January 2012 before releasing him on bail.74 A court had sentenced him to a suspended 10-month
prison term for “supporting … anti-state activity” in November 2012.75
Defamation, including written libel and spoken slander, is a criminal offense in South Korea, punishable by up to five years’ imprisonment or a fine of up to KRW 10 million ($9,000), regardless of
the truth of the contested statement. Insults, which unlike defamation offenses must be instigated
directly by a complainant, are punishable by a maximum KRW 2 million ($1,800) fine or a prison sentence of up to one year. Defamation committed via ICTs draws even heavier penalties—seven years
in prison or fines of up to KRW 50 million ($45,500)—under the 2005 Information and Communications Network Act, which cites the faster speed and wider audience of online communication as a
basis for the harsher sentencing.76 In August 2013, the Supreme Prosecutors’ Office announced in a
directive to lower offices that it would enhance sanctions against online defamation.77
While the directive is nonbinding and its consequences may be difficult to pinpoint, digital defamation cases involving criticism of politicians and public figures are increasing.78 In April 2013, former
Gyeonggi provincial police chief Lee Cheol-gyu sued 55 Twitter users for sharing a document listing
him among public officials who allegedly accepted sexual bribes. In a summary indictment, 27 out
of the 55 users were fined between KRW 300,000 and 3,000,000 ($270 to $2,700) in January 2014,
though many demanded a formal trial instead.79
Numerous online defamation cases involved President Park Geun-hye. In February 2013, the month
Park took office, a court in Incheon fined a citizen KRW 800,000 ($720) for making libelous statements against Park in the comments section of a news website six times during 2012.80 Another
citizen, Huh, in Uijeongbu in Gyeonggi province was given a one-year suspended jail sentence in
August 2013 for 114 defamatory posts against Park on the conservative daily Chosun Ilbo’s website,

73 Byeong-cheol Kim, “Two-year suspension of sentence to Director Shim Seung-bo for running an online forum praising the
North” (in Korean), Seoul Shinmun, February 20, 2014, http://bit.ly/1jLoMN2.
74 Louisa Lim, “In South Korea, Old Law Leads To Crackdown,” National Public Radio (NPR), December 1, 2011, http://n.
pr/1hGunDc; Sang-hun Choe, “South Korean Law Casts Wide Net, Snaring Satirists in a Hunt for Spies,” The New York Times,
January 7, 2012, http://nyti.ms/GB6dNJ; AFP, “Amnesty urges release of S. Korean Twitter user,” AFP, February 1, 2012, http://bit.
ly/1dSvfTA.
75 Peter Ford, “Why North Korean tweets are off-limits in the South,” Christian Science Monitor, October 8, 2013, http://bit.
ly/1mv8sQV.
76 See: Article 61 of the Act on Promotion of Information and Communications Network Utilization and Data Protection, etc.,
amended December 30, 2005, http://bit.ly/LoN97A.
77 Gobal News, “Prosecution to enhance sanctions against ‘cyber-defamation’ – 2013’s version of ‘declaration of a state of
emergency’”, (in Korean), Gobal News, August 8, 2013, http://bit.ly/1cvbRNS.
78 Geoffrey Fattig, “Satirist’s ‘KFC’ Podcast is Litmus Test for South Korean Free Speech,” Global Voices, April 7, 2014, http://bit.
ly/1hiU4Mh.
79 Ji-won Yun, “300,000 to 3,000,000-won fines for tweeting the ‘sexual bribery list’. The [accused] citizens demanding a trial”
(in Korean), Kukmin TV News, January 20, 2014, http://bit.ly/1dOq2Jz.
80 The individual’s name and the website were not publicly disclosed. Kang-wook Cho, “Netizen fined 800,000 won for
posting libelous comments against Park Geun-hye” (in Korean), Asia Economy, February 21, 2013, http://bit.ly/1byIfej.
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including one calling her a “dictator’s daughter.”81 In October, Pastor Cho Woong was sentenced
to 18 months in prison for online videos alleging that Park had made a secret deal with Kim Jong-il,
the late ruler of North Korea.82 The following month, a judge in southern Jeonju city convicted poet
Ahn Do-hyun and gave him a suspended fine of KRW 1 million ($900) for repeating 17 times on his
Twitter account that Park was in possession of property stolen from a famous anti-Japanese colonial
fighter.83 The jury, which provides judges with influential but nonbinding judgment recommendations in South Korea, had found him innocent, which may account for the non-collection of the fine.
Ahn was cleared in a March 2014 appeal.84
Within South Korea, anonymous communication typical of the internet was long compromised by
the so-called “internet real-name system” first adopted in 2004 as part of an amendment to the Public Official Election Act.85 Users were required to verify their identities by submitting their Resident
Registration Numbers (RRNs) to join and contribute to web portals and other major sites. An RRN is
a 13-digit number uniquely assigned to a Korean citizen at birth. In 2007, the real-name system was
expanded to apply to any website with more than 100,000 visitors per day under Article 44(5) of the
Information and Communications Network Act.
In August 2012, the Constitutional Court ruled Article 44(5) unconstitutional, citing privacy vulnerabilities from cyberattacks among other factors.86 In 2011, a cyberattack allegedly originating from
China targeted the popular portal Nate and its social networking service Cyworld. Hackers reportedly stole the personal details of 35 million users, equivalent to 70 percent of the population, including
names, passwords, RRNs, mobile phone numbers, and email addresses. The portal’s parent company,
SK Communications, said RRNs and passwords were encrypted,87 but the incident renewed public
concern about internet users’ right to privacy.88 Fifteen citizens filed a lawsuit to be able to change
their RRNs, but the Seoul Administrative Court and the Seoul High Court ruled against them. The
case is currently in the Constitutional Court.
The Personal Information Protection Act was amended in August 2013 to reflect the Constitutional
Court’s 2012 ruling. Website administrators are now prohibited from collecting users’ RRNs, and
must destroy those already on record. Effective from August 2014, failure to protect an individual’s
RRN will be punishable by fines of up to KRW 500 million ($455,000).89 Mobile service providers still
require users to provide their RRNs.
81 Yun-ho Cho, “Online user jailed for a libel against Park – what about the NIS?” (in Korean), Media Today, August 8, 2013,
http://bit.ly/1byIt5g.
82 Yonhap News Agency, “Pastor arrested for defaming president-elect,” Yonhap News, February 23, 2013, http://bit.
ly/1b8fgOz; Cho-rong Park, “Pastor Cho Woong sentenced 1 year and 6 months for ‘defaming Park Geun-hye’” (in Korean),
Nocut News, November 6, 2013, http://bit.ly/1d8gvNu.
83 Yonhap News Agency, “Court finds poet guilty of defaming President Park,” Yonhap News, November 7, 2013, http://bit.
ly/1tzEKOR.
84 Gee-Hyun Suk, “High court clears popular poet of election law violations,” The Korea Herald, March 25, 2014, http://bit.
ly/1tzKUyn.
85

The amendment became Article 82, Provision 6.

86 Kyung Sin Park, “Korean internet identity verification rule struck down unconstitutional; 12 highlights of the judgment,” K.S.
Park’s Writings (blog), August 25, 2012, http://bit.ly/1nevLB7.
87 AP, “Nate, Cyworld Hack Stole Information From 35 Million Users: SKorea Officials,” Huffington Post, July 28, 2011, http://
huff.to/1k9aiaf.
88

Eric Pfanner, “Naming Names on the Internet,” The New York Times, September 4, 2011, http://nyti.ms/1ffDiLz.

89 Yun-ji Kang, “Hide your RRN away! Ban on online collection of user RRNs” (in Korean), Policy News (blog, copyrighted by
the Ministry of Culture, Sports and Tourism), February 21, 2013, http://bit.ly/1eefGaD.
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Other laws, such as the Public Official Election Act, the Game Industry Promotion Act, and the Telecommunications Business Act, separately require internet users to verify their identities.90 To ensure
compliance with these laws, the KCC is exploring registration options beyond RRNs, such as Internet
Personal Identification Numbers (i-PINs), authenticated certificates (issued by banks and other organizations permitted to collect RRNs by Article 23 of the Network Act), and SMS verification. Notably,
a Children and Youth Protection Act amendment increased the scope of content that requires identity verification in 2012, stating the goal was to better protect young people online (RRNs contain
digits from the user’s birth date that show their age). Violations of the act rose from 100 in 2011 to
2,224 in 2012, according to a report published by the Supreme Prosecutors’ Office, and many offenders ended up with disproportionate penalties.91
In April 2013, conservative lawmaker Shin Eui-jin proposed a new bill to classify “online games and
other digital media content” as addictive, along with alcohol, narcotics and gambling, and subject
them to tougher government controls.92 The bill remained under consideration in May 2014.
Service providers “may” surrender individuals’ personal information without a warrant to investigative agencies,93 including police, prosecutors, and the National Intelligence Service, under Article
83(3) of the Telecommunications Business Act, but the clause is non-binding. In 2012, in a KRW 20
million ($18,000) suit by a user against a major web portal service who provided personal data to
police, the Seoul High Court overturned an earlier ruling and actually penalized the company for
failing to demand a warrant to support the police request. The company was ordered to pay KRW
500,000 ($460) in compensation.94
The ruling does not appear to have strengthened privacy safeguards. According to the latest official press release in October 2013,95 service providers fulfilled 465,304 such requests in the first half
of 2013, a 17.8 percent increase over the number they executed during the same period in 2012.96
During a union protest against the government’s rail privatization plans in December 2013, leading
members of the Korean Railway Workers’ Union were sought by the police for “obstruction of business” under Section 314 of South Korea’s penal code. During the search, police obtained individuals’
personal details from accounts linked to the union’s virtual community space on Band, a group chat
platform operated by the domestic web giant Naver. The company confirmed police had accessed
the platform, but “did not inform us about the range of the search, so the bigger problem is that we
90 Bora Jeong, “Internet real-name system and its lingering remains” (in Korean), Bloter.net, September 13, 2013, http://bit.
ly/1jKR4Hx.
91 Ki-bon Lee, “Effective from September 16, 2012, the New Youth Protection Law” (in Korean), Pol in Love (Police Agency
official blog), September 3, 2012, http://bit.ly/1ftYjRu; Yoo Eun Lee, “South Korea’s Child Porn Law Blasted for Restricting
Freedom of Expression,” Global Voices, May 24, 2013, http://bit.ly/1neCR8H; Yeong-cheol Choi & Seon-jae Choi, “Becoming
a criminal overnight: Brutal examples of applications of the ‘Children and Youth Act’” (in Korean), Weekly DongA, February 10,
2014, http://bit.ly/1tpgvoi.
92 He-suk Choi, “Game addiction bill touches off national debate,” The Korea Herald, November 13, 2013, http://bit.
ly/1neDr6j.
93 Personal information here includes the user’s name, RRN, postal address, telephone number, user ID, and dates of joining
or leaving the service. To access the actual content of communications, a warrant is mandatory.
94

Kang, “Portal sites that neglected malicious comments liable for defamation.”

95 Ministry of Science, ICT and Future Planning, “Press release: statistics of communication interception and communication
information handover in the first half of 2013” (in Korean), http://bit.ly/1e7HgYz.
96 Na-young Shim, “Last Year, 390,000 users subjected to ‘telecommunication surveillance’” (in Korean), Asia Economy,
January 9, 2013, http://bit.ly/1fcjR4Q; Soon-hyuk Lee, “Despite the court’s no, telecomm companies still providing personal
information to investigative agencies, while MISP keeps missing the point and saying they would standardize the request form”
(in Korean), Hankyoreh, January 15, 2014, http://bit.ly/Mvewxv.
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do not know how much of our personal information was exposed,” a union representative told the
media.97
The April 2014 ferry disaster also prompted accusations of privacy violations. The coast guard became subject to public criticism for looking at content on victims’ mobile phones and allegedly
tampering with the memory chips before returning them to families.98 When 43 teachers wrote on
the presidential office’s website that Park Geun-hye should step down for the poor handling of the
disaster, the Ministry of Education ordered education offices around the country to identify and discipline those involved, prompting further protests.99
In January 2014, lawmaker Seo Sang-ki proposed what reporters described as “another Big Brother
law,” a legal amendment to the Protection of Communications Secrets Act obliging mobile service
carriers to install a tapping system within two years or pay a financial penalty up to KRW 2 billion
($1.8 million). Some providers already install this technology on a voluntary basis under the existing
act, which requires officials to seek a court order for wiretaps (with exceptions for emergencies) and
inform subjects after investigations are concluded. Seo said the amendment would help the NIS
curb anti-state activity.100
There have been no reports of physical violence against online users. Technical crimes are more common. A notable increase in technical disruptions in the past three years has highlighted vulnerabilities in the country’s ICT infrastructure. Reported violations of electronic data tripled between 2010
and 2013 from 54,832 incidents to 177,736, according to official figures.101 Recent targets include
three major South Korean banks and the country’s two largest broadcasters in March 2013.102 North
Korean authorities have been implicated in computer network attacks “targeting critical infrastructure” in South Korea, according to local and U.S.-based research.103 Whether politically or financially
motivated, such incidents affect a critical proportion of the population, yet ordinary users are barely
protected or compensated.104
In January 2014, a computer contractor working for a credit bureau stole unencrypted personal data,
including RRNs and credit card details, belonging to 20 million South Koreans.105 Given the extent of

97 Cheol-eung Bak, “Police force into KTX engineers’ lodging and threaten “arrest” without a warrant,” The Kyunghyang
Shinmum, December 30, 2013, http://bit.ly/1hNz7H3; Amnesty International, “South Korea: Stop arrests of trade union leaders
and respect the rights of striking workers,” Amnesty International News, December 24, 2013, http://bit.ly/Jniwhj.
98 Nocut News, “Controversy over the coast guard’s censoring of the mobile phone content of the student victims” (in
Korean), Nocut News, May 7, 2014, http://bit.ly/1vvnwDp.
99

Min-sik Yoon, “Teachers protest ferry disaster response,” The Korea Herald, May 18, 2014, http://bit.ly/1tz292X.

100 Ji-hye Jun, “’Big Brother’ law in making,” The Korea Times, January 5, 2014, http://bit.ly/1mZjXzz; Jang-won Moon, “Seo
Sang-ki: “Those opposing the communication monitoring bill are an anti-state force” – the ‘[red] debate’ again” (in Korean),
Gobal News, January 22, 2014, http://bit.ly/1jKWmFN.
101

Statistics Korea, “Incidents of Personal Information Violation” (in Korean), e-National Indicators, http://bit.ly/1fcGxBK.

102 Alex Fitzpatrick, “Massive Cyberattack Hits South Korean Banks and Broadcasters,” Mashable, March 20, 2013, http://
on.mash.to/1byZNXZ.
103 Agence France-Presse, “S. Korea probe says North behind cyber attack,” The Straits Times, April 10, 2013, http://bit.
ly/1jKAUAt; CrowdStrike, “CrowdStrike Global Threat Report” (pdf), January 22, 2014, p.25, http://bit.ly/1ffcUUB.
104 Soon-taek Kwon, “KT’s penalty as small as [US$613,000] after having lost personal information of 8.73 million customers”
(in Korean), Mediaus, December 13, 2012, http://bit.ly/MhqaeI.
105
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this exposure, authorities announced that they would revisit the current national ID numbering system, although they made it clear that the RRN itself would be not be abolished.106

106 Jinbonet, “Unprecedented scale of personal data leakage: the master-key RRN makes it worse” (in Korean), Action
Jinbonet, January 28, 2014, http://bit.ly/1k9NMOz.
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

15

15

Limits on Content (0-35)

20

20

Violations of User Rights (0-40)

23

23

TOTAL* (0-100)

58

58

20.5 million
22 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In March 2014, the information ministry formed a committee to regulate social media,
shortly after President Rajapaksa dubbed them a “disease;” the scope of its activities
remains unclear (see Limits on Content).

•

The Colombo Telegraph website was repeatedly inaccessible, continuing a trend of
pressure on online news outlets (see Limits on Content).

•

Incidents of violence and harassment against internet users declined, though traditional
journalists met with increased intimidation (see Violations of User Rights).
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Introduction
International and local journalists met with increased harassment in Sri Lanka in the past year, a
trend reflected online when the website of the outspoken Colombo Telegraph newspaper was apparently censored, though the government denied responsibility. Top leaders made ominous statements about social networks threatening national security, suggesting that their policy of regulating
and punishing online dissent remains unchanged. However, rights violations targeting internet
users—whether attacks, prosecutions or cyber-harassment—declined during the coverage period in
comparison with previous reports.
Since coming into power in 2005, the ruling United People’s Freedom Alliance (UPFA) has pursued
an ambitious ICT policy to improve internet access and digital literacy.1 However, civil conflict with
the Liberation Tigers of Tamil Eelam (LTTE)—which ended in 2009—hindered investment in the information and communication technology (ICT) sector and expansion of the internet across the country.
In January 2007, the government made its first attempt to clamp down on internet freedom in response to reportage on the military campaign against the LTTE and civilian casualties.2
Content restrictions targeting criticism of the government, including Tamil-language websites, continue. Independent-minded online journalists have also met with violence and extralegal intimidation. In 2014, at least one journalist had been missing since 2010, when colleagues believe he was
abducted by government agents. In the context of this repressive record, local and international
rights groups criticized the choice of the capital, Colombo, as the location for the Commonwealth
Heads of Government meeting in November 2013.3

Obstacles to Access
Nearly 22 percent of the population had internet access in 2013, as a continually expanding economic sector and growing youth population drove demand for online services.4 Government expenditure and private investment in ICTs have resulted in several projects to develop an island-wide
telecommunications infrastructure.5 In 2011, the Telecommunications Regulatory Commission (TRC)
announced plans to establish Wi-Fi in schools, government buildings, and public transport areas.6

1

Information Communication Technology Agency, “Programmes,” accessed July 2013, http://www.icta.lk/en/programmes.html.

2

“Tamilnet Blocked in Sri Lanka”, BBC Sinhala, June 20, 2007, http://www.bbc.co.uk/sinhala/news/story/2007/06/070620_tamilnet.
shtml.

3

“Letter to the Commonwealth Heads of Government on CHOGM meeting in Sri Lanka,” HRW, September 12, 2013, http://www.
hrw.org/news/2013/09/12/letter-commonwealth-heads-government-chogm-meeting-sri-lanka; “CHOGM leaders should urge media
freedom in Sri Lanka,” CPJ, November 5, 2013, http://cpj.org/2013/11/chogm-leaders-should-urge-media-freedom-in-sri-lan.php

4

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/ITU-D/
Statistics/Pages/stat/default.aspx. Government institutions like the Information and Communication Technology Agency of Sri Lanka
(ICTA) report roughly twenty percent penetration. Rohan Samarajiva, “20% of Sri Lankans use Internet; Data from mobile devices 2000
terabytes/month,” LirneAsia, June 20, 2013, http://lirneasia.net/2013/06/20-of-sri-lankans-use-internet-data-from-mobile-devices-2000terabytesmonth/

5

Ministry of Finance and Planning, “Annual Report 2010,” 89, http://www.treasury.gov.lk/reports/annualreport/AnnualReport2010-eng.
pdf; “Sri Lanka Dialog to Invest US$150mn in Expansion,” Lanka Business Online, February 11, 2011, http://www.lankabusinessonline.com/
fullstory.php?nid=754125283.

6

Damith Wickremasekara, “Lanka to Get Wi-Fi Zones,” The Sunday Times (Colombo), July 31, 2011, http://sundaytimes.lk/110731/
News/nws_14.html.
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As of mid-2014, some private firms report operating over 2,000 Wi-Fi hotspots around the country,
suggesting coverage has increased considerably over the last two years.7
Internet connectivity became more affordable over the same period with the cheapest broadband
connections priced at just under US$5 a month. Internet service providers (ISPs) lowered monthly
rates in 2011.8 In January 2013, telecom operators welcomed a move by the TRC to reduce a tax on
broadband internet access by 50 percent.9
The majority state-owned ISP Sri Lanka Telecom (SLT) commands more than 50 percent of the market and has the largest fiber-optic national backbone.10 While the broadband market is competitive,
there is no legal requirement for SLT to sell backbone access to its competitors. The second largest
player, Dialog Axiata, allows wholesale access to its backbone network.11
Increasingly affordable handsets and data packages have boosted mobile internet use, particularly
among young people.12 Monthly subscriptions can run as low as $3 a month. Sri Lanka’s mobile penetration was nearly 99 percent as of September 2013.13 With over 7.5 million subscribers,14 Dialog
Axiata is the largest mobile service provider, followed by Mobitel (5 million), Etisalat (4.5 million),15
and Airtel-Bharti Lanka and Hutchison Telecommunications (1 million each).16 So far, only Dialog Axiata, Mobitel, and Sri Lanka Telecom offer 4G LTE broadband services.1718
Low digital literacy represents a major barrier to ICT use. Although Sri Lanka’s literacy rate is approximately 91 percent,19 only 20 percent of the population was comfortable using computers in
2009, the last available survey.20 Digital literacy is lower in rural areas where the high cost of personal
computers limits access for lower-income families, schools with digital facilities lack corresponding
literacy programs, and software is often incompatible with the Sinhala and Tamil languages. The ICTA
7

“Wi-Fi Hotspots in Sri Lanka”, Dialog, http://www.dialog.lk/personal/broadband/wi-fi/

8

Rohan Samarajiva, “Sri Lanka: Leased Line Prices to be Lowered to Encourage BPO Business and Internet Use,” Lirne Asia, March 9,
2011, http://bit.ly/hlSXBl.

9

Rukshana Rizwie, “Telcos Upbeat Over Levy Reduction,” The Nation, January 6, 2013, http://www.nation.lk/edition/biz-news/
item/14305-telcos-upbeat-over-levy-reduction.html.

10

Helani Galpaya, Broadband in Sri Lanka: Glass Half Full or Half Empty? (Washington, D.C.: infuse/The World Bank, 2001), http://www.
broadband-toolkit.org/.

11

Galpaya, Broadband in Sri Lanka.

12

Bandula Sirmanna, “Smart phones catch the eye of Sri Lankan Youth”, The Sunday Times, October 20th, 2013, http://www.
sundaytimes.lk/131020/business-times/smart-phones-catch-the-eye-of-sri-lankan-youth-65948.html

13

“Mobile growth boost Sri Lanka’s telecoms market”, Telecom Asia, July 23rd, 2013, http://www.telecomasia.net/content/mobilegrowth-boost-sri-lankas-telecoms-market

14

“UNICEF Partners Dialog on Child Abuse Concerns”, The Sunday Times, October 7, 2012, http://bit.ly/19cpm4o.

15

“Bharti Airtel in talks to sell Sri Lankan operations to Etisalat, Indian newspaper says”, The Sunday Times, August 25th, 2013, http://
www.sundaytimes.lk/130825/business-times/bharti-airtel-in-talks-to-sell-sri-lankan-operations-to-etisalat-indian-newspaper-says-58597.
html

16

“Sri Lanka Telecommunications Report Q3 2012”, Business Monitor International, May 29th, 2012, http://www.marketresearch.com/
Business-Monitor-International-v304/Sri-Lanka-Telecommunications-Q3-7026578/

17

“Dialog launches first mobile 4G-LTE service in Colombo,” The Nation, April 7, 2013, http://www.nation.lk/edition/biz-news/
item/17064-dialog-launches-first-mobile-4g-lte-service-in-colombo.html; “Sri Lanka Mobitel Launches 4G-LTE.”

18

Duruthu Edirimuni Chandrasekera, “Etisalat to Head Start on 4G,” The Sunday Times, February 10, 2013, http://www.sundaytimes.
lk/130210/business-times/etisalat-to-head-start-on-4g-31822.html.

19

UNICEF, “Sri Lanka Statistics,” accessed July 2013, http://www.unicef.org/infobycountry/sri_lanka_statistics.html.

20

Department of Census and Statistics, “Computer Literacy Survey – 2009,” http://www.statistics.gov.lk/CLS/
BuletinComputerLiteracy_2009.pdf.
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has sought to address this imbalance as part of an e-Sri Lanka project by establishing rural community centers to promote ICT access and services.21 Some local journalists criticized aspects of the
development, saying high-value contracts were awarded based on cronyism, while some facilities
complained of faulty equipment.22
There were no large-scale connectivity interruptions during the coverage period of this report, although they have occurred in the past. SLT temporarily severed internet and 8,000 mobile phone
connections in the predominantly Tamil-speaking north and east in 2007, then center of the conflict
with the LTTE, and still a militarized zone.23 The war also caused severe lags in infrastructure development for the northern and eastern provinces. Since its conclusion, the government has made up
some of this ground, thereby boosting the regions’ economic growth. The process of development,
however, has been criticized for causing issues with respect to land ownership that threaten to further marginalize the local Tamil community.24 More positively, preliminary census data published in
December 2013 identified heavy internet usage in postwar minority districts in 2011 and 2012, citing Vavuniya in the Northern Province as the district with the country’s highest household internet
usage.25
As a national regulatory body, the TRC’s actions lack transparency and independence.26 Under a constitutional amendment ratified in 2011—which also removed presidential term limits—the president
can appoint the heads and members of all commissions, subverting legislative guarantees for the
independence of the TRC and other statutory institutions.27 Rajapaksa cemented control of the TRC
by appointing his permanent secretary as its chairman.28 The TRC’s interventions to restrict online
content and pronouncements on strengthening online regulation have been partisan, extralegal, and
repressive. 29

Limits on Content
Targeted, politicized censorship continued throughout 2013 and 2014 with the website of the Colombo
Telegraph periodically blocked, apparently because of its dissenting content and coverage of controversial political affairs in the country. As in the past, the government denied responsibility. Hate speech
online, however, appeared to subside over the last year, though violent anti-Muslim incidents contin21

Nenasala, “Establishment of Nenasalas,” accessed July 2013, http://www.nanasala.lk/.

22

“ICTA Responds to Business Times Report on E-Government Project,” Business Times, January 6, 2013, http://bit.ly/1bmHPwO.

23

“Cutting off Telecoms in Sri Lanka Redux…,” Groundviews, January 30, 2007, http://groundviews.org/2007/01/30/cutting-offtelecoms-in-sri-lanka-redux/.

24

M.A. Sumanthiran, “Situation in North-Eastern Sri Lanka: A Series of Serious Concerns,” dbsjeyaraj, October 23, 2011, http://
dbsjeyaraj.com/dbsj/archives/2759.

25

Rohan Samarajiva, “Sri Lanka census data show heavy household Internet use in post-conflict minority districts,” LirneAsia,
December 30, 2013, http://lirneasia.net/2013/12/sri-lanka-census-data-show-heavy-internet-use/

26

Under the Telecommunications Act No. 21 of 1994, the Minister of Telecommunications and Information Technology has sole
discretion in issuing licenses and imposition of license conditions based on the recommendations of the TRC.

27

“Eighteenth Amendment to the Constitution,” October 2010, http://www.priu.gov.lk/Cons/1978Constitution/18th%20
Amendment%20To%20Sri%20Lanka%20Constitution%20(2).pdf.

28

Democratic Socialist Republic of Sri Lanka, “Statutory Institutions and Ministries under the Executive President,” accessed July 2013,
http://www.president.gov.lk/about_presidency.php.

29

“Colombo Telegraph blockade: TRC clueless”, Daily FT, August 27th, 2013, http://www.ft.lk/2013/08/27/colombo-telegraphblockade-trc-clueless/; Sarath Kumara, “Sri Lankan government prepares new Internet restrictions,” World Socialist Web Site, February 15,
2010, http://www.wsws.org/articles/2010/feb2010/slmd-f15.shtml.
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ued to be the topic of much discussion on social media, with messages of support extended towards the
Muslim community from Facebook users within the country.
Local and international freedom of expression groups have documented dozens of websites blocked
at different times in Sri Lanka since 2007, though the interventions lack a legal framework or judicial oversight.30 Implementation is not properly coordinated or comprehensive, with some targeted
websites available at times on one or more ISPs and at other times completely inaccessible. Officials
cite ill-defined national security measures to legitimize these measures, though websites have been
blacklisted for content related to human rights issues, government accountability, corruption, and
political violence. Censors have targeted the political opposition and independent news, including
Tamil websites, sites run by Sri Lankans in exile, and citizen journalism platforms, though usually
without acknowledging a political motive. The government also restricts access to pornography.31
Officials monitor websites for sensitive political content and direct the TRC to blacklist them, which
in turn requests ISPs to block access. Under the country’s telecommunications act, ISPs must apply
to the Ministry of Mass Media and Information for a license according to specifications laid out by
the TRC, who can make recommendations regarding whether or not a license is granted. The ministry can also impose conditions on a license, requiring the provider to address any matter considered “requisite or expedient to achieving” TRC objectives.32 It is not clear if the TRC can impose other
financial or legal penalties on uncooperative telecommunications companies. To date, however, no
company is known to have challenged its requests or sought judicial oversight.33
Blocking has continued at low but consistent levels in recent years, including at least three Tamil-language news websites censored in 2012. The exile-run news website TamilNet has been blocked
since 2007 for its support of Tamil rebels.34 The Colombo Telegraph website has been periodically
blocked since it first started reporting on political issues in the country, though authorities denied
responsibility in August 2013.35 In March 2014, the website was blocked once again,36 and remained
inaccessible despite the concern expressed by opposition parties.37 In May 2014, two more websites,
the Sri Lanka Mirror and the Independent, were blocked allegedly for publishing news items that
were critical of the government.38
30

Centre for Policy Alternatives, “Chapter 4: Restriction of Content on the Internet” in Freedom of Expression on the Internet,
(November 2011), http://www.scribd.com/doc/73393066/Freedom-of-Expression-on-the-Internet-in-Sri-Lanka.

31

Indika Sri Aravinda, “Police Seek Mobile Porn Ban,” Daily Mirror, May 12, 2010, http://www.dailymirror.lk/news/3705-police-seeksmobile-porn-ban.html.

32

Centre for Policy Alternatives, Freedom of Expression on the Internet (2011), 30.

33

‘Dialog CEO Hans Wijesuriya: “No surveillance program in Sri Lanka, but telecoms have to comply”’, The Republic Square,
September 28, 2013, http://www.therepublicsquare.com/politics/2013/09/28/dialog-ceo-hans-wijesuriya-no-surveillance-program-insri-lanka-but-telecoms-have-to-comply/

34

Local internet users reported it was patchily accessible through some fixed-line and mobile broadband networks during that time.
See, Sanjana Hattotuwa, “Tamilnet.com Accessible Once More in Sri Lanka via SLT ADSL,” ICT for Peacebuilding (blog), August 5, 2010,
http://ict4peace.wordpress.com/2010/08/05/tamilnet-com-accessible-once-more-in-sri-lanka-via-slt-adsl/.

35

“TRC deny blocking Colombo Telegraph,” The Republic Square, August 27, 2013, http://www.therepublicsquare.com/
politics/2013/08/27/trc-deny-blocking-colombo-telegraph/

36

“Sri Lanka: Colombo Telegraph Silenced”, Article 19, March 7th, 2014, http://www.article19.org/resources.php/resource/37509/en/
sri-lanka:-colombo-telegraph-silenced

37

“They need to reveal on what official instructions or court order they are implementing this illegal censorship.” – “UNP slams
govt, service providers over internet censorship”, Ada Derana, March 8, 2014, http://www.adaderana.lk/news.php?nid=26008&utm_
source=twitterfeed&utm_medium=twitter

38

“Sri Lanka blocks two more websites critical of government: rights group”, Reuters, May 21, 2014, http://in.reuters.com/
article/2014/05/21/uk-sri-lanka-censorship-media-idINKBN0E11TT20140521
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It is not clear whether the government has resources to implement deep-packet inspection (DPI)
that would enable real-time filtering and other, more sophisticated censorship methods. In 2010,
local news reports said IT military intelligence experts from China—where such methods are well-established—were assisting the government in blocking “offensive” websites.39 In 2014, the New York
Times reported that the Sri Lankan government “has hired a Chinese company” to censor online
news, but did not report more details.40 Despite anecdotal reports that some Sri Lankan telecoms
have DPI capabilities to enhance mobile data services, there is no evidence to date that these have
been used to censor content.
In 2011, the government announced plans to introduce more comprehensive legislation to control
internet use, ostensibly to crackdown on child abuse online.41 However, regulations introduced since
then target independent news and opinion, including the Ministry of Mass Media and Information’s
2011 registration policy for websites carrying ill-defined “content relating to Sri Lanka or the people
of Sri Lanka,”42 a move unsupported by law which could potentially be used to hold owners responsible for information posted by users. Local news outlets reported in 2012 that the ministry had
rejected over 50 registrations due to “false and incomplete” registration details, though how they
assessed the veracity and which websites were affected remains unclear.43 Also in 2012, the defense
ministry’s Media Centre for National Security directed news organizations to submit SMS news alerts
containing content related to “national security and security forces” for prior approval,44 shortly after
coverage of the killing of three soldiers in the northern province.45 The center did not outline a legal
basis for the directive; SMS news alerts continue to be disseminated by news operators, but with a
noticeable lack of coverage of military issues.
In 2012, the media ministry directed the cabinet to amend the notorious Press Council Act No.5 of
1973, making news websites subject to the same draconian content regulation as traditional media.
The act prohibits the publication of profanity, obscenity, “false” information about the government
or fiscal policy, and official secrets. It also allows the president-appointed council to impose punitive
measures on the violators of its provisions, including possible prosecution. The legislation had lain
dormant under previous administrations until President Rajapaksa reactivated it after the end of the
war. Strenuous objections from the international freedom of expression community failed to prevent
the government extending the restrictions to digital media.46 The amendment instituted a hefty
registration fee of LKR 100,000 ($790), plus an annual renewal fee of LKR 50,000 ($395), costs which
39

Bandula Sirimanna, “Chinese Here for Cyber Censorship,” The Sunday Times, February 14, 2010, http://sundaytimes.lk/100214/
News/nws_02.html.

40

Gardiner Harris and Dharisha Bastians, “Sri Lanka Denounces Push to Open War Inquiry”, NYTimes.com, February 25,
2014, http://www.nytimes.com/2014/02/26/world/asia/sri-lanka-rejects-push-for-independent-war-inquiry.html?emc=edit_
tnt_20140225&tntemail0=y&_r=2

41

Indika Sri Aravinda, “Government to Monitor Internet,” The Sunday Leader, December 18, 2011, http://www.thesundayleader.
lk/2011/12/18/government-to-monitor-internet/.

42

“Website Ban Further Broadened on News Director General Notification,” Lanka-E-News, November 5, 2011, http://www.
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threaten to inhibit the emergence of new websites and force existing ones out of operation.47 It
failed to define what constitutes “news,” providing leeway for authorities to scrutinize a wider range
of online platforms like blogs or social media.48
The trend continued in June 2013 when the ministry proposed a new code of ethics for print and
electronic media. The code contained broad provisions prohibiting the publication of thirteen types
of speech, including content that “offends against expectations of the public, morality of the country,”
content that “contains material against the integrity of executive, legislative and judiciary,” and content that “contains criticism affecting foreign relations.”49 When questioned about the necessity of
the code, Minister of Mass Media and Information Keheliya Rambukwella said, “Well, at some point
we need to start regulating the media.”50 Following opposition by free speech activists and condemnation by international rights groups, the government appears to have set the code aside.51
There is no independent body in Sri Lanka that content providers can turn to if they are censored.
Instead, they must file a fundamental rights application with the Supreme Court to challenge blocking or other restrictions. Lack of trust in the country’s politicized judiciary and fear of retaliatory
measures represent significant obstacles for the petitioner.52 In December 2011, one settled out of
court, agreeing to several TRC conditions—such as removing links to blocked content—in return for
restored access.53
The absence of clear laws and conflicting official statements also complicate the process of launching legal challenges. In 2011, officials acknowledged blocking at least five locally hosted news websites,54 including the Sri Lanka Mirror and Lanka-E-News, citing concerns about defamation in the
wake of stories about corruption and human rights violations that implicated high-ranking officials.
One official accused the sites of publishing “character assassinations” of the president, while another said they were blocked for failing to register with the media ministry.55 Members of the local
Free Media Movement brought a fundamental rights petition challenging the ministry’s grounds for
blocking unregistered sites—which has no legal basis—but the Supreme Court rejected it in 2012.56
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The government actively encourages self-censorship “on matters that would damage the integrity of
the island,” and many mainstream news websites comply, increasing the importance of citizen journalism and exile-run sites in the media landscape.57 Online platforms of the main state-run newspaper and broadcasting network support the UPFA government.58 These and official government websites have waged smear campaigns against government critics in the past.59
In early 2013, hate speech against the Muslim community spread online when a Sinhala Buddhist
extremist group gained a considerable following on social media.60 The group’s violent rhetoric led
to attacks on mosques and Muslim-owned businesses, as well as isolated incidents of assault.61 No
legal action was taken against the group’s members, and prominent public officials—including the
president’s brother, Defense Secretary Gotabhaya Rajapaksa—openly supported them.62 Many of the
relevant social media pages have since been removed, and the activity declined during the coverage
period of this report, though without stopping altogether.
YouTube, Facebook, Twitter and international blog-hosting services were accessible and widely-used
for the anonymous or pseudonymous critique of governance, development, and human rights abuses during the coverage period of this report, though authorities have temporarily blocked website
domains on blog platforms in the past.63 However, the networks came in for high-level criticism.
In June 2013, Gotabhaya Rajapaksa called social media a threat to national security, providing a
platform for “propagating certain ideologies online and mobilizing and organizing people.”64 This
view was reinforced by President Rajapaksa in October when he stated that social media sites like
Facebook are a “disease” and that there are “ways” to block them,65 though he himself maintains an
active Facebook page and Twitter profile. In March 2014, the information ministry announced that
it had formed a committee to look into regulating social media in order to “control the spread of
information without credibility as well as to prevent its misuse and criminal activities connected to
the Internet.”66 While the stated intent of the committee was to address cyber-harassment, it caused
concern among digital activists. In May 2014, President Rajapaksa reaffirmed his intent to regulate
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social media and stated that the government would take the necessary steps to prevent the internet
from being used to cause “social and political unrest.”67
Despite the history of restrictions, there are still diverse, accessible sources of information online
in English, Sinhala, and Tamil, including on socioeconomic and political issues. Some previously
blocked content was available in 2014. Citizen media site Groundviews and its sister site Vikalpa
were also operating freely, despite SLT temporarily blocking them for a day in 2011. 68 The platforms
report on topics that would otherwise not be covered by the mainstream media and provide links
to circumvention tools.69 Another website, The Republic Square, started up in mid-2013 and has become a widely read news platform. Although online content by Human Rights Watch and Transparency International has been blocked in the past when the groups criticized the Rajapaksa administration,70 websites belonging to international media and human rights groups were freely accessible in
2014.

Violations of User Rights
During the coverage period, foreign journalists were detained and at least one web journalist remained
missing for the fourth year. Fewer rights violations affecting internet users were reported, and physical
attacks and threats against journalists, including many linked to government actors, have decreased
since the war and its immediate aftermath. But the failure to investigate past incidents cast a long
shadow, perpetuating fear and self-censorship.
While the right to freedom of speech, expression, and publishing is guaranteed under Article 14 (1)
(a) of Sri Lanka’s constitution, it is subject to numerous restrictions for the protection of national
security, public order, racial and religious harmony, and morality. There is no constitutional provision
recognizing internet access as a fundamental right or guaranteeing freedom of expression online. A
culture of impunity, circumvention of the judicial process through arbitrary action, and a lack of adequate protection for individuals and their privacy, compound the poor enforcement of freedom of
expression guarantees.
The Supreme Court has called freedom of expression from “diverse and antagonistic sources” indispensable to democracy.71 In 2012, however, it rejected a fundamental rights petition brought by
members of the local Free Media Movement questioning the media ministry’s right to block websites for failure to register.72 By doing so, it missed a critical opportunity to check the government’s
use of vague directives to control online content. After a complaint was made to the Human Rights
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Commission of Sri Lanka about the blocking of two websites in May 2014, the commission said it
would investigate, but that freedom of expression was subject to constitutional limits.73
Several laws with overly broad scope lack detailed definitions and can be abused to prosecute or
restrict legitimate forms of online expression. Computer crimes and intellectual property rights laws
allow information contained within computers to be admissible in civil and criminal proceedings.
Publishing official secrets, information about parliament that may undermine its work, or “malicious”
content that incites violence or disharmony could result in criminal charges.74 In 2011, the Ministry of
Justice mooted a new obscene publications act to extend anti-pornography laws to electronic media,
but did not correct the existing act’s failure to define “obscene.”75 As of mid-2014, the ministry had
made no announcements regarding the legislation’s implementation.
As in past years, the government obstructed right to information (RTI) legislation which would promote citizens’ access to documents held by government agencies and ministries. The Lessons Learnt
and Reconciliation Commission—a post-war commission of inquiry appointed by President Rajapaksa in May 2010—recommended RTI legislation as a necessary step towards addressing past and ongoing rights violations.76 UPFA parliamentarians rejected an opposition-backed bill in 2011,77 and in
2012, Charitha Herath, the media ministry secretary, said national security concerns would continue
to delay the bill, which had yet to be presented in mid-2014.78
In mid-2012, police arrested nine staff from two news websites. Criminal Investigations Department
(CID) officials raided the offices of the Sri Lanka Mirror and Sri Lanka X News in June on grounds of
“propagating false and unethical news on Sri Lanka.”79 The action had scant foundation in law. The
CID obtained a search warrant and arrested the employees citing violation of Articles 115, 118 and
120 of Sri Lanka’s penal code. Articles 118 and 120 broadly deal with defamation and the incitement
of contempt and hatred, although Article 118 was repealed in 2002, and Article 115 covers conspiracy to overthrow government by coercion.80 The journalists were released on bail the day after their
arrest, though investigators later said their computers contained further grounds for prosecution,
including content that violated the Obscene Publications Act—although the alleged obscenity was
unpublished81—failure to register the website, ridiculing the president, and evidence of an attempt-
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ed coup.82 While the case was finally set aside due to the CID failing to conclude investigations, the
journalists filed a fundamental rights petition with the Supreme Court citing illegal arrest, violation
of their right to free expression, and their profession.83 Hearings are ongoing. Media activists, rights
organizations, and diplomatic missions viewed the arrests as intimidation stemming from the websites’ pro-opposition reporting. 84 External Affairs Minister G.L Peiris’ defense of the raid compounded that view when he accused the sites of turning “deaf ears to repeated warnings to tone down
their coverage.” 85
Extrajudicial surveillance of personal communications is prohibited under the Telecommunications
Act No.27 of 1996. However, a telecommunications officer can intercept communications under the
direction of a minister, a court, or in connection with the investigation of a criminal offence. There
is no provision under the legislation that requires officials to notify users who are targets of surveillance, and many journalists and civil society activists believe their phone and internet communications are monitored. In late 2013, Dialog CEO Dr. Hans Wijesuriya denied the existence of a comprehensive surveillance apparatus in Sri Lanka but agreed that telecommunications companies “have to
be compliant with requests from the government.”86
Sri Lanka lacks substantive laws for the protection of individual privacy and data. Official statements
lauding state surveillance make this absence a particular concern for internet users,87 as do policies
like website registration, which civil society groups fear could be used to hold registered site owners
responsible for content posted by users, or to prevent government critics writing anonymously.88
Digital activists in Sri Lanka also believe Chinese telecoms ZTE and Huawei, who continue to collaborate with the government in the development and maintenance of Sri Lanka’s ICT infrastructure, may
have inserted backdoor espionage and surveillance capabilities.89
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There were no new reports of arrests made for information shared by email or text message. Sri
Lankan police have made such arrests in the past, though whether the content was obtained
through extrajudicial surveillance is not clear. Following the 2010 presidential election, a Media
Centre for National Security spokesman told local journalists that police had detained “a few people” for text messages criticizing the outcome of the polls, without elaborating.90 News reports said
the detainees had disseminated similar content on Facebook and Twitter. The TRC denied tracing
critical commentators through social media, and an unnamed source in the telecommunications industry told Sri Lanka’s Sunday Times the police could have been acting on complaints from message
recipients.
A Ministry of Defense program to register mobile phone users for the purpose of “curbing negative
incidents” was introduced in 2008 and revisited in 2010 after service providers failed to ensure that
subscribers registered.91 Real-name subscriptions are already normal procedure, but the call for
registration in 2010 required further information, including photo identification and up-to-date residential details. Unregistered users risk disconnection if they failed to comply, though no cases have
been reported.
Online reporters, like their counterparts in traditional media, were attacked by forces on both sides
during Sri Lanka’s civil conflict. Unsolved cases include the 2005 murder of TamilNet co-founder
Dharmeratnam Sivaram, who was found dead in a high-security area outside parliament.92 The UN
Human Rights Council adopted a resolution urging the government to investigate war crimes in
2012, but the trend of violence against traditional journalists continues amid a culture of impunity. In
August 2013, unidentified assailants attacked an editor of the Sunday Leader in her home.93 Frederica
Jansz, previously the editor of the Sunday Leader, fled Sri Lanka in 2012 after Gotabhaya Rajapaksa
threatened her during a telephone conversation.94
International news reports and rights groups say government soldiers are responsible for the notorious “white van” abductions of critics and activists95—named after the vehicle often used to carry
them out—a claim the administration denies.96 Lanka-E-News journalist and cartoonist Prageeth
Ekneligoda has been missing since January 24, 2010, after the website backed the political opposition in elections.97 Officials say he sought asylum overseas.98 The inaction on his case, combined with
other methods of intimidation including arson attacks and legal harassment, forced Lanka-E-News
90
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and its editor out of the country.99 While international journalists faced increased harassment,100
there were no attacks on online journalists or internet users during the coverage period of this
report.
Cybercrime is a growing problem in Sri Lanka, with illegal breaches of social media and email
accounts becoming more common.101 Networks associated with the LTTE have been reported attempting to hack into national security networks and carry out web defacement attacks.102 The government has recognized the need to strengthen its defensive capability, yet critics fear technology
bought for this purpose could be used to restrict legitimate expression.103 Cyberattacks have also
targeted government critics in the past, though no incidents were reported during the coverage period. The attackers are thought to align with the government. In June 2007, Media Minister Keheliya
Rambukwella told journalists “We are looking for hackers to disable…TamilNet but could not find
anyone yet.”104
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Key Developments: May 2013 – May 2014
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●

A localized internet service disruption in June and a nationwide blackout in September
corresponded with large antigovernment protests; the blackouts were reportedly
directed by the government (see Obstacles to Access).

●

U.S. sanctions on Sudan had a negative impact on the ability of Sudan’s civil society to
leverage online technologies, inhibiting important civil society efforts (see Limits on
Content).

●

Monitoring and filtering devices from Blue Coat Systems were traced to three networks
inside Sudan in June (see Violations of User Rights).

●

Government surveillance of online activists and journalists was particularly pronounced
during the June and September 2013 protests (see Violations of User Rights).

●

A number of individuals were arrested for their ICT activities, while journalists and civil
society groups were subject to an increasing degree of technical violence (see Violations
of User Rights).
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Introduction
During the coverage period, journalists, civil society, and citizens at large in Sudan faced an ongoing
government crackdown on free expression, triggered by mass protests that took place in June 2013
and smaller demonstrations that ensued through September 2013. The protests were sparked by the
removal of government fuel subsidies, which escalated the cost of transportation and food items in
a country already suffering from a severe economic crisis.
The period between the widespread “Sudan Revolts” protests in the summer of 2012 and the
protests that took place throughout 2013 saw a tightening of press freedom, sporadic arrests of
activists, and the shutdown of major civil society organizations. Government repression intensified
toward the end of 2013, with the authorities using live bullets and an extensive arrest campaign to
break up the September protests, in addition to shutting down all internet services for nearly 24
hours for the first time in Sudan. Access to Facebook and YouTube platforms was slow for days after
the shutdown. A shorter internet blackout was reported on one service provider leading up to the
June protests.
Meanwhile, the Sudanese government under President Omar al-Bashir increased its restrictions
on internet freedom through various tactics during the coverage period. For example, the national
regulator reportedly sought ways to control social media applications such as Facebook and
WhatsApp, while government trolls within the National Intelligence and Security Service’s Cyber
Jihadist Unit increasingly manipulated the online information landscape. Government surveillance
of online activists and journalists was particularly pronounced during the September 2013 protests,
and sophisticated surveillance technology from U.S.-based Blue Coat Systems was traced to three
devices inside Sudan, including on the networks of the Emirati-owned telecom provider, Canar.
A number of individuals were arrested for their online activities during the year, including the
journalist Khalid Ahmed from Al-Sudani newspaper, who was arrested in June 2013 by the electronic
crimes police for an article he was accused of publishing on an independent news website that
criticized the army. Meanwhile, journalists and civil society groups were subject to an increasing
degree of harassment, extralegal violence, and hacking attacks. In one incident, government
authorities shut down the popular TEDxKhartoum event in May 2013. Numerous online news outlets
and individual Facebook pages suffered hacking attacks throughout the year.

Obstacles to Access
Access to information and communications technologies (ICTs) in Sudan continued to spread in
the past year, with internet penetration growing from 21 percent in 2012 to 23 percent in 2013,
according to the International Telecommunication Union (ITU).1 The number of users, however, could
be somewhat higher as internet-enabled mobile phones have become widespread and cheaper in

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

1
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recent years. In 2013, 25 percent of the population had access to mobile-broadband services,2 while
mobile phone penetration stood at 73 percent, up from 60 percent in 2012.3
Sudan’s telecommunications infrastructure and market are among the most developed and
liberalized in the region,4 which has enabled affordable services. As of mid-2014, a monthly mobile
internet subscription cost between SDG 2 to 9 (US$0.35 to $1.50) for 100 MB to 1 GB.5 In general, all
companies offer daily internet for rates that do not exceed SDG 1 for basic access, and as a result
of market competition, there are ongoing offers that make it possible to enjoy free or lower cost
internet services during certain hours.
Aside from mobile internet, users also access the internet from personal desktops or laptop
computers through routers or USB modems that cost between SDG 134 and 250 (US$24 to $44),
and monthly fixed-line broadband subscriptions that cost from SDG 26 to 200 (US$5 to $35),
depending on the package. Secondhand laptops and computers are widely available, and users
can make payments toward a computer in monthly installments. Nevertheless, the number of fixed
broadband subscriptions in the country is still very low, with a penetration rate of 0.17 percent
in 2013 (up from 0.05 percent in 2012), according to the ITU.6 Meanwhile, cybercafes, which are
concentrated in market areas and popular around universities and dorms, charge between SDG 2 to
5 (US$0.35 to $0.87) per hour, though the number of cybercafes in Khartoum state has decreased
noticeably since the early 2000s as mobile internet has become cheaper and more accessible to the
public. In addition, the country’s relatively low prices for mobile and internet access are still out of
reach for the majority of the population in Sudan, where the median annual per-capita income was
US$579 in 2013, according to Gallup research.7
Meanwhile, comprehensive economic sanctions imposed by the U.S. government against the alBashir regime since 1997 have been a significant hindrance to users’ access to various ICTs and new
media tools.8 While the sanctions were amended in 2010 to authorize the export of certain ICTs and
boost the free-flow of information,9 and again in 2013 to allow educational institutions to exchange
academic research,10 the sanctions continued to block access to original software made by American
companies, effectively limiting free access to knowledge on the internet. For example, important
software such as anti-virus suites, e-document readers, and rich-content multimedia applications
International Telecommunication Union, “Sudan Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.

2

3

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2013.”

4 Rupa Ranganathan and Cecilia Briceno-Garmendia, “Sudan’s Infrastructure: A Continental Perspective,” Africa Infrastructure
Country Diagnostic, Country Report, World Bank, June 2011, http://www.ppiaf.org/sites/ppiaf.org/files/publication/AICD-Sudancountry-report.pdf.

On the Sudani network. Zain network offers more expensive, but still affordable packages with a 1 SDG internet package
per day and a weekly subscription costing 5 SDG while MTN offers daily internet packages costing from 0.60 to 1 SDG.

5

6

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

Glenn Phelps and Steve Crabtree, “Worldwide, Median Household Income About $10,000,” Gallup World, December 16,
2013, http://www.gallup.com/poll/166211/worldwide-median-household-income-000.aspx#1.

7

8 “What you Need to Know About U.S. Sanctions—Sudan,” U.S. Department of the Treasury, June 25, 2008, http://www.
treasury.gov/resource-center/sanctions/Programs/Documents/sudan.pdf.
9 “Treasury Department Issues New General License to Boost Internet-Based Communication, Free Flow of Information in Iran,
Sudan and Cuba,” U.S. Department of the Treasury, press release, March 8, 2010, http://www.treasury.gov/press-center/pressreleases/Pages/tg577.aspx.

“US to ease sanctions on Sudan to allow educational exchange,” Sudan Tribune, February 4, 2013, http://www.sudantribune.
com/spip.php?article45407.

10
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are blocked and inaccessible for users to download. Additionally, software security updates are
unavailable, forcing users to rely on outdated versions that make their computers and devices
vulnerable to malware and other technical attacks. Smartphones and tablets are also affected, as
online stores where users can download and update applications are completely inaccessible in
Sudan. Savvy users have been able to turn to circumvention tools such as proxies and virtual private
networks (VPNs) to access these blocked services, but ordinary users likely miss out on these key
ICT applications. The problem of sanctions-induced inaccessibility poses a serious security threat to
activists and human rights defenders, making them unable to use these technologies in their work
and potentially exposing them to state surveillance and censorship.
The U.S. sanctions regime has also stunted Sudan’s educational potential, as free online educational
websites such as Khan Academy, Google Scholar, and Audacity are blocked to users in the country.
In January 2014, the free online education company Coursera announced that it had to restrict
access to its courses to students from Cuba, Iran, and Sudan, citing U.S. sanctions that prohibit the
export of services from for-profit companies to sanctioned countries.11 Similarly, individuals enrolled
in massive open online courses (“MOOCs”) at American educational institutions, such as MITx,
reported not receiving certificates of completion after passing online exams.12 The EdX platform
announced in February 2014, however, that it had found a solution to the sanctions regulations,
enabling them to open its services to all students around the world.13 Coursera also announced in
September 2014 that it was granted an Office of Foreign Assets Control (OFAC) license to provide
services in Sudan and Cuba.14 Nevertheless, the ongoing restrictions were widely criticized as a
violation of the universal right to education and likened to censorship.15
There are four licensed telecommunications operators in Sudan: Zain, MTN, Sudatel, and Canar. MTN
and Sudatel both offer broadband internet, while Zain offers fast internet through its USB modem
and mobile internet services. Canar offers fixed phone lines and home internet. All four providers
are privately-owned by foreign companies, with the exception of Sudatel which has 22 percent of its
shares owned by the government; the remaining shares are held by foreign entities.16 Only Sudatel
and Canar have a direct connection to the international gateway and lease access to the global
internet to MTN and Zain.
Fairly strong market competition in Sudan’s telecoms sector has enabled the growth of fast internet
in the country. Under normal circumstances, the internet operates at advertised speeds of up to
21 Mbps on the Zain network in Khartoum and at 7.2 Mbps in other areas. According to May 2014
Coursera, “Update on Course Accessibility for Students in Cuba, Iran, Sudan, and Syria,” (blog), January 28, 2014, http://
blog.coursera.org/post/74891215298/update-on-course-accessibility-for-students-in-cuba.

11

12 Amanda Sperber, “In Sudan Civil Society Say It’s Struggling to Work Around US Sanctions Block on Tech,” TechPresident,
January 14, 2014, http://techpresident.com/news/wegov/24667/sudan-civil-society-struggles-tech-us-sanctions.

Anant Agarwal, “We’re not blocking anyone: EdX still educating students from Iran, Syria, Sudan, and Cuba,” edX (blog),
February 2, 2014, https://www.edx.org/blog/were-not-blocking-anyone-edx-still.

13

Jillian York, “Coursera Takes a Positive Step Forward in Cuba and Sudan,” Electronic Frontier Foundation, September 8,
2014, https://www.eff.org/deeplinks/2014/09/coursera-takes-positive-step-forward-cuba-and-sudan.

14

Al Jazeera, “US sanctions lead Coursera to block online courses in select countries: Netizens question the impact of the
US blocking online education in Iran, Cuba and Sudan,” The Stream (blog), January 30, 2014, http://stream.aljazeera.com/
story/201401292259-0023429; Milana Knezevic, “Why US sanctions are a blow to free expression,” Index on Censorship (blog),
January 31, 2014, http://www.indexoncensorship.org/2014/01/coursera/.
15

Rupa Ranganathan and Cecilia Briceno-Garmendia, “Sudan’s Infrastructure: A Continental Perspective,” Africa Infrastructure
Country Diagnostic, Country Report, World Bank, June 2011, http://www.ppiaf.org/sites/ppiaf.org/files/publication/AICD-Sudancountry-report.pdf.
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data from Akamai’s “State of the Internet” report, Sudan’s average connection speed is recorded at
3.2 Mbps (compared to a global average of 3.9 Mbps).17 In addition, Sudan’s broadband adoption
(characterized by connection speeds greater than 4 Mbps) was over 20 percent, while the country’s
narrowband adoption (connection speeds below 256 kbps) was under 1 percent.18
Despite Sudan’s open and liberalized ICT sector, the government has demonstrated an ability
to restrict connectivity and access during particular events, such as the partial internet blackout
on the Sudatel network on June 29, 2013 that lasted for nearly eight hours ahead of a planned
antigovernment rally.19 A complete internet blackout occurred three months later on September 25,
2013, when the internet intelligence company Renesys confirmed two separate internet blackouts
that were reportedly directed by the government.20 Beginning at 12:47 UTC on September 25, after
three days of intense nationwide protests, Renesys reported that “all Sudanese routed networks
were withdrawn from the global routing table,” which was “not caused by a single catastrophic
technical failure” and “strongly suggests a coordinated action to remove Sudan from the Internet.”21
Subscribers of the four service providers (Zain, MTN, Canar, and Sudani) were cut off for nearly 24
hours. Renesys also described the incident as “the largest government-directed Internet blackout
since Egypt in January 2011.”22
Denying responsibility for the blackouts, the government claimed that a major network problem had
caused the internet outage, while the National Telecommunications Corporation (NTC), the national
regulator, blamed a fire in the office of the Emirati-owned Canar telecom, which rents access to the
global internet network to the other providers.23 Though unconfirmed, analysts strongly believe the
incident was most likely orchestrated by the NTC, the state agency that regulates the ICT sector in
Sudan.
Founded in 1996 and housed under the Ministry of Telecommunications, the NTC is tasked with
producing telecommunications statistics, monitoring the use of the internet, introducing new
technology into the country, and developing the country’s telecommunications and IT industry. It
is also responsible for deciding what content should be accessible on the internet. Although it is a
state body, the NTC receives grants from international organizations such as the Intergovernmental
Authority on Development and the World Bank, and its website describes the body as “self-financing.”

Akamai, “Average Connection Speed: Sudan,” map visualization, The State of the Internet Q1 (2014), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.

17

Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Sudan,” map visualization, The State of the Internet, Q1
2014; Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): Sudan,” map visualization, The State of the Internet,
Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

18

Renesys Corporation Twitter Feed (@renesys), 4:33PM, June 29, 2013, https://twitter.com/renesys/
status/351060825722736640/photo/1.

19

Doug Madory, “Internet Blackout in Sudan,” Renesys (blog), September 25, 2013, http://www.renesys.com/2013/09/
internet-blackout-sudan/.

20
21

Doug Madory, “Internet Blackout in Sudan,”” Renesys (blog), September 25, 2013.

22

Doug Madory, “Internet Blackout in Sudan,”” Renesys (blog), September 25, 2013.

Peter Micek and Ben-Avie Jochai, “Update: Mass internet shutdown in Sudan follows days of protest,” Access Now (blog),
October 15, 2013, https://www.accessnow.org/blog/mass-internet-shutdown-in-sudan-follows-days-of-protest.

23
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Limits on Content
No new social, political, or religious websites were blocked during the coverage period, though
access to Facebook and YouTube was reportedly very slow or virtually inaccessible to many users
during and after the September 2013 wave of protests. Government efforts to manipulate the
online information landscape became more concerted and systematic. U.S. sanctions on Sudan had
a negative impact on the ability of Sudan’s civil society to leverage online technologies, inhibiting
important civil society efforts.
The Sudanese government openly acknowledges blocking and filtering websites that it considers
“immoral” and “blasphemous.” The NTC manages online filtering in the country through its Internet
Service Control Unit and is somewhat transparent about the content it blocks, reporting that 95
percent of blocked material is related to pornography.24 The NTC’s website also gives users the
opportunity to submit requests to either block or unblock websites “that are deemed not containing
pornography,”25 though it does not specify whether the appeals extend to political websites. Users
attempting to access a blocked site are met with a black page that explicitly states, “This site has
been blocked,” by the NTC and includes a contact email address at filtering@ntc.gov.sd.26
Social media platforms are not blocked in Sudan, though access to Facebook and YouTube was
reportedly very slow or virtually inaccessible to many users during and after the September 2013
wave of protests. At times, users were able to access the website through the secure “https” protocol
instead of “http.” Meanwhile, since 2008, YouTube and the popular Sudanese forum and news
website Sudanese Online have been sporadically blocked for various periods for content perceived
as too sensitive by the regime, such as articles on the war in Darfur.27 The blocks typically range from
a few days to a few weeks, and when a website becomes accessible again, it can take some time
for content to be fully restored. YouTube was last blocked from September to November 2012 in
response to the “Innocence of Muslims” video.
The most recent long-term blocking of websites coincided with the June to July 2012 “Sudan Revolts”
protest movement, during which the NTC blocked the online newspapers Sudanese Online, AlRakoba, and Hurriyat,28 the latter two of which are known to be antigovernment.29 All three outlets
were eventually unblocked but at times are still difficult to access.
In response to the growth of online publications that are critical of the ruling party, the Sudanese
government has stated intentions to enact legal measures to restrict content regarded as “a threat
to national and social security.” According to the ruling party media secretary Yassar Youssef Ibrahim
in a July 2013 interview, such “threats” encompass not only religiously immoral content, but also

“Blocking Or Unblock Websites,” National Telecommunications Corporation, last modified October 22, 2014, http://www.
ntc.gov.sd/index.php/en/blocking-websites.

24
25

“Blocking Or Unblock Websites.”

26

Image of a blocked site: https://docs.google.com/file/d/0B6mgwvplJ6IadERXT3RTZW1jSkk/edit.

27

OpenNet Initiative, “Internet Filtering in Sudan.”

Eva Galperin, “Sudan Revolts, Government Cracks Down on Dissent,” Electronic Frontier Foundation, July 10, 2012, https://
www.eff.org/deeplinks/2012/07/sudan-revolts-government-cracks-down-dissent.

28

29 Hurriyat is based in Kampala, Uganda and its editorial staff is comprised of prominent journalists who left Sudan after
enduring numerous court trials for their writings. Al-Rakoba, on the other hand, has a number of anonymous journalists inside
Sudan but is managed by a group based in the Gulf region.
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opposition publications and political criticism.30 To combat the perceived threats, the secretary
advocated for a law to govern electronic media “that grants authorities the right to block websites
when they violate agreed upon limitations.”31
In May 2014, the national regulator, the NTC, reportedly began a technical study on social
networking applications such as Facebook and WhatsApp in an effort to find ways to control their
use in the country, citing concerns that the applications encourage indecent activities that go
against Sudan’s customs and traditions.32 Other reports have alleged that the Ministry of Culture and
Information in Khartoum state is looking to use sophisticated technical tools to block social media
platforms, though the ministry denied any intent to block websites.33
As a result of growing online censorship, some opposition news outlets have moved their servers
abroad to avoid blocking. For example, Sudanese Online currently operates from the United States,
while Sudan Tribune is based out of France and Al Taghyeer (“Change”) is based in the United
Kingdom.34 This trend may continue if a draft media law with implications for digital news is passed
(see “Violations of User Rights”).
Despite increasing instances of internet censorship in recent years, online newspapers in Sudan
continue to have more freedom than traditional media outlets, which are frequently subject to
pre-publication censorship, confiscations of entire press runs of newspapers, and warnings from
National Intelligence and Security Service (NISS) agents against reporting on certain taboo topics.35
Restrictions on traditional news outlets increased following the National Security Act of 2010, which
gave the NISS permission to arrest journalists and censor newspapers under the pretext of national
security.36 As such, many print newspapers have begun to circulate censored or banned material on
their websites and social media pages, and online news outlets are gaining traction. Most recently,
independent journalists successfully launched the electronic newspaper Al-Tareeg (“the road”) in
January 2014,37 and the newspaper Sudan Voices launched its online version in May.38
Compared to the highly restrictive space for press freedom in the traditional media sphere, the
internet remains a relatively open space for freedom of expression, with bold voices expressing
discontent with the government on various online platforms. Nonetheless, self-censorship is
prevalent and may be increasing as the government extends its media crackdown to the internet.
During the September 2013 protests, some opposition journalists began publishing anonymously to
30 Adam Mohamed Ahmad, “’We need a law that governs the electronic media,’” The Niles, July 10, 2013, http://www.theniles.
org/articles/?id=1938.

Adam Mohamed Ahmad, “Too many red lines: Pressure on Sudan media freedom increases,” The Niles, July 7, 2013, http://
www.theniles.org/articles/?id=1288.

31

32 “Sudan looking into ways to control Facebook and Whatsapp,” Sudan Tribune, May 28, 2014, http://www.sudantribune.
com/spip.php?article51144.
33

“Sudan looking into ways to control Facebook and Whatsapp,” Sudan Tribune, May 28, 2014.

Reem Abbas, “Sudan’s Shift from Print to Online Newspapers,” Doha Centre for Media Freedom, May 16, 2013, http://www.
dc4mf.org/en/node/3740.

34
35

Interview with an editor-in-chief in Khartoum, Sudan, August 2012.

The NISS carries out arbitrary arrests, may detain an individual for up to 45 days without charges and can renew the
detention period after the end of the 45-day period. NISS officers have total immunity from the law. “Sudanese Security Service
Carries out Brutal Campaign Against Opponents,” Amnesty International, July 19, 2010, http://www.amnesty.org/en/news-andupdates/report/sudanese-security-service-carries-out-brutal-campaign-against-opponents-2010.

36

37

Al-Tareeg: http://www.altareeq.info/ar/.

38

Sudan Voices: http://sudanvoices.com/.
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avoid being identified for writing about taboo topics, such as human rights violations linked to the
country’s conflict regions, state corruption, the economic recession, and criticism of national security
agents.
Government efforts to manipulate the online information landscape have become more concerted
and systematic. In response to the Arab Spring events and the proliferation of antigovernment
protest movements organized on social media sites in 2011, the Sudanese government began
deploying a force known as the Cyber Jihadist Unit tasked to conduct “online defense operations”
and “crush online dissent.”39 A leaked 2011 document revealed that the Unit employs over 200
individuals divided across different locations who work three shifts to ensure around the clock
coverage, particularly during timeframes when internet traffic is highest, such as late at night and
during the weekend.40 More recent research from 2013 found that the number of recruits has
increased, with the NISS recruiting heavily at government universities, especially at the police-owned
Al-Ribat University.41 The Unit seems to have adequate funding for training, and stipends are given
to the young recruits who are mostly students or unemployed youth. According to private interviews,
the Cyber Jihadists have also received training courses in hacking and online monitoring from India
and Malaysia, among other countries.
Based at the NISS, the Cyber Jihadist Unit proactively monitors content posted on blogs, social
media websites, and online newspaper forums. The Unit also infiltrates online discussions in an effort
to ascertain information about cyber-dissidents and spread misinformation. This strategy has been
employed most prominently on the news forum, Sudanese Online, which is known for its popularity
among antigovernment intellectuals, journalists, politicians, and activists. When the government
took notice of the website’s influence in the mid-2000s, it planted contributors to spread false
information, instigate problems between users, and discredit posts written by members of the
forum.42 The Unit also frequently hacks websites and personal email and social media accounts of
activists (see “Violations of User Rights”).43
On May 10, 2014, NISS allegedly launched a rumor that it had arrested the administrators of an
opposition group’s Facebook page, publishing the story in a print progovernment newspaper (Al
Saiha) with the headline, “National Security Arrests the Creators of al Bashir’s Diaries.” Created over
two years ago, the popular Facebook page is known for its use of humor and satire to criticize the
government. Within a day, the administrators announced on their Facebook page that the news

Email interview with editors from Hurriyat and Al-Rakoba, January 2013; “Sudan to Unleash Cyber Jihadists,” BBC News,
March 23, 2011, http://www.bbc.co.uk/news/technology-12829808.

39

“With the NCP’s Documents: Operation Electronic Defense to Bring Down the Sudanese Revolution” [in Arabic], Sudan
Motion, April 14, 2012, http://sudanmotion.com/index.php/news/3-sudan-news/4143-2012-04-14-10-30-28.

40
41

Interview with telecommunications expert in Khartoum, Sudan, January 15, 2013.

42

Interview with a press freedom advocate and journalist in Khartoum, Sudan, January 16, 2012.

In August 2012, a thread on Sudanese Online titled, “Accounts Targeted and Monitored by the Cyber-Jihad Unit,” started
by an exiled activist revealed a list of 274 names, Facebook pages and groups and described the expanded technical capacities
of the unit. Leaked to the exiled activist by “a trusted source,” the list made evident that the unit’s primary targets were online
activists, particularly young people, whose social media accounts publish timely information about the protests and news
about human rights violations. For example, the first name mentioned in the list was Amani Al-Agab, a well-known online
activist who is very active on Sudanese forums as well as Facebook. There is little information available on Amani Al-Agab;
however, it is known that she is outside Sudan. http://www.change.org/users/7806131; See also, Bukhari Osman, “Accounts
Targeted by Cyber Jihad Unit” [in Arabic], August 23, 2012, Sudanese Online, http://www.sudaneseonline.com/cgi-bin/sdb/2bb.
cgi?seq=print&board=400&msg=1345716699&rn=1.
43
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article was a rumor, though the false story indicates how the authorities may be trying to crack
down on social media by instilling a fear of reprisal among users.
Meanwhile, blogging is an increasingly important platform for journalists and writers who use it to
publish commentary free from the restrictions leveled on print newspapers. Blogs also give ethnic,
gender, and religious minorities a venue to express themselves. As of mid-2014, there are about 300
Sudanese blogs registered in the newly established Sudanese Bloggers Network.44 The more active
Sudanese bloggers write in the English language.
The internet has also become a powerful tool for activists to fight for social, political, and economic
change, enabling protests such as the ones in June and September 2013 to organize across the
country.45 During the damaging floods that befell Khartoum state in July and August 2013, youth
activists turned to Facebook to launch the grassroots campaign known as Nafeer to help flood
victims.46 Working with a local NGO, the Nafeer Facebook campaign attracted over 5,000 volunteers
within two weeks, in addition to collecting generous cash donations from Sudanese based both
locally and abroad,47 which allowed emergency relief to be delivered to victims more quickly than aid
from the government.
Nevertheless, U.S. sanctions have had a negative impact on the ability of Sudan’s civil society
to leverage online technologies such as crowd-funding or online payment platforms, which has
inhibited important civil society efforts. For example, when Nafeer turned to the internet to seek
both volunteers and donations during the August 2013 floods, its Paypal account was shut down
for receiving donations from the diaspora in the United States.48 Similarly, many organizations have
been unable to receive financial support from Sudanese diaspora communities that can strengthen
their independence from foreign aid as well as their sustainability.
Crisis mappers have also noted that the sanctions are limiting their ability to access the tools they
need. According to Abeer Awad Khairy, a crisis mapper who created an online map for the August
2013 floods used by Nafeer and the United Nations to identify regions in need of relief, all Google
products are sanctioned in Sudan, including Google Crisis Map and People Finder. Crisis mapping
tools produced by other American companies such as Esri, which makes GIS technology for mapping,
are also blocked, making it difficult for a proper network of crisis mappers to operate within the
country.49
Sanctions have further inhibited diaspora communities seeking to send assistance home via
crowd-funding tools. In December 2013, for example, a group of Sudanese diaspora activists living

44

Interview with the Sudanese Bloggers Network, January 23, 2013, http://sdunlimitedbloggers.blogspot.com/.

45 Ismai’il Kushkush, “Protesters and the Police Clash in Sudan,” The New York Times, July 6, 2012, https://www.nytimes.
com/2012/07/07/world/africa/in-sudan-protesters-clash-with-the-riot-police.html?_r=0.
46 Isma’il Kushkush, “As Floods Ravage Sudan, Young Volunteers Revive a Tradition of Aid,” The New York Times, August, 29,
2013, http://www.nytimes.com/2013/08/30/world/africa/as-floods-ravage-sudan-young-volunteers-revive-a-tradition-of-aid.
html?pagewanted=all.
47

Author’s Research.

Tweet by @Amjedfarid (in Arabic): “The Americans closed #Nafeer’s paypal account because of sanctions. What are we
supposed to deal with, the government’s harassment or the Americans?” August 21, 2013, https://twitter.com/amjedfarid/
status/370239060427550720.

48

49 YouTube video: “US technology sanctions on Sudan,” posted by LiftUS sanctions, January 18, 2014, http://www.youtube.
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in the United States, Europe, and the Middle East launched a crowd-funding campaign via the
online platform Indiegogo to help renovate a school in the peripheries of Khartoum that gives free
education to 330 internally displaced students from the Nuba Mountains and Darfur.50 Within five
days of launching the campaign, the group received a message from Indiegogo saying that the
campaign had been “frozen” because it may have been in violation of U.S. sanctions policies. In
response, the fundraising team attached the most recent OFAC update on Sudan sanctions from
November 2013, which provides an exemption for conflict areas and communities impacted by
conflict, as well as on the peripheries around Khartoum.51 Fortunately, Indiegogo accepted the
explanation and put the campaign back online after freezing it for 24 hours.

Violations of User Rights
Monitoring and filtering devices from Blue Coat Systems were traced to three networks inside Sudan
in June 2013. Government surveillance of online activists and journalists was particularly pronounced
during the June and September 2013 protests. A number of individuals were arrested for their ICT
activities during the coverage period, while journalists and civil society groups were subject to an
increasing degree of technical violence.
Freedom of speech, expression, and association are nominally protected under the 2005 Interim
National Constitution (INC) that was adopted as part of the 2005 Comprehensive Peace Agreement
(CPA) between the government of Sudan and the southern rebel group, though the constitution
officially expired following the independence of South Sudan in July 2011. A permanent constitution
is still being drafted as of mid-2014, leaving the INC as the country’s highest binding document.
Sudan has a host of restrictive laws that seeks to limit internet freedom. For example, the Informatic
Offences (Combating) Act (known as the IT Crime Act, or electronic crimes law),52 criminalizes the
establishment of websites that criticize the government or publish defamatory material and content
that disturbs public morality or public order.53 Violations involve fines and prison sentences between
two to five years. While only one case of defamation has been filed under the IT Crime Act since its
enactment in 2007,54 the act inherently contradicts Sudan’s constitutional protection of freedom of
expression and fundamentally undermines internet freedom in the country.
For bloggers and online activists, the press laws and the criminal law are more dangerous. In 2009,
the government revised the highly restrictive 2004 Press and Printed Press Materials Law, which
continued to allow for restrictions on the press in the interests of national security and public order,

50 “Support Nuba Mountain IDP Students,” Indiegogo campaign, December 13, 2013, http://www.indiegogo.com/projects/
support-nuba-mountain-idp-students/x/5649009.
51 E.O. 13412 exempts Southern Kordofan/Nuba Mountains State, Blue Nile State, Abyei, Darfur, and marginalized areas in
and around Khartoum – referred to as “the Specified Areas of Sudan” – from certain of the prohibitions imposed by E.O. 13067.
See, Department of the Treasury, “Sudan Sanctions Program,” Office of Foreign Assets Control (OFAC), November 5, 2013, p. 3,
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/sudan.pdf.

“The Informatic Offences (Combating) Act, 2007,” National Telecommunications Corporation, http://www.ntc.gov.sd/
images/stories/docs/English/Informatics_offences_Act_2007.pdf.
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Abdelgadir Mohammed Abdelgadir, “Fences of Silence: Systematic Repression of Freedom of the Press, Opinion and
Expression in Sudan,” International Press Institute, 2012, http://www.freemedia.at/fileadmin/media/Fences_of_SilenceAbdelgadirMAbdelgadir-3.pdf.
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and holds editors-in-chief liable for all content published in their newspapers.55 While there is no
specific reference to online media, the press law’s broad wording allows for its application to online
content.
In December 2012, a new draft press law was presented to the national assembly that aims to
further restrict media freedom in Sudan. While the draft law has yet to be publicly released as of
mid-2014, a member of the Sudanese National Council asserted in an interview with the Doha
Centre for Media Freedom in April 2013 that the new law would include regulations on online
media.56 Meanwhile, the authorities also restrict media freedom through the 2010 National Security
Act, which gives the NISS immunity from prosecution and the permission to arrest, detain, and
censor newspapers under the pretext of national security.57 Furthermore, Sudan’s judiciary is not
independent, though it has recently ruled against the government in support of press freedom,
reversing a government order to shut down the Al-Tayar independent daily in March 2014.58
Bloggers and citizen journalists in Sudan are increasingly detained and harassed for their work,
particularly during times of protest. In June 2013, national security agents arrested the journalist
Khalid Ahmed from Al-Sudani newspaper for allegedly publishing an article in an independent news
website that criticized the army in Abu-Karshola town in Southern Kordofan, where the government
has been at war with the Sudan People’s Liberation Movement (SPLM) rebels since June 2011.
Despite his claim that he had not written the article, Ahmed was taken to the intellectual property
rights court where he was charged with “harming the morale of the Sudanese armed forces,”
“sharing military information,” and “tarnishing the reputation of the army’s chief of staff” under the
penal code and IT Crime Act.59 The court cleared Ahmed of all charges in March 2014 due to lack of
evidence,60 but journalists worry that the incident will set a precedent for the authorities to continue
prosecuting online journalists.
In July 2013, three youths were arrested in Northern Kordofan for posting and commenting on a
link to an online article on Facebook about corruption charges of the Zakat (“philanthropy”) Unit in
the government of Northern Kordofan.61 They were arrested for a day, released after interrogations,62
then rearrested again shortly after and charged with defamation.63 Details of their conviction are
unknown as of mid-2014.
55 Committee to Protect Journalists, “Repressive press law passed in Sudan,” press release, June 11, 2009, http://www.cpj.
org/2009/06/repressive-press-law-passed-in-sudan.php.
56 Reem Abbas, “Proposed Sudan Media Law Targets Press Freedom,” Al-Monitor, January 17, 2013, http://www.al-monitor.
com/pulse/originals/2013/01/sudan-press-freedom.html#ixzz2OY2WyeL3; Ahmed Vall, “‘New Law Will Grant Greater Media
Freedom in Sudan,’” Doha Centre for Media Freedom, April 7, 2013, http://www.dc4mf.org/en/content/new-law-will-grantgreater-media-freedom-sudan.

“Sudanese Security Service Carries Out Brutal Campaign Against Opponents,” Amnesty International, July 19, 2010,
http://www.amnesty.org/en/news-and-updates/report/sudanese-security-service-carries-out-brutal-campaign-againstopponents-2010.
57

58 “Sudan’s top court reverses newspaper closure amid continued crackdown on press,” Sudan Tribune, March 5, 2014, http://
allafrica.com/stories/201403060770.html.
59

Based on author interview. June/July 2013.

Mekki Elmograbi, “Good Day: Faisal and Khalid Cases, and the Fair Sudanese Courts!” Sudan Vision Daily, March 5, 2014,
http://news.sudanvisiondaily.com/article.html?rsnpaid=1386.
60
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Based on FOTN Sudan analyst’s research on the ground.

“Sudan security questions group of youths over Facebook posts,” Sudan Tribune, July 9, 2013, http://www.sudantribune.
com/spip.php?article47241.
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During the September 2013 protests, the pro-democracy group Sudan Change Now (SCN) came
under heavy attack by the NISS, with more than ten of its members arrested and kept in detention
for weeks, including Dahlia Al-Roubi, a social media activist and SCN member, who was arrested and
held for a week; she was released without charges. At least four journalists were detained during
the protests, including two women. In another case, Samar Mirghani, a pharmacist and Khartoum
University graduate, was arrested while filming the police shoot a young male protester with her
phone during the September protests.64 She was later tortured in detention and had her phone
confiscated for the alleged possession of “indecent” materials. Her trial received a significant amount
of national attention, and on October 28, 2013, she was found innocent of the charges lodged
against her under article 153 of the penal code (obtaining and having indecent content on her
mobile phone) and article 69 (disturbing the public peace), though she received a fine of SDG 5,000
(US$1,120) for participating in the protests65
The government actively monitors internet communications, and the NISS regularly intercepts
private email messages.66 The Sudan Police Department also monitors internet cafes to make sure
users do not access websites deemed immoral by the authorities.67 Government surveillance of
online activists and journalists was particularly pronounced during the June and September 2013
protests. Meanwhile, mobile phones have become an especially dangerous tool for activists given
the widespread suspicion that the authorities possess phone-tapping and location tracking tools.68
In November 2013, the Al-Arabiya TV channel hosted a show interviewing Mubarak Mohamed, a
former officer who worked for the NISS, during which he stated that 80 percent of NISS’s intelligence
gathering is collected through phone tapping, although he was not specific on what the phone
surveillance entails.69 In one notable incident during the September 2013 protests, three members of
Sudan Change Now were arrested shortly after they turned on their mobile phones while in public,
raising concerns that activists were being tracked.70
Mobile phone tapping and tracking was made more feasible in 2008 when a law was enacted
requiring subscribers to register their SIM cards with providers. Nevertheless, it was still relatively
easy to purchase a SIM card without providing personal information for activation until the
June 2012 protests when the policy became more strictly enforced, particularly by the partially
government-owned telecom, Sudani.71 Activists believe the effort to be a strategic move by the
authorities to track user phone numbers and personal information.
After the September 2013 protests, the campaign to register SIM cards became more aggressive,
involving television, newspaper, and billboard advertisements; public mobile registration services;
and lotteries to win prizes such as money, gold, or cars. The provider MTN even advertised that
users could register their friends’ SIM cards for them. Registration requires a copy of a national ID
64

Author’s Research.

“A Sudanese Woman Testifies about Her Torture at Hands of Security Agents” (in Arabic), AlArabiya, October 3, 2013,
http://bit.ly/1uUzgmd.
65
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U.S. Department of State, “Sudan 2013 Human Rights Report,” http://www.state.gov/documents/organization/220376.pdf.
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OpenNet Initiative, “Internet Filtering in Sudan.”
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and home address details. In April 2013, a representative from the NISS told the press that there
were 700 police cases a day against unregistered numbers or numbers registered under false
names.72
Government requests for user data on international communications platforms such as Facebook
have been on the rise in recent years. Between July 2013 and June 2014, a total of five requests were
made by the government for information on five separate user accounts on Facebook, compared to
zero requests the previous year; none of these requests were granted.73
According to recent research, Sudan has acquired high-tech surveillance equipment. In June 2013,
Citizen Lab traced the U.S.-based Blue Coat Systems—which manufactures devices that can be
used to monitor network traffic and filter content—to three networks inside Sudan, including on
the networks of the private telecom provider, Canar.74 These revelations made evident that the U.S.
sanctions regime against Sudan have not impeded the Sudanese government from gaining access
to or purchasing U.S.-made surveillance software, as intended. Rather, the sanctions more often
impinge upon regular users’ access to ICTs, albeit unintentionally, as discussed above. Meanwhile,
Blue Coat Systems claimed that the devices reached embargoed countries without their knowledge.75
Facebook is widely monitored and used to track and incriminate activists for arrest.76 During recent
protests, for example, the social media platform was the first website detainees were asked to open
while in detention, and private messages as well as the pages that activists “like” were checked to
see if they were affiliated with a certain political party or social movement. Consequently, many
young people have stopped posting personal pictures on their profiles and changed their Facebook
names to pseudonyms to avoid being identified. Testimonies of detained activists have also revealed
that the authorities possess pretty sophisticated technical abilities, with one detained SCN member
recounting how his Macbook had been confiscated and broken into, despite his refusal to provide
his password details.77
Sudanese dissidents living abroad have also been targeted by the NISS, indicating a level of
surveillance that may be able to cross international borders or entail cooperation with other
governments. The prominent Sudanese blogger, Amir Ahmed Nasr, was one such expatriate who
was confronted by an apparent Sudanese security agent while living in Kuala Lumpur, Malaysia.
Also known for his autobiography about his blogging experience on difficult questions about
Islam, identity, and Middle Eastern politics—which is banned in Malaysia—Nsar was told by the
security agent that he was “being watched back in Khartoum by the NISS, and that [he] should

Abdul-Gasim Sawsan, “NISS: 700 false complaints daily and fake sim-cards carrying names of Omar Al-Bashir and Leila
Alwi” [in Arabic], Al-Rakoba, April 2, 2013, http://www.alrakoba.net/news-action-show-id-92958.htm.
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“Sudan,” Facebook government requests report, accessed November 5, 2014, https://govtrequests.facebook.com/country/
Sudan/2014-H1/.
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Ellen Nakashima, “Report: Web monitoring devices made by US firm Blue Coat detected in Iran, Sudan,” The Washington
Post, July 8, 2013, http://www.washingtonpost.com/world/national-security/report-web-monitoring-devices-made-by-us-firmblue-coat-detected-in-iran-sudan/2013/07/08/09877ad6-e7cf-11e2-a301-ea5a8116d211_story.html.
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stop [his] articles and speeches against the NCP, or else there will be consequences.”78 The blogger
subsequently left Malaysia to seek political asylum in Canada.
Extralegal intimidation is also a tactic regularly employed by security agents within Sudan, as visibly
demonstrated when the government shut down a popular TEDxKhartoum event in May 2013.79
Despite months of preparation that included support from a number of government institutions,
security agents obstructed the event minutes after it began, threatening to revoke the organizers’
permit and later cut off the facility’s electricity. Because the event had no political agenda, the
main organizer of TedxSudan, Anwar Dafa-Alla, believed that the government was nervous
about the event being live-streamed. Dafa-Alla later participated in the September 2013 protests
and subsequently left Sudan to seek political asylum in the United States, after being told by a
government insider that his name was on a “shoot-to-kill” list.
Journalists and civil society groups have been subject to an increasing degree of technical violence.
Online news outlets such as Al-Rakoba, Sudanese-Online, and Hurriyat frequently experience hacking
attacks by what activists believe is the work of the Cyber Jihadist Unit.80 The webmaster account of
the Sudan Tribune website was most recently hacked in April 2014, which resulted in the disabling
of all staff passwords and the posting of a fake news article on the site about the assassination of
the South Sudanese leader, Riek Machar.81 Later in April, the opposition website “3ayin”82 was hacked
by a group calling itself Haras al Hudoud (or “soldiers of the frontier”), whose name appeared on
the screen when users tried to access the hacked site while it was down. Haras al Hudoud refers to
a group of the government’s armed forces in Darfur, though there is no direct evidence that the
government was behind the hacking attack. In October 2013, GIRIFNA (a non-violent youth-based
resistance movement) suffered a hacking attempt on its website. According to the group’s IT team,
the attempt was a phishing attack that tried to trick users into giving up their passwords by directing
them to a fake mirror website.83
Individual Facebook pages are also frequently targeted for attacks. In October 2013, for example,
Khalid Ewais, a Sudanese journalist working for the UAE-based Al-Arabiya channel, reported on his
Facebook page that his account had experienced a failed hacking attempt.84 An inside source who
formerly worked at the Cyber Jihadist Unit revealed that the Unit’s practice of Facebook hacking
typically begins with the creation of a fake account using a “girl’s name and picture to discredit
information on pages or to add activists to gain access to their pages.”85 Sometimes the fake profile
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has the same name and picture as one of a user’s friends and usually does not have many of its own
friends.86
In response to increasing technical attacks against activists in recent years, a hacktivist group known
as AnonSudan emerged in September 2013 when it hacked several government websites, including
the government’s main site,87 the presidency’s site, and a number of ministerial sites. The group
proudly announced on Twitter that it had taken down 149 websites affiliated with the government.88

86
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Internet Freedom Status
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Internet Penetration 2013:

Obstacles to Access (0-25)

24
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Limits on Content (0-35)
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Violations of User Rights (0-40)
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Social Media/ICT Apps Blocked:
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Political/Social Content Blocked:
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Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

With the telecommunications infrastructure in a dire state, government agencies and
rebel forces continued to periodically shut down internet service to thwart citizen
journalism and communications among fighters (see Obstacles to Access).

•

Websites that express criticism of the government or opposition viewpoints are blocked
(see Limits on Content).

•

Activists, bloggers, and citizen journalists that document human rights violations online
faced arrest and kidnapping by both the regime and rebel forces such as the Free Syrian
Army, al-Nusra Front, and Islamic State of Iraq and the Levant (ISIL). Syrian journalist
Abdulwahab Mulla, known for his satirical show on YouTube, was abducted by masked
men in October 2013 while in a rebel-held area of Aleppo (See Violations of User
Rights).

•

Authorities still supply progovernment hackers with servers and data to target online
activists with surveillance malware. The Syrian Electronic Army continued to target
foreign media outlets for their coverage of the conflict (see Violations of User Rights).

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Syria

Introduction
Syria remains one of the most repressive and dangerous environments for internet users in 2014.
Authorities employ sophisticated technologies to filter political, social, and religious websites, and
to conduct surveillance on citizens. Phishing, spear-phishing, and other cyberattacks have grown
dramatically over the past year. Progovernment hackers have infected over 10,000 computers
with surveillance malware, which can then be used to gain sensitive information about opposition
networks or ordinary citizens. Individuals are regularly detained and tortured for their online posts or
digital activism, either by the Syrian government or by armed extremists such as the Islamic State of
Iraq and the Levant (ISIL), whose power has increased over the past year. The situation for bloggers,
journalists, and citizen journalists has only grown worse as a result; Syria recorded the highest
number of deaths of citizen journalists in the world. Nonetheless, despite weak infrastructure, online
restrictions, and harsh punishments for online activities, Syrians have made extensive use of social
networks and online tools to document human rights abuses and mobilize protests.
The internet was first introduced to Syria in 2000, immediately after the transfer of power from
Hafez al-Assad to his son, current president Bashar al-Assad. The internet came to portray the
new president’s ostensible emphasis on modernity and evolution, with more than one-fifth of the
population online by 2010. However, the regime has maintained tight control over information and
communication technologies (ICTs) for many years by dominating key networks via governmentlinked service providers and engaging in extensive blocking of websites. Syrian users had limited
access to secure connections; the Secure Sockets Layer (SSL) protocol necessary for browsing “https”
sites was blocked until 2004, when foreign email providers were finally allowed into the country.
Inspired by regional events, a civic protest movement began in February 2011, calling for political
reforms, the end of emergency rule, and basic freedoms. By early 2012, after brutal crackdowns
on demonstrations in several cities, events descended into armed conflict. Authorities prevented
foreign media from accessing the situation on the ground, prompting many ordinary Syrians to take
up mobile phones and small cameras to cover the deteriorating situation and post videos on social
media. These citizen journalists have become vital in the quest to document flagrant human rights
abuses by all parties to the conflict.
Since the start of the conflict, government censorship and retaliation against internet users
has intensified. Tactics have included periodic shutdowns of internet and mobile phone service,
increased filtering of websites, sophisticated monitoring of users’ online activities, as well as
the confiscation of laptops, mobile phones, and other equipment used by citizen journalists.
Shelling and sabotage have led to heavy damage to infrastructure, affecting internet and power
connections in seven provinces. The poor state of internet service has led many opposition activists
to use satellite connections, which can be tracked easily and have resulted in targeted bombings
against media centers, as occurred in the 2012 death of journalist Marie Colvin.1 Combined, these
developments make Syria one of the worst countries for internet freedom in 2014.

Trevor Timm and Jillian C. York, “Satphones, Syria, and Surveillance,” EFF, February 23, 2012, https://www.eff.org/
deeplinks/2012/02/satphones-syria-and-surveillance.
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Obstacles to Access
Syria’s telecommunications infrastructure is one of the least developed in the Middle East, with
broadband connections among the most difficult and expensive to acquire.2 This worsened after
2011, as inflation and electricity outages increased dramatically following public protests and
the government’s corresponding crackdown. Damage to the communications infrastructure was
particularly bad in the cities of Homs, Daraa, and Aleppo, as they were subject to severe shelling
by the Syrian armed forces. By the end of 2013, the International Telecommunications Union (ITU)
estimated that 26.2 percent of the population had access to the internet.3 The number of fixed
broadband subscribers increased to 346,000, a ten-fold increase from 2009 but still representing
only 1.58 subscriptions per 100 inhabitants. Mobile phone penetration was at about 56 percent.
In 2009, mobile phone companies began providing 3G services in Syria, though the number of
subscribers had reached only 80,000 by late 2010 due to the relatively high prices, almost US$25
for 4 GB and US$200 for unlimited data usage.4 In addition, the service is primarily available in
large cities. Most users connect to the internet through a fixed dial-up connection at speeds of
only 56 Kbps, which severely limits their ability to download or view multimedia content. During
peak times, the speed is even slower.5 Broadband ADSL service remains limited due to the
inadequate infrastructure in rural areas at prices which remain beyond the reach of most Syrians. For
example, according to a price list published by the Syrian Computer Society, the monthly cost for
a connection speed of 1 Mbps was SYP 1650 (approximately US$15) as of May 2012,6 in a country
where gross domestic product per capita, when taken on a monthly basis, is only $274.7 As twothirds of the country is disconnected from Syrian internet service providers (ISP) networks, access
has declined with the average Syrian unable to afford satellite internet, the most popular alternative.
The country’s connection to the international internet remains centralized and tightly controlled
by the government. This is done under the purview of the Syrian Information Organization (SIO)
and the state-owned Syrian Telecommunications Establishment (STE), which owns all fixed-line
infrastructures. The STE is a government body established in 1975 as part of the Ministry of
Telecommunications and Technology.8 This centralization has contributed to connectivity problems,
as the weak and overburdened infrastructure often results in slow speeds and periodic outages. In
addition to its regulatory role, the STE also serves as an ISP.9 Private ISPs like Aya, as well as mobile

“Syria - Telecoms, Mobile, Broadband and Forecasts,” BuddeComm, accessed March 8, 2012, http://www.budde.com.au/
Research/Syria-Telecoms-Mobile-Broadband.html.

2

International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” “Fixed (wired)-broadband
subscriptions,” “Mobile-cellular subscriptions,” 2013, accessed August 1, 2015, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/
default.aspx.

3

“Projects to transform Syria into a regional anchor point in the communication” [in Arabic], Alhayat, September 1, 2010,
http://international.daralhayat.com/internationalarticle/177606; “What are SURF Postpaid Packages?” [in Arabic], SURF Wireless
Broadband, accessed March 8, 2012, http://bit.ly/15EHXWb.
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“Internet Enemies,” Reporters Without Borders, March 2011, http://bit.ly/eLXGvi.

6 “Services and price” [in Arabic], Syrian Computer Society Network (SCS-NET), accessed March 31, 2013 http://www.scs-net.
org/portal/OurConnection/OurConnections/SCSADSL/PlansPrices/tabid/493/Default.aspx.

“GDP per capita (current US$),” The World Bank, 2008-12, accessed March 12, 2014, http://data.worldbank.org/indicator/
NY.GDP.PCAP.CD.
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8 See the Ministry of Telecommunications and Technology’s website (in Arabic) at: http://www.moct.gov.sy/moct/?q=ar/
node/58.
9
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phone internet providers, are required to sign a memorandum of understanding to connect via the
gateways controlled by the SIO.10
At least 11 ISPs have entered the market since the end of 2005, raising the total number of ISPs to
14.11 Independent satellite connections are prohibited, although in reality, they are heavily employed
due to the unreliability of government ICT infrastructure.12 ISPs and cybercafes must obtain approval
from the STE and pass security vetting by the Ministry of Interior and other security services.13
Moreover, cybercafe owners are required to monitor visitors and record their activities. There are
two main mobile phone providers in Syria: Syriatel—owned by Rami Makhlouf, a cousin of President
Bashar al-Assad—and MTN Syria, a subsidiary of the South African company.
During late 2013 and early 2014, the Syrian government continued to obstruct connectivity through
its control of key infrastructure, at times shutting down the internet and mobile phone networks
entirely or at particular sites of unrest. Syrians faced a 19-hour internet blackout from May 7 to
8, and an 11-hour shutdown on May 15, 2013.14 State sources blamed the outages on technical
failures, although many speculated that the outages were timed to coincide with a specific political
or military purpose.15 Two shutdowns also occurred in November16 and December 2012.17 More
localized, but longer lasting cut-offs were reported in seven provinces all across the country. This
includes, for example, a full shutdown in Aleppo on August 11, 2012.18
As a result of the devastating conflict, most of the northern and eastern parts of the country have
experienced heavy damage to telecommunications infrastructure. Exchange centers have been
shelled or deliberately sabotaged by both rebel and progovernment fighters, often to disable the
telecommunications network of the other party. This occurred in the cities of Der el Zor, al-Hassaka,
and Qamishli, where inhabitants have been offline since May 2013. The government has claimed
this is due to technical problems, but reporters believe it is for political reasons.19 According to
activists, broadband is often throttled and 3G services shut off as pro-regime forces prepare to
besiege a city.20 From opposition activists to jihadists, rebel fighters to the Syrian army, all players
in the conflict rely heavily on the internet, whether for its use as a propaganda tool or for standard

Jaber Baker, “Internet in Syria: experimental goods and a field of a new control,” White and Black Magazine, posted on
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communication. As such, many have taken to satellite technology to ensure that blackouts, sabotage,
and destruction do not impede their ability to connect.21

Limits on Content
The Syrian government engages in extensive filtering of websites related to politics, minorities,
human rights, and foreign affairs. In recent years, censorship has expanded; the blocking of websites
related to government opposition, human rights groups, the Muslim Brotherhood, and activism on
behalf of the Kurdish minority is very common.22 The Syrian government is suspected of possessing
sophisticated technologies for filtering and surveillance, and self-censorship is highly prevalent,
particularly in areas under government control. Despite these limitations, citizen journalists continue
to make use of video-uploading sites and social networks to spread information about human
rights abuses and the atrocities of war. Their role has become particularly important at a time when
traditional journalists operate in highly unsafe conditions and foreign press visas are difficult to
obtain. Many websites have also been blocked more recently, such as the magazine Syria Oxygen
and the site SyriaStocks.23
A range of websites related to regional politics are also inaccessible, including the prominent
London-based news outlets Al-Quds al-Arabi and Asharq al-Awsat, as well as several Lebanese
online newspapers and other websites campaigning to end Syrian influence in Lebanon. Access
to the entire Israeli top-level domain “.il” was also restricted. However, the websites of most
international news sources and human rights groups have remained accessible.
Censorship is implemented by the STE and private ISPs with the use of various commercially
available software programs. Independent reports in recent years pointed to the use of
ThunderCache software, which is capable of “monitoring and controlling a user’s dynamic webbased activities as well as conducting deep packet inspection.”24 In 2011, evidence emerged that the
Syrian authorities were also using technology provided by the Italian company Area SpA to improve
their censorship and surveillance abilities. The contract with Area included software and hardware
manufactured by companies such as Blue Coat Systems, NetApp, and Sophos. Blue Coat had
reportedly sold 14 devices to an intermediary in Dubai, that was then sent to Area SpA, believing
the equipment would be given to the Iraqi government, but logs obtained by the hacktivist group
Telecomix in August 2011 revealed evidence of their use in Syria instead.25 In October of that year,
Blue Coat acknowledged that 13 of the 14 devices had been redirected to the Syrian government,
an inadvertent violation of a U.S. trade embargo, and that the company was cooperating with
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November 30, 2012, http://www.nytimes.com/2012/12/01/world/middleeast/syrian-rebels-turn-to-skype-for-communications.
html?_r=0.
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the relevant investigations.26 Analysis of the exposed Blue Coat logs revealed that censorship and
surveillance were particularly focused on social-networking and video-sharing websites.27 The Wall
Street Journal identified efforts to block or monitor tens of thousands of opposition websites or
online forums covering the uprising. Out of a sample of 2,500 attempts to visit Facebook, the logs
revealed that three-fifths were blocked and two-fifths were permitted but recorded.28
The Syrian government also engages in filtering mobile phone text messages. Beginning in February
2011, such censorship was periodically reported around dates of planned protests. In February 2012,
the news service Bloomberg reported that a series of interviews and leaked documents revealed
that a special government unit known as Branch 225 had ordered Syriatel and MTN Syria to block
text messages containing key words like “revolution” or “demonstration.” The providers reportedly
implemented the directives with the help of technology purchased from two separate Irish firms
several years earlier for the alleged purpose of restricting spam.29
The government continues to block circumvention tools, internet security software, and applications
that enable anonymous communications. By enabling deep packet inspection (DPI) filtering on the
Syrian network, authorities were able to block secure communications tools such as OpenVPN, Later
2 Tunneling Protocol (L2TP), and Internet Protocol Security (IPsec) in August 2011.30 Websites used to
mobilize people for protests or resistance against the regime, including pages linked to the network
of Local Coordination Committees (LCCs) that have emerged, continue to be blocked.31 An online
initiative to gather information and raise public awareness, the Mondaseh website, also remains
blocked, 32 Websites that document human rights violations, such as the Violations Documentation
Center, remain blocked.33 Authorities have repeatedly blocked the website and key search terms of
“SouriaLi” an internet radio station started by a group of pluralistic young Syrians.34
Facebook remains accessible in Syria after the government lifted a four-year block on the socialnetworking site in February 2011. Nonetheless, according to one Damascus-based activist, Facebook
pages sometimes do not load correctly and show a TCP error. The video-sharing website YouTube
was also unblocked, although it was not usable from mobile phone devices due to limits on data
speeds.35 Some activists suspected, however, that rather than a sign of openness, the regime’s
motive for unblocking the sites was to track citizens’ online activities and identities. As of March
2012, both were within the top-five most visited websites in the country. More recently, neither of
26 Blue Coat, “Update on Blue Coat Devices in Syria,” news statement, December 15, 2011, http://www.bluecoat.com/
company/news/statement-syria.
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February 14, 2012, http://www.bloomberg.com/news/2012-02-15/syria-blocks-texts-with-dublin-made-gear.html.
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me/?p=148

30
31

LCCs website: http://www.lccsyria.org/en/

32

The Syrian, the English page is available at: http://english.the-syrian.com/
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the sites appear in the Top 25, perhaps due to users employing proxies that change their IP address
to another country.36 Other social media platforms like Twitter are freely available, although the
presence of Syrian users on them is minimal.
Despite the free access to Facebook and YouTube, a range of other social media applications
remain inaccessible in Syria. The Voice over Internet Protocol (VoIP) service Skype often suffers from
disruptions either due to low speeds or intermittent blocking by the authorities. In February 2012,
the government also began restricting access to certain applications for mobile phone devices that
activists had been using to circumvent other blocks. Additionally, other applications reportedly
blocked were the live video-streaming service Bambuser,37 and WhatsApp, an application that allows
users to send mobile phone text messages via the internet.38 Instant messenger services such as
eBuddy, Nimbuzz, and mig33 have been disabled by blocking the SMS that users must receive in
order to activate their accounts. In other cases, certain online services—such as Google Maps or the
photo-sharing tool Picasa—have been rendered inaccessible from Syria by their U.S.-based service
providers due to restrictions related to economic sanctions against the country.39 More applications,
such as anti-virus software and updates to operating systems, remain blocked by sanctions, pushing
many U.S.-based activists to ask for a “reboot” of the sanctions strategy.40
Decisions surrounding online censorship lack transparency and ISPs do not publicize the details
of how blocking is implemented or which websites are banned, though government officials
have publicly admitted engaging in internet censorship. When a user seeks to access a blocked
website, an error message appears implying a technical problem rather than deliberate government
restriction. Decisions on which websites or keywords should be censored are made by parts of the
security apparatus, including Branch 225, or by the executive branch.
In an environment of extreme violence and arbitrary “red lines,” self-censorship is widespread.
Sensitive topics include criticizing President Assad, his late father, the military, or the ruling Baath
party. Publicizing problems faced by religious and ethnic minorities or corruption allegations
related to the ruling family, such as those of Assad’s cousin Rami Makhlouf, are also off limits. Most
Syrian users are careful not only to avoid such sensitive topics when writing online, but also to
avoid visiting blocked websites.41 However, the period of May 2012 to April 2013 witnessed a large
number of local Syrian users expressing opposition to Assad, his father, Makhlouf, the Baath party,
and certain ethnic or sectarian groups.42 In 2014, users living in areas under control of ISIL or other
extremist groups have stepped up their self-censorship in order to avoid criticizing the militants or
Islam.
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38 Stuart Thomas, “Syrian government blocks access to WhatsApp,” Memeburn.com, March 3, 2012, http://memeburn.
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On May 23, 2012, Google announced that it made Google Earth, Picasa and Chrome available for download in Syria. Yet,
Google said that “As a U.S. company, we remain committed to full compliance with U.S. export controls and sanctions.” Activists
and internet users in Syria describe Google’s step as insufficient, saying that there are tens of Google services still blocked in
Syria including the entire Google Play App store on Android phones. See, “Software downloads in Syria,” Official Google Blog,
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Pro-regime forces have employed a range of tactics to manipulate online content and discredit news
reports or those posting them, though it is often difficult to directly link those who are carrying out
these activities with the government. Most notable has been the emergence of the Syrian Electronic
Army (SEA), a progovernment hacktivist group that targets the websites of opposition forces, human
rights websites, and even Western media outlets (see “Violations of User Rights”). For news websites
and other online forums based in the country, it is common for writers to receive phone calls from
government officials offering “directions” on how to cover particular events.43 The Syrian government
also pursues a policy of supporting and promoting websites that publish progovernment materials
in an attempt to popularize the state’s version of events. These sites typically cite the reporting of
the official state news agency SANA, with the same exact wording often evident across multiple
websites. Interestingly, in 2012, the progovernment website Aksalser changed its stance to support
the opposition and was subsequently blocked by the government.44 Since early 2011, this approach
has also been used to promote the government’s perspective about the uprising and subsequent
military campaign.45
U.S. sanctions have resulted in the blocking of paid online services, making it difficult for Syrians to
purchase a domain or host their websites in places like the U.S. or Europe. Restrictions on importing
funds into Syria have had a significant impact on the ability to publish content. For instance, recently,
the website of the Syrian magazine Syrian Oxygen attempted to buy SSL certificates for their
website. However, they were not able to obtain the certificates from U.S. providers as the domain
syrianoxygen.com has the word Syria in it.
Online tools have proven crucial for Syrians in and outside the country seeking to document human
rights abuses, campaign for the release of imprisoned activists, and disseminate news from the front
lines of the conflict. Syrians are very active on Facebook, using it as a platform to share news, discuss
events, release statements, and coordinate both online and offline activities.46 A Facebook petition
for the release of Youssef Abdelke, initiated by a group of Syrian intellectuals and artists, was signed
by over 2,500 users.47 Abdelke, an illustrator and painter who has often expressed political dissent
through his art, was arrested in July 2013 after he signed a declaration, posted online, which called
for a democratic transition and the stepping down of President Assad.48 He was released one month
later.49
In addition, one observer has called Syria the first “YouTube War” due to the extraordinarily high
coverage of human rights violations, military battles, and post-conflict devastation that is contained
in videos posted to the site.50 Indeed, as the Syrian government shifted to the use of heavy arms
43
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and missiles against opposition fighters, the role of citizen journalists has shifted from live event
coverage to documenting the bloody aftermath of an attack. Hundreds of thousands of videos
have been posted to YouTube by citizen journalists, rebel groups, and civil society groups, mostly
documenting attacks. A Syrian group categorizing YouTube videos and sharing them via the
platform OnSyria had posted almost 200,000 videos in 2013.51 Since full media coverage throughout
the country is very difficult, citizen journalists have designed a technique to ensure full media
coverage of the entire country. “Local Media Offices” ensure that local journalists cover limited
geographic areas, and then use a social network as a platform to collect, verify, and publish news
stories.
Controversially, both Facebook and YouTube have removed content related to the Syrian uprising
under the justification that content posted to the accounts promotes violence or contains graphic
content. According to digital security NGO SecDev, dozens of opposition pages, media centers,
and independent NGOs have been closed by Facebook. These include numerous pages of Local
Coordination Councils, or LCCs, and the London-based Syrian Network for Human Rights. Activists
believe that Facebook users sympathetic to President Assad may be reporting the pages as violating
user guidelines en masse, thereby provoking Facebook into action. One activist, Razan Zaitouneh of
the Violations Documentation Center, shared a letter urging Facebook to keep the sites open, stating
that “Facebook pages are the only outlet that allows Syrians and media activists to convey the events
and atrocities to the world.” Representatives from Facebook have cited the difficulties in discerning
between objective reporting and propaganda, particularly since many armed extremists have taken
to using the site.52

Violations of User Rights
Syria’s constitution provides for freedom of opinion and expression, but these are severely restricted
in practice, both online and offline. Furthermore, a handful of laws are used to prosecute online
users who express their opposition to the government. Citizen journalists and YouTube users are
detained and often tortured by both government forces and, at times, rebel fighters. Surveillance
tools are used to identify and harass those who oppose the Assad government, often through
targeted malware attacks against their computer systems and online accounts. Finally, the websites
of opposition groups and human rights organizations are consistently targeted with cyberattacks
from hackers linked to the government.
Laws such as the penal code, the 1963 State of Emergency Law, and the 2001 Press Law are used
to control traditional media and arrest journalists or internet users based on vaguely worded terms
such as threatening “national unity” or “publishing false news that may weaken national sentiment.”53
Defamation offenses are punishable by up to one year in prison if comments target the president
and up to six months in prison for libel against other government officials, including judges, the
military, or civil servants.54 In addition, Syria’s cybercrime law allows prison sentences of up to three
years and fines of up to SYP 250,000 (US$ 1,500) for anyone who incites or promotes crime through
51
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computer networks.55 The judiciary lacks independence and its decisions are often arbitrary. Some
civilians have been tried before military courts.
Since antigovernment protests broke out in February 2011, the authorities have detained hundreds
of internet users, including several well-known bloggers and citizen journalists. However, many
of those targeted are not known for their political activism, so the reason for their arrest is often
unclear. This arbitrariness has raised fears that users could be arrested at any time for even the
simplest online activities—posting on a blog, tweeting, commenting on Facebook, sharing a photo,
or uploading a video—if it is perceived to threaten the regime’s control. Veteran blogger Ahmad Abu
al-Khair was taken into custody in February 2011 while traveling from Damascus to Banias and was
later released, though he has remained in hiding.56 More recently, in an effort to pressure al-Khair to
turn himself in, security forces have twice detained his brother, once for a period of 60 days.57 Bassel
Khartabil, an open source activist and recipient of the 2013 Index on Censorship Digital Freedom
Award, remains in prison after he was taken by authorities without explanation in March 2012.58
Human rights activists who work online are also targeted by the government and the rebels. Four
members of the Violations Documentation Center (VDC) were kidnapped by an unknown group
from a rebel-controlled area in December 2013.59 Authorities raided the offices of the Syrian Center
for Media and Freedom of Expression (SCM) in February 2012, arresting 14 employees.60 One SCM
member and civil rights blogger, Razan Ghazzawi,61 was detained for 22 days.62 Three others remain
in prison and face up to 15 years for “publicizing terrorist acts” due to their role in documenting
human rights violations by the Syrian regime.63 The organization’s founder and director, Mazen
Darwich, has been held incommunicado since his arrest. 64
Once in custody, citizen journalists, bloggers, and other detainees reportedly suffered severe torture
on behalf of government authorities. Although the precise number is unknown, it is estimated that
dozens of individuals have been tortured to death for filming protests or abuses and then uploading
them to YouTube.65 In some cases around the country, the Syrian army appeared to deliberately
target online activists and photographers. In response to such brutality, hundreds of activists have
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Interview via Skype with A.A, Human Rights Lawyer in Damascus, December 12, 2011. Name is hidden.
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gone into hiding and dozens have fled the country, fearing that arrest may not only mean prison,
but also death under torture.66
Attacks on activists and citizen journalists were not limited to Syrian government forces. The
Free Syrian Army (FSA), the opposition armed movement, have committed many attacks on
videographers and citizen journalists, mainly in the suburbs of Aleppo. Since the “liberation” of
Aleppo province, activists and photographers were targeted by FSA fighters more than they were
targeted by the Syrian government.67 Further, the “Al Nusra Front” (Jabhat al Nusra), a group of
armed extremists, have arrested tens of young citizen journalists for weeks at a time, and in one
incident, opened fire on them for filming a protest in Bostan al Qaser in Aleppo.68
According to Reporters Without Border, at least 51 netizens and citizen journalists were killed
between May 2013 and May 2014. In one case from December 2013, the “Islamic State of Iraq and
the Levant” (ISIL), an armed extremist group, killed 50 prisoners, including many journalists and
media activists such as Syrian journalist Sultan al-Shami.69 Abdulwahab Mulla, a Syrian journalist
known for his satirical YouTube comedy show “3-Star Revolution,” was kidnapped by masked
gunmen on October 8, 2013. He was taken from his home in rebel-controlled areas of Aleppo. Many
have hypothesized that extremist militants, such as ISIL, are behind the kidnappings.70 Many citizen
journalists have lost their lives while documenting clashes. On May 21, 2013, 14-year-old citizen
journalist Omar Qatifaan was killed while covering a battle between government forces and the Free
Syrian Army near the city of Daraa in southern Syria, near the Jordanian border.71
Competition among activists has also led to violations against each other. In one 2013 case, a citizen
journalist used armed thugs to kidnap the administrator of a Facebook page for a competing media
groups, aiming to shut it down. The victim sought help from another armed group, who, in turn,
abducted the first individual. Both of the kidnapped group administrators were beaten to provide
passwords of their Facebook accounts. Eventually, both men were released.72
Anonymous communication is possible online but increasingly restricted. Registration is required
to purchase a cell phone, though over the past years, activists have begun using the SIM cards of
friends and colleagues killed in clashes with security forces in order to shield their identities. Cell
phones from neighboring countries like Turkey and Lebanon have been widely used since 2012,
notably by Free Syrian Army fighters. However, civilians in Syria are now also using these foreign
cell phones due to the lack of cell service in the country. Meanwhile, activists and bloggers released
from custody report being pressured by security agents to provide the passwords of their Facebook,
Gmail, Skype, and other online accounts.73
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The “Law for the Regulation of Network Communication against Cyber Crime,” passed in February
2012, requires websites to clearly publish the names and details of the owners and administrators.74
The owner of a website or online platform is also required “to save a copy of their content and traffic
data to allow verification of the identity of persons who contribute content on the network” for a
period of time to be determined by the government.75 Failure to comply may cause the website to
be blocked and is punishable by a fine of between SYP 100,000 and 500,000 (US$1,700 to $8,600).
If the violation is found to have been deliberate, the website owner or administrator may face
punishment of three months to two years imprisonment as well as a fine of SYP 200,000 to 1 million
(US$1,500 to $7,500).76 In early 2014, however, the authorities were not vigorously enforcing these
regulations.
Surveillance is widespread in Syria, as the government capitalizes on the centralized internet
connection to intercept user communications. In early November 2011, Bloomberg reported
that in 2009 the Syrian government had contracted Area SpA to equip them with an upgraded
system that would enable interception, scanning, and cataloging of all email, internet, and mobile
phone communication flowing in and out of the country. According to the report, throughout
2011, employees of Area SpA had visited Syria and began setting up the system to monitor user
communications in near real-time, alongside graphics mapping users’ contacts.77 The exposé
sparked protests in Italy and, a few weeks after the revelations, Area SpA announced that it would
not be completing the project.78 No update is available on the project’s status or whether any of the
equipment is now operational.
One indication that the Syrian authorities were potentially seeking an alternative to the incomplete
Italian-made surveillance system were reports of sophisticated phishing and malware attacks
targeting online activists that emerged in February 2012.79 The U.S.-based Electronic Frontier
Foundation (EFF) reported that malware called “Darkcomet RAT” (Remote Access Tool) and “Xtreme
RAT” had been found on activists’ computers and were capable of capturing webcam activity,
logging keystrokes, stealing passwords, and more. Both applications sent the data back to the
same IP address in Syria and were circulated via email and instant messaging programs.80 Later,
EFF reported the appearance of a fake YouTube channel carrying Syrian opposition videos that
requested users’ login information and prompted them to download an update to Adobe Flash,
which was in fact a malware program that enabled data to be stolen from their computer. Upon

“Law of the rulers to communicate on the network and the fight against cyber crime” [in Arabic], Articles 5-12, accessed
March 8, 2012, http://www.sana.sy/ara/2/2012/02/10/pr-399498.htm (site discontinued). Informal English translation: https://
telecomix.ceops.eu/material/testimonials/2012-02-08-Assad-new-law-on-Internet-regulation.html.
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“Law of communicating on the network and fighting against cyber crime” [in Arabic], Article 2, accessed March 8, 2012,
http://www.sana.sy/ara/2/2012/02/10/pr-399498.htm.

75

“Law of communicating on the network and fighting against cyber crime” [in Arabic], Article 8, accessed March
8, 2012, http://www.sana.sy/ara/2/2012/02/10/pr-399498.htm. English translation: https://telecomix.ceops.eu/material/
testimonials/2012-02-08-Assad-new-law-on-Internet-regulation.html.
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Ben Elgin and Vernon Silver, “Syria Crackdown Gets Italy Firm’s Aid With U.S.-Europe Spy Gear,” Bloomberg, November 3,
2011, http://www.bloomberg.com/news/2011-11-03/syria-crackdown-gets-italy-firm-s-aid-with-u-s-europe-spy-gear.html.

77

Vernon Silver, “Italian Firm Said To Exit Syrian Monitoring Project,” Bloomberg, November 28, 2011, http://www.bloomberg.
com/news/2011-11-28/italian-firm-exits-syrian-monitoring-project-repubblica-says.html.

78

“Computer spyware is newest weapon in Syrian conflict,” CNN, February 17, 2012 http://www.cnn.com/2012/02/17/tech/
web/computer-virus-syria. /

79

80 Eva Galperin and Morgan Marquis-Boire, “How to Find and Protect Yourself Against the Pro-Syrian-Government Malware
on Your Computer,” Electronic Frontier Foundation, March 5, 2012, http://bit.ly/xsbmXy.
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its discovery, the fake site was taken down.81 Due to the prevailing need for circumvention and
encryption tools among activists and other opposition members, Syrian authorities have developed
fake Skype encryption tools and a fake VPN application, both containing harmful Trojans.82
A report from Kaspersky Labs, published in August 2014, revealed that some 10,000 victims’
computers had been infected with RATs some 10,000 victims in Syria, as well as in other Middle
Eastern countries and the United States. 83 The attackers sent messages via Skype, Facebook, and
YouTube to dupe victims into downloading surveillance malware. One file was disguised as a
spreadsheet listing names of activists and “wanted” individuals.
Cyberattacks have become increasingly common in Syria since February 2011, in response to the
growing circulation of anti-Assad videos and other content online. Most notable has been the Syrian
Electronic Army (SEA), a hacktivist group that emerged in April 2011. Though the group’s precise
relationship to the regime is unclear, evidence exists of government links or at least tacit support.
These include the SEA registering its domain in May 2011 on servers maintained by the Assad-linked
Syrian Computer Society;84 a June 2011 speech in which the president explicitly praised the SEA and
its members;85 and positive coverage of the group’s actions in state-run media.86 The SEA’s main
activities include hacking and defacing Syrian opposition websites and Facebook accounts, as well as
targeting Western or other news websites perceived as hostile to the regime. However, some foreign
websites from the academic, tourism, or online marketing sectors have also been targeted.87
A huge shift in the level of hacking operations happened at the end of 2013, when the SEA was able
to hack the New York Times website,88 the U.S. Marines website,89 Facebook,90 and many others. Most
of the attacks occurred on the DNS level, which involved redirecting requests for the domain name
to another server. The Twitter account of Barack Obama, run by staff from Organizing for Action

81 Eva Galperin and Morgan Marquis-Boire, “Fake YouTube Site Targets Syrian Activists With Malware,” Electronic Frontier
Foundation, March 15, 2012, https://www.eff.org/deeplinks/2012/03/fake-youtube-site-targets-syrian-activists-malware.
82

“Syrian Malware” Up-to-date website collecting the malware http://syrianmalware.com/

For the full report, see “Syrian Malware, the evolving threat,” Kaspersky Lab Global Research and Analysis Team,” August
2014, https://securelist.com/files/2014/08/KL_report_syrian_malware.pdf.
83
84

The Syrian Electronic Army, http://syrian-es.com/.

Haroon Siddique and Paul Owen, “Syria: Army retakes Damascus suburbs,” Middle East Live (blog), The Guardian, January
30, 2012, http://www.guardian.co.uk/world/middle-east-live/2012/jan/30/syria-army-retakes-damascus-suburbs; “Speech of H.E.
President Bashar al-Assad at Damascus University on the situation in Syria,” official Syrian news agency (SANA), June 21, 2011,
http://www.sana.sy/eng/337/2011/06/21/353686.htm.
85

86 See positive coverage on state-run websites [in Arabic]: Thawra.alwedha.gov.sy, May 15, 2011, http://thawra.alwehda.gov.
sy/_print_veiw.asp?FileName=18217088020110516122043; Wehda.alwedha.gov.sy, May 17, 2011, http://wehda.alwehda.gov.
sy/_archive.asp?FileName=18235523420110517121437.
87 Helmi Noman, “The Emergence of Open and Organized Pro-Government Cyber Attacks in the Middle East: The Case of
the Syrian Electronic Army,” OpenNet Initiative, accessed August 14, 2012, http://opennet.net/emergence-open-and-organizedpro-government-cyber-attacks-middle-east-case-syrian-electronic-army.
88 Christine Haughney and Nicole Perlroth, “Times Site Is Disrupted in Attack by Hackers,” New York Times, August 27, 2013,
http://www.nytimes.com/2013/08/28/business/media/hacking-attack-is-suspected-on-times-web-site.html.
89 Wall Street Journal, “Syrian Electronic Army Hacks Marines Website,” September 2, 2013, http://blogs.wsj.com/
washwire/2013/09/02/syrian-electronic-army-hacks-marines-website/.
90 “Syrian Electronic Army Hacks Facebook’s Domain Record,” Mashable, February 6, 2014, http://mashable.com/2014/02/05/
syrian-electronic-army-hacks-facebook-domain/.
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(OFA), was briefly hacked by the SEA, resulting in the account posting shortened links to SEA sites.91
The hackers had gained access to the Gmail account of an OFA staffer.
On March 17, 2013, the SEA hacked the website and Twitter feed of Human Rights Watch, redirecting
visitors to the SEA homepage.92 The Mondaseh website was also hacked by the SEA in early January
2012.93 The SEA is known to post private information, such as the phone numbers and addresses
of antigovernment activists, on Facebook.94 Most of its pages have been closed by Facebook for
violating terms of use. However, progovernment media outlets continue to publish hacked emails
from opposition figures. These tactics continued in 2014 with the high-profile hacking of Forbes in
February.95

“The Syrian Electronic Army Hacked Obama’s Twitter Links And Campaign Emails,” Tech Crunch, October 28, 2013, http://
techcrunch.com/2013/10/28/obamas-twitter-links-and-campaign-emails-were-hacked-by-the-syrian-electronic-army/.

91

92 Max Fisher, “Syria’s pro-Assad hackers infiltrate Human Rights Watch Web site and Twitter feed,” Washington Post, March
17, 2013. http://wapo.st/1eU9nKI.
93

See YouTube video by SEA celebrating the hacking: http://www.youtube.com/watch?v=48q34HlIBOk.

Zeina Karam, “Syrian Electronic Army: Cyber Warfare From Pro-Assad Hackers,” Huffington Post, September 27, 2011,
http://www.huffingtonpost.com/2011/09/27/syrian-electronic-army_n_983750.html.

94

Andy Greenberg, “How the Syrian Electronic Army Hacked Us: A Detailed Timeline,” Forbes, February 20, 2014, http://www.
forbes.com/sites/andygreenberg/2014/02/20/how-the-syrian-electronic-army-hacked-us-a-detailed-timeline/.
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Not
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

10

11

Limits on Content (0-35)

21

21

Violations of User Rights (0-40)

29

30

TOTAL* (0-100)

60

62

66.2 million
29 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014

763

•

Days after the May 2014 coup d’état, military authorities canceled the constitution and
issued orders to censor online news, arrest critics, and prevent dissenters mobilizing
on social media. Crimes related to lèse-majesté, national security and infringing orders
issued since May 25 will be tried by a military court (see Editor’s Note).

•

Thousands of internet users lost access for an hour in November when protesters
vandalized telecommunications infrastructure (see Obstacles to Access).

•

In a first for Thailand, a court jailed an internet user for over six years for “attempting to
commit lèse-majesté” via computer, a charge without legal basis (see Violations of User
Rights).

•

Though the number of censored URLs appeared to decline, court orders now authorize
ICT officials to block similar content on other websites without seeking fresh permission,
bypassing a legal requirement (see Limits on Content).

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Thailand

Editor’s note
Internet freedom, though curtailed in 2014, remained comparable to the previous coverage period until
May 20, when General Prayuth Chan-ocha, commander of the Royal Thai Army, declared martial law.
Two days later, as head of the military junta calling itself the National Council for Peace and Order
(NCPO), the general cancelled the constitution, annulled the House of Representatives, and announced
that the junta will rule the country for at least a year and five months before arranging a general election. The coup d’état was announced via all media, including Facebook and Twitter.1
In the weeks following, the junta issued orders forbidding traditional media broadcasts, censored online
news, and arrested or monitored hundreds of critics. Many of these measures were justified as part of
a “returning happiness to Thai people” campaign, on grounds that controlling freedom of speech was
necessary while the situation remained “abnormal.” Yet the junta’s plans, which include amending significant laws and passing a slew of new ones, will have a lasting impact.2 Those that took effect before
May 31, 2014, and immediately after, are outlined in special sections of Limits on Content and Violations of User Rights.

Introduction
In 2013 and 2014, as Thailand’s intensifying political conflict spilled into virtually every aspect of life,
internet freedom ebbed and flowed along with overall stability. Since the 2006 military coup, both
the supporters of ousted Prime Minister Thaksin Shinawatra and their opponents have used online
resources, particularly social media, to mobilize up to and beyond the 2011 election, when Thaksin’s
sister Yingluck Shinawatra, became prime minister. In late 2013, however, political dissent took the
form of crippling antigovernment protests under a movement known as the People’s Democratic
Reform Committee (PDRC). Yingluck Shinawatra dissolved parliament on December 8, 2013, paving
the way for new elections. The PDRC, which had called for a people’s council instead, escalated the
protests, fearing that the “Thaksin regime” would return to power. Thousands of protesters stormed
key state agencies and vandalized telecommunications infrastructure, severing internet access for
several hours.
For their part, the besieged authorities view the online space as rife with rumors and other content
that threatens national security. The state has ample means to infringe users’ online freedoms in the
form of computer-related crimes laws enacted after the 2006 coup, criminal defamation charges, and
oppressive lèse-majesté provisions in the penal code which punish criticism of the nation’s revered
monarchy. The state has blocked tens of thousands of individual websites and social media pages, and imprisoned several people for disseminating information and opinion online or via mobile
phones under these laws. Anyone can lodge a lèse-majesté or defamation complaint based on any
online content in Thailand, opening the door for various actors to use the charges against political
opponents or to curb civic advocacy in the highly polarized political environment.

1 Aim Sinpeng. “Thailand’s Cybercoup,” Washington Post, May 27, 2014, http://www.washingtonpost.com/blogs/monkeycage/wp/2014/05/27/thailands-cybercoup/.
2 “NCPO Orders Ministries to have Speedy Overhaul of Regulations,” The Nation, June 4, 2014, http://www.nationmultimedia.
com/politics/NCPO-orders-ministries-to-have-speedy-overhaul-of--30235409.html.
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On the surface, censorship appeared to decline in 2013, when 58 court orders blocked access to
5,369 URLs, down from 20,000 the year before. In practice, the orders offered information officials
the power to independently assess other websites for related content violations and implement
blocks without going through the courts, though this step is a legal requirement. This development
further complicates the task of tracking government censorship, which already lacks transparency.
The political upheaval also had an impact on online content, as rival political factions organized their
supports to file mass complaints against their opponents’ Facebook pages. As rumors of a possible
coup spread online, officials and police reiterated 2011 threats that “liking” or sharing antigovernment content via social media would be punishable by law, sparking civil society criticism.
The risk of prosecution was keenly felt in 2013 and 2014, as Thai journalists, activists, and social
media users faced criminal charges for defamation and insulting the monarchy in online communication. One judgment was of particular concern. In December 2013, an internet forum user with the
online name Kenji was jailed for 13 years for “attempting” to commit lèse-majesté online—which has
no foundation in Thai law—based on anti-royal content that was never distributed, but found on an
electronic device in his home. The sentence was reduced after he confessed to the crime.

Obstacles to Access
Internet access in Thailand continues to increase, thanks largely to the prevalence of smartphones. In
2013, a government source reported internet penetration at 37 percent.3 Mobile penetration topped
120 percent in 2012, indicating some citizens own more than one device.4 By 2013, the number of
smartphone users in Thailand totaled 34 percent of mobile phone subscribers, a significant increase
from 19 percent the year before.5
Thailand’s international bandwidth usage amounted to 708 Gbps, and domestic bandwidth amounted to 1,492, 53 percent and 48 percent higher than the previous year respectively.6 Thailand’s transition from internet protocol (IP) version 4 (IPv4) to the updated IPv6 is making steady progress. On
June 4, 2013, the Thai cabinet ordered every state agency to accommodate IPv6 by December 2015,
and every internet service provider must be IPv6-compliant by December 2014. The Ministry of
Information and Communication Technology (MICT) is tasked with administering the IPv4-to-IPv6
transition plan smoothly to minimize impact on existing internet users.7

3 Internet Information Research Network Technology Lab, Internet Users, National Electronics and Computer Technology
Center, http://internet.nectec.or.th/webstats/internetuser.iir?Sec=internetuser; International Telecommunication Union,
“Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
4 International Telecommunication Union, ”Mobile-Cellular Telephone Subscriptions, 2000-2012.” See also, National
Broadcasting and Telecommunications Commission, “Thailand ICT Info,” accessed January 13, 2013, http://www2.nbtc.go.th/
TTID/mobile_market/subscribers/.
5 Telecommunications Data and Research Center, “Report on the Survey of Thai People’s Telecom Behavior 2012-2013,” (in
Thai) The National Broadcasting and Telecommunication Commission. http://www.nbtc.go.th/wps/PA_WCMLocalRendering/jsp/
html/NTC/download/NBTC-SurveyReport2556.pdf.
6 Internet Information Research Network Technology Lab, Internet Bandwidth, National Electronics and Computer Technology
Center, http://internet.nectec.or.th/webstats/bandwidth.iir?Sec=bandwidth.
7

Cabinet Resolution, The Secretariat of the Cabinet, June 4, 2013, http://www.cabinet.soc.go.th/.
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Most Thai internet and smartphone users reside in the Bangkok greater metropolitan and southern
regions, which boast a higher average household income. The lowest penetration is in the northeast,
in part due to lack of service.8
The government has tried to improve access to devices and hardware through projects like the MICT
program One Tablet per Child, which aims to distribute free tablets loaded with education software
to all first-year primary school students.9 Critics argue the program distracted public attention away
from other factors affecting education, such as poor teacher performance.10 Thailand’s Office of the
Auditor General is investigating news reports that up to 30 percent of tablets involved could be
broken.11
Two MICT programs to address the digital divide continued in 2013. The Smart Network program aims to expand high-speed internet or broadband coverage to 95 percent of the country by
2020.12 The ICT Free Wifi program, funded by the Broadcasting and Telecommunications Research
and Development Fund for the Public Interest, offers wireless connections in various government
and private buildings, which allow up to 15 users at a time to register their national identification
numbers for 20 minutes of free access per session, up to two hours per day. To date, this program
has installed 120,000 access points countrywide in collaboration with select ISPs, and aims to install 150,000 more before it ends in 2015.13 Thailand’s media and telecom regulator, the National
Broadcasting and Telecommunications Commission (NBTC), has its own Universal Service Obligation
program, which aims to install high-speed internet and public telephones nationwide. In 2013, it
launched pilot projects in northern Pitsanulok and northeastern Nong Kai provinces.14
Partly as a result of efforts like this, official 2013 figures state 39 percent of Thai users accessed the
internet free of charge, while another 23 percent paid less than THB 200 ($6.73) a month.15 Connections reportedly function at speeds around 12 Mbps,16 most reliably in the greater Bangkok area.
In recent years, the Thai telecommunications market has liberalized and diversified. Out of nine
National Internet Exchanges that connect to international networks, the government-run Communication Authority of Thailand (CAT) Telecom operates two, including the country’s largest.17 As of
8 Telecommunications Data and Research Center, “Report on the Survey of Thai People’s Telecom Behavior 2012-2013,” (in
Thai) The National Broadcasting and Telecommunication Commission, http://www.nbtc.go.th/wps/PA_WCMLocalRendering/jsp/
html/NTC/download/NBTC-SurveyReport2556.pdf.
9 International Telecommunication Union, “One Tablet per Child Policy: Stepping Up Education Reform in Thailand,” January
18, 2013, http://bit.ly/1azRf3G.
10

“Let Them Eat Tablets,” Economist, July 16, 2012, http://www.economist.com/node/21556940.

11 “Reality check for Yingluck government’s tablet program – is MICT really on top of it” (in Thai), October 8, 2013, http://
www.isranews.org/isranews-scoop/item/24277-tab.html.
12 Asina Pornwasin, “‘Smart Thailand’ Project on Track,” The Nation, February 28, 2012, http://www.nationmultimedia.com/
technology/SMART-THAILAND-PROJECT-ON-TRACK-30176841.html.
13 “Ploughing ahead for “ICT Free Wi-Fi” – additional 150,000 access points in 2014” (in Thai), ASTV, August 11, 2013, http://
www.manager.co.th/CBIZreview/ViewNews.aspx?NewsID=9560000099574.
14 Siam Phone, “NBTC expanded universal telecom services to Pitsanulok, Nong Kai” (in Thai), November 12, 2013, http://
news.siamphone.com/news-14780.html.
15 National Statistical Office, “The 2013 Information and Communication Technology Survey in Household,” http://service.
nso.go.th/nso/nsopublish/themes/files/icthhRep56.pdf.
16

“Download Index,” Net Index, accessed June 21, 2012, http://www.netindex.com/download/2,23/Thailand/.

17 Internet Information Research Network Technology Lab [in Thai], National Electronics and Computer Technology, accessed
July 2013, http://internet.nectec.or.th/webstats/internetmap.current.iir?Sec=internetmap_current.
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mid-2014, there were over 100 ISPs with active licenses, though 10 provided most of the connection
services for individual consumers and households.18 Among them, True Internet—a subsidiary of the
communications conglomerate True Corporation, which also controls Thailand’s third-largest mobile
phone operator True Move—had a 40 percent share of the high-speed internet market by 2013;19
the state-owned Telephone Organization of Thailand (TOT) controlled 33 percent in 2012,20 while the
private 3BB controlled 28 percent.21 The three main mobile phone service providers are the Singaporean-owned Advanced Info Service, the Norwegian-controlled DTAC, and True Move. The first two
operate under concessions from TOT and CAT, an allocation system that does not entirely enable
free-market competition.
The government does not openly block or throttle internet and mobile connections for political or
security reasons, though access was temporarily curtailed in 2013 because of political unrest. On
November 30, PDRC protesters blocked the entrances of government buildings, broadcasters, and
CAT Telecom.22 A group vandalized circuits and backup generators at CAT’s Internet Data Center subsidiary, which provides servers and internet telephony services and oversees Thailand’s largest international and domestic gateway hubs; the company also hosts the system which connects every Thai
telecom company’s fiber-optic networks.23 The protesters severely disrupted communication channels, including internet connections.24 Electricity was down for one hour, severing internet access for
750,000 users nationwide.25
The NBTC, which regulates the industry, is made up of 11 commissioners appointed by the senate
in 2011. Five are from the military, reflecting the army’s deep interests in the communications sector.
The remaining members are three former bureaucrats, two civil society representatives, and one police officer.26
Some observers have complained that the NBTC lacks commissioners with industry experience, that
the regulatory structure is incapable of dealing with converging communications platforms, and that
coordination across different parts of the commission is weak.27 Others complain the body is difficult to monitor and slow to release information. The three largest operating expenses of the NBTC

18

NBTC, “List of Licensed Telecommunications Businesses” [in Thai], accessed July 2013, http://apps.nbtc.go.th/license/.

19 “TRUE Invest Ten Thousand Million to Increase Market Share” [in Thai], Jasmine, March 30, 2013, http://www.jasmine.com/
news_industry_detail_th.asp?ID=2805.
20

Both CAT Telecom and TOT are supervised by the MICT.

21

NBTC, “Telecommunication Market Report Q3 2012” [in Thai], http://bit.ly/19NLMEi.

22 “Suthep announced total takeover of Government Center, CAT Telecom, TOT – 1 December will be “Victory Day”” (in Thai),
Prachatai, November 29, 2013, http://www.prachatai.com/journal/2013/11/50077.
23 Icez (pseudonym) “Why Internet countrywide was disrupted when electricity was cut at CAT Telecom building in Bangrak
district” (in Thai), Blognone, December 2, 2013, https://www.blognone.com/node/51287.
24 “Update on the impact on Internet access from protestors cutting electricity at CAT building” (in Thai), Prachatai,
November 30, 2013, http://www.prachatai.com/journal/2013/11/50097.
25 Lew (pseudonym), “Suthep does not want government to be able to issue orders via Internet network; TOT electricity is
now also out”, Blognone, November 30, 2013, https://www.blognone.com/node/51267.
26
Usanee Mongkolporn, “Strong Military Role in NBTC,” The Nation, September 6, 2011, http://www.nationmultimedia.com/
home/Strong-military-role-in-NBTC-30164583.html.
27 Don Sambandaraksa, “Thai Regulator Lacks Unity,” Telecomasia (blog), October 7, 2011, http://www.telecomasia.net/blog/
content/thai-regulator-lacks-unity.
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in 2012 were donations (to various foundations for philanthropic purposes), travel expenses abroad,
and public relations; these three items totaled 40 percent of the annual operating budget.28
Despite these shortcomings, the NBTC’s decisions have been broadly viewed as fair.29 However, political and legal disputes delayed the NBTC’s licensing process for 3G mobile phone service and
wireless broadband until 2012.30 Auctions for the faster 4G spectrum met similar hurdles in the past
year. Instead of holding them on schedule in September 2013, the NBTC extended existing spectrum
concessions in the 1800 MHz band which would be utilized for 4G for one more year. Dr. Duenden
Nikomboriraks, researcher at the Thailand Development Research Institute and herself a member of
the NBTC’s telecom consumer protection subcommittee, publicly criticized this decision as against
the public interest. In response, four commissioners on the National Telecom Commission (NTC),
which is the sub-board of the NBTC (all commissioners sit on the NBTC board), sued her for defamation in late 2013. The criminal court accepted the case, and trial began in June,31 but was reconciled
and concluded in September. 32

Limits on Content
May 2014
From the eve of the declaration of martial law on May 20, 2014 and onwards, digital content was
particularly curtailed.33 On May 21, the Peace and Order Maintaining Command (POMC) chaired by
General Prayuth—which later became the NCPO—prohibited any “reporting of news in documents,
pictures, publications, [and] broadcastings,” as well as “distorted online news reports” which could
cause social division and unrest, or messages causing widespread fear.34 On May 22, 2014, television
and radio channels were ordered to cease all regular programming, including international satellite
news. Television screens showed the logo of five army and police units against a blue background.
Many news media ceased television and radio broadcasts, but continued to distribute news online.
Thailand’s sole public television operator ThaiPBS, which broadcasts mainly through terrestrial television, carried on live news reporting though its YouTube channel.

28 “NBTC Policy Watch reveals NBTC budget usage, compared with regulators in USA and England” (in Thai), Prachatai,
November 5, 2013, http://prachatai.com/journal/2013/11/49594.
29 Komsan Tortermvasana, “NBTC Approves Spectrum, Broadcasting Master Plans,” Bangkok Post, March 22, 2012, http://www.
bangkokpost.com/business/telecom/285448/nbtc-approves-spectrum-broadcasting-master-plan.
30 Sirivish Toomgum, “NBTC clears legal hurdle, ready to issue 3G licences,” The Nation, December 4, 2012, http://www.
nationmultimedia.com/business/NBTC-clears-legal-hurdle-ready-to-issue-3G-licence-30195554.html.
31 “Court accepts libel case: NBTC sues Dr. Duenden, Nattha” (in Thai) Thairath Online, 18 March 2014, http://www.thairath.
co.th/content/410629.
32 “NBTC filed a defamation lawsuit against Dr. Deunden and Nattha,” Freedom of Expression Documentation Center by iLaw,
http://freedom.ilaw.or.th/en/case/488#detail.
33 Order of the Peace and Order Maintaining Command (POMC), Thairath, May 21, 2014, http://www.thairath.co.th/
content/424255.
34 “POMC Order No. 3/2557 Order of the Peace and Order Maintaining Command No. 3/2557 Subject: Prohibition of news
reporting, dissemination and selling of publications which undermine internal peace and order,” MFA, May 21, 2014, http://www.
mfa.go.th/main/en/media-center/3756/45785-Order-of-the-Peace-and-Order-Maintaining-Command-N.html.
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Such efforts were short lived. On the night of the coup, soldiers marched to ThaiPBS station and ordered broadcasting to cease, then escorted Vanchai Tantivitayapitak, the station’s deputy managing
director, to an army camp. He was released several hours later.35
On June 2, new orders instructed online media to stop propagating content that could cause social division or face immediate suspension.36 The NCPO ordered ISPs to report to the NBTC.37 Other
orders cemented media control, barring journalists from inviting anyone other than tenured public
officials to “express opinions that will cause social division” in interviews38 and prohibiting all media from disseminating false news, slander, instigating antiroyal sentiment, or criticizing the NCPO.39
A number of free terrestrial televisions networks returned to broadcasting on May 23.40 Digital television networks were allowed back on air the following day, but prohibited from screening call-in
shows or viewer comments submitted via SMS.41 Some subscription-only cable networks had to
suspend foreign news channels because they could not control their content to comply with NCPO
orders.42 A handful of satellite television networks were allowed back on June 4,43 while several channels that focus on political news and commentary, such as Voice TV and T-News, returned on June
14 on condition that they observe NCPO orders.44
At the same time, the junta censored websites reporting criticism of the new regime or documenting
alleged human rights violations. The MICT’s permanent secretary told journalists the ministry had
blocked access to 219 websites in the week after the coup.45 Some of these targeted specific web
pages, like the Thailand page of Human Rights Watch, or a Reuters’ article on Thai censorship. Entire domain names were also blocked, including the news site Prachatai, UK newspaper the Daily
Mail, a collection of academic articles called Midnight University, and Enlightened Jurists, homepage
35 Thanyarat Doksone and Jocelyn Gecker, “Thai military seizes power in coup, imposes curfew,” The Associated Press, May
22, 2014, https://news.yahoo.com/thai-military-seizes-power-coup-imposes-curfew-130053106.html.
36 “POMC Order No. 8/2557 and NCPO Order No. 12/2557. Announcement of the National Peace and Order Maintaining
Council No. 12/2557 Subject: Request for Cooperation from Social Media Networks,” MFA, June 2, 2014, http://www.mfa.go.th/
main/en/media-center/3756/46185-Announcement-of-the-National-Peace-and-Order-Maint.html.
37 “NCPO Order No. 17/2557 Announcement of the National Peace and Order Maintaining Council No. 17/2557 Subject:
Dissemination of Information and News through the Internet,” MFA, June 2, 2014, http://www.mfa.go.th/main/en/mediacenter/3756/46190-Announcement-of-the-National-Peace-and-Order-Maint.html.
38 “POMC Order No. 9/2557 and NCPO Order No. 14/2557 Announcement of the National Peace and Order Maintaining
Council No. 14/2557 Subject: Prohibition of Instigation of Conflicts and Opposition to the Function of NPOMC,” MFA, June 2,
2014, http://www.mfa.go.th/main/en/media-center/3756/46187-Announcement-of-the-National-Peace-and-Order-Maint.html.
39 “NCPO Order No. 18/2557 Announcement of the National Peace and Order Maintaining Council No. 18/2557
Subject: Dissemination of Information and News to the Public,” MFA, June 2, 2014, http://www.mfa.go.th/main/en/mediacenter/3756/46191-Announcement-of-the-National-Peace-and-Order-Maint.html.
40 “Five TV stations to resume broadcasts,” Bangkok Post, May 23, 2014, http://www.bangkokpost.com/most-recent/411410/
channels-3-5-7-9-and-11-to-resume-normal-programming.
41 “NCPO forbids TV from displaying opinions via SMS or phone-ins,” (in Thai) ASTV, May 24, 2014, http://www.manager.
co.th/cyberbiz/viewnews.aspx?NewsID=9570000057945.
42 “True Visions bans 14 international news broadcasts in fear of violating NCPO’s orders,” Prachatai, May 27, 2014, http://
www.prachatai.com/english/node/4035.
43 Usanee Mongkolporn, “Military eases gag on TV and radio outlets,” The Nation, June 4, 2014, http://www.
nationmultimedia.com/politics/Military-eases-gag-on-TV-and-radio-outlets-30235406.html.
44 “Voice TV, T-News back on air,” Bangkok Post, June 14, 2014, http://www.bangkokpost.com/news/local/415343/voice-tv-tnews-back-on-air.
45 “ICT plans national gateway to curb abuse of internet,” Bangkok Post, May 28, 2014, http://www.bangkokpost.com/
print/412124/.
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of “Nitirat,” a group of legal experts who proposed amending Thailand’s lèse-majesté law. In some
cases, the MICT did not block access but ordered ISPs to suspend a website’s service. This is what
happened to political and social news website Prachatham, based in northern Chiang Mai. The censorship of political news was accompanied by a crackdown on illegal gambling, which resulted in the
blocking of several sports websites,46 including at least one that was blocked by mistake.47
Any political gathering of more than five people is illegal under martial law. In place of open demonstrations, activists embraced creative expressions of dissent. Some held up three middle fingers to
evoke the anti-authoritarian protests depicted in the Hunger Games movie franchise.48 Others met
publicly to eat sandwiches or read. 49 Organizers of these symbolic activities relied on online channels like Facebook and the Japanese chat application Line.
On May 28, 2014, Facebook became inaccessible for approximately 40 minutes across Thailand, except for those using circumvention tools. In a media interview, the MICT permanent secretary said
the NCPO temporarily suspended Facebook access to curb violence.50 That secretary later retracted
his account,51 saying a journalist misunderstood, and that the outage was the result of a technical
error.52 An NCPO order ousted the secretary two weeks later.53 Separately, however, a spokesman for
the Telenor Group, owner of the DTAC mobile network operator, told the Norwegian Aftenposten
newspaper that the telecommunications regulator NBTC had ordered mobile networks to block
Facebook on May 28.54 An NBTC official called the comment inappropriate, said foreign shareholder
percentages in DTAC would be subject to scrutiny, and threatened to ban DTAC from the upcoming
4G spectrum auction.55 Telenor issued a public apology for actions which “damaged the public image
of the NBTC and the NCPO.”56

46 “Online media censorship report after 22 May 2014 coup” (in Thai), iLaw, May 31, 2014, http://freedom.ilaw.or.th/blog/
OnlineMedia2014.
47 “TSCD Commander admitted mistake in ordering censorship of tennis website ATP,” (in Thai), Thairath, June 18, 2014,
http://www.thairath.co.th/content/430471.
48 “Thai military may crack down on ‘Hunger Games’ protests,” Washington Post, June 3, 2014, http://www.washingtonpost.
com/blogs/worldviews/wp/2014/06/02/watch-thais-make-hunger-games-salute-in-anti-coup-protest/.
49 “Sandwiches, codes and salutes in Thailand,” June 14, 2014, http://www.bbc.com/news/blogs-trending-27833824;
“Reading takes on a tone of defiance among coup critics in Thailand,” June 2, 2014, http://www.scmp.com/news/asia/
article/1523429/reading-takes-tone-defiance-among-coup-critics-thailand.
50 “Thai ministry sparks alarm with brief block of Facebook,” Reuters, May 28, 2014, http://in.reuters.com/article/2014/05/28/
thailand-politics-facebook-idINKBN0E80U520140528.
51

“Thai authorities block Facebook,” Prachatai, May 28, 2014, http://prachatai.com/english/node/4050.

52 “NBTC-MICT insisted no Facebook censorship order; MICT Permanent Secretary claimed “gateways down” (in Thai)
Prachachart, May 28, 2014, http://www.prachachat.net/news_detail.php?newsid=1401269666.
53 “NCPO Order No. 62 – transfer of Parliament Secretary and MICT Permanent Secretary,” (in Thai) Thairath, June 11, 2014,
http://www.thairath.co.th/content/428900.
54 “Telenor Blocked Facebook Access for Thai Junta: Report,” Irrawaddy, June 9, 2014, http://www.irrawaddy.org/asia/telenorblocked-facebook-access-thai-junta-report.html.
55 “DTAC in hot seat after Telenor comment,” Bangkok Post, June 11, 2014, http://www.bangkokpost.com/lite/
topstories/414754/dtac-has-found-itself-in-the-hot-seat-after-its-parent-company-said-the-national-broadcasting-andtelecommunications-commission-nbtc-had-asked-its-thai-subsidiary-to-block-access-to-facebook.
56 “Telenor apologises to junta, as regulator mulls 4G cap,” TeleGeography, June 16, 2014, http://www.telegeography.com/
products/commsupdate/articles/2014/06/16/telenor-apologises-to-junta-as-regulator-mulls-4g-cap/.
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May 2013—April 2014
In 2013, Thai Criminal Courts issued 58 court orders to block access to 5,369 URLs. This marks a significant decline from 2012, which saw over 20,000 URLs blocked by court order. However, orders gave ICT
officials authority to censor similar content on their own without seeking separate permission. Political
groups rallied on Facebook to report their opponents for offensive conduct, effectively disabling rival
pages.
The Thai government has been blocking some internet content since 2007, though some controls on
pornography, gaming, and other topics were announced even earlier.57 Article 20 of the 2007 Computer-related Crimes Act (CCA) authorizes MICT officials to request court orders to block content that
is deemed a threat to natural security, or contravenes public morals or public order.58 The Thai government can also censor by means of special laws, such as the State of Emergency Act and Internal
Security Act, as they did in 2010.
Since the passage of the 2007 CCA, Thai courts are more likely to censor political opinion than other
illegal content. Lèse-majesté or antiroyal content has accounted for 90 percent of censored URLs.
Pornography, the next biggest category, accounted for less than 10 percent, while a remaining 0.5
percent of content included religion, violence in southern Thailand, and defamation of public figures
[See category “other” in Figure A].59 This remained consistent during the 2011 leadership change,
even though the number of sites affected appeared to decline. After former Prime Minister Abhisit
Vejjajiva came to power, a total of 78,072 URLs were blocked by 129 court orders. From 2011 to 2013
when Yingluck took over, the number of webpages blocked declined to 27,685 URLs based on 237
court orders.

Figure A. Statistics of Website Censorship in Thailand, from 2007-2013
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57 Karnjana Karnjanatawe, “Govt Forces ISPs to Block `Inappropriate’ Web Sites,” Bangkok Post, July 9, 2003, accessible at
NARCHIVE Newsgroup Archive, http://bit.ly/19eoIgS.
58

Journalists sometimes refer to it as the “Computer Crime Act.”

59

Statistics of Website Censorship in Thailand, from 2007-2013 (in Thai), iLaw, http://freedom.ilaw.or.th/node/97.
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The Technology Crime Suppression Division under the Royal Thai Police,60 and the MICT’s Cyber-Security Operation Center (CSOC) established under Shinawatra in December 2011, are tasked with
monitoring and curbing the circulation of lèse-majesté content.61 Media reports describe the police
body as several dozen computer technicians scouring thousands of websites, manually and with automated crawlers, for insults to the royal family.62 The CSOC is an upgrade of a 2010 entity called the
Internet Security Operation Center, but its precise mandate and activities remain unclear.63 The ministry has also set up a hotline to receive citizen complaints about possible content violations,64 and operates a “Cyber Boyscout” program, which trains school children to patrol the web for “inappropriate
online content,” particularly lèse-majesté.65
In addition to blocking websites, ICT officials must prosecute the party responsible for content violations under the CCA. ISPs and content hosts cooperate with court orders, and sometimes implement
pre-emptive censorship, to avoid the legal liability more fully detailed in Violations of User Rights.66
Bigger providers set up teams to monitor and screen users’ posts, and many have removed forums
or comment sections altogether, viewing the legal risk as too high.
International providers can be less compliant. Google complied with two requests to delete 14 items
on YouTube for criticizing the government in 2012.67 It received only one such request from the Thai
government, pursuant to a court order, in the first half of 2013, but did not fulfil it.68
Since February 2012, a troubling proviso has appeared in court orders allowing ICT officials to block
access to online content directly if it resembles content already covered in an existing court order,
whether the same URL or not.69 In addition to contravening the CCA, which requires a court to sanction every order, this will make it even harder to track the number and nature of URLs blocked in
near future.
The process already lacked transparency. The precise list of inaccessible sites has never been available to the public, and officials may inflate the figures for political purposes.70 Court orders are
60 Also called Office of Prevention and Suppression of Information Technology Crimes and referred to as a ‘war room’ for
stopping lèse-majesté content. See, Thomas Fuller, “A High-Tech War Against Slights to a Centuries-Old Monarchy,” New York
Times, October 2, 2011, http://www.nytimes.com/2011/10/03/world/asia/03iht-thailand03.html?pagewanted=all.
61 “MICT: More Cyber Offenders to be Arrested Soon,” Prachatai, December 3, 2011, http://www.prachatai.com/english/
node/2930.
62 Martin Petty and Natnicha Chuwiruch, “Thais Test Taboos as War on Royal Slurs Heats Up,” Reuters, December 6, 2011,
http://www.reuters.com/article/2011/12/07/us-thailand-monarchy-idUSTRE7B605920111207.
63 “Centre Starts Monitoring Lèse-Majesté,” Bangkok Post, December 24, 2011, http://www.bangkokpost.com/lite/
topstories/272260/centre-starts-monitoring-lese-majeste.
64 MICT’s 24/7 hotline “1212” for complaints regarding websites that infringes national security, good morals and Thai
culture, or via email: 1212@mict.mail.go.th.
65 Cyber Scout program, “Teacher’s Handbook for Cyber Scout,” (in Thai) MICT website. http://www.kc.ac.th/8168.pdf
(accessed January 2014)
66

ISPs do not publicly acknowledge such cooperation, but it is widely accepted by freedom of expression advocates.

67 Google, “Thailand; “Removals,”” Transparency Report, July to December 2012, http://www.google.com/transparencyreport/
removals/government/TH/.
68 Google, FAQ, http://www.google.com/transparencyreport/removals/government/faq/#do_you_remove_content_without_a_
request.
69

Case database, Criminal Court (in Thai), http://aryasearch.coj.go.th/aryaweb/.

70 Some counted duplications, so that a single article shared by ten internet users would be counted eleven times. Interview
with mid-ranking ICT ministry employee who requested anonymity, December 2011. In addition, iLaw researchers collecting
details of blocked websites in 2012 found many government agencies unable or unwilling to provide data.
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granted with minimal deliberation and do not serve as a check on the MICT’s power to ban content.
Nonetheless, their existence makes it harder in practical terms for content providers to appeal. The
process for officials to petition courts for censorship orders is similar to that for arrest warrants,
where the authority rests with a single lower court judge. Two defendants have asked courts to rescind arrest warrants in the past, but the Supreme Court refused, saying the law was not intended
to allow pleas which would delay the judicial process, an argument experts believe would apply to
censorship orders too.71
Other legal challenges have yet to yield results. In 2013, a group of law professors from Thammasat
University asked the MICT for a copy of the court order that blocked their legal website Nitirat for
publishing a historical treatise advocating a constitutional monarchy in Thailand.72 The MICT complied, but the URL remained blocked in 2014, though the uncensored treatise is available on other
websites. In an unrelated case, the political news platform Prachatai sued several government ministers and sought a court order to reverse a 2010 block on its website.73 It was among thousands
blacklisted under the emergency declaration in effect from April to December 2010.74 Although
some of those sites are now accessible again, others—including Prachatai and Asia Sentinel—remain at least partially blocked.75 A civil court ruled that the censorship was a proper enforcement
of law, and in March 2013 an appeals court declined to reconsider the decision on grounds that
the state of emergency had long since been lifted.76 However, the same court ruled that while a suit
against individual ministers in the original complaint had no grounds, Prachatai was entitled to sue
the MICT and the Ministry of Finance. As a result, this case bounced back to the lower courts during
the coverage period of this report.
Social networks such as YouTube, Facebook, Twitter, and international blog-hosting services like
Blogger are popular and freely available—though individual pages or videos may be blocked—and
many political, social, and human rights issues are freely and passionately debated online in Thailand.
Such sites have become important spaces for political expression and key channels for disseminating
news, information, and demands for accountability. Social media has even facilitated some public
discussion of lèse-majesté provisions. The government is also embracing social networks to promote
policy. Top leaders update the public frequently on Facebook, especially during election campaigns,
though digital tools do not yet have the reach of traditional media, particularly in rural areas.77
Political groups active on social networks have become adept at using companies’ own terms and
standards to censor their opponents, posting URLs containing content deemed to be lèse-majesté
71 Supreme Court decision 2060/2521 and Supreme Court decision 479/2555. Sarawut Benjakul. “Authority
to revoke arrest warrant” (in Thai), Manager website, 11 July 2013, http://www.manager.co.th/daily/ViewNews.
aspx?NewsID=9550000085044&CommentReferID=21608746&CommentReferNo=2&.
72 International Network of Engaged Buddhists, “How to Achieve our Democracy”, accessed February 2013, http://www.
inebnetwork.org/news-and-media/6-articles/397-how-to-achieve-our-democracy; “MICT Blocks Nitirat Page on 1st Declaration
of the People’s Party,” Prachatai, December 15, 2012, http://www.prachatai.com/english/node/3456.
73

“Prachatai Blocked”, Freedom of Expression Documentation Center by iLaw, http://freedom.ilaw.or.th/en/case/116.

74 C.J. Hinke, “Thailand Now Blocking 277,610 Websites,” Global Voices Advocacy, November 8, 2010, http://advocacy.
globalvoicesonline.org/2010/11/08/thailand-now-blocking-256110-websites/.
75 Freedom House tests on Prachatai and Asia Sentinel indicated that the sites loaded more slowly than others and that
some pages were inaccessible, with the user redirected to a message stating that it had been blocked by the MICT, though
other pages were available.
76

Case#116. Freedom of Expression Documentation Center, iLaw, http://freedom.ilaw.or.th/en/case/116#detail.

77 Jon Russell, “How Influential is Social Media in Thailand’s Election?,” Asian Correspondent, June 10, 2011, http://
asiancorrespondent.com/56997/how-influential-is-social-media-in-thailands-election/.
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for members to report to Facebook as hate speech.78 One group, “Report Society,” was founded with
a sole purpose of opposing other pages whose members have tried to adopt the tactic against them
by reporting them to Facebook, like the “Coalition for Freedom Protection in Cyber World” page.79
Others used social media to broadcast hate speech and disclose others’ personal information to
encourage real-world harassment. In mid-February 2014, Thailand’s Civil Court ruled on a lawsuit
brought by the antigovernment PDRC against the prime minister and directors of the government’s
Center for Maintaining Peace and Order (CMPO, high command set up under the emergency decree). The court ruled that the government has the authority to announce an emergency decree
(which took effect between 22 January and 22 March 2014), but no authority to disperse peaceful
protesters.80 After the decision, the judges’ names, home addresses, phone numbers, and car license
plate numbers were posted on Facebook. In March, the court’s secretariat office asked police to get
the information removed to prevent violence against the judges. The page in question posted the
court’s request letter addressed to the police, closed down, and opened another page displaying the
same information.81
Online activists have proved resilient and creative in countering limits on content. Circumvention
software to access blocked sites is readily available online, and content producers often republish information on alternate sites. In 2011, the former ICT minister warned users that “liking” lèse-majesté
content on Facebook could result in prosecution for “indirectly distributing inappropriate content”
under the CCA,82 prompting civil society protests.83 In 2013, police and government officials repeated the warning in relation to rumors of an upcoming coup that circulated on social media in summer
2013 (see Violations of User Rights), and the phrase “liking is not a crime” resurged in popularity
online.84
On December 9, 2013, Thailand witnessed the largest turnout of anticorruption, antigovernment
protesters in its history, a level of mobilization difficult to imagine without social media. Although
the protests escalated and were marred by violent incidents, the turnout played a major role in
Prime Minister Yingluck’s decision to dissolve parliament and call a snap election.85

78 Thai No Red Facebook Page, June 6, 2013, https://www.facebook.com/photo.
php?fbid=476855662391086&set=a.155463437863645.40424.141656822577640&type=1&stream_ref=10.
79 “Resist Authoritarianism” Facebook page, referring to “ThaiNoRed” Facebook page, which lists a
number of pages it recommend people to report to Faebook (in Thai), https://www.facebook.com/photo.
php?fbid=540514386008582&set=a.456114414448580.102339.455780181148670&type=1, Facebook Page of Coalition for
Freedom Protection in Cyber World, https://www.facebook.com/ArmyAntiReport.
80 “Court ruled no repeal of emergency decree, but forbids protest dispersal because the protest is peaceful” (in Thai), ASTV,
February 19, 2014, http://www.manager.co.th/Crime/ViewNews.aspx?NewsID=9570000019784.
81 “I’m definitely gonna get 10 million from Thaksin” Facebook page (in Thai), https://www.facebook.com/
burntobeamillionaire2/posts/493293790796377?stream_ref=10.
82 Hana Stewart-Smith, “Thai Facebook Users Warned Over Anti-Monarchy ‘Likes’,” ZDNet, November 26, 2011, http://www.
zdnet.com/blog/asia/thai-facebook-users-warned-over-anti-monarchy-likes/286.
83 “Clicking ‘Like’ is not a crime; MICT must reexamine how to deal with ‘lese majeste websites” and recommendations for
netizens who come across websites they don’t like” (in Thai), Thai Netizen Network, November 30, 2011 https://thainetizen.
org/2011/11/click-like-is-not-a-crime/.
84

“Clicking ‘Like’ is not a crime” (in Thai), Kom Chad Leuk TV program, August 7, 2013, http://bit.ly/MJM1MK.

85 “Thai PM calls snap election, protesters want power now,” Reuters, December 9, 2013, http://www.reuters.com/
article/2013/12/09/us-thailand-protest-idUSBRE9B702920131209.
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Violations of User Rights
May 2014
After the coup, the NCPO made dozens of arrests, stepped up digital surveillance, infringed on
online privacy, and created a climate of fear where internet users conducted on- and offline “witch
hunts” against fellow citizens.
Within a month after seizing control, the NCPO had detained over 500 individuals, including politicians, activists, academics, and journalists. Over 150 of these had exercised freedom of speech in
ways that displeased the junta.86 Some were summoned via public announcements broadcast on
every television channel, while others were subject to unofficial arrests made at homes or workplaces. Detainees were brought to designated military camps around Thailand, where personal communications devices were confiscated. Some were blindfolded to conceal the camp’s location. While in
custody, individuals were interrogated on their political views. The NCPO said the detentions were
carried out under martial law, which authorizes military detentions without legal counsel for up to
seven days. Prior to release, the individual in custody would be forced to sign “conditions of release”
papers, agreeing not to express political opinion in public, participate in political movements, or
travel overseas without NCPO consent, and agreeing they had not been tortured during custody.
Many were also ordered to surrender their Facebook account password to the army.87
A number of detainees faced criminal charges as soon as the seven day limit was reached. On June
2, NCPO orders stipulated that crimes related to lèse-majesté, national security, or infringing NCPO
orders issued after May 25 would be tried by a military court, which lack appellate and higher courts.
Three judges conduct military trials, but two are not required to have a law degree if their military
ranking is higher than the defendants’.
In this environment, charges of lèse-majesté and computer-related crimes brought by internet users
against fellow citizens increased along with political detentions. By June, a civil society group led by
a military officer, styling itself the “Rubbish Collection Organization,” had filed charges of lèse-majesté against five internet users with the Technology Crime Suppression Division (TCSD).88
In the month after the coup, there were at least five cases of a lèse-majesté charge added when an
individual was already in detention. Three notable ones involved digital content:
In May, police arrested a protester identified by the single name Apichat in Bangkok. After seven days in detention, he was charged with violating an NCPO order prohibiting protests. Citing
content posted on his Facebook page, a witness separately accused him of lèse-majesté, substantially increasing the possible penalties he faces if convicted.89

86 “Summons arrests, and releases statistics: third week of June 2014.” (in Thai) iLaw. June 18, 2014. http://www.ilaw.or.th/
node/3146.
87

Direct interviews with some individuals who were summoned.

88 “Rubbish Collection Organization” filed charges against 5 individuals for violating Criminal Code Clause 112, 116,” (in Thai)
Prachatai, June 19, 2014. http://www.prachatai.com/journal/2014/06/54110.
89 “Court denied bail to “man holding sign in front of art museum’, slapped lese majeste extra,” (in Thai) Prachatai, May 30,
2014. http://www.prachatai.com/journal/2014/05/53667.
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Another telling case involved Sombat Boonngamanong, a prominent activist who has leveraged
new media to address issues of missing persons, post-Tsunami recovery, and the 2011 floods.
He also founded the “Red Sunday” meetings after the 2006 coup, which encouraged people to
independently associate and mobilize without relying on a political party and initiated the prodemocracy red-shirt movement. Sombat refused to cooperate with an NCPO summons issued
after the coup, but set up a “Catch me if you can” campaign on his Facebook page. A joint army
and police operation arrested him on June 6, apparently having traced him via his IP address.90
Although he was initially charged with violating an NCPO order by not responding to the summons, police added the charge of lèse-majesté while he was in custody, based on an earlier
complaint against him. This prolonged his detention for three weeks before he was released on
bail in July.
Chaturon Chaisang, former minister of education, also refused to answer an NCPO summons.
Police arrested Chaturon in the middle of a press conference held at the Foreign Correspondents’ Club of Thailand. Shortly thereafter, he was charged with violating Thailand’s Computer
Crimes Act for posting anti-coup statements on Facebook.91
Online anonymity is under threat since the coup. In late May, the MICT reportedly proposed to establish a single national gateway to the international internet to expedite monitoring and censorship
of online content that is deemed illegal.92 Reports in June 2014 said MICT officials were consulting
with vendors to implement the plan, which would require every Thai citizen to authenticate their
identity using a smart ID card before logging onto the internet. 93 At the end of June, there were no
confirmed developments.
Officials from the Department of Special Investigation announced in May that they were requesting
to join private chat groups on the messaging app Line in order to monitor group conversations for
inappropriate content.94 In early June, a senior police official said police have a duty to check Facebook accounts which share anti-coup messages or invitations to congregate. “Liking” illegal content
is also considered a criminal offence, as an act of sharing.95
Police also used surveillance methods to capture personal data. In early July 2014, many Thai internet users found that visiting blocked websites prompted a screen with a TCSD logo and a message
explaining it had been censored. Attempting to close the message triggered a request for consent to
share the user’s personal data, apparently through a Facebook app titled Login. Clicking “Agree” automatically compromised users’ Facebook account details. After the Thai Netizen Network publicized
this exposure, the “Close” button which launched the fake app disappeared from TCSD messages,

90

“Thai police arrest ‘taunting’ anti-coup activist,” BBC, June 6, 2014, http://www.bbc.com/news/world-asia-27727510.

91 “Former minister Chaturon faces Computer Crime charges,” Prachatai, June 20, 2014, http://www.prachatai.com/english/
node/4143.
92 “ICT plans national gateway to curb abuse of internet,” Bangkok Post, May 28, 2014, http://www.bangkokpost.com/news/
politics/412124/ict-plans-national-gateway-to-curb-abuse-of-internet.
93 Don Sambandaraksa, “Thai Junta Holding the mother of all garage sales,” Telecomasia, June 10, 2014, http://www.
telecomasia.net/blog/content/thai-junta-holding-mother-all-garage-sales.
94 “Advisor to MICT Permanent Secretary discloses Line usage will be controlled at individual level.” (in Thai) ThaiPBS, May 30,
2014, http://bit.ly/1sswaF7.
95
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“Amnuay says clicking “like” on anti-coup protests is illegal,” (in Thai) Daily News, June 9, 2014, http://bit.ly/1nue6VG.
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and the TCSD website posted an invitation to “Friend” the division on Facebook in order to help
them uncover suspicious activity online.96

May 2013—April 2014
As in past years, many Thai journalists, activists, and citizens were sued for defamation and insulting
the monarchy in online communication during the coverage period of this report. In an unprecedented
case, an internet user known as Kenji was jailed for 13 years for “attempting” to commit lèse-majesté
online after police uncovered unpublished anti-royal comments on a device connected to the internet
in his home. The sentence was reduced after he confessed to the crime, which has no legal basis. Inadequate technical evidence continues to mar proceedings, and one Prachatai commenter was sentenced
to five years in prison for committing lèse-majesté based on misinformation about the computer where
the post originated. As rumors of a coup spread online, police tried to persuade international social
networks to supply them with user data to assist national security inquiries.
Article 45 of the Constitution of the Kingdom of Thailand 2007 guarantees broad freedom of speech.
However, other laws have been used to curtail free expression, including the Internal Security Act of
2007 and the Emergency Decree on Public Administration in Emergency Situations 2005. The 2007
Computer related Crime Act (CCA) groups online speech offenses—such as posting or allowing the
dissemination of content considered harmful to national security or public order—with criminal activities like hacking or posting obscene material. Civil society groups and scholars say the CCA can
be abused to launch personal or politicized attacks against content providers, webmasters, and other intermediaries.97
Many offences in this law already exist in the penal code, but the CCA carries harsher penalties. Article 14(1) provides for prison sentences up to five years, fines up to THB 100,000 (US$ 3,330), or
both for anyone who transfers damaging “forged” or “false” computer data,98 and is often used
simultaneously with Articles 326 and 328 of the penal code pertaining to defamation, which carries
a maximum sentence of two years in prison or fines up to THB 200,000 ($6,660).99 Under the penal
code, only the victim has the right to sue for defamation, which is considered a personal offence.
In contrast, anyone can file criminal charges under the CCA, whether or not they are implicated in
the disputed content. Moreover, Article 14(1) refers to the illegal tampering with electronic data, so
its application to speech is a misinterpretation, according to Surangkana Wayupab, director of the
MICT’s Electronic Transactions Development Agency, who is pushing to amend the CCA.100
Police, the attorney general, and the courts continued to pursue such cases during the coverage
period of this report. One ongoing investigation dates from February 2013, when the owner of a
96 “Thai police create fake FB app to get Thai net users’ information, target users trying to open blocked sites,” June 20, 2014,
http://www.prachatai.com/english/node/4140; TCSD, June 20, 2014, tp://www.tcsd.in.th/news/detail/232.
97 Sarinee Achavanuntakul, “Danger! Computer Crimes Act” [in Thai], Fringer Blog, July 18, 2007, http://www.fringer.
org/?p=259; “Freedom of Expression (Still) Under Attack,” Political Prisoners of Thailand (blog), June 12, 2012, https://
politicalprisonersofthailand.wordpress.com/2012/06/12/freedom-of-expression-still-under-attack/.
98 Research has shown that Article 14(1) is the most-often used Article in this law. Between 2007 and 2011, there were 100
cases brought under Article 14(1), from the total of 325 cases. See, http://ilaw.or.th/node/1798.
99 In Thailand’s judicial system, when someone is charged for offences in more than one law, the court will mandate penalty
according to the law in which the penalty is highest, not adding penalties together.
100 “Electronic Transactions Development Agency plans new Computer Crimes Act in 3 years” (in Thai), Bangkokbiznews,
April 3, 2013, http://bit.ly/1gB4ZSZ.
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canned pineapple factory sued researcher Andy Hall for defamation and CCA violations in a report
alleging the company had violated labor rights.101 Hall’s findings, sponsored by the Finnish non-profit organization Finnwatch, were publicized on many websites. A few months later, in an April 2013
speech in Mongolia, Prime Minister Yingluck Shinawatra courted controversy at home when she
characterized the 2006 coup d’état, when the military displaced the elected caretaker government
headed by her brother Thaksin, as a backward step for the country. 102 In May 2013, she sued a
prominent political cartoonist who uses the pseudonym Chai Ratchawatra for defamation and CCA
violations, after he posted the response, “a whore sells her body, an evil woman sells her country,”
on his personal Facebook page.103 That investigation is also ongoing. Finally, in December 2013 the
Thai Navy sued Alan Morison and Chutima Sidasathian, journalists at the Phuket Wan news website
in Phuket province, for defamation and violation of CCA Article 14 (1).104 The previous July, they had
cited a Reuters news agency investigation that accused the Thai military of profiting from the illegal
smuggling of Rohingya refugees, a persecuted minority in neighboring Myanmar, into Thailand.105
Police continue to investigate, though the original article can still be accessed. As of mid-2014, no
lawsuit had been brought against Reuters.
Article 14(3) of the CCA prohibits the “import to a computer system of any computer data related
with an offence against the Kingdom’s security under the Criminal Code,” and carries a penalty of
five years’ imprisonment, a fine of up to THB 100,000 ($3,330), or both. It is often used in conjunction with Article 112 of the penal code, which pertains to lèse-majesté. The first case ever tried under
the CCA in 2009 followed this pattern,106 which persists to this day. Since Article 112 carries jail terms
from 3 to 15 years, those charged under both laws face a 15-year maximum.
In September 2013, Porntipa Supatanakul, owner of a cable TV program, sued Saran C., a Thammasat
University student pseudonymously known as Aum Neko, for committing lèse-majesté and violating
the CCA in an interview that was never broadcast, as well as in personal Facebook posts. On March
24, 2014, police summoned the defendant to hear charges, and the investigation is ongoing.107 In
an unrelated case from September, dozens of police in Samut Prakan province raided the residence
of a man using the online username Kenji in the online discussion forum “Internet to Freedom” for
allegedly posting two lèse-majesté statements online.108 After his arrest, police found photos with
lèse-majesté remarks on a personal device that can connect to the internet and accused him of “attempting” to commit lèse-majesté—a charge with no legal basis. Nevertheless, in December 2013, a
criminal court found him guilty of violating both Article 112 of the penal code and CCA Articles 14(2)
and 14(3), sentencing him to a total of 13 years and 4 months in prison.109 The same court reduced
101 “Thailand: Criminal lawsuit lodged against human rights defender Mr Andy Hall,” Front Line Defenders, February 26, 2013.
http://www.frontlinedefenders.org/node/21806.
102 “Weekly hot issues: PM speech in Mongolia and Chai Ratchawatra’s online satire” (in Thai), Thaipublica, May 4, 2013,
http://thaipublica.org/2013/05/hot-issues-social-media-2013-20/.
103

“Chai Ratchawatra” denies all charges of “Yingluck” libel” (in Thai), Komchadluek, June 24, 2013, http://bit.ly/MJMdeV.

104

Freedom of Expression Documentation Center, “Thai Navy VS Phuketwan”, http://freedom.ilaw.or.th/en/case/554.

105 Alan Morison and Chutima Sidasathian, “Thai Military Profiting from Trade in Boatpeople, Says Special Report”, July 17,
2013, http://phuketwan.com/tourism/thai-military-profiting-trade-boatpeople-says-special-report-18454/.
106

Case#26, Freedom of Expression Documentation Center, http://freedom.ilaw.or.th/en/case/26#detail.

107 “Police issued summon for “Aum Neko” on lese majeste charges” (in Thai), Spring News, March 20, 2014, http://news.
springnewstv.tv/45254/ตำ�รวจออกหมายเรียก-อั้ม-เนโกะ-รับทราบข้อกล่าวหาฐานหมิ่นเบื้องสูง.
108

Kittithon: Kenji, Freedom of Expression Documentation Center by iLaw, http://freedom.ilaw.or.th/en/case/490.

109 “New lèse majesté precedence set by Thailand’s public prosecutors and Court,” Freedom of Expression Documentation
Center, December 19, 2013, http://freedom.ilaw.or.th/en/node/123.
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the sentence to just under seven years because he confessed.110 The verdict marked the first time in
Thailand that a defendant has been found guilty for attempting to commit lèse-majesté.
Internet users who post controversial content can face harassment outside the legal system, including physical violence. Somsak Jiemteerasakul, an outspoken Thammasat University historian, shares
opinions on the monarchy and Thai politics with 80,000 Facebook followers, despite an ongoing
lèse-majesté lawsuit the Thai army filed against him in 2011.111 On February 6, 2014, the army announced that some of his Facebook posts may also violate lèse-majesté laws.112 On February 12,
unknown assailants fired multiple shots and hurled bricks at Somsak’s car and house while he was
inside. No one was injured, but the police investigation into the attack appears to have stalled.113
CCA Article 15 states that administrators who fail to stop internet users from posting banned content are “supporting or consenting to” the post and face the same penalties as if they had created it
themselves.114 This serves as a discouragement to service providers, since the constant monitoring it
demands from website owners is time consuming and inefficient. Moreover, the law fails to establish
a time frame for service providers to delete offending content. In 2012, a court sentenced Prachatai’s Chiranuch Premchaiporn to a suspended eight months in jail and a THB 20,000 ($673) fine for
failing to delete 10 anti-royal comments, 115 116 though the site’s administrator had removed them all
within 20 days.117 In April 2013, the ICT Ministry published the draft of an amendment to the CCA,
including Article 15.118 It stipulates that service providers who “know or should know” of computer
data on their platforms that violates the law must “remedy the situation,” whether by deleting it or
informing the original poster to do so, in order to avoid liability. Like the current law, this puts blame
on intermediaries rather than protecting them, and may even lead to more responsibility on grounds
that they “should know” of infractions. While the ministry is soliciting public opinions on the draft
via an official website, it is not clear if they will be incorporated into the final amendment.
CCA enforcement is inconsistent and lacking in due process. The executive authorities are left to decide what amounts to a violation under its vaguely defined terms, and criminal courts make the final
judgments.119 Many cases are tried without adequate evidence, and defendants who face attorney
generals as plaintiffs often decide not to fight their case, because admitting guilt typically leads to
reduced penalties and is the fastest way to end the often convoluted proceedings.
110

The actual sentence was 5 years and 20 months.

111

“Case#141, Freedom of Expression Documentation Center,” iLaw, http://freedom.ilaw.or.th/en/case/141#detail.

112 “Army displeased; ‘Somsak Jiemteerasakul’ criticisms of the monarchy on Facebook, may be liable under lese majeste” (in
Thai), Prachatai, February 6, 2014, http://prachatai.com/journal/2014/02/51646.
113 “Anonymous shooter shot Somsak Jiemteerasakul’s house and car” (in Thai), Post Today, February 12, 2014, http://bit.
ly/1bUVmua.
114 Section 15: “Any service provider intentionally supporting or consenting to an offence under Section 14 within a
computer system under their control shall be subject to the same penalty as that imposed upon a person committing an
offence under Section 14.”
115 James Hookway, “Conviction in Thailand Worries Web Users,” Wall Street Journal, May 30, 2012, http://online.wsj.com/
article/SB10001424052702303674004577435373324265632.html.
116 Suchit Leesa-nguansuk, “Don’t Shoot the Messenger,” Bangkok Post, June 27, 2012, http://m.bangkokpost.com/
business/299889.
117 Danny O’Brien, “Computer Crime Laws Belie Thai Claim to Modern Society,” CPJ Internet Channel, May 31,
2012, https://cpj.org/internet/2012/05/computer-crime-laws-belie-thailands-claim-to-moder.php.
118 Draft Computer Crimes Act amendment B.E. 2556: jail term for file copy, saving child pornography photos (in Thai), iLaw,
April 14, 2013, http://ilaw.or.th/node/2728.
119
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On October 2, 2013, an appeals court sentenced a lèse-majesté defendant to five years in prison. In
2011, a court had dismissed the charge against Nopawan T., the 31-year-old manager of a vehicle
parts company, based on statements posted to a Prachatai web forum.120 Police had traced the IP
address behind the statements to a factory where many computers connect to the internet, which
the court said was insufficient proof of guilt. The appeals court disagreed and reversed the earlier
acquittal.
In a separate case in March 2014, an appeals court upheld a ruling that two messages allegedly
posted by former stockbroker Kata P. on the Fah Diew Kan (“Same Sky”) bulletin board violated
Article 14(2) of the CCA by connecting a crisis of confidence among investors to rumors about the
king’s health. The decision was based on testimony from an MICT official citing information received
from Microsoft Thailand that supposedly connected the defendant’s email address to the posts.
When first presented to the criminal court in June 2013, the Microsoft Thailand information failed to
demonstrate that link, but the MICT official presented it again, and said it was supported by unspecified classified information obtained from security and intelligence agencies. Kata P. is now serving a
jail term of two years and eight months.121
The CCA was passed after the 2006 coup d’état and has been actively used in subsequent national
security investigations, when police are known to implement surveillance.122 The scale and technical
capabilities of their activities are unclear, though the CCA requires ISPs and webmasters to retain
data logs for up to 90 days and turn data over to investigators upon request.123 A cabinet directive
effective since its publication in the Royal Gazette in May 2012 placed several types of cases, including CCA violations, under the jurisdiction of the Department of Special Investigation (DSI).124 Under
rules regulating DSI operations, intercepting internet communications and collecting personal data
in CCA cases no longer needs a court order.125 Even where court orders are required, Thai judges
typically approve requests without serious deliberation—as is the case with censorship decisions.
Some internet users and political activists exercise caution when communicating online, and employ
additional security and privacy tools to evade surveillance.
In July and August 2013, rumors of a pending government takeover circulated online. The police’s
Technology Crime Suppression Division (TCSD) searched social media posts for the word ‘coup,’126
and summoned four people suspected of initiating the report, including Sermsuk Kasitipradit, editor
of politics and national security at the public television station ThaiPBS, who had analyzed the rumors on his personal Facebook page. After the summons made headlines and was widely criticized,
the division said the individuals were being sought merely as witnesses.127 In the wake of the rumors,
however, both the government Center for Maintaining Peace and Order and the TCSD independently
120

“Nopawan:Bento,” Freedom of Expression Documentation Center, http://freedom.ilaw.or.th/en/case/27.

121

“Case#83,” Freedom of Expression Documentation Center, iLaw, http://freedom.ilaw.or.th/en/case/83#detail.

122 “Seminar: online freedoms and matters of national security” (in Thai), Prachatai, August 16, 2013, http://prachatai.com/
journal/2013/08/48234.
123

Article 26 of Computer-related Crimes Act, B.E.2007.

124 “Cabinet Approves Draft Directive for Setting Guidelines of DSI Cases,” The Nation (Bangkok), December 19, 2011, http://
www.nationmultimedia.com/breakingnews/Cabinet-approves-draft-directive-for-setting-guide-30172173.html.
125

“DSI Added Special Case for 9 Offenses” [in Thai], VoiceTV, May 25, 2011, http://news.voicetv.co.th/thailand/40014.html.

126 Pakorn Peungnet. “Clicking “like” may be a crime!” (in Thai), Bangkokbiznew, August 11, 2013, http://www.oknation.net/
blog/kobkab/2013/08/13/entry-1.
127 “Sermsuk to TCSD: posting meant to inform about rumor” (in Thai), Bangkokbiznews, August 9, 2013, http://www.
bangkokbiznews.com/home/detail/politics/politics/20130809/522555/เสริมสุขแจงปอท.เจตนาโพสต์ให้รู้ข่าวลือ.html.
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announced that referring to such rumors or “liking” them on Facebook was tantamount to supporting them, and could be punishable under CCA Section 14(1).128 Separately, Facebook disclosed that it
had received two requests from the Thai government in the first half of 2013, seeking information on
five Facebook users, but did not provide more details.129 TCSD Director Pisit Pao-in also said that his
team had requested Japan-based Naver Ltd., the owner and operator of the popular Line chat application, release chat logs and information on users for communication that affect national security.130
Naver responded that it would only cooperate under a Japanese court order.131
Customers at cybercafes must present identification cards, though smaller businesses do not always
comply with this rule. Mobile phone users are required to register their real names and national ID
with their carrier upon purchasing a SIM card, whether prepaid or subscription. Although the rule is
less strictly enforced for prepaid SIM cards, those who do not register are unable to receive certain
services.132
There have been sporadic reports of hacking attacks on online news outlets in Thailand in the past.
None were documented during the coverage period of this report, though hackers did target government sites. In May 2013, a group calling themselves “Unlimited Hack Team!!!” left pejoratives
about Yingluck Shinawatra on the Prime Minister’s office website.133 In February 2014, anonymous
hackers disabled the Office of National Economic and Social Development Board website to prevent them from disclosing economic data, forcing them to release the information to the press via
email.134

128 “Netizens heap blame on MICT – clicking like is not a crime” (in Thai), Mthai, August 6, 2013, http://news.mthai.com/hotnews/260376.html; Pakorn Peungnet, “TCSD to get ‘Line’ data, after saying “Like” clickers may be considered criminals!” (in Thai),
August 13, 2013, http://www.oknation.net/blog/kobkab/2013/08/13/entry-1.
129

Facebook, Global Government Requests Report, https://www.facebook.com/about/government_requests.

130 “TCSD prepares to control Line, claims affect national security” (in Thai), Voice TV, August 13, 2013, http://news.voicetv.
co.th/technology/78551.html.
131 “Don Sambandaraksa, Naver denies collaborating with Thai govt,”, Telecomasia, August 23, 2013, http://www.telecomasia.
net/content/naver-denies-collaborating-thai-govt.
132

Happy, “Register SIM Card,” accessed January 2013, http://bit.ly/1fRL5ji.

133 “Hacker hacked Office of Prime Minister website, berates Yingluck, taunts MICT” (in Thai), ASTV, May 8, 2013, http://www.
manager.co.th/Politics/ViewNews.aspx?NewsID=9560000055161.
134
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Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

12

11

Limits on Content (0-35)

8

8

Violations of User Rights (0-40)

21

20

TOTAL* (0-100)

41

39

10.9 million
44 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

A new constitution was passed in January 2014 that enshrines the right to free speech,
protects the privacy of communications data, and bans “prior censorship” of the media.
However, laws on criminal defamation, insulting state bodies, or offending religion
remain a threat to free speech and independent reporting (see Violations of User
Rights).

•

A handful of Tunisians were detained, fined, or sentenced to prison time for their online
activities. Journalists faced criminal defamation charges for criticizing public officials,
while others, such as rapper Ala Yacoubi and social media user Jabeur Mejri, continue to
face legal harassment despite being released from prison on earlier charges related to
online expression (see Violations of User Rights).

•

The Technical Telecommunications Agency (ATT) was established with a mandate
to monitor cyberspace and pursue cybercrimes, sparking fears that censorship and
surveillance may return to pre-Ben Ali levels (see Violations of User Rights).
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Introduction
The internet was first launched for public use in Tunisia in 1996, and the first broadband connections
were made available by the end of 2003. Despite a relatively advanced internet infrastructure and
a developed telecommunications market, extensive internet filtering hindered free web access.
Numerous websites and online platforms such as the photo-sharing site Flickr and video-sharing
site YouTube were blocked in order to deny citizens access to content critical of the ruling regime.
Nonetheless, internet usage continued to grow and an increasing number of netizens started
employing encryption techniques and proxy servers to circumvent government censorship and
surveillance.
The Tunisian internet landscape changed dramatically with the ouster of autocratic president Zine
El Abidine Ben Ali on January 14, 2011. His repressive censorship apparatus largely dissipated
and internet users have started to enjoy an unprecedented level of web access. In the past three
years, authorities have taken significant steps to open up the country’s control over information
and communication technologies (ICTs), despite attempts to filter pornography in 2012,1 and five
Facebook pages critical of the military institution in 2011.2
Over the past year, no internet filtering practices were recorded. To further cut ties with its
previous reputation as an “internet enemy,”3 Tunisia hosted the third edition of the Freedom Online
Conference in June 2013,4 after joining the coalition of governments “committed to collaborating to
advance internet freedom” in September 2012. A new constitution that protects free speech, bans
“prior censorship,” and protects data privacy was passed in January 2014.
Despite these commendable steps, Tunisia’s fragile internet freedom remains threatened by a
number of laws dating from the Ben Ali era, including the Telecommunications Decree and the
Internet Regulations. The judiciary continues to restrict free speech through the prosecution of users
over content posted online, mainly regarding defamation, religion, or insults to state bodies. Hakim
Ghanmi was fined for defamation over an article he posted regarding a state hospital, while Mourad
Meherzi, a cameraman for an online television station, was detained for three weeks after capturing
a scene in which a famous actor pelted the culture minister with an egg. Ala Yacoubi and Jabeur
Mejri, previously charged over online speech, continue to face legal harassment on new charges
that appear trumped up. Meanwhile, fears over unchecked government surveillance were renewed
following the creation of a new telecommunication investigative body in November 2013, the
Technical Telecommunications Agency (ATT). These developments continue to the country back from
achieving further progress in internet freedom and digital rights.

Reporters Without Borders, “Tunisia’s highest court overturns ruling on filtering of pornography sites”, en.rsf.org, February
22, 2012 http://en.rsf.org/tunisia-internet-filtering-danger-of-03-02-2012,41805.html

1

Global Voices Online, “Tunisia: Internet Censorship Makes a Comeback”, globalvoicesonline.org, May 17, 2011, http://
globalvoicesonline.org/2011/05/17/tunisia-internet-censorship-makes-a-comeback/

2

3 Reporters Without Borders, “Internet Enemies, 2009,” March 12, 2009, http://www.rsf.org/IMG/pdf/Internet_
enemies_2009_2_-3.pdf; Reporters Without Borders, “Internet Enemies, 2010,” March 12, 2010, http://en.rsf.org/IMG/pdf/
Internet_enemies.pdf.

Jillian C. York: “The Freedom Online Coalition in Tunis: a Call to Governments to Limit Surveillance,” EFF.org, June 24, 2013
https://www.eff.org/deeplinks/2013/06/tunis-coalition
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Obstacles to Access
Internet usage in Tunisia has grown rapidly in recent years. According to the International
Telecommunication Union (ITU), internet penetration stood at 43.8 percent in 2013, up from 27.5
percent in 2008.5 The number of fixed broadband subscriptions per 100 inhabitants rose to 4.77
by the end of 2013, up from 2.19 subscriptions five years ago.6 Although the government has
actively sought to improve the country’s ICT sector, access is still hindered by high prices and
underdeveloped infrastructure.
In 2004, the government set up a “Family PC” initiative to encourage widespread computer use by
removing customs fees, setting a price ceiling for computer hardware, arranging low interest rate
loans for families to purchase ICT tools, and including an internet subscription with every computer
sold. The number of computers per 100 inhabitants rose from approximately 12 in 2009 to 18 as of
January 2014,7 while the number of total internet subscriptions is estimated to have exceeded 1.4
million as of January 2014.8
The popularity of mobile phones is also on the rise, with over 12.7 million mobile phone
subscriptions and a penetration rate of 115.2 percent as of January 2014.9 Less common, however,
is the use of mobile internet connections due to costs which remain beyond the reach of many
Tunisians.
Access to the internet through plug-in USB keys that connect laptops and other devices to 3G
networks is on the rise, and at the expense of DSL subscriptions. The number of 3G internet
subscriptions reached more than 846,372 in December 2013, compared to 566,337 subscriptions
one year ago.10 Meanwhile, DSL subscriptions decreased from 512,390 to 507,379 over the same
period.

“Percentage of individuals using the Internet, fixed (wired) Internet subscriptions, fixed (wired)-broadband subscriptions,”
International Telecommunication Union (ITU), 2008 & 2013, accessed July 16, 2013, http://www.itu.int/en/ITU-D/Statistics/
Pages/stat/default.aspx.

5

“Percentage of individuals using the Internet, fixed (wired) Internet subscriptions, fixed (wired)-broadband subscriptions,”
International Telecommunication Union (ITU), 2008 & 2013, accessed July 16, 2013, http://www.itu.int/en/ITU-D/Statistics/
Pages/stat/default.aspx.
6

7 لاصتالاو تامولعملا ايجولونكتو يملعلا ثحبلاو يلاعلا ميلعتلا ةرازو: تامولعملا ايجولونكت عاطقل ةيئاصحالا تارشؤملا زربأ روطت
 يفناج رهش تايطعم( لاصتالاو2014)
[Ministry of higher education, scientific research and information and communication technologies: development of main
statistical ICT indicators (data of January 2014 ], published in March 2013,http://www.mincom.tn/fileadmin/PDF/Indicateurs_
TIC/Rapports/TB_janvier_2014.pdf
8 لاصتالاو تامولعملا ايجولونكتو يملعلا ثحبلاو يلاعلا ميلعتلا ةرازو: تامولعملا ايجولونكت عاطقل ةيئاصحالا تارشؤملا زربأ روطت
 يفناج رهش تايطعم( لاصتالاو2014)
[Ministry of higher education, scientific research and information and communication technologies: development of main
statistical ICT indicators (data of January, 2014 ], published in March 2013,http://www.mincom.tn/fileadmin/PDF/Indicateurs_
TIC/Rapports/TB_janvier_2014.pdf
9 لاصتالاو تامولعملا ايجولونكتو يملعلا ثحبلاو يلاعلا ميلعتلا ةرازو: تامولعملا ايجولونكت عاطقل ةيئاصحالا تارشؤملا زربأ روطت
 يفناج رهش تايطعم( لاصتالاو2014)
[Ministry of higher education, scientific research and information and communication technologies: development of main
statistical ICT indicators (data of January, 2014 ], published in March 2013,http://www.mincom.tn/fileadmin/PDF/Indicateurs_
TIC/Rapports/TB_janvier_2014.pdf

Instance National des Télécommunications (INT), “Suivi des principaux indicateurs du marché de l’Internet en Tunisie”
[Monitoring of main indicators regarding the internet market in Tunisia], December 2013, http://www.intt.tn/upload/files/
Tableau%20de%20Bord%20Internet%20-%20D%C3%A9cembre%202013.pdf
10
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The three major telecom operators, Ooredoo Tunisia (formerly Tunisiana),11 Orange Tunisie, and
state-controlled Tunisie Télécom provide 3G internet access via USB keys. The device usually costs
at least TND 40 (approximately US$ 22), while the service costs TND 30 (US$ 16) per month. Prices
differ depending on the operator and the subscription offers clients choose. For instance, Tunisie
Télécom has a special offer for students, who can buy a 21 Mbps USB key at 14 TND and pay TND 15
(US$ 8) for 3 GB of prepaid internet access per month.12
Nonetheless, internet access remains beyond the reach of a large segment of the population.
According to a World Bank report released in January, “the poorest 40 percent of the population
would need to spend over 40 percent of their income to afford high speed internet.”13
Thus, many Tunisians access the internet at their workplace or at privately owned cybercafes known
as “publinets,” where one hour of connection costs at least 1 TND (US$ 0.55). Before 2011, wireless
access in cafes and restaurants was not permitted by law, which allowed only licensed ISPs to offer
access. Nonetheless, since the revolution it has become common for cafes and restaurants in major
cities to offer free internet access without any registration requirements, attracting mainly young
social network users. At the same time, the law restricting the provision of wireless internet remains
on the books as of mid-2014, putting those businesses that provide wireless access at risk of
violating the law if the law is later enforced by regulators.
Fixed-line internet subscribers must first buy a landline package from Tunisie Télécom (TT), which
manages the country’s 92.5 Gbps bandwidth capacity, before choosing one of 11 ISPs.14 Prices range
from TND 10 (US$ 5) a month for a connection speed of 1Mbps to TND 50 (US$ 27) for a connection
speed of 20 Mbps. On top of this cost, subscribers must also pay for a separate ISP package, ranging
from TND 10 to 25 (US$ 5 to 14). Although there are no legal limits on the data capacity that ISPs
can supply, the bandwidth remains very low and connectivity is highly dependent on physical
proximity to the existing infrastructure.
In the past, the ICT market consisted of five privately owned ISPs: Planet Tunisie, 3S Globalnet,
Hexabyte, Topnet, and Tunet. However, in recent years Topnet, Tunet, and Planet Tunisie were
acquired by Tunisie Télécom,15 Tunisiana,16 and Orange Tunisie Internet (OTI), respectively.17 In June
2013, Emirates International Telecommunications (ETI) announced its plan to sell its 35 percent stake
Ooredoo.com, “ Tunisian Becomes Ooredoo as Global Brand Roll-out Continues”, April 27, 2014, http://www.ooredoo.com/
en/news/media/news/tunisiana-becomes-ooredoo-global-brand-roll-out-continues.html

11

Tunisie Télécom: Pack Etudiant++Smart: http://www.tunisietelecom.tn/tt/internet/fr/internet/promos?WCM_GLOBAL_
CONTEXT=/Internet_FR/espace%20particulier/internet/promos/contents_ep_internet_promos/ep_notre_promo_internet_
smart?categId=ep_notre_promo_internet_smart

12

World Bank, “Broadband Networks in the Middle East and North Africa: Accelerating High-Speed Internet Access
Key Facts”, World Bank, January 29, 2014 http://www.worldbank.org/content/dam/Worldbank/document/MNA/Broadband_
report/MNA_Broadband_Key_Facts_English.pdf

13

14 Tunisia Live,, “Tunisie Telecom’s Monopoly Over Internet Infrastructure Blamed for High Bandwidth Costs,” Tunisia-live.net,
June 19, 2012, http://www.tunisia-live.net/2012/06/19/tunisie-telecoms-monopoly-over-internet-infrastructure-blamed-forhigh-bandwidth-costs/.

All Africa, “Tunisia: ‘Tunisia Telecom’ Acquires ‘Topnet’,” AllAfrica.com, June 15, 2010, http://allafrica.com/
stories/201006170303.html.

15

TMT Finance, “Tunisiana takes over Tunet,” TMTFinance, September 15, 2011, http://tmtfinance.com/news/tunisiana-takesover-tunet.

16

Web Manager Center, “Planet laisse la place à OTI (Orange Tunisie Internet)” [Planet gives way to OTI
(Orange Tunisie Internet)] ; webmanagercenter.com, May 17, 2011, http://www.webmanagercenter.com/actualite/
technologie/2011/05/17/105968/planet-laisse-la-place-a-oti-orange-tunisie-internet
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in Tunisie Télécom, citing employees’ strikes over higher salaries as a reason for the move.18 In 2011,
Tunisia’s interim authorities seized a 51 percent share of Orange Tunisie that was formerly held by
another son-in-law of Ben Ali, Marwan Ben Mabrouk.19
In addition to operating the backbone network, Tunisie Télécom has a monopoly on Tunisia’s
international submarine communications cables.20 Consequently, all international calls and data need
to transit through Tunisie Télécom’s submarine cable landing stations. There are no laws that prevent
ISPs from installing their own infrastructure, but huge costs have prevented this so far. In mid-2013,
Orange Tunisie and Tunisiana announced a joint plan to deploy the country’s first private undersea
cable, with development expected to take two to three years.21
The Ministry of Information and Communication Technologies is the main government body
responsible for the ICT sector.22 Under Article 7 of the Telecommunications Decree and Article 5
of the Telecommunication Code, ISPs must obtain a license from the Ministry of Communication
Technologies in order to deliver internet services.23 The National Instance of Telecommunication (INT)
is the regulator for all telecom and internet-related activities and has the responsibility of resolving
technical issues and disputes between actors. The INT governance body and its president are
made up of mainly government officials nominated by the ICT Minister, which activists argue leads
to a lack of regulatory independence. Nevertheless, the INT has initiated some positive changes
in internet policy, namely through the introduction of a more liberal domain name chart and the
invitation, sent to independent arbitrators from civil society, to develop a new Alternative Domain
Name Dispute Resolution Process.24
Internet policy is decided by the INT and executed by the Tunisian Internet Agency (ATI), a state
agency governed by a board of trustees comprised of representatives from the main shareholder,
Tunisie Télécom. The latter controls 37 percent of ATI shares and the state owns a further 18 percent,
while the remaining 45 percent is divided among private banks. The head of the ATI is appointed by
the ICT ministry.
Under Ben Ali, the ATI was a government organ for surveillance and censorship. The ATI now
manages the internet exchange point (IXP) between national ISPs that buy connectivity from Tunisie
Télécom and the allocation of internet protocol (IP) addresses. Together with the INT, the ATI also

18 Arabian Industry, “Emirates International Telecommunications Sells Its 35% Stake in Tunisie Telecom”, arabianindustry.com,
June 23, 2013, http://arabianindustry.com/comms/news/2013/jun/23/emirates-international-telecommunications-sells-its-35stake-in-tunisie-telecom-4351100/

“Tunisia seized Ben Ali family Orange Tunisie stake,” Reuters, March 31, 2011, http://in.reuters.com/article/2011/03/31/
idINIndia-56028120110331?feedType=RSS&feedName=technologyNews

19

20 World Bank, “Broadband Networks in the Middle East and North Africa: Accelerating High-Speed Internet Access,” January
29, 2014 https://openknowledge.worldbank.org/handle/10986/16680

ITU, “Orange, Tunisiana, Interoute plan new undersea cable (Tunisia),” itu.int, May 23, 2013, http://www.itu.int/ITU-D/ict/
newslog/Orange+Tunisiana+Interoute+Plan+New+Undersea+Cable+Tunisia.aspx

21

Following the appointment of a new government in early 2014, the ICT ministry was merged with the Ministry of Higher
Education and Scientific Research

22

“Tunisia: Background paper on Internet regulation,” Article 19, legal analysis, July 5, 2013 http://www.article19.org/
resources.php/resource/37135/en/tunisia:-background-paper-on-internet-regulation ,

23

“Appel a manifestation d’intérêt pour la sélection d’arbitres pour la résolution des litiges relatifs aux noms de
domaines,” Instance Nationale des Télécommunications, République Tunisienne, May 24, 2012, http://www.intt.tn/fr/index.
php?actu=392&typeactu=89 [in French].
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manages the “.tn” country domain.25 The agency also provides direct internet access to public
institutions.

Limits on Content
Censorship remains sparse in Tunisia, with no instances of politically-motivated blocking over the
past year. Popular social media tools such as Facebook, YouTube, Twitter, and international bloghosting services are freely available. There have been attempts to filter pornographic content,
although these have been abated by the courts. Extremist content also poses a challenge to the
state, which is grappling with threats from armed extremist groups.
In June 2013,26 the ATI won an appeal against the filtering of pornographic material online.27 The
case dates back to May 2011, when a Tunis-based primary court ordered the filtering of explicit
content based on a complaint lodged by three lawyers, who argued that the sites were a threat to
minors and the country’s Muslim values.28 While the ATI lost a first appeal on that case, Tunisia’s
highest appeals court, the Cassation Court, threw out the verdict in February 2012,29 and referred
the case back to the First Court of Appeals on the grounds that the ATI lacked the technical capacity
to implement the mandated filtering.30
As government security forces battled armed groups, which the authorities say are linked to alQaeda in the Islamic Maghreb (AQIM), the Interior Ministry called for the filtering of web pages
affiliated with terrorism. In an interview given to al-Chourouk newspaper in February, Interior
Minister Lotfi Ben Jeddou said his ministry had repeatedly called on the ICT ministry to take
down content that incites terrorism, but did not receive a response.31 In a televised statement, a
spokesperson for the ICT ministry responded by emphasizing that the removal of any type of
content can only take place upon the presentation of a court order.32
Although it did not constitute government action, on May 30, 2013, the official Facebook page of

25 Agence Tunisienne d’Internet, “TunIXP : the 1st Internet exchange in the Maghreb Arab Region,” ati.tn, accessed January 31,
2013, http://www.ati.tn/TunIXP

Tunisia Haut Débit, “Tunisie-: Censure du Porn sur Internet: Suite et Fin” [Tunisia: Filtering of Internet Porn: Concluded], thd.
tn, June 6, 2013, http://www.thd.tn/index.php?option=com_content&view=article&id=3407:tunisie-censure-du-porno-surinternet-suite-et-fin&catid=58:websphere&Itemid=88

26

27

See https://twitter.com/mchakchouk/status/342299401752035328.

“Tunis court upholds order requiring filtering of porn sites,” Reporters without Borders, August 16, 2011, http://en.rsf.org/
tunisia-court-to-take-crucial-decision-for-01-07-2011,40566.html.

28

29 Index on Censorship, “Tunisia: Court Rules Against Web Filtering in Key Test of New Freedoms,” uncut.indexoncensorship.
org, February 22, 2012, http://uncut.indexoncensorship.org/2012/02/tunisia-court-rules-against-web-filtering-in-key-test-ofnew-freedoms/
30 Global Voices Online, “Tunisia: Court Quashes Verdict Ordering the Filtering of Pornography,” globalvoicesonline.
org, February 22, 2012, http://globalvoicesonline.org/2012/02/22/tunisia-court-quashes-verdict-ordering-the-filtering-ofpornography

Alchourouk, “»قورشلا«ـل لوطم راوح يف )ةيلخادلا ريزو( ودج نب يفطل:باـــــهرإلا ىلع اـــــنرصتنا... يف مسحلا اــــبيرقو
“ يبناـــعشلا, [Lotfi Ben Jedou, the interior minister speaking to Alchourouk: We won over Terrorism..and Soon Chaambi Will be
Resolved], Alchourouk.com, February 23, 2014, http://bit.ly/1eKVuhs.

31

Ettounisia TV Yotube Channel, “Eighth Day News Program, Episode 4 of 28 February 2014”: http://www.youtube.com/
watch?v=ZE6HQXmDTGY&feature=youtu.be.
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Ansar al-Sharia Tunisia (AST) was taken down by the social networking company.33 This occurred two
weeks after the Interior Ministry banned the group from holding its annual congress.34 The group
has since launched a new page and accused the Interior Ministry of “hacking” its previous page.
Although the government no longer advocates censorship, several laws from the Ben Ali era
continue to pose a significant threat to internet freedom, even if they are sporadically enforced.
Under Article 1 of the 1997 Telecommunications Decree, ISPs remain legally liable for third-party
content.35 Furthermore, Article 9 of the 1997 Internet Regulations36 requires ISPs to actively monitor
and take down objectionable online content.37 Laws allow the government to censor internet content
that is deemed obscene or threatening to public order, or is defined as “incitement to hate, violence,
terrorism, and all forms of discrimination and bigoted behavior that violate the integrity and dignity
of the human person, or are prejudicial to children and adolescents.”38 Over the past year, the
judiciary continued to enforce laws that restrict free speech, such as provisions in the penal code, to
prosecute bloggers and social network users (see “Violations of User Rights,” below).
Although the pervasive environment of self-censorship dissipated rapidly with the fall of Ben Ali,
some online activists avoid crossing “red lines” over fears of judicial prosecution. Still, users are more
open to discussing religion, the army, and other sensitive issues on the web compared to traditional
media platforms.
Since the revolution, numerous online sources of information have been launched alongside
new newspapers, radio stations, and television channels, enriching the information landscape
through the addition of viewpoints from a diverse range of social actors. Late 2013 saw the birth of
LerPresse, Tunisia’s first news satire website, further enriching an increasingly diverse online media
landscape.39 In late March 2014, the Tunisian award-winning blog Nawaat launched a local and
secure whistleblowing platform in collaboration with GlobaLeaks, an open-source whistleblowing
framework.40 Nawaat Leaks aims to allow users to anonymously and securely blow the whistle.41
The abundance of online news sources has led to some cases in which partisan interests have
manipulated information. There is strong suspicion that Ennahda, the former ruling Islamist
party, maintains a digital army of young activists and bloggers tasked with managing Facebook
communities and disseminating partisan content as part of an “info war.” The Ennahda apparatus
was particularly active during antigovernment protests that swept the country following the
33 Arrakmia, “[ ”كوبسيافلا ىلع ةعيرشلا راصنأ ةحفص بجحAnsar Al-Sharia’s Facebook Page Filtered], arrakmia.com, May 30,
2013, http://bit.ly/1mPYSNk.
34 France 24: “Tunisia bans Salafist group from holding conference”, France24.com, May 18, 2013, http://www.france24.com/
en/20130517-tunisia-bans-salafists-ansar-al-sharia-conference/.
35

Available in Arabic at: http://www.mincom.tn/fileadmin/templates/PDF/juridiques/D1997-0501_ar.pdf

36

Available in Arabic at: https://docs.google.com/file/d/0B65g_tQwlE3CenNrSDZ0N1RLcjg/edit

37

“Tunisia: Background paper on Internet regulation,” Article 19, legal analysis, March 2011.

Letter from Chargé d’Affairs Dridi to Human Rights Watch, as cited in “False Freedom: Online Censorship in the Middle East
and North Africa,” Human Rights Watch, 2005, available at http://bit.ly/12lmFoc.

38
39

See http://Lerpresse.com

40 Nawaat, “[ “ ةيرسلا قئاثولا بيرستل انمآ و اصاخ اعقوم قلطت ةاونNawaat launches a special and secure site to leak
confidential documents], nawaat.org, March 27, 2014 http://nawaat.org/portail/2014/03/27/%D9%86%D9%88%D8%A7%D8
%A9-%D8%AA%D8%B7%D9%84%D9%82-%D9%85%D9%88%D9%82%D8%B9%D8%A7-%D8%AE%D8%A7%D8%B5%D8%A7%D9%88-%D8%A2%D9%85%D9%86%D8%A7-%D9%84%D8%AA%D8%B3%D8%B1%D9%8A%D8%A8%D8%A7%D9%84%D9%88%D8%AB/
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assassination of opposition constituent assembly member Mohamed Brahmi on July 25, 2013.
Islamist Facebook pages spread rumors of terrorism attacks, including fake news of an explosion
targeting an antigovernment sit-in outside the National Constituent Assembly, in an attempt to
intimidate Tunisians into leaving the protests.42
Nevertheless, the unprecedented openness of the Tunisian internet sphere in the post-Ben Ali era
has greatly diluted the influence of such content. Tunisian youth and civil society organizations
have continued to use digital media for initiatives relating to political and social issues. The civil
society organization al-Bawsala has continued tracking the National Constituent Assembly’s work
in particular the adoption process of the new constitution.43 The group live-tweets the assembly’s
sessions and publishes detailed voting records on the platform Marsad.tn.44
During the 2013 month of Ramadan (July to August 2013), Tunisian netizens created a crowdsourced Google map of restaurants and cafés that stayed open during the day.45 The initiative came
in response to a declaration made by Adel Almi, an ultra-conservative preacher, who stated he
would seek authorization from the Interior Ministry to place surveillance cameras to film those who
were not observing the holy month.46
Throughout the year, activists continued to use the hashtag #FreeJabeur as part of a wider online
campaign demanding the release of Jabeur Mejri, imprisoned over the publication of cartoons
depicting the prophet Muhammad. For instance, in February 2014, the “100 drawings for Jabeur
Mejri” campaign brought together artists and cartoonists from 12 countries to demand his
immediate release.47 He was released one month later, but still faces prosecution on other charges.

Violations of User Rights
While Tunisia has taken significant steps to promote internet access and reverse online censorship,
the country’s legal framework remains a significant threat to internet freedom. Despite the adoption
of a new constitution hailed as “democratic,”48 the absence of significant legal reforms continues

Welid Naffati: “Sit in du Bardo: Comment fonctionne la manipulation d’Ennahdha sur les réseaux sociaux? (2/2) [ The Bardo
Sit in : How Ennahdha’s Manipulation on Social Networks Operates? (part 2)], Tunisie Haud Débit, July 31, 2013, http://thd.tn/
index.php?option=com_content&
view=article&id=3514:sit-in-du-bardo-comment-fonctionne-la-manipulation-d-ennahdha-sur-les-reseaux-sociaux-22&catid=58&Itemid=88
42

Noah Feldman: “Tunisia Tweets its Way to Democracy”, Bloomberg.com, January 11, 2014,
http://www.bloomberg.com/news/2014-01-10/tunisia-tweets-its-way-to-democracy.html

43
44

http://www.marsad.tn/votes/constitution

Tunisie Haut Débit, “Ramadan: les Internautes Tunisiens Recensent les Restos et Cafés Ouverts sur Google Map”,
[Ramadan:,Tunisian Netizens List Restaurants and Cafés that Stay Open on Google Maps], thd.tn, July 12, 2013 http://thd.tn/
index.php?option=com_content&view=article&id=3487:ramadan-les-internautes-tunisiens-recensent-les-restos-et-cafesouverts-sur-google-map&catid=58&Itemid=88
45

46 ShemsFM, “Ramadan: Adel Almi compte placer des caméras à Tunis pour filmer ceux qui ne jeunent pas” [Ramadan; Adel
Almi considers placing surveillance cameras to film those who do not fast], ShemsFM, May 29, 2013 http://www.shemsfm.net/
fr/actualite/ramadan-adel-almi-compte-placer-des-cameras-a-tunis-pour-filmer-ceux-qui-ne-jeunent-pas?id=48253

Tunisia Live, “Artists’ Campaign Supports Jabeur Mejri, Jailed for Insulting Islam”, tunisia-live.net, February 5, 2014 http://
www.tunisia-live.net/2014/02/05/artists-campaign-supports-jabeur-mejri-jailed-for-insulting-islam/#sthash.v1VfRPEz.uxfs

47

48 National Democratic Institute, “Tunisia finally passes democratic constitution”, NDI.org, January 27, 2014 http://www.ndi.
org/node/21076
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to hold Tunisia back.49 Most problematically, the judiciary continues to employ laws from the Ben
Ali-era to prosecute users over online expression. Criminal defamation remains one of the biggest
threats to independent reporting, while several Tunisians have been charged with insulting state
bodies or religious values. At the same time, the creation of a new cybercrime agency has led to
fears that technology could once again be misused to perform unchecked government surveillance,
potentially reversing progress in internet freedom and user rights.
On January 26, 2014, the National Constituent Assembly (NCA) overwhelmingly approved the
country’s new constitution.50 The constitution, the first to be passed since the 2011 revolution,
enshrines the right to free expression, freedom of the press and the media, and bans “prior
censorship.”51 Specific articles guarantee the right to privacy and personal data protection, as well
as the right to access information and communication networks. However, the text contains vague
language tasking the state with “protecting sanctities” and banning “takfir” (apostasy accusations).52
Such language could act as a constitutional restriction on internet freedom, where religious issues
are currently debated more openly than in the mainstream media or on the streets.
On September 17, 2013, Tunisian journalists went on a nationwide strike,53 accusing the government
and prosecutors of ignoring the country’s reformed press code, Decree 115 of 2011.54 The law,
implemented in 2012,55 recognizes web journalists as “professional journalists” and entitles them
to the same rights and legal protections granted to print and broadcast journalists.56 The law also
abolished prison sentences for criminal defamation and, in most cases, places the burden of proof
on the plaintiff.
The repressive laws of the Ben Ali regime still remain the greatest threat to internet freedom. Article
86 of the Telecommunications Code states that anyone found guilty of “using public communication
networks to insult or disturb others” could spend up to two years in prison and may be liable
to pay a fine. Articles 128 and 245 of the penal code also punish slander with two to five years
imprisonment.57 While censorship is no longer a significant issue, these laws continued to be
employed to prosecute internet users.

Index on Censorship: “Tunisia: the long road to reform is far from over”, Indexoncensorship.org, February 12, 2014 http://
www.indexoncensorship.org/2014/02/tunisia-long-road-reform-far/

49

50 BBC: “Tunisia assembly passes new constitution”: bbc.co.uk, January 27, 2014, http://www.bbc.co.uk/news/worldafrica-25908340

Afef Abrougui, “Tunisia: The long road to reform is far from over,” Index on Censorship, February 12, 2014, http://www.
indexoncensorship.org/2014/02/tunisia-long-road-reform-far/, and Jasmine Foundation, “ Unofficial English Translation of the
Tunisian” Constitution :http://www.jasmine-foundation.org/doc/unofficial_english_translation_of_tunisian_constitution_final_
ed.pdf
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52 Index on Censorship,“Tunisia’s draft constitutions raises concerns about democratic transition”, indexoncensorship.
org, January 15, 2014, http://www.indexoncensorship.org/2014/01/tunisias-draft-constitution-raises-concerns-democratictransition/

Tunisia Live, “Striking journalists demand use of new press code”, tunisia-live.net, September 17, 2013
http://www.tunisia-live.net/2013/09/17/striking-journalists-demand-use-of-new-press-code/
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France 24, “Tunisian journalists strike over press freedom”, france24.com, October 17, 2012, http://www.france24.com/
en/20121017-tunisian-journalists-strike-over-threats-press-freedom-islamist-led-government
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Reporters Without Borders, “Analysis of Law No. 2011-115 dated 2 November 2011, relating to freedom of the press,
printing and publication,” en.rsf.org, February 14, 2012, http://en.rsf.org/IMG/pdf/120214_observations_rsf_code_de_la_presse_
gb_-_neooffice_writer.pdf
56

57

790

“Code Penal,” Juriste Tunisie, 2009, http://www.jurisitetunisie.com/tunisie/codes/cp/cp1225.htm.

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Tunisia

On May 29, 2013, Hakim Ghanmi was tried before a military court on charges of “undermining the
reputation of the army”, “defamation of a public official,” and “disturbing others through public
communication networks”. Ghanmi, a journalist and blogger, had criticized the staff of a military
hospital in a blog post.58 Two months later, he was cleared of two of the charges, but fined TND 240
(US$ 130) for defamation. Both Ghanmi and the plaintiff have appealed.59 However, on March 11,
2014, the verdict was confirmed by the military court of appeals in Sfax.60
In mid-August 2013, Mourad Meherzi, a cameraman for the online television station Astrolab TV,
was detained for filming and posting a video which showed actor and film director Nasreddine Shili
throwing an egg at then-minister of culture, Mehdi Mabrouk.61 Meherzi was accused of “conspiracy
to commit violence against government officials” and, according to his lawyer, was placed under
phone surveillance.62 Meherzi was freed after three weeks.
In September 2013, prisons’ union leader Walid Zarrouk was detained for a Facebook post in
which he criticized Tarek Chkioua, the then-general prosecutor of the Tunis Tribunal, as well as
former minister of justice Noureddine Bhiri.63 Zarrouk was charged with defaming a public servant,
spreading information “likely to harm public order” under Article 54 of the press code, and
“disrupting lives through public communication networks” under Article 86 of the telecommunication
law.64 Zarrouk was released on October 4, 2013 pending trial.65
Following a surge in politically motivated violence, including the assassination of two opposition
politicians, two users were imprisoned on charges of incitement to violence in early 2014. In late
January, the primary court of Tunis sentenced blogger Yassine Ayari in absentia to six months
imprisonment under Articles 50 and 51 of the 2011 press code. This followed a complaint lodged by
leftist politician Mondher Thabet, who Ayari mentioned in a Facebook post in which he called for the
“arrest and execution” of those who served under the Ben Ali regime.66 Ayari, who moves between
Paris and Tunis, planned to appeal the verdict.

Nawaat: “Le blogueur Hakim Ghanmi devant la justice militaire pour avoir critiqué l’administration d’un hôpital” [Blogger
Hakim Ghanmi in front of military trial for criticizing the administartion of a hospital], nawaat.org, May 30, 2013, http://nawaat.
org/portail/2013/05/30/le-blogueur-hakim-ghanmi-devant-la-justice-militaire-pour-avoir-critique-ladministration-dun-hopital/
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of information remains in question], nawaat.org, September 4, 2013, http://nawaat.org/portail/2013/09/04/le-cas-de-mouradmeherzi-ou-la-liberte-dinformation-encore-en-question/
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Shili and his brother put under phone surveillance over an egg attack], nawaat.org, September 16, 2013,http://nawaat.org/
portail/2013/09/16/mourad-meherzi-nasseredine-shili-et-son-frere-mis-sur-ecoute-pour-un-jet-doeuf/
63 Al Huffington Post: “Le secrétaire général du syndicat des prisons, Walid Zarrouk, de nouveau écrou [The secretary-general
of the prisons’ syndicate, Walid Zarrouk, once again imprisoned], huffpostmaghreb.com, September 10, 2013, http://www.
huffpostmaghreb.com/2013/09/10/walid-zarrouk-ecroue_n_3898423.html 		
		
64 Human Rights Watch, “Tunisia: Spate of Prosecutions for Free Speech”, hrw.org, September 13, 2013, http://www.hrw.org/
news/2013/09/13/tunisia-spate-prosecutions-free-speech
65 Tunisie Numérique, “L’issu du procés de Walid Zarrouk” [The outcome of Walid Zarrouk’s trial], tunisienumerique.com,
October 4, 2013, http://www.tunisienumerique.com/ap-tunisie-lissue-du-proces-de-walid-zarrouk/195513

Tunisia Live, “Blogger sentenced to six months for Facebook post”, tunisia-live.net, January 29, 2014 http://www.tunisialive.net/2014/01/29/blogger-yassine-ayari-sentenced-to-six-months-for-facebook-post/
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Imed Dghij, a member of the group, “Men for the Protection of the Revolution in Kram,” was
sentenced to 14 months imprisonment over a Facebook video in which he threatened judges and
police officers.67 The group is accused by secular parties of perpetrating political violence. “We will
not die until we finish you,” Dghij said in the video addressing members of police and judges unions
“loyal to the former regime.” He was convicted of “incitement to violence” and “threatening and
harming others’ reputation through public communication networks.” On May 10, a court of appeals
reduced Dghij’s initial sentence to three months in jail.68
The authorities continue to harass citizens that have been imprisoned on speech-related offenses,
targeting them with other charges after they have been released from prison. Ala Yacoubi, better
known as the rapper “Weld El 15,” was initially sentenced in absentia to two years in prison in March
2013 over an anti-police video clip he published on YouTube.69 In the song “Boulicia Kleb,” Yacoubi
describes the frustrations of Tunisian youth, calling the police “dogs” and rapping “he would like to
slaughter a police officer instead of sheep at Eid al-Adha.”70 In a bid to reduce his sentence, Yacoubi
turned himself in on June 13, only to have the original verdict confirmed. He was subsequently freed
on July 4, 2013 and given a reduced six-month suspended sentence. 71 However, only two months
later, he was convicted of insulting the police during a concert performance and handed a 21-month
sentence along with rapper Ahmed ben Ahmed, known as Klay BBJ.72 Neither of the rappers were
informed of the charges, but were sentenced in absentia. Ahmed had the ruling overturned on
appeal in October, whereas Yacoubi was later sentenced to four months in December 2013,73 after he
surrendered to the authorities. Yacoubi spent two weeks in jail before his acquittal and release from
jail on appeal.74
Similarly, after being released from prison on March 4, 2014, Jabeur Mejri continues to face legal
battles. Mejri had been sentenced to seven and a half years of prison for publishing cartoons
depicting the prophet Mohammad on his Facebook page, but obtained a presidential pardon from
Interim President Moncef Marzouki after completing two years of his sentence.75 He was, however,
imprisoned again one month later and sentenced to eight months in prison for “insulting a public

67 Tunisia Live, “Leader of Controversial Group Jailed for Threatening Police, Judges”, tunisia-live.net, March 28, 2014, http://
www.tunisia-live.net/2014/03/28/leader-of-controversial-group-jailed-for-threatening-police-judges/
Arabic Network for Human Rights Information, “Tunisian rapper Weld El 15 now sentenced to four months in jail,” IFEX, 13
December 2013, https://www.ifex.org/tunisia/2013/12/13/weld_el_15_rapper/.
68 Express FM, “La peine de Imed Dghij réduite de 14 à 3 mois de prison” [Imed Dghij’s prison sentence reduced from 14 to
3 months], radioexpressfm.com, May 10, 2014 http://www.radioexpressfm.com/lire/la-peine-de-imed-dghij-reduite-de-14-a-3mois-de-prison-6974
69

See https://www.youtube.com/watch?v=6owW_Jv5ng4

Sara Yasin, “Tunisian rapper jailed for anti-police song,” Index on Censorship, June 24, 2013, http://www.indexoncensorship.
org/2013/06/tunisian-rapper-jailed-for-anti-police-song/.

70

Bill Chappell, “Jailed Tunisian Rapper is Freed; Song Called Police ‘Dogs’,” NPR, July 2, 2013, http://www.npr.org/blogs/
thetwo-way/2013/07/02/197997952/jailed-tunisian-rapper-is-freed-song-called-police-dogs.
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Maaike Voorhoeve, “ ‘Cops Are Dogs’: Prosecuting Tunisia’s Rap Stars,” Muftah, December 4, 2013, http://muftah.org/
prosecuting-tunisias-rap-stars/#.U-F1OfldXQI.
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Al Akhbar, “Tunisian rapper Weld El 15 gets four-month sentence in retrial,” english.al-akhbar.com, December 5, 2013,
http://english.al-akhbar.com/content/tunisian-rapper-weld-el-15-gets-four-month-sentence-retrial
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Al Akhbar, “Tunisian rapper Weld el 15 acquitted,” english.al-akhbar.com, December 19, 2013 http://english.al-akhbar.com/
node/17964
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Global Voices Online: “Tunisia: Jailed Facebook User Pardoned: Release Unconfirmed”, February 20, 2014, http://
globalvoicesonline.org/2014/02/20/tunisia-jailed-facebook-user-pardoned-release-unconfirmed/
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servant” during an investigation in to his alleged embezzlement of funds.76 He stands accused of
stealing TND 1,600 (US$ 870) worth of train tickets while working for the Tunisian national railway
company.77 According to his lawyer, Mejri “lost his temper and insulted the court clerk.” His eightmonth prison sentence was confirmed on appeal in May 2014. 78 Though there are reports that he
has already obtained asylum in Sweden,79 he is banned from leaving the country, according to his
support committee.80
While Mejri was pardoned for the original offense, his friend Ghazi Beji was convicted of “insulting
others through public communication networks” under Article 86 of the Telecommunications Code,
and publishing content deemed offensive to Islam and “liable to cause harm to public order or
public morals” under Article 121 (3) of the Tunisian Penal Code.81 Beji, who fled the country and
obtained political asylum in France in June 2013, was sentenced in absentia to seven and half years
of prison for publishing an e-book satirizing Prophet Muhammad’s biography on Scribd.82
Investigative journalists also face the possibility of defamation charges for exposing government
corruption, as evidenced by the case of journalist and blogger Olfa Riahi. She has faced possible
fines and prison sentences in the past for her work and had a travel ban imposed on her from
January to March 2013. On March 8, 2013 Riahi was charged with criminal defamation under Articles
245 and 128 of the penal code and Article 86 of the telecommunications code.83 In a positive sign
that the authorities are not taking her work lightly, former foreign minister Rafik Abdessalem was
charged with corruption in January 2014, one year after Riahi wrote an article in which she said
Abdessalam misused public money by spending several nights at the luxurious Sheraton hotel in
Tunis.84
On May 12, police arrested blogger Azyz Amami along with his friend, photographer Sabri Ben
Mlouka on marijuana possession accusations, a charge punishable between one and five years’
imprisonment in Tunisia. Amami’s arrest infuriated his supporters who accused the authorities of
targeting the 31-year old for his activism against the country’s harsh drug laws and in support of

AL Huffington Post, “Jabeur Mejri emprisonné (à nouveau) pour avoir insulté un greffier” [Jabeur Mejri imprisoned (again)
for insulting a court clerk], huffpostmaghreb.com, April 18, 2014 http://www.huffpostmaghreb.com/2014/04/18/jabeurmejri_n_5174845.html?utm_hp_ref=maghreb

76

Tunisia Live, “Jabeur Mejri Remains in Jail, Charged With Stealing Train Tickets in 2011”, tunisia-live.net, February 21, 2014
http://www.tunisia-live.net/2014/02/21/jabeur-mejri-remains-in-jail-charged-with-stealing-train-tickets-in-2011/
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HuffPostMaghreb, “Tunisie: Les 8 mois de prison pour Jabeur Mejri confirmés en appel” [ Tunisia: Jabeur Mejri’s
eight month imprisonment confirmed on appeal], huffpostmaghreb.com, May 21, 2014, http://www.huffpostmaghreb.
com/2014/05/21/jabeur-mejri-prison_n_5365611.html
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Tunisia Live, “Jabeur Granted Asylum in Sweden, Pardon to Come”, tunisia-live.net, January 21, 2014 http://www.tunisia-live.
net/2014/01/21/jabeur-granted-asylum-in-sweden-pardon-to-come/
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80 Comité de soutien à Jabeur et Ghazi, “Nouvelles de Jabeur Mejri” [updates on Jabeur Mejri], jabeurghazifree.blogspot.com,
April 18, 2014 http://jabeurghazifree.blogspot.com/2014/04/nouvelles-de-jabeur-mejri.html?spref=fb
81 Amnesty International, “Tunisia: upholding of blogger’s seven-year jail sentence for ‘insulting Islam’ condemned,” amnesty.
org.uk, April 26, 2013, http://www.amnesty.org.uk/news_details.asp?NewsID=20753
82 France 24: “Condamné pour blasphème en Tunisie, Ghazi Beji obtient l’asile politique en France” [Convicted of blasphemy
in Tunisia, Ghazi Beji obtains political asylum in Tunisia], France24.com, June 14, 2013 http://www.france24.com/fr/20130613tunisie-ghazi-beji-caricature-prophete-mahomet-blaspheme-asile-politique-france/
83
Human Rights Watch, “Tunisia; Repeal Criminal Defamation Law”, hrw.org, March 20, 2013, http://www.hrw.org/
news/2013/03/20/tunisia-repeal-criminal-defamation-law
84 Tunisia Live, “Former minister charged with corruption in ‘Sheratongate’ case”, tunisia-live.net, January 9, 2014, http://www.
tunisia-live.net/2014/01/09/former-minister-charged-with-corruption-in-sheratongate-case/
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the relatives of protesters killed during demonstrations against the Ben Ali regime.85 Prior to his
arrest, Amami launched the online campaign “I Too Set a Police Station on Fire,”86 in solidarity with
protesters prosecuted for “acts of vandalism.” On May 23, a judge dismissed the case, and both
Amami and Ben Mlouka were set free.87
In addition to judicial prosecution, users must also be wary of extralegal attempts to silence
online activists. In August 2013, blogger Lina Ben Mhenni was placed under police protection after
receiving death threats.88 The move came after the assassination of opposition deputy Mohamed
Brahmi in summer 2013, a period in which a number of journalists, opposition figures, and activists
critical of the then-ruling Islamist party Ennadha reported that they received death threats.
Laws that limit online anonymity also remain a concern in the post-Ben Ali era. In particular, Article
11 of the Telecommunications Decree prohibits ISPs from transmitting encrypted information
without prior approval from the Minister of Communications. While there have been no reports of
these laws being enforced, their continuing existence underscores the precarious nature of Tunisia’s
newfound and relatively open internet environment.
The creation of a new government surveillance agency has raised concerns among human rights
groups. The Technical Telecommunications Agency (ATT) was established by decree n°2013-4506,
issued in November 2013 under the former administration of Ali Laarayedh. The decree tasks the
ATT with “providing technical support to judicial investigations into information and communication
crimes,” but neither defines nor specifies these crimes. Responsibilities for conducting internet
surveillance for the purposes of law enforcement will thus be transferred to the ATT from the ATI,
which often assisted the judiciary in investigating cybercrime cases despite the absence of a law
requiring it to do so.89
The ICT minister is charged with appointing the ATT’s general director and department directors. An
oversight committee was established “to ensure the proper functioning of the national systems for
controlling telecommunications traffic in the framework of the protection of personal data and civil
liberties”. However, the committee is dominated by government representatives appointed from the
ministries of ICT, Human Rights and Transitional Justice, Interior, National Defense, and Justice.
Netizens immediately criticized the decision for its lack of parliamentary scrutiny, as well as a
failure to provide the body with a clear and limited mandate, with independence from government
interference, and with mechanisms to guarantee user rights.90 According to Article 5 of the decree,
85 Tunisia Live, “Azyz Amami Case Shows Corruption of Tunisian Judicial System”, tunisia-live.net, May 27, 2014 http://www.
tunisia-live.net/2014/05/27/azyz-amami-case-shows-corruption-of-tunisian-judicial-system/
86 Global Voices Online, “Tunisia: ‘I Too Set a Police Station on Fire’”, globalvoicesonline.og, April 26, 2014, http://
globalvoicesonline.org/2014/04/26/tunisia-i-too-set-a-police-station-on-fire/
87 Huff Post Maghreb, “ ‘Non-lieu’: Azyz Amami et Sabri Ben Mlouka vont être libérés” [‘Case dismissed’: Azyz Amami and
Sabri Ben Mlouka Will Be Released], huffpostmaghreb.com, May 23, 2014, http://www.huffpostmaghreb.com/2014/05/23/azyzamami-libre_n_5382056.html?utm_hp_ref=maghreb
88 ShemsFM, “Le MI fournit une protection policiére à Lina Ben Mheni, menacée de mort” [The Interior Ministry places Lina
Ben Mheni who was threatened with death, under police protection], shemsfm.net, August 4, 2013http://www.shemsfm.net/fr/
actualite/le-mi-fournit-une-protection-a-lina-ben-mhenni-menacee-de-mort-55481
89 Tunisia Live,: “Tunisian Internet Agency CEO: Lack of Legal Reforms Imperils Internet Freedom in Tunisia”, tunisia-live.net,
June 18, 2013, http://www.tunisia-live.net/2013/06/18/chakchouk-lack-of-legal-reforms-imperils-internet-freedom-in-tunisia/
90 Reporters Without Borders, “Authorities urged to rescind decree creating communications surveillance agency”, en.rsf.org,
December 3, 2013 http://en.rsf.org/tunisia-authorities-urged-to-rescind-02-12-2013,45531
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the ATT’s activities are not open to public scrutiny. Critics, such as Raed Chammem of the Tunisian
Pirate Party, have likened it to the NSA.91 While there have not been any reports of extralegal
government surveillance in the post-Ben Ali period, the deep-packet inspection (DPI) technology
once employed to monitor the internet and intercept communications is still in place, sparking
worries that the technology can be reactivated if desired. Despite fierce criticism, the ATT was
established with Jamel Zenkri appointed director general in March 2014.92
Fears over the ATT have been boosted by the fact that Tunisia’s transitional authorities have
been slow to initiate any legal reforms that would protect citizens from mass surveillance. Draft
amendments by Tunisia’s Data Protection Authority (known by its French acronym INPDP) to amend
the country’s 2004 privacy law have not been discussed by the constituent assembly.93 Mokhtar
Yahyaoui, head of the INPDP, has slammed the government for not prioritizing the amendments,
which aim to ensure the body’s independence from government interference.94
Since Ben Ali’s fall, there have been no reported incidents of cyberattacks perpetrated by the
government to silence ICT users. However, other groups have employed these methods to intimidate
activists and organizations with whom they disagree. In October 2013, the Islamist hacker group alFallagas hacked the Facebook page of Samir Dilou, a member of the Ennadha political party and the
then-minister for human rights, as well as the website of the Communist Workers’ Party.

91 Global Voices Advocacy, “Will Tunisia’s ATT Ring in a New Era of Mass Surveillance,” advocacy.globalvoicesonline.
org, November 26, 2013, https://advocacy.globalvoicesonline.org/2013/11/26/will-tunisias-att-ring-in-a-new-era-of-masssurveillance/.
92 Tunisia Live, “Government appoints head of communications surveillance agency”, tunisia-live.net, March 11, 2014 http://
www.tunisia-live.net/2014/03/11/government-appoints-head-of-communications-surveillance-agency/

Index on Censorship, ‘’ New-era privacy law drafted to protect Tunisians from the surveillance state’’, uncut.
indexoncensorship.org, August 15, 2012, http://uncut.indexoncensorship.org/2012/08/tunisia-drafts-new-era-privacy-law.

93

94 Index on Censorship: “Tunisians cast a wary eye on new crime agency”, indexoncensorship.org, January 2, 2014, http://
www.indexoncensorship.org/2014/01/tunisians-cast-a-wary-eye-on-att/
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

12

14

Limits on Content (0-35)

18

18

Violations of User Rights (0-40)

19

23

TOTAL* (0-100)

49

55

76.1 million
46 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
•

Access to both Twitter and YouTube were blocked prior to local elections held on March 30,
2014. After individual petitions were submitted to the Constitutional Court, it ruled that the
bans violated the freedom of expression of all users and the blocking orders were subsequently
overturned (see Limits on Content).

•

Amendments to the controversial Law No. 5651 on regulating the internet were made in
February 2014. Among many additions, the changes extend the liability of hosting and access
providers, introduce one- to two-year data retention requirements on providers, establish an
Association for Access Providers to centrally enforce blocking orders, and allow URL-based
blocking of websites for cases involving a violation of personal rights or privacy infringements
(see Limits on Content).

•

Social media platforms were widely used during the Gezi Park protests in May 2013, when
mainstream Turkish media failed to report on widespread civil discontent. In the aftermath, at
least 30 people were detained and investigated on the basis of their tweets and other online
postings (see Violations of User Rights).

•

Osman Garip was sentenced to over a year in jail for defaming Prime Minister Erdogan on
Facebook, while an individual with “Allah” in his Twitter handle was jailed for 15 months for
offending religious values. Similarly, two staff members at a popular Turkish website were given
lengthy suspended sentences for offending religion, while renowned pianist Fazil Say received
a 10-month suspended sentence in a September 2013 retrial related to “offensive” tweets (see
Violations of User Rights).

•

A law passed in April 2014 allows the Turkish intelligence agency (MIT) to request user data
from ISPs without the need for a court order, while setting out broad circumstances in which the
agency may intercept communications. MIT officials were also given some degree of immunity
over their actions (see Violations of User Rights).
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Introduction
Mass protests, corruption scandals, and local elections contributed to a tumultuous year in Turkey.
In each of these three areas, the internet has been a key battleground for control. In June 2013,
protestors took to Istanbul’s Taksim Gezi Park in a bid to halt construction of a shopping mall on
the site. Police responded with brute force, escalating the low level demonstrations into a broader
protest against the disproportionate police violence and the government of Prime Minister Recep
Tayyip Erdoğan, who in August 2014 was voted president in Turkey’s first direct elections for the
post.1 Traditional Turkish media—much of which is owned or controlled by elements close to the
ruling Justice and Development Party (AKP)—refused to cover the events, moving most coverage
to online channels and social media. This led Erdoğan to label Twitter “the worst menace to society”
as part of an overall strategy of demonizing and discrediting social media, one of the few forms of
information that is not yet controlled by progovernment individuals. Turkey temporarily blocked
Soundcloud, Vimeo, and other social media platforms during the coverage period, and in total, the
amount of blocked websites increased by 11,000 to over 40,000 by April 2014.2
Social media took the spotlight for a second time in December 2013. Recordings posted to YouTube,
purporting to reveal illegally wiretapped conversations between top government officials, including
Erdoğan, appeared to implicate many in corruption allegations. Erdoğan dismissed the tapes as
distorted and characterized their circulation as part of an attempt by Fethullah Gülen, a U.S.-based
exiled preacher, and his followers to take down the government. The leaks led to the dismissal or
reshuffling of hundreds of police officers and judges with suspected ties to Gülen, once an ally of
Erdoğan’s AKP. In February 2014, a judiciary reform law was passed to boost the influence of the
Justice Ministry in appointing judges in a clear threat to judicial independence,3 although elements
of that law were later overturned by the Constitutional Court in April.4
The role of social media in the “Occupy Gezi” protests and the dissemination of leaked wiretaps led
to significant movement on the legal front. Lawmakers passed amendments to Turkey’s Law 5651,
which regulates the internet, in an attempt to provide a stronger legal basis for the immediate
blocking of content that violates privacy—for example, leaked audio recordings—and, in exceptional
cases, entire social media platforms. The amended law also placed heavy burdens on intermediaries
such as ISPs and cybercafes. Protests in Taksim Square in January 2014 did not halt the passage
of the bill, introduced as part of an omnibus package, in February. The law attempted to provide a
sound legal basis for the blanket blocking of social media platforms, which escalated one month
later.
In advance of local elections on March 30, the government took greater steps to limit the flow of
information. Twitter was blocked in its entirety on March 21 for failing to comply with government
requests to ban anonymous users that had posted links to alleged corruption leaks. In the ensuing

Umut Uras, “Erdogan wins Turkey’s presidential election,” Al Jazeera, August 11, 2014 http://www.aljazeera.com/news/
middleeast/2014/08/erdogan-wins-turkey-presidential-election-2014810172347586150.html.

1

2

Engelliweb.com is a website that documents information about blocked websites from Turkey. Site accessed April 30, 2013,

For more on the HYSK law, see Blaise Misztal and Jessica Michek, “The Separation of Powers in Turkey: Erdogan vs. the
Judiciary,” Bipartisan Policy Center, April 21, 2014, http://bipartisanpolicy.org/blog/foreignpolicy/2014/04/21/separationpowers-turkey.
3

4 Tim Arango, “Turkish Court Overturns Part of Law on Judiciary, Loosening Government’s Grip,” New York Times, April 11,
2014, http://www.nytimes.com/2014/04/12/world/europe/turkish-court.html.
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outcry, the discovery and sharing of workarounds by tech-savvy users led to a sharp increase in the
number of tweets from Turkey. This spike in activity was short-lived, however, as the regulator took
steps to block alternative methods of accessing banned sites. Six days later, YouTube was blocked
after the apparent leak of a recording of top national security officials debating the possibility of
faking an attack on Turkey in order to justify military intervention in Syria.
The bans on Twitter and YouTube were eventually overturned on April 3 and May 29, respectively,
after historic decisions from the Constitutional Court. The Turkish judiciary has served as a crucial
check against executive authorities in the fight for internet freedom in the country. Supranationally,
citizens have filed five separate applications to the European Court of European Rights (ECtHR) to
challenge the government’s past blocks. In December 2012, the court ruled in the case of Ahmet
Yildirim v. Turkey,5 unanimously finding that the blanket blocking of entire platforms, in this case
the hosting service Google Sites, violates freedom of expression provisions in Article 10 of the
European Convention of Human Rights.6 A separate application related to the blocking of Last.fm
has yet to be decided, while the ECtHR published the statement of facts for applications related to
a case on YouTube on April 16, 2014. The court has asked the Turkish government to comment on
the applications by September 20, 2014. Rather than take steps to remedy the country’s laws on the
internet, the Turkish government has only passed more laws that worsen the rights and freedoms
of Turkish users. Turkish lawmakers passed a law in April to allow intelligence agents broad access
to stored user data as well as greater scope for intercepting online communications without a court
order, while making it more difficult for agents to be held accountable by the courts.
Turkish users also faced increased arrests and legal prosecution for their online activities. Dozens
of people were charged with inciting protests or defaming the prime minister over tweets relating
to the Gezi Park demonstrations. Osman Garip, a university student, was sentenced to over a year
in prison for defaming Erdoğan on Facebook. Several others were ordered to pay fines on similar
charges. Poet and pianist Fazil Say, as well as staff at the popular Turkish website Ekşisözlük were
handed lengthy suspended sentences for offending religion, while a Twitter user with the word
“Allah” in his Twitter handle was sent to jail for 15 months for the same charge. Overall, decisions to
punish users or restrict content on disproportionate political, social, or religious grounds continue to
imperil Turkish internet freedom.

Obstacles to Access
Despite an increasing penetration rate in the last few years, obstacles to internet access in Turkey
remain. Internet penetration stood at 46.25 percent in 2013, up from 34.37 percent in 2008.7 As
of mid-2014, the number of broadband subscribers has reached 37 million, according to Turkey’s
Information and Communications Authority (BTK), of which 28.4 million were mobile broadband

5

Application no.3111/10.

6 See further “Turkish block on Google site breached Article 10 rights, rules – Strasbourg,” at http://ukhumanrightsblog.
com/2013/01/16/turkish-block-on-google-site-breached-article-10-rights-rules-strasbourg/.

International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2008 & 2013, accessed July 12, 2014, http://bit.ly/14IIykM.
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subscriptions.8 In total, mobile penetration was at 92.96 percent in 2013 and all mobile phone
operators offer third-generation (3G) data connections.9
Most users access the internet from workplaces, universities, and internet cafes. Poor infrastructure
and a lack of electricity in certain areas, especially in the eastern and southeastern regions, have
had a detrimental effect on citizens’ ability to connect to the internet, particularly from home. While
prices have decreased, they do remain high. Bandwidth capping has become standard practice and
a part of the broadband services offered by major providers since 2011. A lack of technical literacy,
particularly among older Turks, also inhibits wider internet use.
There are around 150 internet service providers (ISPs) in Turkey, though the majority act as resellers
for the partly state-owned company Turk Telecom, whose subsidiary TTNet controls around 78
percent of the broadband market.10 Turkcell is the leading mobile phone provider, with 48.92
percent of subscribers, followed by Vodafone and Avea.11 Overall, delays in the liberalization of local
telephony continue to undermine competition in the fixed-line and broadband markets. ISPs are
required by law to submit an application for an “activity certificate” from the Telecommunications
Communication Presidency (TIB), a regulatory body, before they can offer services. Internet cafes are
also subject to regulation. Those operating without an activity certificate from a local municipality
may face fines of TRY 3,000 to 15,000 (US$ 1,335 to US$ 6,680). Mobile phone service providers are
subject to licensing through the BTK.
The Computer Center of Middle East Technical University has been responsible for managing domain
names since 1991. The BTK oversees and establishes the domain name operation policy and its
bylaws. Unlike in many other countries, individuals in Turkey are not permitted to register and own
“.com.tr” and “.org.tr” domain names unless they own a company or civil society organization with
the same name as the requested domain. A new set of rules on domain names registration was
published in the Official Gazette on November 7, 2010.
The BTK and the TIB, which it oversees, act as the regulators for ICTs and are well staffed and selffinanced.12 However, the fact that board members are government appointees is a potential threat
to the BTK’s independence, and its decision-making process is not transparent. Nonetheless, there
have been no reported instances of certificates or licenses being denied. The TIB also oversees the
application of the country’s website blocking law and is often criticized by pressure groups for a lack
of transparency and its apparent lack of independence from the executive.

8 “Electronic Communications Market in Turkey – Market Data (2014 Q2),” Information and Communication Technologies
Authority, http://eng.btk.gov.tr/kutuphane_ve_veribankasi/pazar_verileri/2014_Q2_ECM_MarketData.pdf, accessed November 5,
2014, slide 8.

International Telecommunication Union (ITU), “Mobile-cellular telephone subscriptions,” 2013, accessed July 12, 2014,
http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#.

9

10

“Electronic Communications Market in Turkey – Market Data (2014 Q2),” Slide 32. Figures do not include cable internet.

11

“Electronic Communications Market in Turkey – Market Data (2014 Q2),” Slide 38.

12

Information and Communication Technologies Authority, http://www.tk.gov.tr/Eng/english.htm.
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Limits on Content
Internet censorship continues to increase steadily in Turkey. Over the past 12 months alone, access
to around 11,000 additional websites was blocked.13 This figure includes numerous sites that were
blocked for political or social reasons, such as news outlets or online communities that report
on LGBTI issues, ethnic minorities, or events in the southeast of the country, which is home to a
decades-long separatist conflict with Kurdish militants. Changes to Turkey’s internet law entrusted
the TIB with broad discretion to block privacy violations, while failing to establish strong checks and
balances. These changes came after the leaking of alleged phone conversations of top government
officials on December 17, 2013, and laid the groundwork for the eventual blocking of social media
platforms such as Twitter and YouTube. Access to WordPress, DailyMotion, SoundCloud, and videosharing platform Vimeo was also temporarily blocked over the coverage period. Social media
facilitated the dissemination of leaks, and mobilization of massive protests in Istanbul’s Taksim Gezi
Park and elsewhere.
The blocking and removal of online content is regulated under the “Regulation of Publications on
the Internet and Suppression of Crimes Committed by means of Such Publication,” referred to as Law
No. 5651.14 The law was initially established to protect children and prevent access to illegal and
harmful internet content. This includes material related to child sexual abuse, drug use, the provision
of dangerous substances, prostitution, obscenity, gambling, suicide promotion, and crimes against
Mustafa Kemal Ataturk, the founding father of modern Turkey.15 The responsibilities of content
providers, hosting companies, public access providers, and ISPs are delineated in Law No. 5651.
Domestically-hosted websites with proscribed content can be taken down, while websites based
abroad can be blocked and filtered through ISPs. The law, first passed in 2007, has already been
found to be in contravention of the European Convention of Human Rights.
Blocking orders are issued by courts as well as the TIB.16 The procedures surrounding decisions are
nontransparent in both cases, creating significant challenges for those seeking to appeal. Judges can
issue blocking orders during preliminary investigations as well as during trials. The reasoning behind
court decisions is not provided in blocking notices and the relevant rulings are not easily accessible.
As a result, it is often difficult for site owners to determine why their site has been blocked and
which court has issued the order. The TIB’s mandate includes executing judicial blocking orders, but
it can also issue administrative orders under its own authority for certain content. Moreover, in some
cases it has successfully asked content and hosting providers to remove offending items from their
servers, allowing it to avoid issuing a blocking order that would affect an entire website. This occurs
despite the fact that intermediaries are not responsible for third party content on their sites.
In December 2011, an administrative court in Ankara rejected an appeal to obtain official blocking
statistics under Turkey’s freedom of information law. A subsequent appeal to the Council of State,
13

Engelliweb.com is a website that documents information about blocked websites from Turkey. Site accessed April 30, 2013,

Law No 5651 was published on the Turkish Official Gazette on 23.05.2007, No. 26030. A copy of the law can be found (in
Turkish) at http://www.wipo.int/wipolex/en/details.jsp?id=11035.
14

“Turkey: Internet Freedom, Rights in Sharp Decline,” Human Rights Watch, September 2, 2014, http://www.hrw.org/
news/2014/09/02/turkey-internet-freedom-rights-sharp-decline.

15

According to TIB statistics from May 2009, the last date these were available, the courts are responsible for 21 percent
of blocked websites, while 79 percent are blocked administratively by the TIB. Reporters Without Borders, “Telecom Authority
Accused of Concealing Blocked Website Figures,” news release, May 19, 2010, http://en.rsf.org/turkey-telecom-authorityaccused-of-19-05-2010,37511.html.
16

800

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Turkey

the highest administrative court in Turkey, was lodged in January 2012 to obtain the statistics. The
Court had not issued a decision as of May 2014.
Currently, access to a number of well-known sites and services is blocked, including Last.fm,
Metacafe, the digital library Scribd, and Ktunnel, a popular proxy service that was blocked in late
2013. The courts have indefinitely blocked access to the websites of several alternative news sources
that report news on southeastern Turkey and Kurdish issues, such as Atilim, Özgür Gündem, Azadiya
Welat, Keditör, Günlük Gazetesi, and Firat News Agency.
Despite the fact that it is not illegal, sexually-explicit content is often blocked by the authorities
under the pretext of protecting minors, including 5Posta, a Turkish-language website which features
writings of a sexual nature, and the Playboy website. 5Posta is blocked by two different decisions,
and an appeal is ongoing.17 An individual petition was separately lodged with the Constitutional
Court by the owner of 5Posta in November 2013. Similarly, two university professors lodged
an appeal at the Council of State level against the Playboy block in early 2014. Grindr, a mobile
application that uses location data to connect gay, bisexual, and bi-curious men, became the first
app to be rendered inaccessible from Turkey in August 2013. The Istanbul 14th Criminal Court of
Peace blocked the app as a “protection measure.” The ban also covers the application’s website.
Grindr had over 125,000 active monthly users at the time.18
In addition to these compulsory blocks, ISPs offer “child” and “family” filtering options under rules
established by the BTK in 2011, though the filtering criteria have been criticized as arbitrary and
discriminatory.19 The child filter blocks access to Facebook, YouTube, Yasam Radyo (“Radio Life”),
the Armenian minority newspaper Agos, and several websites advocating the theory of evolution,20
while some anti-evolution websites remain accessible.21 The filtering database is maintained by the
government without clear criteria. A “Child and Family Profiles Criteria Working Committee” was
introduced to address this in 2012, but was largely made up of BTK members or appointees, and
does not appear active.
The BTK tried to mandate filtering for all users in 2011,22 but withdrew the proposal following a legal
challenge.23 A decision on a separate challenge to the legality of the voluntary filters launched by the
Alternatif Bilişim Derneği (Alternative Information Technologies Association) in expected from the
Council of State in 2014.

Ankara 8th Administrative Court Decision No 2010/3103, dated 18 October 2012; Ankara 6th Criminal Court of Peace
Decision No 2011/94 dated 24 January 2011.

17

Rakesh Ramchurn, “Gay hook-up app Grindr fights back against Turkish ban with threat of legal action,” The Independent,
September 20, 2013, http://www.independent.co.uk/life-style/gadgets-and-tech/gay-hookup-app-grindr-fights-back-againstturkish-ban-with-threat-of-legal-action-8829360.html.

18

“New Internet Filtering System Condemned as Backdoor Censorship,” Reporters Without Borders, December 2, 2011,
http://en.rsf.org/turquie-new-internet-filtering-system-02-12-2011,41498.html.

19

Dorian Jones, “Turkey Blocks Web Pages Touting Darwin’s Evolution Theory,” Voice of America, December 23, 2011, http://
www.voanews.com/english/news/europe/Turkey-Blocks-Web-Pages-Touting-Darwins-Evolution-Theory-136162663.html.

20

Sara Reardon, “Controversial Turkish Internet Censorship Program Targets Evolution Sites,” Science Magazine, December
9, 2011, http://news.sciencemag.org/scienceinsider/2011/12/controversial-turkish-internet-c.html?ref=hp; “Agos’u Biz Değil
Sistem Engelledi” [AGOS was filtered through the Ministry of Education filter. See Haber Merkezi], Bianet, January 23, 2012,
http://www.bianet.org/bianet/ifade-ozgurlugu/135645-agosu-biz-degil-sistem-engelledi.

21

22

Decision No. 2011/DK-10/91 of Bilgi Teknolojileri ve İletişim Kurumu, dated February 22, 2011.

23 On September 27, 2011, the Council of State rejected the “stay of execution” request by Bianet referring to the annulment
of the February 22, 2011. The case between Bianet and BTK is currently on-going as of early 2012.
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Internet access is filtered at primary education institutions and public bodies. The Ministry of
Education received public criticism for blocking access to a number of minority news websites
in January 2012.24 In response to a number of parliamentary written questions, the Ministry
acknowledged that it uses Fortiguard web filtering software at primary education institutions. In a
separate written response to Member of Parliament (MP) Ibrahim Binici dated February 27, 2012, the
administrators of the Turkish parliament said that internet access within parliament was filtered and
that access to gambling, pornographic, gaming, and terrorist websites is blocked.25 In December
2012, they rejected claims that access to websites pertaining to the Alevi Islamic minority was among
the content blocked.
Rather than addressing Law No. 5651’s shortcomings in the wake of public criticism, one of the
main legal developments over the past year in Turkey was the passage of amendments which made
it more repressive.26 While the original version of Law No. 5651 included only notice-based liability
and takedown provisions for violations of individual rights, the amended version extends this
provision to include URL-based blocking orders to be issued by a judge at a Criminal Court of Peace
in relation to the objectionable content. In certain circumstances, if deemed necessary a judge may
also issue an order to block complete domains such as YouTube or Twitter.
The amendments expanded powers for the TIB. When the privacy of an individual or legal entity may
have been violated, they can now apply directly to the TIB, who can issue an order to ISPs to block
the content in question. While the TIB does not require a court order to have the content blocked,
under the law, the victim of the privacy violation must submit a court petition within 24 hours. The
court must then rule on the matter within 48 hours, otherwise the order is suspended and the
content is unblocked. If the court decides to block the website, only then can an individual apply
to a court to reverse the decision. In cases where no complaint has been received, but content may
result in adverse consequences to the privacy of others, the head of the TIB can also act ex officio to
block at his or her own discretion. Individuals may also dispute this in a court. The amended version
of Law No. 5651 also shields TIB staff if they commit crimes during the exercise of their duties.
Criminal investigations can only be initiated subject to an authorization from the TIB Director for TIB
staff and from the relevant Minister for the TIB Director. This process casts a serious doubt on the
functioning and accountability of the TIB.
Under the newly amended law, ISPs are required to set up a new Association for Access Providers,
membership of which is compulsory in order to obtain an “activity certificate” to legally operate
in the country. ISPs must also comply with blocking orders from the TIB within four hours under a
penalty of up to TRY 300,000. Failure to take measures to block all alternative means of accessing the
blocked site, such as proxy sites, may result in a fine of up to TRY 50,000 (US$ 22,000).27

See http://www.tib.gov.tr/tr/tr-duyuru-30-guvenli_internet_hizmeti%E2%80%99nin_1._yili_dolayisiyla_ankara_ve_
istanbul%E2%80%99da_etkinlikler_duzenlendi.html.

24

See response to Ibrahim Binici dated 27 February 2012, TBMM response no. A.01.0.K
KB.0.10.00.00-120.07(7/3747)-79795-50631.

25

26 Law No 5651 was published on the Turkish Official Gazette on 23.05.2007, No. 26030. A copy of the law can be found (in
Turkish) at http://www.wipo.int/wipolex/en/details.jsp?id=11035.
27 For further information on this section, see, The Representative on Freedom of the Media, “Briefing on Proposed
Amendments to Law No. 5651,” The Organization for Security and Co-operation in Europe, January 2014, http://www.osce.org/
fom/110823?download=true, and “WILMAP: Turkey” The Center for Internet and Society, Stanford Law School, http://cyberlaw.
stanford.edu/page/wilmap-turkey, accessed November 6, 2014.
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The most criticized and publicized blocks imposed in the past year involved social media platforms.
On December 17, 2013, links to unverified audio tapes which appeared to implicate Erdoğan, his son
Bilal, and several ministers in high-level corruption, were disseminated on Twitter. The recordings,
leaked during a widespread corruption investigation, led some to demand Erdoğan’s resignation. An
anonymous Twitter account also released hundreds of pages of documents, allegedly from a police
investigation into the corruption affair. Erdoğan blamed U.S.-based preacher Fethullah Gülen for
ordering illegal wiretaps via his supporters in the police and judiciary, in a plot to bring down the
government.28
On March 20, 2014, shortly before local elections, Erdoğan vowed to “wipe out” the social network,
which he referred to as “Twitter, schmiter!”29 The next day, the TIB unilaterally issued an order to
block the platform, citing Twitter’s failure to comply with three court orders and one prosecutor’s
decision to ban “fake” users that defamed public officials.30 Twitter challenged one of the blocking
decisions in a local court, pointing to its status as a hosting provider and the fact that it does not
hold operations within the country puts the company outside of Turkish legal jurisdiction.31
Less than a week later, a video posted on YouTube broadcast audio of a conversation which allegedly
took place between top security officials in which they discussed mounting a fake attack on Turkey
in order to strengthen public support for Turkish military intervention in Syria.32 Within hours, the
entire YouTube platform became inaccessible after the TIB blocked it through a “precautionary
administrative measure” based on an order from the Gölbaşı Court of Peace.33 Ahmet Davutoğlu,
Turkish foreign minister at the time, said “the ban on YouTube is a matter of national security.”34 This
was not the first time that YouTube or other video-hosting sites have been blocked in the country.
YouTube was intermittently blocked between 2007 and 2010 to prevent users from accessing videos
critical of Turkey’s founding father Mustafa Kemal Ataturk. The Istanbul 10th Criminal Court of Peace
separately issued an order to block Vimeo for 24 hours on January 9, 2014.35 Citizen journalists had
been using the site to post videos of countrywide protests.36

28 Dasha Afanasieva and Humeyra Pamuk, “Leaked documents purport to reveal Turkish graft allegations,” Reuters, March 14,
2014, http://www.reuters.com/article/2014/03/14/us-turkey-corruption-idUSBREA2D0KR20140314.

The original phrase was “Twitter, mwitter!” translated by Today’s Zaman in “Erdogan’s government blocks access to Twitter
ahead of local vote,” Today’s Zaman, March 20, 2014, http://www.todayszaman.com/news-342632-hours-after-erdogans-threatturkish-govt-restricts-access-to-twitter.html.

29

30 “Turkey blocks Twitter, after Erdogan vowed ‘eradication’,” Hurriyet Daily News, March 20,
2014, http://www.hurriyetdailynews.com/turkey-blocks-twitter-after-erdogan-vowed-eradication.
aspx?PageID=238&NID=63884&NewsCatID=338.

T.R. Istanbul Anadolu 18th Criminal Court of Peace, “Miscellaneous Decision 2014/98, March 27, 2014, translation available
at https://g.twimg.com/blog/twitter-translation-turkish-order.pdf, via Vijaya Gadde, “Victory for free expression in Turkish court,”
Twitter Blog, March 28, 2014, https://blog.twitter.com/2014/victory-for-free-expression-in-turkish-court.
31

Oren Dorell, “Turkey blocks YouTube after audio record leaked,” USA Today, March 28, 2014, http://www.usatoday.com/
story/news/world/2014/03/27/turkey-blocks-youtube/6958649/.

32

33 Constanze Letsch and Dominic Rushe, “Turkey blocks YouTube amid ‘national security’ concerns,” The Guardian, March 28,
2014, http://www.theguardian.com/world/2014/mar/27/google-youtube-ban-turkey-erdogan.
34 Oya Armutcu, “Turkish court reinstates YouTube ban,” Hurriyet Daily News, April 5, 2014, http://www.hurriyetdailynews.
com/turkish-court-reinstates-youtube-ban.aspx?pageID=238&nID=64593&NewsCatID=339.

Bianet, “Vimeo Banned in Turkey,” 10 January, 2014 at http://www.bianet.org/english/freedom-of-expression/152728vimeo-banned-in-turkey.

35

36 “Vimeo blocked in Turkey after amendment to Internet law,” Today’s Zaman, January 9, 2014, http://www.todayszaman.
com/national_vimeo-blocked-in-turkey-after-amendment-to-internet-law_336224.html.
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In a momentous step, the Constitutional Court intervened on the side of freedom of expression in
both cases. Two law professors, Yaman Akdeniz and Kerem Altiparmak, petitioned the court against
the Twitter block, arguing that the TIB order was arbitrary and without legal basis.37 In April, the
court ruled that the order violated the applicants’ freedom of expression, safeguarded by Article 26
of the constitution and ordered the TIB to lift its blocking decision. Twitter was unblocked on April 3,
after the AKP emerged victorious in the March 30 local elections.38
Challenges to the YouTube ban went back and forth in local courts. The Gölbaşı Court of Peace,
responsible for the initial ban, changed its ruling in April to ban 15 specific videos instead of the
entire site.39 The higher Gölbaşı Criminal Court of First Instance overturned that decision, ruling
that all of YouTube must remain blocked until it removes all “criminal content,” and the platform
remained inaccessible.40 On May 29, the General Assembly of the Constitutional Court ruled that the
ban was unconstitutional and infringed on applicants’ freedom of expression.41 Access to YouTube
was restored on June 3, more than two months after the initial ban.42
In addition to widespread filtering, state authorities are proactive in requesting the deletion or
removal of content online. According to the BIAnet news website, numerous news sites faced the
threat of closure if they did not remove content.43 In one example, T24 was asked by the TIB to
remove a report related to a parliamentary question posed by opposition parliamentarian Umut
Oran that referenced corruption allegations related to the sale of Turkuaz Media Group, and
implicated Erdoğan, his son, business connections, and other politicians. Oran, Deputy Chairman of
the opposition Republican People’s Party (CHP), was also asked to remove details of his inquiry from
his personal website. A court had ruled in favor of a TIB petition that the article should be removed.44
Turkish government officials said Twitter had blocked access to two anonymous accounts and
removed over 200 posts, after meeting with them in April 2014.45 The two accounts had followers
of around 400,000 users each and were involved in disseminating the contested audio leaks.46 In its
latest Transparency Report, Twitter indicates that it has received 65 court orders and 121 executive

37

Application No. 2014/3986, decision date 02.04.2014

“Erdogan on a roll,” The Economist, April 5, 2014, http://www.economist.com/news/europe/21600161-ak-party-winsconvincingly-what-next-erdogan-roll.
38

Semih Idiz, “Erdogan’s quixotic battle against social media,” Ezgi Akin, trans., Al Monitor, April 11, 2014, http://www.almonitor.com/pulse/originals/2014/04/erdogan-battles-social-media.html.

39

Umut Uras, “Q&A: Turkey’s battle with the internet,” Al Jazeera, October 11, 2014, http://www.aljazeera.com/news/
middleeast/2014/10/qa-turkey-battle-with-internet-2014101084956179452.html.

40
41

Application No. 2014/4705, decision date 29.05.2014

“Turkish government complies with court order to unblock YouTube,” Deutsche Welle, June 3, 2014, http://www.dw.de/
turkish-government-complies-with-court-order-to-unblock-youtube/a-17680122.

42

43 Erol Önderoğlu, “PM Erdogan Starring in FoE Violations!” BIAnet, May 2, 2014, http://www.bianet.org/english/freedom-ofexpression/155424-pm-erdogan-starring-in-foe-violations.

“Freedoms, rights grow weaker as censorship knows no boundaries,” Today’s Zaman, February 2, 2014, http://www.
todayszaman.com/national_freedoms-rights-grow-weaker-as-censorship-knows-no-boundaries_338317.html.

44

45 Seda Sezer, “Turkey Twitter accounts appear blocked after Erdogan court action,” Reuters, April 20, 2014, http://in.reuters.
com/article/2014/04/20/turkey-twitter-idINKBN0D60AV20140420.

Kevin Collier, “Meet the accounts behind Turkey’s controversial Twitter ban,” The Daily Dot, April 21, 2014, http://
www.dailydot.com/politics/turkey-twitter-accounts-banned-erdogan/?utm_content=Meet%20the%20accounts%20
behind%20Turkey%27s%20controversial%20Twitter%20ban&utm_medium=syndication&utm_source=Mashable&utm_
name=mashable%20syndication.
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orders from January 1 to June 30, 2014, and has complied in 30 percent of total cases.47 In the
previous six-month period, Twitter received two requests to remove content from Turkish courts,
with no instances of compliance.48 As of mid-2014, Twitter had refused to comply with Turkish
pressure to open up a local office in order to allow “closer coordination” between the two. The move
would also have significant tax implications.49
Facebook came under fire from members of the Peace and Democracy Party (BDP), Turkey’s largest
pro-Kurdish political party, for removing several pages related to the group in July and August
2013. The personal fan pages of BDP parliamentarians such as Altan Tan, Sırrı Süreya Önder, Hasip
Kaplan, and Leyla Zana were deleted for allegedly violating Facebook’s terms of use on praising
internationally-recognized terrorist organizations.50 BDP representatives denied that the pages
contained any violent content, instead saying that Facebook had removed the pages for an interview
with a BDP parliamentarian in which he called for greater autonomy for “Kurdistan.”51 Facebook
also banned pages run by a number of alternative news sources, including Yüksekova Haber
(Yuksekova News), Ötekilerin Postası (The Others’ Post), Yeni Özgür Politika (New Free Policy), Kürdi
Müzik (Kurdish Music), and other groups related to Kurdish movements during 2013.52 The BDP
said Facebook’s censorship policy was harsher than that of the Turkish government, on grounds
that Facebook pages run by the ruling AKP include praise of Hamas, which the US and European
Union have designated a terrorist organization; and that the government is in talks with the Kurdish
Worker’s Party (PKK), which is also a designated terrorist organization). Facebook was separately
criticized for suspending pages used by antigovernment activists.53
Although Google has not made available any of information on government requests to remove
content over the past year, Turkish media reports in March indicated that at least three YouTube
accounts that had uploaded leaked audio conversations were suspended.54
When they were available, social-networking sites were crucial for internet users mobilizing protests
during the coverage period. In late May 2013, what started as a relatively small and peaceful protest
over a plan to transform Gezi Park into a shopping mall rapidly descended into a series of massive
demonstrations against police abuse and a disproportionate use of force from Istanbul to Ankara,
Izmir, Adana, and other cities. Turkish mainstream media largely failed to report on the events;
instead YouTube, Facebook, and Twitter arose as some of the few outlets for reliable coverage on

See “Removal requests,” Twitter Transparency Report, Jan 1 – Jun 30, 2014, available at https://transparency.twitter.com/
removal-requests/2014/jan-jun.

47

See “Removal requests,” Twitter Transparency Report, Jul 1 – Dec 30, 2013, available at https://transparency.twitter.com/
removal-requests/2013/jul-dec.

48

Emre Peker, “Twitter to Quickly Implement Turkey Court Orders,” Wall Street Journal, April 17, 2014, http://online.wsj.com/
articles/SB10001424052702304311204579507283167511354.

49

50 Hurriyet Daily News, “Kurdish politicians to take action after Facebook admits to banning pages with PKK content,” August,
29, 2013 at http://www.hurriyetdailynews.com/kurdish-politicians-to-take-action-after-facebook-admits-to-banning-pageswith-pkk-content.aspx?pageID=238&nID=53465&NewsCatID=339.
51 See DW, “Facebook censorship of pro-Kurdish political party,” November 2, 2013, at http://www.dw.de/facebookcensorship-of-pro-kurdish-political-party/a-17199752.

Bianet, “Facebook Hypocritical, We Must Form Our Social Network,” October 24, 2013 at http://www.bianet.org/english/
freedom-of-expression/150803-facebook-hypocritical-we-must-form-our-social-network.

52
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Adbusters, “Censored on Facebook,” June 5, 2013, https://www.adbusters.org/blogs/censored-facebook.html.

Erol Önderoğlu, “Balance of 3 Months: How Many Interventions to the Media with Recordings?” BIAnet, May 6, 2014,
http://www.bianet.org/english/freedom-of-expression/155478-balance-of-3-months-how-many-interventions-to-the-mediawith-recordings.

54

805

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Turkey

the protests, leading Prime Minister Recep Tayyip Erdoğan to describe social media as “the worst
menace to society.”55
Journalists and scholars who are critical of the government faced coordinated harassment on
Twitter, often by dozens or even hundreds of users.56 Reports from Turkish media in September 2013
indicated that the AKP had enlisted some 6,000 volunteers to set the agenda, counter government
critics, and drive discussions on important foreign policy issues on social media. The move was
seen as a response to the use of social media during the Gezi Park protests, when the far majority
of Turkish Twitter users were critical of the government. AKP advisors are quick to instruct followers
to retweet progovernment messages or infographics that smear opposition critics. “One has to beat
them at their own game,” the mayor of Istanbul said in 2013.57 Some observers have speculated
that the government may have hired PR companies or bought tens of thousands of fake followers
as a part of the strategy. Turkish newspaper Radikal has also reported that the Gülen movement,
followers of US-based Sunni Muslim cleric and former AKP ally Fethullah Gülen, have used similar
tactics to protest government.58 Erdoğan himself has complained of a “robot lobby” of bots on social
media that churn out antigovernment tweets.
Turkish users increasingly rely on internet-based publications as a primary source of news, and
despite the country’s restrictive legal environment, the Turkish blogosphere is surprisingly vibrant
and diverse. There are a wide range of blogs and websites through which citizens question and
criticize Turkish politics and leaders, including issues that are generally viewed as politically sensitive.
The majority of civil society groups maintain an online presence.
Despite the large number of websites blocked, circumvention tools are widely available, enabling
even inexperienced users to avoid filters and blocking mechanisms. Each time a new order is issued
and a popular website is blocked, a large number of articles are published to instruct users on how
to access the banned websites. YouTube was the eighth most-accessed site in Turkey in 2010, when it
was widely blocked.59 However, when internet users employed Google’s Domain Name System (DNS)
service and OpenDNS to evade blocks during the blocking of both Twitter and YouTube in 2014,60
Google announced that they had received several credible reports and confirmed with their own
research that Turkish ISPs had intercepted the hijacked the settings.61

The Guardian, “Social media and opposition to blame for protests, says Turkish PM,” June 3, 2013, at http://www.
theguardian.com/world/2013/jun/02/turkish-protesters-control-istanbul-square.
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56 Emre Kizilkaya, “AKP’s social media wars,” Al Monitor, November 15, 2013, http://www.al-monitor.com/pulse/
originals/2013/11/akp-social-media-twitter-facebook.html#.
57 Senada Sokollu, “Erdogan to use Twitter as propaganda tool,” Deutsche Welle, September 19, 2013, http://www.dw.de/
erdogan-to-use-twitter-as-propaganda-tool/a-17101031.

Emre Kizilkaya, “Twitter moves to rein in ‘robot lobbies’ in Turkey,” Hurriyet Daily News, March 20, 2014, http://www.
hurriyetdailynews.com/twitter-moves-to-rein-in-robot-lobbies-in-turkey.aspx?pageID=238&nID=63826&NewsCatID=339.
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According to Alexa, a web information company, as of August 26, 2010, http://www.alexa.com/topsites/countries/TR.

60 Emre Peker, Joe Parkinson, and Sam Schechner, “Google, Others Blast Turkey,” Wall Street Journal, March 31, 2014, http://
online.wsj.com/articles/SB10001424052702303978304579473190997035788.
61 “Google says Turkey intercepting its Web domain,” Hurriyet Daily News, April 31, 2014, http://www.hurriyetdailynews.com/
google-says-turkey-intercepting-its-web-domain.aspx?pageID=238&nID=64358&NewsCatID=339.

806

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Turkey

Protestors once again took to the streets on January 18, 2014 to protest against the rushed
amendments to Law No. 5651. Hundreds gathered in Istanbul’s central Taksim Square for a peaceful
rally, only to be dispersed by police using water cannons and teargas.62

Violations of User Rights
The passage of restrictive laws, mounting physical assaults on online journalists, and cyberattacks
against independent news sites during critical periods contributed to an overall decline in Turkish
users’ digital rights over the past year. As social media gained more prominence as a tool for
activism, legal cases against Facebook and Twitter users has increased. Over the past year, well
known personalities were charged with inciting protests, defaming the prime minister, insulting
public authorities, or offending religious values for their posts. At the same time, intelligence agents
have gained greater surveillance powers, as judicial checks on executive authorities continue to
weaken.
The Turkish constitution includes broad protections for freedom of expression. Article 26 states,
“everyone has the right to express and disseminate his thought and opinion by speech, in writing or
in pictures or through other media, individually or collectively.”63 Turkish law and court judgments are
subject to the European Convention on Human Rights and bound by the decisions of the European
Court of Human Rights. The constitution also seeks to guarantee the right to privacy, although
there are limitations on the use of encryption devices, and surveillance by security agencies is highly
prevalent. There are no laws that specifically criminalize online activities like posting one’s opinions,
downloading information, sending e-mail, or transmitting text messages. Instead, many provisions of
the criminal code and other laws, such as the Anti-Terrorism Law, are applicable to both online and
offline activity.
Dozens of Twitter users, some with only hundreds of followers, were detained for tweeting
“propaganda” or “misleading information” in relation to the June 2013 Gezi protests. At least 29
individuals face up to three years in prison for tweets that called on users to join protests, often
by simply providing the location of the protests.64 Prominent actor Mehmet Ali Alabora was called
in for questioning in July 2013 after he tweeted, in the course of the Gezi Park protests, “It is not
just Gezi Park, mate. Haven’t you understood it yet? Come along.”65 After Prime Minister Erdoğan
publically complained about the tweet, Alabora was accused of “inciting an armed rebellion against
the government” under Article 313/1 of the penal code, a charge that carries a prison sentence of up

62 ABC News, “Turkish police fire tear gas, rubber bullets in protests against internet control, corruption,” January 19, 2014,
http://www.abc.net.au/news/2014-01-19/turkish-police-fire-tear-gas2c-rubber-bullets-in-protests-agai/5207210.
63 “The Constitution of the Republic of Turkey,” Constitutional Court of the Republic of Turkey, Accessed April 22, 2013, http://
www.anayasa.gov.tr/index.php?l=template&id=210&lang=1&c=1.
64 Kevin Collier, “Turkey takes 29 dissidents to trial for protest tweets,” The Daily Dot, April 17, 2014, http://www.dailydot.com/
politics/turkey-29-twitter-trial/.
65 İhsan Dagi, “Criminalizing the opposition,” Today’s Zama, July 28, 2013, http://www.todayszaman.com/newsDetail.
action;jsessionid=Mr20fkISrg0Z4y+cV2qiaHJ6?newsId=322109&columnistId=0.
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to 25 years.66 In January 2014, the Istanbul Public Prosecutor’s Office dismissed allegations against
Alabora.67
Legal action is also taken against users deemed to have insulted public authorities. In November
2013, Osman Garip, a 24-year-old university student, was sentenced to 1 year and 15 days
imprisonment by a Criminal Court of Peace in Konya for defaming the prime minister on
Facebook during the Gezi protests.68 Garip has announced that he will appeal against the decision.
Furthermore, the journalist Gökhan Kaya is under investigation for allegedly defaming the police
forces for a tweet he posted during the Gezi protests.69
Erdoğan has filed hundreds of similar defamation suits in order to silence critics. İhsan Eliaçık, the
leading figure of a “Socialist Muslim” movement, faced prosecution for defaming Erdoğan on Twitter.
Erdoğan’s lawyers filed a petition with a court in Ankara related to 12 tweets in June 2013. In January
2014, Eliaçık was ordered to pay civil damages of TRY 2,000 (US$ 900) related to nine tweets in which
he was highly critical of Erdoğan, calling him such things as a “dictator, a corrupt leader, provocateur,
liar and arrogant.”70
A petition was also filed in June 2013 against Hüseyin Aygün, a member of parliament from the
opposition CHP, for civil damages of TRY 100,000 (US$ 44,400) related to defamatory tweets.
71
Aygun had called Erdoğan a “terrorist” while tweeting during the Gezi protests.72 He was later
ordered to pay TRY 25,000 to Erdoğan.73
In November 2013, Erdoğan sued two LGBTI activists for defamation related to ironic tweets they
had posted about the prime minister.74 The tweets related to a statement by Erdoğan, a Sunni, in
which he sought to boost his credentials with the country’s Alevi minority by claiming his love of
Ali, an imam they revere, made him a “four out of four” Alevi (dört dörtlük, a Turkish idiom meaning
“perfect” or “through and through”).75 Critics saw this as yet another example of Erdoğan paying

66 Alev Yaman, “Gezi Park Protests: The impact on Freedom of Expression in Turkey,” PEN International, available at http://
www.pen-international.org/wp-content/uploads/2014/03/PEN-Gezi-Report.pdf.
67 Bianet, “Second Nolle Prosequi to Alabora’s Gezi Tweet,” 07 January, 2014 at http://www.bianet.org/english/freedom-ofexpression/152652-second-nolle-prosequi-to-alabora-s-gezi-tweet
68 Milliyet, “Sosyal medyada Başbakan’a hakaretten 1 yıl hapse mahkum oldu,” 15.11.2013, at http://gundem.milliyet.com.tr/
sosyal-medyada-basbakan-a/gundem/detay/1792578/default.htm
69 See “Gazeteci Gökhan Kaya’ya Gezi tweeti soruşturması!” October, 23, 2013 http://www.turnusol.biz/public/haber.
aspx?id=17459&pid=75&haber=Gazeteci%20G%F6khan%20Kaya%92ya%20Gezi%20tweeti%20soru%FEturmas%FD.

“Turkey: PEN International submit joint report to the United Nations,” PEN International, June 14, 2014, http://www.peninternational.org/newsitems/turkey-pen-international-submits-joint-report-to-the-united-nations/?print=print. Full report
available at http://www.pen-international.org/wp-content/uploads/2014/07/PEN-International-joint-submission-to-the-UPRTurkey.pdf.

70

Alev Yaman, “Gezi Park Protests: The impact on Freedom of Expression in Turkey,” PEN International, available at http://
www.pen-international.org/wp-content/uploads/2014/03/PEN-Gezi-Report.pdf.

71

OdaTV, “Başbakan Erdoğan’a ‘terörist’ demek suç değil,” November 28,.2013, http://www.odatv.com/n.php?n=basbakanedogana-terorist-demek-suc-degil-2811131200.

72

Elif Akgul, “Victim Erdogan, Suspect FoE,” BIAnet, September 11, 2014, http://www.bianet.org/english/freedom-ofexpression/158459-victim-erdogan-suspect-foe.

73

Bianet, “PM Files Complaint Over “Queer” Tweet,” November, 20, 2013 at http://www.bianet.org/english/gender/151461pm-files-complaint-over-queer-tweet.

74

In Islam, Ali is the son-in-law of the prophet. See Today’s Zaman, “I am a perfect Alevi if Alevism means loving Caliph Ali,
Erdogan says,” July 18, 2013, http://www.todayszaman.com/news-321159-i-am-a-perfect-alevi-if-alevism-means-loving-caliphali-erdogan-says.html.

75
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tribute to an oppressed minority in his rhetoric, while continuing to take actions that oppress them.
In this context, Levent Pişkin, an LGBTI activist and District Chair for the People’s Democratic Party
(HDP), tweeted, “I now expect from the PM the following statement: I’m queer (ibne) myself, four out
of four, and I’m not about to learn being queer from the likes of you.”76 Hakan Demir, also an LGBTI
activist and a blogger, posted a similar tweet.77 After Demir and Pişkin were charged with criminal
libel, the latter subsequently countersued the prime minister for implying that being homosexual is
an insult.78 In May 2014, Pişkin was fined TRY 1,500 (US$ 660) for defamation in a sentence that the
court said was equivalent of two and a half months in jail.79
Users also face arrest and prison terms for online posts that are deemed to insult or offend religious
values. One of the cases that received the most media attention in recent years relates to the
composer and pianist Fazil Say. In June 2012, Say was charged with offending Muslims over posts he
made on Twitter, including an April 2012 tweet in which he joked about a call to prayer lasting only
22 seconds and for retweeting several lines attributed to the poet Omar Khayyam. Say was charged
in June 2012 with inciting hatred and public enmity, as well as insulting “religious values” under
Section 216(3) of the criminal code.80 He received a suspended sentence of 10 months in prison,
meaning that his sentence will not come into force unless he commits another offense within five
years.81 However, subsequent to an appeal by his lawyers to annul the sentence, a retrial was ordered
in April 2013.82 At the retrial, the 19th Istanbul Criminal Court of Peace once again handed Say a
10-month suspended sentence in September 2013 for insulting religious values on Twitter.83 He must
also remain under court supervision.
In another case related to blasphemy, Turkish-Armenian linguist and former columnist Sevan
Nişanyan was sentenced to 13 months imprisonment in April 2013 for “publicly insulting the
religious values of part of the population.” The allegations related to a blog entry he authored
in 2012 about the “Innocence of Muslims” video which sparked protests across the Arab world.84

LGBTI News Turkey, “We know faggotry very well!” November 21, 2013, http://lgbtinewsturkey.com/2013/11/22/leventpiskin-we-know-faggotry-very-well/.

76

LGBTI News Turkey, “Prime Minister Files Criminal Complaint for “Fag” Tweet,” November 21, 2013, http://lgbtinewsturkey.
com/2013/11/21/prime-minister-erdogan-makes-criminal-complaint-for-levent-piskins-fag-tweet/.

77

Bianet, “PM Countersued in “Queer” Case,” 06 January 2014 at http://www.bianet.org/english/freedom-ofexpression/152628-pm-countersued-in-queer-case.

78
79

Çiçek Tahaoğlu, “‘Fag’ Tweet Fined,” BIAnet, May 23, 2014, http://www.bianet.org/english/gender/155927-fag-tweet-fined.

The Guardian, Turkish pianist Fazil Say on trial for ‘insulting Islam’ on Twitter, October 18, 2012 at http://www.guardian.
co.uk/world/2012/oct/18/turkish-pianist-fazil-say-islam.
80

81 Sebnem Arsu, “Pianist’s Post on Twitter Spur Penalty From Turkey,” New York Times, April 5, 2013, http://www.nytimes.
com/2013/04/16/world/middleeast/turkish-pianist-sentenced-for-twitter-postings.html?_r=0.
82 Hürriyet Daily News, “Turkish pianist Fazıl Say to be retried on blasphemy charges,” April 26, 2013,
at http://www.hurriyetdailynews.com/turkish-pianist-fazil-say-to-be-retried-on-blasphemy-charges.
aspx?pageID=238&nID=45718&NewsCatID=341.
83 Hurriyet, “Turkish pianist Fazıl Say sentenced to 10 months in prison for blasphemy in retrial,” September 20, 2013 at
http://www.hurriyetdailynews.com/turkish-pianist-fazil-say-sentenced-to-10-months-in-prison-for-blasphemy-in-retrial.
aspx?PageID=238&NID=54824&NewsCatID=341.
84 See “Living by the ‘de jure’ sword,” Hurriyet Daily News, May 24, 2013 at http://www.hurriyetdailynews.com/living-by-thede-jure-sword.aspx?pageID=238&nID=47499&NewsCatID=398 See further Sevan Nisanyan: Turkish-Armenian blogger jailed
for blasphemy, http://www.globalpost.com/dispatch/news/regions/europe/turkey/130523/sevan-nisanyan-turkish-armenianblogger-jailed-blasphemy.
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Nişanyan, currently imprisoned for another unrelated crime, launched an ongoing appeal against the
sentence.85
On May 29, 2014, a user with “Allah” in his Twitter handle was sentenced to 15 months in prison for
offending religious values.86 The holder of the account, was accused of “writing harmful content” by
pretending to write in the voice of God, at times to criticize Turkish officials.87 The user said that his
account had been hacked.
In August 2013, the Public Prosecutor’s Office in Istanbul charged Sedat Kapanoglu and 40 other
users with publicly degrading religious values due to their posts on Ekşisözlük (“Sour Dictionary”), a
popular social media website in Turkey. Kapanoglu is the owner of the social media platform which
features posts on Muslim, Christian, and religious topics, among others. In May 2014, Kapanoglu
and Özgür Kuru received suspended sentences of 10 and 7.5 months, respectively. The other 38
defendants had their cases suspended.88
Several court cases in recent years have illuminated how other laws are being used to prosecute
online activity. For example, in October 2011, the Anti-Terrorism Law was used to prosecute
journalist Recep Okuyucu for allegedly advocating terrorist propaganda by downloading Kurdish
music files and accessing the blocked Kurdish Firat News Agency website.89 A Diyarbakir court
found him not guilty. More recently, Adana High Criminal Court No. 8 sentenced Metin Öztürk to
nine years and seven months’ imprisonment for sharing terrorist propaganda through Facebook in
January 2013.90
Ten people, including three university students, were arrested in relation to a hacking collective
called Redhack which infiltrated government websites in 2012. They face terrorism-related charges,
including membership in a terrorist organization.91 All denied association with Redhack, stating they
do not possess the technical knowledge required to hack into government servers. Redhack says the
accused individuals have no ties with the group. Indeed, speaking through social networks, Redhack
stated that the terrorism allegations are simply part of the government’s ongoing targeting of its

85 Hurriyet Daily News, “Turkish-Armenian writer to be jailed after losing appeal in illegal construction trial,” December 13,
2013 at http://www.hurriyetdailynews.com/turkish-armenian-writer-to-be-jailed-after-losing-appeal-in-illegal-construction-trial.
aspx?PageID=238&NID=59563&NewsCatID=339.
86 “User gets prison sentence for using ‘Allah CC’ nickname on Twitter,” Hurriyet Daily News, May 29,
2014, http://www.hurriyetdailynews.com/user-gets-prison-sentence-for-using-allah-cc-nickname-on-twitter.
aspx?pageID=238&nID=67148&NewsCatID=341.
87 Colin Daileda, “Twitter User Jailed For Using ‘Allah’ in His Handle,” Mashable, May 29, 2014, http://mashable.
com/2014/05/29/twitter-turkey-jailed-religion/.
88 “Court sentences founder of popular online forum for blasphemy,” Hurriyet Daily News, May 15, 2014,
http://www.hurriyetdailynews.com/court-sentences-founder-of-popular-online-forum-for-blasphemy.
aspx?pageID=238&nID=66544&NewsCatID=339.
89 “Court Acquits Journalist Who Interviewed Kurdish Separatist,” Reporters Without Borders, December 29, 2011, http://
en.rsf.org/turkey-journalists-under-pressure-as-26-10-2011,41282.html.
90

See http://www.evrensel.net/news.php?id=45658.

91

See http://english.alarabiya.net/articles/2012/11/26/251896.html.
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domestic opponents.92 Another 14 people were detailed in November 2013, including actor Barış
Atay, on accusations of links to Redhack, but released by an Ankara court after a week.93
The constitution states that “secrecy of communication is fundamental,” and users are allowed to
post anonymously online. However, the anonymous purchase of mobile phones is not allowed and
buyers need to provide official identification. Turkey has yet to adopt a data protection law, though
the September 2010 amendments to the Turkish Constitution included data protection provisions. It
is expected that a draft data protection bill will reach the parliament during 2014. In 2011, the use of
encryption hardware and software became subjected to regulations introduced by the BTK. Suppliers
are now required to provide encryption keys to state authorities before they can offer their products
or services to individuals or companies within Turkey. Failure to comply can result in administrative
fines and, in cases related to national security, prison sentences.
The constitution specifies that any action that could potentially interfere with freedom of
communication or the right to privacy must be authorized by the judiciary. For example, judicial
permission is required for technical surveillance under the Penal Procedural Law. Despite
constitutional guarantees, most forms of telecommunication continue to be tapped and
intercepted.94 Between 2008 and 2009, several surveillance scandals received widespread media
attention, and it is suspected that all communications are subject to interception by various law
enforcement and security agencies, including the Gendarmerie (military police). Some reports
indicate that every day, up to 50,000 phones—both mobile and landlines—are legally tapped, and
150,000 to 200,000 interception requests are made each year. During 2013 and 2014, stories related
to the bugging of the prime minister and top officials continued to hit the headlines.
In April 2014, a law was passed that expanded the powers of the National Intelligence Agency (MIT).
Law No. 6532 on Amending the Law on State Intelligence Services and the National Intelligence
Agency allows intelligence agents unfettered access to communications data with no need for a
court order. The law forces public and private bodies to hand over data, documents, and information
to the MIT upon request, with failure to do so punishable by prison. In the clause relating to the
ability of the MIT to intercept and store private data related to “external intelligence, national
defense, terrorism, international crimes, and cybersecurity passing through telecommunication
channels”, there is no requirement to procure a court order.95 The law also limits the ability of the
judiciary or press to hold the MIT accountable for wrongdoing. Courts must acquire the permission
of the head of the agency in order to investigate agents, and journalists or editors who publish leaks
on MIT activities via media channels may be imprisoned for three to nine years, a new provision.
Some observers have commented that the bid to shield the MIT from judicial investigations was
intended to provide legal cover for the agency’s ongoing negotiations with the Kurdish Workers’

92 See ‘Terrorist organization’? Turkish hackers face quarter-century prison terms, October 10, 2012 at http://rt.com/news/
redhack-turkey-terrorism-trial-056/.
93 Hurriyet Daily News, “Turkish actor accused of being RedHack member released by court,” November 25,
2013 at http://www.hurriyetdailynews.com/turkish-actor-accused-of-being-redhack-member-released-by-court.
aspx?PageID=238&NID=58478&NewsCatID=341
94 For a history of interception of communications, see: Faruk Bildirici, Gizli Kulaklar Ulkesi [The Country of Hidden Ears]
(Istanbul: Iletisim, 1999); Enis Coskun, Kuresel Gozalti: Elektronik Gizli Dinleme ve Goruntuleme [Global Custody: Electronic
Interception of Communications and Surveillance] (Ankara: Umit Yayincilik, 2000).
95 “Turkey: Internet Freedom, Rights in Sharp Decline,” Human Rights Watch, September 2, 2014, http://www.hrw.org/
news/2014/09/02/turkey-internet-freedom-rights-sharp-decline.
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Party (PKK), which is officially recognized as a terrorist organization; it also facilitated the crackdown
on domestic movements such as the Gülenists.96
These surveillance practices have been challenged in court on at least one occasion. In 2008,
responding to complaints lodged by the TIB, the Supreme Court of Appeals overruled a lower
court’s decision to grant both the Gendarmerie and the MIT the authority to view countrywide
data traffic retained by service providers.97 Faced with criticism on the issue, in 2008 the parliament
launched a major inquiry into illegal surveillance and interception of communications, though the
inquiry concluded in January 2009 without finding any “legal deficiencies” in the interception regime.
In January 2013, a new parliamentary commission was set up with a similar goal and, during its
initial investigation, revealed that the Gendarmerie had intercepted the communications of 470,102
people subject to 75,478 court orders during the last 10 years.98
A Cyber Security Council was established in October 2012 and in June 2013, created a Strategy and
Action Plan on Cyber Security (2013-2014). The action plan aims at identifying threats and measures
to reduce or eliminate the impact of potential cyber security incidents.99
In reaction to the role of social media in the Gezi Park protests, Turkish police and intelligence
authorities have stepped up monitoring of social media. In October 2013, it was reported that the
Undersecretariat of Public Order and Security (KDGM) met with representatives from the police,
intelligence, and the telecommunications directorate to discuss ways to prevent future mass
demonstrations without resorting to blacking out 3G networks.100
While government surveillance is an issue in Turkey, ISPs are not required to monitor the information
that goes through their networks, nor do they have a general obligation to seek out illegal activity.
However, with the February 2014 amendments to Law No. 5651, the minimum amount of time that
hosting providers must store user data was increased from 6 to 12 months, with the exact amount
(up to 24 months) to be established under new bylaws that must be approved by the BTK. This also
includes “Mass Use Providers,” such as cybercafes and locations that provide Wi-Fi hotspots, who
must also log data on their users and abide by blocking orders. All data must be made available to
the TIB upon request – and without the need for a court order – under punishment of fines of TRY
10,000 to 100,000 (US$ 4,400 to 44,000). 101

96 See Sebnem Arsu, “Turkish Leader Signs Bill Expanding Spy Agency’s Power,” New York Times, April 25, 2014, http://www.
nytimes.com/2014/04/26/world/europe/turkish-leader-signs-bill-expanding-spy-agencys-power.html.
Fehim Taştekin, “Is Turkey reverting to a ‘muhaberat’ state?” Al Monitor, April 17, 2014, http://www.al-monitor.com/pulse/
originals/2014/04/erdogan-mit-interference-authoritarian.html#.

The court stated that “no institution can be granted such authority across the entire country, viewing all people living in
the Republic of Turkey as suspects, regardless of what the purpose of such access might be.” See, “Supreme Court of Appeals
Overrules Gendarmerie Call Detail Access,” Today’s Zaman, June 6, 2008, http://www.todayszaman.com/tz-web/news-144038supreme-court-of-appeals-overrules-gendarmerie-call-detail-access.html.
97

98 See the Bianet article (in Turkish) at http://www.bianet.org/bianet/insan-haklari/145087-jandarma-10-yilda-470-bin-kisiyidinledi.
99

European Commission, Turkey: 2013 Progress Report, COM (2013) 700, Brussels, 16.10.2013 SWD(2013) 417.

“Turkish police, intelligence to actively monitor social media after Gezi,” Today’s Zaman, October 7, 2013, http://www.
todayszaman.com/newsDetail.action;jsessionid=235GucqmAc87L7txcRwN6okC?newsId=328412&columnistId=0.

100

101 For further information on this section, see, The Representative on Freedom of the Media, “Briefing on Proposed
Amendments to Law No. 5651,” The Organization for Security and Co-operation in Europe, January 2014, http://www.osce.org/
fom/110823?download=true, and “WILMAP: Turkey” The Center for Internet and Society, Stanford Law School, http://cyberlaw.
stanford.edu/page/wilmap-turkey, accessed November 6, 2014.
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Citizen journalists and reporters for online news outlets faced physical attacks in the course of their
reporting. According to Reporters Without Borders, two journalists at the news site Dokuz8Haber
were attacked by police while a reporter with the BIAnet news website was hit by a rubber bullet
during the Gezi park protests of June 2013.102 A reporter for Sendika was also injured by rubber
bullets in May 2014. That month, several journalists were injured or detained during May Day
protests. Deniz Zerin, the publisher of the news site T24, was detained while fleeing teargas on
the way to his office in Istanbul. He was not released for three days, like most of the 171 people
detained during the demonstrations. Many protestors died during the demonstrations, and there
has been no official investigation of police conduct.103
Aside from attacks, social media users also face harassment online. Melih Gökçek, the
mayor of Ankara and a member of the AKP, tweeted that local BBC journalist Selin Girit was
a “traitor” and a “spy”, going so far as to create and encourage followers to use the hashtag
#ingiltereadınaajanlıkyapmaselingirit (“Don’t be a spy in the name of England, Selin Girit”),
according to the Committee to Protect Journalists. Supporters of the journalist created the hashtag
#provokatörmelihgökçek (“Melih Gökçek is a provocateur”).”104
Cyberattacks against the websites of popular news organizations such as Zaman, Today’s Zaman,
Cihan, Rotahaber, Radikal, Sözcü, and Taraf were recorded around the period of the March 30 local
elections. Cihan, which experienced DDoS (distributed denial-of-service) attacks, speculated that
the site was targeted for its reporting on election results in multiple languages. Internet access
was suspended at the offices of Turkish-language Zaman and English-language Today’s Zaman for
several hours.105
In the past, Turkish government sites have been attacked by hacktivist organizations, such as
Anonymous. 106 During 2012, the Marxist-Socialist Redhack group infiltrated several government
websites and leaked confidential information. The group has over 675,000 followers on Twitter and
hacked into the servers of the Ministry of Foreign Affairs, Ministry of Finance, and the Turkish Higher
Education Authority, among others, during 2012 and early 2013.107 At the request of a court order,
Twitter made Redhack’s Twitter account inaccessible from Turkey subject to its country withhold
policy during 2014.

“More police attacks on media 12 months after unpunished Gezi violence,” Reporters Without Borders, June 4, 2014,
http://en.rsf.org/turquie-more-police-attacks-on-media-12-03-06-2014,46381.html.

102

“Turkey: growing and worrying repression of protestors and civil society,” FIDH, July 12, 2013, https://www.fidh.org/en/
europe/turkey/turkey-growing-and-worrying-repression-of-protesters-and-civil-society-13658.

103

“Turkish mayor harrasses BBC journalist on Twitter,” Committee to Protect Journalists, June 24, 2013, http://cpj.
org/2013/06/turkey-mayor-harasses-threatens-bbc-journalist-on.php.

104

“Cyber attacks on news websites threaten freedom of press, expression,” Today’s Zaman, April 1, 2014, http://www.
todayszaman.com/national_cyber-attacks-on-news-websites-threaten-freedom-of-press-expression_343604.html.

105

“Anonymous Hacked BTK Database,” Bianet, February 15, 2012, http://www.bianet.org/english/world/136178-anonymoushacked-btk-database.

106

See among others http://redhack.tumblr.com/post/40121086113/press-release-council-of-higher-education-of-turkey
and extensive media coverage of Redhack’s activities through http://redhack.tumblr.com/archive.
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Uganda
2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

11

11

Limits on Content (0-35)

8

7

Violations of User Rights (0-40)

15

16

TOTAL* (0-100)

34

34

36.9 million
16 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
•

The Uganda Communications Act 2013 created a new media regulatory body that has been
criticized for its lack of independence from the government (see Obstacles to Access).

•

There were no reports of internet content being blocked or filtered during the coverage
period, though an Anti-Pornography Act signed into law by the president in February
2014 threatens to hold ISPs criminally liable for the dissemination of broadly defined
pornographic material (see Limits on Content).

•

In response to an increasing crackdown against traditional media in the past year, critical
commentary and opposition voices have become more vibrant online, leading to a palpable
sense of decreasing self-censorship among some online users (see Limits on Content).

•

The Anti-Homosexuality Bill, enacted in February 2014, criminalized the use of electronic
devices “for the purposes of homosexuality or promoting homosexuality” (see Violations of
User Rights).

•

SIM card and mobile internet registrations continued through August 2013 despite
concerns that the registration requirements infringe on the right to privacy given the lack of
a necessary data protection law (see Violations of User Rights).

•

Suspicions of proactive government surveillance of online communications increased with
reports that the government had begun importing surveillance equipment and setting
up internet monitoring units among the various security agencies (see Violations of User
Rights).
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Introduction
The internet has continued to proliferate in Uganda, connecting more citizens to new digital media
tools and platforms, particularly on internet-enabled mobile devices, in urban and rural areas alike.
In recognition of the internet’s powerful potential to enhance economic growth, the government has
invested considerable resources in the development of information and communications technology
(ICT) infrastructure and networks, resulting in increasing access for a growing netizen community.
Social media applications such as Facebook, WhatsApp, and Twitter have become significant
platforms upon which Ugandans connect to each other, share information, and consume the news.
While traditional press freedom in Uganda is persistently under pressure from the government—
deteriorating in 2013 due to a 10-day closure of two major media houses in May and other forms
of harassment against print journalists—in general, internet freedom has not been subject to the
same level of pressure or threat. There have been no reported incidents of government interference
with the internet since April 2011, when the national regulator issued a directive to internet service
providers (ISPs) to temporarily block citizens’ access to Facebook and Twitter in response to the
“walk to work” protests over rising food and fuel prices. According to news reports, most ISPs did not
comply with the directive. Instead, growing digital media activism in recent years has enabled civil
society to push back on various government incursions, such as during the May 2013 shutdown of
traditional media houses, which elicited widespread protests mobilized via Facebook and Twitter.
In more recent years, threats to internet freedom in Uganda have taken the form of legislative
restrictions that significantly compromise access to information, freedom of expression, and rights
to privacy online. In 2014, the government passed the Anti-Pornography Act, which can hold
ISPs criminally liable for the dissemination of broadly defined pornographic material and require
service providers to preemptively filter and block content. Another law enacted in February 2014
(but struck down in court in August), the Anti-Homosexuality Act, further threatened to restrict
internet freedom by criminalizing the use of electronic devices “for the purposes of homosexuality
or promoting homosexuality,” in addition to prescribing life sentences for homosexual “offenses.”
LGBTI individuals were reportedly targeted for harassment on social media and attacked with
technical malware throughout the year. As of fall 2014, advocates of the annulled law are working to
reintroduce another version to impose the same harsh restrictions.
Meanwhile, in response to the growing threat of terrorism in the region—sparked by the 2010
Al-Shabab bombings in Kampala and heightened following the Al-Shabab gunmen siege on the
Westgate mall in Nairobi, Kenya in September 2013—the government has ramped up its authority
and capacity to monitor and intercept communications in the name of fighting terrorism. Reports
during the coverage period documented the government’s efforts to implement voice and data
surveillance of mobile phones and computers without permission from service providers. In
addition, government officials spoke openly about the need to monitor social media content while
also requesting a supplementary budget of US$80 million in March 2014 to procure surveillance
equipment and establish a monitoring center.
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Obstacles to Access
ICTs continued to expand across Uganda over the past year, resulting in increasing access to
both internet and mobile phone services. In 2013, Uganda’s internet penetration rate stood at 16
percent, up from 15 percent in 2012 and just 4 percent in 2007, according to the International
Telecommunication Union.1 Nonetheless, access to broadband internet is still rare and available
mostly in urban areas, with only 0.11 percent of the population estimated to have fixed-line
broadband subscriptions in 2013.2 Meanwhile, mobile phone penetration stood at 44 percent in
2013, a slight decrease from 45 percent in 2012.3 Official government statistics from the Uganda
Communications Commission (UCC) reported a teledensity of 52 percent as of December 2013.4
Many Ugandans access the internet at cybercafes where it costs less than US$1 for an hour of
browsing. Internet access via mobile devices is becoming increasingly popular due to the growing
availability of cheap mobile internet bundles. The ITU estimates that 7.4 percent of Ugandans
had access to mobile broadband services in 2013.5 An hour of mobile web browsing (equating to
approximately 20 Mb of data) costs UGX 500 (US$0.20), while a limited monthly bundle of 1 Gb
costs between UGX 35,000 and 42,000 (US$12-16). Meanwhile, an unlimited mobile broadband
connection can cost UGX 300,000 (US$120) for one month and over US$600 for six months.6 Four
service providers offer their subscribers free access to Facebook.7
Despite decreasing costs, internet speeds are still slow, averaging just over 1 Mbps (compared to
a global average of 3.9 Mbps), according to May 2014 data from Akamai’s “State of the Internet”
report.8 In addition, Uganda’s broadband adoption (characterized by connection speeds greater than
4 Mbps) is about 2 percent of the internet population, while the country’s narrowband adoption
(connection speed below 256 kbps) is over 20 percent.9
The number of industry players has grown over the years, and many now offer comparable prices
and technologies. There are no known obstacles or licensing restrictions placed by the government
on entry into the ICT sector, and new players have entered the market with ease in recent years.
Currently, there are 34 telecommunications service providers that offer both voice and data
International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

1

2

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

3

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2012.”

4

UCC, “Status of Uganda’s Communications Sector,” April 30, 2014, http://ucc.co.ug/data/qmenu/3/Facts-and-Figures.html.

International Telecommunication Union, “Uganda Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.

5

6

On the Orange Uganda network.

MTN, “MTN Launches Facebook Zero, a Free Way to Access Facebook on your Mobile Phone,” press release, May 18, 2010,
http://mtn.co.ug/About-MTN/News-Room/2010/May/MTN-launches-Facebook®-ZERO,-a.aspx; Orange, “Get Facebook Free
on Your Mobile Phone,” accessed August 8, 2013, http://www.orange.ug/mobile-plans/facebook-for-free.php; Uganda Telecom,
“Facebook by SMS”, accessed February 4, 2013, http://www.utl.co.ug/personal/mobile/value-added-services/facebook-by-sms/;
“Enjoy Facebook For Free with Airtel Uganda,” Big Eye Uganda, January 18 , 2014, http://bigeye.ug/enjoy-facebook-for-freewith-airtel-uganda/.
7

8 Akamai, “Average Connection Speed: Uganda,” map visualization, The State of the Internet Q1 (2014), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.
9 Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Uganda,” map visualization, The State of the Internet, Q1
2014; Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): Uganda,” map visualization, The State of the Internet,
Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.
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services.10 Aside from the state-owned Uganda Electricity Transmission Company Ltd, which is a
licensed public infrastructure provider that has part ownership of Uganda Telecom, all the licensed
service providers are privately owned entities.
In March 2014, Smart Telecom launched in Uganda,11 joining a competitive market dominated by
bigger, well-established telecommunications brands, such as MTN Uganda, Uganda Telecom, Airtel,
and Orange Uganda. Three 4G LTE network services were deployed in mid-2013.12 The quality of
both voice and data services improved during 2014,13 but rumors of a possible exit by Orange
Uganda from the Uganda market14 and leadership wrangles within Uganda Telecom15 in 2014
created insecurities among subscribers to these networks.
While increasing market competition has continued to drive down internet access rates,16 particularly
on mobile phones, the cost of internet-enabled devices is US$80 on average, which is still high for
the majority of Ugandans, whose median annual per-capita income is US$296 and median annual
household income is US$1,775 (or $148 per month), according to a 2013 Gallup poll on worldwide
incomes.17 The latest 2012/13 national household survey from the Uganda Bureau of Statistics
reports an average monthly household income of UGX 223,000 (US$85).18
Most recently in 2013, the government launched an effort to curb the importation of counterfeit
mobile phones, which may further limit access to mobile technologies. All inactive fake phones with
pre-existing subscriptions were disconnected as of July 1, 2013.19 There are no figures to indicate
how many users were affected by this initiative, but it is conceivable that the number was in the
millions. In addition, a 2009 government ban on the importation of used computers remains in place.
Another impediment to increased internet usage is limited access to electricity. The national
electricity distributor reports a customer base of just 458,000, most of whom are located in urban

Uganda Communications Commission, List of Licencees in Uganda, available at http://www.ucc.co.ug/files/downloads/
licensedProviders.pdf.

10

Faridah Kulabako, “New telecom launches with cheapest call rate,” Daily Monitor, March 17, 2014 http://www.monitor.
co.ug/News/National/New-telecom-launches-with-cheapest-call-rate/-/688334/2247380/-/kp6hdhz/-/index.html

11

Orange Uganda, “4G-LTE,” http://www.orange.ug/mobile-plans/orange-lte.php; MTN Uganda, “MTN 4G,” accessed
February 4, 2014, http://www.mtn.co.ug/MTN-Internet/MTN-4G-LTE.aspx; Alcatel-Lucent, “Smile launches Uganda’s first true 4G
LTE mobile network,” press release, June 10, 2013, http://www.itweb.co.za/office/alcatel/PressRelease.php?StoryID=240168,

12

“Quality of service performance report, February-June 2014,” Uganda Communications Commission, accessed August 28,
2014, http://ucc.co.ug/files/downloads/Quality%20of%20Service%20report%20for%20February-June%202014.pdf.

13

“Orange hires adviser for Uganda exit,” New Vision Uganda, March 4, 2014, http://www.newvision.co.ug/news/653271orange-hires-adviser-for-uganda-exit.html

14

Gareth Van Zyl, “Embattled Uganda Telecom announces new chairman,” ITWeb Africa, March 13, 2014, http://www.
itwebafrica.com/telecommunications/347-uganda/232574-embattled-uganda-telecom-announces-new-chairman

15

Nicholas Kalungi, “Competition Bringing Internet Rates Down,” Daily Monitor, November 9, 2012, http://www.monitor.
co.ug/Business/Technology/Competition-bringing-Internet-rates-down/-/688612/1616104/-/38omqaz/-/index.html.

16

Glenn Phelps and Steve Crabtree, “Worldwide, Median Household Income About $10,000,” Gallup World, December 16,
2013, http://www.gallup.com/poll/166211/worldwide-median-household-income-000.aspx#1.

17

Uganda Bureau of Statistics, The Uganda National Household Survey 2012/13, December 3, 2013, accessed August 19,
2014, http://www.ubos.org/onlinefiles/uploads/ubos/UNHS_12_13/UNHS-2012-131.zip.

18

Uganda Communications Commission, “Elimination of Counterfeit Mobile Phones,” December 19, 2012, http://www.
ucc.co.ug/data/mreports/18/0/ELIMINATION%20OF%20COUNTERFEIT%20MOBILE%20PHONES%20.html; Nicholas Kalungi,
“Blocking of Inactive Fake Phones Starts Today,” Daily Monitor, February 1, 2013, http://www.monitor.co.ug/Business/Blockinginactive-fake-phones-starts-today--UCC-says/-/688322/1680796/-/rdjdqez/-/index.html.
19
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areas,20 and alternative power sources, such as fuel-powered generators and solar energy, are very
costly. Furthermore, with only about 15 percent of Ugandans living in urban areas,21 the divide
between rural and urban access to the internet is very high due to low literacy rates, including
computer literacy.22
Uganda’s national fiber backbone is connected to the EASSy international submarine fiber-optic
cable system that runs along the east and southern coasts of Africa.23 Telecommunications providers
are also hooked to TEAMs (The East African Marine System) and SEACOM marine fibers through
Kenya. Connection to these cables has led to an exponential growth in Uganda’s international
bandwidth, which has decreased the costs of internet access alongside an increasing demand for
data services and high speed internet. Service disruptions and slow internet speeds are still common,
however, due to frequent repairs.24
Over the past few years, the government has embarked on initiatives to improve rural connectivity,
and a national ICT policy was finalized in 2010 to facilitate the proliferation of ICTs across the
country in both rural and urban areas.25 Nonetheless, the national ICT sector budget allocation
comprises less than one percent of the national budget.26 Since 2007, Uganda’s ICT ministry has
been developing the National Data Transmission Backbone Infrastructure, which aims to ensure the
availability of high bandwidth data connection in all major towns at reasonable prices.27 The project,
now under the provision of the National Information Technology Authority (NITA-U), involves the
installation of over 1,536 kilometers of fiber-optic cable and related equipment.28 As of April 2014,
roughly 1,400 kilometers had been installed to connect 22 district headquarters.29
The government, through the Rural Communications Development Fund (RCDF), also aims to
establish computer centers in all of its educational institutions across the country, provide access to

20

Umeme “Annual Report 2011,” http://www.umeme.co.ug/resources/files/Umeme%20Annual%202011%20b.pdf.

Uganda Bureau of Statistics, “2012 Statistical Abstract,” June 2012, http://www.ubos.org/onlinefiles/uploads/ubos/pdf%20
documents/2012StatisticalAbstract.pdf.

21

Uganda’s national literacy rate stands at 73 percent among persons aged 10 years and above. See: Uganda Bureau of
Statistics, “2012 Statistical Abstract.”

22
23

Eassy maps, accessed August 28, 2014, http://www.eassy.org/map.html#.

Nicolas Kalungi, “Internet Speed Slows Down Due to Repairs at Mombasa,” Daily Monitor, January 10, 2013, http://
www.monitor.co.ug/Business/Internet-speed-slows-down-due-to-repairs-at-Mombasa/-/688322/1661636/-/jntm8y/-/index.
html; “Massive Internet outage in Uganda as Under Sea Cable is Chopped,” Guide2Uganda, February 29, 2012, http://www.
guide2uganda.com/news/415/Massive-Internet-outage-in-Uganda-as-undersea-cable-is-chopped.

24

Ministry of Information and Communications Technology, “Information Technology Policy for Uganda,” Republic of Uganda,
February 2010, http://ict.go.ug/index.php?option=com_docman&task=doc_details&gid=48&Itemid=61.

25

CIPESA (2013); “A Peek into the East African ICT Sector Budget Allocations and Priorities for 2012/2013,” Collaboration on
International ICT Policy in East and Southern Africa, ICT Policy Briefing Series, June 2012, http://www.cipesa.org/?wpfb_dl=41;
Edris Kisambira, “East African Countries Put IT Spending On Back Burner,” Computer World, July 16, 2012; PC Tech Magazine,
“Uganda Cuts ICT Budget by Shs 200million,”June 14, 2013, http://pctechmag.com/2013/06/uganda-cuts-ict-budget-by-shs200million/; http://news.idg.no/cw/art.cfm?id=A95D59B0-CC4C-DC2F-8368A85290AEE888.
26

Ministry of Information and Communications Technology, “National Data Transmission Backbone and e-Government
Infrastructure Project,” Republic of Uganda, accessed June 29, 2012, http://www.ict.go.ug/index.php?option=com_conte
nt&view=article&id=69:national-data-transmission-backbone-and-e-government-infrastructure-project&catid=25:theproject&Itemid=93.

27

Such as switches, optical transmission, data communication, fixed network, and video equipment, as well as computers
and servers. See: “NBI/EGI Project,” National Information Technology Authority – Uganda, accessed August 19, 2014, http://
www.nita.go.ug/projects/nbiegi-project.

28

“NBI/EGI Project,” National Information Technology Authority – Uganda, accessed August 19, 2014, http://www.nita.go.ug/
projects/nbiegi-project.

29
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basic communications services to all Ugandans, leverage investments for rural communications, and
promote overall ICT usage.30 The fund further supports the establishment of internet cafes, internet
points of presence (which are rural wireless connectivity networks with a 5 to 10 km radius with costs,
speeds and types of services comparable to those in the capital city, Kampala), ICT training centers,
and web portals for local government districts. By early 2014, 708 school ICT laboratories had been
established.31
The Uganda Communications Commission (UCC), Uganda’s telecommunications sector regulator,
is mandated to independently coordinate, facilitate, and promote the sustainable growth and
development of ICTs in the country. The UCC also provides information about the regulatory
process and quality of service, and issues licenses for ICT infrastructure and service providers.32 The
Commission’s funds come mainly from operator license fees and a 2 percent annual levy on operator
profits. There is a general perception, however, that comprehensive and coherent information about
the commission’s operations is not always accessible, and that the body is not entirely independent
from the executive branch of the government. In addition, the UCC’s current executive director
has been regarded as overzealous in his efforts to police and rein in operators, illustrating how
the personal character of the regulatory authority’s leadership can in large measure determine its
activities and regulations.
The Uganda Communications Act, 2013,33 which was passed by parliament in September 201234
and signed by the president in December 2012, consolidated the provisions of the 1996 Electronic
Media Act and 2000 Uganda Communications Act, and merged the old UCC and Uganda
Broadcasting Council into a new Uganda Communications Commission. The new regulatory body
has been criticized for its lack of independence from the government. In particular, the law places
disproportionate power in the hands of the ICT minister, who has the authority to approve the new
regulator’s budget and appoint members of its board with approval from the Cabinet. There are no
independent mechanisms in place to hold the regulator accountable to the public. While the new
law provides for the creation of the Uganda Communications Tribunal, which is an appeals body
with powers of the High Court, its membership and advisors are appointed by the president and ICT
minister.

Uganda Communications Commission, “Rural Communications Development Policy for Uganda,” January 2009, http://
www.researchictafrica.net/countries/uganda/Uganda%20Rural%20Communication%202009.pdf.

30

UCC, (2014), “Rural Communication Development Fund Statistics,” http://www.ucc.co.ug/data/smenu/71/RuralCommunications-Development-Fund---RCDF.html

31

Uganda Communications Commission, “UCC Licensing Regime,” accessed July 31, 2013, http://www.ucc.co.ug/data/
qmenu/11/Licensing.html; Pursuant to the telecommunications (licensing) regulations 2005, UCC issues two types of licences:
Public Service Provider (PSP) and Public Infrastructure Provider (PIP). The application fee for both license types is $2,500 dollars
(a PIP license requires a one-off initial fee of $100,000), and annual fees range from $3,000-$10,000. These licenses allow
holders to either set up telecommunications infrastructure or provide telecommunications services. The UCC levies a 1 percent
charge on providers’ annual revenue.
32

33

UCC (2013), “Uganda Communications Act, 2013,” http://www.ucc.co.ug/files/downloads/UCC%20Act%202013.pdf.

Sheila Naturinda and Mercy Nalugo, “Parliament Adopts Media Regulatory Law,” Daily Monitor, September 7, 2012, http://
www.monitor.co.ug/News/National/Parliament-adopts-media-regulatory-law/-/688334/1498374/-/gnthq4/-/index.html.
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Limits on Content
There were no reported incidents of government interference with the internet during the coverage
period. In response to an increasing crackdown against traditional media in the past year, critical
commentary and opposition voices have become more vibrant online, leading to a palpable sense of
decreasing self-censorship among some online users.
To date, there have also been no known instances of takedown notices issued for the removal
of online content, as well as no problematic issues of intermediary liability for service or content
providers, though a new Anti-Pornography Law enacted in February 2014 will hold service providers
criminally liable for vaguely defined pornographic content (see “Violations of User Rights”).35
Social media and blogging platforms are freely available in Uganda, with Facebook, Twitter, LinkedIn,
YouTube, and Blogger ranking among the top 15 websites in the country, according to the web
analytics company Alexa.36 The government has continued to embrace social media platforms
as a channel for public engagement, as illustrated by Uganda’s Prime Minister, Amama Mbabazi,
who interacts with citizens on Twitter using the hashtag #AskthePM.37 In November 2013, the
government developed social media guidelines to assist government agencies in improving citizen
engagement online.38
Further, the Google Uganda domain is available in five local languages, making the popular browser
available to over seven million Ugandan internet users.39 However, news websites provided by
Vision Group, a media company that is partly owned by the government, are only available in three
local languages (out of 40 languages and 56 native dialects). The web versions of the newspapers
include Bukedde, Etop and Orumuri. Other news sites of major privately owned newspapers are only
accessible in English, which is not widely spoken across Uganda. Moreover, the diversity of online
content and the economic viability of independent outlets are constrained by advertising revenue
from both government and private sources, which is generally withheld from news outlets that
publish critical content.40
Routine threats from the government—such as recent shut downs of media houses perceived to
be too critical of the government and reports of police attacks on journalists41—have engendered
a culture of self-censorship among journalists both off and online. Taboo topics include the military,
the president’s family, issues of oil, land-grabbing, and presidential terms. In response to the
increasing crackdown against traditional media in the past year, however, critical commentary and
opposition voices have become more vibrant online, leading to a palpable sense of decreasing self-

Ashnah Kalemera, Lillian Nalwoga and Wairagala Wakabi, “Intermediary Liability in Uganda,” Intermediary Liability Africa
Research Papers 5, Association for Progressive Communications, accessed August 28, 2014, http://www.apc.org/en/system/files/
Intermediary_Liability_in_Uganda.pdf.

35

36

“Top Sites in Uganda,” accessed August 28, 2014, www.alexa.com/topsites/countries/UG.

37

Amana Mbabazi’s Twitter page, accessed August 8, 2013, https://twitter.com/AmamaMbabazi.

“Q&A: Uganda Government Develops Social Media Guidelines,” OpenNet Africa, December 23, 2013, http://opennetafrica.
org/qa-uganda-government-develops-social-media-guidelines/.
38

Tabitha Wambui, “Google Uganda Launches Two New Local Language Domains,” Daily Monitor, August 4, 2010, http://
www.monitor.co.ug/Business/Technology/-/688612/970404/-/uithj9/-/index.html.

39

40

“Uganda 2012,” African Media Barometer (Windhoek: Friedrich-Ebert-Stiftung, 2012).

41

Freedom House, “Uganda,” Freedom of the Press 2013, http://www.freedomhouse.org/report/freedom-press/2013/uganda.
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censorship among some internet users. According to a small survey of internet users in Uganda from
December 2013, 77 percent of respondents noted feeling free and safe to express themselves online,
with some threats from state agents reported.42
While there is no evidence of government efforts to influence or manipulate online content,
there have been increasing indications that the government seeks to proactively monitor online
discussions. In May 2013, for example, Cabinet Minister of Security Mulira Mukasa announced
intentions to set up a social media monitoring center with the aim of monitoring social media users’
behavior in Uganda, stating that the center would target “social media users who are bent to cause
a security threat to the nation.”43 There are some reports that such monitoring units already exist
within various government agencies tasked with the responsibility of conducting online surveillance
(see “Violations of User Rights”).
Nonetheless, internet use is steadily enhancing citizen participation in democratic processes as well
as increasing public scrutiny of government actions. Crowdsourcing and crowd-mapping tools have
given citizens the ability to monitor elections, and a diversity of civil society groups are increasingly
using SMS platforms and social media for advocacy and to call for protests. Additionally, blogging is
continuing to rise among young Ugandans who are boldly using the internet to push the boundaries
on controversial issues such as good governance and corruption.44 For example, the passage of the
controversial Anti-Homosexuality Act in February 2014 drew vehement online criticism from human
rights activists who vowed to challenge the law at the constitutional court.45
Digital media activism also played a significant role in condemning the police shutdown of
several print media houses for their reports on a classified government letter in May 2013, which
allegedly contained the succession plans of the Ugandan president.46 Using the Twitter hashtags,
#Monitorsiege, #RedPepperSiege, and #MediaSiege, journalists and media activists were able
to draw widespread attention to the government’s infringements on press freedom, placing
unprecedented pressure on the government to respond.47 The media houses were reopened 10 days
later on May 30, 2014.

Rosebell Kagumire, “Report on internet freedom and online safety in Uganda,” Speak Out Uganda, February 2014, http://
ugandaspeaks.com/2014/03/report-on-internet-freedom-and-online-safety-in-uganda/.

42

Francis Emorut, “ Gov’t plans to monitor social media,” New Vision, May 31, 2013, http://www.newvision.co.ug/
news/643403-gov-t-plans-to-monitor-social-media.html.

43

Joseph Elunya, “Controversial Ugandan Blogger Won’t Budge,” Radio Netherlands Worldwide, August 26, 2012, http://
allafrica.com/stories/201208260215.html.

44

45 Christine Hauser, “Reaction to Uganda Antigay Law,” The New York Times, February 24, 2014, http://thelede.blogs.nytimes.
com/2014/02/24/reaction-to-uganda-antigay-law/.

“Uganda’s Daily Monitor raided over Museveni ‘plot’,” BBC News, May 20, 2013, http://www.bbc.com/news/worldafrica-22599347; Grace Natabalo, “Ugandan police shut down papers over ‘plot’,” Al Jazeera, May 26, 2013, http://www.aljazeera.
com/indepth/features/2013/05/2013525131824505686.html; Red Pepper UG Facebook page, post on May 28, 2013, https://
www.facebook.com/REDPEPPERUG/posts/611371998880743?stream_ref=5.
46

Media Literacy Project, “Social Media Provides Outlet for Seized Ugandan Press and Media Activists,” May 21, 2013, http://
medialiteracyproject.org/news/pressroom/social-media-provides-outlet-seized-ugandan-press-and-media-activists.
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Violations of User Rights
The Anti-Homosexuality Bill, enacted in February 2014, criminalized the use of electronic devices
“for the purposes of homosexuality or promoting homosexuality.” SIM card and mobile internet
registrations continued through mid-2013 amid concerns that the registration requirements infringe
on the right to privacy given the lack of a necessary data protection law. Suspicions of proactive
government surveillance of online communications were strengthened in the past year with
reports that the government had begun importing surveillance equipment and setting up internet
monitoring units among the various security agencies.
The Ugandan Constitution provides for freedom of expression and speech, in addition to the right
to access information. However, several laws—including the Press and Journalist Act, the AntiTerrorism Act, and sections of the Penal Code—appear to negate these constitutional guarantees
for freedom of expression. For example, the Press and Journalist Act of 2000 requires journalists
to register with the statutory Media Council, whose independence is believed to be compromised
by the government’s influence over its composition. The 2002 Anti-Terrorism Act criminalizes the
publication and dissemination of content that promotes terrorism, vaguely defined, and guilty
convictions can carry the death sentence.48 The Penal Code contains provisions on criminal libel and
the promotion of sectarianism, imposing penalties that entail lengthy jail terms. While none of these
laws contain specific provisions on online modes of expression, they could arguably be invoked for
digital communications and generally create a “chilling effect” on freedom of expression.
Persistent government efforts to criminalize homosexuality in Uganda further threaten to restrict
internet freedom. In February, the president signed the 2014 Anti-Homosexuality Act, which
prescribed up to life imprisonment for committing the “offense of homosexuality,” putting the
lives of countless Ugandan LGBTI individuals at risk of discrimination, persecution, and violence.49
Pertinent to internet freedom, article 13 of the law criminalized the use of electronic devices, which
include “internet, films, and mobile phones for the purposes of homosexuality or promoting
homosexuality.” A person or entity convicted under this offence could be subject to a fine of UGX
100 million (approximately US$40,000), imprisonment of five to seven years, or both.50 In a positive
step, a judicial ruling struck down the law in August 2014 (after this report’s coverage period) based
on an administrative technicality; the technicality, however, gives the law’s ardent advocates the
ability to reintroduce the law, which they reportedly intend to do.51
Also in February 2014, the president signed the Anti-Pornography Act, which threatens to hold
ISPs criminally liable for uploading or downloading vaguely defined pornographic material on their

48 Article 9 (b), The Anti-Terrorism Act, 2002, http://www.vertic.org/media/National%20Legislation/Uganda/UG_AntiTerrorism_Act_2002.pdf.
49
Isaac Imaka & Mercy Nalugo, “Gays to spend life in jail as MPs pass Anti-Homosexuality Bill,” The Daily Monitor, December
20, 2013, http://www.monitor.co.ug/News/National/Parliament-passes-Anti-Homosexuality-Bill/-/688334/2119844/-/864354z/-/
index.html.
50

Anti-Homosexuality Act, 2014, http://cryptome.org/2014/02/uganda-anti-gay.pdf.

Frederick Golooba-Mutebi, “Why was Uganda’s anti-homosexuality law struck down?” Al Jazeera, August 15, 2014, http://
www.aljazeera.com/indepth/opinion/2014/08/why-was-uganda-anti-homosexuali-201481194426136709.html.

51
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systems,52 with penalties of up to five years in prison and fines of US$4,000. The law also establishes
a Pornography Control Committee tasked with developing blocking software, which, once procured,
service providers must install to preemptively filter and block “pornographic” content.53 No
intermediaries were prosecuted under the new law during the coverage period.
In response to growing concerns over infringements on users’ right to privacy in Uganda, civil
society pushed for the passage of data protection legislation,54 leading the government to state
intentions to draft a bill in 2014.55 According to the information minister, the proposed bill will “give
effect to Article 27 (2) of the Constitution56 and ensure that the rights of individuals during data
collection and processing are upheld against the threats and attacks capable of compromising the
rights of information.”57
In the meantime, the Ugandan judiciary has been known to rule progressively in cases involving
press freedom and freedom of expression. In 2004, for example, the Supreme Court struck down a
Penal Code provision that criminalized the publication of false news, and in 2010, the Constitutional
Court quashed the law on sedition. While judicial rulings protecting constitutional guarantees for
free expression have not prevented the government from taking action against fundamental rights,
prosecutions against journalists and citizens for online expression remain rare. There were no reports
of online users or journalists being detained or prosecuted during the coverage period.
In general, there is strong sense that government surveillance of citizens’ communications has
heightened in recent years, particularly in response to increasing government activity to address the
terrorist threat in the region. Clauses in the 2002 Anti-Terrorism Act give security officers, appointed
by the interior minister, the power to intercept communications of individuals suspected of terrorism
and to keep them under surveillance, without judicial oversight.58 Not surprisingly, Uganda was
among the five African countries between July and December 2013 that sent a request to Facebook
seeking details on one of its users. The single request was filed under the category of “cybercrime”
and was ultimately turned down by Facebook.59

52 “Pornography” defined in the law as “any representation through publication, exhibition, cinematography, indecent
show, information technology or by whatever means, of a person engaged in real or stimulated explicit sexual actvities or
any representation of the sexual parts of a person for primarily sexual excitement.” The Anti-Homosexuality Act, 2014, http://
wp.patheos.com.s3.amazonaws.com/blogs/warrenthrockmorton/files/2014/02/Anti-Homosexuality-Act-2014.pdf.

James Wire, “Brace yourselves Ugandan Internet Users,” The New Vision, February 24, 2014, http://www.newvision.co.ug/
news/293-blogger-brace-yourselves-ugandan-internet-users.aspx; “New laws in Uganda make internet providers more
vulnerable to liability and state intervention,” APCNews, May 19, 2014, http://www.apc.org/en/news/new-laws-uganda-makeinternet-providers-more-vulne.

53

54 Unwanted Witness Uganda, “Phone Users Demand for Data Protection Law,” March 21, 2014, https://unwantedwitness.
or.ug/phone-users-demand-for-data-protection-law/.
55 Frederic Musisi, “Cabinet approves Bill to protect phone records,” The Daily Monitor, January 24, 2014, http://www.monitor.
co.ug/News/National/Cabinet-approves-Bill-to-protect-phone-records/-/688334/2158008/-/159t075z/-/index.html.
56 Constitution of Uganda Article 27 (2) states: “No person shall be subjected to interference with the of that person’s home,
correspondence, communication or other property.”
57

Frederic Musisi, “Cabinet approves Bill to protect phone records,” The Daily Monitor, January 24, 2014.

Part VII—Interception of Communications, The Anti-Terrorism Act, 2002, http://www.vertic.org/media/National%20
Legislation/Uganda/UG_Anti-Terrorism_Act_2002.pdf.

58

59 “Facebook: Uganda requests for user account information,” The Daily Monitor, August 28, 2013, http://www.monitor.
co.ug/News/National/Facebook--Uganda-requests-for-user-account-information/-/688334/1971230/-/x7my2kz/-/index.html;
Facebook, “Global Government Requests Report,” accessed October 1, 2014, https://govtrequests.facebook.com/country/
Uganda/2013-H2/.
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Anonymous communication is compromised by mandatory registration for mobile phone SIM cards
and mobile internet subscriptions. Launched in March 2012, the process requires subscribers to
provide a passport photo and ID, both residence and workplace addresses, and next of kin, among
other personal details.60 The deadline to register existing SIM cards was extended to August 2013,
after which point unregistered cards were deactivated. Civil society groups cited concerns that
“the mandatory SIM card registration was carried out to enable the use of surveillance equipment
purchased and installed by telecom companies.”61
The 2010 Regulation of Interception of Communication (RIC) Act, which was hurriedly
passed by parliament following the July 2010 Al Shabab terrorist attack in Kampala, requires
telecommunication companies to install equipment that enables real-time electronic surveillance
of suspected terrorists. The RIC also gives the government permission to tap into personal
communications based on national security concerns,62 which can be requested by the security
minister and granted after an order by a High Court judge.63 Telecommunications service providers
are further required to disclose the personal information of individuals suspected of terrorism to
the authorities upon issuance of a court warrant or notice from the security minister on matters
related to national security, national economic interests, and public safety.64 Failure to comply
with the provisions in the RIC can entail penalties of up to five years in prison for intermediaries,
in addition to license revocations.65 While it is not clear the extent to which the 2010 RIC Act has
been implemented or operationalized, in March 2014, the government requested a supplementary
budget of UGX 200 billion (over US$80 million) to procure surveillance equipment and establish a
monitoring center in accordance with the RIC Act.66
Meanwhile, telecom industry observers have noted that vibrant competition between service
providers makes them to hand over information to the government requires providers without
going through legal channels, though the observers also do not rule out the possibility that
some companies may cooperate quietly with government requests. The research and advocacy
organization, Unwanted Witness Uganda, contends that providers “have faced undue influence
and pressure from [the] government demanding for print-outs of phone calls made by any citizen
without court orders… [which] have been used against activists or human rights defenders to justify
their arrests, arbitrary detention or at times used as evidence in courts of law.”67 The security minister

60 Unwanted Witness Uganda, “The Internet: They Are Coming For It Too,” January 17, 2014, https://www.unwantedwitness.
or.ug/wp-content/uploads/2014/01/internet-they-are-coming-for-it-too.pdf.
61

Unwanted Witness Uganda, “The Internet: They Are Coming For It Too,” January 17, 2014.

62 Amnesty International, “Uganda: Amnesty International Memorandum on the Regulation of Interception of
Communications Act, 2010,” December 14, 2010, http://www.amnesty.org/en/library/asset/AFR59/016/2010/en/4144d548bd2a-4fed-b5c6-993138c7e496/afr590162010en.pdf.
63 Lawful interception is granted after issuance of a warrant by a judge if “there is an actual threat to national security or to
any national economic interest, a potential threat to public safety, national security or any national economic interest, or if there
is a threat to the national interest involving the State’s international relations or obligations.” See Section 5 of the Regulation of
Interception of Communications Act, 2010; http://www.ulii.org/content/regulation-interception-communications-act-2010.
64

The Regulation of Interception of Communications Act, 2010; Section 8.

65

Ibid. 71.

66 “The Unwanted Witness (UW) News Brief: Government of Uganda is procuring surveillance equipment to spy on citizens,”
Unwanted Witness, May 19, 2014, https://unwantedwitness.or.ug/the-unwanted-witness-uw-news-brief-state-house-isprocuring-surveillance-equipment/; “National Budget Framework Paper for Financial Year (FY) 2014 / 15 – FY 2018/19,” Republic
of Uganda, March 2014, p.833, www.budget.go.ug/budget/sites/default/files/National Budget docs/National Budget Framework
Paper 14_15.pdf.
67
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denied these allegations, claiming that any phone tapping is done in compliance with the law, upon
issuance of a court order, and for a limited period against users suspected of “subversive activities”
and criminal activity.68
A local news report published in December 2013 documented allegations from civil society that the
government had partnered with two foreign firms for assistance with voice and data surveillance
of mobile phones and computers without permission from service providers.69 According to the
report’s source, the surveillance activity is facilitated through malware sent to individual citizens’
computers and phones, which can track user activity. Though no further details have surfaced as of
mid-2014, the alleged development may indicate that the government has acquired sophisticated
spyware technology such as FinSpy, which has recently been discovered in a few other African
countries, including Nigeria and Ethiopia.
Additionally, a January 2014 research report indicated that the government had begun importing
surveillance equipment and setting up internet monitoring units among various security agencies.70
According to the report, the State House in Entebbe has a counter intelligence desk with the primary
responsibility of monitoring social media and has allegedly imported technology from China that
allows the desk to simultaneously monitor ten phone calls at a time. The government has not
confirmed the procurement of this technology.
Further, a Cyber Crimes Unit established in early 2014 by the Uganda Police Force to fight malicious
technical attacks71 was criticized by observers as an effort to “scare off online expression given the
shifting trends from the use of traditional media to online.”72 According to research by Unwanted
Witness Uganda, the unit had profiled “dozens of internet users particularly those deemed to be
opponents of the government” in the past year,73 which is a worrisome trend as the country gears up
for general elections in 2016. The government did not respond to these allegations.
In addition to potential widespread surveillance, journalists in the traditional media face a high
degree of harassment and occasional violence for their reporting in print news outlets. In May 2013,
journalists and media activists protesting the government shutdown of several print media houses
were beaten and arrested.74 These types of violations are slowly beginning to seep into the online
sphere. LGBTI activists, in particular, reported increasing harassment, both offline and online, with
the passage of the Anti-Homosexuality Act in February 2014, with hate messages pervading targets’
68 Walusimbi. D., Muruli Mukasa, “I replace Sejusa,” The Observer, March 5, 2014, http://www.observer.ug/index.
php?option=com_content&view=article&id=30889:-muruli-mukasa-i-replaced-sejusa&catid=53:interview&Itemid=67.
69 E. Kasozi & J.Kigongo, “Government tapping phone calls illegally, say rights bodies,” Daily Monitor, December 3, 2013,
http://www.monitor.co.ug/News/National/Government-tapping-phone-calls-illegally--say-rights-bodies/-/688334/2096244//142nai0/-/index.html.
70

Unwanted Witness Uganda, “The Internet: They Are Coming For It Too,” January 17, 2014.

Taddeo Bwambale and Raymon Baguma, “Uganda sets up unit to fight cyber crime,” The New Vision Uganda, August 6,
2013, http://www.newvision.co.ug/news/645810-uganda-sets-up-unit-to-fight-cyber-crime.html.

71

Andrew Bagala, “Activists cry foul as police set up cyber crime unit,” Daily Monitor, March 19, 2014, http://www.monitor.
co.ug/News/National/Activists-cry-foul-as-police-set-up-cyber-crime-unit/-/688334/2249294/-/xu1hcl/-/index.html; Unwanted
Witness, “Police establishes cyber crimes unit to curtail online freedoms,” March 18, 2014, https://unwantedwitness.or.ug/
police-establishes-cyber-crimes-unit-to-curtail-online-freedoms/.

72

73

Unwanted Witness Uganda, “The Internet: They Are Coming For It Too,” January 17, 2014, Page 38.

Amnesty International, “Uganda: Activists arrested as disturbing crackdown on media continues,” May 24, 2013, https://
www.amnesty.org/en/news/uganda-crackdown-newspapers-continues-2013-05-24; Human Rights Watch, “Uganda: Stop
Harassing the Media,” May 20, 2013, http://www.hrw.org/news/2013/05/20/uganda-stop-harassing-media.
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walls on Facebook.75 Meanwhile, hacking attacks are also a growing concern in Uganda. In April
2014, numerous members of the LGBT-I community in Uganda reported receiving email spyware
known as “Zeus malware” that sought to access the contact details and confidential information
from a compromised computer.76
Ugandan government websites are also frequent targets of attacks coming from actors outside the
country. For example, in May 2013, over 40 government websites were hacked by a group known
as the “Islamic Ghosts Team” for unknown reasons.77 In January 2014, reports emerged that security
agencies in the United States and United Kingdom had remotely hacked into the Uganda Telecom
network to access data and conversations of high profile individuals in Uganda.78

Andrea Peterson, “The Internet is both a blessing and a curse for Uganda’s LGBTI activists,” Washington Post, March 5, 2014,
http://www.washingtonpost.com/blogs/the-switch/wp/2014/03/05/the-internet-is-both-a-blessing-and-a-curse-for-ugandaslgbti-activists/.

75

“Unwanted Witness (UW) News Brief: LGBTI online community experiencing ‘Zeus malware,’” Unwanted Witness, April 25,
2014, https://unwantedwitness.or.ug/unwanted-witness-uw-news-brief-lgbti-online-community-experiencing-zeus-malware/.

76

Ephraim Batambuze, “Over 40 Uganda Government Websites Hacked By Islamic Ghosts Team,” PC Tech Magazine, May 29,
2013, http://pctechmag.com/2013/05/over-40-uganda-government-websites-hacked-by-islamic-ghosts-team/.

77

“UK, US ‘hacked into Uganda’s phone network,” The New Vision, January 7, 2014, http://www.newvision.co.ug/
news/651180-uk-us-hacked-into-uganda-s-phone-network.html.
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2013

2014

Population:

Internet Freedom Status

Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

7

8

Limits on Content (0-35)

7

8

Violations of User Rights (0-40)

14

17

TOTAL* (0-100)

28

33

45.5 million
42 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In the run-up to planned elections in 2015, media ownership was consolidated in
progovernment hands, and there was an increase in pressure on mainstream journalists
to self-censor. However, during this time there was also an increase in the use of ICTs
for political mobilization, particularly during the Euromaidan protests (see Limits on
Content).

•

Over 150 journalists, including online journalists and bloggers, were beaten, shot at,
kidnapped, or otherwise assaulted during the Euromaidan protests (see Violations of
User Rights).

•

New evidence revealed the extent to which the Yanukovych administration had been
conducting surveillance on online activists, journalists, and opposition leaders during the
coverage period (see Violations of User Rights).

•

DDoS attacks occurred against independent media websites and protest communities
on social media during the protests (see Violations of User Rights).
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Editor’s Note:
On March 16, 2014, a referendum held in Crimea resulted in Russia’s annexation of the territory
from Ukraine. On March 27, the General Assembly of the United Nations issued a non-binding
resolution calling the referendum invalid and urging member states and international organizations
not to recognize any such change in Crimea’s status.
Freedom on the Net focuses on internet freedom developments as they pertain to internet users
within each of the 65 countries under study. This report focuses primarily on the overall status of
internet freedom in Ukraine from May 2013 through May 2014. Due to the ongoing crises in the
region, events in Crimea during this time may be excluded from this report.

Introduction
During 2013-2014, the online sphere in Ukraine faced increasing pressure, though it remained the
freest part of the media landscape. The Euromaidan protests, which erupted in November 2013 in
response to then-president Viktor Yanukovych’s refusal to sign an association agreement with the
European Union (EU), grew into a long-term anti-government stand-off, which lasted until the end of
February 2014 when the president was ousted and a new government was formed. This period was
characterized by a great uptick in civic activity online and the widespread use of internet and social
networks for mobilization, grassroots organizing, and coordinating information flows to Ukrainians
and those abroad.
In response, this mobilization was met with significant pushback in the form of repressive laws
passed by the parliament in January 2014 under pressure from the Yanukovych government aimed
at curbing the protest activity along with establishing more control over independent media and the
online sphere. Pressure was also exerted on journalists, activists and bloggers, who suffered physical
harm, DDoS attacks, and raids on media offices, along with partial website blocking and threatening
mass mobile messages. The repressive laws were rolled back at the end of January under pressure
from the opposition and protesters, but tension continued under the threat of Russian invasion, as
internet access was temporarily cut off in Crimea and local activists were challenged by pro-Russian
forces. Ukrainian media faced DDoS attacks and massive information wars, including through
the use of bots on social media and in commenting sections, as well as through propaganda and
misinformation from the Russian government and Russian media outlets.
Online media outlets and social media platforms continue to play an important role as Ukraine
faces new challenges, with activists using them for organizing and promoting ideas such as election
monitoring, government oversight, and investigating bribery and corruption of former (or current)
officials. Political parties and the new government became much more active online during the
protest period, and are becoming savvier in using the tools accountably in their everyday work. The
internet is also fast becoming a major field in an information war with Russia, with activists and
journalists cooperating to debunk Russian propaganda and verify key facts about the events in
Ukraine for the rest of the world.
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Obstacles to Access
Internet penetration in Ukraine continues to grow steadily, due in part to diminishing costs and
the increasing ease of access, particularly to mobile internet. According to the International
Telecommunication Union (ITU), Ukraine had an internet penetration rate of nearly 42 percent in
2013, compared to 35 percent in 2012 and 11 percent in 2008.1 At the same time, statistics from
InMind show that 19.7 million Ukrainians over the age of 15 use the internet regularly, which is
close to 50 percent of all Ukrainian adults.2 For fixed-broadband subscriptions, the penetration rate
was approximately 8 percent in 2012, while mobile broadband had a penetration rate of just over
5 percent.3 Meanwhile, according to Akamai, the average broadband connection speed in Ukraine
was 7.6 Mbps in the third quarter of 2013 (compared to 4.5 Mbps in the same quarter of 2012),4 and
access to broadband internet in Ukraine is fairly affordable. A monthly unlimited data plan with a
1 Mbps broadband channel costs UAH 80–120 (US$8–12), while the average monthly wage in the
country was UAH 3,619 (US$360) in December 2013.5
Among current internet users, 82 percent live in urban areas, 37 percent of whom live in cities with
a population over 500,000. However, internet penetration in rural areas has also been growing and
is currently around 18 percent.6 The level of infrastructure differs between urban and rural areas,
contributing to an urban-rural divide in the number of users. Most people access the internet from
home or work, though many middle- and higher-end cafes and restaurants also provide free WiFi. Access is also common in public libraries and schools. Internet cafes still exist but are gradually
losing popularity.
Mobile phone penetration has continued to grow, reaching 132 percent in 2012.7 Use of mobile
internet is gaining in popularity, and an estimated 14 percent of Ukrainian mobile subscribers own
smartphones.8 Cost continues to be the main barrier to higher mobile internet use. Mobile operators
are still waiting for access to the military’s share of third-generation (3G) mobile phone frequencies,
which the newly formed government has promised will be converted and made available to
providers by the end of 2014.9 The only commercial 3G license was previously owned by formerly
state-run Ukrtelecom, which was privatized in March 2011. Its 3G division, Trimob, is a separate
1 International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2013, 2013, 2008, accessed
August 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

InMind, В Украине почти 20 млн пользователей интернета [Ukraine has almost 20 million Internet users], AIN.UA,
October 24, 2012, http://ain.ua/2012/10/24/99561.

2

“Broadband: State of Broadband 2013,” Broadband Commission for Digital Development, September 2013, http://www.
broadbandcommission.org/documents/bb-annualreport2013.pdf.

3

State of the Internet Data Visualization, Akamai.com, accessed February 25, 2014, http://www.akamai.com/
stateoftheinternet/soti-visualizations.html#stoi-graph.

4

State Statistics Service of Ukraine, “Average monthly wage by region in 2013,” accessed on February 16, 2014, http://www.
ukrstat.gov.ua/operativ/operativ2013/gdn/reg_zp_m/reg_zpm13_u.htm.

5

Tymur Vorona, В 2013 году аудитория уанета выросла на 1,5 млн и составила 17,5 млн человек — исследование [
In 2013, UaNet Audience Grew by 1.5 Million And Is Now 17.5 Million People – Study], AIN.UA, February 21, 2014, http://ain.
ua/2014/02/21/513820.
6

International Telecommunication Union (ITU), “Mobile-cellular telephone subscriptions,” 2012, accessed February 24, 2014,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

7

8 Olga Karpenko, “Смартфоны есть у 14% украинских абонентов, устройств Android втрое больше, чем iPhone” [14%
of Ukrainian subscribers own smartphones, Android’s share three times that of iPhone,] AIN.UA, February 20, 2013, http://ain.
ua/2013/02/20/113303.

Maya Yarovaya, “Глава НКРСИ Петр Яцук: В Украине нет 3G? Это — вранье” [Head of NCRCI Petr Yatsuk: There’s no 3G in
Ukraine? That’s a lie], AIN.UA, February 28, 2014, http://ain.ua/2014/02/28/514418.

9
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company with only about 1 million subscribers and is still reported to be looking for a buyer, leaving
the issue of broader frequency conversion stalled.10
Any jamming or blocking that occurred during the protests was limited and seemed to be aimed
at obstructing the work of independent media. For instance, in December 2013, journalists
livestreaming and using the internet to report from a key government meeting after the first major
violence at Euromaidan found their internet and mobile signals jammed.11 Users also reported that
certain independent media sites were blocked at their companies or offices.
On January 22, social media users and some mass media outlets reported that a letter (purportedly
from the Yanukovych government) was circulated to ISPs around the country warning them to
prepare for a temporary shutdown of internet exchanges, wireless access points, mobile cell towers,
TV and radio channels, and fixed communication lines. The Internet Association of Ukraine published
a statement the next day debunking the rumors and saying the letter was a myth based on reports
that the government planned to announce a state of emergency in the country.12 On February 28,
2013, Ukrtelecom, the country’s largest telecom provider, suffered a major outage in its phone and
internet services in Crimea, allegedly after unidentified persons seized telecommunications nodes
and destroyed cables.13 The internet monitoring firm Renesys reported registering a five-hour
disruption affecting Ukrtelecom that Friday night, but noted that other ISPs serving Crimea were
unaffected.14
The backbone connection of UA-IX (Ukrainian internet exchange, a mechanism of traffic exchange
and connection to the wider internet for Ukrainian ISPs) to the international internet is not
centralized, and major ISPs each manage their own channels independently. Ukraine’s internet
infrastructure is diverse, with more than 200 domestic autonomous systems purchasing direct
international transit service (out of a total of more than 1,650 domestic autonomous system
numbers). The country has a well-developed set of at least eight regional internet exchanges, as well
as direct connections over diverse physical paths to the major Western European exchanges.15
The Ukrainian telecommunications market is fairly liberal and is currently undergoing gradual
development. The state previously owned 93 percent of the largest telecom company and top-tier
ISP, Ukrtelecom, but the company was privatized in March 2011.16 Though no longer state-owned,
Ukrtelecom is still the largest ISP in the country and possesses Ukraine’s primary network, trunk,

Dmitry Kuznetsov, “Единственного в Украине 3G-оператора «ТриМоб» опять хотят продать?” [The only 3G operator in
Ukraine up for sale again?], August 22, 2012, http://ain.ua/2012/08/22/93759.

10

Янукович: до прийняття рішення про розгін причетні троє [Yanukovych: Three Implicated in Dispersal Decision],
Ukrainska Pravda, December 13, 2013, http://www.pravda.com.ua/news/2013/12/13/7006722/.

11

Oleh Dmytrenko, Відключення інтернету призведе до повної зупинки банківської системи [Internet Shutdown
Could Lead to Complete Stop of Banking System], Watcher.com.ua, January 23, 2014, http://watcher.com.ua/2014/01/23/
vidklyuchennya-internetu-pryzvede-do-povnoyi-zupynky-bankivskoyi-systemy/.

12

JC Finley, Telecom services sabotaged in Ukraine’s Crimea region, UPI, February 28, 2014, http://www.upi.com/Top_News/
World-News/2014/02/28/Telecom-services-sabotaged-in-Ukraines-Crimea-region/7611393621345/.

13

Andrea Peterson, Ukraine is in turmoil, but it’s still online. Here’s why., The Washington Post, March 3, 2014, http://www.
washingtonpost.com/blogs/the-switch/wp/2014/03/03/ukraine-is-in-turmoil-but-its-still-online-heres-why/.

14

Jim Cowie, Syria, Venezuela, Ukraine: Internet Under Fire, Renesys, February 26, 2014, http://www.renesys.com/2014/02/
internetunderfire/.

15

92.8 percent of shares sold to ESU, a Ukrainian subsidiary of the Austrian company EPIC. Source: “Укртелеком продан”
[Ukrtelecom Sold], Dengi.Ua, March 11, 2011, http://dengi.ua/news/77761_Ukrtelekom_prodan_.html.
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and zone telecom lines.17 Other telecommunications providers are dependent on leased lines, since
Ukrtelecom owns the majority of the infrastructure, and many alternative providers do not have
sufficient resources to build their own networks. However, Ukrtelecom does not exert any pressure
or regulatory control over other ISPs.
Among the major private ISPs in Ukraine are Volia, Triolan, Vega, and Datagroup; however,
major mobile service providers, like Kyivstar and MTS, are also starting to provide broadband
internet access.18 There are about 400 ISPs in Ukraine, according to the National Commission on
Communications and Informatization.19 Regional ISPs are usually smaller local businesses, and
regional dominance largely depends on business and other connections in a specific region, making
the market prone to corruption.
Ukrchastotnagliad, the Ukrainian frequencies supervisory center, reports that 86 operators have
licenses to provide satellite communication services in Ukraine. Companies providing internet access
using satellite technologies in Ukraine include Ukrsat, Infocom-SK, Spacegate, Adamant, LuckyNet,
Ukrnet, and Itelsat. With the exception of Infocom-SK,20 all these companies are private.21 The three
major players in the mobile communications market are Kyivstar (owned by Dutch VimpelCom
Ltd.), MTS Ukraine (owned by Russian AFK Sistema), and “life:)” (owned by Astelit, whose main
shareholders are the Turkish company Turkcell and Ukrainian System Capital Management). Together,
these players hold 94.6 percent of the mobile communications market.22
There are no obvious restrictions or barriers to entry into the ICT market, but any new business
venture, whether an ISP or an internet cafe, faces obstacles including bureaucracy and corruption,
as well as the legal and tax hurdles common to the Ukrainian business environment. In particular,
the Ukrainian ICT market has been criticized for its difficult licensing procedures for operators, and
under the 2003 Law on Communications, operators are required to have a license before beginning
their activities.
The ICT sector is regulated by the National Commission on Communications and Informatization
(NCCIR). Members of the NCCIR are appointed by the president of Ukraine.23 Due to widespread
corruption in the political system and the lucrative nature of business in the ICT sector, appointments
to the commission have lacked transparency. The NCCIR’s work has often been obstructed by claims
of non-transparent decisions and operations. For instance, in July 2011 the NCCIR (then the NCCR)

17

“Ukraine: Country Profile 2010,” OpenNet Initiative, December 21, 2010, http://opennet.net/research/profiles/ukraine.

“Количество пользователей широкополосного доступа в Украине достигло 5,6 млн” [Number Of Broadband Internet
Users in Ukraine Reaches 5.6 Million], AIN.UA, December 16, 2011, http://ain.ua/2011/12/16/68574.

18

“Во 2 квартале количество абонентов провайдеров Интернет увеличилось на 6,4%” [In Second Quarter Number Of
Subscribers Of Internet Providers Grew By 6.4%], Delo.Ua, July 26, 2007, http://bit.ly/18A2eL4.

19

Infocom-SK was founded in 1991 jointly by state-owned Ukrtelecom and Controlware, a German
telecommunications company. “History,” Infocom, accessed on June 15, 2012, http://infocom.ua/catalogue.
jsp?catalogueId=3000&cataloguerId=6070&lang=3.

20

21

“Ukraine: Country Profile 2010,” OpenNet Initiative.

iKS-Consulting, “В Украине почти 55 млн абонентов мобильной связи [Ukraine has almost 55 million mobile
subscribers], AIN.UA, July 31, 2012, http://ain.ua/2012/07/31/92177.

22

National Commission on Regulation of Communications and Informatization, accessed on January 10, 2012, http://en.nkrz.
gov.ua/.

23
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refused to prolong the operating license of mobile provider Kyivstar for GSM 900/1800 frequencies.24
Furthermore, the 2003 Law on Communications does not guarantee the independence of the NCCIR.
A new parliamentary committee on informatization and information technologies was created in
December 2012,25 ostensibly to promote the president’s promise of further development of the
Ukrainian ICT market.26 So far, the committee has not made any significant decisions relating to the
ICT industry.

Limits on Content
The Euromaidan protests did not cause the government to block or filter websites, but the shortlived anti-protest laws and extra-legal pressure on media and citizens created an atmosphere of
fear, leading to self-censorship in state-controlled media. At the same time, there was a significant
increase in information about the unrest provided by citizen journalists, activists, and those on the
ground who uploaded or streamed videos of the protests. The subsequent Crimean crisis led to
an all-out information war, with Russian and Ukrainian TV channels taken off the air in mainland
Ukraine and Crimea, respectively. Access to online content remained largely unaffected by these
events, although online discussion forums and social media were significantly impacted by partisan
voices.
In January 2014, Yanukovych’s administration and the parliament violated voting procedures to
pass a set of harsh anti-protest laws, which included measures limiting internet freedoms.27 One of
the main laws, #3879, criminalized dissemination of “extremist information” and slander, including
online, punishable by fines or in some cases imprisonment. The law also empowered the authorities
to block a website without a court order should a violation occur, introduced tighter regulations for
online news agencies (requiring them to have a license with the state), and defined human rights
NGOs that receive international funding as “foreign agents,” measures that effectively restricted
freedom of expression and assembly.28 The anti-protest laws caused widespread indignation.
Under growing pressure from the protesters, the opposition, and the international community,

“НКРС отказалась продлевать «Киевстар» лицензию на мобильную связь” [NCCR Refused to Prolong Kyivstar’s
mobile communications license], ITC.ua, July 8, 2011, http://bit.ly/19KAAt3. The NCCR said Kyivstar first acquired their license
in 1996 for 15 years under the acting Law on Telecommunications, while in 2004 a new Law on Telecommunications came into
power, thus making the old Law (and any agreements under it) void. NCCR believed Kyivstar was not entitled to simply pay 30
percent of the license price to prolong said license, but ought instead to pay 200 percent of the license price to acquire two
new licenses for GSM 900 and GSM 1800 each. This would cost Kyivstar around 19 million UAH. As a result, in September 2011
Kyivstar had to pay the full price for two new licenses in order to continue their activities in the market. See also, “Киевстару
выдали новые лицензии на мобильную связь” [Kyivstar Given New Mobile Communications Licenses], LigaNet, September 8,
2011, http://bit.ly/164BamS.
24

“Верховна Рада України прийняла Постанову “Про комітети Верховної Ради України сьомого скликання”” [Ukrainian
Parliament adopts Decree “On committees of Parliament of Ukraine, seventh session], Official Parliamentary portal, December
25, 2012, http://iportal.rada.gov.ua/news/Top-novyna/71350.html.
25

Olga Karpenko, “В парламенте появился комитет, отвечающий за IT-отрасль” [Parliament gets committee to regulate
ITC sphere], AIN.UA, December 25, 2012, http://ain.ua/2012/12/25/107173.

26

Ukraine parliament pushes through sweeping anti-protest law, Reuters, January 16, 2014, http://www.reuters.com/
article/2014/01/16/us-ukraine-law-idUSBREA0F12M20140116.

27

Yanukovych Commits Ukraine to Authoritarian Path, RSF, January 20, 2014, http://en.rsf.org/ukraine-is-ukraine-going-tobury-freedom-16-01-2014,45740.html.
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the parliament voted at the end of January 2014 to repeal most of the laws by passing a bill that
pronounced them obsolete,29 which the president then formally approved.
During the Euromaidan protests, occasional blocking of certain websites was reported, but these
were mostly limited to private networks: for example, many users reported that Kyiv Boryspil airport
had blocked key independent Ukrainian media websites on its network in December 2013.30
There is no current regulatory framework for systematic censorship of content online, although
there have been attempts at creating legislation which could censor or limit content. Many of these
initiatives present indirect threats to freedom of information online. For example, in September 2012,
members of parliament introduced a draft bill that suggested implementing jail sentences of three
to five years for cybercrimes such as hacking, cyberscams, and information espionage.31 Additionally,
there were calls to create a national cybersecurity system as part of the strategic law “On the main
foundations of development of information society in Ukraine for 2007–2015.”32 In some cases, such
laws obligate ISPs to remove or block the offensive or illegal content within 24 hours or, if such
content is found to be hosted outside of Ukraine, ISPs would have to limit Ukrainian users’ access to
such content, effectively introducing a practice of filtering content.
Attempts to manipulate the online news landscape became numerous in the pre-election season
and peaked during the protests, as progovernment forces struggled to contain the information
sphere. Oligarchs close to the ruling Party of Regions, such as Sergey Kurchenko, acquired significant
media resources during the summer and fall of 2013. Kurchenko alone purchased Ukrainian Media
Holding and other assets,33 appointing new management in key media, which resulted in journalists
of outlets like Forbes (Forbes.ua) and Korrespondent.net resigning en masse, citing censorship and
editorial pressure.34 Still, online media remain varied and represent many opinions on the political
spectrum, with a key cluster of independent media playing the role of watchdogs and conducting
investigative journalism. Reputable news sites like Ukrainska Pravda and Liga.net played a key role in
the coverage of the Euromaidan protests, along with new online TV and streaming video initiatives
such as Hromadske TV, SpilnoTV, EspressoTV. Access to international media websites remained
unfettered.
The Crimean crisis led to Russian TV channels being blocked in mainland Ukraine and Ukrainian
TV channels being blocked in Crimea after its annexation, but access to online content remained
largely unaffected by these events, as most of the restrictions were physical ( journalists prevented
from entering and reporting in Crimea, activists kidnapped, etc.). Activists tried to counteract the
IPI welcomes vote to repeal Ukraine anti-protest law, International Press Institute, January 29, 2014, http://ipi.freemedia.at/
special-pages/newssview/article/ipi-welcomes-vote-to-repeal-ukraine-anti-protest-law.html.

29

Oleg Danilov (@Danko007) on Twitter, accessed on February 24, 2014, https://twitter.com/Danko007/
status/411696999625678848.

30

Olga Karpenko, “За компьютерные преступления депутаты предлагают сажать на 3 года” [MPs suggest jail sentences
for up to 3 years for cybercrimes], AIN.UA, September 19, 2012, http://ain.ua/2012/09/19/95861.

31

32 “НКРЗІ пропонує зміни до Закону України “Про Основні засади розвитку інформаційного суспільства в Україні на
2007-2015 роки”” [NCCIR proposes changes to the Law of Ukraine “On the main foundations of development of information
society in Ukraine for 2007-2015”], National Commission on Communications and Informatization ffocial website, August 9,
2012, http://nkrzi.gov.ua/uk/activities_nkrzi/news/1344519940/.

Мультимиллионер Сергей Курченко выкупил крупнейшие украинские интернет-порталы [Multimillionaire Sergey
Kurchenko Buys Largest Ukrainian Internet Portals], November 1, 2013, http://ain.ua/2013/11/01/500429.

33

34 Звільнилися 14 журналістів українського Forbes [14 Journalists of Ukrainian Forbes Resign], Ukrainska Pravda, November
13, 2013, http://www.pravda.com.ua/news/2013/11/13/7002020/.
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information vacuum in the traditional media by setting up information networks online like Krym_
SOS (Crimea_SOS) on Facebook and VKontakte to supply the latest information from the region.35
There were some instances of online manipulation by progovernment (and later, pro-Russian)
forces, such as bots or paid commenters,36 and banner ads on news websites and social networks.37
Another form of manipulation was fake websites set up to look like popular news sites (e.g., clones
of Ukrainska Pravda) that posted biased or manipulative information.38
YouTube, Facebook, Twitter, and blog-hosting services such as Wordpress and LiveJournal are
freely available and gained significantly more users during the Euromaidan protests.39 In view
of the planned 2015 elections, and later during the protests, politicians, especially those in the
opposition, used social media widely to publicize their ideas and express support for the protests.
Many ministers in the new interim government used Facebook and Twitter to report regularly
on their actions, and some activists have noted that they do respond to comments and take into
account public opinion in their work, helping to increase accountability.40 Social networks are also
used widely by activists to spread information about current events to the world, with many Englishlanguage accounts and translation initiatives springing up during the Euromaidan protests.41
The Ukrainian social media sphere expanded dramatically during the Euromaidan protests, with new
groups and communities popping up and the use of Facebook and Twitter growing rapidly. Nearly
230,000 new users joined Facebook in Ukraine during the first two months of 2014, at the height of
the protests.42 Twitter use in Ukraine also grew, with 500,000 Ukrainians visiting Twitter per day in
January 2014.43 In February and March 2014, daily traffic from social media sites to Ukrainian news
media sites was 8 to 10 times higher than that in October 2013, demonstrating significantly higher
user engagement during the months of the protests.44

35

Krym_SOS on Facebook, accessed on April 15, 2014 https://www.facebook.com/KRYM.SOS.

Twitter User Dbnmjr reports mass Twitter posts with anti-protest messages, Twitter.com, November 24, 2013. https://
twitter.com/Dbnmjr/status/404685709732106240/photo/1.

36

Через рекламу в інтернеті намагаються залякати людей йти на Євромайдан [Internet Ads Try to Scare People Away
From Going to Euromaidan], Watcher.com.ua, December 7, 2013, http://watcher.com.ua/2013/12/07/cherez-reklamu-vinterneti-namahayutsya-zalyakaty-lyudey-yty-na-yevromaydan/.

37

З’явився ще один клон “Української правди” [Another Clone of Ukrainska Pravda Appears], Telekritika, Nov 26, 2013,
http://www.telekritika.ua/profesija/2013-11-26/87885.

38

Близько 6 млн українців в січні хоча б 1 раз відвідували Facebook та 11 млн – ВКонтакте [About 6 mln Ukrainians
in Jaunary visited Facebook at least once, 11 mln – Vkontakte], Watcher.com.ua, February 26, 2014, http://watcher.com.
ua/2014/02/26/blyzko-6-mln-ukrayintsiv-v-sichni-hocha-b-1-raz-vidviduvaly-facebook-ta-11-mln-vkontakte/.

39

Каких украинских министров можно читать в Facebook [Which Ukrainian Ministers You Can Follow on Facebook], AIN.
ua, March 17, 2014, http://ain.ua/2014/03/17/516042.

40

Tetyana Bohdanova, Ukraine: Translators Organize on Facebook to Provide Live #Euromaidan Updates, Global Voices,
December 9, 2013, http://globalvoicesonline.org/2013/12/09/ukraine-translators-organize-on-facebook-to-provide-liveeuromaidan-updates/.
41

Socialbakers: ТОП-5 країн по кількості користувачів Facebook. Україна на 64 місці, - «МедіаБізнес» [Socialbakers: TOP5 countries by number of Facebook users. Ukraine is in 64th place, - MediaBusiness], MediaBusiness, February 24, 2014, http://
www.mediabusiness.com.ua/content/view/22756/69/lang,ru/.

42

Щодня близько 500 тис українців заходять у Твітер [Clode to 500,000 Ukrainians Log On To Twitter Daily], Watcher.com.
ua, http://watcher.com.ua/2014/01/24/schodnya-blyzko-500-tys-ukrayintsiv-zahodyat-u-tviter/.

43

За останні 5 місяців переходи з соціальних мереж на сайти ЗМІ зросли у 8-10 разів [Click-throughs From Social
Networks to Media Sites Grew 8 to 10 times During Last 5 Months], Watcher.com.ua, March 17, 2014, http://watcher.com.
ua/2014/03/17/za-ostanni-5-misyatsiv-perehody-z-sotsialnyh-merezh-na-sayty-zmi-zrosly-u-8-10-raziv/.
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Ukrainian bloggers, journalists, NGOs, and citizen activists created a number of grassroots initiatives
around the Euromaidan protests and later during the developing conflict with Russia. In addition to
livestreaming video and conducting translations, social media users organized online initiatives to
manage different facets of the protests, from providing for the needs of protesters to fundraising
for medical aid for the injured.45 Other crowdsourced initiatives invited users to submit evidence of
police brutality and identify riot police and thugs who participated in the violence.46 Activists also
created crowdsourced maps of the spreading unrest in Ukraine after the most violent days of the
protests, when dozens of protesters and several police were shot.47
Journalists worked tirelessly during the Euromaidan period as well, most notably creating a
“YanukovychLeaks” website to document and publicize the financial records found in Yanukovych’s
estate after he fled the country.48 Several journalist initiatives were also set up after the Russian
invasion of Crimea to battle Russian media propaganda and debunk the myths distributed by
Russian media outlets.49

Violations of User Rights
The security of journalists and online users deteriorated in the run-up to the planned 2015 elections,
and during the Euromaidan protests, journalists and bloggers faced extreme intimidation and
physical violence as they were explicitly targeted for their work. Additionally, independent media
and civic initiatives online faced multiple DDoS attacks during the protest period, while protesters
received threatening mass text messages.
The right to free speech is granted to all citizens of Ukraine under Article 34 of the constitution,
although the article also specifies that the state may restrict this right in the interest of national
security or public order. Part three of Article 15 of the constitution forbids state censorship. In
practice, however, these rights have been frequently violated. Especially grave violations were
observed during the Euromaidan protests in the fall of 2013 through the winter of 2014. In addition,
Article 171 of the criminal code provides fines and detention sentences for obstructing journalists’
activity. The Ukrainian judiciary, however, is prone to the same level of corruption evident in other
branches of power. Many businesses, including media companies, often resort to bribes to influence
the consideration of their affairs in the courts.50
In 2011, online journalists achieved similar status and privileges as traditional journalists, such as the
ability to obtain accreditation for parliamentary sessions and other official meetings frequented by

45

Key examples include http://galas.org.ua/, http://maidanhelp.com and http://maidansupport.com.

46 Tetyana Bohdanova, Ukrainians Demand Justice for Beaten & Jailed #Euromaidan Protesters, Global Voices, December
26, 2013, http://globalvoicesonline.org/2013/12/26/ukraine-netizens-demand-justice-for-euromaidan-participants/. Also see
euromaidanberkut.tumblr.com.
47 Tetyana Bohdanova, Online Mapping of Spreading Unrest After Killing of Protesters in Ukraine, Global Voices, January 26,
2014, http://globalvoicesonline.org/2014/01/26/map-unrest-spreads-through-ukraine-after-protesters-are-killed-in-kyiv/.

Drew Sullivan, YanukovychLeaks: How Ukraine Journalists Are Making History, Global Investigative Journalism Network,
February 25, 2014, http://gijn.org/2014/02/25/yanukovychleaks-org-how-ukraine-journalists-are-making-history/.

48

Tetyana Lokot, Ukraine’s Activists Debunk Russian Myths on Crimea, Global Voices, March 5, 2014, http://
globalvoicesonline.org/2014/03/05/ukraines-activists-debunk-russian-myths-on-crimea/.

49

“Судова реформа не розвіяла сутінків у бізнес-настроях” [Judiciary reform does not banish twilight in business mood],
Deutsche Welle, June 1, 2012, http://www.dw.de/dw/article/0,,15992775,00.html.
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the press. Nevertheless, there has been an ongoing discussion about the need for online media to
register with the government. Some suggest that registration would provide additional mechanisms
for protecting journalists, while others refute this idea, considering any form of registration to be an
impediment to press and internet freedom.51
One of the January 2014 anti-protest laws, #3879, introduced fines for libel and prison sentences
for “extremist content” without providing a clear definition of this concept.52 It also made gathering
and disseminating personal information (including names and photos) about judges, police officers,
and members of the special forces punishable by up to three years in prison, effectively putting a
damper on independent media investigations. In a positive step, the law was repealed on January 28,
less than two weeks after it was passed.
In February 2014, the Simferopol court in Crimea sentenced an IT-specialist and PR manager to a
four-year suspended sentence for allegedly blocking access to the Party of Regions regional website
and circulating a fake appeal from the head of the Crimean office of the party online.53 Additionally,
in March 2014, the Security Service of Ukraine, acting within the new interim government, started a
criminal investigation against three Ukrainian VKontakte users on charges of calling for separatism
online (based on article 100, part 1 of the Ukraine Criminal Code – threats to territorial integrity
and sovereignty of Ukraine, punishable with three to five years in jail).54 In accordance with a court
warrant, the apartments of the three Dnipropetrovsk citizens were searched and their computers
taken away. As of May 2014, the investigation was still ongoing.
There is no obligatory registration for either internet users or mobile phone subscribers at present,
although the anti-protest legislation that was briefly introduced by parliament in January 2014
included a bill that would require buyers to present a passport before purchasing prepaid mobile
services.55 Nevertheless, the pervasiveness of extralegal surveillance of Ukrainian users’ activities is
unclear.
From 2002 to 2006, mechanisms for internet monitoring were in place under the State Committee
on Communications’ Order No. 122, which required ISPs to install so-called “black-box” monitoring
systems that would provide access to state institutions. This was ostensibly done to monitor the
unsanctioned transmission of state secrets. Caving to pressures from public protests and complaints
raised by the Internet Association of Ukraine and the Ukrainian Helsinki Human Rights Union, the
Ministry of Justice abolished this order in August 2006. In December 2013 the National Commission
on Communications and Informatization released a new edition of “Rules for Activities in the Sphere
of Telecommunications,” which included a problematic paragraph about ISPs and telecom providers
51 Ukrainian Internet Association, “Підсумки прес-конференції: “Саморегулювання вітчизняних електронних медіа як
альтернатива державному регулюванню в Українському сегменті Інтернет” [Summary of Press-Conference: “Self-regulation
of Ukrainian Electronic Media As An Alternative To State Regulation In The Ukrainian Internet Segment”], InAU (Ukrainian
Internet Association), July 19, 2011, http://www.inau.org.ua/170.3675.0.0.1.0.phtml.
52 Ukraine introduces criminal liability for libel in media, Internet, KyivPost, January 16, 2014, http://www.kyivpost.com/
content/ukraine/ukraine-introduces-criminal-liability-for-libel-in-media-internet-335052.html.
53 PR-щик отримав 4 роки умовно за блокування сайту Партії регіонів [PR Person Gets 4 years Withheld
Sentence for Blocking Party of Regions Website], Ukrainska Pravda, February 17, 2014, http://www.pravda.com.ua/
news/2014/02/17/7014152/.
54 СБУ завела уголовное дело на троих пользователей «ВКонтакте» за сепаратизм [Security Service Starts Criminal Case
Against Three VKontakte Ssers for Separatism], AIN.ua, March 18, 2014, http://ain.ua/2014/03/18/516247.
55 SIM-карты будут продавать по паспорту с 1 мая [SIM-cards to be Sold With Passport From May 1], CensorNet, Juanuary
18, 2014, http://censor.net.ua/news/266872/simkarty_budut_prodavat_po_pasportu_s_1_maya.
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having to “install at their own cost in their telecommunications networks all technical means
necessary for performing operative and investigative activities by institutions with powers to do
so.”56 Some human rights groups and internet associations are concerned that this step will aid the
Security Services and the government in restricting internet freedoms by creating additional means
of pressure that the government can exert over ISPs.57
After former president Yanukovych fled Kyiv in late February 2014, journalists discovered extensive
evidence of targeted surveillance of media and civil society actors among the documents left at
his residence.58 The evidence included reports on users making critical statements, monitoring of
protest-related posts on social media,59 and blacklists of key independent journalists and activists,
including those from opposition and anti-corruption groups.60
In an Orwellian move likely meant to intimidate the protesters out on the streets, on January 20,
citizens on European Square in the center of the Euromaidan protests received a mass text message
reading, “Dear subscriber, you are registered as a participant in a mass disturbance.”61 Reports
suggested that the Ukrainian government used a tactic known as “cell tower dumps” to pinpoint
the locations of cell phones in use near clashes between riot police officers and protesters.62 The
cellphone companies denied involvement; however, it later became public that in another incident, a
city court had ordered Kyivstar to disclose to the government the cell phones that were active in the
area of an antigovernment protest on January 10, outside of the courthouse.63
In July 2013, police searched the apartment of an online journalist from the Zhytomyr region who
was investigating illegal raids on a local factory. During the raid the police took his laptop and flash
drive without a court order.64 The journalist, Anatoly Lazarenko, said the police also threatened him
with criminal prosecution.
Physical attacks against online journalists and activists escalated sharply during the Euromaidan
protests, during which people who were identifiably reporting on or live-broadcasting the protests
were explicitly targeted by police and progovernment thugs for their work. Tetyana Chornovil, an
investigative journalist and blogger with Ukrainskaya Pravda, who was known for her investigations
NCCI, Rules for Activities in the Sphere of Telecommunications, accessed on February 23, 2014, http://www.nkrzi.gov.ua/
img/zstored/File/2013_07/dod_r445_16072013.doc.

56

Oleg Shynkarenko, Зашморг на інтернет [A Noose on the Internet], INSIDER, January 8, 2014, http://www.theinsider.ua/
business/52bac42dd8f4d/.

57

Tetyana Lokot, Ukrainian Journalists Take Regime’s Corruption Public With YanukovychLeaks, Global Voices, March 2, 2014,
http://globalvoicesonline.org/2014/03/02/ukrainian-journalists-take-regimes-corruption-public-with-yanukovychleaks/.

58

Янукович следил за угрозами в свой адрес в соцсетях [Yanukovych Monitored Threats Against Himself in Social
Networks], Gordon.ua, March 4, 2014, http://gordonua.com/news/politics/YAnukovich-sledil-za-kommentariyami-s-ugrozamiv-socsetyah-12651.html.

59

60 Anna Babinets, Natalie Sedletska, Нотатки охоронця Януковича [The Notes of Yanukovych’s Bodyguard],
YanukovychLeaks, February 28, 2014, http://stories.yanukovychleaks.org/stories/notes-of-a-personal-bodyguard.html.
61 Brian Merchant, Maybe the Most Orwellian Text Message a Government’s Ever Sent, Motherboard VICE, January 21, 2014,
http://motherboard.vice.com/en_ca/blog/maybe-the-most-orwellian-text-message-ever-sent/.
62 Andrea Peterson, Ukraine’s 1984 moment: Government using cellphones to track protesters, The Washington Post, January
21, 2014, http://www.washingtonpost.com/blogs/the-switch/wp/2014/01/21/ukraines-1984-moment-government-usingcellphones-to-track-protesters/.
63 “Russia Defers Aid to Ukraine, and Unrest Persists,” New York Times, January 29, 2014, http://www.nytimes.
com/2014/01/30/world/europe/ukraine-protests.html.
64 Милиция обыскала квартиру журналиста, писавшего о рейдерском захвате завода [Police Search Apartment of
Journalist Who Wrote About Raid On Factory], Glavcom.ua, July 12, 2013, http://glavcom.ua/news/140235.html.

837

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Ukraine

of Yanukovych and other oligarchs close to him, was dragged from her car and badly beaten in
Kiev in December 2013.65 Well-known blogger and civic activist Ihor Lutsenko was kidnapped by
progovernment forces, beaten and left for dead in a forest, but survived.66 Overall, during the
months of Euromaidan, the Institute of Mass Information recorded over 150 cases of journalists and
bloggers being beaten, shot at, kidnapped, or otherwise assaulted during the Euromaidan protests.67
The confrontation with Russian forces in Crimea brought a fresh wave of intimidation against online
activists and journalists, with several reports of kidnappings, threats, and physical violence.68 On
March 9, two journalists and a spokeswoman for Automaidan – a group of motorists supporting
the Euromaidan protests – went missing as they attempted to enter Crimea.69 Independent blogger
Oleksanda Ryazantseva, together with Olena Maksymenko, a reporter with the Ukrainian Week, and
Automaidan’s Kateryna Butko, were kidnapped and held by Crimean separatists and local Berkut
riot police for several days, during which they were threatened. Oles Kromplyas, a journalist and
photographer with Glavkom portal, and driver Eugene Rakhno, were also taken with the women,
and their abductors confiscated their laptops, memory cards, camera batteries and online video
streaming equipment. 70 They were later released to mainland Ukraine.71 Levko Stek, a multimedia
and online journalist with Radio Free Europe/Radio Liberty, was kidnapped by unknown persons in
Crimea on March 17, the day after the Crimean referendum. The assailants pulled him off a bus in
the town of Bakhchisaray, handcuffed him, and pulled a bag over his head.72 They then drove him
around in a car for a few hours before leaving him in a field with warnings not to come back to
Crimea.
As the unrest after the annexation of Crimea spread to Eastern Ukraine, several online journalists
also suffered attacks and pressure from pro-Russian forces there. After publishing reports critical of
the separatists, Alexander Belinsky, editor of Gorlovka.ua, was kidnapped on April 14 by separatists
in Gorlovka, Donetsk region, but was released shortly after negotiations.73 On April 12 in Donetsk
proper, a car belonging to Alexei Matsuka, editor and journalist of the Novosti Donbassa portal was

65 RWB SUPPORTS INDEPENDENT PROBE INTO BRUTAL ATTACK ON REPORTER, Reporters Without Borders, December 27,
2013, http://en.rsf.org/ukraine-rwb-supports-independent-probe-27-12-2013,45678.html.
66 Oksana Grytsenko, Activist Lutsenko alive, describes kidnapping; other activist found dead (UPDATED), KyivPost,
January 23, 2014, http://www.kyivpost.com/content/ukraine/activist-lutsenko-alive-describes-kidnapping-other-activist-stillmissing-335362.html.
67 Press Freedom Barometer for January 2014, Institute of Mass Information, February 17, 2014, http://imi.org.ua/
analytics/43083-press-freedom-barometer-for-january-2014.html.
68 Crimea: pressure on journalists (UPDATED), Institute of Mass Information, March 15, 2014, http://imi.org.ua/en/
analytics/43521-crimea-pressure-on-journalists-updated.html.
69 Journalists, Activists Reported Missing In Crimea, RFE/RL’s Ukrainian Service, March 10, 2013, http://www.rferl.org/content/
journalists-activists-reported-missing-in-crimea/25291690.html.

OSCE media freedom representative calls for immediate release of kidnapped journalists in Crimea, Ukraine, OSCE, March
10, 2014, http://www.osce.org/fom/116294.

70

Two Journalists Released Safely After Abduction in Crimea, Reporters Without Borders, March 12, 2014, http://en.rsf.org/
ukraine-two-ukrainian-journalists-missing-10-03-2014,45977.html.

71

RFE/RL Reporter In Crimea Abducted, Warned, RFE/RL, March 19, 2014, http://www.rferl.org/content/crimea-mediajournalist-threat-abduction/25302394.html.

72

В Горловке сепаратисты похитили главреда местного сайта [In Gorlovka, Separatists Abduct Editor of Local Website],
Liga.Net, April 14, 2014, http://news.liga.net/news/politics/1369936-v_gorlovke_separatisty_pokhitili_glavreda_mestnogo_sayta.
htm.
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set on fire.74 Additionally, on April 13, citizen journalist Artyom Deynega, who streamed live video
from separatist attacks on the Security Service headquarters in Slavyansk, Donetsk region, was taken
from his apartment by unknown persons.75 He was released on May 2, 2014.76
Cyberattacks became a more common tactic in Ukraine during the Euromaidan protests, with
both antigovernment and progovernment sites attacked77 and individual users hacked. In October
2013, Oksana Romaniuk, a prominent freedom of expression activist in Ukraine and director of the
Institute for Mass Information (IMI), suffered a technical attack in which her email and computer
were hacked; information stolen during the attack later appeared in disparaging articles published
by a spoof online newspaper made to look like a real news outlet.78 The hackers also published all of
her personal files on a website that seemed to be linked to the spoof newspaper.
During the protest period, hackers worked actively against government websites, with Anonymous
and other groups attacking key ministry sites79 and other institutions80 in a show of indignation at
the actions of Yanukovych and his government. As the crisis in Crimea unfolded, the self-proclaimed
pro-Russian Ukrainian hacker group, “Cyber Berkut,” claimed to have hacked several NATO websites
in protest of Western involvement in the conflict.81 In March 2014, the Ukrainian Security Service
stated that Ukraine’s telecommunications system came under attack from equipment installed
in Russian-controlled Crimea, which was used to interfere with mobile phones of members of
parliament82 (MPs would get mass incoming calls to their numbers every 30 seconds, effectively
blocking their phone).83 The “Cyber Berkut” also claimed to have hacked the inboxes of the regional
offices of opposition parties UDAR and Batkivshchyna and posted their content online.84

В Донецке подожгли машину оппозиционному журналисту [Opposition Journalist’s Car Set On Fire In Donetsk], UNIAN
news agency, April 12, 2014, http://www.unian.net/society/907023-v-donetske-podojgli-mashinu-oppozitsionnomu-jurnalistu.
html.

74

В Славянске похитили парня, который снимал на видео сепаратистов возле СБУ [In Slavyansk Young Man Who
Streamed Video of Separatists near Security Service HQ Has Been Kidnapped], News 24 TV, April 14, 2014, http://24tv.ua/home/
showSingleNews.do?v_slavyanske_pohitili_parnya_kotoriy_snimal_na_video_separatistov_vozle_sbu&objectId=432523&lang=ru.

75

Amnesty International, Press Release, May 12, 2014, http://www.amnesty.org/fr/library/asset/EUR50/021/2014/en/
c4bfc995-b4f5-4a82-9c19-12ac221982c5/eur500212014en.pdf.

76

Nicole Perlroth, Cyberattacks Rise as Ukraine Crisis Spills to Internet, The New York Times Bits Blog, March 4, 2014, http://
bits.blogs.nytimes.com/2014/03/04/cyberattacks-rise-as-ukraine-crisis-spills-on-the-internet/?_php=true&_type=blogs&_r=0.

77

Online Harassment of Ukraine Activist Shows Pattern of Hostility, Freedom House, October 9, 2013, http://www.
freedomhouse.org/article/online-harassment-ukraine-activist-shows-pattern-hostility.

78

Eduard, Kovacs, Anonymous Hackers Disrupt Ukrainian Government Websites During Kiev Protests, SoftPedia, December
2, 2013, http://news.softpedia.com/news/Anonymous-Hackers-Disrupt-Ukrainian-Government-Websites-During-KievProtests-405132.shtml.

79

80 Tetyana Bohdanova, Anonymous Hacks Ukraine’s Customs Services, Leaks Documents, Global Voices, Novenber 17, 2013,
http://globalvoicesonline.org/2013/11/17/anonymous-hacks-ukraines-customs-services-leaks-documents/.
81 NATO websites hit in attack linked to Crimea, AlJazeera, March 16, 2014, http://www.aljazeera.com/news/europe/2014/03/
nato-websites-hit-attack-linked-crimea-2014316203723979179.html.
82 Ukraine hit by cyberattacks: head of Ukraine security service, YahooNews, March 4, 2014, http://finance.yahoo.com/news/
ukraine-hit-cyberattacks-head-ukraine-110853910.html.
83 Tymur Vorona, Пророссийские хакеры «КиберБеркут» уже вторую неделю атакуют украинские сайты и телефоны
политиков [Pro-Russian Hackers “Cyber Berkut” Have Been Attacking Ukrainian Websites and Politicians’ Phones for Two
Weeks], AIN.ua, March 19, 2014, http://ain.ua/2014/03/19/516603.
84 “КиберБеркут” взломал почтовые ящики партий “Удар” и “Батькивщина” [“Cyber Berkut” Hacks Mailboxes of “Udar”
and “Batkivshchyna” Parties], March 13, 2014, https://www.cyberguerrilla.org/blog/?p=17646.
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Before and during the Euromaidan protests, there were numerous DDoS attacks on independent
media websites85 and Euromaidan online communities,86 aimed at undermining their work. However,
the Ukrainian internet as a whole remained largely intact and a reliable source of information on
the protests, a fact which Renesys attributes to the distributed and diverse infrastructure of internet
access channels in Ukraine.87

85 Twitter account of KyivPost reports their website is down due to a DDoS attack, Twitter, December 9, 2013, https://twitter.
com/KyivPost/status/410081008902348800.
86 Tetyana Bohdanova, New DDoS Attacks on Websites Monitoring Ukrainian #Euromaidan Protests, Global Voices, January
12, 2014, http://globalvoicesonline.org/2014/01/12/new-ddos-attacks-on-websites-monitoring-ukrainian-euromaidanprotests/.
87 Jim Cowie, Syria, Venezuela, Ukraine: Internet Under Fire, Renesys, February 26, 2014, http://www.renesys.com/2014/02/
internetunderfire/.
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2013

2014

Population:

9.3 million

Internet Freedom Status

Not
Free

Not
Free

Internet Penetration 2013:

88 percent

Obstacles to Access (0-25)

13

14

Limits on Content (0-35)

22

22

Violations of User Rights (0-40)

31

31

TOTAL* (0-100)

66

67

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

The state continued to block certain political and social websites, including foreign
websites that are viewed as sympathetic to the Muslim Brotherhood (see Limits on
Content).

•

In July 2013, Dubai police arrested a 22-year-old Indian migrant worker for uploading
a video to YouTube showing an Emirati man assaulting an Indian bus driver after a car
accident. If convicted, the YouTube user faces a harsher punishment than that which
could be doled out to the alleged assaulter (see Violations of User Rights).

•

As part of the “UAE94” trial involving prisoners of conscience, five Emiratis were
sentenced to prison terms of 7 to 10 years for their online activities. In total, 69 out of
the 94 political detainees were sentenced on numerous charges (see Violations of User
Rights).

•

A handful of bloggers and Twitter users who spoke out online against the treatment of
the “UAE94” prisoners of conscience have since been arrested for their comments, with
four users handed sentences of two to five years (see Violations of User Rights).

•

Shezanne Cassim, an American citizen detained in April 2013 for producing a YouTube
parody video on Emirati youth culture, was released in January along with others
involved in the video (see Violations of User Rights).
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Introduction
The government of the United Arab Emirates (UAE) has embraced information and communications
technology (ICT) as a means of developing a competitive economy and improving citizen services.
The internet was introduced to the country in 1995 and internet penetration has quickly risen.1
However, while remaining open large amounts of foreign investment and expatriate workers, the
government has actively fought to deter political discussions, demands for reforms, and criticism of
public officials online. The first reported instance of law enforcement bodies targeting ICT use for
political motives occurred in July 2010, when an 18-year-old named Badr al-Dhohri was held in Abu
Dhabi for using his Blackberry to pass along a message that called for a protest against increases to
the price of gasoline.
More recently, dozens have been detained for their political discussions on online forums and social
media. Many have indicated that they were held without charge, denied the right to an attorney,
and tortured. Mobile phones must be registered and some Voice-over-Internet-Protocol (VoIP)
applications are banned to facilitate government monitoring and protect the state’s monopoly on
phone services. The country’s two mobile phone and internet service providers (ISPs) are either
directly or indirectly owned by the state, thereby facilitating government requests for surveillance
data. Numerous crackdowns on users have increased self-censorship on social media and online
news outlets, the most prominent of which are government-owned.
The wealthy Gulf state has taken several moves to restrict access to online tools that challenge the
government’s authoritarian grip on both politics and telecommunications. Numerous websites are
blocked and search results are filtered in order to prevent access to local and international voices
that differ from the state line, particularly on political, religious, and social matters. Responding to
the growing use of social media to call for political reforms and document government abuses, a
new cybercrime law was issued in 2012. The law provides harsh punishments for a wide range of
vague offenses, such as criticizing the country’s rulers and religion. These laws, combined with a
judiciary that fundamentally lacks independence, create a highly problematic legal environment
where users cannot be guaranteed that their constitutional and internationally recognized rights will
be upheld.
Some Emiratis have continued to push back against government repression and intimidation by
channeling their strong digital literacy into online activism, writing blogs and calling for political
reform on social networks. However, for the most part, these efforts have not been tolerated by
the authorities, who have responded with numerous arrests and lengthy jail sentences handed to
internet users. In July 2013, 69 Emiratis were sentenced as a part of the unfair trial of 94 political
detainees, known as the “UAE94.” Five of the detainees—Khalifa al-Nuaimi, Rashid al-Shamsi,
Musabeh al-Rumaity, Abdullah ala-Hajri, and Omran al-Radhwan—were given prison sentences
of 7 to 10 years for their online activities. Many others were arrested and imprisoned over the
coverage period for commenting on the UAE94 trial, uploading footage of human rights violations,
or producing satirical videos on YouTube. These cases demonstrate authorities’ zero tolerance for
government criticism, including through comedy, in an environment where internet users continue
to face many challenges to freedom of expression online.

“Internet in UAE,” International Telecommunication Union, 2001, accessed June 25, 2013, http://www.itu.int/
arabinternet2001/documents/pdf/document25.pdf.

1
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Obstacles to Access
Similarly to other Gulf States, Emirati users enjoy a robust ICT infrastructure and high connection
speeds. The number of internet users has risen rapidly: the ITU measured the internet penetration
rate at 88 percent by the end of 2013, compared to 63 percent in 2008.2 As of May 2014, there
were 1.08 million internet subscribers, 99.9 percent of whom had broadband connections.3 In the
International Telecommunication Union’s (ITU) 2012 ICT Development Index, the UAE ranked 45th in
the world and among the top five in the region.4 The ITU’s Measuring the Information Society (MIS)
2013 report ranked the UAE 33rd in the world.5
While the use of broadband is widespread, prices are extraordinarily high; the UAE has one of the
most expensive broadband rates in the world, with high-end subscriptions costing more than AED
8,000 (US$2,178) a year. However, the UAE ranks 29 in the ITU’s 2012 ICT Price Basket Index, in which
local broadband prices are measured against gross national income (GNI) per capita.6 This reflects
a sense that despite the high prices, the internet remains affordable for most Emiratis, though not
necessarily to all migrant workers. Prices have been steadily dropping in recent years7 and, in May
2012, the telecommunications company Etisalat announced a further 50 percent cut in broadband
subscription costs.8 In August 2013, the telecommunications company “du” was criticized for its
plans to automatically upgrade customers on the most basic package, which costs AED 199 (US$54)
per month, to one costing AED 275 ($74) per month.9
The UAE has one of the highest mobile phone penetration rates in the region at nearly 172 percent,
or 16 million subscribers, by the end of 2013.10 In 2013, a report by the Telecommunications
Regulatory Authority (TRA) ranked the country first in the world for smartphone penetration, with
73.8 percent of consumers owning smartphones. According to the same report, the overall mobile
penetration rate in the country stands at 181 percent.11

2 International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2001 and 2012, accessed June
2, 2013, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

Telecommunications Regulatory Authority. “Latest Statistics.” Accessed November 2, 2014. http://www.tra.gov.ae/latest_
statistics.php

3

International Telecommunication Union (ITU), “Measuring the Information Society 2012 – ICT Development Index (IDI)”,
accessed June 7, 2013, available at http://www.itu.int/ITU-D/ict/publications/idi/material/2012/IDI-ranking.pdf.

4

“UAE made remarkable achievements in 2013,” Zawya, December 26, 2013. http://www.zawya.com/story/UAE_made_
remarkable_achievements_in_2013-GN_26122013_271212/.

5

International Telecommunications Union (ITU), “Measuring the Information Society,” 2012, available at http://www.itu.int/en/
ITU-D/Statistics/Documents/publications/mis2012/MIS2012_without_Annex_4.pdf.

6

Ben Flanagan. “UAE subscribers paying high price for broadband.” Aug 16, 2011 http://www.thenational.ae/business/
technology/uae-subscribers-paying-high-price-for-broadban.

7

8 “Etisalat to cut broadband rates by 50%.” Emirates 24/7. May 20, 2012. http://www.emirates247.com/news/emirates/etisalatto-cut-broadband-rates-by-50-2012-05-20-1.459470.
9 Kyle Sinclair. “UAE telecom users outraged by ‘du’opoly’ as bills hiked,” The National, August 7, 2013. http://www.thenational.
ae/business/telecoms/uae-telecom-users-outraged-by-duopoly-as-bills-hiked.

International Union (ITU), “Percentage of individuals using mobile cellular telephones,” 2012, accessed June 2, 2013, http://
www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

10

Aarti Nagraj. “Apple’s iPhone 5 Is UAE’s Most Popular Smartphone – TRA,” Gulf Business, December 22, 2013. http://
gulfbusiness.com/2013/12/apples-iphone-5-is-uaes-most-popular-smartphone-tra/#.UtWyimRDt8wTelecommunication.

11
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According to UNICEF, literacy in the Emirates was reported at 94 percent among males and 97
percent among females, thereby not constituting a strong obstacle to internet use.12 In 2006, the
country decided to include computer labs in public schools, thereby seeking to improve computer
literacy among the youth.13 In a review of its 2013 achievements, the UAE’s Ministry of Education
stated that all of its curricula were made available at Apple’s “App Store,” allowing students to
view schoolbooks on an iPad. The ministry has also initiated the Durusi project with Etisalat and
Google, turning school lessons for grades 11 and 12 into videos. With school infrastructure using
state-of-the-art technology and tools, UAE schools are now among the top 25 worldwide for online
connectivity. Among many things, “Mohammed bin Rashid Smart Learning Program” educational
reform program equips teachers and students with tablet computers.14 There are now 123 smartlearning schools, compared with only 14 in 2012. The ministry has also completed the e-content
project in both English and Arabic. Principals are enrolled in international computer literacy training
programs.15
The two ISPs in the UAE are Etisalat and “Du.” Both companies have launched their own carrierneutral international internet exchange points, Smarthub and Datamena, respectively.16 Cuts to
undersea cables have disrupted internet access for Emirati users on several occasions, though
government-instituted outages are not known. In November 2013, Du issued a statement that
damage to submarine cables affected internet bandwidth.17 In March 2013, Etisalat warned that
users would face slower speeds due to the cutting of a fiber-optic cable off of the Mediterranean
coast of Egypt.18 Du suffered similar disruptions in April 2010 and March 2011 due to cuts to the
SEA-ME-WE 4 cable.19 In 2008, 1.7 million users in the UAE were affected by undersea damage to
submarine cables occurring at five separate locations around the globe.20
Both telecommunications companies are, directly or indirectly, owned by the state. The UAE
government maintains a 60 percent stake in Etisalat through its ownership in the Emirates
Investment Company,21 while a majority of Du is owned by various state companies.22 Etisalat used
to dominate the telecommunication market until 2006, when Du was granted a working license.
Since 2006, no new providers have been licensed, though there is no information on whether
new applications were submitted. The two companies are also the major mobile phone operators.
12

UNICEF. “United Arab Emirates: Statistics.” Accessed at June 25, 2013. http://uni.cf/lgxga0.

Library of Congress – Federal Research Division. “Country Profile: United Arab Emirates (UAE),” July 2007, http://lcweb2.loc.
gov/frd/cs/profiles/UAE.pdf.

13

14 Roberta Pennington, “Smart Learning Programme transforms education in UAE’s government schools,” The National,
January 13, 2014, http://www.thenational.ae/uae/education/smart-learning-programme-transforms-education-in-uaesgovernment-schools.

The National staff. “2013 a banner year in UAE education,” The National, January 1, 2014. http://www.thenational.ae/uae/
education/2013-a-banner-year-in-uae-education.

15
16

“Etisalat launches internet exchange hub,” CommsMEA, November 19, 2012, http://bit.ly/1hfcJEE.

Abbas Jafar Ali. “Internet speed in UAE effected as du reports cable cut,” tbreak, November 14, 2013. http://www.tbreak.ae/
news/internet-speed-uae-effected-du-reports-cable-cut.

17

Claire Valdini. “UAE Etisalat users face disruption after cable cut,” Arabian Business, March 28, 2013. http://www.
arabianbusiness.com/uae-etisalat-users-face-disruption-after-cable-cut-495772.html.

18

SeaMeWe-4 refers to the South East Asia – Middle East – Western Europe – 4 cable. Hassan Hassan. “Cable cut may slow
internet,” The National, March 27, 2011. http://www.thenational.ae/news/uae-news/cable-cut-may-slow-internet.

19

20

Asma Ali Zain. “Cable damage hits 1.7m Internet users in UAE,” Khaleej Times, February 5, 2008. http://bit.ly/1dS8tLD.

Maher Chmaytelli, “Etisalat Plans to Allow Foreigners ‘Soon,’ Khaleej Says,” Bloomberg, July 29, 2012, http://www.
bloomberg.com/news/2012-07-29/etisalat-plans-to-allow-foreigners-soon-khaleej-says.html.

21
22
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Providers fall under the laws and regulations set by the Telecommunications Regulatory Authority
(TRA), which has been headed by Mohamed Nasser Al Ghanim since its establishment in 2004. The
TRA’s tasks include licensing, conducting surveys, promoting investment, and assigning websites to
the “.ae” top-level country domain.23

Limits on Content
Online censorship has increased in the UAE following the regional uprisings of 2011. The authorities
have blocked numerous websites and web forums where users openly call for political reforms
or criticize the government. While self-censorship is pervasive, the ongoing crackdown against
online dissent points to the fact that a limited number of users continue to use their real names
when addressing sensitive issues. The families of political detainees use social media to highlight
human rights abuses and communicate on behalf of their loved ones. Twitter, for example, is highly
important in an online media landscape that is dominated by state-run news sites that refuse to
cover controversial trials or stray too far from the state’s overall narrative. These factors contribute to
a highly-controlled online environment in which freedom of expression and the right to information
are not respected.
The TRA instructs ISPs to block content related to terrorism, pornography, and gambling, as well as
websites that contain political speech threatening to the ruling order. In November 2013, a report
by CitizenLab found that a number of websites have been misidentified as containing nudity or
pornographic content by the filtering tools SmartFilter (used by Etisalat) and NetSweeper (used
by Du), resulting in their blocking in the UAE.24 Additionally, a January 2013 report found five
installations of Blue Coat ProxySG—which contains a web filtering system—in the country’s network,
linked to Etisalat.25
Although YouTube, Facebook, Twitter, and international blog-hosting services are freely available,
controversial terms are often filtered from search results within these sites. The TRA, working with
the Ministry of Communications, has also blocked 500 search terms.26 For example, some parts of
Flickr are still blocked in the UAE, including the “advanced search” function.27 Users reported that
the search results page is blocked on YouTube when searching “Chicken Breast”28 or “Like a Virgin.”29
A number of Twitter users called on their followers to get Tumblr unblocked by filling out an online
form for both providers.30

23 Telecommunications Regulatory Authority. “TRA’s Board of Directors Endorses Several ICT Policy Issues and Approves the
Authority’s Budget for 2010,” January 6, 2010. http://www.tra.gov.ae/news_TRA%92s_Board_of_Directors_Endorses_Several_ICT_
Policy_Issues_and_Approves_the_Authority%92s_Budget_for_2010-135-36.php.
24 Bennett. “Smartfilter: Miscategorization and Filtering in Saudi Arabia and UAE,” CitizenLab, November 28, 2013. https://
citizenlab.org/2013/11/smartfilter-miscategorization-filtering-saudi-arabia-uae/
25 “Appendix A: Summary Analysis of Blue Coat ‘Countries of Interest’,” CitizenLab, January 15, 2013, https://citizenlab.
org/2013/01/appendix-a-summary-analysis-of-blue-coat-countries-of-interest/.

Reporters Borders. “Countries Under Surveillance: United Arab Emirates,” accessed in June 25, 2013, http://en.rsf.org/
surveillance-united-arab-emirates,39760.html.

26
27

See, for example, https://twitter.com/nraford/status/340020487033864192.

28

See https://twitter.com/_eM_J/status/218282557853274112Without.

29

See https://twitter.com/hghareeb/status/175634654920048640.

30

See https://twitter.com/DemetriasLooch/status/375423348261408769.
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According to Herdict, the crowdsourcing tool that lets users report blocked content, internet users
from the UAE have reported several social, political, LGBTQ, dating, and proxy sites blocked in their
country.31 Skype’s download page and online forum continue to be blocked, alongside several proxy
websites. In April 2014, Etisalat explained over Twitter that Skype can only be used over Wi-Fi.32
Pages of political significance, such as the Arab-American news website Arab Times, the blog of an
atheist Emirati man “Ben Kerishan,” and the anonymous Secret Dubai blog, continue to be blocked.
In January 2014 alone, Twitter users have reported the blocking of ProxTube, a site that unblocks
censored YouTube content,33 as well as the chatting website Omelga34 and the image-based social
network “We Heart It.”35
The website “Cairo Portal” reported being blocked in the UAE, along with other unnamed Egyptian
websites, following their critical reports of the country’s support for the military leadership in Egypt.36
Authorities continue to ban inactive sites such as the political forum “UAE Hewar” and the blogs
“Secret Dubai Diary”37 and “UAE Torture.”38 The latter posted a video taken in 2004 in which a member
of the ruling family was shown to have tortured an Afghan man. The suspect was acquitted in 2010
in a case that was widely believed to be a show trial.39 A request to unblock UAE Hewar was rejected
by the Federal Supreme Court in July 2012, 40 and its Facebook page is also blocked due to its
criticism of the regime and state corruption.41 As part of a verdict, in which five users were sentenced
7 to 15 years for violating the constitution and cooperating with foreign political organizations
(see “Violations of User Rights”), a court also ordered the blocking of five websites that are already
inaccessible in the country. These included the Emirates Media and Studies Center (EMASC); The
Seven Emirates, which focuses on the seven activists who had their citizenship revoked for their
political activities; the Watan news website; the Islah political group website; and the Yanabeea.net
educational network.42
The Lebanese queer and feminist e-magazine Bekhsoos43 and the U.S.-based Arab Lesbian
e-magazine Bint El Nas are both blocked.44 Many websites displaying religious content are blocked,
including an Arab Christian online forum named The Church Network.45 In the past three years,

31

Herdict. Quick Stats: United Arab Emirates. Accessed January 14, 2014. http://www.herdict.org/explore/indepth?fc=AE.

32

See https://twitter.com/Etisalat_Care/status/458500146574024704.

33

See https://twitter.com/_DrCool_/status/422249741066313728.

34

See https://twitter.com/f9maa/status/423093816800067584ttps.

35

See https://twitter.com/RominaChiara/status/423008993724751874.

“The UAE Blocks Cairo Portal and Other Egyptian Websites.” February 20, 2014. http://www.cairoportal.com/globaljournalism/11435.

36
37

See http://secretdubai.blogspot.com/.

38

See http://www.uaetorture.com/.

39 Mackey, Robert. “Abu Dhabi Royal Acquitted in Torture Trial.” January 11, 2010. http://thelede.blogs.nytimes.
com/2010/01/11/abu-dhabi-royal-acquitted-in-torture-trial/.

Magdy Zahr el-Dine, “Appeal Rejected to Unblock Website,” Al-Khaleej, 5 July, 2011. http://www.rakland.net/vb/
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political content has been the focus of state censorship. Examples include the secular pan-Arab
online forum “Modern Discussion,”46 and the California-based Arabic online newspaper Watan,
all blocked in September 2012.47 A website disseminating news of the trial of 94 Emirati political
detainees was also blocked in 2013.48 The anonymous websites “UAE University Watch”49 and “UAE
Prison,” which exposes violations against jailed expatriates, have both been blocked.50 Emaraty
Bedoon, the blog of the stateless individual Ahmed Abdulkhaleq who was deported to Thailand in
July 2012 for his political activism, is also blocked.51
The availability of Voice-over-Internet-Protocol (VoIP) services in the UAE has been shrouded in
doubt and disputes between the country’s two telecommunications companies and the TRA. In the
past, many aspects of VoIP applications were blocked by ISPs, and Skype was classified by the TRA
as an “unlicensed VoIP.” However, on March 19, 2013, Du subscribers suddenly reported no obstacles
in accessing the Skype website or in making Skype-to-phone calls. Etisalat announced that it would
follow suit one month later.52 After initial reports from the TRA indicated that Skype users could still
face fines of AED 1 million (US$272,000) or two years imprisonment, the regulatory body denied that
it had made these statements and reiterated that Skype was still an “unauthorized service.”53
Before these events, a notice appeared on the Skype home page stating, “Access to this site is
currently blocked. The site falls under the Prohibited Content Categories of the UAE’s Internet Access
Management Policy.”54 Similar products such as Viber or Apple’s Facetime were also banned; 55 in fact,
Apple agreed to sell its iPhone4 products to UAE mobile phone companies without the Facetime
application preinstalled.56 Users in the UAE reported that Viber and Facetime are accessible over WiFi, though only if the applications are downloaded outside of the country.
Two weeks after launching Blackberry’s “BBM Channels” social media service in November
2013, the country’s two companies stopped the service in response to guidelines from the
Telecommunications Regulatory Authority.57 In January 2014, the VoIP service “Vippie by Voipswitch”
tweeted that they were blocked in the Emirates.58 Despite these limitations, circumvention software
46
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47
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and proxies are commonly used by Emiratis to access blocked content59 and VoIP services.60
BlackBerry services have been restricted since 2010, when the government introduced a regulation
allowing only companies with more than 20 BlackBerry accounts to access the encrypted BlackBerry
Messenger service.61 On numerous occasions the TRA has emphasized that it is up to mobile phone
providers to license these products. Etisalat and Du currently offer their own prepaid VoIP cards,
although their prices are higher than those listed by Skype.
Intermediaries do face possible charges for content posted or appearing on their websites. Under
the 2012 cybercrime law, website owners and employees “may be held liable” for any violations
occurring on their sites, including defamation charges.62 In May 2012, Dubai police succeeded in
shutting down 15 accounts on Facebook and Twitter for “defamation and abuse” by sending letters
to both companies outlining the offenses committed under the UAE law.63 In a case dating from July
2009, a court suspended the website and newspaper Al Emarat Al Youm for 20 days for running a
story about the doping of a race horse owned by the president’s two sons.64
Decisions to block or remove online content often lack procedural transparency or judicial oversight.
On its website, the telecommunications company Du details what criteria it uses to block websites.
Prohibited content includes information related to circumvention tools, the promotion of criminal
activities, the sale or promotion of illegal drugs, dating networks, pornography, homosexuality,
gambling, phishing, spyware, unlicensed VoIP services, terrorism, and material that is offensive to
religion. 65
No similar list was made available by Etisalat, although the company does have a space on its
website where users can request that a website be blocked or unblocked.66 In 2005, an Etisalat
spokesman stated that the company is not responsible for internet blocking and revealed that all
complaints and requests are passed on to the Ministry of Information. He also claimed that a list
of websites to be blocked is compiled by an American company and then implemented through
a proxy server.67 Etisalat and “du” have responded to Twitter users about unblocking inquiries by
asking them to fill out certain online forms, yet there is no information on whether the bans were
lifted.68
59 Stuart Turton, “Dubai’s dubious internet censorship,” September 6, 2010, http://www.pcpro.co.uk/blogs/2010/09/06/
dubais-dubious-internet-censorship/.
60 Triska Hamid, “Telecoms revenues threatened by Skype,” The National, April 10, 2013, http://www.thenational.ae/business/
industry-insights/telecoms/telecoms-revenues-threatened-by-skype.
61 “Use of Most Secure BlackBerry System Restricted, Blogger Arrested.” Reporters Without Borders. April 28, 2011. http://
en.rsf.org/united-arab-emirates-use-of-most-secure-blackberry-28-04-2011,40123.html.
62 Awad Mustafa and Ramona Ruiz. “Cyber-crime law to fight internet abuse and protect privacy in the UAE.” November 13,
2012. http://www.thenational.ae/news/uae-news/cyber-crime-law-to-fight-internet-abuse-and-protect-privacy-in-the-uae.
63 Sara Gates, “Dubai Police Shut Down 15 Facebook and Twitter Accounts Involved in Defamation and Abuse,” Huffington
Post, May 21, 2012, http://www.huffingtonpost.com/2012/05/21/dubai-facebook-twitter-accounts-shut-down_n_1533633.html.
64 Reporters Without Borders. “Newspaper Suspended for 20 Days Over story Race Horse.” July 7, 2009. http://en.rsf.org/
united-arab-emirates-newspaper-suspended-for-20-days-07-07-2009,33730.
65 Du, “Prohibited Content Categories,” July 29, 2008. http://www.du.ae/Documents/Annex%201-IAM%20Regulatory%20
Policy%20ver%201%200%2029July2008.pdf.
66 Etisalat. “Blocking and Unblocking Internet Content.” Accessed on April 28, 2013. http://www.etisalat.ae/eportal/en/
corporate/blocking-unblocking.html.
67 Piers Grimley. “Etisalat doesn’t block websites,” Gulf News, July 21, 2005. http://gulfnews.com/news/gulf/uae/media/
etisalat-doesn-t-block-websites-1.294723.
68 See https://twitter.com/Etisalat_Care/status/417654518768074753 and https://twitter.com/dutweets/
status/414787641620430848Evans.
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Local news websites, many of which are owned by the state, employ a large degree of selfcensorship in accordance with government regulations and unofficial “red lines.” Gulf News,
The National, and Emirates 24/7 are among the different online media outlets suffering such
restrictions. The overall press freedom environment in traditional media is dire, with foreign
journalists and academics often denied entry or deported for expressing their views on political
topics.69 Nonetheless, since the regional uprisings of 2011, Emiratis have begun to tackle sensitive
issues more boldly over the internet, particularly on social media. Users express their opinions,
share information on arrests and trials, and even attempt to organize protests. However, most
users remain anonymous when criticizing state officials or religion out of fears of legal action or
harassment. While there is no available evidence to prove the government’s involvement in hiring
public relations firms or bloggers to spread propaganda, a large number of anonymous Twitter users
appear dedicated to harassing and intimidating political dissidents and their families online.
In addition to the threat of harassment and prosecution, Emirati authorities also use financial
means to limit the ability of antigovernment websites to produce content online. For example, the
government reportedly pressured Dubai-based advertising agency “Echo” to end its advertising
contract with the U.S.-based news outlet Watan. A complaint was also allegedly submitted to the
FBI against the website, claiming it calls for the assassination of UAE rulers.70 Nonetheless, users
have access to a variety of local and international news outlets, even if there are disparate reports of
blocking specific UAE-related articles from these sites.71
Social media use has increased in recent years, in line with regional trends. Facebook recently hit 3.6
million users in the UAE, representing a penetration of 61 percent.72 By the end of 2013, 6.2 percent
of internet users in the UAE had active Twitter accounts.73 While the UAE did not witness protests on
a scale similar to its Arab neighbors, Emiratis created petitions calling for reforms and conducted
online activism to expose corruption and demand change. Families of political prisoners still rely
on Twitter to speak on behalf of detainees, explaining their cases, spreading information about
violations to their rights, and calling for their release. There are several examples of relatives who are
active online, including Mariam al-Mansouri,74 the wife of detained blogger Rashid al-Shamsi, and
Aysha al-Thufiri, the daughter of detainee Salih al-Thufiri.75

69 See for example, “Egyptian journalist freed from UAE detention,” Aljazeera, August 4th, 2013, http://www.aljazeera.com/
news/middleeast/2013/08/2013846293057501.html, and “Palestinian journalist detained at a secret prison in the UAE,” Middle
East Monitor, December 4, 2013. https://www.middleeastmonitor.com/news/middle-east/8654-palestinian-journalist-detainedat-a-secret-prison-in-the-uae.

ANHRI. “UAE Continues its Serious Violations Against the Freedom of Opinion and Expression due to Blocking “Watan”
Website.” September 24, 2012. http://beta1.anhri.net/en/?p=9607.
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See https://twitter.com/ECHRIGHTS/status/230334658129321985.

“The UAE’s social media statistics & trends, updated hourly,” accessed on January 14, 2013. http://www.stats.ae/UAEFacebook-Stats.
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Violations of User Rights
The rights of online users in the UAE are not protected by law, nor are they respected in practice.
Several laws, including the penal code, publishing law, and cybercrime law, are commonly exploited
to deter free expression and violate the rights of users. There is a general feeling among those who
reside in the UAE that online tools are monitored and that surveillance is widely practiced with little
judicial oversight. Several prominent online activists and ordinary citizens were detained in late 2013
and early 2014, with at least five users sentenced to prison for three to five years.
Article 30 of the country’s constitution states that “freedom of opinion and expressing it verbally, in
writing or by other means of expression shall be guaranteed within the limits of law.”76 However, the
judicial system in the Emirates lacks independence and prosecutions are often pursued for political
reasons.77 In 2012, the president of the UAE appointed himself as head of the judiciary, overtaking
the position of the minister of justice.78 Human rights groups have continuously criticized the
UAE for violating the human rights of political detainees and failing to provide them with fair and
transparent trials. Instead, many are denied access to a lawyer, held without cause for extended
periods of time, or tortured.79 Furthermore, former detainees who have since been pardoned80 are
continually harassed and do not enjoy their full rights as citizens.81
Articles 8 and 176 of the penal code are used to punish public “insults” of the country’s top
officials, although these provisions are widely used to prosecute any users who express a desire
for political reform.82 Articles 70 and 71 of the 1980 publishing law prohibit criticism of the head
of the state and of Islam or any other religion.83 Defamation laws have been criticized by lawyers
as “all-encompassing” and clouded with many grey areas. The burden of proof is also upon the
defendant. Penalties can be as high as two years imprisonment or a fine of AED 20,000 (US$5,444).84
In January 2011, the editor of Hetta.com was fined and his website was blocked for a month after
a court upheld a defamation suit brought by the Abu Dhabi Media Company over defamatory and
offensive user comments on the website.85 In July 2011, Abu Dhabi police warned that spreading

U.A.E Cabinet. “Constitution of U.A.E.” accessed July 31, 2013. http://uaecabinet.ae/en/UAEGovernment/Pages/UAEConstitution.aspx#.UfqD6I21EwA [Arabic], “Constitution of the United Arab Emirates,” Refworld.org, accessed August 1, 2013,
http://www.refworld.org/docid/48eca8132.html.

76
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http://www.hrw.org/news/2012/01/25/uae-free-speech-under-attack.
81 Sara Yasin, “UAE 5 still face restrictions after pardon,” Index on Censorship, accessed August 1, 2013, http://www.
indexoncensorship.org/2012/01/uae5-mansoor-still-face-restrictions-after-pardon-emirates/.
82 Human Rights Watch, “UAE: Free Speech Under Attack,” January 25, 2012. http://www.hrw.org/news/2012/01/25/uae-freespeech-under-attack.
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“Publications and Publishing Law 1980,” accessed in June 25, 2013, http://nmc.gov.ae/en/MediaLawsAndRegulation/4.pdf.

84 Kevin Brass, “Defamation laws keep the aggrieved quiet,” The National, November 8, 2011 http://www.thenational.ae/
business/industry-insights/property/defamation-laws-keep-the-aggrieved-quiet.
85 Reporters Without Boarders. “Countries Under Surveillance: United Arab Emirates.” March 11, 2011. http://en.rsf.org/
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rumors through text messages constitutes libel and can be punishable by up to three years in jail.86
In April 2012, a spokesperson for the Ministry of Interior Affairs stated on a local TV channel that
the ministry has “electronic patrols” tracking all “topics and materials written and shared on social
networks.” He added, “Anything [in] violation of the law at these web sites will be considered as
abuse and will be punishable as in the real world.”87
A new cybercrime law was issued in November 2012, replacing an earlier decree from 2006 that was
criticized for being too vague.88 While the introduction of the law was fundamental in providing
a sounder legal basis to combat online fraud, money laundering, hacking, and other serious
cybercrimes, the law also criminalizes a wide range of online activity commonly accepted within
international norms. For example, hefty fines and jail sentences await users who engage in online
gambling, disseminate pornographic material, or violate another person’s privacy through posting
their photograph or making statements about them online, regardless of the accuracy of the
accusations. Intermediaries, such as domain hosts or administrators, are also liable if their websites
are used to “prompt riot, hatred, racism, sectarianism, or damage the national unity or social peace
or prejudice the public order and public morals.”89 The cybercrime law also contains punishments
for offending the state, its rulers, and its symbols, or for insulting Islam and other religions. Calls to
change the ruling system are punishable by life imprisonment. Authorities have repeatedly warned
foreign nationals that they must also follow the country’s restrictive laws.90
Authorities regularly make use of these laws to prosecute Emirati citizens and residents for their
online activities. In July 2013, Dubai police arrested a 22-year-old Indian migrant worker for
uploading a video showing an Emirati man assaulting an Indian bus driver after a car accident.
The assaulter’s son submitted a complaint to the police against the person who has uploaded the
video for “defamation.” Dubai Police confirmed the arrest and clarified that the uploader should
have submitted the video to them instead of sharing it, which violates the privacy of the assaulter.91
According to Arabian Business, the man who uploaded the video now faces up to two years in jail for
defamation, while the assaulter, a senior Emirati official, faces only a year in jail or a maximum fine
of AED 10,000 (US$2,700) for minor assault.92 In November 2013, a spokesperson from the ministry
of interior said people who upload photos of others without their permission could face a minimum
prison sentence of six months and/or a fine of up to AED 500,000 (US$136,000).93 Foreigners
and homosexuals also face targeting by the authorities. In June 2013, a gay man from Kenya was
86 Abdulla Rasheed, “Misuse of instant messaging services punishable by law,” Gulf News, July 26, 2011 http://gulfnews.com/
news/gulf/uae/crime/misuse-of-instant-messaging-services-punishable-by-law-1.843047.
87 Mohammed Al Sadafy. “Dubai Police monitoring social networking sites round the clock,” Emirates 24/7, April
4, 2012. http://www.emirates247.com/news/emirates/dubai-police-monitoring-social-networking-sites-round-theclock-2012-04-04-1.452143.
88 Awad Mustafa and Ramona Ruiz. “Cyber-crime law to fight internet abuse and protect privacy in the UAE.” November 13,
2012. http://www.thenational.ae/news/uae-news/cyber-crime-law-to-fight-internet-abuse-and-protect-privacy-in-the-uae.
89 See Federal Decree-Law no. (5) of 2012 on Combating Cybercrimes, August 13, 2012, available online at: http://ejustice.
gov.ae/downloads/latest_laws/cybercrimes_5_2012_en.pdf.
90 Emirates News Agency, “New UAE cyber crime laws: Jail for indecent posts,” Emirates 24/7, November 14, 2012, http://www.
emirates247.com/news/government/new-uae-cyber-crime-laws-jail-for-indecent-posts-2012-11-14-1.482836.
91 “Dubai arrests man for sharing assault video,” Aljazeera, July 18, 2013. http://www.aljazeera.com/news/
middleeast/2013/07/201371831928550809.html.
92 Shane McGinley, “Dubai police arrest ‘shock video’ uploader,” Arabian Business, July 18, 2013, http://www.arabianbusiness.
com/dubai-police-arrest-shock-video-uploader-509622.html.
93 “Facebook users risk jail or fine for uploading images - UAE official,” Arabian Business, November 4, 2013. http://m.
arabianbusiness.com/facebook-users-risk-jail-fine-for-uploading-images-uae-official-525068.html.
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reportedly entrapped by Dubai police after they contacted him through a gay-dating website.94
There was little information to confirm or follow-up on the arrest. Under UAE law, foreigners can be
imprisoned or deported for violating the moral code.
In a case that made international headlines, Shezanne Cassim, a Sri Lankan-born American citizen
living in the Emirates, was arrested in April 2013 for creating and uploading a parody video of
youth culture in the UAE. The video, posted in October 2012, included a clear warning, stating, “The
following events are fictional and no offence was intended to the people of Satwa and UAE.” Cassim
spent five months in jail before he was formally charged with “defaming the image of UAE society
abroad.”95 In December 2013, Cassim and two Indian men were sentenced to one year in jail and
a fine of AED 10,000 (US$2,723). A Canadian woman, a British woman, and an American man were
given the same sentence in absentia. Two Emirati brothers involved in producing the video were
given eight months in jail and a fine of AED 5,000 (US$1,360), while a third was pardoned.96 In
December 2013, an Emirati named Obaid al-Zaabi was arrested immediately after appearing on CNN
to discuss the case of Cassim, with whom he had shared a prison cell. Al-Zaabi had been previously
arrested in July 2013 for his pro-reform and human rights views on Twitter.97 In January 2014, Cassim
and others detained with him were released. He was deported to the United States.98
The key development over the past coverage period was the July 2013 sentencing of 69 political
prisoners as part of a mass trial of 94 citizens, known as the “UAE94” trial. Twenty-five citizens were
acquitted. Many of the detainees that make up the UAE94 are members of the Reform and Social
Guidance Association, better known as al-Islah, which seeks political reform and a greater adherence
to Islam in society. As mentioned, al-Islah members often engage in political debates online and
seek to document and disseminate information on human rights violations on social media.99 These
detainees were given jail sentences of 7-15 years for being part of an organization with intent to
overthrow the government and with ties to Egypt’s Muslim Brotherhood.100 Reacting to Egypt’s 2011
parliamentary elections, in which the Muslim Brotherhood’s Freedom and Justice Party gained more
seats than any other political party, Dubai’s chief of police tweeted that “since Muslim Brotherhood
has ‘become a state,’ anyone advocating its cause [in the UAE] is considered a foreign agent.”101

94 Colin Stewart. “Dubai: Police entrap, arrest gay Kenyan,” Erasing 76 Crimes, June 3, 2013. http://76crimes.com/2013/06/03/
dubai-police-entrap-arrest-gay-kenyan/.
95 Haneen Dajani, “Makers of spoof video on YouTube that harmed UAE’s public image sentenced to jail,” The National,
December 23, 2013, http://www.thenational.ae/uae/courts/makers-of-spoof-video-on-youtube-that-harmed-uaes-publicimage-sentenced-to-jail.
96 “UAE court convicts eight over ‘spoof documentary video’,” BBC, December 23, 2013. http://www.bbc.co.uk/news/worldmiddle-east-25495256.
97 “Emirati arrested after CNN appearance,” Emirates Center for Human Rights, December 18, 2013. http://www.echr.org.
uk/?p=1093.
98 Forrest, Steve. “Shezanne Cassim, freed from UAE prison, returns to U.S.” CNN. January 9, 2014. http://www.cnn.
com/2014/01/09/world/meast/uae-freed-american/.
99 “UAE: Unfair Mass Trial of 94 Dissidents,” Alkarama, April 3, 2013, http://en.alkarama.org/index.php?option=com_
content&view=article&id=1070:uae-unfair-mass-trial-of-94-dissidents&catid=38:communiqu&Itemid=107.
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Among those sentenced in July 2013 were blogger Khalifa Al-Nuaimi102 and Twitter users Rashid
al-Shamsi103 and Musabeh al-Rumaithy,104 three individuals arrested for their online activities and
sentenced to 10 years imprisonment.105 Blogger Abdullah al-Hajri106 and Twitter user Omran alRadhwan107 were also sentenced to seven years.108
The authorities also target social media users for posting content that exposes human rights abuses
or criticizes government practices, particularly their handling of cases related to political detainees
and prisoners of conscience such as those in the UAE94 trial. Two family members of UAE94
prisoners were arrested in July 2013, immediately after their sentencing, for social media posts
calling for Emiratis to break the silence surrounding the mass trial and to call for political reform.109
In September, al-Islah member Khalid Suweidi was reportedly detained after tweeting his support for
members of the UAE94 trial.110
Osama al-Najjar was arrested in March 2014 for Twitter posts in which he expressed support for his
imprisoned father, Husain al-Najjar, a member of the UAE94.111 Security forces, lacking a warrant,
raided his house and confiscated his electronic devices. In the last tweet before his arrest, he
defended his father in a rhetorical response to a radio address from the ruler of Sharjah.112 His first
hearing was not held until September 2014, when he was able to meet with a lawyer for the first
time since his arrest. He faces charges of “designing and running a website on social networks with
the aim of publishing inaccurate, satirical and defamatory ideas and information that are harmful to
the structure of State institutions,” as well as with “contacting foreign organizations” to spread false
information and belonging to al-Islah.113
These arrests are particularly problematic given the high number of long prison sentences that
have been doled out for similar online activities. Twitter user Waleed al-Shehhi was sentenced to
two years imprisonment and handed a fine of AED 500,000 (US$136,000) in November 2013 under
Al-Nuaimi had previously written about “the UAE 5” and had been consistently threatened prior to his arrest. See https://
kalnuaimi.wordpress.com/.

102
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2013, http://www.echr.org.uk/?p=888.

110

“Emirati arrested by UAE security services for Twitter comments,” Emirates Centre for Human Rights, March 18, 2014,
http://www.echr.org.uk/?p=1217.

111
112

See https://twitter.com/O_Hussain_/status/445271293764833280.

“Urgent Action: UAE Twitter activist’s unfair trial continues,” Amnesty USA, October 8, 2014, http://www.amnestyusa.org/
sites/default/files/uaa06114_1.pdf.

113

853

www.freedomhouse.org

FREEDOM
ON THE NET
2014

United Arab Emirates

Articles 28 and 29 of the cybercrime law, which provide punishments for “endangering state security”
and “harming the reputation of the state.”114 He was arrested in May 2013 for his open support of
political detainees.115
In March 2014, 35-year-old businessman Khalifa Rabeiah116 and 40-year-old Etisalat engineer
Othman al-Shehhi117 were sentenced to five years in jail and given a fine of AED 500,000
(US$136,000). The two were convicted of violating Articles 24 and 41 of the cybercrime law, which
criminalize the use of the internet to “damage national unity or social peace.” Rabeiah and alShehhi, both members of al-Islah, had been arrested in July 2013 for Twitter posts that were critical
of judiciary procedures relating to political detainees. The two men were reportedly detained in an
unknown location for six months, tortured, and denied the right to legal aid.118
In December 2013, 19-year-old blogger Mohammed Salem al-Zumer was sentenced to three
years in jail and given a fine of AED 500,000 (US$136,000) for “insulting the country’s leaders” and
“defaming the security apparatus” through his Twitter and YouTube accounts.119 He had been arrested
in December 2012120 after accusing Emirati authorities of torturing detainees (such as his uncle,
Khaled al-Nuaimi)121 and of hiring Blackwater, a private security company, to harass protesters.122
According to his mother,123 the blogger has been held in solitary confinement, tortured, and
pressured into making a confession stating that Khalifa al-Nuiami, another UAE94 defendant, had
encouraged him to edit and upload the videos.124
Abdulrahman Omar Bajubair was sentenced to five years in absentia in December 2013 for defaming
the judiciary over his coverage of the UAE94 trial. He is currently based in Qatar.125 The Arabic
Network for Human Rights Information (ANHRI) and the Gulf Center for Human Rights reported he
was targeted for running the blog-campaign Motadaminoon in solidarity with prisoners,126 while the
Emirates Centre for Human Rights added that he was specifically targeted for what he was posting
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through the blog’s Twitter account as well as the account “@intihakat,” which reports on violations
against political detainees.127
Arrested in March, Abdulhamid al-Hadidi was sentenced in April to ten months in jail under Article
46 of the cybercrime law and Article 265 of the penal code for allegedly “spreading false information”
about the trial of the so-called UAE94, of which his father, Abdulrahman al-Hadidi, is a member.128
Al-Hadidi had been active on social media by sharing news from detainees and details of their trials.
He was also pushing detainees’ families to work together to demand fair and transparent trials for
the accused, as well as an end to state violations against their rights to prison visits. Al-Hadidi was
released from prison in November 2013.129
In addition to arbitrary detentions, unfair prosecutions, and torture, online activists also face a range
of extralegal attacks in the UAE. In October 2012, blogger Ahmed Mansour faced media harassment
and physical beatings. The actions were taken in response to a pre-recorded speech he made that
was later broadcast at a side event to the United Nations Human Rights Council regarding violations
in the UAE, Oman, and Saudi Arabia.130
The high amount of prosecutions and physical harassment of users in the UAE is, in part, due to
the several obstacles they face in using ICT tools anonymously. In January 2013, the country’s two
mobile phone providers gave a last warning to their users to register their SIM cards or have their
service discontinued for failing to comply.131 The government had required every mobile user to
re-register their information as part of the TRA’s “My Number, My Identity”132 campaign launched in
June 2012.133 Cybercafe customers are also required to provide their ID and personal information in
order to surf the net.134
Internet and mobile providers are not transparent in discussing the procedures taken by authorities
to access their data and users’ information. Warnings from both the Abu Dhabi and Dubai police
against spreading rumors through mobile messages may indicate the government’s overall
surveillance of ICT users.135 Further, Twitter users have been arrested for exchanging private
127
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messages with a controversial account.136 Saeed al-Shamsi was detained on December 14, 2012 over
suspicions that he ran the anonymous Twitter account “Sout al-Haq” (@weldbudhabi). The account
was targeted over allegations that it received leaked documents from the Interior Ministry, although
the documents were never published. After al-Shamsi’s arrest, the Sout al-Haq account sent a tweet
in which he claimed the authorities had arrested the wrong person. Al-Shamsi’s lawyer said that his
defendant appeared distressed and disoriented in court with signs of intimidation and torture.137 He
was reportedly released in March 2013. Two other users were also arrested for having messaged
Sout al-Haq after authorities reportedly hacked into the account. Only days later, five more Twitter
users were arrested for expressing political criticism and support for detainees.138 No reports
followed their arrests or disclosed further details on their cases.
Incidents of providers demanding warrants or legal permission for security bodies to gain access to
user data are not known. In 2009, the makers of BlackBerry devices alleged that a software update
issued by the UAE telecommunications company Etisalat was actually spyware used to “enable
unauthorized access to private or confidential information stored on the user’s smartphone.”139
The UAE remains one of the top countries facing hacking attempts worldwide. In September 2013,
Abu Dhabi Police warned businesses “of a surge in attacks by international hackers” and advised
them to use necessary software for protection and to restrain from using personal emails for work
communication.140 The TRA has also announced new measures to block spam emails and SMS.141 Six
hackers were arrested last year in New York after stealing debit card data from the National Bank of
Ras Al-Khaimah in the United Arab Emirates and Bank Muscat in Oman in two attacks in December
2012 and February 2013, according to U.S prosecutors.142 Experts estimate that three-quarters of
internet users in the UAE will become victims of cybercrime. Seventy-five percent of the hacking is
expected to target bank accounts.143 In late 2012, a report recorded the country’s spam rate at 73
percent, and 46 percent of the country’s social networking users fell victim to cybercrimes, compared
to the global average of 39 percent.144 In July 2012, the TRA denied claims that the hacktivist
group Anonymous “penetrated the country’s proxy server and extracted a list of blocked website
addresses.”145
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Emirati activists have also reported spyware and malware attacks against their computers. In one
case from January 2013, a user received an email purportedly containing a link to a video of the
Dubai police chief. Instead, the link contained spyware that could monitor the victim’s screen, enable
the computer’s webcam, steal passwords, and conduct keylogging. It was believed the Emirati
government was behind the attack.146
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United Kingdom
2013

2014

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2013:

Obstacles to Access (0-25)

2

2

Limits on Content (0-35)

6

6

Violations of User Rights (0-40)

15

16

TOTAL* (0-100)

23

24

64.1 million
90 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Filtering mechanisms, particularly child-protection filters enabled on all household and
mobile connections by default, inadvertently blocked legitimate online content (see
Limits on Content).

•

The Defamation Act, which came into effect on 1 January 2014, introduced greater legal
protections for intermediaries and reduced the scope for “libel tourism,” while proposed
amendments to the Contempt of Court Act may introduce similar protections for
intermediaries in relation to contempt of court (see Limits on Content and Violations of
User Rights).

•

New guidelines published by the Director of Public Prosecutions in June 2013 sought to
limit offenses for which social media users may face criminal charges. Users faced civil
penalties for libel cases, while at least two individuals were imprisoned for violent threats
made on Facebook and Twitter (see Violations of User Rights).

•

In April 2014, the European Court of Justice determined that EU rules on the mass
retention of user data by ISPs violated fundamental privacy and data protection rights.
UK privacy groups criticized parliament for rushing through “emergency” legislation to
maintain the practice in July, while failing to hold a public debate on the wider issue of
surveillance (see Violations of User Rights).

•

Police asked a Twitter user to delete a non-threatening tweet about the UK Independence
Party (UKIP); separately, intelligence agents raided the offices of the Guardian and
ordered the destruction of hard drives after the newspaper published leaked documents
about government surveillance (see Violations of User Rights).
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Introduction
The United Kingdom (UK) was an early adopter of new information and communication technologies
(ICTs), and internet access in the country has become near universal with competitive prices and
generally fast speeds. Internet access through mobile phones is also becoming more prevalent as
result of the growing popularity of smartphones and the increasing availability of superfast networks,
which have maximum advertised speeds of 30 Mbit/s or more. But a growth in technological
capacities has simultaneously allowed expanded surveillance, leading to growing fears of abuse by
police and intelligence agents.
Leaks by former National Security Agency (NSA) contractor Edward Snowden, published in
the Guardian, revealed the extent of digital surveillance by the Government Communications
Headquarters (GCHQ), a British intelligence-gathering agency. Leaked documents outlined programs
and tactics used by GCHQ and its international partners over the past several years, raising
questions about the reliability of any previous measures of users’ online freedoms in the UK. The fact
that these tactics were apparently lawful led to concerns about proportionality, and whether existing
legislation on surveillance was intended to be applied in digital contexts.
As in past years, the increasing use of technological methods to restrict access to certain content
continued to be controversial. The outsourcing and privatizing of blocking and filtering services
raised questions about transparency and overblocking, which may have significant effects on users’
online freedoms. There have also been indications that internet users may not fully comprehend
their rights and responsibilities in the online world, leading to more prosecutions for online activity.
On a more positive note, changes to the Defamation Act, which came into effect on 1 January
2014, have resulted in more protections for intermediaries and defendants. Proposals for revisions
to the Contempt of Court Act were also introduced to deal with the effects of online reporting of
the administration of justice. Attempts to curtail online copyright infringements in the form of the
Digital Economy Act, which had been criticized for their possible impact on net freedoms, have
stalled. While some legislation is therefore being updated and promulgated to protect online
freedom, the UK’s legislative landscape may need to be revisited to safeguard users’ online freedoms
in the era of mass surveillance.

Obstacles to Access
Access to the internet has become essential to citizenship and social inclusion in the UK.1 ICT
infrastructure in the country is generally of a strong standard, allowing high levels of access. Over
the past year, substantial investments in superfast broadband have also led to better levels of service
for many citizens and businesses. For financial and literacy reasons, however, there is still a small
segment of the population that does not have internet access. Policies and regulation in the country
tend to favor access, although recent revelations regarding extensive government surveillance
practices may impact how citizens choose to access the internet.

Ofcom, Internet Citizens 2013: Research Report (London: Ofcom), November 5, 2013, http://stakeholders.ofcom.org.uk/
binaries/research/telecoms-research/Internet-Citizens-Report.pdf.

1
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Internet penetration has grown from 78.39 percent in 2008 to 89.84 percent at the end of 2013,2
with more than 80 percent of adults having household internet access.3 In the past year, the
share of homes with fixed and mobile broadband has grown to 77 percent,4 with 26.7 percent
of UK households having superfast broadband. Nearly 100 percent of all households are within
range of ADSL connections and 48 percent of households are within reach of cable. In June 2013
the government completed a consultation that reinforced the need for a supportive policy and
regulatory environment for investment in broadband infrastructure,5 and pledged a further GBP
530 million (US$ 850 million) to help make superfast broadband available in rural communities. The
government also set a target that 95 percent of the population would have access to superfast
broadband by 2017, and by March 2014, 509,000 rural premises had such access.6 This builds on
the previous phase in which the Broadband Delivery UK program made GBP 830 million (US$ 1.32
billion) available for broadband expansion.7 The extension of fast broadband to all areas remains a
priority and steady progress to this end continues.8
Mobile telephone penetration is extensive, with a reported penetration rate of 123.7 percent at
the end of 2013.9 In 2014, 61 percent of all UK adults claimed to own a smartphone, leading to
a substantial growth of internet use on mobile phones.10 The fastest growth in mobile internet
use was among people aged 55 to 64, which increased more than five-fold in four years. Fourthgeneration (4G) mobile communication technology is now available from all four national mobile
network operators, with more than 6 million subscriptions and over 70 percent of UK premises being
able to access outdoor 4G coverage from at least one network. Second-generation (2G) and thirdgeneration (3G) networks are available in over 99 percent of all households. Only four percent of
households use mobile broadband as their main internet connection, and overall household use of
mobile broadband has decreased over the past two years, from 17 percent in 2011 to 8 percent in
March 2014.11
Even where access is available, use and participation does not necessarily follow. Citizens with
internet access may choose not to participate if they lack technical understanding or adequate
equipment, if they are concerned about privacy online, or if they have no interest in being online.
People in the lowest income groups are significantly less likely to have home internet subscriptions,
“Individuals Using the Internet,” International Telecommunication Union, 2000‐2012, http://www.itu.int/en/ITU‐D/Statistics/
Pages/stat/default.aspx.

2

Ofcom, The Communications Market 2014 (London: Ofcom), August 7, 2014, http://stakeholders.ofcom.org.uk/market-dataresearch/market-data/communications-market-reports/cmr14/uk/. P 261.

3

Ofcom, The Communications Market 2014 (London: Ofcom), August 7, 2014, http://stakeholders.ofcom.org.uk/market-dataresearch/market-data/communications-market-reports/cmr14/uk/. P 261.

4

5 Department for Culture, Media and Sport (DCMS), Proposed Changes to Siting Requirements for Broadband Cabinets and
Overhead Lines to Facilitate the Deployment of Superfast Broadband Networks (London: DCMS), June 2013, https://www.gov.uk/
government/uploads/system/uploads/attachment_data/file/205746/Fixed_Broadband_Consultation_Summary_of_Responses_
final.pdf.
6

Ofcom, The Communications Market 2014, p 309.

DCMS, “Next Phase of Superfast Broadband Plans Announced,” December, 2010, https://www.gov.uk/government/news/
next-phase-of-superfast-broadband-plans-announced--4.

7

8 For local area progress in broadband provision, see DCMS, Table of local broadband projects, November 2013, https://docs.
google.com/spreadsheet/ccc?key=0Ah3sVRjT82kKdEltX0lJNjNVWWhNbjBnNGwxeHhqMHc#gid=0.
9 International Telecommunication Union (ITU), “United Kingdom Profile,” 2013, http://www.itu.int/net4/itu-d/icteye/
CountryProfile.aspx
10
11

Ofcom, The Communications Market 2014.
The Oxford Internet Survey p52 http://oxis.oii.ox.ac.uk/sites/oxis.oii.ox.ac.uk/files/content/files/publications/OxIS_2013.

pdf.
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with the gap between socio-economic groups remaining the same for the past few years. People
aged 75 and above are also less likely to use the internet, although internet use by this group has
increased by 11 percentage points since 2008.12 Of the UK households that do not have access to
the internet, the majority have no intention to get connected.13
The average broadband speed in 2014 was 17.8 Mbps,14 continuing a trend of rising speeds and
growing satisfaction among consumers served by faster fiber-based services.15 The introduction
of 4G services for mobile in 2012 has allowed faster data downloads and uploads, streaming of
video, and access to other data services. A total 57 percent of adults said they used data services
on their mobile phones, an eight percent increase from 2013.16 More than a quarter of all fixed
broadband connections are superfast, an increase of 58 percent from 2013.17 Superfast connections
are increasingly deployed beyond the major urban centers and the price of such connections is
decreasing.18
The UK provides a competitive market for internet access, and prices for communications services
compare favorably with those in other countries.19 Average fixed internet spending has continued
to increase as result of a growth in broadband take-up and switching to superfast services.20 While
4G services were initially more expensive than non-4G services, the difference is shrinking, and in
some cases disappearing.21 The price basket for superfast broadband has declined by eight percent
to just over GBP 8 (US$ 13) per month,22 while fixed broadband prices increased by one percent in
real terms to GBP 16.35 (US$ 26) a month in 2012.23 The price of a basket of mobile services fell by
3.5 percent in 2013, and is around GBP 14.30 (US$ 23.10). The difference between superfast and
standard services is between GBP 5 (US$ 8) and GBP 10 (US$ 16) per month.24
Four major ISPs, British Telecom (BT), Virgin Media, TalkTalk, and Sky, control 87 percent of the
total market.25 Through local loop unbundling—where communications providers offer services to
households using infrastructure provided mainly by BT and Virgin—a large number of companies
provide internet access. By 2013, unbundled telephone lines reached 9 million homes.26 Virgin has
the highest share of superfast broadband subscribers (56 percent); BT has a 35 percent share, but is
dominant in the provision of wholesale access.27
12

Ofcom, The Consumer Experience of 2013: Research Report, p 22 – 26

13

Ofcom, The Communications Market 2014, p 262.

14

Ofcom, The Communications Market 2014.

15

Ofcom, The Communications Market 2014, table 5.71.

16

Ofcom, The Communications Market 2014, p 346.

17

Ofcom, The Communications Market 2014, p 346, p 13.

18

Ofcom, The Communications Market 2014, p 346.

19

Ofcom, The Consumer Experience of 2013: Research Report.

20

Ofcom, The Communications Market 2014, p 32.

21

Ofcom, The Communications Market 2014, p 307.

22

Ofcom, The Communications Market 2014, p 307.

23

Ofcom, The Communications Market 2013.

24

Ofcom, The Communications Market 2014, p 311.

25

Ofcom, The Communications Market 2013.

Ofcom, “UK broadband competition reaches new milestone,” April 25, 2013, http://media.ofcom.org.uk/2013/04/25/ukbroadband-competition-reaches-new-milestone/.
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ISPs are not subject to licensing but must comply with general conditions set by the
communications regulator, Ofcom, such as having a recognized code of practice and being a
member of an alternative dispute-resolution scheme.28 The government also does not place limits
on the amount of bandwidth ISPs can supply, and the use of internet infrastructure is not subject to
direct government control.
ISPs regularly engage in traffic shaping or slowdowns of certain services,29 while mobile providers
have cut back on previously unlimited access packages for smartphones, reportedly because of
concerns about network congestion. Ofcom adopted a voluntary code of practice on broadband
speeds in 2008 and released a report in 2011 that called for a self-regulatory approach to network
neutrality.30 It described the blocking of services and sites by ISPs as “highly undesirable” but said
that market forces will address potential problems.31
In July 2012, major ISPs published a “Voluntary Code of Practice in Support of the Open Internet”.32
The code commits ISPs to transparency and confirms that traffic management practices will not be
used to target and degrade the services of a competitor. The code was amended in May 2013 to
clarify that signatories could deploy content filtering or provide such tools where appropriate for
public Wi-Fi access.33
In September 2013, the domain registrar Nominet launched a review of the “.uk” domain registration
policy to focus on the extent to which it should be restricting offensive or otherwise inappropriate
words or expressions in domain name registrations.34 The Nominet Board agreed to make all of
the recommended changes.35 The amended policy specifically aims to address limits on content in
respect of serious sexual offences.36

Limits on Content
While there is no general law authorizing internet censorship in the UK, filtering mechanisms do
operate with the aim of blocking criminal content such as child sexual abuse, sites that promote
extremism and terrorism, and copyright-infringing materials. Filtering tools have also expanded
to strengthen parental controls over the viewing of adult-oriented sites by children. These child
Ofcom, Consolidated Version of General Conditions of Entitlement (London: Ofcom), December 16, 2013, http://
stakeholders.ofcom.org.uk/binaries/telecoms/ga/GENERAL_CONDITIONS_AS_AT_26_DECEMBER_2013.pdf.

28
29

Such as peer-to-peer (P2P) file sharing and television streaming.

Ofcom, “Ofcom’s approach to net neutrality,” November 11, 2011, http://stakeholders.ofcom.org.uk/consultations/netneutrality/statement/.

30

Developments at European Union (EU) level may, in the future, also have an impact on net neutrality provisions in the UK.
See http://ec.europa.eu/digital-agenda/en/eu-actions.

31

32 Broadband Stakeholder Group, “ISPs launch Open Internet Code of Practice,” July 25, 2012, http://www.broadbanduk.
org/2012/07/25/isps-launch-open-internet-code-of-practice/.
33 Broadband Stakeholder Group, “ISPs launch Open Internet Code of Practice,” May 2013, http://www.broadbanduk.org/wpcontent/uploads/2013/06/BSG-Open-Internet-Code-of-Practice-amended-May-2013.pdf.

Nominet is the domain registrar in the United Kingdom, and manages access to newly introduced .uk, .wales, and .cymru
domains.

34

Lord Macdonald QC, Review of .uk Registration Policy, December 2013, http://www.nominet.org.uk/sites/default/files/
Lord%20Macdonald%20Report%20final.pdf.

35

36 Nominet, “Nominet to update registration policy in light of Lord Macdonald review,” 15 January 2014, http://www.nominet.
org.uk/news/latest/nominet-update-registration-policy-light-lord-macdonald-review.
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protection measures have been particularly controversial in the realm of mobile devices, where
filtering criteria have often resulted in overblocking. A lack of transparency regarding sites blocked
through court orders, as well as the increasing outsourcing and privatizing of filtering services, have
also raised concerns.
The Internet Watch Foundation (IWF), a registered UK charity, aims to prevent access to child sexual
abuse and criminally obscene adult content.37 The IWF compiles a blacklist of URLs containing
images of child sexual abuse using a citizen’s hotline and investigations by IWF analysts,38 in
accordance with the Sexual Offences Definitive Guideline published by the Sentencing Council under
the Ministry of Justice.39 In cases where such content is hosted within the UK, therefore constituting
a criminal offense, the IWF coordinates with the police and local hosting companies in order to
have it removed. A similar system is in place for websites that depict child sexual abuse through
non-photographic means, such as computer-generated images, as well as for websites containing
criminally obscene adult content.40
For child sexual abuse content that is hosted overseas and outside the jurisdiction of British courts,
the IWF contacts international hotlines and foreign police authorities in order to have the content
eventually removed from servers in the host country. However, in order to prevent British users from
accessing the content in the meantime, British ISPs block access to the websites listed in the IWF
blacklist using the CleanFeed filtering system, developed by the IWF and BT. Non-photographic child
sexual abuse images and criminally obscene adult images do not fall under the remit of the IWF
when hosted abroad.41
Similar processes for the investigation of online materials inciting hatred were transferred from the
IWF to TrueVision, a site that is managed by the police, in 2011.42
In November 2013, Prime Minister David Cameron welcomed the introduction of new algorithmic
filters by Google and Microsoft that prevent searches for child abuse imagery, and warned that if
such measures were unsuccessful, legislative intervention could follow. As many as 100,000 search
terms for illegal material are programmed to return no results.43 Laws such as the Protection of
Children Act are used to prosecute individuals suspected of accessing or circulating content relating
to child abuse.44 According to some reports,45 the task of creating certain filters has been outsourced
to foreign companies, raising concerns about evading transparency and reporting requirements

37

The IWF is a British charity funded by ISPs and the EU.

38

The Internet Watch Foundation (IWF) site is located at http://www.iwf.org.uk/.

For the latest guidelines, effective April 1, 2014, please visit https://www.iwf.org.uk/assets/media/hotline/Sentencing%20
Councils%20Sexual%20Offences%20Definitive%20Guideline%20April%202014.pdf.

39

40

See “Remit, Vision and Mission” Internet Watch Foundation, https://www.iwf.org.uk/about-iwf/remit-vision-and-mission.

TJ McIntyre, “Child Absue images and Cleanfeeds: Assessing Internet Blocking Systems,” 2011, available at http://www.
academia.edu/771272/Child_Abuse_Images_and_Cleanfeeds_Assessing_Internet_Blocking_Systems.

41

The TrueVision site is located at http://www.report-it.org.uk/home. See IWF, “Incitement to racial hatred removed from
IWF’s remit,” April 11, 2011, http://www.iwf.org.uk/about-iwf/newss/post/302-incitement-to-racial-hatred-removed-from-iwfsremit.

42

“Google and Microsoft agree steps to block abuse images,” BBC News, November 18, 2013, http://www.bbc.co.uk/news/
uk-24980765.

43
44

Accessible: http://www.legislation.gov.uk/ukpga/1999/14/contents.

See, e.g., Tim Cushing, “UK’s Anti-Porn Filtering Being Handled By A Chinese Company,” TechDirt, July 26, 2013, http://www.
techdirt.com/articles/20130725/20042323953/uks-anti-porn-filtering-being-handled-chinese-company.shtml.

45
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under the Freedom of Information Act, particularly regarding how these filters work and why certain
sites may be blocked without a court order.46
The government has increased its efforts to limit access to materials defined as “extremist” on the
internet.47 The Terrorism Act allows for the removal of terrorist material hosted online in the UK if it
“glorifies or praises” terrorism, if it is information that could be useful to conducting terrorism, or if
it urges people to commit or support terrorism.48 A Counter Terrorism Internet Referral Unit (CTIRU)
was set up in 2010 to investigate internet materials, and the unit reported that it had removed
more than 29,000 locally-hosted ‘pieces’ that breach UK terrorism legislation by April 2014.49 The
government claims to have taken down some 15,000 instances of “jihadist propaganda” since
December 2013 in the continuing fight to deny religious extremists in Iraq and Syria with tools to
recruit British citizens.50 The government released a revised “Prevent Anti-Terrorism Strategy” in
2011, which also calls for limiting access to “extremist” materials in schools and public libraries and
increasing efforts to remove “harmful content” from the internet.51 The strategy involves “sharing
unlawful sites for inclusion in commercial filtering products”, through the compiling of a list of
extremist URLs by the CTIRU that are then blocked by ISPs.52
In addition to child sexual abuse, sites that incite hatred (or “hate sites”), and extremist sites, the
government has also taken a proactive approach to restricting sites that have been found in
violation of copyright protections. The UK High Court has continued to block sites based on
copyright infringement, 53 although it recently held that merely publishing a link to copyright
infringing material, rather than hosting the material online, does not amount to a copyright
infringement.54 This approach has since been confirmed by the Court of Justice of the European
Union.55 There have been a number of cases in which courts have ordered sites, such as Newzbin

46 Accessible: http://www.legislation.gov.uk/ukpga/2000/36/contents; See Steve Wood, “Ensuring transparency isn’t the cost
of outsourcing,” Information Commissioner’s Office (blog), March 5, 2014, http://iconewsblog.wordpress.com/2014/03/05/
ensuring-transparency-isnt-the-cost-of-outsourcing-05032014/.

See Home Affairs Committee, “MPs urge internet providers to tackle on-line extremism,” February 6, 2012, http://
www.parliament.uk/business/committees/committees-a-z/commons-select/home-affairs-committee/news/120206-rvr-rptpublication/.

47

Terrorism Act 2006 (c. 11), §3, http://www.legislation.gov.uk/ukpga/2006/11/contents; See “Reporting extremism and
terrorism online,” DirectGov, https://reporting.direct.gov.uk/.

48

Home Office, CONTEST: The United Kingdom’s Strategy for Countering Terrorism: Annual Report (London: Home Office
CM8583), March 26, 2013, https://www.gov.uk/government/publications/contest-annual-report-2012; Open Rights Group,
“Counter Terrorism Internal Referral Unit,” https://wiki.openrightsgroup.org/wiki/Counter_Terrorism_Internet_Referral_Unit
49

Patrick Wintour, “Government reveals scale of online fight against jihadists,” The Guardian, June 23, 2014, http://www.
theguardian.com/world/2014/jun/23/jihadist-propaganda-government-youtube-british-muslims-isis.

50

51 Home Office, Prevent Strategy (London: Home Office CM8092), June 2011, http://www.homeoffice.gov.uk/publications/
counter-terrorism/prevent/prevent-strategy/prevent-strategy-review?view=Binary.
52

Home Office, CONTEST: The United Kingdom’s Strategy for Countering Terrorism: Annual Report.

“Linking to infringing material may not on its own be an act of copyright infringement, says UK judge,” Out-Law,
November 22, 2013, http://www.out-law.com/en/articles/2013/november/linking-to-infringing-material-may-not-on-its-ownbe-an-act-of-copyright-infringement-says-uk-judge/

53

54 Paramount Home Entertainment International Ltd & Ors v British Sky Broadcasting Ltd & Ors [2013] EWHC 3479 (Ch)
(November 13, 2013), http://www.bailii.org/ew/cases/EWHC/Ch/2013/3479.html.
55 Nils Svensson and others v Retriever Sverige AB Case C-466/12 (February 13, 2014), http://curia.europa.eu/juris/document/
document.jsf?text&docid=147847&pageIndex=0&doclang=en&mode=req&dir&occ=first&part=1&cid=395; See Court
of Justice of the European Union, “Press release No 20/14,” February 20, 2014, http://curia.europa.eu/jcms/upload/docs/
application/pdf/2014-02/cp140020en.pdf.
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and the Pirate Bay, to be blocked for copyright infringement,56 and to have their domain names
seized based on the Copyright, Designs, and Patents Act,57 and other legislation.58 The CleanFeed
system has been adapted to enable ISPs to enforce the blocks, and the list of blocked URLs is
growing.59 The Digital Economy Act (DEA) also stipulates that sites found to have “substantial”
violations of copyright can be blocked by a court order. However, an Ofcom review determined
that such copyright-related blocking provisions, contained in Sections 17 and 18 of the DEA, are
unlikely to be effective and should rather be used in conjunction with other measures. Under these
Sections, the Secretary of State for Culture, Media and Sport is able to create regulations to allow
“blocking injunctions” by the courts in order to force ISPs to block access to pirated copyright
content.60 Despite the ostensible transparency of the legal system, obtaining copies of the copyright
injunctions has proved challenging.61 The non-profit Open Rights Group (ORG) has consequently
called for more transparency about what sites are blocked by court injunctions.62
Under the EU 2002 E-Commerce Directive, hosts can be held liable if they are found to have had
knowledge of illicit material, including libelous content, but have failed to remove it.63 This has
caused hosting companies to promptly take down material when asked, with little inquiry as to the
legitimacy of the demand.64 In April 2013, the government updated the Defamation Act. The updates
came into effect on January 1, 2014, and provide greater protections for ISPs by limiting their
liability for user-generated content.65 (See “Violation of User Rights”)
The blocking policy is instituted in line with a voluntary code of practice adopted by the Internet
Services Providers’ Association.66 While British ISPs are not required by law to implement the IWF

Cf. EMI Records (Ireland) Ltd and others v UPC Communications Ireland Ltd and others [2013] IEHC 274 (June 12, 2013),
Dramatico Entertainment Ltd and others v. British Sky Broadcasting Ltd and others [2012] EWHC 1152 (Ch) (May 2, 2012);
Twentieth Century Fox Film Corporation and others v. British Telecommunications plc [2011] EWHC 2714 (Ch) (October 26, 2011).
56

57

Accessible: http://www.legislation.gov.uk/ukpga/1988/48/contents.

Matt Warman, “Serious Organised Crime Agency closes down rnbxclusive.com filesharing website,” The Telegraph, February
15, 2012, http://www.telegraph.co.uk/technology/internet/9084540/Serious-Organised-Crime-Agency-closes-down-rnbxclusive.
com-filesharing-website.html.
58

The UK’s High Court has also ordered ISPs to block Kickass Torrents, H33T, and Fenopy. See David Lee, “Court orders UK
ISPs to block more piracy sites,” BBC News, February 28, 2013, http://www.bbc.co.uk/news/technology-21601609.

59

60 Ofcom, ‘Site Blocking’ to reduce online copyright infringement (London: Ofcom), May 27, 2011, https://www.gov.uk/
government/uploads/system/uploads/attachment_data/file/78095/Ofcom_Site-Blocking-_report_with_redactions_vs2.pdf.
61 Judith Townend, “Court short of basic Information,” The Guardian, March 5, 2012, http://www.theguardian.com/law/2012/
mar/05/court-case-lists-open-justice.
62 Andy, “Steps towards uncovering the UK’s piracy site blackout,” TorrentFreak, July 19, 2013, http://torrentfreak.com/
steps-towards-uncovering-the-uks-piracy-site-blackout-130719/?utm_source=feedburner&utm_medium=feed&utm_
campaign=Feed%3A+Torrentfreak+%28Torrentfreak%29&utm_content=FeedBurner.
63 Electronic Commerce (EC Directive) Regulations 2002 (SI 2002/2013), http://www.legislation.gov.uk/uksi/2002/2013/
made. See Metropolitan International Schools Ltd v. (1) Designtechnica Corporation (2) Google UK Ltd & (3) Google Inc [2009]
EWHC 1765 (QB) (search engine not liable for excerpts); Bunt v. Tilly [2006] EWHC 407 (QB) (ISP not liable if it only provides
connection); Twentieth Century Fox Film Corporation v. Newzbin [2010] EWHC 608 (Ch) (company that provides indexing of
copyrighted files liable); Kaschke v. Gray & Anor [2010] EWHC 690 (QB) (host that moderates user comments liable). See also
Electronic Commerce Directive (Hatred against Persons on Religious Grounds or the Grounds of Sexual Orientation) Regulations.
64 Saskia Walzel, “European Commission Consults on Notice and Takedown,” LSE Media Policy Project (blog), August 24, 2012,
http://blogs.lse.ac.uk/mediapolicyproject/2012/08/24/european‐commission‐consults‐on‐notice‐and‐takedown/.
65 Defamation Act 2013, accessible: http://www.legislation.gov.uk/ukpga/2013/26/contents; See also Iain Wilson & Max
Campbell, “Defamation Act 2013: A Summary and Overview”, Inforrm (blog), January 21, 2014, https://inforrm.wordpress.
com/2014/01/21/defamation-act-2013-a-summary-of-the-act-iain-wilson-and-max-campbell/.
66 Adopted in January 1999. See Internet Services Providers’ Association, “ISPA Code of Practice,” July 3, 2007, http://www.
ispa.org.uk/about-us/ispa-code-of-practice/.

865

www.freedomhouse.org

FREEDOM
ON THE NET
2014

United Kingdom

blocking list,67 the Home Office adopted rules in 2010 that prohibit government bodies from
procuring services from ISPs that fail to use the list.68 Consumer awareness of CleanFeed is low, and
the list of blocked sites remains secret in order to deter access to unlawful materials. In January 2014,
a human rights audit of the IWF recommended the introduction of an independent judicial review of
IWF’s operations.69
Public debate about the imposition of measures that would more effectively prevent children from
accessing adult-oriented material on the internet increased in the past year. In November 2013, Sky,
TalkTalk, BT, and Virgin pledged to form a new joint venture to lead an awareness campaign around
child safety with a marketing expenditure in excess of GBP 25 million (US$ 40 million).70 The group
launched the InternetMatters.org portal in May 2014 to provide parents with advice for making
decisions around children’s online safety. Media regulators also launched the ParentPort site in
October 2011 to receive complaints about materials “unsuitable for children” across all forms of
media and to provide a resource for parents for tips on parental controls.71
With the rapid rise of mobile internet access, mobile filtering has also become increasingly prevalent.
Due to concerns over the unsupervised use of data-enabled mobile phones by children under the
age of 18, mobile internet subscriptions are sold to customers with child filters enabled by default
and, depending on the provider, require either the disabling of the filters or a deliberate “opt-in” to
adult content. Customers can verify their age and remove the filters by contacting their provider
with proof of age. Blocked content includes pornography, hate sites, and in some cases, web
forums that could potentially allow minors to interact with older users.72 The practice is conducted
in accordance with a 2004 code of conduct established by the Mobile Broadband Group (MBG),
consisting of the providers Vodafone, Three, EE, and O2.73 The code of conduct, last updated in
July 2013, covers commercial and internet content, illegal content, malicious communications and
customer education.74 In September 2013 the Independent Mobile Classification Body (IMCB),
originally appointed by the MBG to establish the criteria for which sites are deemed to be unsuitable
for children under the age of 18, was replaced by the British Board of Film Classification (BBFC) to
categorize content and calibrate internet filters.75 However, the process has been criticized for being
subjective, insufficiently transparent, and generally problematic.76
67 Christopher Williams, “Home Office Backs Down on Net Censorship Laws,” The Register, October 16, 2009, http://www.
theregister.co.uk/2009/10/16/home_office_iwf_legislation/.
68 Ben Leach, “Ban for internet providers failing to block child sex sites,” The Daily Telegraph, March 10, 2010, http://www.
telegraph.co.uk/technology/facebook/7411020/Ban-for-internet-providers-failing-to-block-child-sex-sites.html.
69

See https://www.iwf.org.uk/accountability/human-rights-audit.

Samuel Gibbs, “UK’s top tech executives meet for summit against online child abuse”, The Guardian, November 18, 2013,
http://www.theguardian.com/technology/2013/nov/18/uk-top-tech-executives-online-child-abuse.

70
71

The Parentport site is located at: http://www.parentport.org.uk/.

See LSE Media Policy Project/ Open Rights Group, Mobile Internet censorship: What’s happening and what we can do
about it (May 2012), http://www.openrightsgroup.org/assets/files/pdfs/MobileCensorship-webwl.pdf; See also Claire Milne,
“Response to Mobile Censorship Report: Mobile & Fixed Internet are Different”, LSE Media Policy Project (blog), May 17,2012,
http://blogs.lse.ac.uk/mediapolicyproject/2012/05/17/response-to-mobile-censorship-report-mobile-fixed-internet-aredifferent/.
72

73

“Who We Are,” Mobile Phone Group, http://www.mobilebroadbandgroup.com/whoweare.htm.

MBG. Culture, Media and Sport Select Committee inquiry into online safety. Written evidence submitted by the Mobile
Broadband Group, September 30, 2013. Available from: www.mobilebroadbandgroup.com/faq.

74
75

MPG, “Social responsibility,” www.mobilebroadbandgroup.com/social.htm.

Peter Bradwell, “Reporting ‘over-blocking’ to mobile operators,” Open Rights Group, May 28, 2012, http://www.
openrightsgroup.org/blog/2012/reporting-over-blocking-to-mobile-operators; LSE Media Policy Project/ Open Rights Group,
Mobile Internet censorship: What’s happening and what we can do about it.
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The efficacy of such child-protection filtering measures for both mobiles and household access has
been questioned. They are easy to circumvent,77 and can affect legitimate content.78 On several
occasions due to technical difficulties at the ISP level, blocking decisions designed to prevent access
to harmful content temporarily disabled users from accessing popular sites such as Wikipedia.79
The ORG has created the site “Blocked.org.uk” to allow users to report overblocking of content
that poses little or no threat to child welfare, including sites on sexual education, drug awareness,
and pages run by civil society and political parties. A report by the ORG and the London School of
Economics (LSE), published in 2012, found that sites as diverse as Tor, eHow, and that of the British
National Party, an extreme right-wing political organization, had been temporarily blocked. The
latter was classified as a “hate site” by O2, apparently the only provider that operates a “URL checker”
page that allows users to ascertain how a particular site has been classified.80 The owners and
operators of sites are not notified that their sites have been blocked, with the ORG reporting that
some cases of sites blocked on mobile networks have taken a month to be resolved, and that site
operators often do not know where to report a wrongfully blocked site.81
Barriers to entry in news markets remain theoretically very low, recent years have seen a
consolidation of online news providers, with large companies garnering more control over online
news markets.82 Evidence submitted to a judicial inquiry on press practices led by Lord Justice
Leveson in 2011 and 2012 revealed close links between these news providers and government
actors.83 As a result of findings published in the Leveson Report in 2012, the larger media houses
established the Independent Press Standards Organization, the first regulator for publishers in
the country, while another initiative, the Impress Project, also aims to cater for smaller and online
publishers on a voluntary basis. Publishers may receive greater protection from punitive damages
through joining a regulator. The Crime and Courts Act establishes a higher risk of costs and fines
for all newsgatherers, including bloggers, if they refuse to self-regulate.84 Publishers that decline to
join, including news blogs, remain exposed to punitive damages if the publication features multiple
authors and is subject to editorial control.85 There are, however, exceptions to costs and punitive
damages exposure for certain types of publishers, including broadcasters, personal blogs, and
special interest publications.

David Smith, “‘Go Away Cameron’ Chrome extension nullifies PM’s porn blockade,” Tech Radar, December 22, 2013, http://
www.techradar.com/news/internet/-go-away-cameron-chrome-extension-nullifies-pm-s-porn-blockade-1210457.

77

Kate Solomon, “Porn filters are blocking legitimate sex education sites, to no one’s surprise,” Tech Radar, December
19, 2013, http://www.techradar.com/news/internet/porn-filters-are-blocking-legitimate-sex-education-sites-to-no-one-ssurprise-1209408.

78

79

“Wikipedia Child Image Censored,” BBC News, December 8, 2008, http://news.bbc.co.uk/2/hi/uk_news/7770456.stm.

Tom Brewster, “O2 Blocks BNP Website as ‘Hate Site’,” Tech Week Europe, May 18, 2012,
http://www.techweekeurope.co.uk/news/o2-blocks-bnp-website-as-hate-site-78653.
80

81 ORG, “Ten recommendations to ISPs for dealing with over-blocking, “ (December 19, 2013); https://www.openrightsgroup.
org/blog/2013/ukccis-overblocking.
82 See Open Society Foundations, Mapping Digital Media: United Kingdom (Open Society Foundations: London), December 9,
2011, http://www.opensocietyfoundations.org/sites/default/files/mapping-digital-media-united-kingdom-20110701.pdf.
83 Brian H. Leveson, The Report into the Culture, Practice and Ethics of the Press, November 29, 2012, https://www.gov.uk/
government/publications/leveson-inquiry-report-into-the-culture-practices-and-ethics-of-the-press.
84 See, Crime and Courts Act 2013, accessible: http://www.legislation.gov.uk/ukpga/2013/22/contents/enacted;
Media Standards Trust, The Independent Press Standards Organisation (IPSO): An assessment (November 2013), http://
mediastandardstrust.org/wp-content/uploads/downloads/2013/11/MST-IPSO-Analysis-15-11-13.pdf.
85
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Leveson also recommended that the Information Commissioner’s Office (ICO), an independent
body that reports to parliament, should publish guidelines as to how the press should be allowed
to process personal data in terms of the Data Protection Act, including data obtained, stored and
transferred online.86 In a draft guidance published in January 2014, the ICO recognized that the
definition of “journalism” should be interpreted broadly to include citizen bloggers.87 Thus citizen
journalists making use of the internet may potentially avail themselves of the journalism defense in
this legislation to avoid being held liable for misconduct related to data processing.
Users in the UK continue to enjoy wide access to free or low-cost blogging services, allowing
them to express their views on the internet. YouTube, Facebook, Twitter and other international
blog-hosting services are freely available but subject to the filters mentioned above. Users and
nongovernmental organizations also employ various forms of online communication to organize
political activities, protests, and campaigns. Civil society organizations maintain a significant
presence online and have used internet platforms to promote various causes. For example,
organizations such as Avaaz,88 Change.org,89 and 38 Degrees have millions of members who use
social media to campaign successfully on issues.90 The Libel Reform Campaign, a joint project by the
Index on Censorship, English PEN, and Sense About Science, successfully campaigned for changes in
the libel laws that were introduced in 2014.91

Violations of User Rights
While the UK has no written constitution or bill of rights, the European Convention on Human
Rights (ECHR) has been incorporated into UK law through the Human Rights Act,92 and British courts
have recognized the importance of freedom of expression and other human rights. Some positive
steps have been taken with the aim of protecting user rights. Changes to the Defamation Act have
resulted in more protections for intermediaries and defendants.93 However, extensive surveillance
measures employed by government agencies cast a shadow over the strength and efficacy of
protections of user rights in the UK. In addition, this year saw many indications that users may
still lack an understanding of their legal obligations when publishing material online, particularly
on social media. This is potentially worrying as citizens may be prosecuted for offenses related to
copyright, libel, hate speech, incitement to violence, and contempt of court.

86 Brian H. Leveson, The Report into the Culture, Practice and Ethics of the Press; Data Protection Act 1998, accessible: http://
www.legislation.gov.uk/ukpga/1998/29/contents.
87 ICO, Data Protection and Journalism: A Guide for the Media (Draft version 4.0), 23 January 2014, http://ico.org.uk/about_us/
consultations/~/media/documents/library/Data_Protection/Research_and_reports/data-protection-and-journalism-a-guide-forthe-media-draft.pdf.
88

See http://www.avaaz.org/.

89

See http://www.change.org/.

90

See “Current Campaigns,” 38 Degrees, http://www.38degrees.org.uk/campaigns.

91

See The Libel Reform Campaign, http://www.libelreform.org/.

92 European Convention on Human Rights (ECHR) 1953; accessible: http://www.echr.coe.int/Documents/Convention_ENG.pdf;
Human Rights Act, accessible: http://www.legislation.gov.uk/ukpga/1998/42/contents.
93 See Parliamentary Joint Select Committee on Draft Defamation Bill, Defamation Bill 2012-13 (HC Bill 51), accessible: http://
services.parliament.uk/bills/2012-13/defamation.html.
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ISPs and users may be punished for copyright-related offenses under the Digital Economy Act (DEA)
of 2010.94 Among other things, the DEA grants the government the power to impose rules on ISPs,
such as monitoring and notifying their users after they receive information or reports containing
evidence of infringement, even if these allegations are not proven in a court or independent hearing.
On September 11, 2013, Ofcom published research showing that almost a quarter of downloads in
the UK infringe copyright.95 A report published in the same month by the LSE Media Policy Project
challenged the notion that creative industries are suffering revenue decline as result of copyright
infringements.96 In light of the possible social, cultural, and political impact of punitive measures
against citizens, as well as the risk that incentives for innovation and growth will be weakened, the
LSE report stressed the need to re-evaluate the DEA.
Over the past year, some users have been prosecuted for copyright-related offenses, with the
Federation Against Copyright Theft (FACT) reporting the arrest and fining of various individuals.97
In March 2014, FACT also launched an Infringing Website List (IWL) in conjunction with the City of
London Police to prevent illegal websites operating globally from benefitting from advertising. The
IWL retains a list of copyright infringing sites for advertisers to refrain from placing advertisements
on such pages.98 Furthermore, Sections 17 and 18 of the DEA allow for the possibility of the
government authorizing “technical measures” against users, such as limiting access speeds or
cutting off access altogether, in the fight against piracy.99 However, following an Ofcom review,100
the government acknowledged that it would be impracticable to enforce these Sections.101 In fact, a
Draft Deregulation Bill was published in July 2013 that contained a provision to repeal Sections 17
and 18 of the DEA.102 The provision remained in a revised draft introduced in January 2014.103 The bill
is yet to be finalized.
In June 2012, Ofcom published an Obligations Code that specifies when and how ISPs may issue
warning notices to their customers who are thought to be illegally accessing copyright-infringing

94

Accessible: http://www.opsi.gov.uk/acts/acts2010/ukpga_20100024_en_1.

95 Ofcom, “Online Copyright Infringement Tracker Wave 4,” September 11, 2013, http://stakeholders.ofcom.org.uk/marketdata-research/other/telecoms-research/oci-wave4/; “Ofcom: Piracy accounts for one in four downloads,” BBC News, June 6,
2013, http://www.bbc.co.uk/news/technology-24055245.
96 Bart Cammaerts, Robin Mansell & Bingchun Meng, Copyright & Creation: A Case for Promoting Inclusive Online Sharing,
LSE Media Policy Project (Policy brief), September 2013, http://www.lse.ac.uk/media@lse/documents/MPP/LSE-MPP-PolicyBrief-9-Copyright-and-Creation.pdf.
97 IP Crime Group, “IP Crime Highlight Report 2013/14,” www.gov.uk/government/uploads/system/uploads/attachment_data/
file/318338/IP_crime_highlight_report.PDF, p 9.

FACT, “FACT supporting the City of London Police call on advertising and brand sectors to help tackle cyber crime,” www.
fact-uk.org.uk/fact-supporting-the-city-of-london-police-call-on-advertising-and-brand-sectors-to-help-tackle-cyber-crime/.
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material.104 The code provides for a graduated (or “three strikes”) response, whereby ISPs must
monitor IP addresses and send notifications to infringing users. After a user receives three
notifications in a year, copyright owners may request users’ personal details and initiate legal action
against them. Only ISPs providing services to over 400,000 broadband-enabled lines are required
to implement the graduated response scheme,105 therefore exempting libraries and providers of
wireless hotspots. Additionally, the “technical measures” phase of the DEA cannot be initiated until
the Obligations Code is in force for 12 months.106 The code and relevant costs must be approved by
both houses of parliament. Delays in the implementation of the code have made it unlikely that ISPs
will be required to take these measures earlier than late 2015.107
In June 2013, the Director of Public Prosecutions published final guidelines for prosecuting cases
involving communications sent via social media. The guidelines include robust prosecution of
communications that may be perceived as credible threats, specifically target an individual or
individuals, or amount to a breach of a court order.108 By contrast, communications that are offensive,
indecent, obscene, or false, are unlikely to be subject to prosecution.109
The guidelines have been applied in at least one incident to protect victims of abuse or trolling on
social media platforms. In late 2013, campaigners for the retention of a female figure’s image on UK
banknotes became the subjects of extensive harassment online. Some of the abusers were identified,
and in February 2014 a man was charged under section 127 of the Communications Act for his
involvement via Twitter,110 and later sentenced to 18 weeks in jail.111 In the same month, a UK citizen
who set up fake Facebook accounts to ‘troll herself’ and falsely accuse family members of online
abuse was sent to prison for 20 months.112
In December 2013, proposed changes to the Contempt of Court Act were published by the UK
Law Commission.113 The changes addressed the challenges new media may pose to existing
laws on contempt of court, which pre-date the popular internet, among other concerns.114 The
Ofcom, “Online Infringement of Copyright and the Digital Economy Act 2010 – Notice of Ofcom’s proposal to make by
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first of its reports, which focused on juror misconduct and internet publications, made various
recommendations for reform, including a defense that would prevent online publishers from having
to continuously monitor all of their archived material.115 It has also been proposed that online
publications by new media users fall within the ambit of traditional publication for the purposes of
the act—meaning that individuals who tweet, blog, or post content that potentially prejudices the
administration of justice could be held liable for contempt of court. Jurors who use the internet to
look up information about a case may also face criminal charges, in accordance with the proposals.116
Social media users have been investigated or charged for interfering with the administration of
justice. In late 2013, detectives said they were investigating celebrity Peaches Geldof, who released
the name of two mothers who had allegedly allowed singer Ian Watkins to abuse their babies,
although their identities were protected under the Sexual Offenses Act.117 She later apologized
and deleted the tweets.118 Geldof died in 2014. Legal proceedings were launched in February 2013
against several online users for publishing photos that purportedly depicted Jon Venables. A “contra
mundum” court injunction bans the publication of anything that could reveal the new identities,
appearances, whereabouts or movements of Venables and Robert Thompson, who as children were
convicted of murdering a two-year-old.119 One received a 14-month suspended sentence and a fine
of GBP 3,000 (US$ 4,850) in November 2013 for publishing a photograph on Twitter.120
In recent years, threats of libel suits had a significant chilling effect on both content producers and
ISPs, particularly due to the substantial financial and evidentiary burden on defendants.121 This was
compounded by an increase in so-called “libel tourism,” a practice in which foreign litigants with
little or no connection to a specific country use the ubiquity of online content to invoke plaintifffriendly English libel laws against publishers.122 Amendments to the Defamation Act, which came
into effect on 1 January 2014,123 have now placed restrictions on libel tourism by requiring claimants
to prove that of all the places in which a statement was published, England and Wales is clearly the
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most appropriate place in which to institute an action.124 The act also introduces a serious harm
threshold which should help protect freedom of expression, and it codifies defenses of truth, honest
opinion, and publications on matters that are in the public interest.125
Nonetheless, the use of libel prosecutions for offending Twitter posts, a practice dubbed “twibel,” has
increased. Some cases have resulted in substantial damages.126 In May 2013, the High Court ruled
that Member of Parliament Sally Bercow had wrongfully implicated politician and businessman Lord
Alistair McAlpine in a child abuse scandal via a libelous tweet.127 Bercow apologized, removed the
offending material, and settled out of court with McAlpine for GBP 15,000 (US$ 24,000).128 However,
the libelous tweet was also retweeted by some of Bercow’s thousands of followers. McAlpine settled
out of court with at least one of these followers, comedian Alan Davies,129 while he also demanded
that others who had retweeted Bercow’s tweet should donate funds to a charity of his choice.130
McAlpine died in 2014.
The government has also taken measures against users who publish or download information
perceived as a security threat. General laws such as the Public Order Act and the Communications
Act are being used to charge individuals with crimes for posting threatening or harassing materials
on the internet.131 In the so-called Twitter joke case in 2010, for example, Paul Chambers was
convicted under Section 127 of the Communications Act for jokingly tweeting that he would “blow
up” a local airport. The High Court overruled his conviction in July 2012, finding that the tweet was
not of menacing character.132
There are no public restrictions on the use of encryption technologies. However, under Part 3 of the
2000 Regulation of Investigatory Powers Act (RIPA), it is a crime not to disclose an encryption key
upon an order from a senior policeman or a High Court judge.133 The Court of Appeal held in 2008
that such disclosure would not necessarily violate the privilege against self-incrimination.134 The
provision has been used to obtain court orders to force disclosure of keys. Between April 1, 2013
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and March 31, 2014, there were 37 court orders for decryption, 11 people charged with refusing to
disclose their keys, and 2 convictions for refusal to disclose, with 9 cases still in progress.135
Surveillance has become a major point of contention in the UK following the revelations by Edward
Snowden on the activities of GCHQ and its international counterparts, which were published by
the Guardian from June 2013 onwards. Garnering the most attention was a secret and extensive
surveillance project, codenamed Tempora, that stored the content of communications—phone calls,
emails, social networking posts, private messages, and more—for three days, and stored metadata
for thirty days, while it was processed by intelligence agents.136 Working with telecom companies,
GCHQ installed intercept probes at the British landing points of undersea fiber-optic cables, giving
the agency access to some 200 cables by 2012, each carrying a load of up to 10 Gbps of data. The
international companies, including BT and Vodafone Cable, responded to criticism of the practice by
stating that they are obliged to hand over user data under UK and European Union law.137
In October 2013, the parliamentary Intelligence and Security Committee launched an inquiry into
the extent and scale of mass surveillance undertaken by Britain’s spy agencies.138 The UN also
announced an investigation into the surveillance powers of both US and UK intelligence agencies.139
Internet companies like Facebook, Microsoft, Google, Twitter, and Yahoo submitted a memorandum
to the UK parliament Home Affairs Committee calling for greater transparency about government
requests for user data.140
In February 2014, the Guardian revealed the existence of another controversial GCHQ surveillance
program codenamed Optic Nerve. The program, which dated from at least 2008, indiscriminately
collected bulk still images from Yahoo webcam chats until 2010, including substantial quantities
of sexually explicit communications. These images were saved to agency databases regardless of
whether individual users were intelligence targets.141 The report led to renewed calls for a review of
surveillance laws and practices.142
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Various legislative measures authorize surveillance,143 including RIPA.144 RIPA includes provisions
related to the interception of communications; the acquisition of communications data; intrusive
surveillance; secret surveillance in the course of specific operations; the use of covert human
intelligence sources like agents, informants, and undercover officers; and access to encrypted
data. Under current rules, RIPA allows national agencies and over 400 local bodies to access
communication records for a variety of reasons, ranging from national security to tax collection.
The 2012 Protection of Freedoms Act imposed new limits on surveillance powers by requiring local
authorities to acquire the approval of a magistrate to access communications data.145
A clause within Part I of RIPA supposedly serves as the legal basis for Tempora, allowing the foreign
or home secretary to sign off on broad-scale surveillance if communications data is arriving from or
departing to foreign soil.146 However, since the UK’s fiber-optic network often routes domestic traffic
through international cables, this provision essentially legitimizes the GCHQ’s ability to conduct
widespread surveillance over most, if not all UK citizens.147
At the same time, the arrangement allows GCHQ to pass on information to its US counterparts in
the NSA regarding US citizens, thereby bypassing American restrictions on domestic surveillance.
Documents revealed that the US government has provided at least GBP 100 million (US$ 155 million)
in funding to GCHQ over the past few years, leading observers to argue that the U.S. government
was paying to use information obtained by the UK government.148
In the last year, 514,608 requests for communications data were submitted by public authorities as
a whole, down from 570,135 in 2012, while 2,760 lawful intercept warrants were issued, a 19 percent
decrease from 2012.149 The Interception Communications Commissioner undertook a detailed
investigation of statutory functions performed by his office—namely overseeing interception
requests—after criticism following Snowden’s revelations, and is investigating whether this number
of applications amounts to a “significant institutional overuse” of interception agencies’ power. In
2013, 970 communications data errors were reported, leading to 6 separate incidents in which law
enforcement agencies acted upon inaccurate data. While the majority of the errors had no serious
consequences, in seven of these cases, this led to what the commissioner called “very significant
consequences” for involved citizens. The commissioner also expressed his belief that GCHQ and
other interception agencies and departments he oversees “do so lawfully, conscientiously, effectively
and in the national interest.”
143 For a general overview of surveillance and the diverse parties involved in the UK, see “Surveillance Road Map: A Shared
Approach to the Regulation of Surveillance in the United Kingdom,” ICO, February 14, 2014, http://ico.org.uk/~/media/
documents/library/Corporate/Practical_application/surveillance-road-mapV2.pdf.
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While the UK government has similarly asserted that its surveillance programs are lawful,150 the
GCHQ surveillance leaks have led to concerns about how proportionate and justified these methods
are. There have also been questions about whether RIPA, which was drafted almost 15 years ago,
was ever intended for the purposes to which it is being put,151 and whether reports such as those
produced by the interception commissioner are sufficiently transparent.152 Privacy advocates have
criticized the tactics as “blanket surveillance,” lacking judicial oversight and undermining the
rights guaranteed in Article 8 of the ECHR.153 Some commentators said the British public appeared
somewhat apathetic about the revelations.154
In terms of data protection mechanisms, regulations to implement the 2006 EU Data Retention
Directive were adopted in 2009.155 Under the regulations, providers had to retain communications
data on all users for 18 months, including mobile phone locations and email logs, known as
metadata, but excluding the content of the communications.156 In April 2014, however, the European
Court of Justice struck down the EU directive as a serious breach of fundamental rights such as
privacy.157 Acting on fears that overseas companies would begin to delete data on UK users, thereby
threatening counterterrorism work, the government drew up “emergency” legislation on data
retention and placed it on a fast-track through parliament in July 2014.158 The UK Data Retention and
Investigatory Powers Act requires telecommunication companies to retain users’ metadata for up to
12 months. Academics, journalists, and privacy advocates criticized the legislation for maintaining
powers that were struck down by the European court.159 The new act was framed as a temporary fix
and will expire at the end of 2016.
In some limited cases, the government uses extrajudicial means to intimidate or pressure users into
taking down content. For instance, police reportedly went to the house of a blogger to ask that he
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uksi/2003/3175/made.

156

Court of Justice of the European Union, “The Court of Justice declares the Data Retention Directive to be invalid,” April 8,
2014. curia.europa.eu/jcms/upload/docs/application/pdf/2014-04/cp140054en.pdf.

157

Andrew Grice, “Emergency data law: David Cameron plots to bring back snoopers’ charter,” The Independent, July 11,
2014, http://www.independent.co.uk/news/uk/politics/emergency-data-law-government-railroading-through-legislation-oninternet-and-phone-records-9596695.html.

158

Kadhim Shubber, “Everything you need to know about surveillance law DRIP,” Wired UK, July 16, 2014, http://www.wired.
co.uk/news/archive/2014-07/16/everything-you-need-to-know-about-drip and Alan Travis, “Snooper’s charter or justified
safeguard? The security bill explained,” The Guardian, July 10, 2014, http://www.theguardian.com/politics/2014/jul/10/snooperscharter-security-bill-explained.

159

875

www.freedomhouse.org

FREEDOM
ON THE NET
2014

United Kingdom

remove tweets related to the Eurosceptic UK Independence Party (UKIP), after a counsellor from the
party had complained. The blogger, Michael Abberton, is a member of the Green party. The actions
reportedly had no legal basis, as the tweets were not abusive or illegal, leading to complaints by
Abberton and a member of parliament.160
The Guardian has been investigated for allegedly damaging the UK’s intelligence services and
thereby aiding terrorists through its print and online publications of surveillance leaks.161 The
investigation involved police demands to access source material, a police raid of the Guardian’s
London offices, and the threat of legal action by the government. In July 2013, GCHQ agents
oversaw the destruction of hard drives that contained secret files detailing surveillance activity in a
bid to prevent reporting of the leaks from London, despite copies of the material existing outside
of the country.162 No justification has been provided for the allegation that the newspaper’s actions
put British national security at risk.163 Alan Rusbridger, the Guardian’s editor, was called to testify
before the governments’ Home Affairs Select Committee in December 2013,164 where he justified
the publication of Snowden’s leaks as being in the public interest.165 In August 2013, David Miranda,
was detained and questioned for nine hours at London’s Heathrow airport while carrying materials
belonging to his partner, journalist Glenn Greenwald, who wrote many of the Snowden stories.166
Various items in his possession were confiscated. The High Court later ruled that his detention was
legal under the Terrorism Act.167
There have been numerous incidents of cyberattacks in the UK over the past few years. Apart
from intrusions for fraud and other criminal purposes, activist hacking groups have targeted both
commercial and government bodies.168 In October 2013, British citizen Lauri Love was arrested for
allegedly hacking into US government computers, although he was later released on bail without
charge.169 Whether he will be extradited to the US to face charges remain to be seen.
Martin Williams and Mark Tran, “Police ask blogger to remove tweet about UKIP,” The Guardian, May 12, 2014, http://
www.theguardian.com/politics/2014/may/12/police-ask-blogger-remove-legitimate-tweet-ukip.

160
161

“Snowden leaks ‘worst ever loss to British intelligence’,” BBC, October 11, 2013, http://www.bbc.co.uk/news/uk-24486649;

Luke Harding, “Footage released of Guardian editors destroying Snowden hard drives,” January 31, 2014, the Guardian,
http://www.theguardian.com/uk-news/2014/jan/31/footage-released-guardian-editors-snowden-hard-drives-gchq.

162

“MI5 chief Andrew Parker will not face MPs on Snowden claims,” The Guardian, December 11, 2013, http://www.
theguardian.com/uk-news/2013/dec/11/mi5-andrew-parker-mps-snowden-guardian-nsa-files.

163

Nick Hopkins & Matthew Taylor, “Guardian will not be intimidated over NSA leaks, Alan Rusbridger tells MPs,” The
Guardian, December 3, 2013, http://www.theguardian.com/world/2013/dec/03/guardian-not-intimidated-nsa-leaks-alanrusbridger-surveillance.

164

“Alan Rusbridger and the home affairs select committee: the key exchanges,” The Guardian, December 3, 2013, http://
www.theguardian.com/world/2013/dec/03/rusbridger-home-affairs-nsa-key-exchanges.

165

Alan Travis, Matthew Taylor, and Patrick Wintor, “David Miranda detention at Heathrow airport was lawful, high court
rules,” The Guardian, February 19, 2014, http://www.theguardian.com/world/2014/feb/19/david-miranda-detention-lawfulcourt-glenn-greenwald.

166

David Miranda v Secretary of State for the Home Department, the Commissioner of Police for the Metropolis and three
interveners ([2014] EWHC 255 (Admin)) (February 20, 2014), https://www.judiciary.gov.uk/Resources/JCO/Documents/
Judgments/miranda-v-sofshd.pdf; Rosalind English, “Case Law: David Miranda v Secretary of State, Detention challenge
dismissed,” Inforrm (blog), February 20, 2014, http://inforrm.wordpress.com/2014/02/20/case-law-david-miranda-vsecretary-of-state-detention-challenge-dismissed-rosalind-english/; Terrorism Act, accessible: http://www.legislation.gov.uk/
ukpga/2000/11/contents.
167

Rupert Steiner, “City Focus: Hacking Britain – Cyber crime costs UK up to £27bn a year,” This is Money, February 19, 2013,
http://www.thisismoney.co.uk/money/news/article-2280777/CITY-FOCUS-Hacking-Britain--Cyber-crime-costs-UK-27bn-year.
html; Josh Halliday, “Anonymous hits UK government websites over Julian Assange row,” The Guardian, August 21, 2012, http://
www.guardian.co.uk/technology/2012/aug/21/anonymous-hits-government-websites-julian-assange.
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BBC News, “US hacking case Lauri Love released from bail,” July 25, 2014. http://www.bbc.com/news/uk-englandsuffolk-28486123.
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2013

2014

Population:

312 million

Internet Freedom Status

Free

Free

Internet Penetration 2013:

84 percent

Obstacles to Access (0-25)

4

4

Limits on Content (0-35)

1

2

Violations of User Rights (0-40)

12

13

TOTAL* (0-100)

17

19

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2014 Status:

Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In January 2014, a federal appeals court struck down regulations on net neutrality,
raising new concerns about discriminatory treatment of content (see Obstacles to
Access).

•

Self-censorship among journalists and writers reportedly increased due to an awareness
of the potential threats to anonymity posed by surveillance of online communications
(see Limits on Content).

•

Revelations about NSA surveillance continued as more documents were leaked,
including reports in September 2013 that the NSA had been working to undermine and
circumvent online encryption tools (see Violations of User Rights).

•

Advocates and lawmakers continued to push for legal reform of the Electronic
Communications Privacy Act, which would require the government to obtain a warrant
in order to compel online service providers to disclose private communications (see
Violations of User Rights).
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Introduction
Access to the internet in the United States remains relatively free compared with the rest of the
world. Users face few restrictions on their ability to access and publish content online. The courts
have consistently held that federal and state constitutional prohibitions against government
regulation of speech apply to material published on the internet. The law also protects online service
providers from liability for infractions committed by their users, a policy that fosters business models
that permit open discourse and the free exchange of information.
The future of net neutrality in the United States remains uncertain, with the current discussion
centered on regulatory safeguards that protect against conduct by internet service providers (ISPs)
favoring some internet traffic over others. In January 2014, a court struck down the Open Internet
Rules that had been adopted by the Federal Communications Commission to protect net neutrality.
As a result, there are currently no legal protections for net neutrality in place. In May 2014, the FCC
sought comment on a new regulation that left open the possibility of allowing content providers
to strike deals with ISPs for preferential treatment, sparking significant mobilization from a range of
stakeholders who urged the FCC to protect net neutrality.
Over the last year, a series of secret documents leaked to major news outlets revealed that the
National Security Agency (NSA) is conducting widespread surveillance of American citizens and
people around the world. Advocates and academics argue that such surveillance has a chilling
effect on writers,1 human rights activists,2 religious minorities,3 and ordinary citizens. Additionally,
leaked documents showed that the NSA had been developing programs to crack the security of
anonymizing tools such as Tor and other encryption programs.4 Civil society groups and technology
companies have lobbied for surveillance reform, and legislation is moving in Congress that includes
a number of provisions to increase transparency and protect individuals’ right to privacy with regard
to data and online communications.5
Additionally, advocates and lawmakers continue to fight for reform of the Electronic
Communications Privacy Act (ECPA), an outdated law that governs how government officials
can access private communications through online service providers. Designed for the state of
technology in 1986, the law allows for electronic mail to be obtained by the government under
a standard weaker than that applicable to postal mail. ECPA reform, if passed, would require
government officials to obtain a warrant before compelling online service providers to disclose
private communications, including email and documents stored using cloud services.6
1

“NSA Drives U.S. Writers to Self-Censor,” PEN America, November 11, 2013, http://www.pen.org/chilling-effects.

“EFF Files 22 Firsthand Accounts of How NSA Surveillance Chilled the Right to Association,” Electronic Frontier Foundation,
November 6, 2013, https://www.eff.org/press/releases/eff-files-22-firsthand-accounts-how-nsa-surveillance-chilled-rightassociation.

2

Darwinder S. Sidhu, “The Chilling Effect of Government Surveillance on the Use of the Internet by Muslim-Americans,” 7 U.
Md. L.J Race Relig. Gender & Class 375 (2007), http://digitalcommons.law.umaryland.edu/rrgc/vol7/iss2/10.

3

Barton Gellman, Craig Timberg, and Steven Rich, “Secret NSA documents show campaign against Tor encrypted network,”
Washington Post, October 4, 2013, http://www.washingtonpost.com/world/national-security/secret-nsa-documents-showcampaign-against-tor-encrypted-network/2013/10/04/610f08b6-2d05-11e3-8ade-a1f23cda135e_story.html.
4

The USA Freedom Act (H.R. 3361/S. 1599), Govtrack.us, https://www.govtrack.us/congress/bills/113/hr3361. See also:
Brandon Moss, Amie Stepanovich, “One step closer: USA FREEDOM Act moves US toward greater compliance with human
rights law,” Access blog, August 21, 2014, https://www.accessnow.org/blog/2014/08/21/one-step-closer-usa-freedom-actmoves-us-toward-greater-compliance-with-hum.

5

6

For more on ECPA, see: http://www.digitaldueprocess.org/index.cfm?objectid=37940370-2551-11DF-8E02000C296BA163.
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Obstacles to Access
Access to the internet in the United States is largely unregulated. It is provided and controlled in
practice by a small group of private cable television and telephone companies that own and manage
the network infrastructure. This model has been questioned by observers who have warned that
insufficient competition in the ISP market could lead to some increases in the cost of access, thus
adversely affecting the economy and individuals’ participation in civic life, which increasingly occurs
online.7 Observers have cautioned that without effective net neutrality regulations (discussed in
greater detail below), the dominant companies may decide not to continue carrying internet traffic
in a content-neutral fashion.
Although the United States is one of the most connected countries in the world, it has fallen behind
several other developed countries in terms of internet speed, cost, and broadband availability.8
As of 2014, approximately 87 percent of all Americans used the internet at least occasionally at
home or work,9 but only 70 percent of adults had high-speed broadband connections at home
as of September 2013.10 While the broadband penetration rate is high by global standards, it puts
the United States significantly behind countries such as Switzerland, the Netherlands, Denmark,
and South Korea.11 Lack of high-speed internet access is especially prevalent in rural areas, where
low population densities make it difficult for private companies to justify large investments in
network infrastructure. Wired broadband service is not yet available to 7 percent of U.S. residents,
mostly in rural counties.12 A June 2013 Federal Communications Commission (FCC) and National
Telecommunications and Information Administration (NTIA) report indicated that 14 percent of
rural residents in the United States lack access to fixed broadband. However, mobile broadband is
increasingly available to those living in rural areas.13

Mark Cooper, “The Socio-Economics of Digital Exclusion in America, 2010,” paper presented at 2010 TPRC: 38th Research
Conference on Communications, Information, and Internet Policy, Arlington, Virginia, October 1–3, 2010.

7

8 According to a study by the Organization for Economic Cooperation and Development (OECD), as of June 2013 the United
States was ranked 7th among the OECD member countries in terms of mobile wireless broadband subscriptions per 100
inhabitants, and was ranked even lower, at 16th, on fixed-line broadband penetration. See, OECD Broadband Statistics, “OECD
Fixed (Wired) Broadband Subscriptions per 100 Inhabitants, by Technology, June 2013,” and “OECD Terrestrial Mobile Wireless
Broadband Subscriptions per 100 Inhabitants, by Technology, June 2013,” accessed May 12, 2014, http://www.oecd.org/sti/
broadband/1d-OECD-WiredWirelessBB-2013-06.xls.
9 Susannah Fox and Lee Rainey, “The Web at 25 in the U.S.: Summary of Findings,” Pew Research Internet Project, February
27, 2014, http://www.pewinternet.org/2014/02/27/summary-of-findings-3/. According to the International Telecommunication
Union (ITU), the United States had an internet penetration rate of 84 percent by the end of 2013.

“Broadband Technology Fact Sheet,” Pew Research Internet Project, Survey completed September 2013, http://www.
pewinternet.org/fact-sheets/broadband-technology-fact-sheet/.

10

OECD Broadband Statistics, “OECD Fixed (Wired) Broadband Subscriptions per 100 Inhabitants, by Technology, June 2013,”
and “OECD Terrestrial Mobile Wireless Broadband Subscriptions per 100 Inhabitants, by Technology, June 2013,” accessed May
12, 2014.
11

“Nationwide Broadband Summary,” National Broadband Map, Accessed May 14. 2014, http://www.broadbandmap.gov/
summarize/nationwide. See also National Broadband Map, “Broadband Statistics Report: Broadband Availability in Urban vs.
Rural Areas,” Report published January 2013, http://www.broadbandmap.gov/download/Broadband%20Availability%20in%20
Rural%20vs%20Urban%20Areas.pdf.

12

(As defined by having the option of one or more fixed broadband providers) National Broadband Map, “Broadband
Statistics Report: Broadband Availability in Urban vs. Rural Areas,” Report published January 2013, http://www.broadbandmap.
gov/download/Broadband%20Availability%20in%20Rural%20vs%20Urban%20Areas.pdf.
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Senior citizens, Spanish-speakers, adults with less than a high school education, and those living in
households earning less than US$30,000 annually are the groups least likely to use the internet.14 In
a survey conducted by the Pew Internet and American Life Project, when asked why they do not use
the internet, many nonusers said they did not see the internet’s relevance in their lives. They also
cited factors such as usability and price as key deterrents. Only about 17 percent of nonusers said
they knew enough about technology that they could use the internet on their own.15
Mobile devices have become nearly ubiquitous in the United States, with 90 percent of adults
owning a mobile phone and 58 percent of adults owning a smartphone.16 Further, 68 percent of
adults access the internet through mobile devices, such as smartphones or tablets.17 Young adults,
minorities, those with less than a college education, and those with lower household incomes are
the most likely to say that a phone is their primary source of internet access.18 A growing number of
people use their phones to check email, visit social-networking sites such as Facebook, and engage
in online commerce. This trend has prompted many companies to develop special applications and
versions of their websites that are designed for mobile phone viewing.
No single agency governs the internet in the United States. The Federal Communications
Commission (FCC), an independent agency within the executive branch, is charged with
regulating radio and television broadcasting, all interstate communications, and all international
telecommunications that originate or terminate in the United States. Although the FCC is not
specifically tasked with regulating the internet or ISPs, it has claimed jurisdiction over some
internet-related issues. Other government agencies, such as the National Telecommunications
and Information Administration (NTIA), also play advisory or executive roles with respect to
telecommunications, economic and technological policies, and regulations. It is the role of Congress
to create laws that govern the internet and delegate regulatory authority. Government agencies such
as the FCC and the NTIA must act within the bounds of congressional legislation.
The United States is home to a thriving communications start-up community where innovators and
entrepreneurs regularly offer new technological tools at no monetary cost to the public. Popular web
applications such as Twitter, the video-sharing site YouTube, the social-networking site Facebook,
and international blog-hosting services such as WordPress are all freely available.
While many broadband service providers operate in the United States, five of them—Comcast,
AT&T, Time Warner, and Verizon, and CenturyLink—control 70 percent of the market. These
companies serve a combined 60 million customers and own the majority of network cables and

“The Web at 25 in the U.S.: Part 1: How the Internet has Woven Itself into American Life,” Pew Research Internet Project,
February 27, 2014, http://www.pewinternet.org/2014/02/27/part-1-how-the-internet-has-woven-itself-into-american-life/.

14

Kathryn Zickuhr, “Who’s Not Online and Why,” Pew Research Internet Project, September 25, 2013, http://www.pewinternet.
org/2013/09/25/whos-not-online-and-why/.

15

“The Web at 25 in the U.S.: Part 1: How the Internet has Woven Itself into American Life,” Pew Research Internet Project,
February 27, 2014, http://www.pewinternet.org/2014/02/27/part-1-how-the-internet-has-woven-itself-into-american-life/. The
International Telecommunication Union (ITU) placed the mobile phone penetration rate at 95.5 percent by the end of 2013. See:
“Mobile phone subscriptions per 100 inhabitants,” ITU, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
16

Susannah Fox and Lee Rainey, “The Web at 25 in the U.S.: Summary of Findings,” Pew Research Internet Project, February
27, 2014, http://www.pewinternet.org/2014/02/27/summary-of-findings-3/.

17

Kathryn Zickuhr & Aaron Smith, “Digital Differences,” Pew Internet and American Life Project, April 13, 2012, http://
pewinternet.org/~/media//Files/Reports/2012/PIP_Digital_differences_041312.pdf.
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other infrastructure.19 Until 2005, U.S. telephone companies were required to grant other ISPs
“nondiscriminatory” access to their wire networks in order to ensure open retail-level competition
and optimal service for consumers. However, in 2005, the FCC embraced an aggressive deregulation
agenda and freed network owners from any obligation to lease their lines to competing ISPs. The
proponents of deregulation claimed that this step would provide more incentive for large cable and
telephone companies to further develop and upgrade their networks, while opponents claimed that
it would lead to higher prices, fewer options for consumers, and worse service. Broadband speeds
have increased, but a majority of Americans remain limited to two or fewer options when choosing
a broadband provider offering at least 6 Mbps for downstream speeds and 1.5 Mbps for upstream
speeds.20
Over the last decade, policymakers in the United States have debated the concept of net neutrality,
according to which network providers must treat all content, websites, and platforms equally when
managing data traffic.21 Supporters of the principle argue that without it, ISPs would effectively
be able to block certain content and applications, or give preferential treatment to some content
providers for a fee, a practice that could place limitations on citizens’ access to information and
online services.
Although concerns about net neutrality began emerging in the early 2000s, the issue gained
widespread attention in 2007 when FCC investigators found that Comcast, a cable-television
company and major ISP, had begun slowing down and blocking certain types of peer-to-peer filesharing traffic.22 After a long court battle on the issue, a federal appeals court sided with Comcast
in April 2010 and overturned the FCC’s ruling against the company. The decision also found that
the FCC did not have the authority to regulate ISPs under the legal framework the agency had cited,
challenging its ability to protect consumers on the internet.23
In December 2010, the FCC issued a compromise ruling on net neutrality (known as the Open
Internet Rules) that required fixed-line service providers not to block access to, or unreasonably
discriminate against, lawful websites, applications, devices, or services. The rules for wireless
broadband providers were much more limited, restricting only some types of blocking and saying
nothing about discrimination. Under separate FCC licensing rules covering the operation of a
particular range of radio communication frequencies, some wireless carriers are barred from
discriminating among devices and applications, but these rules are not universally applied.24 In 2011,
advocates filed a complaint with the FCC alleging that Verizon had violated these licensing rules by
demanding that certain applications (specifically, applications that enable a mobile device to create
a wireless “hotspot,” essentially sharing its connection with other devices) be removed from Google’s

“Broadband Internet Penetration Deepens in the United States; Cable is King,” IHS Technology, December 9, 2013, https://
technology.ihs.com/468148/broadband-internet-penetration-deepens-in-us-cable-is-king.

19

20 “Internet Access Services: Status as of December 31, 2012,” Federal Communications Commission, Published December
2013, http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-324884A1.pdf (see p. 9).
21

Tim Wu, “Network Neutrality FAQ,” Timwu.org, Accessed May 14, 2014, http://timwu.org/network_neutrality.html.

Peter Svensson, “Comcast Blocks Some Internet Traffic,” MSNBC, October 19, 2007, http://www.msnbc.msn.com/
id/21376597/ns/technology_and_science-internet/.

22

Comcast Corporation v. Federal Communications Commission, No. 08-1291, U.S. Court of Appeals
for the District of Columbia Circuit (April 6, 2010), http://www.cadc.uscourts.gov/internet/opinions.nsf/
EA10373FA9C20DEA85257807005BD63F/$file/08-1291-1238302.pdf.

23

U.S. Code of Federal Regulations, Title 47, sec. 27.16, Accessed May 14, 2014, http://www.ecfr.gov/cgi-bin/textidx?c=ecfr&tpl=/ecfrbrowse/Title47/47cfrv2_02.tpl.
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application store. In 2012, Verizon settled this complaint with the FCC, agreeing that the company
would not restrict the availability of such applications.25
In a decision issued in January 2014 (Verizon v. FCC), the federal court of appeals in Washington DC
struck down the Open Internet Rules for both fixed and mobile access providers.26 The court ruled
that the FCC does have some jurisdiction over broadband providers under a statute intended to
ensure the rapid deployment of high-speed communications capability. It also found, however, that
the FCC was prevented from imposing a nondiscrimination obligation on providers of broadband
internet access due to its prior decisions on the regulatory classification of broadband. On May 15,
2014, the FCC opened a new consultation on the issue, but there are currently no legal protections
for net neutrality in place, and it is unclear how robust and legally stable the FCC’s next attempt will
be.27 The rule proposed by the FCC in May was criticized by many net neutrality proponents for not
going far enough to preserve open, non-discriminatory access to content of users’ choice. But, there
is strong opposition in Congress and among internet service providers to the idea put forth by some
net neutrality advocates that the FCC should reclassify broadband as a service that could legally be
subjected to a nondiscrimination regime.28

Limits on Content
Access to information on the internet is generally free from government interference in the
United States. There is no government-run filtering mechanism affecting content passing over
the internet or mobile phone networks. Users with opposing viewpoints engage in vibrant online
political discourse and face almost no legal or technical restrictions on their expressive activities
online. At the same time, recent revelations about the extent of government surveillance of online
communications have led some to report an increase in self-censorship.
Although the government does not restrict any political or social content, legal rules that apply
to other spheres of life have been extended to the internet. For example, concerns over copyright
violations, child pornography, protection of minors from harmful or indecent content, harassing or
defamatory comments, publication of confidential information, gambling, and financial crime have
presented a strong impetus for aggressive legislative and executive action.
Advertisement, production, distribution, and possession of child pornography—on the internet and
in all other media—is prohibited under federal law and can carry a sentence of up to 30 years in
prison. According to the Child Protection and Obscenity Enforcement Act of 1988, all producers of
sexually explicit material must keep records proving that their models and actors are over 18 years
old. In addition to prosecuting individual offenders, the Department of Justice, the Department of

25 Federal Communications Commission, Consent Decree In the Matter of Cellco Partnership d/b/a Verizon Wireless, DA 121228, July 31, 2012, http://fjallfoss.fcc.gov/edocs_public/attachmatch/DA-12-1228A1.pdf.
26

Verizon v. FCC, 740 F.3d 623 (D.C. Cir. 2014)

Notice of proposed rulemaking available at http://www.fcc.gov/document/fcc-launches-broad-rulemaking-protect-andpromote-open-internet.

27

Letter to FCC Chairman Tom Wheeler from members of Congress, May 14, 2014, http://www.speaker.gov/sites/speaker.
house.gov/files/5-14-14-Net-Neutrality-Letter.pdf
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Homeland Security, and other law enforcement agencies have asserted their authority to seize the
domain name of a website allegedly hosting child abuse images after obtaining a court order.29
Congress has passed several laws designed to restrict adult pornography and shield children from
harmful or indecent content, such as the Child Online Protection Act of 1998 (COPA), but they
have been overturned by courts due to their ambiguity and potential infringements on the First
Amendment of the U.S. Constitution, which protects freedoms of speech and the press. One law
currently in force is the Children’s Internet Protection Act of 2000 (CIPA), which requires public
libraries that receive certain federal government subsidies to install filtering software that prevents
users from accessing child pornography or visual depictions that are obscene or harmful to minors.
Libraries that do not receive the specified subsidies from the federal government are not obliged
to comply with CIPA, but more public libraries are seeking federal aid in order to mitigate budget
shortfalls.30 Under the U.S. Supreme Court’s interpretation of the law, adult users can request that
the filtering be removed without having to provide a justification. However, not all libraries allow
this option, arguing that the decisions about the use of filters should be left to the discretion of
individual libraries.31
In addition to restricting access to universally illegal content such as child pornography, the
government has in recent years started more aggressively pursuing alleged infringements of
intellectual property rights on the internet. Since 2010, the Immigration and Customs Enforcement
(ICE) division of the Department of Homeland Security has engaged in several rounds of domainname seizures, with targets including blogs and file-sharing sites that allegedly link to illegal copies
of music and films and sites that sell counterfeit goods.32 These seizures have been criticized as
overly secretive and lacking in due process; for example, ICE seized the domain name of a legitimate
hip-hop music site in November of 2010 and refused to return it for an entire year. The decision to
withhold the domain was based on sealed court proceedings to which the owners of the domain
were not allowed access.33 In August 2012, three members of Congress wrote a letter to the U.S.
Attorney General raising concerns about whether ICE procedures give websites meaningful due
process.34 However, ICE continues to pursue the project, which is known as “Operation in Our Sights.”
In December 2013, ICE announced that it partnered with 10 international law enforcement agencies
to seize 706 domains allegedly selling counterfeit goods to online consumers. The U.S. component
of this initiative, called “Project Cyber Monday IV,” resulted in the seizure of 297 domains.35
29

Treating domain names as property subject to criminal forfeiture, 18 U.S.C. 2253.

“Public Library Funding & Technology Access Landscape 2011-2012: Public Library Funding Landscape,” American
Library Association, p 15, Accessed May 14, 2014, http://www.ala.org/research/sites/ala.org.research/files/content/initiatives/
plftas/2011_2012/plftas12_funding landscape.pdf.

30

See, e.g., Bradburn v. North Central Regional Library District (Washington state Supreme Court) No. 82200-0 (May 6, 2010);
Bradburn v. NCLR, No. CV-06-327-EFS (E.D. Wash. April 10, 2013).

31

Agatha Cole, “ICE Domain Name Seizures Threaten Due Process and First Amendment Rights” American Civil Liberties
Union, June 20, 2012, https://www.aclu.org/blog/free-speech-national-security-technology-and-liberty/ice-domain-nameseizures-threaten-due

32

. Trevor Timm, “Blacklist Bills Ripe for Abuse Part II: Expansion of Government Powers,” Deeplinks Blog, Electronic Frontier
Foundation, December 9, 2011, https://www.eff.org/deeplinks/2011/12/blacklist-bills-ripe-abuse-part-ii-expansion-governmentpowers.

33

Rep. Zoe Lofgren, Rep. Jason Chaffetz, Rep. Jared Polis, Letter to Attorney General Holder and Secretary Napolitano
regarding ICE domain seizures, August 30, 2012, http://www.docstoc.com/docs/128053420/Letter-to-AG-Holder-and-SecNapolitano-re-Domain-Name-Seizures-083012/.

34

“ICE, International Law Enforcement Agencies Seize 706 Domain Names Selling Counterfeit Merchandise,” U.S. Immigration
and Customs Enforcement News Releases, December 2, 2013, https://www.ice.gov/news/releases/1312/131202washingtondc.
htm.

35

883

www.freedomhouse.org

FREEDOM
ON THE NET
2014

United States

The activities of WikiLeaks, which in 2010 published several tranches of U.S. government material
that was leaked by U.S. Army intelligence analyst Chelsea Manning (formerly Bradley Manning),
triggered a serious debate about the use of the internet to publicize sensitive or classified
government documents.36 WikiLeaks faced the cut-off of service by non-government entities,
including Amazon’s data storage service37 and EveryDNS, Wikileaks’ domain name service
provider.38 While these and other companies that severed ties with WikiLeaks claimed to be acting
independently and without government influence, their decisions came amid fierce public criticism
of WikiLeaks by executive branch officials and prominent members of Congress.39 Manning pleaded
guilty to some charges, was convicted of others and received a lengthy sentence in August 2013.
According to a Washington Post article published in November 2013, government officials reported
that while the grand jury investigation of Wikileaks is technically ongoing, it is unlikely that the
organization’s leader, Julian Assange, will face charges in the United States.40 Likewise, the Attorney
General has said that the U.S. government would not prosecute Glenn Greenwald, the journalist
who first published documents leaked by Edward Snowden, or “any journalist who’s engaged in true
journalistic activities.”41
The legality of online gambling is another topic of debate in the United States. Online gambling is
governed by a patchwork of state and federal laws. In 2011, the Justice Department delivered a legal
opinion clarifying the scope of the Wire Act of 1961, which opened the door for states to legalize a
number of forms of gambling, including online poker.42 Following the opinion, Nevada, New Jersey,
and Delaware legalized online gambling within their borders. Other states are considering similar
legislation.43 Some elected officials at the federal level oppose this trend. In March 2014, Senator
Lindsey Graham and Congressman Jason Chaffetz introduced a bill that would reverse the Justice
Department’s 2011 interpretation. As of May 2014, the bill had not progressed out of committee.44
In November 2013, the free expression and literature advocacy group PEN America released the
results of a survey showing that the NSA surveillance revelations had resulted in increased selfThis information included video footage of a 2007 incident in which journalists and Iraqi civilians were killed by U.S.
forces, documents on the wars in Afghanistan and Iraq, diplomatic cables from the U.S. State Department, and reports on
prisoners held in Guantanamo Bay military prison, all of which number in the tens and (in the case of the Iraq war) hundreds of
thousands.
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37 Geoffrey A. Fowler, “Amazon Says WikiLeaks Violated Terms of Service,” Wall Street Journal, December 3, 2010, http://
online.wsj.com/article/SB10001424052748703377504575651321402763304.html.
38 Kevin Poulsen, “WikiLeaks Attacks Reveal Surprising, Avoidable Vulnerabilities,” Wired, December 3, 2010, http://www.wired.
com/threatlevel/2010/12/wikileaks-domain/.

Ewen MacAskill, “WikiLeaks Website Pulled by Amazon After US Political Pressure,” Guardian, December 1, 2010, http://
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41 Sari Horowitz, “Justice is reviewing criminal cases that use surveillance gathered under FISA,” Washington Post, November
15, 2013, http://www.washingtonpost.com/world/national-security/justice-reviewing-criminal-cases-that-used-evidencegathered-under-fisa-act/2013/11/15/0aea6420-4e0d-11e3-9890-a1e0997fb0c0_story.html.

United States Department of Justice, Memorandum “Opinion for the Assistant Attorney General: Whether Proposals by
Illinois and New York to Use the Internet and Out-of-State Transaction Processors to Sell Lottery Tickets to In-State Adults
Violate the Wire Act,” September 20, 2011, http://www.justice.gov/olc/opiniondocs/state-lotteries-opinion.pdf.
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“2013 Legislation Regarding Internet Gambling or Lotteries,” National Conference of State Legislatures, December 20, 2013,
http://www.ncsl.org/research/financial-services-and-commerce/2013onlinegaminglegislation.aspx.
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44 “Graham, Chaffetz Introduce Bipartisan Legislation to Restore Wire Act,” Senator Lindsay Graham Press Release, March 26,
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censorship among writers. Since the revelations began in June 20013, 28 percent of respondents
reported having altered or avoided social media activities, 24 percent reported deliberately avoiding
certain topics in phone or email conversations, and 16 percent reported avoiding writing or speaking
about a particular topic.45 Additionally, Human Rights Watch conducted a survey of journalists and
lawyers revealing the degree to which NSA surveillance has impacted their ability to communicate
with sources and clients confidentially. Journalists reported that government officials are significantly
less likely to speak with journalists than they were a few years ago due to concerns about anonymity
and the ability of the intelligence agencies to access their communications information. Lawyers
also reported facing increasing pressure to conceal or secure their communications with clients,
particularly in cases with foreign governments or prosecutions that might spark an intelligence
inquiry.46
The internet plays a significant role in civic activism in the United States, and the growth of the
blogosphere and citizen journalism has changed the ways in which many people receive news.
Blogs and electronic media outlets reporting from various points on the political spectrum now
have greater readership than most printed periodicals. Nearly all nongovernmental organizations
and causes have a presence on the internet and use it for advocacy and social mobilization. Email
campaigns, online petitions, and YouTube videos have been instrumental in organizing protests,
lobbying government bodies, and educating the public.
In 2011, technologists, digital rights advocates, companies such as Google and Mozilla, and
the internet community at large came together to voice resounding opposition to two bills, the
PROTECT IP Act (PIPA) and the Stop Online Piracy Act (SOPA), largely using online tools. SOPA and
PIPA sought to target websites outside of the United States that host material allegedly infringing
on U.S. copyrights. The bills would have permitted the Attorney General, with little judicial review,
to seek orders directing ISPs to block access to domain names of sites allegedly dedicated to
infringing activity, even if sites also contained lawful content. SOPA and PIPA threatened to suppress
unquestionably legal speech and posed a threat to the infrastructure of the internet. Online
mobilization against SOPA and PIPA was unprecedented: 10 million signatures to petitions, 4 million
emails to legislators, and 115,000 sites blacking out or going dim in protest.47 In response to these
efforts and internal concerns, members of Congress withdrew the bills from consideration.
Political activity is increasingly moving online. According to a 2013 survey by the Pew Center’s
Internet and American Life Project, 34 percent of adults had recently contacted a government official
or spoken out in a public forum using online methods. In addition, 39 percent of American adults
had taken part in a political activity using a social networking site like Facebook or Twitter in the 12
months preceding the survey. Groups looking to encourage political action frequently use online
tools to contact Americans; in the Pew survey, 21 percent of email users indicated that they regularly
receive calls to action on social or political issues by email.48 In addition, political candidates and

45 “Chilling Effects: NSA Surveillance Drives U.S. Writers to Self-Censor,” PEN America, November 12, 2013, http://www.pen.
org/sites/default/files/2014-08-01_Full%20Report_Chilling%20Effects%20w%20Color%20cover-UPDATED.pdf.
46 Human Rights Watch, “How Large-Scale US Surveillance is Harming Journalism, Law, and American Democracy,” July 28,
2014, http://www.hrw.org/reports/2014/07/28/liberty-monitor-all.

“The January 18 Blackout/Strike in Numbers and Screenshots,” Fight for the Future, Accessed May 14, 2014, http://
sopastrike.com/numbers/.
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48 Aaron Smith, “Civic Engagement in the Digital Age,” Pew Research Internet Project, April 25, 2013, http://www.pewinternet.
org/2013/04/25/civic-engagement-in-the-digital-age/.
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elected officials at the local, state, and federal level increasingly use email, mobile apps, and online
content to garner support and keep their constituents engaged.

Violations of User Rights
The United States has a robust legal framework that supports free expression rights both online and
offline, and the United States does not typically prosecute individuals for online speech. The broader
picture of user rights in America, however, has become increasingly complex as a series of U.S.
government practices, policies, and laws touch on, and in some cases appear to violate, the rights
of individuals both inside the United States and abroad. Government surveillance is a major concern,
especially following revelations about NSA practices. Aggressive prosecution under the Computer
Fraud and Abuse Act (CFAA) has also been criticized. In addition, the privacy of NGOs, companies,
and individual users is threatened by a growing number of cyberattacks initiated by both domestic
and international actors.
The U.S. Constitution includes strong protections for free speech and freedom of the press. In 1997,
the U.S. Supreme Court held that internet speech was entitled to the highest form of protection
under the constitution, and lower courts have consistently struck down attempts to regulate online
content. Two federal laws also provide significant protections for online speech: Section 230 of
the Communications Act of 1934 (as amended by the Telecommunications Act of 1996) provides
immunity for ISPs and online platforms such as YouTube and Facebook that carry content created
by third parties. The Digital Millennium Copyright Act (DMCA) of 1998 provides a safe harbor to
intermediaries that take down allegedly infringing material after notice from the copyright owner.
These statutes enable companies to develop internet applications and websites without fear that
they will be held liable for content posted by users.49
There have been concerns about cases in which law enforcement has required social media
companies to turn over user information to support an investigation and forbidden the companies
from disclosing any information about the subpoena to impacted users. In 2012, federal authorities
issued a subpoena to the microblogging service Twitter, requesting information from the Twitter
accounts of Chelsea Manning (formerly Bradley Manning), Julian Assange, and others associated
with WikiLeaks. With the subpoena came a gag order compelling Twitter not to disclose this
information to anyone, including the users in question. Twitter attorneys successfully challenged the
gag order in court and were able to notify users before disclosing their information to government
officials.50
In March 2014, a U.S. magistrate judge in Washington D.C. took an unusual step in a case involving
secret grand jury subpoenas. The judge issued orders in two cases denying Justice Department
requests for gag orders that would have prohibited Twitter and Yahoo from telling anyone, including
the affected customers, that the companies had received demands for disclosure of user information.
The judge specified that gag orders would not be granted until the companies had an opportunity

49 “Intermediary Liability: Protecting Internet Platforms for Expression and Innovation,” Center for Democracy and Technology,
April 2010, http://www.cdt.org/files/pdfs/CDT-Intermediary%20Liability_%282010%29.pdf.

Ryan Singel, “Twitter’s Response to WikiLeaks Subpoena Should Be the Industry Standard,” Wired, January 10, 2011, http://
www.wired.co.uk/news/archive/2011-01/11/twitter-subpoena-reaction.
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to respond.51 However, a district court judge set aside the magistrate’s orders.52 The case illustrates
the uneasiness among at least some federal magistrates (low level judges who handle most
government applications for surveillance and access to communications data) over the exercise of
the government’s surveillance powers.53
In another concerning case regarding government access to information, the Associated Press
(AP) reported in May 2013 that, as part of a national security leak investigation, the U.S. Justice
Department subpoenaed and gained access to two months of phone records for several reporters
following AP coverage of a failed bomb plot in Yemen.54 Justice Department guidelines specify that,
in the course of an investigation, requests for journalists’ records should be “as narrowly drawn
as possible,” and that investigators should attempt to obtain records directly from journalists on
a voluntary basis, when possible.55 The Associated Press has since reported that the government’s
actions have had a chilling effect on sources, discouraging even long-standing informants from
speaking with the AP.56 In February 2014, the Attorney General signed a set of guidelines that limit
the circumstances under which government may access journalists’ records, but the document does
not prohibit the practice entirely.57
Aggressive prosecution under the Computer Fraud and Abuse Act (CFAA) has fueled growing
criticism of that law’s scope and application. Under CFAA, it is illegal to access a computer without
authorization, but the law fails to define the term “without authorization,” leaving the provision open
to interpretation in the courts.58 In one prominent case, programmer and internet activist Aaron
Swartz secretly used Massachusetts Institute of Technology servers to download millions of files
from a service providing academic articles. Prosecutors sought harsh penalties for Swartz under
CFAA, which could have resulted in up to 35 years imprisonment.59 Swartz committed suicide in
early 2013. Shortly after his death, a bipartisan group of lawmakers introduced “Aaron’s Law,” draft
legislation that would prevent the government from using CFAA to prosecute terms of service

Alison Frankel, “D.C. Judge Wants DOJ to Justify ‘Gag Orders’ on Twitter and Yahoo,” Reuters, April 1, 2014, http://
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for the gag orders. United States District Court for the District of Columbia, In Re Application of the United States of
America for Nondisclosure Order Pursuant to Misc. Case. No. 14-480 (JMF), 18 U.S.C. § 2705(b) for Grand Jury Subpoena
#GJ2014032122836,
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violations and stop prosecutors from bringing multiple redundant charges for a single crime.60 As of
May 2014, the bill remains stalled in the House Judiciary Committee.
In August 2011, public transit authorities in San Francisco suspended mobile phone service in
several underground stations of the Bay Area Rapid Transit (BART) system in an effort to impede
planned demonstrations regarding the fatal shooting of a man by BART police the month prior.
Numerous digital rights advocates and First Amendment scholars called the decision a violation
of BART passengers’ First Amendment rights.61 Following the incident, various civil liberties groups
filed an emergency petition with the FCC requesting that the agency declare the BART shutdown
a violation of the Communications Act.62 In early 2012, the FCC issued a call for public comment
on the issue, but as of mid-2014 the agency had not yet taken further action on the subject.63 In
December 2011, BART adopted a policy outlining the circumstances under which it could shut down
service; the policy did not require prior judicial approval, but had it been in place, it would not
have allowed for the August 2011 shutdown.64 In September 2013, the state of California adopted
legislation requiring state and local officials to obtain a court order before interfering with electronic
communications systems used by the public. Certain emergency situations are exempted from this
rule, which went into effect on January 2014.65
Although some of the most popular social media platforms in the United States require users to
register and create accounts using their real names through Terms of Service or other contracts,66
there are no legal restrictions on user anonymity on the internet. Constitutional precedents protect
the right to anonymous speech in many contexts. There are also state laws that stipulate journalists’
right to withhold the identities of anonymous sources, and at least one such law has been found
to apply to bloggers.67 In April 2011, the Obama administration launched the National Strategy
for Trusted Identities in Cyberspace (NSTIC). The stated goal of the effort is to ensure the creation
of an “identity ecosystem” in which internet users and organizations can more completely trust

60 “Rep Zoe Lofgren Introduces Bipartisan Aaron’s Law,” website of Representative Zoe Lofgren, June 20, 2013, http://lofgren.
house.gov/news/documentsingle.aspx?DocumentID=365647.
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Wong, “Welcome to San Francisco – Next Stop, Cairo?” Center for Democracy and Technology PolicyBeta Blog, August 23, 2011,
http://cdt.org/blogs/cynthia-wong/238welcome-san-francisco-next-stop-cairo.
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63 “Commission Seeks Comment on Certain Wireless Interruptions,” Federal Communications Commission, March 1, 2012,
http://www.fcc.gov/document/commission-seeks-comment-certain-wireless-service-interruptions.
64 Michael Cabanatuan, “BART Cellphone Shutdown Rules Adopted,” SF Gate, December 2, 2011, http://www.sfgate.com/
bayarea/article/BART-cell-phone-shutdown-rules-adopted-2344326.php. See also Gabe Rottman,
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www.aclu.org/blog/technology-and-liberty-free-speech/shutting-down-cell-service-during-protests-constitutional.
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one another’s identities and systems when carrying out online transactions requiring assurance of
identity.68 The plan specifically endorses anonymous online speech.69
While there are no legal restrictions on anonymous communication online, there is evidence to
suggest that the intelligence community in the U.S. has been working to undermine the security of
anonymizing tools. Documents leaked by Edward Snowden suggest that the NSA may have been
engaged in cyberattacks, including a project to develop malware targeting users of Tor (a tool that
enables people to communicate anonymously online),70 as well as efforts to undermine international
technical standards for encryption.71
Laws that protect internet communications from government monitoring are complex. While in
transit, the contents of internet communications are protected from government intrusion by
constitutional rules against unreasonable searches and seizures.72 The courts, however, have held
that transactional data about communications—data showing who is communicating with whom
and when—is not protected by the constitution.73
Under a set of complex statutes, law enforcement and intelligence agencies can monitor
communications and access stored information under varying degrees of oversight as part of
criminal or national security investigations. In criminal probes, law enforcement authorities can
monitor the content of internet communications in real time only if they have obtained an order,
issued by a judge, under a standard that is actually a little higher than the one established by the
constitution for searches of physical places. The order must reflect a finding that there is probable
cause to believe that a crime has been, is being, or is about to be committed. The status of stored
communications is more uncertain. One federal appeals court has ruled that the Constitution applies
to stored communications, so that a judicial warrant is required for government access.74 However,
the Electronic Communications Privacy Act (ECPA) states that the government can obtain access
to email or other documents stored in the cloud with a mere subpoena issued by a prosecutor or
investigator without judicial approval.75 As of mid-2014, advocates continue to push for reform to
ECPA that would require government officials to obtain a warrant before compelling online service
providers to disclose private communications, including email and documents stored using cloud

68 “About NISTIC,” National Strategy for Trusted Identities in Cyberspace, Accessed May, 14, 2014, http://www.nist.gov/nstic/
about-nstic.html.
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services.76 The Senate Judiciary Committee passed a reform bill in 2013, and in the House a bill
to update ECPA has been cosponsored by over 260 representatives from both parties. A report
produced by the White House in May 2014 offered support for ECPA reform.77 Despite these
promising signs, the Securities and Exchange Commission (SEC), a civil regulatory agency, has
complicated the issue by attempting to amend the bill to secure the authority to obtain stored email
and other documents directly from service providers without a warrant.78
Following the terrorist attacks of September 11, 2001, Congress passed the USA PATRIOT Act,
which expanded some of the government’s surveillance and investigative powers in cases involving
terrorism as well as in ordinary criminal investigations. Three expiring provisions of the PATRIOT
Act—including the government’s broad authority to conduct roving wiretaps of unidentified or “John
Doe” targets, to wiretap “lone wolf” suspects who have no known connections to terrorist networks,
and to secretly access a wide range of private business records with court orders issued on a broad
standard (Section 215)—were renewed for an additional four years in May 2011.79
However, starting in June 2013, it became clear that the issues debated in connection with the
PATRIOT Act were only the tip of the iceberg in relation to U.S. government surveillance. That month,
the Guardian, the Washington Post, and other news outlets revealed a series of secret documents80
leaked by former National Security Agency (NSA) contractor Edward Snowden that provided new
information (and raised many new questions) about surveillance activities conducted by the U.S.
government.
Leaked documents indicated that the Foreign Intelligence Surveillance Court (FISA Court) had
interpreted Section 215 of the PATRIOT Act to permit the FBI to obtain orders that compel the
largest telephone carriers in the United States (Verizon, AT&T, Sprint, and presumably others)
to provide the NSA with records of all phone calls made to, from, and within the country on an
ongoing basis. These billions of call records include numbers dialed, length of call, and other
“metadata.”81 Data are gathered in bulk, without any particularized suspicion about an individual,
phone number, or device. Without approval from the FISA Court or any other judicial officer, NSA
analysts conduct queries on this data, generating contact chains that show the web of connections
emanating from a single phone number suspected of being associated with terrorism.82
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Leaks also revealed new details about programs authorized by Section 702 of the Foreign
Intelligence Surveillance Act. Section 702 allows the NSA to conduct surveillance of people who are
not U.S. citizens and who are reasonably believed to be located outside the United States in order
to collect “foreign intelligence information.”83 Under a program called “PRISM,” the NSA has been
compelling at least nine large U.S. companies, including Google, Facebook, Microsoft and Apple,
to disclose content and metadata relating to emails, web chats, videos, images, and documents.84
Also under Section 702, the NSA taps into the internet backbone for “collection of communications
on fiber cables and infrastructure as data flows past.”85 Although these programs are targeted at
persons abroad, the NSA is able to retain and use information “incidentally” collected about U.S.
persons.
Meanwhile, Executive Order 1233386 offers the legal basis for additional surveillance programs
outside the scope of FISA. Executive Order 12333 specifically addresses surveillance conducted
abroad that targets non-U.S. persons (those who are not U.S. citizens or permanent resident aliens)
located outside the United States. There is limited public information about how Executive Order
12333 has been interpreted by government officials, but the surveillance procedures issued under
the Executive Order are designed to provide protections to U.S. citizens and residents, not to
others who may be put under surveillance.87 The Executive Order authorizes surveillance of people
outside the U.S. on a very broad scale: the “foreign intelligence information” that can be sought
with surveillance includes information about “the capabilities, intentions, or activities” of foreign
organizations or persons.
Surveillance activities likely conducted under Executive Order 12333 authority include: bulk
collection of location data from cell phones;88 bulk collection of text messages;89 bulk collection of
contact lists from personal email and instant message accounts;90 collection of mass amounts of
data flowing between data centers of major technology companies such as Google and Yahoo;91 and
collection of user data available from mobile phone applications, including geographic data, address

83 4 Sec. 702 was adopted in 2008 as part of the FISA Amendments Act, Pub. L. 110-261, https://www.govtrack.us/congress/
bills/110/hr6304
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86
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October 14, 2013, http://www.washingtonpost.com/world/national-security/nsa-collects-millions-of-e-mail-address-booksglobally/2013/10/14/8e58b5be-34f9-11e3-80c6-7e6dd8d22d8f_story.html.
91 Barton Gellman and Ashkan Soltani, “NSA Infiltrates Links to Yahoo, Google Data Centers Worldwide, Snowden Documents
Say,” the Washington Post, October 30, 2013, http://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-toyahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.
html.
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books, “buddy lists,” and telephone logs.92 Critics assert that the secret NSA programs violate the
Fourth Amendment, which protects people inside the United States (citizens and non-citizens
alike) from unreasonable search and seizure, as well as human rights enshrined in international
agreements. The Snowden leaks have prompted significant mobilization by civil society93 and
companies.94
Over the last year there have been some positive developments. In January 2014, the president
announced that he intended to end the bulk collection of telephony metadata.95 As of May 2014,
however, the program was still operating, as Congress debated legislation to end it.96 In January,
the president also issued a policy directive that put in place important new restrictions on the
use of information collected in bulk for foreign intelligence purposes.97 The restrictions apply to
communications data regarding all persons, “whatever their nationality and regardless of where they
might reside.” However, the restrictions do not apply to data collected under Section 702 because it
is not considered a bulk collection program.98
The Communications Assistance for Law Enforcement Act (CALEA) requires telephone companies,
broadband carriers, and interconnected Voice over Internet Protocol (VoIP) providers to design their
systems so that communications can be easily intercepted when government agencies have the
legal authority to do so.99 The FBI has repeatedly requested that the law be expanded to impose
design requirements on online communications tools such as Gmail, Skype, and Facebook.100 In May
2013, a group of 20 technical experts published a paper explaining why such a proposal (known
as “CALEA II”) would create significant internet security risks.101 Following the leaks about NSA
surveillance, focus in Washington shifted away from CALEA II, but it is possible that similar proposals
will emerge in the future.

92 James Glanz, Jeff Larson, and Andrew Lehren, “Spy Agencies Tap Data Streaming from Phone Apps,” The New York Times,
January 27, 2014, http://www.nytimes.com/2014/01/28/world/spy-agencies-scour-phone-apps-for-personal-data.html?r=0.
93 See for example https://optin.stopwatching.us/ and https://en.necessaryandproportionate.org/take-action/digiges. See
also https://www.cdt.org/files/pdfs/weneedtoknow-transparency-letter.pdf.
94

See for example https://www.reformgovernmentsurveillance.com/.

“Remarks by the President on Review o Signals Intelligence,” January 17, 2014, http://www.whitehouse.gov/the-pressoffice/2014/01/17/remarks-president-review-signals-intelligence; FACT SHEET: The Administration’s Proposal for Ending the
Section 215 Bulk Telephony Metadata Program (March 27, 2014)
http://www.whitehouse.gov/the-press-office/2014/03/27/fact-sheet-administration-s-proposal-ending-section-215-bulktelephony-m
95

96 “House Judiciary Passes USA FREEDOM Act,” Center for Democracy and Technology Press Release, May 7, 2014, https://cdt.
org/press/house-judiciary-passes-usa-freedom-act/.
97
Presidential Policy Directive – Signals Intelligence Activities (PPD-28), January 17, 2014, http://www.whitehouse.gov/thepress-office/2014/01/17/presidential-policy-directive-signals-intelligence-activities.
98 During the PCLOB’s March 19 public hearing on Section 702, government officials maintained that surveillance pursuant to
Section 702 is not bulk collection and that this rule does not apply to such surveillance. See generally, Public Hearing Regarding
the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance Act, March 19, 2014, http://
www.pclob.gov/Library/20140319-Transcript.pdf.
99

The FCC does not classify Skype as an “interconnected VoIP” service.

Charlie Savage, “U.S. Tries to Make it Easier to Wiretap the Internet.” The New York Times, September 27, 2010, http://
www.nytimes.com/2010/09/27/us/27wiretap.html?pagewanted=all. See also Declan McCullagh, “FBI: We Need Wiretap-Ready
Websites – Now,” CNET, May 4, 2012, http://news.cnet.com/8301-1009_3-57428067-83/fbi-we-need-wiretap-ready-web-sitesnow.

100

Ben Adida et al, “CALEA II: Risks of Wiretap Modifications to Endpoints,” May 17, 2013, available at https://www.cdt.org/
files/pdfs/CALEAII-techreport.pdf.
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Law enforcement agencies have also used open, public websites and social media platforms to
monitor different groups for suspected criminal activity. One notable example that generated
controversy was an initiative by the New York Police Department (NYPD), uncovered in February
2012, to monitor Muslim student groups at various universities in the northeastern United States.
The Associated Press reported that, from 2006 onward, the NYPD Cyber Intelligence unit had
monitored blogs, websites, and online forums of Muslim student groups and produced a series of
secret “Muslim Student Association” reports describing group activities, religious instruction, and
the frequency of prayer by the groups.102 Muslim students from across the nation expressed concern
about this type of surveillance and told Freedom House that they often self-censor when conducting
online activities. In April 2014, the NYPD closed down one unit that monitored locations associated
with the Muslim community, including mosques and businesses. Civil liberties advocates welcomed
this step but warned that other NYPD units may still be using discriminatory practices.103
Like most other countries, the United States faces the growing challenge of addressing cyberattacks
conducted by both state and non-state actors. In response to concern about cybersecurity
threats, President Obama produced an executive order in 2013 recognizing the need for improved
cybersecurity measures and calling for a new “Cybersecurity Framework” to address security
threats.104 The executive order directed agencies to “ensure” that privacy and civil liberties
protections are incorporated into their cybersecurity activities, and it specified that such protections
shall be based on the Fair Information Practice Principles, an internationally recognized framework
for privacy protection. At the same time, the U.S. military admitted that it is developing the ability
to carry out offensive cyberattacks.105 The documents leaked by Edward Snowden included a
Presidential Policy Directive describing U.S. “Offensive Cyber Effects Operations (OCEO).”106
China is one focal point of the cybersecurity discussion, especially following a report by computer
security firm Mandiant stating that many attacks against U.S. organizations, companies, and
government agencies appear to have originated in an office of the Chinese People’s Liberation Army
in Beijing.107 Following tense exchanges on the issue in 2013, the United States attempted to open
a dialogue with China about cybersecurity. In early 2014, U.S. officials held a briefing for Chinese
military leadership on the Pentagon’s cybersecurity tactics and policy, including both offensive and
defensive programs. The purpose of the briefing was to build trust and encourage reciprocity from
the Chinese government.108

Chris Hawley, “NYPD monitored Muslim students all over Northeast,” The Associated Press, February 18, 2012, http://
www.ap.org/Content/AP-In-The-News/2012/NYPD-monitored-Muslim-students-all-over-Northeast

102

103 Noa Yachot, “NYPD Shutters Muslim Mapping Unit – But What About Other Tactics?” American Civil Liberties Union, April
15, 2014, https://www.aclu.org/blog/national-security-religion-belief/nypd-shutters-muslim-spying-unit-what-about-its-tactics.

“Executive Order – Improving Critical Infrastructure Cybersecurity,” February 12, 2013, http://www.whitehouse.gov/thepress-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity.

104

Mark Mazzetti and David E. Sanger, “Security Leader Says U.S. Would Retaliate Against Cyberattacks,” The New York Times,
March 12, 2013, http://www.nytimes.com/2013/03/13/us/intelligence-official-warns-congress-that-cyberattacks-pose-threat-tous.html?pagewanted=all.

105

Glenn Greenwald and Ewen MacAskill, “Obama Orders U.S. to Draw Up Overseas Target List for Cyberattacks,” the
Guardian, June 7, 2013, http://www.theguardian.com/world/2013/jun/07/obama-china-targets-cyber-overseas.

106

David E. Sanger, David Barboza, and Nicole Perlroth, “Chinese Army Unit is Seen as Tied to Hacking Against the U.S.” The
New York Times, February 18, 2013, http://www.nytimes.com/2013/02/19/technology/chinas-army-is-seen-as-tied-to-hackingagainst-us.html?pagewanted=all&gwh=24BE5E3C317441D6CAB213658308303F&_r=0.

107

David E. Sanger, “U.S. Tries Candor to Assure China on Cyberattacks,” The New York Times, April 7, 2014, http://www.
nytimes.com/2014/04/07/world/us-tries-candor-to-assure-china-on-cyberattacks.html.
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In March 2014, the United States government reported that it had notified 3,000 companies over
the last year that their technology systems were under attack. This number represents only a
small fraction of all cybersecurity threats to U.S. businesses and their customers but points to the
seriousness of the problem.109 One of the most significant attacks in 2013 targeted the financial
services industry, using denial-of-service attacks to reduce availability of networks and services.110
While some attacks target whole networks or industries, others focus on individual internet users.
For example, the Ethiopian government allegedly installed surveillance spyware on the computer
of a U.S. citizen living in Maryland in order to monitor his activity over a period of months. With
the assistance of the Electronic Frontier Foundation, the man is suing the Ethiopian government in
a United States court for illegal wiretapping.111 Similar surveillance software appears to be used by
governments around the globe.112

Ellen Nakashima, “U.S. Notified 3,000 Companies in 2013 About Cyberattacks,” The Washington Post, March
24, 2014, http://www.washingtonpost.com/world/national-security/us-notified-3000-companies-in-2013-aboutcyberattacks/2014/03/24/74aff686-aed9-11e3-96dc-d6ea14c099f9_story.html.

109

110 James R. Clapper, “Worldwide Threat Assessment of the U.S. Intelligence,” Senate Select Committee on Intelligence,
January 29, 2014, http://www.dni.gov/files/documents/Intelligence%20Reports/2014%20WWTA%20%20SFR_SSCI_29_Jan.pdf
111

“Kidane v. Ethiopia,” Electronic Frontier Foundation, Accessed May 14, 2014, https://www.eff.org/cases/kidane-v-ethiopia.

112

See for example: https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/.
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Key Developments: May 2013 – May 2014
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•

In February 2014, President Karimov signed a resolution granting Uzmobile the
legal status of a “national mobile phone provider,” causing concerns that this will
reduce competition over the next few years and make the domestic market of mobile
communications more susceptible to state control (see Obstacles to Access).

•

The state-owned national telecommunications operator, Uztelecom, has become the
sole ISP providing internet access in libraries, schools, universities, and youth and
cultural institutions (see Obstacles to Access).

•

One internet user was sentenced to eight years of imprisonment and two
photojournalists received high fines for their online activities (see Violations of User
Rights).

•

Surveillance in internet cafes and public internet access points has increased due to
a new regulation requiring cafe owners to install surveillance cameras and log user
activities (see Violations of User Rights).
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Introduction
Since May 2013, Uzbekistan’s government has taken further measures to intensify its grip over internet connectivity. The state-owned telecommunications carrier, Uztelecom, continues to monopolize
the country’s internet access, making it a highly profitable state enterprise with no liberalization in
sight. In July 2013, the government revoked the right of private ISPs to provide internet access in
libraries, schools, universities, and youth and cultural institutions, granting this right exclusively to
Uztelecom. Competitive conditions have also deteriorated for mobile phone companies, in particular
for the two foreign GSM operators that continue to provide mobile and broadband services after the
government expropriated a subsidiary of the Russian MTS last year. Citing concerns over the reliability, stability, and adaptability of mobile networks to information security concerns, the government
has taken steps transform Uztelecom’s CDMA operator, Uzmobile, into a national mobile phone operator with a target of 8 million subscribers by the end of 2017. These developments raised concerns
about an intensification of state censorship and surveillance on telecommunications and mobile
broadband networks.
The environment for internet users’ rights in Uzbekistan remains one of the most restrictive in Central Asia. The Uzbek authorities block access to a wide range of websites and control content available at cultural and educational institutions through the intranet, ZyioNET, and the national search
engine at www.uz. The government also employs extensive surveillance measures to monitor online
activity and frequently uses trumped-up charges to target individuals who publish material online
that is deemed antithetical to the government’s interests. In 2013, one internet user was sentenced
to eight years of imprisonment for establishing online communications with an exile opposition
group via Skype, Facebook and the Russian social network Odnoklassniki.ru, and for distributing materials on the group’s orders that were perceived as violating the constitutional order.
Stringent control of the internet is expected during the parliamentary elections in December 2014
and the presidential elections in 2015. Already in the fall of 2013, political turmoil around the president’s daughter, Gulnara Karimova, and her active use of Twitter, presumably led to intensified control of social networks by the National Security Service (NSS).

Obstacles to Access
The internet penetration rate in Uzbekistan reached over 38 percent in 2013, compared to about
37 percent in 2012 and 9 percent in 2008, according to the International Telecommunication Union
(ITU).1 Official Uzbek sources reported in April 2013 that 9.8 million Uzbek people had access to the
internet through the use of a personal computer at home or at work.2 According to the latest available official data, announced by President Karimov in his speech on democratic reforms and civil so-

1 International Telecommunication Union (ITU), “Percentage of Individuals Using the Internet,” 2013, 2012 and 2008, accessed
July 30, 2014, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
2 State Committee for Communications, Information and Telecommunications Technologies (-SCCITT), “Показатели развития
отрасли: Актуальные статистические данные о состоянии внедрения и развития ИКТ в Республике Узбекистан,” (Indicators
of the sector: Recent statistics on the status of implementation and development of ICT in Uzbekistan), accessed April 25, 2013,
http://ccitt.uz/ru/indicators.
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ciety in Uzbekistan in December 2013, there were 7.1 million people with internet subscriptions.3 On
December 31, 2013, the government adopted the resolution “On the Introduction of the System to
Evaluate the ICT Development in Uzbekistan” to improve the methods for calculating ICT data.
Digital divides exist between the capital Tashkent and the country’s 12 regions (viloyati) as well as
across urban, rural, and remote areas. Tashkent has the highest internet penetration rate and is a
nationwide leader in terms of the FTTB and WiMAX broadband connectivity.4 The lowest internet
penetration rate is in the semi-autonomous republic of Karakalpakstan—a home to the Karakalpak,
Kazakh, and Uzbek ethnic groups.5 The usefulness of ICT facilities, especially in rural and remote
areas, still depends on a stable electricity supply to the telecommunications infrastructure.6 Factors
including computer skills, household income, and availability of a computer in one’s household continue to determine how often individuals use the internet.
Internet access is based primarily on the use of ADSL connections. According to the latest ITU data,
a mere 306,300 internet users had a fixed-broadband subscription in 2013.7 The construction of the
fiber-optic network (FTTx) in Uzbekistan required US$9 million in Uzbek and Chinese investments
from 2013-2014.8 By January 2014, the fibre optic network was 2,100 km long.9 The government goal
is to have 110,000 ports for broadband connection across the country by 2015. WiMAX broadband
was first introduced on the Uzbek market by the state-owned operator Uztelecom in 2006 and a private operator in 2008.
More people access the internet at work (state institutions and businesses) than in private households. In the wake of the fast-paced implementation of e-governance initiatives, internet coverage
was extended to the entire state apparatus, reportedly also reaching all organs of local governance
(hokimiats) at the regional and city levels in Uzbekistan by the end of 2013.10 In 2013-2014, the state
began to install computers in every mahallah committee—traditional local community councils that
the government has turned into an official system for public surveillance and control.11 Still, as of

3 Islam Karimov, Speech “Углубление демократических реформ и формирование гражданского общества – основа
будущего Узбекистана,” (Deepening democratic reforms and formation of civil society - the Future of Uzbekistan), December
10, 2013, http://uza.uz/ru/politics/26423/.

Uztelecom, “Зона покрытия FTTB” (2361 buildings), accessed February 12, 2014, http://uzonline.uz/ru/services/
fttb/. Private mobile operator Beeline (Unitel) offers FTTB broadband in cities Zarafshan and Uchkuduk, see Beeline, “Зона
обслуживания FTTB”, at http://fixed.beeline.uz/ru/tashkent/zone/fttb/index.wbp.
4

5 UzACI and UNDP Uzbekistan, “Анализ состояния и перспектив развития Интернет в Республике Узбекистан” [Analysis
of the Internet Development and its Prospects in Uzbekistan], 2009, accessed July 30, 2013, http://infocom.uz/wp-content/files/
otchet.pdf.
6 ITU, “Sustainable supply of electricity to telecommunication facilities in rural and remote areas,” (project time frame:
31.8.2011-31.12.2013), accessed February 10, 2014, http://www.itu.int/ITU-D/projects/display.asp?ProjectNo=2UZB11003.
7

ITU, “Key 2000 – 2013 country data: Fixed (wired)-broadband subscriptions,” http://www.itu.int/ITU-D/ict/statistics/.

8 Resolution of the President RU “О государственной программе “Год благополучия и процветания”” [On the State
Program “The Year of Wellbeing and Prosperity”], No. ПП-1920, February 14, 2013, SZRU (2013) No. 8 (560), item 99.
9 Uztelecom, Interveiw with Uztelecom General Director Abdurashid Adumuminov, http://www.uztelecom.uz/ru/press/
news/2013/1315/.

SCCITT, «Единый портал интерактивных государственных услуг: дотуп до каждого района,» accessed February 10,
2014, at http://ccitt.uz/ru/press/aci_news/2013/09/834/.
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March 2014 civil servants’ access to the internet and social media channels for personal use is largely
restricted by technical tools as a result of information security concerns.12
Public access points such as internet cafes remain popular, particularly among young users. However,
since December 2010, minors are officially prohibited from visiting internet cafes without parents
or adults between 10:00 p.m. and 6:00 a.m.13 Reportedly, since 2011, students are also not allowed
to visit internet cafes between 8:30 a.m. and 7:00 p.m.14 Since September 2005, other public access
points such as libraries, schools, universities, museums, and youth organizations must connect to the
internet exclusively via the national intranet, a local access and information network called ZiyoNET.15
In a new attempt to limit and control internet access, in July 2013, the government allowed the
state-owned telecommunications operator Uztelecom to serve as the exclusive provider of access
to ZiyoNet across these target institutions nationwide.16(Previously, beginning in 2005, any private
ISP could exercise that right on a competitive basis17). Uztelecom provides unlimited traffic connections to the ZiyoNET intranet via xDSL, FTTx, and CDMA-450 technologies (in rural and remote areas)
but limits traffic to the internet on a monthly basis. Currently, the highest internet access speed of 1
Mbps is available for a monthly tariff of 1,441,101 UZS (approximately US$650).18
The state-owned JSC Uzbektelecom, established in 2000 and re-branded as “national operator Uztelecom” in 2011, owns and operates Uzbekistan’s telecommunications infrastructure under a state
license renewable every 15 years. In August 2005, Uztelecom took over the internet connectivity
functions from the state data transfer network company, UzPAK, that was established in 1999 and
presently operates as Uztelecom’s subsidiary.19 As an upstream ISP, Uztelecom requires private ISPs
to route and transmit their international traffic through its International Centre for Packet Switching
(“Mezhdunarodnyi tsentr paketnoyi kommutatsii”). Uztelecom sells internet traffic to private ISPs at
a wholesale, U.S. dollar-denominated price per 1 Mbps (US$312.58 in December 2013).20 Uztelecom
controls the country’s external internet gateway capacity, which allows the authorities to control
access speeds for the entire country, if needed. Uztelecom has the technical means to boost speeds

See Uznews.net, «Чиновникам Узбекистана запретили интернет на рабочем месте» (Uzbek officials ban internet in the
workplace), March 3, 2014, at http://www.uznews.net/ru/human-rights/25388-chinovnikam-uzbekistana-zapretili-internet-narabochem-meste.

12

“O poriadke predostavlenia dostupa k seti Internet v obschestvennikh punktakh pol’zovania” [On Adoption of the Terms
of Provision of Access to the Internet Network in Public Points of Use], promulgated by Order of the Communications and
Information Agency of Uzbekistan No. 216, July 23, 2004, SZRU (2004) No. 30, item 350, at Art. 17 (e).

13

“Lyceum students banned from e-cafes,” Uznews.net, May 31, 2012, http://www.uznews.net/news_single.
php?lng=en&sub=top&cid=4&nid=19973.

14

Resolution of the President RU “О создании общественной образовательной информационной сети Республики
Узбекистан” [On the Establishment of the Public, Educational, and Information Network of the Republic of Uzbekistan], No. ПП191, 28 September 2005, SZRU (No. 40), item. 305, at Art. 4.
15

Resolution of the Cabinet of Ministers RU “О мерах по дальнейшему развитию образовательной сети “ZiyoNET”” [On
the Further Development of the Educational Network “ZiyoNET”], No. 198, July 10, 2013, SZRU (2013) No. 28 (580), item 362, at
Art. 4.
16

Compare Resolution of the Cabinet of Ministers RU “O дальнейшем развитии информационной сети ‘ZIYONET’” [On the
Further Development of the Educational Network “ZIYONET”] SZRU No. 52, item 389, at Art. 4 (no longer valid).

17
18

Uztelecom, Uzonline internet tariffs as of February 12, 2014, at http://uzonline.uz/ru/services/internet/#life.

19 Decree of the President RU „On measures for development of data transfer services and preparation for privatization of
JSC „Uzbektelecom“, No. PP-149, August 8, 2005.

Uztelecom, “Об очередном снижении тарифов на интернет-услуги для провайдеров Узбекистана” [On Further Tariff
Reduction for Internet Service Providers], December 24, 2013, http://www.uztelecom.uz/ru/press/news/2013/1313/.
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from the current 10.3 Mbps to 100 Mbps.21 In 2011, the government prohibited private ISPs from bypassing Uztelecom’s infrastructure of to connect to the internet, and from installing and maintaining
their own satellite stations in order to establish internet connectivity.
The TAS-IX peering center and content delivery network, established in February 2004, interconnects
the networks of 37 private ISPs to enable traffic conveyance and exchange at no mutual charge and
without the need to establish international internet connections via Uztelecom.22 TAS-IX ISPs are
challenged to find the income streams for the investments needed to meet the capacity requirements of their customers.23 Private ISPs provide no traffic limitations to websites hosted within the
TAS-IX networks but filter and block content or applications to the same extent as Uztelecom.24
Expensive access prices, low speeds, and limits on data volume also curb internet use, in addition to
the centralized telecommunications infrastructure. Internet subscriptions in Uzbekistan conform to a
two-tiered system: access to TAS-IX and internet access routed via Uztelecom’s network. On the one
hand, Uztelecom and private ISPs provide free access to the TAS-IX network at a maximum download speed of 2 Mbps to their customers. On the other hand, none of the ADSL/FTTB subscriptions
from private ISPs enable internet download speeds faster than 2 Mbps (subscriptions are available
for an average of US$44 per month and with free traffic up to 12 GB). A basic ADSL subscription for
a 256 Kbps minimum download speed is currently available for US$14 – $24 per month (with free
traffic from 2.4 GB to 4.8 GB).25
Uztelecom remains a leader in the provision of FTTB broadband internet to private households and
businesses. However, neither Uztelecom nor private ISPs offer limitless capacities for data transmission on their networks. “Traffic without limits” ADSL/FTTB subscriptions advertised by all ISPs in fact
entail quotas on traffic. If a quota is exceeded, the connection speed sharply decreases. For example,
Uztelecom offers private households “unlimited” FTTB subscriptions for US$135 per month with a 4
Mbps maximum download speed that drops to 128 Kbps after customers exceed the data volume
quota of 30 GB.26
According to official statistics, at least eight leading private ISPs have transferred Uztelecom’s price
reductions to their individual subscribers and dropped subscription prices between 15 and 80 percent from 2011 to 2013.27 At the same time, according to the ITU, internet access prices are still
prohibitively expensive in comparison to the average household income in Uzbekistan.28 In addition,
21 Uztelecom,” АК «Узбектелеком» имеет техническую возможность увеличить скорость внешних каналов Интернет
более чем в четыре раза” [JSC “Uzbektelecom” has the technical capability to increase the speed of external Internet channels
in more than four times], January 8, 2014, http://www.uztelecom.uz/ru/press/news/2014/1327/.
22

TAS-IX, List of Members, http://tas-ix.uz/index.php?option=com_content&view=article&id=63:listofmembers.

Eugeniy Sklyarevskiy, ‘Узбекистан: Кто платит за бесплатный TAS-IX?’, October 24, 2012, http://www.12news.uz/
news/2012/10/24/узбекистан-кто-платит-за-бесплатный-tas-ix/.

23

TAX-IS participating ISP maintain a service to find out whether a website is in the TAS-IX network. See, e.g., ISP TPS, http://
www.tps.uz/tasix/.

24

25 See, e.g., a tariff list from the leading ISP provider TPS, at http://www.tps.uz/tariffs/section/jet (last accessed on April 26,
2013).
26

See tariff “Record-6,” as of February 12, 2014, at http://uzonline.uz/ru/services/internet/#life.

CCITT, “Анализ рынка и тарифов интернет-услуг в Узбекистане” [Analysis of the market and tariffs for internet
services in Uzbekistan], January 22, 2014, at http://www.ccitt.uz/ru/press/aci_news/2014/01/1207/. The 8 leading ISPs: TPS
(Technoprosistem), Beeline, DosT Link, Sarkor Telecom, Unitech, NetCity, Amaliy Aloqalar Biznesi, and Skyline.

27

28 As reported by ITU in 2012, internet access prices were prohibitively high in Uzbekistan and exceeded the monthly GNI per
capita level at the rate of approximately 188 percent. See ITU, “Measuring the Information Society: 2012.”
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actual speeds experienced by internet users are frequently much lower than advertised. Users experience frequent disconnections and generally complain about poor quality of connections and technical support on behalf of ISPs.
As of 2013, there were 21.5 million mobile phone subscriptions (a mobile penetration rate of rate of
74 percent) and four operators of mobile communications in Uzbekistan.29 The smallest numbers of
subscribers reportedly belong to two CDMA operators—Uzmobile (a brand of the state-owned Uztelecom) and Perfectum Mobile (owned by the Uzbek company Rubicon Wireless Communication).30
Two GSM operators— Beeline (owned by the Russian VimpelCom Ltd) and Ucell (owned by the
Swedish-Finnish company TeliaSonera)—shared 54 percent and 41 percent of the market, respectively, in 2014.
All four mobile operators offer internet access. Uzmobile offers mobile internet via CDMA-450 networks. Availability of mobile broadband based on 4G/LTE technology remains limited to the capital
Tashkent, particularly after the former leading GSM operator Uzdunrobita left the market.31 Speeds
for broadband internet are very low in Uzbekistan compared to international standards. According
to Net Index Explorer by Ookla, tests carried out in the capital Tashkent and the city of Chilanzar
demonstrate the mobile broadband upload speeds of 0.6 Mbps in May 2012 to 0.5 Mbps in March
2014, with the lowest mark of 0.41 Mbps in July 2013.32 Akamai reports indicate that the average
connection speed in 2013 was approximately 1.96 Mbps.33 Two leading operators, Beeline and Ucell,
offered upload speeds at 1.75 Mbps and 1.49 Mbps in March 2014.
From July 2012 through April 2013, the government took steps to terminate the operations of the
leading GSM operator Uzdunrobita (a wholly owned subsidiary of the Russian MTS) that had a customer base of more than 9.5 million subscribers. In December 2013, local authorities placed assets
and equipment expropriated from Uzdunrobita into the custody of Uztelecom for an unspecified
duration and without the right of use.34 In February 2014, an arbitration proceeding between MTS
and Uzbekistan was pending at the International Centre for Settlement of Investment Disputes
of the World Bank.35 As of August 2014, MTS and the government of Uzbekistan had reached an
agreement whereby MTS would resume operations in the country through a joint venture with
the government, in which the State Committee for Communications, Informatization and Telecom-

ITU, “Mobile-cellular subscriptions per 100 inhabitants,” 2013, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.
aspx. Parliament RU Press-Release, “Перспективы международного сотрудничества в области мобильной связи, [Prospects
for international cooperation in the field of mobile communication]” March 28, 2014, http://www.parliament.gov.uz/ru/events/
other/12349.
29

“UZMOBILE subscribers’ number exceeds 200,000 users,” UzDaily, January 31, 2013, http://www.uzdaily.com/articlesid-21856.htm#sthash.eB7qIe9p.dpbs. Perfectum Mobile does not make public its customer base. Reportedly, the numbers
reached an average of 500,000 subscribers in 2012. See Mobinfo.Uz, “Сколько же абонентов было у МТС- Узбекистан на
самом деле?” November 10, 2012, http://mobinfo.uz/print:page,1,10830-skolko-zhe-abonentov-bylo-u-mts-uzbekistan-na.
html.
30

31 UzDaily, «МТС-Узбекистан начал продавать 4G модемы» [MTS-Uzbekistan Started to Sell 4G Modems], December 22,
2011, http://www.uzdaily.uz/articles-id-9334.htm.
32

“Uzbekistan,” Net Index Explorer, last accessed March 19, 2014, http://explorer.netindex.com/maps?country=Uzbekistan.

Akamai, “State of the Internet: Average connection speeds,” http://www.akamai.com/stateoftheinternet/soti-visualizations.
html#stoi-map.

33

RIA Novosti, “Активы узбекской “дочки” МТС переданы на баланс “Узбектелекома”,” December 16, 2013, http://1prime.
ru/telecommunications_and_technologies/20131216/773198626.html.

34

ICSID, «Case Details: Mobile TeleSystems OJSC v. Republic of Uzbekistan (ICSID Case No. ARB(AF)/12/7),» https://icsid.
worldbank.org/ICSID/FrontServlet.

35
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munication Technologies (State Committee for CITT) would own and manage 49.99 percent of the
company.36
By 2017, competition within the mobile communications market in Uzbekistan may shrink even further. On February 12, 2014, President Karimov signed a resolution that gave CDMA provider Uzmobile the legal status of a “national operator of mobile communications.” With the aim of ensuring a
“reliable and stable operation of mobile communications networks given the requirements of information security,” the company is entrusted with the nationwide “introduction of the most innovative
technologies for high-speed data transmission, including internet broadband, mobile TV services,
e-payments and e-commerce.”37 From 2014-2017, Uzmobile will enjoy tax exemptions and licensing privileges in order to reach a target of 7,000 base stations and 8 million subscribers by the end
of 2017. Earlier, in October 2013, the companies Unitel (Beeline) and Coscom (Ucell) were included
into the organizational structure of the telecommunications regulator along with the state-owned
Uztelecom.38
In 2013, the disclosure of systematic bribery solicited from foreign mobile companies MTS and TeliaSonera by the president’s daughter, Gulnara Karimova, called attention to the existence of rampant
corruption affecting the mobile telecommunications industry in Uzbekistan.39 Furthermore, regulatory burdens such as the numerous licenses and permissions that mobile phone companies must obtain in bureaucratic and time consuming administrative processes, intricate customs procedures for
the import of ICT equipment, and unduly complicated tender conditions hinder their business operations. Late last year, bureaucratic obstacles became particularly burdensome for Beeline amid its
network capacity investments to accommodate large inflows of former subscribers of Uzdunrobita.
The company experienced problems obtaining permission from the State Inspectorate on Communications to deploy its new 460 mobile phone base stations and to use additional free mobile phone
numbers for newly connecting customers.40 Under the national regulatory regime, a permission issue
process for deployment of mobile phone base stations may take up to 24 months, thus, as some
observers note, increasing the risk of corruption.41 An unscheduled tax audit—another popular state
measure used to interfere with the activity of private businesses in Uzbekistan—was conducted at
Beeline from October to December 2013, though no violations of national law were reported.42

36 “Russia’s MTS will return to Uzbekistan by the end of 2014,” Times of Central Asia, August 4, 2014, http://www.timesca.
com/index.php?option=com_content&view=article&id=14127:russias-mts-will-return-to-uzbekistan-by-the-end-of2014&catid=84&Itemid=576.

Resolution of the President RU “О мерах по организации деятельсности национального оператора мобильной связи”
[On the Measures Establishing the Activity of the National Operator of the Mobile Communications], No. ПП-2126, February 12,
2014, SZRU (2014) No. 7, item 73.
37

38 Resolution of the President RU “Об утверждении обновленной структуры государственного комитета связи,
информатизации и коммуникационных технологий Республики Узбекистан” [On the Updated Structure of the State
Committee for Communications, Informatization, and Telecommunication Technologies], No. ПП-2058, October 30, 2013, SZRU
(2013) No. 44, item 578.

See e.g., Joanna Lillis, « Kazakhstan Operations Under Scrutiny amid Fresh TeliaSonera Revelations «, April 3, 2014, at
http://eurasianet.org/node/68228.

39

Digit.ru, « «Вымпелком» в Узбекистане столкнулся с проблемами при расширении сети [‘VimpelCom’ in Uzbekistan
has encountered problems with network growth],» October 16, 2013, http://digit.ru/telecom/20131016/406771999.html.

40

41 UzMetronom.com, “Плохая связь – от порочной практики [Poor communication – the harmful practice],” October 12,
2013, http://www.uzmetronom.com/2013/10/12/plokhaja_svjaz__ot_porochnojj_praktiki.html.
42 «Узбекистан: Налоговики не выявили нарушений законодательства в работе сотовой компании Unitel» [Uzbekistan:
Tax audit does not reveal any violations of law in the cellular company Unitel], Fergananews.com, December 12, 2013, http://
www.fergananews.com/news.php?id=21557.
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The use of mobile technology in schools and universities remains limited. On May 21, 2012, the
government adopted a resolution establishing unified rules for the use of mobile phones in all educational institutions of the country.43 The resolution completely bans the use of mobile phones in the
buildings of educational institutions, not only for students but also for teachers and other personnel.
According to the resolution, the aim of such measures is to prevent “negative aspects” of the use of
mobile phones in educational settings, such as cheating; digital gaming; and the dissemination of
materials undermining morals and ethics, promoting a culture of violence, cruelty and pornography,
or promoting “reactionary sectarian, pseudo-religious ideology.” Another stated aim, however, is to
enable the “education of the youth in the spirit of love to its motherland, respect for national values
and those of the humanity, [and] ideas of national independence.” In the past, the government has
sporadically ordered the shutdown of text messaging and internet services by mobile operators, particularly during exams.44
The government’s control over the internet infrastructure and its influence on mobile phone operators enables it to limit or block connectivity to websites and applications at will, which it appears to
have done on several occasions in recent years. In August 2011, individual users and independent
news websites reported that the Google search engine and its Russian equivalent, Rambler, were
blocked for several days amid a broader increase in blocked websites.45 Government officials and
service providers denied that the disruptions were intentional, but observers suspected that the
restrictions were related to the upcoming 20th anniversary of the end of the Soviet era in September
2011 and the government’s fear that it might trigger social media-inspired protests in Uzbekistan.46
Apart from these sporadic restrictions, YouTube, Facebook, Twitter, and LiveJournal remained generally available in 2013–2014, though some individual pages were blocked. In March 2012, however,
reports emerged that the Uzbek authorities had temporarily blocked LiveJournal out of concern that
potential protests could erupt over the results of the Russian presidential elections.47 The blog-hosting platform Wordpress remained blocked in its entirety during the reported period.48
Service providers are required to have a license to operate, and in 2005, the Cabinet of Ministers
adopted Resolution No. 155, which stipulates that telecommunications providers must first register
as a legal entity before being issued a license. Thereafter, the licensing procedure is fairly straightforward but in practice is often encumbered by political interests, with applicants from outside the

43 Resolution of the Cabinet of Ministers RU, “О мерах по упорядочению пользования мобильными телефонами в
образовательных учреждениях Республики Узбекистан” [On measures to streamline the use of mobile phones in educational
institutions of the Republic of Uzbekistan], No. 139, May 21, 2012, SZ RU (2013 No. 21 (521), item. 229.

“Uzbekistan ‘halts mobile Internet, SMS’ for exam day,” AFP, August 2, 2011, http://www.google.com/hostednews/afp/
article/ALeqM5iAt_J3V1eR_Homvu0Osp2K3mqMdQ.

44

Reporters Without Borders, “Uzbekistan,” Enemies of the Internet 2012, March 12, 2012, http://en.rsf.org/uzbekistanuzbekistan-12-03-2012,42079.html.

45

Institute for War & Peace Reporting, “Tashkent Spooked by Web Interest in Arab Protests,” February 24, 2011, http://iwpr.
net/report-news/tashkent-spooked-web-interest-arab-protests; “В Узбекистане блокируют Живой Журнал и поисковые
системы” [LiveJournal and Search Engines are Blocked in Uzbekistan], Ferghana News, August 10, 2011, http://www.
fergananews.com/news.php?id=17125; Catherine A. Fitzpatrick, “Uzbekistan: Internet Sites Blocked,” Eurasianet.org, August 10,
2011, http://www.eurasianet.org/node/64026.
46

“LiveJournal website blocked in Uzbekistan,” Uznews.net, March 20, 2012, http://www.uznews.net/news_single.
php?nid=19380.

47

IREX, “Europe & Eurasia Media Sustainability Index 2013,“ http://www.irex.org/sites/default/files/u105/EE_MSI_2013_
Uzbekistan.pdf

48
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government’s inner circle regularly denied licenses for unjustifiable reasons.49 Since March 2014, no
license to open an internet cafe can be given if the internet cafe premises are located in the basement or semi-basement rooms of multistory buildings.50
The State Committee for Communications, Informatization and Telecommunications Technologies
(State Committee for CITT) regulates the entire ICT industry in Uzbekistan, including the internet
and ISPs.51 The committee lacks independence and is accountable to the Cabinet of Ministers in the
executive branch.52 The process for appointing members of the committee lacks transparency and
is not representative of different stakeholders’ interests. The president appoints and dismisses the
committee chairman and first deputy, who are also members of the Executive Board of the national
operator Uztelecom, where the committee has the right to manage 51 percent of state shareholdings.53 Moreover, the Cabinet of Ministers approves members of a committee’s collegium selected
from the committee’s top bureaucrats. The collegium coordinates the planning and implementation
of the committee’s main activities and appoints the committee’s nomenklatura.54
The government maintains direct control over the administration, registration, and use of domain
names with the “.uz” top-level domain, which was established in April 1995 and re-delegated to the
government in April 2003.55 Current rules for the assignment, registration, and use of the country’s
top-level domain create an obstacle to internet access.56 The Computerization and Information
Technologies Developing Center (Uzinfocom) manages the “.uz” top-level domain. There are seven
private ISPs officially authorized to provide registry services in the “.uz” domain zone.57 Uzinfocom
is also the largest provider of web hosting services, including for the e-government project, government-backed intranet, national search engine, and social-networking sites.58

Limits on Content
The government of Uzbekistan engages in pervasive and systematic blocking of independent news
and any content that is critical of the regime, particularly that related to foreign and domestic affairs

49

IREX, “Uzbekistan.”

50 Murat Sadykov, “Uzbekistan: Big Brother’s Newest Eye—In Internet Cafes,” Eurasianet.org, March 31, 2014, http://www.
eurasianet.org/node/68212.
51
Decree of the President RU „О создании Государственного комитета связи, информатизации и
телекоммуникационных технологий Республики Узбекистан“ [On the Establishment of the State Committee for
Communications, Information and Telecommunications Technologies], УП-4475. See http://www.ccitt.uz.
52 Resolution of the Cabinet of Ministers RU „Об утверждении положений о Государственном комитете связи,
информатизации и телекоммуникационных технологий Республики Узбекистан и о Государственной инспекции по
надзору в сфере связи, информатизации и телекоммуникационных технологий“ [On the Adoption of Rules on the State
Committee for Communications, Information and Telecommunications Technologies of the Republic of Uzbekistan and on the
State Inspection in the Fields of Communications, Information and Telecommunications Technologies], No. 355, 19 December
2012, SZRU (2012) No. 52 (552), item 589, at Art. 2.
53

Postanovlenie at Art. 13.

54

Ibid., at Art. 16.

IANA, “Report on Re-delegation of the ‘uz’ Top-Level Domain,” April 10, 2003, http://www.iana.org/reports/2003/uzreport-10apr03.html.

55
56

Law RU “On Telecommunications,” at Arts. 8, 11.

57

ccTLD.uz, “Администраторы” [Administrators], http://cctld.uz/reg/.

58

Uzinfocom Data Centre, “Услуги веб-хостинга» [Web Hostimg Services], http://dc.uz/rus/hosting/.
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or the human rights situation in the country.59 Access to online information was relatively open until
2001, when the authorities began filtering politically sensitive websites and reportedly intercepting
email communications.60 Online censorship and surveillance significantly intensified after May 2005,
following the government’s violent crackdown on peaceful antigovernment protests in Andijan and
the subsequent news blackout on this event in the traditional media.61
Websites permanently blocked in Uzbekistan do not appear on www.uz, the national search engine of Uzbekistan’s government.62 These websites include any independent news websites with
socio-political and human rights-related content on Uzbekistan, including CA-News (Centrasia.ru),
Fegananews.com, Harakat.net, Mediauz.ucoz.ru, UzMetronom.com, and Uznews.net. Websites of
Uzbek human rights and opposition groups in exile are also blocked. The websites of the international broadcasters BBC (Bbc.co.uk/uzbek), Radio Free Europe/Radio Liberty (Ozodlik.org), Deutsche
Welle (Dw.de), and Voice of America (Voanews.com/uzbek) have remained permanently inaccessible
in Uzbekistan since 2005.63 Websites of the major international human rights organizations, such as
Amnesty International, Freedom House, and Human Rights Watch, among others, are also blocked.
Stringent limits on content also appear on the ZiyoNET information network, which is the only mode
of internet access for libraries, educational and other cultural institutions, and youth organizations.
In July 2013, the government adopted a resolution calling for the introduction of an official list or
registry of information resources to be made available on ZiyoNET after having received approval
by the respective state bodies.64 As of February 2014, there were 50,100 “approved” educational resources, some of which are knock-offs of popular social media platforms such as Utube.uz.65
In February 2013, presumably under pressure of the Uzbek government, administrators of the Russian social-networking site Odnoklassniki.ru removed a web page of the National Movement of
Uzbekistan “without the possibility of being restored.”66 At the time of removal, the Uzbek dissident
group that had been established in 2011 had 26,000 “friends” on Odnoklassniki. The official website of the movement, Uzxalqharakati.com, had already come under a distributed denial-of-service

59 Reporters Without Borders, “Internet Enemies: Uzbekistan,” http://en.rsf.org/internet-enemie-uzbekistan,39765.html; Alexei
Volosevich, “Journalism in Uzbekistan is not history. It has but moved to the Net,” February 26, 2007, http://enews.fergananews.
com/article.php?id=1855.
60

“Country Profile: Uzbekistan,” OpenNet Initiative, December 21, 2010, http://opennet.net/research/profiles/uzbekistan.

61 OSCE, “Coverage of the Events and Governmental Handling of the Press During the Andijan Crisis in Uzbekistan:
Observations and recommendations,” June 15, 2005, http://www.osce.org/fom/15617; Alo Khodjayev, “The Internet Media
in Uzbekistan,” in OSCE Representative on Freedom of the Media (ed.), Pluralism in the Media and the Internet (OSCE
Representative on Freedom of the Media, Vienna, 2006), 143-148, at 144.
62 Resolution of the President RU “О дополнительных мерах по дальнейшему развитию информационных технологий”
[Program on the Establishment and Development of a National Information Search System], No.ПП-117, signed July 8, 2005,
Annex 3, SZRU (2005) No.27, 189.
63 Committee to Protect Journalists, „Attacks on the Press 2010: Uzbekistan,“ February 15, 2011, http://www.cpj.org/2011/02/
attacks-on-the-press-2010-uzbekistan.php.
64 Resolution of the Cabinet of Ministers RU “О мерах по дальнейшему развитию образовательной сети “ZiyoNET”” [On
the Further Development of the Educational Network “ZiyoNET”], No. 198, July 10, 2013, SZRU (2013) No. 28 (580), item 362, at
Art. 4.
65

«Библиотека» [Library], ZiyoNet.uz, accessed February 10, 2014, http://www.ziyonet.uz/ru/library/.

66 Uznews.net, „НДУ изгнали из одноклассников, [NDU expelled from peers]“ February 18, 2013, http://www.uznews.net/
news_single.php?lng=ru&cid=30&nid=22104.
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(DDoS) attack in January 2013, the third since its registration in May 2011.67 The attack paralyzed the
website for several days.
The Uzbek authorities appear to have fairly sophisticated censorship technology at their disposal
that enables them to not only block entire domains, but also restrict access to individual pages
that contain politically sensitive content while retaining access to other parts of a particular site. For
example, in February 2011, after people started discussing the protests that were erupting in the
Middle East, including expressing solidarity with demonstrators and sharing news links about what
was happening, users began reporting that certain pages and discussions on Facebook, LiveJournal,
and Twitter were being blocked, though the social media platforms as a whole remained available.68
Similarly, in February 2012, the media reported that the Uzbek-language pages of Wikipedia were
blocked, while their Russian counterparts remained available, although the latter typically contain
more information on often-censored topics like human rights abuses. Analysts speculated that the
block was more related to the government’s nationalistic wish to monopolize Uzbek-language content than because of concerns that users would access politically sensitive information.69
Most censorship takes place at the country’s international internet connection, operated by Uztelecom, which aggregates the private ISPs’ traffic at a single node within its infrastructure. There
is a widespread suspicion of involvement from foreign firms providing networking equipment to
Uztelecom for the purpose of state censorship over the internet. The architecture of Uztelecom’s
network UzNet, which provides internet transit for private ISPs and internet access in governmental
institutions, is based on network routers and switches produced by Cisco Systems, Inc.70 Moreover,
in its daily operations, Uztelecom widely employs the equipment of the Chinese companies ZTE and
Huawei. ZTE opened its Uzbek office in 2003 and became a leading supplier of USB modems, mobile
phones, and routers to all mobile phone operators and Uztelecom.71 The government grants ISPs
and mobile phone operators import duty and sales tax exemptions on the surveillance equipment
that they are required to install on their networks at their own expense.72 However, the government
reportedly abolished some of its import tax exemptions on telecommunications equipment in 2013.
Under the 1999 Law on Telecommunications and several other government resolutions, the licenses
of lower tier ISPs may be withheld or denied if the company fails to take measures to prevent their
computer networks from being used for exchanging information deemed to violate national laws,
including ones that restrict political speech. Under Order No. 216 passed in 2004, ISPs and operators
“cannot disseminate information that, inter alia, calls for the violent overthrow of the constitutional
order of Uzbekistan, instigates war and violence, contains pornography, or degrades and defames
67 Ozodlik.org, „Атака на сайт Народного Движения Узбекистана, [The attack on the website of the People‘s Movement of
Uzbekistan ]“ January 27, 2013, http://www.ozodlik.org/content/article/24884770.html.
68 Institute for War & Peace Reporting, “Tashkent Spooked by Web Interest in Arab Protests,” News briefing, February 24,
2011, http://iwpr.net/report-news/tashkent-spooked-web-interest-arab-protests.
69 Jillian C. York, “This Week in Censorship: Syrian, Moroccan Bloggers Under Fire; New Censorship in Uzbekistan,” Electronic
Frontier Foundation, March 1, 2012, https://www.eff.org/deeplinks/2012/02/week-censorship-blogger-threats-syria-moroccouzbek-censorship; Sarah Kendzior, “Censorship as Performance Art: Uzbekistan’s Bizarre Wikipedia Ban,” The Atlantic, February
23, 2012, http://bit.ly/zpyytP.
70

Uztelecom, “Бизнесни ривожлантириш Маркази,” accessed July 30, 2013, http://bit.ly/15CvbSH.

UzDaily, “ZTE Corporation Expands Cooperation with Uzbekistan,” November 1, 2011, http://www.uzdaily.com/articlesid-16308.htm. But ZTE is often accused of facilitating internet censorship and surveillance worldwide. See Madeline Earp, “China
not most censored, but may be most ambitious,” May 2, 2012, http://bit.ly/IUL7Yj.

71

72

See the “Violations of Users Rights” below. See Tax Code of RU, SZRU (2007) No. 52(II), at Arts. 208 (§33), 211 (§7), 211 (§9),

230 (part 2, §5), 269 (§§15-16), and 355 (§ 13).
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human dignity.”73 Given these broad restrictions, many individuals and organizations prefer to host
their websites outside the country.74
The government has also placed political pressure on mobile phone operators. In March 2011, amid
growing unrest in the Middle East, regulators demanded that operators notify the government of
any attempts to circulate mass text messages with “suspicious content” and reportedly warned that
the providers would be required to shut down internet connections provided to mobile users at the
authorities’ request.75
Several government-linked entities monitor and control online communications, though the opaque
system offers few details on how decisions are made or what websites are blocked at any given time.
The Center for the Monitoring of the Mass Communications Sphere, which is integrated into the
structure of the State Committee on CITT, takes various measures to maintain compliance with national legislation that restricts free expression.76 Among its key objectives are “to analyze the content
of information disseminated online and ensure its consistency with existing laws and regulations.”77
Based on its systematic monitoring of online content, the center has contributed to the takedown of
independent websites.78
In August 2011, the government created a new secretive body—the Expert Commission on Information and Mass Communications—to oversee online controls, including the work of the Monitoring
Center.79 The commission is not independent and must submit quarterly reports to the Cabinet of
Ministers.80 Furthermore, its membership is not made public,81 although the body is reportedly comprised exclusively of government employees.82 The new commission is mandated to evaluate online
publications and determine if they: (1) have a “destructive and negative informational-psychological
influence on the public consciousness of citizens;” (2) fail to “maintain and ensure continuity of na-

Regulation “О порядке предоставления доступа к сети Интернет в общественных пунктах пользования” [On
Adoption of the Terms of Provision of Access to the Internet Network in Public Points of Use], promulgated by Order of the
Communications and Information Agency of Uzbekistan No. 216, July 23, 2004, SZRU (2004) No. 30, item 350.

73

According to government figures, only about 30 percent of websites with “.uz” domain names were hosted on servers
based in Uzbekistan as of December 2011. See Uzinfocom, “Только цифры” [Only Numbers], January 5, 2012, http://bit.
ly/1hbO2sN.

74

Murat Sadykov, “Uzbekistan Tightens Control over Mobile Internet,” Eurasianet.org, March 15, 2011, http://www.eurasianet.
org/node/63076.

75

Zhanna Hördegen, “The Future of Internet Media in Uzbekistan: Transformation from State Censorship to Monitoring
of Information Space since Independence,” in Eric Freedman and Richard Schafer (eds.), After the Czars and Commissars:
Journalism in Authoritarian Post-Soviet Central Asia (The Eurasian Political Economy and Public Policy Studies Series, Michigan
State University Press, April 2011), 99-121.

76

Paragraph 1, Regulation No. 555, On the Measures of Improving the Organizational Structures in the Sphere of Mass
Telecommunications, adopted by the Cabinet of Ministers of Uzbekistan on November 24, 2004, via OpenNet Intiative,
“Uzbekistan,” December 2010, http://opennet.net/research/profiles/uzbekistan#footnote37_1d627h4.
77

A news website Informator.uz was shut down in 2007. See, “Pochemu zakrito nezavisimoe SMI Uzbekistana—Informator.
Uz?” [Why the independent mass media of Uzbekistan, Informator.Uz, is closed?], September 20, 2007, www.uforum.uz/
showthread.php?t=2565. See also Freedom on the Net 2013: Uzbekistan, regarding the case of www.eDoctor.uz.

78

Resolution of the Cabinet of Ministers RU, “О дополнительных мерах по совершенствованию системы мониторинга в
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tional and cultural traditions and heritage;” or (3) aim to “destabilize the public and political situation,” or commit other potential content violations.83
The commission also assesses publications referred to it by the Monitoring Center or other state
bodies, including the courts and law enforcement, drawing on a designated pool of government-approved experts.84 The experts submit reports to the commission, whose members then vote on
whether or not a violation has been committed. If a violation is found, the decision becomes the
basis for action to be taken by state bodies, including courts, and by “other organizations,” presumably private ISPs.85 There are no procedures in place that require notification of those whose content
is affected by the decision or that grant them an opportunity to defend the speech in question, nor
is there a clear avenue to appeal the decision after it is made. As of February 2014, the Commission
appeared to be functioning but little information on its activities is available. The broadly defined
violations and wide discretion granted to the commission raises concerns of how it could be used to
suppress or punish free speech—including ordering ISPs to delete content or encouraging the arbitrary imprisonment of bloggers—particularly given the Uzbek government’s track record of politically motivated censorship.86
The speed at which authorities respond to controversial content online is evidenced in the case of
UzMetronom.com, a popular Tashkent-based independent online newspaper launched in April 2006
and devoted to critical news reporting on Uzbekistan. On July 23, 2013, UzMetronom.com reported
a fatal shooting between the Uzbek and Kyrgyz border patrol guards along the countries’ border.
According to the news site’s founder, chief editor and independent journalist Sergei Ezhkov, UzMetronom.com reposted that information from the official news media site Podrobno.uz.87 Despite the
fact that UzMetronom.com is permanently blocked in Uzbekistan, one day after the information was
posted, Ezhkov was called before the military prosecutor’s office in Tashkent. The editor received
a “warning on the inadmissibility of the violation of law” and faced threats of criminal prosecution.
According to the prosecutors, the news site had no right to publish details of the incident without
obtaining “reliable information” from competent authorities. UzMetronom.com interrupted its reporting for three days.
Self-censorship is pervasive, given the government’s tight controls over the media and harsh punishment of those who report on topics deemed “taboo,” including criticism of the president, revelations
about corruption, or health education.88 As a result of the government’s history of harassing traditional journalists, as well as their families, many online writers are cautious about what they post.
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The editorial direction of the online versions of state-run news outlets is often determined by both
official and unofficial guidelines from the government. For example, on orders of the president, a
specific ideological theme dominated the news media landscape in 2013, dedicated to the implementation of the state policy program “2013 – The Year of Wellbeing and Prosperity.” The aim of
the propaganda was to inform the public and “foreign specialists” on the current socio-economic
reforms in Uzbekistan.89
In an apparent effort to develop the country’s media and information society, President Karimov
signed a decree in December 2011 that extends tax preferences to media outlets. Taking effect on
January 1, 2012, the decree exempts media services from the value added tax (VAT) and decreases
the single tax payment required of media organizations from 6 to 5 percent, among other changes.90
While the decree purportedly aims to strengthen “public control over the activities of state power
and control,”91 observers have noted that without an overall change in the regime’s attitude to independent media, the new benefits are unlikely to have a meaningful effect on freedom of speech in
the country.92
Facebook, YouTube, Twitter, and the Russian social networks Odnoklassniki (odnoklassniki.ru) and
VKontakte (vk.ru) continue to top the list of the most visited websites in Uzbekistan.93 In February
2014, Facebook was the fourth most visited website in the country, followed by Odnoklassniki (available in Uzbek since December 2012), VKontakte, and YouTube. Twitter became particularly popular
in the fall of 2013, when the president’s daughter Gulnara Karimova used her account (@GulnaraKarimova) to reveal inside secrets about her family and the corrupt practices of the Uzbek national
security service.94
As social-networking sites and blogging platforms have grown in popularity, the government attempts to influence the information circulated on them by creating and promoting Uzbek alternatives to popular global or regional brands. The most recent example is a microblog Bamboo.uz,
launched in February 2014 for the exclusive use by Uzbek people under the motto “one country, one
network.” The platform is very similar to Twitter and is likely to have been developed by the state
to reduce the use of Twitter in Uzbekistan.95 According to Bamboo’s terms of use, any information
about its users can be forwarded to official bodies upon their “lawful and legitimate requests.” Also,
in February 2014, local IT specialists developed a messaging platform called Gap IM as an alternative
to known clients of Skype and ICQ, Google Talk and Mail.ru.96 The service is available in Russian and
Uzbek languages and can be used on mobile phones.
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In 2010, the state-run Uzinfocom Center began creating a “social media zone” specifically geared
toward users of the ZiyoNet intranet in Uzbekistan. The zone includes a range of social media applications, including Id.uz (a social-networking site), Fikr.uz (a blog-hosting platform), Utube.uz (a
video-sharing platform), Smsg.uz (an instant messenger service), and Desk.uz (a site for personal
widgets). Access to these applications requires users to register either as an anonymous user or with
their passport details. Although for the moment, the zone’s applications remain less popular than
international brands, as of January 2014, over 70,000 people had registered at Id.uz.97 Uzinfocom
Center’s close relationship to the government raises concerns over the pressure the applications may
receive from the authorities to censor and monitor users.
Besides the social media zone aimed at ZiyoNet users, the social-networking website Muloqot.uz
(meaning “dialogue”) was launched in September 2011 in an apparent effort to offset the growing
influence of other popular social networks. It is open only to Uzbek citizens residing in Uzbekistan.
On the first day the social network was launched, staff of the Uzbek service of RFE/RL reportedly
registered accounts and posted RFE/RL content (which is blocked within the country) to a general
“wall.” According to their reports, their profiles were deleted within 15 minutes.98 The servers of the
website are located at the data center of the state-owned Uztelecom, implying that the authorities
are able to conduct constant censorship.99
The blogosphere in Uzbekistan is weak, largely of entertainment character, and, due to the repressive environment, unable to significantly facilitate public discourse on political and social issues.100
A handful of blogs critical of the regime are run by Uzbek dissidents (for example, Jahonnoma.com,
Turonzamin.org, and Fromuz.com) or are affiliated with independent online news sites like Uznews.
net or Fergananews.com. Since its establishment in January 2012, a forum at Choyxona.com has
become somewhat popular, with over 1,500 threads, 58,000 posts, and 736 members as of February
2014. It is run by the former editors of Arbuz.com, a forum site that was suspended in 2011 after Uzbek authorities arrested several of its users.
From December 5–8, 2013, the press center of a banned political opposition group in exile, the National Democratic Movement “Birdamlik” (birdamlik.info), used its website to mobilize for peaceful
protests and distribute the text of the constitution of Uzbekistan in Tashkent. Three human rights defenders, Elena Uralaeva, Malakhot Eshankulova, and Shukhrat Rustamov, and 11 other participants of
the protests in Tashkent were arrested.101 At the same time, social media tools have been important
for exposing and disseminating information related to human rights abuses. In May 2005, for example, videos documenting Uzbek security forces opening fire on unarmed protesters in Andijan were
uploaded to YouTube, and regular updates were posted on Arbuz.com, contributing to international
condemnation of the incident.
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Violations of User Rights
The environment for internet users’ rights in Uzbekistan is already one of the most restrictive in the
region, with the government employing extensive surveillance measures to monitor online activity, as well as using trumped-up charges to target individuals who publish material online that is
deemed counter to the government’s interests. In December 2013, one citizen was given an eightyear prison sentence for establishing communication over the internet with an Uzbek opposition
group in exile and for distributing materials on the group’s orders that were perceived as violating
the constitutional order. There were also several cases of arrest, intimidation, and prosecution of
professional journalists. Since April 2014, online users face rigid surveillance at internet cafes due to
new regulations.
The constitution of Uzbekistan guarantees the right to freedom of expression (Article 29) and freedom of the mass media (Article 62). It also prohibits censorship (Article 62). In practice, however,
these constitutional rights are not fulfilled and are severely restricted by laws and government regulations. Judges lack the independence and impartiality needed to ensure the constitutional protection of speech.102
The 1997 law “On Mass Media” was amended in 2007 with the purpose of altering the definition
of “the press” to include “websites in generally accessible telecommunication networks.”103 This law
neither defines nor establishes clear criteria for what constitutes a news-oriented website.104 In order
to be regarded as part of the news media, websites are required to obtain an official registration certificate in a procedure similar to that required for traditional news media outlets.105 This procedure is
generally known to be content-based and arbitrary, and inhibits editors and readers from exercising
their freedom of expression.106 Applications for press certificates are supposed to include details
such as the website’s digital media title, founder(s), language, aims and purposes, content specialization, domain name, sources of financing, editor(s), address of an editorial office, as well as affiliation
of the founder(s) or editor(s) with other mass media outlets.107 Journalists or non-media professionals affiliated with registered online news media outlets are awarded certain rights and must abide by
statutory conditions that are applicable to professional journalists, arguably creating, in practice, an
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environment where journalists’ key responsibility is “loyalty to the regime.”108 As of January 2014, 261
websites were registered as mass media in Uzbekistan.109
The legislation regulating the exercise of freedom of expression applies equally to traditional news
media outlets and the internet. Due to the 2007 amendments, the law “On the Mass Media” is applicable to overseas news media outlets whose content is accessible from within the territory of
Uzbekistan,110 though no cases of this law being invoked by Uzbek courts against foreign websites
have been reported so far. In addition, some laws have been used to punish individuals for posting
or accessing content deemed to violate vague information security rules.111 Under the criminal code,
slander (Article 139) and insult (Article 140)—including of the president (Article 158)—are criminal
offenses that also apply to online content, as do provisions that punish activities such as “dissemination of materials posing a threat to public safety.” Both slander and insult are punishable with fines
ranging from 50 to 100 times the minimum monthly wage, correctional labor of two to three years,
arrest of up to six months, or detention for up to six years.112
On September 10, 2013, Kudratbek Rasulov, a jeweler and resident of Namangan, was arrested at the
request of the NSS and charged with threatening the constitutional order (Article 159 of the criminal code) and the production and dissemination of materials containing a threat to public security
and order with foreign financial help (Article 244 of the criminal code).113 On December 27, he was
sentenced by a city court to eight years in prison in a one-day trial. The judgment was based on an
interpretation of records of communication that Rasulov established with the exile opposition group,
National Movement of Uzbekistan (NDU), via Skype and the social networking sites, Odnoklassniki
and Facebook. Rasulov was charged with receiving films and literature with extremist content from
NDU and distributing several copies of a DVD titled “Freedom of An Unarmed Man” to strangers on
the streets of Namangan. In its reasoning, the court also emphasized that Rasulov had been in contact with opposition leaders Mukhammad Salikh and Tulkin Karaev. His appeal was postponed by a
court in January 2014 for an undetermined period of time, and as of May 2014, he was still in prison.
On September 21, 2013, Sergei Naumov, an independent journalist who has contributed reporting
for the Ferghana News website and for the Institute for War and Peace Reporting (IWPR), was arrested and given a 12 day sentence on charges of hooliganism after he collided with a woman on the
street.114 The woman complained to local police that Naumov had insulted and pushed her, which
Naumov denies. Naumov is known for his reporting on human rights abuses, including reports on
child labor conditions during the fall cotton harvest in Uzbekistan. After his arrest, IWPR issued a
Olivia Allison, “Loyalty in the New Authoritarian Model: Journalistic Rights and Duties in Central Asian Media Law,” in Eric
Freedman and Richard Schafer (eds.), After the Czars and Commissars: Journalism in Authoritarian Post-Soviet Central Asia (The
Eurasian Political Economy and Public Policy Studies Series, Michigan State University Press, April 2011), 143-160, at 154-155.
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statement expressing concern that Naumov’s detention was likely an effort to silence his critical reporting, a tactic the authorities are known for using against journalists in the country.115
It is also becoming increasingly difficult for professional photojournalists to work in Uzbekistan. On
January 30, 2014, a swift trial took place for Umida Akhmedova, a women’s rights defender, documentary photographer and filmmaker,116 and her son Timur Karpov, a photo editor for the Russian
news agency Lenta.ru. On January 27, 2014, they had participated in and took photos of a small
picket protest outside the Ukrainian embassy in Tashkent involving a group of eight individuals who
gathered in solidarity with Ukrainian protesters in Kyiv amid the country’s political crisis. All participants were arrested on January 29, interrogated throughout the night, and compelled to testify
against themselves or plead guilty. They were charged with violation of Article 201 of the administrative code that regulates the organization and holding of meetings, rallies, marches or demonstrations. Timur Karpov was fined 5,766,300 Uzbek Sum (US$2,040) and Umida Akhmedova was
fined 4,805,250 Uzbek Sum (US$1,700); both were released.117 The administrative case was tried in a
criminal proceeding (in violation of Article 245 of the administrative code). The court also failed to
provide the accused with adequate time and access to the defense council.
The authorities have also used legal proceedings and intimidation to shut down independent news
sites in an already extremely limited media environment. For example, on January 19, 2013, Olam.
uz, which at the time was Uzbekistan’s second most-visited news site, chose to go offline for “technical reasons,” according to its Facebook page. However, as independent sources report, the Uzbek
authorities had opened up proceedings against its editor-in-chief and the website owner, the Tashkent-based LLC Mobile Mass Media.118 Charges included such offences as infringement of copyright
and patent law, high treason, encroachment upon the constitutional order, espionage, subversive
act, loss of documents containing state or military secrets, and robbery. At the time, Olam.uz was
reporting extensively about the Uzdunrobita (MTS-Uzbekistan) case and allowing readers to leave
comments on every article published.
As of May 2014, two Uzbek online journalists remained in jail, ostensibly on fabricated criminal
charges.119 Solidzhon Abdurakhmanov, a reporter for the independent news website Uznews.net,
continues to serve a 10-year sentence imposed in October 2008 for allegedly selling drugs. The
63-year-old journalist was not pardoned as part of the amnesty granted to all prisoners over the age
of 60, which was enacted on the 21st anniversary of Constitution Day in December 2013.120 Prior to
his arrest, he had reported on human rights and economic and social issues, including corruption in
the Nukus traffic police office, which fueled suspicions that the drug charges were trumped-up and
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in retaliation for his reporting.121 Dilmurod Saiid, a freelance journalist and human rights activist, is
serving a 12.5 year sentence imposed in July 2009 on extortion charges. Before his detention, he had
reported on government corruption in Uzbekistan’s agricultural sector for local media and independent news websites.122
The authorities have also used various forms of arbitrary detention and intimidation to silence online
critics. In November 2011, the government released Jamshid Karimov, an independent journalist and
nephew of the president, from a psychiatric hospital where he had been kept against his will since
September 2006. Prior to his detention, he regularly published articles online, including about human rights abuses in Uzbekistan. He is widely believed to have been detained in retaliation for his
journalistic activity. He suddenly disappeared again in January 2012.123
The use of proxy servers and anonymizers remains a very important tool and the only way to access
content blocked in Uzbekistan. However, in September 2012, Uztelecom started a centralized and
permanent blocking of proxy servers and websites enlisting free proxies without a web interface.124
At the same time, the use of both proxies and anonymizers require computer skills beyond the capacity of many ordinary users in Uzbekistan.
The space for anonymous online communication in Uzbekistan is steadily shrinking. In 2011 Arbuz.
com, one of the country’s most important online forums for anonymous discussion, was shut down
after the arrest of several users. The site’s founder told media that several people who had been
active contributors to a forum about Kyrgyz-Uzbek ethnic clashes in 2010 had been detained.125 According to some reports, the NSS had tracked them through their internet protocol (IP) addresses.126
Few options remain for posting anonymous comments on other online forums—such as Uforum.
uz,127 which is administered by the state-run Uzinfocom Center—as individuals are increasingly encouraged to register with their real names to participate in such discussions.128 Individuals must also
provide a passport to buy a SIM card.129 There are no explicit limitations on encryption, though in
practice, the government strictly regulates the use of such technologies.130
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Although Article 27 of the constitution guarantees the privacy of “written communications and telephone conversations,” there is no data protection legislation in Uzbekistan. Officially since 2006, the
National Security Service (NSS) conducts electronic surveillance of the national telecommunications
network by employing the “system for operational investigative measures” (SORM), including for the
purposes of preventing terrorism and extremism.131 ISPs and mobile phone companies must install
SORM and other surveillance equipment on their networks in order to obtain a license.132 Telecommunications providers are prohibited by law from disclosing details on surveillance methods and
face possible financial sanctions or license revocation if they fail to design their networks to accommodate electronic interception.133
The NSS systematically eavesdrops on citizens’ communications over email, mobile phone and Skype,
in online forums, and social networks. There is no independent oversight to guard against abusive
surveillance, leaving the NSS wide discretion in its activities.134 If surveillance is part of a civil or
criminal investigation, content intercepted on telecommunications networks is admissible as court
evidence.135
Since July 2004, operators of internet cafes and other public internet access places have been required to monitor their users and cooperate with state bodies. Following regulatory amendments
in March 2014, the situation concerning respect for privacy and the protection of personal data of
internet cafe users has deteriorated further.136 Operators of internet cafes and public access places
must install surveillance cameras on their premises as a new measure to “ensure safety of visitors.”
Additionally, they are required to maintain a “registry of internet web-resources (logfiles)” used
by customers and to retain this information for a period of three months. In practice, compliance
with these measures can become quite burdensome and expensive for internet cafe businesses in
Uzbekistan.137
While there have been no reports of government agents physically attacking bloggers or online
activists, the National Security Service (NSS) has been known to employ various intimidation tactics
to restrict freedom of expression online. For example, in June 2011, there were reports of NSS officers confiscating electronic media devices at the airport, checking browsing histories on travelers’

Resolution of the President RU “О мерах по повышению эффективности организации оперативно-розыскных
мероприятий на сетях телекоммуникаций Республики Узбекистан” [On Measures for Increasing the Effectiveness of
Operational and Investigative Actions on the Telecommunications Networks of the Republic of Uzbekistan] No. ПП-513,
November 21, 2006, at Preamble and Arts. 2-3.

131

Ibid., at Art. 5.8. Infra., note 110. Also, tax and custom exemptions apply for import of the SORM equipment by domestic
ISPs, see Tax Code of RU, at Arts. 208, 211, 230 part 2, and 269.

132
133

See Law RU, “On Telecommunications”.

Resolution of the President RU, note 108 above. See, Criminal Procedural Code of RU, Vedomosti Oliy Mazhlisa RU (1995)
No. 12, item 12, at Art. 339 part 2, “Tasks of Investigation,” and Art. 382, “Competences of the Prosecutor.” Resolution of the
President RU No. ПП-513, note 87 above, at Art. 4.

134

Law RU “Oб оперативно-розыскной деятельности” [On Operational and Investigative Activity] No. ЗРУ – 344,
December 26, 2012, SZ RU (2012) No. 52 (552), item 585, at Arts. 16, 19.

135

See Resolution of the SCCITT RU, “О внесении изменений и дополнений в Положение о порядке предоставления
доступа к сети Интернет в общественных пунктах пользования [On making amendments and additions to the Regulations
on the procedure for providing access to the Internet in the public areas of use],” March 19, 2014, No. 79-мх, SZRU (2014) NO.
13, item 150.
136

137 Uznews.net, “Интернет-кафе в Ташкенте о “параноидальной выдумке” властей [Internet cafes in Tashkent on the
“paranoid fiction” of the authorities,]” April 2, 2014, http://www.uznews.net/ru/human-rights/25745-internet-kafe-v-tashkente-oparanoidalnoj-vydumke-vlastej.

914

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Uzbekistan

laptops, and interrogating individuals with a record of visiting websites critical of the government.138
Furthermore, on February 12, 2014, Marjam Ibragymova, a political scientist from Tashkent, was invited by prosecutors to a “prophylactic talk,” during which they threatened her with criminal charges
of libel and the dissemination of materials threatening to public security and order. The materials
included online articles she wrote for Uznews.net and Fergananews.com under the pseudonym “Gulsara Vafaeva,” as well as views she expressed during an online talk-show “Шут ме” (Uznews.net). She
was compelled to sign a statement on “inadmissibility of such actions in the future.”139
There were numerous instances of technical attacks against news websites in Uzbekistan during
2013-2014. In November 2013, the websites of four independent and one state-run mass media
outlets fell victim to distributed denial-of-service (DDoS) attacks. On November 14, massive DDoS
attacks (1Gbps) were launched against three independent news sites: CA-News (Centrasia.ru), Fegananews.com, and UzMentronom.com.140 Presumably launched from IP addresses located in Russia
and Kyrgyzstan, among other places, these attacks paralyzed the websites for several days. This
DDoS attack seemed to have had a connection with the massive DDoS attack against the international broadcaster Radio Free Europe/Radio Liberty and the Uzbek service at Ozodlik.org, on November 18.141 On November 19, the hacker group known as BD Grey Hat Hackers defaced the staterun Xalq So’zi newspaper’s websites in Uzbek (xs.uz) and Russian (Narodnoeslovo.uz).142 It is not clear
whether the same hacker group is responsible for the DDoS attacks on the independent news sites.
On March 17, 2014, the news site UzMetronom.com again reported hacker attacks on its website.
In September 2013, a government resolution established the Information Security Centre as the new
centralized arm of the State Committee on the CITT dealing with the security of “the national segment of the internet” and state information networks, including the e-governance infrastructure.143
The Centre took over the functions and competences of the Uzbekistan Computer Emergency Readiness Team (UZ-CERT), established in 2005.144 In particular, the Centre continues to alert internet users
on security threats and give recommendations on the protection of digital information. The Centre
interacts with domestic ISPs, mobile phone operators, and state bodies—including law enforce-

“Farg‘ona aeroportida yo‘lovchilar noutbuki tekshirilmoqda” [At the Ferghana Airport, the Laptop Computers of
Passengers Are Being Checked], Ozodlik.org, June 2, 2011, http://www.ozodlik.org/content/fargona_aeroportida_yolovchilar_
noutbuki_tekshirilmoqda/24212860.html

138

Uznews.net, “Ташкентскому политологу пригрозили статьей “клевета” [Tashkent political scientist threatened with
slander],” February 2013, 2014, at http://www.uznews.net/news_single.php?lng=ru&sub=&cid=3&nid=25085.

139

Fergananews.com, «Ведущие интернет-СМИ об Узбекистане подверглись DDOS-атаке [Leading online media
about Uzbekistan underwent DDOS-attack],» November 14, 2013, http://www.fergananews.com/news/21493; Uznews.net,
«Independent online media subject to DDOS attack, again,» November 19, 2013, http://www.uznews.net/news_single.php?lng=
en&sub=&cid=4&nid=24427.
140

Ozodlik.org, «O‘zbekistonni yorituvchi nashrlar DDoS hujumiga uchradi», November 20, 2013, http://www.ozodlik.org/
content/article/25173764.html.

141

Gazeta.ru, «Cайты «Халк сузи» и «Народного слова» подверглись дефейсу [Websites Xs.uz and Narodnoeslovo.uz
have been defaced],» November 19, 2013, http://www.gazeta.uz/2013/11/19/hackers/.

142

Resolution of the Cabinet of Ministers of RU “О мерах по организации деятельности Центра развития системы
Электорнное правительство и Ценра обеспечения информационной безопасности при Государственном комитетe связи,
информатизации и коммуникационных технологий Республики Узбекистан” [On Measures Establishing the Development
Centre on “E-governance” System and Cybersecurity Centre at the State Committee on the CITT], No. ПП-2058, September 16,
2013, SZRU (2013) No. 38, item 492, at Art. 3.

143

144
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ment—on the prevention and investigation of “unsanctioned or destructive actions in information
space.”145

See Criminal Code Article 278-1 “Violation of the Rules of Informatization”; Article 278-2 “Illegal (Unsanctioned) Access
to Computer Information”; Article 278-3 “Production and Dissemination of Special Tools for Illegal (Unsanctioned) Access to
Computer Information”; Article 278-4 “Modification of Computer Information”; and Article 278-5 “Computer Sabotage.”

145
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

16

17

Limits on Content (0-35)

16

18

Violations of User Rights (0-40)

21

21

TOTAL* (0-100)

53

56

29.7 million
55 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

Amid a government crackdown on protests in February 2014, internet service was down
for approximately 36 hours in San Cristobal. Additional service disruptions were reported
throughout the country (see Obstacles to Access).

•

In late 2013 and early 2014, the Venezuelan government blocked nearly 400 websites
providing information on politics and economic issues, such as currency exchange rates
and political demonstrations (see Limits on Content).

•

In February 2014, CONATEL blocked the website of NTN24, a Colombian news group,
after it aired video of a protester being killed; the regulator also blocked images of the
protests on Twitter and blocked apps facilitating organization, such as Zello and Tunnel
Bear (see Limits on Content).

•

In June 2013, a Venezuelan court made its first official ruling specifically forbidding an
individual from using social media (see Violations of User Rights).
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Introduction
In a country where all government branches act in compliance with the interests of the ruling
party, ensuring a hegemonic media landscape, the Venezuelan people widely use the internet to
participate in forums that allow independent expression, particularly social networks.1 As a result of
the government’s ongoing siege against private media2—which includes the takeover of newspapers
by progovernment owners—traditional media outlets have ventured into the digital arena. Due to
the comparatively low barriers to entry, new businesses have appeared in this environment as well.3
It is in this atmosphere that Twitter, Facebook, YouTube and similar platforms have become the final
refuge for independent voices and freedom of expression.4
Since Nicolás Maduro was elected president following the death of Hugo Chávez in March 2013,
the Venezuelan currency has been devalued multiple times,5 and inflation has risen to 56 percent—
the highest rate on the planet. Venezuela’s capital has one of the highest murder rates in the
world, and shortages of basic food items and toiletries have become part of daily life for millions
of Venezuelans. Due to these crises, protests are increasing, as are government efforts to influence
online discussions and to restrict online content. 6 In response to the threat of growing online
activism, Minister of Communication and Information Delcy Rodríguez has identified social networks
as a breeding ground for “perpetrators of coup-leading violence” and others seeking to “cause
large-scale psychological distress in the population.”7 In a move that is rather unsurprising given its
distrust of social media, the Maduro administration recently created a regulatory body known as the
Vice Ministry of Social Networks specifically focused on this new arena.8
The state has long held near complete control of the digital environment through Venezuela’s
main internet service provider (ISP), the National Telephone Company of Venezuela (CANTV),
and through the communications regulator, the National Telecommunications Commission of
Venezuela (CONATEL).9 In recent years, however, citizens have persevered in creating online forums
for propaganda-free news, social activism, and the voicing of critical opinions. In response, the
1

ComScore, “Futuro Digital Venezuela 2013,” [Venezuela Digital Future 2013], December 9, 2013, http://goo.gl/qYzuo8

Irene Sarabia, “La Libertad de Expresión No Es Para Que Los Medios Digan Lo Que Quieran,” [Free Speech Is Not For The
Media To Say What They Want], Ultimas Noticias, January 20, 2014, http://goo.gl/eqkkrJ

2

Antonio María Delgado, “Venezolanos Burlan El Acoso a La Prensa de Maduro Gracias a Internet,” [Venezuelans Outsmart
Maduro’s Harassment of The Press Thanks to The Internet], El Nuevo Herald, December 4, 2013, http://goo.gl/cAKxZa; See also:
El Universal, “EUTV: Vanguardia Digital” [EUTV: Digital Vanguard], El Universal, November 17, 2013, http://goo.gl/hHb5Dm; and
John Otis, “Web-Based TV Opens Space for Critical Voices in Venezuela,” Committee to Protect Journalists. December 19, 2013,
http://goo.gl/AhMquK; and Gisela Salomón, “Lanzan TV Venezolana en Miami, [Venezuelan TV Launches in Miami), Yahoo
(website), January 23, 2014, http://goo.gl/5NGnOK
3

Thirty digital media outlets are grouped into the “block” of digital press founded in August 2013; See: http://www.
bloquedeprensadigital.org/empresas/; accessed April 25, 2014; See also: Uptick in Conversations on Venezuela on Twitter, Note
the 12th, http://goo.gl/PTYXiS and Alexa.com http://goo.gl/51PAGp; accessed April 20, 2014.

4

In 2013-2014, the largest devaluation in Venezuela´s history took place. According to the different exchange rates, it
represents a devaluation between 358 and 722 percent. See: Miguel Angel Santos, “Lunes Negro y Los Huecos del Ajuste Rojo,”
[Black Monday and the Holes of the Red Cut], El Universal, March 26, 2014, http://goo.gl/lmKzt2

5

6 Alejandra Romero Beaujon, “Anuncios Cambiarios Resonaron en Redes Sociales,” [Currency Exchange News Resounded on
Social Networks], El Universal, January 25, 2014, http://goo.gl/qIafZ8

Ultimas Noticias, “Delcy Rodríguez: Redes Sociales son Utilizadas para Crear Angustia,” [Delcy Rodríguez: Social networks
are Used to Create Anxiety], February 20, 2014, http://goo.gl/zpzVz2

7

8 Vanessa Arenas, “Gobierno Crea Viceministerio para Redes Sociales,” [Government Creates Vice Ministry for Social
Networks], Ultimas Noticias, January 12, 2014, http://goo.gl/BnQROP
9

El Nacional, “El Lápiz Rojo,” [The Red Pencil], January 18, 2014, http://goo.gl/CA5hDY
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government has increased efforts to block the circulation of political and economic content through
the web—as well as at times restricting internet access itself—initiatives that have slowed the growth
of internet penetration rates and connection speeds.
By mid-2014, CONATEL had ordered the blocking of some four hundred sites and portals containing
economic and political information. It is worth noting that such blockings were carried out as
discretionary measures, executed without legal procedure. Private ISPs complied with government
orders on blocking out of fear of the severe sanctions threatened by CONATEL for those providers
that allowed the circulation of such content.10 In February 2014, following widespread protests over
violence, insecurity, shortages of basic goods, and an increasingly hostile political environment,
connection to the broadband service provided by CANTV (which accounts for the majority of
internet subscriptions) was unavailable for over 36 hours in San Cristóbal. The website that hosts
Twitter images, as well as the apps Zello and Tunnel Bear, were each sporadically blocked; foreign
news media was barred; and the cellphones of those recording government abuses were confiscated.
By the time the protests, which lasted from February to June, had ceased, thousands had been
arrested on political grounds, hundreds had been injured, and over forty had been killed. Allegations
of state brutality ran rampant, and international organizations, such as the United Nations
and Human Rights Watch,11 decried the Venezuelan government’s infringement on freedom of
expression, both online and off, as well as its treatment of its own people. The hacking of political
websites and the usurpation of the Twitter profiles of political activists, critical journalists, and
dissident voices—a damaging trend which began in 2012— also continued to plague Venezuelans,
as did harassment targeting opposition members and those critical of the ruling party.

Obstacles to Access
The internet arrived in Venezuela in 1992, with CONATEL granting licences to the first ISPs in 1996.12
While the 1999 constitution obligates the state to provide the public with access to new information
and communication technologies (ICTs),13 the Organic Law of Telecommunications, which was
reformed in December 2010, declares ICTs an area of state interest, priotoritizing government use
over public access to ICTs.14 In several recent cross-country studies assessing ICT trends over the past

Maru Morales, “Conatel Negó Censura en Internet” [Conatel Denies Internet censorship], El Nacional, March 15, 2014,
http://goo.gl/hTcD5e; See also: Correo del Orinoco, “Conatel Abre Procedimiento a Proveedores de Internet: Digitel, Movistar,
Movilnet y Otros,” [Conatel Opens Procedure Againsts ISPs: Digitel, Movistar, Movilnet and Others], November 9, 2013, http://
goo.gl/Pvgw4i

10

Roque Planas, “U.N. Condemns Violence in Venezuela After Government Breaks Up Protest.” The Huffington Post, May 12,
2014, http://www.huffingtonpost.com/2014/05/12/venezuela-un-violence_n_5310432.html.

11

12 UNDP, “Las Tecnologías de Información y Comunicación al Servicio del Desarrollo,” [Information and Communication
Technologies for Development], (Caracas: UNDP, 2002), p.249.
13

See: Article 108 and Article 110 of the Venezuelan Constitution: http://www.tsj.gov.ve/legislacion/constitucion1999.htm.

In July 2008, a plan to reform the law was met with great opposition. As a result, the measure was not introduced
or approved in the National Assembly until December 2010. See: “Ley Organica de Telecomunicaciones,” [Organic Law of
Telecommunications] Scribd, http://www.scribd.com/doc/45293016/Nueva-Ley-Organica-de-Telecomunicaciones, accessed
January 13, 2013
14
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five years, Venezuela is among the countries that have fallen farthest in the rankings relative to its
peers, such as Colombia and Ecuador, whose internet environments have been improving.15
The Venezuelan government hopes to expand and improve internet access via the National
Transportation Network,16 through which it will install nearly 7,000 kilometers of fiber-optic cable.17
Official sources indicate that between 40 and 60 percent of the works commissioned by CANTV
have been concluded,18 but the projects are reportedly behind schedule and no independent
firm has yet conducted an audit.19 The government is also hoping to increase computer literacy
through its CANAIMA project, which aims to bring computers to classrooms throughout the
country. According to official figures, over three million laptop computers20 have been given to
Venezuelan elementary school students to this end. However, while not all computers are equipped
with internet connectivity, they are equipped with proselytizing educational materials that glorify
the administration21 In April 2014, CONATEL announced a new National Telecommunications,
Information Technology, and Postal Services Plan, which promises an internet penetration rate of
100 percent by 2020. While it seems doubtful that Venezuela will be able to increase penetration
from 55 percent to 100 percent in six years, it will be interesting to follow the progress of the Plan,
which also contains strategies to develop political content supporting revolutionary democracy and
socialist ethics.22
The latest data from the International Telecommunications Union (ITU) reveals that internet
penetration in Venezuela increased by approximately six percent between 2012 and 2013, rising
to 55 percent by year’s end.23 According to data provided by the consultancy firm ComScore,
Venezuelan internet users are predominantly young and urban, with 72 percent falling between 15
and 34 years of age.24 Venezuela is home to nearly 12 million Facebook users and over 3 million

Kai Bucher, “Las Economias Latinoamericanas Todavia Estan Atrasadas en el Aprovechamiento de las Tecnologias de la
Informacion...” [The Latin American Economies are Still Behind in the Use of Information Technologies], World Economic Forum,
2010-2011 Report, http://bit.ly/gnrzob; ITU, Time Series by Country (2000-2012) “Percentage of Individuals Using the Internet,”
ITU World Data – Statistics, http://goo.gl/TMYtwL

15

16

CONATEL, “Red Nacional de Transporte,” [National Transport Network], http://goo.gl/ARvE4s, accessed January 27, 2014

The National Transportation Network should connect the Orinoco-Apure region (the southern half of the country) with
the northern coastal region, with 213 nodes distributed in 18 states. The states the network goes through are: Amazonas,
Anzoátegui, Apure, Aragua, Barinas, Bolívar, Cojedes, Falcón, Guárico, Lara, Mérida, Miranda, Monagas, Portuguesa, Sucre,
Táchira, Trujillo and Zulia. See: CONATEL, “Conatel Abandera Inclusion Social con la Red Nacional de Transporte,” [Conatel
Championed Social Inclusion with the National Transport Network], January 31, 2014, http://goo.gl/ppj1GV
17

18 Medios Comunitarios (website), “Conatel Abandera la Inclusión Social con la Puesta en Marcha de la Red Nacional de
Transporte, [Conatel Champions Social Inclusion with the Launch of the National Transport Network], October 18, 2013. http://
goo.gl/ceBqsF
19

Inside Telecom Bulletin, March 15, 2014, Vol. XI No. 20.

Ultimas Noticias, “Gobierno Venezolano Ha Entregado 3,3 Millones de Canaimas,” [The Venezuelan Government Has
Delivered 3.3 Million As Part of Canaima], November 8, 2013, http://goo.gl/2T9zgL

20

The program started in 2009 and aims to provide computers to children in elementary schools. In 2014, high school
students were incorporated into the program. This strategy has been questioned because it includes software containing
government propaganda. For more, see: http://www.canaimaeducativo.gob.ve/; See also: Fidel Salgueiro, “Acumuladores
Duncan: Una Historia para Tenerla Presente,” [Acumuladores Duncan: A Story to Keep in Mind], Inside Telecom, Vol. XIV, #45,
November 28, 2013.

21

22 CONATEL, “Plan Nacional de Telecomunicaciones, Tecnologías de Información y Servicios Postales 2014-2019,” [National
Telecommunications, Information Technology, and Postal Services Plan 2014-2019], April 2014.

ITU, Time Series by Country (2000-2013) “Percentage of Individuals Using the Internet,” ITU World Data – Statistics, http://
www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx; accesed June 1, 2014

23
24
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Twitter users.25 Key topics disseminated and debated through these mediums include politics and
news, and, increasingly, concern over shortages of basic goods and rising inflation.26
According to CONATEL’s latest statistics, 61 percent of internet subscriptions are fixed household
connections and 32 percent are wired connections. The remainder are classified as “non-residential,”
but it is not clear if this refers to mobile phone subscriptions or business accounts. While more
people are now connected to the internet,27 the majority of the population has access only to
narrowband service.28 Although the average regional speed of internet connection for Latin
America is 2.5 Mbps, according to the latest report from Akamai, Venezuela has an average of only
1.27 Mbps. For comparison, Bolivia, which is much less developed, ranks last, with a speed of .95
Mbps.29 Nationally, state-owned CANTV—which holds over 80 percent of internet subscriptions in
Venezuela30—offers prepaid plans with minimum connection speeds of 1 Mbps at a cost of about
US$10.50 per month, or 1.5 Mbps at a cost of US$22.81 per month, as compared to a minimum
wage of approximately US$519 per month.31 In late 2013, a 6 Mbps plan was announced at a cost of
US$95.23.32 The fee for this plan, however, represents a significant portion of the minimum wage and
is only available in select areas. The second most widely used ISP, Inter, offers a connection speed of
10 Mbps for US$88.25—seven dollars less for a connection that is 66 percent faster.33
In addition to poor quality and low internet speeds, geographic isolation in rural areas, low
computer literacy, and the expense of necessary equipment also pose substantial obstacles to
access. The regional divide in internet access in Venezuela is noteworthy; while in the Capital
District and the State of Miranda the percentage of individuals with internet access exceeds 90
percent, in states such as Amazonas, Yaracuy, and Apure, penetration hovers around 15 percent.34
Connectivity in rural areas has been further compromised by a severe electricity crisis that has led
to rationing in every city but the capital. Regional disparities are also evident in the expansion plans

25 Social Bakers, “Facebook Statistics by Country,” Accessed January 13, 2014, http://goo.gl/HFbz5L; See also: Carlos Jiménez,
“Penetración y Usos de Internet en Venezuela,” [Internet Penetration and Usage in Venezuela] Tendencias Digitales, 2013.
26

El Universal, “Facebook y Twitter en Venezuela,” [Facebook and Twitter in Venezuela], June 25, 2012, http://bit.ly/Q2TOBj

Agencia Venezolana de Noticias, “Cobertura de Internet en Revolución Ha Crecido Hasta Abarcar 291 Capitales de
Municipios,” [During the Revolution Internet Coverage Has Grown to Encompass the Capitals of 291 Municipalities], May 13,
2014, http://goo.gl/Ki3lrr
27

28
Agencia Venezolana de Noticias, “En Cuatro Años CANTV Pasó de 0, 7 a 1, 5 Mbps de Velocidad en Internet,” [In Four
Years CANTV Went from 0.7 Kbps to 1.5 Mbps in Internet Speed], May 3, 2014, http://goo.gl/7EKQoX

Akamai, “State of the Internet Map Visualizations, Q1 2014,” accessed June 1, 2014, http://www.akamai.com/
stateoftheinternet/soti-visualizations.html#stoi-map; See also: Akamai, “The State of the Internet: Volume 6, Number 2,” 2nd
Quarter, 2013 Report, accesed April 30, 2014.

29

This figure is based on a personal analysis that takes into account sources such as CONATEL and the ITU, as well as
interviews with experts and representatives of national telecommunications companies who prefer to remain anonymous.

30

The mínimum wage had been calculated at the official rate of 6.30 Venezuelan Bolivars per $1 USD. For more, see: El
Universal, “CANTV Mejora Velocidad de Conexión a Internet,” [Cantv Improves Internet Speed], September 3, 2012, http://bit.
ly/REHRjy; CANTV, “Planes y Servicios del Servicio de Banda Ancha (ABA),” [Service Plans and Broadband Services], January
2014, http://bit.ly/qlCVIQ; See also: Atilio Hernández, “El Nuevo Salario Mínimo en Venezuela,” [The New Minimum Wage
in Venezuela], Provea (Website), January 20, 2014, http://goo.gl/VFoWWD; and Girish Gupta, “The ‘Cheapest’ Country in the
World,” TimeWorld, January 24, 2013, http://goo.gl/2DPPc1
31

32

See: CANTV´s Connection Plans, accessed January 27, 2014, http://bit.ly/f42m4R

The services of Inter are offered only in major cities. The 10 Mb plan has been offered since April 2011. At first it had a
limit of 25Gb of consumption, but it was later turned into an unlimited consumption plan.

33

CONATEL, “Estadisticas Preliminares del Sector Telecomunicaciones IV Trimestre 2013,” [Preliminary Telecommunications
Sector Statistics, Quarter IV, 2013, http://conatel.gob.ve/files/Indicadores_2013/PRESENTACION_IV-TRIMESTRE2013.pdf;
accessed January 27, 2014; See also: Banco Interamericano de Desarrollo (IDB), 2014, http://goo.gl/kLoFMK Accessed May 16,
2014.
34
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of telecommunications companies, which typically focus new investments on the most economically
vibrant cities and surrounding areas.35
By the end of 2013, mobile phone penetration in Venezuela reached 101.6 percent.36 This figure does
not necessarily reflect a population saturated with mobile technology, however; some Venezuelans
have as many as three phones, each of which is associated with a different mobile provider, in order
to ensure countrywide coverage. Over one third of Venezuela’s mobile subscriptions utilize CDMA
technology. Digitel began offering 4G LTE services at the end of 2013, but only to limited cities.37
While there are approximately 30 telecommunications operators in Venezuela, only three provide
mobile phone services. Movistar, the Venezuelan unit of Spain’s Telefónica, has nearly 11 million
subscribers; Digitel, a locally owned private company, has approximately 5 million subscribers; and
CANTV’s Movilnet, which leads the market, has 16 million subscribers out of a total of 32 million.38
As of 2014, mobile internet penetration in Venezuela was measured at seven percent. 39 Venezuela
ranks fourth in Latin America in terms of connection speeds via smartphone, with connections
surpassing 1.5 Mbps only in a few zones.40 Those who do have smartphones typically live in urban
areas and have higher than average income levels. Although the number of users with smartphones
and data plans is growing, currency exchange controls and the devaluation of the Venezuelan
bolivar have resulted in high prices and limited supplies.41 The networks run by private mobile
service providers suffer from severe congestion and require further development, yet discriminatory
currency controls have forced providers to ration their services and decrease investment in
infrastructure.42 An industry executive who chose to remain anonymous for fear of governmental
reprisals stated that during 2013, the private sector received 50 percent less foreign exchange
assignment than state enterprises, evidence of biased funding.43
Further complicating matters, the CANTV initiative, “Buy Made in Venezuela,” which aims to give
preference to locally produced cell phones manufactured by Vtelca and Orinoquia in partnership
with the Chinese firms ZTE and Huawei, has not satisfied demand, and the state’s blocking of

Carolina Contreras, “Venezuela Ya Dispone de Red 4G LTE Para Teléfonos Celulares,” [Venezuela Already has 4G LTE
Network for Cell Phones], El Universal, September 8, 2013, http://goo.gl/ilqTxe; See also: CONATEL, “Estadisticas Preliminares
del Sector Telecomunicaciones IV Trimestre 2013,” [Preliminary Telecommunications Sector Statistics, Quarter IV, 2013, http://
conatel.gob.ve/files/Indicadores_2013/PRESENTACION_IV-TRIMESTRE2013.pdf; accessed January 27, 2014
35

ITU, Time Series by Country (2000-2013) “Mobile-Cellular Telephone Subscriptions,” ITU World Data – Statistics, http://
www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx; accesed June 1, 2014; For population estimate, see: CIA, The World Fact
Book-Venezuela, last updated June 20, 2014, https://www.cia.gov/library/publications/the-world-factbook/geos/ve.html

36

CONATEL, “Estadisticas Preliminares del Sector Telecomunicaciones IV Trimestre 2013,” [Preliminary Telecommunications
Sector Statistics, Quarter IV, 2013, http://conatel.gob.ve/files/Indicadores_2013/PRESENTACION_IV-TRIMESTRE2013.pdf;
accessed January 27, 2014

37

38 Lucia Bibolini, Venezuela: Telecoms, Mobile, Broadband, and Forecasts, Budde.com,July 2013, http://goo.gl/SjjzsC; accessed
April 30, 2014

CONATEL, “Estadisticas Preliminares del Sector Telecomunicaciones IV Trimestre 2013,” [Preliminary Telecommunications
Sector Statistics, Quarter IV, 2013, http://conatel.gob.ve/files/Indicadores_2013/PRESENTACION_IV-TRIMESTRE2013.pdf;
accessed January 27, 2014

39

40

William Peña, “A Paso de Tortuga, [At a Snail’s Pace], Tal Cual, October 18, 2013, http://goo.gl/ZLxupW

Producto Magazine, “Movistar y Digitel Sin Inventario,” [Movistar and Digitel without Inventory], January 24, 2013 http://
goo.gl/A8knk2; accessed April 15, 2014

41

Websites of the three companies, accessed January 10, 2013: http://bit.ly/19NJUeJ; http://bit.ly/qlCVIQ; http://goo.gl/
rHlms2

42
43
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foreign currency has made it difficult to import mobile phones from foreign manufacturers. 44
These two factors have resulted in a shortage of cell phones within the country which has led to
price speculation (in this case, the artificial inflation of the cost of mobile phones) and which has
weakened the sustainability of mobile phone businesses. 45 As of the second quarter of 2014, the
inventories of mobile phone operators were practically empty.46
In a disturbing trend, substantial interruptions of telecommunication services have begun to occur.47
During the highly contested April 2013 presidential election, CANTV shut down broadband service
for approximately 30 minutes, leaving 95 percent of Venezuelans disconnected from the internet
at a crucial time. In September 2013, reported damage to a section of fiber-optic cable left three
regions without internet service.48 In the November 2013 lead-up to municipal elections, CANTV’s
broadband internet service was down for approximately two hours.49 Disruptions were reported in
Caracas, Maracaibo, and Mérida, among other cities. As in previous instances, authorities offered no
explanation for the service disruptions, all of which occurred at critical times.
The latest—and longest—service interruption occurred in San Cristobal in mid-February 2014 during
nationwide protests. CANTV’s internet service was unavailable for 36 hours in the city, as well as
in other parts of Táchira state. Although the government denied responsibility, alleging that the
blackout was due to vandalism or fire damage, the disruption occurred during an announcement
from the Minister of Defense about measures to control political demonstrations in San Cristobal,
which had been underway for approximately 15 days at that point.50 Such restrictions on ICT
connectivity during pivotal times is a continuing concern in Venezuela. Service disruptions and
rumors of internet throttling—the intentional slowing down of service to effectively cripple online
activity—were also common during the 2014 protests.51 Applications such as the walkie-talkie
program Zello (which the Minister of Communication and Information claimed was a platform for
the promotion of terrorist activity)52 and Tunnel Bear VPN Service,53 often used by protesters as a
The state controls the importation of cellphones at regulated prices and distributes them through its own network or
assigns them in a discretionary way to private operators. Individuals (and companies) import them at black market dollar prices,
which are 12 times more expensive than the official exchange rate, and which continue to increase every day. As a result, cell
phones are worth any price people will pay as there are no reliable price references.

44

Marinelid Marcano, “Adquirir un Celular se Convirtió en Misión Imposible en la Zona Sur,” [Acquiring a Cellphone Became
Misión Impossible in the South], El Tiempo, February 9, 2014, http://goo.gl/D8BA0G

45

JL Sabella, “Estantes Vacíos es lo Que se ve en Las Tiendas de Tecnología,” [Empty Shelves are What You See in Technology
Stores], Tecnomovida (Website) January 16, 2014, http://goo.gl/xEnjZ6

46

47 Notitarde, “Falla en el Sistema ‘nic.ve’ Mantiene Sin Servicio a Todos los Dominios ‘.ve’” [System Failure ‘nic.ve’ Leaves all
‘.ve’ Domains without Service], May 28 2012, http://bit.ly/19ehDgg

Mariana De Barros, “Doble Corte de Fibra Optica Dejó sin Servicio ABA a Tres Regiones del País,” [Double Cut of Fiber Optics
Left Three Regions without ABA], El Carabobeño, September 17, 2013, http://goo.gl/NVMXbn

48

El Universal, “CANTV Presentó Problemas con su Banda Ancha en la Noche del Lunes,” [CANTV had Problems with its
Broadband Monday Night], November 12, 2013, http://goo.gl/QD4yVH

49

Correo del Orinoco, “Restituyen Servicio Aba en Táchira Tras Hechos Violentos,” [Aba Reinstitute Táchira Service After Violent
Incidents], February 21, 2014, http://goo.gl/pMPfls

50

51 Doug Madory, a Senior Analyst at Renesys Corporation, reported that the “increased latency” in speeds “suggests that…
CANTV’s connection to the outside world is [overloaded].” Madory noted that it was difficult to prove whether it was the result
of deliberate throttling or a lack of infrastructural upgrade.
52 Twitter account of Ministra Delcy Rodríguez, (Twitter page), accessed April 30, 2014, https://twitter.com/DrodriguezMinci/
status/435792460082450432; See also: “Petición: Comunidades de Software Libre Repudian la Manipulación Mediática y el Uso
de Internet Para Fomentar Terrorismo Contra Venezuela,” [Petition: Free Software Communities Repudiate Media Manipulation
and Use of the Internet to Promote Terrorism Against Venezuela]; http://goo.gl/FrrhHQ; accessed April 30, 2014.
53 ALT1040 (website), “Gobierno de Venezuela Bloquea el Acceso a Tunnel Bear, un VPN Para Evitar la Censura,” [Venezuelan
Government Blocks Access to Tunnel Bear], March 12, 2014, http://goo.gl/Xvu8de
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means of communication and to bypass censorship, were both blocked by the government during
protests. The director of technology for Zello, who believes that the Venezuelan government was
behind the block, responded actively, adapting the app with a changing IP address that makes it
more challenging to obstruct.54
While there are no special restrictions on the opening of cybercafes in Venezuela, their numbers
have been declining because of a marked drop in interest among youth. Observers suspect the
decline is the result of government restrictions on the types of games that can be installed on
computers at cybercafes. Among its restrictions, the 2009 Videogame Law,55 which has only recently
been enforced, prohibits the installation of “war related games” and bans students in school
uniforms from entering cybercafes unless accompanied by a teacher.56
Although privately owned ISPs do exist, the state monopolizes the internet market through
CANTV, a factor that allows for greater government control of internet services. Following its 2007
renationalization, a move that benefited CANTV significantly in regard to currency controls,57 an
improvement in service was expected, but, to date, quality remains poor. All earnings obtained
by the company are reserved for social programs rather than being reinvested to improve ICT
offerings.58 Despite CANTV’s poor service record and slow connection speeds, its relatively low
prices allow the company to remain dominant.59 Private providers have had difficulty competing
with CANTV’s rates,60 and the lack of competition has reduced incentives for providers to retain high
quality service or to expand their offerings.61 Investment in and expansion of the private ICT sector
are further complicated by an economic environment characterized by very strict and politically
discriminatory foreign currency exchange controls that make it difficult for private companies to
access foreign currency in order to invest, maintain infrastructure, and repatriate their earnings.62 For
Últimas Noticias, “Zello Modifica su App Para Evitar Bloqueos en Países como Venezuela,” [Zello Modifies App to Avoid
Blockages in Countries Such as Venezuela], February 23, 2014, http://goo.gl/hZZ0o8

54

55 Luis Carlos Díaz, “Videojuegos para Milicianos,” [Video Games for Militants], Periodismo de Paz (Blog), April 3, 2011, http://
goo.gl/I4nNfU

The “Video games” Law was passed in 2009 and can be accessed here: http://www.scribd.com/doc/83657622/Ley-parala-Prohibicion-de-Videojuegos-Belicos-y-Juguetes-Belicos-3-de-marzo-del-2009. From the sanctions in Article 13: “Whoever
promotes by any means the purchase or use of war related videogames or toys defined in this law will be sanctioned with a fine
of two thousand to four thousand tributary units.” Article14: “Whoever imports, produces, sells, rents, or distributes war-related
videogames, or military toys, will be sanctioned with prison from three to five years. The penalty provided in this article, and
imposed by a final veredict, entails the seizure and destruction of the war-related videogames and war toys.”
56

57 As a state company, CANTV enjoys preference for CADIVI’s currency approvals. See: Casetel Chamber of Business
Telecommunications Services, “Oswaldo Cisneros Sigue Apostandole a Venezuela: Digitel Busca Vías para Consolidarse en 3G,”
[Oswaldo Cisneros Keeps Betting on Venezuela: Digitel Seeks Ways to Consolidate in 3G] June 23, 2010, http://goo.gl/BP2RrX
58 Ministerio de Ciencia y Tecnología, “Gobierno Nacional Honra Pagos de Prestaciones con Dividendos de CANTV” [National
Government Honors Benefit Payments with Dividends from CANTV], April 4, 2012, http://goo.gl/c5zwmO ; See also: Luigino
Braci, “¿Las Peores Velocidades de Internet Están en Venezuela? Sí, pero...” [Does Venezuela have the Worst Internet Speeds?
Yes, but…], May 31, 2013, http://goo.gl/QTP5y5
59 Hernan Galperin, “Precios y Calidad de la Banda Ancha en America Latina: Benchmarking y Tendencias” [Prices and Quality
of Broadband in America: Benchmarking and Trends], Universidad de San Andrés (Argentina), accessed January 30, 2014,
http://bit.ly/PsBDoY; See also: Budde.com, “Venezuela - Telecoms, Mobile, Broadband and Forecasts,” accessed January 7, 2014,
http://bit.ly/1dPLzoe
60 Inside Telecom, Volume 7 No. 86 (2011): In late 2012, after 14 months of request, Movistar was given the authority to
increase its rates from 9-17 percent for annual inflation. Movilnet, for its part, increased 32.6 percent (excerpt from newsletter;
not available online).
61 Jorge Espinoza, “Argumentos in Situ de Las Operadoras Móviles Privadas: Smartphones e Internet Móvil Suplen Carencias
Fijas,” [Arguments in Situ of Private Mobile Phone Operators: Smartphones and Mobile Internet Fized Unfilled Gaps], Inside
Telecom, May 25, 2012.
62
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small enterprises and individuals, exchange controls have also complicated the process of paying
hosting providers, acquiring electronic devices, and conducting online shopping.63
In addition to owning and operating Venezuela’s leading telecommunications operator,
the state also controls CONATEL, the body responsible for regulating and licensing of the
telecommunications sector. While Article 35 of the Organic Law of Telecommunications provides
for CONATEL’s operational and administrative autonomy, the president has the power to appoint
and remove the agency’s director and the other four members of its Directive Council. A series
of presidential decrees over the past decade has shifted oversight of the commission to various
ministries, the vice presidency, and finally, in December 2013, to the Ministry of Communication
and Information.64
In addition to making oversight nearly impossible, these arbitrary shifts in control are evidence
of CONATEL’s lack of independence from the executive. The state also controls CENCOEX (the
body formerly known as CADIVI). CENCOEX is the body responsible for unilateral control of the
allocation and repatriation of foreign exchange, which is required by private telecommunications
companies to improve and maintain their infrastructure. Given the near total control of the
ICT sector by the government and its proclivity to exercise bias and avoid rule of law, any
independent oversight of these bodies is impossible.

Limits on Content
In late 2013 and early 2014, the Venezuelan government blocked nearly 400 websites providing
information on politics and economic issues, such as currency exchange rates and political
demonstrations. In February 2014, CONATEL blocked the website of NTN24, a Colombian news
group, after it aired video of a protester being killed; the regulator also blocked images of the
protests on Twitter.
Venezuelans are avid users of digital media, which has emerged as an important platform for
circulating information and expressing opinions at a time when independent television and radio
stations have come under increased pressure.65 Over the past few years, however, the state has
begun turning its attention to the internet as well. In December 2010, the National Assembly
adopted a reform of the 2004 Law of Social Responsibility in Radio and Television (the ResorteME
Law), extending regulation to online and electronic media. Under this law, online media outlets must
establish mechanisms to restrict content that violates the law; however, matters are complicated by
vague descriptions of prohibited content. Article 27, for example, forbids messages that promote
anxiety among the population or alter public order, that disregard legal authorities, or that
promote the violation of existing laws. Websites found in violation may be fined up to VEF 25,000

63 Small entrepreneurs use credit cards to pay for services or make purchases. The amount of foreign exchange they are
allowed to use has been reduced from $3000 to $300 per year. See: Luis Carlos Díaz, “Venezuela: Compras por Internet Están
Bloqueadas Desde Inicios de 2014,” [Venezuela: Internet Purchases Blocked Since Early 2014], CNET (Website), January 23, 2014,
http://goo.gl/xk2qUY
64 El Siglo, “En Gaceta Traspaso de Conatel al Minci,” [In Gazette, Conatel’s Transfer to Minci], December 10, 2013, http://goo.
gl/rGCMZR
65 Antonio María Delgado, “Venezolanos Burlan el Acoso a la Prensa de Maduro Gracias a Internet,” [Venezuelans Outsmart
Maduro’s Harassment of the Press Thanks to the Internet], El Nuevo Herald, December 4, 2013 http://goo.gl/Vr8mKz
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(approximately US$4,000); service providers who do not respond to government inquiries risk
temporary suspension of operations.66
CONATEL has demonstrated a progovernment bias since it began to make administrative decisions
under the banner of the ResorteME Law, such as blocking websites without judicial process and
threatening to hold ISPs who object legally responsible. 67 Venezuela has a history of placing
restrictions on websites containing important social and political information, yet decisions to block
content are neither transparent nor accompanied by an appeals process. In a move uncharacteristic
of state regulatory bodies, the government did make an open announcement in November 2013
detailing CONATEL’s blocking of websites68 that informed citizens of the price of the so-called
“parallel dollar;”69 however, the block—which has been in place for over six months—has now
extended to nearly all sources of economic information.
CONATEL also urged the e-commerce portals Tucarro.com and Tuinmueble.com not to publish
prices of vehicles and real estate.70 Both sites were threatened with closure for their alleged role
in what the government is calling an “economic war” against the president. CONATEL further
claimed that the sites were in violation of Article 27 of the ResortME Law and threatened to hold
ISPs responsible as intermediaries, making them legally liable for hosted content.71 The regulator
also requested that Twitter block accounts linked to websites that show prices of foreign exchange
differing from Venezuela’s official rates; however, Twitter refused the request.72 The domain .co and
others such as popular link shorterner bit.ly were also temporarily blocked, 73 reportedly to prevent
Venezuelans from accessing an audio file, circulated primarily on Twitter, that featured the voice of
deceased President Hugo Chávez, for fear that it might cause unrest.74
Pro-opposition and independent news websites have also been blocked or disabled at various times,
along with the website of the country’s National Electoral Council, which was temporarily unavailable
66 República Bolivariana de Venezuela, “Ley de Responsabilidad Social en Radio, Television y Medios Electronicos,” [The Law
of Social Responsibility in Radio, Television and Electronic Media] SIBCI, accessed January 26, 2014, http://www.leyresorte.gob.
ve/wp-content/uploads/2012/07/Ley-de-Responsabilidad-Social-en-Radio-Television-y-Medios-Electr%C3%B3nicos.pdf
67 William Castillo, director of CONATEL: “No Permitiremos Que Se Use el Espectro Radioeléctrico para Otro Golpe de
Estado,” [We Will Not Allow the Use of Radio Spectrum for Another Coup d´Etat], CONATEL (website), February 14, 2014, http://
goo.gl/s6yw07; See also: Espacio Público, “Espacio Público Rechaza Medida de CONATEL Contra Proveedores de Servicios de
Internet,” [Espacio Publico Rejects CONATEL’s Measure Against Internet Service Providers], November 19, 2013, http://www.
espaciopublico.org/index.php/noticias/1-libertad-de-expresi/2782-2013-11-19-18-46-10
68 El Nacional, “CONATEL Bloqueó Más de 100 Webs Que Informaban Sobre Dólar Paralelo, ” [CONATEL Blocked More Than
100 Sites Reporting On Parallel Dollar], November 15, 2013, http://goo.gl/oFZagQ
69 The “parallel dollar” is the black market rate, which is 12 times more expensive than the official dollar. A foreign currency
exchange control has been in place in Venezuela since 2003 and, progressively, the distance between the official exchange
rate and the black market dollar price has been widening. Currently, this rate is about 10-12 times higher than the official one.
For more, see: John Otis, “Venezuela Tries to Suppress Reports of Economic Upheaval,” Committee to Protect Journalists (Blog)
December 3, 2013, http://goo.gl/im3z20.

SIBCI, “Conatel Efectúa Reuniones Para Aplicar Regulaciones a Sitios Web Que Ofertan Bienes,” [Conatel Makes Meetings
to Implement Regulations to Websites that Offer Goods], November 9, 2013, http://goo.gl/2InuKw

70

John Otis, “Venezuela Forces ISPs to Police Internet,” Committee to Protect Journalists, December 12, 2013 http://goo.gl/
Q1jjcm

71

Noticias 24, “Conatel Solicita a Twitter Bloquear Cuentas Vinculadas con Webs Que Ilícitamente Cotizaban Divisas [Conatel
Asks Twitter to Block Accounts Linked to Websites That Illegally Quote Currencies], November 19, 2013, http://goo.gl/7colPS

72

Joshua Goodman, “Venezuelan Cyber Crackdown Ensnares Web’s Bitly,” The Big Story, December 5, 2013 http://goo.
gl/5h102v; See also: Mark Josephson, “Bitly is Blocked in Venezuela and Why We Care,” Bit.ly blog, December 5, 2013, http://
blog.bitly.com/post/69096442727/bitly-is-blocked-in-venezuela-and-why-we-care

73

Marianne Díaz, “Venezuela: Chavez Recording Hits the Web, Top-Level Domain is Blocked,” GlobalVoices Advocacy,
October 14, 2013, http://goo.gl/2vOEpW

74
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from both inside and outside of the country at key political moments.75 Despite the availability
of human rights websites such as Freedom House, Reporters Without Borders, and Amnesty
International, and the growing popularity of social media networks,76 websites such as Diariodecuba.
com, Analisis24.com, and even Anonymouse.org—an anonymous proxy service—remain inaccessible
to Venezuelans who access the internet via CANTV. Sites like Infodio.com, dedicated to revealing
corruption among high government officials, have been blocked by CANTV as well as by private
ISPs.77 Between February and May 2014, some 184 websites were inaccessible to CANTV internet
subscribers.78 Freedom of information activists José Luis Rivas, Andrés Azpúrua, and Oliver Rivas
have further suggested that private ISPs blocked additional sites at the behest of the government. 79
Venezuela has more than three million registered Twitter users, occupying thirteenth place in the
world and the fourth place in Latin America.80 Media with high circulation, such as the newspaper
El Universal, have also started to circulate via the internet, which has become a forum for voices
not supported in traditional, state-run media.81 Due to exclusion from public channels and reduced
space in private media during the 2013 presidential campaign, opposition candidate Henrique
Capriles launched his own channel on the internet, Capriles.tv.82 Although Capriles.tv is seen by few
people due to lack of necessary bandwidth, Capriles has also made active use of Twitter to connect
with his supporters, and has now surpassed the four million followers claimed by late President
Hugo Chavez.83
As use of social media has flourished, online campaigns in support of political figures and basic civil
rights have become ubiquitous, and social media has become the last space in which Venezuelans
do not practice self-censorship. A message from Capriles, which translates as “Venezuela, to take
care of you I have only this, my life, 84” became the most retweeted message in Venezuela to date.85
Celebrities joined in, using the hash tag #yosoyvenezolano (#iamvenezuelan), which at one point
ranked first in Twitter’s worldwide trending topics, to show their support for Capriles.86 After the
presidential elections, cyber activists joined forces through the website of human rights NGO Provea
to dismantle fake news spread by the government in which the opposition was blamed for setting

Alek Boyd, “Venezuela Suspende Acceso a Internet Durante Elecciones Presidenciales,” [Venezuela Suspends Internet
Access During Presidential Elections], April 15, 2013, http://goo.gl/PAcLuo

75
76

Alexa, “Top Sites in Venezuela,” accessed April 27, 2014, http://goo.gl/fFWD3w

Alek Boyd, “Inter, Movistar, Supercable y CANTV Bloquean Acceso a Portal Anti-Corrupción en Venezuela,” [Inter, Movistar,
CANTV, Supercable and CANTV Block Access to Anti-Corruption Web Site in Venezuela], Infodio, January 17, 2014, http://
infodio.com/node/604

77

78

Herdict.org report on Venezuela, February 1st to April 30, 2014, accessed April 30, 2014, http://goo.gl/Nty0Li

José Luis Rivas, Ghostbar (Blog), accessed April 30, 2014, https://medium.com/@ghostbar; See also: Andrés Azpúrua,
Vesinfiltro, (website), accessed April 30, 2014, http://vesinfiltro.com/bloqueos/; and Oliver Rivas, “Sites Blocked by Movistar,”
Orvtech.com (website), April 2014, http://orvtech.com/bloqueo-dns.txt

79

80 Marjuli Matheus, “Venezuela es el 13º País Más Activo en Twitter,” [Venezuela is the 13th Most Active Country on Twitter]
Últimas Noticias, January 7, 2013, http://goo.gl/j2yB65
81

El Universal, “EUTV: Vanguardia Digital,” [EUTV: Digital Vanguard], November 17, 2013, http://goo.gl/Eg2A8u

Charlie Devereux and Corina Pons, “Capriles Starts Internet TV Show to Skirt Venezuelan ‘Censorship,’” Bloomberg
Technology (Blog), June 11, 2013, http://goo.gl/rW4eA5
82
83

Twitteros en Venezuela, accessed April 30, 2014, http://www.twven.com/

84

Quote taken from Henrique Capriles’ Twitter page, April 5, 2013, https://twitter.com/hcapriles/status/320241677115731968

85 MiamiDiario, “Tuit de Capriles se Convierte en el Más Retuiteado en Venezuela,” [Capriles’ Tweet Becomes the Most
Retweeted in Venezuela], April 5, 2013, http://goo.gl/QDgDS7
86 La Patilla, “#YoSoyVenezolano se Posiciona de Primero en el Trending Topic Mundial,” [# YoSoyVenezolano Ranks First in
the World Trending Topics], April 5, 2013, http://goo.gl/imyttg
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fire to several medical centers staffed by Cuban personnel—fires which, it turns out, never occurred.87
A number of other initiatives, like the Twitter account @ustedabuso (you were abused), were created
to allow citizens to report on violations of electoral law and to mobilize support for candidates.
During the election, the so-called #Operacionavalancha, which sought to mobilize opposition voters,
became a trending topic and garnered, on average, more than 120 messages per minute with
thousands of retweets. Not all online campaigns have been as successful, however. In March 2014,
a movement aimed at drawing international attention to the protests spread under the hashtag
#OscarsForVenezuela, asking celebrities to mention the repression in their acceptance speeches. In
response to the popularity of the campaign, Venezuelan authorities banned the airing of the awards
show within the country for the first time in 39 years.88
Manipulation of online content by the ruling party and its supporters has compromised the
atmosphere of free online debate of sociopolitical issues, and has further suggested systematic
controls on content.89 CONATEL has urged the media to avoid using the word “looting” in reports
on citizens’ responses to shortages of food and basic supplies.90 In response, journalists from TV
channels Venevision and Globovison opened Twitter accounts in order to inform their followers
about the pressure they were under from the government and station owners alike to censor
themselves.91 In May 2013, Google’s transparency report included a request for removal of content
from a Venezuelan state agency for the first time.92 Although the specifics were not published, it
is assumed that the content in question was related to one highly publicized case, in which the
Venezuelan government accused Google of ridiculing President Nicolás Maduro by allowing a
distorted image of the President to appear in search results.93 Google appears to have responded
to the request in a manner which satisfied the Venezuelan government, although the details are
unclear.94
The government is also making substantial use of social media platforms to propagate its point
of view and counter political opposition. The Socialist Party of Venezuela (PSUV) proactively
disseminates its views and counters opponents through progovernment platforms, such as the
website Apporrea.org, launched in 2002, and the Twitter feed @RedVergataria, launched in
2011 with the support of CANTV’s Movilnet and the Ministry of Popular Power for Science and

87 Provea (Website), http://www.derechos.org.ve/; See also: Rafael Uzcátegui, “Provea y la Quema de Los CDI,” [Provea and
the CDI burning], April 22, 2013, http://goo.gl/Fzygwq
88

Brian Ries, “Venezuelan Protesters Ask Oscar Winners to Speak Up,” Mashable, Mar 2, 2014, http://goo.gl/m8ltNH

89 Gaby Castellanos, “La Estrategia Digital del Gobierno Venezolano,” [The Venezuelan Government’s Digital Strategy], El
Nacional, April 10, 2014, http://goo.gl/jhIaiX; See also: Noticias 24, “Conatel Abre Procedimiento a Proveedores de Internet:
Digitel, Movistar, Movilnet y Otros,” [Conatel Opens Procedure Against ISP’s: Digitel, Movistar, Movilnet, and Others], November
9, 2013, http://goo.gl/DCNrLt; See also: Ultimas Noticias, “Van 111 Páginas Bloqueadas por Dar Precio del Dólar Paralelo,” [111
Pages Blocked for Showing Price of the Parallel Dollar], November 15, 2013 http://goo.gl/wvNv0j
90 Alfredo Meza, “ ‘Saqueo,’ Esa Palabra Proscrita,” [‘Looting,’ That Banned Word], El País, November 14, 2013, http://goo.
gl/6fPmu1
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Technology.95 President Nicolás Maduro has also urged his followers to fight opponents through
social networks and via a “virtual army” known by the acronym #TROPA (Revolutionary Tweeters
Organized for the Homeland) whose mission is to disseminate government propaganda and catapult
anti-opposition messages to the top of Twitter’s trending topics. 96
In recent years, the government has begun to blame unrest on social media. In May 2013, after
the highly contested presidential election, National Assembly deputy Pedro Carreño blamed
ensuing violence on posts published on Twitter, and subsequently announced a bill to regulate
social networks.97 In December, the same deputy announced that the ruling party (which has the
parliamentary majority) would promote the enactment of a “unique communication law” and that
the ResorteME Law would be reformed again.98
Continuing its trend of shifting focus to social media, the government recently created a body
known as the Vice Ministry of Social Networks, which is focused solely on observing, regulating, and
utilizing this new medium.99 In March 2014, the government created a database known as “Troop
of Joy and Peace,” to face what it calls the “Twitter War.” Chavista militants can register to “defend
the revolution” through the portal Tuiteros.org.ve.100 The government has also published governing
regulations for a new body known as the Strategic Center for Security and Protection of the
Country (CESPPA)101 created in autumn 2013 to monitor the internet for content that might affect
“state policies.”102 CESPPA’s specific response plan for such content remains unclear, but the vague
language used in the new regulation appears to give it great discretionary authority.
Between February and March 2014, petitions were launched by the Venezuela chapter of the
Internet Society (ISoc),103 the Acceso Libre initiative,104 and a group of free software activists,105
95 Government of Hugo Chávez, Red Vergataria (blog) http://www.redvergataria.com/; See also: (1) Rachel Glickhouse,
Explainer: Twitter in Latin America, Americas Society/Council of the Americas, January 18, 2013, http://bit.ly/YdKylj
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2013, http://goo.gl/9faWx2; See also: Mireya Tabuas, “El Ejército Virtual del Chavismo,” [The Virtual Army of Chavez], El Nacional,
May 26, 2013, http://goo.gl/V04Y4A
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and Media], El Nacional, December 13, 2013, http://goo.gl/jlXUCC
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Networks], Ultimas Noticias, January 12, 2014, http://goo.gl/VIJYAf; See also: Pedro Peñaloza, “Nuevo Viceministro de Redes
Sociales Entró Ayer en Twitter,” [New Deputy Minister of Social Networks Entered Yesterday on Twitter], El Universal, January 22,
2014, http://goo.gl/zFZBSy
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advocating for freedom on the internet and the end of internet censorship in Venezuela. During a
late April teleconference in Estonia, U.S. Secretary of State John Kerry also publicly asserted that the
Venezuelan government had restricted freedom of expression online, impeding internet access and
blocking websites in order to counter what he called peaceful antigovernment protests.106
Despite the state’s growing barriers to diversity of opinions online, in May 2014, the NGO Instituto
Prensa y Sociedad (IPYS) launched a collaborative platform known as Poderopedia, which, with the
use of data visualizations, provides an unbiased “who’s who” in business and politics.107 Renowned
freedom of information activists, such as Luis Carlos Díaz and Naibet Soto, have also recently
launched live feeds on YouTube where they discuss political issues; both of these channels have
become very popular among young Twitter users, and, as yet, remain unhampered by any state
monitoring.108
Although social media has rarely been used to mobilize people in the past, on February 11, 2014,
local opposition leaders, students, and journalists alike began to turn to social media to organize
protests. Hundreds of journalists turned out for a rally, spreading the word on Twitter under the
hashtag #MarchaPorlaPrensa (March for the Press). Twenty-four hours later, on National Youth Day,
nascent popular demonstrations were bolstered by thousands of students voicing their frustration
with the country’s growing economic insecurity. Around the same time, Leopoldo López, the leader
of the small but emerging political party Voluntad Popular (Popular Will), called on his supporters to
take to the streets to protest worsening conditions, using the hashtag #LaSalida to get the word out.
In response to the protests, the administration greatly intensified its crackdown on both traditional
and new media. After graphic images of injured protesters appeared on Twitter under the hashtags
#12F and #SOSVenezuela, Venezuelan ISPs blocked Pbs.twimg.com, the site that hosts Twitter
images, rendering photos inaccessible within the country. A separate block prevented Venezuelans
from reaching the text-hosting site Pastebin.109 No official explanation was provided for the loss of
access to these general-purpose communications platforms; however, Nu Wexler, a spokesperson
for Twitter, affirmed that the government was behind the blocking. 110 Twitter also posted a
tweet explaining how to use the service through SMS in case of restrictions on access to the
site.111 Although many government supporters denied any CONATEL responsibility, a government
representative later allowed that “some blocking” was necessary to combat online attacks and
acknowledged having blocked 384 sites.112
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The Maduro administration also revoked (and soon restored, presumably due to international
pressure) the credentials of CNN reporters, pressuring them to leave through threats and
harassment. The government then banned coverage of the protests by all nonstate outlets,
removing Colombia-based news channel NTN24 from Venezuelan cable services and blocking its
website after it aired footage of a student who was shot and killed during the protest.113 The Twitter
account of the news channel NTN24 was also hacked.114
During the protests, Juan Comerma, vice president of technological infrastructure for Movistar,
stated that data consumption rose by more than 35 percent, primarily due to images and YouTube
videos linked from platforms such as Twitter.115 While most of the protest images that were uploaded
were legitimate, a handful of social media users began posting forged images from unrest in
Egypt or the Palestinian territories, and claiming that they were photos of the violence underway
in Venezuela. Although small, this campaign of disinformation provided the government with the
evidence it needed to call into question all of the protest photos that had been shared on social
networks. At the same time, the government made use of a similar technique as part of a ruse to
present evidence that news of the protests had been exaggerated.116
Despite the dual campaigns of disinformation, the true scope of the unrest and the police response
were eventually disseminated online. During the demonstrations, online activists and citizen
reporters recorded serious attacks on human rights by security agencies such as the Bolivarian
National Intelligence Service (SEBIN) and the National Guard and disseminated them via YouTube
and Twitter. Professional journalists then used these sources to assemble coverage that made the
repression evident and forced the government to arrest those responsible, many of whom were
members of the police and other bodies of state security.117

Violations of User Rights
In Venezuela, there are many avenues by which bloggers, journalists, and private citizens can be
punished for content posted online. The Venezuelan constitution prohibits anonymity—a rule that
applies to all media.118 The tracking of mobile phone users is an increasing problem. Since 2005,
CONATEL has required mobile phone operators to collect copies of subscribers’ identity documents,
addresses, fingerprints, and signatures.119 According to the Computer Crimes Act, this information
must be delivered to state security agencies upon presentation of a judicial warrant. Service
providers are also obligated to keep detailed logs of all calls, including the phone number and
location of both the caller and the recipient.
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Despite these challenges, government opposition and independent bloggers are active on social
media platforms. In 2013 and 2014, such expression was met with increased physical and technical
violence extending to harassment, intimidation, detentions, and cyberattacks. Numerous fatalities
were reported in the early 2014 protests, many of which appear to have been at the hands of
government employees. Digital impersonations are also on the rise, and have compromised the
integrity of a number of digital identities and websites.
Freedom of speech and freedom of the press are constitutionally guaranteed in Venezuela, and a
1999 provision requires the state to provide public access to ICTs.120 Various laws, however, have
been used to undermine online freedoms and to restrict media. When coupled with CANTV’s market
dominance, the lack of institutional checks and balances in Venezuela makes it possible for the
government to monitor and harass political opponents with impunity. Since 2001, the Supreme
Court of Justice has issued no fewer than 10 judgments curbing freedom of expression, evidence
of the Court’s susceptibility to influence from the executive branch, particularly with regard to
cases of political importance. 121 Vague wording in the country’s penal code, which criminalizes
the dissemination of “false information” with prison terms of two to five years, encourages selfcensorship.122 Article 147 of the penal code further criminalizes defamation of the president with
penalties of 6 to 30 months in prison.123 Given that the internet is classified as a channel of mass
distribution of information, some violations of the penal code—such as defamation or incitement—
may be considered more severe online than in other mediums.124
The Venezuelan government has historically had an antagonistic relationship with users of traditional
and social media. In the summer of 2013, however, one case of censorship set precedent as the
country’s first formal measure forbidding a citizen from using such platforms. Judge María Lourdes
Afiuni was barred from social media after using her Twitter account, @Mariafiuni, to report on
the abuse she suffered while in prison and to voice her opinion of the Venezuelan penal system.
Ms. Afiuni has been held on corruption charges since making a 2009 ruling that complied with
United Nations guidelines concerning unjust imprisonment, but which angered then-president
Hugo Chavez. On June 15, 2013, as part of the decision that granted her parole for health reasons,
a Caracas court extended a precautionary measure forbidding Ms.Afiuni from expressing herself
on social media. On July 31, the Court dismissed Ms. Afiuni’s appeal. While there is only one such
example of court-ordered online censorship to date, it sets a disturbing precedent.125
Detentions of Twitter users and citizen journalists have become increasingly common in recent years.
In March 2013, after the death of President Chávez, private citizen Lourdes Alicia Ortega Perez was
arrested for “spreading false information” via Twitter after making a sarcastic comment about plans
for the president’s funeral. She was released one week later, but is required to make monthly court
120
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appearances until further notice.126 In previous years, others were similarly arrested for “spreading
false information” and “plotting to destabilize the government” under measures that seem designed
to generate self-censorship and fear.127
Although a positive “infogovernment law” was approved in October 2013, encouraging
governmental transparency and setting the groundwork for public access to information,128 such
ideals appear to function solely in theory.129 Venezuela’s Special Law against Information Crimes
and its Communications Privacy Protection Law, both of which safeguard privacy and impose prison
terms for those who illegally intercept others’ communications,130 are similarly overlooked when
privacy breaches target members of the opposition.131 Reports have trickled in of ongoing, extralegal
tapping of the phones and other private communications of key opposition figures.132
Monitoring of the digital environment by the state is widespread and extends to both the
government and the private sector. Government officials reportedly monitor members of the
opposition and occasionally publish their private information as a means of intimidation. In January
2014, for example, Minister of Communication and Information Delcy Rodríguez tweeted the names,
ID numbers, vacation destinations, and dates of departure of 27 opposition politicians, in a clear
violation of their privacy.133 In March, Congresswoman Maria Corina Machado, who was stripped
of her parliamentary seat for an alleged plot to overthrow the government, was also victim to an
invasion of privacy. After slandering Ms. Machado, who was a supporter of the 2014 protests, state
media obtained and aired her phone records. The complaints of Ms. Machado’s attorneys, who
pointed out that interception of private communications violates the constitution, were ignored.134
CANTV employees have been fired following the tapping of their phones, suggesting a targeted
attempt by the administration to ferret out those who support the opposition and to staff the
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regulator with government supporters.135 Members of independent and state-run media have also
been subject to observation and termination based on their posts on social media. In February 2014,
Globovisión journalist David De Matteis was allegedly fired from his position because of critical
comments he posted on Twitter while covering a presidential press conference.136 During the same
month, Alexander Zapata (@vozcontalento), a journalist with state-owned station VTV, was fired for
criticizing the work of the Venezuelan Institute of Social Security through his Twitter account.137
While the full scale of surveillance in Venezuela is unclear, the lack of independent oversight of the
country’s media regulator has raised concerns about the ease with which systematic content filtering
and surveillance could be implemented.138 In a concerning revelation, a recent study by Citizen Lab
provided evidence that Venezuela is a client of Blue Coat Systems, a computer security company
often used by authoritarian governments for monitoring, spying, and censorship of networks.139
In April 2014, the portal of the Confidential Report (reporteconfidencial.info) was raided and
intelligence agents took its director, Braulio Jatar, for interrogation. Neither the authorities nor
the director explained the rationale for the court-ordered raid, which involved the seizure of the
site’s computers. Although Jatar was released several hours after his detention, his computers
were not returned. Despite the interruption, Jatar’s YouTube channel, which covers protests and
demonstrations in Tachira and Caracas, remains one of the most watched in Venezuela with more
than 18,000 subscribers and more than a million views.140 As of June 2014, the site of Reporte
Confidencial was also back up and running.141
Opposition members and independent journalists who make use of Twitter have also frequently
been targeted by government officials as agents of violence or instability for posts on their profiles.
In July 2013, renowned journalist Nelson Bocaranda was accused of instigating a series of (fictional)
attacks after posting a message about presidential election irregularities on Twitter.142 In December,
journalist Lisseth Boon of Últimas Noticias was likewise the target of intimidation and belittling when
she tweeted about the process surrounding the municipal elections.143
Threats against journalists and opposition members also increased during the 2014 protests.
President Maduro threatened to bring journalists and artists to court for being “agents of violence”
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and for allegedly using their Twitter accounts to urge protesters to commit violent acts.144 The
governor of Mérida likewise requested an investigation into an account, @trafficVZLA, due to its
alleged role in “spread[ing] psychological attacks against the people.145” Journalist Vicelyz Fadul
(@vicelyz) later announced that the so-called Chavista Troop had repeatedly threatened her on
Twitter because of her opinions on the protests.146 Lorena Arraíz (@lorenaarraiz), a journalist from El
Universal who was also covering the protests, received the following message on Twitter in February:
“We are going to get you and yours! Nobody is safe here.” The account responsible for the threat
also displayed Ms. Arraíz’ ID number and date of birth. The aggressor’s account was deleted after
complaints to various associations and the police.147
In a trend that began during the protests, intelligence agents began seizing protesters’ phones in
order to make organization of dissidents more difficult, to delete images and videos of the protests
and of abuse of protesters, and reportedly, to analyze the data on the phones in order to identify
and penetrate the opposition’s communication networks. 148 In March, one protester died as the
result of National Guard agents attempting to seize his phone. Alejandro Márquez was recording
abuses of protesters when guards pursued him and brutally beat him until he surrendered his phone.
Márquez, one of more than 40 protest casualties, was pronounced brain dead at the hospital.149
The hacking of the websites and the accounts of opposition netizens and politicians continued to be
an issue in late 2013 and early 2014. Due to the lack of any independent institution through which
individuals can pursue complaints, many observers believe that the government may be directly or
implicitly supporting the attacks. Although the Computer Crimes Law condemns the interception,
alteration, or disclosure of any private information stored via ICTs, and specifies severe punishment
for such crimes, no penalties have yet been imposed.150 In late 2013, a long list of opposition
leaders, humorists, and writers were all victims of hacking or identity theft. According to La Patilla
editor David Moran, the website of the popular independent news portal has also been victim to
Distributed Denial of Service (DDoS) attacks.151
In addition to the targeting of opposition websites, government accounts have also been subject to
hacking in recent years. During the 2014 protests, the government blamed the opposition for the fall
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Marquez Died, Hit by GNB in Manifestation of Candelaria], February 23, 2014, http://goo.gl/nAKNKx
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150 Espacio Público, “Espacio Público Exige al Estado Venezolano que Investigue y Sancione a los Responsables de los
Ataques a Cuentas de Correo y Usurpación de Identidad en Redes Sociales,” [Espacio Público Demands that the Venezuelan
State Investigate and Punish those Responsible for Attacks on Email Accounts and Identity Theft on Social Networks], February
1, 2012, http://bit.ly/1bRp5F2

Antonio María Delgado, “Nicolás Maduro Busca Poner Cerrojo a la Internet en Venezuela,” [Nicolas Maduro Seeks to Put
a Padlock on the Internet in Venezuela], El Nuevo Herald, April 30, 2014, http://goo.gl/dIKaKM
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of nearly 200 state websites.152 In February, the official Twitter account of the Maduro administration
(@PartidoPSUV) was also compromised.153 Hackers replaced the administration’s profile picture
with an ironic image of late President Hugo Chávez, flanked by a photo of Bassil Da Costa, a young
opposition member who was shot to death during the protests. Hackers also manipulated messages
and tweeted against the government.154 The ruling party claimed that the Twitter attacks were
intended to suspend the accounts of three Venezuelan ministers, two state media companies, two
ministries, and other prominent users who sympathize with the government. The attacks were also
allegedly intended to reduce the number of followers President Nicolás Maduro has on the social
network.155 In light of these incidents, the head of state has proposed the creation of a “Bolivarian
Twitter,” a social network “free from the empire and the oppression of the big corporations.”156 Such
rhetoric is typical of the government, which often makes pronouncements to draw attention to
certain issues but only sporadically follows through on its threats to create and utilize new bodies or
platforms.

El Universal, “Manuel Fernández: ‘Venezuela enfrenta un agresivo ataque informático’”[Manuel Fernández: ‘Venezuela
Faces an Aggressive Cyber Attack’], February 15, 2014, http://goo.gl/bfMX6O and Ministra Delcy Rodríguez Twitter Account
https://twitter.com/DrodriguezMinci/status/435614140317851648, accessed on April 30, 2014
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Infobae Website, “Tras la Censura a Fotos en Twitter, Hackearon la Cuenta del PSUV,” [After Censoring Photos on Twitter,
PSUV Twitter Account was Hacked], February 15, 2014, http://goo.gl/3jfg5b

153
154

Ultima Noticias, “Cuenta del PSUV Fue Hackeada,” [PSUV Twitter Account was Hacked], February 14, 2014, http://goo.gl/

EIvxIL
Espacio Público, “Maduro Denuncia Eliminación de Seguidores en Twitter,” [Maduro Denounces Elimination of Twitter
Followers], November 6, 2013, http://goo.gl/IeyzSX; See also: PSUV online, “Atacan Cuentas Revolucionarias en Red Social
Twitter,” [Attacks Against Revolutionary Accounts on Social Network Twitter], November 1, 2012, http://goo.gl/CDqRy0
155

Eduardo Marín, “Gobierno de Venezuela Propone un ‘Twitter Bolivariano’ Luego de Percances con la Red Social,”
[Venezuelan Government Proposed a ‘Bolivarian Twitter’ After Mishaps with the Social Network], November 6, 2013, http://goo.
gl/uzc1Xc
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2013

2014

Population:

Internet Freedom Status

Not
Free

Not
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

14

14

Limits on Content (0-35)

28

28

Violations of User Rights (0-40)

33

34

TOTAL* (0-100)

75

76

89.7 million
44 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014

937

•

With at least 31 behind bars, Vietnam continued to be one of the world’s worst jailers of
netizens in 2014 (see Violations of User Rights).

•

Article 258 of the penal code (abuse of freedoms to infringe on state interests) was
increasingly used to arrest bloggers (see Violations of User Rights).

•

Decree 174, in effect since January 2014, could punish antistate comments on social
media with fines up to $4,700 (see Violations of User Rights).

•

Sophisticated malware targeting Vietnamese activists and their supporters worldwide
coincided with website blocking and blogger arrests (see Violations of User Rights).

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Vietnam

Introduction
Internet freedom showed no improvement during the coverage period of this report, even as Vietnam became a member of the UN Human Rights Council in December 2013. The ruling Vietnamese
Communist Party (VCP) has long feared that the internet and social media could challenge its political monopoly, but appeared more wary of international censure for its online policies in the past,
notably easing harassment of digital activists between 2004 and 2006 while the country hosted an
Asia-Pacific Economic Cooperation summit and joined the World Trade Organization.
The past two years saw no such moderation. While still investing in information and communication
technologies (ICTs), the government has doubled the number of netizens behind bars since 2011.1
By 2014, Vietnam had imprisoned more bloggers than any country in the world except China.2 Several are serving sentences longer than a decade in conditions so poor that at least two went on
hunger strike during the coverage period of this report. The legal framework for restricting online
dissent has also tightened. The oppressive Decree 72 on internet management which came into effect in September 2013 intensified content restrictions for domestic internet users, but also required
international internet companies to establish at least one server in the country, subject to local law
and oversight. It was followed just months later by Decree 174, which threatens authors of antigovernment comments on social media with fines of US$4,700.
For some years, Vietnamese activists have been the target of sophisticated cyberattacks. In 2014,
researchers found that a progovernment squad of hackers, active since 2009, targeted at least one
civil society group and at least one news organization writing about Vietnam, as well as Vietnamese
bloggers overseas. The malicious software used in the attacks was advanced enough to evade detection by almost all commercial antivirus programs, and sent from servers in locations around the
world.

Obstacles to Access
Internet penetration was at 44 percent in 2013.3 Vietnam also ranked 88th on a global ICT development index, higher than regional neighbors with a larger gross domestic product like Thailand, Indonesia, and the Philippines.4
Vietnam does not report figures for computer literacy, but the 93 percent overall literacy rate has
helped equip the adult population to use computers.5 In large cities, the internet has surpassed
newspapers as the most popular source for information.6 Wi-Fi connections are free in many urban

1 “‘Taking-off Strategy,’ Does it Stepping Up the Development of the ICT Industry in Vietnam?” Business in Asia, accessed
June, 2012, http://www.business-in-asia.com/vietnam/vietnam_ict.html.
2

Reporters Without Borders, “2013: Netizens Imprisoned,” http://bit.ly/Wsi72Y.

3 International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://bit.ly/14IIykM. We
Are Social, “Social, Digital and Mobile in APAC 2014, http://wearesocial.net/blog/2014/01/social-digital-mobile-apac-2014/.
4 International Telecommunication Union, “Measuring the Information Society,” 2013, http://www.itu.int/en/ITU-D/Statistics/
Documents/publications/mis2013/MIS2013-exec-sum_E.pdf.
5

UNICEF, “At a Glance: Vietnam,” accessed July 2013, http://www.unicef.org/infobycountry/vietnam_statistics.html.

6 “Tình hình sử dụng Internet tại Việt Nam 2011” [The Situation of Internet Use in Vietnam in 2011], VNVIC, August 3, 2011,
http://vnvic.com/tin-tuc-cong-nghe/140-tinh-hinh-su-dung-internet-tai-viet-nam-2011.html.
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spaces such as airports, cafes, restaurants, and hotels, and city-wide in some tourist destinations. Cybercafes, though affordable for most urban dwellers,7 provide access for just 36 percent of internet
users, and almost 90 percent of citizens can access the internet in their homes and workplaces, 2012
research shows.8 While access is more limited for the 70 percent of the population living in rural
areas, with ethnic minorities and remote, impoverished communities especially disadvantaged, the
research documented a remarkable 95 percent of citizens aged 15 to 24 with internet access nationwide. In a country where 50 percent of the population is under 30, this is a promising trend.9 Monthly access starts around $12 per month.10
Vietnam’s mobile penetration was estimated at 131 percent in 2013, based on VNPT figures.11 Fifty-six percent of users accessed the internet via a mobile device in 2012, almost double the number
in 2011.12 The growth of mobile phone penetration slowed significantly in 2013, as new policies
discouraged people from buying new SIM cards.13 Despite this, the third-generation (3G) network
operating since 2009 is growing fast. As of October 2013, Vietnam has 19 million 3G users, up from
3 million in 2011.14 Vietnam still has no strategy to introduce a 4G network.
The three biggest internet service providers (ISPs) are the state-owned Vietnam Post and Telecommunications (VNPT), which controls 63 percent of the market; the military-owned Viettel (9 percent);
and the private FPT (22 percent).15 VNPT and Viettel also own the three largest mobile phone service
providers in the country (MobiFone, VinaPhone, and Viettel), which serve 93 percent of the country’s
subscriber base, while three private companies share the remainder.16 Informal barriers prevent new
companies without political ties or economic clout from entering the market. Similarly, there is a
concentration of internet exchange providers, which serve as gateways to the international internet;
four out of six are state or military-owned.17
The Vietnam Internet Center (VNNIC) allocates internet resources such as domain names under the
Ministry of Information and Telecommunication. Three additional ministries—information and culture (MIC), public security (MPS), and culture, sport, and tourism (MCST)—manage the provision and
usage of internet services. On paper, the MCST regulates sexually explicit and violent content, while
the MPS oversees political censorship. In practice, however, guidelines are issued by the VCP in a
largely nontransparent manner. In 2008, the MIC created the Administrative Agency for Radio, Tele-

7 “Việt Nam: 20% không tin tưởng thông tin trên Internet” [Vietnam: 20% Do Not Trust Information on the Internet], PA News,
April 15, 2010, http://news.pavietnam.vn/archives/1547.
8

We Are Social, “Social, Digital and Mobile in Vietnam,” October 30, 2012, http://bit.ly/Stwb8z.

9 “Điều tra biến động dân số và kế hoạch hóa gia đình thời điểm 1/4/2012” [Survey of population changes and family
planning, at 1 Apr 2012], General Statistics Office, December 2012.
10

See FPT price list, consulted April 2014: http://internetfpt.org/lap-dat-internet-fpt.html.

11

International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2013.”

12

Thankiu, “Cimigo Net Citizens Report 2012,” http://bit.ly/164vsBv.

13 “Tăng trưởng thuê bao di động giảm mạnh” [Growth of mobile subscription slows down], Saigon Times, July 22, 2013,
http://www.thesaigontimes.vn/home/congnghe/toancanh/99727/.
14 “Three Vietnam Telcos hike 3G fees – again,” Thanh Nien News, October 17, 2013, http://www.thanhniennews.com/2010/
pages/20131017-three-telcos-hike-3g-fees-again.aspx.
15 “Thị trường Internet cũng sẽ có những vụ sát nhập?” [Will the Internet Market see Mergers?], ICTNews, September 21,
2012, http://ictnews.vn/home/Internet/77/Thi-truong%C2%A0Internet-cung-se-co-nhung-vu-sap-nhap/105064/index.ict.
16

GSMA Intelligence, “3G growth stalls in Vietnam.”

17

The four are: VNPT, Viettel, Hanoi Telecom, and VTC.
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vision, and Electronic Information. Among other duties, the agency is tasked with regulating online
content, which includes drafting guidelines for blogs and managing licenses for online media.18

Limits on Content
Decree 72 on internet management, introduced in 2013, was the latest in a series of regulations that
heavily restrict political commentary and instill self-censorship in an otherwise diverse and lively online
community. It was followed by Decree 174, effective since January 2014, which threatens harsh fines
for government criticism on social media. While content limits are nothing new in Vietnam, online
content today is also subject to manipulation, and officials acknowledged paying commentators for the
first time in 2013.
While the VCP has fewer resources to devote to online content control than its counterpart in China,
authorities have nonetheless established an effective content-filtering system. Censorship is implemented by ISPs rather than at the backbone or international gateway level. No real-time filtering
based on keywords or deep-packet inspection has been documented. Instead, specific URLs are
identified in advance as targets for censorship and placed on blacklists. Different ISPs use different
techniques to inform customers of their compliance. While some notify users when an inaccessible
site has been deliberately blocked, others post an apparently benign error message.19
Researchers have found that Vietnamese ISPs do not block pornography.20 Blocking primarily targets
topics with the potential to threaten the VCP’s political power, including political dissent, human
rights and democracy, as well as websites criticizing the government’s reaction to border and sea
disputes between China and Vietnam. Content promoting organized Buddhism, Roman Catholicism,
and the Cao Dai religious group, which the state considers a potential threat, is blocked to a lesser
but still significant degree. Vietnamese sites critical of the government are generally inaccessible,
whether they are hosted overseas, such as Talawas, Dan Luan, and Dan Chim Viet, or domestically,
like Dan Lam Bao, Anh Ba Sam or Dien Dan Xa Hoi Dan Su.
Censors largely focus on Vietnamese-language content, so the New York Times and Human Rights
Watch websites are accessible, while the U.S.-funded Radio Free Asia’s Vietnamese-language site is
not; similarly, BBC websites are accessible in English but not Vietnamese. Blocking is not consistent
across ISPs. A 2012 OpenNet Initiative test of 1,446 sites found Viettel blocked 160 URLs, while FPT
blocked 121, and VNPT only 77.21 There is no avenue for managers of blocked websites to appeal
censorship decisions.
Tools for circumventing censorship are well-known among younger, technology-savvy internet users
in Vietnam, and many can be found with a simple Google search. The authorities are not known to
have instituted restrictions on email or SMS content.

18

Geoffrey Cain, “Bloggers the New Rebels in Vietnam,” SFGate, December 14, 2008, http://bit.ly/1bhBy1W.

19 OpenNet Initiative, “Update on Threats to Freedom of Expression Online in Vietnam,” September 10, 2012, http://opennet.
net/blog/2012/09/update-threats-freedom-expression-online-vietnam.
20

OpenNet Initiative, “Update on Threats to Freedom of Expression Online in Vietnam.”

21

OpenNet Initiative, “Update on Threats to Freedom of Expression Online in Vietnam.”
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The unpredictable and nontransparent ways in which topics become forbidden make it difficult for
users to know what might be off-limits, and many self-censor. Bloggers and forum administrators
commonly disable commenting functions to prevent controversial discussions. The party’s Department for Culture and Ideology and the MPS regularly instruct online newspapers or portals to remove content they perceive as problematic. Editors and journalists who post such content risk disciplinary warnings, job loss, or imprisonment.
Since 2008, a series of regulations have extended controls on traditional media content to the online
sphere, starting with Decree 97 which ordered blogs to refrain from political or social commentary
and barred them from disseminating press articles, literary works, or other publications prohibited
by the Press Law.22 Blogging platforms were instructed to remove this “harmful” content, report
to the government every six months, and provide information about individual bloggers upon request.23 Decree 02 followed in 2011, giving authorities power to penalize journalists and bloggers for
a series of infractions, including publishing under a pseudonym. The decree differentiated between
journalists accredited by the government and independent bloggers, who are allowed far fewer
rights and protections.24
Decree 72 on the Management, Provision, Use of Internet Services and Internet Content Online,
which came into effect in September 2013 and replaced Decree 97 of 2008, extended this repressive
trend, replacing “blogs” with “social networks” to encompass more online platforms.25 Article 5 limits
overbroad categories of online activity including “opposing the Socialist Republic of Vietnam,” inciting violence, revealing state secrets, and providing false information.
Decree 72 requires intermediaries—including those based overseas—to regulate third-party contributors in cooperation with the state, and to “eliminate or prevent information” prohibited under Article 5. It also mandates that companies maintain at least one domestic server “serving the inspection,
storage, and provision of information at the request of competent authorities.” Social networks are
instructed to “provide personal information of the users related to terrorism, crimes, and violations
of law” on request. It holds cybercafe owners responsible if their customers are caught surfing “bad”
websites.26 It did not outline what penalties non-compliant companies could face, and how the decree might be enforced remains unclear.
Finally, in November 2013, the government issued Decree 174, which came into effect in January 2014. The decree introduced administrative fines of VND 100 million ($4,700) for anyone who
“criticizes the government, the Party or national heroes” or “spreads propaganda and reactionary

22 OpenNet Initiative, “Vietnam,” August 7, 2012, https://opennet.net/research/profiles/vietnam; The Government, “Decree
No 97/2008/ND-CP of August 28, 2008,” Official Gazette 11-12, August 2008, http://english.mic.gov.vn/vbqppl/Lists/Vn%20
bn%20QPPL/Attachments/6159/31236373.PDF; Ministry of Information and Communications, “Circular No. 07/2008/TTBTTTT of December 18, 2008,” Official Gazette 6-7, January 2009, http://english.mic.gov.vn/vbqppl/Lists/Vn%20bn%20QPPL/
Attachments/6145/23434370.pdf.
23

Karin Deutsch Karlekar, ed., “Vietnam,” Freedom of the Press 2009 (New York: Freedom House, 2009).

24 Article 19, “Comment on the Decree No. 02 of 2011 on Administrative Responsibility for Press and Publication Activities of
the Prime Minister of the Socialist Republic of Vietnam,” June 2011, http://www.article19.org/data/files/pdfs/analysis/commenton-the-decree-no.-02-of-2011-on-administrative-responsibility-for-pr.pdf; “Decree 02/2011/ND-CP” [in Vietnamese], January 6,
2011, available at Committee to Protect Journalists, http://cpj.org/Vietnam%20media%20decree.pdf.
25 “Decree No. 72/2013/ND-CP, dated July 15, 2013 of the Government on Management, Provision and Use of Internet
Services and Online Information,” Luật Minh Khuê, http://luatminhkhue.vn/copyright/decree-no-72-2013-nd-cp.aspx.
26
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ideology against the state” on social media.27 These will be applied to offenses not serious enough
to merit criminal prosecution. The decree outlined additional fines for violations related to online
commerce.28
Besides expanding censorship, the government has adopted new measures to manipulate public
opinion online. In 2013, Hanoi’s Propaganda and Education Department revealed that it runs at least
400 online accounts—without specifying what type—and 20 microblogs to fight “online hostile forces.”29 Some blogs which criticize high-profile party members, such as Quan Lam Bao, have attracted
criticism for reflecting internal power dynamics rather than objective opinion.
Despite government restrictions, Vietnam’s internet is vibrant and offers a diversity of content in
the Vietnamese language. YouTube, Twitter, and international blog-hosting services such as Blogger
or WordPress are freely available and growing in popularity. Facebook, which faced sporadic—and
officially unacknowledged—blocks in 2010 and 2011, was largely accessible in 2014, though still required circumvention tools to access in some cases. Facebook overtook local competitor Zing for the
first time in 2012, and had more than double the number of Vietnamese subscribers by May 2013.30
Although most blogs and social media pages address personal and apolitical topics, citizen journalism has emerged as an important source of information for many Vietnamese, particularly given the
tightly controlled traditional media. People now recognize the parallel existence of official media and
alternative counterparts operating exclusively online. Websites such as Anh Ba Sam, Que Choa or
Bauxite Vietnam react quickly to sociopolitical events and were influential in mobilizing demonstrations in Hanoi and Ho Chi Minh City against China’s claim to the Paracel and Spratly Islands in 2011.31
In 2012, blogs played an important role in rallying public opinion and providing evidence against local authorities who seized agricultural land from farmers.32 In 2013, LBGT activists used social media
to show support for same-sex marriage.33

Violations of User Rights
Over the last five years, Vietnam has subjected bloggers and online writers to interrogation, imprisonment, and physical abuse, a repressive trend that intensified in 2013 and 2014. Sentences handed
down in cursory trials, which are often closed to the press, are getting longer. Three bloggers were detained under Article 258 of the penal code—abusing freedom to threaten the state—within the space

27 Decree 174/2013/NĐ-CP, Central database of Ministry of Justice, November 13, 2013, http://vbpl.vn/TW/Pages/vbpq-vanban-goc.aspx?ItemID=32615.
28  Anh-Minh Do, “Vietnam Introduces Two New Internet Fines: A $5,000 Fine for Social Media and $5,000 Fine for
E-commerce,” Tech in Asia, November 28, 2013, http://www.techinasia.com/internet-fines-vietnam/.
29 “Vietnam Admits Deploying Bloggers to Support the Government”, BBC, January 11, 2013, http://www.bbc.co.uk/news/
world-asia-20982985.
30 “71.4% người dùng Internet tại Việt Nam sử dụng Facebook” [71.4% Internet users in Vietnam use Facebook], ICT News,
September 23, 2013, http://ictnews.vn/internet/71-4-nguoi-dung-internet-tai-viet-nam-su-dung-facebook-111922.ict.
31 “Người biểu tinh Thu Hằng bị đưa vào trại” [Demonstrator Thu Hang Sent to Camp], BBC Vietnamese, December 9, 2011,
http://www.bbc.co.uk/vietnamese/vietnam/2011/12/111209_bui_hang_arrested.shtml.
32 Stuart Grudgings, “Web Snares Vietnam as Bloggers Spread Protests Over Land,” Reuters, August 19, 2013, http://www.
reuters.com/article/2012/08/19/us-vietnam-bloggers-idUSBRE87I09I20120819.
33 “Hàng nghìn bạn trẻ ủng hộ LGBT nói tôi đồng ý”, [Thousands young people support LGBT], Vietnam Plus, October 27,
2013, http://www.vietnamplus.vn/hang-nghin-ban-tre-ung-ho-lgbt-noi-toi-dong-y/227215.vnp.
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of two months in mid-2013. Hackers have targeted Vietnamese antigovernment activists since 2009. In
2014, analysis of recent cyberattacks showed them diversifying targets as well as technology to suppress criticism of the Vietnamese state, and increasingly combining with more openly acknowledged
official tactics like online manipulation and website blocking.
The constitution, amended in 2013, affirms the right to freedom of expression, but in practice the
VCP has strict control over the media. Legislation, including internet-related decrees, the penal code,
the Publishing Law, and the State Secrets Protection Ordinance, can be used to imprison journalists
and netizens. The penal code’s notorious Articles 79 and 88 are commonly used to prosecute and
imprison bloggers and online activists for subversion and propaganda against the state.34 Article 258,
which punishes “abuse of democratic rights to infringe upon the interests of the State, the legitimate
rights and interests of organizations and citizens,” is also increasingly being used to arrest bloggers.
The judiciary is not independent, and trials related to free expression are often brief, and apparently
predetermined. Police routinely flout due process, arresting bloggers and online activists without a
warrant or retaining them in custody beyond the maximum period allowed by law.
Reporters Without Borders counted 31 netizens imprisoned in Vietnam as of April 2014, compared
to 17 in 2011.35 This significant jump was fuelled by a January 2013 court ruling that found 14 Catholic students, bloggers, and human rights activists guilty of subversion under Article 79, in part for
their online activities.3637 The sentences ranged from 3 years in prison followed by 2 years under
house arrest to 13 years’ imprisonment and 3 years’ house arrest.38
Sentences continued to be passed during the coverage period. In May 2013, two students, Nguyen
Phuong Uyen, 21, and Dinh Nguyen Kha, 25, who were arrested in October 2012 for disseminating
antigovernment materials in public places and online, were jailed for 6 and 8 years respectively. Citing the indictment, Reporters Without Borders said they had been accused of contact with an overseas dissident over Facebook.39 An appeals court later reduced the sentences to 3 years’ probation
for Uyen and 4 years’ imprisonment for Kha.40 Lawyer and blogger Le Quoc Quan, who was arrested
in December 2012 shortly after the BBC Vietnamese service published one of his articles on its website, was sentenced in October 2013 to 30 months in prison and a fine of VND 1.2 billion ($57,000)
for tax evasion, a charge frequently trumped up by the government to silence dissidents.41

34

Reporters Without Borders, “Internet Enemies: Vietnam.”

35

Reporters Without Borders, http://en.rsf.org/report-vietnam,85.html.

36 Committee to Protect Journalists, “Bloggers imprisoned in mass sentencing in Vietnam,” news alert, January 9, 2013,
http://www.cpj.org/2013/01/bloggers-imprisoned-in-mass-sentencing-in-vietnam.php.
37 Seth Mydans, “Activists Convicted in Vietnam Crackdown on Dissent,” New York Times, January 9, 2013, http://www.
nytimes.com/2013/01/10/world/asia/activists-convicted-in-vietnam-crackdown-on-dissent.html?_r=0.
38 “Long Prison Terms For “Dissident” Vietnam Bloggers,” Global Voices Online, January 12, 2013, http://globalvoicesonline.
org/2013/01/12/long-prison-terms-for-dissident-vietnam-bloggers/.
39 Reporters Without Borders, “Appeal Court Upholds Jail Time For Five Bloggers,” May 23, 2013, http://en.rsf.org/vietnamappeal-court-upholds-jail-time-for-23-05-2013,44666.html?utm_source.
40 “Sinh viên Phương Uyên hưởng án treo” [Student Phuong Uyen get probation], BBC, August 16, 2013, http://www.bbc.
co.uk/vietnamese/vietnam/2013/08/130816_uyen_kha_appeal.shtml.
41 Committee to Protect Journalists, “Vietnamese Blogger Jailed on Tax Evasion Charges,” October 4, 2013, https://cpj.
org/2013/10/vietnamese-blogger-jailed-on-tax-evasion-charges.php.
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Arrests were also ongoing, particularly under Article 258. Police arrested blogger Truong Duy Nhat in
May 2013.42 Two arrests on the same charge followed in June, targeting the prominent 61-year-old
Pham Viet Dao, who wrote about sensitive issues such as the territorial disputes with China,43 and
blogger Dinh Nhat Uy, who is Dinh Nguyen Kha’s brother.44 In October, after a four-hour trial, Uy was
sentenced to one year on probation.45 In March 2014, Pham Viet Dao was sentenced to 15 months
in prison;46 Truong Duy Nhat was given two years.47 On May 5, 2014, blogger Nguyen Huu Vinh, who
writes Anh Ba Sam, was arrested on the same charge.48
Two of the longest-serving bloggers went on separate hunger strikes during the coverage period
of this report to protest against their prison conditions. Nguyen Van Hai, who writes under the pen
name Dieu Cay (“Peasant’s Pipe”) was kept in detention after completing a two and a half year prison
term for alleged tax evasion in 2010, then sentenced to an additional 12 years in prison and 5 years
under house arrest for “activities against the government” in 2012.49 Through his blog, he has been
a vocal critic of the government’s human rights record and an advocate for Vietnamese sovereignty over the Spratly Islands. He refused to eat for more than a month in July 2013 until authorities
agreed to investigate his petitions protesting abusive treatment.50 The New York-based Committee
to Protect Journalists honored him in absentia with an International Press Freedom Award in October
2013.51 Another vocal online dissident, Cu Ha Huy Vu, went on hunger strike for three weeks in June.
He is serving a sentence of seven years in prison and three years house arrest handed down in a
2011 trial that was closed to the public.52 He was released early in April 2014.53
In addition to imprisonment, bloggers and online activists have been subjected to physical attacks,
job loss, severed internet, travel restrictions, and other rights violations. During the coverage period of this report, several bloggers were harassed for organizing and participating in public events,
including a series of incidents in May 2013. Police in Hanoi, Nha Trang, and Ho Chi Minh City beat
bloggers who took part in picnics around the country, arranged via Facebook for people interested
42 Committee to Protect Journalists, “Vietnamese Blogger Detained on Anti-State Charges,” news alert, May 30, 2013, http://
cpj.org/2013/05/vietnamese-blogger-detained-on-anti-state-charges.php.
43 Committee to Protect Journalists, “Prominent Vietnam blogger arrested in Hanoi,” news alert, June 14, 2013, http://cpj.
org/2013/06/prominent-vietnam-blogger-arrested-in-hanoi.php.
44 “Confidence Tricks,” Economist, June 22, 2013, http://www.economist.com/news/asia/21579883-repression-fierce-selfcriticism-mild-confidence-tricks.
45 “Vietnam: Drop Charges Against Internet Activist”, Human Right Watch, October 28, 2013, http://www.hrw.org/
news/2013/10/28/vietnam-drop-charges-against-internet-activist.
46 “Vietnam Jails Blogger for Critical Posts”, Al Jazeera, March 19, 2014, http://www.aljazeera.com/news/asia-pacific/2014/03/
vietnam-jails-blogger-critical-posts-20143197839471148.html.
47 “Vietnam Jails Ex-journalist Over Anti-government Blog,” Reuters, March 4, 2104, http://in.reuters.com/article/2014/03/04/
vietnam-court-idINL3N0M13KF20140304.
48 “Reason to arrest Anh Ba Sam”, Tuoi Tre, May 9, 2014, http://tuoitre.vn/Chinh-tri-xa-hoi/Phap-luat/606530/ly-do-bat-anhba-sam.html.
49 “Y án với Điếu Cày và Tạ Phong Tần” [Sentences uphold for Dieu Cay and Ta Phong Tan], BBC Vietnamese, December 28,
2012, www.bbc.co.uk/vietnamese/vietnam/2012/12/121228_xu_khang_an_dieu_cay.shtml+&cd=10&hl=vi&ct=clnk&gl=vn.
50 Reuters, “Jailed Vietnam Blogger Ends Hunger Strike After 5 Weeks,” via Voice of America, August 3, 2013, http://www.
voanews.com/content/reu-jailed-vietnam-blogger-ends-hunger-strike-after-5-weeks/1722847.html.
51 Sumit Galhotra, “A Daughter’s Plea for her Father’s Freedom in Vietnam,” CPJ Blog, November 21, 2013, http://www.cpj.
org/blog/2013/11/a-daughters-plea-for-her-fathers-freedom-in-vietna.php.
52 Reporters Without Borders, “Prime Minister Urged to Free All Imprisoned Bloggers and Journalists,” September 1, 2011,
http://en.rsf.org/vietnam-prime-minister-urged-to-free-all-01-09-2011,40879.html.
53 “Vietnamese Dissident Arrives in US after Early Release from Prison,” Voice of America, April 8, 2014, http://www.voanews.
com/content/vietnamese-dissident-arrives-in-us-after-early-release-from-prison/1888486.html.
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in human rights.54 In Saigon, blogger Nguyen Hoang Vi documented her mother and sister’s facial
abrasions after police attacked their picnic.55 In May, at least one internet user attending a dissident
trial reported on Facebook that an officer outside the court punched him in the chest.56 The same
month, blogger Huynh Ngoc Chenh, recipient of the 2013 Global Netizen Prize from Reporters
Without Borders and Google, was denied permission to leave the country.57 Beatings and harassment continued in Ho Chi Minh City in December 2013 during a celebration of International Human
Rights Day.58
Real-name registration is not required to blog or post online comments, and many Vietnamese do
so anonymously. However, Vietnamese authorities do monitor online communication and dissident
activity. Cybercafe owners are required to install software to track and store information about their
clients’ online activities, and citizens must also provide ISPs with government-issued documents
when purchasing a home internet connection.59 In late 2009, the MIC requested all prepaid mobile
phone subscribers register their ID details with the operator and limited each to three numbers per
carrier.60 As of 2014, however, the registration process is not linked to any central database and could
be circumvented using fake ID.61
Decree 72 requires all providers—and social networks in particular—to provide user information to
“competent authorities” on request, but lacks procedures or oversight to discourage intrusive registration or data collection.62 The decree gave users themselves the ambiguous right to “have their
personal information kept confidential in accordance with law.” Implementation is at the discretion
of ministers, heads of ministerial agencies and governmental agencies, the provincial People’s Committees, and “relevant organizations and individuals”, leaving anonymous and private communication subject to invasion from almost any authority in Vietnam in the coming years.
In 2013, Citizen Lab, a research group based in Canada, identified FinFisher software on servers in 25
countries worldwide, including Vietnam.63 Promoted by United Kingdom-based distributor Gamma
International as a suite for lawful intrusion and surveillance, FinFisher offers the power to monitor
communications and extract information such as contacts, text messages, and emails without per-

54 “Dã ngoại nhân quyền tại Việt Nam” [Human rights picnic in Vietnam], BBC, May 5, 2013, http://www.bbc.co.uk/
vietnamese/vietnam/2013/05/130505_human_right_display_vn.shtml.
55 “Human Rights Picnic Follow Up Report: Bloggers in Saigon Violently Beaten,” Dan Lam Bao, May 8, 2013,
http://danlambaovn.blogspot.fr/2013/05/human-rights-picnic-follow-up-report.html#.UukQMfnIZu1.
56

Reporters Without Borders, “Appeal Court Upholds Jail Time For Five Bloggers.”

57 “Blogger Huynh Ngoc Chenh bị cấm đi Mỹ” [Blogger Huynh Ngoc Chenh was denied travel to the US], BBC, May 10, 2013,
http://www.bbc.co.uk/vietnamese/vietnam/2013/05/130510_blogger_huynh_ngoc_chenh_bi_cam_xuat_canh.shtml.
58 “Bloggers bị đánh đập dã man tại Saigòn: một cái tát vào Hội đồng Nhân quyền LHQ”, [Bloggers were beaten
up brutally in Saigon], Radio Free Asia, December 10, 2013, http://www.rfa.org/vietnamese/in_depth/poli-secur-beatblogg-12102013084007.html; Reporters Without Borders, “Vietnam - Police use violence against bloggers at human rights
picnics,” Trust, May 10, 2013, http://www.trust.org/item/20130508094839.0000-puhmi.
59 “Internet Censorship Tightening in Vietnam,” Asia News, June 22, 2010, http://www.asianews.it/news-en/Internetcensorship-tightening-in-Vietnam-18746.html.
60 Phong Quan, “Sim Card Registration Now Required in Vietnam,” Vietnam Talking Points, January 16, 2010, http://talk.
onevietnam.org/sim-card-registration-now-required-in-vietnam/
61 “Quản lý thuê bao di động trả trước: Chuyện không dễ,” [Managing Prepaid Mobile Subscribers Isn’t Easy], Vinhphuc,
January 14, 2013, http://www.vinhphuc.vn/ct/cms/Convert/thihanhpl/Lists/tintuc/View_Detail.aspx?ItemID=10.
62

“Decree No. 72/2013/ND-CP.”

63 Morgan Marquis-Boire et al., “You Only Click Twice: FinFisher’s Global Proliferation,” Citizen Lab, March 13, 2013,
https://citizenlab.org/2013/03/you-only-click-twice-finfishers-global-proliferation-2/.
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mission from other computers. Citizen Lab noted that the presence of such a server did not prove
who was running it, though it is marketed to governments.
Activists in Vietnam and abroad have been the target of systematic cyberattacks since 2009.64 When
their activity was first documented, the attackers used Vietnamese-language programs to infect
computers with malicious software to carry out distributed denial-of-service (DDoS) attacks on blogs
and websites perceived as attacking the government. Google estimated that “potentially tens of
thousands of computers” were affected,65 but Vietnamese authorities took no steps to find or punish
the attackers.66
Since then, the hackers’ methods have evolved, though their targets remain the same. Activists today
are subject to account takeovers, where spear-phishing emails disguised as legitimate content carry
malware which can breach the recipient’s digital security to access private account information. In
2013, attackers seized control of a handful of important alternative blogs, including websites Anh
Ba Sam, Que Choa, and blogs written by activists Xuan Dien, Huynh Ngoc Chenh, and others.67 It is
common for sites to post a list of alternative URLs in case the current one is hacked. In January 2014,
researchers revealed that at The Associated Press newswire and the U.S.-based nonprofit Electronic
Frontier Foundation had also been targeted—for coverage of Vietnam—by malicious hackers spending “tens of thousands of dollars” to launch attacks from servers around the world.68 Analyzing the
suspicious emails, the California-based Electronic Frontier Foundation said the group responsible
appeared to have been operating since late 2009, though their malware was advanced, detectable
by only one of nearly fifty antivirus vendors.69
Attacks sometimes coincide with abusive comments debasing the site’s content, a hallmark of manipulated online discourse, but not traceable to state actors. In the past year, they corresponded
with more official controls such as website blocking and arrests. A California-based blog was hacked
in 2013. Once the owner, Ngoc Thu, regained control of the site and moved it to a different URL, it
was blocked by ISPs.70 Blogger Truong Duy Nhat’s website became briefly inaccessible after his arrest
in May 2013. When it reappeared, the blog automatically installed malware on visitors’ devices, targeting a self-selecting audience of his supporters for surveillance and future cyberattacks.71

64 Human Rights Watch, “Vietnam: Stop Cyber Attacks Against Online Critics,” news release, May 26, 2010, http://www.hrw.
org/news/2010/05/26/vietnam-stop-cyber-attacks-against-online-critics.
65 George Kurtz, “Vietnamese Speakers Targeted in Cyberattack,” CTO (Blog), March 30, 2010, http://siblog.mcafee.com/
cto/vietnamese-speakers-targeted-in-cyberattack/; Neel Mehta, “The Chilling Effect of Malware,” Google Online Security Blog,
March 30, 2010, http://googleonlinesecurity.blogspot.com/2010/03/chilling-effects-of-malware.html.
66

Human Rights Watch, “Vietnam: Stop Cyber Attacks Against Online Critics.”

67 David Brown, “Mysterious Attack on a Vietnamese Blog,” Asia Sentinel, March 18, 2013, http://www.asiasentinel.com/
politics/mysterious-attack-on-a-vietnamese-blog/ “Que Choa bị hack?” [Que Choa has been hacked?], February 14, 2014, http://
hieuminh.org/2014/02/13/breaking-news-que-choa-bi-hack/.
68 Chris Brummit, “Vietnam’s ‘Cyber Troops’ Take Fight to US, France,” Associated Press, via Irrawaddy, January 21, 2013,
http://www.irrawaddy.org/asia/vietnams-cyber-troops-take-fight-us-france.html.
69 Eva Galperin and Morgan Marquis-Boire, “Vietnamese Malware Gets Very Personal,” Electronic Frontier Foundation,
January 19, 2013, https://www.eff.org/deeplinks/2014/01/vietnamese-malware-gets-personal.
70

Chris Brummit, “Vietnam’s ‘Cyber Troops’ Take Fight to US, France.”

71 Article 19, “Vietnam: ARTICLE 19’s submission to the UN Universal Periodic Review,” June 19, 2013, http://www.article19.
org/resources.php/resource/37111/en/vietnam:-article-19’s-submission-to-the-un-universal-periodic-review.
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2013

2014

Population:

Internet Freedom Status

N/A

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

n/a

12

Limits on Content (0-35)

n/a

13

Violations of User Rights (0-40)

n/a

18

TOTAL* (0-100)

N/A

43

14.2 million
15 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
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•

In July 2013, Zambia’s southwestern region, Barotseland, reported an area-wide power
outage that impacted all internet and mobile services for about 40 minutes. The region’s
critical online radio station accused the government of deliberate interference to censor
a controversial radio show (see Obstacles to Access).

•

Access to four independent news websites was blocked for the first time in Zambia,
reportedly as part of the government’s overall crackdown on critical media coverage (see
Limits on Content).

•

The ruling party continued to stall on a new draft constitution that provides for
electronic media freedom and explicitly prohibits the government from interfering with
media activities. The government instead called for legislation to regulate online media,
citing the problems of “internet abuse” and cybercrime (see Violations of User Rights).

•

The regulator disconnected all unregistered SIM cards after the registration deadline of
January 31, 2014 (see Violations of User Rights).

•

Officials targeted individuals suspected of being associated with the critical online news
outlet Zambian Watchdog, arresting three suspects (see Violations of User Rights).
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Editor’s Note:
President Michael Sata died while holding office on October 28, 2014, leaving Vice President Guy Scott
as Acting President for 90 days before the country holds a presidential by-election as required by the
Constitution. The events covered in this report reflect developments during the May 1, 2013 – May 31,
2014 coverage period that occurred before President Sata’s death. A draft constitution was eventually
released in October 2014, though its path forward remains unclear amid the country’s political
transition.

Introduction
Zambia was among the early adopters of the internet in sub-Saharan Africa with the installation
of dial-up and satellite technology at the University of Zambia in the early 1990s. Liberalization of
the information and communication technology (ICT) sector in 1994 enabled new players to enter
the market and invest in ICT development, but a long period of economic decline and stagnation
through the late 1990s hindered meaningful progress. In recent years, investment in ICTs has
regained momentum, bolstered by economic growth and government support through measures
such as the 2009 National ICT Policy, the Information and Communications Act of 2009, and the
Electronic Communications and Transactions (ECT) Act No. 21 of 2009, all of which established a new
institutional, legal, and regulatory environment for ICT development.
Meanwhile, political stability in Zambia has been tenuous over the past few decades, with different
ruling governments restricting freedom of expression and press freedom to varying degrees. In
1996, Zambia became the first country in sub-Saharan Africa to censor online content when the
government demanded the removal of a banned edition of The Post from the newspaper’s website
by threatening to hold the internet service provider (ISP), Zamnet, criminally liable for the content.1
There were no other reported incidents of internet censorship in the following years until July
2013, when four independent online news outlets were blocked, purportedly by the government
for their critical coverage of the Patriotic Front (PF) ruling party under President Michael Sata. The
government had previously tried to ban one of the outlets, Zambian Watchdog, in 2012.
Since coming into power in September 2011, the PF government intensified its crackdown against
the press, using both legal and extrajudicial measures ostensibly to punish journalists for critical
media coverage. In 2013, the authorities specifically targeted the independent online outlet Zambian
Watchdog, which is based abroad but employs anonymous journalists in the country. Shortly after
Zambian Watchdog was blocked in July 2013, officials raided the homes of two journalists suspected
of writing for the outlet and arrested them for allegedly possessing seditious and obscene materials.
Another journalist was also arrested in July and held without bail for two weeks on charges of
“unlawful possession of restricted military pamphlet.” Three others were arrested in September 2013
for possession of seditious news articles they had allegedly downloaded from the online news outlet
Barotse Post, which was blocked just a few days prior to the arrests. None of the individuals have
been convicted as of mid-2014.
Surveillance became a widespread concern during the coverage period, as SIM card registration

Sally Burnheim, “The right to communicate: the internet in Africa,” Article 19, February 1999, http://www.article19.org/data/
files/pdfs/publications/africa-internet.pdf.

1
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requirements led to beliefs that the government wanted to keep tabs on Zambians’ mobile
communications. There were reports throughout 2013 and 2014 of the government targeting
various individuals with phone tapping, from senior government officials who fell out of Sata’s favor
to civil society leaders. In September 2013, China’s Huawei Technologies was accused of installing
email hacking devices on all ISPs in Zambia.

Obstacles to Access
Access to ICTs in Zambia has spread steadily over the past decade, with the internet growing
from a penetration rate of 2 percent in 2004 to over 15 percent in 2013, while mobile phone
penetration grew from 4 percent in 2004 to nearly 72 percent in 2013, according to the International
Telecommunication Union (ITU).2 Both fixed-broadband and mobile broadband subscriptions are still
extremely rare, however, with low penetration rates of 0.1 percent and 0.7 percent, respectively, in
2013.3
Internet infrastructure is poorly developed in rural areas, resulting in a significant urban-rural
divide in access. As such, rural citizens typically access the internet from telecenters or cybercafes,
though the expansion of mobile phone internet services in recent years has enabled more people
to access the internet from home, resulting in a declining number of internet cafes. Nevertheless,
the cost of internet services in Zambia is still expensive for the majority of the population, largely
due to its landlocked position, which makes the country reliant on satellite links or interconnection
agreements with neighboring countries.4 As of mid-2014, a monthly subscription for fixed-line
broadband internet costs an average of US$128,5 which is completely out of reach for the 10 million
Zambians who live on less than US$2 per day. Meanwhile, low-income Zambians must spend at least
35 percent of their incomes for subscriptions to mobile broadband services, according to a 2013
study by the Alliance for Affordable Internet (A4AI).6
Meager electricity and the high cost of electronic devices further limit access to ICTs in rural areas,
where only 3.5 percent of households have access to electricity.7 Rural communities are particularly
vulnerable to the practice of load shedding, which shuts off electricity service in one area to support
demand in another region, typically urban areas.8 Lasting anywhere between 5 minutes and 48 hours,
power outages regularly interrupt internet and mobile phone services and limit internet connectivity
by making local equipment unstable after a power failure.9

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

2

3

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

Panos London, “ICTs and development in Zambia: challenges and opportunities,” Thetha Regional ICT Discussion Forum
Project, policy briefing, January 2011, http://panos.org.uk/wp-content/files/2011/01/panos-london-zambia-policy-brief-web.
pdf.

4

“Cost of Living in Zambia,” last updated September 2014, Numbeo.com, http://www.numbeo.com/cost-of-living/country_
result.jsp?country=Zambia.

5

6 Alliance for Affordable Internet, “The Affordability Report 2013,” December 8, 2013, http://1e8q3q16vyc81g8l3h3md6q5f5e.
wpengine.netdna-cdn.com/wp-content/uploads/2014/01/Affordability-Report-2013_Final-2.pdf.

Consider Mudenda et al., “Power Instability in Rural Zambia, Case Macha,” November 2013, https://www.academia.
edu/4785382/Power_Instability_in_Rural_Zambia_Case_Macha.

7

8

Consider Mudenda et al., “Power Instability in Rural Zambia, Case Macha,” November 2013.

9

Consider Mudenda et al., “Power Instability in Rural Zambia, Case Macha,” November 2013.
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In July 2013, the southwestern region of the country known as Barotseland—which has been
fighting for its rights to autonomy within Zambia since 196410—reported a region-wide power
outage that impacted all internet and mobile services for about 40 minutes. The regional
independent online news outlet, Barotse Post, accused the government of deliberately disconnecting
the region’s electricity during an anticipated online live chat forum that was scheduled to discuss the
government’s abrogation of a 1964 agreement that had granted Barotseland its autonomy.11 While
the government’s alleged connection to the region-wide power outage could not be confirmed, the
disruptive power outage demonstrated how the lack of reliable electricity regularly impacts citizens’
access to ICTs and information.
Meanwhile, internet connection speeds in Zambia are slow, averaging 1.3 Mbps (compared to a
global average of 3.9 Mbps), according to May 2014 data from Akamai’s “State of the Internet”
report.12 In addition, Zambia’s broadband adoption rate (characterized by connection speeds greater
than 4 Mbps) was less than 2 percent of the internet population,13 while the country’s narrowband
adoption rate (connection speed below 256 kbps) was about 9 percent.14
The Zambian ISP market is very competitive, characterized by a lack of a significant dominant
player.15 As of 2014, there are 23 internet service providers, three of which are also Zambia’s
mobile phone providers: MTN, Airtel, and Zambia Telecommunications Ltd (Zamtel).16 All internet
and mobile service providers are privately owned, with the exception of Zamtel, which was
renationalized in January 2012 under the directive of President Sata, who “deemed it desirable and
expedient to compulsorily acquire the 75 percent shareholding of [Libya’s] Lap Green Network in
Zamtel,” according to the government’s official press release.17 Sata’s predecessor had sold the 75

According to the Unrepresented Nations and Peoples Organization (UNPO): “Barotseland was a protectorate under British
colonial rule and became part of Zambia at the country’s independence in 1964. Barotse representatives signed the Barotseland
Agreement 1964, whose purpose was to transfer Barotseland from British to Zambian protection. Therefore, the Agreement
presented the Barotse autonomy within independent Zambia, whose only role would be to protect and safeguard Barotseland
while receiving the benefits of strong political and economic ties. Zambia was supposed to inherit Britain’s obligations over
Barotseland, but instead chose to incorporate Barotseland into the newly formed Republic of Zambia. The Barotse people
wish to regain their autonomy by exerting their right to self-determination and self-governance. They were incorporated into
Zambia by a violation of the Barotseland Agreement 1964 and wish for this to be recognized by international institutions.” See:
UNPO, “Barotseland,” March 27, 2014, http://unpo.org/members/16714.
10

“Nation wide electricity and internet black out frustrate the early start of Friday 5th July 2013 Radio Barotseland Live Chat
Forum,” Barotsepost, July 6, 2013, http://www.barotsepost.com/index.php/en/frontnews/local-news/418-nation-wide-electricityand-internet-black-out-frustrate-the-early-start-of-friday-5th-july-2013-radio-barotseland-live-chat-forum.

11

Akamai, “Average Connection Speed: Zambia,” map visualization, The State of the Internet Q1 (2014), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.

12

Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Zambia,” map visualization, The State of the Internet, Q1
2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html

13

Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): Zambia,” map visualization, The State of the Internet,
Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

14

Shuller Habeenzu, “Zambia ICT Sector Performance Review 2009/2010,” Research ICT Africa, 2010, http://www.
researchictafrica.net/publications/Policy_Paper_Series_Towards_Evidence-based_ICT_Policy_and_Regulation_-_Volume_2/Vol%20
2%20Paper%2017%20-%20Zambia%20ICT%20Sector%20Performance%20Review%202010.pdf.

15

“Internet Service Provider,” ZICTA, accessed August 20, 2014, http://www.zicta.zm/index.php?option=com_
content&view=article&id=62&Itemid=111/.

16

“Press Statement: ZAMTEL Nationalisation,” Issued by: George Chellah, Special Assistant to the President, January 24, 2012,
https://www.facebook.com/notes/zambian-economist/press-statement-zamtel-nationalisation/378427975515572; “Zambian
Government Nationalizes Zamtel,” Balance Act Africa, January 27, 2012, http://www.balancingact-africa.com/news/en/issueno-589/telecoms/zambian-government-n/en.

17
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percent share of Zamtel to Lap Green in 2010 for US$257 million.18 Nevertheless, Zamtel has the
smallest share in the mobile phone market,19 and there are plans for a fourth mobile operator to
enter Zambia in 2015.20 On the other hand, Zamtel commands the largest market share of internet
subscriptions, with 61 percent of the market, as of the latest data available from February 2013.21
As a landlocked country, Zambia’s national fiber backbone is provided by three operators—Zamtel,
the state-owned Zambia Electricity Supply Corporation Ltd (ZESCO), and the Copperbelt Energy
Corporation (CEC)—while Zamtel operates the fiber-optic connection to two international submarine
cables—the West Africa Cable System (WACS) and South Atlantic 3 (Sat-3).22 MTN and Airtel lease
access to the undersea cables from Zamtel,23 though MTN also connects to the Eastern African
Submarine Cable System (EASSy).24 According to the ITU, the gateway to the international internet
in Zambia is fully liberalized and competitive.25 In July 2013, however, the critical online news outlet
Zambian Watchdog reported details from inside sources alleging that the president’s office controls
Zambia’s internet exchange point, which is housed in the same building as state-owned Zamtel
in the capital city Lusaka.26 Zamtel’s management of two of the country’s international submarine
cables may also give the government some level of control over the international gateway.
In the past, political interference in the ICT sector has obstructed the existence of diverse business
entities providing access to digital technologies in Zambia. For example, in 2008, the government
stripped the South African operator Vodacom of its provisional license to set up operations in
Zambia, reportedly in an effort to protect the state-owned Zamtel.27 Later in December 2009, the
government issued a statutory instrument prohibiting the entry of new providers in the mobile
service market until 2015,28 which effectively restricted the number of players to three: stateowned Zamtel, Zain (purchased in 2010 by Airtel), and MTN.29 Industry observers believed that the
moratorium on new mobile providers was intended to enable the state-owned Zamtel to increase
Matthew Saltmarsh, “Privitization of Zambian Phone Company Degenerates Into a Feud,” New York Times, October 3, 2010,
http://www.nytimes.com/2010/10/04/business/global/04iht-zamtel04.html?pagewanted=all.

18

19 As of the latest data available from February 2013, Airtel has a market share of 52 percent, while MTN has 33 percent, and
Zamtel has 15 percent. See: “Doing Business in Zambia – A unique flavour,” Deloitte, March 2013, http://www.deloitte.com/
assets/Dcom-India/Local%20Assets/Documents/Africa/Doing_Business_in_Zambia.pdf.

Michael Malakata, “Zambia to issue fourth mobile licence,” ITWebAfrica, March 25, 2014, http://www.itwebafrica.com/
mobile/322-zambia/232612-zambia-to-issue-fourth-mobile-licence.

20
21

“Doing Business in Zambia – A unique flavour,” Deloitte, March 2013.

Michael Malakata, “Zambia’s Zamtel connects to WACS, Sat-3 undersea cables,” PC Advisor, July 26, 2012, http://www.
pcadvisor.co.uk/news/network-wifi/3372505/zambias-zamtel-connects-wacs-sat-3-undersea-cables/.

22
23

Michael Malakata, “Zambia’s Zamtel connects to WACS, Sat-3 undersea cables,” PC Advisor, July 26, 2012.

24 “MTN Zambia to invest USD3 million on connection to EASSy,” TeleGeography, March 29, 2012, http://www.telegeography.
com/products/commsupdate/articles/2012/03/29/mtn-zambia-to-invest-usd3-million-on-connection-to-eassy/.

International Telecommunication Union, “Zambia Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.

25

26 “In bid to spy on citizens, Sata gives Chinese complete access to Zambia’s military, OP files,” Zambian Watchdog, July 23,
2013, https://www.zambianwatchdog.com/in-bid-to-spy-on-citizens-sata-gives-chinese-complete-access-to-zambias-millitaryop-files/.

Michael Malakata, “Zambia’s fourth mobile license suspended,” ITWeb, February 7, 2012, http://www.itweb.co.za/index.
php?option=com_content&view=article&id=51326.

27

Statutory Instrument No. 111 of 2009, Information and Communication Technologies (Reserved Services) Order, 2009,
December 18, 2009, http://www.zambialii.org/files/zm/legislation/statutory-instrument/2009/111/SI%20No.%20111%202009.
pdf.

28

Shuller Habeenzu, “Zambia ICT Sector Performance Review 2009/2010,” Research ICT Africa, 2010, http://www.
researchictafrica.net/publications/Policy_Paper_Series_Towards_Evidence-based_ICT_Policy_and_Regulation_-_Volume_2/Vol%20
2%20Paper%2017%20-%20Zambia%20ICT%20Sector%20Performance%20Review%202010.pdf.
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its market share and value before its subsequent privatization in 2010.30 In recent years, there have
been no further reports of political obstruction in the ICT sector. At the time of writing, the 2009
statutory instrument restricting the number of mobile providers is set to expire in December 2014,
and there are plans for a fourth provider to enter the market in 2015.31
The Information and Communication Technologies (ICT) Act of 2009 provides for the economic and
technical regulation of ICTs in Zambia. The Act also established the Zambia ICT Authority (ZICTA)
as the sector regulator, which the ITU has characterized as autonomous in its decision-making.32
Nevertheless, the minister of communications is still mandated to oversee ZICTA’s activities and is
responsible for appointing the members and chairperson of the ZICTA’s board.33 The minister is also
entitled to issue general directives, which the regulator is obligated to carry out.34

Limits on Content
During the coverage period, four independent news websites were blocked—two popular outlets
based abroad, and two radio news websites from the Barotseland region of the country. Reports
indicated growing government intentions to manipulate online content, and self-censorship seemed
to increase following a coordinated crackdown on critical online news.
In 2013, access to independent news websites was blocked for the first time in Zambia, reportedly
as part of the government’s overall crackdown on critical media coverage. Zambian Watchdog—an
independent news site based abroad with anonymous reporters on the ground and known for its
critical reporting on the ruling Patriotic Front party—was the first website to be blocked on June 24,
2013.35 A secure version of the website using the “https” protocol was created four days later but was
subsequently blocked on July 16, followed by the site’s renamed domain at Zwd.cums.in.36 Reporters
Without Borders worked swiftly to create a mirror site for Zambian Watchdog at Zambianwatchdog.
rsf.org, which was blocked within three hours on July 18.37 Despite the persistent blocking efforts,
Watchdog content could still be accessed via proxies and the news outlet’s Facebook page.
There is no concrete evidence that the government was behind the blocking of Zambian Watchdog
and its affiliated mirror websites, though testing conducted by an independent researcher with the
Tor Project’s Open Observatory of Network Interference (OONI) in July 2013 discovered the presence

30

Shuller Habeenzu, “Zambia ICT Sector Performance Review 2009/2010,” Research ICT Africa, 2010.

Monitor Global Outlook, “Exclusive: Zambia to add mobile license in early 2015,” (brief), July 8, 2014, http://www.
monitorglobaloutlook.com/Briefings/2014/07/exclusive-zambia-to-add-mobile-license-in-early-2015.

31
32

International Telecommunication Union, “Zambia Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014.

First Schedule (Section 4), The Information and Communication Technologies, Act [No. 15 of 2009], http://www.zicta.zm/
index.php?option=com_jdownloads&Itemid=79&view=finish&cid=186&catid=24&m=0.

33

Part XI, Article 91. Regulations, The Information and Communication Technologies, Act [No. 15 of 2009]. See also: Shuller
Habeenzu, “Zambia ICT Sector Performance Review 2009/2010,” Research ICT Africa, 2010.

34

35 Committee to Protect Journalists, “Critical website blocked for four days in Zambia,” news alert, June 27, 2013, https://cpj.
org/2013/06/critical-website-blocked-for-four-days-in-zambia.php.

Reporters Without Borders, “Authorities block independent news site, arrest journalists,” July 18, 2013, http://en.rsf.org/
zambie-rwb-publishes-articles-censored-by-02-08-2013,44932.html.

36

Brandon Gregory, “Reporters Without Borders creates Zambian Watchdog mirror site,” HumanIPO, July 19, 2013, http://
www.humanipo.com/news/7402/reporters-without-borders-creates-zambian-watchdog-mirror-site/.
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of deep packet inspection (DPI) filtering tactics as the source of the block.38 Watchdog accused
Chinese company Huawei Technologies of installing DPI on Zambia’s ISPs to enable the blocking of
internet content.39 While the government did not claim responsibility for the blocking, Vice President
Guy Scott reportedly stated that the independent outlet deserved to be censored because it was
“promoting hate speech” and disseminating false news.40 He also characterized the party responsible
for the blocking as a “well-wisher” and thanked them for their work.41
In addition, the Patriotic Front government has targeted Zambian Watchdog since at least 2012,
when the minister of tourism publicly called for the outlet to be banned, ostensibly out of concern
that Watchdog’s critical reporting would negatively impact the country’s image in the lead up to
Zambia’s hosting of the UN World Tourism Organization meeting in August 2013.42 The minister
reportedly directed the regulatory authority ZICTA to “revoke the law that allows the Zambia
Watchdog to operate as an online publication,” which ZICTA declined to do since the website is
not hosted within the country’s jurisdiction.43 In May 2012, Zambian Watchdog was also a target of
distributed denial of service (DDoS) attacks that temporarily brought the site down,44 which the site
blamed on the government.45
In July 2013, another critical online publication hosted abroad, Zambia Reports, was completely
blocked inside the country. The news site filed a complaint to ZICTA about the block on July 22 but
received no response.46 Administrators subsequently sent a letter to the Ministry of Information
and Broadcasting Services on July 23 asking for an explanation of the reasons for the blocking and
called for a national enquiry into online censorship, which also received no acknowledgement.47 In
September 2013, access to the online news outlet Barotse Post and the online radio station Radio
Barotse—two websites that advocate for an autonomous Barotse state in western Zambia—were
blocked. Similar to the other censored news sites, content could still be accessed via proxies and the
webpages’ social media accounts.48
In April 2014, Zambia Reports announced that both Zambian Watchdog and Zambia Reports

38 “Zambia, a country under Deep Packet Inspection,” OONI: Open Observatory of Network Interference (Tor Project), July 15,
2013, https://ooni.torproject.org/zambia-a-country-under-deep-packet-inspection.html.

“More on Huawei, ZTE and PF corruption; Huawei is a spy agency for China,” Zambian Watchdog, September 6, 2013,
https://www.zambianwatchdog.com/more-on-huawei-zte-and-pf-corruption-huawei-is-a-spy-agency-for-china/.

39

“Guy Scott admits blocking watchdog website,” UKZambians, July 27, 2013, http://ukzambians.co.uk/home/2013/07/27/
guy-scott-admits-blocking-zambia-watchdog-website/.

40

“Zambia: Government plans to regulate online media,” Media Institute of Southern Africa (MISA), January 2014, http://www.
misa.org/misa-chapters/zambia/item/2690-zambia-plans-to-regulate-online-media.

41
42

“Stop the Zambian Watchdog, orders Masebo,” Zambian Eye, August 26, 2012, http://zambianeye.com/archives/986.

Edith Mwale, “Minister orders Watchdog shut down,” BiztechAfrica, August 28, 2012, http://www.biztechafrica.com/article/
minister-orders-watchdog-shut-down/3989/?rel=author#.VCBfPPldXL8.

43

Ndesanjo Macha, “Zambian Watchdog Website in Jeopardy,” Media Institute of Southern Africa (MISA), October 12, 2012,
http://www.misa.org/component/k2/item/632-zambian-watchdog-website-in-jeopardy.

44

45 Gershom Ndhlovu, “Zambia: Citizen News Website Hacked,” Global Voices Online, May 13, 2012, http://globalvoicesonline.
org/2012/05/13/zambia-citizen-news-website-hacked/.
46 Committee to Protect Journalists, “Zambia blocks another website, re-arrests reporter,” news alert, July 30, 2013, http://cpj.
org/2013/07/zambia-blocks-another-website-re-arrests-reporter.php.
47 The Editorial Board of Zambia Reports, “Zambia Requested to Stop Blocking Access to Websites,” Zambia Reports, July 25,
2013, http://zambiareports.com/2013/07/25/zambian-government-requested-to-stop-blocking-access-to-news-websites/.

“Zambia blocks third website: Barotse Post,” Zambian Watchdog, September 10, 2013, https://www.zambianwatchdog.com/
zambia-blocks-third-website-barotse-post/.
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were unblocked, ostensibly due to pressure from international partners.49 Nevertheless, there is a
complete lack of transparency behind censorship decisions, in addition to an ineffective complaints
and appeals process through the regulatory body ZICTA, as demonstrated by the government’s
silence toward Zambia Report’s formal complaint to the regulator and ministry of information in July
2013. Otherwise, social media platforms such as Facebook, Twitter, and YouTube and international
blog-hosting services are all freely available in Zambia.
The government also censors the internet by directing websites to take down certain content
upon request, though the extent of this practice is unknown given the predominance of stateowned and progovernment news outlets in the country.50 The majority of takedown requests are
likely unreported. The only known incident comes from Zambia Reports, who publicly admitted to
complying with a government takedown request in its July 2013 open letter to the government,
though the outlet did not reveal the nature of the content that was taken down or when it
occurred.51 Otherwise, intermediaries are not held liable for prohibited content under the 2009
Electronic Communications and Transactions Act.52
Government pressure on the media since President Sata took office in 2011 has created a climate
of intimidation and increased self-censorship among journalists, both online and off.53 Social media
users tend to express themselves freely online, but a growing belief that the government monitors
social media activity has made general users more cautious in recent years.54 Nevertheless, the
Zambian blogosphere is vibrant, representing a diversity of viewpoints and opposition voices,
and many mainstream journalists have turned to blogs to express themselves more freely. These
journalist bloggers and many others, however, choose to write anonymously due to the threat of
harassment, legal action, or both,55 particularly on issues regarding the Patriotic Front government
and corruption. Online self-censorship increased palpably following the arrests of journalists for their
suspected connection to Zambian Watchdog in summer 2013 (see “Violations of User Rights”).
In response to the growing influence of independent online news outlets and blogs, the ministry of
information in September 2013 reportedly directed public media houses to expand their presence
on the internet and engage with audiences on social media.56 According to the Media Institute of
Southern Africa (MISA), the public outlets were also instructed to provide only “correct” information
about Zambia, reflecting the government’s intent and efforts to manipulate online content.57
Moreover, progovernment trolls are becoming increasingly common on social media platforms such

Nse Udoh, “Zambia Reports, Watchdog ‘Unblocked,’” Zambia Reports, April 4, 2014, http://zambiareports.com/2014/04/04/
zambia-reports-watchdog-unblocked/.
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The Editorial Board of Zambia Reports, “Zambia Requested to Stop Blocking Access to Websites,” Zambia Reports, July 25,
2013, http://zambiareports.com/2013/07/25/zambian-government-requested-to-stop-blocking-access-to-news-websites/.
51

“Part X, Limitation of Liability of Service Providers,” Electronic Communications and Transaction Act No. 21 of 2009, http://
www.zambialii.org/files/zm/legislation/act/2009/21/psa2009172.pdf.
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Reporting Project, Johns Hopkins University, July 26, 2013, http://internationalreportingproject.org/stories/view/journalism-inzambia-self-censorship-blocked-websites-and-social-media-moni.
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54 Gershom Ndhlovu, “Zambia: Chinese Experts to Monitor Internet?” Global Voices Advocacy, February 23, 2013, http://
advocacy.globalvoicesonline.org/2013/02/23/zambia-chinese-experts-to-monitor-internet/.
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“Zambia 2013,” African Media Barometer (Friedrich-Ebert-Stiftung: fesmedia Africa, 2013).
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as Facebook, typically flooding posts that are critical of the government with insults and comments
on unrelated issues.58 Some observers suspect that the government may be paying the trolls to
disseminate progovernment propaganda.59
While blogs hosted on international platforms have proliferated in recent years, online publications
face economic constraints that compromise their ability to remain financially sustainable. The
government is the largest source of advertising revenue for traditional media outlets and has been
known to withhold advertisements from critical outlets.60 In addition, private companies often do
not advertise in news outlets that seem antagonistic to government policies out of fear of potential
repercussions.61 These trends are likely mirrored online, though in general, online news platforms
are much less developed than print and broadcast media. The two most popular independent online
news outlets in Zambia—Zambian Watchdog and Zambia Reports—are both hosted abroad and
receive advertising revenue from international businesses.
Despite the blocking of Zambian Watchdog and Zambia Reports in 2013, Zambian netizens were
largely still able to access the websites through the use of proxies. Netizens also increasingly took
to the internet as a platform for digital activism. Most notably in July 2013, a collective known as
the Zambian Bloggers Network organized a demonstration at the Freedom Statue in Lusaka to
protest internet censorship and the arrests of journalists suspected of their connection to Zambian
Watchdog.62 Unfortunately, the turnout was small—likely due to fears of how the government
would respond—and the demonstration had little impact on the status of the blocked websites and
arrested journalists.

Violations of User Rights
The ruling party continued to stall on a new draft constitution that provides for electronic media
freedom and explicitly prohibits the government from interfering with media activities. The regulator
disconnected all unregistered SIM cards after the registration deadline of January 31, 2014. Officials
targeted individuals suspected of being associated with the critical online news outlet Zambian
Watchdog, arresting three suspects.
Freedom of expression is enshrined in the Zambian Constitution but is limited by other statutes that
restrict expression in the interest of defense, public order, safety, morality, and health, which can
be broadly interpreted.63 Meanwhile, the constitution does not explicitly guarantee press freedom
but includes a provision stating that “no law shall make any provision that derogates from freedom

58 Zambian Economist Facebook page, post on July 12, 2014, accessed September 23, 2014, https://www.facebook.com/
zambian.economist/posts/873865505976735.
59 Evans Mulenga, “Zambia’s Growing Censorship Problem,” Zambia Reports, May 6, 2014, http://zambiareports.
com/2014/05/06/zambias-growing-censorship-problem/.
60

Freedom House, “Zambia,” Freedom of the Press 2014, http://www.freedomhouse.org/report/freedom-press/2014/zambia.

61

“Zambia 2013,” African Media Barometer (Friedrich-Ebert-Stiftung: fesmedia Africa, 2013).

62 “Zambian Bloggers Network and Journalists Protest, Demand Media Freedom,” ZedChronicle, July 20, 2013, http://
zedchronicle.com/?p=18094.
63 “Article 20 (1), Protection of Freedom of Expression,” Zambia’s Constitution of 1991 with Amendments through 2009,
http://www.wipo.int/edocs/lexdocs/laws/en/zm/zm053en.pdf.
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of the press.”64 Some media observers have noted that this provision inadequately protects press
freedom.65 Freedom of expression and the media are further limited by clauses in the penal code
that criminalize defamation of the president66 and gives the president “absolute discretion” to ban
publications regarded as “contrary to the public interest.”67 In April 2014, the government reportedly
stated intentions to introduce legislation regulating online media, citing the problems of “internet
abuse” and cybercrime.68
In an effort to deliver on its campaign promise of tackling legal reform, the Patriotic Front
government in September 2011 tasked a coalition of government and civil society members with
drafting a new constitution.69 Completed in late 2013, the final draft (which the president tried to
keep from the public but was leaked by Zambian Watchdog in January 201470) included specific
protections for print, broadcast, and electronic media freedom and explicitly prohibited the
government from exercising control or interfering with media activities.71 In April 2014, however,
President Sata reportedly rejected the draft constitution altogether, proclaiming that the process had
been “hijacked by individuals whose objective is to embarrass, humiliate and undermine the public
will” and that “the country already has a functional constitution.”72 Despite the president’s objections,
the draft constitution is still being deliberated as of late 2014, pushed forward by Justice Minister
Edgar Lungu who published the draft online in October 2014 for public review.73
Judicial independence is guaranteed in the constitution but is not respected in practice and is
undermined by other laws that allow for executive interference in Zambia’s justice system. Notably,
the Service Commissions Act—which establishes a Judicial Service Commission to advise the
president on judicial appointments—provides the president with the power to give the commission
“general directions as the President may consider, necessary” and obliges the commission to comply

64 “Article 20 (2), Protection of Freedom of Expression,” Zambia’s Constitution of 1991 with Amendments through 2009,
http://www.wipo.int/edocs/lexdocs/laws/en/zm/zm053en.pdf.
65

“Zambia 2013,” African Media Barometer (Friedrich-Ebert-Stiftung: fesmedia Africa, 2013).

“Article 69, Defamation of president,” Chapter 87, The Penal Code Act, http://www.parliament.gov.zm/downloads/
VOLUME%207.pdf.
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67 “Article 53, Prohibited publications,” Chapter 87, The Penal Code Act, http://www.parliament.gov.zm/downloads/
VOLUME%207.pdf.
68 Michael Malakata, “Zambia rejects new constitution permitting online news freedom,” Computerworld Zambia, April 11,
2014, http://www.pcadvisor.co.uk/news/internet/3511556/zambia-rejects-new-constitution-permitting-online-news-freedom/.
69 Paul Carlucci, “Zambia: How Much Can a New Constitution Really Change?” Think Africa Press, January 21, 2014, http://
thinkafricapress.com/zambia/how-much-can-new-constitution-really-change.
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http://www.loc.gov/lawweb/servlet/lloc_news?disp3_l205403132_text. See leaked draft here: “Here is the draft constitution as
given to Sata by the Technical Committee,” Zambian Watchdog, January 15, 2014, https://www.zambianwatchdog.com/here-isthe-draft-constitution-as-given-to-sata-by-the-technical-committee/.
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with the directions.74 Upon taking office in 2011, Sata suspended top judges for alleged misconduct
and installed his cousin as acting chief justice.75
In 2013, the Patriotic Front government intensified its crackdown against the press, using both
legal and extrajudicial measures ostensibly to punish journalists for critical media coverage. The
authorities specifically targeted the independent online outlet Zambian Watchdog, which is based
abroad but employs anonymous journalists in the country. On July 9, 2013, shortly after Zambian
Watchdog was blocked, officials raided the homes of two journalists suspected of writing for the
outlet—Clayson Hamasaka and Thomas Zyambo—purportedly to search for seditious materials
and drugs.76 The authorities confiscated computers and other digital equipment, then detained
and interrogated the two individuals without charge for nearly two days. Zyambo was charged a
few days later with sedition for his alleged possession of seditious documents about President Sata
found in his home.77 Hamasaka was initially released without charges but rearrested a few weeks
later for the alleged possession of obscene material that was reportedly found on his confiscated
laptop.78
Another journalist suspected of working for Zambian Watchdog, Wilson Pondamali, was arrested on
July 16, 2013 and held for two weeks without bail on charges of “unlawful possession of restricted
military pamphlet” based on a document the police allegedly found in his home suggesting that
President Sata was not fit to govern.79 He was also charged with stealing a library book but later
acquitted of the ridiculous charge in August 2014, though his previous charge remained.80 All cases
against the suspected Watchdog journalists remained resolved as of mid-2014.
Similar in fashion to the Zambian Watchdog crackdown, the police arrested three people on
September 9, 2013 for possession of “seditious” news articles they had allegedly downloaded from
the online news outlet Barotse Post, which was blocked just a few days prior to the arrests.81 One
individual was shortly released while the two others remained in detention, though no further
information about the individuals and the status of their charges were known as of mid-2014.82
“Part II, Service Commissions,” Service Commissions Act, Cap 259, http://www.zambialii.org/zm/legislation/consolidatedact/259. See also: Richard Lee, “Executive interference undermines judiciary in Zambia,” Open Society Initiative for Southern
Africa (blog), August 27, 2013, http://www.osisa.org/law/executive-interference-undermines-judiciary-zambia.
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81 “Zambia blocks third website: Barotse Post,” Zambian Watchdog, September 10, 2013, https://www.zambianwatchdog.com/
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The ability for Zambians to communicate anonymously through digital media is compromised by
SIM card registration requirements, which were instituted in September 2012 and extended to
January 31, 2014, after which point the regulator ZICTA disconnected all unregistered SIM cards.83
Registration requires an original and valid identity card such as a national registration card presented
in person to a registration agent at a mobile service provider.84 While the government stated that
the registration requirements were for the purposes of combatting crime,85 Zambian Watchdog
reported a story in November 2012 based on inside sources alleging that subscriber details were
passed directly to the secret service for the creation of a mobile phone user database.86 An official
from ZICTA also publicly stated in November 2012 that registration would “enable law enforcement
agencies [to] create a database to help identity the mobile SIM card owners,” according to a news
report in Lusaka Times.87
Meanwhile, registration for the .zm country code top-level domain (ccTLD) is managed by
ZICTA as provided for under the 2009 Electronic Communications and Transaction Act, which
may compromise the anonymity of .zm website owners given the murky independence of the
regulatory authority.88 The Act also provides a government minister the authority to create statutory
agreements that determine further requirements for domain name registration, in addition to “the
circumstances and manner in which registrations may be assigned, registered, renewed, refused, or
revoked.”89 This provision may have enabled the government to order ZICTA to shut down Zambian
Watchdog in 2012, which the regulator ultimately could not do since the website was not hosted in
the country.90 The .zm domain was previously managed by Zamnet.91
The Electronic Communications and Transaction Act of 2009 also details conditions for lawful
interception of communications, which generally requires a court order.92 Since Sata came into
office in September 2011, however, numerous reports have accused the government of conducting
extensive illegal surveillance of citizens’ ICT activities. There were reports throughout 2013 and

83 “Zambia switches off 2.4 million unregistered SIMs,” Lusaka Voice, February 6, 2014, http://lusakavoice.com/2014/02/06/
zambia-switches-off-2-4-million-unregistered-sims/.
84 “SIM Registration,” MTN Zambia, accessed September 25, 2014, http://www.mtnzambia.com/personal/support/colum-1/
sim-registration.html.
85 Gershom Ndhlovu, “SIM Registration is For Security Reasons,” Global Voices Advocacy (blog), November 30, 2012, http://
advocacy.globalvoicesonline.org/2012/11/30/zambia-sim-registration-is-for-security-reasons/.
86 “OP compiling Database from simcard registration exercise,” Zambian Watchdog, November 13, 2012, https://www.
zambianwatchdog.com/op-compiling-data-base-from-simcard-registration-exercise/.
87 “SIM card registration is not a political issue-ZICTA,” Lusaka Times, November 25, 2012, http://www.lusakatimes.
com/2012/11/25/sim-card-registration-political-issuezicta/.
88 “Part IX, Domain Name Regulation,” Electronic Communications and Transaction Act No. 21 of 2009, http://www.zambialii.
org/files/zm/legislation/act/2009/21/psa2009172.pdf.
89 “Part IX, Domain Name Regulation, Article 52,” Electronic Communications and Transaction Act No. 21 of 2009, http://www.
zambialii.org/files/zm/legislation/act/2009/21/psa2009172.pdf.
90 Edith Mwale, “Minister orders Watchdog shut down,” Biztech Africa, August 28, 2012, http://www.biztechafrica.com/article/
minister-orders-watchdog-shut-down/3989/?rel=author#.VCSlAfldXL9.
91 “Report on the Redelegation of the .ZM domain representing Zambia to Zambia Information and Communications
Technology Authority,” IANA, February 1, 2014, http://www.iana.org/reports/2014/zm-report-20140201.html.
92 “Part XI, Interception of Communication,” Electronic Communications and Transaction Act No. 21 of 2009, http://www.
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2014 of the government targeting various individuals with phone tapping, from senior government
officials who fell out of Sata’s favor93 to civil society leaders.94
In February 2013, Zambian Watchdog reported that the government had contracted Chinese
experts to install an internet surveillance system such as deep-packet inspection (DPI) technology to
monitor, intercept, censor, and mine data from digital communications.95 The subsequent blocking of
Zambian Watchdog and Zambia Reports in July 2013 corroborated the use of DPI technology as the
mechanism behind the blocking.96 Zambian Watchdog also separately reported that Sata had signed
a presidential order in February 2013 that authorized the president’s office to interfere with ICT
communications without oversight.97 According to the anonymous news article, ZICTA had directed
all ISPs and mobile service providers in Zambia “to allow safe passage of Information Technology
(IT) Specialists from the Office of the President and China.”98 Later in September 2013, Zambian
Watchdog reported that China’s Huawei had installed email hacking devices on all ISPs in Zambia.99
To date, Zambian Watchdog has been the primary source of reports on illegal surveillance in Zambia.
In the past few years, journalists noted an increasing climate of intimidation for media workers
who regularly faced harassment and physical attacks for their independent reporting. In 2013,
violence extended to online journalists. In its attempts to shut down the critical online news
outlets, Zambian Watchdog and Zambia Reports, the government targeted individuals suspected
of writing for the outlets anonymously, including Thomas Zyambo, Clayson Hamasaka, and Wilson
Pondamali who were all harassed and subsequently arrested between June and September 2013.
Zyambo was reportedly threatened and physically assaulted by President Sata’s son for unknown
reasons in March 2014,100 while Pondamali was attacked in April 2014 at a public event, allegedly by
government “thugs” who took off with his digital equipment.101
Otherwise, government-sponsored technical attacks against opposition activists, ordinary users, or
online journalists are not common in Zambia and were not reported during the coverage period.
Zambian Watchdog last reported a DDoS attack against its website in May 2012, which brought
93 Evans Mulenga, “Sata Is Listening to Your Conversation,” Zambia Reports, October 9, 2013, http://zambiareports.
com/2013/10/09/sata-is-listening-to-your-conversation/; Rebecca Chao, “Zambian President Admits to Spying on Fellow
Officials,” TechPresident (blog), October 16, 2013, http://techpresident.com/news/wegov/24434/zambian-president-admitsspying-fellow-officials.
94 New Udoh, “Sata is Tapping Phones, says Fr Bwalya,” Zambia Reports, January 23, 2014, http://zambiareports.
com/2014/01/23/sata-tapping-phones-says-fr-bwalya/.

Michael Malakata, “China reportedly helping Zambia with eavesdropping technology,” Computer World, February 19, 2013,
http://news.idg.no/cw/art.cfm?id=8D281D63-EB45-F659-8092EB297F02C732; “PF govt to crack on internet users, targeting
ZWD and Diplomats,” Zambian Watchdog, February 14, 2013, https://www.zambianwatchdog.com/pf-govt-to-crack-on-internetusers-targeting-zwd-and-diplomats/.
95

96 “Zambia, a country under Deep Packet Inspection,” OONI: Open Observatory of Network Interference (Tor Project), July 15,
2013, https://ooni.torproject.org/zambia-a-country-under-deep-packet-inspection.html.
97 “Sata signs order for OP to tap phones, emails,” Zambian Watchdog, February 18, 2013, https://www.zambianwatchdog.
com/sata-signs-order-for-op-to-tap-phones-emails/.
98 “Sata signs order for OP to tap phones, emails,” Zambian Watchdog, February 18, 2013; Gershom Ndhlovu, “Zambia:
Chinese Experts to Monitor Internet,” Global Voices Advocacy (blog), February 23, 2013, http://advocacy.globalvoicesonline.
org/2013/02/23/zambia-chinese-experts-to-monitor-internet/.

Brandon Gregory, “Huawei allegedly installs hacking devices on ISPs in Zambia,” humanIPO, Septmber 3, 2013, http://www.
humanipo.com/news/31104/huawei-allegedly-installs-hacking-devices-on-isps-in-zambia/.

99

Gershom Ndhlovu, “Zambia: President’s Son Warns Journalist, ‘We Will Kill You,’” Global Voices Advocacy (blog), March 12,
2014, http://advocacy.globalvoicesonline.org/2014/03/13/zambia-presidents-son-warns-journalist-we-will-kill-you/.

100

“PF thugs beat up Journalist Wilson Pondamali,” Zambian Watchdog, April 11, 2014,
https://www.zambianwatchdog.com/pf-thugs-beat-up-journalist-wilson-pondamali/.

101
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down the site for about eight hours.102 In April 2014, the Media Institute for Southern Africa (MISA)
was reportedly hacked, alongside a number of government websites, by hackers from the Middle
East.103

Gershom Ndhlovu, “Zambia: Citizen News Website Hacked,” Global Voices Advocacy (blog), May 13, 2012, http://
globalvoicesonline.org/2012/05/13/zambia-citizen-news-website-hacked/.

102

103 Limbikani Makani, “100+ Zambian websites hacked & defaced: Spar, Postdotnet, SEC, Home Affairs, Ministry of Finance,”
Tech Trends, April 15, 2014, http://www.techtrends.co.zm/internet-security-2/zambian-websites-hacked.
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2013

2014

Population:

Internet Freedom Status

Partly
Free

Partly
Free

Internet Penetration 2013:

Obstacles to Access (0-25)

16

15

Limits on Content (0-35)

14

15

Violations of User Rights (0-40)

24

25

TOTAL* (0-100)

54

55

13 million
19 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2014 Status:

Not Free

* 0=most free, 100=least free

Key Developments: May 2013 – May 2014
•

General elections took place in July 2013, which President Robert Mugabe’s ZANU-PF party
overwhelmingly won. In the week leading up to the elections, the telecommunications
regulator issued a directive to mobile phone providers to block the dissemination of bulk
SMS messages (See Introduction and Limits on Content).

•

An anonymous Facebook user, using the pseudonym Baba Jukwa, continued to incite
the ruling party, reportedly leading President Mugabe to post a US$330,000 reward in
July 2013 for any individual willing to unmask the elusive whistleblower (see Limits on
Content).

•

A new constitution was adopted in May 2013, providing for press freedom and freedom of
expression (see Violations of User Rights).

•

Two ordinary Facebook users were arrested for their posts, one for alleging that President
Mugabe had died, the other for posting an image of an electoral ballot displaying a vote
for opposition candidate, Morgan Tsvangirai (see Violations of User Rights).

•

Mass surveillance and illegal interception activities by security agencies reportedly
increased following the July elections, for both national security and politically motivated
purposes (see Violations of User Rights).

•

The Postal and Telecommunications (Subscriber Registration) Regulations, enacted in
October 2013, expanded the scope of subscriber registration requirements to broadly
include all telecommunications services and provided the authorities with access without a
court order (see Violations of User Rights).
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Introduction
In 2013, a new constitution that somewhat improved media and freedom of expression rights was
passed in a referendum and signed by President Robert Mugabe in May,1 while on July 31, a general
national election was held, keeping President Mugabe and the ruling ZANU-PF party in power with
a supermajority. During these events, the internet was a key platform for citizen discussions and
engagement on political issues. The constitutional referendum and general election became the
most internet-fueled political contests to date, as citizens, political parties, and civil society took
to the net to campaign for their positions, policies, and platforms. Contestations over the election
results also played out on the internet, with many images and discussions of alleged vote rigging
posted on social media platforms such as Facebook, Twitter, and YouTube.
The July 2013 general elections also served as a basis for many internet freedom violations in
Zimbabwe during the coverage period. For example, in the lead-up to the elections, an independent
community radio station reported frequent internet disconnections in its office, and internet
cafe owners reported slow internet connectivity. The dissemination of bulk SMS messages was
banned prior to the election, with the exception of bulk SMS messages from the ruling ZANUPF. Various ruling party officials frequently expressed a desire and intent to increase control over
ICTs throughout the year, such as the proclamation made during the party’s annual conference in
December 2013 that called for the blocking of foreign-based radio stations that are broadcast over
the internet. Meanwhile, the anonymous Facebook user, Baba Jukwa, continued to goad the ruling
party since his or her appearance in March 2013, reportedly leading President Mugabe to post a
US$330,000 reward in July 2013 for any individual willing to unmask the elusive whistleblower.
A crackdown on user rights intensified in 2013 following the July elections, beginning with reports of
increasing surveillance by the Central Intelligence Organization (CIO) in an effort to stem potential
post-electoral unrest. Two ordinary Facebook users were arrested for their posts, one in July for
posting an image of an electoral ballot displaying a vote for the opposition candidate, Morgan
Tsvangirai; the other in January 2014 for alleging that President Mugabe “had died and was being
preserved in a freezer.”
Mass surveillance and illegal interception activities by security agencies reportedly increased
following the July elections, for both national security and politically motivated purposes. On
October 1, 2013, the government enacted a new so-called “spy law” known as the Postal and
Telecommunications (Subscriber Registration) Regulations, which expanded the scope of subscriber
registration requirements previously limited to SIM cards to broadly include all telecommunications
services. In addition to requiring providers to avail law enforcement officers with copies of their
subscriber registers upon request without a court order, the “spy law” established a Central
Subscriber Information Database, which POTRAZ can access to “assist law enforcement agencies
on safeguarding national security.” The Parliamentary Legal Committee (PLC) declared the new
regulations unconstitutional in March 2014, leading to an amended version enacted in July 2014 that
provided for judicial oversight but left open a loophole for abuse.

“Zimbabwe’s Mugabe signs new constitution,” Al Jazeera, May 22, 2014, http://www.aljazeera.com/news/
africa/2013/05/2013522105015147596.html.

1
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Obstacles to Access
Zimbabwe’s internet access has continued to expand steadily, growing from a penetration rate
of 17 percent in 2012 to nearly 19 percent in 2013, according to estimates by the International
Telecommunication Union (ITU).2 By contrast, official government statistics report an internet
penetration rate of 42 percent in December 2013, up from 30 percent in 2012,3 though the
government’s data includes both fixed-line and mobile internet subscriptions, the latter of which
comprise over 98 percent of all internet subscriptions.4 The ITU reported a mobile broadband
penetration rate of 38 percent in 2013.5
The sector’s rapid growth can be attributed to widespread mobile phone penetration, which stood
at 96 percent in 2013, per ITU statistics, while government reports noted a mobile penetration rate
of 104 percent as of December 2013.6 Service providers have indicated that Zimbabwe has reached
mobile phone saturation levels, enabling them to provide enhanced services such as mobile banking
and mobile internet.
Similar to most countries in Africa, Zimbabwe benefits from low-cost, internet-enabled imitation
mobile phones from Asia. Internet access on mobile phones has been further facilitated by the
introduction of 3G, 4G, and EDGE technology in the past few years.7 The decreasing price of mobile
internet access—which dropped from US$1.50 per megabyte (MB) in 2011 to US$1 per MB as of
April 2014—has also facilitated increased access. Subscription fees for 3G services cost US$30 per
month for 10 GB, and other service providers offer 3G services on a pay-as-you-go basis for as little
as $0.10 per MB.8
Meanwhile, competition within the sector has generally forced prices for mobile broadband and WiFi to decrease from US$75 for 20 MB to US$59 for speeds of up to 1 Mbps.9 In October 2013, Econet
introduced a Facebook mobile package that allows its subscribers to access Facebook through
special data bundles for as little as US$0.95 per week or US$3 per month.10 Zimbabwe is estimated

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2013,” http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

2

Postal and Telecommunications Regulatory Authority of Zimbabwe (POTRAZ), “Postal and Telecommunications Sector
Performance Report – Fourth Quarter 2013,” accessed August 20, 2014, http://www.potraz.gov.zw/images/files/stats/Sector_
Perfomance_4th_Quarter%202013.pdf.

3

4

POTRAZ, “Postal and Telecommunications Sector Performance Report – Fourth Quarter 2013.”

International Telecommunication Union, “Zimbabwe Profile (latest data available: 2013),” ICT-Eye, accessed August 1, 2014,
http://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=8.

5

6 International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2013”; POTRAZ, “Postal and
Telecommunications Sector Performance Report – Fourth Quarter 2013.”

EDGE is a faster version of the globally used GSM mobile standard. Also see, “Econet Wireless Zimbabwe launches 4G
network,” VictoriaFalls24, August 22, 2013, http://www.zimbabwesituation.com/news/sc_econet-wireless-zimbabwe-launches4g-network-victoriafalls24/.

7

8 As of mid-2014, ISP, data and VoIP provider service, Africom offers 4GB for $25. Mobile telephony company Telecel offers
a promotional mobile phone internet data for $0.11 cents unlimited use per day, and state fixed telephone operator, TelOne,
offers bandwidth for $61 per month for 15GB through fixed line phone services and wireless devices.
9 L.S.M. Kabweza, “Zimbabwe Broadband: ZOL launches even lower priced unlimited internet,” TechZim, July 18, 2013, http://
www.techzim.co.zw/2013/07/zimbabwe-broadband-zol-launches-even-lower-priced-unlimited-internet/.

L.S.M. Kabweza, “Econet introduces unlimited Facebook access for $3 a month,” TechZim, October 21, 2013, http://www.
techzim.co.zw/2013/10/econet-introduces-unlimited-facebook-access-3-month/.

10
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to have 1.2 million Facebook users, and with Econet being the market leader, this promotion is set to
enhance access and use of the social media platform.
Despite the increasing number of users, access to the full range of internet services via computers
remains expensive for many Zimbabweans whose households earn an average monthly income of
approximately US$180,11 though market competition among service providers is slowly bringing
down prices. For example, the cost of wireless 3G modems has remained steady at US$30 and is
accessible on prepaid wireless access devices. In the past year, the state-owned fixed-line operator
TelOne cut its internet access costs from US$30-$40 per month (including installation fees) to $25.
Computer prices have maintained a steady price of an average of US$350 and $450 in 2013, with
some promotions selling laptops at US$250.
Although competition has decreased the cost of internet access, effective broadband for home
and individual users has not been fully realized due to the poor infrastructure of the state-owned
TelOne. In 2013, fixed broadband subscriptions remained low at approximately 103,500 subscriptions,
with broadband penetration increasing slightly from 0.5 percent in 2012 to 0.7 percent in 2013.12
Nevertheless, TelOne worked to extend ADSL broadband services across the country throughout
2013, reaching almost all small towns across the country,13 and providing broadband to its clients
through a prepaid service.14 Meanwhile, Econet launched its 4G network in August 2013, which has
a speed of 65 Mbps—10 times faster than the current 3G network—and costs US$90 for access via a
USB modem.15
Despite increasing access to broadband, internet speeds are still slow, averaging 1.7 Mbps
(compared to a global average of 3.9 Mbps), according to May 2014 data from Akamai’s “State of
the Internet” report.16 In addition, Zimbabwe’s broadband adoption (characterized by connection
speeds greater than 4 Mbps) was about 7 percent of the internet population, while the country’s
narrowband adoption (connection speeds below 256 kbps) was over 8 percent.17
While most Zimbabweans access the internet via mobile phones, cybercafes are still playing a
key role as internet access points. A combination of web surfing, gaming, and music and video
downloads is attracting mostly urban youth back to internet cafes, which are increasingly found
in nearly every rural district center.18 Nonetheless, there remains a significant urban-rural divide
in access to both internet and mobile technologies, particularly as a result of major infrastructural
“Poverty Income Consumption and Expenditure Survey, 2011/12 Report,” ZimStat, April 2013, accessed August 20, 2014,
http://catalog.ihsn.org/index.php/catalog/4658/download/58930.

11
12

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2013.”

Golden Sibanda, “Telone Connects Vic-Falls,” The Herald, August 9 2013, http://www.herald.co.zw/telone-connects-vicfalls/.

13

Chipo Mtasa, “TelOne Improves Performance,” NewsDay, January 10, 2014, https://www.newsday.co.zw/2014/01/10/teloneimproves-perfomance/.

14

Kevin Muza, “Econet launches 4G LTE in Zimbabwe,” TechZim, August 21, 2013, http://www.techzim.co.zw/2013/08/econetlaunching-4g-in-zimbabwe/.

15

Akamai, “Average Connection Speed: Zimbabwe,” map visualization, The State of the Internet Q1 (2014), http://www.akamai.
com/stateoftheinternet/soti-visualizations.html#stoi-map.

16

Akamai, “Broadband Adoption (connections to Akamai >4 Mbps): Zimbabwe,” map visualization, The State of the Internet,
Q1 2014; Akamai, “Narrowband Adoption (connections to Akamai <256 kbps): Zimbabwe,” map visualization, The State of the
Internet, Q1 2014, http://www.akamai.com/stateoftheinternet/soti-visualizations.html#stoi-map.

17

From research via calls to relatives and friends who live near rural business centers as well as personal visits to some rural
centers.

18
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limitations in rural areas, such as poor roads and electricity distribution. Even in urban areas,
electricity is regularly rationed for six to seven hours a day, leading to uneven access to internet
and mobile phone services. Power outages affect both households and business entities such as
cybercafes, while prolonged power blackouts often affect mobile telephony signal transmission
equipment, resulting in cutoffs of both mobile networks and internet connections.
Zimbabwe currently has 12 licensed internet access providers (IAPs) and 28 internet service providers
(ISPs),19 the former of which offer only internet access while ISPs may provide additional services. Of
the 12 IAPs, 11 have Class A licenses which allow them to offer VoIP services in addition to public
data and internet service. ISP connections remain constrained by the limited infrastructure of IAPs
through which they must connect. As set by POTRAZ the license fees for IAPs and ISPs range from
US$2-4 million, depending on the type of service to be provided, and must be vetted and approved
by the regulator prior to installation.20 Providers must also pay 3.5 percent of their annual gross
income to POTRAZ. Application fees for operating a mobile phone service in Zimbabwe are also
steep, and in 2013, the regulator increased the license fees for mobile networks from US$100 million
to $137.5 million.21 Only one mobile service provider, Econet, had paid this fee in full by end of 2013,
while the second largest network, Telecel, had paid a deposit.22 Zimbabwe has no stringent fees or
regulations that hinder the establishment of cybercafes.
While POTRAZ handles the official licensing process for telecoms, insider reports have revealed
that the Zimbabwean military may be involved in screening and approving license applications,
demonstrating that ICTs are regarded as a security matter for the state. Nevertheless, there have
been no reports of harassment or license denials on the basis of political affiliation. Otherwise,
internet access prices in Zimbabwe are set by ISPs and cybercafe owners and have thus far been free
from state intervention. Individual ISPs submit tariff proposals to POTRAZ, which approves proposals
on a case by case basis.
Zimbabwe currently has five international gateways for internet and voice traffic, two of which are
operated by the state-owned fixed network, TelOne, and mobile network, NetOne. The private
mobile operators—Econet, TeleCel and Africom—operate the other three international gateways.23
There are also two trunk switches for the TelOne fixed network and nine mobile switching centers,24
set up by the country’s three mobile operators.25 Though private actors are allowed to operate
their own gateways, analysts believe they are beholden to a “gentlemen’s agreement” with POTRAZ,
which gives the government some level of informal control over the privately-owned telecoms.
19

Zimbabwe Internet Service Providers Association membership list, http://www.zispa.org.zw/members.html.

L.S.M Kabweza, “Zimbabwe Raises Telecoms Licence Fees, Migrates to Converged Licensing,” TechZim, March 12, 2013,
http://www.techzim.co.zw/2013/03/zimbabwe-raises-telecoms-licence-fees-migrates-to-converged-licencing/.

20

21 Tawanda Karombo, “Zimbabwe sets telecom license fees at $137.5mn,” IT Web Africa, June 3, 2013, http://www.itwebafrica.
com/telecommunications/154-zimbabwe/231106-zimbabwe-sets-telecom-license-fees-at-1375mn.

“Econet settles $85 million of the $137.5 million licence renewal fees,” Bulawayo24, May 31, 2013, http://bulawayo24.com/
index-id-business-sc-companies-byo-30983.html.

22

Econet Wireless, “Statement on the Operation and Management of International Gateways,” via Kubatana, October 3, 2006,
http://www.kubatana.net/html/archive/inftec/061002econet.asp?sector=inftec&year=2006&range_start=1.

23

A “trunk switch” is a system that provides network access to many clients by sharing a set of lines or frequencies instead of
providing them individually. A “mobile switching center” (MSC) connects calls by switching the digital voice data packets from
one network path to another (also called routing). The MSC also provides information that is needed to support mobile service
subscribers, such as user registration and authentication information.
24

25 L.S.M Kabweza, “An Overview of Zimbabwe’s Telecommunications—POTRAZ Presentation Download,” TechZim, March 5,
2010, http://www.techzim.co.zw/2010/03/zimbabwe-telecoms-overview/.
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There have been few cases of deliberate disruptions in connectivity in Zimbabwe, though in the leadup to the July 2013 general elections, the independent community radio station, Radio Dialogue,
reported frequent internet disconnections in its office, and internet cafe owners reported slow
internet connectivity.26 While the government’s hand in the disruptions could not be confirmed, state
control over two of the country’s five international gateways, as well as the state’s ability to issue
directives to private telecom providers, increase the likelihood of deliberate government interference.
ISPs and mobile phone companies are regulated by the telecommunications regulatory body,
POTRAZ, whose leaders are appointed by the president in consultation with the minister of transport
and communication. POTRAZ has been widely accused of partisanship and politicized decisionmaking, such as demanding Econet to reconnect Telecel after the former argued that Telecel was
operating illegally without paying license fees.27 In August 2013, POTRAZ also intervened in a price
war between Econet and Telecel that involved Econet charging 10 cents per minute for its mobile
voice service instead of the set tariff of 25 cents. In a move widely seen as an attempt to protect the
state-owned network NetOne as well as TeleCel—the latter of which is owned by individuals with
links to the ruling party—POTRAZ ordered Econet to revert back to the set tariffs. POTRAZ stated
that Econet could not affect a price cut of more than 50 percent without seeking approval. For the
first time in many years, Econet publicly complained about POTRAZ’s perceived bias, adding that
while the other two providers had also slashed prices, no action had been taken against them.28
Another case of political protection of state-owned telecoms players was evidenced in January 2014
when the license fees payment grace period for the state-owned NetOne was extended from June
2014 to 2016, while Econet and Telecel were required to pay the increased license renewal fee of
US$137.5 million.29
In late 2013, POTRAZ also attempted to interfere with the operations of Zimfon, a company owned
by Zimbabweans based in the United States, after it had launched an unlimited VoIP calling service
at a cost of US$13 per month.30 Zimfon planned to sell VoIP lines to Zimbabweans in the diaspora
that would operate via an application from Google play or iTunes, while Zimbabweans in the
country would connect through mobile phone devices connected on the Africom network. POTRAZ
announced, however, that Zimfon’s operations were illegal due to non-compliance with national
telecoms regulations,31 though the regulator did not specify which regulations were being violated.
POTRAZ’s interference was seen by some as motivated by a concern over potential revenue losses
for fixed-line services.

George Mpofu and Nicolette Zulu, “FFZE: Zim Internet, Phones ‘Jammed’ Day Ahead of Vote,” Free & Fair Zimbabwe
Election, July 30, 2013, http://zimbabweelection.com/2013/07/30/ffze-zim-internet-phones-jammed-day-ahead-of-vote/.

26

27 Tarisai Mandizha, “Econet, Telecel disconnection continues,” NewsDay, August 9, 2013, https://www.newsday.
co.zw/2013/08/09/econet-telecel-disconnection-continues/.
28 L.S.M. Kabweza, “POTRAZ orders Econet to revert to 25 cents per minute,” TechZim, August 20, 2013, http://www.techzim.
co.zw/2013/08/breaking-news-potraz-orders-econet-to-revert-to-25-cents-per-minute-mobilewars/.
29 Paul Nyakazeya, “Concern over NetOne License,” The Financial Gazette, January 16, 2014, http://www.financialgazette.
co.zw/concern-over-netone-licence/.
30 L.S.M. Kabweza, “An interview with Zimfon representative, Brett Chulu,” TechZim, October 15, 2013, http://www.techzim.
co.zw/2013/10/interview-zimfon-representative-brett-chulu/.
31 L.S.M. Kabweza, “Zimfon’s VoIP service does not comply with regulatory requirements, says POTRAZ,” TechZim, October 16,
2013, http://www.techzim.co.zw/2013/10/zimfons-voip-service-comply-regulatory-requirements-says-potraz/.
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Limits on Content
Bulk SMS text messages were blocked during the July 2013 general elections in an apparent effort
to restrict opposition campaigning. The government actively tried to silence the anonymous
whistleblower using the pseudonym Baba Jukwa, who gained immense popularity and influence on
Facebook for his or her daily posts that named and shamed politicians for alleged corruption and
informed on the ruling party’s supposed secrets.
In 2013 and early 2014, there were no reports of internet content being blocked or filtered, though
in the week leading up to the July 31 elections, the telecommunications regulator POTRAZ issued
a directive to the private mobile phone provider, Econet, to block the dissemination of bulk SMS
messages sent through its international gateway until after the elections.32 The ban, which was not
made known to the public, effectively obstructed the ability of civil society groups to send SMS
messages with election-related information, and there were no mechanisms in place for appeal.33
Meanwhile, ZANU-PF members routinely sent bulk SMS messages via all networks on behalf of
President Robert Mugabe’s campaign and other ZANU-PF party candidates.
Though no internet content was blocked during the coverage period, there were numerous
indications that the government has the intention to do so. In late November 2013, the online
independent news outlet ZimEye reported that ZANU-PF was preparing to ban and block all access
to Facebook and other social networking platforms, which are regarded as sources of political
subversion. The news stemmed from an anonymous report that was circulated on email networks
following reports that a 15 member media delegation from ZANU-PF had recently flown to China for
a special exchange program with the Chinese Communist Party (CCP) on methods of controlling the
internet.34 The ZANU-PF Secretary for Information, Rugare Gumbo, denied the allegations, instead
stating that the visit to China was intended “primarily to exchange ideas on how to modernize the
print and electronic media in so far as information dissemination is concerned.”35
In addition, at the party’s annual National People’s Conference in December 2013, ZANU-PF
members reportedly urged the government to block foreign-based radio stations, many of which
are broadcast over the internet, shortwave frequencies, and satellite. These included London-based
Short Wave Radio Africa, Radio Dialogue, Washington DC-based VOA Studio 7, Voice of the People,
and Community Radio Harare.36 According to news reports, the Zimbabwean government has
repeatedly jammed the broadcasts from Short Wave Radio Africa since 2005, with equipment and

32 Brandon Gregory, “Zimbabwe Authorities Block Award Winning SMS Service for ‘Political Reasons,’” Humanipo, July 30,
2013, http://www.humanipo.com/news/7611/Zimbabwe-authorities-block-award-winning-SMS-service-for-political-reasons/;
Zimbabwean regulator ‘blocks’ bulk SMS as election nears - See more at: http://www.itwebafrica.com/ict-and-governance/273zimbabwe/231381-zimbabwean-regulator-blocks-bulk-sms-as-election-nears#sthash.IwjQp075.dpuf; http://www.kubatana.net/
html/archive/media/130726misaz1.asp?sector=INFTEC&year=0&range_start=1
33 One such ICT based Civic network Kubatana.net issued a statement stating that, “….in the run-up to Zimbabwe’s 2013
election, our ability to send bulk text messages has been blocked. We have been informed by Econet that their regulator, Potraz,
has issued a directive blocking the delivery of bulk messages from international gateways. “Potraz Bans Bulk SMs,” Newsday,
July 26, 2013, https://www.newsday.co.zw/2013/07/26/potraz-bans-bulk-smss/.

“Zimbabwe Gvt Set to Block Facebook, Twitter – Report,” ZimEye, November 27, 2013, http://www.zimeye.org/zimbabwegvt-set-to-block-facebook-report/.
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“Zimbabwe Gvt Set to Block Facebook, Twitter – Report,” ZimEye, November 27, 2013.

36 “ZANU PF ups anti-pirate radio stations rant,” Zimbabwe Situation, December 17, 2013, http://www.zimbabwesituation.
com/news/zimsit_zanu-pf-ups-anti-pirate-radio-stations-rant/.
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training from China,37 and has pressured Britain and the United States to shut down the independent
radio stations altogether. Apart from this, According to an inside source who attended the December
2013 conference, participants were “taught how to ‘intercept’ broadcasts by the foreign based
stations, amongst other things.”38
Suspicion remains that employees of government agencies are restricted in what they can access
on the internet while at work. State employees, including those working for state-owned media,
exercise self-censorship when sharing politically sensitive information. In the past certain words
and names such as “MDC,” and “Morgan Tsvangirai” were blocked at the Central Bank and other
government ministries.39 This suspicion is bolstered by ZANU-PF’s persistent hostility toward the
opposition and independent media, and various ruling party officials often expressed a desire and
intent to increase control over ICTs throughout the year.
The pronounced lack of anonymity on social media platforms coupled with the attendant fear
of repercussions tends to limit politically oriented statements, since they can be traced back to
their authors. Although many journalists contribute to online news platforms, quite a number use
pseudonyms when writing about sensitive issues for fear of harassment, and citizens are increasingly
using pseudonyms online to discuss political topics.40 Debates on the country’s political and
socioeconomic issues as well as reactions to online articles about Zimbabwe are mostly confined to
chat rooms and feedback sections of online news sites. Concerns over state surveillance have also
led to increasing self-censorship, and journalists and human rights defenders who feel threatened
often resort to secure email platforms such as Hushmail for correspondence out of concern that the
Zimbabwe domain name .co.zw is an open book for state security.
Facebook, Google, Yahoo, and YouTube are among the most popular websites among Zimbabwean
internet users. In response to the high unemployment rate, many young people are using social
media platforms to solicit business and sell various products. Twitter has been popularized by
individual and civil initiatives as a platform to discuss pressing social issues. One such example is the
Twitter account @263chat that describes itself as a “start-up media company created to encourage
[and] participate in dialogue” and has a following of nearly 32,000 users as of mid-2014.41 Media
surveys indicate a continuing decline in readership of newspapers coinciding with the rising use of
ICT-based platforms for news and other information.42 This trend has prompted newspapers to work
on integrating online platforms, with nearly all mainstream newspapers now employing online staff
and developing strategies for such integration processes.
37

“ZANU PF ups anti-pirate radio stations rant,” Zimbabwe Situation, December 17, 2013.

In its report at the conference ZANU-PF accused the radio stations, which its labels pirate radio stations, of being
sponsored by the west to effect regime change as well as “spewing anti-ZANU PF propaganda” to the effect of “distorting
people’s national pride.” See, “ZANU PF ups anti-pirate radio stations rant,” Zimbabwe Situation, December 17, 2013.
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Open Net Initiative, “Country Profile: Zimbabwe,” 2009, http://opennet.net/research/profiles/zimbabwe.

Vladimir Mzaca, “What Online News Means for Zimbabwe,” Free African Media, April 5, 2011, http://www.thezimbabwemail.
com/opinion/7745.html; Tendai Chari, “Ethical Challenges Facing Zimbabwean Media in the Context of the Internet,” Global
Media Journal - Africa Edition, Zimbabwe, 2009, Vol 3 (1), globalmedia.journals.ac.za/pub/article/download/19/51; Committee
to Protect Journalists, “Sweeping Surveillance Law to Target ‘Imperialist-Sponsored Journalists,’” press release, August 9, 2007,
http://allafrica.com/stories/200708090943.html; Barbara Borst, “African Journalists Struggle to Find their Role in Building
Democracies,” Perspectives on Global Issues, Volume 2, Issue 2, spring 2008, http://www.perspectivesonglobalissues.com/0301/
borst.htm.
40
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@263Chat’s Twitter page: https://twitter.com/263Chat.

L.S.M. Kabweza, “Newspaper readership in Zimbabwe continues to decline –ZAMPS 2013,” TechZim, October 15, 2013,
http://www.techzim.co.zw/2013/10/newspaper-readership-in-zimbabwe-continues-to-decline/.
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Independent news websites and other digital media outlets based outside Zimbabwe continue to
play a key role as sources of information, especially on sensitive topics that local media groups are
afraid of covering. These platforms are used by local journalists and citizens to report on sensitive
issues under the cover of pseudonyms. Social media and ICT-based platforms are increasingly being
used to mobilize communities around various issues, though growing mobilization efforts have yet
to manifest in concrete social, political, or economic change in Zimbabwe.
In March 2013, a self-proclaimed disaffected ZANU-PF member created a Facebook page under
the moniker Baba Jukwa, who had drawn a Facebook following of nearly half a million users at
its peak. Characterizing himself as a “Concerned father, fighting nepotism and directly linking
community with their Leaders, Government, MPs, and Ministers,”43 Baba Jukwa quickly became a
social media sensation for daily posts that named and shamed politicians for alleged corruption
and informed on the ruling party’s supposed secrets. Most notably, the anonymous informant was
credited with predicting the death of a ZANU-PF member of parliament, Edward Chindori Chininga,
who died in a suspicious car accident in June 2013, nine days after Chininga had released a report
on widespread corruption in the country’s diamond mines.44 While the whistleblower’s efforts
on Facebook effected little concrete change on the country’s political and social landscape, Baba
Jukwa’s popularity was described as representing “the Zimbabwean people’s growing appetite
for information and transparency, which will only be fuelled by increasing access to information
technology.”45 Threatened by the Facebook page’s growing influence, Mugabe reportedly offered a
US$300,000 reward for Baba Jukwa’s identity in July 2013,46 and subsequent efforts ultimately led to
the unexplained takedown of the anonymous user’s Facebook page in July 2014 (see “Violations of
User Rights”).47
The 2013 general election became the most internet-fueled election in Zimbabwe’s history, as many
social media and information platforms were launched to monitor the electoral process as well
as report on electoral fraud. For example, the London-based online news agency, Nehanda Radio,
played a key role as a source of information on electoral fraud through its citizen reporting project
that allowed citizens to share stories, pictures, and videos on the 2013 elections. Many of the noted
electoral irregularities were recorded and shared through platforms such as YouTube,48 though
Robert Mugabe still won the presidency, as expected.

Baba Jukwa’s Facebook page, accessed July 1, 2014, https://www.facebook.com/pages/Baba-Jukwa/232224626922797.
Inaccessible as of September 2014.

43

“The Spirit of Wrath is Upon Us,” Economist, June 19, 2013, http://www.economist.com/news/middle-east-andafrica/21580163-mysterious-facebook-character-predicting-murder-and-mayhem-spirit.

44

45 Rebecca Regan-Sachs, “Baba Jukwa vs. Mugabe – the Man On Facebook Standing Up to Zimbabwe’s President,” Think
Africa Press via All Africa, July 24, 2013, http://allafrica.com/stories/201307241382.html?viewall=1.

Mary Ann Jolley, “Mugabe Offers $300,000 for Outing of Anonymous Whistleblower Baba Jukwa,” ABC News, July 17, 2013,
http://www.abc.net.au/news/2013-07-17/mugabe-offers-243002c000-for-outing-of-anonymous-whistleblower/4824498.

46

47 “What Exactly Happened to Baba Jukwa’s Page,” TechnoMag, September 5, 2014, http://www.technomag.
co.zw/2014/09/05/what-exactly-happened-to-baba-jukwas-page/#sthash.xiNZX5ns.dpbs.

“Vote cheating in Zimbabwe 2013,” video posted by jim osaro, August 3, 2013, YouTube, http://www.youtube.com/
watch?v=sZFsgw582XE.
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Violations of User Rights
A new constitution was adopted in May 2013, providing for press freedom and freedom of
expression, though arrests of citizens for their online activities increased during the coverage
period, particularly around the period of the general elections in July 2013. One user was arrested
for insulting the president on his Facebook page. The anonymous Baba Jukwa Facebook page
continued to incite the authorities, leading to aggressive attempts to silence the whistleblower via
hacking attacks and other measures. Government surveillance of citizen communications reportedly
increased after the July 2013 general elections, and surveillance powers were strengthened with
the passage of the Postal and Telecommunications (Subscriber Registration) Regulations in October
2013. The Parliamentary Legal Committee (PLC) declared the new regulations unconstitutional in
March 2014, leading to an amended version enacted in July 2014 that provided for judicial oversight
but left open a loophole for abuse.
In May 2013, the Zimbabwean parliament approved a new constitution, which the president
signed into law shortly thereafter.49 Sections 61 and 62 of the constitution guarantees freedom
of expression, press freedom, access to information, protection for sources of information, and
the editorial independence of state-owned media.50 While these provisions are focused on the
traditional media, it is expected that the new rights will extend to the online sphere, which will
potentially allow online journalists, bloggers, and social media users to seek protection under the
new constitution. Bloggers, however, are not eligible for accreditation as journalists under the Access
to Information and Protection of Privacy Act (AIPPA), which provides guidelines for the registration
of media organizations and journalist accreditation, as well as punitive measures for violations of
these requirements. AIPPA also places restrictions on reporting government information.51
The judiciary has sometimes demonstrated a degree of autonomy through rulings that are not
favorable to the state, including some freedom of expression cases, though the government often
ignores such decisions. An appointment process that allows for high levels of executive interference
further compromises judicial independence. No major rulings related to internet freedom occurred
during this report’s coverage period.
Meanwhile, restrictions on certain types of speech under the Criminal Law Codification and Reform
Act (CODE) remain on the books and apply equally to reporters in the traditional media and online.
The CODE punishes anyone who publicly undermines the authority of the president or insults him in
any printed or electronic medium with a sentence of up to 20 years in prison,52 though a landmark
ruling by the Zimbabwean Constitutional Court in July 2014 declared criminal defamation under
the CODE unconstitutional.53 Nevertheless, Zimbabwe maintains restrictive access to information
and media laws, which include the Access to Information and Protection of Privacy Act (AIPPA), the
Criminal Codification Act, the Public Order and Security Act, and the Officials Secrets Act, among
49 Cris Chinaka, “Mugabe Signs Zimbabwe Constitution, Paving Way for Vote,” Reuters, May 22, 2013, http://www.reuters.
com/article/2013/05/22/us-zimbabwe-constitution-idUSBRE94L0RT20130522.
50

See, “Zimbabwe 2013,” https://www.constituteproject.org/search#?q=zimbabwe&cons_id=Zimbabwe_2013.

51

Access to Information and Protection of Privacy Act, Acts 5/2002, 5/20013, http://www.sokwanele.com/pdfs/AIPPA.pdf.

Criminal Law (Codification and Reform) Act [Chapter 9:23], Act 23/2004, Government Gazette, June 3, 2005, http://www.
kubatana.net/docs/legisl/criminal_law_code_050603.pdf.

52

53 Thulani Ndlovu, “Zimbabwe court stricks down criminal defamation, implementation to be seen,” Committee to Protect
Journalists (blog), July 28, 2014, https://cpj.org/blog/2014/07/zimbabwe-court-strikes-down-criminal-defamation-im.php.

970

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Zimbabwe

others. Combined with the extrajudicial actions of both state and non-state actors, these laws
severely limit Zimbabweans’ ability to access and share information.
Arrests of citizens for their online activities increased during the coverage period, particularly
around the period of the general elections in July 2013. On Election Day, for example, 31-yearold opposition party activist Tonderai Rukato was arrested for posting a photo of a marked ballot
displaying a vote for Movement for Democratic Change (MDC) candidate Morgan Tsvangirai on his
Facebook page. Charged with contravening the Electoral Act, he was sentenced to ten months in
prison, three of which were suspended on condition of good behavior, though he was released in
September after serving 31 days in prison when a magistrate ruled in favor of the appeal lodged
by MDC lawyers.54 The day after Rukato’s release, however, his family’s local business was set on fire,
destroying an estimated US$2,000 worth of goods.
In January 2014, teenage Facebook user Gumisai Manduwa was arrested for allegedly insulting the
president after he posted on his Facebook page that President Mugabe “had died and was being
preserved in a freezer.”55 Manduwa was released on bail two days after his arrest. His case remains
on the court’s docket as of mid-2014.
Meanwhile, the anonymous Facebook user Baba Jukwa continued to incite the ruling party
throughout 2013 and 2014, leading President Mugabe to post a US$330,000 reward in July 2013 for
any individual willing to unmask the elusive whistleblower.56 Party officials repeatedly tried to have
Facebook take down the Baba Jukwa page, the initial failure of which reportedly led the president
to seek Chinese technical assistance in censoring the page and identifying its user.57 The Facebook
page with a following nearly half a million users was ultimately taken down in July 2014,58 after an
editor at the Sunday Mail state newspaper, Edmund Kudakwashe Kudzayi, was arrested in June on
accusations of running the Baba Jukwa account.59 His case remains unresolved as of late 2014.
Despite Baba Jukwa’s eventual silencing, political activists inspired by the anonymous Facebook user
made phone calls to senior politicians and security chiefs in the lead-up to the general 2013 election,
demanding an end to politically motivated violence and a clean election. Unfortunately, the activism
resulted in the arrest of Josiah Mahovoya in July 2013 on charges of insulting Police Commissioner
General Augustine Chihuri and senior ZANU-PF member Dexter Nduna over the phone. Mahovoya
was sentenced to four months in prison, though the nature of the insults was not revealed. He

54 Tichaona Sibanda, “Jailed for Posting Presidential Ballot on Facebook,” SW Radio Africa, September 13, 2013, http://www.
swradioafrica.com/2013/09/13/jailed-for-posting-presidential-ballot-on-facebook/.

Tawanda Karombo, “Zimbabwean boy arrested for ‘Mugabe is dead’ Facebook post,” ITWeb Africa, January 20, 2014, http://
www.itwebafrica.com/ict-and-governance/273-zimbabwe/232268-zimbabwean-boy-arrested-for-mugabe-is-dead-facebookpost.

55

Mary Ann Jolley, “Mugabe Offers $300,000 for Outing of Anonymous Whistleblower Baba Jukwa,” ABC News, July 17, 2013,
http://www.abc.net.au/news/2013-07-17/mugabe-offers-243002c000-for-outing-of-anonymous-whistleblower/4824498.

56

Jane Flanagan, “Mugabe hunts for internet mole ‘Baba Jukwa’ revealing his secrets,” The Telegraph, July 4, 2013, http://
www.telegraph.co.uk/news/worldnews/10178570/Mugabe-hunts-for-internet-mole-Baba-Jukwa-revealing-his-secrets.html.

57

58 Adam Taylor, “Has Baba Jukwa, Zimbabwe’s infamous anonymous whistleblower, really been caught?” Washington Post,
June 25, 2014, http://www.washingtonpost.com/blogs/worldviews/wp/2014/06/25/has-baba-jukwa-zimbabwes-infamousanonymous-whistleblower-really-been-caught/.
59 Charles Laiton, “Sunday Mail Editor ‘is Baba Jukwa,’” The Standard, June 22, 2014, http://www.thestandard.
co.zw/2014/06/22/sunday-mail-editor-baba-jukwa/.
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reportedly retrieved Chihuri and Nduna’s phone numbers from Baba Jukwa’s Facebook page, and
the police had traced the SIM card registration to his name.60
In the meantime, a court case against 21-year old Shantel Rusike is still being dragged through the
magistrate courts in Bulawayo as of mid-2014. 61 Rusike was arrested on December 24, 2012 and
held for four days after she was reported to the police for sending an image depicting President
Mugabe in a nude state via WhatsApp on her mobile phone.62 Rusike faces charges of “causing
hatred, contempt or ridicule of the president,” as delineated in the CODE.63
Though the government has proactively endeavored to reveal the identities of certain influential
critics on social media sites—such as Baba Jukwa on Facebook—there are no restrictions on users’
ability to communicate anonymously on websites, blogs, or social media platforms. Nonetheless,
anonymous communication and user data are compromised by SIM card registration regulations
implemented in 2011, which require mobile phone users to submit personal identity details to
mobile operators, ostensibly to combat crime and curtail threatening or obscene communications.64
In August 2013, POTRAZ ordered all unregistered mobile lines to be disconnected in an apparent
effort to expand its access to user information for law enforcement purposes.65
On October 1, 2013, the government gazetted a new so-called “spy law” known as the Postal
and Telecommunications (Subscriber Registration) Regulations (Statutory Instrument 142/2013),
which expanded the scope of subscriber registration requirements previously limited to SIM
cards to include “cellular and fixed mobile operators, internet access provider[s] and any other
telecommunication licensees or designated agents who provides telecommunication services.”66
Registration details require a full name, permanent residential address, nationality, gender, subscriber
ID number, and national ID or passport number to be submitted to network operators, who are then
required to retain such personal information for five years after either the subscriber or operator has
discontinued service. In addition, the regulations require ISPs to provide POTRAZ with copies of their
subscriber registers to be stored in a Central Subscriber Information Database to enable POTRAZ to
“assist law enforcement agencies on safeguarding national security,” among other aims.67 Officials
could petition POTRAZ for access to the subscriber database without a court order. Following the
law’s enactment, the Zimbabwe Internet Services Providers Association released a statement stating
that none of its members would participate in email surveillance, though penalties for breaching the
new law include both fines and imprisonment.

60 “Man arrested for insulting Chihuri after getting phone number from Baba Jukwa,” iHarare, July 30, 2013, http://www.
iharare.co.zw/man-arrested-for-insulting-chihuri-after-getting-phone-number-from-baba-jukwa/.
61 Siilas Nkala, “’Naked Mugabe’ case drags on,” Southern Eye, June 18, 2013, http://www.southerneye.co.zw/2013/06/18/
naked-mugabe-case-drags-on/.
62 Alex Bell, “‘Naked’ Mugabe Picture Lands Woman in Court,” Nehanda Radio, January 9, 2013,
http://nehandaradio.com/2013/01/09/naked-mugabe-picture-lands-woman-in-court/.
63

Section 33(2)(a)(ii) of the Criminal Law (Codification and Reform) Act/CODE Chapter 9:23.

“POTRAZ Issues Mobile Phone Registration Reminder,” Technology Zimbabwe, January 31, 2011, http://www.techzim.
co.zw/2011/01/potraz-registration-reminder/.
64

65 “Potraz orders mobile phone operators to switch off illegal subscribers,” NewsDay, August 5, 2013, https://www.newsday.
co.zw/2013/08/05/potraz-orders-mobile-phone-operators-to-switch-off-illegal-subscribers/.
66 Garikai Dzoma, “Zimbabwe’s new online spying law,” Techzim, October 9, 2013, http://www.techzim.co.zw/2013/10/
zimbabwes-new-online-spying-law/; Postal and Telecommunications (Subscriber Registration) Regulations, 2013, https://docs.
google.com/file/d/0B006T_7m0f19NTR2b1BsZjZza2s/edit.
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In a positive step in June 2014, the government repealed the legal provisions in the new Subscriber
Registration Regulations (Statutory Instrument 142/2013) that allowed security agents to access user
information from a central database without a court-issued warrant, after the Parliamentary Legal
Committee (PLC) found provisions of the new regulations unconstitutional.68  An amended version
of the regulations—Statutory Instrument 95/2014—were subsequently enacted in July, which revised
section 9(2) to allow law enforcement agents to request information from the central database,
“provided that a prior written request is received by the Authority from an official of the law
enforcement agency who is in possession of a warrant or court order to obtain such information.”69
Analysis by the Zimbabwean legal watchdog Veritas found this amendment to fall short of judicial
oversight, since it requires either a court order or a warrant, the latter of which “can be issued by
police officers who have been designated as justices of the peace.”70
Government surveillance of citizen communications is also enabled by the Post and
Telecommunications Act of 2000, which allows the government to intercept suspicious
communications and requires a telecommunications licensee, such as an ISP, to supply
information to government officials upon request.71 The act also obligates telecoms to report any
communications with “offensive” or “threatening” content. Meanwhile, a Monitoring of Interception
of Communications Center was established under the Interception of Communications Act of
2007 and has the power to oversee traffic in all telecommunications services and to intercept
phone calls, emails, and faxes under the pretext of national security.72 The Act further requires
telecommunications operators and ISPs to install necessary surveillance technology at their own
expense and to intercept information on the state’s behalf.73 Failure to comply is punishable with a
fine and sentence of up to three years in prison. Warrants allowing the monitoring and interception
of communications are issued by the minister of information at his discretion; consequently, there is
no adequate judicial oversight or other independent safeguard against abuse,74 and the extent and
frequency of monitoring remains unknown.
Suspicions of Chinese technical assistance in controlling ICTs remain strong, particularly following
news reports of a ZANU-PF delegation sent to China in November 2013 for a special exchange
program on methods of controlling the internet (see “Limits on Content”). In March 2013, the news
and internet radio station Nehanda Radio also reported news about a “massive” cyber training

68 “No more snooping into phone conversations,” NewsDay, June 25, 2014, https://www.newsday.co.zw/2014/06/25/
snooping-phone-conversations/; “Adverse Report of the Parliamentary Legal Committee on Statutory Instruments, 142 of 2013,
Postal and Telecommunications (Subscriber Registration) Regulations, 2013,” http://www.veritaszim.net/node/1029.
69 Postal and Telecommunications (Subscriber Registration) Regulations, 2014 [SI 95/2014], http://www.cfuzim.org/images/
si9514.pdf.

Veritas, “Bill Watch 29/2014 of 21st July,” The Zimbabwean, July 22, 2014, http://www.thezimbabwean.co/politics/72630/billwatch-292014-of-21st.html.
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Postal and Telecommunications Act 2000, Part XII, Section 98, “Interception of communications,” http://www.potraz.gov.zw/
files/Postal_Act.pdf.
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Reporters Without Borders, “All Communications Can Now be Intercepted Under New Law Signed by Mugabe,” news
release, August 6, 2007, http://en.rsf.org/zimbabwe-all-communications-can-now-be-06-08-2007,17623.html. The law is
available at Kubatana, http://kubatana.net/docs/legisl/icb_070508.pdf.
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http://www.kubatana.net/html/archive/inftec/070810zol1.asp?spec_code=060426commdex&sector=INFTEC&year=0&range_
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program that had begun in 2007 with assistance from Iranian intelligence organizations.75 According
to the report, personnel from the Zimbabwean armed forces and the Central Intelligence
Organization (CIO) have been undergoing intensive cyber training in “technological warfare
techniques, counter-intelligence and methods of suppressing popular revolts among others, every
six months.” Meanwhile, encrypted communication applications such as Skype remain accessible,
though POTRAZ has maintained a September 2011 ban—reportedly enacted for security reasons—
on the use of the BlackBerry messenger service that enables users to send free messages.76
In response to fears of civil unrest following ZANU-PF’s overwhelming victory in the July 2013
general elections, the ruling party via the CIO reportedly ramped up its mass monitoring and
interception efforts. According to an inside source within the security forces, “targeted groups and
individuals’ communication and social media activities are being monitored, and at times the CIO
obtains recordings of voice calls from local cellphone providers under the guise of carrying out state
security operations.”77 One incident involving the interception and publication of emails belonging
to Elizabeth Macheka, the wife of MDC leader and former Prime Minister Morgan Tsvangirai,
illuminates the extent to which ZANU-PF abuses surveillance for political purposes. In August 2013,
the front page of the state-owned Sunday Mail published a story alleging that Macheka was having
an affair with a former lover.78 The story was based on supposed email exchanges between Macheka
and the alleged boyfriend, which were quoted extensively throughout the article. While Macheka
never confirmed the authenticity of the emails, the MDC party dismissed the story as an attempt to
distract the country from what they regarded as a stolen election.
Opposition political groups also reportedly monitor the social media activities of their members.
While caught up in intraparty fighting in March 2014, the opposition party MDC-T, an offshoot
of the MDC, stated that it monitors the activities of the party leaders on Facebook. MDC-T
spokesperson Douglas Mwonzora said that the move was aimed at members who post hate
speech, though the opposition party is reported to have used some Facebook posts as evidence of
insubordination in suspending senior officials in the past.79
Extralegal harassment, attacks, and intimidation against media workers in the print, radio, and
broadcast sectors is common in Zimbabwe, and as news outlets have increased their influence in the
online sphere, attacks against online outlets have increased in tandem. One incident in April 2014
involved Bulawayo-based aspiring community radio station Radio Dialogue, which was raided by the
police and POTRAZ officers who confiscated internet service payment receipts, reportedly to trace

75

Itai Mushekwe, “Iran Helping Zimbabwe Snoop on Internet,” Nehanda Radio, March 27, 2013, http://bit.ly/YKatMO.

The ban went into effect in response to unfounded fears that the service had facilitated the 2011 Arab uprisings as well
as the violent protests that took place in England in August of the same year. In mid-2011, POTRAZ director general Charles
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Interception of Communications Act, which requires that all telecommunication services allow official interception. The POTRAZ
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Radio Dialogue’s online activities.80 Technical attacks against critical websites and social media pages
are also increasing. Most notably in 2013 and 2014, the authorities launched several hacking attacks
against the anonymous whistleblower Baba Jukwa’s Facebook page, resulting in the deletion of
some of Jukwa’s damaging posts in 2013 and its ultimate takedown in July 2014.81

80 Peter Zwidekalanga Khumalo, “Police, Potraz raids Radio Dialogue,” Bulawayo24, April 22, 2014, http://bulawayo24.com/
index-id-news-sc-local-byo-46311-article-+Police,+Potraz+raids+Radio+Dialogue.html.
81

975

“Julian Assange, Baba Jukwa and Cyberpunks,” ICT Africa, May 4, 2013, http://ictafrica.info/FullNews.php?id=9002.

www.freedomhouse.org

FREEDOM
ON THE NET
2014

Tightening the Net: Governments Expand Online Controls

Methodology

Freedom on the Net provides analytical reports and
numerical ratings for 65 countries worldwide. The
countries were chosen to provide a representative
sample with regards to geographical diversity and
economic development, as well as varying levels
of political and media freedom. The ratings and
reports included in this study particularly focus on
developments that took place between May 1, 2013
and May 31, 2014.

What We Measure
The Freedom on the Net index aims to measure each
country’s level of internet and digital media freedom
based on a set of methodology questions described
below (see “Checklist of Questions”). Given increasing
technological convergence, the index also measures
access and openness of other digital means of transmitting information, particularly mobile phones and
text messaging services.
Freedom House does not maintain a culture-bound
view of freedom. The project methodology is grounded in basic standards of free expression, derived
in large measure from Article 19 of the Universal
Declaration of Human Rights:
“Everyone has the right to freedom of opinion and
expression; this right includes freedom to hold
opinions without interference and to seek, receive,
and impart information and ideas through any
media regardless of frontiers.”

976

This standard applies to all countries and territories,
irrespective of geographical location, ethnic or religious composition, or level of economic development.
The project particularly focuses on the transmission
and exchange of news and other politically relevant
communications, as well as the protection of users’
rights to privacy and freedom from both legal and
extralegal repercussions arising from their online
activities. At the same time, the index acknowledges
that in some instances freedom of expression and
access to information may be legitimately restricted.
The standard for such restrictions applied in this index
is that they be implemented only in narrowly defined
circumstances and in line with international human
rights standards, the rule of law, and the principles of
necessity and proportionality. As much as possible,
censorship and surveillance policies and procedures
should be transparent and include avenues for appeal
available to those affected.
The index does not rate governments or government
performance per se, but rather the real-world rights
and freedoms enjoyed by individuals within each
country. While digital media freedom may be primarily
affected by state actions, pressures and attacks
by nonstate actors, including the criminal underworld, are also considered. Thus, the index ratings
generally reflect the interplay of a variety of actors,
both governmental and nongovernmental, including
private corporations.

Freedom House

The Scoring Process
The index aims to capture the entire “enabling environment” for internet freedom within each country
through a set of 21 methodology questions, divided
into three subcategories, which are intended to
highlight the vast array of relevant issues. Each individual question is scored on a varying range of points.
Assigning numerical points allows for comparative
analysis among the countries surveyed and facilitates
an examination of trends over time. Countries are
given a total score from 0 (best) to 100 (worst) as well
as a score for each sub-category. Countries scoring
between 0 to 30 points overall are regarded as having
a “Free” internet and digital media environment;
31 to 60, “Partly Free”; and 61 to 100, “Not Free”. An
accompanying country report provides narrative detail
on the points covered by the methodology questions.

The purpose of the subpoints is to guide analysts
regarding factors they should consider while evaluating and assigning the score for each methodology
question. After researchers submitted their draft
scores, Freedom House convened five regional review
meetings and numerous international conference
calls, attended by Freedom House staff and over 70 local experts, scholars, and civil society representatives
from the countries under study. During the meetings,
participants reviewed, critiqued, and adjusted the
draft scores—based on the set coding guidelines—
through careful consideration of events, laws, and
practices relevant to each item. After completing the
regional and country consultations, Freedom House
staff did a final review of all scores to ensure their
comparative reliability and integrity.

The methodology examines the level of internet
freedom through a set of 21 questions and nearly
100 accompanying subpoints, organized into
three groupings:
•

•

•

Obstacles to Access—including infrastructural
and economic barriers to access; governmental
efforts to block specific applications or technologies; legal and ownership control over internet
and mobile phone access providers.
	
Limits on Content—including filtering and
blocking of websites; other forms of censorship
and self-censorship; manipulation of content;
the diversity of online news media; and usage
of digital media for social and political activism.
	
Violations of User Rights—including legal
protections and restrictions on online activity;
surveillance and limits on privacy; and repercussions for online activity, such as legal
prosecution, imprisonment, physical attacks,
or other forms of harassment.

http://www.freedomhouse.org
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Checklist of Questions

•
•
•

•

Each
	
country is ranked on a scale of 0 to 100,
with 0 being the best and 100 being the worst.
A
	 combined score of 0-30=free,
31-60=partly free, 61-100=not free.
Under
	
each question, a lower number of points
is allotted for a more free situation, while a
higher number of points is allotted for a less
free environment.
Unless
	
otherwise indicated, the sub-questions
listed are meant to provide guidance as to
what issues should be addressed under each
methodology question, though not all will apply
to every country.

•

2.	Is access to the internet and other ICTs
prohibitively expensive or beyond the reach of
certain segments of the population? (0-3 points)
•
•

•

A. Obstacles to Access (0-25 points)
1.	To what extent do infrastructural limitations
restrict access to the internet and other ICTs?
(0-6 points)

•

•
•

•

•

•

978

	
Does
poor infrastructure (electricity, telecommunications, etc.) limit citizens’ ability to
receive internet in their homes and businesses?
	To what extent is there widespread public
access to the internet through internet cafes,
libraries, schools and other venues?
	To what extent is there internet and mobile
phone access, including data connections
or satellite?
	Is there a significant difference between
internet and mobile phone penetration and
access in rural versus urban areas or across
other geographical divisions?

	 what extent are broadband services widely
To
available in addition to dial-up?

	 countries where the state sets the price of
In
internet access, is it prohibitively high?
	Do financial constraints, such as high costs of
telephone/internet services or excessive taxes
imposed on such services, make internet
access prohibitively expensive for large
segments of the population?
	Do low literacy rates (linguistic and “digital
literacy”) limit citizens’ ability to use
the internet?
	Is there a significant difference between
internet penetration and access across ethnic
or socio-economic societal divisions?
	To what extent are online software, news, and
other information available in the main local
languages spoken in the country?

3.	Does the government impose restrictions on ICT
connectivity and access to particular social media
and communication apps permanently or during
specific events? (0-6 points)
•

	
Does
the government place limits on the
amount of bandwidth that access providers
can supply?

Freedom House

•

•

•

•

•

	
Does
the government use control over
internet infrastructure (routers, switches, etc.)
to limit connectivity, permanently or during specific events?
	Does the government centralize telecommunications infrastructure in a manner that could
facilitate control of content and surveillance?
	Does the government block protocols and
tools that allow for instant, person-to-person
communication (VOIP, instant messaging, text
messaging, etc.), particularly those based outside the country (e.g. Skype, WhatsApp, etc?)
	Does the government block protocols, social
media, and/or communication apps that allow
for information sharing or building online
communities (video-sharing, social-networking
sites, comment features, blogging platforms,
etc.) permanently or during specific events?
	Is there blocking of certain tools that enable
circumvention of online filters and censors?

5.	To what extent do national regulatory bodies
overseeing digital technology operate in a free,
fair, and independent manner? (0-4 points)
•

•

•

•

•

4.	Are there legal, regulatory, or economic obstacles
that prevent the existence of diverse business
entities providing access to digital technologies?
(0-6 points)
	
Note: Each of the following access providers are
scored separately:
1a.	Internet service providers (ISPs) and other
backbone internet providers (0-2 points)
1b.	Cybercafes and other businesses entities
that allow public internet access
(0-2 points)
1c.	Mobile phone companies (0-2 points)
•

•

•

•

	 there a legal or de facto monopoly over acIs
cess providers or do users have a choice of access provider, including ones privately owned?
	Is it legally possible to establish a private access
provider or does the state place extensive legal
or regulatory controls over the establishment of
providers?
	Are registration requirements (i.e. bureaucratic
“red tape”) for establishing an access provider
unduly onerous or are they approved/rejected
on partisan or prejudicial grounds?
	Does the state place prohibitively high
fees on the establishment and operation
of access providers?

http://www.freedomhouse.org

	
Are
there explicit legal guarantees protecting
the independence and autonomy of any regulatory body overseeing internet and other ICTs
(exclusively or as part of a broader mandate)
from political or commercial interference?
	Is the process for appointing members of regulatory bodies transparent and representative of
different stakeholders’ interests?
	Are decisions taken by the regulatory body,
particularly those relating to ICTs, seen to be
fair and apolitical and to take meaningful notice
of comments from stakeholders in society?
	Are efforts by access providers and other internet-related organizations to establish self-regulatory mechanisms permitted and encouraged?
	Does the allocation of digital resources, such
as domain names or IP addresses, on a national
level by a government-controlled body create
an obstacle to access or are they allocated in a
discriminatory manner?

B. Limits on Content (0-35 points)
1.	To what extent does the state or other actors
block or filter internet and other ICT content, particularly on political and social issues? (0-6 points)
•

•
•

•

	 there significant blocking or filtering of
Is
internet sites, web pages, blogs, or data
centers, particularly those related to political
and social topics?
	Is there significant filtering of text messages or
other content transmitted via mobile phones?
	Do state authorities block or filter information
and views from inside the country—particularly
concerning human rights abuses, government
corruption, and poor standards of living—from
reaching the outside world through interception of email or text messages, etc?
	Are methods such as deep-packet inspection
used for the purposes of preventing users from
accessing certain content or for altering the
content of communications en route to the
recipient, particularly with regards to political
and social topics?

979

FREEDOM
ON THE NET
2014

Tightening the Net: Governments Expand Online Controls

2.	To what extent does the state employ legal,
administrative, or other means to force deletion
of particular content, including requiring private
access providers to do so? (0-4 points)
•

•

•

•

	 what extent are non-technical measures—juTo
dicial or extra-legal—used to order the deletion
of content from the internet, either prior to or
after its publication?
	To what degree does the government or other
powerful political actors pressure or coerce online news outlets to exclude certain information
from their reporting?
	Are access providers and content hosts legally
responsible for the information transmitted
via the technology they supply or required to
censor the content accessed or transmitted by
their users?
	Are access providers or content hosts prosecuted for opinions expressed by third parties via
the technology they supply?

3.	To what extent are restrictions on internet and
ICT content transparent, proportional to the
stated aims, and accompanied by an independent
appeals process? (0-4 points)
•

•

•
•

	
Are
there national laws, independent oversight
bodies, and other democratically accountable
procedures in place to ensure that decisions to
restrict access to certain content are proportional to their stated aim?
	Are state authorities transparent about what
content is blocked or deleted (both at the level
of public policy and at the moment the censorship occurs)?
	Do state authorities block more types of content than they publicly declare?
	Do independent avenues of appeal exist for
those who find content they produced to have
been subjected to censorship?

•

5.	To what extent is the content of online sources
of information determined or manipulated by
the government or a particular partisan interest?
(0-4 points)
•

•

•

•

•

•

4.	Do online journalists, commentators, and ordinary
users practice self-censorship? (0-4 points)

•
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	 there widespread self-censorship by online
Is
journalists, commentators, and ordinary users
in state-run online media, privately run websites, or social media applications?
	Are there unspoken “rules” that prevent an
online journalist or user from expressing certain
opinions in ICT communication?

	 what degree do the government or other
To
powerful actors pressure or coerce online news
outlets to follow a particular editorial direction
in their reporting?
	Do authorities issue official guidelines or
directives on coverage to online media
outlets, blogs, etc., including instructions to
marginalize or amplify certain comments or
topics for discussion?
	Do government officials or other actors bribe or
use close economic ties with online journalists,
bloggers, website owners, or service providers
in order to influence the online content they
produce or host?
	Does the government employ, or encourage
content providers to employ, individuals to
post pro-government remarks in online bulletin
boards and chat rooms?
	Do online versions of state-run or partisan
traditional media outlets dominate the online
news landscape?

6.	Are there economic constraints that negatively
impact users’ ability to publish content online or
online media outlets’ ability to remain financially
sustainable? (0-3 points)

•

•

	 there avoidance of subjects that can clearly
Is
lead to harm to the author or result in almost
certain censorship?

•

	
Are
favorable connections with government
officials necessary for online media outlets or
service providers (e.g. search engines, email
applications, blog hosting platforms, etc.) to be
economically viable?
	Are service providers who refuse to follow
state-imposed directives to restrict content
subject to sanctions that negatively impact
their financial viability?
	Does the state limit the ability of online media
to accept advertising or investment, particularly
from foreign sources, or does it limit advertisers from conducting business with disfavored
online media or service providers?

Freedom House

•

•

	 what extent do ISPs manage network traffic
To
and bandwidth availability to users in a manner
that is transparent, evenly applied, and does
not discriminate against users or producers of
content based on the content/source of the
communication itself (i.e. respect “net neutrality” with regard to content)?
	To what extent do users have access to free
or low-costs blogging services, webhosts, etc.
to allow them to make use of the internet to
express their own views?

7.	To what extent are sources of information that are
robust and reflect a diversity of viewpoints readily
available to citizens, despite government efforts
to limit access to certain content? (0-4 points)

•

C. Violations of User Rights (0-40 points)
1.	To what extent does the constitution or other laws
contain provisions designed to protect freedom of
expression, including on the internet, and are they
enforced? (0-6 points)
•

•
•

•

•

•

•

	
Are
people able to access a range of local and
international news sources via the internet or
text messages, despite efforts to restrict the
flow of information?
	Does the public have ready access to media
outlets or websites that express independent,
balanced views?
	Does the public have ready access to sources
of information that represent a range of political
and social viewpoints?
	To what extent do online media outlets and
blogs represent diverse interests within
society, for example through websites run
by community organizations or religious,
ethnic and other minorities?
	To what extent do users employ proxy servers
and other methods to circumvent state
censorship efforts?

8.	To what extent have individuals successfully used
the internet and other ICTs as sources of information and tools for mobilization, particularly regarding political and social issues? To what extent are
such mobilization tools available without government restriction? (0-6 points)
•

•

	 what extent does the online community covTo
er political developments and provide scrutiny
of government policies, official corruption, or
the behavior of other powerful societal actors?
	To what extent are online communication tools
or social networking sites (e.g. Twitter,
Facebook) used as a means to organize
politically, including for “real-life” activities?

•

•

•

	
Does
the constitution contain language that
provides for freedom of speech and of the
press generally?
	Are there laws or legal decisions that specifically protect online modes of expression?
	Are online journalists and bloggers accorded
the same rights and protections given to print
and broadcast journalists?
	Is the judiciary independent and do the
Supreme Court, Attorney General, and other
representatives of the higher judiciary support
free expression?
	Is there implicit impunity for private and/or
state actors who commit crimes against online
journalists, bloggers, or other citizens targeted
for their online activities?

2.	Are there laws which call for criminal penalties
or civil liability for online and ICT activities?
(0-4 points)
•

•

•

•
•

http://www.freedomhouse.org

	
Are
mobile phones and other ICTs used
as a medium of news dissemination and
political organization, including on otherwise banned topics?

	
Are
there specific laws criminalizing online
expression and activity such as posting or
downloading information, sending an email,
or text message, etc.? (Note: this excludes
legislation addressing harmful content such
as child pornography or activities such as
malicious hacking)
	Do laws restrict the type of material that can
be communicated in online expression or via
text messages, such as communications about
ethnic or religious issues, national security, or
other sensitive topics?
	Are restrictions of internet freedom closely defined, narrowly circumscribed, and proportional
to the legitimate aim?
	Are vaguely worded penal codes or security laws
applied to internet-related or ICT activities?
	Are there penalties for libeling officials or the
state in online content?
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•

	
Can
an online outlet based in another country
be sued if its content can be accessed from
within the country (i.e. “libel tourism”)?

3.	Are individuals detained, prosecuted or
sanctioned by law enforcement agencies for
disseminating or accessing information on the
internet or via other ICTs, particularly on political
and social issues? (0-6 points)

5.	To what extent is there state surveillance of
internet and ICT activities without judicial or
other independent oversight, including systematic
retention of user traffic data? (0-6 points)
•

•
•

•

•

•

•
•

	
Are
writers, commentators, or bloggers subject
to imprisonment or other legal sanction as a
result of posting material on the internet?
	Are citizens subject to imprisonment, civil
liability, or other legal sanction as a result of
accessing or downloading material from the internet or for transmitting information via email
or text messages?
	Does the lack of an independent judiciary or
other limitations on adherence to the rule of law
hinder fair proceedings in ICT-related cases?
	Are individuals subject to abduction or arbitrary
detention as a result of online activities, including membership in certain online communities?
	Are penalties for “irresponsible journalism” or
“rumor mongering” applied widely?
	Are online journalists, bloggers, or others regularly prosecuted, jailed, or fined for libel or defamation (including in cases of “libel tourism”)?

4.	Does the government place restrictions on
anonymous communication or require user
registration? (0-4 points)
•
•

•
•

	
Are
website owners, bloggers, or users in general required to register with the government?
	Are users able to post comments online or
purchase mobile phones anonymously or does
the government require that they use their real
names or register with the government?
	Are users prohibited from using encryption
software to protect their communications?
	Are there laws restricting the use of encryption
and other security tools, or requiring that the
government be given access to encryption keys
and algorithms?

•

•

•

6.	To what extent are providers of access to digital
technologies required to aid the government in
monitoring the communications of their users?
(0-6 points)
	
Note: Each of the following access providers are
scored separately:
6a.	Internet service providers (ISPs) and other
backbone internet providers (0-2 points)
6b.	Cybercafes and other business entities
that allow public internet access
(0-2 points)
6c.	Mobile phone companies (0-2 points)
•

•
•

•
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	 the authorities regularly monitor webDo
sites, blogs, and chat rooms, or the content of
email and mobile text messages, including via
deep-packet inspection?
	To what extent are restrictions on the privacy
of digital media users transparent, proportional
to the stated aims, and accompanied by an
independent process for lodging complaints
of violations?
	Where the judiciary is independent, are there
procedures in place for judicial oversight of surveillance and to what extent are these followed?
	Where the judiciary lacks independence, is
there another independent oversight body in
place to guard against abusive use of surveillance technology and to what extent is it able
to carry out its responsibilities free of government interference?
	Is content intercepted during internet surveillance admissible in court or has it been used to
convict users in cases involving free speech?

	
Are
access providers required to monitor their
users and supply information about their digital
activities to the government (either through
technical interception or via manual monitoring, such as user registration in cybercafes)?
	Are access providers prosecuted for not
doing so?
	Does the state attempt to control access
providers through less formal methods, such as
codes of conduct?
	Can the government obtain information about
users without a legal process?

Freedom House

7.	Are bloggers, other ICT users, websites, or their
property subject to extralegal intimidation or
physical violence by state authorities or any other
actor? (0–5 points)
•

•

•

•

	
Are
individuals subject to murder, beatings,
harassment, threats, travel restrictions, or
torture as a result of online activities, including
membership in certain online communities?
	Do armed militias, organized crime elements,
insurgent groups, political or religious extremists, or other organizations regularly target
online commentators?
	Have online journalists, bloggers, or others
fled the country or gone into hiding to avoid
such action?
	Have cybercafes or property of online commentators been targets of physical attacks or
the confiscation or destruction of property as
retribution for online activities or expression?

http://www.freedomhouse.org

8.	Are websites, governmental and private entities,
ICT users, or service providers subject to
widespread “technical violence,” including
cyberattacks, hacking, and other malicious
threats? (0-3 points)
•

•

•

•

	
Are
financial, commercial, and governmental
entities subject to significant and targeted cyberattacks (e.g. cyberespionage, data gathering,
DDoS attacks), including those originating from
outside of the country?
	Have websites belonging to opposition or civil
society groups within the country’s boundaries
been temporarily or permanently disabled due
to cyberattacks, particularly at politically sensitive times?
	Are websites or blogs subject to targeted technical attacks as retribution for posting certain
content (e.g. on political and social topics)?
	Are laws and policies in place to prevent and
protect against cyberattacks (including the
launching of systematic attacks by nonstate
actors from within the country’s borders) and
are they enforced?
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The internet is a crucial
medium not just for personal
communication or news and
information, but for political
participation and civic
engagement. The struggle for
internet freedom is consequently
inseparable from the struggle
for freedom of every kind.
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